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OpenShift IBM Cloud Pak System

Cluster A Onpremisesconverged infrastructure applianceith built-in compute,
network and storage resources

Deployment A Includesentittement for Red Hat Enterprise Linux, IBM Spectrum Scale
and VMware vSphere
A Automatesdeployment of IBM Cloud Paks, Red Hat OpenShift Containe
Day 1 Platform and IBM Edge using IBM Cloud Pak Systemierators
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OpenShift Container Platform Accelerator
Capabillities and Versions

IBM Cloud
Pak System

Firmware
Version

2.3.1.0
Dec 2019

2.3.2.0
Mar 2020

2.3.2.0
Mar 2020

2.3.3.0
Sep 2020

OpenShift

Accelerator

Version

1.0.1.0
Dec 2019

1.0.3.0
Mar 2020

4.3.1.0
May 2020

4.4.0.0
Sep 2020

OpenShift
Version

3.11

4.2.18

4.3.1

4.4.6

Automation | Automation |Comments
for Horizontal | for OpenShift
Scaling Container

Storage

Automation
for Vertical
Scaling

Yes No No Deprecated in
IBM CPS
2.3.3.0

Yes NoO NoO

Yes NoO NoO

Yes Yes Yes



OpenShift Container Platform Accelerator
Prerequisites

A Integration withRed Hat Satellite ServéRHSS) 6
A New RHSS deployed on IBM Cloud Pak System
A Existing RHSS reachable over the network from IBM Cloud Pak System

A Integration withDocker Private Registry
A New Docker Private Registry on IBM Cloud Pak System
A Existing Docker Private Registry reachable over the network from IBM Cloud Pak System

A Red Hat OpenShift Container PlatfoBYOL binariefor IBM Cloud Pak System
A Available from IBM Fix Central and to be imported into IBM Cloud Pak System

A Red Hat OpenShificenses/entitliement
A Required- Red Hat OpenShift Container Platform
A Optional- Red Hat OpenShift Container Storage



OpenShift Container Platform Accelerator
Infrastructure Topology

OpenShift cluster
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OpenShift Container Platform Accelerator
Deployed OpenShift Cluster

IBM Cloud Pak System ® @

Getting started [/ Manage environments /

IS Hugh OCP 4_4‘6 Marked Maintenance mode ‘ Actions v ‘

%5

Topology

Launch consoles

Access all Cloud Pak, and OpenShift Container Platform
consoles here.

PrimaryHelper.11600378894282 ] Master.11600378894278 ] —|: Worker.11600378894283 (]
SecondaryHelper.11600378894281 (] Master.21600378894279 (] Worker.21600378894284 (]
. Master.31600378894280
Cluster details aster °

Cluster ID
26e3b0£0-9c84-4dd9-86d5-23bf82ec51cT D Q  Find node © Edit workers

Statt Node Status Health Address Updated on
@ Running

~ Worker.11600378894283 @ Running © Unknown 9.42.52.38 09/17/2020 06:02:49 PM IZI
Healtt

) Normal .

v Master.31600378894280 @ Running € Unknown 9.42.52.32 09/17/2020 06:04:49 PM
Environment profile
CloudPaks v Master.21600378894279 @ Running € Unknown 9.42.52.28 09/17/2020 06:04:49 PM
Cloud group
CloudPakCG v SecondaryHelper.11600378894281 @ Running ©) Normal 9.42.52.33 09/17/2020 05:51:54 PM
Created by
sanjeev v PrimaryHelper.11600378894282 (] Running © Unknown 9.42.52.36 09/17/2020 05:52:06 PM

® IBM Corp 2020. All rights reserved. Rack77 2.3.3.0-202008241601063



IBM Cloud Pak System and Red Hat OpenSh
References to get started

A IBM Cloud Pak System blo%
https://ibmcloudpaksystem.home.blog/

A IBM Cloud Pak System blog list
https://www.ibm.com/support/pages/node/6239266

A Deploying Red Hat OpenShift Container Platform 4.4 on IBM Cloud Pak System _
https://developer.ibm.com/recipes/tutorials/deployinged-hat-openshiftcontaineeplatform-4-4-on-ibm-cloud-pak-system/

A Deploying RedHat OpenShift 4.3 on IBM Cloud Pak S&/ﬁtﬂp by step tutorial
https://developer.ibm.com/recipes/tutorials/deployingedhatopenshift4-3-on-ibm-cloud-pak-system/

A Deploying Red Hat OpenShift 4 on IBM Cloud Pak System 2.Stér0_b%/ step tutorial
https://developer.ibm.com/recipes/tutorials/deployinged-hat-openshift4-on-ibm-cloud-paksystem2-3-2-0/

A ﬁcct:)eleratte yolurtfRed Hat OpenShift Container Platform deployment with IBM Cloud Pak-3ysteo easily implement and configuonpremises
ubernetes platforms
https://develgper.ibm.com/tutorials/accelerata'our—red—hat—openshiftcontaineFplatform—deploymentwith—ibm—cloudpak—system/



https://ibmcloudpaksystem.home.blog/
https://www.ibm.com/support/pages/node/6239266
https://developer.ibm.com/recipes/tutorials/deploying-red-hat-openshift-container-platform-4-4-on-ibm-cloud-pak-system/
https://developer.ibm.com/recipes/tutorials/deploying-redhat-openshift-4-3-on-ibm-cloud-pak-system/
https://developer.ibm.com/recipes/tutorials/deploying-red-hat-openshift-4-on-ibm-cloud-pak-system-2-3-2-0/
https://developer.ibm.com/tutorials/accelerate-your-red-hat-openshift-container-platform-deployment-with-ibm-cloud-pak-system/

OpenShift
Cluster
Configuration

Day 2

A Connect OpenShift to LDAP
A Remove selprovisioner role
A LDAP Group Sync

A Create OpenShift groups

0 Cluster Admin Group

o Dev groups

A <namespaceadmins
A <namespacesdeveloper

A Service Accounts
A Environment Review



Connect OpenShift to LDAP

AFairly straight forward as describedRed Hat OpenShift Documentation
ANavigate to Administratiod, Cluster Settings, Global Configuratio, OAuth

AAdd LDAP identity provider [Seming VI Requred
. Name openldap Yes
Alf not USIﬂg TLS’ enter_YAML URL |dap://Idap.acme.com:389/OACME.COM?uid?s v,
tab and setnsecureoption ub?(objectClass*) es
10 frue BindDN léi(z:zé)lslenShiftAdm,CNJsers,CNAdmin,O:ACM Yes
A Save configuration Bind Password <provided by ACME> Yes
Attribute Value
ID uid Yes
Preferred Username uid
Name cn
Email

AMay need to wait a few minutes for the authentication pods to restart


https://docs.openshift.com/container-platform/4.2/authentication/identity_providers/configuring-ldap-identity-provider.html

Connect OpenShift to LDAP

Updates/creates 2 configurations in OpenShift

# oc get oauth cluster -o yaml
apiVersion: config.openshift.io/v1l
kind: OAuth

metadata:

# oc -n openshift-config get secret ldap-bind-password-22mép -o yaml
apiVersion: vi

: data:

A R bindPassword: RG1kIH1lvdSB@aGluayB@aGlzIHdvdwxkIGJI1IGEgcmVhbCBwYXNzd29yZD8K

bl ] kind: Secret
identityProviders:

- ldap:
attributes:
email: []
id:
- uid
name:
- ¢cn
preferredUsername:
- uid
bindDN: uid=OpenshiftAdm,CN=Users, CN=Admin,O0=ACME.COM
bindPassword:
name: ldap-bind-password-22mép
insecure: true
url: ldap://openldap.acme.com:389/0=ACME.COM?uid?sub?(objectClass=x%)
mappingMethod: claim
name: openldap
type: LDAP

metadata:
name: ldap-bind-password-22mép
namespace: openshift-config
type: Opaque




OpenShift Roles

OpenShift includes a set of default cluster roles that you
can assign to users and groups clustede or locally.

Default Cluster Role

admin

basic-user

cluster-admin

cluster-status

edit

self-provisioner

view

Description

A project manager. If used in a local binding, an admin has rights to view any resource in the project and

modify any resource in the project except for quota.
A user that can get basic information about projects and users.

A super-user that can perform any action in any project. When bound to a user with a local binding, they

have full control over quota and every action on every resource in the project.
A user that can get basic cluster status information.

A user that can modify most objects in a project but does not have the power to view or modify roles or
bindings.

A user that can create their own projects.

A user who cannot make any modifications, but can see most objects in a project. They cannot view or

modify roles or bindings.



Remove selprovisioner role

AOnce LDAP is configured users are automatically added to OpenShift when they logir

ALF @é&2dz gFyd (2 NBAINAROG (UKS dzaSNXQa OF L
they are granted access by the OpenShift admin this role can be removed
oc adm policy remove  -cluster -role -from - groupself -

provisioner system:authenticated:oauth

ATo reenable seHprovisioning run the following command

oc adm policy add -cluster -role -to -groupself - provisioner

system:authenticated:oauth



kind: LDAPSyncConfig

LDAP Group Sync

ADescribed in detail in thBed Hat OpenShif (st i

) bindDN: cn=0penshiftAdm,CN=Users,0=ACME.COM
Documentation bindPassword: skskskkskkk

insecure: true

. . UIDN M ing:
AEnables some automation to align LDAP |y - e (s s e i
groups W|th OpenShrft groups rf:gg;;}oudgrp,CN=Groups,0=ACME.CDM“: Openshift-Users

groupsQuery:

AWould need to be executed whenever LD/ baseDN: "CN=Groups, 0=ACME.COM"
filter: (objectClass=groupOfNames)
groups are updated scope: sub
derefAliases: never
. Size: @
ANot required T T

groupNameAttributes: [ cn ]

AUSerS can be added manua”y to groups b groupMembershipAttributes: [ member ]

_ usersQuery:
a cluster administrator baseDN: "CN=Users, 0=ACME .COM"
. scope: sub
ocadmgroups adeusersga-clusteradmins > bl

pageSize: ©
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false


https://docs.openshift.com/container-platform/4.2/authentication/ldap-syncing.html

Create OpenShift groups

A Cluster Admin Group

A Users added to this group would hasleister adminaccess rights
A Created with the comman (e ele LN SR L el R~
A The group name for QA ds-clusteradminsand for PROD jsrd-clusteradmins
o la o VIS el e=te InalTaY (o] R teXe[(e]8]s} OC adm policy addclusterrole-to-group clusteradminga-clusteradmins
RV o e8] oc admgroups adeusersga-clusteradmins

A Dev groups
A 2 developer group types were identified; administrators and developers
A administrators havedminrole at the project level
A developers haveiew role at the project level to look at pod status and logs
RO RV R QRS I MIMER] oc adm groups New<group namegs

A Developer groups names for QA commonadmins,ga-commondeveloper,ga-edp-admins,ga-edp-developer
PErrotp PR%Dgrlﬁ—Lcommonadmins,grd—commondevelo%er%rd—egpadminsc{,prd—&ipdeve?oper

A Assign roles to groups:

ocproject common
ocadmpolicy addrole-to-group adminga-commonadmins
ocadmpolicy addrole-to-group viewga-commondeveloper

ocprojectedp
ocadmpolicy addrole-to-group adminga-edp-admins
ocadmpolicy addrole-to-group viewga-edp-developer

A Assign user to group:

ocadmgroups adeusersga-commonadmins
ocadmgroups adeusersga-commonadmins

ocadmgroups adeusersga-commonadmins
ocadmgroups adeusersga-commonadmins




Service Accounts for CICD

A For CICD pipelines a service account aitimin access to the project is generally sufficient

A Generatekubeconfigfor pipelines to use for authentication:

occreatesa<SERVICE ACCOUMEPROJECT=>

occreaterolebinding<SERVICE ACCOUadmin--serviceaccount<PROJECKSERVICE ACCOUNGlusterroleeadmin-n <PROJECT>
token_nameocgetsajenkins-n<PROJECT2 G SYLX I §STr499 AYyRSE O6AYRSE ®aSONBGa n
token=oc get secret $pken_namé -n <PROJECHotemplate="{{ data.token}}' | base64-d

oc--kubeconfig/tmp/ <SERVICE ACCOUkubeconfig.yam\

config setcluster cluster-server=https:/<OpenShifapi URL>6443--insecureskiptls-verify=true
oc--kubeconfig/tmp/ <SERVICE ACCOUklbeconfig.yamtonfig setcredentialgenkins--token=${token}
oc--kubeconfig/tmp/ <SERVICE ACCOUkubeconfig.yam\

config setcontext<SERVICE ACCOUNFPROJECTeluster=cluster-user=SERVICE ACCOUNRamespace=PROJECT>
oc--kubeconfig/tmp/ <SERVICE ACCOUkubeconfig.yamtonfig usecontext<SERVICE ACCOUNFPROJECT>

A In the above example thieubeconfigfile would be tmp/<SERVICE ACCOUkidlzeconfig.yam!
A To grant the same service account access to another project

oc createrolebinding<SERVICE ACCOUadmin--serviceaccount<PROJECESERVICE ACCOUNGIusterrolecadmin-n <NEW PROJE(

A You can create a service account &meconfigfor each project to be consumed by the CICD pipelines.
Or you can have a single service accountlanzkconfigwith access to many projects.

A When using a single service account for many projects you need to make sure the pipelines are
configured to specify a project in akybectl occommands.



Environment Review

The following items were identified to be addressed during a review of the
OpenShift Container Platform environments:

Aopenshiftsamples operator degraded

AMonitoring stack

ARunning on worker nodes
AtelemeterClientas disabled
AVisible alarm fotelemeterClient

ADynamic softwarelefined storage provisioner
A Centralized logging

A Configure requests and limits for CPU and Memory for all the workloads



openshiftsamples operator

AThe 'bpenshiftsamples” cluster operator is degraded because of Internet
connectivity and the disconnected install performed by IBM Cloud Pak System

AThere is &nowledge centearticle that addresses the issue

AOnce this is resolved the cluster indicates that an update is available. It can be
updated but may not be certified for IBM Cloud Pak System. Seefthfor details.


https://www.ibm.com/support/knowledgecenter/en/SSZQFR_2.3.2.0/iwd/openshift_gs_4.x.html
https://www.ibm.com/support/knowledgecenter/en/SSZQFR_2.3.2.0/iwd/openshift_faqs_4.x.html

