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Disclaimer
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Statements regarding IBM future direction and intent are subject to change or withdrawal and 
represent goals and objectives only
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Motivation
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Motivation - SMF Data Consumers
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• Yesterday:

• z/OS systems programmer

• Solid z/OS background

• Solid native interface skills 

• The whole time of the Universe to access, process, and interpret the data

• Tomorrow additionally:

• ML/AI Analyst & Data Scientist / Engineer 

• Solid math, statistics skills

• Solid modern Programming Languages / Frameworks skills

• None up to a little z/OS background

• No time at all
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Motivation - Proof
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• This document assumes that the reader has extensive experience with z/OS, is 
familiar with its basic concepts, and can code JCL statements to run programs or 
cataloged procedures, can code in assembler language, and can read assembler, 
loader, and linkage editor output © MVS System Management Facilities (SMF)

• Data Science:

• Python Foundations - Libraries: Pandas, NumPy, Arrays and Matrix handling, 
Visualization, Exploratory Data Analysis (EDA)

• Statistics Foundations: Basic/Descriptive Statistics, Distributions (Binomial, 
Poisson, etc.), Bayes, Inferential Statistics

• …. 

– © Massachusetts Institute of Technology, Applied Data Science Program
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https://www-40.ibm.com/servers/resourcelink/svc00100.nsf/pages/zosv2r5sa380667/$file/ieag200_v2r5.pdf?OpenElement&xpdflink
https://professional.mit.edu/course-catalog/applied-data-science-program


Motivation – Current access
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Motivation – Current access
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Motivation – Current access
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Motivation – Current access
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Goal 
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• Describe all the possible Data Models and their access methods:

• Without proprietary specifications

• Relying on industry standards

• Staying outside any programming language(s) skillset

• Being scalable & adjustable
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Data Gatherer REST services
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Data Gatherer REST services
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z/OS

Catalog

…
SOME.VALID.SMF.DATASET

Data Gatherer
REST services

https://zos.is.sweet.com:444/zosmf/zosdg/smf/
v1/smf/type/70/subtype/1
?datasetName=SOME.VALID.SMF.DATASET

Let’s process this!
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Result:
JSON
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Formatting 

Hierarchy and
1-to-1 relationships

Indexing
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Result:
JSON
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1-to-many 
relationships 78-2 formatted 

fields
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What is a (RESTful-)API?
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• Application Programming Interface (API):
• a set of rules that define how applications or devices can connect to and 

communicate with each other

• REpresentational State Transfer (REST) API:
• an API that conforms to the design principles of the REST architectural style
• has a goal to increase performance, scalability, simplicity, modifiability, visibility, 

portability, and reliability
• provides:

• simplicity of a uniform interface
• modifiability of components to meet changing needs (even while the application 

is running)
• …
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What is the OpenAPI Specification?
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• defines a standard, language-agnostic interface to RESTful APIs

• eases the discovery and understanding of the capabilities of the service

• no source code access is required, neither documentation, nor network 

traffic inspection

• can then be used by:

• documentation generation tools to display the API
• code generation tools to generate servers and clients in various 

programming languages, testing tools, and many other use cases
© swagger.io
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https://swagger.io/specification/


An OASv3 OpenAPI Document
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• OpenAPI Document
• document that defines or describes an API. An OpenAPI definition uses and 

conforms to the OAS
• Provides in-place documentation about:

• all the possible HTTP requests, including:
• request path, its’ variables, query parameters, ingress headers etc.

• all the possible responses, including:
• statuses and their meanings
• possible response models, including

• structures, elements, parameters
• parent-child hierarchies, as well as 1-to-1, 1-to-many relationships
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Example: Request-Response contract
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Application of those concepts to our use case?
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• Every supported SMF (sub-)type:
• is an OpenAPI model 
• is accessible via its own end-point on demand
• consists of the full Data Model Composition with parent-child hierarchies, 

aka
• Header ->

• (1:1) Product section
• (1:1) ASID_AREA
• (1:1) CPU_CONTROL
• (1:n) CPU_DATA
• …
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Infrastructure
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• Java application
• zIIPs benefits are available
• uses own z/OS Liberty server instance provided and pre-configured by 

z/OSMF
• does NOT depend on z/OSMF Primary server instance
• does NOT require z/OSMF Primary server instance during runtime
• may be configured separately (i.e., memory limits, JVM options etc.)

• the memory required is correlated with the amount of data to be 
processed and directly influences the performance

• additional application-specific configuration is available 
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Authentication
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• server-managed (provided by Liberty):
• basic

• header-based
• enabled by default for OpenAPI Schema

• token-based
• LTPA2

• cookie-based
• enabled by default for OpenAPI Schema

• JWT
• cookie-based
• disabled by default for OpenAPI Schema
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Request flow security
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z/OS

Catalog

…
SOME.VALID.
SMF.DATASET

Secondary z/OSMF server

Liberty

Data Gatherer REST services

auth

thread identity switch from server 
user to authenticated user!

server user

User belongs to 
security group of 

z/OSMF user role?

access dataset with user 
identity
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In-Place Documentation
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In-Place Documentation (field-level description)
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In-Place Documentation
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Type & Format 
disclosure and 

ensurance 
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Parent-child hierarchies 1-to… relationships

27

Type & Format 
disclosure and 

ensurance 

At most 1

Zero or more
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Endpoint Pattern
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Specific endpoint per (sub-)type
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…  up to SMF 79

SMF 99 subtypes 1, 2, 6, 12 and 14

SMF 113 subtypes 1 and 2
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Endpoint pattern (required)
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{host}:{port}/{context-path}/v1/smf/type/{#type}/subtype/{#subtype}?datasetName={smf.dataset.name}&{opt}

Element Description Example(s)

Host Machine’s network identifier ibm.example.com

Port The port assigned to the Web Application 
Server the application is deployed at 444

Context-path The the prefix of a URL-path zosmf/zosdg/smf/

#type The SMF type the application shall process 70 / 71 / 78

#subtype The subtype of the SMF type the application 
shall process 1 / 2 / 11

smf.dataset.name The name of a dataset to process SOME.VALID.SMF.DATASET
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Endpoint pattern (required) - Example
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https://ibm.example.com:444/zosmf/zosdg/smf/v1/smf/type/70/subtype/1

?datasetName=SOME.VALID.SMF.DATASET
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Endpoint pattern (common optional)
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Element Description Example(s)

systemName
Four-character SMF system ID that identifies 
the z/OS system from which the data is 
gathered

ASYS

startTime Data gathering begin time in ISO8601 format
2022-03-28T10:00:00
2022-03-28T10:00
2022-03-28

endTime Data gathering end time in ISO8601 format
2022-03-28T11:00:00
2022-03-28T11:00
2022-03-28
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Endpoint pattern (common optional) - Example
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https://ibm.example.com:444/zosmf/zosdg/smf/v1/smf/type/70/subtype/1

?datasetName=SOME.VALID.SMF.DATASET

&systemName=ASYS

&startTime=2022-03-28T10:00:00

&endTime=2022-03-28T11:00:00

z/OS Academy   /   22. - 24. November  2022   /   © 2022 IBM Corporation



Endpoint pattern (specific optional)
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Element Description Example(s)

SMF70_SUBTYPE1

A set of the fields that are to 
be returned for 
SMF70_SUBTYPE1-
structure

SMF70FLG / SMF70SSI & ~40 
other fields

SMF70_SUBTYPE1_CPU_DATA
A set of the fields that are to 
be returned for this 
structure

SMF70TYP / SMF70PAT & ~20 
other fields

…
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Endpoint pattern (specific optional) - Example
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https://ibm.example.com:444/zosmf/zosdg/smf/v1/smf/type/70/subtype/1

?datasetName=SOME.VALID.SMF.DATASET

&systemName=ASYS

&startTime=2022-03-28T10:00:00

&endTime=2022-03-28T11:00:00

&SMF70_SUBTYPE1=SMF70TME

&SMF70_SUBTYPE1_CPU_DATA=SMF70WAT

&SMF70_SUBTYPE1_CPU_DATA=SMF70CID

&SMF70_SUBTYPE1_CPU_IDENTIFICATION=*
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Schema vs. Object Model
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How does the data look like?
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SMF 70-1

38z/OS Academy   /   22. - 24. November  2022   /   © 2022 IBM Corporation



SMF 70-1
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SMF 70-1
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Documentation for SMF 78-2
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……

Data Model SMF 78-2

42

Mixed (x)
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Types & Formats
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Type Description Common type Output

10010010 Usually flags Mostly boolean true / false 

[0-9]+D? Packed numeric Numeric 0 / 2 / 300

0YYYYDDD Date format

ISO-date 2022-03-28
0CYYDDDF

C: Centuries since 1900
C = 0 - for range 1900-1999
C = 1 - for range 2000-2099

TOD Clock Date and time format

ISO-date & time
ISO-date
ISO-time

Integer (duration)

2022-03-28T10:00:00.001
2022-03-28

10:00:00
30

HHMMSSth
0HHMMSSF
MMSSTTTF
000TTTTF

Time formats

-no hours
-no hours / minutes / seconds

ISO-time

10:00:00.001
00:10:12.456
00:00:00.123

10:00:00
10:00
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Something else?..
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• ~40 distinct models at the (sub-)type level
• ~45 functional endpoints
• All OASv3 documented & conformant
• Sole use of standard types and formats:

• Time-of-day, packed time, etc. -> ISO-8601:
• YYYY-MM-DD`T`HH:mm:ss.fff
• YYYY-MM-DD
• HH:mm:ss.fff

• Decimal / binary / packed -> Numeric
• Sub-byte fields level -> mostly Boolean
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Summary
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Summary
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• Part of z/OS-base infrastructure

• Data on demand using client-initiated synchronous Request-Response calls

• Fully documented endpoints in-place

• Fully documented Data Models in-place

• Full Data Model Composition including parent-child hierarchies and 1-to-1 & 

1-to-many relationships

• Full field-level data representation in common formats

• No proprietary Types & Formats
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Summary - Usage
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• Requirements:
• a caller

• web-browser
• front-end application
• API consuming platform
• programmatic caller (i.e., in-code caller)

• including generated client, e.g., via OpenAPI Generator
• command line caller (e.g., CURL)
• …

• an SMF Dataset
• Result

• modelled and formatted raw data in JSON as it is in the Dataset
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https://github.com/OpenAPITools/openapi-generator


Summary - Input

48

• Minimal input required

• an SMF dataset name

• Additional input available

• time-range – limits processing to the records within the specific start and / or 

end time

• LPAR name – limits processing to the records for specific LPAR only

• (sub)type specific filters – limits the processing and output to specific fields 

and / or sections only
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Summary - Output
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• Output

• JSON with an array of Objects

• each Object represents an SMF record of a specific (sub)type

• each Object includes all the hierarchy requested and / or available 

• each Object includes all the fields requested and / or available 
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Requirements and Shipment
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• Part of z/OS-base infrastructure

• z/OS 2.5 is required
• z/OS Data Gatherer ADG feature is NOT required

• Shipping vehicles for z/OS 2.5 are 
• OA62062 (setup)

• PTF UJ09235
• OA62081 (support)

• PTF UJ07630
• PH41855 (z/OSMF support)

• PTF UI82355

z/OS Academy   /   22. - 24. November  2022   /   © 2022 IBM Corporation



Example Consumer Use Case: IBM SMF Explorer
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• Also uses OA62081 as shipment vehicle
• Runs on your workstation or a cloud instance
• Jupyter Notebooks are the main deliverables besides the IBM SMF Explorer 

Python package:

We want to build a community around Notebooks
Using GitHub to share our Notebooks and to give you the chance to contribute

Check out today’s lab right after the coffee break ;)

DG REST Services and IBM SMF Explorer
11:15 - 12:45
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Further information
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• z/OS Data Gatherer Programmer's Guide

• z/OS Data Gatherer User's Guide

• z/OS Management Facility Configuration Guide

• MVS System Management Facilities (SMF)

• https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-DataGatherer
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https://www-40.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R5gc315701/$file/grbdp00_v2r5.pdf
https://www-40.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R5sc315703/$file/grbdu00_v2r5.pdf
https://www-40.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R5sc278419/$file/izua300_v2r5.pdf
https://www-40.ibm.com/servers/resourcelink/svc00100.nsf/pages/zosv2r5sa380667/$file/ieag200_v2r5.pdf?OpenElement&xpdflink
https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-DataGatherer


Thank you
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Johannes Doerk
z/OS Data Gatherer Software Developer

Contact

E-Mail johannes.doerk@ibm.com

LinkedIn / Xing Johannes Doerk
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