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Elevate your hybrid cloud with IBM z15
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Make the most of z15 with MQ for z/0OS

Data Protection
& Privacy

Protected data within IBM Z

*  MQ supports z/0S data set encryption as
part of a pervasive encryption strategy

End-to-end data protection

* MQ Advanced Message Security secures data
throughout the messaging network,
protecting against external and internal
security threats

Enhanced encryption performance

* Crypto Express7S and CPACF acceleration
reduces cost of MQ channel and message
level encryption

Business Continuity
& Resiliency

Workload restart and recovery

* MQ benefits automatically from System |
Recovery Boost, speeding queue manager
restarts and workload catchup .
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Service and data high availability

* MQ Queue Sharing Groups exploit the
resiliency of IBM Z hardware, providing truly
active-active messaging

Embedded operational data and analytics

*  MQ SMF data provides KPIs that can feed the
diagnostic and analytic capabilities of z15




Theme: Data protection and privacy
From selective encryption to pervasive encryption

Encrypting only the data required to achieve compliance should be viewed as a

minimum threshold
not a best practice



Dataset encryption

z/OS 2.2 and later has support for policy based Pervasive encryption with IBM z Systems
dataset encryption

Provides a consistent approach to protecting data
at rest throughout the mainframe

Requires a CryptoExpress coprocessor to use

Dataset encryption was supported by default for
the following MQ datasets:

BSDS, CSQINP*, Archive logs
MQ for z/OS V9.1.4 extended support to include:

Pagesets, Logs ‘
MQ for z/OS V9.1.5 extended support to include:

SMDS




Extend security with MQ Advanced Message Security*
Protects data at rest, in-flight and in-memory to guarantee privacy of message contents

Application B

=,

] o Application A
Apply end-to-end encryption to existing

messaging infrastructure easily and with no
application changes

Authenticate and protect messages across the

WV
enterprise making audit simple IBM MQ system hd

Reduce time and skills needed to comply with

Ad
aspects of common security standards (PCI-
DSS, HIPAA, etc.) Q
Channels 0
Detect and remove rogue messages 00“
Confidentiality option for encryption has minimal Queue Manager

performance impact Queue Manager

MQ Advanced for z/0S V9.1.3 extended support
for AMS policies to be applied to messages

received from non-AMS queue managers Protecting your business, your reputation, and your customers

* Only available in IBM MQ Advanced for z/OS (VUE)



Configurable policies to optimize performance A cost comparison

End-to-end encryption without excessive overhead between v9.0 and v9.1
shows:

- Integrity: 45% of the
equivalent v9
Compare AMS transaction cost across MQ releases measurement

- Privacy: 40% of the

equivalent v9
H V800 ®mV900 V910 measurement

2KB non-persistent request/reply workload
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0 Confidentiality?

Integrity Privacy Confidential Confidential Confidential Confidential .
1 32 64 unlimited Flexible re-use of

symmetric keys

c
o
3
@
@
s
%)
=
5
o
2
8
=
o |
o
(&)

AMS policy type (where confidential specifies key reuse)

Quicker processing, reduces
costs, flexible security



Theme: Business Continuity and Resiliency Applications connect to the group

. B . ’ . rather than individual members
Queue sharing groups are the gold standard for High Availability A

Queue sharing group f

( \
MQ
Main advantages of Queue Sharing Groups: I I
Scalable: a single profile and a security I 1. Shared queues 2. All members I
definition are held in can access I
coupling facilities messages in a
I shared queue
. Highly available: multiple queues P—— I
accessing the same messages I |
MQ MQ I
“f Workload balancing: distributes \ |_
workload between queues in group /

1 1 1 Applications can

consume at their
own speed

Workload balancing
controlled by policy App App App



Theme: Cloud Integration
Simplify access to MQ resources and operations with z/OS Connect Enterprise Edition

@ IBM z/0S Connect Enterprise Edition

* Provides a single, RESTful entry point to your IBM Z assets and data

* Enables reuse of existing assets, exposing them to environments where
it is natural to use REST

* Those new consumers do not need to understand or be aware of the
specifics of the subsystems

* No changes to subsystems required, all handled via configuration

Service Providers

cics
« : ” DB2
Expose RESTful APIs to IBM Z without writing any code Cz/OS
onnect
EE MQ
{1




MQ service provider for IBM z/OS Connect Enterprise Edition

« Allows existing services fronted by MQ to be accessed via a RESTful front end

« Users need have no knowledge of MQ - Advanced users can specify some attributes using HTTP headers

« New since z/OS Connect v3.0.21:
* MQ service provider now part of zOS Connect Enterprise Edition offering
« MQ SARs can be built as part of an automated build pipeline using the build toolkit

« New since z/OS Connect v3.0.32:
* MQ APIs can be built using the Eclipse-based API toolkit

z/0S LPAR

 Expose bespoke REST

o Moo tpoce. APIs to new consumers,
who don’t understand
COBOL copybooks or PL/I

 Backend is hidden and
invoked using JSON /
HTTP

2/0S Application

http://www.ibmsystemsmagmainframedigital.com/nxtbooks/ibmsystemsmag/mainframe 20190506/index.php#/40



http://www.ibmsystemsmagmainframedigital.com/nxtbooks/ibmsystemsmag/mainframe_20190506/index.php#/40
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Q using IBM Aspera
Vil

MQ is the leading enterprise-grade solution for
secure and reliable messaging between
applications.

In globally deployed MQ environments, challenges
can arise with real time delivery due to distance and
network conditions.

By integrating the IBM Aspera FASP® protocol, MQ
can move messages at high speed over distance
for many different real-time processes, e.g.,
financial transactions.

By fully utilizing available network bandwidth with
existing infrastructure, businesses can increase
operational efficiency and outcomes with minimal
additional expense.



MQ Advanced for z/OS VUE delivers acceleration using Aspera
V9.1.5 provides images and entitlement to use fasp.io gateways for MQ workloads*

« Lightweight Unix-based software
service with the Aspera FASP

MQ + IBM Aspera fasp.io gateway basic topolo
protocol that bridges TCP and FASP Q P p-10 g y pology

« Provides bidirectional and multi-
session support for data streaming

WAN

« Optimized for bulk data streaming
over long distance or bad networks

«  Quickly and transparently integrates
easily with existing TCP workflows

« Easy to configure with no application
changes required!

+ HA topologies for resilient MQ and

gateway components ) _
* Other workloads require separate Aspera entitlement



Substantial performance benefit for long distance messaging

MQ-only - 1MB streamed workload over 3000KM

Incompressible messages - COMPMSG(NONE)
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MQ + fasp.io - 1MB streamed workload over 3000KM
Incompressible messages - COMPMSG(NONE)
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IBM performance test simulations on z15 running z/OS v2r3

MQ and MQ + Aspera performance over 3000 kilometers

MQ+FASP

Time to complete
(seconds)

94

CHANNEL send rate
after capture complete
(MB/Second)

Cost / Message

(CPU milliseconds /
transaction)

MQ with Aspera fasp.io Gateway

Time to complete reduced by 4X
Send rate increased by 4X

5.1

Workload is log
constrained




MQ support for Zowe

Zowe is an open source mainframe tools project
based on a collaboration between IBM, CA and
Rocket

Provides tools to make it easier, and more natural, to
administer z/0S from a laptop environment, by
treating z/0S like any other cloud platform

Includes a virtual desktop, APl gateway, rich set of
REST APIs, CLI

MQ is starting to add support:
*  MQREST APIs within the API catalog
*  MQ web console within the Virtual desktop

*  CLI plugin for MQ

A framework for
software services

An open source
community
W .

¥

https://www.openmainframeproject.org/projects/zowe

https://zowe.org/home/
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https://www.openmainframeproject.org/projects/zowe
https://zowe.org/home/
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