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Nextcloud Overview 
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• Server 2 Server sharing 
• Folder / Files 
• Behaves as one service 
• Open Cloud Mesh 
• Trusted servers 
• Autocompletion with Lookup Server 
• Access control via File Firewall 

Federation



Workflows
Automatic tagging 
File retention 
Calling of external scripts 
PDF conversion 
Optional Camunda integration



File Access 
Control

Block access and sharing 

Based on: 
• IP 
• tag 
• LDAP group 
• time 
• name 
• mime type 
• size 
• user agent 
• …



• Most requested feature 
• Final in Nextcloud 13 
• Supported in 

• iOS 
• Android 
• Mac 
• Windows 
• Linux 

• Enterprise grade key management 
• Optional Key Recovery

End 2 End Encryption



• Scalability > 500k users 
• Global distribution 
• Cost efficiency 

• Independent nodes 
• Federated sharing between nodes 
• Lookup Server 
• Global Site Selector 
• Balancer 
• In production for 20M users 

Global Scale





• Calendar 
• Contacts 
• Email 

• CalDAV / CardDAV 
• Outlook plugin 
• Thunderbird plugin 

Groupware





Communication Product 

• Alternative to: 
• Zoom 
• Skype for Business 
• WebEx 
• Microsoft Teams 
• Slack 

• Audio / Video calls 
• Chat 
• Integrated into Nextcloud Files 
• Integrated into Collabora Online 
• Self Hosted 

• Webinar use-case 
• Phone use-case 
• Group chat use-case 

Nextcloud Talk





















Nextcloud & Spectrum Scale 



Architecture
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Primary Storage

- S3 Object Store 
- Swift Object Store 
- NFS / Posix 
- Spectrum Scale 

- Local Snapshots



Nextcloud as central access point for all enterprise data 

• SMB/CIFS 
• Sharepoint 
• S3 
• Swift 
• IBM Spectrum Scale 
• FTP 
• Dropbox 
• Google Drive 
• Local 
• WebDAV 
• Nextcloud 

Mount by: user, group, global 
Authentication: per user, global, cached 
Central auditing, access control, authentication, clients 

Data Access Engine



Data consistency ? 

• Scanning 
• Linux inotify 
• CIFS notifications



Spectrum Scale Watch Folder



Successful PoC
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Summary 



Nextcloud Conference

• Same User-Experience and features as Office 365 and Google Suite 
• Hosted wherever wanted 
• Compliant 
• No foreign laws involved 
• 100% open source and free software 
• No vendor lock-in
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Customers
> 200 customers



Nextcloud

• Self hosted 
• 100% open source 
• Distributed / Federated 

• Dropbox 
• Google Suite 
• Office 365

Alternative to

but



Questions? 

Frank Karlitschek                                  @fkarlitschek 


