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Frank Karlitschek

Born in Reutlingen, Germany

Studied Computer Science in Tubingen

Jnit Manager and VP Engineering in different Internet companies
KDE contributor and board member

-ounded openDesktop.org

W3C invited expert

~ellow at Open Forum Europe

-ounded ownCloud

—~ounded Nextcloud
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* Nextcloud Overview
* Nextcloud Storage & Spectrum Scale
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@ NEXTCLOUD TALK
%, Frank Karlitschek wants to talk with you

. - S . . - L - 0
vy A h >‘\.“:'.‘.\:‘1«‘ _‘,ﬁ R

(&) nexTCLOUD TALK now
Frank Karlitschek

. @John Doe Can you have a look at this contract here?

. What do you think?
| T "‘7 _’ '
@ NEXTCLOUD 1m ago

Comments

@Frank Karlitschek mentioned you in a comment on
"Concept.docx”

£33 NExTCcLOUD

Admin_Notifications
QOut of quota warning

NEXTCLOUD TALK

Frank Karlitschek
@John Doe Can you have

a look at this contract
here? What do you think?

Dismiss




Open FieanE@ Tue B 15148 [ @ Q =

Open With

I

Today o

s NEXTCLOUD 4m ago

Move to Trash

«0> Nextcloud Share...
Copy public link to clipboard
Get Info Copy private link to clipboard

Rename Open in browser
Compress “Customer Offer.docx”

Duplicate

cue Make Alias

Offerdoc  Quick Look “Customer Offer.docx”
Share
Quick Actions

@Bjorn SchieBle mentioned you in a comment...
frank@cloud.nextcloud.com

oco NEXTCLOUD 7m ago

@Jan-C. Borchardt mentioned you in a comme...
frank@cloud.nextcloud.com
Copy “Customer Offer.docx”

Import from iPhone or iPad o0 NEXTCLOUD

Use Stacks

Sort By D @ Nextcloud Sharing You are out of quota

frank@cloud.nextcloud.com

Clean Up Selection .
Show View Options
: B Customer Offer.docx T —— —
, Jan-C. Borchardt sent you a private message
Tags... Share with users or groups ... 9 frank@cloud.nextcloud.com
Services
& Share link "/ Enable === = NEXTCLOUD 27m ago
@_ Copy link Joas' ?chilling sgnt a message in conversation...
B | Allow Editin frank@cloud.nextcloud.com
John Doe ./ can edit| =g, 9
- Password Protect

Expiration Date
W Unshare




Share with users, groups or remote users ...

Share link
https://collabora-test.nextcloud.com/nclS5/index.php/apps/galle...
Password protect

Choose a password for the public link

Allow editing

Set expiration date

‘ l[xoiration date \

November 2018
Mi Do Fr

Nextcloud
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Personal Second-factor backup codes O

RCDevs OpenQTP

Personal info Hello julien,
Generate backup codes Enter your TOKEN / MAIL / U2F password

Yubik ey Timeout: 27 seconds

Security
: : U2F response [Activate Device
Please plug in your Yubikey and press the P (At e

Sharing button to authenticate. ne Time Password

TOTP second-factor auth
Login
Administration (] Enable TOTP

Overview
Basic settings U2F second-factor auth
Sharing No U2F devices configured. You are not using U2F as second factor at the moment.

Security Name your device | |IEEcIIaRES — Notifications

You can add as many devices as you like. It is recommended to give each device a distinct name.

Theming

Login attempt from{J198.243

Encryption
SMS second-factor auth

Workflow
A confirmation code has been sent to . Please check your phone and

APPROVE CANCEL

insert the code here: 278516| Confirm




Personal info

Security

Accessibility

Sharing

Privacy

Administration

Overview

Basic settings

Sharing

Security

LDAP / AD integration

Theming

Groupware

Tag management

Suspicious login detection

The suspicious login app is enabled on this instance. It will keep track of IP addresses users successfully log in from and build a
classifier that warns if a new login comes from a suspicious |IP address.

Training data statistics

So far the app has captured 258058 logins (including client connections), of which 591 are distinct (IP, UID) tuples.

Classifier model statistics

During evaluation, the latest model (trained 18 hours ago) has shown to capture 99.315% of all suspicious logins (recall), whereas
96.667% of the logins classified as suspicious are indeed suspicious (precision). Below you see a visualization of historic model
performance.

"_ "_ ! Precision : Recall

- - - wO= = - O™ =
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90 > " wO= = =0
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Favorites Recently edited Recently edited ~eim  ReCcently edited P =%
w 0 KB, 2 hours ago ‘ ags
Shares
] Name a Size Modified i 2 e
Activity Comments Sharing
Tags
- Documents <o ooe 25 ME 2 hours ago
Name, federatad cloud ID or emzil address... —3
Financial reports nae 0 KB 2 hours aga ‘
n | > < : 0 Share link -+
. Photos <5 — 3 MG 2 hours ago o Graupfolder Read Write Create Delete Share
, i . - finance (Grou v v v
B reimbursement forms - OKEBE 2 hours ago - ( P ReMave access rule
° leon v @ v @ @ X
» | Nextcloud.mpd - ves 452 KB 2 hours ago
-+ Add advanced permissian rule
Nextcloud prg oy me 36 KRB 2 hours aga
Add to a project
Connect items to a project to make them easier te find
Nextcloud Manual.pdf - 6.3 MEB 2 hours ago

'i' Deleled hles

12.3 MB uscd
©

£ Settings



Personal info
Security
External storage
sharing

Pico CM-
Additional settin
Basic setting
Sharing

Securit

External storage

cncrvpuon
A .- A\ J -
,-—.1 L1V !

Full Next Search

Please check the wiki f

JI C

Full Next Search

Search Platform :

Indexing Chunk Size:

Address of the Servlet:

- - - ot -

Index :

Files
N

External Files:

locumentation related to the installation and the configuration of the Full Text Search within your Nextcloud

ElasticSearch

S N

NP/ D 2 S M |0 calhost:S

my_in
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=22 Federation

e Server 2 Server sharing

e Folder / Files

e Behaves as one service

* Open Cloud Mesh

e Jrusted servers

» Autocompletion with Lookup Server
* Access control via File Firewall

OPENCLOUDMESH
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Automat
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Ve S2ting
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Uss mroop e oeshoe - s mEncer o * | tazrerc
Ercyptizn
Fle mimetype (ucless) = 5 > Imagrong
Flearrasc rontenl - - y -
Fieseeupliod - Ziedle ey v 1CAD
Lhape 12coil £sdd rule

" external scripts

PDF conversion
Optional Camunda integration

Addrula zroup

Afnlt nna sattnEs

[LER 7 A

I 1l= retenticn

clemars

elel Lag

=
i
%
u}

A =+ O

= N B A B

m O ¢

Parsonal

Personal info

Scaurnty

Artivity

Mobile & desktop

Accessibility

Shearirg

Administration

Overview

Basic settings

Monitoring

Support

Sharing

Security

lhemng

Groupwszre

Activity

Workflow

Talk

Usage survay

External scripts

Fass files to oxdternal scripts for processing outside of Nexitcloud

Fach ride groun consists of one or more ades. A request matches a group if all cules evaluate to trise. When a file is created, written, deleted or renamed, the file is provided to the extamal script. If you do not

uze any of the following placeholders, the file path will be added to the providad command. Cventually the scripts are lrunched by a cacsground job, but Nextclaud will net keep track of them are wait for their

execution tc fnish

czll to script

Filea MIME type

Filz namea

File size (uploar)

File system tag

Rcquest remote address

Requesttime

User group membership

Reques: user agent

Add rule

Add rule group

fdemoftest sh

ie - .

matches v u

less v M [ ]

is tagged wih v Sckettaq. - u

matches Pv4 - [ ]

betwean v 0200 18:C0 Europe/Berlin - ¥
is member of - - B

s ¥ Mozille/5.0 User Agent v u

Save




File Access

Control

Block access and sharing

Based on:

F)

tag

_DAP group
time

name

mime type
size

user agent

File access control

Restrict access to files based on factors such as filetype, user group memberships, time and more.

Each rule group consists of one or more rules. A request matches a group if all rules evaluate to true. If a request matches at least one of the defined

groups, the request is blocked and the file content can not be read or written.

blog file sharing

User group membership ~

File MIME type v
File name v
File size (upload) v
File system tag v

Request remote address

Request time v
Request URL v
Request user agent -

User group membership ~

Add rule

group 1

Add rule

Add rule group

Is member of ¥ || users

does not match «

matches v IAdummy-.+5/

less v

is tagged with ¥  Select tag..

matches IPv4 v

between v 09:00 18:00
IS Y https://localhost/index.php
matches v | /AMoz

Is member of v

A ]
[ ]
[ ]
[]
N |
[ ]
Europe/Berlin A ]
[ ]
[ ]
"
Save
Save

Nextcloud
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Nextcloud end-to-end encryption

? End 2 End EncryptiOﬂ Create and sync igentity

o @ Cliert gererales = raw 2504 cerl Mezlz |

recuesl gnd pr velz key.

O Corliicale gots signed by server

* Most requested feature Y
e Final in Nextcloud 13 }
* Supported in © o ni i

o |OS mnemronic and upinads i to he server.

O Mnemoncis dispeved o Lsers ard they

o Aﬂd roid are asked 12 stare it

® Mnzmoncis stered in keychain of devize Jszr ? Dey ce

* Mac
e \Windows ‘
e Linux
* Enterprise grade key management O 0 o et e Lo

I O Prvate key gais decrypted with the 12
® OptIOna‘ Key :%eCOVery waor renemonis from the user (3]

® Newdzvices Credk i privace key belongs
to certificate.

7@
-
g @

keyehain

Cartificate Private <ey  Mnzmonic

| 2l

© rvatz key a~d mnemonic are stored in

the kevckein of the device N

CevicE

Levohzin
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.~ Global Scale

000 __

[Nextcloud

Global distribution

Scalability > 500k users (
|
Cost efficiency

ndependent nodes

—ederated sharing between nodes
_ookup Server

Global Site Selector

Balancer

N production for 20M users
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Share Share Public  Settings
Files Folder

Upload Settings

e

To...
=

Send

Cc..

Subject

With this dialog you can upload (large) files to your secure Nextcloud server,
which may otherwise be to large for a mail-attachment.

Select files to upload

. 1000024 test X

Nota.zip X

2
m outlook-plugin-size.png X

planning.xlsx X

Set password Set expiration date Set share name



Groupware

e Calendar
e Contacts
e Emall

e CalDAV / CardDAV
e Qutlook plugin
* Thunderbird plugin

s
S
\
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Nextcloud

Lecure high- Seminar. Web Dev

p perfarmance Cemputing

University s "™

Lecture: Wi

Band o Shared ===  pm

3:0cm - £:00pm
_octure: Statistics

Whaen I say o Working o =omre

JanChrlsraph Rorchacdr o Sterran Lindansr

FeE

Frioocd e wrtmmwia

bttty w Levsu b nvidwe

Zrxcts,
Jan

7:C0gm - S:00pm
Dinner wit1 Jane

7:00pm - 9:00
Cirema: Su

e g
[ﬂ mimbir RaTEZaeR]|frsanc ket S00I0 110 E

¥ vewnlead sttachment B SovztoFlles

q » Calerndar ~ Johr Coe «
N W38 Sun 9711 NOn V12 Tue 9/ 3 Ned 3/ 4 Thu 915 96 Sat9/17
Week 38 of 2016 J ;
all.clay Nextcloud conf
Day Week Mnnth Tocay
fam
¥ y - 10z
New Calendar 3_0"_“ 103(_)“_ R
fam 8:00am - 9:00am Travel to Nextcloud conf
’ Dantist
Nextcdoud <5
Sain
Docters o Shared  ess
10am
Private < Shared e 11:00am - 1:00pm 11:0Cam -1:00pm 11:00am - 1:0

Add files to email

Free Edition

With this dialog you can upload (large) files to vour secure Nextcloud server,
which may otherwise be te large for 3 mail-attachment.

Select files to upload

examplel.pdf X

{ > example2.html X

. example3.ixt X

a4 cexampled.png X
Set password l Set exoiration date

Upload files
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Alle Boards = # AppDevelopment Neuen Stapel hinzut + W £ Documentation X
B Archivierte Boards
WA | Backlog ToDo
< Geteilte Boards ] Spater x
Mobile App Documentation
@® App Development oee
in11T _
e B Oin et 2017-06-30 22:20 [ ]
@® Business eee
-
Public API Specification : .
@ ServerSetup - Beschreibung i

What is Markdown

The wikipedia markdown entry introduced markdown as :

Markdown is a lightweight markup language with plain text formatting syntax.
It is designed so that it can be converted to HTML and many other formats
using a tool by the same name. Markdown is often used to format readme
files, for writing messages in online discussion forums, and to create rich text
using a plain text editor. As the initial description of Markdown contained
ambiguities and unanswered questions, many implementations and
extensions of Markdown appeared over the years to answer these issues.

4+ Neues Board erstellen

Markdown in Deck

The Deck application plugin uses the markdown-it script to offer support for
markdown in the cards description field.

Supported Markdown

Markdown comes in may flavors. The best way to learn markdown and
understand how to use it, is simply to try it on the original script official
playground.

That same link offers also a comprehensive list of what is supported, and
what is not - rendering it unnecessarv to duplicate that content in here.
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Communication Product

Alternative to:

e /00OM

e Skype for Business
 \WebEx

* Microsoft Teams

e Slack

Audio / Video calls

Chat

Integrated into Nextcloud Files
Integrated into Collabora Online

Self Hosteo

Webinar use-case
Phone use-case
Group chat use-case

oQo

Nextcloud



Choose person ...

& Discuss Nextclou...

&’ Pressinformatio...
Mario Danic

-ﬁ Nina Cercy
&
A

Sales Weekly call

Mathias Conradt,...

Sales

Collabora plans

Company Call

Frank Karlitschek

Ivan Sein Santiago

&
&
&
.
O
&

| have renamed t...

You

S

tomaz

& F-Droid

ﬁ Lukas Reschke

oODom 4 L Q ™M & Oty -

v

Hiteam, I'd like to go over Nextcloud Talk features today. %
Discuss Nextcloud Talk

Carrier = 3¢ 8:31PM ¥
e Mathias Conradt
< Back T w“ -

Ok Talk team

Q Jos Poortvliet

Find notes here: https://cloud.nextcloud.com/apps/files/?dir=/shared&fileid=48728

Set password —

o lvan Sein 18:19

Hey!

Guest I'm using the Nextcloud Talk iOS app

|ligve jonad foo It's nice that it has chat now
fmoderator)
. . Joas Schilling 8:20
Mathias Conradt B
Great You can also mention people @lvan Sein adt
Daniel Calvino Sanchez 18:2C (1 o
o Vanessa Steeg
Great!
Cool!
Daniel Calvino Sanchez 18:21
i .
j Guest same for Nextcloud Talk Android app

@Mario Danic ?

@ Mario Danic 1
Q Jos Poortvliet -
Yes (&

I have to join by phone...
0 lvan Sein 18:24

e Jos Poortvliet Also you receive push naotifications on mentions
in both i0S and Android
New message...

I am Caspar.

.o

21

New message ...
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‘joas Schilling created the conversation 1:17:50 PM

New conversation ... ®; . o -2 Conversation name
oas Hing aooec you

< @ Nextcloud internal eoe L)
Start call ™ Share link & &
e Joas Schilling 111800 PM
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Discuss Nextcloud Talk
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Mario Danic oee
| & Chat
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& Sales oes
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9 minutes ago

, I'd like to go over Nextcloud Talk features today.

4 minutes ago
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> File Edit View Insert Format Table Tools Help subscription benefits.odt (X

= | . | — ._‘ — — == I= — — -
= | | Title vH Open Sans Semibold 'H 16 '(|1BZ U%'Aa'D'l;‘§|:§' === == Bl - ]~ ()
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Nexltcloud

The 6 Nextcloud Subscription benehts
The Nextcloud subscription includes everything that is needed to run Nextcloud in mission critical environments.

Expertise

- Afull Proof of Concept package where our experts help you integrate Nextcloud in your infrastructure.
« Migration assistance: We help to migrate from your previous solution.

* Upgrade support: We ensure your upgrades go smooth: advise when to upgrade, stand-by help.

- Support delivered directly by the Nextcloud engineers who wrote the software.

- Dedicated Support Account Manager.

« Enterprise grade SLA up to 24/7.

« Long term support for stable Nextcloud releases up to 5/10 years.

Influence

« Influence on road map.

« Seart at the product advisory board.

Security

-  Early natification about critical security issues.

Search: - Page 1of 1 | 259 words, 1,634 characters | Insert @ Standard selection | English (USA) Document saved | 1 user v | O — 100% -+
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Collabora is powered by the largest team of certified LibreOffice engineers in thel

world and is one of the leading contributors to the LibreOffice codebase. Collabora is

the driving force behind putting LibreOffice in the Cloud and provides a range of

business-hardened products and consulting to enterprise and government.

Collabora Productivity provides you the powerful on-premise office suites, that enable

you to access documents, author new content and work collaboratively. Interested to

start working with their products? Try out the demo forms:

https://www.collaboraoffice.com/demo/

Our flagship products, Collabora Online and Collabora Office, are 100% Open Source,

using new and existing code that has been carefully tested in-house and packaged for

enterprise use. Enterprise-specific features exclusive to Collabora Online and

Collabora Office include Long Term Support, incremental updates, and active

directorv integration.
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Nextcloud

Sales Tracker Demo.xlsx

The 6 Nextcloud Subscription benefits
Demo Dokumente _ . | —_ . _
< The Nextcloud subscription includes everything that is needed to run Nextcloud in mission critical environments.
Expertise
E Photos « A full Proof of Concept package where our experts help you integrate Nextcloud in your infrastructure.

« Migration assistance: We help to migrate from your previous solution.

. Sonstiges Test « Upgrade support: We ensure your upgrades go smooth: advise when to upgrade, stand-by help.

Support delivered directly by the Nextcloud engineers who wrote the software.

Dedicated Support Account Manager. Gfgdgdgfdg dggfdgfgdgfh hfghfg
Vorlagen Enterprise grade SLA up to 24/7.

Long term support for stable Nextcloud releases up to 5/10 years.

... LIbO3_3.ott
@ Influence

« Influence on roadmap. Gfgdgdf ggfd gf gfg dfnjjnjnjjhbjh bhjbjhjh h jh
& Nextcloud Manual.pdf « Seat at the product advisory board.gdfbfgg gr gr grgt gr gr gr gr
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Nextcloud NDA.docx Security

« Early notification about critical security issues.

, « Early access to security patches.

_ﬁ Nextcloud.mp4

« Pro active security consulting to review and harden your instance.
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All apps

Authentication & authorization

Customization

Files

Integration

Monitoring

Multimedia

Office & text

Organization

Social & communication

Tools

Direct Menu

Provide easy access to all apps in the header.
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Nextcloud & Spectrum Scale
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Nextcloud

oOo Architecture

Nextcloud
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Nextcloud

= Primary Storage

- S3 Object Store

- Swift Object Store
- NFS / Posix

- Spectrum Scale

- Local Snapshots



oQo

Nextcloud

= Data Access Engine

Nextcloud as central access point for all enterprise data

. SMB/CIFS oo

e Sharepoint Nextcloud
e S3

o Swift

e |IBM Spectrum Scale
e FTP

e Dropbox

* (Google Drive

e |ocal

 WebDAV

* Nextcloud

Mount by: user, group, global
Authentication: per user, global, cached
Central auditing, access control, authentication, clients



Nextcloud

Data consistency 7

® Scanning
o [ inux inotify
e ClIFS notifications



Spectrum Scale Watch Folder -

— watchfolder can be enabled e O
upon filesets or directories

- —Generate event on access for
... open, read, write ...

— flexible according to
Workload

Ifile " file

— uses policy engine /
LWE

file

file

| Ifile file



Successful PoC

Nextcloud

oQo

Nextcloud



Summary



(Nextcloud

e Same User-Experience and features as Office 365 and Google Suite
e Hosted wherever wanted

e Compliant

e No foreign laws involved

* 100% open source and free software

e NoO vendor lock-In



Customers DEGES

> 200 customers
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Alternative 1o

f
*  Dropbox

* (Google Suite

 (ffice 365
\_

but

f
* Self hosted
* 100% open source

.K Distributed / Federated

J

oQo

Nextcloud
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Questions?

Frank Karlitschek YW @fkarlitschek



