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Hilton London Metropole
November 5 – 9, 2018

Conference fee: €495 
(includes breakfast/ lunch/ PM breaks + receptions)

Why Attend?
1. Access to experts who build, deploy, and support your 

Security products every day.

2. Network and share with like-minded peers.

3. Learn about functionality you may not be taking 
advantage of today.

4. Explore use cases featuring your Security product.

5. Enhance your resume when you earn a Master Skills 
IBM Digital Badge credential.

Learn more & Register:
ibm.com/events/2018/LondonMS

Deep-dive learning for experienced 
users of one of these products:

§ IBM BigFix
§ IBM Guardium
§ IBM i2

§ IBM QRadar
§ IBM Resilient
§ IBM AppScan / ASoC

§ IBM Security Access Manager (ISAM)
§ IBM Identity Governance & Intelligence (IGI)

http://www.ibm.com/events/2018/LondonMS
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Panelists

Gianluca Gargaro – EMEA Security Support 

Raffaele Sperandeo – EMEA Security Support 
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Goal of session

Describe possible single sign-on strategies when protecting IBM® Identity Governance and Intelligence 
Service Desk console with IBM® Access Manager WebSeal. Different user mapping options will be 
discussed, along with some troubleshooting.
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Agenda

• Architecture

• Common configurations

• Strategy one - user mapping with same DN

• Strategy two - user mapping with same attribute

• Strategy three - using ISIG credential on WebSeal

• Troubleshooting



Architecture
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Architecture

• Protecting ISIG Service Desk

• SSO via Junction 

• Trust via LTPA key exchange

ISAM 9.0

End user Browser

ISIG 5.2
https://igi-524-app.four.support.it:9343

ISIG 
Runtime

Appliance 
Runtime

LDAP

Reverse
Proxy

https://igi-524-va.six.support.it:9443

ISAM 
Runtime

/ideas

https://ws9050-igi-app.five.support.it

DB2LDAP



Common configurations
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Create an LTPA  key on IGI

• IGI LMI console create an LTPA sso
configuration

• Generate an LTPA key

• Export the LTPA key
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Import LTPA key in ISAM appliance
• ISAM LMI console import LTPA key
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Import the IGI CA certificate into WebSeal keystore

• Add IGI CA Certificates into pdsrv.kdb

• You may use the load option by providing ip and port of 
IGI service desk 
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Prepare WebSEAL for SSO to IGI

• Via LMI edit WebSEAL Conf file

• Enable WebSocket support 

• Create transformation rules for login and 
logout

• Detailed Information on IGI ISAM Integration 
Cookbook on IBM IdentityDev :
https://developer.ibm.com/identitydev/docs/how-to-
cookbook-for-ibm-security-access-manager-9-0-
and-ibm-security-identity-governance-and-
intelligence-5-2/

https://developer.ibm.com/identitydev/docs/how-to-cookbook-for-ibm-security-access-manager-9-0-and-ibm-security-identity-governance-and-intelligence-5-2/
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Create transparent path junctions

• Create transparent path /ideas and /survey
(ISIG 5.2.4) junction point

• Use stateful junction if using IGI in cluster

• Add LTPA support

• Add IGI servers



Strategy one – user mapping 
with same DN
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Strategy one - Authentication and SSO flow

1. Login on WebSeal

2. WebSeal verify/build credential

3. WebSeal LTPA token with DN and 
add in the Junction

4. ISIG decrypt the LTPA token

5. ISIG build local credential
ISAM 9.0

End user Browser

ISIG 5.2
https://igi-524-app.four.support.it:9343

ISIG 
Runtime

LDAP

Reverse
Proxy

https://igi-524-va.six.support.it:9443

/ideas

https://ws9050-igi-app.five.support.it

DB2

User id  = Jdoe
cn=jdoe,dc=iswga

User id  = janedoe
cn=jdoe,dc=iswga

cn=jdoe,dc=iswga
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Strategy one - user mapping with same DN

• For each IGI account you must have a mapping DN with the related ISAM account

• No need for an exact mapping for user id
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Strategy one - user mapping with same DN (continued)
• Enable access for Login User ID 

• Select ideas account and attribute mapping for DN 
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Strategy one - user mapping with same DN (continued)
• Login on ISAM WebSeal and you are automatically sso to IGI
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Strategy one - user mapping with same DN (continued)
• Logout with session disposal either on ISIG and on ISAM (common to all strategies) 



Strategy two - user mapping 
with same attribute
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Strategy two – Authentication and SSO flow

1. Login on WebSeal

2. WebSeal verifies/builds credential

3. WebSeal contacts Runtime to get
an LTPA token with email and adds
in the Junction

4. ISIG decrypts the LTPA token

5. ISIG builds local credential

ISAM 9.0

End user Browser

ISIG 5.2
https://igi-524-app.four.support.it:9343

ISIG 
Runtime

LDAP

Reverse
Proxy

https://igi-524-va.six.support.it:9443

/ideas

https://ws9050-igi-app.five.support.it

DB2

User-id  = gigi
Email = gigi@secsupport.it 

User-id  = gigionepro123
email=gigi@secsupport.it

ISAM 
Runtime

email=gigi@secsupport.it



23 IBM Security

Strategy two - user mapping with same attribute
• For each IGI and ISAM account you have a mapping email address
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Strategy two - user mapping with same attribute (continued)
• Enable access for Login User ID 

• Select Ideas account type and email for attribute mapping 
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• Configure ISAM Federation Security Token Service

• Create a template with 3 modules, as pictured below

Strategy two - user mapping with same attribute (continued)
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Strategy two - user mapping with same attribute (continued)
• Create a new chain based on template just created
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Strategy two - user mapping with same attribute (continued) 
• Configure ISAM Federation Security Token Service chain
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• Create an  ISAM mapping rule so that the email will be set in the LTPA token

Strategy two - user mapping with same attribute (continued)
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Strategy two - user mapping with same attribute (continued)
• Configure the LTPA Token Service chain module
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• Configure ISAM WebSeal for credential attribute entitlement

• Configure ISAM WebSeal for a TFIM junction

Strategy two - user mapping with same attribute (continued)



31 IBM Security

• Enable TFIM SSO on Identity tab

• Disable use LTPA on SSO and LTPA tab

Strategy two - user mapping with same attribute (continued)
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• Login on ISAM WebSeal and you are automatically sso to IGI

Strategy two - user mapping with same attribute (continued)



Strategy three - using ISIG 
credential on WebSeal
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Strategy three – Authentication and SSO flow

1. Login on WebSeal

2. WebSeal route login to AAC runtime

3. AAC Runtime query ISIG via REST

4. WebSeal receives PAC and build 
LTPA token 

5. ISIG decrypts the LTPA token

6. ISIG builds local credential

ISAM 9.0

End user Browser

ISIG 5.2
https://igi-524-app.four.support.it:9343

ISIG 
Runtime

Reverse
Proxy

https://igi-524-va.six.support.it:9443

/ideas

https://ws9050-igi-app.five.support.it

DB2

User id  = Rafiel

ISAM 
Runtime

User id  = Rafiel
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Strategy three - using ISIG credential on WebSeal
• No need to have any user in ISAM; keep login on WebSeal using IGI account credential
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Strategy three - using ISIG credential on WebSeal (continued)
• Create an Infomap authentication mechanism



37 IBM Security

Strategy three - using ISIG credential on WebSeal (continued)
• Mapping rule handles request/response to ISIG and the ISAM login flow request/response
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Strategy three - using ISIG credential on WebSeal (continued)

• Set WebSeal Point of Contact
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Strategy three - using ISIG credential on WebSeal (continued)
• Login on WebSeal using IGI credential



Troubleshooting
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Troubleshooting tips – ISAM side

• Enable pdweb.debug and pdeb.snoop to trace EAI flow 

• Enable AAC runtime trace to see what’s happening at runtime

• Use IDMappingExtUtils.traceString() in the mapping rule 
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EAI flow broken
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017-12-11-19:15:00.632+01:00I----- thread(8) trace.pdweb.debug:2 /home/webseal/20170503-
0238/src/pdweb/webseald/ras/trace/debug_log.cpp:175: ----------------- PD ===> BackEnd -----------------

Thread 140153375053568; fd 27; local 127.0.0.1:56009; remote 127.0.0.1:443

POST /sps/authsvc?StateId=c783e8a9-af22-425d-8100-bb346dd3b40a HTTP/1.1

…

…

2017-12-11-19:15:00.671+01:00I----- thread(8) trace.pdweb.debug:2 /home/webseal/20170503-
0238/src/pdweb/webseald/ras/trace/debug_log.cpp:219: ----------------- Browser <=== PD -----------------

Thread 140153375053568; fd 23; local 10.0.101.17:81; remote 10.0.101.7:53095

HTTP/1.1 500 Internal Server Error

EAI flow broken
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EAI flow broken

POST /sps/authsvc?StateId=c783e8a9-af22-425d-8100-bb346dd3b40a HTTP/1.1

iv-user: Unauthenticated

referer: http://isam9030infomap.local.sup:81/mga/sps/authsvc?PolicyId=urn:ibm:security:authentication:asf:imapmultiatt

operation=verify&userattr=pippo%40secsupport.it&password=Madrid00

2017-12-11-19:15:00.670 BackEnd (127.0.0.1:443) to WebSEAL (127.0.0.1:56009) sending 394 bytes

HTTP/1.1 200 OK

am-eai-user-id: fim

am-eai-xattrs: authenticationTypes,authenticationMechanismTypes,ISAM id

authenticationTypes: urn:ibm:security:authentication:asf:imapmultiatt

authenticationMechanismTypes: urn:ibm:security:authentication:asf:mechanism:infomapmultiattr

ISAM id: pippo

2017-12-11-19:15:00.671 WebSEAL (10.0.101.17:81) to Client (10.0.101.7:53095) sending 2156 bytes

HTTP/1.1 500 Internal Server Error
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EAI flow broken
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AAC Runtime exception
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Troubleshooting tips – IGI side

• In case of issues with the Service Center login / authentication, the first thing to check is the IGI log 

file desk_console.log

• Login in the IGI Virtual appliance and navigate to Configure -> Manage Server Settings -> Custom 

File Management

• The desk_console.log can be found under 

directories/log/console
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Troubleshooting tips – IGI side
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Troubleshooting tips – IGI side
• Realm mismatch 
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Backup
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Extra 
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Questions for the panel
Now is your opportunity to ask questions of our panelists. 

To ask a question now:
Raise your hand by clicking Raise Hand. The Raise Hand icon appears next to your name in the 
Attendees panel on the right in the WebEx Event. The host will announce your name and unmute 
your line. 

or
Type a question in the box below the Ask drop-down menu in the Q&A panel.
Select All Panelists from the Ask drop-down-menu.
Click Send. Your message is sent and appears in the Q&A panel.

To ask a question after this presentation:
You are encouraged to participate in the dW Answers forum: 
<https://developer.ibm.com/answers/topics/TAG.html>


