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With Al increasingly powering
critical workflows...
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...trust (s essentzal
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Simplifying how to implement g HUMAN RIGHTS
responsible Al |
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W8 INTELLIGENCE

lersion 2 - For Public Discussion

ASILOMAR Al PRINCIPLES

“Only about a quarter (28%) of citizens are willing
to trust Al systems in general. Two out of five

citizens are unwilling to share their information or
data with an Al system and a third are unwilling to

trust the output of AI systems.” S NDARDSBYISO/ECIIESCI2e

- University of Queensland and KPMG, 2021 e E

Artificial Intelligence Strategy B

“Fewer than 20% of executives strongly agree that = vwesowns =il
their organizations’ practices and actions on Al g oo ommm N ® Brwss sy o E
ethics match (or exceed) their stated principles ol el aiied "

d I_ ” {2 jameswex Update witwidget to version 1.4 (#2702) Laf

- IBM and Oxford Economics, 2021

witwidget
B BULD azel (#2132)
E) DEVELOPMENT.md a (#2630)
E) README.md Add ability to set tion for counterfactuals (#2607)

) What_If Tool Notebook Usage.ipy... Update Wi
Enable WIT usage as n (#1662)

What-If Tool: Add ability to sort PD plots by interestingness (#2461)
wwwki-strategie-deutschland.de

jn_loade... Standard TensorBoard build handles no TensorFlow (#1796)
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Organizations must consider
Regulatory Compliance
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* *
X
European

Commission
—

NST

National Institute of
Standards and Technology
U.S. Department of Commerce

Sarbanes-Oxley Act

Data Ethics |

and Innovation

SCC © cen

USA
2021 — National AI
advisory committee

2022—Algorithmic
Accountability Act of 2022

2022 -
American Data Privacy and
Protection Act

Canada

2017- National Al Strategy

2020—Directive on
Automated Decision
Making

2022—Artificial
Intelligence and Data Act

European Union
2018— Coordinated Plan on
Al

2021 — Draft AI Act

United Kingdom
2021— CDEI AI Assurance
Guide

Standards Bodies

National standards and
accreditation bodies are
working on Al specific
standards and frameworks to
help implement responsible
Al (eg. ISO, NIST, SCC, CEN-
CENELEC, BSI, UKAS, ANSI,
CETA, IEEE, etc.)



AI Regulatory and Standards Landscape

Al Principles

Al Regulations

Standards,
Certifications, and
Industry Best Practices

Evaluations

A Responsible
Artificial Intelligence

— .

== Institute

International NGOs
Corporate values
ESG objectives

National
State, Regional, and Local
Corporate policies

Accreditations

Management Standards

Use case & function specific certifications
Task specific standards & controls
Industry best practices

Point-in-time audits

o Manual

o Semi-automated
Ongoing monitoring

o Statistical evaluations

o Data quality evaluations
o Automated policy evaluations
o Document tool chain

www.responsible.ai

@)oo T E,

[Data Ethics |
Al FEL\

« S UKAS
< IEEE

Task specific
standards and
controls

ISO AIMS RAII Certification

\

Deloitte. EY pwcL accen?ure

€ DataRobot £ Arthur : J
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We need a multidisciplinary, multidimensional
approach to trustworthy Al
From principles to actions

fit,
T
f

o[l

|
il

how to instrument it
principles, values, norms, laws, techniques, algorithms,
regulations software, best practices

what should be done
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how to operationalize it
mechanisms, systems, and
processes to keep Al trustworthy




What does it take to Trust a decision made by an AI?

We started from these HUMAN-CENTRIC questions

Is it easy to
understand?

EXPLAINABILITY

Easy to understand
outcomes/decisions

Why did the AI arrive at an
outcome? When would it have
been different?
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Is it
fair?

FAIRNESS

Impartial and
addressing bias

Are privileged groups at a
systematic advantage
compared to other groups?

Did anyone
tamper with it?

ROBUSTNESS

Handle exceptional
conditions effectively

Can we evaluate and defend
against a variety of threats?

Isit
accountable?

2]

TRANSPARENCY

Open to inspecting
facts and details

Can we increase
understanding of why and
how AI was created?

Does it
safeguard data?

PRIVACY

High integrity data &
business compliance

How do we ensure owners
retain control of data and
insights?



Al governance enables Foundational for strategy and
execution of Al solutions
trustworthy Al

Strategy Planning Development Operate Monitor +
and portfolio
deployment management

Who? Who? Who? Who? Business outcomes
Business, Al ethics Business, Al ethics BEVACEINISNE] IT leaders, Who? Business leaders
board, data/AL board, data/Al leaders, CDO, MLOps teams + MLOps teams
leaders, people leaders, people people responsible

responsible for responsible for for software and Governance of models
internal policy and internal policy and data scientists Who? Business leaders

regulations (CPO etc.) regulations (CPO + MLOps teams
etc.), ecosystem

Al strategy Al governance tools and process
Humans in the loop from the beginning Ensuring governance of AI models through technology and data

v

Decide and drive the Al strategy for the organization. Establish
Al policies for the organization. (This may include AI principles, Enable data collection and transparent reporting to make needed
regulations, laws, etc.) => Al Ethics Board information available to all stakeholders.

Encode the policies into business rules, guidelines and
transparent reporting mechanism. Determine appropriate
guardrails and parameters.
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RAII Implementation Framework Dimensions and Sub-Dimensions

© Systems Operations

1.7 System Scope and Function

1.2 Human-in-the-Loop
1.3 Model is Fit for Purpose

1.4 Data Relevance and Representativeness
1.5 Data Quality

© Explainability & Interpretability

2.7 Communication About the Outcome
2.2 Notification
2.3 Recourse
2.4 Understanding the Al System'’s Decisions
or Functions
© Accountabilty

3.7 Organizational Governance
3.2 Team Governance

AI Responsible
Artificial Intelligence
—

——  Institute

www.responsible.ai

© Consumer Protection

4.1 Transparency to the User and Data Subject
4.2 Harms to Individuals
4.3 Protections

Bias & Fairness

Bias Impacts
Bias Training
Bias Testing

© Robustness

6.1 Data Drift
6.2 System Acceptance Test is Performed
6.3 Contingency Planning
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Complying with Al regulations

| | | | |
. . 0 i i M
Common Regulatory and Policy Requirements e gement
8528 || Fer ISO/IEC 42001
2 g o g & Information Technology/Artificial intelligence/Management system >
£ 9w
Requirements for : 2 5"8 ,‘ﬁg
Audit/Certification Bodies " -2 € o=
. ~N S E 4 . 3 2
| 8883 Al product conformity oS
d N88 assessment 2o
m ™ag (other) Qg =
OsE® n<
W5y gz
o583 = =2
CD S a . a - . 2 o 6.
=5 § 2 -+ Al product conformity Al product conformity “°3
E & assessment assessment —_—
Al System/Product Level g § (other) (other)
Certifications/Standards
Evaluation performed by accredited auditors
L] n ]
AI Responsible
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Sample Control Development

OECD AI Guiding Principle on Fairness (Global Level)

Al systems should be designed in a way that respects the rule of law, human rights, democratic values and diversity, and they should include
appropriate safeguards — for example, enabling human intervention where necessary — to ensure a fair and just society.

Enterprise Al Policy (Industry Level)

2. Ensure Fairness in AI Systems
2.1 Identify unwanted bias. 2.2. Test for unwanted bias. 2.3 Perform bias training. 2.4 Ensure recourse is implemented

KL KK

Client Bias Guideline (Company Level)

2.1 Complete a harms mapping to 2.2 Perform appropriate bias test for 2.3 Require bias training for all 2.4 All AT systems must have a
understand the unintended all protected classes, ensure that it employees involved in the recourse plan in the case of the
consequences and identify mitigation meets the acceptable threshold. production and deployment of an Al system not working as intended
measures system

KL

Bias Control (AI System/UC Level)

2.2 Perform demographic parity and equalized odds test for protected classes. Acceptable result is 0.85.

A Responsible
Artificial Intelligence www.responsible.ai © RAI Institute 2021 | All Rights Reserved | Do Not Use Without Permission
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Enterprise Governance View of

AI/ML models

@ FB Models [ mop-00002 FH Reviews

Dashboard My Tasks (0 Subscription Task Oversight Tasks (0)

My Tasks Models

Approved Models
No tasks

Content appears once a workflow is enabled. You may hide this panel
using ¢ figuratic

20

Model Reviews & Validation

Model Review S
Hill

Reviews Awaiting A

s Underway

Model Change Management

Change Request Status

34

My Active Change Requests

| New Model

[ New Review

‘ New Change Request

Model Status Model Tier

149 149

M Proposed
Approved for Deployment

M Awaiting Approval
Under Development M Tier2
Pre Implementation Review Tier 1

M Model Definition Tier 3
Model Development Completed (No Value)

Decommissioned

Rejected

Other
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it Favorites

Update model to reflect new traini

Data Up

e Bias in Hiring
UK Home Loan PD
UK Home Loan PD

UK Hor
Agency

Hiring

g da




Enterprise workflows provide
consistency with flexibility

IBM OpenPages

@ | B3 Models

MRM Workflow

3 MOD_00000...

B8 Workflows Z2 MRM Workfl... Z Model Candi... B8 Workflow In...

State Version
Published 1
£ E OB e Q.

Start —

>} s Mode! Mo 5 n jacy
Capture Model ¢ Model Candidacy — 3 par, sourcing

Details Validation
©
Developed Model Sourced Data
Model Validation ¢—— Model D A G e

I

Development Verification

Verification

Validated Model
Verification

Productionized
Model
Verification

l

Model

<+—— Deployed Model
Deployment

Verification

End 4——— Decommissi...

©
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Productionize
Model

<4—— Decommission

—
Model

Workflow Properties

General

MRM Workflow

MRM Workflow

Q True

a Rules Engine

Automated v

False

Not scheduled



Example of a runtime guardrail
Bias Monitoring and Mitigation with Watson
OpenScale

,,,,,, Faimass for Sax
v A
A Time trame Oase range
., Em =3

3

FAIRNESS SCORY

TIME [PAST WEEK]

Setup ongoing monitoring of deployed model
Define monitored and reference groups

Calculate Disparate impact Value

© 2022 IBM Corporation

pataset ® . MonitoredFeature Date and Time

Payload + Perturbed Payload Trainin Debiased
© Pay O Pay o e O Sex v 3/6/2020 &} 12:0¢

Favorable outcomes  Unfavorable outcom
View Transad
@ NonRisk Risk

100%

90%

80%

81%
78%

g 70%
=
3
£ 0%
£ 6
]
2 50%
&
g
£ 0%
<]
=

30%

20%

10%

female male

[Payload + Perturbed Datal Feature = Sex

78% of the monitored group (female) have a favorable output
81% of the reference group (male) get a favorable output

Disparate impact Value: 96%
Mitigation based on policy




Guardrails across the Al litecycle

Credit Risk Evaluation Compare model

Experiment summary Poetine comparisen
pireiine
et o ]
. Tov AEORITL,, s ind 3 3
™ a & . Meoel
1 s
) 15590341 80484251 4718151 : oz
° 5 3
[— A n
Fairness Quality
o n
90% 99
0 .
s Guatey Ares unéer WO
Pipeline leaderboard rees  wites threrhod won o
Area uncer PR
Mok T Name Algermen Accuracy Eahascements Bute time P - » Accerscy
*1 | 004 e . Troe pasive rate (1PR)
2 | 004 - Faise peatve rate (FPR)

s o = - - e [~
Challenger models Validation, Model Risk Management

Comtdmcs v
7%
Time frame Date range Wed, Apr 29, 2020, 12:00 AM MDT 820
o o | o ot o i rcton

M Orop in accuracy

4 0.5%
e N/

W Theeshold 5.0%
o Margin of error -4.0% - 5.0% £
< H g
s H [a—
H
2 :
< " = 18y
< Drop in data consistency 3
z
T s -
2 58.9%
o
Supporting metrics
Base accuracy 75.3% v
Apr 23,12:00 AM Apr 26,12:00 AM Estimated accuracy 74.8%
e [ew——— —— P~
FeAneg

02022 18M corporatiolP i1t IN data consistency, Drift in accuracy Local and contrastive explanations



Seamlessly gather tfacts
across the Al litecycle

M Cloud Pak for Data.

Catalogs / Platform assets catalog.

Modal entry

Credit Risk Model Entry ¢

[T o project

Overview Rsset Access Review

Model tracking

the model lfecycle. Each row
champion or challenger model associated with the model entry.

Madot oy status 18 Openpagos madel onry Show dolatod asets
Approved Crecit Risk Model Entry (7 o 11
Develop > Deploy > Validate > Operate

Undeployed Sp—

machie lesring provider, fortes forvlidaton foroperation.

£ Banking Demo Project > 9 > 9 > g

@ Credit Risk Demo Model

Credit Risk Demo Dev

yment

3 Banking Demo Project = 7 Banking-demo-deve

@ Credit Risk Demo Modell ® Credit Risk Der
(scikit it

0 Credit Risk D
Model D

Pending Eval
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 Credit Risk Demo Model

@ Credit Risk Demo Model

 Credit Risk De
oeployment

no Preprod

Evaluated  Approved

Catalogs / Platform assets catalog

Credit Risk Model Entry 2

overview Asset Access Reviow

~ General

Description

‘Sample model to evaluate the creditisk of loan applications

~ Governance artifacts

Business terms. ®

~ Details

Additionsl detsils

Model purpose © 2

‘Sample model o evaluate the crdit isk of loan applications

Risklevel ©

Low

@ Credit Risk Demo Modal

#9 Credit Risk Demo Prod

Deployment

Path

Classiica

idential

Supporting
documentation

o * 8
About this asset

Description 2
Sample model to evaluate the credit risk of
loan applications

Asset owner 2z

Unavalable
Unavailable

~

Privacy ©
Public

Asset details
Size: -
Columns: -
Rows
Source.
Connection:
Source type: -
Path,

~

Tags

3un 03,2022 7:56 AM

femee

niSwhnueeitosr66Bcbeek

About this asset

Description P
Sample model to evaluate the creditisk of

Assetowner e
© U

privacy © 2
Asset detaits

Tags 2
mortage

un03, 2022 7:56 AM

Credit Risk Demo Modell (SciKit)

~ Training information
Watson St prject

Taiing esasouce
-

Hybrid it

~ Training parameters

e tnesr

Banking Demo rojct

Dataasset

v

SaDClassio(loss= o, tolv10:05)

00001

Fate

Fate

i tnssr_ta_rato

Credit Risk Demo Model1 (SciKit)

~ Training metrics
Custom ROC AUC score
training_sccuracy.score
raining_1score
traning_log_loss
training_precision_seore
naining_recall_seore
training_ro_aue_score
training score

~ Training tags ©
cotimtor claze
factsutlogging
factspublish
factssourcename

facteuser

sulan pipetine ipeine

Pissine

True

foptjcondafenvs/Pythan-3.9/iblpythons.5fsite-ackagesfpykernsl_min

wooaL

1000840000




How to test and evaluate Al
standards

— Were the following key design choices for the
model reviewed by an independent review
board? (y/n)

— Who has been informed about the Al system’s
potential or perceived risks? (select all which

apply)

— What was the result of the demographic parity
test for the data used to train the model?

© 2022 IBM Corporation

@ | BB Models [ credit Risk D...

IBM OpenPages

Credit Risk Demo Model # ~

[ credit Risk ...

Task Activity Admin

Q Reveal e

Trustworthy AI Controls ©
RAII Controls Table
Q_ search
Name T

Accuracy in Predictions
High Oaks Bank

Bias in Data
High Oaks Bank

Fairness basd on Sex
High Oaks Bank

Fairness based on Age
High Oaks Bank

Section 1

Accountability

Have you provided clear terms of service describing your Al system's best practices and limitations?

ditable fields (D

RAII Suggested Threshold

0.90

Breach Status




IBM Cloud Pak for Data enables

a governed, automated Al
litecycle

Model Development MLOps 3rd party ML engines
AutoAl
Azure ML .
Model train, serv
Watson Watson AWS Sagemaker OdISIO d:l O’psse €
Studio (Build) Studio (Deploy) Google Cloud ML

Open-source ML platforms

AI Fact collection,

Catalog, policies,
Model Inventory

Risk and Compliance
enforcement

Validation, Testing and
Workflow

Monitoring
Watson IBM Open Watson Studio AI Gover.nance
Knowledge Pages (Trust) Solution
Catalog

Al Factsheets

Multi-cloud Data and AI platform £5 RedHat

OpenShift

scrosch ~ Hyperconverged
A S ARE os-?u private cloud system

5 18M Cloud aws
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Trustworthy Al requires a multidisciplinary approach

From principles to actions

Ei g
ELEL

Lt

fi

what should be done

principles, values, norms, laws,
regulations

A
@ ztms:ll fancadlenleiﬁmm:s
A v 4
@IEEE @) OEC
cing Technology ” E D
I Humanity ~ BETTERPC OLICIES FOR BETTER LIVES
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how to instrument it
techniques, algorithms, software,

best practices

how to operationalize it

mechanisms, systems, and processes
to keep Al trustworthy

<||I



How IBM can help you get started with trustworthy Al

=

Co-Operate

Education &

Guidance
on Trustworthy AI &

1 Week

v Build customer’s baseline
knowledge

v Guide customer through
hands-on work

% Outcome: Ability to move
to Plan-Build stages

—

Design

Thinking & Planning
for Trustworthy AI &

2 Weeks

v' Identify, scope and
prioritize use cases

v’ Detailed task analysis
for trustworthy Al

< Outcome: Action Plan for
Build/Deploy/Manage

Co-Create

Trusted Al

Build

6 Weeks

v' Explore, cleanse, prepare
datasets for use case

v’ Build & test trustworthy
AI/ML model

% Outcome: Working
AI/ML model

—

Trusted MLOps

Validate & Deploy
4

44

6 Weeks

v' Implement Best Practices
for model validation

v Setup deploy pipeline
integrated with CI/CD

% Outcome: Validation and
Deployment pipeline

Co-Execute

=

Trusted MLOps
Monitor & Manage

N
6 Weeks

v" Implement monitors for
Bias/Fairness, Drift, etc.
v" Model Explainability
On Demand

« Outcome: Monitoring and
Management setup

Contact IBM at
www.lbm.com/products/expertlabs/trustworthy-ai
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RAIIL: How to get involved in
the community

For more updates, connect with
the Responsible Al Institute at:

« linkedin.com/company/responsible-ai-institute
« twitter.com/ResponsibleAl

* www.responsible.al

AI Responsible

Artificial Intelligence www.responsible.ai
— .

= Institute

DER
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