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[FCHIC

B LEHOMEDIT
— H&EH L, IBM SevOne Network Performance Management (NPM) Y1) 2a—2 3 M55, DataBusZ{EMH L
FERMGRA M) —I VT2V TOERES S UVEMFERBRZETLHI-HLDTT, SevOneDLEE. £ L
CEENODHAEHLEZREL-ENTEDY FEA,

B IEEIE

- HEMRICEFENDFRISARLGRYEEZHLTEYFIAN, EXGLEL—ZRITTELYT. HEHICE
HNERBICEAL TR SFRIET HEDTEHBY FEA, CCTHORIFAREIHEFTTILIXEFHTHY.
FEREODERICEVLVTEREONSGEDEL. BEHOARICE>TRIT-ULHIELEFICHAL T-YIOREZE
THLDTHEHHY FEA,

B TRER
—~20224%7H R (v1.0) 1ERK
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HX

1. &

2. SevOne DataBus®Dtv k7 v
1. SevOne Data Bus®DEZH1E
2. ARBMUY—ZUHEERTE
3. eIt

4. OJHESR

5. REERT—Z RHER
SEEET AT

Appendix
1. Kafka®SSLE&RE
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1.1. B8y - R

B SevOne Data Busld. SevOne NMSDPollermURE L - EBHEID A M)V RFEHRERA M) —Z 5
To59 b IA—LANEETHaVKR—RT b
—NMSIZHARAEN TS AVKR—R Y FTHE=H. FlEA VR M—=ILTBHZ EIFFTE

B SevOne DataBusMEETEAARA M) —ZI 25 TS5y NI —LIFLLT2DOTH S
— Kafka
— Pulsar

B SERICENTIE, Kafkan A I REHEEET SRR THEFIRCEREREZENT S
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1.2. RELRIE - £ R

Fa—AvyEnt
T—2 DG

Pollinglz&k > TIR&E L 1=
A RO REREEE

2:SevOne §€ kafka

ATURBONOMIC COMPANY

SevOne -

= polling NMS + Data Bus Apache Kafka 3rd Party®®)
: LIR—T 4 2 TY—NigE

(RHA FIZBWTIERESE)

Kafka Publisher Kafka Broker Kafka Consumer

F—EDXa1—AY
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1.3. BES1EH

B REEE SR
— SevOne Data Appliance NMS (PAS) v6.1.0 SW Appliance (VM)
— Apache Kafka v3.2.0 Cent OS Stream 8 [24 VX k—JL
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2. SevOne DataBus®tw 7w

1. SevOne Data Bus®EZH1E
2. RRMY—ZUTEERE
3. EEIEL

4. OTHESR

5. EXERT—H2 XHER

(¥ /2

Data Busl&NMSIZ&FEN a2V R—R> FTT,
LIEOFIETHIZBHE LEEAN., IBIEXRIINMSTT,
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X AFIRIERIREE

B GUIICT, UTFOFIETIA VY RIT7ANLET Y TA—FT S
1. [Administration] > [About]
2. HAffld[Update License]ld ) >4 3T (Appliance LicenseDEIHE 22 E))
3. Upload a New License FileD FIZH S T+ ILFTA AV ERT

l

4, BEHRNLSIA VAT FAILEERLTT vy TA—FK

10

©2022 IBM Corporation



IBM Automation

2.1. SevOne Data Bus®OEF%h{t

BLUTOaOYY KTEZMET S

root@sevone-nms:~ [6.1.0] [11:45:58] $ SevOne-act data-bus enable
SevOne-data-bus is successfully enabled. Run 'supervisorctl status SevOne-data-bus' to ensure it has been correctly configured.

B HE

—SevOne Data BusIZIZRIE S A U ADNMETH AN, ABIATIESIA U REFA VR M—ILETIZEE
(ZGAE o RARZEA AR F=ILLTWEILVRETHCLITAMEORENSLEZ T 5 Z & 1ET[HEE)

—GUITHLAMNEDIREZTASEELAHEIMN, 41V RAZA VA F—=)ILLTWEW=HMEERATHST=

 [Administration] > [Cluster Manager] > [(Peer44)] > [Peer Settings] > [SevOne Data Bus]

(=) SevOne Appliance

| Peor Overview | Peer ettings | / FTAEVADA VA P—LENTVGEVWIED Ay =D

/

SevOne Data Bus is not licensed on the peer.

?

Primary/Secondary

TG4 R%EA A F—I)LLTULVEILVRETIE
[Enable SevOne Data Bus]IZF vy 7 ZAND EMTELI - 1=

SevOne Data Bus

Save Reset
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22.AFMY—S VT EESRTE

B SevOne Data BusDEREIEIEARMIZLULTDERE I 7ML T FHAAATEET S

— Jetc/sevone/data-bus/application.conf :SevOne Data Bus® &% £ fi%
— Jetc/sevone/data-bus/databusmsg.json :AVROT7#—< v MIEHIZFX—RET—FEHOESE

B LEEDRTEIT 7AILIECLING ERERET 5(EH. GUIIZTHRET 5 & HlEE

FER
B CLITMAEZHEIIGUIIZIZEE S ALY

—~GUITHDEREZRZEAMELI=2 M7, GUITRINLODEREERZMAT- (Save] K2 VEHT L)
BAIUHTTRETI7AADLBESND =00, CNODRIEETSAISRET 7 1 LEBRT 5 LR
« FPEEFINBLEE, 1HRFIDIRTE 7 7 1 JLidapplication.conf.backup / databusmsg.json.backup& LS5 7 7 4 ILIZEEREFE NS
c IHR K YRIDREFBEMRFSINGLY

BEELEEZXMAT=-HE. TOEREZRMIEB1-HIZ1ESevOne Data BusD B E N INE
~BREHOAET2.3. BHEIL 25
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221. A MNY—SUHZEIERTE (GUI) -GUIIZ K BABETEHNDEFIE

1. SevOneNMSIZAJ A4 L, LTOEBAIZTYVEX
— [Administration] > [Cluster Manager] > [Cluster] > [SevOne Data Bus Configuration]

2. [Enable SevOne Data Bus GUI configuration:] [CF = v 9 Z AN 5

Enable SevOne Data Bus GUI
configuration:

3. UT®DPopuphTXIREINDHDT, NBEZHEZEL TYes]ZHTT 5
—YesZEH T3 5 ERTE T 7 1)L (Jetc/sevone/data-bus/application.conf) NGUIIZIRFESN TSR ETLEES
NS, CLITEEERE 7 7A4IILEZHREL TV EEIE,. FFICHEBTRELERELTEC &zl

Warning X

Enabling SevOne Data Bus GUI configuration will overwrite the current SevOne Data Bus config
file on all cluster nodes after selecting a publisher and setting it as default. Are you sure you want
to enable SevOne Data Bus GUI configuration?

Yes No

4. [Enable SevOne Data Bus GUI configuration:] [CF = v BAST=IKEEIZA Y . GUITDERTEN R
ERTREZIRRBICE B
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2.2.2. R M) —= VT EEERTE (GUI) - £21K1% (1/2)

IBM Automation

B % FIE B [XO0Output Schema, System Config, Filter, Destination, Publisher@®5D(ZH &l TNV
B WITHORELEREERT D EMNFHE
B PublisherlZ(Z{h4DDERTEIERB DT 5

— ZTNENDEHRFIER (XA DPublisher~DEF| A A RE

— Filter, Destination(& 1%t % T4t 1+ —_

B Activel= T % Publisherl12 applicaton.cort
Output Scheme Publisher Filter

Output Schema A Publisher A (Active) Filter A

Output Schema B —>| Output Schema B Filter A Filter B
Filter B 9

Output Schema C System Config A Destination A Filter C

Destination B
Destination C

System Config Publisher B Destination
System Config A Destination A
Output Schema A Filter A
System Config B Destination B
System Config A Nestination A

Destination B e
Destination C

14
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=2 7E (GUI) - 2&{& (2/2)

15

B SevOne Data Bus Configuration [E[H

Cluster Overview ‘ Peers J Cluster Settings Cluster Upgrade SevOne Data Bus Configuration

‘ =z Output Schema

‘ ‘ = System Config ‘

<4 Add Output Sch il Delete Selected 4 Add System Config i Delete Selected
B | Name ’Enooding Actions W  Name Actions
"] Default AVRO "] Default
[ JSON JSON
‘ = Filter ‘ ‘ = Destination ‘
| < Add Filter ﬁ Delete Selected [ 1
Kafka Pulsar
B | Name Rule count Filter Status Actions ¢
] Everything 1 m 4 Add Destination i Delete Selected
0 csoacry 1 [rE— I i -
|| AIOps-noi cp4waiops-cartridge-alerts-noi-ivxkekqv
] AlOps-log cp4waiops-cartridge-logs-custom-eto92svb
|| Cent0S-S sdb
‘ = Publisher ‘
<4 Add Publisher ﬁ Delete Selected Set as default
B | Name Description Publisher Type Actions
"] sevone-pub sevone kafka publisher KAFKA
[]| test test KAFKA
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16

B [Default] [FZPMNSHEHET S

B 37 L L\Output SchemaZiBA09 %121 [Add Output Schema] Z# T

B BE7FDO0utput ShemaZz#RET HIZIFActionsF|DT7 A IV ZHTF

= Output Schema

4 Add Output Schema | fij Delete Selected

Default
JSON

AVRO
JSON
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2.2.3. R F)—= VT FERTE (GUI) - Output Schema (2/2)

B J4—<v FZAVRO F7=1d JSONZ EIRA[fE

BAVRO7+#—< Y FDBEIEIEIET—ZIZEHBH T 4—IL FOON/OFFFH X2 < 4 XHA]HE
(JSONDIZEIFETDFieldZEXEBNDHTHARAAIA XAT])

Edit Output Schema

Name:
Output Format:

Override Cluster Name:

Message Schema:

17

X
Default
AVRO =
* System Default Cluster Name Custom Cluster Name
(AVROZ7+#—< v FDIFA)
EET—RICEHDIT1—ILFIZTFIVvIEAND
(- . . . )
v/ Device Id v! Device Name v Device IP
v Object Id v/ Object Name | Object Desc
v/ Peer Id v/ Peer Ip v/ Plugin Id
v/ Plugin Name v Indicator Id v/ Indicator Name
v/ Object Type v/ Cluster Name | v! Format
v Value v/ Time v Units
g J
Save Cancel
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2.2.4. X M) —= VT EEFEHZTE (GUI) - System Config (1/2)

B [Default] [FRFPMNLEET S
B # L L\System ConfigZ3B09 A I1Z1% [Add Output System Config] Z# T
B L DSystem ConfigZ#RES 5 IZ(LActionsF| D7 A AV EHT

= System Config

‘ <4 Add System Config ﬁ Delete Selected

Bl | Name Actions

Default g ﬁ

18 ©2022 IBM Corporation
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2.2.4. X M) —= VT EEFEHZTE (GUI) - System Config (2/2)

19

B Status Page

—Data Bus R 7—43 R &HEET 5 -6HDWeb Page D% TE

B Jaeger Settings
P L—Y VT VR T LT H D JaegerMERTE

B Advanced Settings
— Log Nth Exeption:

Edit System Config X

Name: Default

=) Status Page

Metrics Log Interval: 300 + | seconds

HTTP | HTTPS

Enabled: v
Port: 8082 v

>

= Jaeger Settings

Jaeger Enabled:

* PublishO TS —MFEELI-EE, BRI HIIS—NDIBNEBLEITEOIARLET S

« T4 )L FTIEX50000¢& - TLVAS
— Key fields:
« Kafka/\w L 2 TEHAT A FXF—ND T4 —JL K
« T 74 JL b TldDevice Id & Object IdIZA > TLVA

=l Advanced Settings

-

Log Nth Exception: 50000 =

Key Fields: Device Id X' ||Object Id X v

Save Cancel

©2022 IBM Corporation


https://www.jaegertracing.io/

2.2.5. X M) —= VT ZEETE (GUI) - Filter (1/2)

IBM Automation

20

B [Everythingl (fI£ 742 —IEMIFTHENETE) EHEODDBHFEET S

B #7 L U \Filterz:BM09 B (Z(X [Add Filter] 2T
B BIEDFilterz#EET B(ZIFActionsFID T A a2 EBTF

= Filter

4 AddFilter |l Delete Selected

Everything
C9300-B Only

Rule count Filter Status Actions

T e
T

©2022 IBM Corporation



2.25. X M) —= VT ZEERTE (GUI) -

IBM Automation

Filter (2/2)

B FilterlZLLT2DONDE2 A ThiH 5
—Include (Whitelist A=)
— Exclude (Blacklist A=)

B 1 DDFilterlFEHHDRule TER NS
— FilterI CRuleB L IZOREHTHEE =N D

B Rule(FEHDAttribute A B HETHERRT S
— S A RE/R Attribute

* Device Group
* Object Group
* Plugin
* Device

* Object

— Rule CAttributeFl LIZANDEHTHE SN B

21

Edit Filter X
Name: C9300-B Only
Filter Status: Include

Device Group: All Device Groups

Object Group: Everything

4 4 4 4 4 4

Plugin: Everything
Device: C9300-B
Object: Everything
Add Rule
Rules
ObjctGowp | Pugn | Doice | Oject | _cons |
All Device Gr...  Everything Everything C9300-B Everything

Save Cancel
)

)
)
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2.2.6. R F1)—= VT &EEETE (GUI) - Destination (1/2)

B KafkaZ f=I&Pulsard Destination % 7 o] B
B #r L L\DestinationZ1B/09 4214 [Add Destination ] Z# T
B BX7EDDestinationZfm&ET B IZ(FActionsFID T A 2 #HT

=1 Destination

Kafka ” Pulsar ’

4 Add Destination | fij Delete Selected

B | Name Topic Actions
AIOps-noi cp4waiops-cartridge-alerts-noi-ivxkekqv
AIOps-log cp4waiops-cartridge-logs-custom-eto92svb

CentOS-S sdb U ﬁ
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2.2.6. R b)) —= VT EEFETE (GUI) - Destination (2/2)

IBM Automation

23

H Topic
—Kafka Topic& A 19 5

B Bootstrap Servers
— SR DIEHR (IP or FQDN + Port) #iBM3 %

Edit Kafka Destination

Name:

CentOS-S

Topic:

sdb

ACKs:
Retries:
Lingers:
Batch Size:

Request Timeout:

Connection:

Custom Settings:

-1

0

10
1000000
600000

Max In-Flight Requests Per 2

40 4

| milliseconds

4

»

-~
~ milliseconds

»

(Booistrap Servers

4+ Add

Host
172.22.72.105

N

9092

J

‘ Save ‘ ‘ Cancel ‘
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2.2.7. X 1) —= VT ZEEFEE (GUI) - Publisher (1/3)

B # L U PublisherZ 809 4(Z1& [Add Publisher] Z#T
B BX7FDPublisherZ#R&E 9 B I1Z(FActionsFIDT7 A 2V =T

=} Publisher

l <4 Add Publisher ﬁ Delete Selected | Set as default

B | Name Description Publisher Type Actions

| sevone-pub sevone kafka publisher KAFKA

[Q test test KAFKA %&

24 ©2022 IBM Corporation




2.2.7. XA ) —= VT ZEEERTE (GUI) -

IBM Automation

Publisher (2/3)

25

B Output Format Config
—2.2.3IZTERHRFEHADOutput Schemaz &R T %

B System Config
—2.2AIZ TEHRFHDSystem Config#ERT %

H Filter
— 2.2 5|2 TEEREBHDFilterz:EIRT %
—E¥ERT 5 Z EHAEE
« Exclude FilterhseIZEHii =41, XIZInclude Filterh M S b

B Publisher Type
—KafkaZE f=[&Pulsarz:&iR9 3

B Destinations
—2.26|ZTEEFHAMDDestination—EMNERREIN S
— BT BB FEnabledIZT B

Edit Publisher X
Publisher Name: test
Description: test

Output Format Config: | JSON

System Config: Default v
Filter: C9300-B ... X nA
Publisher Type: Kafka 4

Destinations

Enabled  Publisher
\m AIOps-noi

\I AIOps-log
™ Cent0S-S

Save Cancel

©2022 IBM Corporation
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2.2.7. R 1) —= U EEERTE (GUI) - Publisher (3/3)

B KFIZH > TULYAPublisherhIR7EActivelZiE > TWLWBH D
B Active®DPublisherzZE 9 45IZI1EX. Fx VP ZANT [Setas default] T39I 5

=) Publisher

4 Add Publisher fij Delete Selected | | Set as default

» v e e

sevone-pub sevone kafka publisher

v |test test KAFKA T

Setting the default publisher will generate a new config file. The
current config file will overwrite the previous backup file.

SevOne Data Bus will need to be restarted on each peer which
uses the default config.

Do you want to continue?

26 ©2022 IBM Corporation
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2.3. EEEEIE

B SevOne Data BusD#EFZELIEIFCLIIZTEITT %

« (#RB)GUIIZH LU TOEEICHEERE VIEH DM, RRIETILSevOne DataBusD 54 £ A &5 L TWVE W =OMNRIETETH - 1=
— [Administration] > [Cluster Manager] > [(Peer#)] > [Peer Settings] > [SevOne Data Bus]

—fEEa<vTU R

root@sevone-nms:~ [6.1.0] [11:45:58] $ /usr/bin/supervisorctl start SevOne-data-bus
SevOne-data-bus: started

—fElta<T R
root@sevone-nms:~ [6.1.0] [11:45:32] $ /usr/bin/supervisorctl stop SevOne-data-bus
SevOne-data-bus: stopped

~-BEgHav R

root@sevone-nms:~ [6.1.0] [11:46:58] $ /usr/bin/supervisorctl restart SevOne-data-bus
SevOne-data-bus: stopped
SevOne-data-bus: started

—RAT—RAREZEAT KR
root@sevone-nms:~ [6.1.0] [11:47:41] $ /usr/bin/supervisorctl status SevOne-data-bus
SevOne-data-bus RUNNING pid 4044357, uptime 0:00:40

27 ©2022 IBM Corporation
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28

B SevOne NMS ¥ & Uit Eiff(CData BusZ B EI Tt s A 2 & L Al RE

- BEEEI DR EED
« T4 J)L hTldfalseTH S

root@sevone-nms:~ [6.1.0] [16:04:52] $ cat /etc/supervisord.d/SevOne-data-bus.ini | grep autostart
autostart=false

- BEEBDERIE

root@sevone-nms:~ [6.1.0] [16:05:18] $ vi /etc/supervisord.d/SevOne-data-bus.ini. #autostart=true|ZZ &
root@sevone-nms:~ [6.1.0] [16:04:52] $ cat /etc/supervisord.d/SevOne-data-bus.ini | grep autostart
autostart=true

root@sevone-nms:~ [6.1.0] [16:06:03] $ /usr/bin/supervisorctl update
SevOne-data-bus: stopped
SevOne-data-bus: updated process group

©2022 IBM Corporation
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29

B SevOne DataBus®OJIXLULTD 7 7 A ILIZEEER SN B
— /var/log/SevOne-data-bus/data-bus.log

B tailav Y R ETSHET S, GUITIXLTDEmE b S

—[Cluster Manger] > [(Peer#a)] > [(Appliance#)] > [System Logs]

{A[ e

Cluster Manager

Cluster Navigation

&8 Cluster

4 (2 SevOne Appliance

<4

127.0.0.1

Appliance Overview | Appliance Settings

System Settings | Process Overview ] System Logs

Integration

Appliance License

+}

Jw

¢

SevOne-data-bus/data-bus.log

| 127.0.0.1

) 2022-07-18T14:

2022-07-18T14:
2022-07-18T14:
2022-07-18T14:
2022-07-18T14:
2022-07-18T14:
2022-07-18T14:
2022-07-18T14:
2022-07-18T14:
2022-07-18T14:

17:
17:
17:
17:
17:
17:
17:
17:
17:
22:

~  Last 10 Lines

10+00:00
10+00:00
10+00:00
10+00:00
10+00:00
10+00:00
10+00:00
10+00:00
10+00:00
09+00:00

sevone-nms
sevone-nms
sevone-nms
sevone-nms
sevone-nms
sevone-nms
sevone-nms
sevone-nms
sevone-nms
sevone-nms

data-bus:
data-bus:
data-bus:
data-bus:
data-bus:
data-bus:
data-bus:
data-bus:
data-bus:
data-bus:

[DataBusSystem-akka.
[DataBusSystem-akka.
[DataBusSystem-akka.
[DataBusSystem-akka.
[DataBusSystem-akka.
[DataBusSystem-akka.
[DataBusSystem-akka.
[DataBusSystem-akka.
[DataBusSystem-akka.
[DataBusSystem-akka.

actor.
actor.
actor.
actor.
actor.
actor.
actor.
actor.
actor.
actor.

v [} Download Full Log File &,” Refresh

default-dispatcher-70998]
default-dispatcher-70998]
default-dispatcher-70998]
default-dispatcher-70998]
default-dispatcher-70998]
default-dispatcher-70998]
default-dispatcher-70998]
default-dispatcher-70998]
default-dispatcher-70998]
default-dispatcher-71010]

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

sevone.
.databus.

sevone

sevone.
sevone.
sevone.
.databus .

sevone

sevone.
sevone.
sevone.
.databus.

sevone

databus.

databus.
databus.
databus .

databus.
databus.
databus.

cache.
cache.
cache.
cache.
cache.
cache.
cache.
cache.

PlainCache
PlainCache
PlainCache
PlainCache
PlainCache
PlainCache
PlainCache
PlainCache

Loaded 18 devices.

Loaded 923 objects.

Loaded 8584 indicators.
Devices cache size: 18
Objects cache size: 923
Indicators cache size: 8584
Device groups cache size: 18
Object groups cache size: 923

actors.CacheRefreshActor Finished reloading the cache
DataBusStats$ SDB Metrics (Enrich total=3961351, included=3961363, filtered=0

©2022 IBM Corporation



30

2.5. XEERT—2 REEE (1/2)

IBM Automation

B SO TLUTODURLIZZ Y R F B & T, SevOne Data Busdixf

— http://{SevOne NMS’s FQDN or IP}:{port num}/status
* {port num} [&System Config|= TE% % E L 1= 1E
- ({4) http://172.22.160.51:8082/status

il

B RFIRRNOwgetaAY U FEEAT A ETIVAR— T HT &R

$ wget http://{SevOne NMS FQDN or IP}:{port num}/status

AT —H5 RFEZRHAIEE

©2022 IBM Corporation
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31

B (&) EERAT—FAODAR

$ cat status
[Uptime] = 02:54:16:943

Memory 1048576M max / 582656M total / 49731M free

~ B~

kafka-CentOS-S-sdb-send-attempts=36633439
kafka-CentOS-S-sdb-send-success=36633439
kafka-CentOS-S-sdb-send-inprogress=0
kafka-CentOS-S-sdb-send-exception=0
kafka-CentOS-S-sdb-send-disconnects=0

~ B~

« kafka-{Destination Name}-{Topic Name}-send-attempts M #{EData BushH xt

K DKafka TopiclZEEFHAT=hV Y b

. BRELZEETETWVDESIEsend-attempts®H ™o > b3k & send-success

DAI Y B —HT B
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(%) SevOne DataBus o DEET—2 Y2 TIL (1/2)

root@kafka-broker:~$/opt/kafka/bin/kafka-console-consumer.sh --topic sdb --from-beginning --bootstrap-server localhost:9092
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectId":4820,"objectName":"IP of device","objectDesc":"Device
IP""pluginId":2,"pluginName":"ICMP","indicatorId":25684,"indicatorName":"availability","format":0,"value":"100""time":1.6 553840171256 15E9, clusterName":"SevOne
Cluster","peerIp":"127.0.0.1""objectType":"Ping Data","units":"Percent"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectId":4820,"objectName":"IP of device","objectDesc":"Device
IP""pluginId":2,"pluginName":"ICMP""indicatorId":25685,"indicatorName":"time_avg","format":0,"value":"1","time":1.6 553840171256 15E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1""objectType":"Ping Data","units":"Milliseconds"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectld":4820,"objectName":"IP of device","objectDesc":"Device
IP""pluginId":2,"pluginName":"ICMP","indicatorId":25686,"indicatorName":"jitter","format":0,"value":"0","time":1.6 553840171256 15E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1""objectType":"Ping Data","units":"Milliseconds"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectId":4820,"objectName":"IP of device","objectDesc":"Device
IP""pluginId":2,"pluginName":"ICMP","indicatorId":25687,"indicatorName":"time_max","format":0,"value":"1","time":1.6553840171256 15E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1""objectType":"Ping Data","units":"Milliseconds"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectId":4820,"objectName":"IP of device","objectDesc":"Device
IP""pluginId":2,"pluginName":"ICMP","indicatorId":25688,"indicatorName":"time_min","format":0,"value":"1","time":1.655384017125615E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1""objectType":"Ping Data","units":"Milliseconds"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectld":4820,"objectName":"IP of device","objectDesc":"Device
IP""pluginId":2,"pluginName":"ICMP","indicatorId":25689,"indicatorName":"packet_loss","format":0,"value":"0","time":1.655384017125615E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1""objectType":"Ping Data","units":"Percent"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectId":4820,"objectName":"IP of device","objectDesc":"Device
IP""pluginId":2,"pluginName":"ICMP""indicatorId":25690,"indicatorName":"packets_out","format":0,"value":"5","time":1.655384017125615E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1""objectType":"Ping Data","units":"Number"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectId":4915,"objectName":"CPU19","objectDesc":"C9300-
48U""pluginId":1,"pluginName":"SNMP","indicatorId":25692,"indicatorName":"cpmCPUTotal5minRev","format":0,"value":"2","time":1.655384213420229E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1""objectType":"CPU (Cisco I0S)","units":"Percent"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectld":4915,"objectName":"CPU19","objectDesc":"C9300-
48U""pluginld":1,"pluginName":"SNMP","indicatorId":25693,"indicatorName":"cpmCPUTotal5secRev",'format":0,"value":"2""time":1.655384213420229E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1","objectType":"CPU (Cisco I0S)","units":"Percent"}
{"deviceld":143,"deviceName":"C9300-B","devicelp":"172.22.72.93""peerld":1,"objectld":4915,"objectName":"CPU19","objectDesc":"C9300-
48U""pluginId™":1,"pluginName":"SNMP""indicatorId":25691,"indicatorName":"cpmCPUTotallminRev","format":0,"value":"2","time":1.655384213420229E9,"clusterName":"SevOne
Cluster","peerIp":"127.0.0.1","objectType":"CPU (Cisco I0S)","units":"Percent"}

...(omit)...
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B FIR—I Dsampled 5 FEFEITD A

{
"deviceId": 143,
"deviceName": "C9300-B",
"devicelIp": "172.22.72.93",
"peerid": 1,
"objectid": 4820,
"objectName": "IP of device",
"objectDesc": "Device IP",
"pluginid": 2,
"pluginName": "ICMP",
”indicatorid": 25684,
"indicatorName": "availability",
"format": O,
"value": "100",
"time": 1.655384017125615E9,
"clusterName": "SevOne Cluster",
"peerIp": "127.0.0.1",
"objectType": "Ping Data",
"units": "Percent"
ks
AN

N

r2022/06/16 21:53.37 (UTC+9)] IZER#E L 1=,
FC9300-B] MNWHSRIZxT 5.,

[ICMP] PollingTERBLI=A R I REHRDS 5.
[Availability] D{EIL

r100%
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Kafka Tl&SSLE 7= 1XSASLAE{#E LY. Producer-BrokerfEl & & U*Broker-ConsumerfBl D E#E (I H LV TER
if - lEB1EE 9 5 2 EMAEE

SASLEBSEDIHEE. LITDSASLA W =X LN YR—rEhd
— SASL/GSSAPI (Kerberos) - 71A\—<3 20.9.0.0/ 5
— SASL/PLAIN - /A—<3 >0.10.0.0m 5
— SASL/SCRAM-SHA-256 and SASL/SCRAM-SHA-512 - /A\—<,3 > 0.10.2.0h' 5
—SASL/OAUTHBEARER - /A\— 3 2 2.0h' 5

HMEILUTZSEO &

— Kafka 2.6 Documentation > 7. Security
https://kafka.apache.org/26/documentation.html#security
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B LUTORHR TOREAEZTLLH
—t¥al)FoFORajL: SASL_SSL
~SASLA N =X Ls: SASL/SCRAM-SHA-512
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1.1. SASLEEREERTE (2/2)

B Kafka BrokerlZ THITEINTzks T 7 A ILFFEEDT« LI ) IZEEE
— FE2DHITIE Jvar/private/ssl/ T4 LY M) EETFIZECE

root@sevone-nms:~ [6.1.0] [19:53:34] $ Is -la /var/private/ssl/
Git4a

drwxr-xr-x. 2 root root 28 6 9 00:44.

drwxr-xr-x. 3 root root 17 6 8 9 00:44 ..

-rw-r--r--. 1 root root 859 6 A 9 00:43 truststore.jks

B application.confMZE &
—{jaas username}, {jaas password}, {truststore password}IZFBEBDIRED L DIZE = Z 5

root@sevone-nms:~ [6.1.0] [19:53:34] $ vi /etc/sevone/data-bus/application.conf

# SASLEREE 9 H4EF & Dproducer® EEEFT T, FFEDERS FIBN

producer = {
bootstrap.servers = "x.x.x.x:9092",
security.protocol = "SASL_SSL",
sasl.mechanism = "SCRAM-SHA-512",
sasl.jaas.config = "org.apache.kafka.common.security.scram.ScramLoginModule required username=¥"{jaas username}¥" password=¥"{jaas password}¥";",
enable.ssl.certificate.verification = "false”
ssl.truststore.location = "/var/private/ssl/truststore.jks",
ssl.truststore.password = "{truststore password}"

},

% T¥) [EERSEAYIRS Y
37 % application.conf&{ADsampleld/ — ~ 250, 2022 1BM Corporation
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