A Sampling of Threat Model
Resources
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Citations and references to definitions, tools, aids, frameworks, methods, techniques, resources, tips,
how-to’s, practices, standards, directives, principles, tenets, and regulations (“content” hereafter)
are provided for informational and/or referential purposes only. References to non-IBM content,
including, but not limited to, products, services, resources, web sites, documentation, white papers,
articles, books, articles, references, guides, citations, et al., does not imply an endorsement nor a
recommendation by IBM. Some content might be related to (or are) commercial (priced) products,
some might be related to (or are) open-source products (on-prem, cloud), some might be related to
mobile, and some might be related to specific hardware, firmware, software, or middleware

products or applications.



https://www.ibm.com/garage/method/practices/code/threat-modeling/

https://developer.ibm.com/articles/threat-modeling-microservices-openshift-4/

https://developer.ibm.com/conferences/aot-prevail-2020/security/024 jha ap security/

https://securityintelligence.com/posts/what-is-threat-modeling-and-how-does-it-impact-application-

security/

https://securityintelligence.com/posts/design-and-roll-out-threat-model-cloud-security/

https://securityintelligence.com/posts/using-threat-modeling-manifesto-to-get-going/

https://securityintelligence.com/articles/human-angle-threat-modeling/

https://securityintelligence.com/articles/holistic-threat-modeling/

https://securityintelligence.com/threat-modeling-in-the-enterprise-part-1-understanding-the-basics/

https://securityintelligence.com/threat-modeling-in-the-enterprise-part-2-understanding-the-process/

httr()js:ﬁ/wvyw.ibm.com/blogs/academy-of-technology/mitigating-maIicious-intent-with-misuse-threat-
modelling

https://ibm.github.io/data-science-best-practices/security.html

https://www.redhat.com/en/blog/collaborative-approach-threat-modeling

https://www.redhat.com/en/blog/how-threat-modeling-helps-discover-security-vulnerabilities

https://access.redhat.com/documentation/en-us/red hat single sign-
on/7.3/html/server administration guide/threat model mitigation
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https://medium.com/dark-roast-security/threat-modeling-the-short-version-
5b70ba96cea8

https://capec.mitre.org/community/usage.html

https://attack.mitre.org/
https://link.springer.com/article/10.1007/s10270-021-00898-7

https://www.darkreading.com/risk/threat-modeling-basics-using-mitre-att-ck

https://www.hhs.gov/sites/default/files/hph-threat-profiling-mitre-attck.pdf

https://openpracticelibrary.com/practice/threat-modeling/

https://www.first.org/global/sigs/cti/curriculum/threat-modelling

https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/

https://www.threatmodelingmanifesto.org/

https://owasp.org/www-community/Threat Modeling

https://owasp.org/www-community/Threat Modeling Process

https://github.com/OWASP/CheatSheetSeries/blob/master/cheatsheets/Threat Mode

ling Cheat Sheet.md

https://www.linuxfoundation.jp/blog/2017/11/open-source-threat-modeling/

https://csrec.nist.gov/publications/detail/sp/800-154/draft

https://www.forbes.com/sites/forbestechcouncil/2022/04/12/why-threat-modeling-
is-now-a-critical-business-skill/?sh=5b4cb0ec5df0

https://insights.sei.cmu.edu/blog/threat-modeling-12-available-methods/

https://threatmodeler.com/threat-modeling-methodologies-overview-for-your-
business/

https://threatmodeler.com/six-steps-to-threat-modeling-for-secure-data-assets/

https://www.mitre.org/sites/default/files/2021-11/pr-18-1631-ngci-system-of-

systems-threat-model.pdf

https://www.mitre.org/sites/default/files/2021-11/prs-18-1174-ngci-cyber-threat-
modeling.pdf

https://resources.infosecinstitute.com/topic/top-threat-modeling-frameworks-stride-
owasp-top-10-mitre-attck-framework/

https://shostack.org/books/threat-modeling-book

https://www.synopsys.com/glossary/what-is-threat-modeling.html

https://www.synopsys.com/content/dam/synopsys/sig-assets/ebooks/threat-
modeling-misconceptions.pdf

https://safecode.org/wp-content/uploads/2017/05/SAFECode TM Whitepaper.pdf

https://ijcsmc.com/docs/papers/January2019/V811201916.pdf

https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling

https://www.cisco.com/c/en/us/products/security/what-is-threat-modeling.html

https://www.ncsc.gov.uk/collection/building-a-security-operations-
centre/onboarding-systems-and-log-sources/threat-modelling

https://snyk.io/learn/threat-modeling/

https://www.eccouncil.org/threat-modeling/

https://www.splunk.com/en us/blog/learn/threat-modeling.html

https://www.intel.com/content/www/us/en/security/security-practices/secure-
development-practices/threat-modeling.html

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7814160/pdf/main.pdf
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