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URGENT COMMUNICATION

From: IT Management
To: All Staff (

/ Subject: Your Windows Phone / Windows Mobile devices

) Dear all

You cannot continue to use your Windows Phone 8
| and Windows 10 Mobile devices.

Please follow the attached instructions to remove MaaS360 Z
from the devices.

Please replace the device asap.

i R —

How would your colleagues react to a communication like this?
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1 What? ... Is the Windows Company Hub Certificate?

* Atype of ‘push certificate’
* Announces “l have authority” to a Windows Phone or Windows Mobile
* Authorises management actions on devices: push apps, settings

* Not required for Windows PC management
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1 What? ... does the Windows Company Hub Certificate do?

Without it you can ... With it you can ...

Take basic MaaS360 MDM Perform advanced MaaS360
management actions MDM management actions

Enable location services
Enable push notifications
Enable application distributions

Distribute Windows apps to
devices without using the
Windows Store

Re-enrol devices
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1 What? ... about the Windows Company Hub Certificate?

* Your certificate may expire in the near future

* You need to renew this certificate if you want to

continue managing Windows Phone / Windows Mobile
devices

* The ability to renew the certificate has been limited:

Deadline to renew the certificate
28t February 2019
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|
What? ... was | told?

Symantec / DigiCert

Q)
WALl In advance of expiry

MaaS360 Watson
Insight Advisor

December 2018

MaaS360 Alert Center

A period in advance of
expiry.

Wi\l Email notification

Notification on
screen
(admin console)

Notification on screen
(admin console)

e

J DigiCert ® Windows Company
Hub is about to expire

Notification: your Symantec / (

Dear customer (

We wanted to let you know that your
Windows Company Hub (push certificate)
is about to expire. You can renew it by
clicking on the link below:
https://products.websecurity.symantec.co

s m/orders/enroliment/microsoftCert.do / )

IBM MaaS360 [Watson

HOME DEVICES USERS SECURITY AFPPS

My Advisor Yag

Risk Exposure: DigiCert's EQS notice Tor Symantec Enterprise
Management

@ DigiCen has announced that they and Microsof will descontnue the issuance of S
certificate within MaaS360 for Windows Phone 8 1110 management will be impacted

Learn more

IBM MaaS360 | Wt

HOME DEVICES USERS SECURITY APPS

My Alert Center

Your Windows Company Hub MDM Certificate \
a2
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2 Where? ... do | find my Windows devices?
- Open your MaaS360 portal

- Click into Devices > Inventory

- Filter on the “Platform” field for Windows Phone only

IBM MaaS360 [\t

O DEVICES USERS SUPPOR’ SECURI APPS Docs EXPENSE REPORTS SETUP INTERNAL ONLY
Device Inventory Locate Active Devices m
I Device Na me Usermname ’Platfcrm a Operatin... Installed Date Last Reported ~L Mailbox M... Email Add...
- NCH pual P Winoows 10 Ent 117232016 05:07
s erpive T

e @uzenstes |

2 Usage Pol... Usage Pol...

§
-

' ‘o %o %0 "0 %0 ‘o %o %o to feo &
d - Rd B4 BdlRd (B
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I
Where? ... do I check the Windows Company Hub Certificate?

Certificate
Setup > Services > Mobile Device Management

IBM MaaS360 |Watson

HOME JEVICES USERS SUPPORT SECURITY APPS OCS EXPENSE REPORTS SETUP INTERNAL OHLY

Lre Q Mizad mode provedes the atulity for bolh MOM anabled and non-MOM enabled standalone sarices (such as Secure Mal, Docs, or Apps) fo be managed in @ single adminstiatve postal

Windows Phone Company Hub certificate is enabled (Expires on 04 Jun 2019)

Instructions
- Upload MDM Certificate(s).
- Configure User Authentication Mode and other Deployment Settings (SETUP = DEPLOYMENT SETTINGS).

Configuro y0C  Aodeoid oe W hndonc BADBA Dolizioe Ao IDITA o D LCIE ) o d o Comanlioncn Dle O ot (o DT o B A LA R D e

ce Owner) and COSU to better protect and control work data on managed devices. Learn more

Windows Phone Company Hub certificate is enabled (Expires on 04 Jun 2019)
Instructions

Updoad MOM Carlihcale(s)

- Configure User Authentication Mode and other Deployment Seftings (SETUP = DEPLOYMENT SETTINGS)
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2 Where? ... do I check enrollment settings?

Setup > Settings > Device Enrollment Settings > Advanced —
Device platforms allowed to enroll

IBM MaaSSGO ‘ Wia‘:'son Search for Devices, Users, Apps or Docs

HOME DEVICES USERS SECURITY APPS DOCS EXPENSE REPORTS SETUP

Settings
[E] Device Enroliment Settings [ unified Enroliment Flow
£+ Basic (] Enroll on Behalf of @

D Corporate Usage Policy o

E Enroliment Programs Device Platforms allowed to enroll

iPhone iPad iPod Android macOS (10.7.4 and above only) || BlackBerry Windows Phone Windows Mobile
[E User Settings Windows PCs and Tablets

[¥] App Settings
[E Limit devices

[F] Doc Settings
D By User: Maximum number of activated or enrolled devices allowed per user. Applies to all device types.
[F] Administrator Settings
[E] Advanced Management for Apple Devices

Setup Supervised Devices using Apple Configurator J
Cookie Preferences

Hlmmimmin e mmonmimon AL Srimin il mmimn 1A mmms i L IP. AAARAAAND |1 Anb | ami;. Mandn Fakeisnans 40 ANAA S.AEAA B AET | Whadla KMasr | Fandbank fav 111
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3 Why? ... do | need to pay attention to this?
- Failure to renew the certificate in time can result in:
- Loss of management control over devices
- Loss of business control over data and settings O

Why should | renew the Company Hub Cert?

- To continue managing these devices
- To manage them after the expiry date
- If you won't get these devices replaced in time .
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3 Why? ... do | have to pay to renew this certificate?

- Paid when you purchased from Symantec

- Symantec has sold the capability to DigiCert ®

- DigiCert ® has decided to end this capability

- This is a 3" party contract

- You cannot purchase this certificate through IBM

Why can’t | just let the certificate expire?

- Because after it expires, you have no control over settings or data
on devices

IBM Security



4 When? ... are important milestones happening?
2017 2018 2019

e Jul-17: EOL Dec-19: EOL

S® Microsoft WinPh 8.1 Win10 Mobile
e Oct-17: Win 10

Mob launch
Company Hub
\(f Symantec Cert available to

MSFT —

customers

Qydigicert \

Supports Zero-day support
IBM MaaS360 RUVllleWeazlelal-:M for Windows
8.1 Mobile 10

Last chance to
renew:; 28t
Feb 2019

EOL dates
TBD
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4 When? By when do | need to take action?

2017 2018 2019 2020

End of life of Windows Phone / Mobile in your organisation

Expiry date for your Windows Company Hub Certificate

Renew cert BEFORE 28" Feb 2019 ‘
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5 Who? ... In my organisation needs to take action?

IT Mgmt / Confirm future of Windows Phone / Windows Mobile

ClO In your organisation
MaaS360 1. Check device requirements
Administrator 2. Renew certificate

3. Plan for device replacement In the
Purchasing/ - Purchase renewed certificate near
Finance - Purchase replacement devices future
Users - Communicate time frames to users

- Remove MDM control from (old) device
- (BYQOD) replace device with alternative
- Enroll new devices
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6 What's next? Checklist

ltem Detail Status
_ Certificate expiry date
1. Verify... _ . :
No. of Windows Phone / Windows Mobile enrolled
2. Ask ... Are these devices still necessary?

Whether to renew the certificate
3. Decide ... > Not renew: No need for devices / all removed already
» Renew: Need to manage devices for longer

- For renewal of certificate
4. Obtain - For continued use of these devices
approval ... - Budget for certificate renewal
- Agreement for fleet replacement going forward
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6 What's next? Talk to us!

Security Community concectvs | Y

Groups ~ Local Groups ~  Events ~  Participate ~ Resources ~  All Communities ~

Community Day .
Monday, Feb. 11, 2019

San Francisco, CA think 2019

M 8853 60 £} Settings

Group Home Discussion Library Blogs Events Members

Welcome! Connect with like-minded people that are passionate about our MaaS360 solutions. Please also access our MaaS360 support
forum.

MaaS360 Resources

« MaaS360 Support Home « IBM MaaS360 developerWorks

« IBM MaaS360 Support Forum « IBM MaaS360 Knowledge Center

« IBM MaaS360 Login « IBM MaaS360 Security Learning Academy
« IBM Security Request for Enhancement Community « MaaS360 DevCenter

« IBM Security Product Notifications Subscription

https://community.ibm.com/security
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The Evolving Needs of End-User Computing

Device and
Platform
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actical

Procedural

Proactive and
Preventative

Manage Devices <
Secure and manage

Manage Apps <

Curate and deploy

Enable Content

Enable and control access

Protect Data

Contain and prevent leaks

Seamless Identity <

Authenticate and authorize

Establish Context N

Alert and analyze

Provide Cognitive

t

Sense and respond

Standard EMM

@ Maas360 today

‘ MaaS360 tomorrow



IBM MaaS360 Insights Advisor

Powered by IBM Watson

A cognitive engine to improve Mobility Lead’s efficiency by providing contextual best practices,
productivity improvement opportunities and emerging threat alerts

e

. .
MaaS360" # DEVICES USERS SECURITY APPS oocs EXPENSE REPORTS SETUP
o Pk

= Highlight Risks eas360 Insion
aa: nsights
= Alert On BeSt PraCtICeS & 0 Information: Security Vulnerabilities found in Windows 10 o "

better opportunities
= Take Actions

Exposure:Security Vulnerabilities found in 105 10.2 on 5 devices

What do 1 do?

0 Information: MaaS360 Insights Advisor and Mobile Metrics is now available and
enabled for your account

\ | , 0 Information:MaaS360 announces new features in 10.5% release on Feb 3, 2017

o Opportunity:Manage your corporate owned 105 devices through DEP

_-
) 0 Risk Exposure:4 of your devices have I0S 9.3.4 or lower making them
t ExDIo it (CVE -2016~- 4556) for Jallbrl:ak
. DS Wi A

nd &

vulnera
arrupt the devics and

How it Works

Data Sources: MaaS360 Data captured from Device and aggregated for Customer & Community;
Third Party Sources — Structured & Unstructured

Insights Generation: Watson Enabled + MaaS360 Mobility Experts
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User Risk based Compliance
Monitor, Identify, Comply..

* Trends/Challenges

» Currently endpoint security and compliance is
device centric

» Device based approach limits admin’s
visibility into risky behaviors/patterns in the
organization and the ability to detect
advanced threats

* Flexible compliance management based on
user’s role and device usage pattern

21  IBM Security



I . .
Monitor User & Device Health

User Risk based Compliance:
. . e Provide admins with a user view with the risk score mapped to each user
I\/Ionltor, Identlfy, Comply-- e Customizable risk score model to align with Org priorities
* Risk dashboard to view and report risk profile trends across the organization
« Integrate with 3 party security tool and sources for risk data

" violations Explaination %:\s;?:l:t“ My Advisor e} Wi Al o || 1ot 1600y v e @
: For an active device with latest
EULA Compliance  EULA not accepte ¥ Risk Exposure: 15 Users identified with Risk Score greater than 4 in the last 7 days Q
Last Reported Eﬁ}‘&eé ‘Q’Q,jéh are natreported 32 ® 15 Users have been identified with a risk score of greater than 4 in the last 7 days. Users with a high risk score pose higher risk to the
organization and will require compliance actions taken on them till they improve their risk scores.
Compliance [e)?grgr‘.[ga with Qut of Compliance 25 Learn more
Identify Insights based on Risk Trends [ Dees e S I ks Comptancensaerer
[ User Settings User Risk Score Compliance
° B ased 0 n rl S kS al | OW ad m I n S to I d e n tl fy rl S ky u Se rS Bl App Settings This setting enables the admin to block entitlements like enroliments based on user risk score configured
3 3 5 Entitlements” nroliments reater Than v 4w
in the organization ) Adnintator Stings m——al
 Identify top trending violations in the organization B e
* Generate insights based on changes to 8 rarces
organization / user risk profile
Enforce Comp“ance Username Risk Score Full Name Domain Email Address
. ‘.‘«{:‘\::’Iﬁ{\\-‘ ce | Change Policy | More ° o 42 1 S SYE_AE bimdz mrminEgsratail com
« Block entitlements based on user — o
. e - s 1 4 Jjsori-Stave Finance.
I’ISk score View | Add Device | Change Policy | More < 4
e Allow granu|ar controls on “"‘L'k"’f’ | s e i ° ] aaron barks rstanmdms com hendrik jansavanrensburgBgmai com
entitlem ents ::::Jsrc»'\r: Devica | Change Polcy | Mo o g - AMANREVIEEC)
* Apply to all/risky devices of the user .o olg R o A o
View | Add Device | Change Policy | More. Colios o e : ' AT o
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ldentity Management

* IBM Cloud Identity support for Windows 10
» Support for sync'ing additional AD/LDAP attributes to ClI
» Push Authentication “Passwordless” experience support with IBM Verify

=  IBMCloud Identity Dashboard  Applications  Users and Groups

Security ~ Reparts  Settings = IBMCloud Identity Dashboard  Applications sersand Groups ~ Security  Reports  Settings
Reports Authentication activity | Secu rr{y
Authentication aCthlty Authentication Factors  Verify Registration Profiles Tokens

From To Enable the authentication factors that users can use to sign in to the target applications.

Email One-Time Password
09/04/2018 12/03/2018 i
SMS One-Time Password

Time-Based One-Time Password (For API clients only)
Allactivity Login summary by user Hash Algorithm
HMAC-SHA-1 -

Successful logins Failed logins Unique logins Generation Interval (seconds)*

53 2 4 >

Skew Intervals*

a -
14 Secret Key URL*

otpauth://totp/CloudIcentity: @USER_NAME@?secret=@SECRET,
12
10

One Time Use off _. on
8

IBM Verify Authentication

6
User Presence off on
] 4 —.
% 2 \ Supported Algorithms RSA-SHA-256
0 RSA-SHA-512
2 2 2 2 2 2 2 2 g 2
o o o o o (n) («} o (o} (o)
g & § § § § § § & &
S R = = s G & £ s R
$ $ 5 ¢ ¢ 8 S
S S & ;S L 2 2 2 s s
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Continuing the investment in UEM

IBM MaaS360 |

HOME 5

2018 Key Additions Services
* Day 0 OS Support for core platforms

* HoloLens and Surface Hub support
» Chromebook support

distribution, support and decommission. lass

* Security baselines via GPO E
» Conditional Access for Azure
* Windows 10 Bulk Provisioning Tool

n Apple MDM Certificate [Expires on 08 Mar 2018}

Location tracking for Wi

* Location-based policy performance enhancements and L csscsemra

support for Windows and Mac —
Coming Soon - ) (i
° RedHat o Meritering Rules ? e = [~ oty WRicyey Cwek

Missing Critical Patehes Beyord

e Additional CMT platform integrations 5 csmse i s

IBM MaaS360 [Vt

UsERS SECURITY EPORTS sETUR Immodiately after DO

n= L~ B Lead

Standard Email List
El Hardware Inventory
Username Allams Emadl Address
Operating System WindowsHolographic Manufactarer
Model HoloLens (HoloLens) WEVMEID
Davice 10 971 Cwnarship Corporate Cwned #
Mailbox Davice i) AF 1B6ECALBFAELGOOC BEDTOTAETITO MS
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IBM MaaS360 with Watson Partner Ecosystem

Partner Ecosystem for Unified Endpoint Management

- MaaS360 on IBM Security App Exchange

- Expanded, simplified partner program

- For customers: - For partners: T e

o IBM-certified partner apps o Pre-built connectors
o Find, download, utilize o Plug & play capabilities

ccccc

o https://exchange.xforce.ibmcloud.com/hub/MaaS360

IBM Security



https://exchange.xforce.ibmcloud.com/hub/MaaS360

€ BV security

THANK YOU

FOLLOW US ON:

@ ibm.com/security

@ securityintelligence.com
@ ibm.com/security/community
@ xforce.ibmcloud.com

Y @ibmsecurity

I youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2018. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind,
express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products
and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service
marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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IBM MaaS360 with Watson cognitive UEM

Trusted Advisor

Augmented intelligence and cognitive computing

) A

Actionable insights Contextual analytics
Apps and content People and identity
0 ;
TH=EEE :
[, S——
0 =0 S
Apps Content Data |dentity Threats Connectivity
Devices and things
— = Qo\
] O 48 @
Smartphones Tablets Laptops Wearables Internet of Things
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Copyright and Trade Marks

Copyright
» DigiCert and its logo are registered trademarks of DigiCert, Inc.

* Symantec, the Symantec Logo, and the Checkmark Logo are trademarks or registered trademarks of Symantec
Corporation or its affiliates in the U.S. and other countries.

* Windows Phone, Windows Mobile are registered trademarks of Microsoft, Inc.
» Other names may be trademarks of their respective owners.

Brand names / Trademark sites
Microsoft

https://www.microsoft.com/en-us/leqal/intellectualproperty/trademarks/en-us.aspx
DigiCert

https://www.DigiCert.com/wp-content/uploads/2017/05/DigiCert ® TrademarkUsageGuidelines 5-10-17.pdf
Symantec

https://www.symantec.com/about/legal/trademark
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https://www.digicert.com/wp-content/uploads/2017/05/DigiCertTrademarkUsageGuidelines_5-10-17.pdf
https://www.symantec.com/about/legal/trademark

IBM MaaS360 — Get Support
Directly from your MaaS360 portal

With
Watson

IBM MaaS360

HOME DEVICES USERS SECURITY APPE DO EXPENSE REPORTS SETUP

Popular Support Pages

Primary Support Pages

Contact Support

Jr]. My Groups.

?

Get Help for Currant Page

Popular Support Pages

05 Enroliment Guide

Androsd Enroliment Gusde

Windows 10 Enroliment Guide

Apple MDM Certificate Configuration (APNS)
Apple Device Enroiment Program (DEFP)
Apphe Volume Purchase Program (VPP)
Cloud Extender Installation Guide
Crealnyg Users and Groups

Using the App Catalog

Primary Support Pages
Knowledge Center Home Page

Getting Started Video (Enghsh)

Traimang Videos (English)

New Releases and Features

Contact Support

Chat Now

Engage Prolesssonal Services




IBM MaaS360 — Get more, do more
Directly from your MaaS360 portal

IBM MaaS360 [V Seich for Devess, Uses. Ao o Docs 2 Ewoos & O

HOME DEVICES USERS SECURITY APPS DOCS EXPENSE REPORTS SETUP

Devices + Users +

My Alert Center + ¢ 00 D 13 113

[T

GMT | What's New | Fet

My Activity Feed

Shiow Al b

My Advisor & Wit

Risk Exposure: Deprecation of Google Cloud Messaging (GCM) and movement to FCM (Firebase Cloud aging)

@ Google has announced decommissioning of GCM on Apnl 11, 2019. EMM vendors are mandated to move to Firebase Cloud Me
real time push notifications to Android devices. MaaS380 supports FCM from MaaS350 Android agent version 6.50 onwards,

Leamn more

ng (FCM) for providing

Cookie Preferences

Username: Account 1D Last Login: Thursday,

11:15:48 AM GMT Feedback for Ul




IBM MaaS360 — Get more, do more
Directly from your MaaS360 portal

IBM MaaS360 |Vt

HOME DEV

What's New

Platform Release 10.72 Details from January 18, 2018
Detalls of new features for the 10.72 release can be found on the MaaS360 DeveloperWorks Wikl:
here

MaaS360 Product Notification Changes
Ta comply with GDPR reguiations all notifications for the MaaS360 product will now be
disseminated through the IBM My Notification tool. This includes notifications from support and
release management on topics such as release maintenance notices, incident reporting and
newsletters. The notifications can be set up for delivery via emall andior RSS Feed. The types of
notifications received can be customized so that there are never too many or too few, and any
MaaS360 admin can keep up to date. To register for MaaS360 Product Notifications, for see details

ilck hare

MaaS360 System Status Page
IBM MaaS360 System Status page, this site will provide real-time status of the IBM MaaS360
services, incident reporting and scheduled maintenance. hitps

Notice of Feature Deprecation: Symantec Certificate for Windows Phone (Action Required)
EOS notice for Symantec Mobile Code Signing Certificate impacting Windows Phone 8.1 and

Maas360 Product Information
MaaS360 Release Announcement WIK: Click here
MaaS360 MDM SaaS Documentation Knowledge Center: Click here
MaaS360 MaaSters Center Community on Developerworks: Click here
MaaS360 Video Channel on the IBM SecurityLeaming Academy: Click here
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Supporting documentation: IBM

Setting up the Symantec Company Hub for MaaS360

https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag source/concepts/pag setup upload winp
hone certificate.htm

Managing Windows devices with MaaS360 UEM
https://www.ibm.com/security/mobile/maas360/windows-management
Blog on Windows Device Management with MaaS360

https://securityintelligence.com/windows-device-management-from-xp-to-10-and-everything-in-between/
Training course on IBM Security Learning Academy: Windows 10 UEM enroliment
https://www.securitylearningacademy.com/course/view.php?id=698

Understanding platform messages (notification of certificates about to expire)

https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/pag source/concepts/pag platform messa
ges.htm

Uploading the Windows Phone Company Hub certificate

https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/pag source/concepts/pag setup upload wi
nphone certificate.htm

Locating the services page in MaaS360 portal to manage certificates

https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/pag source/tasks/pag setup services.htm
Enroll Windows devices in MaaS360

https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/concepts/mc winphone container.htm

IBM Security


https://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_setup_upload_winphone_certificate.htm
https://www.ibm.com/security/mobile/maas360/windows-management
https://securityintelligence.com/windows-device-management-from-xp-to-10-and-everything-in-between/
https://www.securitylearningacademy.com/course/view.php?id=698
https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_platform_messages.htm
https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/pag_source/concepts/pag_setup_upload_winphone_certificate.htm
https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/pag_source/tasks/pag_setup_services.htm
https://www.ibm.com/support/knowledgecenter/en/SS8H2S/com.ibm.mc.doc/concepts/mc_winphone_container.htm
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Supporting documentation: Microsoft

Microsoft End-of-life for Windows Phone 8.1
https://support.microsoft.com/en-nz/help/4036480/windows-phone-8-1-end-of-support-faq
Microsoft End-of-life for Windows Mobile 10
https://support.microsoft.com/en-us/help/4316957/products-reaching-end-of-support-for-2019

Full version table for all ‘flavours’ or editions of Windows 10
https://www.microsoft.com/en-us/windowsforbusiness/compare

Windows 10 Mobile Specifications and Systems Requirements
https://www.microsoft.com/en-ie/windows/windows-10-mobile-specifications#primaryR3

Microsoft Windows 10 Mobile upgrades
https://www.microsoft.com/en-ie/windows/windows-10-mobile-upgrade

Microsoft policy on platform life-cycles
https://support.microsoft.com/en-us/help/18403/lifecycle-fag-device-operating-systems
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https://support.microsoft.com/en-nz/help/4036480/windows-phone-8-1-end-of-support-faq
https://support.microsoft.com/en-us/help/4316957/products-reaching-end-of-support-for-2019
https://www.microsoft.com/en-us/windowsforbusiness/compare
https://www.microsoft.com/en-ie/windows/windows-10-mobile-specifications#primaryR3
https://www.microsoft.com/en-ie/windows/windows-10-mobile-upgrade
https://support.microsoft.com/en-us/help/18403/lifecycle-faq-device-operating-systems

Supporting documentation: Company Hub Cert

Discussion around whether the Company Hub / Symantec Certificate is required

https://social.msdn.microsoft.com/Forums/en-US/f8864317-231c-4c5d-abcf-e962265d4cd7/company-hub-
symantec-certificate-the-only-option?forum=wpsubmit

Microsoft document on FAQ's relating to Windows Phone Company Hub apps

https://blogs.msdn.microsoft.com/wsdevsol/2014/04/21/frequently-asked-questions-about-windows-phone-
company-hub-apps/
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https://social.msdn.microsoft.com/Forums/en-US/f8864317-231c-4c5d-abcf-e962265d4cd7/company-hub-symantec-certificate-the-only-option?forum=wpsubmit
https://blogs.msdn.microsoft.com/wsdevsol/2014/04/21/frequently-asked-questions-about-windows-phone-company-hub-apps/

Supporting documentation: Symantec / DigiCert ®

Website for renewal of Symantec Company Hub certificate

https://products.websecurity.symantec.com/orders/enrollment/microsoftCert.do

36 IBM Security



https://products.websecurity.symantec.com/orders/enrollment/microsoftCert.do

	IBM MaaS360 �and your Windows Company Hub Certificate
	Slide Number 2
	Slide Number 3
	… is the Windows Company Hub Certificate?
	Slide Number 5
	… about the Windows Company Hub Certificate?
	… was I told?
	… do I find my Windows devices?
	… do I check the Windows Company Hub Certificate?
	… do I check enrollment settings?
	… do I need to pay attention to this?
	… do I have to pay to renew this certificate?
	… are important milestones happening?
	By when do I need to take action?
	… in my organisation needs to take action?
	Checklist
	 Talk to us!
	Business Update�#didyouknow
	The Evolving Needs of End-User Computing
	IBM MaaS360 Insights Advisor�Powered by IBM Watson
	Slide Number 21
	User Risk based Compliance: �Monitor, Identify, Comply..
	Identity Management
	Continuing the investment in UEM
	IBM MaaS360 with Watson Partner Ecosystem
	Slide Number 26
	APPENDIX�Copyright, Trademarks�Getting help�Resources�Documentation
	IBM MaaS360 with Watson cognitive UEM
	Copyright and Trade Marks
	IBM MaaS360 – Get Support
	IBM MaaS360 – Get more, do more
	IBM MaaS360 – Get more, do more
	Supporting documentation: IBM
	Supporting documentation: Microsoft
	Supporting documentation: Company Hub Cert
	Supporting documentation: Symantec / DigiCert ®

