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Agenda

▪What’s the content of a digital certificate

▪ How to set up server and client keyrings for TLS 

▪ Some tips on RACDCERT

▪ Steps to tackle a certificate related handshake 

problem in TLS

Agenda
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First encounter with digital 
certificate

Do you know you come across it every 

day?

Do you ever look at it?

3
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1)The cert issued by the Certificate Authority vouches for BBC’s identity

2)The cert is used in the process of encrypting the communication 

between your browser and the BBC site 
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BBC’s certificate and its issuer

The name matches that in the 

URL
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Certificate chain and the root CA certificate

Root CA

2 Intermediate CAs

End Entity

Root = Self-signed

A chain of 4
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Root CAs in browser’s Certificate Store
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A server wants to establish a secure 
session with a client using server 

authentication.

What are the steps?
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Step 1: Server needs a certificate

▪ The server needs to obtain a certificate to identify itself. 

There are different options:

a) Use utilities from z/OS or other platforms – RACF 

RACDCERT or System SSL gskkyman, openSSL

– Simple, but they do not provide any revocation status on the 

certificate

– RACDCERT certificates do not have full support on certificate 

extensions 

b) Buy one from some commercial CAs

– Pretty expensive

– Preferred choice if the server is to serve worldwide clients since the 

root CA is preloaded in most of the browsers

c) Request one from some internal CA, eg. z/OS PKI Services

– Needs set up. But if a large number of certificates are needed, it is 

worth the effort
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▪ Need to have a public private key pair first for the server

– The key pair is generated in the process of generating the 

certificate signing request (CSR)

– The public key is put on the CSR, which also contains identifying 

information for the server 

– CSR is signed by the server’s corresponding private key 

– The private key put in a safe place!!!

▪ The CSR is sent to the Certificate Authority

(For simplicity, I assume this CA is self-signed, ie. It is the root)

Key pair ->CSR->certificate

Request Signature

Request Info

version                  

signature algorithm ID

subject’s name

subject’s public key

extensions

CSR
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▪ After the CA validates the CSR, it returns a certificate that contains 

– the public key and the identifying information from the CSR

– other content that the CA decides

– the signature created by the private key of the CA

Note: Secure the private key associated with the certificate, 

especially the CA’s. Compromise of the CA’s private key 

invalidates ALL the certificates it has issued!!! 

Key pair ->CSR->certificate

Certificate Signature

Certificate Info

version                   

serial number                

signature algorithm ID

issuer’s name                                        

validity period                                  

subject’s name

subject’s public key

extensions

certificate
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▪ Certificate must be placed in a certificate store / 

key ring/ key database before it can be used by an 

application to perform identification and validation

▪ The server admin

– sets up a certificate store /key ring / key database with 

these certificates (a chain of 2):

• the server certificate

• the CA certificate (this is root in this case)

– sends the CA certificate to the client admin (not the 

server certificate !!!) 

▪ The client admin 

– sets up a key ring / key database / certificate store with 

this certificate:

• the CA certificate (this is root in this case)

Step 2: Both server and client need certificate stores

•CA cert that signed FTP server cert

• FTP Server cert 
• CA cert that signed FTP server cert

Server certificate store 

Client certificate store 

Same CA cert

http://images.google.com/imgres?imgurl=http://www.practical-products.com/KeyMagKeysOnly.jpg&imgrefurl=http://www.practical-products.com/KeyMagic.htm&h=275&w=288&sz=13&hl=en&start=3&tbnid=xLrv6WD9hxXNuM:&tbnh=110&tbnw=115&prev=/images%3Fq%3Dkey%2Bsharing%26gbv%3D2%26hl%3Den
http://images.google.com/imgres?imgurl=http://www.practical-products.com/KeyMagKeysOnly.jpg&imgrefurl=http://www.practical-products.com/KeyMagic.htm&h=275&w=288&sz=13&hl=en&start=3&tbnid=xLrv6WD9hxXNuM:&tbnh=110&tbnw=115&prev=/images%3Fq%3Dkey%2Bsharing%26gbv%3D2%26hl%3Den
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Certificate verification 
Client perform these checks on the server certificate: (for server 
authentication)

▪ Validation checks

– Check the certificate’s integrity by verifying the signature on the 
certificate – is it really issued by the CA it claims?

– Check if the certificate is expired by verifying the expiration date on 
the certificate

– Check if the certificate has been revoked 

Note: The validation checks apply to the issuer certificate(s) too. All the 
certificates have to pass these checks

▪ Trust check - check if the root CA certificate is trusted

– Is the root CA certificate of the server certificate in the client’s keyring?
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Types of z/OS certificate stores

▪RACF Key Ring – real or virtual

▪ICSF PKCS11 Token

▪System SSL Key database

▪PKCS12 package
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RACF keyring is the most popular certificate store on 

z/OS
➢ created by RACDCERT id(<ring owner>) ADDRING (<ring 

name>)

➢ specified its name on application configuration with

➢ <ring owner>/<ring name>, eg. FTPID/ftpRing

➢ <ring owner>/*, eg. *AUTH*/* , CA’s virtual key ring

➢ key ring can be created before or after the certificates have 
been obtained

➢ key rings are protected by RACF resource profiles

• application ID needs read access to the profiles in the 
RDATALIB or FACILITY class

o RDATALIB: <ring owner>.<ring name>.LST – Granular control 
(Since 2008)

o RDATALIB must be raclisted

o FACILITY: IRR.DIGTCERT.LISTRING, IRR.DIGTCERT.GENCERT 
– Global control (Original support)
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Some useful RACDCERT command tips

▪ RACDCERT <owner> <function> <other function specific sub 

keywords>

– Owner: ID(RACF id), eg. ID(ftpserver), or predefined owner -

CERTAUTH, SITE, MULTIID

– Function: 26 functions - GENCERT, GENREQ, ADD, ADDRING, 

CONNECT, LISTCHAIN…

▪ If owner is not specified, it defaults to the command issuer. If 

Mary issues the commands:

– RACDCERT ID(John) LISTCHAIN(LABEL(‘mycert’))

• Display John’s mycert and its issuer(s) cert(s)

– RACDCERT LISTCHAIN(LABEL(‘mycert’))

• Display Mary’s mycert and its issuer(s) cert(s)

▪ Don’t confuse RACDCERT ADD with RACDCERT IMPORT –

ADD a cert in a dataset to RACF, IMPORT a cert from ICSF 

PKCS11 token to RACF
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Certificate Formats
▪ X.509 certificates can be packaged differently

– Single certificate (eg. .cer, .crt, .pem)

– PKCS#7 certificate package (eg. .p7b)

• Contains end entity certificate and its issuer(s)

– PKCS#12 certificate package (eg. .p12, .pfx)

• Similar to PKCS#7, but also contains the private key associated with the end-
entity certificate.

• Packaged protected by a password

▪ Package can be in binary or Base64 encoded format (containing Aa-
Zz,0-9,/,+ (= is for padding) for easy cut and paste)

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Using what you have learnt to solve a 
handshake problem from a certificate 
perspective
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Steps to tackle from server side
▪ Find out which party is the server, which party is the client

▪ Server side:

1. What is the configuration file which include the keyring / database 

information?

2. What is the keyring name? Who is the keyring owner?

3. Does the keyring contain all the needed certificates?

4. Which one is the server certificate? Who owns it?

5. Does the server certificate have a private key associated with it and is its 

status TRUST?

6. What ID will be using the keyring? Does it have access to the private key?

• Access to keyring means access to certificates in the keyring, but not the access to 

their private keys 

• Simpler set up if the accessing ID is the owner of the certificate, and owner of the 

keyring

• If the access control is through RDATALIB, make sure it is active and raclisted
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Server side:

TTLSKeyRingParms

{

Keyring           XXServer/XXServerRing

}

RACDCERT ID(XXServer) LISTRING(XXServerRing)

Digital ring information for user XXServer:                               

Ring:                                                                 

>XXServerRing<                                                        

Certificate Label Name             Cert Owner     USAGE      DEFAULT  

-------------------------------- ------------ -------- -------

SSL Cert ID(XXServer)   PERSONAL YES

Local Intermediate CA              CERTAUTH       CERTAUTH NO 

Local Root CA                      CERTAUTH       CERTAUTH NO    

Example on tracing AT-TLS handshake problem 
based on RACF key ring

From PROFILE.TCPIP.SERVER 1

22

3 4

2 2
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Certificate 1:                                   

Digital certificate information for user XXServer: 

Label: SSL Cert                                

Certificate ID: 2QbmxcLi2eXi4tNAw4WZo0BA       

Status: TRUST

Start Date: 2020/04/17 01:00:00                

End Date:   2021/04/16 00:59:59

…

Private Key: YES  

Ring Associations:    

Ring Owner: XXServer

Ring:                 

>XXServerRing<

Certificate 2:                                   

Digital certificate information for CERTAUTH: 

Label: Local Intermediate CA                                

Certificate ID: 2QinxcLi2eYj4tMAw4WZo0BD       

Status: TRUST

Start Date: 2015/02/17 01:00:00                

End Date:   2025/12/31 00:59:59

…

Private Key: NO      

Ring Associations:    

Ring Owner: XXServer

Ring:                 

>XXServerRing<

Certificate 3:                                   

Digital certificate information for 

CERTAUTH: 

Label: Local Root CA                                

Certificate ID: 2QkkxcLi2eZj4tMAw4WZo0BE       

Status: TRUST

Start Date: 2015/01/01 01:00:00                

End Date:   2035/12/31 00:59:59

…

Private Key: NO      

Ring Associations:    

Ring Owner: XXServer

Ring:                 

>XXServerRing<

Chain information:                                   

Chain contains 3 certificate(s), chain 

is complete 

Chain contains ring in common: 

XXServer/XXServerRing

RACDCERT ID(XXServer) LISTCHAIN(LABEL(‘SSL Cert’))

5

5
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RLIST RDATALIB XXServer.XXServerRing.LST

CLASS      NAME                                          

----- ----

RDATALIB   XXSERVER.XXSERVERRING.LST                             

LEVEL  OWNER      UNIVERSAL ACCESS  YOUR ACCESS  WARNING 

----- -------- ---------------- ----------- -------

…

USER      ACCESS  

---- ------

XXSERVER READ 

YYSERVER UPDATE  if YYSERVER accesses XXSERVER’s keyring,

XXSERVER’s private key is involved, need 

UPDATE     

…

** Make sure the RDATALIB class is active and raclisted!!!
SETR LIST
…

ACTIVE CLASSES =…..RDATALIB…

…
SETR RACLIST CLASSES = … RDATALIB…

SETR RACLIST(RDATALIB) REFRESH

6
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Steps to tackle from client side
▪ Client side:

1. What is the configuration file which include the keyring / database 

information?

2. What is the keyring name? Who is the keyring owner?

3. Are the certificates CERTAUTH certificates?

4. Which one is the root CA certificate of the server? Is its status 

TRUST?

5. What ID will be using the keyring? Does it have access to the 

keyring?

• Access to keyring means access to certificates in the keyring

• If the access control is through RDATALIB, make sure it is active and 

raclisted
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Client side: 

TTLSKeyRingParms

{

Keyring           XXClient/XXClientRing

}

RACDCERT ID(XXClient) LISTRING(XXClientRing)

Digital ring information for user XXClient:                               

Ring:                                                                 

>XXClientRing<                                                        

Certificate Label Name             Cert Owner     USAGE      DEFAULT  

-------------------------------- ------------ -------- -------

XXServer Root CA                   CERTAUTH       CERTAUTH NO  

22

34

1

From PROFILE.TCPIP.CLIENT

Client uses a real RACF keyring

22
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Digital certificate information for 

CERTAUTH: 

Label: XXServer Root CA                               

Certificate ID: 2QkkxcLi2eZj4tMAw4WZo0BE       

Status: TRUST 

Start Date: 2015/01/01 01:00:00                

End Date:   2035/12/31 00:59:59

Serial Number:

…

Issuer’s Name: 

…

Subject’s Name: 

…

Private Key: NO      

Ring Associations:    

Ring Owner: XXClient

Ring:                 

>XXClientRing<

RACDCERT CERTAUTH LIST(LABEL(‘XXServer Root CA’))

Make sure this is the server’s root 

CA sent by the server side by 

checking fields like:

• serial number, 

• issuer’s name, 

• subject's name

4
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RLIST RDATALIB XXClient.XXClientRing.LST

CLASS      NAME                                          

----- ----

RDATALIB   XXCLIENT.XXCLIENTRING.LST                             

LEVEL  OWNER      UNIVERSAL ACCESS  YOUR ACCESS  WARNING 

----- -------- ---------------- ----------- -------

…

USER      ACCESS  

---- ------

XXCLIENT  READ 

YYCLIENT  READ  if YYCLIENT accesses XXCLIENT’s keyring,

also just need READ 

…

** Make sure the RDATALIB class is active and raclisted!!!
SETR LIST
…

ACTIVE CLASSES =…..RDATALIB…

…
SETR RACLIST CLASSES = … RDATALIB…

SETR RACLIST(RDATALIB) REFRESH

5
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Client side: 

TTLSKeyRingParms

{

Keyring           *AUTH*/*

}

RACDCERT CERTAUTH LIST

Digital certificate information for CERTAUTH:                                                                    

Label: Verisign Class 3 Primary CA

…

Label: XX Root CA

…    

Label: YY Root CA

… 

Label: XXServer Root CA

Make sure one of these CA 

certificates is the root CA certificate 

that the server side sent this by 

checking the fields like:

• serial number, 

• issuer’s name, 

• subject's name

1

4

From PROFILE.TCPIP.CLIENT

2

3

Client uses a virtual RACF keyring
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RLIST RDATALIB CERTIFAUTH.IRR_VIRTUAL_KEYRING.LST

CLASS      NAME                                          

----- ----

RDATALIB   CERTIFAUTH.IRR_VIRTUAL_KEYRING.LST

LEVEL  OWNER      UNIVERSAL ACCESS  YOUR ACCESS  WARNING 

----- -------- ---------------- ----------- -------

…

USER      ACCESS  

---- ------

XXCLIENT  READ 

…

OR

(**For the client side, use the old FACILITY class for 

control is fine)

RLIST FACILITY IRR.DIGTCERT.LISTRING

CLASS      NAME                                          

----- ----

FACILITY   IRR.DIGTCERT.LISTRING

LEVEL  OWNER      UNIVERSAL ACCESS  YOUR ACCESS  WARNING 

----- -------- ---------------- ----------- -------

…

USER      ACCESS  

---- ------

XXCLIENT  READ 

…

5

5



© 2020 IBM Corporation

IBM z Systems™

IBM WW Z Security Conference – October 6-9, 2020

29

Some key points
▪ Keyring set up is the first area to debug in TLS problem

▪ Three IDs you need to find out for the server side

– Keyring owner

• from System SSL log gsk_open_keyring– Keyring ‘<ring owner>/<ring name>’ if you include the 

ring owner in the configuration file; otherwise the owner is indirectly found from the job submitter 

based on the job name gsk_dll_init_once(): Job name <jobname>

– Certificate owner

• from RACDCERT LISTRING and LIST

– Access ID that accesses the keyring and private key (ie the ID reads the configuration 

setup) 

• from TLS log, message EZD1286I USERID:<userid>

They don’t need to be the same, but simpler if all of them are the same
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Some key points
▪ Before adding certificate(s) to RACF, use RACDCERT CHECKCERT on the 

dataset containing the certificate(s) to check if they already exist

▪ Use RACDCERT LISTCHAIN to list the certificate chain. But if there are more 

than one chain, it may not display the one you expected. It uses the one exists 

earlier to form the chain

▪ Keep the minimum number of certificates in a keyring. Unnecessary certificates 

affect handshake performance and may even cause outage

▪ RACF provides a Health Check showing expiring  and expired certificates

– Don’t wait till the last minute

– Remove the expired one from the keyring, and:

• Delete it from RACF DB if it is only used for TLS process, or

• RACDCERT ALTER its status to NOTRUST if you want to keep it (for a while)
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Some key points
▪ Once you are sure keyring is set up correctly, then you can proceed to debug the 

other areas like the cipher suite

▪ It is the responsibility of the server side to send the root certificate (in a file) to 

the client side before the communication occurs
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How much do you remember?  



© 2020 IBM Corporation

IBM z Systems™

IBM WW Z Security Conference – October 6-9, 2020

33

x

x

x
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Your turn ☺
Questions?   
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Additional information
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Two fields to match the URL: Common Name, Subject 
Alternate Name
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Using z/OS PKI Services web pages

Cryptographic Services PKI Services Guide and Reference 
https://www-
01.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R4sa232286/$file/ikya100_v2r4.pdf
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User requests server certificate
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IBM Presentation Template Full Version

Web page for the administrator 
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