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Cyberattacks are the top cause
of business disruption, with
ransomware leading the way

26

$1.59M

portion of data breach costs attributable to
lost business, including business
disruption, system downtime, lost
customers and reputation losses.t

21%

of all security attacks in 2021 were the
result of ransomware, continues to be
top attack type.2

20%

Share of breaches initially caused by
compromised credentials, the most
common initial attack vector.?

Ransomware is an organized
cybercrime activity that is on the rise
and continuing to evolve

Double Extortion:

Occurs about 60 percent of

the time attackers couple
ransomware with stealing
data

Ransomware pays:

We estimate Sodinokibi /
Revil alone earned $120m,
trending to a billion-dollar
business

Shiftto Ransomware-

as-a-Service:

Affiliate or franchise
operations, enables
multiple infection vectors
using the same
ransomware

11BM Security Cost of a Data Breach Report 2021

21BM Security X-Force Threat Intelligence Index 2022

Incidents are taking
longer to remediate:

Trending to 400+ hours in
2021




Ransomware, insider threats, and other persistent attacks are
highly sophisticated and can go undetected for weeks or months

Perfqrm E;galate Move Laterally
Reconnaissance Privileges

2] ® @ e

Phishing / spear Scan networks Access Identify Encrypt files & Example Targets
phishing Infiltrate on- privileged additional databases ST A
Malware prem & cloud accounts targets Locate & encrypt Intellectual

downloaded Resist detection Leve:?gﬁtzdmm Self propagation backups Property
& removal g Exfiltrate high- P11
. value data
Link command & POS and OT

control

Understanding the attack chain is critical for preparation, protection, and prevention




There are many individual controls that can be applied to enable
protection and improve detection...
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Security Operations
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..However, no single tool can holistically solve the challenge of
business disru ption due to cyber attacks.

~— — —

Identity and Endpoint Network Cloud and Applications Data Security
Access Infrastructure and Workloads Operations
Management

~—_ ~—" ~—_

It demands open integration across security and IT domains.
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Apply a zero trust approach and
focus on the specific outcomes
and capabilities that will have the
greatest impact for each use case
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To put zero trust into action to reduce the risk of business disruption you’ll want
to consider each of the critical capabilities (rows) indicated (®) for the specific

use cases you want to address (columns).




Across the IAM landscape, privileged users are at the
biggest risks with any cyber attack, including ransomwares

Sensitive Data Storage, SaasS, laaS, PaaS, Private
Customer PII, CRM, and and Hybrid Multi-cloud
Collaboration Records Scenarios

. A altaln .

G Suite &2 : (55 © Google Cloud cisco logitech ‘\
SIBLE L

. lTlCIHgODB u Office 365 rl‘J Hashi[arp “ Jenkins , aws == Microsoft Azure . ::.<-df._.-:':'

”

Zero Trust mandates a “never trust, always verify,



Privileged Access
Management (PAM) is a
well-established security
best practice, but several
organizations have a false
sense of confidence against
ransomware because they
have weak or incomplete
protection of privileged
users, workstations and
servers.
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Common privilege access gaps

Just applying vault to secure passwords is
not enough !!!

Over-entitlements, inconsistent access
policies often exposes higher risks when gets
compromised

Weak authentication makes it easier for
threat actors to comprise privileged
credentials

Lack of end-point protection for workstations
and servers makes it easy for threat actors

Missing a broader Zero Trust approach limits
the value of a PAM solution from protecting
privileged users and access to critical data




Ryuk Case study: An exemplar double extorsion ransomware
targeting financial organizations

Initial Access & Foothold

* MS Word documents
inside of a password
protected archives via
phishing emails (reply
chain attack)

* Macrodownloads a DLL

from a URL whichis
loaded by regsvr32.exen

e OnceDLLis loaded
(default.tmp) it drops
and executes a
JavaScript file to
download the payload
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Keep Malware (Valak)
up-to-date

Install NetSupport
Managerto gain
interactive access

PowerShell ADRecon
Tool is executed

Expand

Power Shell Remoting Session .
is initiated .

PowerShell downloads
additional tools

Domain Admin creds are

acquired .
Scheduled Task executing

script from SystemApps

Attacker moves laterally to
another system via PowerShell
(likely Cobalt SMB Beacon)

Performs heavy recon of the
environment using network
scanners, Nagios, and Vcenter

Pivots from PowerShell access
to a tunnelled RDP connection

Impact

Exfiltrate data to Mega.nz via MEGASync

Attacker uses AtExec to create a scheduled task to
perform a “gpudpate /force” to disable Windows
Firewall, disable Windows Defender, and enable
WinRM to accept connections for any host.

Wide spreading ransomware (Ryuk) via
CrackMapExec

Use well known file name to disguise itself
Terminate services to block detection

Encrypt files with AES-256. The header
"HERMES" is added to the beginning of each file

All encrypted files are saved with a ".ryk"
extension.

A ransom note named "RyukReadMe.html"is
created



Introducing PAM with IBM Security Verify Portfolio

Access Management Consumer Identity and Identity Governance and Privileged Access
g Access Management Administration Management (PAM)

IBM Security Verify (SaaS)

IBM Security
Verify Privilege

IBM Security

IBM Security Verify Access )
Verify Governance
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Powerful PAM made easy with IBM Security Verify Privilege

Privilege Vault
Discover, manage,
protect, and audit privileged
accounts across your
organization.

| ™ .= |

End User Served
IT & Security
Admins

Use Cases
Vaulting, Auditing &
Privileged Access Control

On-Premises
Cloud

Add-ons
Vault Analytics
Vault Remote
Account Lifecycle Manager

Privilege DevOps Vault
Manage credentials for

applications, databases, CI/CD

tools, and services
without causing friction in the
development process.

End User Served
DevOps /
Engineers

Use Cases
High-Velocity
Secrets Management

Cloud

Privilege Server Suite
Minimize the attack surface and
control privileged access to hybrid
enterprise servers with just-in-
time and just enough privileges

Privilege Manager
Enforce least privilege
security, and control
application rights on
endpoints / workstations.

=ia

End User Served End User Served

Desktop / IT & Security
Helpdesk Admins
Use Cases Use Cases
Application Control & Unify Identity Services
Just-in-time

Least Privilege
Least privileges

On-Premises

Cloud On-Premises
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Verify Privilege Server Suite — Protect your enterprise servers from Cyber Attacks

Server Suite: Deployment
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Reinforce secure access to critical
systems and privileged accounts.

=

Consolidate identities and
leverage enterprise
authentication services.

=

Grant just enough privilege across

Windows, Linux and UNIX systems.

o

Monitor and record privileged
sessions and changes to critical
files.

Limit Access for Just Enough,
Just-in-Time Privilege

Minimize the attack surface and control privileged access to the
hybrid enterprise with just-in-time and just enough privilege, identity
assurance and advanced monitoring and reporting.

Reduce the risk of local
privileged groups and service
accounts.

<o

Enforce accountability for
privileged activity and prove
compliance. 12
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Authentication Service

Active Directory Bridging

Local Account & Group Management
Centrify Zone Technology

Group Policy Management

Machine ldentity & Credential
Management

MFA at System Login



Server Suite: Authentication Service SERVER SUITE

Active Directory Bridging

Extend the benefits and power of Active Directory
to centrally manage and control access to your
hybrid infrastructure

Reduce your attack surface by consolidating identities —=__11
in Active Directory ZE o
Extend Active Directory to non-Windows systems for I:IZ‘\
centralized management, governance, and delegation - Authentication — 1<
+ Group Policy ED noSOL
: - Identity Consolidati
Ext_end AD services such as Kerberos and Group . Fine-grained Authorization
Policy to non-Windows systems + Kerberos-based SSO
. C(_)mpl_ex AD Architectures
Easily integrate PAM with even the most complex AD * Migration Tools

architectures

Make AD migration painless leveraging
both Active Directory and Centrify tooling

14
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Server Suite: Authentication Service SERVER SUITE
Zone Technology

Active Directory is a powerful management tool.
Centrify Zones take it to the next level

« Leverage Zones to centrally manage users,
computers, and roles, cross-platform

« Create hierarchical parent-child zones that map to
your preferred RBAC governance model, based on
(e.g.) geography, department, or groups of
regulated systems

» Consolidate identities reducing the attack surface
by giving admins a single, unique ID for cross-
platform login

* Import Linux/UNIX users without having to
rationalize different namespaces, UIDs and GIDs
in advance
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Server Suite: Authentication Service SERVER SUITE
MFA at System Login

Protect the primary attack interface to your
critical infrastructure — system login

* Ensure only authorized humans are i ‘ @\
accessing your critical infrastructure —G—T]

+ Add an additional layer of identity assurance with @
MFA for Windows, Linux, and UNIX 0 .@ /Q.)_‘;@

S w| =

« Stop malware and bots in their tracks

+ Centrally manage MFA policies for system login [—
— and all other critical access control points N~ /

« Leverage built-in 2nd factors

(e.g., smartcard) or your existing authenticators
(e.g., YubiKey or RADIUS)

Leverage MFA from Verify SaaS with Gateway for RADIUS

16
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Privilege Elevation Service

Privilege Elevation

Delegated Privilege Role & Policy
Management

Time-Based Role Assignments

MFA at Privilege Elevation
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Server Suite: PriViIege Elevation Service SERVER SUITE
Delegated Privilege Role & Policy Management

Hierarchical Zones enable more effective
and efficient administrative delegation

Managing users, computers, roles, and rights can be
hugely complex, operationally intensive, and painful
for auditors

North America

EMEA

APJ <§§;§%§>
Japan

Singapore 9

Australia

Simplify with centralized management and reporting
from your existing Active Directory

Leverage Centrify’s hierarchical Zone Technology
to simplify:

* Creation and maintenance of an access control
governance model;

 Delegated administration and separation of
duties; and

* Role management with common roles inherited
top-down across all Zones.
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Server Suite: Privilege Elevation Service
Time-Based Role Assignments

Maintain a consistently low risk
posture by granting additional rights on
atemporary basis

+ Temporary role assignments allow us to
better control risk, maintain a small attack surface,
and limit lateral movement

« Core to this principle is time-boxing; approve
requested roles for a limited time period

» Once the limitis reached, automatically revoke the
roles to re-establish the original lower-risk state

+ Chose your workflow: Centrify built-in or
3rd-party workflows from ServiceNow and SailPoint

IBM Security / © 2022 IBM Corporation
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IBM Security Verify Privilege helps you to protect
enterprise servers from Ransomware attacks

Limit Access for Just Enough,
Just-in-Time Privilege

Minimize the attack surface and control privileged access to the hybrid enterprise with just-in-time and just
enough privilege, identity assurance and advanced monitoring and reporting.

R(.ei'nforce secure access to Grant just enough privilege Reduce the risk of local
critical systems and privileged across Windows, Linux and privileged groups and
accounts. UNIX systems. service accounts.

Consolidate identities and
leverage enterprise Monitor and record Enforce accountability for
authentication services. privileged sessions and privileged activity and

changes to critical files. prove compliance.
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Integrate with the IBM Security
ecosystem - Zero Trust

Zero Trust mandates a “never trust, always
verify, enforce least privilege”

IBM Security / © 2022 IBM Corporation

SIEM & SOAR

Identity Governance

r Privileged Access 1

Management J

Data Security

MFA and Adaptive Access




Next Steps

Request for Demo

Engage with IBM expert in your
region to request for a
comprehensive demo of IBM
Security Verify Privilege Server
Suite

Learn more about
Verify Privilege

Learn more about IBM’s
comprehensive PAM offering —
IBM Security Verify Privilege -
https://www.ibm.com/security/pri

Solution Brief

Go through Server Suite Data
Sheet to understand its value
proposition and use cases it can
address:
https://www.ibm.com/downloads
[cas/ASWESWP7

2022 Master Skills
University (MSU)

Register for Server Suite Deep-
dive session at 2022 MSU on
April 7th -
https://www.ibm.com/events/eve

vileged-access-management

IBM Security / © 2022 IBM Corporation

nt/pages/ibm/vofowomb/158103
7797007001 pjad.html



https://www.ibm.com/downloads/cas/A5WE5WP7
https://www.ibm.com/security/privileged-access-management
https://www.ibm.com/events/event/pages/ibm/vofowomb/1581037797007001pjad.html
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