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B LERDOMEDIT
— L EHL. IBM SevOne Network Performance Management (NPM) ¥ 1) 2—> 3 > M 5 5., Data Appliance
NMS DREBRE KR UDRERIZCOVWTORRFIES KUBEEREREZETLEHI-HDTT, SevOneD &
BE. HLLIEENODHAEHLEEZMEL-EHRTEHY FHA,

B IEEIE

- HEMICEENSFERISIARLGRYEEZHLTEYFIAN, EXGLEL—ZRITTELY. HEHICE
HNERBICEAL TR SFRIET HEDTEHDBY FEA, CCTHORIBAREIHEFTILXEFHTHY.
FEREODERICEVLVTEREONSGEDEL, BEHOABRICE>TRIT-ULHIELEFICHAL T-YIDOREZE
THLDTHEHHY FEA,

B TRER
—2022%10H  #IhR (v1.0) ¥ERk

NMS: Network Management System
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1. HSA(Hot Standby Appliance) D& R
2. Virtual IP(VIP) D& Rk
3. Cluster PeerD#E
4. Peer HSAMDERL
5. Peer®VIP#ER

3. EETXMIE
4. [BETR MEREH
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B SevOne NMSZETLRIER. 28T 5 =-OICWELEY V7 vy TFIEZEIET S
B [EEREFORIFERIIT S

B SevOne NMSO LI T DREREZFREIXIR ET 5
—HARE R
—Virtual IP(VIP)¥& Rk

— DS RI—HER
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Site A Site B

" EEEEEEEEEEEEESSEEESEEEEENEEEENNNEEEEEEEEEEEEY,
*

1 “ i E
~ SevOne NMS Cluster : ~N
i \ {’ _______ HA _______ \ E i {’ ------- HA ------- \ E
: = L : |
: SevOne : e r——— : - ERTETIERTET |
M ) " L 1 .
! Data Insight i PAS HSA I { 1 PeerPAS Peer HSA || i
: \ (Cluster Master) oo N el BN I
L3 Switch L3 Switch :
y (Catalyst9300) s =, (Catalyst9300) :

NN EEEEEEEEEE NN NN NN EEEEEEEEEE NN NN EEEEEEEEEEEEEEEEEEEEEEEEEEEEmmmmms?® ..Illllllllllllllllllllllllllllllllllllllllllll“

% PAS, HSAIZE— A A—CDNMS7 T34 7 VR

NMS: Network Management System
PAS: Performance Appliance System
HSA: Hot Standby Appliance
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B RIS

— SevOne Data Appliance NMS

 PAS / HSA / Peer PAS /

Peer HSA

— SevOne Data Insight (SDI)

mFERRY FT—H

Catalyst9300 (C9300)

s

L3 Switch (Site A)

v6.3.0

v3.13.0

Cisco

SW Appliance (VM)

SW Appliance (VM)

C9300-48U

IOS XE 16.12.3a

L3 Switch (Site B)

Cisco

C9300-48U

IOSXE16.12.4
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Site A

“llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll.‘
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2.1. RERFIRHE

W HiE
—NMSDA VR F—ILWET LTS &
« SEID#ER TIZ4E (PAS/HSA / Peer PAS / Peer HSA) DNMSZE A >~ X k—)L
« FIEIIUTOEHEFSE
— IBM SevOne NPMEREH AR

B LREMRFIE
1. HSADHERK

* (3%) SevOne Best Practices Guide — Cluster, Peer and HSA (8 & Hot Standby Appliances)
— https://www.ibm.com/docs/en/SSUWLY 6.3/nms/deployment/SevOne Best Practices Guide Cluster Peer and HSA.pdf

2. Virtual IP(VIP)D#& Rk

* (%) SevOne NMS Advanced Network Configuration Guide (2 Configure Virtual IP (VIP))
— https://www.ibm.com/docs/en/SSUWLY 6.3/nms/deployment/SevOne NMS Advanced Network Configuration Guide.pdf
3. Cluster Peerd#ERk

« (&%) SevOne Best Practices Guide — Cluster, Peer and HSA (6E Add Peers)
— https://www.ibm.com/docs/en/SSUWLY 6.3/nms/deployment/SevOne Best Practices Guide Cluster Peer and HSA.pdf

4. Peer HSADFERL
s FEIE M. HSADOHER ] & R4k
5. PeerMVIP#ERK
« FEIE 2. Virtual IP(VIP)D#ERL) & F+k
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1

B 25#£(192.168.65.12) IZGUIA % 4 > L. [Administration] > [Cluster Manager] & &R
B £ * = a1—®[Cluster Navigation]/S\#JL T 127.0.0.1] %;&iR
B [Integration]? T ZFE. [Allow Peering] h%  Z#HT

=SevOne | Reports Events Applications Devices Administration SevOne * logout 4+ ) M ?
Cluster Manager
Cluster Navigation « 1 127.0.01 @~
S;::l . Appliance Overview | Appliance Settings | System Settings | Process Overview | System Logs‘ Integration ‘Appliance License
juster
f SevOne liance

127.0.0.1

This enables you to add this appliance to your SevOne NMS cluster or to move this appliance to a different SevOne NMS cluster in your network.
Please Note:

« All data on this appliance will be deleted.

« You need the name of this appliance.

* You need the IP address of this appliance.

* You need to be able to access the Cluster Manager on a SevOne NMS peer that is already in the cluster to which you intend to add this appliance.
« If you do not complete the steps within ten minutes, y( - :

=SevOne | Reports Events Applications Devices Administration SevOne » logout 4 ) @ ?
You will have ten minutes to perform the following steps from .
) ] Cluster Manager
1. Click Allow Peering on this tab.
2. Log on to the peer in the destination cluster. Cluster Navigation « | 127.0.01 33 v
3. Go to the Cluster Manager.
Search x —
= At. the Cluster level, select the Peers tab. Appliance Overview | Appliance Settings | System Settings | Process Overview | System Logs ‘ Integration [ Appliance License
5. Click Add Peer to display a pop-up. &2 Cluster
6. Enter the Name and IP Address of this appliance. s
b - ' Pp 4 (3 SevOne Appliance This enables you to add this appliance to your SevOne NMS cluster or to move this appliance to a different SevOne NMS cluster in your network.
7. Click Add Peer on the pop-up.
127.0.0.1
Please Note:
Allow: Peering « All data on this appliance will be deleted.
* You need the name of this appliance.

« You need the IP address of this appliance.
« You need to be able to access the Cluster Manager on a SevOne NMS peer that is already in the cluster to which you intend to add this appliance.
« If you do not complete the steps within ten minutes, you must start again at step 1) Click Allow Peering... to queue this appliance for peering within the following ten minutes.

You will have ten minutes to perform the following steps from a peer that is already in the cluster to which you intend to add this appliance.

1. Click Allow Peering on this tab.

2. Log on to the peer in the destination cluster.

3. Go to the Cluster Manager.

4. At the Cluster level, select the Peers tab.

5. Click Add Peer to display a pop-up.

6. Enter the Name and IP Address of this appliance.
7. Click Add Peer on the pop-up.

RR—UDFIRTERYT H=HaE—F 5

Allow Peering

<" Your appliance is currently in INCORPORATE mode. Your temporary passwordffs 65e30471a021de8e. Pu have 9:37 remaining until incorporate mode is turned off.
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B 15#(192.168.65.11)[Croot1—H—TSSHASG A >
—"screen"aAT > FZETLTH, S, "SevOne-hsa-add"a <> FEE1T

root@sevone-nms-al:~[6.3.0] [01:54:30] $ screen
root@sevone-nms-al:~[6.3.0] [01:56:45] $ SevOne-hsa-add
--- SevOne Hot Stand-by Add started ---

--- Checking that you're using screen.

--- You're using screen.

--- Checking that the SevOne NMS is installed.

--- SevOne NMS is installed.

--- Checking that the SevOne NMS services are running normally.
--- SevOne NMS services check succeeded.

--- Fetching our IP address from the peers table.
--- Our current IP address is 127.0.0.1.

--- We need to change this peer's IP address from 127.0.0.1.
--- Fetching visible IP addresses from the network interfaces.

1)172.17.0.1
2)192.168.65.11

>>> Select a new IP address for this peer:
2
--- You selected 192.168.65.11.

>>> Enter IP Of the secondary
192.168.65.12

>>> Enter incorporate password of the secondary <HIFIETEFLI/ART—FEZ AR
--- Primary IPis 192.168.65.11

--- Secondary IP is 192.168.65.12

>>> Continue (yes/no)?

yes

--- Checking if secondary appliance is in incorporate mode...

--- ssh check with command /usr/bin/php /usr/local/scripts/isInIncorporateMode.php >/dev/null 2>&1
Warning: Permanently added '192.168.65.12' (ECDSA) to the list of known hosts.

--- Secondary appliance is in incorporate mode.

--- Checking the ports on the secondary.

--- Secondary ports check succeeded.

--- Fetching the hostname of the new secondary.

Password: «root/XRXT— K& A A

--- Hostname of the new secondary is sevone-nms-a2.iselab.local.
--- Setting up secondary's SSH authorized_keys file.

Password: «root/XRXJT— K& A A

--- Delivered primary's public key to secondary.

--- Updated secondary's authorized_keys file.

--- Checking secondary for SSH keys, creating them if necessary.
--- Verified secondary's SSH keys.

--- Copying secondary's public SSH key to primary.

--- Copied secondary's public SSH key to primary.

--- Adding secondary's public key to our authorized_keys file.

--- Added secondary's public SSH key to our authorized_keys file.
--- Copying our authorized_keys file to the secondary.

--- Copied authorized_keys to new secondary.

--- Added secondary's IP to its SSH known_hosts file.

--- Added secondary's IP to its SSH known_hosts file.

--- SevOne models match.

--- Stopping alertmanager prometheus on secondary peer

--- Stopping pushgateway on primary peer

--- kafka certs and keys are distributed to the new hsa.

--- kafka certs and keys are distributed to the new hsa.

--- kafka certs and keys are distributed to the new hsa.

--- kafka certs and keys are distributed to the new hsa.

--- kafka certs and keys are distributed to the new hsa.

--- kafka certs and keys are assigned to kafka user.

--- Running SevOne-fix-kafka-properties to fix kafka properties.
--- Kafka properties fixed.

--- mysql encrypt/decrypt password file is distributed to the new hsa.
--- mysql certs and keys are distributed to the new hsa.

--- mysql certs and keys are distributed to the new hsa.

--- mysql certs and keys are distributed to the new hsa.
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--- mysql certs and keys are distributed to the new hsa.

--- mysql certs and keys are distributed to the new hsa.

--- mysql certs and keys are distributed to the new hsa.

--- Installing requestd keys with scp.

--- requestd certs and keys are distributed to the new hsa.

--- requestd certs and keys are distributed to the new hsa.

--- Wait for requestd to restart.

--- Waiting for mysqldata on the secondary

--- Waiting for mysqlconfig on secondary

--- Checking primary to secondary connectivity over required ports.
--- Port 22 is open.

--- Port 3306 is open.

--- Port 3307 is open.

--- Checking secondary to primary connectivity over required ports.
--- Port 22 is open.

--- Port 3306 is open.

--- Port 3307 is open.

--- Checking that primary and secondary are the same SevOne version.
--- SevOne versions match.

--- Checking that primary and secondary have the same MySQL login/password.
--- MySQL username and password match.

--- Checking RAM compatibility between the pair.

--- Primary has 7.644 GB of RAM.

--- Secondary has 7.644 GB of RAM.

--- RAM is compatible between the pair.

--- Checking HDD compatibility between the pair.

--- HSA's HDD size must be at least 99% of the Primary's HDD size.
--- Primary has a 497.45 GB sda partition.

--- Secondary has a 497.45 GB sda partition.

--- HDD sda is compatible between the pair.

--- Checking I0_DISK compatibility between the pair.

--- Primary has 0 GB of IO_DISK.

--- Secondary has 0 GB of IO_DISK.

--- 10_DISK is compatible between the pair.

--- Changing our IP address from 127.0.0.1 t0 192.168.65.11 in the peers table.

>>> Continue (yes/no)?

yes

--- Updated the peers table.

--- Running SevOne-fix-mysql-permissions to fix mysgl permissions.
--- Mysql permissions fixed.

--- Please confirm the following IP addresses of cluster members:

1)127.0.0.1
2)192.168.65.12 (new hot stand-by)

>>> Continue (yes/no)?

yes

--- Acquiring cluster-wide locks.

--- Acquired lock file for cluster-changes, fd is 200

--- Acquiring discovery locks.

--- Acquired lock file for SevOne-discover-devices, fd is 201
--- Acquired lock file for discover-netflow, fd is 202

Warning: Permanently added '192.168.65.11' (ECDSA) to the list of known hosts.

--- Configuring 192.168.65.11 to expect a passive counterpart.

--- Fetching the server_id of the config server on primary.

--- The server_id is 1655238997.

--- Changing the server-id of the config server to 3232252171 on primary.
--- Server-id changed.

--- Fetching the report_host of the config server on primary.

--- The report_host is 127.0.0.1.

--- Changing the report-host of the config server to0 192.168.65.11 on primary.
--- Report-host changed.

--- Restarting primary's config server to apply changes.

--- Server restarted.

--- Waiting for mysqlconfig on primary

--- Configuring 192.168.65.12 to be a secondary.

--- HSA's UUID updated.

--- HSA's UUID updated.

--- Configuring secondary's crontab.
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--- Secondary's crontab configured.

--- Configuring secondary's supervisord.

--- Secondary's supervisord configured.

--- Waking secondary's init.

--- Secondary's init woken.

--- Setting secondary's role to non-primary.

--- Secondary's non-primary role set.

--- Setting secondary's role to non-primary.

--- Secondary's non-primary role set.

--- Fetching the server_id of the config server on the secondary.

--- The server_id is 1655238997.

--- Changing the server-id of the config server to 3232252172 on the secondary.
--- Server-id changed.

--- Fetching the report_host of the config server on the secondary.
--- The report_host is 127.0.0.1.

--- Changing the report-host of the config server to 192.168.65.12 on the secondary.
--- Report-host changed.

--- Successfully selected mysql server as secondary.

--- Restarting the secondary's config server to apply changes.

--- Server restarted.

--- Waiting for mysqlconfig on secondary

--- Restarting the secondary's data server to apply changes.

--- Server restarted.

--- Waiting for mysqldata on the secondary

--- Installing 192.168.65.12 as 192.168.65.11's Hot Stand-by.

--- Updating peers table.

--- Configured primary_ip in primary's net.peers.

--- Configured secondary_ip in primary's net.peers.

--- Configured net.peers on the secondary.

--- Configured local.settings on the secondary.

--- Running SevOne-fix-kafka-properties 192.168.65.11 to fix kafka properties.
--- Kafka properties fixed.

--- Running SevOne-fix-mysql-permissions to fix mysgl permissions.
--- Mysql permissions fixed.

--- SevOne-masterslaved restarted on the primary.

--- SevOne-masterslaved restarted on the secondary.

--- SevOne-masterslaved is running on the primary.

--- SevOne-masterslaved is running on the secondary.
--- Formatting the secondary.

--- Secondary format in progress. This can take a while!
--- Secondary format complete. Checking resuilts.

--- Secondary format succeeded.

--- Releasing cluster-wide locks.

--- Running SevOne-fix-ssh-keys to propagate the new HSA key through the cluster.
--- SevOne-fix-ssh-keys succeeded.

Migration started on Wed Aug 17 02:07:29 UTC 2022
--- SevOne-migrate-data started.

Tail the file /var/SevOne/cluster-migrate-data.log.1660702049 to view data migration progress.

--- Copying baseline data from primary to secondary.

--- Baseline and aggregate data migration successful.

Migration finished on Wed Aug 17 02:07:33 UTC 2022

--- Running proxy-write-config on all cluster members.

--- Successfully wrote web proxy config across cluster

--- Successfully copy 00_upstream.confon 192.168.65.12 HSA
--- Successfully reloaded nginx on 192.168.65.12

--- Successfully restarted SevOne-restapi on 192.168.65.12

--- Starting pushgateway, alertmanager, prometheus on clustermasters' HSA
alertmanager: ERROR (abnormal termination)

prometheus: ERROR (abnormal termination)

pushgateway: ERROR (already started)

--- Starting pushgateway on primary peer

pushgateway: started

--- Successfully fixed hosts file on all peers

--- Discovery hook files are copied to hsa from master.

--- Jopt/patches does not exist.

--- Patch files are installed.

--- Updating license info for primary and secondary.

--- Updated License info.

--- All done.

--- Log into each peer and run SevOne-act check peers to verify keys.
--- SevOne Hot Stand-by Add is finished ---
root@sevone-nms-al:~[6.3.0][02:08:43] $
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B 15#£(192.168.65.11)[CGUIA S 4 > L. [Administration] > [Cluster Manager]& Y .

PAS(active)/HSA(passive)mIE L K R EIN TS Z & T HEER

=Sev0ne | Reports

Events

Applications Devices

Administration

Sev One +« Logout

+ O#A?

Cluster Manager

Cluster Navigation
Search
gg Cluster
4 () SevOne Appliance

192,168.65.11
192,168.65.12 (passive)

<«

22 Cluster

J Cluster Overview ‘ Peers | Cluster Settings | Cluster Upgrade | SevOne Data Bus Configuration

= Info

SevOne Version

Cluster Master

Total Devices

Licensed Devices

Selfmon Devices

Group Poller Devices

Total Flow Devices

Total License Consumption
Total Object License Consumption
Total Flow License Consumption
Total Object Load

Selfmon Objects

Group Poller Objects

Peers

SNMPv3 Engine ID

6.3.0

SevOne Appliance

0 © O

(=]

0/5000 0%
0/5000 0%
0/5000 0%

- o o o

80001F888082DEB61F34F2A86200000000
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W root1—Y—TO4g4 Y
B IRREHODTESE
15 PAS(192.168.65.11)

25H% HSA(192.168.65.12)

root@sevone-nms-al:~ [6.3.0][02:12:56] $ pas_ip='192.168.65.11'

root@sevone-nms-al:~[6.3.0][02:13:35] $ hsa_ip='192.168.65.12'

root@sevone-nms-al:~ [6.3.0] [02:13:44] $ base_network='192.168.65.0"'

root@sevone-nms-al:~ [6.3.0][02:13:52] $ base_prefix="'24'

root@sevone-nms-al:~ [6.3.0][02:13:59] $ base_gateway='192.168.65.254'

root@sevone-nms-al:~ [6.3.0][02:14:07] $ peer_id=$(mysqlconfig -Ne "select server_id from net.peers where
primary_ip = HEX(INET6_ATON(¥¥"$pas_ip¥" ) ")

root@sevone-nms-al:~ [6.3.0][02:14:16] $ vip="192.168.65.10'

root@sevone-nms-al:~ [6.3.0] [02:14:33] $ vip_prefix="24"

root@sevone-nms-al:~ [6.3.0][02:15:14] $ vip_network='192.168.65.0'

root@sevone-nms-a2:~ [6.3.0][02:13:23] $ pas_ip='192.168.65.11"

root@sevone-nms-a2:~ [6.3.0][02:13:38] $ hsa_ip='192.168.65.12'

root@sevone-nms-a2:~ [6.3.0] [02:13:46] $ base_network='192.168.65.0"'

root@sevone-nms-a2:~ [6.3.0][02:13:53] $ base_prefix='24'

root@sevone-nms-a2:~ [6.3.0][02:14:02] $ base_gateway="192.168.65.254'

root@sevone-nms-a2:~ [6.3.0][02:14:09] $ peer_id=$(mysqlconfig -Ne "select server_id from net.peers where
primary_iip = HEX(INET6_ATON(¥"$hsa_ip¥"))")

root@sevone-nms-a2:~ [6.3.0][02:14:24] $ vip='192.168.65.10'

root@sevone-nms-a2:~ [6.3.0] [02:15:04] $ vip_prefix="24"

root@sevone-nms-a2:~ [6.3.0][02:15:16] $ vip_network='192.168.65.0'

B PASEHSAIZVIPZ R

—AXRYAVEHEREL, AR VA VRAFTIRBERICEY b

155 PAS(192.168.65.11)

251% HSA(192.168.65.12)

root@sevone-nms-al:~[6.3.0][02:15:35] $ nmcli connection show
NAME UUID TYPE DEVICE

ensl160 c4fd388a-30fd-4abf-a50d-c2206b6c3bca ethernet ens160
dockerO bcdcd346-403c-44cd-a8af-fca8b622372a bridge dockerO
root@sevone-nms-al:~ [6.3.0] [02:16:02] $ connection_name="ens160"'

root@sevone-nms-a2:~ [6.3.0] [02:15:37] $ nmcli connection show
NAME UUID TYPE DEVICE

ensl160 c4fd388a-30fd-4abf-a50d-c2206b6éc3bca ethernet ens160
docker0 0e8166a3-bbd3-4632-a0c9-91acdcbc9475 bridge docker0
root@sevone-nms-a2:~ [6.3.0] [02:16:04] $ connection_name="'ens160'

— passiveBFFDVIPHERAICIRITOR Y Y a VR ZIE—

154 PAS(192.168.65.11)

251 HSA(192.168.65.12)

root@sevone-nms-al:~ [6.3.0][02:16:27] $ cp -a /etc/sysconfig/network-scripts/ifcfg-${connection_name}
/etc/sysconfig/network-scripts/vip-disabled-ifcfg-${connection_name}

root@sevone-nms-a2:~ [6.3.0][02:16:29] $ cp -a /etc/sysconfig/network-scripts/ifcfg-${connection_name}
/etc/sysconfig/network-scripts/vip-disabled-ifcfg-${connection_name}
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B PASEHSAIZVIPZE R ()
—activeBFDVIPERKRAIZR Yy F7—2 - a5 3 VIZVIPZEEM

154 PAS(192.168.65.11) 25 HSA(192.168.65.12)
root@sevone-nms-al:~[6.3.0][02:16:44] $ nmcli connection modify ${connection_name} +ipv4.addresses root@sevone-nms-a2:~ [6.3.0] [02:16:46] $ nmcli connection modify ${connection_name} +ipv4.addresses
"$vip/$vip_prefix" "$vip/$vip_prefix"

B VIPHONICDERK
— A VA=D1 —RETFIT7A4ILDOIER

15 PAS(192.168.65.11) 25 HSA(192.168.65.12)
root@sevone-nms-al:~ [6.3.0] [02:17:25] $ cat /etc/sysconfig/network-scripts/ifcfg-${connection_name} root@sevone-nms-a2:~ [6.3.0][02:17:27] $ cat /etc/sysconfig/network-scripts/ifcfg-${connection_name}

17

TYPE=Ethernet
PROXY_METHOD=none
BROWSER_ONLY=no
BOOTPROTO=none
DEFROUTE=yes
IPV4A_FAILURE_FATAL=no
IPV6INIT=yes
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens160
UUID=c4fd388a-30fd-4abf-a50d-c2206b6c3bca
DEVICE=ens160
ONBOOT=yes
dhcp_ens160="nodns"
IPADDR=192.168.65.11
PREFIX=24
GATEWAY=192.168.65.254
IPADDR1=192.168.65.10
PREFIX1=24

TYPE=Ethernet
PROXY_METHOD=none
BROWSER_ONLY=no
BOOTPROTO=none
DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6INIT=yes
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=ens160
UUID=c4fd388a-30fd-4abf-a50d-c2206b6c3bca
DEVICE=ens160
ONBOOT=yes
IPADDR=192.168.65.12
PREFIX=24
GATEWAY=192.168.65.254
dhcp_ens160="nodns"
IPADDR1=192.168.65.10
PREFIX1=24

©2022 IBM Corporation



2.1.2. Virtual IP(VIP)D#&RX (3/6)

IBM Automation

18

B A A —DJD1T—REFET 74 ILENMSH activeDIBEIZFERT A7 71 ILICIEE)

155 PAS(192.168.65.11)

251% HSA(192.168.65.12)

root@sevone-nms-al:~ [6.3.0] [02:18:40] $ mv /etc/sysconfig/network-scripts/ifcfg-${connection_name}
/etc/sysconfig/network-scripts/vip-enabled-ifcfg-${connection_name}

root@sevone-nms-a2:~ [6.3.0][02:18:42] $ mv /etc/sysconfig/network-scripts/ifcfg-${connection_name}
/etc/sysconfig/network-scripts/vip-enabled-ifcfg-${connection_name}

O NbMSODI:I—)b(active/pasive)l:%’jb\fiﬁﬂ]fJVIP%Jﬂi77/()1/’&1@5!5]'3’%)’/‘/,Q‘U W) h HE

53

154 PAS(192.168.65.11)

25H% HSA(192.168.65.12)

root@sevone-nms-al:~ [6.3.0][02:19:05] $ cd /etc/sysconfig/network-scripts/
root@sevone-nms-al:/etc/sysconfig/network-scripts [6.3.0] [02:20:44] $ In -sf vip-enabled-ifcfg-
${connection_name} ifcfg-${connection_name}

root@sevone-nms-al:/etc/sysconfig/network-scripts [6.3.0] [02:20:57] $ s -l /etc/sysconfig/network-
scripts/ifcfg-${connection_name}

lrwxrwxrwx. 1 root root 24 Aug 17 02:20 /etc/sysconfig/network-scripts/ifcfg-ens160 -> vip-enabled-ifcfg-ens160

root@sevone-nms-a2:~ [6.3.0][02:19:07] $ cd /etc/sysconfig/network-scripts/
root@sevone-nms-a2:/etc/sysconfig/network-scripts [6.3.0] [02:20:46] $ In -sf vip-disabled-ifcfg-
${connection_name} ifcfg-${connection_name}

root@sevone-nms-a2:/etc/sysconfig/network-scripts [6.3.0] [02:20:59] $ ls -l /etc/sysconfig/network-
scripts/ifcfg-${connection_name}

lrwxrwxrwx. 1 root root 24 Aug 17 02:20 /etc/sysconfig/network-scripts/ifcfg-ens160 -> vip-disabled-ifcfg-ens160
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B NMSHAVIPZ{#ERATZE 5 & S5 IZCluster MasterH 5

—PASOH TEFT

T—AN—RZ=E#H

155 PAS(192.168.65.11)

root@sevone-nms-al:/etc/sysconfig/network-scripts [6.3.0] [02:22:04] $ cluster_master_ip=$(mysqlconfig -Ne "select ip_normalize(ip) fromm net.peers where master = 1")
root@sevone-nms-al:/etc/sysconfig/network-scripts [6.3.0] [02:22:08] $ cmd=$(echo "update net.peers set virtual_ip = HEX(INET6_ATON( '${{vip}' )) where server_id = $peer_id")

root@sevone-nms-al:/etc/sysconfig/network-scripts [6.3.0][02:22:26] $ ssh $cluster_master_ip "mysqlconfig -e ¥"$cmd¥" "

— R

251 HSA(192.168.65.12)

154 PAS(192.168.65.11)
root@sevone-nms-al:/etc/sysconfig/network-scripts [6.3.0] [02:22:52] $ mysqlconfig -e "select * from net.peers

where server_id = $peer_id ¥G"
1. row

server_id: 1
name: SevOne Appliance
ip: COA8410B
primary_ip: COA8410B
secondary_ip: COA8410C
active_appliance: PRIMARY
disabled: 0
virtual_ip: COA8410A
master: 1
user: root
pass: vXvuHKpxs5XG+odPHZqWlw==
capacity: 5000
interface_limit: 15
flow_limit: 4500
netflow_interface_count: 0
server_load: 0
flow_load: 0
model: PAS
proxy_port: 8123
proxy_user: VXVUHKpxs5XG+odPHZqW1lw==
proxy_pass: vVXVUHKpxs5XG+odPHZqWi1w==
group_poller_device_count: 0
group_poller_object_count: 0
selfmon_device_count: 0
selfmon_object_count: 0

root@sevone-nms-a2:/etc/sysconfig/network-scripts [6.3.0] [02:25:18] $ mysqlconfig -e "select * from net.peers

where server_id = $peer_id ¥G"
1. row

server_id: 1
name: SevOne Appliance
ip: COA8410B
primary_ip: COA8410B
secondary_ip: COA8410C
active_appliance: PRIMARY
disabled: 0
virtual_ip: COA8410A
master: 1
user: root
pass: VXvuHKpxs5XG+odPHZgqW1w==
capacity: 5000
interface_limit: 15
flow_limit: 4500
netflow_interface_count: 0
server_load: 0
flow_load: 0
model: PAS
proxy_port: 8123
proxy_user: VXVuHKpxs5XG+odPHZqW1w==
proxy_pass: vXVuHKpxs5XG+odPHZqW1w==
group_poller_device_count: 0
group_poller_object_count: 0
selfmon_device_count: 0
selfmon_object_count: 0
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B NMSZEEH

155 PAS(192.168.65.11)

251% HSA(192.168.65.12)

root@sevone-nms-al:/etc/sysconfig/network-scripts [6.3.0] [02:29:20] $ SevOne-shutdown reboot
=== Started on 17 Aug '22 2:29
--- Settings:
--- *last_shortterm_backup_directory: 'backup-on-2022.08.17-02:05:1660701904",
--- *last_shortterm_backup_time: 1660701904,
--- *last_shortterm_restore_time: '1660700105".
--- *force_netflow_backup: ".
--- Forcing backup.
+++ [usr/local/scripts/SevOne-shortterm-backup '/SevOne/appliance/settings/periodic-shortterm-
backup/backups/backup-on-2022.08.17-02:29:1660703362' 2>&1
===[17 Aug '22 2:29]: Started.
[[[ /SevOne/appliance/settings/periodic-shortterm-backup/backups/backup-on-2022.08.17-
02:29:1660703362]]]
===[17 Aug '22 2:29]: Finished.
--- Removing previous backup.
+++ rm -rf '/SevOne/appliance/settings/periodic-shortterm-backup/backups/backup-on-2022.08.17-
02:05:1660701904'
<<< Setting 'last_shortterm_backup_directory' to '‘backup-on-2022.08.17-02:29:1660703362".
<<< Setting 'last_shortterm_backup_time'to '1660703362".
===Finished on 17 Aug '22 2:29

root@sevone-nms-a2:/etc/sysconfig/network-scripts [6.3.0] [02:29:24] $ SevOne-shutdown reboot
=== Started on 2022-08-17T02:29:25+0000
--- Settings:
--- *last_shortterm_backup_directory: 'backup-on-2022.08.17-01:35:1660700104".
--- *last_shortterm_backup_time: '1660700104".
--- *last_shortterm_restore_time: '1660702203".
--- *force_netflow_backup: "
--- Forcing backup.
+++ [usr/local/scripts/SevOne-shortterm-backup '/SevOne/appliance/settings/periodic-shortterm-
backup/backups/backup-on-2022.08.17-02:29:1660703365' 2>&1
===[2022-08-17T02:29:25+0000]: Started.
[[[ /SevOne/appliance/settings/periodic-shortterm-backup/backups/backup-on-2022.08.17-
02:29:1660703365 ]]]
===[2022-08-17T02:29:26+0000]: Finished.
--- Removing previous backup.
+++ rm -rf '/SevOne/appliance/settings/periodic-shortterm-backup/backups/backup-on-2022.08.17-
01:35:1660700104'
<<< Setting 'last_shortterm_backup_directory' to 'backup-on-2022.08.17-02:29:1660703365".
<<< Setting 'last_shortterm_backup_time'to '1660703365".
=== Finished on 2022-08-17T02:29:26+0000

B VIPOFESR

155 PAS(192.168.65.11)

251% HSA(192.168.65.12)

root@sevone-nms-al:~ [6.3.0] [02:32:54] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default gqlen 12000
link/ether 00:50:56:86:5b:c8 brd ff:ff:ff.ff.ff.ff
inet 192.168.65.11/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::d453:cdaa:33c0:c79d/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

root@sevone-nms-a2:~ [6.3.0][02:33:09] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default glen 1000
link/ether 00:50:56:86:51:5c brd ff:ff:ff.ff.ff:ff
inet 192.168.65.12/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever
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W VIP(192.168.65.10) CGUI7Z7 VLR TZE B Z L %R

== SevOne Cluster - sevone-nm: X

& > C A Notsecure]| https://192.168.65.10/#login

aich
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22

B 35#£(192.168.175.11)IcGUIA % 4 > L. [Administration] > [Cluster Manager] iR
B £ * = 1—®[Cluster Navigation]/S*JLT 1127.0.0.1] %3ER
W [Integration]® 7 ZBIE. [Allow Peering]l R4 V& #HT

=% There are currently no Alert

6
s£SevOne | Repors

Cluster Manager

Cluster Navigation

Search X |
22 Cluster
4 SevOne
127.0.0.1

liance

*
Events

[«

C A Not secure | https://192.168.175.11/#ClusterManager/logout=-2&page=ClusterManager

Applications Devices Administration

127.0.0.1

‘ Appliance Overview | Appliance Settings | System Settings ﬂ Process Overview | System Logd

Integrati

L

b+ 4
SevOne = Logout <4 )

& b

|Appliance License
I

This enables you to add this appliance to your SevOne NMS cluster or to move this applial
Please Note:

« All data on this appliance will be deleted.

* You need the name of this appliance.

* You need the IP address of this appliance.

« You need to be able to access the Cluster Manager on a SevOne NMS peer that is
« If you do not complete the steps within ten minutes, you must start again at step

You will have ten minutes to perform the following steps from a peer that is already in the

1. Click Allow Peering on this tab.

2. Log on to the peer in the destination cluster.

3. Go to the Cluster Manager.

4, At the Cluster level, select the Peers tab.

5. Click Add Peer to display a pop-up.

6. Enter the Name and IP Address of this appliance.
7. Click Add Peer on the pop-up.

Allow Peering

== There are currently no Alertic X \ -

& C A Not secure | btps://192.168.175.11/#ClusterManager/logout=-2&page=ClusterManager w &
SevOne ! Reports Events Applications Devices Administration SevOne * logout 4 UV M ?
|
| Cluster Manager
Cluster Navigation (|| 127.0.01 @-
Search x| = — = ] . i ] i B
] - | Appliance Overview H Appliance Settings ‘ System Settings | Process Overview l System Logs | Integration |‘ Appliance License |
Cluster
4 (= SevOne Appliance This enables you to add this appliance to your SevOne NMS cluster or to move this appliance to a different SevOne NMS cluster in your network.
127.0.0.1

Please Note:

« All data on this appliance will be deleted.

You need the name of this appliance.

You need the IP address of this appliance.

You need to be able to access the Cluster Manager on 2 SevOne NMS peer that is already in the cluster to which you intend to add this appliance.

If you do not complete the steps within ten minutes, you must start again at step 1) Click Allow Peering... to queue this appliance for peering within the following ten minutes.

You will have ten minutes to perform the following steps from a peer that is already in the cluster to which you intend to add this appliance.

1. Click Allow Peering on this tab.

2. Log on to the peer in the destination cluster.

3. Go to the Cluster Manager.

4. At the Cluster level, select the Peers tab.

5. Click Add Peer to display a pop-up.

6. Enter the Name and IP Address of this appliance.
7. Click Add Peer on the pop-up.

RR—CDFIRTHERT 5=HE—TF B

Allow Peering

& Your appliance is currently in INCORPORATE mode. Your temporary passwordlls 83eabfd56f94ed8b. YPu have 0:48 remaining until incorporate mode is turned off.
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B Site-AMVIP(192.168.65.10)I=GUIA % 4 > L. [Administration] > [Cluster Manager] Z &R
B £ * = a1—®[Cluster Navigation]/SJL T [Cluster] %33R

B [Peers|? JZxB=. [Add Peer]/ R4 2T

B Peer PASDIE#RZF A1 L. [Add Peer]7ih3? VBT

§ .:% Alerting Devices: 1 | Highest X |
& C A Notsecure | htips://192.168.65.10/#ClusterManager
I _:Esevone | Reports Events Applications Devices Administration Sev One - oul

l! Cluster Manager

|
Cluster Navigation «“ gg Cluster ‘

Cluster Overviewl Peers ICIuster Settings | Cluster Upgrade | SevOne Data Bus Configuration

=vOne Appliance (& Add Peer | Iij Remove Peer X Clear Faile d (M View Cluster Logs (29 Export Cluster Info

it 005 It Scond | PP Srd D | Do o
192.168.65.12 (passive) SevOne AppMgce  192.168.65.11  PASSK X86-64 Disabled 0.72/333 0% [ o/ms00 _ |o% 1 o |
Add Peer X -
Peer Name: EE D4 Al
Poir Namies Site-B IP Addresss: 351 Peer PASDIP7 FL X
. A 3 4= - o —
1P Address: 192.168.175.11 Password: RIFIETHRITSMNT=/ART—F
Password: 83eabfd56f94edsb

/A WARNING: This process will overwrite all data on the
new peer.

Add Peer Cancel
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B PeerDBIMMNRINT B &. [Peers]Z JIZR RSN, REAAEHIBET 5
BIERYK R (X [Status] 5 THGIK R 2 HEEZ Rl RE

=SevOne ‘ Reports Events Applications Devices Administration SevOne = logout 4+ ) M ?
Cluster Manager
l Cluster Navigation «l| B2 Cluster
|| Search X = h F _ A
’ gg Cluster Overview || Peers | Cluster Settings | Cluster Upgrade | SevOne Data Bus Configuration
Cluster
4 (3 sevone-nms-aLl.iselab.local (&) Add Peer cer X Clear Failed (M View Cluster Logs @ Export Cluster Info
et _m-—_
192.168.65.12 (passive) sevone-nms-al.iselab.local 192.168.65.11 PASSK x86-64 Disabled 0.80/333 0%
Site-B 192.168.175.11 PASSK x86-64 Disabled 0/333 0% /4500 0% 0 0
| ==2Sev0One ‘ Reports Events Applications Devices Administration SevOne » logout 4+ ) M ?
Cluster Manager
| Cluster Navigation « || B8 Cluster
\ Search X ) i :
L gg — Cluster Overview l Peers I Cluster Settings | Cluster Upgrade \ SevOne Data Bus Configuration
Cluster

4 @ sevone-nms-al.iselab.local X Clear Failed @M View Cluster Logs @ Export Cluster Info

192.168.65.12 (passive) j 1% 69 [ o/s000 Jo% 0/15 Ready to use
[ Jow% 0 0 0 0 0/5000 0% 0/15 [ 50% |
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2.1.3. Cluster PeerM#E Rk (4/4)

B EEAMNTETIT SE. £A=a1—0[Cluster Navigation]/ N JLIZPeerBR RSN 5

2% Alerting Devices: 1 | Highest X
& > C A Notsecure | https://192.168.175.11/#ClusterManager w e

=2=SevOne Events Applications Devices Administration | SevOne = Logout 4 ) M 2

| Cluster Manager

|

Cluster Navigation <« | 192.168.175.11 & -
Search ;\ = _ s ) \ ) R ] ] ;
| gg : || Appliance Overview ‘ Appliance Settings | System Settings “ Process Overview | System Logs | Integration \‘ Appliance License
Cluster = L = =
4 (2 sevone-nms-al.iselab.local  Data Database
192.168.65.11 Master Host 127.0.0.1
i | 1/O Thread Running
4 () Site-B
= ‘ Update Thread Running
192.168.175.11 |
Master Log File peer-bin.000016
‘ Seconds Behind 0

! = Config Database

| Master Host 192,168.65.11
" 1/0O Thread Running
| Update Thread Running
Master Log File peer-bin.000020
‘ Seconds Behind 0
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2.1.4. Peer HSAD#E R (1/3)

B 45#£(192.168.175.12)IcGUIA % 4 > L. [Administration] > [Cluster Manager] iR
B £ * = 1—®[Cluster Navigation]/S®*JLT 1127.0.0.1] %3ER

W A

Reports Events Applications Devices Administration 7| SevOne  Logout 4 ) M ?

) | 127.0.0.1
=

Cluster Navigation

Search X |
220 11 Appliance Overview | Appliance Settings | System Settings “ Process Overview I Y
uster F =

4 () SevOne Appliance This enables you to add this appliance to your SevOne NMS clus
127.0.0.1

% There are currently no Alertr X
Please Note:

« All data on this appliance will be deleted. < C A Not secure | htps://192.168.175.12/#ClusterManager/logout=-2&page=ClusterManager w A
You need the name of this appliance.

You need the IP address of this appliance.

You need to be able to access the Cluster Manager on 3

If you do not complete the steps within ten minutes, yoy

JESeVDne Reports Events Applications Devices Administration d| SevOne « logouwt 4+ O M ?

You will have ten minutes to perform the following steps from 2

Cluster Navigation [« 127.0.01

1. Click Allow Peering on this tab. Search X | — e e H e = — = “—’ — = ]
2. Log on to the peer in the destination cluster. £8 Clyster || Appliance Overview | Appliance ings | System ngs | Process Overview | Sy 0gs gration ce License |
3. Go to the Cluster Manager. )

4. At the Cluster level, select the Peers tab. 4 (3 SevOne Appliance This enables you to add this appliance to your SevOne NMS cluster or to move this appliance to a different SevOne NMS cluster in your network.

5. Click Add Peer to display a pop-up. 127.0.0.1

6. Enter the Name and IP Address of this appliance. Please Note:

7. Click Add Peer on the pop-up. All data on this appliance will be deleted.

« You need the name of this appliance.

« You need the IP address of this appliance.

« You need to be able to access the Cluster Manager on a SevOne NMS peer that is already in the cluster to which you intend to add this appliance.

« If you do not complete the steps within ten minutes, you must start z2gain at step 1) Click Allow Peering... to queue this appliance for peering within the following ten minutes.

Allow Peering =

You will have ten minutes to perform the following steps from a peer that is already in the cluster to which you intend to add this appliance.

1. Click Allow Peering on this tab.

2. Log on to the peer in the destination cluster.

3. Go to the Cluster Manager.

4. At the Cluster level, select the Peers tab.

5. Click Add Peer to display a pop-up.

6. Enter the Name and IP Address of this appliance.
7. Click Add Peer on the pop-up.

RR—CDFIRTERT 5=HE—TF 3

Allow Peering

¥ Your appliance is currently in INCORPORATE mode. Your temporary passwordfls e6cebf78eef25¢ccl. Jou have 9:48 remaining until incorporate mode is turned off.
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B 351£(192.168.175.11)[Zroot2—H—TSSHA S 14 >

27

—"screen"aAT Y FEEITLTH S, "SevOne-hsa-add"a <> KEEST

root@sevone-nms-b1:~ [6.3.0] [04:59:36] $ screen
root@sevone-nms-b1:~ [6.3.0] [04:59:40] $ SevOne-hsa-add
--- SevOne Hot Stand-by Add started ---

--- Checking that you're using screen.
--- You're using screen.
--- Checking that the SevOne NMS is installed.

--- SevOne NMS is installed.

--- Checking that the SevOne NMS services are running normally.
--- SevOne NMS services check succeeded.

--- Fetching our IP address from the peers table.

--- Our current IP address is 192.168.175.11.

>>> Enter IP Of the secondary
192.168.175.12

>>> Enter incorporate password of the secondary <HIFIETERFE LIzX\RT—FZEARN
--- Primary IPis 192.168.175.11
--- Secondary IP is 192.168.175.12

>>> Continue (yes/no)?

yes

--- Checking if secondary appliance is in incorporate mode...

--- ssh check with command /usr/bin/php /usr/local/scripts/isInIncorporateMode.php >/dev/null 2>&1
Warning: Permanently added '192.168.175.12' (ECDSA) to the list of known hosts.
--- Secondary appliance is in incorporate mode.

--- Checking the ports on the secondary.

--- Secondary ports check succeeded.

--- Fetching the hostname of the new secondary.

Password: <100t/ XA T — K& A

--- Hostname of the new secondary is sevone-nms-b2.iselab.local.

--- Setting up secondary's SSH authorized_keys file.

Password: <100t/ XA T — K& A

--- Delivered primary's public key to secondary.

--- Updated secondary's authorized_keys file.

<...snip...>

--- Please confirm the following IP addresses of cluster members:

1) 192.168.65.11

2)192.168.65.12

3)192.168.175.11

4) 192.168.175.12 (new hot stand-by)

>>> Continue (yes/no)?

yes

--- Acquiring cluster-wide locks.

--- Acquired lock file for cluster-changes, fd is 200

--- Acquiring discovery locks.

--- Acquired lock file for SevOne-discover-devices, fd is 201

--- Acquired lock file for discover-netflow, fd is 202

--- Configuring 192.168.175.11 to expect a passive counterpart.

<...snip...>

--- Successfully wrote web proxy config across cluster

--- Successfully copy 00_upstream.confon 192.168.175.12 HSA
--- Successfully reloaded nginx on 192.168.175.12

--- Successfully restarted SevOne-restapi on 192.168.175.12
--- Starting pushgateway on HSA

pushgateway: ERROR (already started)

--- Starting pushgateway on primary peer

pushgateway: started

--- Successfully fixed hosts file on all peers

--- Discovery hook files are copied to hsa from master.

--- Jopt/patches does not exist.

--- Patch files are installed.

--- Updating license info for primary and secondary.

--- Updated License info.

--- All done.

--- Log into each peer and run SevOne-act check peers to verify keys.

--- SevOne Hot Stand-by Add is finished ---
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2.1.4. Peer HSAD#ERK (3/3)

B Site-AMDVIP(192.168.65.10)[ZGUIA %S 4 > L. [Administration] > [Cluster Manager]& Y . Peer
PAS(active)/Peer HSA(passive)MIE L < RSN TLVA Z & 2 HER

== Alerting Devices: 1 | Highest X
& > C A Notsecure | htps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager 2 * G 3

=SevOne Applications Administration 71| SevOne * logout 4+ ) M ?

\ Cluster Manager

Cluster Navigation || 88 Clyter
Search ﬂ \ _ - .
28 luster — 7‘ J jluster Overview ” Peers I Cluster Settings U Cluster Upgrade h SevOne Data Bus Configuration |
4 () sevone-nms-al.iselab.local = Info
192.168.65.11 SevOne Version 6.3.0
192.168.65.12 (passive) Cluster Master sevone-nms-al.iselab.local
4 e Total Devices 1

192.168.175.11

192.168.175.12 (passive) Uesiwed Dences '
Selfmon Devices 0
Group Poller Devices 0
Total Flow Devices 0
Total License Consumption 2%
Total Object License Consumption 2%
Total Flow License Consumption 0%
Total Object Load 246
Selfmon Objects 0
Group Poller Objects 0
Peers 2
SNMPv3 Engine ID 80001F888082DEB61F34F2A86200000000
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(B3%F)Peer&NDEH

B [Administration] > [Cluster Manager]
— & A = a2 —®I[Cluster Navigation]/ V% JL Cxf & Peer & 1E iR
—PeerZ®D) 0 %01y LTRARZEEAIEE

29

== Alerting Devices: 1 | Highest

X

== Alerting Devices: 1 | Highest

& > C A Notsecure | https://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager & > C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-28&page=ClusterManager
= Se\lone Reports Events Applications Devices Administration -£SevOne Repat gt Seplication= Devices Siminkiaton
£ o e | Cluster Manager
Cluster Navigation [« sevone-nms-al.iselab.local Chster Navigation = Y| | @ st
Search ﬂ Peer Overview | Peer Settings \ SDB Statistics " = = || Peerverview | Peer Settings | S8 St
= J | .J |
Cluster ‘ \ ’\3 Info
4 (3 sevone-nms-al.iselab.local I J Info \ —= 1P Address 192.168.65.11
192.168.65.11 1P Address 192.168.65.11 192.168.65.12 (passive) Model PASSK
192.168.65.12 (passive) Model PASSK 4 (3 site-B Architecture x86-64
4 (3 site-B Architecture X86-64 192.168.175.11 e e B
1921268 17501 Licensed Devices 1 BHABUSI2 (wbe) | Total Devices 1
192.168.175.12 (passive) taliBevices i Selfnon Devices =
Selfmon Devices 0 Group Poller Devices 0
Group Poller D n Total Objects 246
Total Objects Rename Peer Selfmon Objects 0
Selfmon Objec Group Poller Objects 0
— Total License Consumption | 246/5000 |5%
Groun aller Site-A Object License Consumption 5%
Flow Device Count 0
/ Flow License Consumption 0%
OK } | Cancel Indicators Per Second 1%
C 7 15 Flows per Second 0%

| Dropped Flows per Second
<
‘ Interface Count

SDB Enabled

0
0/15
No
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B [2.1.2. Virtual IP(VIP)D#ERL | & RFRDFIET3IFH:Peer PAS & 45 H4Peer HSAT
VIP(192.168.175.10) % #&rk
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i N G

1. PAS(Cluster Master)/ — F[EE / 1§18

+ Site-ADHSAhpassiveM HactivelCBHEITHIY EH D Z &
« Site-ADQVIPIZ7 VA TESZ L

« PASOEEZH®RAMTE SN

s BERIZRY FT—Y - TINA RDEEZEZRMTESH
+ {EIBEFICBE)TactivehN )Y B B H

« FEITHactivetlYEZFIE

2. HSA/ — KIEE / IH

s HSA/ — FIEEZRAMTESH

3. PAS(Cluster Master) — HSARSB{EEE / 1A

« SplitBrainl2#H 3 2 B KUV ZFDFE
 Split BrainlZZE o = & DR EFIE
- EIHBOFE

4, Peer PAS/ — K[EE / 1518

+ Peer HSAMSpassiveh bactivelZBEITHIYEEH B Z &
« Site-BOVIPIZ7 VA TESHZ &
« PeerPAS/ — FEEZRHMTESHH

5. Peer HSA/ — K[EE / 1EIH

* PeerHSA/ — FEZEZRHMTESH

6. PAS(Cluster Master) — Peer PASRI D @E{EEE / 1A

+ Cluster MasterCREZRIMTE S
+ {EIB%Peer PASOT—AMPASIZEIE SN B M
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3.3. RAfERY <) —

BRY<—
EEMH) HY—EXREZE
&y (Down Time)
1. PAS(Cluster Master) - [EERIC. XTE L1=Failover Time THSAMactivelZH] Y BH Y H— E R {5 AT RE
/—FEE /IR =] « PASOEZE/EIRIEINMSEE I VY —)LEITHSAD OS THEENTRIEE
x (Failover Time | ¢ PASIZ{EIB#passive L% 5= TTDIREIZR T =0 IZ(LF B TTake Over(d L < [LFail Over)[Z &k Y
ERE(E +o)* activeDY) Y HEZHNHE
o PASIZfEIB#%passivelZHLEAH ST VIPAEE L YVIPHAEET 2FRLAERLE GHES)
2. | HSA/ — FIEE /1EI8 o - * NMSELTOH—ERBELGL
« HSADOEZE/EIRIINMSEED VY —)LFE=IIPASO O Y THEENTAIHE
3. PAS(Cluster Master) — o [EEM SFailover Time#Zi@ & MactiveDSplit Brain& % Y . PASEHSATZENZENVIPAERIZE Y VIPA
HSARLEEESE / £ B5ETD
x i « Peerm 5 B 71=Cluster MasterlZHSAIZEI Y &> 5

« {EIB#&(&Split BrainDIRENBEN THEE S NGE V=, FETSplit BrainDEIEINKHE
* Split Brainf&IE#&. passivelZ LT_ZNMSOVIPWEDEFLLZYVIPHERT HSERLELE FAES)

4. | PeerPAS/ — FEFE -« BEEBFIZERE L f-Failover Time TPeer HSAMactivelZ] U &4 Y H— E X #k it al Bk
£18 =] « Peer PASOIEE/EIBIINMSEE D VY —ILE =IdPeer HSAD O 5 THREN T AE
x (Failover Time | ¢ Peer PASIZ{EIB#passive L 5 =TT DIREIZR T F=HIZIEFE) TTake Over(H L < [EFail Over)[Z & Y
EREE +o)* activeDYI Y HEZHNHE
« Peer PASIZiE|B# passivelZHLBEAH 5 FVIPHAEZE LR YVIPAEE T H2FXKLHELE GRES)
5. | PeerHSA/ — FIEZE o - * NMSELTOH—ERFEELGL
&8 « Peer HSADEE/EIBIINMSEIE O > Y — )L FE =IEPeer PASD O 5 THRENTE[ AE

6. PAS(Cluster Master) — [EER:(XPeer(Site-B)EINMSEEa VY —/LIZIZA S A VAT

Peer PASEIDBERESE o 4 PEE hSDIlXPeer(Site-B) DIEEFHAVERF T =74 LY
/ €18 « [EE(ZPeer PASHNZIE L1=Trap/E EDT— 4 (X188 IZPAS(Cluster Master)[ZRIH i & %

* Failover TimelXPEEE R, PeerBIZERERIGETT 7 4 /L F600F (FR/MFL~),
+olXEERAD SactivelZHIY BhHh Y H—EXBRT 2 E TORE, REDGIRR TRIEZT 20, EEMEE L TSRIOKRE T30 ~2018E,
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B [Administration] > [Cluster Manager] X EDIP7 FLATAY A Y LTHRILEHRARTEINDS

£SevOne | FReports

Events Applications Devices Administration

Cluster Manager

I
Cluster Navigation

“ 1 192.168.65.11

J Appliance Overview ‘ Appliance Settings | System Settings | Process Ov

=Sev0ne ; Reports Events Applications

Cluster Manager

=& Data Database

4 (3 site-8
192.168.175.11
192,168.175.12 (passive)

Master Log File

Master Host 127.0.0.1 |
1/0 Thread Running
Update Thread Running

peer-bin.000027

Seconds Behind 0
= Config Database
I Master Host 0.0.0.1 I
1/0 Thread Not Running
Update Thread Running
Master Log File
Seconds Behind 0
=SevOne ‘ Reports Events Applications

Cluster Manager

Cluster Navigation 4 192.168.175.11
Search X _ = X - :
gg J Appliance Overview ’ Appliance Settings | System Settings | Process Ov
Cluster
4 (3 site-A 2 Data Database
192.168.65.11 I Master Host 127.0.0.1 I
192.168.65.12 (passive) /O Thread Running
Update Thread Running

Master Log File

peer-bin.000019

Seconds Behind 0
& Config Database
I Master Host 192.168.65.11 |
1/0 Thread Running
Update Thread Running

Master Log File

Seconds Behind
37

peer-bin.000027
0

| Cluster Navigation | 192.168.65.12 (passive)
Search X ]
gg o J Appliance Overview | Appliance Settings | System Settings | Process Ov
4 (3 site-A J Data Database
X Master Host 192.168.65.11 |
192.168.65.12 (passive) 1/0 Thread Running
4 (=SSie-B Update Thread Running

192,168.175.11

M Fil
192.168.175.12 (passive) aster Log File

peer-bin.000026

Master Log File
Seconds Behind

.:ESevc]ne ; Reports Events Applications

Seconds Behind 0
(=) Config Database
I Master Host 192.168.65.11 I
1/0 Thread Running
Update Thread Running

peer-bin.000027
0

Cluster Manager

Cluster Navigation “ 11 192.168.175.12 (passive)
Search X (e —|
gg —— ‘ Appliance Overview ' Appliance Settings | System Settings | Process Ov
4 () site-A J Data Database
192.168.65.11 I Master Host 192.168.175.11 I
192.168.65.12 (passive) 1/0 Thread Running
4 (S site- Update Thread Running

182.168.175.11
| 192.168.175.12 (passive) |

Master Log File

peer-bin.000021

Master Log File

Seconds Behind

Seconds Behind 0
(2 Config Database
I Master Host 192.168.175.11 |
1/0 Thread Running
Update Thread Running

peer-bin.000019
0
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Hm VIP
—Site-A

154 PAS(192.168.65.11)

251 HSA(192.168.65.12)

root@sevone-nms-al:~ [6.3.0] [08:49:56] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default gqlen 12000
link/ether 00:50:56:86:5b:c8 brd ff:ff.ff.ff.ff.ff
inet 192.168.65.11/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::d453:cdaa:33c0:c79d/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

root@sevone-nms-a2:~ [6.3.0] [08:49:59] $ ip addr show ens160
2: ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default gqlen 2000
link/ether 00:50:56:86:51:5c brd ff.ff:ff:ff.ff:ff
inet 192.168.65.12/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

—Site-B

351 Peer PAS(192.168.175.11)

451 Peer HSA(192.168.175.12)

root@sevone-nms-b1:~ [6.3.0] [08:50:35] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default gqlen 12000
link/ether 00:50:56:86:4a:9f brd ff:ff:ff:ff:ff.ff
inet 192.168.175.11/24 brd 192.168.175.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.175.10/24 brd 192.168.175.255 scope global secondary noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::d453:cdaa:33c0:c79d/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

root@sevone-nms-b2:~ [6.3.0] [08:50:47] $ ip addr show ens160
2: ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default gqlen 2000
link/ether 00:50:56:86:d7:a5 brd ff.ff:ff:ff.ff.ff
inet 192.168.175.12/24 brd 192.168.175.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

38
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(3%) Fail Over & Take Over

B activet. passivetZ £ 1 Tactive/passiveD Y] Y & X HATHE
B IREDERICK>THEUANEL S

— Fail Over
- activet(Z TEMT SH1RE
« activeth 5 passiveté|Zactive & #9

— Take Over
« passivet|Z TERT HI11E
- passivetf Zactive[ZRET 5

39

.23 Alerting Devices: 2 | Highest X

& > C A Notsecure | htps://192.168.65.10/#ClusterManager w A
=Sev0ne Reports Events Applications Devices Administration | SevOne * logout 4+ ) M ?
age
Cluster Navigation « } 192.168.65.11 -
Search x| - — - - a - — - N
5e Appliance Overview h Appliance Settings V System Settings H Process Overview | System Logs | Integration ‘ A Device Summary
Cluster F
4 (3 Site-A (3 Data Database @D il over
192.168.65.11 | [ Master Host 127.0.0.1 & Resynchronizz Data Database
192.168.65.12 (passive, | /o Thread Running h :

b (& Site-8

Update Thread Running

2% Alerting Devices: 2 | Highest X

& > C A Notsecure | htips://192.168.65.10/#ClusterManager
=Sev0ne Applications Administration | « Logout
Cluster Manager
Cluster Navigation § « || 192.168.65.12 (passive) | Sh
Search X | [ ) .
g8 U Appliance Overview | Appliance Settings V System Settings ” Process Overview | System Logs | Integration “ @& Device Summary b
uster ! I | 2
4 (3 site-A 3 Data Database 2D Toke Over
102 16E 65,41 | | Master Host 192.168.65.11 L5 Resynchronize Data Database
192.168.65.12 (passive) =
= ¢ JHEAETEL ST 9 Resynchronize Config Database ‘
ite-8 . | |
Update Thread Running -
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4.1. PAS(Cluster Master)/ — F[EZE / 1§18 (1/2)

B fEZRFE

— PAS ./ — pgﬁ% Site A Site B

1. "SevOne-shutdown shutdown"a< > K TPAS/ : Cluster '

— K% shutdownd % : : :
. v, . . SevOne . 8

2. Fail Overgii#& TC9300-AE L TAC9300-BD A >4 . DataInsight _ SevOneNMS#1 NMS #2 : : NMS #3 NMS #4
—91—2X % shutdown L TSNMP Trap E % EXy (SDI) (PAS/Cluster Master) (HSA) . (Peer PAS) (Peer HSA)
. NMSE L USDINEHE D Y — L TAlert £ 52 : :
95

3. NMSOEEIO>Y—/LTFRailOveranf=C L %
RY%

4. OJZ=HRT S

—PAS/ — ~{EIH 192.168.65.0/24 SNMPE 192.168.175.0/24 >
1. PAS/— R%iE#HT % (EBIEON) = Trap 3
2. NMSOEHE Y —)L Tactive/passiveDREEZEHE : : /——93\
S : " ICSR1000V; — C9300-B
3. NMSORAY%#HRT S :
. %E)]Take Over ® i mm AR AR R R EEEEEEEEEEEEES . *tsuuusssssssssssEEsEEEEEEEEEEEEEEEEEEEs o
1. FEjTakeOverlz&k Y. EIHL 1=/ — k ZactivelZ
45
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4.1. PAS(Cluster Master)/ — F[EZE / 1§18 (2/2)

=L

B Failover TimegxE
— [Administration] > [Cluster Manager] > Site-A > [Peer Settings] > [Primary/Secondary]

[=]=
.23 Alerting Devices: 2 | Highest X Y| e ——

& > C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-28&page=ClusterManager W .

=Sev0ne Applications Administration

| Cluster Manager

Cluster Navigation [« ‘ ‘ Site-A
Search (X Peer Overview I Peer Settings | SDB Statistics
&8 Cluster
+ (3 site-A | Firewall ?
192.168.65.11 FlowFalcon
192.168.65.12 (passive) General
4 (3 Site-B
=) Logging

192.168.175.11

192.168.175.12 (passive) Failover Time ‘-300 %1 —
Primary/Secondary |52
‘ Save ‘ ‘ Reset
SevOne Data Bus
— Peerfg |Z5% 7€ Al 8
i (T 74 )L ~E600%
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B NMS
— HSAAYMaster(active)IZE] Y B 5 FE TVIPHAERIZ % 5 T KA Al

—VIPAE#IZHE > THHSA/ — FhHMasterd L TReadylZE A FETA Y 4 U AH (Failover Time +o)
s +alFIRBPKRICIKET 5H. S EIOREETIIFailover Time + #9300 ~ 2088 E = o 1=,
NMS(Site-A VIP)

2% https://192.168.65.10/doms. X

& > C A Notsecure | bttps://192.168.65.10/doms/databasefail/ w @ @

I%; Local Database is Down

The local database is unreachable. SevOne requires local database access to be used. Please contact your local SevOne administrator to see why your database is down and how to restart it.

NMS(Site-B VIP)

’i 5% SevOne Cluster - sevone-nm X ar

“ C A Notsecure | https://192.168.175.10/#login/logout=-2&page=ClusterManager w @ ¢

=SevOne

This peer could not reach the duster master - master database upon the last attempt to check for database connectivity. You will not be able to save information in SevOne NMS and peer communication will be
impaired. Please contact your SevOne NMS administrator to resolve this problem.

2:SevOne
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4.1.1. PAS/ — F[EZE (2/6)

B NMS(Site-AVIP): AT A4 VDA vt—

.. Admin Messages 7 |e

One or more appliances is inaccessible. Check connectivity and authentication to 192.168.65.11 and 192.168.65.12.

System users with default password: support, peer: 1, Secondary
System users with default password: support, peer: 2, Primary

System users with default password: support, peer: 2, Secondary

GUI users with default password: SevOneStats

Continue
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4.1.1. PAS/ — F[&E= (3/6)

B NMS(Site-A VIP): [Administration] > [Cluster Manager]
—HSA/ — F(192.168.65.12) A Cluster Master & 75 %

45

=% Alerting Devices: 2 | Highest X

=SevOne Reports Events Applications

Cluster Manager

& - C A Notsecure | btps://192.168.65.10/#ClusterManager

=% Alerting Devices: 2 | Highest X

.:Esevone l Reports Events Applications

| Cluster Manager

Seconds Behind

& > C A Notsecure | htips://192.168.65.10/#ClusterManager

Master Log File

Seconds Behind

vigati [« e T
o — =i (fo2a08652 Cluster Navigation || 192.168.175.11
Search X | [ —
H Appliance Overview | Appliance Settings ” System Settings H Process Overvie Search X | P ! e “ P Se;u: ”’ p;
&8 Cluster ' B8 ter || App | App gs | Sy as cess
4 (3 site-A
. 4 s
192.168.65.11 (passive Master Host 127.0.0.1 @ Site-A . & Data Database
192.168.65.12 e e 192.168.65.11 (passive) Master Host 127.0.0.1
4 (3 Site-B 5 192.168.65.12 1/O Thread Running
RS | Update Thread Running a Site-B
192.168.175.11 | 2 3
192.168.175.12 (passive) Baslentonihe peer-binAon02d ? 192.168.175.11 | | Update Thread Sty
e Seconds Behind 0 - | | Master Log File peer-bin.000017
192.168.175.12 (passive)
Seconds Behind 0
2 Config Database
Master Host 0.0.0.1 |J Config Database
1/0O Thread Not Running | Master Host 192.168.65.12
Update Thread Running 1/O Thread Running
Master Log File Update Thread Running
0

peer-bin.000023
0
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4.1.1. PAS/ — F[EZE (4/6)

YW NOYs RN\ k¥ (%

HSA(192.168.65.12): /var/log/SevOne-masterslaved.log $k#%

2022-09-07T05:06:33+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.11' (111)
2022-09-07T05:06:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3598>shouldRetryQuery: We lost connection to MySQL.

2022-09-07T05:06:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3598>shouldRetryQuery: Attempting to reconnect to MySQL.

2022-09-07T05:06:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3598>dbQuery: Retrying the query 1/10.

2022-09-07T05:06:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 2.00 seconds out of 300 seconds).
2022-09-07T05:06:36+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.11' (111)
2022-09-07T05:06:37+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 4.00 seconds out of 300 seconds).
2022-09-07T05:06:38+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.11' (111)
2022-09-07T05:06:39+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 6.00 seconds out of 300 seconds).
2022-09-07T05:06:40+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.11' (111)
2022-09-07T05:06:41+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 8.00 seconds out of 300 seconds).
<...snip...>

2022-09-07T05:11:29+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 294.00 seconds out of 300 seconds).
2022-09-07T05:11:29+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.11' (113)
2022-09-07T05:11:31+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 296.00 seconds out of 300 seconds).
2022-09-07T05:11:32+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.11' (113)
2022-09-07T05:11:33+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 298.00 seconds out of 300 seconds).
2022-09-07T05:11:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 300.00 seconds out of 300 seconds).
2022-09-07T05:11:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.65.11) has died.

2022-09-07T05:11:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): I am going to attempt to become the pair master.

2022-09-07T05:11:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): Successfully Attempt to become the pair master.

2022-09-07T05:11:35+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.11' (113)
2022-09-07T05:11:38+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.11' (113)

<...snip...> \

2F)RIFE TcheckDeathDetectionRoutine)MET . 300 THSA/ — FKEEE &40
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B SNMP Trap
— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]
* FailOver®5e T 9 HF TTrapR{EFH]
* Fail Over5e T #& [XHSA(#FHMaster) TTrap=2{E A &t

Alerting Devices: 2 | Highest X

& - C A Notsecure | bttps://192.168.65.10/#LoggedTraps Tt & & > C A Notsecure | htps:

/192.168.65.10/#LoggedTraps @

Reports Events Applications Devices Administration 1| SevOne « Logout + U M Reports Events Applications Devices Administration 1| SevOne « Logout + U M

)

Filter

Peer: I Site-A Peer: I Site-B Z I
Target OID: No Filter Specified Target OID: No Filter Specified =
1P Address: No Filter Specified 1P Address: No Filter Specified
Time Span: Past 2 Hours h Time Span: Past 2 Hours Z.
Time Zone: utc = Time Zone: utc =
Apply Filter ‘ ‘ Apply Fiiter |
Trap Manager Trap Manager
Variables Traps | variables »
o e e e T
192.168.65.4 DISMAN-EVENT-MIS::sysUpTimelnstance Time Ticks 1507631327 192.168.175.93 7 Sep 22 5:13:48 1F-M18::linkDowin 5 DISMAN-EVENT-MIS::sysUpTimelnstance Time Ticks 1507611409
1 54 Integer 54 192.168.175.93 7 Sep 22 5:13:48 1F-MI8::linkDovin 5 IF-MIB::ifindex.22 Integer 2
—— — —
192.168.65.4 7 Sep 22 5:13:31 BRIDGE-MIB::newRoot 2 \ ‘ 1F-MIB::ifDescr54 Octet String GigabitEthernet1/0/46 192.168.175.93 7 Sep 22 5:13:45 BRIDGE-MIB::newRoot 2 1F-MIBz:ifDescr22 Octet String GigabitEthernet1/0/14
192.168.65.4 7 Sep '22 5:05:44 CISCO-SMI::ciscoMgmt.43.2.0.1 5 } IF-MIB::ifType.54 Integer 6 192.168.175.93 7 Sep 22 5:13:42 1F-MIB::linkUp 5 1F-MIB::ifType.22 Integer 6
192.168.65.4 7 Sep '22 5:05:37 CISCO-SMI::ciscoMgmt.43.2.0.1 5 ‘ ‘ CISCO-SMI::local.2.1.1.20.54 Octet String administratively down 192.168.175.93 7 Sep 22 5:13:41 1F-MIB::linkUp 5 CISCO-SMI::local.2.1.1.20.22 Octet String administratively down
| 192.168.175.93 7 Sep 22 5:13:38 BRIDGE-MIB::topologyChange 3
192.168.175.93 7 Sep '22 5:07:28 1F-MIB::linkDown 5
192.168.175.93 7 Sep 22 5:07:28 1F-MIB::linkDown 5
p— —
192.168.175.93 7 Sep 22 5:07:25 BRIDGE-MIB::newRoot 2
192.168.175.93 7 Sep 22 5:05:47 1F-MI8::linkUp 5
192.168.175.93 7 Sep 22 5:05:45 1F-MI8::linkUp 5
|
192.168.175.93 7 Sep 22 5:05:44 BRIDGE-MIB::topologyChange 3 M
192.168.175.93 7 Sep 22 5:05:28 CISCO-SMI::ciscoMgmt.43.2.0.1 5
192.168.175.93 7 Sep 22 5:05:21 CISCO-SMI::ciscoMgmt.43.2.0.1 5
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B SNMP Trap
— SDI: Alert Details
* Site-AP L USite-B & £ IZNMSH S 15 R ENS AT §E

= Alerting Devices: 2 | Highes 2% Alert Details - SevOne Data I X

& > C A Notsecure | bttps://192.168.65.21/reports/1/1?variables=eIxdjDEOgzAQBP%2BySkkKWr6CKIxZhYsENudzESH%2FPYeUAqUczeyOJ0pcuQUMIX6YYIDSRV6ErPZdgoa:- Y &

.=Sev0ne Alert Details Select a timespan @ Joff v B Save v
MEEDATA INSIGHT

Untitled Section

<+ Create Alert Details

Device Group: All Device Groups

® Explore

DeviceName & Object Name First Last $ Message $  Occurrences
&2 Configure
C9300-8 Temperature Monitor 1014 Aug 18, 2022 4:03 (UTC-04:00) EDT Sep 7,2022 1:15 (UTC-04:00) EDT Threshold triggered - C23... 25.24K

‘& Administer
C9300-A Temperature Monitor 1014 Aug 18, 2022 0:09 (UTC-04:00) EDT Sep 7,2022 1:15 (UTC-04:00) EDT Threshold triggered -- C23... 12.81K

C9300-8 Sep 1, 2022 3:10 (UTC-04:00) EDT Sep 7,2022 1:13 (UTC-04:00) EDT Trap received from C9300-... 34

Trap received from C3300-A:
IF-MIB:linkDown - Bindings:
DISMAN-EVENT-
MIB::sysUpTimeinstance =
1507631327, IF-
MiB:ifindex.54 =54, IF-
MIB:ifDescr.54 =
GigabitEthernet1/0/46, IF-
MIB::ifType.54 = 6, CISCO-
SMi:local.2.1.1.20.54 =
administratively down - An
interface has gone down.

Aug 31,2022 21:18 (UTC-04:00) EDT  Sep 7, 2022 1:13 (UTC-04:00) EDT

NT T rannn n Pom 4 AAAA ALAA NLITA ALAA FAT Aoe T AAAA «.aa fIITA AAAAL FOT s S RNPVICEE G § BRSPSV S S an
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B NMS(Site-A VIP): [Administration] > [Cluster Manager]
— BB (XHSA/ — F(192.168.65.12)h Master(active) DEF &4 5

=% Alerting Devices: 2 | Highest X .28 Alerting Devices: 2 | Highest x [Iig8 e

-

& > C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-3&page=ClusterManager

Reports Events Applications Devices Administration

Reports Events Applications Devices Administration =Sev0ne

Cluster Manager

Cluster Navigation Cluster Navigation ‘E‘ ' 192.168.65.12
Search x| \ : = eI ——_ — | Search [x] I — - g — —
B8 Cluster ! d Appliance Overview H Appliance Settings ||7System Settings 1 Process Oy 28 Clster d Appliance Overview H ﬂp?lairnce Emigf “ System Settings | Process Ov
4 %-‘M—I ) Data Database 4 (3 site-A 5 Data Database
192.168.65.11 (passive) | Master Host 192.168.65.12 192.168.65.11 (passive) Master Host 127.0.0.1
192,168.65.12 -Whread Running '192.168.65.12 I 0 Thread Runming
= S)t:s:.ms.us.u Rt e Sy = Sltles;:.ms.us.n Spde Shend! Running
192.168.175.12 (passive) Master Log File peer-bin.000024 192.168.175.12 (passive) Masteelogifee peer-bin.000023
‘ Seconds Behind 0 Seconds Behind 0
=) Config Database = Con& Database
Master Host 192.168.65.12 Master Host 0.0.0.1
Y0 Tnread Running 1/0 Thread Not Running
Update Thread Running Update Thread Running
Master Log File peer-bin.000023 Master Log File
Seconds Behind 0 Seconds Behind 0
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HSA(192.168.65.12): /var/log/SevOne-masterslaved.log $k#%

2022-09-07T05:55:33+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: userRoutine(): Socket 8 hanging up.
2022-09-07T05:55:40+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: userRoutine(): Socket 9 hanging up.

2022-09-07T05:56:05+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: userRoutine(): Socket 8 hanging up.
<...snip...>

2022-09-07T05:55:08+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:10+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:12+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:14+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:16+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:18+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:20+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:22+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:24+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: <3597>__dbConnect: Cannot connect to database.
2022-09-07T05:55:32+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.65.11) is now alive.
2022-09-07T05:55:33+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

2022-09-07T05:55:40+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9

2022-09-07T05:56:05+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1877]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

Error was: Can't connect to MySQL server on '192.168.65.11' (111)
Error was: Can't connect to MySQL server on '192.168.65.11' (111)
Error was: Can't connect to MySQL server on '192.168.65.11' (111)
Error was: Can't connect to MySQL server on '192.168.65.11' (111)
Error was: Can't connect to MySQL server on '192.168.65.11' (111)
Error was: Can't connect to MySQL server on '192.168.65.11' (111)
Error was: Can't connect to MySQL server on '192.168.65.11' (111)
Error was: Can't connect to MySQL server on '192.168.65.11' (111)
Error was: Can't connect to MySQL server on '192.168.65.11' (111)
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B PAS/ — FZEET HE. VIPAEET HFRMNEE XEBRAEYR— FEOEDLES

PAS/ — RIEZEA(

PAS/ — Fi§IB#%

PAS(192.168.65.11)

HSA(192.168.65.12)

root@sevone-nms-al:~ [6.3.0][00:08:47] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:5b:c8 brd ff:ff:ff.ff:ff:ff
inet 192.168.65.11/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::d453:cdaa:33c0:c79d/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

root@sevone-nms-a2:~ [6.3.0] [00:08:43] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:51:5c brd ff:ff:ff.ff.ff:ff
inet 192.168.65.12/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

PAS(192.168.65.11)

HSA(192.168.65.12)

root@sevone-nms-a2:~ [6.3.0] [06:50:08] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:51:5c brd ff:ff:ff.ff.ff:ff
inet 192.168.65.12/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

HSA(192.168.65.12)

root@sevone-nms-al:~ [6.3.0] [06:49:40] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:5b:c8 brd ff:ff:ff.ff.ff:ff
inet 192.168.65.11/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::d453:cdaa:33c0:c79d/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

root@sevone-nms-a2:~ [6.3.0] [06:49:54] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:51:5c brd ff:ff:ff.ff.ff:ff
inet 192.168.65.12/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever
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B VIPEENEE LGS, UTOWT A DAETEEETEE
— passivetgD v T —U BiLE

root@sevone-nms-a2:~ [6.3.0] [04:38:14] $ systemctl restart network

— FEjFail Over(F 7= Take Over)
- —[Eactive/passiveZtIY B X 5 & TVIPEEMNREIND
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B NMS(Site-A VIP): [Administration] > [Cluster Manager]
—passive# T ERL T, BELEOWETA a2 &Y., [Take Over]ZER

4 Site-A
192.168.65.11 (passive)

192,168.175.11
192,168.175.12 (passive)

53

= Data Database

- | O X

.23 Alerting Devices: 2 | Highest X  _s% Alert Details - SevOne Data I/ X | + (+]

& C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager W &

=2=SevOne ‘ Reports Events Applications Devices Administration SevOne * Logout 4 ) M 2
Cluster Manager
Cluster Navigation «l|| 192.168.65.11 (passive) (63 -]
Search X . ) ) . ) : ; ) P @ o s 3

gg : J Appliance Overview ‘ Appliance Settings | System Settings | Process Overview | System Logs | Integration | Appliance License evice Summary

Cluster

=2
% Take Over

Master Log File

Seconds Behind

Master Host 192.168.65.12
192,168.65.12 1/0 Thread Running
4 Site-B
= Update Thread Running

peer-bin.000024
0

Resynchronize Data Database

= Config Database

Master Host
1/0 Thread
Update Thread
Master Log File
Seconds Behind

Warning

192.168.65.12
Running
Running
peer-bin.000023
0

This will make the passive peer take over to become the active peer. Do you want to continue?

Cancel
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B NMS(Site-A VIP): [Administration] > [Cluster Manager]

— FEjTake OverEITRIIEER LR LK

| =SevOne

Reports
i Cluster Manager
 —
| Cluster Navigation

Search

=% Alerting Devices: 2 | Highest

«|

Applications

192.168.65.11

Ll
BHE
7050

& - C A Notsecure | https://192.168.65.10/#ClusterManager/logout=-3&page=ClusterManager

Administration

(2755

722 Cluster

4 (3 site-A

I 192.168.65.11

192.168.65.12 (passive)
4 (3 site-8

192.168.175.11

192.168.175.12 (passive)

‘]J Appliance Overview U Appliance Settings H System Settings H Process Overy

Master Host 127.0.0.1
1/0 Thread Running
Update Thread Running

Master Log File

peer-bin.000024

‘ Seconds Behind 0
= Config Database
Master Host 0.0.0.1
‘ 1/0 Thread Not Running
» Update Thread Running
‘ Master Log File
Seconds Behind 0

=SevOne | Reports

H Cluster Manager
Cluster Navigation

Search

=2 Alerting Devices: 2 | Highest

«| | 192.168.65.12 (passive)

& - C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-3&page=ClusterManager

Applications

722 Cluster
4 (3 site-A
192.168.65.11
192.168.65.12 (passive)

4 (3 Site-8
192.168.175.11
192.168.175.12 (passive)

| “ Appliance Overview H Appliance Settings H System Settings H Process Overy

Master Host

192.168.65.11

1/0 Thread
Update Thread
Master Log File
Seconds Behind

Running
Running
peer-bin.000022
0

3 Config Database

Master Host 192.168.65.11
‘ 1/O Thread Running
Update Thread Running

Master Log File
Seconds Behind

peer-bin.000024
0
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4.2.HSA/ — FEEE / 18IH

B fEEFE

—HSA./ — I\BE%E_ Site A Site B
1. "SevOne-shutdown shutdown"a< > K THSA/ :" Cluster '
— K Zshutdownd 3 : : :
. - SevOne . .
2. C9300-AB LTUC9300-BOA 4 —T1—R% ! DataInsight _ SevOne NMS #1 NMs#2 i : NMS #3 NMS #4
shutdown L TSNMP Trap ERESHS (SDI) (PAS/Cluster Master) (HSA) . (Peer PAS) (Peer HSA)
3. NMSO&ED LY — L THSADIKEEEFERT B : : :
4. NMSOOY %#WET 5
5. NMSELUSDINEED Y — )L TAlertZfERT
)
—~HSA/ — Fi&IH L ; g
1. HSA/ — FZEEET 5 (BIJRON) = | 192.168.65.0/24 snmpif | 192.168.175.0/24
. Trap =
2. NMSOEM O > —)L Tactive/passive DIk RE %1 " 93
=Y 5 : , : =\
3. NMSOROYJ #wH2ET % | §CSR1°°°V§ - C9300-B
4. NMSOEED>Y—ILTAlert£#ET 5 = :
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B NMS(Site-AVIP): AT A4 VDA vt—

_ Admin Messages

One or more appliances is inaccessible. Check connectivity and authentication to 192,168.65.11 and 192.168.65.12.

System users with default password: support, peer: 1, Primary
System users with default password: suppert, peer: 2, Primary
System users with default password: support, peer: 2, Secondary

GUI users with default password: SevOneStats

Continue
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== Alerting Devices: 2 | Highest

& - C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager

o Se\lone Reports Events Applications Devices Administration

i Cluster Manager

Cluster Navigation <« | 192.168.65.11

Search X|

= “ Appliance Overview ]‘ Appliance Settings } System Settings H Process Overy
22 Cluster :
4 (3 site-A ) Data Database

| 192.168.65.11 l Master Host 127.0.0.1
.168.65. passive. -m - mg
4 (3 site-8

192.168.175.11
192.168.175.12 (passive)

Update Thread Running
Master Log File peer-bin.000024

| Seconds Behind 0

iz Config Database

Master Host 0.0.0.1
1/O Thread Not Running
Update Thread Running

Master Log File
Seconds Behind 0

B NMS(Site-A VIP): [Administration] > [Cluster Manager]
— PAS(Cluster Master) 2822 (L %2 < . HSAANot Runningikfe & 73 5

== Alerting Devices: 2 | Highest

& > C A Notsecure | https://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager

Reports Events Applications Devices Administration

=SevOne

i Cluster Manager

Cluster Navigation Z‘ | | 192.168.65.12 (passive)

ie;éc(: : = Appliance Overview 1 Appliance Settings H System Settings ” Process Oven
uster g
4 (3 site-A ’ 2 Data Database \
192.168.65.11 ‘ Master Host
I 192.168.65.12 (passive) I ‘ 1/0 Thread Not Running
‘= Sltlee':.lss.ﬂs.n ‘ Update Thread Not Running
192.168.175.12 (passive) Easte Lug e
‘ Seconds Behind
'z Config Database
Master Host
| /0 Thread Not Running
‘ Update Thread Not Running
‘ Master Log File

¥Seconds Behind J
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PAS(192.168.65.11): /var/log/SevOne-masterslaved.log R4

2022-09-16T16:02:21+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (111)
2022-09-16T16:02:22+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5024 >shouldRetryQuery: We lost connection to MySQL.

2022-09-16T16:02:22+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5024 >shouldRetryQuery: Attempting to reconnect to MySQL.

2022-09-16T16:02:22+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5024 >dbQuery: Retrying the query 1/10.

2022-09-16T16:02:22+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 2.00 seconds out of 300 seconds).
2022-09-16T16:02:24+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (111)
2022-09-16T16:02:24+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 4.00 seconds out of 300 seconds).
2022-09-16T16:02:26+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (111)
2022-09-16T16:02:26+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 6.00 seconds out of 300 seconds).
2022-09-16T16:02:28+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (111)
2022-09-16T16:02:28+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 8.00 seconds out of 300 seconds).
<...snip...>

2022-09-16T16:07:11+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 290.00 seconds out of 300 seconds).
2022-09-16T16:07:11+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (113)
2022-09-16T16:07:13+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 292.00 seconds out of 300 seconds).
2022-09-16T16:07:14+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (113)
2022-09-16T16:07:15+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 294.00 seconds out of 300 seconds).
2022-09-16T16:07:17+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 296.00 seconds out of 300 seconds).
2022-09-16T16:07:17+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (113)
2022-09-16T16:07:19+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 298.00 seconds out of 300 seconds).
2022-09-16T16:07:20+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (113)
2022-09-16T16:07:21+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 300.00 seconds out of 300 seconds).
2022-09-16T16:07:21+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.65.12) has died.

2022-09-16T16:07:23+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (113)

<...snip...> \

2F)RIFE TcheckDeathDetectionRoutine)MET . 300 THSA/ — FKEEE #1240
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B SNMP Trap
— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]
« C9300-AH K TACI9300-BDTrapMERIR =N B

Alerting Devices: 2 | Highest X

Alerting Devices: 2 | Highest X

60

A Not secure | https://192.168.65.10/#LoggedTraps Y & i & > C A Notsecure | https://192.168.65.10/#LoggedTraps w @
Reports Events Applications Devices Administration SevOne « logout + ) @ ? =SevOne | Reports Events Applications Devices Administration SevOne + Logout + ) M ?
Logged Traps

Peer: ite-A Z ‘I Peer: I Site-B Z

Target OID: No Filter Specified (=] Target OID: No Filter Specified (=]

1P Address: [No Fitter Specified 1P Address: No Filter Specified

Time Span: [ Past 2 Hours I~ Time Span: Past 2 Hours ]

Time Zone: uTC j‘ Time Zone: utc j‘

Apply Filter ‘ Apply Filter
Trap Manager Trap Manager
Traps || variables »
able pe a 1P Address Variable Number | Type | value
192.168.65.4 16 Sep 22 16:08:45  IF-MIB::linkDown 5 ~ )| DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1589321686 192.168.175.93 16 Sep 22 16:08:48  IF-MIB::linkDown 5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1589338553
= 54 Integer 54 192.168.175.93 16 Sep 22 16:08:48  IF-MIB::linkDown 5 IF-MIB::iflndex.22 Integer 2
—

192.168.65.4 16Sep'2216:08:42  BRIDGE-MIB::newRoot Z ‘ IF-MIB::ifDescr54 Octet String GigabitEthernet1/0/46 192.168.175.93 16 Sep 22 16:08:45  BRIDGE-MIB::newRoot 2 IF-MIB::ifDescr22 Octet String GigabitEthernet1/0/14

192.168.65.4 16Sep'2216:05:40  BRIDGE-MIB::topologyChange 3 IF-MIB::ifType.54 Integer 6 192.168.175.93 16Sep 22 16:05:42  IF-MIBz:linkUp 5 IF-MIB::ifType.22 Integer 6

192.168.65.4 16Sep 22 16:05:40  IF-MIB::linkUp 5 | c1sco-shlocal.2.1.1.20.54 Octet String administratively down 192.168.175.93 16Sep'2216:05:41  IF-MIB::linkUp 5 CISCO-SMI:tlocal 2.1.1.20.22 Octet String administratively down

192.168.65.4 16Sep'2216:05:39  BRIDGE-MIB::topologyChange 3 192.168.175.93 16Sep'2216:05:39  BRIDGE-MIB::topologyChange 3

192.168.65.4 16 Sep 22 16:05:18  IF-MIB:linkDown 5 192.168.175.93 16Sep'2216:05:21  IF-MIBz:linkDown 5

192.168.654 16 Sep 22 16:05:15  BRIDGE-MIB::newRoot 2 192.168.175.93 16Sep'2216:05:21  IF-MIB::linkDown 5
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B SNMP Trap

— SDI: Alert Details
« Site-A$ £ USite-B & £ IZNMSH & [EER ERS Bl BE

2% Alert Details - SevOne Data I X

& > C A Notsecure | bttps://192.168.65.21/reports/1/1?variables=eIxdjDEQgzAQBP%2BySkkKWr6CKIxZhYsENudzESH%2FPYeUAqUczeyOl0pcuQUMIX6yYIDsRV6rPZdgoa:: Y & &

.= Sevone 77 Alert Details Selectatimespan @ & Off v TIOff v R Save v [
HEEDATA INSIGHT
Untitled Section
Alert Details &
+ Create : tX el
Device Group: All Device Groups
il Reports All open alerts
Y earch
® bExplore v
Severity ¢ DeviceName % ObjectName S  First $ Last ¥ Message $  Occurrences ¢
&3 Configure v
C9300-8 Temperature Monitor 1014 Aug 18, 2022 4:03 (UTC-04:00) EDT Sep 16, 2022 12:09 (UTC-04:00) EDT Threshold triggered —~C93... 30.53K
&% Administer v
Alert C3300-A Temperature Monitor 1014 Aug 18, 2022 0:09 (UTC-04:00) EDT Sep 16, 2022 12:09 (UTC-04:00) EDT Threshold triggered - C93... 14.13K
r _ C9300-8 Sep 1, 2022 3:10 (UTC-04:00) EDT Sep 16, 2022 12:08 (UTC-04:00) EDT Trap received from C9300-... 70 Y
Trap received from C9300-A:
IF-MIB::linkDown — Bindings:
DISMAN-EVENT-
MiB::sysUpTimeinstance =
1589321686, IF-
: § § . MiB:iflndex.54 =54, IF-
_ C9300-A Aug 31,2022 21:18 (UTC-04:00) EDT  Sep 16, 2022 12:08 (UTC-04:00) EDT MIB:ifDescr.54 = 359
GigabitEthernet1/0/46, IF-
MIB::ifType.54 = 6, CISCO-
SMizlocal.2.1.1.20,54 =
administratively down - An
interface has gone down.
. J
Warning C9300-R Sen 1 2022 2:10{UTC-N4:00) FNT Sen 16 2022 12:08 [LITC-04:00) FNT Tran received fram €9300-... 41
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B NMS(Site-A VIP): [Administration] > [Cluster Manager]
~BIHRIEBRF LR CRRELARITEIND

== Alerting Devices: 2 | Highest == Alerting Devices: 2 | Highest

& > C A Notsecure | btps://192.168.65.10/#ClusterManager & - C A Notsecure | btps://192.168.65.10/#ClusterManager

o= Sevone Reports Events Applications Devices Administration = Sevone Reports Events Applications Devices Administration

\‘} Cluster Manager

\ \ Cluster Manager
|
|

Cluster Navigation | 192.168.65.11 Cluster Navigation || 192.168.65.12 (passive)

Search X L Search X ‘ L
= _ H Appliance Overview ” Appliance Settings V System Settings H Process Oven = . U Appliance Overview ” Appliance Settings V System Settings H Process Oven
&8 Cluster : &8 Cluster :
4 (3 site-A ) Data Database 4 (3 site-A =) Data Database
I 192.168.65.11 I Master Host 127.0.0.1 192.168.65.11 Master Host 192.168.65.11
192.168.65.12 (passive) - f — oG I 192.168.65.12 (passive) I - f — oG
4 Site-B 4 -5
@ e Update Thread Running e Update Thread Running
192.168.175.11 ) 192.168.175.11 )
192.168.175.12 (passive) Master Log File peer-bin.000024 192.168.175.12 (passive) Master Log File peer-bin.000022
Seconds Behind ] Seconds Behind 0
' Config Database 1 Config Database
Master Host 0.0.0.1 Master Host 192,168.65.11
1/O Thread Not Running 1/0 Thread Running
‘ Update Thread Running ‘ Update Thread Running
Master Log File Master Log File peer-bin.000024
Seconds Behind 0 Seconds Behind 0
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YW NOYs RN\ k¥ (%

PAS(192.168.65.11): /var/log/SevOne-masterslaved.log R4

2022-09-16T16:14:05+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: userRoutine(): Socket 8 hanging up.

2022-09-16T16:14:08+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: userRoutine(): Socket 9 hanging up.
<...snip...>

2022-09-16T16:13:26+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:29+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:32+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:34+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:36+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:38+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:40+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:42+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:44+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:46+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: <5023>__dbConnect: Cannot connect to database.
2022-09-16T16:13:52+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.65.12) is now alive.
2022-09-16T16:14:05+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

2022-09-16T16:14:07+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[4116]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9

Error was: Can't connect to MySQL server on '192.168.65.12' (113)
Error was: Can't connect to MySQL server on '192.168.65.12' (113)
Error was: Can't connect to MySQL server on '192.168.65.12' (113)
Error was: Can't connect to MySQL server on '192.168.65.12' (111)
Error was: Can't connect to MySQL server on '192.168.65.12' (111)
Error was: Can't connect to MySQL server on '192.168.65.12' (111)
Error was: Can't connect to MySQL server on '192.168.65.12' (111)
Error was: Can't connect to MySQL server on '192.168.65.12' (111)
Error was: Can't connect to MySQL server on '192.168.65.12' (111)
Error was: Can't connect to MySQL server on '192.168.65.12' (111)
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B SNMP Trap
— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]

« TrapRfEICHEGT L

% Alerting Devices: 2 | Highest X

' L% Alerting Devices: 2 | Highest X

& > C A Notsecure | https://192.168.65.10/#LoggedTraps w & : & > C A Notsecure | https://192.168.65.10/#LoggedTraps w @
=SevOne Reports Events Applications Devices Administration SevOne + Logot + ) A ? =SevOne Reports Events Applications Devices Administration SevOne + Logout + ) A ?
Logged Traps
Filter 3) Filter B
Peer: I Site-A i ‘I Peer: I Site-8 vI
Target OID: No Filter Specified (=]} Target OID: No Filter Specified [[E2]
1P Address: No Filter Specified 1P Address: No Filter Specified
Time Span: Past 2 Hours ~] Time Span: Past 2 Hours [~]
Time Zone: ute -] Time Zone: utc [~]
Apply Filter ‘ Apply Filter |
Trap Manager Trap Manager
Traps Variables »| Traps Variables »)
i i B : : | = N
192.168.65.4 16 Sep'2216:17:30  IF-MIB::linkDown 5  l| DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1589374215 192.168.175.93 16 Sep 22 16:17:33  IF-MIBz:linkDown 5 Time Ticks 1589391041
= IF- 54 Integer 54 192.168.175.93 16 Sep 22 1! H Integer 2
192.168.65.4 16Sep'2216:17:28  BRIDGE-MIB::newRoot 2 IF-MIB::ifDescr.54 Octet String GigabitEthernet1/0/46 BLSBVER 2 Octet String GigabitEthernet1/0/14
192.168.65.4 16Sep'2216:12:38  BRIDGE-MIB::topologyChange 3 IF-MIB::ifType.54 Integer 6 192.168.175.93 16Sep 22 16:12:39  IF-MIBz:linkUp 5 Integer 6
192.168.65.4 16Sep'2216:12:37  BRIDGE-MIB::topologyChange 3 CISCO-SMI::local.2.1.1.20.54 Octet String administratively down 192.168.175.93 16Sep 22 16:12:38  IF-MIB:linkUp 5 | c15Co-SMI:local.2.1.1.20.22 Octet String administratively dovin
192.168.65.4 16 Sep'2216:12:37  IF-MIB:ilinkUp 5 192.168.175.93 16Sep'2216:12:36  BRIDGE-MIB::topologyChange 3
192.168.65.4 kDowin 5 192.168.175.93 16 Sep 22 16:08:48  IF-MIBz:linkDown 5
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66

B fEZRFE

— PAS - HSAFEﬁ 1—|} %“a Site A Site B
1. VMOACLHSEEIZ& Y. Cluster Master - HSARI® % Cluster
WEIE#Dropd % . : : :
. . SevOne . .
2. C9300-AE LT1C9300-BDA VA4 —T 1 —R% ! DataInsight . Se€vOne NMS#1 NMs#2 i : NMS #3 NMS #4
shutdown L TSNMP Trap’i— * EXg 2 (SDI) (PAS/Cluster Master) (HSA) (Peer PAS) (Peer HSA)
3. NMSOE&M > —)LTactive/passivelkBE#FEEE : :
9% (Split BrainlZiE 2 TWAB Z & & HERT B)
4. NMSOO YT #HERT %
5. NMSE &L USDINEE D > Y —)L TAlertZHE:R \
2 :
o o > .
— PAS - HSAR & 151E 18 t [ 192.168.65.0/24 saveil [ 192.168.175.0/24
1. VMo)AcuﬁzﬁE% 251k L. Cluster Master —HSA i, ) S I
== SN < . . K sJ—\E . — A . u _ \
2. Nl\?g B 0 Y — )L Tactive/passive DK & % FE : - cosoo-n  CSRI000V - 03008
3. Split BrainMIREN SEIHT S :
4. NMSBLUSDINEEO LY —JLTAHAFEE T  “veererssscrsssssssssssssssssssssssssssassssaass . e anrasssrrrassErEsssEEsEasEEEannnnanS o
7S
5. NMSOO4 #3233
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B \NMS
— PAS(192.168.65.11): HSANMDBEEZ R T 5 HY. TR B E HMaster(active) DF-HEEL L

—HSA(192.168.65.12): PASADREEEZREAM L. BH hMaster(active)IZt] U B 5 F TERHEAT]
« BEBEOKRIZIKET 20, SEORIETIIEERE D SactivelZ75 5 FE TORRIL. Failover Time(59) + 49 TN IEET o 1=

& > C A Notsecure | bttps://192.168.65.12/doms/databasefail/

%Lmlnmbmisnown

The local database is unreachable. SevOne requires local database access to be used. Please contact your local SevOne administrator to see why your database is down and how to restart it.

—Site-A VIP: PASEHSAZNZENDVIPHRERIZ/E S

o
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BNMS: A9 A4 QDA vE—D

PAS(192.168.65.11)

. Admin Messages

I One or more appliances is inaccessible. Check connectivity and authentication to 192.168.65.11 and 192.168.65.12. I

System users with default password: support, peer: 1, Primary
System users with default password: support, peer: 2, Primary
System users with default password: support, peer: 2, Secondary

GUI users with default password: SevOneStats

HSA(192.168.65.12)

. Admin Messages

22223

Continue

I One or more appliances is inaccessible. Check connectivity and authentication to 192,168.65.11 and 192.168.65.12. I

System users with default password: support, peer: 1, Secondary
System users with default password: support, peer: 2, Primary
System users with default password: support, peer: 2, Secondary

GUI users with default password: SevOneStats

68

Continue
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69

B NMS(PAS): [Administration] > [Cluster Manager]
—PASHE K UHSAD ZENZ B B HMaster & ER:89 5 (Split Brain)

— Peer(Site-B) IZ %t 3" B MasterlZHSA(192.168.65.12) It Y 4> 5
« &M SactivelZZE o f-HSAZMaster&E LTRH# L TWVEREEZDND
_PAS(192.168.65.11)

. ) ) .
«2% Alerting Devices: 2 | Highes

& > C A Notsecure | https://192.168.65.11/#ClusterManager

.:Esevone ‘ Reports Events Applications Devices Administration

L Cluster Manager

Cluster Navigation [« ‘ 192.168.65.11

search x} :J Appliance Overview H Appliance Settings | System Settings i Process 0
23 Cluster ! |
4 (S Site-A 3 Data Database
I 192.168.65.11 I Master Host 127.0.0.1
192.168.65.12 (passive) : Y0 Thread RUnning
4 @ i ‘ Update Thread Running
192.168.175.11
192.168.175.12 (passive) Master Log File peer-bin.000024
Seconds Behind 0
=2 Config Database
Master Host 0.0.0.1
| 1/0 Thread Not Running
Update Thread Running
‘ Master Log File
‘ Seconds Behind 0
\

=% Alerting Devices: 2 | Highest

=SevOne | Reports

j Cluster Manager

Cluster Navigation

Applications

[«!'] 192.168.175.11

Search ﬂ
33 Cluster
4 (3 Site-A
192.168.65.11
192.168.65.12 (passive)

4 Site-B
192.168.175.11
192.168.175.12 (passive,

& > C A Notsecure | https://192.168.65.11/#ClusterManager/logout=-2&page=ClusterManager

w Appliance Overview ” Appliance Settings

System Settings “ Process Oven

2 Data Database

Master Host
1/0 Thread
Update Thread
Master Log File

127.0.0.1
Running
Running

peer-bin.000017

Master Log File

Seconds Behind

Seconds Behind 0

=] Con@ Database

Master Host 192.168.65.12
'-Tmad Running

Update Thread Running

peer-bin.000024
0
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B NMS(HSA): [Administration] > [Cluster Manager]
—PASE K UPHSAD FNZE N B B HMaster & 58549 5 (Split Brain)
— Peer(Site-B)IZ%t 9" B MasterlFHSA(192.168.65.12)IZY1 Y 1 5

__ HSA(192.168.65.12)

=% Alerting Devices: 2 | Highest X | ﬁ;

== Alerting Devices: 2 | Highest X

& > C A Notsecure | https://192.168.65.12/#ClusterManager & > C A Notsecure | bttps://192.168.65.12/#ClusterManager/logout=-28&page=ClusterManager

= Sevone Reports Events Applications Devices Administration

_:Esevone \ Reports Events Applications Devices Administration
‘J Cluster Manager

‘} Cluster Manager

Cluster Navigation [« ‘ 192.168.175.11

| Cluster Navigation <« 192.168.65.12
1E

p = - Search X ‘ : -
| Search X [ . w . ) i 1 | = . = ] \ _
SEL J Appliance Overview h Appliance Settings 1 System Settings h Process Q EE Cluster | Appliance Overview \ Appliance Settings i System Settings U Process Oven
Cluster ! | ;
4 (3 site-A { 4 (3 site-A ‘ 3 Data Database
. 192.168.65.11 (passive) .0.0.
192,168.65.11 (passive | Master Host 127.0.0.1 Lo 168 65 12 | Master Host i
ATHERRER 1/0 Thread Runnin
192.168.65.12 1/0 Thread Running 4 (R site-B / il
4 () Site-B [ ) ‘ Update Thread Running
B — | Update Thread Running 192.168.175.11 I | -
.168.175. = Master Log File peer-bin.000017
. Master Log File peer-bin.000024 192.168.175.12 (passive) ‘
192.168.175.12 (passive) [ ‘ Seconds Behind 0
Seconds Behind 0 !
- 3 Config Database
I Config Database
fig Master Host 192.168.65.12
Master Host 0.0.0.1
\ 1/0 Thread Running
Vo Fivexd Not Running Update Thread Running
Update Th Runni |
| pdste Thread =LAl ‘ Master Log File peer-bin.000024
Master Log File ‘ Seconds Behind 0

‘ Seconds Behind 0
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PAS(192.168.65.11): /var/log/SevOne-masterslaved.log R4

2022-10-21T05:01:16+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: <4395>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.65.12' (110)
2022-10-21705:01:17+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: <4396>shouldRetryQuery: We lost connection to MySQL.

2022-10-21705:01:17+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: <4396>shouldRetryQuery: Attempting to reconnect to MySQL.

2022-10-21T05:01:17+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: <4396>dbQuery: Retrying the query 1/10.

2022-10-21T05:01:17+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 2.00 seconds out of 300 seconds).
2022-10-21T05:01:19+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 4.00 seconds out of 300 seconds).
<...ship...>

2022-10-21T05:06:12+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 296.00 seconds out of 300 seconds).
2022-10-21T05:06:14+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 298.00 seconds out of 300 seconds).
2022-10-21T05:06:15+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

2022-10-21T05:06:15+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: MasterSlaveMessage:sendMessageToNeighbor: No response from the neighbor. Trying again...
2022-10-21T05:06:16+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.12) (it's been 300.00 seconds out of 300 seconds).
2022-10-21T05:06:16+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.65.12) has died.

2022-10-21T05:06:16+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: MasterSlaveMessage:sendMessageToNeighbor: No response from the neighbor. Trying again...

<...ship...>

HSA(192.168.65.12): /var/log/SevOne-masterslaved.log k¥

2022-10-21T05:01:16+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3235>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.65.11' (110)
2022-10-21705:01:18+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3236>shouldRetryQuery: We lost connection to MySQL.

2022-10-21705:01:18+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3236>shouldRetryQuery: Attempting to reconnect to MySQL.

2022-10-21T05:01:18+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3236>dbQuery: Retrying the query 1/10.

2022-10-21T05:01:18+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 2.00 seconds out of 300 seconds).
2022-10-21T05:01:20+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 4.00 seconds out of 300 seconds).
<...ship...>

2022-10-21T05:06:15+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 298.00 seconds out of 300 seconds).
2022-10-21T05:06:17+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.65.11) (it's been 300.00 seconds out of 300 seconds).
2022-10-21T05:06:17+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.65.11) has died.

2022-10-21T05:06:17+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: checkDeathDetectionRoutine(): I am going to attempt to become the pair master.

2022-10-21T05:06:17+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: checkDeathDetectionRoutine(): Successfully Attempt to become the pair master.

2022-10-21T05:06:37+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3235>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.65.11' (110)
<...ship...>

©2022 IBM Corporation



4.3.1. PAS - HSARE &

f£= (6/8)

IBM Automation

B SNMP Trap

— NMS(PAS): [Events] > [Archives] > [Logged Traps]
« C9300-AMDTrapldVIP(192.168.65.10)[ZXELTHE Y. Z D& EVIPIZHSAIZARPEER I N TULVS=6HPASIZIEIRT SN

L)

* C9300-BDTrapldRmREN 5 (

PAS(192.168.65.11)

1% Alerting Devices: 2 | Highest X

evOne Reports Events Applications Devices Administration

L)

SevOne - Logout

&
+ O f?

Peer: I Site-A = \I
Target OID: No Filter Specified [E=]
IP Address: No Filter Specified
Time Span: Past 2 Hours o ‘
Time Zone: uTC =
Trap Manager
Traps
1P Address Time | o

72

Variable Number

| | Variables

|

Variable

Value

‘ Apply Filter |

»|

Alerting Devices: 2 | Highest X
& > C A Notsecure | https://192.168.65.11/#LoggedTraps
=SevOne | Reports Events Applications Devices Administration

Logged Traps

A
SevOne + logout + ) A ?

Filter .
Peer: I Site-B b ]
Target OID: No Filter Specified =]
1P Address: No Filter Specified
Time Span: Past 2 Hours [~ \
Time Zone: uTC = \
Apply Filter
Trap Manager
Traps | Variables »

DISMAN-EVENT-MIB::sysUpTimelInstance

192.168.175.93 21 0ct '22 5:15:54 IF-MI8::linkDowin 5
192.168.175.93 21 Oct '22 5:15:53 IF-MIB::linkDowin 5 IF-MIB::ifIndex.22
|

192.168.175.93 21 0ct 22 5:15:14 IF-MiB::linkUp 5 IF-MIB::ifType.22
192.168.175.93 21 0ct '22 5:15:14 IF-MIB::linkUp 5 CISCO-SMI:tlocal.2.1.1.20.22
192.168.175.93 21 0ct '22 5:15:11 BRIDGE-MIB::topologyChange 3

192.168.175.93 21 Oct '22 5:15:06 CISCO-SMI::ciscoMgmt.43.2.0.1 5

192.168.175.93 21 0ct '22 5:14:59 CISCO-SMI::ciscoMgmt.43.2.0.1 5

Time Ticks

Integer
Octet String
Integer

Octet String

1887817885
2
GigabitEthernet1/0/14
6

administratively down
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B SNMP Trap
— NMS(HSA): [Events] > [Archives] > [Logged Traps]

« C9300-AMDTraplEVIP(192.168.65.10)IZFEELTH Y. T D& EVIPIXHSAIZARPEER SN TULNS=OHSAIZR RSN S
« C9300-BDTrapldFTraNnbd FEL L)

HSA(192.168.65.12)

Alerting Devices: 2 | Highest X

Events Applications

C A Not secure | htps://192.168.65.12/#LoggedTraps

Devices Administration

*

&
SevOne  logout + )

?

e =S
#SevOne
Logged Traps

Reports

Events Applications Devices

C A Not secure | https://192.168.65.12/#LoggedTraps

Administration

SevOne - logout + ) & ?

w & i

73

Variable Number

(2 Filter 2

Peer: I Site-A Peer: I Site-8

Target OID: No Filter Specified Target OID: No Filter Specified

1P Address: No Filter Specified 1P Address: No Filter Specified

Time Span: Past 2 Hours ~| Time Span: Past 2 Hours =

Time Zone: utc ~] Time Zone: utc =

Apply Filter Apply Filter

Trap Manager Trap Manager
Traps Variables »| Traps | Variables

192.168.65.4 210ct 22 5:15:51 IF-MIB::linkDown 5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1887801278 IF-MI8::linkDovin DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1887817885
192.168.65.4 21 Oct '22 5:15:50 IF-MIB::linkDown 5 IF-MIB::ifindex.54 Integer 54 192.168.175.93 IF-MIB::linkDowin 5 IF-MIB::ifIndex.22 Integer 22

192.168.65.4 21 Oct 22 5:15:50 inkDown 5 Octet String GigabitEthernet1/0/46 . y IF-MIB::ifDescr.22 Octet String GigabitEthernet1/0/14
192,16 4 21 0ct ‘22 48 11B::newRoot 2 Integer 6 192.168.175.93 21 Oct '22 5:15:14 1F-MIB::linkUp 5 | IF-MIB::ifType.22 Integer 6

192.168.65.4 21 Oct '22 5:15:47 BRIDGE-MIB::newRoot 2 CISCO-SMI::local.2.1.1.20.54 Octet String administratively down 192.168.175.93 21 Oct '22 5:15:14 1F-MIB::linkUp 5 CISCO-SMI::local.2.1.1.20.22 Octet String administratively down
192.168.65.4 21 Oct '22 5:15:39 BRIDGE-MIB::topologyChange 3 192.168.175.93 21 0ct '22 5:15:11 BRIDGE-MIB::topologyChange 3

192.168.65.4 21 Oct '22 5:15:38 BRIDGE-MIB::topologyChange 3 192.168.175.93 21 Oct '22 5:15:06 5

192.168.65.4 21 Oct '22 5:15:37 IF-MI8::linkUp 5 192.168.175.93 21 Oct '22 5:14:59 CISCO-SMI::ciscoMgmt.43.2.0.1 5
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B SNMP Trap
— SDI: Alert Details
* Site-AP L USite-B & £ IZNMSH S 15 R ENS AT §E

2% Alert Details - SevOne Data I X

& > C A Notsecure | https://192.168.65.21/reports/1/1?variables=eIxdjDEOgzAQBP%2BySkkKWr6 CKIxZhYSENudzESH%2FPYeUAqUczeyOJ0pcuQUMIX6YYIDSRV6rPZdgoa: Yx &

.= Sevone Alert Details Selectatimespan @ £ off v Tl off v R Save v &
HMEMDATA INSIGHT
Untitled Section
+ Create Alert Details + X 2B
Device Group: All Device Groups
! Reports All open alerts
Y Search
® Explore v
Severity % DeviceName © ObjectName ¢ | First + lLast ¥ Message $ Occurrences s
Q2 Configure v
C9300-A Temperature Monitor 1014 Aug 18, 2022 0:09 (UTC-04:00) EDT Oct 21,2022 1:18 (UTC-04:00) EDT Threshold triggered - C93... 39.61K
‘&% Administer v A _
C3300-8 Temperature Monitor 1014 Aug 18,2022 4:03 (UTC-04:00) EDT Oct 21,2022 1:15 (UTC-04:00) EDT Threshold triggered - C93... 51.47K
( _ C9300-8 Sep 1, 2022 3:10 (UTC-04:00) EDT Oct 21,2022 1:15 (UTC-04:00) EDT Trap received from C9300-... 88 N
Trap received from C9300-A:
IF-MIB::linkDown -- Bindings:
DISMAN-EVENT-
MIB::sysUpTimelnstance =
13887801278, IF-
_ C9300-A Aug 31,202221:18 (UTC-04:00) EDT  Oct 21,2022 1:15 (UTC-04:00) EDT MIB:ifindex.79 =79, IF- 3.23K
MIB:ifDescr.79 = Vians4, IF-
MIB::if Type.79 = 53, CISCO-
SMi:local2.1.1.20,79 = down
-- An interface has gone
\_ down. y
Warning C9300-8 Sep 1,2022 3:10 (UTC-04:00) EDT Oct 21,2022 1:15 (UTC-04:00) EDT Trap received from C9300-... 50
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B VIP(192.168.65.10)I&PAS(192.168.65.11)# & FHSA(192.168.65.12) Dl A THKNIZ % S

PAS(192.168.65.11)

root@sevone-nms-al:~[6.3.0] [02:37:16] $ ip addr show ens160

link/ether 00:50:56:86:5b:c8 brd ff:ff:ff.ff.ff:ff
inet 192.168.65.11/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever

inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_Lft forever preferred_|ft forever

inet6 fe80::d453:cdaa:33c0:c79d/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000

HSA(192.168.65.12)

root@sevone-nms-a2:~ [6.3.0][02:41:40] $ ip addr show ens160

link/ether 00:50:56:86:51:5c brd ff:ff:ff.ff:ff:ff

inet 192.168.65.12/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever

inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_lft forever preferred_Lft forever

inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default glen 1000

B C9300-AM S VIPIZx 9 B EHEIFHSA(192.168.65.12)[Z@ELNTLVS

— PEEHIIEPAS(192.168.65.11)[Z[AILNT LV

C9300-A#show arp | in 192.168.65.

Internet 192.168.65.4 - 007e.95a5.757b ARPA Vlan65
Internet 192.168.65.10 13 0050.5686.515¢c ARPA Vlan65
Internet 192.168.65.11 0 0050.5686.5bc8 ARPA Vlan65
Internet 192.168.65.12 2 0050.5686.515¢c ARPA Vlan65
Internet 192.168.65.170 4 0050.5686.d20b ARPA Vlan6é5
Internet 192.168.65.253 162 0013.8098.d048 ARPA Vlan65
Internet 192.168.65.254 248 0050.5686.5520 ARPA Vlan65
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B NMS(Site-AVIP): A4 A VDA v tE—

MHSAIZOJ A VL THERBED A v E—UNRTRSND

' == Alerting Devices: 2 | Highest X

& > C A Notsecure | https://192.168.65.10/#Dashboard/reload=1 w A i

_:ESeane |  Reports Events Applications Devices Administration SevOne « logout 4 O ‘ ?

‘ Welcome Sev

Favorite Reports Alert Summary
: 21 Oct '22 00:00:00 to 21 Oct '22 03:20:40
| 20m 4s |
{83 Manage | |[@ Create Report » Everything
Outages: 13 « Outage Time: 3h 20m o Up Time:0s « MTTR: 15m 265 « Event Free: 0.00% o Affected: 2/2
Discovery Status

= 0 Device in queue for discovery.
= 0 Device in discovery.

\ = 0 New device found during discovery.
.

0 Device cannot be discovered due to Instant Status Al
capacity restraints.
Admin I 2 |ert. 2 devices affected.
Manage Events Both appliances in your Hot Standby pair with IP addresses 192.168.65.11 and 192.168.65.12 are active. Please use the Cluster Manager to corr ] ror. 3 devices affected.
System users with default password: support, peer: 1, Primary [
= View and Acknowledge Alerts. larning. 3 devices affected.
= Create Alert Summary Reports. System users with default password: support, peer: 1, Secondary () -
= Manage Policies and Thresholds. System users with default password: support, peer: 2, Primary "M ptice. 3 devices affected.
= Manage Status Maps.
System users with default password: support, peer: 2, Secondary [
GUI users with default password: SevOneStats
Analyze Application Traffic T L
] = Create FlowFalcon Reports. Message %
= Create NBAR Reports. /
= Manage Response Probes. , ] g
Q g Both appliances in your Hot Standby pair with IP addresses
192.168.65.11 and 192.168.65.12 are active. Please use the Cluster
Manager to correct this or contact SevOne Support. )
Continue
Utilize Reporting Tools

= Manage Reports,
= Create TopN Reports.
= Create Graphs.

l Close ‘

IManage Devices and Users
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B NMS(Site-A VIP): [Administration] > [Cluster Manager]
—BIR& L Split BrainMDEFDIKAEE L LG Y . PASE K UHSAD ZNENH S H Master&

XHSAT L RBRODABTLRITEND

== Alerting Devices: 2 | Highest

& > C A Notsecure | https://192.168.65.10/#ClusterManager

=SevOne Reports Events Applications Devices Administration

‘ Cluster Manager

Cluster Navigation )1 192.168.65.11
Search X [ ) _ [ i ) b i I
—gg Appliance Overview | Appliance Settings | System Settings |§ Process Oven
Cluster ;
4 (=) Site-A ) Data Database
192.168.65.11 I Master Host 127.0.0.1
192.168.65.12 70 Thread Running
4 Site-B
@ = ‘ Update Thread Running
192.168.175.11 )
192.168.175.12 (passive) Master Log File peer-bin.000024
‘ Seconds Behind ]

I3 Config Database

Master Host 0.0.0.1
‘ 1/0 Thread Not Running
‘ Update Thread Running

‘ Master Log File

Seconds Behind 0
|

77

=Sev0ne

|i Cluster Manager

Cluster Navigation

Search

Alerting Devices: 2 | Highest

& - C A Notsecure | https://192.168.65.10/#ClusterManager

Applications

/| 192.168.65.12

FOE g D

7?:2 Cluster
4 (3 site-A
192.168.65.11

“ Appliance Overview ‘ Appliance Settings }

System Settings ; Process Oven

3 Data Database

I 192.168.65.12

4 (STt

192.168.175.11
192.168.175.12 (passive)

| Master Host

127.0.0.1

T 0 Threag

‘ Update Thread
Master Log File

‘ Seconds Behind

Running
Running
peer-bin.000024
0

'3 Config Database

Master Host
‘ 1/0 Thread
Update Thread
‘ Master Log File

Seconds Behind
|

0.0.0.1
Not Running

Running
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78

YW NOYs RN\ k¥ (%

PAS(192.168.65.11): /var/log/SevOne-masterslaved.log R4

2022-10-21T05:18:54+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: <4395>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (110)
2022-10-21T05:19:04+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9

2022-10-21T05:19:04+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: userRoutine(): Socket 9 hanging up.

2022-10-21T05:19:05+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: interactionRoutine(): Established connection from 127.0.0.1 on socket 10

2022-10-21T05:19:05+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: userRoutine(): Socket 10 hanging up.

2022-10-21T05:19:14+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9

2022-10-21T05:19:14+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: MasterSlaveMessage:sendMessageToNeighbor: No response from the neighbor. Trying again...
2022-10-21T705:19:15+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: MasterSlaveMessage:sendMessageToNeighbor: No response from the neighbor. Trying again...
2022-10-21T05:19:16+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: MasterSlaveMessage:sendMessageToNeighbor: No response from the neighbor. Trying again...
2022-10-21T05:19:17+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: userRoutine(): Socket 9 hanging up.

2022-10-21T05:19:26+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: <4395>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (110)
2022-10-21T05:19:58+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: <4395>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.65.12' (110)
2022-10-21T05:20:03+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.65.12) is now alive.

2022-10-21T05:20:07+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: interactionRoutine(): Established connection from 127.0.0.1 on socket 10

2022-10-21T05:20:07+00:00 sevone-nms-al.iselab.local SevOne-masterslaved[3296]: userRoutine(): Socket 10 hanging up.

<...snip...>

HSA(192.168.65.12): /var/log/SevOne-masterslaved.log k¥

2022-10-21T05:18:24+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3235>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.65.11' (110)
2022-10-21T05:18:56+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3235>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.65.11' (110)
2022-10-21T05:19:05+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9

2022-10-21T05:19:05+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: userRoutine(): Socket 9 hanging up.

2022-10-21T05:19:28+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3235>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.65.11' (110)
2022-10-21T05:20:00+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: <3235>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.65.11' (110)
2022-10-21T05:20:04+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.65.11) is now alive.

2022-10-21T05:20:07+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: interactionRoutine(): Established connection from 127.0.0.1 on socket 10

2022-10-21T05:20:07+00:00 sevone-nms-a2.iselab.local SevOne-masterslaved[1903]: userRoutine(): Socket 10 hanging up.

<...ship...>
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B SNMP Trap
— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]

« C9300-ADTrapl&VIP(192.168.65.10)IZEFE L TH Y. Z D & ZVIPIFHSAIZARPEER SN TS =HPASIZIERREING
LY

« C9300-BDTrapldFTrRanbd FEL L)

PAS(192.168.65.11)

H =% Alerting Devices: 2 | Highest X ghest

Alerting Devices: 2 | Highest X

& > C A Notsecure | https://192.168.65.11/#LoggedTraps N & €« - C A Notsecure | https://192.168.65.11/#LoggedTraps g 4% @

&
=2SevOne Reports Events Applications Devices Administration SevOne « Logout + ) ¢ ? =SevOne Reports Events Applications Devices Administration 7| SevOne + logout + ) A ?
Logged Traps Logged Traps
Filter B
Peer: I Site-A |~ \I Peer: I Site-8 -
Target OID: No Filter Specified [E] Target OID: No Filter Specified
1P Address: No Filter Specified 1P Address: No Filter Specified
Time Span: Past 2 Hours =| Time Span: Past 2 Hours ~ |
Time Zone: utc ~| Time Zone: utc [~]
‘ Apply Filter | | Apply Filter ‘
Trap Manager Trap Manager
Traps || variables » Traps Variables »
T o Y T i e S S
192.168.175.93 21 Oct 22 5:23:18 2| DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1887862272
192.168.175.93 210ct 22 5:23:17 IF-MIB::ifindex.22 Integer 2
192.168.175.93 210ct 22 5:23:15 IF-MIB::ifDescr22 Octet String GigabitEthernet1/0/14
192.168.175.93 21 Oct 22 5:20:39 IF-MIB::ifType.22 Integer 6
192.168.175.93 21 0ct 22 5:20:38 14 CISCO-SMI:tlocal.2.1.1.20.22 Octet String administratively down
192.168.175.93 210ct 22 5:20:36 BRIDGE-MIB::topologyChange
192.168.175.93 210ct 22 5:15:54 1F-MI8::linkDown
192.168.175.93 21 Oct ‘22 5:15:53 IF-MIB::linkDown

79 ©2022 IBM Corporation



4.3.2. PAS - HSAR #1518 (5/6)

IBM Automation

B SNMP Trap
— NMS(HSA): [Events] > [Archives] > [Logged Traps]

« C9300-AMTrapldVIP(192.168.65.10)[ZEELTH Y. T D& EVIPIZHSAIZARPEER ENTULNS=HHSAIZRREINS

« C9300-BDTrapldRTIN b (BE

HSA(192.168.65.12)

=SevOne | FReports

Alerting Devices: 2 | Highest

Events Applications Devices

x

& > C A Notsecure | https://192.168.65.12/#LoggedTraps

Administration

ZL)

SevOne « logot + ©) M ?

- U

Events Applications

Alerting Devices: 2 | Highest

Administration

- U
SevOne « logout + ) A ?

IP Address
192.168.65.4

21 0ct '22 5:23:16

Variable Number

80

T e |

5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1887845782
192.168.65.4 210ct 22 5:23:15 5 IF-MIB::ifIndex.54 Integer 54
192.168.65.4 21 Oct 22 5:23:15 5 IF-MIB::ifDescr.54 Octet String GigabitEthernet1/0/46
192.168.65.4 21 0ct '22 5:23:13 BRIDGE-MIB::newRoot 2 IF-MIB::ifType.54 Integer 6
192.168.65.4 21 0ct '22 5:23:12 BRIDGE-MIB::newRoot 2 CISCO-SMI::local.2.1.1.20.54 Octet String administratively down
192.168.65.4 21 0ct '22 5:23:08 IF-MIB::linkUp 5
192.168.65.4 21 Oct '22 5:22:59 IF-MI8::linkDown 5
192.168.65.4 21 Oct '22 5:22:20 BRIDGE-MIB::topologyChange 3

IP Address

Logged Traps
i Filter (2

Peer: I Site-A Peer: I Site-8 jl

Target OID: No Filter Specified Target OID: No Filter Specified [E]

1P Address: No Filter Specified 1P Address: No Filter Specified

Time Span: Past 2 Hours - Time Span: Past 2 Hours ~|

Time Zone: utc [~] Time Zone: utc -]

sopyFiter | | AopyFiter |

Trap Manager Trap Manager
Traps Il Variables ») Traps [T Variables

e e

192.168.175.93 21 0ct '22 5:23:18 IF-MI8::linkDown 5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1887862272
192.168.175.93 21 Oct 22 5:23:17 IF-MIB::linkDowin 5 IF-MIB::ifindex.22 Integer 2

192.168.175.93 21 0ct '22 5:23:15 BRIDGE-MIB::newRoot 2 IF-MIB::ifDescr.22 Octet String GigabitEthernet1/0/14
192.168.175.93 21 Oct '22 5:20:39 IF-MIB::linkUp 5 IF-MIB::ifType.22 Integer 6

192.168.175.93 21 0ct '22 5:20:38 IF-MI8::linkUp 5 CISCO-SMI::local.2.1.1.20.22 Octet String administratively down
192.168.175.93 21 Oct '22 5:20:36 BRIDGE-MIB::topologyChange 3

192.168.175.93 21 0ct '22 5:15:54 IF-MIB::linkDown 5

192.168.175.93 21 0ct '22 5:15:53 IF-MIB::linkDovin 5

»|
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4.3.2. PAS - HSAR#{E1518 (6/6)

B SNMP Trap

— SDI: Alert Details
« Site-AH & U'Site-B & L [ZNMS(Site-A VIP) M & RIS AT BE

2% Alert Details - SevOne Data ' X

& > C A Notsecure | https://192.168.65.21/reports/1/1?variables=eIxdjDEOgzAQBP%2BySkkKWr6CKIXZhYSENudzESH%2FPYeUAqUczeyOJOpcuQUMIX6YYIDsSRV6rPZdgoa: & &

.= evone Alert Details Select a timespan @ & off | v I off v B save v &
WEEDATA INSIGHT
Untitled Section
Alert Details e
4+ Create ' +tX ek
Device Group: All Device Groups
il Reports All open alerts
Y Ssarch
® Explore v
Severity ¥ DeviceName & ObjectName +  First +  Last + Message $  Occurrences $
Q% Configure v
C9300-A Temperature Monitor 1014 Aug 18, 2022 0:08 (UTC-04:00) EDT Oct 21,2022 1:24 (UTC-04:00) EDT Threshold triggered — C93... 39.61K
‘&% Administer v _ ‘ ,
C9300-B Temperature Monitor 1014 Aug 18, 2022 4:03 (UTC-04:00) EDT Oct 21,2022 1:24 (UTC-04:00) EDT Threshold triggered - C93... 51.47K
C9300-B Sep 1,2022 3:10 (UTC-04:00) EDT Oct 21,2022 1:23 (UTC-04:00) EDT Trap received from C9300-... 20
Trap received from C3300-A:
IF-MIB::linkDown -- Bindings:
DISMAN-EVENT-
MiB:sysUpTimelnstance =
1887845782, IF-
C9300-A Aug 31,2022 21:18 (UTC-04:00) EDT  Oct 21,2022 1:23 (UTC-04:00) EDT MiBuifindex.78 =79, IF- 3.23K
MIB::ifDescr.79 =Vlan64, IF-
MIB::if Type.79 = 53, CISCO-
SMi::local.2.1.1.20.79 =down
- An interface has gone
k down. J
Warning C9300-A Aug 31,2022 22:43 (UTC-04:00) EDT  Oct 21,2022 1:23 (UTC-04:00) EDT Trap received from C9300-... 1.33K
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4.3.2. Split BrainD{&1E (1/4)

B NMS(Site-A VIP): [Administration] > [Cluster Manager]

— @A hactiveDIFE . passivelZLT=WT7 TSA 72U RAPAS)ZEIRL T, BLOEETA 3> &Y., [Rectify
Split-brain] Z3&4R
* passivelZ9 37 T34 7 U RMNEEFICEFG LI-ERISERT 5-0FFE
- SEINIHFE. PASFactivelZLTLEDS &, EEFITVIPEZFDHSAA Z{E L F=SNMP TraphViERd 5

=% Alerting Devices: 2 | Highest X [&

Events Applications Administration i| SevOne « Llogout 4 ) M@ ?

Cluster Navigation <« || 192.168.65.11 @

—S?gaé%;t; —_— )(‘7 ‘ Appliance Overview | Appliance Settings i! System Settings H Process Overview | System Logs | Integration " Appliance License @ Device Summary »
4 (3 giteA || 2 Data Database A Rectify Split-brain
|| Master Host 127.0.0.1 TO Resynchronize Data Database
192.168.65.12 ‘ 1/O Thread Running |
‘@ Sit:;:.168.175.11 ‘ Update Thread Running ‘
192.168.175.12 (passive) ‘ Master Log File peer-bin.000028
| seconds Behind 0
' Config Database /
| Master Host 0.0.0.1
‘ 1/0 Thread Not Running
‘ Update Thread Running

| Master Log File

‘ Warning x |

:': This will attempt to automaticzlly rectify the split-brained condition. Do you want to continue?

| OK ] Cancel |
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4.3.2. Split BrainD{&1E (2/4)

B NMS(Site-A VIP): [Administration] > [Cluster Manager]
— "Rectify Split-brain" E1T#& [XHSAA active & %2 %

i Alerting Devices: 2 | Highest X [ISasi) I atall X | 4 =2 Alerting Devices: 2 | Highest X
wis 9 g . ! 31iS - g g

Events Applications Administration Applications Administration

. Cluster Navigation [« || 192.168.65.11 (passive) Cluster Navigation | 192.168.65.12
I _  —| - =
| Search X | ‘ : . R . | Search x| | i N ) i 'v" ) I
——————————— — || Appliance Overview | Appliance Settings “ System Settings H Process Over ||| Appliance Overview | Appliance Settings | System Settings H Process Ovet
&8 Cluster ‘ e &2 cluster | —— e = —
“ (=hSite A ZlDalalatabase 4 (S site-A (—=-DataDalzhace
192.168.65.11 (passive) I Master Host 192.168.65.12 _IMMMA_I || Master Host 127.0.0.1
192.168.65.12 1/0 Thread Running 152.168.65.12 | ‘ 1/0 Thread Running
4 Site-B 4 Site-B
@ Update Thread Running @ ! Update Thread Running
192.168.175.11 ' b 192.168.175.11 :
M Fil -bin.000045 M Fi -bin.!
192.168.175.12 (passive) asterLog b ecr-hin.0000 192.168.175.12 (passive) asteritog e PeSFLiL.000058
Seconds Behind 0 ‘ Seconds Behind 0
Master Host 192.168.65.12 I Master Host 0.0.0.1
1/0 Thread Running 1/O Thread Not Running
Update Thread Running ‘ Update Thread Running
Master Log File peer-bin.000038 Master Log File
Seconds Behind 0 Seconds Behind 0
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B SNMP Trap
— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]
« Split Brainfh(Z32{E L 1=Site-AB K U'Site-BDTraph & > TWVNB Z ELFERTE S

' =% Alerting Devices: 2 | Highest

% Alerting Devices: 2 | Highest X X
& - C A Notsecure | https://192.168.65.10/#LoggedTraps w @ @ €& - C A Notsecure | https://192.168.65.10/#LoggedTraps
=2=SevOne Reports Events Applications Devices Administration SevOne » Logout 4+ {) M@ ? evOne | Reports Events Applications Devices Administration
| Logged Traps | Logged Trap:
Filter 3) Filter 3)
Peer: I Site-A = I Peer: I Site-B
Target OID: No Filter Specified |[2) Target OID: No Filter Specified
1P Address: No Filter Specified 1P Address: No Filter Specified
Time Span: Past 2 Hours -] Time Span: Past 2 Hours -]
Time Zone: uTC j‘ Time Zone: utc t‘\
Apply Fiter | ‘ Apply Fiter |
Trap Manager
Traps | Variables » Variables »|
S o e |
92.168.65.4 21 0ct 22 5:23:40 1F-MIB::linkUp 5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1887801278 192.168.175.93 21 0ct 22 5:23:18 1F-MI8::linkDowin 5 DISMAN-EVENT-MI8::sysUpTimelnstance Time Ticks 1887817885
192.168.65.4 21 0ct 22 5:23:40 IF-MIB::linkUp 5 1F-MIB::ifindex.54 Integer 54 192.168.175.93 210ct 22 5:23:17 IF-MIB::linkDown 5 1F-MIB::ifindex.22 Integer 2
192.168.65.4 21 0ct 22 5:23:37 BRIDGE-MIB::topologyChange 3 1F-MIB::ifDescr54 Octet String GigabitEthernet1/0/46 192.168.175.93 21 0ct 22 5:23:15 BRIDGE-MIB::newRoot 2 Octet String GigabitEthernet1/0/14
192.168.65.4 210ct 22 5:23:37 BRIDGE-MIB::topologyChange 3 IF-MIBz:ifType.54 Integer 6 192.168.175.93 21 Oct '22 5:20:39 5 IF-MIB::ifType.22 Integer 6
192.168.65.4 21 0ct 22 5:23:16 1F-MI8::linkDowin 5 Octet String administratively down 192.168.175.93 21 0ct 22 5:20:38 1F-MI8::linkUp 5 CISCO-SMI:slocal 2.1.1.20.22 Octet String administratively down
192.168.65.4 21 0ct 22 5:23:15 1F-MIB::linkDovin 5 192.168.175.93 21 0ct '22 5:20:36 BRIDGE-MIB::topologyChange 3
192.168.65.4 21 0ct 22 5:23:15 1F-MIB::linkDowin 5 192.168.175.93 21 0ct '22 5:15:54 1F-MIB::linkDown 5
192.168.65.4 210ct 22 5:23:13 BRIDGE-MIB::newRoot 2 192.168.175.93 21 0ct '22 5:15:53 1F-MIB::linkDown 5
192.168.65.4 210ct 22 5:23:12 BRIDGE-MIB::newRoot 2 : >
192.168.65.4 21 0ct 22 5:23:08 1F-MIB::linkUp 5 192.168.175.93 21 0ct 22 5:15:14 1F-MIB::linkUp 5
192.168.65.4 21 0ct '22 5:22:59 1F-MIB::linkDown 5 192.168.175.93 210t '22 5:15:14 1F-MIB::linkUp 5 ‘
|
192.168.65.4 21 0ct 22 5:22:20 BRIDGE-MIB::topologyChange 3 192.168.175.93 210ct 22 5:15:11 BRIDGE-MIB::topologyChange 3 "‘
192.168.65.4 21 0ct 22 5:22:19 BRIDGE-MIB::topologyChange 3 192.168.175.93 21 0ct 22 5:15:06 CISCO-SMI::ciscoMgmt.43.2.0.1 5
192.168.65.4 21 0ct 22 5:21:50 IF-MIB::linkUp 5 192.168.175.93 21 0ct 22 5:14:59 CISCO-SMI::ciscoMgmt.43.2.0.1 5
192.168.65.4 21 0ct 22 5:21:30 1F-MI8::linkDowin 5
192.168.65.4 210ct'22 5:20:44 BRIDGE-MIB::topologyChange 3
192.168.65.4 21 0ct 22 5:20:42 BRIDGE-MIB::topologyChange 3
192.168.65.4 21 0ct 22 5:20:42 1F-MIB::linkUp 5
192.168.65.4 210ct 22 5:16:12 1F-MIB::linkUp 5
192.168.65.4 21 0ct 22 5116:11 1F-MIB::linkUp 5
192.168.65.4 21 0ct 22 5:15:51 1F-MIB::linkDown 5
192.168.65.4 21 0ct 22 5:15:50 1F-MIB::linkDown 5
192.168.65.4 21 0ct 22 5:15:50 1F-MIB::linkDown 5

Page |1 |of2 | b Pl
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B "Rectify Split-brain" 171, passivelZ LT=NMS 15H#DVIPHNEDEFIZHY ., VIPHNEET S

Split Brainf&IE Rl

ERVFESE

— [4.1.2.PAS/ — F{EIH] BFOVIPEE L BLIDEEEEZZ DN D

PAS(192.168.65.11)

HSA(192.168.65.12)

root@sevone-nms-al:~[6.3.0][05:19:51] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:5b:c8 brd ff:ff:ff.ff:ff:ff
inet 192.168.65.11/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_lft forever preferred_Lft forever
inet6 fe80::d453:cdaa:33c0:c79d/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

root@sevone-nms-a2:~ [6.3.0] [05:19:52] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:51:5c brd ff.ff:ff:ff.ff:ff
inet 192.168.65.12/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_lft forever preferred_|ft forever
inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever
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PAS(192.168.65.11)

HSA(192.168.65.12)

root@sevone-nms-al:~[6.3.0][05:48:50] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:5b:c8 brd ff:ff:ff.ff:ff:ff
inet 192.168.65.11/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_lft forever preferred_Lft forever
inet6 fe80::d453:cdaa:33c0:c79d/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever

root@sevone-nms-a2:~ [6.3.0] [05:48:52] $ ip addr show ens160
2:ens160: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group default glen 2000
link/ether 00:50:56:86:51:5c brd ff:ff:ff.ff.ff:ff
inet 192.168.65.12/24 brd 192.168.65.255 scope global noprefixroute ens160
valid_Lft forever preferred_Lft forever
inet 192.168.65.10/24 brd 192.168.65.255 scope global secondary noprefixroute ens160
valid_lft forever preferred_Lft forever
inet6 fe80::3alc:cd71:3bee:37ab/64 scope link noprefixroute
valid_Lft forever preferred_Lft forever
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4.4. Peer PAS/ — K& / 1518 (1/2)

B fEZRFE

— Peer PAS ./ — I:Bﬁs';li Site A SiteB

1. "SevOne-shutdown shutdown"a < > K TPeer 1 Cluster '
PAS/ — k %shutdownd % f evone : :

2. Fail Overf#% TC9300-A8 & U'CI300-BMA »4 ! patalnsight . SeVOneNMS#1 — NMS#2 :  NMs#3 NMS #4
—91—2X % shutdown L TSNMP Trap % % EXy (SDI) (PAS/Cluster Master) (HSA) (Peer PAS) (Peer HSA)
% : : :

3. NMSOE¥E >y — /L TPeerfllA Fail Overs nuf=
CETHRET D

4. NMSOOY RT3
5. NMSELUSDINEE DY — )L TAlert ZFEER

% . *
192.168.65.0/24 snvp:l | 192.168.175.0/24
— Peer PAS/ — F{EIH Trap ¢
1. PeerPAS/— F%iEE1T % (FEIFON) : : : —
: EEILY—)LT i i : | ‘CSR1000V; —
2 E{I\g‘;g&_‘)ﬁzﬁi g ) — )L TPeerMactive/passive® :C : - C9300-B
3. NMSOOY &RERT 5 :
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4.4. Peer PAS/ — K& / 1518 (2/2)

=L

B Failover TimegxE
— [Administration] > [Cluster Manager] > Site-B > [Peer Settings] > [Primary/Secondary]

== Alerting Devices: 2 | Highest X

& > C A Notsecure | btps://192.168.65.10/#ClusterManager/logout=-28&page=ClusterManager

Applications Administration

=Sev0ne

| Cluster Manager

Cluster Navigation [<4) [@ Site-B
: — : — =
Search 1X] Peer Overview | Peer Settings | SDB Statistics
22 Cluster
4 (3 site-A ?
192.168.65.11
192.168.65.12 (passive)
4 (3 site-B

192.168.175.11
192.168.175.12 (passive)

Failover Time |600 % seconds

Save ‘ ‘ Reset
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89

B NMS
—Site-A VIP
« EGL
—Site-B VIP
* Peer HSADYactivelZH] Y B4 5 FE TVIPHEMIZHE o ¢ #Exm A Al
« VIPAE#IZ%: > T HPeer HSA/ — KHSite-BMDMaster& L TReadylZ% 5 FETAO Y 4 A1 (Failover Time + )
s +lFIRBEPKRIZIKRFT 50, SEIOMKEE TIEFailover Time + $930f ~ 2721 E = o 1=,

Site-B VIP

=% SevOne Cluster - sevone-nm- X

& > C A Notsecure | https://192.168.175.10/#login
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4.4.1. Peer PAS / — F[EFE (2/8)
B NMS(Site-AVIP): A0 A4 VDA vt —

Admin Messages

? |

\

One or more appliances is inaccessible. Check connectivity and authentication to 192.168.175.11 and 192.168.175.12. & i
System users with default password: support, peer: 1, Primary [
System users with default password: support, peer: 1, Secondary 39
System users with default password: support, peer: 2, Secondary a9
GUI users with default password: SevOneStats R

Continue
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4.4.1. Peer PAS/ — FEEZE (3/8)

B NMS(Site-A VIP): [Administration] > [Cluster Manager]
—PAS: 2275 L
—HSA: 2287 L

=% Alerting Devices: 2 | Highest X == Alerting Devices: 2 | Highest X

& - C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager & > C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager

= Sevone Reports Events Applications Devices Administration

\i Cluster Manager

=2SevOne ’ Reports Events Applications Devices Administration

Cluster Manager

Cluster Navigation «| , 192.168.65.11 Cluster Navigation <« || 192.168.65.12 (passive)
B 2] | Appliance Overvi HA liance Settings | System Setti \" P oy X ] Appliance Overvi {A liance Setti 'U System Setti H P ov
28 Custer d ppliance Overview ppliance ngs | System ngs | Process 28 Cluster J ppliance Overview | Appliance ings | System ngs | Process
4 (3 site-A e 4 (3 site-A g
I 192.168.65.11 I [ Master Host 127.0.0.1 I 192.168.65.11 I | Master Host 192.168.65.11 I
192.165.65.12 (passive) o Thed e | 192.168.65.12 (passive) | WO s
“ @ Sitleg-z.lss.ﬂs.ll Update Thread Running ‘= Sit;; SR ‘ Update Thread Running
192.168.175.12 (passive) Master Log File peer-bin.000027 192.168.175.12 (passive) Master Log File peer-bin.000026
Seconds Behind 0 | Seconds Behind 0
2 Config Database 2 Config Database
Master Host 0.0.0.1 | Master Host 192.168.65.11
1/0 Thread Not Running ‘ 1jO Thread Running
Update Thread Running Update Thread Running
Master Log File Master Log File peer-bin.000027
Seconds Behind 0 Seconds Behind 0
|
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B NMS(Site-A VIP): [Administration] > [Cluster Manager]

— Peer PAS: passive & 13 U [EERAAR TSN LY
— Peer HSA: Failover Timef#i@#&activelZ7: %

—

Cluster Navigation

Search

== Alerting Devices: 2 | Highest

7@2&;%
4 (3 site-A
192.168.65.11
192.168.65.12 (passive)

4 Site-B
192.168.175.11 (passive) |

192.168.175.12

92

1] 192.168.175.11 (passive)

Applications

H Appliance Overview U Appliance Settings } System Settings ﬁ Process Ov

~

\

25ev0ne | Reports
\i Cluster Manager
7 Cluster Navigation

Search

== Alerting Devices: 2 | Highest

& > C A Notsecure | bttps://192.168.65.10/#ClusterManager

Events Applications Devices Administration

| 192.168.175.12

7&3&%
4 (3 site-A
192.168.65.11
192.168.65.12 (passive)

4 (3 site-B

192.168.175.11 (passive
192.168.175.12

]J Appliance Overview [ Appliance Settings | System Settings H Process Ov

ol Doiohocs
| Master Host 127.0.0.1
1/O Thread Running
‘ Update Thread Running
Master Log File peer-bin.000024
|| Seconds Behind 0
abonfig Database
| Master Host 192.168.65.11
‘ 1/0 Thread Running
Update Thread Running
‘ Master Log File peer-bin.000027
Seconds Behind 0
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4.4.1. Peer PAS/ — FEEE (5/8)

YW NOYs RN\ k¥ (%

Peer PAS(192.168.175.12): /var/log/SevOne-masterslaved.log k¥4

2022-10-06T00:34:26+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.11' (111)
2022-10-06T00:34:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4162>shouldRetryQuery: We lost connection to MySQL.

2022-10-06T00:34:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4162>shouldRetryQuery: Attempting to reconnect to MySQL.

2022-10-06T00:34:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4162>dbQuery: Retrying the query 1/10.

2022-10-06T00:34:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 2.00 seconds out of 600 seconds).
2022-10-06T00:34:28+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.11' (111)
2022-10-06T00:34:29+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 4.00 seconds out of 600 seconds).
2022-10-06T00:34:30+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.11' (111)
2022-10-06T00:34:31+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 6.00 seconds out of 600 seconds).
2022-10-06T00:34:32+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.11' (111)
2022-10-06T00:34:33+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 8.00 seconds out of 600 seconds).
<...ship...>

2022-10-06T00:44:19+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 592.00 seconds out of 600 seconds).
2022-10-06T00:44:21+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.11' (113)
2022-10-06T00:44:21+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 594.00 seconds out of 600 seconds).
2022-10-06T00:44:23+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 596.00 seconds out of 600 seconds).
2022-10-06T00:44:24+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.11' (113)
2022-10-06T00:44:25+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 598.00 seconds out of 600 seconds).
2022-10-06T00:44:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.11' (113)
2022-10-06T00:44:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.11) (it's been 600.00 seconds out of 600 seconds).
2022-10-06T00:44:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.175.11) has died.

2022-10-06T00:44:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): I am going to attempt to become the pair master.

2022-10-06T00:44:27+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): Successfully Attempt to become the pair master.

2022-10-06T00:44:30+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.11' (113)

<...snip...> \

N

2F> [P TcheckDeathDetectionRoutine)AE{TE . 600F) TPeer HSA/ — FEEE &40
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94

B ToOO hrHAEINn5

PAS(192.168.65.11): /var/log/SevOne-clusterd.log k¥

2022-09-30T09:09:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:09:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:09:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:09:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:10:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:10:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:10:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:11:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:11:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:11:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:13:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:13:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:13:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:13:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:14:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:14:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:14:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:15:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:15:00+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:15:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:17:01+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:17:01+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:17:31+00:00 sevone-nms-al.iselab.local SevOne-clusterd
2022-09-30T09:17:31+00:00 sevone-nms-al.iselab.local SevOne-clusterd
<...ship...>

34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 1 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 2 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 1 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 2 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 1 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 2 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 1 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 2 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 1 / 2.
34215]: <34303>__dbConnect: Cannot connect to database.
34215]: <34303>__dbConnect: Commencing retry 2 / 2.

Error was: Can't connect to MySQL server on '192.168.175.12' (110)
Error was: Can't connect to MySQL server on '192.168.175.12' (110)

Error was: Can't connect to MySQL server on '192.168.175.12' (110)
Error was: Can't connect to MySQL server on '192.168.175.12' (110)

Error was: Can't connect to MySQL server on '192.168.175.12' (110)

Error was: Can't connect to MySQL server on '192.168.175.12' (110)
Error was: Can't connect to MySQL server on '192.168.175.12' (110)

Error was: Can't connect to MySQL server on '192.168.175.12' (110)

Error was: Can't connect to MySQL server on '192.168.175.12' (110)
Error was: Can't connect to MySQL server on '192.168.175.12' (110)

Error was: Can't connect to MySQL server on '192.168.175.12' (110)

Error was: Can't connect to MySQL server on '192.168.175.12' (110)
Error was: Can't connect to MySQL server on '192.168.175.12' (110)

Error was: Can't connect to MySQL server on '192.168.175.12' (110)

30R R TDOBADEHMAKTSIN, RIS —AHAhShETS

©2022 IBM Corporation



4.4.1. Peer PAS ./ —

~-[E%F (7/8)

IBM Automation

B SNMP Trap

—NMS (Site-A VIP): [Events] > |

Alerting Devices: 2 | Highest

=iSevOne | Reports

X

Events Applications

> C A Notsecure | https://192.168.65.10/#LoggedTraps

Devices Administration

SevOne « logout + ) M

* A

Archives] > [Logged Traps]

Alerting Devices: 2 | Highest X

Reports Events Applications

Devices Administration

sevone oot + O A

-~

95

| Logged Traps Logged Traps
Filter 2 Filter 2
Peer: I Site-A Peer: I Site-B = I
Target OID: No Filter Specified Target OID: No Filter Specified []
1P Address: No Filter Specified 1P Address: No Filter Specified
Time Span: Past 2 Hours Time Span: Past 2 Hours
Time Zone: utc = Time Zone: utc
Apply Filter 1 ‘ Apply Fiter |
Trap Manager Trap Manager
Traps Variables ») Traps \ | Variables »
Type Value Variable | Type I
192.168.65.4 6 Oct 22 1:04:29 1F-MI8::linkUp 5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1756690920 192.168.175.93 6 Oct 22 1:04:08 1F-MI8::linkDovn 5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1756708742
192,168,654 60ct 22 1:04:22 1F-MI8::linkDown 5 IF-MI8::iflndex.54 Integer 54 192.168.175.93 60ct 22 1:04:08 1F-MIB::linkDowin 5 IF-MIB::ifindex.22 Integer 2
192.168.65.4 6 Oct 22 1:04:22 1F-MIB::linkDown 5 1F-MIB::ifDescr54 Octet String GigabitEthernet1/0/46 192.168.175.93 6 0ct 22 1:04:05 BRIDGE-MIB::newRoot 2 1F-MIB::ifDescr22 Octet String GigabitEthemet1/0/14
192.168.65.4 6 Oct ‘22 1:04:20 TF-MI8::linkDowin 5 TF-MIB::Type.54 Integer 6 1F-MIB::ifType.22 Integer 6
192.168.65.4 6 0ct '22 1:03:54 1F-MIB::linkDowin 5 CISCO-SMI::local.2.1.1.20.54 Octet String administratively down 192.168.175.93 60ct 22 1:02:28 1F-MIB::linkUp 5 CISCO-SMI::local.2.1.1.20.22 Octet String administratively down
192.168.65.4 6 Oct 22 1:03:51 BRIDGE-MIB::newRoot 2 192.168.175.93 6 0ct 22 1:02:26 BRIDGE-MIB::topologyChange 3
192.168.65.4 6 Oct 22 1:03:51 BRIDGE-MIB::newRoot 2 192.168.175.93 6 0ct 22 1:02:20 CISCO-SMI::ciscoMgmt.43.2.0.1 5
192.168.175.93 60ct 22 1:02:16 CISCO-SMI::ciscoMgmt.43.2.0.1 5
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B SNMP Trap

— SDI: Alert Details
« Site-A$ £ USite-B & £ IZNMSH & [EER ERS Bl BE

2% Alert Details - SevOne Data I X

e

& > C A Notsecure | https://192.168.65.21/reports/1/1?variables=eIxdjDEOgzAQBP%2BySkkKWr6CKIxZhYSENudzESH%2FPYeUAqUczeyOI0pcuQUMIX6YYIDSRV6ErPZdgoa: Y &

.=sev0ne Alert Details Selectatimespan @ 2 off v TIoff v R Save v &
HMEMDATA INSIGHT
Untitled Section
3 Tt Alert Details + X 2B
Device Group: All Device Groups
il Reports All open alerts
Y | Search
® Explore v
Severity $ DeviceName & Object Name $ First + Last $ Message S Occurrences s
Q% Configure v
C9300-A Temperature Monitor 1014 Aug 18, 2022 0:09 (UTC-04:00) EDT Oct S, 2022 21:06 (UTC-04:00) EDT Threshold triggered - C93... 23.41K

e+ Administer v A ,
(__ C9300-8 Temperature Monitor 1014 Aug 18, 2022 4:03 (UTC-04:00) EDT Oct 5, 2022 21:06 (UTC-04:00) EDT Threshold triggered - C93... 39.79K
Trap received from C9300-A: )

IF-MIB::linkDown -- Bindings:
DISMAN-EVENT-
MIB::sysUpTimelnstance =
1756693751, IF-

O _ C9300-A Aug 31, 2022 21:18 (UTC-04:00) EDT  Oct 5, 2022 21:04 (UTC-04:00) EDT MiB:ifindex.79 =79, IF- 1.01K
MIB::ifDescr.79 = Vlané4, IF-
MIB::if Type.79 = 53, CISCO-
SMI:z:local.2.1.1.20.79 =down
- An interface has gone

down,
k _ C9300-8 Sep 1,2022 3:10 (UTC-04:00) EDT Oct 5, 2022 21:04 (UTC-04:00) EDT Trap received from C9300-... 74 J
Warning C9300-A Aug 31,2022 22:48 (UTC-04:00) EDT  Oct 5, 2022 21:04 (UTC-04:00) EDT Trap received from C9300-... 694
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4.4.2. Peer PAS/ — F18I18 (1/3)

B NMS(Site-A VIP): [Administration] > [Cluster Manager]

—1EI181&(EPeer HSA/ — F(192.168.175.12)NactiveDFEF ¢4 5=, TDIKRBIZETBEIIFETUYYEZ
NHE

== Alerting Devices: 2 | Highest

& > C A Notsecure | bttps://192.168.65.10/#ClusterManager

T SeVDne Reports Events Applications Devices Administration

w Cluster Manager

Applications Administration

Cluster Navigation ; 1111 192.168.175.11 (passive) Cluster Navigation «||192.168.175.12
Search X | . | s | E I Search X | . ] = | E
— H Appliance Overview [ Appliance Settings | System Settings | Process Ov — : J Appliance Overview l Appliance Settings | System Settings ‘J Process Ov
&2 Cluster ; ‘ B8 Cluster ; -
“ (S site- = 4 Ssite-a (=lalaDatabace
192.168.65.11 | Master Host 192.168.175.12 192.168.65.11 | Master Host 127.0.0.1
192.168.65.12 (passive) 70 ?hread Running 192.168.65.12 (passive) 1/0 Thread Running
4 Site-B 4 Site-B
= ‘ Update Thread Running @ ‘ Update Thread Running
192.168.175.11 (passive) | 192.168.175.11 (passive)
TRV Master Log File peer-bin.000026 192.168.175.12 Master Log File peer-bin.000024
| Seconds Behind 0 | Seconds Behind 0
- Config Database mambonfie Databass
Master Host 192.168.175.12 | Master Host 192.168.65.11
‘ 1j0 Thread Running ‘ 1/O Thread Running
Update Thread Running Update Thread Running
‘ Master Log File peer-bin.000024 Master Log File peer-bin.000027
Seconds Behind 0 Seconds Behind 0
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B ToOO hrHAEINn5

98

Peer PAS(192.168.175.12): /var/log/SevOne-masterslaved.log k¥4

2022-10-06T01:10:35+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:37+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:39+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:41+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:43+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:45+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:47+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:49+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:51+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:53+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.
2022-10-06T01:10:55+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: <4161>__dbConnect: Cannot connect to database.

Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)
Error was: Can't connect to MySQL server on '192.168.175.11"' (111)

2022-10-06T01:10:59+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.175.11) is now alive.
2022-10-06T01:11:05+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9

2022-10-06T021:11:05+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: userRoutine(): Socket 9 hanging up.

2022-10-06T01:12:05+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

2022-10-06T01:12:05+00:00 sevone-nms-b2.iselab.local SevOne-masterslaved[3149]: userRoutine(): Socket 8 hanging up.
<...snip...>
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IBM Automation

B SNMP Trap

— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]

« C9300-ADTraplETRImEN D

« C9300-BIXVIPAYME IR L f=Peer PAS(passive)[ZRILNTULVB = TrapMERR S 7LD

’i 2% Alerting Devices: 2 | Highest X |5 Alert

&

Filter

Peer:

192.168.65.4

C A Notsecure | bttps://192.168.65.10/#LoggedTraps

Reports Events Applications Devices Administration

I Site-A " I

Target OID:
1P Address:
Time Span:

Time Zone:

192.168.65.4

192.168.65.4

No Filter Specified 5]
No Filter Specified
Past 2 Hours

utc

Variables

6 Oct '22 1:28:16 IF-MIB::linkDown

BRIDGE-MIB::newRoot

6 Oct 22 1:28:14 IF-MIB::ifIndex.54

6 Oct '22 1:28:13 BRIDGE-MIB::newRoot 1F-MIB::ifDescr.54

6 Oct '22 1:28:11 CISCO-SMI::ciscoMgmt.43.2.0.1

e

IF-MIB::ifType.54

EETEETR

— [4.1.2. PAS/—FEIR I ERHRDERE T, Peer PAS&Peer HS

‘ Apply Filter

~ ll DISMAN-EVENT-MIB::sysUpTimelnstance

CISCO-SMI::local.2.1.1.20.54

‘I 192.168.65.4

99

6 0ct '22 1:11:58 BRIDGE-MIB::topologyChange 3

ATVIPAEHET 571=8%

- i 2% Alerting Devices: 2 | Highest X [

= ata It X |
* & i & C A Notsecure | https://192.168.65.10/#LoggedTraps
SevOne * Logout + D) ¢ ? £SevOne | Reports Events Applications Devices Administration SevOne + Logout + ) A& ?
| Logged Traps
Filter 3)
Peer: I Site-B q
Target OID: No Filter Specified =]
1P Address: No Filter Specified
Time Span: Past 2 Hours hd
Time Zone: uTc -
Trap Manager

»l Traps

| S S
:

192.168.175.93 6 Oct '22 1:09:07 IF-MIB::linkUp
192.168.175.93 6 Oct '22 1:09:07 1F-MIB::linkUp
192.168.175.93 6 Oct '22 1:09:04 BRIDGE-MIB::topologyChange

192.168.175.93 6 Oct '22 1:04:08 IF-MIB::linl n
192.168.175.93 6 Oct 22 1:04:08 IF-MIB::linkDown
192.168.175.93 6 Oct '22 1:04:05 BRIDGE-MIB::newRoot

C9300-BMARPT—J L

Nou L oL on o»

C9300-B#show arp | in 192.168.175.

Internet 192.168.175.1 0 0050.5686.b2f1 ARPA Vlan75
Internet 192.168.175.10 11 0050.5686.4a9f ARPA Vlan75
Internet 192.168.175.11 0 0050.5686.4a9f ARPA Vlan75
Internet 192.168.175.12 0 0050.5686.d7a5 ARPA Vlan75
Internet 192.168.175.93 - 007e.95ac.c2d8 ARPA Vlan75
Internet 192.168.175.103 1 0050.5686.326d ARPA Vlan75
Internet 192.168.175.170 0 0050.5686.c6f1 ARPA Vlan75
Internet 192.168.175.200 83 0050.5686.30a0 ARPA Vlan75

»)
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4.5. Peer HSA/ — F[EZE / 5 IH

B fEEFE
—Peer HSA/ — FKE=E
1. "SevOne-shutdown shutdown"2a< > K TPeer
HSA/ — K Zshutdownd %

2. C9300-AB KTUC9300-BDA A —T T —R%*
shutdown L TSNMP TrapZH#4£ € 5

3. NMSOEEO Y —)LTPeer HSADIREE A FEER T
3

4. NMSOOY #HERT 5

5. NMSEKLUSDINEED Y —)LTAlert 2R
3%

— Peer HSA/ — K& 18
1. PeerHSA/ — F%#EE19 % (EBIJRON)

2. NMSOEM O Y —)L TPeerMactive/passive®
WKREZHEET B
3. NMSOBY #WRET 5

101

: % Cluster :

- SevOne

: Data Insight SevOne NMS #1 NMS #2 NMS #3 NMS #4

: (spr)  (PAS/Cluster Master)  (HSA) (Peer PAS) (Peer HSA)

s | 192.168.65.0/24 SNMPE 192.168.175.0/24
Trap:_
T o3
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4.5.1. Peer HSA/ — F[&E=E (1/7)

B NMS(Site-AVIP): AT A4 VDA vt—

. Admin Messages 2 mn

One or more appliances is inaccessible. Check connectivity and authentication to 192,168.175.11 and 192.168.175.12,

L

System users with default password: support, peer: 1, Primary
System users with default password: support, peer: 1, Secondary
System users with default password: support, peer: 2, Primary

GUI users with default password: SevOneStats

Continue
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4.5.1. Peer HSA/ — K[&E=E (2/7)

B NMS(Site-A VIP): [Administration] > [Cluster Manager]
—PAS: 2275 L
—HSA: 2287 L

=% Alerting Devices: 2 | Highest X == Alerting Devices: 2 | Highest X

& - C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager & > C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager

= Sevone Reports Events Applications Devices Administration

\i Cluster Manager

=2SevOne ’ Reports Events Applications Devices Administration

Cluster Manager

Cluster Navigation «| , 192.168.65.11 Cluster Navigation <« || 192.168.65.12 (passive)
B 2] | Appliance Overvi HA liance Settings | System Setti \" P oy X ] Appliance Overvi {A liance Setti 'U System Setti H P ov
28 Custer d ppliance Overview ppliance ngs | System ngs | Process 28 Cluster J ppliance Overview | Appliance ings | System ngs | Process
4 (3 site-A e 4 (3 site-A g
I 192.168.65.11 I [ Master Host 127.0.0.1 I 192.168.65.11 I | Master Host 192.168.65.11 I
192.165.65.12 (passive) o Thed e | 192.168.65.12 (passive) | WO s
“ @ Sitleg-z.lss.ﬂs.ll Update Thread Running ‘= Sit;; SR ‘ Update Thread Running
192.168.175.12 (passive) Master Log File peer-bin.000027 192.168.175.12 (passive) Master Log File peer-bin.000026
Seconds Behind 0 | Seconds Behind 0
2 Config Database 2 Config Database
Master Host 0.0.0.1 | Master Host 192.168.65.11
1/0 Thread Not Running ‘ 1jO Thread Running
Update Thread Running Update Thread Running
Master Log File Master Log File peer-bin.000027
Seconds Behind 0 Seconds Behind 0
|
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IBM Automation

104

== Alerting Devices: 2 | Highest X

& - C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager

= Se\lone Reports Events Applications Devices Administration

Cluster Manager

Cluster Navigation <« | 192.168.175.11

Search X : .
Snt : H Appliance Overview { Appliance Settings H System Settings H Process Over
22 Cluster |
4 (3 site-A 3 Data Database
192.168.65.11 | Master Host 127.0.0.1
192.168.65.12 (passive) - O Thread T
- Site-B
— ‘ Update Thread Running
192.168.175.11 | ‘ ; -
192.168.175.12 (passive) Master Log File peer-bin.000019
‘ Seconds Behind 0
= Config Database
Master Host 192.168.65.11
‘ 1/O Thread Running
Update Thread Running
‘ Master Log File peer-bin.000027
Seconds Behind 0

B NMS(Site-A VIP): [Administration] > [Cluster Manager]
— Peer PAS: #2275 L
— Peer HSA: BT NLE LY

=5ev0ne | Reports
\i Cluster Manager

Cluster Navigation

Search

- 1 . 3 +
.= Alerting Devices: 2 | Highest

& - C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=_ClusterManager

Applications

« | | 192.168.175.12 (passive)

7@2 Cluster
4 () site-A
192.168.65.11
192.168.65.12 (passive)
4 (3 site-8

192.168.175.11

I 192.168.175.12 (passive) I

. -
J Appliance Overview | Appliance Settings ” System Settings H Process Ov

’r

\
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Peer PAS(192.168.175.11): /var/log/SevOne-masterslaved.log $k #

2022-10-06T14:28:03+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (111)
2022-10-06T14:28:03+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: <3469>shouldRetryQuery: We lost connection to MySQL.

2022-10-06T14:28:03+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: <3469>shouldRetryQuery: Attempting to reconnect to MySQL.

2022-10-06T14:28:03+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: <3469>dbQuery: Retrying the query 1/10.

2022-10-06T14:28:03+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.12) (it's been 2.00 seconds out of 600 seconds).
2022-10-06T14:28:05+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (111)
2022-10-06T14:28:05+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9

2022-10-06T14:28:05+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: userRoutine(): Socket 9 hanging up.

2022-10-06T14:28:05+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

2022-10-06T14:28:05+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9

2022-10-06T14:28:05+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: userRoutine(): Socket 9 hanging up.

2022-10-06T14:28:05+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.12) (it's been 4.00 seconds out of 600 seconds).
2022-10-06T14:28:07+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (111)
2022-10-06T14:28:07+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.12) (it's been 6.00 seconds out of 600 seconds).
<...ship...>

2022-10-06T14:37:57+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.12) (it's been 594.00 seconds out of 600 seconds).
2022-10-06T14:37:58+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (113)
2022-10-06T14:37:59+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.12) (it's been 596.00 seconds out of 600 seconds).
2022-10-06T14:38:01+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (113)
2022-10-06T14:38:01+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.12) (it's been 598.00 seconds out of 600 seconds).
2022-10-06T14:38:03+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): Failed to test my neighbor (192.168.175.12) (it's been 600.00 seconds out of 600 seconds).
2022-10-06T14:38:03+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.175.12) has died.

2022-10-06T14:38:04+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (113)
2022-10-06T14:38:04+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

2022-10-06T14:38:04+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: userRoutine(): Socket 8 hanging up.

<...snip...> \
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PAS(192.168.65.11): /var/log/SevOne-clusterd.log k4

2022-10-06T14:29:17+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:29:17+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 1/ 2.
2022-10-06T14:29:47+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:29:47+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 2 / 2.
2022-10-06T14:30:17+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:30:47+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:30:47+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 1/ 2.
2022-10-06T14:31:17+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:31:17+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 2 / 2.
2022-10-06T14:31:47+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:33:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:33:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 1/ 2.
2022-10-06T14:33:48+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:33:48+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 2 / 2.
2022-10-06T14:34:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:34:48+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:34:48+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 1/ 2.
2022-10-06T14:35:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:35:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 2 / 2.
2022-10-06T14:35:48+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:37:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:37:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 1/ 2.
2022-10-06T14:37:48+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (110)
2022-10-06T14:37:48+00:00 sevone-nms-al.iselab.local SevOne-clusterd[3313002]: <3313229>__dbConnect: Commencing retry 2 / 2.

<...snip...> \
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B SNMP Trap
— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]
« C9300-AH K TACI9300-BDTrapMERIR =N B

Alerting Devices: 2 | Highest X = Alerting Devices: 2 | Highest X

& > C A Notsecure | https://192.168.65.10/#LoggedTraps % @ : &« > C A Notsecure | https://192.168.65.10/#LoggedTraps * @ :
=SevOne Reports Events Applications Devices Administration | SevOne « logowt + ) M4 ? evOne Reports Events Applications Devices Administration i| SevOne * Logout + ) A& ?
Logged Traps | Logged Traps
Fier ) ) o - N Y Filter B
Peer: Site-A -] Peer: Site-8 ]
Target OID: No Filter Specified =] Target OID: No Filter Specified =)
1P Address: No Filter Specified IP Address: No Filter Specified
Time Span: Past 2 Hours =t Time Span: Past 2 Hours =
Time Zone: utc 7] Time Zone: ute ~]
Apply Filter 1 Apply Filter
Trap Manager Trap Manager
Traps | Variables » Traps Variables »)
Type Value | [ | | variable Type Value
192.168.65.4 6 Oct 22 14:42:27 IF-MIB::linkUp 5 ~ W DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1761600289 192.168.175.93 6 Oct '22 14:42:10 IF-MIB::linkDowin S DISMAN-EVENT-MII isUpTimelnstance Time Ticks 1761616904
192.168.65.4 6 Oct '22 14:42:09 1F-MIB::linkDown 5 IF-MIB::ifIndex.54 Integer 54 192.168.175.93 6 Oct 22 14:42:10 IF-MIB::linkDown 5 Integer 22
192.168.65.4 6 Oct '22 14:42:09 IF-MIB::linkDown - IF-MIB::ifDescr.54 Octet String GigabitEthernet1/0/46 192.168.175.93 6 Oct '22 14:42:07 BRIDGE-MIB::newRoot 2 Octet String GigabitEthernet1/0/14
192.168.65.4 6 Oct 22 14:42:08 IF-MIB::linkDown 5 IF-MIB::ifType.54 Integer 6 192.168.175.93 6 Oct 22 14:41:41 IF-MIB::linkUp 5 IF-MIB::ifType.22 Integer 6
192.168.65.4 6 Oct '22 14:42:07 1F-MIB::linkDown 5 CISCO-SMI::local.2.1.1.20.54 Octet String administratively down 192.168.175.93 6 Oct '22 14:41:40 IF-MIB::linkUp - ] CISCO-SM::local.2.1.1.20.22 Octet String administratively down
192.168.65.4 6 Oct '22 14:42:06 BRIDGE-MIB::newRoot 2 192.168.175.93 6 Oct '22 14:41:38 BRIDGE-MIB::topologyChange 3
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B SNMP Trap
— SDI: Alert Details
* Site-AP L USite-B & £ IZNMSH S 15 R ENS AT §E

2% Alert Details - SevOne Data I X

&

+
il
o
x

= C A Notsecure | https://192.168.65.21/reports/1/1?variables=elxdjDEOgzAQBP%2BySkkKWré CKIxZhYSENudzESH%2FPYeUAqUczeyOJ0OpcuQUMIX6YYIDSRV6ErPZdgoa: - Y &

=]
umOEV
MEEDATA INSIGHT

Create
Reports
Explore
Configure

Administer

ne

v

v

Alert Details Selectatimespan @ @ off v TIoff v R Save v [
Untitled Section
Alert Details + e B
Device Group: All Device Groups
Allopen alerts
g
Severity % DeviceName $ ObjectName S  First +  Last $ Message S  Occurrences s
C9300-A Temperature Monitor 1014 Aug 18,2022 0:09 (UTC-04:00) EDT Oct 6, 2022 10:42 (UTC-04:00) EDT Threshold triggered - C93... 23.72K
C9300-8 Temperature Monitor 1014 Aug 18, 2022 4:03 (UTC-04:00) EDT Oct 6, 2022 10:42 (UTC-04:00) EDT Threshold triggered —C93...  40.23K
( Trap received from C9300-A: »
IF-MIBz:linkDown - Bindings:
DISMAN-EVENT-
MIB::sysUpTimelnstance =
1761609244, IF-
_ C9300-A Aug 31,2022 21:18 (UTC-04:00) EDT  Oct 6, 2022 10:43 (UTC-04:00) EDT MIB:ifindex.79 =79, IF- 1.04K
MIB::ifDescr.79 =Vian64, IF-
MIB:if Type.79 = 53, CISCO-
SMi:local.2.1.1.20.79 = down
— An interface has gone
down.
L _ C9300-8 Sep 1,2022 3:10 (UTC-04:00) EDT Oct 6, 2022 10:42 (UTC-04:00) EDT Trap received from C9300-... 82 y
Warning C9300-A Aug 31,2022 22:48 (UTC-04:00) EDT  Oct 6, 2022 10:42 (UTC-04:00) EDT Trap received from C9300-... 718
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B NMS(Site-A VIP): [Administration] > [Cluster Manager]
~BIHRIEBRF LR CRRELARITEIND

== Alerting Devices: 2 | Highest -

Alerting Devices: 2 | Highest

& - C A Notsecure | bttps://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager

< C A Notsecure | https://192.168.65.10/#ClusterManager/logout=-2&page=ClusterManager

=Sev0One Reports Events Applications Devices Administration =SevOne Reports Events Applications Devices Administration

Cluster Manager

Cluster Manager

Cluster Navigation < - ~
2 S | (39236827501 Cluster Navigation K ‘ 192.168.175.12 (passive)
Search X 1 i =] l -
23 Cluster H Appliance Overview { Appliance Settings H System Settings H Process Over S‘;gh J Appliance Overview ; Appliance Settings ” System Settings | Process|
I Cluster -
4 Site-A =) Data D i
S — 4 (=) Site-A |5 Data Database
192.168.65.11 | Master Host 127.0.0.1 192,168.65.11 T MasterHost
192.168.65.12 (passive) | . v 200.0. Master Host 192.168.175.11
.3 st s. o 1O Thread Running 192,168.65.12 (passive) O Thesd g
i Ifsz 168.175.11 | | Undote Tead i “ S site8 Update Thread Running
.168.175. ate Threa
To2.165.175.12 (paseive) | | Master Log File peer-bin.000019 192,168.175.11 ‘ I .
U ReE fee . Master Log File peer-bin.000017
Seconds Behind 0 192.168.175.12 (passive)
! | Seconds Behind 0
=) Config Database
Master Host 192.168.65.11 =) Config Database
Master Host 192.168.175.11
‘ 1/O Thread Running
Update Thread Running YO Thread Runjting
‘ Master Log File peer-bin.000027 Update Thread Running
= Master Log File peer-bin.000017
Seconds Behind 0
I Seconds Behind 0
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Peer PAS(192.168.175.11): /var/log/SevOne-masterslaved.log k¥4

2022-10-06T14:47:59+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL server on '192.168.175.12' (111)
2022-10-06T14:48:01+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.175.12' (111)
2022-10-06T14:48:03+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database. Error was: Can't connect to MySQL serveron '192.168.175.12' (111)

110

2022-10-06T14:48:04+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

2022-10-06T14:48:04+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: userRoutine(): Socket 8 hanging up.

2022-10-06T14:48:04+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: interactionRoutine(): Established connection from 127.0.0.1 on socket 9
2022-10-06T14:48:04+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: MasterSlaveMessage:sendMessage ToNeighbor: No response from the neighbor. Trying again...

2022-10-06T14:48:05+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.

Error was: Can't connect to MySQL server on '192.168.175.12' (111)

2022-10-06T14:48:05+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: MasterSlaveMessage:sendMessage ToNeighbor: No response from the neighbor. Trying again...
2022-10-06T14:48:06+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: MasterSlaveMessage:sendMessage ToNeighbor: No response from the neighbor. Trying again...

2022-10-06T14:48:07+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: userRoutine(): Socket 9 hanging up.

2022-10-06T14:48:07+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:10+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:12+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:14+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:16+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:18+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:20+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:22+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:24+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:26+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:28+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.
2022-10-06T14:48:30+00:00 sevone-nms-b1l.iselab.local SevOne-masterslaved[1888]: <3468>__dbConnect: Cannot connect to database.

Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)
Error was: Can't connect to MySQL server on '192.168.175.12' (111)

2022-10-06T14:48:33+00:00 sevone-nms-bZl.iselab.local SevOne-masterslaved[1888]: checkDeathDetectionRoutine(): I believe that my neighbor (192.168.175.12) is now alive.
2022-10-06T14:48:59+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: interactionRoutine(): Established connection from 127.0.0.1 on socket 8

2022-10-06T14:48:59+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: userRoutine(): Socket 8 hanging up.

2022-10-06T14:48:59+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: interactionRoutine(): Established connection from 127.0.0.1 on socket 13

2022-10-06T14:48:59+00:00 sevone-nms-bl.iselab.local SevOne-masterslaved[1888]: userRoutine(): Socket 13 hanging up.
<...snip...>
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4.6. PAS(Cluster Master) — Peer PASHIE{EEE / EIH

112

B fEZRFE

— PAS — Peer PASRS@{SEE . SHEA e, . e, SHEB . ,
1. CSR1000VDA v 4 —T Tt —REYM L. PAS— i % Cluster |
Peer PASRIDBIEEEZS ZRESHE D cevone : : :
2. C9300-AB LTUC9300-BOA 4 —T1—R% ! Datalnsight S€VONeNMS#1 — NMs#2 NMS #3 NMS #4
shutdown L TSNMP Trap EREXIHEZ (SDI) (PAS/Cluster Master)  (HSA) . (Peer PAS) (Peer HSA)
3. NMSOEM > —)LTactive/passiveDIKEEXFE : :
Er N S
4. NMSOO YT #HERT %
5. NMSE L USDINEE D Y —)LTAlert &R
% :
- — ; ‘
— PAS — Peer PASHB1{E1518 : [ 192.168.65.0/24
1. CSR1000VDA 4 —J T —R &ML, PAS- i
Peer PASHIDBIEEZ RIS E S
2. NMSOEED LY —)LTAlert&HRY % | c9300-B
3. NMSOBY #WRET 5 :
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B NMS

— PAS(Site-A VIP): 22 &

&L

— Peer PAS(Site-B VIP): Cluster MasterlZ 79 A TEHE W= 5 A4 UATIREL LS

=SevOne

Peer PAS
\ , 2% SevOne Cluster - sevone-nm: X [=je8
€ C A Notsecure | bttps://192.168.175.10/#login &

This peer could not reach the duster master - master database upon the last attempt to check for database connectivity. You will not be able to save information in SevOne NMS and peer communication will be

impaired. Please contact your SevOne NMS administrator to resolve this problem.

=22 SevOne

Username: | |

Password:

Login
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4.6.1. PAS - Peer PASHEE{E[EE (2/6)

B NMS(Site-AVIP): AT A4 VDA vt—

.. Admin Messages il

One or more appliances is inaccessible. Check connectivity and authentication to 192.168.175.11 and 192,168.175.12.

Peer Site-B (192.168.175.11) is having trouble with chronyd services

System users with default password: support, peer: 1, Primary

System users with default password: support, peer: 1, Secondary

GUI users with default password: SevOneStats

Continue
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4.6.1. PAS - Peer PASRE{E[EE (3/6)

B NMS(Site-A VIP): [Administration] > [Cluster Manager]
— Peer PAShYpassivelZ7%i %

Alerting Devices: 2 | Highest

Alerting Devices: 2 | Highest

& - C A Notsecure | https://192.168.65.10/#ClusterManager & - C A Notsecure | https://192.168.65.10/#ClusterManager

= Se\lone Reports Events Applications Devices Administration

w Cluster Manager

i Sevone Reports Events Applications Devices Administration

\i Cluster Manager

Cluster Navigation <« 192.168.65.11 Cluster Navigation

Search % 2 ‘
— Appliance Overview ‘ Appliance Settings ‘ System Settings | Process Oven
gg Cluster | -

«|| 192.168.175.11 (passive)

Search X ‘ f g
*gg . UApplianoe Overview ‘ Appliance Settings H System Settings ‘ Process Oven
Cluster E ﬁ

4 (S site-A 3 Data Database 4 (3 site-A {5 pata Database
192.168.65.11 I ‘ IMaster Host 127.0.0.1 192.168.65.11 Master Host
192.168.65.12 (passive) 70 Thread RUnNING 192.168.65.12 (passive) 1/0 Thread Not Running
4 Site-B 4 Site-B
S site ‘ Update Thread Running - Update Thread Not Running
192.168.175.11 (passive) 192.168.175.11 (passive) | :
i -bin.000024 Master Log Fi
192.168.175.12 (passive) MastedLonBle pest; i 20802 192.168.175.12 (passive) i
‘ Seconds Behind ] Seconds Behind
'z Config Database = Config Database
Master Host 0.0.0.1 Master Host
‘ 1/0 Thread Not Running 1/0 Thread Not Running
Update Thread Running Update Thread Not Running
‘ Master Log File Master Log File
Seconds Behind ] Ceconds Behind )
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YW NOYs RN\ k¥ (%

PAS(192.168.65.11): /var/log/SevOne-clusterd.log k%

2022-09-14T07:53:14+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:14+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 1/ 2.
2022-09-14T07:53:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:18+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 2 / 2.
2022-09-14T07:53:19+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:26+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:26+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 1/ 2.
2022-09-14T07:53:27+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:27+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 2 / 2.
2022-09-14T07:53:28+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:29+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:29+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 1/ 2.

2022-09-14T07:53:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 2 / 2.
2022-09-14T07:53:31+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:34+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:34+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 1/ 2.
2022-09-14T07:53:37+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:53:37+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 2 / 2.
2022-09-14T07:53:41+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.

Error was: Can't connect to MySQL server on '192.168.175.11' (113)
Error was: Can't connect to MySQL server on '192.168.175.11' (113)

Error was: Can't connect to MySQL server on '192.168.175.11' (113)
Error was: Can't connect to MySQL server on '192.168.175.11' (113)

Error was: Can't connect to MySQL server on '192.168.175.11' (113)

Error was: Can't connect to MySQL server on '192.168.175.11' (113)
Error was: Can't connect to MySQL server on '192.168.175.12' (113)

Error was: Can't connect to MySQL server on '192.168.175.12' (113)

Error was: Can't connect to MySQL server on '192.168.175.12' (113)
Error was: Can't connect to MySQL server on '192.168.175.12' (113)

Error was: Can't connect to MySQL server on '192.168.175.12' (113)

Error was: Can't connect to MySQL server on '192.168.175.12' (113)

2022-09-14T07:53:41+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: pushStatusToAllPeers(): Peer ID 2 didn't get the status update.

2022-09-14T07:54:41+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:54:41+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 1/ 2.
2022-09-14T07:54:42+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
2022-09-14T07:54:42+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Commencing retry 2 / 2.
<...ship...>

[
[
[
[
[
[
[
[
[
[
[
[
2022-09-14T07:53:30+00:00 sevone-nms-al.iselab.local SevOne-clusterd[44923]: <45031>__dbConnect: Cannot connect to database.
[
[
[
[
[
[
[
[
[
[
[
[

Error was: Can't connect to MySQL server on '192.168.175.11' (113)

Error was: Can't connect to MySQL server on '192.168.175.11' (113)
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B SNMP Trap
— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]

* Site-ADTrapld RTINS D, Site-BDIFERIFPeer PASH LG TELR LNV =HRTINAZL

% Alerting Devi

=SevOne

ces: 2 | Highest

| Reports

Events. Applications

& > C A Notsecure | bttps://192.168.65.10/#LoggedTraps

Devices

Administration

a
SevOne + Logout 4+ 1) 4 2

Reports.

Events. Applications

w A
SevOne + Logout 4+ ) M 2

117

Filter 2] Filter &
Peer: I Site-A Peer: I Site-B
Target OID: No Filter Specified Target OID: No Filter Specified
1P Address: No Filter Specified 1P Address: No Filter Specified
Time Span: Past 2 Hours = Time Span: Past 2 Hours
Time Zone: utc -] Time Zone: utc
‘ Apply Filter ‘ Apply Filter
Trap Manager Trap Manager
Traps | Variables »| Traps | Variables »)
Varabe [ Type [vaie I
192.168.65.4 14 Sep 22 15:51:56 5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 1571939461
192.168.65.4 14 Sep 22 15:51:56 5 1F-MIB::ifindex.54 Integer 54
192.168.65.4 14 Sep 22 15:51:42 5 IF-MIB::ifDescr54 Octet String GigabitEthernet1/0/46
192.168.65.4 14 Sep 22 15:51:41 5 IF-MIB::ifType.54 Integer 6
192.168.65.4 14Sep'22 15:51:41  IF-MIB::linkDown 5 CISCO-5MI:local.2.1.1.20.54 Octet String administratively down
192.168.65.4 14Sep'2215:51:39  BRIDGE-MIB:inewRoot 2 wRoot
192.168.65.4 14Sep'22 15:51:38  BRIDGE-MIB::newRoot 2 192.168.65.4 MIB::newRoot 2
192.168.65.4 145ep'2215:51:23  IF-MIB::linkUp 5 192.168.65.4 IF-MIB::linkUp 5
192.168.65.4 145ep'2215:51:23  BRIDGE-MIB::topologyChange 3 topologyChange 3
192.168.65.4 14Sep'2215:51:23  BRIDGE-MIB::topologyChange 3 192.168.65.4 3
192.168.65.4 145ep 22 15:51:11  CISCO-SMI:ciscoMgmt.43.2.0.1 5 192.168.65.4 5
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4.6.1. PAS - Peer PASRE{E[EE (6/6)

B SNMP Trap . feeess

& > C A Notsecure | https://192.168.65.21/reports/1/1?variables=eIxdjDEOgzAQBP%2BySkkKWr6 CKIxZhYsSENudzESH%2FPYeUAqQUczeyOl0pcuQUMIX6yYIDSRV6rPZdgoa Yr & &
.
L]
— SDI: Alert Details evOne Alert Details Selectatimespan @ | & Off v WOf v @seev @
HEEDATA INSIGHT
« Site-BODIERIFIB TE ALV S
ﬁ N d‘ -~ -~
. — Al i o
Site-ADERD A RTINS + e reeE
Device Group: All Device Groups
Reports All open alerts
Y | Search
© Explore v
Severity ¢ DeviceName $ ObjectName & First ¢ Last ¥ Message $  Occurrences s
&8 Configure v
C9300-A Temperature Monitor 1014 Aug 18, 2022 0:09 (UTC-04:00) EDT Sep 14, 2022 11:57 (UTC-04:00) EDT Threshold triggered ~C93... 13.17K
20e ] —
‘at Administer v Trap received from C3300-A:
IF-MIB::linkDown — Bindings:
DISMAN-EVENT-
MIB::sysUpTimelnstance =
1571939461, |F-
_ C9300-A Aug 31,2022 21:18 (UTC-04:00) EDT ~ Sep 14, 2022 11:51 (UTC-04:00) EDT MiB:ifindex.79 =79, IF- 282
ifDescr.79 =Viang4, IF-
ifType.79 = 53, CISCO-
SMizlocal.2.1.1.20.79 = down
— An interface has gone
down.
Warning C9300-A Aug 31,2022 22:47 (UTC-04:00) EDT ~ Sep 14, 2022 11:51 (UTC-04:00) EDT Trap received from C9300-... 36
O waming C9300-A Aug 31,2022 22:48 (UTC-04:00) EDT  Sep 14, 2022 11:51 (UTC-04:00) EDT Trap received from C9300-... 200
Warning C9300-A Aug 18,2022 0:01 (UTC-04:00) EDT  Aug 27, 2022 0:00 (UTC-04:00) EDT Trap received from C9300-... 12
C9300-A Aug 31,2022 21:21 (UTC-04:00) EDT  Sep 14, 2022 11:51 (UTC-04:00) EDT Trap received from C9300-... 282
C9300-A Aug 17,2022 21:06 (UTC-04:00) EDT  Sep 14, 2022 11:51 (UTC-04:00) EDT Trap received from C9300-... 55
é admin A
QT
« o Results shown may be incomplete due to database access issue. Contact administrator for more info.
SevOne Data Insight Softwars (v3.13.0-build.54 sha1:e50d0bac) <iSevOne
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4.6.2. PAS - Peer PASIEE{EEIR (1/2)

B NMS(Site-A VIP): [Administration] > [Cluster Manager]
—EEEIRE. $91-29 TPeerPASIZC7 U EATZE R LII12H 3

=% Alerting Devices: 2 | Highest X =% Alerting Devices: 2 | Highest X

& - C A Notsecure | https://192.168.65.10/#ClusterManager & > C A Notsecure | bttps://192.168.65.10/#ClusterManager

=Sev0ne

Reports Events Applications Devices Administration

Reports Events Applications Devices Administration = Se\lone

\i Cluster Manager \i Cluster Manager

Cluster Navigation < | 192.168.65.11 Cluster Navigation 1 ‘ 192.168.175.11

Search X ' ( Search X L
. IJ Appliance Overview I Appliance Settings | System Settings || Process Oven 53 ‘ U Appliance Overview I\ Appliance Settings | System Settings H Process Oven
Cluster : Cluster I
4 (=} Site-A = Data Database 4 (3 site-A J Data Database
192.168.65.11 I | IMaster Host 127.0.0.1 192.168.65.11 Master Host 127.0.0.1
192.168.65.12 (passive) TS Thread Tonning 192.168.65.12 (passive) 1/0 Thread Running
4 Site-B 4 Site-B
@ ‘ Update Thread Running Update Thread Running
192.168.175.11 ) 192.168.175.11 A
192.168.175.12 (passive) Master Log File peer-bin.000024 T IS e 12 (pace) Master Log File peer-bin.000017
‘ Seconds Behind ] Seconds Behind 0
2 Config Database
Master Host 0.0.0.1 192,168.65.11
| 1/O Thread Not Running Tunning
‘ Update Thread Running ‘ Update Thread Running
‘ Master Log File Master Log File peer-bin.000024
Seconds Behind ] Seconds Behind 0
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B SNMP Trap
— NMS(Site-A VIP): [Events] > [Archives] > [Logged Traps]
« FEFDSite-BOEWMARTEIND L DIZED

i Alerting Devices: 2 | Highest

192.168.65.4
192.168.65.4
192.168.65.4
192.168.65.4
192.168.65.4
192.168.65.4
192.168.65.4
192.168.65.4
192.168.65.4
192.168.65.4

14 Sep 22 15:

56
14 Sep '22 15:51:56
14 Sep 22 15:51:42
14 Sep 22 15:51:41
14 Sep 22 15:51:41
14 Sep 22 15:51:39
14 Sep '22 15:51:38

1F-MIB::linkDovin
BRIDGE-MIB::newRoot

BRIDGE-MIB::newRoot
1F-MIB::linkUp
BRIDGE-MIB::topologyChange

14 Sep 22 15:51:23
14 Sep '22 15:51:23
14Sep'2215:51:23  BRIDGE-MIB::topologyChange

14 Sep '22 15:51:11 CISCO-SMI:xciscoMgmt.43.2.0.1

DISMAN-EVENT-MIB::sysUpTimelnstance
IF-MIB::ifIndex.54

1F-MIB::ifDescr.54

IF-MIB::ifType.54
CISCO-SMI::local.2.1.1.20.54

120

Time Ticks
Integer
Octet String
Integer

Octet String

1571939461

54
GigabitEthernet1/0/46
6

administratively down

192.168.175.93
192.168.175.93
192.168.175.93
192.168.175.93
192.168.175.93
192.168.175.93
192.168.175.93

14 Sep '22 15:51:52
14 Sep 22 15:51:52
14 Sep 22 15:51:49
14 Sep '22 15:51:40
14 Sep '22 15:51:39
14 Sep '22 15:51:37
14 Sep 22 15:51:30

1F-MI8::linkDown
IF-MIB::linkDown
BRIDGE-MIB::newRoot
1F-MIB::linkUp

1F-MI8::linkUp
BRIDGE-MIB::topologyChange
CISCO-SMI::ciscoMgmt.43.2.0.1

wowon o on e

DISMAN-EVENT-MIB::sysUpTimelnstance
IF-MIB::ifIndex.22
1F-MIB::ifDescr.22

CISCO-SMI::local.2.1.1.20.22

Time Ticks
Integer
Octet String
Integer

Octet String

& > C A Notsecure | https://192.168.65.10/#LoggedTraps Y & A Not secure | https://192.168.65.10/#LoggedTraps b SN U
=SevOne ‘ Reports Events Applications Devices Administration SevOne + Logout + ) M ? Reports Events Applications Administration SevOne + Logout + 1) ¢ ?
Filter 2] Filter &

Peer: I Site-A i‘l Peer: I Site-8 jI

Target OID: No Filter Specified (=] Target OID: No Filter Specified (]

1P Address: No Filter Specified 1P Address: No Filter Specified

Time Span: Past 2 Hours = Time Span: Past 2 Hours hd

Time Zone: utc -] Time Zone: utc 1]

‘ Apply Filter ‘ Apply Filter
Trap Manager Trap Manager
| Variables »| Traps || variables »|

1 Variable \ Type Value

1571957093

2
GigabitEthernet1/0/14
6

administratively down
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