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AI People and identity

Apps and content Devices 

Unified Endpoint Management

• Provide best in class UEM/Modern Management coverage 
across all endpoints

• Enable co-existence with traditional endpoints management 
tools for laptop/desktop management

• Enable support for purpose built and industry focused use 
cases

• Expand admin and enable end user experience management

• Expand Device, App and end user Analytics and Automation

Zero Trust Endpoint Security

• Expand security detection, prevention and response on 
mobile endpoints

• Expand Security Analytics to enable response based on User 
and Device risk posture

• Enable Zero Trust and XDR use cases via integrations with 
IBM Security stack

Unifies, secures, and manages devices and users 

Offering Strategy IBM Security
MaaS360 with Watson
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SaaS Platform
IBM MaaS360
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MaaS360 SaaS 
• Administrator Experience

Enhanced experience in searching for policy attributes, 
Export/Import across portals, re-usable policy segments, 
setting policy precedence

• License Management 
Ability to self service license assignments/changes, track 
usage

• Partner Management 
Manage customer hierarchy, real time reporting

• Flexible Deployment Models
Ability to deploy MaaS360 in hyperscaler and Hybrid Cloud 
environment

• Manage and maintain industry 
certifications and programs on Security 
and Compliance 
SOC II Type 2, ISO 27K, GDPR, FedRAMP Impact Level 2, 
NIAP Common Criteria, FBA (Finance)

Continue to evolve the MaaS360 
platform to simplify administrator 
experience and support multi-cloud 
and flexible consumption models

Cloud Security & Compliance

Focus on scalable worldwide delivery of offering 
from a secure, trusted, best-in-class cloud 
platform

IBM Cloud



5

New Policy UI – Feature Highlights

IBM Security / © IBM Corporation 2021

Policy Configurations:

• Advanced widget support

• Breadcrumbs for easy navigation

• Configure & Remove tabs

• List data types searchable

• Usability improvements in complex param

• Ability to drag/drop during file upload

• Short description & more details on hover

• Role based access

• Real time validation of parameters

• Show tabs with validation errors

• Apply & Remove policy recommendations at Tab level

• Inline Custom Attributes support

• Policy search & navigation to parameters

Review Policy changes: 

• Review policy at Tab level

• Show added/deleted/Modified param

• Show new policy parameters

• Rollback review

Policy Assignment view

• Group Policy Assignment

• Compliance rule assignment

• Devices in scope

Policy Actions:

• Change default policy

• Impacted Device & Policy

• Activate policy

• Deactivate policy

• Review Deactivate action from Assignment view
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New Policy UI – Feature Highlights

IBM Security / © IBM Corporation 2021

Policy Audit:

• Filter audit by event, date etc..

• Additional audit events like create, rollback etc.

• Ability to review difference for Bulk edit

• Audit Actions based on admin role

• Audit view for read only admins

Apply changes more policy:

• New flow for bulk edit UI

• Select published policy

• Save & Publish policy param

• Audit bulk edit

• Email confirmation of status

• Faster processing of publish action
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IBM MaaS360 - Policy Future Development

IBM Security / © IBM Corporation 2021

• Policy UI (iOS, Mac, Chrome)

• Policy Precedence

• Policy Distribution / Assignment dashboard

• Policy Segments

• Policy Export & Import



IBM MaaS360 – Policy Precedence
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IBM MaaS360 – Policy Distribution / Assignment Dashboard
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IBM MaaS360 – Policy Segments
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Current Policy Framework

One MDM Policy

Passcode
Restrictions
WiFi
VPN
Workplace
Browser restrictions
Bluetooth restrictions
etc…

Segment – 1

WiFi

Proposed Policy Framework

Segment – 2

VPN

Segment – 3

Lock Screen

Main MDM Policy

Passcode
Restrictions
Workplace settings
Browser restrictions
Bluetooth restrictions
Wallpapers
Email
SSO settings
Active sync 
etc…



Policy UI – Policy Configure



Policy UI – Policy Parameters Search, Errors & Validation



Policy UI – Review Changes



Policy UI – Audit History & Review Changes 



Policy UI – Policy (bulk edit, deactivate)



Policy UI – Policy (bulk edit, deactivate)



Policy UI – Policy Assignments
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Follow us on:

ibm.com/security
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