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1 Introduction

This cookbook provides a step-by-step guide to installing a pair of IBM Security Access Manager Virtual
Appliances and then configuring them to demonstrate federation scenarios (such as federated single sign-on
using the SAML 2.0 Browser POST profile) and Secure Token Service scenarios.

This cookbook is designed to work with IBM Security Access Manager 9.0.6.0.

The Python scripts written to accompany this document are designed to detect the installed version and perform
the appropriate configuration.

1.1 High Level Architecture and Networking

The high-level architecture and networking for the environment described in this document may be summarized
as follows:

s D « D
SAM IdP Appliance SAM SP Appliance
Runtime Runtime
—— Reverse e Reverse
192.168.42.101 (m) 192.168.42.102 192.168.42.201 (m) 192.168.42.202
isam.myidp.ibm.com www.myidp.ibm.com isam.mysp.ibm.com www.mysp.ibm.com
SSHHTTPS BLES SSH| HTTPS HTTPS
:22:443 443 22 1443 443

192.168.42.2

192.168.42.1

VMWare

Browser Python BASH

Host Machine

1.2 Required Components

1.2.1 Access Manager Virtual Appliance ISO Image

The Access Manager Virtual Appliance installation ISO image is required in order to create a Virtual Appliance
from an empty Virtual Machine. This image can be downloaded from IBM Software Sellers Workplace (IBMers),
IBM PartnerWorld (Authorized Partners), or Passport Advantage (Entitled Customers). For SAM 9.0.6.0, search
for Part CNX5LML.

1.2.2 Access Manager 9.0 Activation Codes

Access Manager functionality is enabled using Activation Codes. In order to use this cookbook, you will need the
Activation Codes for the Platform and the Federation Add-on. Files containing these codes can be downloaded
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from IBM Software Sellers Workplace (IBMers), IBM PartnerWorld (Authorized Partners), or Passport Advantage
(Entitled Customers). Search for Parts CNX5NML and CNX5QML.

If you are planning to manually configure the appliance, you will need to select these files during activation so
make sure they are available on the same machine as the browser you will use to access the appliances.

1.2.3 Host machine running VMWare

This guide assumes that the Hypervisor environment is VMWare Workstation. The host machine should have
these minimum specifications:

e Good 64-bit processor (recommend dual core i5 or better)

e 12GB memory (4GB for host OS + 2 virtual machines each requiring 4GB)

e 20GB free disk space

1.2.4 VMWare Networking

This cookbook assumes NAT networking is used within VMWare and that the NAT network is configured for
192.168.42.0 subnet.

Internet connectivity is required for Network Time Protocol to be configured against an internet source.

1.2.5 Hosts file

The hosts file on the host machine must include the following entries to allow it to resolve the hosthames used in
this lab guide:

192.168.42.101 isam.myidp.ibm.com
192.168.42.102 www.myidp.ibm.com

192.168.42.201 isam.mysp.ibm.com

192.168.42.202 WWwW.mysp.ibm.com

Some windows machines require that you run your text editor as administrator in order to be able to edit the
%systemroot%\system32\drivers\etc\hosts file.

1.2.6 Required Files

The files required during the lab (mapping files, keys, scripts, etc.) are provided in a ZIP file which accompanies
this document. This should be unpacked to a local directory on your host machine. In this guide it will be referred
to as the .../providedfiles directory.

If you are planning to use the provided scripts to automate configuration of the appliances then you will need to
copy the Platform and Federation activation codes (see section 1.2.2) into the
.../providedfiles/Automation/automation.ini file as shown below:

[common]
platform-activation-code = XXXX-XXXX-XXXX-XXXX-XXXX-XXKXX-XXXX-XXXX

federation-activation-code = yyyy-yYYYY-VYVY-VYYY-VYYY-VYVYYY-VYVY-VYVY
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1.3 Manual vs. Programmatic configuration

Once an appliance is installed and has been configured for basic IP connectivity, two methods of configuration are
available:

e Manually via the LMI web console

e Programmatically via REST APIs

While manual configuration enables a more complete understanding of the steps required, programmatic
configuration is preferred for quick and repeatable set up of appliances in a change-managed environment.

Where possible in this document, a Python script (which uses the REST APIs) is provided in addition to a step-by-
step description of the manual steps. In this case you will see a notice that looks like this:

SCRIPT-START: A script is available for this section as an alternative to following the manual steps.

The scripts are found, under the providedfiles directory, in the following location:
...\providedfiles\Automation\

Go to this directory in a Command Window and, from there, you can execute the scripts directly using the
command indicated in the START-SCRIPT instructions.

If you decide to use the script, skip the manual steps until you see the corresponding end-of-script notice.

SCRIPT-END:

Appendix B — Python Automation Project, at the end of this document, contains information about the Python
project required for automatic configuration used throughout this document. You will likely need to follow the steps
in that section to import additional modules into your python environment. Python 2.7 was used in the
development of these automation scripts.

1.3.1 End-to-end SAML 2.0 use case configuration

If you want to quickly configure the SAML 2.0 federation use case, use the following commands after you have
created the two SAM Appliances and given them management IP addresses:

1. SAMLIPConfig.py -configure All

2. SAMLSPConfig.py -configure All

3. ImportPartners.py -import IdP_Partner_Metadata

4. ImportPartners.py -import SP_Partner_Metadata
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2 Virtual Machine creation and Appliance Install

This section describes the installation of two ISAM Virtual Appliances in VMWare Workstation.

This section needs to be completed twice
Once for the Identity Provider and once for the Service Provider.

2.1 Create a new virtual machine
The first step is to create a new VMWare virtual machine to host the virtual appliance.

Set up the Virtual Machine with the following options:

Option Recommended Value

Compatibility Accept default unless you want to share with older versions
CD Drive Use SAM 9.0.6.0 ISO image file (from Passport Advantage)
Guest Operating System | Other Linux 3.x kernel 64-bit

Virtual Machine Name ISAM IdP or ISAM SP

Number of processors 1

Memory 4096 MB

Networking Network Address Translation

Disk New virtual disk

Disk Type SCSI (default controller)

Disk Size 40 GB

If you like, you can delete any printer, sound card, and camera devices; they are not required.

2.2 Loading the Firmware Image onto the Virtual Appliance

Having now created the virtual machine, the next step is to load the ISAM virtual appliance firmware from the ISO
image that we attached to the virtual machine when we created it.

[

Eile Edit View VM Tabs Help R ;

L,

Home [y ISAM IdP [ ISAM 5P

With the new appliance tab (either ISAM IdP or ISAM SP) selected, press the green arrow button to start the
virtual machine.

B 1f you need to release your focus from the Virtual Machine, press <Ctrl> and <Alt> at the same time.
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ISOLINUX 4.85 Bx587a3765 ETCD Copyright (C) 1994-2H11 H. Peter Anvin et al
Security Appliance Installer
ait 18 seconds or press enter to boot the appliance installer.

ype "boothdd” to boot from the hard drive, or "interactive” to boot the
interactive appliance installer.

Press Enter to start the appliance installer.

qed,

e disk, ..,

Two partitions are created each with a copy of the firmware.

When the firmware installation is complete, the Virtual Machine automatically shuts down.
Use setting in VMWare to disconnect the Virtual CD Drive from the Virtual Machine.
Virtual Machines default to boot from the local hard disk so it is not a requirement to disconnect the virtual CD

drive. However, doing so removes dependency on the ISO image being available which can generate
unwanted warnings at start up.
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3 Appliance Host and Networking Configuration

We will now perform host and networking configuration of the appliance so that the management interface is
available on the network. This is done on the appliance console shown in the VMWare Workstation window.

This section needs to be completed twice
Once for the Identity Provider and once for the Service Provider.

3.1 Manual vs Silent Configuration

There are two ways that initial networking configuration can be applied to a new Access Manager appliance:
e Manual configuration via console
¢ Silent configuration using configuration 1SO file

Silent configuration is designed for use when completely automated configuration of appliances is required; it
allows networking to be configured so that the appliance management interface can be reached. Once this is
done, all subsequent configuration can be performed via the LMI REST interfaces.

Both configuration methods are documented here; you can choose which to use.

3.2 OPTION 1: Silent Configuration

3.2.1 Use Configuration I1SO to configure IP connectivity

Silent configuration ISO files are available for this section as an alternative to following the manual steps. The
ISO files contain configuration files that are used to perform a silent initial configuration of adapters, and
networking. More details available at:

https://www.ibm.com/support/knowledgecenter/SSPREK 9.0.6/com.ibm.isam.doc/admin/concept/con_silent confi

g.html

ISO files tailored for the environment documented in this document are available in the
.../providedfiles/configuration_iso_files directory

For the IdP, boot from the IDP.iso configuration 1ISO after appliance image install
For the SP, boot from the SP.iso configuration ISO after appliance image install

In CD/DVD drive options under VM settings, select the appropriate ISO image, check the checkbox for Connect
at power on and click OK.

We can now Power on the machines. Automatic configuration is performed. When complete, the configured
hostname is displayed followed by a login prompt:

-

izam.myidp.ibm.com login: admin izam.mysp.ibm.com login: admin

Password: _

assword: _

Return to the VMWare CD/DVD properties and clear the Connect at power on option.

Using the Boot ISO performs the minimum configuration required to provide IP connectivity; the appliance is given
a hostname and a management IP address.
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3.2.2 Complete "First-Steps" process

Before the appliance can be fully managed the "First Steps" process must be completed to confirm acceptance of
the Software License Agreement (SLA).

SCRIPT-START:

For the IdP, run this script: SAMLIPConfig.py -configure First_Steps

For the SP, run this script: SAMLSPConfig.py -configure First_Steps

It is possible to complete the First Steps process manually by connecting to the LMI Web Console of the
appliances and working through the First Steps wizard. This process is not detailed here because it is assumed
that by choosing the "Silent Install" option a scripted approach is preferred.

SCRIPT-END:

The script should display the following:

INFO:BaseManager:Configuring the first steps for the appliance
INFO:BaseManager:Checking if the SLA has been accepted
INFO:BaseManager:Accepting the license

INFO:BaseManager:Checking if the appliance is configured
INFO:BaseManager:Configuring the appliance
INFO:BaseManager:Successfully configured the first steps for the appliance

If you use this method, skip the following manual configuration section and go to Section 3.4 - Check internet
connectivity.

3.3 OPTION 2: Manual Configuration

File Edit View VM Tabs Help IE = H

Home L ISAM IdP [ Start up this guest operating system ]

Start the Virtual Appliance Virtual Machine.

While the appliance boots you will see a flashing cursor. After around 1 minute you should see the following:

MAC verified 0K

unconfigqured.appliance login: admin
Password:

Log in to the console using the administrator user id admin and the default password of admin.
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During the first login after the initial firmware has been loaded onto the appliance, a wizard is automatically run to
configure the firmware.

Press Enter to run the configuration wizard.

Enter 1 to agree to the license terms.
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FIPS 140-2 Mode Confilguration
You must enable FIPS mode 1n order to comply with FIPS 140-2 and NIS
ed lmmedia

ut. reading the FIPS section in the user

0 "Il'lbl"‘ FIE; mode now, vou camnot disable 1t later without

e applied lmmediately,
een nodified,

Enter 1 to set the host name.
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We now want to configure a management interface.

Enter 3 to configure an interface.

Enter 1 to configure the 1.1 interface. This is the only interface available because we only defined one networking
card for the Virtual Machine.

this intert.

L

Enter index: 10
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Enter 1 to enable this interface.

ation mode:

Enter 2 to add a new IP address to the 1.1 interface

Enter the IPvd addr

Enter the IPwd

Enter the IPv4 configuration as follows:
e Address: 192.168.42.101
e Subnet Mask: 255.255.255.0

his IP address for m:

Enter index: 1

Enter 1 to enable this IP address.

Enter the IPs
Ente %

Enter the IPv4 configuration as follows:
e Address: 192.168.42.201
e Subnet Mask: 255.255.255.0
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Enter 4 to finish configuring addresses.

With the management address configured, further addresses can be added later using the management

We could add other IP addresses here but configuration of the management address is the minimum required.
console or REST APIs.

vh Oddr

red addres

Enter 6 to set the IPv4 default gateway. This is required to give the appliance connectivity beyond the local
192.168.42.0 subnet.
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1: 1,
Enter indexz: 11

Enter 192.168.42.2 as the Default Gateway.
Enter 1 to specify that the 1.1 interface should be used to reach the Default Gateway

I The 192.168.42.2 gateway is provided by VMWare. On a NAT-enabled subnet, this gateway will use Network
Address Translation to route out from the host machine using its IP addresses and routing table.

Since we're not using DHCP, we need to manually configure a DNS server.
Enter 1 to set DNS server 1.

=rver 1P address:

Enter 192.168.42.2 as the DNS server address.

.2 is the DNS server provided by VMWare. It forwards DNS requests to the DNS servers configured for the
host machine.
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from DHCP

Enter the number associated with your geography
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and then enter the number associated with your time zone.
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Check the time and date displayed and, if necessary, use options 1 and 2 to modify. Once the date, time and
time zone are set correctly, enter n to continue.

Check the data displayed in the Summary. If it is correct, enter 1 to apply the specified configuration.
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& has been

The appliance firmware is now configured.

Enter exit to logout from the console interface.

3.4 Check internet connectivity
We will now test internet connectivity from our Virtual Appliance.

isam.myidp.ibm.com login: admin
Password: admin

Login with username admin and password admin

I Note that hostname shown will be isam.mysp.ibm.com when configuring your SP appliance.

Last login: Wed Nov 11 06:35:49 2015

Welcome to the IBM Security Access Manager

Welcome to the IBM Security Access Manager appliance
Enter "help" for a list of available commands
isam.myidp.ibm.com> tools

Enter tools to open the tools folder.

isam.myidp.ibm.com:tools> ping pool.ntp.org

PING pool.ntp.org (91.237.88.67) 56(84) bytes of data.

64 bytes from mail.graftwerk.de (91.237.88.67): icmp seqg=1 ttl=128 time=45.5 ms
64 bytes from mail.qraftwerk.de (91.237.88.67): icmp seqg=2 ttl=128 time=42.1 ms
64 bytes from mail.graftwerk.de (91.237.88.67): icmp seq=3 ttl=128 time=42.0 ms
~C

--- pool.ntp.org ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2404ms

rtt min/avg/max/mdev = 42.096/43.270/45.566/1.632 ms

isam.myidp.ibm.com:tools>

Enter command ping pool.ntp.org. If ping is successful then this proves that our IP address is working, our DNS
server is working, our default gateway is working, NAT connectivity to the internet is working, and that an NTP
server can be reached.

B The NTP server returned may differ depending on your location.
Press Ctrl-C to terminate the ping command.
If this ping command fails, debug of the networking configuration will be required. Check that the VMWare

networking configuration of the default NAT network is set correctly and ensure that your host machine has
connectivity to the internet.

isam.myidp.ibm.com:tools> exit

Enter exit to log out from the appliance console.
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4 Basic Appliance Configuration

In this section we will perform basic configuration of the appliance. The following will be configured:
¢ Network Time Protocol

Functionality Activation

Additional IP addresses

Static hosts

Access Manager Runtime (local policy server and LDAP)

This section needs to be completed twice
Once for the Identity Provider and once for the Service Provider.

Reminder: scripts are provided for many of these steps. If you use the script, skip the manual steps until the
end-of-script notice.

4.1 Login to the Local Management Interface (LMI) of the Appliance

The scripting options show here for resetting the LMI password may not be needed if you already set the
password manually during initial license accept after iso installation. If however you have used the bootstrap 1ISO
to boot up the appliance with a management interface, the admin password will still be at the default of “admin”,
and this script will show you how to programmatically change it.

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps.

For the SP, run this script: SAMLSPConfig.py -configure Admin_Password

If you use this script, skip to the corresponding SCRIPT-END notice.

= =

| H
| For the IdP, run this script: SAMLIPConfig.py -configure Admin_Password Il
I I
I I

Open a browser on your host system. Firefox 38.1.0 ESR was used when writing this lab guide.

Open the LMI GUI for the ISAM Appliance via the URL.:

W

https://isam.myidp.ibm.com https://isam.mysp.ibm.com

Accept any security exceptions related to the self-signed certificate presented by the Virtual Appliance. Ensure
that the Permanently store this exception checkbox is selected to avoid seeing this certificate warning in the
future.
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The login page for the ISAM Appliance LMI is how displayed:

®

IBM* Secunty Access Manager
Powered byX-Force © 2012

User name
admin

Password:
000000 NS

© Copyright 2001, 2015 IBM Corporation

Login as user admin with password admin

admin 1 elp Language
Set Password’fhg
Loegout -

Click on the admin username in the console title bar and select Set Password from the drop-down menu.

Set Password

Update the password for the authenticated user

Current Password : sssee
New Password : sessssses

Confirm New Password : sssssese

Submit Cancel

Enter admin as the Current Password and enter PasswOrd in the New Password and Confirm New Password
boxes. Click Submit.
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This is the password used for most users and administrator accounts in this guide.

SCRIPT-END:
The script should display the following:

INFO:BaseManager:Configuring the administrator password
INFO:BaseManager:Successfully configured the administrator password

4.2 Enable NTP

You may notice that on the LMI dashboard there is a natification warning that "Local clock is not synchronized".
We will now configure the appliance to use an internet NTP service to maintain clock synchronization.

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps.

| For the IdP, run this script: SAMLIPConfig.py -configure NTP
| For the SP, run this script: SAMLSPConfig.py -configure NTP

IBM Security Access Manager sammobl.demo.com admin Language

B, Home Monilor € 2 Secure
Iﬁ Appliance Dashboard E Analysis and Diagnostics “‘@WEIJ Settings
Updates and Licensing Metwork Settings Sustem Settin Secure Settings
l Cwarview Application Interfaces S5L Certificates
Application Database Settings Management Interfaces Admingtor Sattings File Downloads
it et N e Rt et et 1

Click on the Manage System Settings icon to open the "mega-menu" and click the Date/Time item - as shown
above.
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Date/Timea

Date:
7f7/2015

Time:
15:51

Time Zone:
UTC+00:00 London

.7 Enable NTP

LT C P

[Comma-Separated):
pool.ntp.org

Save Cunﬁgurat‘iil'h% Reset

Check the checkbox for Enable NTP and enter pool.ntp.org in the NTP Server Addresses entry box.
Click Save Configuration at the bottom of the window to save the changes.

Notice that a warning is now displayed at the top of the window:

DateTime

.'r'
4 ! % There is currently cne undeployed change. Click here to review the changes or apply them to the system.

This indicates that changes have been made to the appliance configuration but they are not yet active. Click the
link to activate the configuration change you have just made.

A pop-up dialog is displayed showing the pending changes:

Deploy Pending Changes

Module Date Modified
Date/Time Jul 7, 2015 3:56:24 PM

 Canceli| | Roll Back Dqgll)uv

Click Deploy to deploy the changes to the appliance.
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SCRIPT-END:
The script should display the following:

INFO:BaseManager:Configuring NTP server
INFO:BaseManager:Successfully configured NTP server

4.3 Product Activation

The Access Manager 9.0 Virtual Appliance firmware contains a number of functional modules. However, after

initial installation, only basic management functions are available. Activation is required in order to enable the
purchased modules.

( SCRIPT-START: 1

|| For the IdP, run this script: SAMLIPConfig.py -configure Product_Activation
| For the SP, run this script: SAMLSPConfig.py -configure Product_Activation

If you use this script, skip to the corresponding SCRIPT-END notice.

= =

IBM Security Access Manager admin Help Language
/AQ Home @ Monitor U—:} Secure @ Manage
=] 4 ppliance Dashboard Analysis and Diagnostics "A"J'u‘.'el:: Settings =" System Settingsh
Updates and Licensing Metwork Settings System Settings Secure Settings
o Overview General Date/Time SSL Certificates
D Application Database Settings DNS Administrator Settings File Downloads
7 Available Updates Interfaces Management Authentication Silent Configuration
T Scheduled Security Updates Static Routes Management Authorization
1 Update Servers Hosts File Management S5L Certificate
Update History Packet Tracing Account Management
T I Licensing and &Cti\-"atil:ll'l 9 Cluster Configuration Advanced Tuning Parameters
. Firmware Setth_fs Snapshots
Fix Packs Support Files
N System Alerts

SNMP Monitoring
Restart or Shut down

Click on the Manage System Settings icon to open the "mega-menu" and click the Licensing and Activation
item - as shown above.

The licensing and Activation screen is displayed. Currently there are no activated modules.
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Licensing and Activation

Activated Modules

ImpDE
LAy

Module

Click the Import button. A file selector dialog is displayed.

Select the ISAM 9.0 Platform Activation File that you downloaded from IBM (see section 1.2.2)

Licensing and Activation

Activated Modules
The license file upload process is pending:

# Type File Name
1 CODE isam_base_appliance.code

Save Configurgtion Cancel
s

Click Save Configuration.

The IBM Security Access Manager base activation code is processed and the module is listed. We won't deploy
changes yet because we also want to activate Federation functionality.

Licensing and Activation

FAY
/! ! % There is currently one undeployed change. Click here to review the changes or apply them to the svstem.
—_

Activated Modules

Import
[

2

Module

Name: |BM Security Access Manager Base Appliance
Enabled: True
Software License Agreement: View Service Agreement

Click Import. The file selection dialog opens again.
Select the ISAM 9.0 Federation Activation File that you downloaded from IBM (see section 1.2.2)
Click Save Configuration.

The Federation activation code is processed. Now both IBM Security Access Manager Base Appliance and IBM
Security Access Manager Federation Mobiles are listed:
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Licensing and Activation

/l ETherE iz currently one undeployed change.JClick here to review Hle changes or apply them to the system.
A

Activated Modules

Import |

Module

Name: BM Security Access Manager Base Appliance
Enabled: True
Software License Agreement: View Service Agreement

Name: IBM Security Access Manager Federation
Enabled: True

To complete the activation process we must deploy the changes we have made.

Click the Click here to review the changes or apply them to the system link in the warning message - as
shown above.

Deploy Pending Changes

Module Date Modified
Activation Jul 7, 2015 4:12:02 PM

| Cancel | | Roll Back Denley

Click Deploy to confirm the deployment of the changes.

The activation process can take a few minutes to complete because a number of new components are started
and initialized within the appliance. Once it is complete, the following message is displayed:

The policy was successfully applied but the
nature of the changes required the user
interface to restart.

This action does not disrupt the flow of
network traffic.

The local management interface will be

unavailable until the restart finishes.

Click here to return to the |local
management intE!T_ﬁau:E
Y_f
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Click on the link in the message to reconnect to the appliance management interface (it may take a few seconds
for this to work).

SCRIPT-END:
The script should display the following:

INFO:BaseManager:Configuring product activation
INFO:BaseManager:Successfully activated platform
INFO:BaseManager:Successfully activated federation

You should now see that Secure Federation mega-menu is available in the LMI Web Console:

IBM Security Access Manager admin

@Home 92| Monitor {2 Secure (51| Manage
oy aal i . W i L,J e
Appliance Dashboard Analysis and Diagnostics Web Settings == System Settings

4.4 Configure Runtime Interfaces
We will now configure the Interfaces where appliance runtime components, such as the Reverse Proxy will listen.

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps.

For the IdP, run this script: SAMLIPConfig.py -configure Runtime_Interfaces
For the SP, run this script: SAMLSPConfig.py -configure Runtime_Interfaces

IBM Security Access Manager admin elp Language
PR > f i = N
@ Home ;ﬁ Monltpr _ . ‘_\rfi} Secure . ‘*=L'3j. Sec:ure_ @ Manage _
el Appliance Dashboard Analysis and Diagnostics = Web Settings =¥ Federation == System Settings
Updates and Licensing Network Settings System Settings Secure Settings
M Owverview General Date/Time SSL Certificates
5 Application Database Settings DNS Administrator Settings File Downloads R
Available Updates Management Authentication Silent Configuration
Scheduled Security Updates Static Rdutes Management Authorization

i Ve e e S L B B B Ml o e o il O il e

In the top menu panel, select Manage System Settings — Network Settings: Interfaces” - as indicated above.
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Networking Configuration

General Networking DNS Interfaces | Static Routes
Interfaces:
o New | i Edit 2 PEEE |
A
Interface Enabled = Mame Address Comment
1.1 7 192 168 42.101/255 255 2550 [Management]

The configuration shows our only interface (1.1) and the single management IP address that we are connected to.
We need to edit this interface configuration in order to add an additional (non-management) IP address.

Select the checkbox next to the 1.1 interface and click Edit - as shown above.

Edit Interface

General Configuration | IPvd Settings | IPvE Settings

Auto (DHCP)

Enabled
Management Address

Provides Default Route

Manual

-._PW 4 Edit |§{Zi

| 1'Tfllxl:ll:lresis'. Management Enabled
f Address
| S

192183 42 101/25

5.255.255.0 ves ves

Sawve Configuration Cancel

Select the IPv4 Settings tab and then click the New button to add a new IP address.
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Add Address X

Address:
192.1658.42.102/24

Management Address

| Enabled

Cancel

Enter 192.168.42.102/24 in the Address field.

Add Address X

Address:
|192.168.42.202/24 |

Management Address

| Enabled

Enter 192.168.42.202/24 in the Address field.

This is CIDR notation; the /24 means there are 24 bits in the subnet mask (i.e. 255.255.255.0).

Click Save Configuration.

The new IP address is now listed:

Edit Interface x

Edit Interface x

General Configuration | IPv4 Settings | IPvE Settings

Auto (DHCP)
Enabled

Management Address

Provides Default Route

| ® Edit | X Delete |

General Configuration | IPv4 Settings | IPv6 Settings

Auto (DHCP)

Enabled
Management Address

Provides Default Route

Manual

o New | 8 Edit | K Delete |

Save Cunﬁﬁlyratiun | Cancel

Address Management Enabled Address Management Enabled
Address Address
192 168 42 101/25 192.168.42.201/25
52552550 es ves 5.255.255.0 ves ves
[ 192.168.42.102/24  No Wes I'_' 192.168.42.202/124 Mo Yes I

Save Cunﬁgﬁ;:atiun || Cancel
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Click Save Configuration to save the new interface configuration.

Deploy the configuration changes using the link in the yellow warning message.

SCRIPT-END:
The script should display the following:

INFO:BaseManager:Configuring Runtime Interfaces
INFO:BaseManager:Successfully configured Runtime Interfaces

Open a command window on your host machine and ping the new IP address you just created to check that the
address is active and reachable.
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# ping 192.168.42.102
Pinging 192.168.42.10
data:

Reply from 192.168.42
time<lms TTL=64

Reply from 192.168.42
time<lms TTL=64

2 with 32 bytes of
.102: bytes=32

.102: bytes=32

# ping 192.168.42.202

Pinging 192.168.42.202 with 32 bytes of
data:

Reply from 192.168.42.202: bytes=32
time<lms TTL=64

Reply from 192.168.42.202: bytes=32
time<lms TTL=64

4.5 Update Hosts File on the Appliance

Since we don’t have access to a DNS server that we can modify, we will now add a couple of host aliases to the

appliance.

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps.

For the IdP, run this script: SAMLIPConfig.py -configure Hosts_File
For the SP, run this script: SAMLSPConfig.py -configure Hosts_File

If you use this script, skip to the corresponding SCRIPT-END notice.

IEM Security Access Manager

% Home [

Appliance Dashboard

Updates and Licensing
Overview

Application Database Settings
Available Updates

Scheduled Security Updates
Update Servers

Update History

Licensing and Activation

Metwork Settings

General

DNS

Interfaces

Static Routes

Front End Load Balancer
= Hostaihis |

Packér Tracing

admin Languar

= -y o2
" Momtt.nr . . \_._/ISecure . t‘r—;/l Securg Manage .
Analysis and Diagnostics Web Settings ~ Federation System Settings

System Settings Secure Settings

Date/Time S5L Certificates

Administrator Settings File Downloads I~
Management Authentication Silent Configuration

Management Authorization
Management S5L Certificate
Account Management

Adwvanced Tuning Parameters

In the top menu panel, select Manage System Settings — Network Settings: Hosts File - as indicated above.

Manage Hosts File

qp New || ¥ Dekte | o Rafrash

{:&’i”ﬁé’é’é?&é;

Select the “Host Records” entry and press the New button .
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Create Host Record

Address *

192.168.42.101

Hostname *

isam.myidp.ibm.con

Save

Cancel

Enter “192.168.42.101” as the Address and “isam.myidp. ibm. com” as the Hostname. Press Save to create

the hosts file entry.

A

F. ! "'\There is currently one undeployed change. Click hare to review the changes or apply them to the systam.

| S

You can see at this point that there is now an undeployed change in the system. The change to the hosts
configuration is pending at this point.

Before we deploy the change, add these additional host entries:

Address

Hostname

192.168.42.102

www.myidp.ibm.com

192.168.42.201

isam.mysp.ibm.com

192.168.42.202

www.mysp.ibm.com

The hosts configuration should now look like this:
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Manage Hosts File

@ New | X Delete ;-_;3‘1“ Refresh
Host Records

127.0.0.1

192.168.42.101
isam.myidp.ibm.com

192.168.42.102
www.myidp.ibm.com

192.168.42.201
isam.mysp.ibm.com

192.168.42.202
www.mysp.ibm.com

i1

Click the Click here to review the changes or apply them to the system link shown above and click Deploy to
confirm the changes.

SCRIPT-END:
The script should display the following:

INFO:BaseManager:Configuring HOSTS file entries
INFO:BaseManager:Successfully configured HOSTS file entries

4.6 Configure ISAM Runtime Component on the Appliance

In this section we will now configure the ISAM Runtime component of the appliance.

For this lab, we will configure the ISAM appliance to run with a local ISAM Policy Server and a local LDAP server.

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps.

For the SP, run this script: SAMLSPConfig.py -configure Runtime_Component

If you use this script, skip to the corresponding SCRIPT-END notice.

= =

|| H
| For the IdP, run this script: SAMLIPConfig.py -configure Runtime_Component Il
I I
I I
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IEM Security Access Manager

admin
- - ey g
; Hume i Munltqr . _ _!_JSecure _ .,.___!_)Securg Manage _
Appliance Dashboard Analysis and Diagnostics Web Settings Federation == Systemn Settings
Manage Global Settings Global Keys
1 I Runtime Cnmgnnﬁnt I URL Mapping S50 Keys
Reverse Proxy Junction Mapping LTPA Keys

Authorization Server Client Certificate Mapping

In the top menu panel, select Secure Web Settings — Manage: Runtime Component — as indicated above.

Runtime Component

)39 Cu:unfilﬂ_HrE ,ﬁ Unconfigure | [} Start
L

L
[=]
L=
o
1]
1
Ol
I
Cal
5]

1]
=]
01
!
(1]
i
1]

Manage +

Status: MNot configured

Go to Application Log Files to view the Policy Server and User Reqistry log files

Click the Configure button to initiate the runtime configuration dialog.

Runtime Environment Configure

Main Policy Server LODAP

Policy Server

Remote
Import

User Registry

LDAP Remote
bbb
| 2 LDAP Local:

m
o

L
(Fy]
=
il
i)

| Cancel

Select the radio buttons for a “Local” Policy Server and an “LDAP Local” User Registry.
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Click Next to move to the next configuration tab.
Runtime Environment Configure

Main Folicy Server LDAP

Administrator Password *

Confirm Administrator Password *

S5SL Server Certificate Lifetime (days)
1,460

SSL Compliance *
Mo additional compliance

Previous Nm Firnsh Cancel
A

Enter “Passw0rd’ as the “Administrator Password” and “Confirm Administrator Password”. Ensure the other
fields left as default. Press Next to progress to the next tab.

Runtime Environment Configure

Main Policy Server LDAP

Clean existing data

Previous exti Cancel

On the LDAP tab, press Finish to perform the runtime configuration.

Note that you are using the default password (passwOrd) for the built-in LDAP directory (which should
obviously be changed in any non-trivial environment). We won't change the password in this environment, but

it can be changed under Manage>Embedded LDAP->Change Password.
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Runtime Component

5

Configure % Unconfigure | [> Start | @Stnp | E Restart | —E| Replicate with Cluster Manage ¥

i}
fii]

Status: Available

Mode: The environment is configured using a local policy server and a local user registry.

Go to Application Log Files to view the Policy Server and User Registry log files.

After a short time, during which the Policy Server is configured and entries are created in the LDAP, you should
see a message indicating that the ISAM runtime component is configured using a local policy server and a local
user registry — as shown above.

SCRIPT-END:
The script should display the following:

INFO:WGAManager:Configuring Runtime component
INFO:WGAManager:Successfully configured Runtime component
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5 Create Reverse Proxy instance

In this lab we will create a Reverse Proxy instance on our ISAM Appliance. This will authenticate users at the
Identity Provider and protect services at the Service Provider.

This section needs to be completed twice
Once for the Identity Provider and once for the Service Provider

5.1 Create new Reverse Proxy

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps.

For the IdP, run this script: SAMLIPConfig.py -configure WebSEAL _Instance
For the SP, run this script: SAMLSPConfig.py -configure WebSEAL _Instance

If you use this script, skip to the corresponding SCRIPT-END notice.

IBM Security Access Manager

/& Home Monitor \I‘_’,\ﬁ Secure
< 5 ppliance Dashboard Analysiz and Diagnostics “J“/'I Web Setti ga
Manage Global Settings Global Keys
R Runtime Component URL Mapping S50 Keys
| |= Reverse Prowy | Juncticn Mapping LTPA Keys
Authorizatidd Server Client Certificate Mapping

In the top menu panel, select Secure Web Settings — Manage: Reverse Proxy, as indicated above.

Rewverse Proxy

q_,'ilm.ﬁ]w = Edit | # Delete | D’ Start | @ Stop | ERestart ':‘.'l><h Refresh Manage ¥
j—

Instance Name State Changes are Active
*= .. | Mo fiter applied

0 item

Click the New button to open the Reverse Proxy creation dialog.
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Mew Reverse Proxy Instance

Instance IBM Security Access Manager | Transport
Instance Name *

|default |

Host name *
isam.myidp.ibm.com

Listening Port *
7234

IP Address for the Primary Interface *
[192.168.42.102 i

..
m
o
i
[#4]
=
5
ul
3
L
T

Enter default as the Instance Name and select the IP
address associated with the non-management interface
we configured earlier (192.168.42.102) from the IP
Address for the Primary Interface pull-down list.

New Reverse Proxy Instance

Instance IBM Security Access Manager | Transport
Instance Name *

Idefault I

Host name *
isam.mysp.ibm.com

Listening Port *
7234

IP Address for the Primary Interface *
192.168.42.202

..

m
T
3

MNext

(=]
4]
i

Enter default as the Instance Name and select the IP
address associated with the non-management interface
we configured earlier (192.168.42.202) from the IP
Address for the Primary Interface pull-down list.

Ensure the Host name and Listening Port default correctly to the values shown above.

Click Next to progress to the next configuration panel.
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New Reverse Proxy Instance X

Instance IBM Security Access Manager | Transport

Administrator Name *

sec_master

Administrator Password * Passwird ]
(2212211}
Domain *
Default
Previous Naﬁ Finish Cancel

Enter PasswOrd as the (ISAM) Administrator Password. Ensure the other fields default correctly as shown
above.

Click Next to progress to the next configuration panel.

New Reverse Proxy Instance

Instance IBM Security Access Manager | Transport
Enable HTTP

HTTP Port

./ Enable HTTPS

HTTPS Port *
443

Previous Jext Finizh Cancel

[Fr,

Select the checkbox for HTTPS and ensure the “HTTP Port” is set to 443. Click Finish to create the Reverse
Proxy instance.

The Reverse Proxy instance is now configured and started.
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5.2 Modify Reverse Proxy Instance Settings
In this section we will modify the configuration for the Reverse Proxy instance.

IEM Security Access Manager

g % Home | Monitor .\_; Secure E
M=l Anpliance Dashboard Analysis and Diagnostics Web Settingsg
Manage Global Settings Global Keys
Ry Runtime Component URL Mapping S50 Keys
o I Reverse Praxy I Junction Mapping LTPA Keys
Authorizatid-d Server Client Certificate Mapping

Navigate to Secure Web Settings > Manage: Reverse Proxy

Rewverse Proxy
o8 New | S Edit | # Delete | I start | @ stop | [Z] restart | P Refresh I Manage ¥ I e

Instance Name State Changes 4 Configuration
I

)I Edit Configuration File ,&. |

G ... | Mo fitter applied Troubleshoaoting

1 Started True| Management Root

1-10of1item 10 | 25 | 50 | 100 | A Junctiocn Management

Logging

Renew Management Certificate

¥ | Edit Tracing Configuration File
Web Content Protection
Impaort Configuration

Export Configuration

Select the checkbox for the default Reverse Proxy instance. Click on Manage and select Configuration>Edit

Configuration File from the pop-up menu.

This will open the configuration file where we need to make a number of changes.

B To find a location in this file, use the browsers search function. On Firefox this is activated using Ctrl-f.

In the [server] stanza set the following entry highlighted in red:

[server] [server]
# web-host-name = www.webseal.com # web-host-name = www.webseal.com
web-host-name = www.myidp.ibm.com web-host-name = www.mysp.ibm.com
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In the [step-up] stanza, change verify-step-up-user to no, as highlighted in red:

[step-up]

The following entry determines, in the event of a step-up operation,
whether the new user ID must match the user ID from the previous
authentication. In the situation where verify-step-up-user = yes,

and the user IDs do not match, an error will be presented to the user.

e

verify-step-up-user = no

In the [session] stanza, set the following entries highlighted in red:

[session]

aser—session—ids = yes
Inactive—timeout = 1800
greate—unauth—sessions = yes

Save changes.

B Note that you are now warned about an undeployed change. The configuration changes are not active yet.

5.3 Deploy the Changes and Restart the Reverse Proxy Instance

We are now ready to deploy the configuration changes and restart the Reverse Proxy instance so the changes
come into effect.

Rewverse Proxy

FAY
I_.f' | % There is currently one undeployed :hange.!cli:k here to review the chanq‘ﬁ% or apply them to the system. I
—
ot

The configuration file settings we just changed were performed on a copy of the real configuration files. Press the
link in the yellow warning bar to apply (or discard) the changes.

Deploy Pending Changes

Module Date Modified
Reverse Proxy Configuration File Jul 8, 2015 3:37:27 PM

........................

Cancel]| | Roll Back || Depfpy

Press the Deploy button to deploy the changes to the master copy of the configuration files.

A warning message is displayed advising that the Reverse Proxy instance will need to be restarted in order for the
changes to come into effect. The Changes are Active shows as False.
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Reverse Proxy

GA Mew | = Edit | H Delete | [> Start | @ Stop | E R%tart BRefresh Manage ¥

Instance Mame State Changes are Active Last Modified

1
= .. | Mo fiter applied

ED 4 started /N False

1-10of1item 10 | 25 0 oo | A

Jul 8, 2015 3:37:27 PM

Select the checkbox next to the Reverse Proxy instance and press the Restart button — as shown above, to
restart the server.

A blue message box should briefly appear once the instance has restarted. Changes are Active shows as True
to reflect that the deployed configuration changes are now active.

SCRIPT-END:
The script should display the following:

INFO:WGAManager:Configuring WebSEAL Instance
INFO:WGAManager:Successfully configured WebSEAL Instance
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6 Create SAML 2.0 Identity Provider federation

This section is completed only for the Identity Provider.
You will configure the Service Provider in a later section.

6.1 Upload keystore files

SCRIPT-START:

A sample keystore and stash file for the IdP is available in the .../provided_files/myidpkeys directory. The
keystore contains all the certificates required for a SAML flow to work based on the configuration used in this
document.

Navigate to Manage System Settings > Secure Settings: SSL Certificates.

izam.myidp.ibm.com admin Language E
i Secure .;& Secure Manage
-"l'r‘:EI:: Settings "-’JFEderaticn ==~ System Settings

System Settings

Date/Time S5L Cerfificates

Administrator Settings File Dowk-bads i
Management Authentication Silent Configuration

B = ey T o T e

Click Manage > Import.
SSL Certificates

o New | X Delete ;;.‘“““ Refresh —E Replicate with Cluster Manage ¥
! Certificate Database Name Type Edit SSL Certificate Database
I: v . | Mo filter applied Details
rt_profile_keys Local De=cribe
Imi_trust_store Local Rename
pdsrv Local Import

Select the certificate database and stash file from the .../provided_files/myidpkeys directory and click Import.
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Import SSL Certificate Database

Certificate Database File *

Browse

Stash File *

- N

Browse

Import Cancel

A warning will be displayed at the top of the window. Click the link to activate the configuration change you have
just made. A pop-up dialog is displayed showing the pending changes. Deploy the changes.

Select the keystore. Click Manage > Edit SSL Certificate Database.

SSL Certificates

W New | 3 Delete ;3‘““ Refresh —E Replicate with Cluster Manage ¥
Certificate Database Name Type Edit SSL Certificate Database
24 ... | Nofilter applied Details
rt_profile_keys Local De=cribe 109 4
Imi_trust_store Local Rename 53
pdsrv Local Import 1384
® myidpkeys Local Export 01
@ embedded_ldap_keys Local Jul 28, 2015 3:07:27 4

Verify that the Personal Certificate is present.
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Edit S5L Certificate Database - myidpkeys

P Mew | 2 Edit | #H Delete | Qﬁh Refresh | Manage *

Signer Certificates | Personal Certificates || Certificate Requests

Label Default lssuer Subject

*== .. | Mo fiter applied

myidpkey true CH=myidp, O=ibm,C=2g CH=myidp, O=ibm,C=2g

Once verified, close the dialog.

SCRIPT-END:
The script should display the following

INFO:WGAManager:Configuring keystore for IdP
INFO:WGAManager:Successfully uploaded and configured keystore

6.2 Upload mapping rules

This document makes use of a number of JavaScript mapping rules. These need to be created on the Identity
Provider appliance. We will actually create quite a few mapping rules at this time although the SAML federation
will initially use only the first of these rules.

When using the appliance console to create Mapping Rules, cut-and-paste is used to load the JavaScript content
of the rules. Before we get started, we need to open our first rule in a text editor so we can copy it.

Go to the .../providedfiles/mappingrules/idp directory and open the ip_saml|20.js file in a text editor.
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Chtemp\providedfiles\mappingrul

I File Edit Search View Encoding Llsngusge Setfings Macro  Run  TedfX  Plugins  Window 2
o= 00|g]|¢o.|:|:| | |ﬂ}';§4|‘§ =>|~—'I.C-I.| ‘—J@“El (] |3£‘T’&'@"§
[=lip_saml20 js tzl
1 |// SAML.20 IP Mapping rule
2
3 importPackage (Packages.com.tivoli.am.fim. trustserver.sts);
4 importPackage (Packages.com.tivoli.am. fim. trustserver.sts.uuser) ;
5 importPackage (Packages.com.tivoli.am. fim.trustserver.sts.utilities) ;
7 IDMappingExtUtils.traceString("igdp mapping rule called with gisuu: " + stsuu.toString()):;
9 // re-write Principal name with type as email pameid format
10 var principalName = stsuu.getPrincipalName () ;
11 stsuu.getPrincipalAttributeContainer () .clear();
12 stsuu.addPrincipalAttribute (new Attribute ("name", "urn:ocasis:names:g:SAML:1. Ctrl-a at
13 Cirl-c
14 // keep just the attributes we want transmitted in SAML asse%tion

Select all the text in the file and then copy it. On Windows you can use Ctrl-a to select all and Ctrl-c to copy.

Now we're ready to create a Mapping Rule on the appliance with this content.

adrm

IBM Security Access Manager isam.myidp.ibm.com

.| Monitor € 2 secure =
Analysis and Diagnostics Web Settings Federation
Manage Global Settings Global Keys
! Federations Adwvanced Configuration LTPA Keys

Security Token Service
Attribute Source

User Registry
Runtime Parameters

Temnlate Files

Ma

ingiRules

Listnbuted sessl

on Cache

Server Connectiocns

Partner Templates

In the LMI Administration console, navigate to Secure Federation>Global Settings

Mapping Rules

-

A1
i

i
i
i

% Add
C Ik,

S
Mapping Rules

™

QIDCIDToken
Category: QIDC

OIDCRP
Category: QIDC

: Mapping Rules.
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Click Add to add a new mapping rule.

Create Mapping Rule

.2

Content: |y cAML20 IP Wapping rule
importPackage(Packages.com tivol.am.fim frustserver sts),

importPackage(Packages.com.tivoli.am. fim trustserver.sts.uuser);
importPackage(Packages.com.fivoliam fim trustserver.ste. utiities);

IDMappingExtUtils traceString("idp mapping rule called with gtsuu: ™ + stsuu toString(h);

m

il re-write Principal name with type as email nameid format

var principalMame = stzuu. getPrincipallame();
SRR

steuu.getPrincipalattribute Container().clear();
steuu.addPrincipalAttribute(new Attribute("name”, “urn:oasiz:names:tc:SAML:1.1:nameid-format emailtddress”, principalam

il keep just the attributes we want transmitted in SAML assertion 3
var permittedAttrsFromCred = [ "emailAddress", "firstName”, "lastiame"T];

var foundAttrs =

for (var i=0; i < permittedAttrsFromCred.length; i++} {

var yals = stsuu getAttributeContainer(h. getAttributealuesByName(permittedAttraFromCred(i);
if (yals '= null && vals length = 0} {

ToundAtirs[permittedAttraFromCred[] = vals;
3 Cirlv
H
4 | mn | 3
Name: ip_saml20
Category: SAMLZ 0 b
Save 41-:] Close

Paste the rule text into the Content box. On Windows you can use Ctrl-c to paste.
Enter ip_saml20 as the rule Name and select SAML2_0 as the Category.
Click Save to save the new Mapping Rule.

Repeat the process above for all of the files in the .../providedfiles/mappingrules/idp directory

Once all Mapping Rules are loaded, deploy the pending changes.
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SCRIPT-END:

The script should display the following
INFO:FederationManager:Upload all mapping rules
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule

6.3 Create federation

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps.

|| H
|| For the IdP, run this script: SAMLIPConfig.py -configure Federation ||
| I

If you use this script, skip to the corresponding SCRIPT-END notice

= =

IBM Security Access Manager isam. myidp.ibm.com admin
P e - y -_..-\3‘& '-_.l'-_ -
Hnme :'ii Monitor . i Secure &y Secure E*" Manage
e Anpliance Dashboard Analysis and hagnostics == Web Settings Federation == Systemn Settings
Manage Global Settings Global Keys
! Fede iuns Advanced Configuration LTPA Keys
Secuty Token Service User Registry

Attribute Source Runtime Parameters

el - [ -1

Using the administration console, navigate to Secure Federation->Manage: Federations.
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Federation Management

Federations

[ﬁﬁdd E Delete  f3] Ex @ Partners % Refresh
o

Federation Hame - Federation Protoco | Role

Mo temz to dizplay

Click Add to create a new federation.

Create New Federation

Federation Protocol

Template

Point of Contact Server Federation Protocol
Signature Options

Encryption Options

Summary Choose the name and protecol for this federation.

* Federation Name:

samiZ0idp

* Select the protocol for this federation:

.j':ju OpeniD Connect

@ SEML 2

Previous Next {h_j OK Cancel

Create a new SAML 2.0 federation named sam|20idp as shown and click Next.
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Create New Federation

Federation Protocol

Template

General Information Template
Point of Contact Server
Profile Selection

Single Sign-on Settings
Mame ldentifier Management
Settings

Single Logout Settings
Signature Options
Encryption Optionzs

SAMNL Message Settings

|:::] Quick Connect

On the template page, select SAML 2.0 and click Next.

Create New Federation

Federation Protocel

Template

General Information General Information
Point of Contact Server
Profile Selection

Single Sign-on Settings
Signature Optionz
Encryption Options
SAMNL Message Settings
ldentity Mapping

ldentity Mapping Rule
Summary

Provide basic information about this federation.

* Company Mame

IdP Company

* |dentify vour role:

(@) identity Provider

{1 Service Provider

On the General Information panel, enter IdP Company as the Company Name, select Identity Provider as the
role, and click Next.
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Create New Federation

Federation Protocol
Template

General Information
Point of Contact Server
Profile Selection

Single Sign-on Settings
Signature Options
Encryption Options
SANL Message Settings
ldentity Mapping
ldentity Mapping Rule
Summary

Point of Contact Server

Enter the endpoint URL of vour point of contact server.

* Pgint of Contact

e heeww.myidp.ibm.comiisam

lzps

On the Point of Contact Server panel, enter https://www.myidp.ibm.com/isam and click Next.

Create New Federation

Federation Protocaol
Temglate

General Informaticn
Point of Contact Server
Profile Selection

Single Sign-on Settings
Single Logout Settings
Signature Cptions
Encryption Options
SAML Message Settings
ldentity Mapping
ldentity Mapping Rule
Summary

Profile Selection

Select the SAML 2.0 profiles to use in this federation.

w”* Web Browser Single Sign-on

[] Name Identifier Management

w”| Single Logout

On the profile selection panel, leave Web Browser Single Sign-on selected and also select Single Logout.

Then press Next.
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Create New Federation

Federation Protocol

Template _ ) )
General Information Single Sign-on Settings
Point of Contact Server

Profile Selection

Single Sign-on Seftings
Single Logout Settings
Signature Options
Encryption Options * Supported bindings:
SANL Message Settings
ldentity Mapping

ldentity Mapping Rule
Summary

Prowide the details for the SAML 2.0 Web Browser Single Sign-on profile.

[] HTTP Artifact

w’| HTTP POST

w'| HTTP Redirect

= Amount of time, in =econds, before the issue date that an assertion is
considered valid:

300 =
* Amount of time, in seconds, that the azsertion iz valid after being issued:
300 =

-

w* Reguire zignature on incoming SAML authentication requests.

I w’| Require outgoing SARL authentication responses to be =igned. I

On the Single Sign-on settings panel, deselect HTTP Artifact and select HTTP Redirect.

Select checkboxes for Require Consent to Federation, Require signature on incoming SAML authentication
requests and Require outgoing SAML authentication responses to be signed.

Then click Next.
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Create New Federation

Federation Protocol
Template ] i
General Information Single Logout Settings

Point of Contact Server
Profile Selection

Single Sign-on Seftings
Single Logout Settings
Signature Options
Encryption Options * Supported bindings:
SANL Message Setting
ldentity Mapping
ldentity Mapping Rule
Surnmary

Provide the details for SANML 2.0 Single Logout profile.

i

| HTTP Artifact

w'| HTTP POST

w'| HTTP Redirect

| HTTP SOAP

Select which outgoing SAML messages require a signature:

v Single logout reguests

v Single logout responses

On the Single Logout Settings panel, deselect HTTP Artifact and select HTTP Redirect.
Select checkboxes to require signatures for Single logout requests and Single logout responses.

Then click Next.
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Create New Federation

Federation Protocol

Template
General Information Signature Options
Point of Contact Server
Profile Selection

Single Sign-on Settings

Select a public/private key pair for 2igning the SAML messages and the

Single Logout Settings assertion. Your partner retrieves the corresponding public key when importing
Signature Opticns your metadata.

Encryption Options
SAMNML Message Settings . ]
dentity Mapping Certificate Databaze

ldentity Mapping Rule myidpkeys -
Summary

* Certificate Label
myidpkey -

Include the following Kevinfo elements:
w*| X309 Certificate Data

[ ] X509 Subject Name

|:_ X509 Subject Key Identifier

|:_ X509 Subject lzsuer Details

[ Public Key

On the Signature Options panel, select the myidpkeys Certificate Database, and the myidpkey Certificate Label.

Then click Next.
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Create New Federation

Federation Protocol

Template

General Information Encryption Options
Point of Contact Server

Profile Selection N . )
—Sinqle Sion-on Settings Select a public/private key pair that the federation partners can use to encrypt

Single Logout Settings certain message content. The selected public key is exported in the metadata
Signature COpticns file for this federation, making it available to the federation partners.

Encryption Options
SAML Message Settings

ldentity Mapping * Certificate Database
Identity Mapping Rule myidpkeys -
Summary

* Certificate Label
myidpkey -

On the Encryption Options panel, select the myidpkeys Certificate Database and the myidpkey Certificate Label.

Then click Next.

Create New Federation

Federation Protocol
Template

General Information SAML Message Settings

Point of Contact Server
Profile Selection

Single Sign-on Seftings
Single Logout Settings

Prowide detailz about how to handle SAML messages.

Signature Options ”ﬂt”r":' 0 tIIZ!I'IS * Message Lifetime (seconds)
Encryption Opticns -
SANML Message Settings 300 -
ldentity Mapping

dentity Mapping Rule * Session Timeout (seconds)
Summary 7300 :

On the SAML Message Settings panel, leave values at their defaults and click Next.
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Create New Federation

5

Federation Protocol

Template
General Information |dentity Mapping
Point of Contact Server
Profile Selecticn

Single Sign-on Settings

If configuring an identity provider, this mapping specifies how to create an

Single Logout Settings assertion that contains attributes that are mapped from a local user account.
Signature Opticns If configuring a service provider, this mapping specifies how to match an
Encryption Options assertion from the partner to the local user accounts.

SANML Message Settings
ldentity Mappin

ldentity Mapping Rule
Summary

Select one of the following identity mapping options:

(@) Use JavaScript transformation for identity mapping

lj':'jn Use an external web service for identity mapping

On the Identity Mapping panel, we will use the default of Use Javascript transformation for identity mapping
S0 just click Next.

Create New Federation

Federation Protocol

Template

General Information |1:|er'|tit‘\_.,.r Mapping Rule
Point of Contact Server
Profile Selection

Single Sign-on Settings
Single Logout Settings
signature Options nature 0 t":fns' * Jawascript file containing the identity mapping rule:
Encryption Opticns
SANML Message Settings
ldentity Mappin

ldentity Mapping Ruls
Summary

Specify the JavaScript file that containg the identity mapping rule.

ip_saml20 -

On the Identity Mapping Rule panel, select ip_saml|20 from the drop-down list and click Next.
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Create New Federation

Federation Protocol
Template

General Information
Point of Contact Server
Profile Selection

Single Sign-on Settings
Single Logout Settings
Signature Options
Encryption Options
SANML Message Settings
ldentity Wappin

ldentity Mapping Rule
Summary

Summary

Ensure that the values are correct. Click OK to complete the federation
configuration. Click Previous to make more changes.

Federation name:

Protocol:

Protocol template:

Company name:

Role:

Point of contact:

Web browser single sign-on
profile:

Name identifier management
profile:

Single logout profile:

HTTP Artifact binding for single
sign-on:

HTTP POST binding for single
sign-on:

HTTP Redirect binding for =ingle
sign-on:

Assertion validity duration
before issue (seconds):

Assertion validitv duration after

m

sami20idp

SAMLZ_0

SAMLZ_0

IdP Company

ip
https:/fwww.myidp.ibm.com
lizam/zps

true

false
true

falze

true

true

300

Previous N

Cancel

OK{}"}

On the Summary panel, click OK to create the federation.

Follow on-screen instructions to deploy pending changes.

SCRIPT-END:
The script should display the following

INFO:FederationManager:Configuring the IdP Federation

INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the IdP
FederationINFO:FederationManager:Successfully configured the IdP Federation
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6.4 Export meta-data

e

Using the administration console, navigate to Secure Federation -> Manage: Federations.

Federation Management

Federations

[ add  [FEdt [ Deete | A] Expué BPartners ", Refresh

Federation Hame i Federation Protoco = Role

samlZ0idp o

Click on the sam|20idp federation and click Export.

SAML 2.0 ldentity Provider

This will start the download of the federation metadata. Save the file to:
...Iprovidedfiles/Automation/tmp/ipmetadata.xml

It is important to save the metadata file to this exact location if you are planning to use the automated scripts to
import this metadata to the partner.

SCRIPT-END:

The script should display the following
INFO:FederationManager:Exporting Metadata

INFO:FederationManager:Successful export of metadata

The metadata file will be exported to .../providedfiles/Automation/tmp/ipmetadata.xml
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7 Create SAML 2.0 Service Provider federation

This section is completed only for the Service Provider.
The Identity Provider creation is described in the previous section.

7.1 Uploading keystore files

( SCRIPT-START: —‘
A script is available for this section as an alternative to following the manual steps.

For the SP, run this script: SAMLSPConfig.py -configure Keystore

If you use this script, skip to the corresponding SCRIPT-END notice

A sample keystore and stash file for the SP are available in the .../providedfiles/myspkeys directory. The keystore
contains all the certificates required for a SAML flow to work based on the configuration described in this
document.

izam.mysp.ibm.com admin =lp Language

Secure .;ﬁ_% Secure @ Manage
Web Settings “# Federation == System Settings

System Settings

Date/Time S5L Ceytificates

Administrator Settings File Dov-hloads i
Management Authentication Silent Configuration

Bl v e v T N A i T

Navigate to Manage System Settings > Secure Settings: SSL Certificates

SSL Certificates

W New | X Delete ;-‘-3:‘"’ Refresh —E Replicate with Cluster Manage ¥
! Certificate Database Name Type Edit SSL Certificate Database
I: o .| Mo filter applied Details
rt_profile_keys Local Describe
Imi_trust_store Local Rename
pdsrv Local Import

Click Manage > Import.
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Import SSL Certificate Database

base File #*

Select the certificate database and stash file. Click Import.

Dimpore ]

A warning will be displayed at the top of the window. Click the link to activate the configuration change you have
just made. A pop-up dialog is displayed showing the pending changes. Click deploy.

SSL Certificates

.2 New | 3 Delete

-
i Certificate Database Name

2= | Nofilter applied

L
| myspkeys

rn_profile keys
pdsrv
Imi_trust_store

embedded_|dap_keys

;3*" Refresh | =g Replicate with

Type

Local
Local
Local
Local

Local

Select the keystore. Click Manage > Edit SSL Certificate Database.

Manage ¥

Edit S5L Certificate Databa*e

Details
Describe
Rename
Import

Export
Jul 28, 2015 3:06
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Edit 55L Certificate Database - myspkeys

R New | = Edit | #H Delete | ':‘.éh Refresh | Manage ¥

Signer Certificates | Personal Certificates | Certificate Requests

---=
'

i Label Default lzzuer Subject

R
= ... | Mo fiter applied

myspkey true CH=my=zp,O=ibm,C=5g CH=mysp, 0=

Verify that the Personal Certificate is present.

Once verified, close the dialog.

SCRIPT-END:
The script should display the following

INFO:WGAManager:Configuring keystore for SP
INFO:WGAManager:Successfully uploaded and configured keystore

7.2 Upload mapping rules

This document makes use of a number of JavaScript mapping rules. These need to be created on the Identity

Provider appliance. We will actually create a few mapping rules at this time although the SAML federation will
initially use only the first of these rules.

When using the appliance console to create Mapping Rules, cut-and-paste is used to load the JavaScript content
of the rules. Before we get started, we need to open our first rule in a text editor so we can copy it.

Go to the .../providedfiles/mappingrules/sp directory and open the sp_saml20.js file in a text editor.
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|| File Edit Search View Encoding Langusge Settings Macro Run  TetFX  Plugins  Window 7
:o'l sl @& w] | 88 By | '3'|~—".C-I.| ._J@“ﬂ (o] ‘5‘9‘98@"3
= sp_saml20js tﬂl
1 |// SEML20 SP Mapping rule
2
3 importPackage (Packages.com.tivoli.am.fim.trustserver.sts) ;
4 importPackage (Packages.com.tivoli.am.fim.trustserver.sts.uuser) ;
5 importPackage (Packages.com.tivoli.am.fim.trustserver.sts.utilities) ;
7 IDMappingExtUtils.traceString ("gp ma rule called with ghsuw: " + stsuu.toString());
9 // copy all the attributes from the jdp, found in the AdditionalAttributeStatement, into this STSUU
10 Hfor (var i = stsuu.getAttributeStatements(); i.hasNext(); ) {
11 var attrStatement = i.next();
12 var attrs = attrStatement.gethAttributes();
13 [H if (attrs != null && attrs.length > 0) {
14 E for (var j = 0; j < attrs.length; j++) {
15 stsuu.addAttribute (attrs[J]);
16 | }
17 | }
18 Ly
- i . Ctrl-a
20 var testhAttr = new Attribute("testattr_ sp”,"u 'y "myvalue sp"); Cirl-c
21 stsuu.addAttribute (testAttr) ;
L&

Select all the text in the file and then copy it. On Windows you can use Ctrl-a to select all and Ctrl-c to copy.

Now we're ready to create a Mapping Rule on the appliance with this content.

IBM Security Access Manager isam. myidp.ibm.com adn
> . Py ~g =
| Monitor \G Secure &L Secure E
Analysis and Diagnostics Web Settings Federation
Manage Global Settings Global Keys
! Federations Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Temnlate Files

Maggina}lﬁules

Oistributed ~ession Cache
Server Connections

Partner Templates

In the LMI Administration console, navigate to Secure Federation>Global Settings: Mapping Rules.
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Mapping Rules

" add
C I
W

Edit Delete @ Export @ Replace

Mapping Rules

QIDCIDToken

Category: QIDC

QIDCRP

Category: QIDC

Click Add to add a new mapping rule.

Create Mapping Rule

Content:

N SAML20 SP Mapping rule

mportPackage(Packages.com tivolam.fim rustserver stsl;
ImporiPackags(Packages.com tivoll.am fim trustserver sts user):
importPackage(Packages.com tivoli.am fim trustserver ste utilties);

DM appingExtUtils traceString("sp mapping rule called with stsuu: * + stsuu. toStringi));

If copy all the attributes from the idp, found in the AdditionalAttribute Statement, into this STSUU
for (var i = gteuu. getAttributeStatements(); i.naghexd(); ) {
var attrStatement = i.next(};
if (attrs = null && atrg.length = 0} {
for (var j=0; ] = gffrs.length; j++) {
stsuu. addAtiribute(attrs(l);

H
H

var festAtlr = new Aftribute("testatlr_sp"."urn:mytype”, "myvalue_sp);
stsuu addAttributetestAtr);

Ctrl-v

Name:

sp_sami2

Category: I

SAMLZ 0 - |

Save

Close

Paste the rule text into the Content box. On Windows you can use Ctrl-c to paste.

Enter sp_saml20 as the rule Name and select SAML2_0 as the Category.

Page 68 of 330




(S 1BM Security

~

Click Save to save the new Mapping Rule.

Repeat the process above for all of the files in the .../providedfiles/mappingrules/sp directory

Once all Mapping Rules are loaded, deploy the pending changes.

SCRIPT-END:
The script should display the following
INFO:FederationManager:Upload all mapping rules

INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule

7.3 Create federation

admin

isam.mysp.ibm.com

IEM Security Access Manager

?&\ Home :ﬁ Monitor \ri“— Secure Manage
B 5 npliance Dashboard Analysis and Diagnostics ““"'/I'u‘.'el: Settings ==" System Settings
Manage Global Settings Global Keys

! Federatins Advanced Configuration LTEA Keys
Security—~oken Service User Registry

Attrihite Snnires Bunntime Parameateare

Using the administration console, navigate to Secure Federation=>Manage: Federations.
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Federation Management

Federations

[‘%cr;d d

Federation Hame

Click Add to create a new federation.

Create New Federation

Federation Protocol
Template

Point of Contact Server
Signature Options
Encryption Options
Summary

& Partners % Refresh

o

(=]
1!
i)
(4!

- Federation Protoco | Role

Mo temz to dizplay

Federation Protocol

Choose the name and protocol for this federation.

* Federation Name

samiZi=zp

* Select the protocol for this federation:

(") OpeniD Connect

(@) SAML 2.0

Next OK
,
-y

Previous Cancel

Create a new SAML 2.0 federation named saml20sp as shown and click Next.
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Create New Federation

Federation Protocol

Template

General Information Template
Point of Contact Server
Profile Selection

Single Sign-on Settings
Mame ldentifier Management
Settings

Single Logout Settings
Signature Options
Encryption Optionzs

SAMNL Message Settings

|:::] Quick Connect

On the template page, select SAML 2.0 and click Next.

Create New Federation

Federation Protocol

Template
General Information General Information
Point of Contact Server
Profile Selection

Single Sign-on Settings
Signature Options
Encryption Options

Prowide basic information about this federation.

* Company Mame

SAML Message Settings

Identity Mapping SP Company
ldentity Mapping Rule

Summary

* |dentify vour role:

() identity Provider

(@) Service Provider

On the General Information panel, enter SP Company as the Company Name, select Service Provider as the
role, and click Next.
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Create New Federation

Federation Protocol
Template

General Information
Point of Contact Server
Profile Selection

Single Sign-on Settings
Signature Options
Encryption Options
SAMNML Message Settings
ldentity Mapping
ldentity Mapping Rule
Summary

Point of Contact Server

Enter the endpoint URL of vour point of contact server.

* Point of Contact

peiiwwow mysp.ibm.comisam feps

On the Point of Contact Server panel, enter https://www.mysp.ibm.com/isam and click Next.

Create New Federation

Federation Protocol
Template

General Informatien
Point of Contact Server
Profile Selection

Single Sign-on Settings
Single Logout Settings
Signature Options
Encryption Options
SANL Message Settings
ldentity Mapping
ldentity Mapping Rule
Summary

Profile Selection

Select the SAML 2.0 profiles to use in thizs federation.

w*| WWeb Browser Single Sign-on

[] Mame ldentifier Management

w*| Single Logout

On the profile selection panel, leave Web Browser Single Sign-on selected and also select Single Logout.

Then press Next.
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Create New Federation

Federation Protocol
Template

General Infoermation Slng|e Sign-{]l’l Sel‘tings
Point of Contact Server

Profile Selection

Single Sign-on Seftings
Single Logout Settings
Signature Options
Encryption Options * Supported bindings:
SAMNL Message Settings
ldentity Mapping

ldentity Mapping Rule
Surnmary

Provide the details for the SAML 2.0 Web Browser Single Sign-on profile.

[] HTTP Artifact

w'| HTTP POST

w'| HTTP Redirect

v’ Require signature on incoming SAKL assertions.

v Reguire outgoing SAML authentication reguests to be =signed.

On the Single Sign-on settings panel, deselect HTTP Artifact and select HTTP Redirect.

Select checkboxes for Require sighature on incoming SAML assertions and Require outgoing SAML
authentication requests to be signed.

Then click Next.
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Create New Federation

Federation Protocol
Template ] i
General Information Single Logout Settings

Point of Contact Server
Profile Selection

Single Sign-on Seftings
Single Logout Settings
Signature Options
Encryption Options * Supported bindings:
SANL Message Setting
ldentity Mapping
ldentity Mapping Rule
Surnmary

Provide the details for SANML 2.0 Single Logout profile.

i

| HTTP Artifact

w'| HTTP POST

w'| HTTP Redirect

| HTTP SOAP

Select which outgoing SAML messages require a signature:

v Single logout reguests

v Single logout responses

On the Single Logout Settings panel, deselect HTTP Artifact and select HTTP Redirect.
Select checkboxes to require signatures for Single logout requests and Single logout responses.

Then click Next.
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Create New Federation

Federation Protocol
Template

General Information Signature Dptions
Point of Contact Server
Profile Selection

Single Sign-on Settings

Select a public/private key pair for signing the SAKML messages and the

Single Logout Settings assertion. Your partner retrigves the corresponding public key when importing
Signature Cplicns your metadata.

Encryption Options
SANL Message Settings R ]
dentity Mapping Certificate Databaze

ldentity Mapping Rule myspkeys -
Summary

* Certificate Label
myspkey -

Include the following Keylnfo elements:
w* X509 Certificate Data

[] %502 Subject Name

|:_ X509 Subject Key ldentifier

|: X509 Subject Issuer Details

[ Public Key

On the Signature Options panel, select the myspkeys Certificate Database, and the myspkey Certificate Label.

Then click Next.
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Create New Federation

Federation Protocol

Template
General Information Encryption Options
Point of Contact Server

Profile Selection N . .
Single Sign-on Settings Select a public/private key pair that the federation partners can use to encrypt

Single Logout Settings certain message content. The selected public key is exported in the metadata
Signature Opticns file for this federation, making it available to the federation partners.

Encryption Oplicns
SANL Message Settings R )
dentity Mapping Certificate Database

ldentity Mapping Rule my=pkeys -
Summary

* Certificate Label
myspkey -

On the Encryption Options panel, select the myspkeys Certificate Database and the myspkey Certificate Label.

Then click Next.

Create New Federation

Federation Protocol
Template

General Information SAML Message Settings

Point of Contact Server
Profile Selection

Single Sign-on Seftings
Single Logout Settings

Prowide detailz about how to handle SAML messages.

Signature Options ”ﬂt”r":' 0 tIIZ!I'IS * Message Lifetime (seconds)
Encryption Opticns -
SANML Message Settings 300 -
dentity Mapping

identity Mapping Rule * Session Timeout (seconds)
Summary 7300 :

On the SAML Message Settings panel, leave values at their defaults and click Next.
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Create New Federation

5

Federation Protocol

Template
General Information |dentity Mapping
Point of Contact Server
Profile Selecticn

Single Sign-on Settings

If configuring an identity provider, this mapping specifies how to create an

Single Logout Settings assertion that contains attributes that are mapped from a local user account.
Signature Opticns If configuring a service provider, this mapping specifies how to match an
Encryption Options assertion from the partner to the local user accounts.

SANML Message Settings
ldentity Mappin

ldentity Mapping Rule
Summary

Select one of the following identity mapping options:

(@) Use JavaScript transformation for identity mapping

lj':'jn Use an external web service for identity mapping

On the Identity Mapping panel, we will use the default of Use Javascript transformation for identity mapping
S0 just click Next.

Create New Federation

Federation Protocol

Template

General Information Identity Mapping Rule
Point of Contact Server
Profile Selection

Single Sign-on Settings
Single Logout Settings
sSignature Options nature 0 tlgns * Jawascript file containing the identity mapping rule:
Encryption Cpticns
SANML Message Settings
ldentity Mappin

ldentity Mapping Rule
Summary

Specify the JavaScript file that containg the identity mapping rule.

sp_samlz0 -

On the Identity Mapping Rule panel, select sp_saml|20 from the drop-down list and click Next.
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Create New Federation

Federation Protocol
Template:

General Information
Point of Contact Server
Profile Selection

Single Sign-on Settings
Single Legout Settings
Signature Optiong

Encryption Options
SAML Message Seftings

ldentity Mappin
ldentity Mapping Rule
Summary

Summary

Ensure that the values are correct. Click OK to complets the federation
cenfiguration. Click Previous to make more changes.

m

Federation name: samizlsp
Protocol: SANMLZ_0
Protocol template: SANMLZ_0
Company name: SP Company
Role: =p
Paint of contact: l'!tlps:.n'.n'www.mysp.lbm.cum
lizam/sps

Web browser single sign-on

- true
profile:
Name identifier management

" falze
profile:
Single logout profile: true
HTTP Artifact binding for single false
sign-omn:
HTTP POST binding for =single true
sign-omn:
HTTP Redirect binding for true
zingle sign-on:
Assertion signature validation: true
Authentication request

—_— true -
sianina:
Previous Cancel

On the Summary panel, click OK to create the federation.

Follow on-screen instructions to deploy pending changes.

DK,(ﬂ‘n,

0
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SCRIPT-END:
The script should display the following

INFO:FederationManager:Configuring the SP Federation
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the SP Federation

7.4 Export meta-data

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps.

| For the SP, run this script: SAMLSPConfig.py -configure Export_Metadata

If you use this script, skip to the corresponding SCRIPT-END notice
||

=

Using the administration console, navigate to Secure Federation -> Manage: Federations.

Federation Management

Federations

= Add Edit Delete Expart Partners " Refresh
B &

Federation Hame . Federation Protoco | Role

samZ0sp o

Click on the sam120sp federation and click Export.

SAML 2.0 Service Provider

This will start the download of the federation metadata. Save the file to:
.../providedfiles/Automation/tmp/spmetadata.xml

It is important to save the metadata file to this exact location if you are planning to use the automated scripts to
import this metadata to the partner.

SCRIPT-END:

The script should display the following
INFO:FederationManager:Exporting Metadata
INFO:FederationManager:Successful export of metadata

The metadata file will be exported to .../providedfiles/Automation/tmp/spmetadata.xml
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8 Configure Reverse Proxy for Federation

After a new federation has been configured, the Reverse Proxy needs to be configured for it. There are some
general items that need to be completed for any federation:

e Load Federation Runtime certificate to Reverse Proxy keystore

e Create Junction to Federation Runtime

e Enable sending of session id in HTTP header

and there are some federation-specific items:
e Create and attach ACLs to protect federation endpoints
e Set up EAI trigger URLs

A REST service and a corresponding Ul are available via the Access Manager LMI Management interface which

triggers all of the required actions for a federation. This is the recommended way to perform the configuration.
The manual steps are also documented in the Appendix D should you wish to follow them.

8.1 ISAM Configuration for the IdP

This section is completed only for the Identity Provider.
You will configure the Service Provider in a later section.

8.1.1 Configure Reverse Proxy for IdP

SCRIPT-START:

| A script is available for this section as an alternative to following the manual steps. Remember, this step is
| for the IdP.

For SAM versions before 9.0.1.0 there is no way to trigger the POC configuration from the LMI Web Console.
You must either use the script to directly call the REST service (recommended) or follow the manual steps
documented in Section 25.1 - ISAM Configuration for the IdP.

IBM Security Access Manager

f%\ Hnme B Mnnitpr . . Erﬂj:i Secure .
M=l Anpliance Dashboard Analysis and Diagnostics PTEW b Settlngsé
Manage Global Settings Global Keys
R Runtime Component URL Mapping S50 Keys
| |= Reverse Praxy | Junction Mapping LTPA Keys
Authorizatid Server Client Certificate Mapping

In the mega-menu, navigate to Secure Web Settings > Manage: Reverse Proxy.
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Reverse Proxy

LA New W) edit | 3 Delete | [ start | (@ Stop ] Restart | & Refresh
| | | @

Instance Name

= .. No filter applied

default

1-10of 1item

..............................

‘ Configuration

State
Troubleshooting
| Management Root
Started )
Junction Management
10 | 25 | % Federation Management
Logging

| Renew Management Certificate

Select the Reverse Proxy instance, and click on Manage -> Federation Management.

| Federation Management - default

x Remove

Federation Name

*= .| Nofilter applied

-

To add the IdP federation, click on the Add button.

There are three panels which need to be filled out.

Add Federation to Reverse Proxy - default

>
0
~
n
w
b |
o
)
1]
&
-
N
W
™+
14
0

Provide the details to authenticate with the federation runtime.

Hostoame = __

localhost

easuser
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Inside the Runtime pane, user has to provide the details to authenticate with federation runtime. The details
include the host, port, user name and password. All of them are required. When you move to the next pane,
these details are used to connect to the Federation Runtime to retrieve a list of configured federations.

Add Federation to Reverse Proxy - default

Runtime

Select the federation to add.

1 *
IsamIZOidp I

On the Federation Tab, Select the federation created in the previous section.

Add Federation to Reverse Proxy - default

Runtime Federation | {ACLs and Certificates!

Select to reuse the existing access control lists (ACLs) and certificates.

Reuse ACLs

Reuse Certificates

The next tab is the ACLs and Certificates panel, you can choose to reuse ACLs and Certificates if they exist or
create new ones.

Once all the panels are done, click on Submit and then Deploy the Pending changes.

SCRIPT-END:
The script should display the following for IdP:

INFO:FederationManager:Configuring Reverse Proxy for federation saml20idp
INFO:FederationManager:Successfully configured Reverse Proxy for federation
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8.1.2 Environment-specific configuration

SCRIPT-START: —‘

| | A script is available for this section as an alternative to following the manual steps. Remember, this step is | |
| for the IdP. Il

For the IdP, run this script: SAMLIPConfig.py -configure WebSEAL_Configfile

IEM Security Access Manager
. Home | Monitor _; Secure
i £ ppliance Dashboard Analysis and Diagnostics g Web Sethngi
Manage Global Settings Global Keys
Ry Runtime Component URL Mapping S50 Keys
A I Reverse Praxy I Junction Mapping LTPA Keys
Authorizatid-d Server Client Certificate Mapping

Navigate to Secure Web Settings > Manage: Reverse Proxy

Rewverse Proxy
':\_]FNE'N | “# Edit | # Delete | [} Start | @ Stop | Restart | Qb(h Refresh I Manage ¥ I e
: )I Edit Configuration File r&'

: Instance Name State Changes 4 Configuration

.. | Mo fiter applied Troubleshooting » | Edit Tracing Configuratic‘-\ﬁFFile

Started True | Management Root Web Content Protection
1-1of1iem 10 | 25 | 50 | 100 | A Junction Management Impaort Configuration

Logging Export Configuration

Renew Management Certificate

Select the checkbox for the default Reverse Proxy instance. Click on Manage and select Configuration2>Edit
Configuration File from the pop-up menu.

This will open the configuration file where we need to make a number of changes.

At the end of the configuration file, create a new stanza as follows:

[junction:/isam]
reset-cookies-1list = *ac.uuid, *JSESSIONID

Add the TAM_CRED_ATTRS_SVC stanza and TAM_CRED_ATTRS_SVC:eperson as shown below. Add these
at the end of the file to ensure that they do not interfere with any existing stanza data.

[TAM _CRED_ATTRS_SVC]
eperson = azn_cred registry id

[TAM CRED_ATTRS_SVC:eperson]
emailAddress = mail
firstName = cn

lastName = sn
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Save and deploy the changes. Then select and restart the reverse proxy instance and ensure that the changes
are active after restarting.

SCRIPT-END:
The script should display the following for IdP:

INFO:WGAManager:Configuring WebSEAL .conf file for SAML IdP
INFO:WGAManager:Successfully configured WebSEAL.conf file for SAML IdP

8.2 ISAM Configuration for SP

This section is completed only for the Service Provider.
You should have configured the Identity Provider in the previous section.

8.2.1 Configure Reverse Proxy for SP

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. Remember, this step is
for the SP.

For the SP, run this script: SAMLSPConfig.py -configure POC_For_Federation

For SAM versions before 9.0.1.0 there is no way to trigger the POC configuration from the LMI Web Console.
You must either use the script to directly call the REST service (recommended) or follow the manual steps
documented in Section 25.2 - ISAM Configuration for SP.

IBM Security Access Manager

f% Home @ Monitor \I’”_% Secure E
i pppliance Dashboard Analysis and Diagnostics “J‘ Web Settingsé
Manage Global Settings Global Keys
Ry Runtime Component URL Mapping S50 Keys
| |= Reverse Praxy | Junction Mapping LTPA Keys
Authorizatid- Server Client Certificate Mapping

In the Mega-menu, navigate to Secure Web Settings > Manage: Reverse Proxy.
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Reverse Proxy

LA New W) edit | 3 Delete | [ start | (@ Stop ] Restart | & Refresh
| | | @

Instance Name

= .. No filter applied

default

1-10of 1item

‘ Configuration

State
Troubleshooting
| Management Root
Started )
Junction Management
10 | 25 | % Federation Management
Logging

| Renew Management Certificate

Select the Reverse Proxy instance, and click on Manage -> Federation Management.

| Federation Management - default

x Remove

Federation Name

*= .| Nofilter applied

-

To add the SP federation, click on the Add button.

There are three panels which need to be filled out.

Add Federation to Reverse Proxy - default

) =3
0
~
n
w
b |
o
)
1]
&
-
N
W
™+
14
0

Provide the details to authenticate with the federation runtime.

Hostoame = __

localhost

easuser
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Inside the Runtime pane, user has to provide the details to authenticate with federation runtime. The details
include the host, port, user name and password. All of them are required. When you move to the next pane,
these details are used to connect to the Federation Runtime to retrieve a list of configured federations.

Add Federation to Reverse Proxy - default

Runtime Federation | ACLs and Certificates

Select the federation to add.
ederationp Name *

On the Federation Tab, Select the SP federation created in the previous section.

Add Federation to Reverse Proxy - default

Runtime Federation | {ACLs and Certificates!

Select to reuse the existing access control lists (ACLs) and certificates.

Reuse ACLs

Reuse Certificates

The next tab is the ACLs and Certificates panel. You can choose to reuse ACLs and Certificates if they exist or
create new ones.

Once all the panels are done, click on Submit and then Deploy the Pending changes.

SCRIPT-END:
The script should display the following for SP:

INFO:FederationManager:Configuring Reverse Proxy for federation saml20sp
INFO:FederationManager:Successfully configured Reverse Proxy for federation
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8.2.2 Environment-specific configuration

SCRIPT-START:

w Home | Monitor '\.-; Secure ]
Appliance Dashboard Analysis and Diagnostics Web Settingsg
Manage Global Settings Global Keys
Ry Runtime Compaonent URL Mapping S50 Keys
! I Reverse Praxy I Junction Mapping LTPA kKeys
Authorizatid Server Client Certificate Mapping

Navigate to Secure Web Settings > Manage: Reverse Proxy

Rewverse Proxy
o8 New | S Edit | # Delete | I start | @ stop | [Z] restart | P Refresh I Manage ¥ I e
: )I Edit Configuration File ,&.

Instance Name State Changes 4 Configuration
I

“= | Mo fiter applied Troubleshooting » | Edit Tracing Configuration File
1 Started True| Management Root Web Content Protection
1-10f1item 10 | 25 | 50 | 100 | A Junctiocn Management Import Configuration

Logging Export Configuration

Renew Management Certificate

Select the checkbox for the default Reverse Proxy instance. Click on Manage and select Configuration2>Edit
Configuration File from the pop-up menu.

This will open the configuration file where we need to make a number of changes.

At the end of the configuration file, create a new stanza as follows:

[junction:/isam]
reset-cookies-1list = *ac.uuid, *JSESSIONID

Save and deploy the changes. Then select and restart the reverse proxy instance and ensure that the changes
are active after restarting.

8.2.3 Add anonymous user

When importing the IdP Partner information to our Service Provider a User ID was specified which will be used
when a transient Nameldentifier is passed by that IdP. The (default) User ID specified was anonymous.
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We will now create that user at the Service Provider so that the Reverse Proxy can build a credential for this user
when it is returned by the Federation Runtime.

Open an SSH session to the appliance. You could use ssh command-line (on a Linux system or in Cygwin) or
you could use PuTTY. You could also connect directly to the console of the appliance via VMWare.

SSH to isam.mysp.ibm.com and authenticate using the administrator credentials (admin/PasswOrd). The
welcome message is displayed:

Welcome to the IBM Security Access Manager

Welcome to the IBM Security Access Manager appliance
Enter "help" for a list of available commands
isam.mysp.ibm.com>

Using commands below, navigate to isam and start the admin utility. Then login to the pdadmin console:

isam.mysp.ibm.com> isam admin
pdadmin> login -a sec _master -p PasswOrd
pdadmin sec master>

Create an unauth ACL using the commands and attach it to SAML endpoints:

user create anonymous cn=anonymous,dc=iswga anonymous anonymous PasswOrd
user modify anonymous account-valid yes

Enter exit twice to exit from the session.

SCRIPT-END:
The script should display the following for SP:
INFO:WGAManager:Configuring WebSEAL.conf file for SAML SP

INFO:WGAManager:Successfully configured WebSEAL.conf file for SAML SP
INFO:WGAManager:Configuring user: anonymous
INFO:WGAManager:Successfully configured user: anonymous
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9 Configure Partners

In earlier sections, the metadata files corresponding to identity provider and service provider were exported. In
this section, the respective metadata files will be imported to the each provider federation partners. Besides
exchanging of metadata, the IdP and the SP partners are updated such that Signing is enabled and Encryption
algorithms are configured.

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps.

| H
| For the IdP, run this script: ImportPartners.py -import IdP_Partner_Metadata Il
For the SP, run this script: ImportPartners.py -import SP_Partner_Metadata
I

I

I

Note: These scripts look for partner metadata in the following locations:
I .../providedfiles/Automation/tmp/ipmetadata.xml
I .../providedfiles/Automation/tmp/spmetadata.xml

If you use this script, skip to the corresponding SCRIPT-END notice

= =

9.1 Configuring Partner for the IdP

IBM Security Access Manager

/@ Home .‘Mnnltnr "!E% Secure 't& Secure | | 7] Manage
i Appliance Dashboard Analysis and Diagnostics Web Settings " Federatiun§ System Settings
Manage Global Settings Global Keys
Federations Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Template Files

Mapping Rules
Distributed Session Cache
Server Connections

Partner Templates

Under Secure Federation menu, click on Manage: Federations.
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IBM Security Access Manager

7%, Home

Appliance Dashboard

Federation Management

Federations
[ adgd [ Edit

Federation Mame

BF Delete

Monitor @ Secure gﬁ_“g Secure

Analysis and Diagnostics

&) Export | & Partners | % Refresh

. Federation Protocol

* Web Settings = Federation

Manage

=" Systemn Settings

saml20idp

SAML 2.0

Select the saml20idp federation and click Partners.

Partners

Partner Name

Delete {3 Enakbie "%: Refresh

i Partner Role

Click on Add to import SP as partner.

Status
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Create New Partner

Metadata

ImimE Ty
il dArly

Uplcad the partner metadata file

* Select the metadata file

Browse

Select the metadata file that was exported from SP earlier.

I If you used the provided Python script to export the metadata you'll find at
.../providedfiles/Automation/tmp/spmetadata.xml

Click Next.

A message is briefly displayed to indicate that the partner has been created. You can now configure the partner.

Create New Partner

Metadata
Single Sign-on Settings

Single Sign-on Settings
Provide the details for the SAML 2.0 Web Browser Single Sign-on profile.

Include the following attributes in the SAML assertions:

B”New

Include the following attribute types in the SAML assertions (a ™" means include all types):
E}’ New

* Amount of time, in seconds, that an idle session for the partner remains valid:
3600 =

|: Include federation ID when performing alias service operations.

Previous Next oK

We don't need to change Single Sign-On settings so click Next.
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Create New Partner

Metadata
Single Sign-on Settings

SOAP SSL Connection Settings
Identity Mapping

Summary Ensure that the values are correct. Click OK to complete the federation configuration. Click Previous to make mere changes.

Summary

Connection template: SAMLZ_0
Attribute mapping: Attribute Name Attribute Source
Assertion attribute types: Attribute Types

Session timeout (seconds): 3600

Federation ID included in alias lookup: false

SOAP SSL server certificate key database:
Client authentication type: none

Identity mapping option: federation-config

Previous Next Cancel

Keep clicking Next in each screen to summary screen and then click OK.

You can now see the new partner in the Partner list for the SAML 2.0 federation:

Partners
B"Add Edit Delete OE'&::% :‘E—, Refresh
Partner Hame - Partner Role Status
SP Company Service Provider Enabled

B You may click “Edit” to add other optional and advanced configurations if needed
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9.2 Configuring Partner for the SP

IBM Security Access Manager

. Home
Appliance Dashboard

Manage

Federations

Security Token Service

Attribute Source

Monitor [ "2 secure
Analysis and Diagnostics Web Settings
Global Settings Global Keys
Advanced Configuration LTPA Keys

User Registry

Runtime Parameters
Template Files

Mapping Rules
Distributed Session Cache
Server Connections

Partner Templates

Under Secure Federation menu, click on Manage: Federations.

Federation Management

Federations
[ Edit

[ sdd

Federation Hame

E? Delete

@ Export

'%g Refresh

o
% Partners
[l

L

- Federation Protocol Role

=

Secure |

Fed eration?

sami2lsp

SAML 2.0

Service Provider

Select the saml20sp federation and click Partners.

Partners

[?Add

Partner Name

Click on Add to import SP as partner.

©

"?—;3 Refresh

. Pariner Role

Manage

System Settings

Status
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Create New Partner

Metadata
Su“'n'ﬁ':.
Metadata
Upload the partner metadata file
* Select the metadata file
pmetadata.xm I Browse

Select the metadata file that was exported from IdP earlier.

I If you used the provided Python script to export the metadata you'll find at
.../providedfiles/Automation/tmp/ipmetadata.xml

Click Next.

A message is briefly displayed to indicate that the partner has been created. You can now configure the partner.

Create New Partner

Metadata
Single Sign-on Settings

s Single Sign-on Settings
Provide the details for the SAML 2.0 Web Browser Single Sign-on profile.

Include the following attributes in the SAML assertions:

[EF New Delete

Force authentication to achieve account linkage.
Include federation IO when performing alias service operations.

* Username to be used for anonymous users:

anonymous

Map unknown name identifiers to the anonymous username.

Create multiple attribute statements in the Universal User.

Previous OK Cancel

We don't need to change Single Sign-On settings so click Next.

Page 94 of 330



-
(3

~

IBM Security

Create New Partner

Metadata
Single Sign-on Settings.

SOAP SSL Connection Settings
Identity Mappin

Summary

Summary

Ensure that the values are correct. Click OK to complete the federation configuration. Click Previous.

to make more changes.

Connection template: SANMLZ_0

Attribute mapping: :;tr:::ute ‘:::::;:e

Force authentication for account linkage: false

Federation ID included in alias lookup: falze

Anonymous username: anonymous

Unknqwn user to anonymous username false

mapping:

U!."I:Eitri:ple attribute statements in the Universal false

S0AP 55L server certificate key database:

Client authentication type: none

ldentity mapping option: federation-config
Previous 0K Cancel

4z

Keep clicking Next in each screen to summary screen and then click OK.

You can now see the new partner in the Partner list for the SAML 2.0 federation:

Partners
rj’ Add Edit Delete Q Disable "?.-_, Refresh
Partner Name - Partner Role Status
P Company ldentity Provider Enabled

B You may click “Edit” to add other optional and advanced configurations if needed
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SCRIPT-END:

The script should display the following:
INFO:FederationManager:Importing Metadata

INFO:FederationManager:Successful import of metadata
INFO:FederationManager:Modifying Partner JSON to enable signing and encryption
INFO:FederationManager:Successfully modified the partner using PUT
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10 Configure test application and test user

10.1 Configure test application

This section is only completed on the Service Provider

ISAM Appliances have a built-in "live demo" application that can be used as the target page after a successful

SAML flow is completed. We will configure this demo application on the SP side so that we can use it as the
target landing page on the SP site.

/&\ Home -:fﬂ Monitor \r:} Secure E,—i Secure
e pppliance Dashboard Analysis and Diagnostics = Web Settings - Federation
Manage Global Settings Global Keys
I Federations | Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters
Template Files
Mapping Rules
Distributed Session Cache
Server Connections
Partner Templates
Navigate to Secure Federation > Manage > Advanced Configuration
Advanced Configuration
Filter by Category hd demo =
ey - palue live.demos.enabled
live.demos.enabled false

Cancel

In the filter box seach for demo. Enable the live.demos.enabled key as shown above. Click Save.

A warning will be displayed at the top of the window. Click the link to activate the configuration change you have
just made. A pop-up dialog is displayed showing the pending changes. Deploy the changes.
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Once deployment is complete, navigate to:

https://lwww.mysp.ibm.com/isam/mobile-demo

i @& htips: mysp.ibm.com/isam/mobile-demo c ‘ ‘B‘ Google /D‘ n'
_/PIM | | SAM | SIM

IBM Security Access Manager

Username:

sec_master

Password:

Login with username sec_master and password PasswOrd

You will see a settings screen. This screen will be shown only for the first time during demo application
configuration.
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Settings
Runtime Host and Port I localhost443 I
Management Ul Host and Port I isam.mysp.ibm.com:443 I
Management Ul Username I admin I Passwird ]

Management Ul Password

Reverse Proxy Host and Port* I Www.mysp.ibm.com:443 I

Attribute Collector Cookie Mame I ac.uuid I

Ly

*Mote: Make sure that the Reverse Proxy host and port value matches the entry that is specified during the isamcfg configuration.

Enter the details that are shown in the form above and click Save. A success message as shown.

10.2 Authorize Access to Mobile Demo Application

The demo application is located on the /isam junction which, by default, only allows access to specified resources.
We need to modify the Access Manager authorization policy to grant authenticated users access to the demo
application (at /isam/mobile-demo).

Open an SSH session to the SP appliance. You could use ssh command-line (on a Linux system or in Cygwin) or
you could use PUTTY. You could also connect directly to the console of the appliance via VMWare.

Authenticate with admin and PasswOrd.

Navigate to isam and start the admin utility:

isam.mysp.ibm.com> isam
isam.mysp.ibm.com:isam> admin

pdadmin>

Login to the pdadmin console using the command : login -a sec_master -p PasswOrd . The password was set
for the user sec_master in one of the earlier sections.

| pdadmin> login -a sec_master -p PasswOrd

Enter the following command to attach the default-webseal ACL to the demo application. This ACL grants access
to all authenticated users:

| acl attach /WebSEAL/isam.mysp.ibm.com-default/isam/mobile-demo default-webseal
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Type exit twice to end the session.

SCRIPT-END:
The script should display the following:

INFO:FederationManager:Setting demo application settings
INFO:FederationManager:Successfully set demo application settings

10.2.1 Test Access to Demo Application
Access https://www.mysp.ibm.com/isam/mobile-demo/diag/ and authenticate with sec_master and PasswOrd.

You can see Session attributes, credential details and HTTP Headers. This page will be the target page during a
SAML flow.

IBM Security Access Manager User sec_master  Authentication Level: Mone Logqut
Home Profile Diagnostics Settings Mobile Application
Diagnostics

Access Manager Credential:
User sec_master
-
Name Walue(s)
group[0] SecurityGroup E
group[1] ivmgrd-servers
group[2] iv-admin
group[3] secmgrd-servers

Click the Logout link at the top of the page to logout of the Access Manager session.
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IBM Security Access Manager

User sec_master has logged out.

10.3 Configure test user

This section is to be completed on both Identity Provider and Service Provider.

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps.

Run this script: SAMLIPConfig.py -configure Test_User
Run the script: SAMLSPConfig.py -configure Test_User

If you use this script, skip to the corresponding SCRIPT-END notice

In order to run the SAML flow, a user needs to be created at both the IdP and the SP

Open an SSH session to the appliance. You could use ssh command-line (on a Linux system or in Cygwin) or
you could use PUTTY. You could also connect directly to the console of the appliance via VMWare.

Authenticate with admin and PasswOrd.

Navigate to isam and start the admin utility:

isam.myxx.ibm.com> isam
isam.myxx.ibm.com:isam> admin

pdadmin>

Login to the pdadmin console using the command : login -a sec_master -p PasswOrd . The password was set
for the user sec_master in one of the earlier sections.

|pdadmin> login -a sec _master -p PasswOrd
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Enter the following commands to create a test user testuser with password PasswOrd:

user create testuser cn=testuser,dc=iswga Test User PasswOrd
user modify testuser account-valid yes

Type exit twice to end the session.

Repeat the steps above on the SP appliance.

On the IdP only, in addition to creating the user in ISAM, we need to set a number of LDAP attributes on the
user's registry object. These attributes are used later in the cookbook to show attribute acquisition and
propagation.

The easiest way to do this is to use the automated script for this section. If you want to perform the modifications
manually then this will require the use of an LDAP tool (e.g. Idapmodify) to connect to the appliance registry and
modify the following attributes:

mail: testuser@mailinator.com
homePhone: 555-12345
displayName: Test User

This is beyond the scope of this document.
SCRIPT-END:

The script should display the following:
INFO:WGAManager:Configuring a test user

INFO:WGAManager:Successfully configured a test user
INFO:WGAManager:Configuring test user to add extra attributes
INFO:LDAP Manager:Successfully added extra attributes to testuser
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11 Test Federation

We are now ready to test the SAML 2.0 Federation that we have configured.

Note: It is recommended that unless you are performing a single-logout after each single sign-on you restart
your browser to remove all session cookies at both IdP and SP between each of the tests below.

An IdP initiated SAML flow which uses HTTP POST binding can be triggered using

https://<IdP reverse proxy:port>/<junction name>/sps/<identity provider federation
name>/saml20/logininitial?RequestBinding=HTTPPost&Partnerld=https://<SP reverse proxy:port/<junction
name>/sps/<service provider federation name>/saml20&NameldFormat=Email&Target=https://<TargetURL>

Based on values previously set by following this document, the URL will be:
https://www.myidp.ibm.com/isam/sps/sam|20idp/saml20/logininitial?RequestBinding=HTTPPost&Partnerld=https
%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Fsaml20sp%2Fsaml20&NameldFormat=Email&Target=htt
ps://www.mysp.ibm.com/isam/mobile-demo/diag/

Trigger the flow using a browser. You will be asked to log in at the IdP. Login using testuser and PasswOrd, as
created at the IDP in an earlier section.

6 + https://www.myidp.ibm.com/ishm/sps/auth &

(3] Most Visited ~ Getting Started [__] IBM ~

w
i

b2
iig
«

IBM Security Access Manager

Username:

testuser

Password:

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the SP.

Page 103 of 330


https://www.myidp.ibm.com/isam/sps/saml20idp/saml20/logininitial?RequestBinding=HTTPPost&PartnerId=https%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Fsaml20sp%2Fsaml20&NameIdFormat=Email&Target=https://www.mysp.ibm.com/isam/mobile-demo/diag/
https://www.myidp.ibm.com/isam/sps/saml20idp/saml20/logininitial?RequestBinding=HTTPPost&PartnerId=https%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Fsaml20sp%2Fsaml20&NameIdFormat=Email&Target=https://www.mysp.ibm.com/isam/mobile-demo/diag/
https://www.myidp.ibm.com/isam/sps/saml20idp/saml20/logininitial?RequestBinding=HTTPPost&PartnerId=https%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Fsaml20sp%2Fsaml20&NameIdFormat=Email&Target=https://www.mysp.ibm.com/isam/mobile-demo/diag/

(S 1BM Security

~

J Connecting... \
(‘ m hitps://www.myidp.ibm.com/isam/sps/auth?Fedld=uuidbc08db43-014e-
& Most Visited |2 Most Visited Trusteer Protected End... IEM Gett

Please wait..

ipg for www.mysp.ibm.comJ.

At the landing page, which is part of the live demo application that you configured earlier, the details of the user
are displayed:

m https://www.mysp.ibm.com/isam/mobile-demo/diag/

Ly
m
[=

a5t Visited 2 Most Visited Trusteer Protected End... IBM Getting Started

Access Manager Credential:
User: testuser

Name Value(s)
am_eai_xattr_session_lifetime[0] 1437724866
Authenticationinstant[0] 2015-07-24T07:01:062

AZN_CRED_PRINCIPAL_NAME[C]
tagvalue_login_user_name[0]

AZN_CRED_AUTH_METHODIO] trust

aXNhbS5teXNwLmlibS5b20tZGVmYXVsdAA=_

tagvalue_user_session_id[0] Q2JiN1IKZzdmTE96 Y mkze XEZMmhKZnpsc\Wal

AZN_CRED_AUTHNMECH_INFQO[0] Federated trust

AuthenticationMethod[0] urn:oasis:names:tc:SAML:1.0:am:password

Single Logout (SLO) scenarios can be triggered from IdP or SP. An IdP initiated SLO can be triggered using
https://www.myidp.ibm.com/isam/sps/sami20idp/saml20/sloinitial?RequestBinding=HTTPRedirect
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At the end of the IdP initiated SLO flow, a success page as shown below is displayed.
(' W https://www.myidp.ibm.com/isam/sps/saml20idp/saml20/slo?SAMLResponse

&) Most Visited 2) Most Visited Trusteer Protected End... IEM Getting 51

Logout Success

/fspsisami20idp/sami2i/sio
2015-08-18T709:08:362

Detail
Successfully completed single sign out for user testuser .

An SP initiated SAML flow which uses HTTP POST can be triggered using:

https://<SP reverse proxy:port>/<junction name>/sps/<service provider federation
name>/saml20/logininitial?RequestBinding=HT TPPost&Partnerld=https://<IdP reverse proxy:port/<junction
name>/sps/<identity provider federation name>/sami20&NameldFormat=Email&Target=https://<TargetURL>

Based on values previously set by following this document, the URL will be:
https://www.mysp.ibm.com/isam/sps/saml20sp/samlI20/logininitial?RequestBinding=HT TPPost&Partnerld=https://
www.myidp.ibm.com/isam/sps/saml20idp/sami20&NameldFormat=Email&Target=https://www.mysp.ibm.com/isa
m/mobile-demo/diag/

At the end of the flow, the landing page will be displayed as shown above.

An SP initiated SLO can be triggered using
https://www.mysp.ibm.com/isam/sps/saml|20sp/sam|20/sloinitial?RequestBinding=HTTPRedirect

At the end of the SP initiated SLO flow, a success page is shown.

An SP initiated SAML flow which uses HTTP-Redirect can be triggered using:
https://www.mysp.ibm.com/isam/sps/sam|20sp/sam|20/logininitial?RequestBinding=HTTPRedirect&ResponseBin
ding=HTTPPost&Partnerld=https://www.myidp.ibm.com/isam/sps/sam|20idp/saml20&NameldFormat=Email&Targ
et=https://www.mysp.ibm.com/isam/mobile-demo/diag/

At the end of the flow, the landing page will be displayed as shown above.

An SP initiated SLO using HTTPPost can be triggered using
https://www.mysp.ibm.com/isam/sps/saml20sp/sam|20/sloinitial?RequestBinding=HTTPPost

An IdP initiated SAML flow which uses HTTP-POST and NameldFormat as Transient can be triggered using:
https://www.myidp.ibm.com/isam/sps/sam|20idp/saml20/logininitial?RequestBinding=HTTPPost&Partnerld=https
%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Fsaml20sp%2Fsaml20&NameldFormat=Transient&Target
=https://www.mysp.ibm.com/isam/mobile-demo/diag/
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At the end of the flow, the landing page will be displayed as shown above but note that the authenticated principal
is anonymous rather than testuser:

AFN_CRED_PRINCIPAL_MNAKE[D

agvalue_login_user_name((] anonymous
agvalue_max_concurrent_web_sessions[0] unse
estattr[0] alue
AZN_CRED NETWORK_ADDRESS STRIO] 192.168.42.1

An IdP initiated SLO (using POST) can be triggered using
https://www.myidp.ibm.com/isam/sps/saml|20idp/saml20/sloinitial?RequestBinding=HTTPPost

This concludes the testing of IBM Security Access Manager SAML 2.0 Federation capability.
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12 Customizing IDP Login Screens with Authentication Macros

This section will document a scenario at the identity provider where information about the “in-flight” SSO can be
used to customize the login process. This can be useful for several reason — for example to provide a different
login page for different SP-partners, or to prompt for a different method of authentication based on information in
the SSO request from the service provider.

This capability is documented in the ISAM Knowledge Center:
https://www.ibm.com/support/knowledgecenter/SSPREK 9.0.0/com.ibm.isam.doc/config/concept/CustomizingAut
hnLoginForm.html?cp=SSPREK 9.0.0

In ISAM 9 only the ISAM reverse proxy point of contact type is supported, so authentication macro’s will
always only be available as query string parameters to the %URL% macro in the ISAM login.html page.

To complete this scenario we will:
¢ Replace the login.html at the identity provider with a new one that interprets the %URL% macro to parse

out and display authentication macros.
e Configure the federation runtime to supply the %PARTNERID% authentication macro for display.

12.1 Replace login.html on the identity provider

Using the administration console on the Identity Provider, navigate to Secure Web Settings -> Manage: Reverse
Proxy.

(‘ m https ] yidp.ibm.com/wt
(3] Most Visited ~ Getting Started (] IBM ~
,@Home oo/ Monitor & Secure .:?_5/ Secure rj Manage
Appliance Dashboard Analysis and Diagnostics - Web Settings Federation == System Settings

Reverse Proxy

W New ] Edit | X Delete P Start o) Stop L_] Restart /f' Refresh Manage ¥
Instance Name State Configuration ¥ hanges are Act
. | No filter applied Troubleshooting ) »
1“j defaultﬂ‘ 4 s hanagement Root 2 Tre
1-10f1item Junction Management

Logging

Renew Management Certificate

Select the default reverse proxy, then Manage -> Management Root, as shown.
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Manage Reverse Proxy Management Root - default

File ¥ | & Refresh | Manage ¥

New » rors

| Open Iwction-roct

management
C

acct_locked.html
certfailure.html
certlogin.html
certstepuphttp.htmil
help.html

| login.html
login_success.html

logout.html

Under management/C (this may vary depending on your machine locale), select the login.html, then File -> Open:

Replace the entire contents of login.html with the text contents found in the
.../providedfiles/pages/saml20/login.html file.

Notice that this file contains the following additional HTML/Javascript code:

<!-- START ADDED FOR AUTHENTICATION MACROS DEMO -->
<div id="partnerid" style="display:none">
</div>
<script>
function queryParams (u) {
var result = {};
var gp = u.split('?');
if (gp.length == 2) {
gps = gp[l].split('&');
for (i in agps) {
gpn = gps[i].split('=");
if (gpn.length == 2) {
result [decodeURIComponent (gpn[0]) ]

decodeURIComponent (gpn[l]) ;
}
}
}

return result;

function htmlEncode (value) {
if (value) {

return value.replace(/&/g, '&amp;').replace(/</g, '&lt;').replace(/>/g,
'&gt; ') .replace(/"/g, '&quot;');
} else {
return '';
}
}
var queryParameters = queryParams ('SURLS');

var partnerID = queryParameters|['PartnerId'];

if (partnerID != null) {
document.getElementById ("partnerid") .innerHTML = "<br/>Partner: " + htmlEncode (partnerID) + "<br/>";
document .getElementById ("partnerid") .style.display = "block";

}
</script>

<!-- END ADDED FOR AUTHENTICATION MACROS DEMO -->

This code adds a hidden div that is only populated with (html encoded) content and displayed if the %URL%
macro includes a query string parameter called Partnerld.

Close the Management Root dialog.
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Deploy Pending Changes.
Restart the default reverse proxy.

SCRIPT-END:
The script should display the following:

INFO:WGAManager:Configuring login HTML
INFO:WGAManager:Successfully configured login HTML

You can test the login.html page simply by using this URL in your browser (without a current session at the IdP):

https://www.myidp.ibm.com?Partnerld=test

€ | @ ntpsmmycp iomoom ; @ | Q sear =T
(] Most Visited ~ Getting Started (L] IBM ~

IBM Security Access Manager

Username:

testuser

Password:

Partner: test

12.2 Configure authentication macros in the federation runtime

The authentication macros are configured on the federation runtime using an Advanced Configuration property:

SCRIPT-START:

| | A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.
Run this script: SAMLIPConfig.py —configure Macros

If you use this script, skip to the corresponding SCRIPT-END notice

1=

The following steps are only valid for SAM 9.0.1.0 onwards. For SAM 9.0.0.0 and 9.0.0.1, see Section O - .

Go to the LMI Admin console of the IdP using URL: https://isam.myidp.ibm.com
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Authenticate with admin and PasswOrd.

IBEM Security Access Manager

Home
Appliance Dashboard

Manage
Federations
Sacurity Teken Service

Attribute Source

F -y 2N
Monitor '\\Ei Secure Ei Secure [ Secure Manage
Analysis and Diagnostics ,J'r".'eb Sattings /' Access Contral ‘\)Federaticn —r— System Settings
Global Settings Global Keys
Advanced Configuration LTPA Keys

User Registry

Runtime Parameters
Template Files

Mzpping Rules
Distributed Session Cache
Server Connections

Partner Templates

Point of Contact I

Navigate to Secure Federation->Global Settings: Point of Contact.

Paint of Contact

rjl" Create

Current Profile

=| Create Like Update Delete  |[C4 Properties

(1) Set As Current

T
Profile Name

Access Manager Username and extended attributes

Access Manager Credential

Mon-Access Manager Username, Access Manager groups and extended attributes

Select the current profile and click Create Like.

Create like Point of Contact Profile-Access Manager Usermname and extended attributes

Profile Name

Sign In

Sign Out

Local ID

Authentication

Summary

Profile Name

The federation runtime server relies on the point of contact server to interact with the user, perform
authentication, and manage sessions. Enter the name and description of the point of contact profile.

*Name:

I PartneriD Macro + Access Ma I

Description:

Pre-pend PartnerID Macro + to the front of the profile Name.

Click Next four times to get to the Authentication tab.
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Create like Point of Contact Profile-Access Manager Username and extended attributes

Profile N
rofile Hame Authentication

Sign In
Specify the keys and values to pass as parameters to the callback module to define

Sign Out
Local ID Callback Parameters
Authentication T — —

reate pdate clete

L
Summary i
Parameter Hame Value

authentication.macros

fim.user request.header. name Iv-user

Select the authentication.macros row and click Update.

Update Parameter

Parameter Hame

authentication.macros

Value

YPARTNERID%

Save Cancel

Enter %PARTNERID% as the Value of the parameter and click Save.

Click Next and then Finish to save the new POC Profile.
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|:"J';f' Create =| Create Like Eff Update @ Delete [L Properties () Set As Current

Current Profile Profile Hame

(] Access Manager Username and extended attributes

Access Manager Credential

Neon-Access Manager Username, Access Manager groups and extended attributes

Partnerll Macro + Access Manager Username and extended attributes

Select the new profile and click Set As Current.

Point of Contact

A}
/!l TThere is currently one undeployed change] Click here to review the :hang!ﬂfﬁnr apply them to the system.

LT |

B}' Create =| Create Like B’ Update @ Delete ['\ Properties () Set Az Current

Current Profile Profile Hame

Access Manager Username and extended attributes

Access Manager Credential

Mon-Access Manager Username, Access Manager groups and extended attributes

(™) PartneriD Macro + Access Manager Username and extended attributes

Check that the profile is now marked as current then Deploy the changes.

SCRIPT-END:
The script should display the following:

INFO:FederationManager:Setting Macros in the login page
INFO:FederationManager:Successfully set Macros in the login page

12.3 Testing the authentication macros

Performing a new SAML SSO without an authenticated session at the identity provider should display the Partner
entity id in the IDP’s login page:
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IBM Security Access Manager

Username:

Password:

Login

Partner: https:/Awww.mysp.ibm.com
fisam/sps/sami20sp/sami20

Advanced exercise: Try changing the poc.websealAuth.authenticationMacros parameter to :
%PARTNERID%,%SSOREQUEST%

Perform SAML SSO again (without an existing authenticated session at the IdP), and notice the additional query
string parameter on the ISAM login URL bar:

SSORequest

The value of SSORequest is the signed base64-encoded version of the entire SSO message. Understanding this
could be changed by a malicious browser-user, you could use Javascript base64 decoding to unencode this
value and determine other attributes of the SSO request. For example if this was an SP-initiated SSO, and the
required included AuthenticationContext properties, it would be possibly to customize the login process that takes
place programmatically within the login page.

This concludes exercises in this cookbook for authentication macros.
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13 OpenlID Connect

In this section, a single API Definition is created which support OpenID Connect (OIDC), and multiple relying party
federations are created, supporting the Implicit, Authorization Code and Hybrid flows.

It is assumed that your IDP and SP image already has the basic set up completed.

13.1 Open ID Connect Provider

This section is completed only for the Identity Provider.
You will configure the Service Provider in a later section.
I

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script OIDCOPConfig.py —configure All

13.1.1 Configuring Attribute Sources

Attribute sources define where a particular attribute comes from, along with any configuration required to obtain
that attribute. Attribute sources are referenced from the API Definition.

In this cookbook we will create two attribute sources — both are attributes read from the local LDAP server. The
first represents the “displayName” attribute, and the second a “phone” attribute.

The local Idap server connection configuration is in section 18.3.2

IBM Security Access Manager isam.myidp.ibm.com admin

Home ﬁ Monitor '\I'”_% Secure .,_;F_‘g Secure |
= anpliance Dashboard Analysis and Diagnostics == wWeb Settings E FEdErEtiDI‘IE
Manage Global Settings Global Keys
Federations Adwvanced Configuration LTPA Keys
Security Token Service User Registry
Attribute SDHE:E Runtime Parameters
= Template Files

Navigate to Secure Federation -> Manage: Attribute Source.
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Attribute Source

[EF Addw

Fixed

Credential

LDAP [t
f

Click on the Add button and select LDAP from the drop-down list.

w Refresh

i Value

Mo items to display

Type: LDAP
Attribute Name: PhoneNumber
LDAP Attribute: | homePhone |

Server Connection: | [localldap
Scope:

Selector

Search filter: (objectclass="

Base DN: dc=iswga

Complete the following properties:

and then click Add.

Property Value

Attribute Name PhoneNumber
LDAP Attribute homePhone

Server Connection localldap

Scope Subtree

Selector displayName
Search filter (objectclass=*)
Base DN dc=iswga
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Repeat the previous steps to create another attribute source for DisplayName:

Property Value

Attribute Name DisplayName
LDAP Attribute displayName
Server Connection localldap

Scope Subtree

Selector homePhone
Search filter (objectclass=*)
Base DN dc=iswga

After adding both LDAP attributes they appear in the table as follows:

!‘ There is currently one undeployed change. Click here to review the changes or apply them to the system.
‘ \

[eF Addw Edit Delete  “ Refresh
Attribute Name - Value Type
DisplayName displayName LDAP
PhoneNumber homePhone LDAP

Deploy Changes.

This completes the configuration of LDAP attribute sources. Later these will be referenced in the AttributeMap
module configuration.

In this section, a single API Definition is created which supports OpenID Connect.

13.1.2 Create API Definition with OIDC Enabled

SCRIPT-START:

| | A script is available for this section as an alternative to following the manual steps. This script performs
| operations against the IdP image only.

Run this script OIDCOPConfig.py —configure Definition

= =
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Using the administration console on the Identity Provider, navigate to Secure Federation -> OpenlID Connect

and API protection

Home
OF Appliance Dashboard

Manage
Federations

Security Token Service
Attribute Source

Grants

j¥¥| Monitor
‘ Analysis and Diagnostics

OpenlD Connect and API Protection

Alias Service Settings

Click Add to create a new API Definition

OpenlD Connect and APl Protection

4

API Definition

{ 2 Secure
‘_L'.J Web Settings

B

Global Keys
LTPA Keys

Global Settings
Advanced Configuration

User Reqgistry

Runtime Parameters
Template Files

Mapping Rules

Distributed Session Cache
Server Connections
Partner Templates

Point of Contact

Access Policies

Definitions Resources Clients

&)\ Secure

Secure %
I~"}J Federation

Access Control

Mapping Rules
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Name: OIDCDefinition

Description:

Access Policy: -

« Grant Types

w Authorization code

v Resource owner username password
v Client credentials

W Implicit

v JWT Bearer

' SAML 2.0 Bearer

' Device Grant

Create a new API Definition named OIDCDefinition as shown and enable all the Grant Types.

v Enable OpenlD Connect

Issuer ldentifier* |htlps:.n's‘u\nrwv.myidp.ibm.com |

Paint of Contact Prefix* | https:/fwww.myidp.ibm.com/maga |

Metadata LRI https:ifwww.myidp.ibm.com/mgalsps/oauth/oauth20/metadata/OIDCDe
id_token Lifetime* 3,600 :
Signing Algorithm* RS256 -
Key Database for Signing myidpkeys -
Certificate Label for Signing myidpkey -

[|Encrypt id_token
Key Agreement Algorithm -
Encryption Algorithm -

Aftribute mapping

E“' Mew Delete

Aftribute Name Attribute Source
: 1 | displayName DisplayName v
) | homePhone PhoneNumber v

ke Enable client registration

v |5sue client secret

Leave the Token Management and Trusted Clients and Consent as default. Enable OpenID Connect by
enabling the checkbox Enable OpenlID Connect.
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Set Issuer Identifier to https://www.myidp.ibm.com, set Point of Contact Prefix to https://www.myidp.ibm.com/mga.
The pre-requisites for attribute mapping is explained in detail in Section 18.3.2

We are configuring attribute mapping and client registration for Section 24 and 25 respectively.

Configure Attribute Mapping set Attribute Name to displayName and Attribute Source to LDAPDisplayName,
configure Attribute Mapping set Attribute Name to homePhone and Attribute Source to LDAPPhoneNumber and
select the checkbox Enable client registration and Issue client secret.

OpenlD Connect and API Protection Definitions Resources Clients Mapping Rules

Save Cancel

Name: OIDC Definition

Description:

Access Policy:

Click Save to create the API Definition

Follow on-screen instructions to deploy pending changes.

SCRIPT-END:

The script should display the following:
INFO:FederationManager:Configuring the easuser password
INFO:FederationManager:Successfully configured the easuser password
INFO:FederationManager:Configuring the server connection
INFO:FederationManager:Successfully configured the server connection

INFO:FederationManager:Configuring Attribute sources
INFO:FederationManager:Successfully configured attribute sources
INFO:FederationManager:Configuring the OIDC Definition
INFO:FederationManager:Retrieving the attribute source reference ID
INFO:FederationManager:Retrieving the attribute source reference ID
INFO:FederationManager:Successfully configured the OIDC Definition

13.1.3 Configuring Clients

In this section, a client is created.
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SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script OIDCOPConfig.py —configure Client

@ Home 95| Monitor { A Secure 3 Secure “£) Secure
Of Appliance Dashboard d Analysis and Diagnostics !‘_@ Web Settings ‘F‘j Access Control '_I~",'J Federation

Manage Global Settings Global Keys
Federations Advanced Configuration LTPA Keys
Security Token Service User Reqgistry

Attribute Source Runtime Parameters

Grants Template Files

OpenID Connect and API Protection|m Mapping Rules

Alias Service Settings Distributed Session Cache
Server Connections
Partner Templates
Point of Contact

Access Policies

Using the administration console on the Identity Provider, navigate to Secure Federation -> OpenID Connect
and API protection

OpenlD Connect and APl Protection Definitions Resources Mapping Rules

Clients - API Definition

Mo items to display

Navigate to Clients and click on Add to create a New Client
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New Client

Client Configuration | Extension Properties

Client ID: clientlD Generate

Client name: ISAM Client

AP definition: OIDCDefinition

Confidential:

Client secret: clientSecret Generate
¥ New Delete

Redirect URI:

) | do/rplisamrpiredirect/partner

Company name: IBM

Company URL:

Contact name:

Email address:

Telephone number:

Contact type: Administrative

Other information:
On the Client Configuration panel, enter the clientID as Client ID, enter ISAM Client as the Client Name and
select OIDCDefinition as the API Definition, select checkbox Confidential and enter clientSecret as Client
Secret.
Since we three relying party federations to support hybrid, implicit and code flows, enter
https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp/redirect/partner,
https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp_implicit/redirect/partner and
https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp_code/redirect/partner as a Redirect URI by clicking New,

enter IBM as the Company Name.

Click on OK to create a Client.
Follow on-screen instructions to deploy pending changes

Page 121 of 330



(S 1BM Security

~

SCRIPT-END:
The script should display the following:

INFO:FederationManager:Configuring the Client
INFO:FederationManager:Successfully configured Client

13.1.4 Updating easuser password

The federation runtime has its own authentication requirements for access to the STS endpoints, and this is
provided by the federation runtime user registry. This built-in registry (which is independent to the LDAP registry
used by the Reverse Proxy) includes a preconfigured user called “easuser” which has a default password of
“passwOrd”. The easuser is typically used in ISAM reverse proxy configuration to allow it to be a client of the
STS, and we will see this in action later in the document.

For now, we will change the easuser password to “PasswOrd”, for consistency with other passwords used
throughout this cookbook, and so that you can see where and how this is done.

In the LMI, navigate to Secure Federation -> User Registry.

User Reqgistry

Users Group Membership
E'}’ New E? Delate B;' Set Pass:ﬁruqrd Bﬂefresh E}’ Add Remove
Ny
¥+ Nofilter applied i+ Nofilter applied
Username i Group name
admin adminGroup

____________________ |
'
E33USET o 1
1

Select easuser and click Set Password

13.1.5 Configuring Reverse Proxy for OpenID Connect Provider

In this section we are configuring the reverse proxy instance for OAuth and OpenlD connect provider.
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SCRIPT-START

A script is available for this section as an alternative to following the manual steps. Remember, this step is

for the I1dP.

For the IdP, run this script: OIDCOPConfig.py -configure WebSEAL_ Conf_OIDC_OP

—

IBM Security Access Manager

P Monitor "'!‘E\ Secure
Analysis and Diagnostics : WEIJ SE’ftlngs.c

Manage Global Settings Global Keys
Ry Runtime Companent URL Mapping S50 Keys
4 I Reverse Praxy I Junction Mapping LTPA Keys
Authorizatid Server Client Certificate Mapping

In the mega-menu, navigate to Secure Web Settings > Manage: Reverse Proxy.

IBM Security Access Manager

Q Home = Monitor Secure =_ Secure £ secure &, _ Connect Manage
Of Appliance Dashboard “ Analysis and Diagnostics \@ Web Settings E‘Ql‘,-‘ Access Control \ Federation V. 1BM Cloud Identity E—ﬁ System Settings

Reverse Proxy

W New | ) Edit ‘ # Delete | » Start |Q)Stop | | Restart ‘ :;Sh Refresh ‘ Manage ¥ | Troubleshooting +

Instance Name Configuration ’ Ch: ara Active Last Modified
I AAC and Federation Configuration # I Federation Management
20 | Nofilter applied .
= Management Root MMFA Configuration
| B Junction Management [ ©Auth and OpenID Connect Provider Configuration | BB
| 1-10f1item Renew Management Certificate Authentication and Context Based Access Configuration

Select the Reverse Proxy instance and click on Manage -> AAC and Federation Configuration -> OAuth and
OpenlID Connect Provider Configuration.

OAuth and OpenID Connect Provider Configuration

Main AAC Runtime || Reuse Options

* Create and attach the required POPs and ACLs within the ISAM runtime environment -

See this link for a complete list of changes made.

When this process is complete, view the following log file associated with this instance to review the
configuration steps performed: autocfg__oauth.log

OAuth Modes

m

| ./ Configure for browser interactionl

| . Configure for API Protection |

1
| _/ Require authentication to register a client| -
4 11 »

Previous MNext Finish Cancel
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There are three panels which need to be filled out. In the Main panel, select all the checkboxes Configure for
browser interaction — the /authorize and the /session endpoints are made accessible, Configure for API
Protection — this configures the oauth-auth and oauth-cluster stanza, Require authentication to register a
client — this sets an anyauth ACL to the client registration endpoint.

Click Next.

OAuth and OpenID Connect Provider Configuration

Main AAC Runtime | Reuse Options

Enter the details of the Advanced Access Control runtime to configure against.

Host name

localhost

m

443

Username
easuser

5
= -1

n

]

H

=]

-

a

I 2

Previous Next Finish Cancel

Inside the AAC Runtime pane, provide the details to authenticate with federation runtime. The details include the
host, port, user name and password. All of them are required. When you move to the next pane, these details are
used to connect to the Runtime.

A junction to the runtime will be created on this Reverse Proxy instance. Specify the junction label

- o
JE o
o |2 [=]
w |8 =

=]

=

The default junction name used is /mga.

Click Next.
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0Auth and OpenID Connect Provider Configuration

Main AAC Runtime | Reuse Options
TOF VIR T P WL BRI ST TR LSS A e IR Pl S T S S M Rt DY e s ey
been performed. Use these controls to reuse the existing items. .

The certificate presented by the runtime will be loaded into this Reverse Proxy's key database. If this
option is not selected, any existing signer certificate with the same label will be overwritten.

Reuse certificates

m

If the ACLs specific to this wizard are not reused, they will be deleted and recreated. Note that this
means any of the locations the ACLs were previously attached to will be lost. For a list of the ACLs use
by this wizard, see the link on the first page of this wizard.

11 »
Previous MNext Finish Cancel

The next tab is the ACLs and Certificates panel, you can choose to reuse ACLs and Certificates if they exist or
create new ones.

Once all the panels are done, click on Finish and then Deploy the Pending changes.

SCRIPT-END:
The script should display the following for I1dP:

INFO:WGAManager:Configure WebSEAL for OIDC OP
INFO:WGAManager:Successfully configured WebSEAL for OIDC OP

If the configure -All option was used the script end should look like this
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SCRIPT-END:

The script should display the following:
INFO:FederationManager:Configuring the easuser password
INFO:FederationManager:Successfully configured the easuser password
INFO:FederationManager:Configuring the server connection
INFO:FederationManager:Successfully configured the server connection
INFO:FederationManager:Configuring Attribute sources
INFO:FederationManager:Successfully configured attribute sources
INFO:FederationManager:Configuring the OIDC Definition
INFO:FederationManager:Retrieving the attribute source reference ID
INFO:FederationManager:Retrieving the attribute source reference 1D
INFO:FederationManager:Successfully configured the OIDC Definition
INFO:FederationManager:Configuring the Client
INFO:FederationManager:Successfully configured Client
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:WGAManager:Configuring WebSEAL for OIDC OP
INFO:WGAManager:Successfully configured WebSEAL for OIDC OP

13.2 OpenID Connect Relying Party

| This section is completed only for the Service Provider.

In this section we configure the relying party (SP) to create multiple federation which support hybrid, implicit and
authorization code flows and their respective partners for OpenID connect relying party configuration.
I

‘ ‘ SCRIPT-START:
| | A script is available for this section as an alternative to following the manual steps. Remember, this step is

For the SP, run this script: OIDCRPConfig.py -configure All

||

13.2.1 Updating easuser password

The federation runtime has its own authentication requirements for access to the STS endpoints, and this is
provided by the federation runtime user registry. This built-in registry (which is independent to the LDAP registry
used by the Reverse Proxy) includes a preconfigured user called “easuser” which has a default password of
“passwOrd”. The easuser is typically used in ISAM reverse proxy configuration to allow it to be a client of the
STS, and we will see this in action later in the document.

For now, we will change the easuser password to “PasswO0rd”, for consistency with other passwords used
throughout this cookbook, and so that you can see where and how this is done.

In the LMI, navigate to Secure Federation -> User Registry.
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User Registry

Users Group Membership
E'}’ New @ Delete |j Set Pass:ﬁ;rd eﬂefr&sh E’ Add Remove
"
i+ Nofilter applied i+ Nofilter applied
Username “ Group name
admin adminGroup

____________________ !
'
E33USET o 1
'

Select easuser and click Set Password

13.2.2 Uploading mapping rules

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps.

For the SP, run this script: OIDCRPConfig.py —configure Upload_Mapping_Rules
If you use this script, skip to the corresponding SCRIPT-END notice

This document makes use of a number of JavaScript mapping rules. These need to be created on the Identity
Provider appliance. We will actually create quite a few mapping rules at this time although the SAML federation
will initially use only the first of these rules.

When using the appliance console to create Mapping Rules, cut-and-paste is used to load the JavaScript content
of the rules. Before we get started, we need to open our first rule in a text editor so we can copy it.

Go to the .../providedfiles/mappingrules/sp directory and open the oidc_adv.js file in a text editor.

Select all the text in the file and then copy it. On Windows you can use Ctrl-a to select all and Ctrl-c to copy.

Now we're ready to create a Mapping Rule on the appliance with this content.
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adrm

isam.myidp.ibm.com

gf_—_\é Secure
~ Federation

IBM Security Access Manager

Hnme @ Monitor \.'—:\5) Secure
.

el npliance Dashboard Analysis and Diagnostics Web Settings
Manage Global Settings Global Keys
! Federations Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Temnlate Files

Mag[:_rina].ﬁlules

Cstribufed Session Cache
Server Connections

Partner Templates

In the LMI Administration console, navigate to Secure Federation>Global Settings: Mapping Rules.

Mapping Rules

2
I
i
i
m
a
]
iT
i
0
i

T add
D [k

Nt
Mapping Rules

OIDCIDToken
Category: OIDC

OIDCRP
Category: OIDC

Click Add to add a new mapping rule.

Paste the rule text into the Content box. On Windows you can use Ctrl-c to paste.
Enter oidc_adv as the rule Name and select OIDC as the Category.
Click Save to save the new Mapping Rule.

Repeat the process above for all of the files in the .../providedfiles/mappingrules/sp directory

Once all Mapping Rules are loaded, deploy the pending changes.
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SCRIPT-END:

The script should display the following
INFO:FederationManager:Upload all mapping rules
INFO:FederationManager:Update a mapping rule
INFO:FederationManager:Successfully updated the Mapping Rule

INFO:FederationManager:Update a mapping rule
INFO:FederationManager:Successfully updated the Mapping Rule
INFO:FederationManager:Update a mapping rule
INFO:FederationManager:Successfully updated the Mapping Rule
INFO:FederationManager:Update a mapping rule
INFO:FederationManager:Successfully updated the Mapping Rule

13.2.3 Configuring OpenlID Connect Relying Party Federation for hybrid flow

In this section we configure the relying party (SP) to a federation which supports hybrid flow.

SCRIPT-START:

| A script is available for this section as an alternative to following the manual steps. Remember, this step is
 for the SP.

IBM Security Access Manager isarm. myidp.ibm.com admin
PN e i S
ﬁ Hnme & Mnnltpr _ _ \'ﬁ Secure . “—'lf.'i Securg @ Manage .
= Appliance Dashboard Analysis and Diagnostics == Web Settings Federation == Syestem Settings
Manage Glohal Settings Global Keys
! Fede iuns Advanced Configuration LTPA Keys
Secufy Token Service User Registry

Attribute Source Runtime Parameters

Using the administration console, navigate to Secure Federation=>Manage: Federations.

Page 129 of 330



(S 1BM Security

~

Federation Management

Federations

E}"ﬁd d

&) Export @

ers " Refresh

Federation Hame - Federation Protoco | Role

Mo temz to dizplay

Click Add to create a new federation.

Create New Federation

Federation Protocol

Basic Configuration

Attribute mapping

Identity Mapping

Identity Mapping Rule

External Web Service Seftings
External Web Service Message Format
Advanced Configuration

Advanced Configuration Mapping Rule
summary

Create a new OpenlD Connect Relying Party federation named isamrp as shown and click Next.

Federation Protocol
Choose the name and protocol for this federation.
* Federation Name
isamrp
* Select the protocol for this federation:
() WS-Federation
()SAML 1.1

()SAML 2.0

@ OpenlD Connect Relying Party

OpeniD Connect Provider
To create a Provider, use OpenlD Connect and API Protection, unless you require a legacy Provider.

(7 Legacy OpeniD Conneci(Provider or Relying Pariy)

Cancel

[T
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Create New Federation

Federation Protocol
Basic Configuration
Attribute mapping
Identity Mapping
Advanced Configuration
Summary

Basic Configuration
Enter the endpoint URL of your point of contact server.

Point of Contact Server

|h1tps://www.mysp.ibm.com | Ispsloide/rp/

*Default Response Types

The selected response types will determine which flow is being executed, authorization code flow, implicit flow or any hybrid flow.

On the Point of Contact Server panel, enter https://www.mysp.ibm.com/isam and select all the Response
Types checkbox code, id_token and token click Next.

Create New Federation

Federation Protocol

Basic Configuration
Attribute mapping
Identity Mapping
Advanced Configuration
Summary

Attribute mapping

Include the following attributes in OpenlD Connect relying party identities
[:4,?‘ New Delete

Skip the Attribute Mapping panel and click Next.

Create New Federation

N

Federation Protocol
Template

General Information
Point of Contact Server
Profile Selection

Single Sign-on Settings

|dentity Mapping

If configuring an identity provider, this mapping specifies how to create an

Single Logout Seftings
Signature Opticns
Encryption Opticns
SANML Message Settings
ldentity Mappin

ldentity Mapping Rule
Summary

assertion that containg attributes that are mapped from a local user account.
If configuring a service provider, this mapping =pecifiez how to match an
azzertion from the partner to the local uzer accounts.

Select one of the following identity mapping options:

(@) Use JavaScript transformation for identity mapping

[':] Use an external web service for identity mapping
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On the Identity Mapping panel, we will use the default of Use Javascript transformation for identity mapping
S0 just click Next.

Create New Federation

Federation Protocol

Basic Configuration Identity Mapping Rule
Attribute mapping

|dentity Mappin Specify the JavaScript file that contains the identity mapping rule.

Identity Mapping Rule
Advanced Configuration

Summary i# Nofilter applied

Name -  Category

‘ OIDCIDToken (o]|n]#3

-

On the Identity Mapping Rule panel, select OIDCRP from the drop-down list and click Next.

Create New Federation

Federation Protocol

Basic Configuration Advanced Configuration

Attribute mapping

Identity hlapping This configuration is intended for customizing the request. Select one of the following advanced configuration options.
Identity Mapping Rule

Advanced Configuration (") Advanced configuration is not required

Advanced Configuration Mapping Rule

Summary @ Use JavaScript for advanced configuration:

Previous Next OK Cancel

On the Advanced Configuration panel, we will use the default of Use Javascript transformation for advanced
configuration so just click Next.
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Create New Federation

Federation Protocol

Basic Configuration

Attribute mapping

ldentity Mapping

ldentity Mapping Rule

Advanced Configuration

Advanced Configuration Mapping Rule
Summary

Create New Federation

Eederation Protocol

Basic Configuration
Attribute mapping

Advanced Configuration Mapping Rule

Specify the JavaScript file that contains the advanced configuration mapping rule.

"+ No filter applied

MName

QIDCIDToken
QIDCRP
QIDCRP_ADV

SAMLPExtensions

oidc_adv

nide adv claims

On the Advanced Configuration Mapping Rule panel, select oidc_adv from the drop-down list and click Next.

Summary

Category
OIDC

OIDC

OIDC
SAML2_0_EXT
SAMLZ_0

SAMI 2 0

OK

Cancel

Identity Mappin Ensure that the values are correct. Click OK to complete the federation configuration. Click Previous to make more changes.

Identity Mapping Rule

Advanced Configuration

Advanced Configuration Mapping R
Summary

Federation name:

Protocol:

Redirect URI Prefix:

Include code in the response type used in $50 requests:
Include id_token in the response type used in $50 requests:
Include token in the response type used in $80 requests:
Attribute mapping:

Identity mapping option:

Identity mapping rule:

Advanced configuration option:

Advanced mapping rule:

Previous

On the Summary panel, click OK to create the federation.

isamrp

QiDc10

https:fiwww.mysp.ibm_com/sps/oidc/rp/

True

True

True

Attribute Name Attribute Source

default-map
OIDCRP
default-map

oidc_adv

Next

Cancel
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Follow on-screen instructions to deploy pending changes.

13.2.4 Configuring OpenlID Connect Relying Party Federation for implicit flow

In this section we configure the relying party (SP) to a federation which supports implicit flow.

IBM Security Access Manager izam. myidp.ibm.com

admin

% Hnme Mnnitpr _ _ @ Secure . g% Securg Manage .
Appliance Dashboard Analysis and Diagnostics Web Settings = Federation == Syestem Settings
Manage Glohal Settings Global Keys
! Advanced Configuration LTPA Keys
Secu Token Service U=ser Registry
Attribute Source Runtime Parameters

Using the administration console, navigate to Secure Federation=>Manage: Federations.

Federation Management

Federations

E'?ﬁdd Ed Delete ML) Expo & Partners %, Refresh
T

Federation Name - Federation Protoco | Role

Mo items to display

Click Add to create a new federation.
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Federation Pratocol

Basic Configuration

Aftribute mapping

Identity Mapping

Identity Mapping Rule

Advanced Configuration

Advanced Configuration Mapping Rule
Summary

Choose the name and protacol

* Federation Name

isamrp_implicit

Federation Protocol

for this federation.

1

| * Select the protocol for this federation:

(7 WS-Federation
()sAML 1.1

(TISAML 2.0

@ OpenlD Connect Relying Party

Previous Next OK Cancel

Create a new OpenID Connect Relying Party federation named isamrp_implicit as shown and click Next.

Federation Protocol

Basic Configuration

Attribute mapping

Identity Mapping

Identity Mapping Rule

Advanced Configuration

Advanced Configuration Mapping Rule
Summary

Point of Contact Server

https:/iwww.mysp.ibm.com/isz

Basic Configuration

Enter the endpoint URL of your point of contact server.

Ispsioidc/rp/

1

*Default Response Types

The selected response types will determine which flow is being executed, authorization code flow, implicit flow or any hybrid flow.

[ code

On the Point of Contact Server panel, enter http

Previous OK Cancel

s:/liwww.mysp.ibm.com/isam and select all the Response

Types checkbox id_token and token click Next.

Create New Federation

Federation Protocol

Basic Configuration
Attribute mapping
Identity Mapping
Advanced Configuration
Summary

Skip the Attribute Mapping panel and click Next.

Attribute mapping

Include the following attributes in OpenlD Connect relying party identities

[:‘3’ New

Delete
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Create New Federation

N

Federation Protocol

Template
General Information |dentity Mapping
Point of Contact Server
Profile Selection

Single Sign-on Settings

If configuring an identity provider, this mapping specifies how to create an

Single Logout Settings assertion that containg attributes that are mapped from a local user account.
Signature Opticns If configuring a service provider, this mapping =pecifiez how to match an
Encryption Options aszertion from the partner to the local user accounts.

SAML Message Seffings Select one of the following identity mapping options:

ldentity Mappin
ldentity Mapping Rule

Summary (@) Use JavaScript transformation for identity mapping

[':] Use an external web service for identity mapping

On the Identity Mapping panel, we will use the default of Use Javascript transformation for identity mapping
S0 just click Next.

Create New Federation

Federation Protocol
Basic Configuration Identity Mapping Rule
Attribute mapping

_v_ngldent?t Ma !n Specify the JavaScript file that contains the identity mapping rule.
Identity Mapping Rule

Advanced Configuration

Summary i# No filter applied

Name -  Category

‘ OIDCIDToken oIDC

------------------------------------------------------------------------------------------------------------

On the Identity Mapping Rule panel, select OIDCRP from the drop-down list and click Next.
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Create New Federation

Federation Protocol

Basic Configuration

Attribute mapping

Identity Mapping

Identity Mapping Rule

Advanced Configuration

Advanced Configuration Mapping Rule
Summary

Advanced Configuration

This configuration is intended for customizing the request. Select one of the following advanced configuration options.

(_)Advanced configuration is not required

@ Use JavaScript for advanced configuration:

Previous Next OK Cancel

On the Advanced Configuration panel, we will use the default of Use Javascript transformation for advanced
configuration so just click Next.

Create New Federation

Federation Protocol
Basic Configuration
Attribute mapping
ldentity Mapping

ldentity Mapping Rule
Advanced Configuration

Advanced Configuration Mapping Rule

Summary

Advanced Configuration Mapping Rule

Specify the JavaScript file that contains the advanced configuration mapping rule.

“# No filter applied

MName - Category
OIDCIDToken olIbc
OIDCRP olIDC
OIDCRP_ADV olbC
SAMLPExtensions SAMLZ2_0_EXT
oidc_adv SAMLZ_0

nide. adv claims SAMI 2 0

Previous OK Cancel

On the Advanced Configuration Mapping Rule panel, select oidc_adv from the drop-down list and click Next.

On the Summary panel, click OK to create the federation.

Follow on-screen instructions to deploy pending changes.
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13.2.5 Configuring OpenlID Connect Relying Party Federation for
authorization_code flow

In this section we configure the relying party (SP) to a federation which supports authorization code flow.

IBM Security Access Manager sam.myidp.ibm.com  admin

% Hnme Mnnitgr . . .;\__'; Secure . g& Securg Manage .
Appliance Dashboard Analysis and Diagnostics Web Settings = Federation == System Settings
Manage Global Settings Global Keys
FEdeiuns Advanced Configuration LTPA Keys
Secutmy Token Service User Registry
Attribute Source Runtime Parameters

L]

Using the administration console, navigate to Secure Federation=>Manage: Federations.

Federation Management

Federations

E}'ﬁ&dd Edit Delate @ Export ;E Partners "’{}@ Refresh
o
Federation Hame - Federation Protoco | Role

Mo items to display

Click Add to create a new federation.
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Federation Protocol -
Basic Configuration Federation Protocol

Attribute mapping

Identity Mapping Choose the name and protocol for this federation.

Identity Mapping Rule

Advanced Configuration

Advanced Configuration Mapping Rule + Federation Name

Summary

* Select the protocol for this federation:

[T

(7 WS-Federation
(T)SAML 11
(CisAML2.0

@ OpenlD Gonnect Relying Party

Previous OK Cancel

Create a new OpenID Connect Relying Party federation named isamrp_code as shown and click Next.

Federation Protocol
Basic Configuration Basic Configuration
Attribute mapping

Identity Mappin Enter the endpoint URL of your point of contact server.

Identity Mapping Rule

Advanced Configuration .

Advanced Configuration Mapping Rule f’oml of Contact Server

Summary

|https:ffmmv.mysp.\bm.com/\sa Ispsloidc/rp/

1

*Default Response Types

The selected response types will determine which flow is being executed, authorization code flow, implicit flow or any hybrid flow.

\_ id_token

([ token -

OK Cancel

On the Point of Contact Server panel, enter https://www.mysp.ibm.com/isam and select all the Response
Types checkbox code click Next.

Create New Federation

Federation Protocol
Basic Configuration Attribute mapping
Attribute mapping

Identity MaF’P‘”Q . Include the following attributes in OpenlID Connect relying party identities
Advanced Configuration

Summary
[_j_}‘ New Delete

Skip the Attribute Mapping panel and click Next.
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Create New Federation

N

Federation Protocol

Template
General Information |dentity Mapping
Point of Contact Server
Profile Selection

Single Sign-on Settings

If configuring an identity provider, this mapping specifies how to create an

Single Logout Settings assertion that containg attributes that are mapped from a local user account.
Signature Opticns If configuring a service provider, this mapping =pecifiez how to match an
Encryption Options aszertion from the partner to the local user accounts.

SAML Message Seffings Select one of the following identity mapping options:

ldentity Mappin
ldentity Mapping Rule

Summary (@) Use JavaScript transformation for identity mapping

[':] Use an external web service for identity mapping

On the Identity Mapping panel, we will use the default of Use Javascript transformation for identity mapping
S0 just click Next.

Create New Federation

Federation Protocol
Basic Configuration Identity Mapping Rule
Attribute mapping

_v_ngldent?t Ma !n Specify the JavaScript file that contains the identity mapping rule.
Identity Mapping Rule

Advanced Configuration

Summary i# No filter applied

Name -  Category

‘ OIDCIDToken oIDC

------------------------------------------------------------------------------------------------------------

On the Identity Mapping Rule panel, select OIDCRP from the drop-down list and click Next.
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Create New Federation

Federation Protocol

Basic Configuration

Attribute mapping

Identity Mapping

Identity Mapping Rule

Advanced Configuration

Advanced Configuration Mapping Rule
Summary

Advanced Configuration

This configuration is intended for customizing the request. Select one of the following advanced configuration options.

(_)Advanced configuration is not required

@ Use JavaScript for advanced configuration:

Previous Next OK Cancel

On the Advanced Configuration panel, we will use the default of Use Javascript transformation for advanced
configuration so just click Next.

Create New Federation

Federation Protocol
Basic Configuration
Attribute mapping
ldentity Mapping

ldentity Mapping Rule
Advanced Configuration

Advanced Configuration Mapping Rule

Summary

Advanced Configuration Mapping Rule

Specify the JavaScript file that contains the advanced configuration mapping rule.

“# No filter applied

MName - Category
OIDCIDToken olIbc
OIDCRP olIDC
OIDCRP_ADV olbC
SAMLPExtensions SAMLZ2_0_EXT
oidc_adv SAMLZ_0

nide. adv claims SAMI 2 0

Previous OK Cancel

On the Advanced Configuration Mapping Rule panel, select oidc_adv from the drop-down list and click Next.

On the Summary panel, click OK to create the federation.

Follow on-screen instructions to deploy pending changes.

Page 141 of 330



(S IBM Security

~

SCRIPT-END:
The script should display the following:

INFO:FederationManager:Configuring the easuser password
INFO:FederationManager:Successfully configured the easuser password
INFO:FederationManager:Configuring the OIDC RP Federation
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the OIDC RP Federation
INFO:FederationManager:Configuring the OIDC RP Federation
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the OIDC RP Federation
INFO:FederationManager:Configuring the OIDC RP Federation
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the OIDC RP

13.2.6 Configuring OpenID Connect Relying Party Partner for hybrid federation

In this section we configure a partner for the federation which supports hybrid flow.

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps. Remember, this step is

| |
| for the SP. |
I |

For the SP, run this script: OIDCRPConfig.py -configure RPPartner

= =

IBM Security Access Manager

A Fary 2
ﬁ z::Taice Dashboard Ez‘nzr:::rand Diagnostics ﬁ f‘-;:l:l-‘;::tings éq‘:l‘-. f:l'n:al:aiz?nng E ::::.giettings
Manage Global Settings Global Keys
Federations Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Template Files

Mapping Rules

Distributed Session Cache
Server Connections

Partner Templates

Under Secure Federation menu, click on Manage: Federations.
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IEM Security Access Manager

Home E Monitor { A Secure EI:L Secure .s. Connect m Manage
Appliance Dashboard Analysis and Diagnostics \E.j Web Settings ") Federation @~ IBM Cloud Identity = System Settings

Federation Management

[(*add  [FEdt [FDelete f)Expot Partners % Refresh

Federation Name - Federation Protocol Role
_samrp OpenlDConne_c_tF{e\wngPartv ------------------------------------------- Relying Party

saml20sp SAML2U ------------------------------------------------------------------ Service Provider

saml20sp1 SAML 2.0 Service Provider

Select the isamrp federation and click Partners.

Partners

"y Refresh

i
&
(4]

Partner Name i Partner Role Status

Click on Add to configure OIDC RP Partner.
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Create New Partner

[General Information

Client Credentials
Metadata Endpoint

Basic Partner Configuration

JWT Signature Verification
JWT Decryption

Scope

Attribute mapping

Identity Mapping
Advanced Configuration
Summary

(S 1BM Security

General Information

Provide basic information about this partner

‘ * Name

v Enabled

Previous Next OK Cancel

Enter partner as the name of the RP Partner and select the Enabled checkbox.

Create New Partner

General Information

Client Credentials
Metadata Endpoint

Basic Partner Configuration
JWT Signature Verification
JWT Decryption

Scope

Attribute mapping

Identity Mapping
Advanced Configuration
Summary

Client Credentials

When specifying client credentials, not entering a client secret will make this a public client. Public clients cannot perform the Authorization Code flow,
nor can they perform H5256, HS384 or HS512 signing

* Client ID

Client Secret
‘ I clientSecref] I

Previous OK Cancel

Enter clientID as Client ID and clientSecret as Client Secret.

Click on Next.
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Create New Partner

General Information
Client Credentials
Metadata Endpoint ~ -
JWT Signature Verification (ONo metadata endpoint
JWT Decryption

Scope

Attribute mapping

Identity Mapping |
Advanced Configuration
Summary

@ Specify metadata endpoint

*Metadata Endpoint

‘ | https//www.myidp.ibm_com/m ”

Previous Next OK

On the Metadata Endpoint panel, select Specify metadata endpoint radio button. Enter

If metadata endpoint is available some basic information can be retrieved from the endpoint during runtime.

Cancel

https://www.myidp.ibm.com/mga/sps/oauth/oauth20/metadata/OIDCDefinition as the Metadata Endpoint.

Click on Next.

Create New Partner

General Information
Client Credentials JWT Signature Verification
Metadata Endpoint

JWT Signature Verification
JWT Decryption

Scope

Attribute mapping RS256 -
Identity Mapping ‘

Advanced Configuration
Summary

*Signature Algorithm

(_)Use checked-in certificate

| @ Use JWK endpoint in metadata

Verification Certificate
Certificate Database

Certificate Label

JWK Endpoint

On the JWT Signature Validation panel, select Use JWK endpoint in metadata.

Cancel
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Click on Next.

Create New Partner

General Information -
Client Credentials JWT Decryption

Metadata Endpoint

JWT Signature Verification
JWT Decryption

Scope

Attribute mapping none -
Identity Mapping
Advanced Configuration
Summary

Key Management Algorithm

Content Encryption Algorithm

none - -

Previous OK Cancel

We don't need to change JWT Decryption so click Next.

Create New Partner

General Information -~
Client Credentials Scope

Metadata Endpoint

JWT Signature Verification

JWT Decryption r# New
Scope

Attribute mapping ‘

n

Delete

Scope

Identity Mapping Ia openid
Advanced Configuration
Summary
Userinfo Request o

Previous IEI OK Cancel

We don't need to change Scopes so click Next.

Create New Partner

General Information

Client Credentials Attribute mapping
Metadata Endpoint

JWT Signature Verification . : -

JWT Decryption Include the following attributes in OpenlD Connect relying party identities

Scope

Aftribute mapping
Identity Mapping
Advanced Configuration
Summary

[# New Delete

Previous OK Cancel

We don't need to change Attribute Mapping so click Next.
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Create New Partner

General Information

Client Credentials Identity Mapping

Metadata Endpoint

jm g‘ nah:re Verification If configuring an identity provider, this mapping specifies how to create an assertion that contains attributes that are mapped from a local user account.
ﬁm If configuring a service provider, this mapping specifies how to match an assertion from the partner to the local user accounts

A‘aﬁribule mappin Select one of the following identity mapping options:

dentity Mappin @) Use the identity mapping that is configured for this partner's federation

Advanced Configuration

Summary (") Do not perform identity mapping

I

; 1 Use JavaScript transformation for identity mapping

Previous OK Cancel

We don't need to change Identity Mapping so click Next.

Create New Partner

General Information
Client Credentials Advanced Configuration
Metadata Endpoint
a _ B _ 5
jm g\ecnatli‘rgr:/eﬂﬁcaﬂon This configuration is intended for customizing the request. Select one of the following advanced configuration options.
JWT Decryption
Scope @ Use the advanced configuration that is configured for this partner's federation
Aftribute mapping
Identity Mappin ) (™) Advanced configuration is not required
Advanced Configuration
Summary ") Use JavaScript for advanced configuration

Previous III OK Cancel

We don't need to change Advanced Configuration so click Next.
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Create New Partner

General Information
Client Credentials Summary
Metadata Endpoint

JWT Signature Verification Ensure that the values are correct. Click OK to complete the federation configuration. Click Previous to make more changes.

JWT Decryption
Scope
Attribute mapping
Identity Mapping Partner name: partner
Advanced Configuration
Summary Enabled: True
Connection template: QIDC10
Client ID: clientlD
Client Secret: clientSecret
Metadata endpoint option: metadataEndpointUrl
Metadata Endpeint: https:/fiwww.myidp.ibm.com/mga/sps/oauth/foauth20/metadata/OIDCDefinition
Signature Algorithm: RS256
Verification certificate option:
Verification certificate option: jwkEndpointUrlinMetadata
Require certificate: True
Key Management Algerithm: none
Content Encryption Algorithm: none

Perform userinfo request automatically: False

Token Endpoint Authentication Method: client_secret_basic

Scope
Scope: .
openid
Attribute mapping: Attribute Name Attribute Source
Identity mapping option: federation-config
Advanced configuration option: federation-config

Previous Next Cancel
Click OK on the Summary panel.

Follow on-screen instructions to deploy pending changes.

13.2.7 Configuring OpenID Connect Relying Party Partner for implicit federation
In this section we configure a partner for the federation which supports implicit flow.
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IBM Security Access Manager
7, Home Monitor .@ Secure ity Secure | | [ Manage
Appliance Dashboard Analysis and Diagnostics * Web Settings - Federatinn§ Systemn Settings
Manage Global Settings Global Keys
Federations Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Template Files

Mapping Rules
Distributed Session Cache
Server Connections

Partner Templates

Under Secure Federation menu, click on Manage: Federations.

IBM Security Access Manager

2

% Home E Monitor { 2 Secure &F_—\' Secure &. Connect Manage
Appliance Dashboard Analysis and Diagnostics \_@ Web Settings '.) Federation @* " I1BM Cloud Identity System Settings

Federation Management

[ Add Edit [ Delete 4 Export % Refresh

Federation Name - Federation Protocol Role

isamrp OpenlD Connect Relying Party Relying Party

isamrp_code CpenlD Connect Relying Party Relying Party
-r__lsamrp_|mpl|c_|t_ ----------------------------------------------------------- 1- OpenlD Connect Relying Party Relying Party
Saml205p ----------------------------------------------------------------- SAML 2.0 Service Provider

Select the isamrp_implicit federation and click Partners.
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Partners

E C Qc %, Refresh
Partner Hame “ Partner Role Status

Click on Add to configure OIDC RP Partner.
Create New Partner

[General Information

Client Credentials General Information

Metadata Endpoint

Basic Partner Configuration L . .

JWT Signature Verification Provide basic information about this partner

JWT Decryption

Scope .

Attribute mapping ‘ Name

Identity Mapping

Advanced Configuration -

Summary

v Enabled
Previous Next OK Cancel

Enter partner as the name of the RP Partner and select the Enabled checkbox.
Create New Partner

General Information Client Credentials

Client Credentials

Metadata Endpoint When specifying client credentials, not entering a client secret will make this a public client. Public clients cannot perform the Authorization Code flow,

Basic Partner Configuration nor ¢an they perform HS256, HS384 or HS512 signing

JWT Signature Verification

JWT Decryption *Client ID

Scope

Attribute mapping | clientD

Identity Mapping

Advanced Configuration Client Secret

Summary “cl\entSecreﬂ I

Previous OK Cancel

Enter clientID as Client ID and clientSecret as Client Secret.

Click on Next.
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Create New Partner

General Information
Client Credentials
Metadata Endpoint ~ -
JWT Signature Verification (ONo metadata endpoint
JWT Decryption

Scope

Attribute mapping

Identity Mapping |
Advanced Configuration
Summary

@ Specify metadata endpoint

*Metadata Endpoint

‘ | https//www.myidp.ibm_com/m ”

Previous Next OK

On the Metadata Endpoint panel, select Specify metadata endpoint radio button. Enter

If metadata endpoint is available some basic information can be retrieved from the endpoint during runtime.

Cancel

https://www.myidp.ibm.com/mga/sps/oauth/oauth20/metadata/OIDCDefinition as the Metadata Endpoint.

Click on Next.

Create New Partner

General Information
Client Credentials JWT Signature Verification
Metadata Endpoint

JWT Signature Verification
JWT Decryption

Scope

Attribute mapping RS256 -
Identity Mapping ‘

Advanced Configuration
Summary

*Signature Algorithm

(_)Use checked-in certificate

| @ Use JWK endpoint in metadata

Verification Certificate
Certificate Database

Certificate Label

JWK Endpoint

On the JWT Signature Validation panel, select Use JWK endpoint in metadata.

Cancel

Page 151 of 330



(S IBM Security

~

Click on Next.

Create New Partner

General Information -
Client Credentials JWT Decryption

Metadata Endpoint

JWT Signature Verification
JWT Decryption

Scope

Attribute mapping none -
Identity Mapping
Advanced Configuration
Summary

Key Management Algorithm

Content Encryption Algorithm

none - -

Previous OK Cancel

We don't need to change JWT Decryption so click Next.

Create New Partner

General Information -~
Client Credentials Scope

Metadata Endpoint

JWT Signature Verification

JWT Decryption r# New
Scope

Attribute mapping ‘

n

Delete

Scope

Identity Mapping Ia openid
Advanced Configuration
Summary
Userinfo Request o

Previous IEI OK Cancel

We don't need to change Scopes so click Next.

Create New Partner

General Information

Client Credentials Attribute mapping
Metadata Endpoint

JWT Signature Verification . : -

JWT Decryption Include the following attributes in OpenlD Connect relying party identities

Scope

Aftribute mapping
Identity Mapping
Advanced Configuration
Summary

[# New Delete

Previous OK Cancel

We don't need to change Attribute Mapping so click Next.
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Create New Partner

General Information

Client Credentials Identity Mapping

Metadata Endpoint

jm g‘ nah:re Verification If configuring an identity provider, this mapping specifies how to create an assertion that contains attributes that are mapped from a local user account.
JVWT Decryplion If configuring a service provider, this mapping specifies how to match an assertion from the partner to the local user accounts

Scope HENNS . .
‘Atiribute mappin Select one of the following identity mapping options:

dentity Mappin @) Use the identity mapping that is configured for this partner's federation
Advanced Configuration

Summary (Do not perform identity mapping

I

; 1 Use JavaScript transformation for identity mapping

Previous OK Cancel

We don't need to change Identity Mapping so click Next.

Create New Partner

General Information
Client Credentials Advanced Configuration

Metadata Endpoint
a _ B _ 5
jm g\ecnatli‘rgr:/eﬂﬁcaﬂon This configuration is intended for customizing the request. Select one of the following advanced configuration options.
JWT Decryption
Scope @ Use the advanced configuration that is configured for this partner's federation
Aftribute mapping
Identity Mappin ) (™) Advanced configuration is not required
Advanced Configuration

Summary 7 | Use JavaScript for advanced configuration

Previous III OK Cancel

We don't need to change Advanced Configuration so click Next.
Click OK on the Summary panel.

Follow on-screen instructions to deploy pending changes.

13.2.8 Configuring OpenlID Connect Relying Party Partner for authorization_code
federation

In this section we configure a partner for the federation which supports authorization code flow.
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IBM Security

IBM Security Access Manager

7% Home
Appliance Dashboard

Monitor

Analysis and Diagnostics

Manage Global Settings

Federations

Advanced Configuration

Security Token Service User Registry

Attribute Source Runtime Parameters
Template Files

Mapping Rules
Distributed Session Cache
Server Connections

Partner Templates

{ 2 secure

e

¢='|=’_"‘H,i. Secure E
" Federation;

E Manage

Web Settings Systemn Settings

Global Keys
LTPA Keys

Under Secure Federation menu, click on Manage: Federations.

3,

IBM Security Access Manager

Monitor
Analysis and Diagnostics

P~

{ 2 Secure
\‘@ Web Settings

Federation Management

&

~ Secure
‘.) Federation

Manage
—— System Settings

&. Connect
©O” " IBM Cloud Identity

[ Add Edt  [# Delete /) Export “% Refresh

Federation Name - Federation Protocol Role

Isamrp OpenlD Connect Relying Party Relying Party
| OpenlD Connect Relying Party Relying Party

isamrp_implicit OpenlD Connect Relying Party Relying Party

saml20sp

SAML 2.0

Select the isamrp_code federation and click Partners.

Service Provider
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Partners

E C Qc %, Refresh
Partner Hame “ Partner Role Status

Click on Add to configure OIDC RP Partner.
Create New Partner

[General Information

Client Credentials General Information

Metadata Endpoint

Basic Partner Configuration L . .

JWT Signature Verification Provide basic information about this partner

JWT Decryption

Scope .

Attribute mapping ‘ Name

Identity Mapping

Advanced Configuration -

Summary

v Enabled
Previous Next OK Cancel

Enter partner as the name of the RP Partner and select the Enabled checkbox.
Create New Partner

General Information Client Credentials

Client Credentials

Metadata Endpoint When specifying client credentials, not entering a client secret will make this a public client. Public clients cannot perform the Authorization Code flow,

Basic Partner Configuration nor ¢an they perform HS256, HS384 or HS512 signing

JWT Signature Verification

JWT Decryption *Client ID

Scope

Attribute mapping | clientD

Identity Mapping

Advanced Configuration Client Secret

Summary “cl\entSecreﬂ I

Previous OK Cancel

Enter clientID as Client ID and clientSecret as Client Secret.

Click on Next.
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Create New Partner

General Information
Client Credentials
Metadata Endpoint ~ -
JWT Signature Verification (ONo metadata endpoint
JWT Decryption

Scope

Attribute mapping

Identity Mapping |
Advanced Configuration
Summary

@ Specify metadata endpoint

*Metadata Endpoint

‘ | https//www.myidp.ibm_com/m ”

Previous Next OK

On the Metadata Endpoint panel, select Specify metadata endpoint radio button. Enter

If metadata endpoint is available some basic information can be retrieved from the endpoint during runtime.

Cancel

https://www.myidp.ibm.com/mga/sps/oauth/oauth20/metadata/OIDCDefinition as the Metadata Endpoint.

Click on Next.

Create New Partner

General Information
Client Credentials JWT Signature Verification
Metadata Endpoint

JWT Signature Verification
JWT Decryption

Scope

Attribute mapping RS256 -
Identity Mapping ‘

Advanced Configuration
Summary

*Signature Algorithm

(_)Use checked-in certificate

| @ Use JWK endpoint in metadata

Verification Certificate
Certificate Database

Certificate Label

JWK Endpoint

On the JWT Signature Validation panel, select Use JWK endpoint in metadata.

Cancel
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Click on Next.

Create New Partner

General Information -
Client Credentials JWT Decryption

Metadata Endpoint

JWT Signature Verification
JWT Decryption

Scope

Attribute mapping none -
Identity Mapping
Advanced Configuration
Summary

Key Management Algorithm

Content Encryption Algorithm

none - -

Previous OK Cancel

We don't need to change JWT Decryption so click Next.

Create New Partner

General Information -~
Client Credentials Scope

Metadata Endpoint

JWT Signature Verification

JWT Decryption r# New
Scope

Attribute mapping ‘

n

Delete

Scope

Identity Mapping Ia openid
Advanced Configuration
Summary
Userinfo Request o

Previous IEI OK Cancel

We don't need to change Scopes so click Next.

Create New Partner

General Information

Client Credentials Attribute mapping
Metadata Endpoint

JWT Signature Verification . : -

JWT Decryption Include the following attributes in OpenlD Connect relying party identities

Scope

Aftribute mapping
Identity Mapping
Advanced Configuration
Summary

[# New Delete

Previous OK Cancel

We don't need to change Attribute Mapping so click Next.
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Create New Partner

General Information
Client Credentials Identity Mapping
Metadata Endpoint

JWT Signature Verification If configuring an identity provider, this mapping specifies how to create an assertion that contains attributes that are mapped from a local user account.

JWT Decryption If configuring a service provider, this mapping specifies how to maich an assertion from the partner to the local user accounts.

Scope HENNS . .
‘Atiribute mappin Select one of the following identity mapping options:

dentity Mappin @) Use the identity mapping that is configured for this partner's federation
Advanced Configuration

Summary (Do not perform identity mapping

; 1 Use JavaScript transformation for identity mapping

We don't need to change Identity Mapping so click Next.

Create New Partner

General Information
Client Credentials Advanced Configuration
Metadata Endpoint

a _ B _ 5
jm g\ecnatli‘rgr:/eﬂﬁcaﬂon This configuration is intended for customizing the request. Select one of the following advanced configuration options.
JWT Decryption
Scope @ Use the advanced configuration that is configured for this partner's federation
Aftribute mapping

Identity Mappin N (™) Advanced configuration is not required
Advanced Configuration

Summary 7 | Use JavaScript for advanced configuration

We don't need to change Advanced Configuration so click Next.
Click OK on the Summary panel.

Follow on-screen instructions to deploy pending changes.

SCRIPT-END:
The script should display the following:

INFO:FederationManager:Configuring the OIDC RP Partner

INFO:FederationManager:Successfully configured the OIDC RP Partner
INFO:FederationManager:Configuring the OIDC RP Partner
INFO:FederationManager:Successfully configured the OIDC RP Partner
INFO:FederationManager:Configuring the OIDC RP Partner
INFO:FederationManager:Successfully configured the OIDC RP Partner

13.2.9 Configuring Point of Contact profile

In this section we set the point of contact to “Access Manager Credential” profile.

Cancel

Cancel

I
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SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. Remember, this step is
for the SP.

For the SP, run this script: OIDCRPConfig.py -configure POC_For_OIDC

Home I@ Monitor { 22 Secure 2 Secure %2 Secure - Manage
=| -
Appliance Dashboard Analysis and Diagnostics @k—‘u‘eb Settings B Accass Control @Federaticn System Settings
Manage Global Settings Global Keys
Federaticns Advanced Configuration LTPA Keys

Security Tekan Service User Registry

Attribute Source Runtime Parametars
Template Files
Mapping Rules
Distributed Session Cache
Server Connections
Partner Templates

I Point of Contact I

Navigate to Secure Federation=>Global Settings: Point of Contact.

Point of Contact

j‘ Create -| Create Like Update Delete |-y, Properties (' Set As Current

Current Profile Profile Name

Access Manager Username and extended attributes

Non-Access Manager Username, Access Manager groups and extended attributes

Select the "Access Manager Credential" PoC Profile and Click “Set As Current” button to set this profile as
Current Profile.

Deploy pending changes.

SCRIPT-END:
The script should display the following:

INFO:FederationManager:Configure POC profile
INFO:FederationManager:Successfully configured POC profile
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13.2.10 Adding Signer Certificate

In this section we add the IdP webseal signer certificate to the federation runtime keystore, since the federation
runtime will access the token endpoint to exchange a code for a token.

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. Remember, this step is
for the SP.

izam.my=sp.ibm.com

Secure g% Secure
Web Settings “# Federation

System Settings
Date/Time
Administrator Settings

Management Authentication

L B e Lo L T T S T SR P

admin

Manage

==~ Systemn Settings

Silent Configuration

Navigate to Manage System Settings > Secure Settings: SSL Certificates

S5L Certificates

$new | X oDeete | PRefresh | ff Replicate with Cluster

i+ Nofilter applied
Certificate Database Name -

embedded_ldap_keys
Imi_trust_store
myidpkeys

pdsrv

ri_profile_keys

| éManage v

IEdit 351 Certificate Database I

Type
Local
Local
Local

Local

Local

Edit Properties

Details

Describe

Rename 1
Import

Export 1

MNov 20, 2018, 4:27:26 PM

Nov 20, 2018, 4:27:13 PM

Nov 20, 2018, 4:43:57 PM

Select rt_profile_keys and Click on Manage -> Edit SSL Certificate Database.
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Edit S5L Certificate Database - rt_profile_keys

& New

Label
Mo filter applied

Symantec Class 3 ECC 256 bit SSL CA

CN=VeriSign Class 3 Public Primary
Certification Authority - G5, QU=(c) 2006
WeriSign\, Inc. - For authorized use
only, OU=VeriSign Trust

Network, O=VeriSign\, Inc.,C=US

Click on Manage -> Load

Wl Edit | ¥ Delete j‘“ Refresh

Signer Certificates | Personal Certificates

equests
lssi Import

Export
Chi Extract 5 3 Public Primary Certification
Aut F(c) 2006 VeriSign\, Inc. - For
authomEETTee umy. OU=VeriSign Trust
Network, 0=VerSign\, Inc. C=US3
CM=VeriSign Class 3 Public Primary Certification
Authority - G5,0U=(c) 2006 VeriSign\, Inc. - For

authorized use only. OU=VeriSign Trust
Network, O=VeriSign\, Inc.,C=US

Load Signer Certificate

Server *

| wwwi.myidp.ibm.com |

Port *
443

Certificate Label *

[oP webSEAL Cert |

Subject

CN=Symantec Class 3 ECC 256 bit S5L CA -
G2,0U=5ymantec Trust Network, O=Symantec
Corporation,C=US

CM=VeriSign Class 3 Public Primary Certification
Authority - G5,0U=(c) 2006 VeriSign\, Inc. - For
authorized use only. OU=VeriSign Trust

Network, O=VeriSign\, Inc.,C=US

Load Cancel

Enter www.myidp.ibm.com as the Server name, enter 443 as the Port and enter OP WebSEAL cert as the

Certificate Label

Click Load and deploy pending changes.

SCRIPT-END:

The script should display the following:

INFO:WGAManager:Configuring Signer Certificates
INFO:WGAManager:Successfully configured Signer Certificates

13.2.11 Configuring Reverse Proxy for OpenlID Relying Party

In this section we are configuring the reverse proxy instance for OpenlD relying party federations.
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SCRIPT-START:
A script is available for this section as an alternative to following the manual steps. Remember, this step is

for the SP.

For the SP, run this script: OIDCRPConfig.py -configure WebSEAL_Conf_OIDC_RP

IBM Security Access Manager

.-"I% Home | Monitor .\_; Secure !
el Anpliance Dashboard Analysis and Diagnostice | Web Settings;
Manage Global Settings Global Keys
Ry Runtime Compaonent URL Mapping S50 Keys
! I Reverse Prxy I Junction Mapping LTPA Keys
Authorizatid Server Client Certificate Mapping

In the mega-menu, navigate to Secure Web Settings > Manage: Reverse Proxy.

IEM Security Access Manager isam.mysp.ibm.com

Home @ Monitor { 2 Secure t-rl Secure .-. Connect Manage
Appliance Dashboard Analysis and Diagnostics \@ Web Settings "} Federation @” " IBM Cloud Identity System Settings

Reverse Proxy

g New | ® Edit | ¥ Delete | P start | @ stop | [2] Restart | &P Refresh Troubleshooting ¥

Instance Name State Configuration ' |anaoes are Active Last Modified
IAAC and Federation Configuration I’ Federatiun Management I
SV .| Nofilter applied 1
Management Root MMFA Configuration
‘_ L. N Q Junction Management QAuth and OpenID Connect Provider Configuration i
1-10f1item Renew Management Certificate Authentication and Context Based Access Configuration

Select the Reverse Proxy instance, and click on Manage -> AAC and Federation Configuration -> Federation
Management.

Select the Reverse Proxy instance, and click on Manage -> Federation Management.

| Federation Management - default

Federation Name

= No filter applied

To add the RP federation, click on the Add button.
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Add Federation to Reverse Proxy - default

Main Runtime Federation | Reuse Options

This wizard will configure this Reverse Proxy instance as a point of contact for a Federation.
The following changes will be made during this process:

+ Modify the Reverse Proxy configuration file

* A junction to the runtime will be created on this Reverse Proxy instance using the name
supplied in the provider ID of the federation.

* Load the signer certificate from the Advanced Access Control or Federation runtime

* Create and attach the required POPs and ACLs within the ISAM runtime environment

See this link for a complete list of changes made.

When this process is complete, view the following log file associated with this instance to review
the configuration steps performed: autocfg__ federation.log

3
o
n

Next Finish Cancel
Click Next on the Main panel.

There are three panels which need to be filled out.

Main Runtime Federation | Reuse Options

Host name i

localhost

ort
443

b=

FasUser

Password

m

Inside the Runtime pane, user has to provide the details to authenticate with federation runtime. The details
include the host, port, user name and password. All of them are required. When you move to the next pane,
these details are used to connect to the Federation Runtime to retrieve a list of configured federations.
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Add Federation to Reverse Proxy - default

Main Runtime Reuse Options

Select the federation to add.

Federation Name

isamrp

Previous Next Finish Cancel

On the Federation Tab, Select the RP federation created in the previous section.

Add Federation to Reverse Proxy - default

Main Runtime Federation Reuse Options

The certificate presented by the runtime will be loaded into this Reverse Proxy's key database. If
this option is not selected, any existing signer certificate with the same label will be overwritten.

Reuse certificates

m

If the ACLs specific to this wizard are not reused, they will be deleted and recreated. Note that
this means any of the locations the ACLs were previously attached to will be lost. For a list of the
ACLs used by this wizard, see the link on the first page of this wizard.

Previous Next Finish Cancel

The next tab is the ACLs and Certificates panel. You can choose to reuse ACLs and Certificates if they exist or
create new ones.

Repeat this step for the other federations isamrp_code, isamrp_implicit.

Once all the panels are done, click on Finish and then Deploy the Pending changes.
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SCRIPT-END:
The script should display the following:

INFO:WGAManager:Configure WebSEAL for OIDC RP

INFO:WGAManager:Successfully configured WebSEAL for OIDC RP
INFO:WGAManager:Configure WebSEAL for OIDC RP
INFO:WGAManager:Successfully configured WebSEAL for OIDC RP
INFO:WGAManager:Configure WebSEAL for OIDC RP
INFO:WGAManager:Successfully configured WebSEAL for OIDC RP
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If the configure -All option was used the script end should look like this

The script should display the following:

INFO:FederationManager:Upload all mapping rules
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Create a mapping rule
INFO:FederationManager:Successfully created the Mapping Rule
INFO:FederationManager:Successfully updated the Mapping Rule
INFO:FederationManager:Successfully updated the Mapping Rule
INFO:FederationManager:Configuring the easuser password
INFO:FederationManager:Successfully configured the easuser password
INFO:FederationManager:Configuring the OIDC RP Federation
INFO:FederationManager:Successfully configured the OIDC RP Federation
INFO:FederationManager:Configuring the OIDC RP Federation
INFO:FederationManager:Successfully configured the OIDC RP Federation
INFO:FederationManager:Configuring the OIDC RP Federation
INFO:FederationManager:Successfully configured the OIDC RP Federation
INFO:FederationManager:Configuring the OIDC RP Partner
INFO:FederationManager:Successfully configured the OIDC RP Partner
INFO:FederationManager:Configuring the OIDC RP Partner
INFO:FederationManager:Successfully configured the OIDC RP Partner
INFO:FederationManager:Configuring the OIDC RP Partner
INFO:FederationManager:Successfully configured the OIDC RP Partner
INFO:FederationManager:Configure POC profile
INFO:FederationManager:Successfully configured POC profile
INFO:WGAManager:Configuring Signer Certificates
INFO:WGAManager:Successfully configured Signer Certificates
INFO:WGAManager:Configure WebSEAL for OIDC RP
INFO:WGAManager:Successfully configured WebSEAL for OIDC RP
INFO:WGAManager:Configure WebSEAL for OIDC RP
INFO:WGAManager:Successfully configured WebSEAL for OIDC RP
INFO:WGAManager:Configure WebSEAL for OIDC RP
INFO:WGAManager:Successfully configured WebSEAL for OIDC RP

13.3 Testing OIDC Single Sign-on Flow

13.3.1 Testing Hybrid Flow

We are now ready to test the OpenID Connect configuration.

Note: It is recommended that after every single sign-on you restart your browser to remove all session cookies
at both IdP and SP between each of the tests below.

A RP(SP) initiated OIDC flow can be triggered using
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https://<Relying Party reverse proxy:port>/<junction name>/sps/oidc/rp/< Relying Party federation name>/kickoff/<
Relying Party partner>?Target=https://<TargetURL>

Based on values previously set by following this document, the URL will be:
https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp/kickoff/partner?Target=/isam/mobile-demo/diag

Trigger the flow using a browser.

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the IDP by
hitting the authorize endpoint.

An example of the authorize URL
https://www.myidp.ibm.com/mga/sps/oauth/oauth20/authorize?nonce=HS8qF166ty&redirect_uri=https%3A%2F%

2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Foidc%2Frp%2Fisamrp%2Fredirect%2Fpartner&response_type=code
+id_token+token&response_mode=form_post&state=5uxsESNh5e&scope=openid&client_id=clientID

s Redirecting X

<« C @ ® & |htt.0s:f’f‘v-r*.-x-‘u-‘-:.m‘-,-"dp.ibm.com;’-‘nga;"sps;’oau:h;’oauth23;“aut-1c-rizanonce:‘-r"ChBSZcEx_& see

{} Most Visited EIBM ﬁ Query Feed: Unverifie... '“ﬁ ACR E Demo ESLOSessionlndex E Hodor | EMasterskillsUniversity '“ﬁ AttributeConsumerSvc...

Redirecting....

The authorize URL then redirects to login page.

Login using testuser and PasswOrd, as created at the IDP in an earlier section.

&« C @ @ & [https//www.myidp.ibm.com/mga/sps/auth]| - @ v

ﬁ' Most Visited IBM ﬁ Query Feed: Unverifie... “ﬁ ACR Demo SLOSessionIndex Hodor | MasterskillsUniversity “ﬁ AttributeConsumerSvc... Maste

IBM Security Access Manager

Username:

Username

Password:

Password

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the SP.

At the landing page, which is part of the live demo application that you configured earlier, the details of the user
are displayed:
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Access Manager Credential:
User:l https:ffwww.myidp.ihm.cumftestuser|

Name

AZN_CRED_PRINCIPAL_NAME([0]

tagvalue_login_user_name[0]

AZN_CRED_AUTH_METHOD[0]

tagvalue_user_session_id[0]

AZN_CRED_AUTHNMECH_INFO[O]

AZN_CRED_MECH_ID[0]

Value(s)
https:/fwww.myidp.ibm.com/testuser
hitps-/iwww.myidp.ibm.com/testuser
trust

aXNhbS5teXNwLmIibSSjb20tZGVmMYXVsdAA=_W/ZegAAAAIAAAAWEINTWWHLATGITWAACHIHVFVKeK
crikRxR2IkQW1hdmhsaWYzaWhzMDNDN3JPbDIOY3BSNXFCMUs2b3Vk: default

m

Federated trust

ITFIM_trust

access_token[0]

bylg\VJZsycvBAP1NIG2

AZN_CRED_CREATE_TIME[0]

tagvalue_session_index[0]

2018-11-26T02:24:587

30c6a178-M22-11e8-b58e-000c296cd683

[scopef0] openid |

Inspect the request and response by enabling Web Developer tools, look at section 16.2.

Since we ran a hybrid flow, the OP will send code, access_token and id_token as a response.

Inspect the id_token using https://jwt.io/

Encoded

eyJraWQi0iIBeHZRY2VGYU50X112WERtbOZRRWt T
VGtoMTVEOHATS2xvWTV6LVd6UWMATiwiYWxnIjoi
UIMyNTYifQ.eyJub25jZSI6IkhTOHFGMTY2dHkilL
CJpYXQi0jETNDMxOTkwOTUsImlzcyI6ImhOdHBz0
18vd3d3Lm15aWRwLm1libS5jb28il CJhdF90YXNoI
joiWFBDAVZzUmVLNmVuQjdzWVhqQWRXUSIsInN1Y
iI6InR1c3R1c2VyTiwiZXhwIjoxNTQzMjAyNjk1L
CJjX2hhc2gi0iJRTGI1eGxnMGR6TWJZzdUx1RHRNU
KRRIiwiYXVkIjoiY2xpZW56SUQifQ.0wC9HCZZ7]
JJRB4ACPE_GzDwt1fHZHmycxx501XsG2028hKKXiU
hJdvULoe1nIaS7kgQSVyz7t1wLH1SSQnAD5GSdgH
iGLzXjINgvn_jRF3HO_ViutSvKdm_6rFXudhS1tF
4ymSBS9scBQGJLg3WZwS7TfBSGb3sFdMt78NQ2_WZ
Kk

Decoded

HEADER:

{
"kid": "4xvQceFUNN_YvXDmoFQEk_Tkh15D8wSKloY5z-WzQc8",
"alg": "RS256'

}

PAYLOAD:

'nonce”:

'iat": 15
'iss": "https:/
‘at_hash":

yidp.ibm.com
eK6enB7sYXJAdWQ",

‘aud": "clientID"

To verify the access_token use the Userinfo endpoint, we could use a browser extension for a REST tool or use

postman to make this request.
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der | I

Userinfo endpoint - https://www.myidp.ibm.com/mga/sps/oauth/oauth20/userinfo
Header — Auhtorization: Bearer <Access Token>

Output

{

"sub™: "testuser"

}
13.3.2 Testing Authorization Code Flow

We are now ready to test the OpenID Connect Federation that we have configured.

Note: It is recommended that you restart your browser to remove all session cookies at both IdP and SP
between each of the tests below.

A RP(SP) initiated OIDC flow can be triggered using

https://<Relying Party reverse proxy:port>/<junction name>/sps/oidc/rp/< Relying Party federation name>/kickoff/<
Relying Party partner>?Target=https://<TargetURL>

Based on values previously set by following this document, the URL will be:
https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp code/kickoff/partner?Target=/isam/mobile-demo/diag

Trigger the flow using a browser.

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the IDP by
hitting the authorize URL.

An example of the authorize URL

https://www.myidp.ibm.com/mga/sps/oauth/oauth20/authorize?redirect uri=https%3A%2F%2Fwww.mysp.ibm.co
m%2Fisam%2Fsps%2Foidc%2Frp%2Fisamrp code%2Fredirect%2Fpartner&response type=code&state=i7zHd5
vJCL&scope=openid&client id=clientID

%& Redirecting X ‘

& C o @ & |¥‘|'.'_:35:_-".-' www.myidp.ibm.com/mga/sps/oauth/oauth20/author ze|?n once=YChB8ZcExT& see Q

'I} Most Visited EIBM ﬁ Query Feed: Unverifie... & ACR Demo SLOSessionIndex b Hodor | MasterskillsUniversity “2 AttributeConsumerSvc...
Redirecting....
The authorize URL then redirects to login page.

Login using testuser and PasswOrd, as created at the IDP in an earlier section.
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< cC @ @ & [htip

'ﬂ' Most Visited IBM R Query Feed: Unverifie.. ”jﬁ ACR Demo SLOSessionIndex Hodor | MasterskillsUniversity ”jﬁ AttributeConsumerSvc.. Mast¢

myidp.ibm.com/mga/sps/auth] - O %

IBM Security Access Manager

Username:

Username

Password:

Password

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the SP.

At the landing page, which is part of the live demo application that you configured earlier, the details of the user
are displayed:

Access Manager Credential:
User:l https:ffwww.myidp.ihm.cumftestuser|

Name Value(s)
AZN_CRED_PRINCIPAL_NAME[0] https://www.myidp ibm. comitestuser
tagvalue_login_user_name[0] hitps-/iwww.myidp.ibm.com/testuser
AZN_CRED_AUTH_METHOD[0] trust

aXNhbS5teXNwLmMIibSSjb20tZGVmMYXVsdAA=_WIZegAAAAIAAAAWEINTWWHLATGITWAACHIHVFVKeK

tagvalue_user_session_id[0] crNKRXR2IkQWA hdmhsaWYzaWhzMDNDN3JPbDIOY3BSNXFCMUs2b3Vk-default

1

AZN_CRED_AUTHNMECH_INFQO[0] Federated trust

AZN_CRED_MECH_ID[0] ITFIM_trust

access_token[0] bytg\VJZsycvBAP1INJG2
AZN_CRED_CREATE_TIME[O] 2018-11-26T02:24.582
tagvalue_session_index[0] 30c6a178-M22-11e8-b58e-000c296cd683
[scopef0] openid |

Inspect the request and response by enabling Web Developer tools, look at section 16.2.

Since we ran a authorization_code flow, the OP will send code as a response in the query string. The ISAM
runtime time, uses the code to exchange it for a access_token, refresh_token and id_token.
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13.3.3 Testing Implicit Flow

We are now ready to test the OpenID Connect Federation that we have configured.

Note: It is recommended that you restart your browser to remove all session cookies at both IdP and SP
between each of the tests below.
A RP(SP) initiated OIDC flow can be triggered using

https://<Relying Party reverse proxy:port>/<junction name>/sps/oidc/rp/< Relying Party federation name>/kickoff/<
Relying Party partner>?Target=https://<TargetURL>

Based on values previously set by following this document, the URL will be:
https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp_implicit/kickoff/partner?Target=/isam/mobile-demo/diag

Trigger the flow using a browser.

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the IDP by
hitting the authorize URL.

An example of the authorize URL
https://www.myidp.ibm.com/mga/sps/oauth/oauth20/authorize?nonce=DXBmCxAi5v&redirect uri=https%3A%2F
%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Foidc%2Frp%2Fisamrp_implicit%2Fredirect%2Fpartner&response
type=id token+token&response mode=form_post&state=cVCH6ePkUO&scope=openid&client id=clientID

<& Redirecting X
< C ® ® & |https://w

{} Most Visited IBM ﬁ Query Feed: Unverifie... < ACR Demo SLOSessionlndex Hodor | MasterskillsUniversity <4 AttributeConsumersSv...

n.myidp.ibm.com/mga/sps/oauth/oauth20/author ize|?no nce=YChB8ZcExT& vee

Redirecting. ...

The authorize URL then redirects to login page.

Login using testuser and PasswOrd, as created at the IDP in an earlier section.

« ¢ ® ® & [psiiwaw

‘f} Most Visited IBM ﬁ Query Feed: Unverifie... “ﬁ ACR Demo SLOSessionIndex Hodor | MasterskillsUniversity “ﬁ AttributeConsumerSvc... Maste

myidp.ibm.com/mga/sps/auth] - O %

IBM Security Access Manager

Username:

Username

Password:

Password
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If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the SP.

At the landing page, which is part of the live demo application that you configured earlier, the details of the user
are displayed:

Access Manager Credential:
User] https:waw.myidp.ihm.cumftestuser|

Name Value(s)
AZN_CRED_PRINCIPAL_NAME[0] https:/www.myidp.ibm.com/itestuser
tagvalue_login_user_name[0] hitps-//www.myidp.ibm_com/testuser
AZN_CRED_AUTH_METHOD[0] trust

aXNhbS5teXNwLmIibS5b20tZGVmMYXVsdAA=_W/ZegAAAAIAAAAWEINTWWRLATGIfWAACHIHVFVKek

tagvalue_user_session_Id[0] crNKRXR2IkQW1 hdmhsaWYzaWhzMDNDN3JPbDIOY 3B5NXFCMUs2b3Vk default

m

AZN_CRED_AUTHNMECH_INFO[0] Federated trust

AZN_CRED_MECH_ID[0] ITFIM_trust

access_token[0] bytgVJZsycvBAP1NJG2
AZN_CRED_CREATE_TIME[O] 2018-11-26T02:24:582
tagvalue_session_index[0] 30c6a178-M22-11e8-b58e-000c296cdE683
|swpe[0] openid |

Inspect the request and response by enabling Web Developer tools, look at section 16.2.
Since we ran an implicit flow, the OP will send access_token and id_token as a response.
Inspect the id_token using https://jwt.io/

Encoded Decoded

HEADER:

eyJraWQiOiIOeHZRY2VGVUS0XT112WERtbBZRRWE T

VGtoMTVEOHATS2xvITV6LVA6UWMAT iwiYWxnIjoi 0 et ~4xvacoF N YoXDmoFaEk 50Kl s Matcs
ULMyNTYifQ.eyJub255ZSI6IKhTOHFGMTY2dHKilL gt g O weevsizae
CJpYXQi0jETNDMXOTkwOTUsImlzcyI6Imh@dHBzZO )

18vd3d3Lm15aWRwLm1ibS5ib201iLCIhdF90YXNoI
joiWFBDAVZzUmVLNmVuQjdzWVhqQWRXUSISInNTY
iI6InR1c3R1c2VyTiwiZXhwIjoxNTQzMjAYNKk1L

PAYLOAD:

CJjX2hhc2gi0iJRTGI1eGxnMGR6 TWJzdUx1RHRNU nonce" :
KRRIiwiYXVKIjoiY2xpZW50SUQifQ.OwCOHCZZ7] lgjjf" —

JJRBACPE_GzDwt 1fHZHmycxx501XsG2028hKKXiU ETR TR e e e o
hJdvULoe1nIaS7kgQSVyz7t1wLH1SSQnAD5GSdgH :
iGLzXjINgvn_jRF3HO_ViutSvKdm_6rFXudbS1tF
4ymSBS9scBQGJLg3WZWS7 FBSGb3sFdMt78NQ2_WZ
k
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To verify the access_token use the Userinfo endpoint, we could use a browser extension for a REST tool or use
postman to make this request.

curl --reguest|GET ]
s://www.myidp.ibm.com/mga/sps/oauth/oauth28/userinfo |\

Fal &) %
iUl I I \

Userinfo endpoint - https://www.myidp.ibm.com/mga/sps/oauth/oauth20/userinfo
Header — Auhtorization: Bearer <Access Token>

{

"sub": "testuser"

}
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14 Configuring OpenID Connect Flows to request for id_token and

Userinfo claims

In this section, we configure advanced mapping rule for the OIDC relying party to request for additional UserInfo

and id_token claims.

The OIDC specification recommends the use of the Userinfo endpoint. The Userinfo endpoint is useful, for
example, when a Relying Party cannot parse a JWT Token to obtain information about the authenticated user.

Without the use of customization, the /userinfo endpoint contains only the field sub.

In this section, we will configure the OIDC OP to send return specific claims to userinfo and id_token.

SCRIPT-START:

| A script is available for this section as an alternative to following the manual steps. Remember, this step is

| for the SP.
|

14.1 Configuring OIDC OP Attribute Mapping

In this section, we check that the API Definition created in section 22.1.1 has the attribute mapping configured.
Using the administration console on the Identity Provider, navigate to Secure Federation -> OpenlID Connect

and API protection

@ Home j¥¥| Monitor
OF Appliance Dashboard ‘ Analysis and Diagnostics

Manage
Federations

Security Token Service
Attribute Source

Grants

OpenlD Connect and API Protection

Alias Service Settings

Click Edit on OIDCDefinition.

Global Settings
Advanced Configuration

User Reqgistry

Runtime Parameters
Template Files

Mapping Rules

Distributed Session Cache
Server Connections
Partner Templates

Point of Contact

Access Policies

{ 2 Secure
!_l'.) Web Settings

Global Keys
LTPA Keys

Access Control

“£) Secure
t") Federation
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v Enable OpenlD Connect

Issuer ldentifier* |hrtps:mwwv.myidp.ibm.com |

Fuoint of Contact Prefix* | https:iiwww.myidp.ibm.com/maga |

Metadata URI hitps:ifwww myidp.ibm.com/maa/sps/oauth/oauth20/metadata/OIDCDe
id_token Lifetime® 3,600 :
Signing Algorithm* RS256 -
Key Database for Signing myidpkeys -
Certificate Label for Signing myidpkey -

[|Encryptid_token
Key Agreement Algorithm -
Encryption Algorithm =

Aftribute mapping

[ New Delete

Aftribute Name Aftribute Source
: ] displayMame DisplayMame -
: I | homeFhone PhoneNumber -

b’ Enable client registration

v Issue client secret

Make sure that displayName amd homePhone Attribute Mapping are configured.

14.2 Configuring Advanced Mapping rule OIDC RP Federation

In this section, we configure an advanced configuration mapping rule at the OIDC RP federation to request for
userinfo and id_token claims.

Go to the .../providedfiles/Automation/sp_files/mapping_rules directory and open the oidc_adv_claims.js file
in a text editor

Bl amapp-runtime_stc_sps(7)xmi 3| B automation ini £3| B base3021 xt 3| [ Federation bt £3| B aac vt 3| [E pipjs £3| B RiskaRadarjs £3| B change log E3| Bl new 1 E3| B accesspolicy_promptjs 3| Elnew?2 £ [ oidc_adv_claimsjs B3

IDMappingExtUtils.traceString(traceString);

O

var add claim parameter = true;
Fl if(add claim parameter) {
var claims = {

51 B /%
52 * The following is an example of how to author and include an claims object in the request to /fauthorize.
- "

64 * This claims parameter will request the email claim in the id token as essential.

55 L %y

, JSON.stringify(claims))) ;

77 o}
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In the above example, the authorize endpoint with contain a request for id_token claim homePhone, and userinfo

claim displayName.

Now we're ready to create a Mapping Rule on the appliance with this content.

IBM Security Access Manager

isam.myidp.ibm.com adm

/I% Home

= o ppliance Dashboard

Manage

Federaticns

Security Token Service
Attribute Source

= i £ 2
""—"ﬁ Monitor _ . %SEEUI’E .
Analysis and Diagnostics Web Settings
Global Settings Global Keys
Advanced Configuration LTPA Keys

User Reqgistry

Runtime FParameters

Temnolate Files

Magp_ring].ll%ules

Distributed session Cache
Server Connections

Partner Templates

;E_"é Secure E
“* Federation

In the LMI Administration console, navigate to Secure Federation>Global Settings: Mapping Rules.

Mapping Rules

T Add Edit
C Ik

S
Mapping Rules

OIDCIDToken
Category; OIDC

QIDCRP
Category: OIDC

Click Add to add a new mapping rule.

L)}
T
T
T
m
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IBM Security

Create Mapping Rule

v/
var add claim paramster = true;
if{add claim parameter) {

var claims = {

"id_token": |

"homePhone": {"essential":true}
b
"uszerinfo": |

"displayName": {"essential":true}

1
bi
stzuu.addContexthttribute (new Attribute ("claims",
t
}

-

"urn:ibm:SAM:oide:rprauthorize:req:param”,

We can use this hook point for adding parameters to the /token and /userinfo request.

w/
if (operation == "token") {
4 I
Name: oidc_adv_claims
Category: o][n]w] ‘ . ‘

Paste the rule text into the Content box. On Windows you can use Ctrl-c to paste.

Enter oidc_adv_claims as the rule Name and select OIDC as the Category.

Click Save to save the new Mapping Rule.

We need to configure the federation to point to the advanced mapping rule we just created.

IBM Security Access Manager

Home | Monitor

Appliance Dashboard

Manage

! FEdeiuns .
Secuty Token Service

Attribute Source

Global Settings
Advanced Configuration
User Registry

Runtime Parameters

Analysis and hagnostics

isam.myidp.ibm.com

TN

N
\cé Secure . i Securg
Web Settings " Federation
Global Keys
LTPA Keys

Using the administration console, navigate to Secure Federation->Manage: Federations.

J8CN.=stringify{clain

Ln operation with the walue "token" means we have received a request at our /redirect back from the COP
(typically with the authorization code, and are about to invoke a request to the token endpoint.

Close

admin

Manage

m

== Systemn Settings
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Federation Management

[ Add [# Delete  f1) Export @} Partners % Refresh

Federation Name - Federation Protocol

OpenlD Connect Relying Party

isamrp_code OpenlD Connect Relying Party
isamrp_implicit OpenlD Connect Relying Party
saml20sp SAML 2.0

Select the isamrp federation and Click on the Edit button.

Update Federation

Federation Protocol

Basic Configuration Advanced Configuration Mapping Rule
Attribute mapping

Identity Mapping Specify the JavaScript file that contains the advanced configuration mapping rule.

Identity Mapping Rule

Advanced Configuration

Advanced Configuration Mapping Rule

*# No filter applied

ummary
Name - Category
QIDCIDToken QIbC
QIDCRP QIDC
OIDCRP_ADV (o]In]e}
SAMLPExtensions SAML2_0_EXT
Previous Next OK

Navigate to Advanced Configuration Mapping Rule.

Advanced Configuration Mapping Rule

Specify the JavaScript file that contains the advanced configuration mapping rule.

*+ No filter applied

MName Category
OIDCRP oIDC
OIDCRP_ADV oIDC
OIDCIDToken oibc

! oibc

AR A

Role

Relying Party
Relying Party
Relying Party

Service Provider

1

Cancel

m

Cancel
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Select oidc_adv_claims as the Advanced Configuration Mapping Rule. Click Next.
On the Summary page click OK.

Deploy pending changes.

SCRIPT-END:

The script should display the following:
||INFO:FederationManager:Updating OIDC RP Federation mapping rules

|INFO:FederationManager:SuccessfuIIy updated the OIDC RP Federation mapping rules
[ INFO:FederationManager:Configuring POC profile
INFO:FederationManager:Successfully configured POC profile

14.3 Testing the OpenlID Connect flow

We are now ready to test the OpenlID Connect configuration.
A RP(SP) initiated OIDC flow can be triggered using

https://<Relying Party reverse proxy:port>/<junction name>/sps/oidc/rp/< Relying Party federation name>/kickoff/<
Relying Party partner>?Target=https://<TargetURL>

Based on values previously set by following this document, the URL will be:
https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp/kickoff/partner?Target=/isam/mobile-demo/diag

Trigger the flow using a browser.

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the IDP by
accessing the authorization endpoint.

An example of the authorize URL
https://www.myidp.ibm.com/mga/sps/oauth/oauth20/authorize?nonce=M7kbD9PnZc&redirect uri=https%3A%2F
%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Foidc%2Frp%2Fisamrp%2Fredirect%2Fpartner&response mode=f
orm_post&claims=%7B%22id token%22%3A%7B%22homePhone%22%3A%7B%22essential%22%3Atrue
% 7D%7D%2C%22userinfo%22%3A%7B%22displayName%22%3A%7B%22essential%22%3Atrue%7D%7D
%7D&scope=openid&response type=code+id token+token&state=gxtOW 1Wpf4&client id=clientlD

The following claims are requested

{"id_token":{"homePhone":{"essential":true}},"userinfo":{"displayName":{"essential":true}}}

The authorize endpoint then redirects to login page.

Login using testuser and PasswOrd, as created at the IDP in an earlier section.
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https://www.myidp.ibm.com/mga/sps/oauth/oauth20/authorize?nonce=M7kbD9PnZc&redirect_uri=https%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Foidc%2Frp%2Fisamrp%2Fredirect%2Fpartner&response_mode=form_post&claims=%7B%22id_token%22%3A%7B%22homePhone%22%3A%7B%22essential%22%3Atrue%7D%7D%2C%22userinfo%22%3A%7B%22displayName%22%3A%7B%22essential%22%3Atrue%7D%7D%7D&scope=openid&response_type=code+id_token+token&state=gxt9W1Wpf4&client_id=clientID
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< cC @ @ & [htip

'ﬂ' Most Visited IBM R Query Feed: Unverifie.. ”jﬁ ACR Demo SLOSessionIndex Hodor | MasterskillsUniversity ”jﬁ AttributeConsumerSvc.. Mast¢

myidp.ibm.com/mga/sps/auth] - O %

IBM Security Access Manager

Username:

Username

Password:

Password

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the SP.

At the landing page, which is part of the live demo application that you configured earlier, the details of the user
are displayed:

Access Manager Credential:
User:l https:ffwww.myidp.ihm.cumftestuser|

Name Value(s)
AZN_CRED_PRINCIPAL_NAME[0] https://www.myidp ibm. comitestuser
tagvalue_login_user_name[0] hitps-/iwww.myidp.ibm.com/testuser
AZN_CRED_AUTH_METHOD[0] trust

aXNhbS5teXNwLmMIibSSjb20tZGVmMYXVsdAA=_WIZegAAAAIAAAAWEINTWWHLATGITWAACHIHVFVKeK

tagvalue_user_session_id[0] crNKRXR2IkQWA hdmhsaWYzaWhzMDNDN3JPbDIOY3BSNXFCMUs2b3Vk-default

1

AZN_CRED_AUTHNMECH_INFQO[0] Federated trust

AZN_CRED_MECH_ID[0] ITFIM_trust

access_token[0] bytg\VJZsycvBAP1INJG2
AZN_CRED_CREATE_TIME[O] 2018-11-26T02:24.582
tagvalue_session_index[0] 30c6a178-M22-11e8-b58e-000c296cd683
[scopef0] openid |

Inspect the request and response by enabling Web Developer tools, look at section 16.2.
Since we ran a hybrid flow, the OP will send code, access_token and id_token as a response.

Inspect the id_token using https://jwt.io/, verify that the homePhone is returned.
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Encoded

eyJraWQi0iIfeHZRY2VGVU50X112WERtbOZRRWLT
VGtoMTVEOHATS2xvWTV6LVd6UWM4ATiwiYWxnIjoi
UIMyNTYifQ.eyJub25jZSI6Ij11a2NsSG1PWWELL
CJob211UGhvbmUiOiITNTUtMTIzNDUiLCJpYXQi0
JETNDQxNzA4NDEsImlzcyI6Imh@dHBz01i8vd3d3L
m15aWRwLm1ibS5jb28iLCJhdF90YXNoIjoi0XRVZ
nZPc2IwdkM3NFhodTRaZERidyIsInN1YiI6InR1lc
3R1c2VyIiwiZXhwIjoxNTQBMTcONDQxLCJjX2hhe
2gi0iJ2MUswdDZIdU9SNW1B0oS1BzS@hScTh3IiwiY
XVkIjoiY2xpZW58SUQifQ.EhqgeN1fb5d-
gz@OUFXCLbSD1rkwAg2d99xpdEASm4dNOgbpKDFD-
BC32aefR00_jVeaGSNGB0043G207IdXBWF5Qnntr
6j-Yj-sClh9KtfcIbgfcA8fqpbaN_keE-
0Qcmk5z6vEpWCXHADz1sSggxFuP7ucrzW3Yojebq
RzOD6TI

Decoded

HEADER:

{

'kid":
‘alg":

}

PAYLOAD:

"4xvQceFUNN_YvXDmoFQEK_Tkh15D8wSKloY5z-WzQc8",
'RS256"

To verify the access_token use the Userinfo endpoint, we could use a browser extension for a REST tool or use
postman to make this request.

Userinfo endpoint - https://www.myidp.ibm.com/mga/sps/oauth/oauth20/userinfo

curl --request|GET |\

--url |ht1: s/ /www.myidp.ibm.com/mga/sps/oauth/oauth28/userinfo |\

--header [ author

--cookie "AMWEBICT!%252Fmgall

Header — Auhtorization: Bearer <Access Token>

Verify that the displayName is returned.

Response

{

}

"sub": "testuser",
"displayName"; "Test User"
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15 Configuring OpenID Connect Dynamic client registration

OpenlID Connect (OIDC) publishes a specification that allows registration of a client to an OpenID Connect
Provider.

This enables someone to onboard their application to an OpenlD Connect provider through a standard well-
formed API. See the specification https://openid.net/specs/openid-connect-registration-1_0.html.

The primary information that an application administrator is required to provide is the redirect URI that the
application uses when requesting an identity.

Note: The script requires an access_token as input, please use a valid access_token generated as a part of
testing the OIDC flow, in section 24.3.

SCRIPT-START:
Run this script: DynamicClientRegistration.py -configure All -Bearer <Access Token>

If you use this script, skip to the corresponding SCRIPT-END notice

15.1 Registering a client
In this section, we enable client registration for the OIDCDefinition and we register a new dynamic client.

15.1.1 Enabling Client Registration

Using the administration console on the Identity Provider, navigate to Secure Federation -> OpenID Connect
and API protection

@ Home 9| Monitor { 2 Secure Secure JEs Secure
B¥ Appliance Dashboard “ Analysis and Diagnostics \.,L'.,J Web Settings ‘%'_.j Access Control hk") Federation

Manage Global Settings Global Keys
Federations Advanced Configuration LTPA Keys
Security Token Service User Registry

Attribute Source Runtime Parameters

Grants Template Files

OpenID Connect and API Protection |m Mapping Rules

Alias Service Settings Distributed Session Cache
Server Connections
Partner Templates
Point of Contact

Access Policies

Click Edit to create a new API Definition
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v Enable OpenlD Connect
Izsuer ldentifier®

Point of Contact Prefix*
Metadata URI

id_token Lifetime*

Signing Algorithm®*

Key Database for Signing
Certificate Label for Signing
["]Encryptid_token

Key Agreement Algorithm
Encryption Algarithm

Attribute mapping

E MNew Delete

| https:/fwww. myidp.ibm.com |

| nttos:iwww.myidp.iom.comimga |

https:/fwww. myidp.ibm.com/mgals psfoauthfoauth20/metadata/iOIDCDe

3,600 —
RS256 -
myidpkeys -
myidpkey -

Aftribute Name

) | displayName

") | homePhane

Attribute Source

Displaytlame v

PhoneNumber a

L Enable client registration

v Issue client secret

Make sure the checkbox Enable client registration and Issue client secret are enabled.

15.1.2 Client Registration
To register a client, issue a HTTP POST to the Client Registration Endpoint.

curl --reguest POST \

——url'httus:

Wiww.myidp.ibm.com/mga

sps/oauth/oauth20/register/0IDCDefinition|\

--header 'accept: application/json'

\

——headerl'authorization: Bearer aﬁsCXAchIhYAthAAEX'l\

--header 'content-type: application/json' \

——data '{"redirectiuris": ["https:

WwWW.mysp.ibm.com/isam/sps/oidc/rp/isamrp/redirect/dynamic partner™], "company name":"IBM Applications"}l'

The curl command above serves as an example

Enter https://www.myidp.ibm.com/mga/sps/oauth/oauth20/register/OIDCDefinition for the URL value.

Set Accept and Content-Type header to application/json. We need to provide an access token for the
authorization header, retrieve the access token from a successful OIDC single sign-on flow as mentioned in

section 22.3.
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The payload sent to the registration endpoint needs to include a redirect_uri, which is set to

https://lwww.mysp.ibm.com/isam/sps/oidc/rp/isamrp/redirect/dynamic_partner and company name set to
IBM Applications.

The response to the POST

{
"client secret expires at": 0,

towner username": "testuser"J

Fcompany name": "IBM Applications", |

"registration client uri": "https:%\/\/www.myidp.ibm.com\/mga\/sps\/ocauth\/ocauth20\/register\/0IDCDefinition?client id=8ijMHcbpp8NLeYOCTU k",
"client secret™: "GthNRu3Y4deSGrXHNL",|

"client id issued at": 1544063920,

"redirect_uris": ["https:\/\/www.mysp.ibm.com\/isam\/sps\/oidc\/rp\/isamrp\/redirect\/dynamic partner"],

"regilstration access token": "YUvLXREZSgwcSLEZsdS1E1l",
I'client_id" : "3ijMHcbppBNLeYOCTU k" |

We need to take note of the client_id and client_secret to create the corresponding OIDC relying party partner.

15.2 Configuring OIDC Relying Party Partner

Using the dynamic client information, we create a new relying party partner to an existing OIDC RP federation.

IBM Security Access Manager

. Home . Monitor .@ Secure ¢='|=’_"‘H,i. Secure m Manage
Appliance Dashboard Analysis and Diagnostics * Web Settings = Federatinng Systemn Settings

Manage Global Settings Global Keys

Federations Advanced Configuration LTPA Keys

Security Token Service User Registry

Attribute Source Runtime Parameters

Template Files

Mapping Rules

Distributed Session Cache
Server Connections

Partner Templates

Under Secure Federation menu, click on Manage: Federations.
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IBM Security

IBM Security Access Manager

., Home
Appliance Dashboard

E Monitor
Analysis and Diagnostics
Federation Management

[# Add j Edit [ Delete £1] Export \1. Partners

Federation Name

isamrp

saml20sp

saml20sp1

-

{ 2 Secure -e[:l' Secure &, _ Connect
\.E.} Web Settings "} Federation @ IBM Cloud Identity
v Refresh
Federation Protocol
- OpenlD Connect Relying Party '
SAML 2.0
SAML 2.0

Select the isamrp federation and click Partners.

Partners

©

Partner MName

Click on Add to configure OIDC RP Partner.

Create New Partner

General Information

Client Credentials

Metadata Endpoint

Basic Partner Configuration
JWT Signature Verification
JWT Decryption

Scope

Attribute mapping

Identity Mapping |
Advanced Configuration
Summary

* Name

Enablea

"y Refresh

Partner Role

F

General Information

Provide basic information about this partner

dynamic_partner

* Connection Template

Previous Next OK

Enter dynamic_partner as the name of the RP Partner and select the Enabled checkbox.

Eﬂ Manage
= System Settings

Role

Relying Party
Service Provider

Service Provider

Status

111

Cancel
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General Information

Client Credentials Client Credentials

Metadata Endpoint

Basic Partner Configuration Client Credentials

JWT Signature Verification

JWT Decryption When specifying client credentials, not entering a client secret will make this a public client. Public clients cannot perform the
Scope Authorization Code flow, nor can they perform HS256, HS384 or HS512 signing

Attribute mapping

Identity Mapping | * Client ID

Advanced Configuration |:|
Summary
Client Secret

[ ]

Enter Client ID and Client Secret based on the post response retrieved in section 28.1.2

Click on Next.

Create New Partner

General Information
Client Credentials
Metadata Endpoint ~ -
JWT Signature Verification (ONo metadata endpoint
JWT Decryption

Scope

Attribute mapping

Identity Mapping |
Advanced Configuration
Summary

If metadata endpoint is available some basic information can be retrieved from the endpoint during runtime.

@) Specify metadata endpoint

*Metadata Endpoint

‘ | https //www.myidp ibm_com/m ”

Previous Next OK Cancel

On the Metadata Endpoint panel, select Specify metadata endpoint radio button. Enter
https://www.myidp.ibm.com/mga/sps/oauth/oauth20/metadata/OIDCDefinition as the Metadata Endpoint.

Click on Next.

Page 186 of 330



(S 1BM Security

~

Create New Partner

General Information

Client Credentials
Metadata Endpoint

JWT Signature Verification
JWT Decryption

Scope

Attribute mapping

Identity Mapping
Advanced Configuration
Summary

JWT Signature Verification

*Signature Algorithm
RS256 -

(_)Use checked-in certificate

| @ Use JWK endpoint in metadata

Verification Certificate
Certificate Database

Certificate Label

JWK Endpoint

On the JWT Signature Validation panel, select Use JWK endpoint in metadata.

Click on Next.

Create New Partner

General Information

Client Credentials
Metadata Endpoint

JWT Signature Verification

JWT Decryption
Scope

Attribute mapping
Identity Mapping
Advanced Configuration
Summary

JWT Decryption

Key Management Algorithm

none -

Content Encryption Algorithm

none v

ieviows

We don't need to change JWT Decryption so click Next.

OK

Cancel

Cancel

i
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Create New Partner

General Information
Client Credentials Scope
Metadata Endpoint

JWT Signature Verification

JWT Decrytion O New Delete

Scope

Attribute mapping ‘

1l

Scope

Identity Mapping | openia
Advanced Configuration
Summary

Userinfo Request -

Previous OK Cancel

We don't need to change Scopes so click Next.

Create New Partner

General Information

Client Credentials Attribute mapping
Metadata Endpoint

JWT Signature Verification : . . .

JWT Decryption Include the following attributes in OpenlD Connect relying party identities

Scope

Attribute mapping |'+ New Delete

Identity Mapping ‘ ’

Advanced Configuration

Summary

Previous OK Cancel

We don't need to change Attribute Mapping so click Next.
Create New Partner

General Information

Client Credentials Identity Mapping

Metadata Endpoint

jm S\ecnak::r:/enﬁcatmn If configuring an identity provider, this mapping specifies how to create an assertion that contains attributes that are mapped from a local user account.
ryp . .

Scope If configuring a service provider, this mapping specifies how to match an assertion from the partner to the local user accounts

A‘Lﬁribule mappin Select one of the following identity mapping options:

Identity Mappin @) Use the identity mapping that is configured for this partner's federation

Advanced Configuration

Summary ) Do not perform identity mapping

i

( 7 1 Use JavaScript transformation for identity mapping

Previous .. OK Cancel
We don't need to change Identity Mapping so click Next.
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Create New Partner

General Information
Client Credentials Advanced Configuration
Metadata Endpoint

jm g\e:atl.:‘r;:/enﬁcat\on This configuration is intended for customizing the request. Select one of the following advanced configuration options.
JWT Decryption

Scope @) Use the advanced configuration that is configured for this partner's federation

Attribute mapping

Identity Mappin ) 7)Advanced configuration is not required

Advanced Configuration

Summary (") Use JavaScript for advanced configuration

Previous lIl OK Cancel

We don't need to change Advanced Configuration so click Next.

Click OK on the Summary panel.
Follow on-screen instructions to deploy pending changes.

SCRIPT-END:

The script should display the following:
INFO:FederationManager:Registering Client
INFO:FederationManager:Successfully registered client

INFO:FederationManager:Configuring the OIDC RP Partner
|INFO:FederationManager:SuccessfuIIy configured the OIDC RP Partner
[ INFO:FederationManager:Configuring POC profile

INFO:FederationManager:Successfully configured POC profile

15.3 Testing the OpenlID connect Single Sign-On flow

We are now ready to test the OpenlD Connect configuration.
A RP(SP) initiated OIDC flow can be triggered using

https://<Relying Party reverse proxy:port>/<junction name>/sps/oidc/rp/< Relying Party federation name>/kickoff/<
Relying Party partner>?Target=https://<TargetURL>

Based on values previously set by following this document, the URL will be:
https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp/kickoff/dynamic partner?Target=/isam/mobile-demo/diag

Trigger the flow using a browser.

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the IDP by
hitting the authorize URL.

An example of the authorize URL
https://www.myidp.ibm.com/mga/sps/oauth/oauth20/authorize?nonce=p1POnPpTn8&redirect uri=https%3A%2F
%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Foidc%2Frp%2Fisamrp%2Fredirect%2Fdynamic partner&response
type=code+id token+token&response mode=form post&state=Z2z9YmAsMZg&scope=openid&client id=IptNGx
JZClewVFvVKAgrr

The authorize url then redirects to login page.
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Login using testuser and PasswOrd, as created at the IDP in an earlier section.

& {. https://www.myidp.ibm.com/ishm/sps/auth C  Q Search wEa d

(3] Most Visited ~ Getting Started  [__] IBM ~

IBM Security Access Manager

Username:

testuser

Password:

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the SP.

) Connecting... X U
(' M http www.myidp.ibm.com
2 Most Visited & Most Visited Trusteer Protected End... IBM Gett

Waitipg for www.mysp.ibm.com.|.

| - s o

At the landing page, which is part of the live demo application that you configured earlier, the details of the user
are displayed:
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Access Manager Credential:
User:l https:ffwww.myidp.ihm.cumftestuser|

Name

AZN_CRED_PRINCIPAL_NAME([0]

tagvalue_login_user_name[0]

AZN_CRED_AUTH_METHOD[0]

tagvalue_user_session_id[0]

AZN_CRED_AUTHNMECH_INFO[O]

AZN_CRED_MECH_ID[0]

Value(s)
https:/fwww.myidp.ibm.com/testuser
hitps-/iwww.myidp.ibm.com/testuser
trust

aXNhbS5teXNwLmIibSSjb20tZGVmMYXVsdAA=_W/ZegAAAAIAAAAWEINTWWHLATGITWAACHIHVFVKeK
crikRxR2IkQW1hdmhsaWYzaWhzMDNDN3JPbDIOY3BSNXFCMUs2b3Vk: default

m

Federated trust

ITFIM_trust

access_token[0]

bylg\VJZsycvBAP1NIG2

AZN_CRED_CREATE_TIME[0]

tagvalue_session_index[0]

2018-11-26T02:24:587

30c6a178-M22-11e8-b58e-000c296cd683

[scopef0]

openid |

Inspect the request and response by enabling Web Developer tools, look at section 16.2.

Since we ran a hybrid flow, the OP will send code, access_token and id_token as a response.

Inspect the id_token using https://jwt.io/

Encoded

Decoded

HEADER:

eyJraWQi0iI®eHZRY2VGVU50X112WERtb@ZRRW LT
VGtoMTVEOHdTS2xvWTVeLVdeUWMAT iwiYWxnIjol
UIMyNTYifQ.eyJub25jZSI6InAxUFFUUHBUbjgil
CJpYXQi0jETNDQWNjYwMjIsImlzcyI6Imh@dHBzO
18vd3d3Lm15aWRwLmlibS5jb20iL.CJhdF90YXNoI
joiMWZtbzg1dE9feGpsWVdvUmllcFNYZyIsInN1Y
1iI6InR1c3R1c2VyIiwiZXhwIjoxNTQBMDYSN]IyL
CJjX2hhc2gi0iI4RnVuY1c5QjZHUBXxuSH14SnV6a
UVBIiwiYXVkIjoiSXBOTkd4S1pDbDZ3VkZ2abFnc
nIifQ.X1pIz5tV1S7CJIwYgfJBYFT7hotJeKAeEyu
CZF1NmMc5SeuOV3C_ztWbxa3Xybm-

91wT4smUxc2SodosdkwTYcLyXN6k4u_wOyTVLHdAS
IrXSu2FCEwWEbBU41iqTAGJrBwcxA4D76QLaAgfKe-
-jdgyukztro2NgX62qAUMK6dyAWM

{
"kid": "4xvQceFUNN_YvXDmoFQEK_Tkh15D8wSKloY5z-WzQc8",
"alg": "RS256'

b

PAYLOAD:

'nonce”: "p1PQnPpTn8",
‘iat": 15446¢
'iss": "htips

.myidp.ibm.com",
5t0_xjlYWoRiepSXg",

"c_hash": "8F I9B6GSLNHyxJuziEA",
[aud™: "IptNGxJZCI6WVFVKAgrr™]

To verify the access_token use the Userinfo endpoint, we could use a browser extension for a REST tool or use

postman to make this request.
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L

Userinfo endpoint - https://www.myidp.ibm.com/mga/sps/oauth/oauth20/userinfo
Header — Auhtorization: Bearer <Access Token>
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16 Introduction to the Security Token Service (STS)

The security token service is a component of the federation runtime that accepts WS-Trust XML/SOAP requests
for the validation and exchange of one security token type for another. It is used by the federation runtime, and
can also be used by standalone WS-Trust clients, or by the ISAM reverse proxy for “TFIM-SSO” junctions.

A lot has been written about the security token service from Tivoli Federated Identity Manager and, for the most
part, the STS in ISAM 9 offers the same runtime capabilities.

What is particularly different in ISAM 9 is the configuration model — configuration is available via REST API, or via
a user interface in the appliance administration console (LMI or local management interface).

In this section we will create a simple chain in the STS to map one XML-based security token to another, with a
simple javascript mapping rule performing some attribute manipulation. We will then invoke that STS chain using
simple cUrl commands with XML files representing the request. Much of what we do here is similar to this
technical article on the TFIM STS:

http://www.ibm.com/connections/blogs/sweeden/entry/using curl to _send requests to the tfim security token
serviceb

This chain is not particularly useful, however understanding how to configure and invoke it is very useful when we
start to look at more advanced use cases of using the STS in later sections of this cookbook.

The trust chain we will configure uses a template format depicted below:

The STSUU, or STSUniversalUser, is a simple XML format token that contains collections of attributes. It is the
common format used to hold identity data within the STS. An example STSUU is shown here:

<stsuuser:STSUniversalUser xmlns:stsuuser="urn:ibm:names:ITFIM:1.0:stsuuser">
<stsuuser:Principal>
<stsuuser:Attribute name="name">
<stsuuser:Value>john</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:Principal>
<stsuuser:AttributelList />
</stsuuser:STSUniversalUser>
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The mapping module will be javascript code that will add an extra attribute to the STSUU.

importPackage (Packages.com.tivoli.am.fim.trustserver.sts);
importPackage (Packages.com.tivoli.am.fim.trustserver.sts.uuser);
importPackage (Packages.com.tivoli.am.fim.trustserver.sts.utilities);

// demo rule for mapping stsuu to stsuu

// Jjust add an additional attribute

var testAttr = new Attribute(
"testattr from auxilary chain",
"urn:mytype",
"myvalue from auxilary chain");

stsuu.addAttribute (testAttr) ;

// and clear out the RST attributes
stsuu.getRequestSecurityTokenAttributeContainer () .clear();

The resulting STSUU after the mapping is applied will look like this:

<stsuuser:STSUniversalUser xmlns:stsuuser="urn:ibm:names:ITFIM:1.0:stsuuser">
<stsuuser:Principal>
<stsuuser:Attribute name="name">
<stsuuser:Value>john</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:Principal>
<stsuuser:AttributelList>
<stsuuser:Attribute name="testattr from auxilary chain" type="urn:mytype">
<stsuuser:Value>myvalue from auxilary chain</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:AttributelList>
</stsuuser:STSUniversalUser>

All of our configuration will be on the Identity Provider system although to some extent this is an arbitrary choice
since there is an STS running on the Service Provider system too.

SCRIPT-START:

| A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: STSTest.py —configure All

16.1 Configuring the "STSUU to STSUU" Chain Template

First we create an STS Chain Template. This defines an ordered list of Modules that will make up any chain built
on this template.

Access the Identity Provider LMI console at https://isam.myidp.ibm.com and authenticate with admin and
PasswOrd.

Page 194 of 330



https://isam.myidp.ibm.com/

-
(3

~

IBM Security

IBM Security Access Manager

@ Home

el appliance Dashboard

Manage

Federations

Security Token Service

Attribute Source

Navigate to Secure Federation->Manage: Security Token Service.

Security Token Service

Templates

Mo items to display

= : -y ah
L—-.« Mnnltpr . . § Secure . < Securg Manage .
Analysis and Diagnostics eh Settings ~ Federation == Systern Settings
Global Settings Global Keys
advanced Configuration LTPA Keys
User Registry
Runtime Parameters
Template Files
Mapping Rules
Distributed Session Cache
Server Connections
Partner Templates
Module Chaing | Templates | Modules
+ —
S Add Delete

Template Contents

Click on the Templates menu and then click the Add button to create a new template.

MNew Template

Marme:

STSUU ta ST

De=cription:

STSUU to STSUU

OK Cancel

Provide a Name and a suitable Description for the template then click OK.

Deploy the pending changes.

Now the Template has been created we to need to populate it by adding modules to the Template Contents.
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Security Token Service Module Chains

[ add [ Delete

Templates

STSUU to STSUU
STSUU to STSUU

Templates Modules

No items to display

Select the new template and click Add on the right-hand panel to add a Module Instance to the template contents.

Add to Template

Module Instance;
Description:

Mode:

Default STSUU

Default STSUU Module Instance

Validate

0K

4

Cancel

First we're going to add a Default STSUU Module Instance in Validate mode. This will process the incoming
STSUU XML token and create an internal STSUU object for processing. Enter these values and click OK.

Click Add again to add a second Module Instance.

Add to Template

Module Instance:
Description:

Mode:

Default Map Module

Default XSLT Mapping Module Instance

Map

0K

&

Cancel

Now we add a Default Map Module in Map mode. This will run JavaScript code which can process the internal

STSUU object created by the first module. Enter these values and click OK.

Click Add one more time.
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Add to Template

IModule Instance: Default STSUU -
De=zcription: Default STSUL Module Instance
Mode: I lzzue "I
OK qﬂ"'q Cancel
Ll

The final module in the Template will be another Default STSUU module but, this time, in Issue mode. This
module will create an STSUU XML token to be returned to the caller. Enter these values and click OK.

The template contents should look like this:

Security Token Service Module Chaing Templates Modules

FAY
Fi ! f There is currently one undeployed change] Click here to review the changes or aDDIvdemem to the svstem.

)
B”Add @Delete }8- B”Add Delete Mowve Up Move Do
Templates - Template Contents
STSUU to STSUU Default STSUU
STSUU to STSUU Default STSUU Module Instance

Mode: Validate

Default Map Module
Default XSLT Mapping Module Instance
Mode: Map

Default STSUU
Default STSUU Module Instance
Mode: lzsue

The template is complete. Deploy the changes.

16.2 Configuring the "STS Test" Module Chain

We will now create a Module Chain from the new template.

As we're seen, the template determines the modules in the chain, the mode they will operate in, and the order in
which they will run. The rest of the configuration is specified at the Module Chain level.
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Security Token Service Module Chaing [Templates Modules

[ sdd

R

m
[}
i
o
I

Module Chains

No items to display

Still in the Security Token Service screen, click on the Module Chains tab and then click Add to add a new
Module chain.

[

New Madule Chain

Lookup Validation Properties

Name: | STSUUMapper |
Description: STSUUMapper

Template: | STSUU to STSUU - |
Description:

Enter STSUUMapper as the Name for the chain and provide a description. Select the STSUU to STSUU
Template for the chain (this is probably already selected as it is the only template available).

Click on the Lookup tab.
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New Module Chain

Overview Lookup

Request Type:

URL

Applies to

Address:

Service Name:

Port Type:
Issuer

Address:

Service Name:

Port Type:

Token Type:

URL

Validation Properties

| Validate

I hitp:istzuu/appliesto I

hitp:iiztzuulfizzuer

None

m

OK Cancel

When a WS-Trust request arrives at the STS, the information provided in the Lookup tab of each defined Module
Chain is used to determine which one should process the request. Only if all specified Lookup fields match the
incoming WS-Trust request is it considered a match.

Select Validate from the Request Type drop-down list.

Enter http://stsuu/appliesto in the Address box under Applies to.

Enter http://stsuu/issuer in the Address box under Issuer.

Click on the Validation tab.

The validate tab provides configuration for validating the signatures on incoming WS-Trust requests and for
signing outgoing WS-Trust responses. We will not be using these capabilities here.

Click on the Properties tab.
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MNew Module Chain

Overview Lookup Validation Properties '.

Template Contents Default Map Module (Map)

Default STSUU * JavaScript file containing the identity mapping rule:
Default STSUU Module Instance stsuutostsuu -

WMode: Validate

Default Map Module
Default XSLT Mapping Module
Instance

Mode: Map

Default STSUU
Default STSUU Medule Instance
Mode: Iszue

ﬂ OK Cancel
-

In the Properties tab, we configure the chain-specific properties for each module in the chain.

The STSUU module does not have any chain-specific properties so we don’t need to worry about them.

Select the Default Map Module from the list of modules on the left-hand side. This opens the properties panel
for that module.

The only thing that we need to specify for the mapping module is which JavaScript file should be used. Select
stsuutostsuu from the drop-down list.

Module Chain configuration is now complete. Click OK to save the new Module Chain.
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Security Token Service Module Chaing Templates Modules

.-"'f. | -. There is currently one undeployed change] Click here to review the changes or qajﬁr?lv them to the system.

=

[
!
m
1!

Module Chains

STSUUMapper
STSUUMapper

The new chain is shown in the list of Module Chains. Deploy pending changes.

I If you want to view the stsuutostsuu mapping rule (or any other mapping rule) these can be found in the GUI
console under Secure Federation->Global Settings: Mapping Rules.

16.3 Allowing access to the STS via the ISAM Reverse Proxy

By default, the Federation Runtime listens only on the 127.0.0.1 loopback interface of the ISAM appliance, and is
therefore not directly accessible from outside. However, the Federation Runtime (of which the STS is a part) is
accessible via the Reverse Proxy through the /isam junction that was created during our federation configuration.
We just need to set an Access Control policy to allow access.

In order to allow external clients (such as a cUrl script running on our host machine) to access the STS WS-Trust
endpoint via the Reverse Proxy we will attach an “unauthenticated-allowed” to them.

In a production system it is likely that you would limit access to the STS to authorized clients and then
implement an authentication mechanism such as Basic Auth or Client Certificates. We allow unauthenticated
access here for simplicity.

Open an SSH session to the IdP appliance. You could use ssh command-line (on a Linux system or in Cygwin)
or you could use PUTTY. You could also connect directly to the console of the appliance via VMWare.

Authenticate with admin and PasswOrd.

Navigate to isam and start the admin utility:

isam.myxx.ibm.com> isam
isam.myxx.ibm.com:isam> admin

pdadmin>

Login to the pdadmin console:

| pdadmin> login -a sec_master -p PasswOrd
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Enter the following commands to create and attach an unauthenticated ACL:

acl create sts-unauth

acl modify sts-unauth set group iv-admin TcmdbsvaBRrxl

acl modify sts-unauth set group webseal-servers Tgmdbsrxl

acl modify sts-unauth set user sec master TcmdbsvaBRrxl

acl modify sts-unauth set any-other Tr

acl modify sts-unauth set unauthenticated Tr

acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/TrustServer/SecurityTokenService sts-unauth

acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/TrustServerWST13/services/RequestSecurityToken sts-
unauth

This will allow cUrl to reach both the WS-Trust 1.2 and WS-Trust 1.3 endpoints of the federation runtime without
having to provide ISAM reverse proxy authentication credentials.

Type exit twice to end the session.

16.4 Updating the easuser password

The federation runtime has its own authentication requirements for access to the STS endpoints, and this is
provided by the federation runtime user registry. This built-in registry (which is independent to the LDAP registry
used by the Reverse Proxy) includes a preconfigured user called “easuser” which has a default password of
“passwOrd”. The easuser is typically used in ISAM reverse proxy configuration to allow it to be a client of the
STS, and we will see this in action later in the document.

For now, we will change the easuser password to “PasswOrd”, for consistency with other passwords used
throughout this cookbook, and so that you can see where and how this is done.

In the LMI, navigate to Secure Federation -> User Registry.

User Reqgistry

Users Group Membership
E'}’ New @ Delete B" Set Pass:ﬁ;rd eﬂefrash E}’ Add Remove
Ny
¥+ No filter applied Y+ Nofilter applied
Username i Group name
admin adminGroup

____________________ |
1

EaEUSET n 1
___________________ ]

Select easuser and click Set Password
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Set Password
Update the password for the selected user

New Password . sssssmee

Confirm New Password : (LTI T

OK {;_n) Cancel

Enter PasswOrd in both entry boxes and click OK.

Deploy pending changes.

SCRIPT-END:

The script should display the following:

INFO:STSTest:Configuring the test STS chain
INFO:WGAManager:Configure WGA for STS Chains
INFO:WGAManager:Successfully configured ACLs for STS Chain.
INFO:BaseManager:Configuring the easuser password

INFO:BaseManager:Successfully configured the easuser password
INFO:FederationManager:Configuring the STS Module Chain Template
INFO:FederationManager:Successfully configured the STS Module Chain Template
INFO:FederationManager:Configuring the STS Module Chain Mapping
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the STS Module Chain Mapping
INFO:STSTest:Successfully configured the test STS chain

You can test access to the STS now, with the following cUrl command:

curl -kv -u "easuser:PasswOrd" -H "Accept: application/xml"
https://www.myidp.ibm.com/isam/TrustServer/SecurityTokenService

You should see a 200 OK response, with text indicating that you have accessed the web service:

.<.r.12>/SecurityTokenService</h2>
<h3>Hello! This is a CXF Web Servicel</h3>
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16.5 Invoking the STS Test chain with cUrl

To invoke the STS runtime we POST a formatted WS-Trust XML SOAP request to STS endpoint. Both WS-Trust
1.2 and WS-Trust 1.3 formats are supported, and there are separate endpoints for each service version.

The .../providedfiles/ststest directory includes example SOAP messages, and both UNIX shell scipts and
Windows batch scripts to invoke cUrl with the correct parameters for both WS-Trust 1.2 and 1.3. These are
rstl2.sh and rst13.sh respectively (or rst12.bat and rst13.bat for Windows)

B These scripts require cUrl and xmllint commands to be installed on the system and available in the path.

The rst12.sh example is reproduced here:

$ ./rstl2.sh

<?xml version="1.0"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<SOAP-ENV:Header xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"/>
<soap:Body>
<wst:RequestSecurityTokenResponse xmlns:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"
xmlns:wsu="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:Id="uuidb5111432-014£f-1475-a3e5-ad7b70207dca">
<wsp:AppliesTo xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<wsa:EndpointReference>
<wsa:Address>http://appliesto/stsuu</wsa:Address>
</wsa:EndpointReference>
</wsp:AppliesTo>
<wst:RequestedSecurityToken>
<stsuuser:STSUniversalUser xmlns:stsuuser="urn:ibm:names:ITFIM:1.0:stsuuser">
<stsuuser:Principal>
<stsuuser:Attribute name="name" type="urn:ocasis:names:tc:SAML:1.1l:nameid-
format:emailAddress">
<stsuuser:Value>john</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:Principal>
<stsuuser:AttributeList>
<stsuuser:Attribute name="testattr_ from auxilary chain" type="urn:mytype">
<stsuuser:Value>myvalue from auxilary chain</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:AttributeList>
<stsuuser:RequestSecurityToken/>
<stsuuser:ContextAttributes/>
<stsuuser:AdditionalAttributeStatement/>
</stsuuser:STSUniversalUser>
</wst:RequestedSecurityToken>
<wst:RequestType>http://schemas.xmlsoap.org/ws/2005/02/trust/Validate</wst:RequestType>
<wst:Status>
<wst:Code>http://schemas.xmlsoap.org/ws/2005/02/trust/status/valid</wst:Code>
</wst:Status>
</wst:RequestSecurityTokenResponse>
</soap:Body>
</soap:Envelope>

Notice the extra attribute included in the STSUU.

This concludes the basic STS chain example. Next we will look at more advanced uses of the STS in the context
of federations and other ISAM Reverse proxy functions.
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17 Advanced Federation Mapping Rules

The SAML federation we have used thus far in the cookbook implements a simple JavaScript mapping rule at the
Identity Provider to decide which attributes from the ISAM credential make it into the SAML Assertion.

Often more complex identity mapping may be required at an Identity Provider, such as sourcing additional
attributes from LDAP, or from an external web service. Similarly at a Service Provider, more advanced mapping
rules may wish to call out to an HR provisioning system.

In this section we will demonstrate two different ways a federation can utilize external callouts to third party
services as part of identity mapping. The first technique will make use of a utility class that can be called directly
from a JavaScript mapping module to perform HTTP(s) client operations in a very generic manner. The second
technique will use a purpose-built mapping module that is able callout to a 3" party web service in several defined
formats.

Much of the demand for these types of capabilities comes from two key factors:
e The ISAM appliance does not permit you to upload your own custom STS modules as TFIM did
¢ Many customers have similar requirements related to being able to call out to their own web services, as
part of a service-oriented architecture.

Finally we will combine the ability to do external callout with the use of an advanced STS chain which includes a
new capability in ISAM 9 — the built-in LDAP attribute lookup module.

All of these capabilities will be demonstrated on the IdP image and, as a pre-requisite to this section, it is
expected that you have a working SAML SSO federated relationship established through completing the earlier
sections of this cookbook.

17.1 Using HttpClient from Javascript mapping rules

The HttpClient is a utility class that can be invoked from your Javascript mapping rule. As its name suggests, it is
a generic HTTP(s) client that can perform HTTP methods to a URL endpoint, and can also deal with basic-auth
and client certificate authentication requirements

The HttpClient has several different methods for HTTP operations, however in this scenario we will be using
HTTP POST, and the external service we will be calling will be the federation runtime STS — in particular we will
invoke the demonstration STS Test chain that was configured in the previous section. Note that we are only using
the STS as the endpoint because it's something we already have available in the demonstration image — you
could use the HttpClient to call out to any endpoint, for any HTTP GET/POST operation.

In essence, we will be modifying the JavaScript mapping rule of the federation to do this:
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Auxiliary Chain

SAML IdP Federation

The resulting SAML assertion sent to the SP will contain the “testattr_from_auxilary_chain” attribute. Again, this is
not particularly useful other than to demonstrate the use of the HttpClient code from a Javascript map module.

A copy of the HttpClient-enabled Javascript mapping rule can be found in the .../providedfiles/mappingrules/idp
directory, called ip_saml20_httpclient_wstrust.js.

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: UploadIPMappingRule.py —configure HttpClientMappingRule

If you use this script, skip to the corresponding SCRIPT-END notice

Access the Identity Provider LMI console at https://isam.myidp.ibm.com and authenticate with admin and
PasswOrd.

IBM Security Access Manager izam. myidp.ibm.com admin

% Home Monitor { 2 Secure % Secure Manage
Appliance Dashboard Analysis and Diagnostics  — Web Settings “ Federation =5~ Systemn Settings
Manage Global Settings Global Keys
! = Advanced Configuration = LTPA Keys
u Secu Token Service = User Registry
= Attribute Source = Runtime Parameters

b - o e

Navigate to Secure Federation>Manage: Federations.
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Federation Management

Federations

[ add | [ Edit | [#Delete M) Export @ Partners % Refresh

Federation Hame i Federation Protocol | Role

samiZ0idp : SAML 2.0 ldentity Provider

Since we have created only one federation which is saml20idp, select it and click Edit.

Update Federation

Federation Protocol

Template

General Information Identity Mapping Rule
Point of Contact Server

Profile Selection
Single Sign-on Setftings
Single Logout Seftings

Specify the JavaScript file that contains the identity mapping rule.

=i natur& 0 tiu:!ns'. * Javascript file containing the identity mapping rule:
Encryption Options - -
SAML Message Settings ip_sami20_httpclient_wstr | ~

Identity Mapping Rule

Click Next to move through the wizard until you get to the Identity Mapping Rule page.
Select ip_saml20_httpclient_wstrust as the JavaScript file from the drop-down list.
Click Next to show the summary page and then OK to complete the wizard.
Deploy the pending changes.

SCRIPT-END:

The script should display the following:
INFO:UploadIPMappingRule:Configuring the HttpClientMappingRule

INFO:FederationManager:Modifying IdP to change mapping rule
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully modified the Federation using PUT
INFO:UploadIPMappingRule:Successfully configured the HttpClientMappingRule
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Now that the new mapping rule is in place, perform a SAML SSO. Use this trigger URL:

https://www.myidp.ibm.com/isam/sps/sami20idp/saml20/logininitial?RequestBinding=HTTPPost&Partnerld=https
%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Fsam|20sp%2Fsaml20&NameldFormat=Email&Target=htt
ps://www.mysp.ibm.com/isam/mobile-demo/diag/

Login to the IdP with testuser and PasswOrd.

Review the credential information on the SP diagnostics page and notice that the credential at the SP now
contains the testattr_from_auxilary_chain attribute:

Access Manager Credential:
User testuser

Name Value(s)

lastName]0] User

Authenticationinztant[0] 2015-11-13T14:37:46Z ]
AZN_CRED_NETWORK_ADDRESS BIM[0] Oxcla82ali

AUTHENTICATION_LEWVEL[0] 1

AZN_CRED_AUTH_METHOD(0] ext-auth-interface

aXMNhbS5teXNwLmibS5b2HtZGWmy V!
TdvSnhlaHR5Y 08CbDNaSUEb{TnB1Y0

ALSAAAWIHKBAALiIRBVxd fw ASVIEw

WxmLWZRUS1BZk8U default

N

tagwvalue_user_session_id[0]

testattr_from_auxilary_chain[0] myvalue_from_auxilary_chain

AuthenticationMethod[0] urn:casis.names:tc:SAML:1.0.am password

This attribute was added at the Identity Provider via the mechanism we just set up, transferred to the SP in a
SAML token, and then populated into the SP ISAM Credential.

17.2 Using the external http callout mapping module

The HttpClient described in the previous section is a low-level interface for making external callouts, and requires
a deal of JavaScript code to use it effectively. In many cases, particularly when calling out to an auxiliary STS
chain, it would be better to have a purpose-built mapping module for that purpose.

In ISAM 9 we deliver that module — largely based on the popularity of the STSMap module developed as part of
this TFIM article:

http://www.ibm.com/connections/blogs/sweeden/entry/compex_federation identity and_attribute _mapping_for _tiv
oli_federated idenity managerl

ISAM 9 includes a mapping module that is capable of calling out to external services in one of two formats — XML,
and WS-Trust (1.2). In this section we will focus on the WS-Trust capability, and in particular will use the module
as a direct replacement for the Javascript/HttpClient mapping module that was configured in the previous section.

In this section we will effectively configure this pattern:
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Auxiliary Chain

SAML IDP Federation

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: UploadIPMappingRule.py —configure ExternalHttpCallout

If you use this script, skip to the corresponding SCRIPT-END notice

Access the Identity Provider LMI console at https://isam.myidp.ibm.com and authenticate with admin and
PasswOrd.

IBM Security Access Manager izam.myidp.ibm.com admin

%, Home Monitor { 2 Secure ;' = Secure Manage

Appliance Dashboard Analysiz and Diagnostics Web Settings Federation == Syctem Settings
Manage Global Settings Global Keys
! Fede ians = Advanced Configuration = LTPA Keys
B Secufrly Token Service B Uszer Registry
B Attribute Source = Runtime Parameters

L]

Navigate to Secure Federation>Manage: Federations.
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Federation Management

Federations

[ add | [ Edit | [#Delete M) Export @ Partners % Refresh

Federation Hame i Federation Protocol | Role

samiZ0idp : SAML 2.0 ldentity Provider

Since we have created only one federation which is saml20idp, select it and click Edit.

Update Federation

Federation Protocol
Template

General Infermation Identity Mapping

Point of Contact Server
Profile Selection
Single Sign-on Settings

If cenfiguring an identity provider, this mapping specifies how to create an

Single Logout Settings azsertion that contains attributes that are mapped from a local user account.
Signature Options If cenfiguring a service provider, this mapping specifies how to match an assertion
Encryption Opticns from the partner to the local user accounts.

5":"[‘1!‘ M&SSE_ g Setfings Select one of the following identity mapping options:
ldentity Mappin
ernalywed =ervice Settings

External Web Service Message nj::]Use JavaScript transformation for identity mapping

Format
Summary

-j@nj-EUse an external web service for identity ma pping§

I
Click Next to move through the wizard until you get to the Identity Mapping page.

Select the Use an external web service for identity mapping radio-button. Notice that the wizard steps change
to reflect the new information required. Click Next.
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Update Federation

Federation Protocol . . -
Template External Web Service Settings

General Information

Point of Contact Server Identify the URI format:

Profile Selection
Single Sign-on Settings —
Single Logout Settings (_JHTTP

clanalute Dofions l localhost/TrustServer/SecurityTokenSenvice
Encryption Options (@ HTTPS \

SAML Message Settings |
ldentity Mappin

External Web Service Seftings
External Web Service Message hitps.] tServer/SecurityTokenService
Format
Summary

* Provide the web zervice URL

* Server Certificate Database

I pdsrv - I

Client authentication type:

.,_:;. Mo authentication

I (@) Basic authentication I

.j:ju Client certificate authentication

* Username

EazUsET

Passwird
* Password

Previous Next Jh'n OK Cancel
yf
Edit the External Web Service Settings, as shown above.
e Connection type: HTTPS
e URL: localhost/TrustServer/SecurityTokenService
e Server Certificate Database: pdsrv
e Client Authentication: Basic Authentication
e Username: easuser
e Password: PasswOrd

Then click Next.
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Update Federation

Federation Protocaol
Template

General Information External Web Service Message Format
Point of Contact Server

Profile Selection
Single Sign-on Settings
Single Logout Settings

Select the message format to use:

Signature Options ()¥ML
Encryption Opticns i

SANL Message Settings (@) WS-Trust
ldentity Mappin

External Web Service Settings Iszuer address:

External Web Service Message
Format
Summary

hitp:issuer/stsuu

AppliesTe address:

I hitp:/lappliesto/stsuu I

Edit the External Web Service Message as shown above.

Set the message format to WS-Trust
Set the Issuer address to http://issuer/stsuu and AppliesTo address to http://appliesto/stsuu

The Issuer address and AppliesTo address values here match those we specified when we created our
auxiliary chain.

Note that the external web service mapping module always uses the WS-Trust 1.2 "Validate" request type
(http://schemas.xmlsoap.org/ws/2005/02/trust/Validate) when making WS-Trust calls so you must use this (as
we did) when creating a chain to be called by this module.

Click Next to show the summary page and then OK to complete the wizard.

Deploy the pending changes.

SCRIPT-END:

The script should display the following:
INFO:UploadIPMappingRule:Configuring the ExternalHttpCallout

INFO:FederationManager:Modifying IdP Federation JSON to enable ExternalHttpCallout
INFO:FederationManager:Successfully modified the Federation using PUT
INFO:UploadIPMappingRule:Successfully configured the ExternalHttpCallout

Perform SSO again, and once more you should see the auxiliary attribute appear at the service provider: Use this
trigger URL.:

https://www.myidp.ibm.com/isam/sps/saml20idp/saml20/logininitial?RequestBinding=HTTPPost&Partnerld=https
%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Fsam|20sp%2Fsami20&NameldFormat=Email&Target=htt
ps://www.mysp.ibm.com/isam/mobile-demo/diag/
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Login to the IdP with testuser and PasswOrd.

Access Manager Credential:
User: testuser

»

MName Value(s) N
lastName]0] Uzer 3
Authenticationinstant[0] 2015-11-13T15:02.48Z

AZN_CRED_NETWORK_ADDRESS_BIN[0] Oxc0ad2ali 0
AUTHENTICATION_LEWEL[O] 1

AFN_CRED_AUTH_METHOD[O] ext-auth-interface

aXNhb55teXNwLmibS5b2MHZ GV X VedAA=_ VICTnw AASAIAAAAWIBAANgIBVhdhw AAVIEWS

. R
e el TdvSnhlaHRS Y 09CHDNaSUEh{TnE 1Y 0c502VQanBH cWxmLWZRUS1BZkSU - defautt

testattr_from_auxilary_chain[0] myvalue_from_auxilary_chain m

AuthenticationMethod[0] urn:oasis:names:tc:SAML: 1.0:am:password

If the SSO succeeds and the attribute is NOT in the SP’s credential, this is a sure sign that the external HTTP
callout failed, and you should inspect the runtime log at the IdP to determine what went wrong.

17.3 Using an auxiliary STS chain for LDAP attribute lookup

The final example of advanced federation mapping rules builds on the previous use cases. This time we are
going to replace the (simple) STS Test Chain with a more elaborate chain that performs LDAP attribute lookups to
retrieve additional attributes to be included in the final SAML assertion.

Essentially we will be building this pattern:

Auxiliary Chain

SAML IDP Federation

default-map(map)
(Javascript, pre-ldap)

default-map(map) cn=testuser,dc=iswga
(Javascript, post-ldap)

homePhone: 555-12345
displayName: Test User

The attribute-map STS module allows us to perform LDAP attribute lookups from external LDAP directories. Note
that these do not have to be the ISAM user registry (we will use the on-appliance LDAP in these examples since it
is available in our demo environment).
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Configuration of the attribute map permits variable substitution from STSUU attributes for the base DN and search
filter used in the LDAP search. To showcase this we will use a Javascript map module prior to the LDAP attribute
map to influence the LDAP search that will take place. Our example JavaScript will set hardcoded values but it
could also process values that appear in the current STSUU (which comes from the ISAM session at the IDP).

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs

operations against the IdP image only.

Run this script: STSLDAPAttributeMapping.py —configure All

If you use this script, skip to the corresponding SCRIPT-END notice

17.3.1 Pre-LDAP javascript mapping module

In this example the “pre-ldap” javascript map is very trivial, and just inserts a canned attribute for BASE_DN which

will be used for the LDAP search. Of course yours could be more elaborate:

importPackage (Packages.com.tivoli.am.fim.trustserver.sts);
importPackage (Packages.com.tivoli.am.fim.trustserver.sts.uuser);
importPackage (Packages.com.tivoli.am.fim.trustserver.sts.utilities);

//

// we can inspect the stsuu and make and decisions we want here before populating STSUU
// that will be used as input to the LDAP Attribute mapping rule.

//

// for this demo, just set the BASE_DN to the DN we want to search for - if one isn't already set
var existingbaseDN = stsuu.getAttributeValueByName ("BASE DN");
if (existingbaseDN != null && existingbaseDN.length() > 0) {
IDMappingExtUtils.traceString ("The ip pre ldap.js found an existing BASE DN: " + existingbaseDN) ;
} else {
IDMappingExtUtils.traceString ("The ip pre ldap.Jjs mapping rule is setting the BASE DN");
var baseDNAttr = new Attribute ("BASE DN", null, "cn=testuser,dc=iswga");
stsuu.addAttribute (baseDNAttr) ;

This rule is available in the .../providedfiles/mappingrules/idp directory as ip_pre_ldap.js.

17.3.2 Configuring the LDAP Attribute Map

The attribute-map requires the configuration of a Server Connection, and Attribute Sources, which are then

referenced by the configuration of the AttributeMap STS module.
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17.3.2.1 Configuring a Server Connection

IBM Security Access Manager isam.myidp.ibm.com

Home @ Mnnitgr | | ‘__; Secure ;'ﬁ;;% Secure E
Appliance Dashboard Analysis and Diagnostics Web Settings Federation
Manage Global Settings Global Keys
) Federations Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Template Files

Mapping Rules

Distributed Seszion Cache
Server Cu:-ng'ﬁrnlz:tinns

| Fartner Te mmates

In the LMI, navigate to Secure Federation -> Global Settings: Server Connections.

Server Connections

EJ}-.Y Ev

Cracle

:ctions

.
DB2 =Y

SolidDB

PostgreSOL Mo items to display

LDAP .
W

SMTP

Click the Add button and then select LDAP from the drop-down list.

These additional server connections are used by other parts of Access Manager. Only LDAP Server
Connections can be used by the STS AttributeMap Module at this time.

Page 215 of 330



(S 1BM Security

~

New Server Connection

Connection Servers Tuning

Hame: localidap

Local LDAP Server

De=scription:

Type: LOAP

On the Connections tab, set Name to localldap and set a Description.

New Server Connection

Connection Servers Tuning

i

LD

b

P Host Hame Port

No items to display

On the Servers tab, click New button to define a new LDAP server.
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Add Server

Host name:

Port:

localhost

339

Bind DN:

cn=root,secAuthority=Default

passwird }

Bind password:

S5L:

Falze |-

SEL Truststore:

Cancel

Enter the following server details:

e Host Name: localhost

e Port: 389

e Bind DN: cn=root,secAuthority=Default

¢ Bind password: passwOrd

e SSL: False
Click Save.

New Server Connection
Connection Servers
Connection timeout (seconds) : | 20 :
Save ,{ﬂ‘n} Cancel

In the Tuning tab, set the Connection timeout to 20 seconds:

Click Save. The new server connection is shown in the list:
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Server Connections

FAY
£ ! \ There is currently one undeployed change.|Click here to regil'ew the changes or apply them to the system.

v
..... |3}= , El - }p
Server Connections " Type
localldap ldap

Local LOAP Server

Deploy changes.
This completes configuration of the LDAP server connection. Later it will be referenced by the attribute sources.

17.3.2.2 Configuring Attribute Sources

Attribute sources define where a particular attribute comes from, along with any configuration required to obtain
that attribute. Attribute sources are referenced from the AttributeMap STS module.

In this cookbook we will create two attribute sources — both are attributes read from the local LDAP server. The
first represents the “displayName” attribute, and the second a “phone” attribute.

IBEM Security Access Manager i=am. myidp. ibm.com admin

= : gy
i -T\nuarll-:-?i]srand Diagnostics ¥ i‘iEu;-:ﬂings FEdEratiDné :_it
Manage Global Settings Global Keys
Federations Adwvanced Configuration LTPA Keys
Security Token Service User Registry
Attribute SDHE:E Runtime Parameters
= Template Files

Navigate to Secure Federation -> Manage: Attribute Source.

Attribute Source

E‘i}’ Add - Edit Delete '%: Refresh
Fixed
. - Value
Credential
LDAP [
)

Mo items to display

Click on the Add button and select LDAP from the drop-down list.
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Add Attribute Source

Type:

Attribute Name:

LDAP Attribute:

Server Connection:

Scope:

Selector:

Search fitter:

LDAP

LDAPDizplayMame

displayMame

localidap

Subtree

homePhone dizplayMame

(objectclass=%)

Baze DM: {BASE_DN}
Add Cancel
Complete the following properties:
Property Value
Attribute Name LDAPDisplayName
LDAP Attribute displayName
Server Connection localldap
Scope Base
Selector homePhone,displayName
Search filter (objectclass=%*)
Base DN {BASE_DN}

and then click Add.

Repeat the previous steps to create another attribute source for LDAPPhoneNumber:

Property Value

Attribute Name LDAPPhoneNumber

LDAP Attribute homePhone

Server Connection localldap

Scope Base

Selector homePhone ,displayName
Search filter (objectclass=*)

Base DN {BASE DN}
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Pay particular attention to the fact that Server Connection, Scope, Selector, Search Filter and Base DN are the
same values, and that the “Selector” is the union of all the attributes we want retrieved. When these conditions
exist, the LDAP search will be optimised to only run once and all attribute values will be retrieved from the
same LDAP search results. This is important as otherwise a separate LDAP search would be run for each
attribute.

Also note that the Base DN is {BASE_DN}. This represents a macro substitution from an attribute in the
STSUU Attribute List. In our example that will be populated by the ip_pre_ldap.js mapping rule. Only the Base
DN and Search filter support macro substitution.

After adding both LDAP attributes they appear in the table as follows:

Attribute Source

S
4 ! \ There is currently one undeployed change] Click here to review the changes or apply them to the svstem

[EF Add~ Ed Delete 3 Refresh i+
Attribute Name i Value Type
LDAPDisplayMame displayName LO4aP
LOAPPhoneMumber homePhone LO&P

Deploy Changes.

This completes the configuration of LDAP attribute sources. Later these will be referenced in the AttributeMap
module configuration.

17.3.3 Post-LDAP javascript mapping module

In this example the “post-Idap” JavaScript map decides which attribute of the STSUU are retained for use in
constructing the SAML assertion. In our case we decide to keep some attributes from the credential that were
populated when the testuser logged in, and the displayName and phone attributes which have been populated by
the LDAP attribute mapping module.

importPackage (Packages.com.tivoli.am.fim.trustserver.sts);
importPackage (Packages.com.tivoli.am.fim.trustserver.sts.uuser);
importPackage (Packages.com.tivoli.am.fim.trustserver.sts.utilities);

//

// filter out STSUU attributes that we don't want in the SAML assertion after the LDAP

// search has run. A good example of this is the BASE DN attribute, plus other attributes
// that were in the ISAM Credential at the SAML IDP.

//

//
// The simplest way to do this is to decide which attributes we want to keep, and discard the rest.
//

var keepAttrs = [ "emailAddress", "firstName", "lastName", "phone", "displayName" ];

var foundAttrs = {};
for (var 1 = 0; 1 < keepAttrs.length; i++) {
var attr = stsuu.getAttributeContainer ().getAttributeByName (keepAttrs([i]);
if (attr !'= null) {
foundAttrs|[keepAttrs[i]] = attr;
}
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// empty attrs, then add back what we want
stsuu.clearAttributelList () ;
var keys = Object.keys (foundAttrs);
if (keys != null && keys.length > 0) {
for (var 1 = 0; 1 < keys.length; i++) {
stsuu.addAttribute (foundAttrs[keys[i]]);
}

This rule is available in the .../providedfiles/mappingrules/idp directory as ip_post_ldap.js.
17.3.4 Configuring the STS chain for LDAP Attribute Map

Before we configure the Module Chain we need an STS template.

IBM Security Access Manhager

@ Home Munitnr '\--r_’..\‘\‘ Secure ;E—_‘; Secure Manage
==

el appliance Dashboard analysis and Diagnostics  — Web Settings “ Federation Systern Settings
Manage Global Settings Global Keys
Federations advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Template Files

Mapping Rules

Distributed Session Cache
Server Connections

Partner Templates

Navigate to Secure Federation>Manage: Security Token Service.

Security Token Service Module Chaing | Templates Modules
Maleta +
[4]1:. Add Delete S fudd
Templates - Template

STSUU to STSUU
STSUU to STSUU

Click on the Templates menu and then click the Add button to create a new template.
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Mew Template

hame: STSUULD APAtribLE et apper

Dhescrigtion: Maps from STSUU ta another STSUU reading in LDAP sttributes

OK Cancel

Provide a Name and a suitable Description for the template then click OK.
Deploy the pending changes.

Now the Template has been created we to need to populate it by adding modules to the Template Contents.

Security Token Service Module Chains Templates Modules
B}’ Add @ Delete }P B}’ dd Delete Move Up
-
Templates . Template Contents

STSUU to STSUU
STSUU to STSUU

STSUULDAPAttributeMapper
Maps from STSUU to another STSUU reading in LDAP attributes

No items to

Select the new Template and add modules to it by clicking the Add button on the right-hand panel.

Add modules to create a template with the following modules (and modes):

Default STSUU Validate
Default Map Module Map
Default Attribute Mapping Module Map
Default Map Module Map
Defaut STSUU Issue

Once complete, the chain template should look like this:
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Template Contents

Default STSUU
Default STSUL Module Instance
Mode: Validate

Default Map Module
Default XSLT Mapping Module Instance
Mode: Map

Default Attribute Mapping Module
The default attribute mapping module.
Mode: Map

Default Map Module
Default XSLT Mapping Module Instance
Mode: Map

Default STSUU

Default STSUL Module Instance
Mode: lssue

Deploy the pending changes.

Rather than create a new Module Chain using this template, we will simply reconfigure the STS Test Chain we
created previously touse this new template. This chain is already being called by our SAML Identity Provider.

Security Token Service Module Chains o:llates Modules

[¥ agd | [ Edit elete

Module Chaing

STSUUMapperChain
Basic chain mapping for stsuu mapper

Click on the Module Chains link, select the STSUUMapperChain, and then click Edit.
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Edit Module Chain

Overview Lookup Validation

Name:

Description:

Template:

Description:

Properties

STSUUMapperChain

Basic chain mapping for stsuu mapper

STSUULDAPAHTbuteMapper

Select STSUULDAPAttributeMapper from the drop-down list for Template.

Edit Module Chain

Overview Lookup Validation Properties “.

Template Contents

Default STSUU
Default STSUU Module Instance
Wode: Validate

Default Map Module
Default XSLT Mapping Module
Instance

Wode: Map

Default Attribute Mapping
Module
The default attribute mapping
module.

Select the Properties tab. This is where we configure the properties specific to each module in the chain.

Default Map Module (Map)

* lavaScript file containing the identity mapping rule:
ip_pre_ldap -

Select the first Default Map Module. Set the JavaScript file to ip_pre_ldap.

Page 224 of 330




(S 1BM Security

~

Edit Module Chain

Overview Lookup Validation Properties

Template Contents

Default STSUU
Default STSUU Module Instance
WMode: Validate

Default Map Module
Default XSLT Mapping Module
Instance

Mode: Map

Default Attribute Mapping Maodule (Map)

Enter the values

B” New B elete

Default Attribute Mapping
Module

The default attribute mapping
module.

Mode: Map

MNefrald Blae Blodola

Select the Default Attribute Mapping Module. This is where we can add attributes to the STSUU from

configured attribute sources.

Click New to add a new attribute source.

For the Default Attribute Map Module, we need to add the Attribute Sources that we configured earlier in this

section.

Edit Module Chain

Overview Lookup Validation

Template Contents

Default STSUU
Default STSUU Module Instance
Mode: Validate

Default Map Module
Default XSLT Mapping Module
Instance

Mode: Map

MNafonl Adrikodta Blanminem

Enter phone as the Attribute Name and select LDAPPhoneNumber as the Attribute Source.

Click New to add a second attribute.

Enter displayName as the Attribute Name and select LDAPDisplayName as the Attribute Source.

Properties

Default Attribute Mapping Module (Map)

Enter the values

Attribute Mame

.;::;. displayMame

LDAPPhoneNumber

LDAPDisplayMame
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Edit Module Chain

Overview Lookup Validation Properties

Template Contents Default Map Module (Map)

Default STSUU * JavaScript file containing the identity mapping rule:

Default STSUU Module Instance ip_post_ldap -
Mode: Validate

Default Map Module
Default XSLT Mapping Module
Instance

Mode: Map

Default Attribute Mapping
Module

The default attribute mapping
module.

Mode: Map

Default Map Module
Default XSLT Mapping Module
Instance

Mode: Map

Default 5TSUU
Default STSUU Module Instance
Mode: Issue

OK .;ﬂ‘n] Cancel

Select the second Default Map Module. Selectip_post_ldap as the JavaScript file.
Click OK to save the new Module Chain configuration,.

Deploy changes.

Page 226 of 330



(S IBM Security

~

SCRIPT-END:

The script should display the following:
INFO:STSLDAPAttributeMapping:Configuring the LDAP Attribute chain
INFO:BaseManager:Configuring the server connection
INFO:BaseManager:Successfully configured the server connection
INFO:BaseManager:Configuring Attribute sources

INFO:BaseManager:Successfully configured attribute sources
INFO:FederationManager:Successfully configured the STS Module Chain Template
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Retrieving the attribute source reference 1D
INFO:FederationManager:Retrieving the attribute source reference ID
INFO:STSLDAPAttributeMapping:Successfully configured the LDAP Attribute chain

We have changed the template and module configurations of the STSMapperChain Module Chain but, since the
appliesto and the issuer addresses associated with this Module Chain have not changed, our SAML Identity
Provider will still call it as part of its identity mapping during SSO.

Perform SAML SSO again, and this time you should see the displayName and phone attributes appear at the
service provider. Use this trigger URL:

https://www.myidp.ibm.com/isam/sps/saml20idp/saml20/logininitial?RequestBinding=HTTPPost&Partnerld=https
%3A%2F%2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Fsam|20sp%2Fsami20&NameldFormat=Email&Target=htt
ps://www.mysp.ibm.com/isam/mobile-demo/diag/

Login to the IdP with testuser and PasswOrd.

displayName[0] Test User

phone[0] 555-12345

This concludes the demonstration of advanced attribute mapping in federations. In this section you have learned
about the HttpClient, the HTTPCallout STSModule, and how you can use them with WS-Trust to call a second
STS chain. You have also learned how to configure the LDAP Attribute Mapping module in an STS chain to
perform LDAP attribute lookups.
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18 STS Tokens on Reverse Proxy Junctions

In this section we will demonstrate the use of the federation Security Token Service to implement STS chains that
can be used by the ISAM reverse proxy (WebSEAL) for a capability known as TFIM-SSO junctions. This hame
comes from the former federation product which provided the STS capability. The reverse proxy configuration has
not changed in any way in ISAM 9 — all that has changed is that the STS may now be provided by the built-in
federation runtime.

The scenario we will implement in this cookbook will be a “SAML junction”, where the current user’s credential will
be exchanged for a SAML assertion at the STS, and the SAML assertion will be sent across a junction as an
HTTP header. The scenario is described in this diagram:

ISAM 9 Appliance
Isamljct

B WebSEAL »  DEMO Applicati
rowser po—— pplication

3

iv-cred sami20

Federation Runti STS)
default-ive(validate)

'

default-map(map)
(Javascript)

default-samI20(issue)

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps. This script performs

operations against the IdP image only.

| Run this script: SAMLJunction.py -configure All

If you use this script, skip to the corresponding SCRIPT-END notice
||

=

It is assumed that the password for the easuser on the Identity Provider appliance has already been changed
to PasswOrd as described previously in this document.

18.1 Create the ISAM Credential to SAML 2.0 STS Chain Template

First we create an STS Chain Template. This defines an ordered list of Modules that will make up any chain built
on this template.
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Access the Identity Provider LMI console at https://isam.myidp.ibm.com and authenticate with admin and

PasswOrd.

IBM Security Access Manager

= . = =
' Hume ‘ Munltgr . . @Secure . (e Securg Manage .
appliance Dashboard Analysis and Diagnostics web Settings Federation == Systemn Settings
Manage Global Settings Global Keys
Federations advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters
Template Files
Mapping Rules
Distributed Session Cache
Server Connections
Partner Ternplates
Navigate to Secure Federation->Manage: Security Token Service.
Security Token Service Module Chains | Templates | Modules
B}’Add Delete :-B' Add Delete
Templates - Template Contents

Mo tems to display

Click on the Templates menu and then click the Add button to create a new template.

New Template

Mame:

Dre=cription:

NCredToSANML20unctionExample

Cred To SAML20 Junction Example

Provide a Name and a suitable Description for the template then click OK.

Deploy the pending changes.

Cancel
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Now the Template has been created we to need to populate it by adding modules to the Template Contents.

Security Token Service Module Chains Templates Modules
* Malat s Move 1n Maowve Down
[ add [ Delete e [ Add Delete ove Up ove Do
Templates - Template Contents

IWCredToSAML20JunctionExample
IWCred To SANML20 Junction Example

No items to display

Select the new Template and add modules to it by clicking the Add button on the right-hand panel.

Add modules to create a template with the following modules (and modes):

Default IVCred Token Validate
Default Map Module Map
Default SAML 2.0 Token Issue

Once complete, the chain template should look like this:

Template Contents

Default WCred Token
Default 0 Credential Token Instance
Mode: Validate

Default Map Module

Default XSLT Mapping Module Instance
Mode: Map

Default SAML 2.0 Token

Default SAML 2.0 Token Instance
Mode: Issue

Deploy the pending changes.
18.2 Create the ISAM Credential to SAML 2.0 STS Module Chain

We will now create a Module Chain from the new template.

As we're seen, the template determines the modules in the chain, the mode they will operate in, and the order in
which they will run. The rest of the configuration is specified at the Module Chain level.
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Security Token Service Module Chaing [Templates Modules

[ sdd
L
Module Chains

m
[}
i
o
I

No items to display

Still in the Security Token Service screen, click on the Module Chains tab and then click Add to add a new
Module chain.

New Module Chain

Overview Lookup Validation Properties
MName: NCredToSAMLZ0Chain
Description: A chain to convert an ISAM Credential to a SAML 2.0 Token
Template: NCredToSANMLZ0JunctionExample i
Description:

Enter IVCredToSAML20Chain as the Name for the chain and provide a description. Select the
IVCredToSAML20JunctionExample Template for the chain.

Click on the Lookup tab.
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New Module Chain

Overview Lookup Validation Properties
-
Request Type: lzzue (Oasis) -
LRI
Applies to
Address: hitp:ifappliesto/samli20

Service Name:

Port Type:

m

Izsuer

Address: amw ebrte-sts-client

Service Name:

Port Type:

Token Type: SAMLZ.0 -

LRI

OK Cancel

When a WS-Trust request arrives at the STS, the information provided in the Lookup tab of each defined Module
Chain is used to determine which one should process the request. Only if all specified Lookup fields match the
incoming WS-Trust request is it considered a match.

Select Issue (Oasis) from the Request Type drop-down list.

Enter http://appliesto/samI20 in the Address box under Applies to.

Enter amwebrte-sts-client in the Address box under Issuer.

Select SAML 2.0 from the Token Type drop-down list.

Click on the Properties tab.

In the Properties tab, we configure the chain-specific properties for each module in the chain.

The properties tab initially shows the properties for the IVCred module. We don't want to enable signature
validation (which is the only) option so there's nothing to change here.
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New Module Chain

Overview Lookup Validation Properties '.

Template Contents Default Map Module (Map)

Default IVCred Token * lavascript file containing the identity mapping rule:
Default IV Credential Token Instance sami20_ivc_to_saml20 -

Mode: Validate

Default Map Module

Default XSLT Mapping Module
Instance

Mode: Map

Select the Default Map Module from the list of modules on the left-hand side. This opens the properties panel
for that module.

The only thing that we need to specify for the mapping module is which JavaScript file should be used. Select
saml20_ivc_to_saml20 from the drop-down list.

Finally we need to configure the SAML 2.0 module to issue a SAML 2.0 token.
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MNew Module Chain

Owverview Lookup Validation

Template Contents

Default WCred Token
Default WV Credential Token Instance
Mode: Validate

Default Map Module
Default XSLT Mapping Module
Instance

Mode: Map

Default SAML 2.0 Token
Default SANML 2.0 Token Instance
Mode: lssue

Properties

Default SANL 2.0 Token (lssue)

* Mame of the organization is=suing the assertions:

ymfisamisps/sami2lidp/zaml20

= Amount of time before the izsue d
(zeconds):

3500

b

q

= Amount of time that the assertion
3600 =

-

* List the attribute types to include.

m

ate that an as=ertion iz considered valid

is valid after being issued (zeconds):

Uze an asterizk, ™, to include all types.

Use "5&&” to separate the attribute types.

*

Select the Default SAML 2.0 Token module from the module list.

On the first page:

OK Cancel

Set the Issuer to https://www.myidp.ibm.com/isam/sps/sam|20idp/sam|20
Set amount of time before issue date that assertion is valid to 3600 seconds
Set amount of time after issue date that assertion is valid to 3600 seconds
Check checkbox to enable signing of assertions

Scroll down the properties pane.
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n Properties

* Cerificate Databaze

myidpkeys -

* Cerificate Label
myidpkey -

Select the Kevyinfo elements to include:

W X505 Subject Key ldentifier
W' Public Key

W X509 Subject lzzuer Details
W X509 Subject Mame

w’ X509 Certificate Data

Select myidpkeys as the Certificate Database and myidpkey as the Certificate label.

* Signature algorithm for =igning SAML assertions
RSA-SHASTZ -

Select RSA-SHA512 as the signature algorithm.

Scroll down to the bottom of the properties pane

Page 235 of 330



(S 1BM Security

~

Properties

|_: Encrypt assertions (an encryption key is required)
|: Encrypt azsertion attribute elements (an encryption key is required)

|: Encrypt NamelD elements in assertions (an encryption key is reguired)

* Certificate Database

myidpkeys -

* Certificate Label
myidpkey -

* Block encryption algorithm
TRIPLEDES -

m

* Subject confirmation method:

i

urn:oasis.names o SAML

OK R[h.,] Cancel

Even though we are not going to configure encryption, we are forced to select a database and key label for
encryption operations. This is a known issue with the UI.

Select myidpkeys as the Certificate Database and myidpkey as the Certificate label.

Module Chain configuration is now complete. Click OK to save the new Module Chain.

Security Token Service Module Chaing Templates Modules

FAY
/ ! \ There is currently one undeployed change.lclick here to review the changes or apply them to the system. I

[ Add Edit

=)
m

Module Chains -

IVCredToSAMLZ0Chain
A chain to convert an ISAM Credential to a SAML 2.0 Token

The new chain is shown in the list of Module Chains. Deploy pending changes.
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I If you want to view the saml20_ivc_to_saml20 mapping rule (or any other mapping rule) these can be found in
the GUI console under Secure Federation->Global Settings: Mapping Rules.

18.3 Update the reverse proxy configuration file

In this section we will modify the configuration file of the reverse proxy to allow it to communicate with the
federation runtime STS, and to instruct it how we want the SAML assertion transmitted across the junction.

All of this information is configured per existing product documentation. Here is the product documentation
reference:

http://www.ibm.com/support/knowledgecenter/SSPREK 9.0.0/com.ibm.isam.doc/wrp config/concept/con _Sso_us
g_tfim.html

IEM Security Access Manager

%, Home | Monitor |~ Secure
Appliance Dashboard Analysis and Diagnostics Web Settings:
Manage Global Settings Global Keys
Ry Runtime Compaonent URL Mapping S50 Keys
! I Reverse Praxy I Junction Mapping LTPA kKeys

Authorizatid Server Client Certificate Mapping

In the administration console of the IdP image, navigate to Secure Web Settings -> Manage: Reverse Proxy

Reverse Proxy
'-‘\_FNEW | “E Edit | # Delete | [> Start | @ Stop | E!Restart | Qéh Refresh I Manage ¥ I e
: )I Edit Configuration File ’&'

Instance Name State Changes 4 Configuration
i

I ... | Mo fiter applied Troubleshooting ¥ | Edit Tracing Configuratic\-\ﬁFFile
Started True| Management Root Web Content Protection
A 10 ] 251 50 [ 100 [ A Junction Management Impaort Configuration
Logging Export Configuration

Renew Management Certificate

Select the checkbox for the default Reverse Proxy instance. Click on Manage and select Configuration2>Edit
Configuration File from the pop-up menu.

This will open the configuration file where we need to make a number of changes.

B To find a location in this file, use the browsers search function. On Firefox this is activated using Ctrl-f.
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Add the following stanza to the end of the configuration file to define an STS cluster. This instructs the reverse
proxy how to contact the WS-Trust 1.3 endpoint of the federation runtime:

[tfim-cluster:samljct]

server = 9,https://localhost:443/TrustServerWST13/services/RequestSecurityToken
ssl-keyfile = pdsrv.kdb

ssl-keyfile-stash = pdsrv.sth

handle-pool-size = 10

handle-idle-timeout = 240

timeout = 240

basic-auth-user = easuser

basic-auth-passwd = PasswOrd

Also add the following stanza which instructs the reverse proxy how to use the STS and send tokens across the
“/samljct” junction. Note that the tfim-cluster-name references the cluster stanza above.

[tfimsso:/samljct]

token-type = http://docs.ocasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
applies-to = http://appliesto/saml20
renewal-window = 15
preserve-xml-token = false
tfim-cluster-name = samljct
token-transmit-type = header
token-transmit-name = SAMLAssertion
always-send-tokens = true
one-time-token = true
token-collection-size =1

In a production scenario you would never really use one-time-token=true along with token-collection-size=1
because this means a separate call to the STS for every request across the junction, which is highly inefficient.
For a demo, and to test the STS, this is ok.

Save the configuration file changes, deploy the updates, and restart the reverse proxy.

18.4 Create the /samljct Junction

Creation of the junction can be done graphically via the Ul in a manner similar to that shown for the federation
fisam junction in section Error! Reference source not found.. In practice junctions are rarely created this way.
Of course our recommendation is to automate the configuration of the junction, however in this section we will
show you a pdadmin command that can be use on the command line.

Open an SSH session to the IdP appliance. You could use ssh command-line (on a Linux system or in Cygwin)
or you could use PUTTY. You could also connect directly to the console of the appliance via VMWare.

Authenticate with admin and PasswOrd.

Navigate to isam and start the admin utility:

isam.myidp.ibm.com> isam
isam.myidp.ibm.com:isam> admin

pdadmin>

Login to the pdadmin console using the command : login -a sec_master -p PasswOrd . The password was set
for the user sec_master in one of the earlier sections.

pdadmin> login -a sec_master -p PasswOrd
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Enter the following command to create a junction called /samljct which is configured for TFIM SSO (-Y):

| server task default-webseald-isam.myidp.ibm.com create -t ssl -h localhost -p 443 -Y /samljct

Type exit twice to end the session.

Other junction flags may also be specified however only the minimal set required for this demonstration are
shown above.

SCRIPT-END:

The script should display the following:

INFO:FederationManager:Configuring the STS Module Chain Template
INFO:FederationManager:Successfully configured the STS Module Chain Template
INFO:FederationManager:Configuring the STS Module Chain Mapping
INFO:FederationManager:Retrieving the mapping rule reference ID

INFO:FederationManager:Successfully configured the STS Module Chain Mapping
INFO:WGAManager:Configuring WebSEAL .conf file for SAML Junction at IdP
INFO:WGAManager:Successfully configured WebSEAL.conf file for SAML IdP
INFO:WGAManager:Configuring junction

INFO:WGAManager:Successfully configured junction

INFO:SAML Junction:End SAML junction creation and configuration

18.5 Enable the demonstration application

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps.

H H
| Run this script: SAMLIPConfig.py -action Enable_Demo_Application Il
I I

If you use this script, skip to the corresponding SCRIPT-END notice

= =

We need to enable the Live Demo application on the Identity Provider as a target for our SAML Junction so that
we'll be able to see the SAML token sent in an HTTP header.

/&\ Home @ Monitor ‘ |-_-: Secure @:r_l' Secure
e s ppliance Dashboard Analysis and Diagnostics == Web Settings Federation
Manage Global Settings Global Keys
I Federations | Advanced Configurationl LTRA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Template Files

Mapping Rules

Distributed Session Cache
Server Connections

Partner Templates
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Navigate to Secure Federation > Manage > Advanced Configuration

Advanced Configuration

+

Filter by Category v demo s

Key - Value

live.demos enabled false

live.demos.enabled

Cancel

In the filter box seach for demo. Enable the live.demos.enabled key as shown above. Click Save.

A warning will be displayed at the top of the window. Click the link to activate the configuration change you have
just made. A pop-up dialog is displayed showing the pending changes. Deploy the changes.

Once deployment is complete, navigate to:

https://www.myidp.ibm.com/isam/mobile-demo

IBM Security Access Manager

Usermname:

sec_master

Password:

Login with username sec_master and password PasswOrd

You will see a settings screen. This screen will be shown only for the first time during demo application
configuration.
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Settings
Runtime Host and Port IIncMhost443 I
Management Ul Host and Port Iisanmmyijbnlcnnm443 I
Management Ul Username | admin |
PasswOrd j

Management Ul Passwaord I sssssnee

Reverse Proxy Host and Port* Iwww.m'fidp.ibm.cnm:443 I
Attribute Collector Cookie Name { ac.uuid |

w

*Mote: Make sure that the Reverse Proxy host and portvalue matches the entry that is specified during the isamcfg configuration.

Enter the details that are shown in the form above and click Save. A success message as shown.

18.6 Authorize Access to Mobile Demo Application

The demo application is located on the /isam junction which, by default, only allows access to specified resources.
We need to modify the Access Manager authorization policy to grant authenticated users access to the demo
application (at /isam/mobile-demo).

Open an SSH session to the IdP appliance. You could use ssh command-line (on a Linux system or in Cygwin)
or you could use PUTTY. You could also connect directly to the console of the appliance via VMWare.

Authenticate with admin and PasswOrd.

Navigate to isam and start the admin utility:

isam.myidp.ibm.com> isam
isam.myidp.ibm.com:isam> admin

pdadmin>

Login to the pdadmin console using the command : login -a sec_master -p PasswOrd . The password was set
for the user sec_master in one of the earlier sections.

pdadmin> login -a sec_master -p PasswOrd

Enter the following command to attach the default-webseal ACL to the demo application. This ACL grants access
to all authenticated users:

acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/mobile-demo default-webseal

Type exit twice to end the session.
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SCRIPT-END:
The script should display the following:

INFO:FederationManager:Setting demo application settings

INFO:FederationManager:Successfully set demo application settings

18.7 Test the /samljct Junction

You can test that the /samljct junction is configured and working properly by accessing the following URL with

your browser:

https://www.myidp.ibm.com/samljct/mobile-demo/diag/

Login with “testuser” and “PasswOrd” at the login page.

Notice in the HTTP Headers section of the diagnostics page that the samlassertion header is populated:

HTTP Headers:

x-trusteer-rapport:

iv_SEerver_names:

dnt:

VG =udood I L. 1Ty
ak=358B8A11FDT48513CEB0F93B202BESSFEDOF 1156A0544ED42DTITEE2E416C48B5, av=al;
rs=0.00171; i=0

default-webseald-isam myidp.ibm.com

1

samlassertion:

=zamlAsserion xmins:sami="urn:casis:names:tc. SANML:2.0:as=ertion
xmins: xs="http://\ v w 3.0rgi2001XKMLSchema” xming xsi="http:/
120017XMLSchema-instance” ID="Assertion-uuid11af5a38-0151-1843
lssueinstant="2015-11-16T19:04:47Z" Version="2.0"=<samllssuer
Format="urn:oasis names:tc: SAML: 2 0:nameid-format:entity"=https:
Isaml20idp/saml20=/samllssuer=<ds: Signature xmins:dz="http./ o 3. 0rg/2000/ 09 xmidsigH
ld="uuid11af5a9{-0151-1b7c-ad62-a d58f038"=<dz. Signedinfo=<ds: CancnicalizationMethod
Algorithm="http:/ ml-exc-o14n#"></ds:CanonicalizationMethod-
=d=:SignatureMethod Algorithm="http:/fwww. w3.0rg/2001/04/xmidsig-more#rsa-shas12"»

This concludes setup and test of the SAML junction.
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19 Advanced External Authentication Interface Configuration for

Service Providers

This section includes exercises that demonstrate the different ways in which the federation runtime, in the role of
a service provider authenticating to the reverse proxy, can send authentication data via the external
authentication interface (EAI).

When acting as a service provider, the federation runtime is responsible for “logging in” to the WebSEAL reverse
proxy. The federation runtime performs this authentication using EAI response HTTP headers. The EAI
mechanism of authenticating to the reverse proxy has been available for many releases. What is important to
know with ISAM 9 is how to influence the set of HTTP headers that the federation runtime will return, and the
effect that will have on the ISAM session credential that is created in the reverse proxy.

19.1 Patterns of EAIl Authentication

There are three labelled “patterns” of authentication that will be discussed and shown in these exercises:

“USERNAME ”
“PAC”
“‘EXTUSER”

A brief description of each follows, then we will get into some exercises showing how the patterns vary, and the
system requirements for each.

19.1.1 USERNAME method of EAI Authentication

The Username authentication mechanism is the default for ISAM 9. If no specific configuration changes are made
to the system, this is the authentication mechanism that will apply. The USERNAME method of EAI authentication
results in the federation runtime sending back a simple text username header, plus other headers for “extended
attributes” to be added into the credential.

When this method is used, the ISAM reverse proxy will consult the ISAM user registry and the user MUST be in
the registry. If the user is not in the registry, an error will occur. If the user is in the registry, an ISAM credential will
be created that contains the user’'s UUID, and all groups that user is a member of in the user registry. Any
additional attributes will then be added into the credential to build the final credential for the session.

This is particularly useful in scenarios where only known, pre-registered users will be performing SSO into the
service provider and user or group-based access control is required.

19.1.2 PAC method of EAI Authentication

When the PAC mechanism is used, the federation runtime (Specifically the IVCred STS Module) constructs a
completely formed ASN-1 encoded ISAM credential and send that back as the “am-eai-pac” HTTP header during
authentication.

It is important to note that the ISAM user registry is never accessed during this process and typically the PAC will
not contain any user or group UUID information from the ISAM registry. This means that the resulting credential in
the reverse proxy will not contain user or group information that can apply to ISAM ACL'’s, and ACL-based access
control in the ISAM reverse proxy is limited to “any-other” — that is any authenticated user. The PAC approach to
authentication is discussed in some detail in this old article on TFIM, and this approach is often now called the
“WebSEAL without a user registry” pattern of authentication:
http://www.ibm.com/developerworks/tivoli/library/t-tamwebsealur/
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In ISAM, unlike TFIM, you cannot configure the IVCred STS module to use “pdacld” to build ISAM credentials, so
if the federation runtime is returning the PAC authentication header, that PAC will never contain user or group
UUID’s unless they have been programmatically added to the STSUU by a mapping rule before the IVCred
module runs.

This method is particularly useful for scenarios where you don’t have a requirement for group-based access
control at the service provider, and/or when you don’t know the users that will be arriving ahead of time (e.g.
social authentication).

19.1.3 EXTUSER method of EAI Authentication

The EXTUSER method of EAI authentication is somewhat a hybrid of the first two approaches and makes use of
relatively new EAI capability in the ISAM reverse proxy that was introduced in version 8.x. This method allows a
username to be returned in a HTTP header which does NOT have to be a member of the ISAM registry, plus a list
of groups that DO have to be in the ISAM registry, plus a set of extended attributes to be added into the
credential.

When this method is used, the ISAM reverse proxy will create an empty credential with the non-verified
username, then consult the ISAM registry for each of the group names that have been returned and build the
group UUID’s into the credential, then add in all extended attributes.

This is particularly useful for using groups for role-based access control in ISAM, without having to pre-register all
the usernames that will be used. By way of example, you might use attributes in an incoming SAML assertion to
decide which “dynamic groups” to assign to the user credential for this session.

19.2 Configuration of EAl Authentication Headers

The configuration of EAI headers is really a handshake between the ISAM reverse proxy (header consumer) and
the federation runtime (header producer). It is important that the values match on both components.

19.2.1 EAI Authentication Headers in ISAM Reverse Proxy

The ISAM reverse proxy contains configuration of what the header names are for various EAl header functions.
This is already well documented in the knowledge center:

https://www.ibm.com/support/knowledgecenter/SSPREK 9.0.1/com.ibm.isam.doc/wrp_config/concept/con_ext_a
uthe_intfc.html

For the exercises in this cookbook, we recommend the following settings in your ISAM reverse proxy
configuration:

eai-pac-header am-eai-pac
eai-user-id-header am-eai-user-id
eai-xattrs-header am-eai-xattrs
eai-ext-user-id-header am-eai-ext-user-id
eai-ext-user-groups-header am-eai-ext-user-groups

These are the default values in ISAM 9.0 and above.

19.2.2 EAIl Authentication Headers in Federation Runtime

The federation runtime can be configured to send back (or not send back) HTTP headers for the PAC, username,
groups, and extended attributes. These are controlled by Point of Contact "Profiles” that can be selected from the
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web console (or using the REST management interface). Default profiles exist for the Username, PAC, and
External User patterns.

19.2.3 Point of Contact (PoC) Profiles Management

IBM Security Access Manager

% Home I@ Monitor { 2 Secure 2 Secure @&y, Secure - Manage
Appliance Dashboard Analysis and Diagnostics @k—‘u‘eb Settings ¥ Arcess Control ",.,J Federation System Settings
Manage Global Settings Global Keys
Federations Advanced Configuration LTRA Keys

Security Token Service User Registry

Attribute Source Runtime Parameters
Template Files
Mapping Rules
Distributed Session Cache
Server Connections
Partner Templates

I Point of Contact I

Navigate to Secure Federation=>Global Settings: Point of Contact.

This Ul comes up with the three pre-loaded default PoC Profiles which cannot be updated or deleted.

B‘f‘ Create || Create Like B’ Update @ Delete  [C4 Propsrties () Set As Current

Current Profile Profile Name

Access Manager Username and extended attributes
Access Manager Credential

Mon-Access Manager Username, Access Manager groups and extended attributes

Access Manager Username and extended attributes (Refers to USERNAME EAI)
Access Manager Credential. (Refers to PAC EAI)

Non-Access Manager Username, Access Manager groups and extended attributes. (Refers to EXTUSER
EAI)

wn e

19.3 Scenario: “USERNAME” authentication

In this scenario we will enable username authentication headers. This scenario requires that the “testuser” user
account exists at the SAML SP.
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SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the SP image only.

This is only for the SP, run this script: SAMLSPConfig.py -configure PoC_Use USERNAME

If you use this script, skip to the corresponding SCRIPT-END notice

The following manual steps are only valid for SAM 9.0.1.0 onwards. For SAM 9.0.0.0 and 9.0.0.1, see section O -

Go to the LMI Admin console of the SP using URL: https://isam.mysp.ibm.com

Authenticate with admin and PasswOrd.

IBM Security Access Manager

Home @ Monitor § 2 Secure @ Secure &y Secure iﬂ Manage
Appliance Dashboard Analysis and Diagnostics %\-‘u‘eb Settings ¥ Access Control ‘.'gJ Federation - System Settings

= =

Manage Global Settings Global Keys
Federations Advanced Configuration LTRA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Template Files

Mapping Rules

Distributed Session Cache

Server Connections

Partner Templates

I Paoint of Contact I

Navigate to Secure Federation=>Global Settings: Point of Contact.

Point of Contact

B}’ Create =| Create Like D’ Update @ Delete [ Properties (@ Set As Current

Current Profile Profile Name

Access Manager Username and extended attributes

Access Manager Credential

Non-Access Manager Username, Access Manager groups and extended attributes

Select the "Access Manager Username and extended attributes" PoC Profile and Click “Set As Current” button to
set this profile as Current Profile.

Deploy pending change.
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SCRIPT-END:
The script should display the following:

INFO:FederationManager:Set Advanced Configuration Parameters to use USERNAME
INFO:FederationManager:Successfully set Advanced Configuration Parameters to use USERNAME

Perform SAML SSO, and you should observe successful SSO:

Access Manager Credential:
User testuser

tagvalue_session_index[0]

AN _CRED_IP_FARILY[O]
AZN_CRED_PRIMCIPAL _LILIC0]

AN _CRED_GOP_INFO[0]
8FM_CRED_AUTHZMN_ID[D]
AudienceRestrictionCondition Audience[0]
ATR_CRED_PRIMCIPAL _DORMAIMIO]

&7H_CRED_REGISTRY_ID[0]

c101:3082-T1hb-11 85-a34b-000c29adc 31 6

AF_IMET

ecBehcs-71h9-11e5-9541 -000c29adc 31 6

TS TLEYZ 04

lestuser

https: Moo mysp dbm comisam/zpsfzaml20spisamli20
Dretault

cn=testuser do=iswga

m

atn_eai_xaftr_session_lifetime[0] 1444752255

ATN_CRED_PRIMCIPAL_MARE[D] testuser

tacvalue_login_user_name[0] testuzer

tagvalue_max_concurrent_web_sessions[0] unzet

testattr[0] mywalue =

You should peruse all the attributes in the ISAM credential to understand how this credential differs from that
created using the other methods.

19.4 Scenario: “PAC” authentication

In this scenario no user account is required at the SP, and the federation runtime will build an “asserted user”
credential for the session.

=

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the SP image only.

This is only for the SP, run this script: SAMLSPConfig.py —configure PoC_Use_PAC

If you use this script, skip to the corresponding SCRIPT-END notice
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The following manual steps are only valid for SAM 9.0.1.0 onwards. For SAM 9.0.0.0 and 9.0.0.1, see section O -

Go to the LMI Admin console of the SP using URL: https://isam.mysp.ibm.com

Authenticate with admin and PasswOrd.

IBM Security Access Manager

Home I@ Monitor { 2 Secure 2 Secure @t Secure - Manage
Appliance Dashboard Analysis and Diagnostics @Web Settings ¥ Accass Control I‘—:.;JFederaticn System Settings
Manage Global Settings Global Keys
Federations Advanced Configuration LTRA Keys

Security Token Service User Registry

Attribute Source Runtime Parameters
Template Files
Mapping Rules
Distributed Session Cache
Server Connections
Partner Templates

I Point of Contact I

Navigate to Secure Federation=>Global Settings: Point of Contact.

Point of Contact

B}’ Create =| Create Like B Update @ Delete [} Properties () Set As Current

Current Profile Profile Name

Access Manager Username and extended attributes

Access Manager Credential

Non-Access Manager Username, Access Manager groups and extended attributes

Select the "Access Manager Credential" PoC Profile and Click “Set As Current” button to set this profile as
Current Profile.

Deploy pending changes.

SCRIPT-END:
The script should display the following:

INFO:FederationManager:Set Advanced Configuration Parameters to use PAC
INFO:FederationManager:Successfully set Advanced Configuration Parameters to use PAC

Of course you can optionally also delete any related ISAM users from the SP user registry because they will no
longer be relevant.

You can manage ISAM user using the LMI, by script, or manually. At this point in the cookbook it is expected you
know how to do this, and no auto-configuration script is provided to do so. We will show “isam admin” commands
here to complete this task if you are logged in to the SP’s administration command line:
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|user delete -registry testuser

Perform a SAML SSO and observe closely the format of attributes in the final user credential at the service
provider. The test should work regardless of whether or not the username in the credential is a user in the ISAM
registry.

19.5 Scenario: “EXTUSER” authentication

In this scenario we will first enable authentication headers to support returning username and group names, plus
extended attributes. We will then replace the mapping rule at the SP SAML federation with one that inserts a
couple of dynamic groups names (testgroup, testgroup?2) into the STSUU such that these groups will be returned
in the am-ext-user-groups header to the reverse proxy. Performing SSO at this point will fail due to testgroup and
testgroup2 not being in the user registry. We will then add testgroup and testgroup2 to the registry and show
successful SSO with multiple groups in the credential.

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps. This script performs

operations against the SP image only.

| This is only for the SP, run this script: SAMLSPConfig.py —configure PoC_Use_ EXTUSER

If you use this script, skip to the corresponding SCRIPT-END notice

_—

The following manual steps are only valid for SAM 9.0.1.0 onwards. For SAM 9.0.0.0 and 9.0.0.1, see section O -

Go to the LMI Admin console of the SP using URL: https://isam.mysp.ibm.com

Authenticate with admin and PasswOrd.

IBM Security Access Manager

A, Home Monitor § 2 Secure . Secure %2 Secure - Manage
" L .
Appliance Dashboard Analysis and Diagnostics @k—‘u‘eb Settings B Accass Control ",.j Fedearation

System Settings

Manage Global Settings Global Keys
Federations Advanced Configuration LTRA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

Template Files

Mapping Rules

Distributed Session Cache

Server Connections

Partner Templates

I Point of Contact I

Navigate to Secure Federation>Global Settings: Point of Contact.
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Point of Contact

B}’ Create =| Create Like D’ Update @ Delete [ Properties (@) Set As Current

Current Profile Profile Name

Access Manager Username and extended attributes

Access Manager Credential

Non-Access Manager Username, Access Manager groups and extended attributes

Select the "Non-Access Manager Username, Access Manager groups and extended attributes” PoC Profile and
Click “Set As Current” button to set this profile as Current Profile.

Deploy pending changes.

SCRIPT-END:
The script should display the following:

INFO:FederationManager:Set Advanced Configuration Parameters to use EXTUSER
INFO:FederationManager:Successfully set Advanced Configuration Parameters to use EXTUSER

If you were to perform SAML SSO at this time, using the default sp_saml20.js mapping rule in the SAML
federation, SSO will succeed regardless of whether or not testuser exists in the user registry. As the mapping rule
does not populate any groups into the STSUU, the am-eai-ext-groups response header will not be populated and
the net effect is very similar to using the PAC authentication method.

Verify SAML SSO is working.

Now replace the sp_saml20.js mapping rule with the sp_saml20_dynamic_group.js mapping rule:

SCRIPT-START:

| A script is available for this section as an alternative to following the manual steps. This script performs
operations against the SP image only

| Run this script: UploadSPMappingRule.py —configure dynamicGroupMapping

Using the administration console on the SP, navigate to Secure Federations -> Manage: Federations.
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Federation Management

Federations

[ Add |[F Edit | [# Delete )Export &} Partners “ Re

Federation Name

saml20sp
I

Select the samI20sp federation and press edit:

Keep clicking Next until you reach the Identity Mapping Rule screen in the wizard.
Update Federation

Federation Protocol
Template

General Information Identity Mapping Rule
Point of Contact Server

Profile Selection

Single Sign-on Settings

Name Identifier Management Settings
_r,_q_q_S!n le Lo C”t_SEﬁ'” = * Javascript file containing the identity mapping rule:
Signature Options
Encryption Options

SANML Message Settings
ldentity Mappin

Identity Mapping Rule

Specify the JavaScript file that contains the identity mapping rule.

I p_samli20_dynamic_group =

Select the sp_dynamic_group.js mapping rule.

Press Next, then OK to save the federation configuration updates.
Deploy pending changes.

The sp_dynamic_group.js mapping rule adds two groups to the STSUU during identity mapping at the Service
Provider. These are:

e testgroup

e testgroup2

If you have been completing these cookbook exercises in order, neither of these groups will exist in the SP user
registry at this stage. As a result, attempts to perform SAML SSO at this point will fail:
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Server Error

Access Manager WebSEAL could not complete your request due to an unexpected error.

Diagnostic Information

Method: POST
URL: /isam/sps/saml2Qsp/sami20/login
Error Code: 013212072

Error Text: HPDIAQ114E Could not acquire a client credential.

Use the isam administration utility to create both testgroup and testgroup2:

group create testgroup cn=testgroup,dc=iswga testgroup
group create testgroup2 cn=testgroup2,dc=iswga testgroup2

I There is no need to add any users to this group. They exist so that they can be added to user credentials at
runtime.

SCRIPT-END:

The script should display the following:
INFO:UploadSPMappingRule:Configuring Dynamic Group Mapping
INFO:FederationManager:Modifying SP to change mapping rule

INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully modified the Federation using PUT
INFO:FederationManager:Creating testgroup and testgroup2
INFO:UploadSPMappingRule:Successfully configured Dynamic Group Mapping

Now perform SAML SSO again and notice that the credential contains both testgroup and testgroup2 group
membership:
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Access Manager Credential:
User: testuser

AZN_CRED_GROUP_UUIDS[O] f3b112ca-8c8b-11e5-bdd4-000c257 75521
AZN_CRED_GROUP_UUIDS[1] f82c850c-8c9b-11e5-bdd4-000c29775921
AZN_CRED_AUTHZN_ID{0] testuser

AudienceRestrictionCondition. Audience[0] hitps./fweww.mysp.ibm. comiisamizpe/sami20spisamiZi
AZN_CRED_PRINCIPAL_DOMAIN[O] Defautt

AZN_CRED_REGISTRY_ID|0] cn=testuser,cn=Externallser
am_eai_xattr_session_lifetime[0] 1447707334
AZN_CRED_PRINCIPAL_MWAME[D] testuser

tagwvalue_legin_user_name[0] testuser

AZN_CRED NETWORK_ADDRESS STRI0] 192.168.42.1

NotOnOrA fter[0] 2015-11-16T20:00:34F
AZN_CRED_GROUPS[O] testgroup

AZN_CRED_GROUPS[1] testgroup?

The group names are human readable (and can be asserted downstream in HTTP headers. The Group UUIDs
are how Access Manager references groups in Access Control Lists.

Advanced exercise: Try attaching an ACL to the /isam/mobile-demo application and allowing only users of
testgroup2 to access that application. Change the authentication method back to PAC and observe how access is
denied because the PAC does not contain ISAM group information for testgroup2.

This concludes exercises related to the different ways authentication be achieved between the ISAM federation
runtime and the ISAM reverse proxy.
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20 Advanced OIDC: Configuring access policies to showcase
prompt=login during OpenID Connect flow

| This section is completed only for the Identity Provider.

In this section, an access policy is created to show case a scenario where the user is forced to authenticate every
time is the prompt parameter is set to login. This section involves activating Advanced Access Control, configuring

username password authentication mechanism and configuring an access policy for the API Definition created in
the previous.
I

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. Remember, this step is
for the IdP.

For the IdP, run this script: OIDCWithAccessPolicy.py -configure All

= =

=

20.1 Activation Advanced Access Control

In this section, the Advanced Access Control module is activated on the appliance
I

SCRIPT-START:

| | A script is available for this section as an alternative to following the manual steps. Remember, this step is |
| for the 1dP. |

For the IdP, run this script: OIDCWithAccessPolicy.py -configure Activate AAC

= =

IBM Security Access Manager admin Help Language
/AQ Home @ Monitor U—:} Secure @ Manage
=] 4 ppliance Dashboard Analysis and Diagnostics "A"J'u‘.'el:: Settings =" System Settingsh
Updates and Licensing Metwork Settings System Settings Secure Settings
o Overview General Date/Time SSL Certificates
D Application Database Settings DNS Administrator Settings File Downloads
7 Available Updates Interfaces Management Authentication Silent Configuration
T Scheduled Security Updates Static Routes Management Authorization
1 Update Servers Hosts File Management S5L Certificate
Update History Packet Tracing Account Management
T I Licensing and &Ctivatitll'l 9 Cluster Configuration Advanced Tuning Parameters
. Firmware Setth_fs Snapshots
Fix Packs Support Files
N System Alerts

SNMP Monitoring
Restart or Shut down

Click on the Manage System Settings icon to open the "mega-menu" and click the Licensing and Activation
item - as shown above.
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The licensing and Activation screen is displayed. Currently there are no activated modules.

Licensing and Activation

Activated Modules

ImpDE
L

Module

Click the Import button. A file selector dialog is displayed.

Select the ISAM 9.0.6 Advanced Access Control Activation File that you downloaded from IBM

Licensing and Activation

Activated Modules

Import

The license file upload process is pending:

# Type File Name
1 CODE isam_secure_advanced_control.code

Save Configuration Cancel

The activation code is processed. Now both IBM Security Access Manager Base Appliance ,IBM Security Access
Manager Federation and IBM Security Access Manager Base Advanced Access Control are listed:

Licensing and Activation

N\
I_!' ! % There is currently one undeployed change.fClick here to review the changes or apply them to the svstem.
—_
N
Activated Modules
Import
Module

Name: BM Security Access Manager Base Appliance
Enabled: True
Software License Agreement: View Service Agreement

Name: BM Security Accezs Manager Federation
Enabled: True

To complete the activation process we must deploy the changes we have made.

Click the Click here to review the changes or apply them to the system link in the warning message - as
shown above.
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Deploy Pending Changes

Module Date Modified
Activation Jul 7, 2015 4:12:02 PM

Cancel Roll Back De‘!}Lev

Click Deploy to confirm the deployment of the changes.

The activation process can take a few minutes to complete because a number of new components are started
and initialized within the appliance. Once it is complete, the following message is displayed:

Session Ended

The policy was successfully applied but the
- nature of the changes required the user

interface to restart.

This action does not disrupt the flow of

netwark: traffic.

The local management interface will be
unavailable until the restart finishes.

Click here to return to the |local
management intE!T_ﬁau:E
Y_f

Click on the link in the message to reconnect to the appliance management interface (it may take a few seconds
for this to work).

SCRIPT-END:
The script should display the following:

INFO:BaseManager:Activating Advanced Access Control
INFO:BaseManager:Successfully activated Advanced Access Control

You should now see that Secure Federation mega-menu is available in the LMI Web Console:

IBM Security Access Manager

i £ 2\ = BN
Home 4| Monitor ‘ \ﬁ Secure . Secure EG Secure .s. Connect m Manage
OF Appliance Dashboard ‘ Analysis and Diagnostics W) web Settings ™) Access Control ¥ Federation ©” " IBM Cloud Identity System Settings

20.2 Configuring Reverse Proxy for Advanced Access Control

In this section, we configure the reverse proxy instance for Authentication and Context Based Access
Configuration.
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SCRIPT-START

A script is available for this section as an alternative to following the manual steps. Remember, this step is
for the IdP.

For the IdP, run this script: OIDCWithAccessPolicy.py -configure WebSEAL_AAC

=

IBM Security Access Manager

| Monitor _.‘_._ Secure :
Analysis and Diagnostics ||} Web SE’ftlngs.c

Manage Global Settings Global Keys
Ry Runtime Companent URL Mapping S50 Keys
4 I Reverse Praxy I Junction Mapping LTPA Keys
Authorizatid Server Client Certificate Mapping

In the mega-menu, navigate to Secure Web Settings > Manage: Reverse Proxy.

IBM Security Access Manager isam._myidp.ibm.com
Home 9| Monitor Secure 2 Secure A Secure &, _ Connect ~W| Manage
@Apphan:e Dashboard ‘ Analysis and Diagnostics \Gi) Web Settings EC.} Access Control l'.) Federation a'. IBM Cloud Identity EE System Settings

Reverse Proxy

W New “%] Edit | K Delete | w Start ‘ () stop ‘ dRestart ‘ &Refrash Troubleshooting +

4 Instance Name Configuration 4 Chanaes ara Active. Last Madified
; IAAC and Federation Configuration ' Federation Management
,“__ Rujilterapnlied Management Root MMFA Configuration
L}, Friud Junction Management OAuth and OpenID Connect Provider Configuration SRREAAAL
1-10f1item Renew Management Certificate lAuthanticatiun and Context Based Access Cunﬁguratiunl

Select the Reverse Proxy instance, and click on Manage -> AAC and Federation Configuration ->
Authentication and Context Based Access Configuration.
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Main AAC Runtime | Reuse Options

This wizard will configure the Authentication and Context Based Access service.
The following changes will be made during this process:

Modify the Reverse Proxy configuration file

Create a junction to the Advanced Access Control runtime

Load the signer certificate from the Advanced Access Control or Federation runtime
Create and attach the required POPs and ACLs within the ISAM runtime environment

See this link for a complete list of changes made.

When this process is complete, view the following log file associated with this instance to review the
configuration steps performed: autocfg__authsvc.log

Previous Finish Cancel

There are three panels which need to be filled out. In the Main panel, select all the checkboxes Configure for
browser interaction — the /authorize and the /session endpoints are made accessible, Configure for API
Protection — this configures the oauth-auth and oauth-cluster stanza, Require authentication to register a
client — this sets an anyauth ACL to the client registration endpoint.

Main AAC Runtime Reuse Options

Enter the details of the Advanced Access Control runtime to configure against.

Host namse

= BT =
<
ra = |3 A
s H- 3
H 2
=
-

e

easuser

S
i
£
H
2

Pravious Haxt Finish Cancel

Click Next.

Inside the AAC Runtime pane, user has to provide the details to authenticate with federation runtime. The details
include the host, port, user name and password. All of them are required. When you move to the next pane,
these details are used to connect to the Runtime.

A junction to the runtime will be created on this Reverse Proxy instance. Specify the junction label
below.

Junction
/maga

The default junction name used is /mga.
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Click Next.

Mamn AAC Runtime Reuse Options

o PV T P ey b AV MU T AT LAY MM e UM RS R Y My

been performed. Use these controls to reuse the existing items,

The certificate presented by the runtime will be loaded into this Reverse Proxy's key database. If this
option is not selected, any existing signer certificate with the same label will be overwritten,

Reuse certificates

If the ACLs specific to this wizard are not reused, they will be deleted and recreated. Note that this
means any of the locations the ACLs were previously attached to will be lost. For a list of the ACLs use
by this wizard, see the link on the first page of this wizard.

Reuse ACLs ~

v »

Previous N Finish Cancel

The next tab is the ACLs and Certificates panel, you can choose to reuse ACLs and Certificates if they exist or
create new ones.

Once all the panels are done, click on Finish and then Deploy the Pending changes.

20.2.1 Configuring ACL

For prompt=login scenario we use the username password authentication mechanism to authenticate the user
instead of WebSEAL login.

Hence, we change from authenticated access to unauthenticated access for ‘/mga/sps/auth’ endpoint, so that the
access policy is triggered to call the username password mechanism.

B Note the unauthenticated access to ‘/mga/sps/auth’ should be reset to authenticated for the other scenarios.

Open an SSH session to the appliance. You could use ssh command-line (on a Linux system or in Cygwin) or
you could use PUTTY. You could also connect directly to the console of the appliance via VMWare.

SSH to isam.myidp.ibm.com and authenticate using the administrator credentials:

The authenticity of host 'isam.myidp.ibm.com (192.168.42.101)' can't be established.
ECDSA key fingerprint is SHA256:hXml4xBfov+C9/4pxAgxh5IDh7BR4JUBbbbMnibPNPM.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'isam.myidp.ibm.com,192.168.42.101' (ECDSA) to the list of known
hosts.

admin@isam.myidp.ibm.com's password: PasswOrd

Last login: Wed Sep 23 13:41:05 2015

Welcome to the IBM Security Access Manager

Welcome to the IBM Security Access Manager appliance

Enter "help" for a list of available commands

isam.myidp.ibm.com>
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Navigate to isam and start the admin utility:

isam.myidp.ibm.com> isam
isam.myidp.ibm.com:isam> admin

pdadmin>

Login to the pdadmin console using the command : login -a sec_master -p PasswOrd . The password was set
for the user sec_master in one of the earlier sections.

pdadmin> login -a sec_master -p PasswOrd

Create an unauth ACL using the commands:

acl create unauth-oidc

acl modify unauth-oidc set group iv-admin TcmdbsvaBRrxl
acl modify unauth-oidc set group webseal-servers Tgmdbsrxl
acl modify unauth-oidc set user sec_master TcmdbsvaBRrxl
acl modify unauth-oidc set any-other Tr

acl modify unauth-oidc set unauthenticated Tr

Attach the ACL to the SAML endpoints using the commands:

acl attach /WebSEAL/isam.myidp.ibm.com-default/mga/sps/auth unauth-oidc

Run server replicate command to save the changes using the command:

|server replicate

SCRIPT-END:
The script should display the following for IdP:
INFO:WGAManager:Configure WebSEAL for AAC

INFO:WGAManager:Successfully configured WebSEAL for AAC
INFO:WGAManager:Configure ACLs for OIDC
INFO:WGAManager:Successfully configured ACLs OIDC

20.3 Configuring Username Password Authentication Mechanism

In this section we configure the Username Password Authentication Mechanism.

=

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps. Remember, this step is
for the IdP.

For the IdP, run this script: OIDCWithAccessPolicy.py -configure UsernamePassword

Page 260 of 330



(S 1BM Security

~

IBM Security Access Manager

Home J9%| Monitor { 2 Secure 2 Secure &) Secure @, _ Connect ~%]| Manage
@i\ppliance Dashboard ‘ Analysis and Diagnostics ‘_@ Web Settings ‘Q‘} Access Control l\'./ Federation U. IBM Cloud Identity Ea System Settings

Policy Manage Global Settings

Access Control Devices Advanced Configuration
Grants User Registry

Risk Profiles Database Maintenance Runtime Parameters

Attributes SCIM Configuration Template Files

Obligations Push Notification Providers = Mapping Rules

OpenlD Connect and API Protection m MMFA Configuration Distributed Session Cache

Information Points Attribute Source Server Connections

Extensions Point of Contact

Access Policies

Navigate to Secure Access Control -> Authentication under the Policy menu.

ﬁgs:arlgice Dashboard ﬁ ::127:2:iggnd Diagnostics .',,@Euzcbusr:ttings E‘g‘jffcz::iontrol
Authentication Policies Advanced
c* Q@ @ B~

Navigate to Mechanisms

Authentication Policies Mechanisms Advanced

@ > 0o @ @~

Authentication

Username Password
Username and password authentication policy.

Select the Username Password mechanism and click the Edit button
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Modify Authentication Mechanism

General Properties Attributes
Name - Value

cn=root, secAuthority=Default i
LDAP Bind Password R =
LDAP Host Mame isam.myidp.ibm.com
LDAP Port 636
Login Failures Persistent false
Management Domain Default

Save Cancel

Navigate to the Properties panel and edit the following entries

Enter cn=root,secAuthority=Default for LDAP Bind DN value, enter PasswOrd for LDAP Bind Password, enter
isam.myidp.ibm.com for LDAP Host Name, enter 636 for LDAP Port value

Modify Authentication Mechanism

General Properties Attributes

a
L4
Name - Value

L hl -
S5SL Enabled i true 1
S5L Trust Store embedded_|dap_keys

STARTTLS Enabled false

Use Federated Directories false
Configuration

m

User Search Filter {[{objectclass=ePerson)

(objectclass=Person))

Set SSL Enabled to true and select embedded_|dap_keys as the SSLTruststore.
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Click on Save and deploy pending changes.

SCRIPT-END:
|The script should display the following:

||INFO:AACManager:Configuring Username Password Mechanism
INFO:AACManager:Successfully configured Username Password Mechanism

20.4 Configuring Definition with Access Policy

In this section an access policy is configured and the definition created in the previous section is updated to used
the access policy.

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps. Remember, this step is

| |
| for the 1dP. |
| |

For the IdP, run this script: OIDCWithAccessPolicy.py -configure AccessPolicy

= =

20.4.1 Configuring Access Policy

This scenario makes use of access policy which is written in JavaScript.

When using the appliance console to create Access Policy, cut-and-paste is used to load the JavaScript content
of the policy. Before we get started, we need to open our first rule in a text editor so we can copy it.

Go to the .../providedfiles/idp_files directory and open the accesspolicy_prompt.js file in a text editor.
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p-runtime_etc_sps(6) xml E]amapp-mntime tc_sps(7)xml E automation ini [E basesn21 m Bl Federation b Eazcx E]p\p js B RiskaRradar is EJ-:hange log Bl new [El accesspolicy_promptjs E3
importClass{Packages.com.ibm.security.access.policy.decision.Decision) ;

importClass (Packages.com.ibm.security.access.policy.decision.HtmlPageDenyDecisionHandler) ;
importClass{Packages.com.ibm.security.access.policy.decision.RedirectDenyDecisionHandler) ;

importClass {(Packages.com.ibm.security.access.policy.decision.HtmlPageChallengeDecisionHandler) ;
importClass{Packages.com.ibm.security.access.policy.decision.RedirectChallengeDecisionHandler) ;

importPackage (Packages.com.tivoli.am. fim.trustserver.sts.utilities) ;

a/*
* Redirects a user to the authentication service, invoking the
* username/pass

L oxy

word mechanism

Hfunction getRedirectToBRuthSve() {

var handler = new RedirectChallengeDecisionHandler() ;
IDMappingExtUtils.traceString ("
handler.setRedirectUri ("

IDMappingExtUtils.traceString(
return handler;

S

var prompt_login demo = true;
Eif(prompt_loqin_demo) {

0 context.setDecision((function() {

var reguest = context.getReguest() ;

var user = context.getUser();

=] if (user == null) {
IDMappingExtUtils.traceString("U T
return Decision.challenge (getRedirectToRuthSve()) ;

} else {
// The current HTTP request contains authentication request.
IDMappingExtUtils.traceString{"C

" + user);

Select all the text in the file and then copy it. On Windows you can use Ctrl-a to select all and Ctrl-c to copy.

Now we're ready to create a Mapping Rule on the appliance with this content.

IBM Security Access Manager

Home ; Monitor { A secure 2 Secure ... Connect Manage
O Appliance Dashboard Analysis and Diagnostics \ki) Web Settings &"j Access Control o IBM Cloud Identity System Settings
Manage Global Settings Global Keys
Federatlons Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters
Grants Template Files

OpenID Connect and API Protection = Mapping Rules
Alias Service Settings Distributed Session Cache

Server Connections

Partner Templates
Point of Contact

In the LMI Administration console, navigate to Secure Federation->Global Settings: Access Policies.

Access Policies

% add | &) mport Edit Delete  fi]Export ) Replace

Access Policies
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new access policy.

Create Access Policy

importClass (Fackages.com. ibm. security. f.decision.Deci=sion}; -
limportClass (Packages.com. ibm. security. 7.decision.HtmlPageDenyDecisionHandler);
limportClass (Packages.com. ibm. security. 7.decision.RedirectDenyDecisionHandler);
limportClass (Packages.com. ibm. security. 7.decision.HtmlPageChallengeDecisionHandler) ;
limportClass (Packages.com. ibm. security. ess.policy.decision.RedirectChallengeDecisionHandler) ;
limportPackage (Packages.com.tivoli.am. fim.trustserver.sts.utilities); =
e
* Redirects a user to the authentication service, invoking the
* username/password mechanism
*
function getRedirectToluthSve ()
var handler = new RedirectChallengeDecisionHandler(};
IDMappingExtUtils.traceString ("rediect to authSve");
handler.setRedirectUri ("https://www.myidp. ibm. com/mya/sps/authsve?PolicyId=urn:ibm:security:authentication:asf:passwor
IDMappingExtUtils.traceString ("returning challenge");
return handler;
[var prompt_login demo = true;
if (prompt_login demo)
context.setDecision( (function()
var request = context.getReguest();
var user = context.getUsex(};
iE | —— o233 0 -
< 1 3
Name: “ AccessPolicyForPrompt
Type: JavaScript -
Category: o]|n]e: -

Paste the rule text into the Content box. On Windows you can use Ctrl-c to paste.

Enter AccessPolicyForPrompt as the Name, select JavaScript as the Type and enter OIDC as the Category.

Click Save to save

the new Access Policy.

Deploy the pending changes.

20.4.1 Updating Definition with Access Policy

Using the administration console on the Identity Provider, navigate to Secure Federation -> OpenlID Connect
and API protection
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Q Home W" Monitor { A Secure 2 _ Secure ) Secure
8¥ Appliance Dashboard “ Analysis and Diagnostics \,@ Web Settings El'-"j Access Control hk") Federation

Manage Global Settings Global Keys
Federations Advanced Configuration LTPA Keys
Security Token Service User Registry

Attribute Source Runtime Parameters

Grants Template Files

OpenID Connect and API Protection |m Mapping Rules

Alias Service Settings Distributed Session Cache
Server Connections
Partner Templates
Point of Contact

Access Policies

OpenlD Connect and APl Protection Definitions Resources Clients Mapping Rules

F|&F|*

APl Definition

Select OIDCDefinition and Click on the Edit button.

OpenlD Connect and APl Protection Definitions Resources Clients Mapping Rules

Name: OIDCDefinition

Description:

Granttypes:  Authorization code, Resource owner username password, Client credentials, Implicit, JWT Bearer, SAML 2.0 Bearer, Device Grant

Provider 1D: https:/llocalhost/sps/oauth/oauth20/3

Access Folicy: | AccessPolicyForPrompt | -

Select AccessPolicyForPormpt from the drop-down list for Access Policy.

Click on Save and Deploy pending changes
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SCRIPT-END:

The script should display the following:
INFO:FederationManager:Configuring the Access Policy
INFO:FederationManager:Successfully configured the Access Policy

INFO:FederationManager:Update the OIDC Definition
INFO:FederationManager:Retrieving the attribute source reference ID
INFO:FederationManager:Retrieving the attribute source reference ID
INFO:FederationManager:Successfully updated the OIDC Definition

If the configure -All option was used the script end should look like this

SCRIPT-END:

The script should display the following:

INFO:BaseManager:Activating Advanced Access Control
INFO:BaseManager:Successfully activated Advanced Access Control
INFO:WGAManager:Configure WebSEAL for AAC
INFO:WGAManager:Successfully configured WebSEAL for AAC
INFO:AACManager:Configuring Username Password Mechanism
INFO:AACManager:Successfully updated Username Password Mechanism
INFO:FederationManager:Configuring the Access Policy
INFO:FederationManager:Successfully configured the Access Policy
INFO:FederationManager:Update the OIDC Definition
|INFO:FederationManager:Retrieving the attribute source reference ID
|INFO:FederationManager:Retrieving the attribute source reference ID
INFO:FederationManager:Retrieving the Access Policy
INFO:FederationManager:Successfully updated the OIDC Definition

20.5 Testing OpenID Connect flow with prompt=login

We are now ready to test the OpenlD Connect configuration with prompt=login as a parameter.

Note: It is recommended that you restart your browser to remove all session cookies at both IdP and SP
between each of the tests below.

A RP(SP) initiated OIDC flow can be triggered using

https://<Relying Party reverse proxy:port>/<junction name>/sps/oidc/rp/< Relying Party federation name>/kickoff/<
Relying Party partner>?Target=https://<TargetURL>&prompt=login

The Relying party advanced mapping rule can pick up query string parameter and add it as a parameter to the
authorize url.

Based on values previously set by following this document, the URL will be:
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https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp/kickoff/partner?Target=/isam/mobile-demo/diag&prompt=Ilogin

Trigger the flow using a browser.

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the IDP by
hitting the authorize URL.

An example of the authorize URL
https://www.myidp.ibm.com/mga/sps/oauth/oauth20/authorize?nonce=HS8qgF166ty&redirect uri=https%3A%2F%
2Fwww.mysp.ibm.com%2Fisam%2Fsps%2Foidc%2Frp%2Fisamrp%2Fredirect%2Fpartner&response type=code
+id token+token&response mode=form_post&state=5uxsESNh5e&scope=openid&client _id=client|D &prompt=Ilog
in

The authorize url then redirects to Username Password Mechanism login page.

Login using testuser and PasswOrd, as created at the IDP in an earlier section.

Username and Password Login

Enter your username and password.
Login

Username:

Password: |

Login

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the SP.
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At the landing page, which is part of the live demo application that you configured earlier, the details of the user
are displayed:

Access Manager Credential:
User; https:waw.myidp.ihm.cumftestuser|

Name Value(s)
AZN_CRED_PRINCIPAL_NAME[0] https://www.myidp.ibm.com/itestuser
tagvalue_login_user_name[0] hitps-/iwww.myidp.ibm_com/testuser
AZN_CRED_AUTH_METHOD[0] trust

aXNhbS5teXNwLmlibS5jb20tZGVmYXVsdAA=_W/iZegAAAAIAAAAWeINTWWhLATGIfWAACHIHVFVkek

tagvalue_user_session_Id[0] crNKRXR2IkQW1 hdmhsaWYzaWhzMDNDN3JPbDIOY 3B5NXFCMUs2b3Vk default

m

AZN_CRED_AUTHNMECH_INFO[0] Federated trust

AZN_CRED_MECH_ID[0] ITEIM_trust

access_token[0] bylg\VJZsycvBAP1INJG2
AZN_CRED_CREATE_TIME[O] 2018-11-26T02:24.58Z2
tagvalue_session_index[0] 30c6a178-122-11e8-b58e-000c296cd683
|5c0pe[0] openid |

Open another tab in the same browser and initialize another flow with prompt=login

https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp/kickoff/partner?Target=/isam/mobile-demo/diag&prompt=login

The authorize url then redirects to username password mechanism login page.

Login using testuser and PasswOrd, as created at the IDP in an earlier section.

Username and Password Login

Enter your username and password.
Login

Username:

Password: |

Login

The login page is thrown again since prompt=login.
Open another tab in the same browser and initialize another flow without prompt=Ilogin

https://www.mysp.ibm.com/isam/sps/oidc/rp/isamrp/kickoff/partner?Target=/isam/mobile-demo/diag
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The user is directly navigated to the landing page

At the landing page, the details of the user are displayed:

Access Manager Credential:

User] https:/iwww.myidp.ibm.com/testuser

Name
AZN_CRED_PRINCIPAL_NAME[0]
tagvalue_login_user_name[0]

AZN_CRED_AUTH_METHOD[0]

Value(s)
hitps//www.myidp.ibm.com/testuser
hitps:/fww.myidp.ibm.com/testuser

trust

aXNhbS5teXNwLmlibS5jb20tZGVmYXVsdAA=_W/ZegAAAAIAAAAWEINTWWhLATgITWAACHIHVFVEeK

tagvalue_user_session_Id[0] crNKRXR2IkQW1 hdmhsaWYzaWhzMDNDN3JPbDIOY 3B5NXFCMUs2b3Vk default

m

AZN_CRED_AUTHNMECH_INFO[0] Federated trust

AZN_CRED_MECH_ID[0] ITFIM_trust

access_token[0] bylg\VJZsycvBAP1INJG2

AZN_CRED_CREATE_TIME[O] 2018-11-26T02:24:587

tagvalue_session_index[0] 30c6a178-M22-11e8-b58e-000c296cdE683

[scopel0] openid

Once you are done testing, use the following script to update the API Definition to not use the access policy and
to update the ACL attached to ‘/mga/sps/auth’ to authenticated access.

SCRIPT-START:
| A script is available for this section as an alternative to following the manual steps. Remember, this step is

| |
| for the IdP. |
I |

For the IdP, run this script: OIDCWithAccessPolicy.py -configure Reset

= =

SCRIPT-END:

The script should display the following:
INFO:WGAManager:Configure ACLs for OIDC
INFO:WGAManager:Successfully configured ACLs OIDC

INFO:FederationManager:Update the OIDC Definition
INFO:FederationManager:Retrieving the attribute source reference 1D
INFO:FederationManager:Retrieving the attribute source reference ID
INFO:FederationManager:Successfully updated the OIDC
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21 Reverse Proxy Native OIDC Relying Party

WebSEAL provides a native OpenID Connect relying partner (RP) capability that is able to consume an identity
token which has been provided by an OpenID Connect Provider in order to establish an authenticated session.

The WebSEAL implementation does not implement the complete specification for OIDC relying parties

If you use this script, skip to the corresponding SCRIPT-END notice J

21.1 Configuring a Client

This step is done at the IdP machine.

@ Home 9| Monitor { 2 Secure 2 _ Secure “£) Secure
B¥ Appliance Dashboard d Analysis and Diagnostics \.ki) Web Settings ‘!"j Access Control hk") Federation

Manage Global Settings Global Keys
Federations Advanced Configuration LTPA Keys
Security Token Service User Registry

Attribute Source Runtime Parameters

Grants Template Files

OpenID Connect and API Protection |m Mapping Rules

Alias Service Settings Distributed Session Cache
Server Connections
Partner Templates
Point of Contact

Access Policies

Using the administration console on the Identity Provider, navigate to Secure Federation -> OpenlID Connect
and API protection

OpenlD Connect and API Protection Definitions Resources Mapping Rules

Clients - API Definition

Mo items to display

Navigate to Clients and click on Add to create a New Client
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Client Configuration | Extension Properties

Client ID: websealclientlD Generate

Client name: | WebSEAL Native RP Client

AP definition: QIDCDefinition

Confidential: v

Client secret: |web5ealc|ientSecret| Generate
¥ New Delete

Redirect URI:

@) ‘l mw_mysp_ibm_comfpkmsoidcl ‘

Company name:
Company URL:

Contact name:

Email address:

Telephone number:

Contact type: Administrative -

On the Client Configuration panel, enter the websealclientID as Client ID, enter WebSEAL Native RP Client as
the Client Name and select OIDC Definition as the API Definition, select checkbox Confidential and enter
websealclientSecret as Client Secret.

Enter https://www.mysp.ibm.com/pkmsoidc as a Redirect URI by clicking New, enter IBM as the Company
Name.

Click on OK to create a Client.
Follow on-screen instructions to deploy pending changes

21.2 Configuring WebSEAL

This step is done at the SP machine.

The RP functionality is configured using the ‘[oidc] and ‘[oidc:<op-id>] stanzas.
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IBM Security Access Manager

%, Home 4| Monitor |~ Secure
Appliance Dashboard Analysis and Diagnostics Web Settings
Manage Global Settings Global Keys
Ry Runtime Component URL Mapping S50 Keys
| |= Reverse Praxy | Junction Mapping LTPA Keys

Authorizatid- Server Client Certificate Mapping

In the mega-menu, navigate to Secure Web Settings > Manage: Reverse Proxy.

Reverse Proxy

G0 New ¥ pelete | [p start | @ stop | [Z) Restart | " Refresh | Manage ¥ | Troubleshooting ¥

Instance Name State Changes are Active Last Modified
<+ .. | Nofiter applied
(4 started 2 True Dec 6, 2018, 3:36:00 PM
1-1of 1item 10 | 25 | 50 | 100 | Al

Select the default instance and Click on Edit.

Reverse Proxy Basic Configuration - default

Server SS5L Junction Authentication Session Response SS0 Logging Interfaces

OIDC

Transport
IBM Cloud Identity

Redirect URI
https://lwww.mysp.ibm.com | /pkmsoidc

Discovery Endpoint
https://www.myidp.ibm.com,’mgalsps;‘oauthfoauthzofmetadata/OIDCDefinition |

Proxy URL

Load Key || Test Endpoint

Client Id

websealclientID

Client Secret

beee ]

Navigate to Authentication tab, and navigate to OIDC section, select HTTPS for Transport, enter
www.mysp.ibm.com for the redirect uri, enter
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https://www.myidp.ibm.com/mga/sps/oauth/oauth20/metadata/OIDCDefinition as the discovery endpoint,
enter websealclientID as the client id and websealclientSecret as the client secret.

Reverse Proxy Basic Configuration - default

Server SSL Junction Authentication Session Response S50 Logging Interfaces

Response Type

Mapped Identity
{iss}/{sub}

| + External Userl

Bearer Token Attributes

» New | ¥ Delete | {F Move Up | @ Move Down

Value

Id Token Attributes
oo New | 3 Delete | 4 Move Up W Move Down

Select id_token token as the response type, enter mapped identity as {iss}/{sub}, check External User to true.

Click on Save and deploy pending changes and restart the reverse proxy instance.

SCRIPT-END:

The script should display the following:
INFO:WebSEALNativeRP:Begin configuring WebSEAL as native RP
INFO:FederationManager:Configuring the OIDC Client
INFO:FederationManager:Successfully configured OIDC Client

INFO:WGAManager:Configuring WebSEAL .conf file for native OIDC rp support
INFO:WGAManager:Successfully Configured WebSEAL.conf file for native OIDC rp support
INFO:WGAManager:Configuring Signer Certificates

INFO:WGAManager:Successfully configured Signer Certificates
INFO:WebSEALNativeRP:Successfully configured WebSEAL as native RP

21.3 Testing OIDC Single Sign-on flow

We are now ready to test the OpenID Connect configuration.
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Access the SP’s reverse proxy instance URL
https://<Relying Party reverse proxy:port>

Based on values previously set by following this document, the URL will be:
https://www.mysp.ibm.com/

IBM Security Access Manager

Username:

Username

Password:

Password

OIDC Login

Click on the OIDC Login button.
The authorize url is formed with the following parameters
https://www.myidp.ibm.com/mga/sps/oauth/oauth20/authorize?scope=openid&response type=id token%20token

&client_id=websealclientiID&response _mode=form_post&redirect uri=https://www.mysp.ibm.com/pkmsoidcé&state
=932a0fd4-f92f-11e8-ae46-000c29e4b31f&nonce=8e93b419-592a-0f65-809c-b1b42bf6c140

The authorize url then redirects to login page.

Login using testuser and PasswOrd, as created at the IDP in an earlier section.
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(- + https://www.myidp.ibm.com/isgm/sps/auth g Search

(3] Most Visited ~ Getting Started [__] IBM ~

IBM Security Access Manager

Username:

testuser

Password:

If you notice the browser URL, page and footer you can see that the browser is now redirecting you to the SP’s

redirect uri.
) Connecting... X |+
(' M htig www.myidp.ibm.com
2 Most Visited # Most Visited Trusteer Protected End... IBM

Waitipng for www.mysp.ibm.com.|.

| Al G

The landing page is now displayed, by default it is the WebSEAL splash screen.

Gett
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&
fava,

Inspect the request and response by enabling Web Developer tools, look at section 16.2.

Since we ran a implicit flow, the OP will send access_token and id_token as a response.

Inspect the id_token using https://jwt.io/

&« [CRA) @ & https sp.ibm.com O % Search InNEe=@OBH® =

&* Most Visited E1BM N\ Query Feed: Unverifie.. 58 ACR £ Demo B3 SLOSessionindex B Hodor | B3 illsUniversity 8 AttributeC .. B MasterCard B Cookbook £ Accenture Demo

¥ Inspec Consc Debug Style Edi Perform: Mema Netwc Storapod [H =33 & B E @

All| HTML CSS JS XHR Fonts Images Media WS
1L Tl V| Persist Logs /] Disable cache

Status Methc File Do.. Cause Type Transferred Size
sz pkmsoid... @ ww... document  html 14.12KB 13.43K8
302 authorz.. @ ww... document  html 14.01 kB 13.43K8
[200] GET auth @ ww... document  html 13.81 kB 13.43K8
302 pkmsiogi.. @ ww.. document  html 2.20KB 1.64 KB
[200] auth @ ww... document  html 1.98KB 1.64 KB
[200] GET / @ ww.. document  html 783B 5108
(200] GET v30.gf @ ww...img of 65.80 KB 65.53 kB

IBM* Security Access Manager for Web

@ 8requests | 110.09KB/113.73 KB transferred | Finish: 1.54 min | DOMContentLoaded: 1.54 min | loac

Headers Cookies Params Response Timings Stack Trace Security

Form data

access_token: [CROXI0TZSWOVNVSXT7

expires_in: 3599

id_token: EyJraWQOIOEHZRY 2VGVUSOX TIZWERTbUZRRVVEVGIOM TVEORATS 2X VW VB LVAGUWMATWIYWXHTor
IMyNTYFQ.eyJub25jZSI6 1 hiOTNINDESLTUSMMEMGY 2NSO4MDLWIXYjQy YmY 2YZEOMCISImIhdCI6M
[FUONDA4NDYwMiwiaXNzLjoaHROCHM6Ly93d3cubXipZHAUaWItLmNVbSISImFOX2hhc2gioIOVOVZbS1
PREPPQOIub2dkzDM THBIWIC3VIjoidGVzdHVZZXIL CJleHAOJE INDQWODgYMDISIMF1 ZCISIndlYnNIYW
jbGIbNRIRCI9. NWK5atvKdBSCB1yySCrTcBg2zPIQWQUVWXEXVX_73XDp-
I5IBr4dC8x70u0ZqxHpKes9i50RMICMaelSePjaqTocoOGK2fMERHEpk-
eN1uViZn091YywoaBtGwDHY2-W1TJI6DrT_sVAYMP_BxDOaqI7KBr2VweFILZ2INBo

scope: openid

state: 932a0fd4-fo2f-11e8-ae46-000c29e4b31f

token_type: bearer
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Encoded Decoded

HEADER:

eyJralWQi0iI@eHZRY2VGVUS0X112WERtbOZRRWET
VGtoMTVEOHATS2xvWTVELVd6UWMATiwiYWxnIjoi {
UIMYNTYifQ.eyJub25jZSI6Ijh10TNINDESLTUSM
mEtMGY2NS@4AMD1jLWIXYjQyYmY2YzEOMCIsImlhd }
CI6MTUONDAANDYwMiwiaXNzIjoiaHRBcHM6Ly93d
3cubX1pZHAuaWJtLmNvbSTsImFBX2hhc2gi0iJOV
BVZbS1DREppQBJub2dkZD14THhBIiwic3Viljoid
GVzdHVzZXIiLCJ1eHAi0jETNDQWODgyMDIsImF1Z
CI6Ind1YnN1YWxjbG11bnRJRCJ9.NwK5atvKd8Sc
181yyScrrc8g2zPiQwQuVwx6XVx_73XDp-
S1Br4dC8x70uoZqxHpKes9i58RmICMgelSePjaqT
0co0Gk2fhMERHEpk -
3eN1uViZne91Yywoia8tGwDHv2-
W1TJI6Drr_sVdYMP_BxDOaqIl7KBr2VweFILZ2JNB
0

"kid": "4xvQceFUNN_YvXDmoFQEk _Tkh15D8wSK1loY5z-WzQc8"
"alg": "RS256

PAYLOAD:

{

'nonce": "8e93b419-592a-0f65-809c-b1b42bf6c148",

VERIFY SIGNATURE

To verify the access_token use the Userinfo endpoint, we could use a browser extension for a REST tool or use
postman to make this request.

curl --reguest GET
--url https://www.myidp.ibm.com/mga/sps/oauth/oauth2@/userinfo \

--header | "authorization: Bearer CRaSsmobyYSobQTx@ESy”|\

1]
T
I

Userinfo endpoint - https://www.myidp.ibm.com/mga/sps/oauth/oauth20/userinfo
Header — Auhtorization: Bearer <Access Token>
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22 Appendix A: Troubleshooting and Workarounds
22.1 Troubleshooting
22.1.1 Enabling PD logs

Refer to the ISAM Help to enable logging for reverse proxy, policy director and other ISAM base components.

22.1.2 Enable Federation logs
You can enable trace logs for debugging. There is a script to enable trace logs. It is mentioned in section 23. You
can also use the console / LMI to enable trace logs. The steps are mentioned below.

Navigate to Secure Federation > Manage Runtime Parameters

IBM Security Access Manager

# %, Home “| Monitor ( A Secure _tA Secure
@ - = | N | @ _
Appliance Dashboard Analysis and Diagnostics = Web Settings Federation
Manage

Advanced Configuration
User Registry

| Runtime Parameters |

Template Files

Distributed Session Cache

In the Runtime Tracing tab, set the Tracing Specification as shown below to com.tivoli.am.fim.*=ALL . Click
Save
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Runtime Tuning Parameters Runtime Status Runtime Tuning Parameters |Runtime Tracing

Runtime Tracing

[* add  [# clear | | ] save

Component Trace Level
com.ibm.sec_authz.* i ALL
com.ibm.tscc.rtss.” 3 FINEST
com.tivoli.am.fim.authsve.* FINER
com.tivoli.am fim.oauth20.* gl FINE

Tracing Specification

com.tivoli.am.fim.*=ALL

A warning will be displayed at the top of the window. Click the link to activate the configuration change you have
just made. A pop-up dialog is displayed showing the pending changes. Click deploy.

During a SAML flow, if there is an error then navigate to Monitor Analysis and Diagnostics > Application Log
Files

IBM Security Access Manager

Home /| Monitor { A Secure -
b B _ _ \¥) _
Appliance Dashboard Analysis and Diagnostics =¥ Web Settings
Logs System Graphs Network Graphs
Event Log Memory Application Interfac
Manage Reverse Proxy Log Files CPU
Application Log Files Storage
M'e aAqaq | - o T

Navigate to federation runtime trace log as shown below. Export or view the file.
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Application Log Files

1 View ‘L,I'j Export 3 Delete Clear ;;zh Refresh
) cluster

| database

dsc

= federation

| auditing

| isamcfg

= runtime

| console.log
domains
| messages.log
_ messages_15.07.27_13.56.51.0.log

state

| ] trace.log |

22.1.3 Time Sync error
While executing a SAML flow you might encounter the following error.

€ 8 https//ww mysp.ibm.com/isam/sps/saml20sp/saml20/login

2 Most Visited |2 Most Visited Trusteer Protected End... IEM Getting

5

An error has occurred

FBTSML210E The timestamp in the SAML message is out of range.
/spsisaml20sp/sami20/login

2015-07-27T10:28:57Z
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Page 283 of 330



(S 1BM Security

~

23 Appendix B — Python Automation Project

The automatic configuration scripts provided with this cookbook were written for python 2.7.

The .../providedfiles/Automation directory contains a Python project.
The directory structure looks as shown below:

l=jy cens
a ﬂ:h COm
4 H ibm
' EE, sppliznce
A H:El manager
E‘j _init__py
: i!:"J Bazelanzgerpy
: i!:"J Federationhanager.py
: i!:"J ldaphanzgerpy
: i!:"J WGAManagerpy
4 B un
I _init__py
: i!:"J Commonpy
: i!:"J HTTPRequestpy
: EE_"J Settings py
By _init__py
Py _init_py
I _init_py
ey idp_files
Loy sp_files
* oy tmp

i automationini
E ImportPartners.py
E LTPAJuncticnpy
31, LTPAWSTSUU.py
3, SAML20toSAMLZ0.py
3| SAMLIPConfig py
J _E_E SAMUunctionpy
- [P} samLsPConfigpy
[F), sTsLDAPAmibuteMapping.py
J _E_E STaTestpy
] ii_"J UploadIPMappingRulepy
- [F} UploadLTPAKeys.py
] ii_“'J UploadSPMapping Rule.py
By UsemnameTokentosAML20py

In order to automate the steps mentioned in this document, use SAMLIPConfig.py, SAMLSPConfig.py and
ImportPartner.py. SAMLIPConfig.py should be used to configure the IdP appliance. The SAMLSPConfig.py
should be used to configure the SP appliance. The source code is available for editing. The code was developed
to configure the steps mentioned in this document. Any change to the code would require thorough testing. Run
the SAMLIPConfig.py and SAMLSPConfig.py without parameters to understand the usage.
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In order to run the scripts your python installation will require the “requests”, and “python-ldap” libraries. These are
installed using “pip install”, as follows (examples for a python 2.7 installation):

pip install requests
pip install python-ldap

Note that on Linux or MacOS systems, pip may need to be run as root:

sudo pip install requests
sudo pip install python-ldap

The following commands will be useful when a combination of automated code and manual steps are used. The
examples below show SAMLIPConfig.py. The commands also work with SAMLSPConfig.py.

To restart the federation runtime use the following command:

SAMLIPConfig.py —action Restart Federation Runtime
INFO:FederationManager:Restarting federation runtime.
INFO:FederationManager:Successfully restarted federation runtime.

To set the runtime tracing for federation run the following command.

SAMLIPConfig.py —action Runtime_ Trace_ String
INFO:FederationManager:Setting runtime trace string.
INFO:FederationManager:Successfully set runtime trace string.

To deploy pending changes run the following command.

SAMLIPConfig.py —action Show_Pending Changes
INFO:FederationManager:Displaying pending changes
INFO:FederationManager: []

INFO:FederationManager:Successfully displayed pending changes.

To restart console / LMI run the following command.

SAMLIPConfig.py —action Restart LMI
INFO:FederationManager:Restarting LMI
INFO:FederationManager:Successful restart of LMI
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24 Appendix C — Additional STS Examples

There are several exercises in this cookbook that demonstrate detailed use of the STS. The python automation
code includes several extra examples for other STS use cases and modules. You may find these use cases
useful for later reference, as they are relatively common customer adoption patterns. We will not outline the
detailed use of the console to configure them, but instead just list what the examples are, and how you can
configure and test them with the automation scripts. You can also explore the python scripts for more details on
configuration properties, or you can create the examples using the scripts, then explore the configuration in the
administration Ul.

24.1 UsernameToken to SAML 2.0

This example establishes an STS chain that validates a UsernameToken, and issues a SAML 2.0 assertion, using
a chain as depicted below:

24.1.1 Pre-requisites and Configuration

It is assumed that your IDP image already has the SAML IDP federation configured because the SAML 2.0
module uses the same signing key and the configuration script used here assumes it is already loaded into the
appliance. The test case also assumes that the testuser/PasswOrd account exists in ISAM, and that is configured
as part of the SAML IDP example.

The following script may be used to configure the example against the IDP image used in this cookbook.

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: UsernameTokentoSAML20.py —configure All

If you use this script, skip to the corresponding SCRIPT-END notice
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SCRIPT-END:

The script should display the following:

INFO:UsernameTokentoSAML20:Configuring the test UsernameTokentoSAML20 chain
INFO:WGAManager:Configure WGA for STS Chains

INFO:WGAManager:Successfully configured ACLs for STS Chain.
INFO:BaseManager:Configuring the easuser password
INFO:BaseManager:Successfully configured the easuser password

INFO:BaseManager:Configuring the server connection

INFO:BaseManager:Successfully configured the server connection
INFO:FederationManager:Configuring the Username to SAML20 Module Chain Template
INFO:FederationManager:Successfully configured the Username to SAML20 Module Chain
Template

INFO:FederationManager:Configuring the Username to SAML20 Module Chain Mapping
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the Username to SAML20 Module Chain Mapping

24.1.2 Testing

To invoke the STS runtime we POST a formatted WS-Trust XML SOAP request to STS endpoint.

The providedfiles/ststest directory includes an example soap message and shell command to invoke cUrl with the
correct parameters for WS-Trust 1.2. The set of provided files related to this example are:

Filename Description

rstl2 ut.sh Executable script to launch the request

rst12_ut.xml XML of the request body containing the
UsernameToken to validate

ut_to_saml20.js Javascript mapping rule

24.1.3 Further Details

The validation of the password for a UsernameToken is performed against the ISAM registry. Only ISAM users
(and not basic-users) can be used for password validation. Configuration of the UsernameToken module requires
that a ServerConnection be created, which points to the ISAM LDAP registry. This is the same approach that was
used to configure the LDAP Attribute Mapping Example. You can turn password validation off, and then the
UsernameToken is really just treated as an ID assertion, with the option of validating the password yourself using
an HTTPClient callout in the mapping rule, for example.

The mapping rule used in this example is very simple — it just re-writes the Principal name “type” to
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress in preparation for issuing the SAML assertion. It also
adds a multi-valued attribute so that the resulting SAML assertion will contain an example AttributeStatement.

The SAML 2.0 module is configured to use the same signing keys as were used in the SAML federation. Other
module configuration properties control exist to control a variety of properties of the SAML assertion including the
Issuer URI, the NotBefore and NotOnOrAfter times, and many others. Take a look at the script, or first configure
the chain using the script then explore the properties in the Security Token Service administration Ul.
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24.2 SAML 2.0 to SAML 2.0

This example establishes an STS chain that validates a SAML 2.0 assertion, and issues a new SAML 2.0
assertion, using a chain as depicted below:

This use case could be used to validate a SAML assertion signed by one key, and issue another SAML assertion
signed with another key, or just re-issue a new SAML assertion with the same key and updated attributes in the
AttributeStatement. The other reason for showing this use case is so that you have a reference of setting up
automatic configuration for the SAML 2.0 token module in both validate and issue modes.

24.2.1 Pre-requisites and Configuration

It is assumed that your IDP image already has the SAML IDP federation configured because the SAML 2.0
module uses the same signing key and the configuration script used here assumes it is already loaded into the
appliance.

The following script may be used to configure the example against the IDP image used in this cookbook.

SCRIPT-START:
A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: SAML20toSAML20.py -configure All

If you use this script, skip to the corresponding SCRIPT-END notice
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SCRIPT-END:

The script should display the following:

INFO:SAML20toSAML20: Configuring the SAML20 to SAML20 chain
INFO:WGAManager:Configure WGA for STS Chains
INFO:WGAManager:Successfully configured ACLs for STS Chain.
INFO:BaseManager:Configuring the easuser password

INFO:BaseManager:Successfully configured the easuser password
INFO:FederationManager:Configuring the SAML20 to SAML20 Module Chain Template
INFO:FederationManager:Successfully configured the SAML20 to SAML20 Module Chain Template
INFO:FederationManager:Configuring the SAML20 to SAML20 Module Chain Mapping
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the SAML20 to SAML20 Module Chain Mapping
INFO:SAML20toSAML20: Successfully configured the SAML20 to SAML20 chain

24.2.2 Testing

To invoke the STS runtime we POST a formatted WS-Trust XML SOAP request to STS endpoint.

The providedfiles/ststest directory includes an example soap message and shell command to invoke cUrl with the
correct parameters for WS-Trust 1.2. The set of provided files related to this example are:

Filename Description
rstl2 sami20.sh Executable script to launch the request
rstl2_saml20.xml XML of the request body. Note that you will certainly

have to update the SAML assertion contained within
the request body before it will successfully validate, as
the one that is in there by default will surely have
expired.

saml20_to_saml20.js Javascript mapping rule

In order to obtain a “current” SAML assertion to insert into rst12_saml20.xml to be successfully validated, use
either the SAML Junction use case documented in section 18 of this cookbook, or run the UsernameToken to
SAML 2.0 use case documented in the previous section of this cookbook. You should paste thatin as a
replacement to the old SAML assertion that you will find in rst12_saml20.xml.

24.2.3 Further Details

Validation of a SAML assertion has a number of parameters that controls validity period, signature verification
keys, decryption keys (if encryption is used on the assertion — not used in our examples), etc.

The mapping rule used in this example is very simple — it just re-writes the Principal name “type” to
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress in preparation for issuing the SAML assertion. It also
adds a multi-valued attribute so that the resulting SAML assertion will contain an example AttributeStatement.

The SAML 2.0 module for issuing the final assertion is also configured to use the same signing keys as were used
in the SAML federation. Other module configuration properties control exist to control a variety of properties of the
SAML assertion including the Issuer URI, the NotBefore and NotOnOrAfter times, and many others. Take a look
at the script, or first configure the chain using the script then explore the properties in the Security Token Service
administration Ul.
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24.3 LTPA Junction

This example establishes an STS chain and WebSEAL configuration that allows WebSEAL to downstream an
LTPA BinarySecurityToken across a WebSEAL junction. This is very similar to the SAML Junction configuration
that is performed in section 18 of this document except instead of down streaming a SAML assertion to the
junctioned application we downstream an LTPAv2 BinarySecurityToken. The integration looks like this:

ISAM 9 Appliance

[Itpajct
Itpa g

Browser > DEMO Application

iv-cred ltpa

Federation Runtime

24.3.1 Pre-requisites and Configuration

This use case has the same pre-requisites as the SAML Junction use case. It is assumed that your IDP image
already has the SAML IDP federation configured because mapping rules and the LTPA keys used in the use case
are loaded during the appliance setup done by that application.

The following script may be used to configure the example against the IDP image used in this cookbook.

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: LTPAJunction.py —configure All

If you use this script, skip to the corresponding SCRIPT-END notice
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SCRIPT-END:

The script should display the following:

INFO:LTPA Junction:Configuring LTPA Junction

INFO:FederationManager:Configuring the IVCred to LTPA Module Chain Template
INFO:FederationManager:Successfully configured the IVCred to LTPA Module Chain Template
INFO:FederationManager:Configuring the IVCred to LTPA Module Chain Mapping
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the IVCred to LTPA Module Chain Mapping
INFO:FederationManager:Restarting federation runtime.
INFO:FederationManager:Successfully restarted federation runtime.
INFO:WGAManager:Configuring WebSEAL.conf file for LTPA Junction at IdP
INFO:WGAManager:Successfully configured WebSEAL.conf file for LTPA junction at IdP
INFO:WGAManager:Configuring junction

INFO:WGAManager:Successfully configured junction

INFO:LTPA Junction:End LTPA junction creation and configuration

Configuration of this use case leverages the following files (included in the providedfiles accompanying this
cookbook):

Filename Description

ltpasso.keys Issuing an LTPA token makes use of uploaded LTPA
keys that have to come from a WebSphere server or
other source outside the appliance. In this case we
used a traditional WebSphere application server to
obtain an LTPA keyfile.

ivc_to_ltpa.js Javascript mapping rule

24.3.2 Testing

To test this use case, use a browser to visit the URL:

https://www.myidp.ibm.com/ltpajct/mobile-demo/diag/

Following authentication as the testuser, you should be able to scroll down and see the LTPA
BinarySecurityToken that was sent as a HTTP header:
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(' & https://www.myidp.ibm.com/itpajct/mobile-demo/diag/ (< X Search ﬁ @ ‘ ﬁ 4 ¥ v

(3] Most Visited ~ Getting Started ©~ SSO o~ SLO o~ SP-DiagPage o~ SPLogout

firstName([1] testuser

HTTP Headers:
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:38.0) Gecko/20100101 Firefox/38.0
Via: HTTP/1.1 www.myidp.ibm.com:443

<wsse:BinarySecurityToken xmins:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-wssecurity-secext-1.0.xsd" xmins:wsst2="http://www.ibm.com/websphere/appserver
/tokentype® xmins:wsu="http://schemas.xmisoap.org/ws/2003/06/utility"
EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-
1.0#BaseB64Binary”

ValueType="wsst2:LTPAv2">WtW30Y319MEVSboEJWFhR2fK4F 75ivaz/6b4i04yo0s7nWxSdIFL279WI|
YmliQ4hL69jMvic4jJoiuES3QqoagR3ShGhJCI/BfTO09MvB8NdW4tOjqadnVq8ufo
/wb7Y5|sws5sOVDUZDEKhLb1Ct1ZGypHWPNbOKKqdIRLAfLIYPwzOxiKTygMEP/XDmcharZgneK
//1aymmisoSqyJJieL95Vsq8Z5mFwWE7S00+wnH+K
/OeaZooKKoJ4iUUB71EENUZUrAPDuga34F JuE+MCvkUd8tLL oJv+4eOnHG

Itpatoken:

Iv_server_name: default-webseald-localhost

24.3.3 Further Details

The mapping rule used in this example does some manipulation of the STSUU to modify the Principal name
“type” attribute to that required for LTPA issue to work. The attribute list is also pruned to a small subset of
credential attributes.

Issuing an LTPA token includes configuration for the LTPA realm, token expiry and LTPA version (1 or 2) that the

LTPA token will be issued with. As with all these examples, you can explore LTPA configuration in the Ul after
creating the STS chain with the script.

24.4 LTPA to STSUniversalUser

This example establishes an STS chain that validates an LTPA BinarySecurityToken, and issues an
STSUniversalUser XML token, using a chain as depicted below (notice no mapping rule):

This primary reason for including this example use case is to show you how to validate and see the attributes in
an LTPA token like that from the previous exercise.

24.4.1 Pre-requisites and Configuration

It is assumed that your IDP image already has the SAML IDP federation configured because that is when the
LTPA keys are uploaded.
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The following script may be used to configure the example against the IDP image used in this cookbook.

SCRIPT-START:
| | A script is available for this section as an alternative to following the manual steps. This script performs
| operations against the IdP image only.

Run this script: LTPAtoSTSUU.py —configure All

If you use this script, skip to the corresponding SCRIPT-END notice

SCRIPT-END:

The script should display the following:

INFO:LTPA to STSUU:Configuring LTPA to STSUU chain
INFO:WGAManager:Configure WGA for STS Chains
INFO:WGAManager:Successfully configured ACLs for STS Chain.
INFO:BaseManager:Configuring the easuser password
INFO:BaseManager:Successfully configured the easuser password

INFO:FederationManager:Configuring the LTPA to STSUU Module Chain Template
INFO:FederationManager:Successfully configured the LTPA to STSUU Module Chain Template
INFO:FederationManager:Configuring the LTPA to STSUU Module Chain Mapping
INFO:FederationManager:Successfully configured the LTPA to STSUU Module Chain Mapping
INFO:FederationManager:Restarting federation runtime.
INFO:FederationManager:Successfully restarted federation runtime.

INFO:LTPA to STSUU:End LTPA to STSUU creation and configuration

24.4.2 Testing

To invoke the STS runtime we POST a formatted WS-Trust XML SOAP request to STS endpoint.

The providedfiles/ststest directory includes an example soap message and shell command to invoke cUrl with the
correct parameters for WS-Trust 1.2. The set of provided files related to this example are:

Filename Description
rstl2 ltpa.sh Executable script to launch the request
rstl2_lItpa.xml XML of the request body. Note that you will certainly

have to update the LTPA BinarySecurityToken
contained within the request body before it will
successfully validate, as the one that is in there by
default will surely have expired.

In order to obtain a “current” LTPA BinarySecurityToken to insert into rst12_Itpa.xml to be successfully validated,
use the LTPA Junction use case documented in the previous section of this cookbook. You should paste that in
as a replacement to the old LTPA BinarySecurityToken that you will find in rst12_ltpa.xml.
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24.4.3 Further Details

Validation of an LTPA BinarySecurityToken has parameters for the LTPA SSO keys to use, You will need to know
the password associated with the LTPA key file. In our provided files that is “passwOrd”.

24.5 JWT to STSUniversalUser

This example establishes an STS chain that validates a Json Web Token(JWT), and issues an STSUniversalUser
XML token, using a chain as depicted below (notice no mapping rule):

24.5.1 Pre-requisites and Configuration

It is assumed that your IDP image already has the OpenID Connect provider configured.

The following script may be used to configure the example against the IDP image used in this cookbook.

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: JIWTtoSTSUU.py —configure All

If you use this script, skip to the corresponding SCRIPT-END notice
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SCRIPT-END:

The script should display the following:

INFO:JWT to STSUU:Configuring JWT to STSUU chain
INFO:WGAManager:Configure WGA for STS Chains
INFO:WGAManager:Successfully configured ACLs for STS Chain.
INFO:BaseManager:Configuring the easuser password

INFO:BaseManager:Successfully configured the easuser password
INFO:FederationManager:Configuring the JWT to STSUU Module Chain Template
INFO:FederationManager:Successfully configured the JWT to STSUU Module Chain Template
INFO:FederationManager:Configuring the JWT to STSUU Module Chain Mapping
INFO:FederationManager:Successfully configured the LTPA to STSUU Module Chain Mapping
INFO:JWT to STSUU:End JWT to STSUU creation and configuration

24.5.2 Testing

To invoke the STS runtime we POST a formatted WS-Trust XML SOAP request to STS endpoint.

The providedfiles/ststest directory includes an example soap message and shell command to invoke cUrl with the
correct parameters for WS-Trust 1.2. The set of provided files related to this example are:

Filename Description
rstl2 jwt to stsuu.sh Executable script to launch the request
rstl2_jwt_to_stsuu.xml XML of the request body. Note that you will certainly

have to update the JWT BinarySecurityToken
contained within the request body before it will
successfully validate, as the one that is in there by
default will surely have expired.

To obtain a “current JWT BinarySecurityToken to insert into rst12_jwt_to_stsuu.xml to be successfully validated,
use the id_token from the OIDC Single Sign On flow from the previous section of this cookbook. You should paste
that in as a replacement to the old JWT BinarySecurityToken that you will find in rst12_jwt_to_stsuu.xml.

24.5.3 Further Details

Validation of a JWT has several parameters that controls issuer, subject, signature, decryption keys (if encryption
is used on the assertion — not used in our examples), etc.

24.6 STSUniversalUser to SAML 1.1

This example establishes an STS chain that validates a STSUniversalUser, and issues a SAML 1.1 assertion,
using a chain as depicted below:
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24.6.1 Pre-requisites and Configuration

The following script may be used to configure the example against the IDP image used in this cookbook.

SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: STSUUtoSAML11.py -configure All

If you use this script, skip to the corresponding SCRIPT-END notice

SCRIPT-END:

The script should display the following:

INFO:STSUUtoSAML 11:Configuring the test STSUU to SAML11 chain
INFO:WGAManager:Configure WGA for STS Chains
INFO:WGAManager:Successfully configured ACLs for STS Chain.
INFO:FederationManager:Configuring the easuser password
INFO:FederationManager:Successfully configured the easuser password
INFO:FederationManager:Configuring the STS Module Chain Template
INFO:FederationManager:Successfully configured the STS Module Chain Template
INFO:FederationManager:Configuring the STSUU to SAML11 Module Chain Mapping
INFO:FederationManager:Successfully configured the STSUU to SAML11 Module Chain Mapping
INFO:STSUUtoSAML 11:Successfully configured the STSUU to SAML11 chain

24.6.2 Testing

To invoke the STS runtime we POST a formatted WS-Trust XML SOAP request to STS endpoint.
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The providedfiles/ststest directory includes an example soap message and shell command to invoke cUrl with the
correct parameters for WS-Trust 1.2. The set of provided files related to this example are:

Filename Description

rstl2 samill.sh Executable script to launch the request

rstl2_stsuu_to _samill.xml XML of the request body containing the
UsernameToken to validate

stsuu_to samlll.js Javascript mapping rule

24.6.3 Further Details

24.7 RACF PassTicket Junction

This example establishes an STS chain and WebSEAL configuration that allows WebSEAL to downstream an
Passticket BinarySecurityToken across a WebSEAL junction. This is very similar to the SAML Junction
configuration that is performed in section 18 of this document except instead of down streaming a SAML assertion
to the junctioned application we downstream a RACF PassTicket. The integration looks like this:

ISAM 9 Appliance

Ipassjct -

DEMO Application

A 4
A

Browser

iv-cred RACF| PassTicket

Federation Runtime

24.7.1 Pre-requisites and Configuration

This use case has the same pre-requisites as the SAML Junction use case. It is assumed that your IDP image
already has the SAML IDP federation configured because mapping rules are loaded during the appliance setup
done by that application.

The following script may be used to configure the example against the IDP image used in this cookbook.
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SCRIPT-START:

A script is available for this section as an alternative to following the manual steps. This script performs
operations against the IdP image only.

Run this script: PassticketJunction.py -configure All

If you use this script, skip to the corresponding SCRIPT-END notice

SCRIPT-END:

The script should display the following:

INFO:LTPA Junction:Configuring Passticket Junction
INFO:FederationManager:Configuring the IVCred to Passticket Chain Template
INFO:FederationManager:Successfully configured the IVCred to Passticket Chain Template
INFO:FederationManager:Configuring the IVCred to Passticket Module Chain Mapping
INFO:FederationManager:Retrieving the mapping rule reference ID
INFO:FederationManager:Successfully configured the IVCred to Passticket Module Chain Mapping
INFO:WGAManager:Configuring WebSEAL.conf file for LTPA Junction at IdP
INFO:WGAManager:Successfully configured WebSEAL.conf file for LTPA junction at IdP
INFO:Passticket Junction:End LTPA junction creation and configuration

Configuration of this use case leverages the following files (included in the providedfiles accompanying this
cookbook):

Filename Description

ivc_to_passticket.js Javascript mapping rule

24.7.2 Testing

To test this use case, use a browser to visit the URL:

https://www.myidp.ibm.com/passjct/mobile-demo/diag/

Following authentication as the testuser, you should be able to scroll down and see the RACF PassTicket
BinarySecurityToken that was sent as a HTTP header:
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Latest Risk Score Report for user: testuser

The risk score calculation report property (riskEngine.reportsEnabled) in the advanced configuration panel isn't enable.

To display risk score reports, you will need to enabled them in the LMI.

Access Manager Credential:

Uszer: testuser
tagvalue_user_session_id[0]

AZN_CRED_NETWORK_ADDRESS_STRID]

AZN_CRED_AUTHMMECH_INFO{O]

AZN_CRED_MECH_|D{0]

firstMame]0]

firstMame]1]

tagvalue_session_index]0]

SHRhTzBTHW:xjV2tudX Y waWVM4OFoy kD 8 4c=2WVWpMc2BEZ 1 RjaWFx Vo UG UxQ2R5 defa
ult

192.1688.42.1

LOAP Registry

IV_LDAP_V3.0

Test

testuser

4579871 4-f83a-11e8-b507-000 2927008

AZN_CRED_IP_FAMILYTO] AF_INET =
AZN_CRED_PRINCIPAL_ULND{O] cl2ef2ae-f2e2-11e8-8489-000c2592 75008
AFN_CRED_CQOP_INFO{D] S5 TLSV12: 0A o
AZN_CRED_VERSION[D] 000000907
=
AN CREN ARCMWSER  INFCNNT hnzillasfh 0 AWindoses NT & 1 WOAWRS - ne80 0 Gecond 20100101 Firefoaadfl 0
< 10 [ »
HTTP Headers:
—— Pk Bwl BBAwABAAwW lwwe OV pOXONSRURAN SUD IPTjATMBECAGOMC BAMD AW ~
fumEas MDASMDcEADAIDAIMaX  zd EShBWUwHjALAGEEDARUZENOBAAWDwIBBAwldGVzdHY ?l
ZZX|EADAZDARSY XN TmFZ TANMASCAQOMBFV=ZX I EADAIDBhD Y Wd2Y Wi 1 2W9sb2d L —
pbl91 2V 25hbWUWE TAPAQEEDARDZND XN cgQAMDY MIHRhZIZhbHV X2 1heF3)
b25jd IyEWE0X3d Y 1922 Nza WBu cz ADM AW CACOMBXVuc2VI BAAWRww\WAGFndmFs -
iv-user: testuser
User-Agent: Maozillass.0 (Windows NT 8.1; WOWE4; rnv:80.0) Gedw/20100101 Firefox'80.0
Via: HTTPM .1 wwww. myidp.ibm.com: 443 —
upgrade-insecure-requests: 1
iv_sSEerver_name: default-webseald-izam.myidp.ibm.com
<wiss: Username Token xmins:wss="http://docs. casis-open.org/wss/2004/0 1/oasi=-200401- | =
was-wssecurity-secext-1.0.xs5d™ xmins:wsu="http://docs. oasis-open.ong/wss/2004/0 1/08sis-
200401 -wes-wssecurity-utility-1.0.xsd™ wsu: ld="username7c51aa03-0187-18ac-
SEG6f-8 18979058922 2wss: Username>testuser</wss: Username>=<wss:Monce |
passticketicken: Encading Type="http://docs. casis-open. org/wss/2004/0 1/08sis-20040 1-wss-soap-message-| =
security-1.0#Basef4Binany™>RHmUa+0JUjQcead 4d Dt w==-<" wss:Monce>
<wsu:Created=2018-12-05T03:03:05Z < wsu: Created<wss: Password o | 5N
Type="http://docs.oasis-open.org/wss’2004/0 1/0asis-200401-wss-username-token-profile- |
1.0#Password Text™=0ACGF2HM/wss: Password></wss: Username Token> -
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25 Appendix D — Manual ISAM Configuration steps for IdP and SP

This section documents the step by step guide to ISAM configuration for IdP and SP. The recommended
approach is to use the new Reverse Proxy->Federation Management Ul.

25.1 ISAM Configuration for the IdP

This section is completed only for the Identity Provider.
You will configure the Service Provider in a later section.

25.1.1 Load Federation Runtime SSL certificate into pdsrv trust store

You need to import the certificate that the runtime server uses into the pdsrv keystore. It is needed so that the
runtime junction creation will not fail.

Ma nage

S}rstem Settings

Secure Settings

|55 L Certificates |

File Downloads

Silent Configuration

Navigate to Manage System Settings > Secure Settings > SSL Certificates in the IdP appliance console / LMI

SSL Certificates

2 New | X Delete ;;3}“ Refresh | o Replicate with Cluster Manage ¥
Certificate Database Name Type Edit S5L Certificate Database
2% .| Nofilter applied Details
embedded_ldap_keys Local Dezcribe
Imi_trust_store Local Rename
rt_profile_keys Local Import
E_“_ pdsrv Local Export

Select the pdsrv certificate database. Click Manage > Edit SSL Certificate Database
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Edit SSL Certificate Database - pdsrv

g New ¥ Edit | ¥ Delete ;;3‘1“ Refresh Manage -
: — | View
Signer Certificates| | Personal Certificates | Certi sts
Label K
2% | MNofilter applied Import
C Export Secure Server Certification
Entrust net Secure Server Certification A } 1999 Entrust.net
Authority | —xtre ventrust net/CPS incorp. by ref. (limits
i | oad _net,C=US

CN=Entrust.net Certification Authority (2048),0U=(c)
1989 Entrust.net

Limited, OU=www_entrust.net/CPS_2048 incorp. by ref.
{limits liab.),O=Entrust.net

CN=Entrust.net Client Certification Authority OU=(c}
1999 Entrust.net

Limited, OU=www entrust.net/Client_CA_Info/CP5
incorp. by ref. limits liab.,O=Entrust.net.C=US

Entrust.net Certification Authority (2048}

Entrust.net Client Certification Authority

Click on the Signer Certificates tab. Click Manage > Load

| Load Signer Certificate

Server *
127.0.0.1

| Port *
443

| Certificate Label *
| Local Runtime

Load Cancel

Load the certificate from localhost as shown above.

Save and deploy the changes. Navigate to the Secure Web Settings | Reverse Proxy menu. Select and restart
the reverse proxy instance and ensure that the changes are active after restarting.
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25.1.2 Configure runtime junction for the IdP
Navigate to Secure Web Settings > Manage > Reverse Proxy.

Reverse Proxy

o New | “9) Edit | )X Delete | |p Start | () Stop | |.] Restart ;;}‘1"' Refresh | Manage ¥

Instance Name State Configuration ’
'_:_-._ ... | Nofilter applied Troubleshooting »
: @ ud started Management Root
1 -1 of 1 item 14| Junction Management
Logging

Select the reverse proxy instance and click on Manage > Junction Management

Junction Management - default

New ¥ | ‘& Edit | ¥ Delete

Standard Junction
me

{ | Wirtual Junction d
Click on New > Standard Junction

Junction servers Basic Authentication Identity S50 and LTPA General

Creation of a junction for an initial server

Junction Point Name # Junction Type
Jisam
Create Transparent Path Junction TCP
/ Stateful Junction SSL
TCP Proxy
SSL Proxy
Mutual
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In the Junction tab, enter /isam as the junction name. Select SSL and Stateful

Junction SEervers Basic Authentication

Target Backend Servers. At least one servel

P New || "4 Edit | ¥ Delete

Hostname
2=+ | Mo filter applied

Junction In the Servers tab, click on New.

Add TCP or SSL Servers

Hostname *
localhost

TCP or SSL Port #
443
Virtual Host

Virtual Host Port

Local Address

Query Contents

UUID of the Server

Distinguished Name(DN)

Windows File System Support

Treat URL as case insensitive

Enter the Hostname* as localhost and TCP or SSL Port* as 443. Click on Save.
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Junction Servers Basic Authentication Identity S50 and LTPA General

Supply identity information in HTTP headers

HTTP Basic Authentication Header
Ignore Ensure unique cookie names

GSO Resource or Group Preserve junction name for non-domain cookies

Include session cookie

- Identity Information . . . .
IV-USER Include junction name in cookies
IV-USER-L ; y
~ IV-GROUPS / Insert client IP address
4 IV-CREDS

Enable TFIM S50

HTTP Header Encoding
UTF-8 URI Encoded

Junction Cookie

Junction Cookie Javascript Block
Inhead

In the Identity tab, set the values as shown below.

Click on Save and close the Junction dialog after the Save has completed.
25.1.3 Configure ACL policy for IdP

Open an SSH session to the appliance. You could use ssh command-line (on a Linux system or in Cygwin) or
you could use PUTTY. You could also connect directly to the console of the appliance via VMWare.

SSH to isam.myidp.ibm.com and authenticate using the administrator credentials:

The authenticity of host 'isam.myidp.ibm.com (192.168.42.101)' can't be established.
ECDSA key fingerprint is SHA256:hXml4xBfov+C9/4pxAgxh5IDh7BR4JUBbbbMnibPNPM.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'isam.myidp.ibm.com,192.168.42.101' (ECDSA) to the list of known
hosts.

admin@isam.myidp.ibm.com's password: PasswOrd

Last login: Wed Sep 23 13:41:05 2015

Welcome to the IBM Security Access Manager

Welcome to the IBM Security Access Manager appliance

Enter "help" for a list of available commands

isam.myidp.ibm.com>
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Navigate to isam and start the admin utility:

isam.myidp.ibm.com> isam
isam.myidp.ibm.com:isam> admin

pdadmin>

Login to the pdadmin console using the command : login -a sec_master -p PasswOrd . The password was set
for the user sec_master in one of the earlier sections.

pdadmin> login -a sec_master -p PasswOrd

Create an unauth ACL using the commands:

acl create saml20idp-unauth

acl modify saml20idp-unauth set group iv-admin TcmdbsvaBRrxl
acl modify saml20idp-unauth set group webseal-servers Tgmdbsrxl
acl modify saml20idp-unauth set user sec _master TcmdbsvaBRrxl
acl modify saml20idp-unauth set any-other Tr

acl modify saml20idp-unauth set unauthenticated Tr

Attach the ACL to the SAML endpoints using the commands:

acl attach /WebSEAL/isam.myidp.ibm.com-default/favicon.ico saml20idp-unauth

acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/sps/saml20idp/saml20/login saml20idp-unauth

acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/sps/saml20idp/saml20/logininitial saml20idp-unauth
acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/sps/saml20idp/saml20/slo saml20idp-unauth

acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/sps/saml20idp/saml20/sloinitial saml20idp-unauth
acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/sps/static saml20idp-unauth

Create an anyauth ACL and attach it to the SAML endpoints using the following commands:

acl create saml20idp-anyauth

acl modify saml20idp-anyauth set group iv-admin TcmdbsvaBRrxl

acl modify saml20idp-anyauth set group webseal-servers Tgmdbsrxl

acl modify saml20idp-anyauth set user sec_master TcmdbsvaBRrxl

acl modify saml20idp-anyauth set any-other Tr

acl modify saml20idp-anyauth set unauthenticated T

acl attach /WebSEAL/isam.myidp.ibm.com-default/isam/sps/saml20idp/saml20/auth saml20idp-anyauth

Run the object modify command to configure HTTP-Tag-Value so that Reverse Proxy passes user_session_id to
federation runtime:

object modify /WebSEAL/isam.myidp.ibm.com-default/isam/ set attribute HTTP-Tag-Value
user_session_id=user_session_id

Run server replicate command to save the changes using the command:

server replicate
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25.1.4 Configure the IdP reverse proxy

IBM Security Access Manager

% Home | Monitor { ~ Secure
Appliance Dashboard Analysis and Diagnostics ||} Web Settings
Manage Global Settings Global Keys
R Runtime Component URL Mapping S50 Keys
] I Reverse Praxy I Junction Mapping LTPA Keys

Authorizatid- Server Client Certificate Mapping

Navigate to Secure Web Settings > Manage: Reverse Proxy

Reverse Proxy
’{PNEW | = Edit | HK Delete | |> Start | @ Stop | Restart | Q'Dca Refresh I Manage ¥ I e
: PI Edit Configuration File &\

| Instance Hame State Changes EI Configuration

... | No fiter applied Troubleshooting » | Edit Tracing CaniguratiSﬁ’File

Started Trug| Management Root Web Content Protection
I=AIErEn 10125150 1100 1A Junction Management Import Configuration

Logging Export Configuration

Renew Management Certificate

Select the checkbox for the default Reverse Proxy instance. Click on Manage and select Configuration>Edit
Configuration File from the pop-up menu.

This will open the configuration file where we need to make a number of changes.

In the eai stanza modify eai-auth and add eai-redir-url-priority as highlighted in red:

[eai]
eai-auth = https

eai-redir-url-priority = yes

In the eai-trigger-urls stanza add the following entries highlighted in red.

# EAI TRIGGER URLS
[eai-trigger-urls]

# If eai-auth is not 'none', then WebSEAL will examine the URLs of incoming
# requests to determine if they match one of the entries in this list.

# If they do, then WebSEAL will examine the corresponding server response to
# determine if it contains authentication data.

trigger = /isam/sps/saml20idp/saml20/login*

trigger = /isam/sps/saml20idp/saml20/slo*

trigger = /isam/sps/saml20idp/saml20/soap¥*

trigger = /isam/sps/auth*

Save and deploy the changes. Then select and restart the reverse proxy instance and ensure that the changes
are active after restarting.
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25.2 ISAM Configuration for SP

This section is completed only for the Service Provider.
You should have configured the Identity Provider in the previous section.

25.2.1 Load Federation Runtime SSL certificate into pdsrv trust store

You need to import the certificate that the runtime server uses into the pdsrv keystore. It is needed so that the
runtime junction creation will not fail.

Ha nage

S}rstem Settings

Secure Settings

|55 L Certificates |

File Downloads

Silent Configuration

Navigate to Manage System Settings > Secure Settings > SSL Certificates in the SP appliance console / LMI

SSL Certificates

2 New | ¥ Delete ;;3}““' Refresh | ] Replicate with Cluster Manage ¥
2% .| Nofilter applied Details
Imi_trust_store Local Rename
rt_profile_keys Local Import
_—
& pdsrv Local Export

Select the pdsrv certificate database. Click Manage > Edit SSL Certificate Database
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Edit SSL Certificate Database - pdsrv

g New ¥ Edit | ¥ Delete ;;3‘1“ Refresh Manage -
: — | View
Signer Certificates| | Personal Certificates | Certi sts
Label K
2% | MNofilter applied Import
C Export Secure Server Certification
Entrust net Secure Server Certification A } 1999 Entrust.net
Authority | —xtre ventrust net/CPS incorp. by ref. (limits
i | oad _net,C=US

CN=Entrust.net Certification Authority (2048),0U=(c)
1989 Entrust.net

Limited, OU=www_entrust.net/CPS_2048 incorp. by ref.
{limits liab.),O=Entrust.net

CN=Entrust.net Client Certification Authority OU=(c}
1999 Entrust.net

Limited, OU=www entrust.net/Client_CA_Info/CP5
incorp. by ref. limits liab.,O=Entrust.net.C=US

Entrust.net Certification Authority (2048}

Entrust.net Client Certification Authority

Click on the Signer Certificates tab. Click Manage > Load

| Load Signer Certificate

Server *
127.0.0.1

| Port *
443

| Certificate Label *
| Local Runtime

Load Cancel

Load the certificate from localhost as shown above.

Save and deploy the changes. Navigate to the Secure Web Settings>Reverse Proxy menu. Select and restart
the reverse proxy instance and ensure that the changes are active after restarting.
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25.2.2 Configure runtime junction for the SP
Navigate to Secure Web Settings > Manage > Reverse Proxy.

Reverse Proxy

o New | “9) Edit | )X Delete | |p Start | () Stop | |.] Restart ;;}‘1"' Refresh | Manage ¥

Instance Name State Configuration ’
'_:_-._ ... | Nofilter applied Troubleshooting »
: @ ud started Management Root
1 -1 of 1 item 14| Junction Management
Logging

Select the reverse proxy instance and click on Manage > Junction Management

Junction Management - default

New ¥ | & Edit | 3 Delete

Standard Junction
me

{ | Virtual Junction d
Click on New > Standard Junction

Junction Servers Basic Authentication Identity S50 and LTPA General

Creation of a junction for an initial server

Junction Point Name # Junction Type
Jisam
Create Transparent Path Junction TCP
/ Stateful Junction SSL
TCP Proxy
SSL Proxy
Mutual
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In the Junction tab, enter /isam as the junction name. Select SSL and Stateful

Junction Servers Basic Authentication

Target Backend Servers. At least one serve|

P New || "% Edit | ¥ Delete

Hostname
2= __ | Nofilter applied

Junction In the Servers tab, click on New.

Add TCP or SSL Servers

Hostname * Query Contents

localhost

TCP or SSL Port # UUID of the Server

443

Virtual Host Distinguished Name(DN)

Virtual Host Port Windows File System Support

Local Address Treat URL as case insensitive

Save

Enter the Hostname* as localhost and TCP or SSL Port* as 443. Click on Save.
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Junction servers Basic Authentication Identity S50 and LTPA General

Supply identity information in HTTP headers

HTTP Basic Authentication Header
Ignore Ensure unique cookie names

GSO Resource or Group Preserve junction name for non-domain cookies

Include session cookie

- Identity Information . . . .
IV-USER Include junction name in cookies
IV-USER-L ; ”
~TV-GROUPS 4 Insert client IP address

4 IV-CREDS

Enable TFIM SSO

HTTP Header Encoding
UTF-8 URI Encoded

Junction Cookie

Junction Cookie Javascript Block
Inhead

In the Identity tab, set the values as shown below.

Click on Save and close the Junction dialog after the Save has completed.
25.2.3 Configure ACL policy for SP

Open an SSH session to the appliance. You could use ssh command-line (on a Linux system or in Cygwin) or
you could use PUTTY. You could also connect directly to the console of the appliance via VMWare.

SSH to isam.mysp.ibm.com and authenticate using the administrator credentials.

The authenticity of host 'isam.mysp.ibm.com (192.168.42.201)' can't be established.
ECDSA key fingerprint is SHA256:RSD1RkEy+1cZhtd8N53yR8mKiEO11DGx303gQ2IwWRy.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'isam.mysp.ibm.com,192.168.42.201"' (ECDSA) to the list of known
hosts.

admin@isam.mysp.ibm.com's password: PasswOrd

Last login: Wed Sep 23 13:44:26 2015

Welcome to the IBM Security Access Manager

Welcome to the IBM Security Access Manager appliance

Enter "help" for a list of available commands

isam.mysp.ibm.com>
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Navigate to isam and start the admin utility:

isam.mysp.ibm.com> isam
isam.mysp.ibm.com:isam> admin

pdadmin>

Login to the pdadmin console using the command : login -a sec_master -p PasswOrd . The password was set
for the user sec_master in one of the earlier sections.

pdadmin> login -a sec_master -p PasswOrd

Create an unauth ACL using the commands and attach it to SAML endpoints:

acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl

create saml20sp-unauth

modify saml20sp-unauth set group iv-admin TcmdbsvaBRrxl

modify saml20sp-unauth set group webseal-servers Tgmdbsrxl

modify saml20sp-unauth set user sec master TcmdbsvaBRrxl

modify saml20sp-unauth set any-other Tr

modify saml20sp-unauth set unauthenticated Tr

attach /WebSEAL/isam.mysp.ibm.com-default/favicon.ico saml20sp-unauth

attach /WebSEAL/isam.mysp.ibm.com-default/isam/sps/saml20sp/saml20/login saml20sp-unauth
attach /WebSEAL/isam.mysp.ibm.com-default/isam/sps/saml20sp/saml20/logininitial saml20sp-unauth
attach /WebSEAL/isam.mysp.ibm.com-default/isam/sps/saml20sp/saml20/slo saml20sp-unauth

attach /WebSEAL/isam.mysp.ibm.com-default/isam/sps/saml20sp/saml20/sloinitial saml20sp-unauth
attach /WebSEAL/isam.mysp.ibm.com-default/isam/sps/static saml20sp-unauth

Create an anyauth ACL and attach it to the SAML endpoints using the following commands:

acl
acl
acl
acl
acl
acl
acl

create
modify
modify
modify
modify
modify
attach

saml20sp-anyauth

saml20sp-anyauth set group iv-admin TcmdbsvaBRrxl

saml20sp-anyauth set group webseal-servers Tgmdbsrxl

saml20sp-anyauth set user sec_master TcmdbsvaBRrxl

saml20sp-anyauth set any-other Tr

saml20sp-anyauth set unauthenticated T
/WebSEAL/isam.mysp.ibm.com-default/isam/sps/saml20sp/saml20/auth saml20sp-anyauth

Run the object modify command to pass HTTP-Tag-Value attribute.

object modify /WebSEAL/isam.mysp.ibm.com-default/isam/ set attribute HTTP-Tag-Value
user_session_id=user_session_id

Save the changes by running the following command.

server replicate
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25.2.4 Configure the SP reverse proxy

IBM Security Access Manager

%, Home | Monitor { ~ Secure
Appliance Dashboard Analysis and Diagnostics ||} Web Settings
Manage Global Settings Global Keys
R Runtime Component URL Mapping S50 Keys
4 I Reverse Praxy I Junction Mapping LTPA Keys

Authorizatid- Server Client Certificate Mapping

Navigate to Secure Web Settings > Manage: Reverse Proxy

Reverse Proxy
':\_:;‘NEW | = Edit | # Delete | |> Start | @ Stop | Restart | Q§° Refresh I Manage ¥ I e
' PI Edit Configuration File JL"P

| Instance Hame State Changes EI Configuration
I ... | Mo fitter applied Troubleshoaoting » | Edit Tracing CaniguratiSﬁ’FilE
Ld started Trug| Management Root Web Content Protection
1-10f1tem 1012515001001 A Junction Management Import Configuration
Logging Export Configuration

Renew Management Certificate

Select the checkbox for the default Reverse Proxy instance. Click on Manage and select Configuration>Edit
Configuration File from the pop-up menu.

This will open the configuration file where we need to make a number of changes.

In the authentication-levels stanza add the following entries highlighted in green.
You should also remove the password level although it won’t matter for these use cases.

[authentication-levels]

level = unauthenticated
level =—password

level = ext-auth-interface

In the eai stanza modify eai-auth and add eai-redir-url-priority as highlighted in red:

[eal]
eai-auth = https

eai-redir-url-priority = yes

In the eai-trigger-urls stanza add the following entries highlighted in red.
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# EAI TRIGGER URLS
[eai-trigger-urls]

# If eai-auth is not 'none', then WebSEAL will examine the URLs of incoming
# requests to determine if they match one of the entries in this list.

# If they do, then WebSEAL will examine the corresponding server response to
# determine if it contains authentication data.

trigger = /isam/sps/auth*

trigger = /isam/sps/saml20sp/saml20/soap*

trigger = /isam/sps/saml20sp/saml20/slo¥*
trigger = /isam/sps/saml20sp/saml20/login¥*

Save and deploy the changes. Then select and restart the reverse proxy instance and ensure that the changes
are active after restarting.
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26 Appendix E — Using cURL to call POC Configuration REST

26.1 Configuration for the IdP

A junction on the Reverse Proxy instance for the IdP should be created, such that the federation runtime can be
accessed through the Reverse Proxy. In order to do this, the SSL Certificate presented by the federation runtime
must be added to pdsrv, the default trust store for the Reverse Proxy instances.

Once this certificate has been loaded, the auto-configuration endpoint will be invoked, making changes to the
Reverse Proxy configuration file and ACLs, and adding the junction to the federation runtime.

This section is completed only for the Identity Provider.
You will configure the Service Provider in a later section.

26.1.1 Load Federation Runtime SSL certificate into pdsrv trust store

You need to import the certificate that the runtime server uses into the pdsrv keystore. It is needed so that the
runtime junction creation will not fail.

m Manage

=5 gystem Settings

M

Secure Settings

|SS L Certificates |

File Downloads

Silent Configuration

Navigate to Manage System Settings > Secure Settings > SSL Certificates in the IdP appliance console / LMI

SSL Certificates

0 New | ¥ Delete ;;;h Refresh | o Replicate with Cluster Manage ¥
Certificate Database Name Type Edit S5L Certificate Database
2% .| Nofilter applied Details
embedded_ldap_keys Local Dezcribe
Imi_trust_store Local Rename
rt_profile_keys Local Import
E_“_ pdsrv Local Export

Select the pdsrv certificate database. Click Manage > Edit SSL Certificate Database
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Edit SSL Certificate Database - pdsrv

g New ¥ Edit | ¥ Delete ;;3‘1“ Refresh Manage -
: — | View
Signer Certificates| | Personal Certificates | Certi sts
Label K
2% | MNofilter applied Import
C Export Secure Server Certification
Entrust net Secure Server Certification A } 1999 Entrust.net
Authority | —xtre ventrust net/CPS incorp. by ref. (limits
i | oad _net,C=US

CN=Entrust.net Certification Authority (2048),0U=(c)
1989 Entrust.net

Limited, OU=www_entrust.net/CPS_2048 incorp. by ref.
{limits liab.),O=Entrust.net

Entrust.net Certification Authority (2048}

CN=Entrust.net Client Certification Authority OU=(c}
1999 Entrust.net

Limited, OU=www entrust.net/Client_CA_Info/CP5
incorp. by ref. limits liab.,O=Entrust.net.C=US

Entrust.net Client Certification Authority

Click on the Signer Certificates tab. Click Manage > Load

Load Signer Certificate

Server *
127.0.0.1

| Port *
443

| Certificate Label *
| Local Runtime

Load Cancel

Load the certificate from 127.0.0.1 as shown above.

Save and deploy the changes. Navigate to the Secure Web Settings = Reverse Proxy menu. Select and
restart the reverse proxy instance and ensure that the changes are active after restarting.
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26.1.2 Federation auto-configuration endpoint

The 'fed_config' endpoint is an APl endpoint which you will access via cURL.

Issue a GET request to the federations endpoint to view the id of the ISAMOP federation

$ curl -k -u admin:PasswOrd -H 'Accept: application/json' -H 'Content-Type: application/json'
https://isam.myidp.ibm.com/iam/access/v8/federations

[{"protocol":"OIDC","role":"op", "templateName":"","configuration": {"authorizationCodeLength":
30, "authorizationGrantLifetime":604800, "grantTypesSupported": ["authorization code","implicit"
],"issuerIdentifier":"https:\/\/www.myidp.ibm.com","attributeMapping":{"map":[]}, "authorizati
onCodeLifetime":30, "accessTokenLength":40,"identityMapping":{"activeDelegateId":"default-
map", "properties":{"identityMappingRuleReference":"5","ruleType" :"JAVASCRIPT"}},"idTokenLifet
ime":7200, "signatureAlgorithm" :"HS256", "accessTokenLifetime":7200, "refreshTokenLength":50},"n
ame" : "ISAMOP", "id":"uuidd36144cb-0152-1a77-9a02-febccb94da75"} ]

In this example, there is only one federation, the id of which is uuidd36144cb-0152-1a77-9a02-febccb94da75.
Issue a POST request containing the following data, substituting the federation id with the one from your
environment.

$ curl -k -v -u admin:PasswOrd -H 'Accept: application/json' -H 'Content-Type:
application/json' https://isam.myidp.ibm.com/wga/reverseproxy/default/fed config -d '{
"runtime": {"hostname":"localhost", "port":"443", "username" :"easuser", "password" :"PasswOrd"
},"federation id":"uuidd36144cb-0152-1a77-9a02-febccb94da75"}"

* Trying 192.168.42.101...

Server auth using Basic with user 'admin'

*

> POST /wga/reverseproxy/default/fed config HTTP/1.1
> Host: isam.myidp.ibm.com

> Authorization: Basic YWRtaW46UGFzc3cwcmQ=

> User-Agent: curl/7.43.0

> Accept: application/json

> Content-Type: application/json

> Content-Length: 157

>

* upload completely sent off: 157 out of 157 bytes
< HTTP/1.1 204 No Content

<

*

Connection #0 to host isam.myidp.ibm.com left intact

An HTTP response code of 204 indicates that the request completed successfully. The changes have been made
to the policy server, the reverse proxy configuration file, and the reverse proxy junctions

Open the LMI, and save and deploy the changes. Then select and restart the reverse proxy instance and ensure
that the changes are active after restarting.

Page 317 of 330




(S 1BM Security

~

26.2 ISAM Configuration for SP

A junction on the Reverse Proxy instance for the SP should be created, such that the federation runtime can be
accessed through the Reverse Proxy. In order to do this, the SSL Certificate presented by the federation runtime
must be added to pdsrv, the default trust store for the Reverse Proxy instances.

Once this certificate has been loaded, the auto-configuration endpoint will be invoked, making changes to the
Reverse Proxy configuration file and ACLs, and adding the junction to the federation runtime.

This section is completed only for the Service Provider.
You should have configured the Identity Provider in the previous section.

26.2.1 Load SSL certificates

You need to import the certificate that the runtime server uses into the pdsrv keystore. It is needed so that the

runtime iunction creation will not fail.

L./ Manage

n == System Settings

Secure Settings

|SS L Certificates |

File Downloads

Silent Configuration

Navigate to Manage System Settings > Secure Settings > SSL Certificates in the SP appliance console / LMI

SSL Certificates

0 New | ¥ Delete ;;;h Refresh | o Replicate with Cluster Manage ¥
B e Type Edit S5L Certificate Database
2 | Nofilter applied Details
embedded_ldap_keys Local Describe
Imi_trust_store Local Rename
ri_profile_keys Local Import
—
@ pdsrv Local Export

Select the pdsrv certificate database. Click Manage > Edit SSL Certificate Database
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Edit SSL Certificate Database - pdsrv

g New ¥ Edit | ¥ Delete ;;3‘1“ Refresh Manage -
: — | View
Signer Certificates| | Personal Certificates | Certi sts
Label K
2% | MNofilter applied Import
C Export Secure Server Certification
Entrust net Secure Server Certification A } 1999 Entrust.net
Authority | —xtre ventrust net/CPS incorp. by ref. (limits
i | oad _net,C=US

CN=Entrust.net Certification Authority (2048),0U=(c)
1989 Entrust.net

Limited, OU=www_entrust.net/CPS_2048 incorp. by ref.
{limits liab.),O=Entrust.net

CN=Entrust.net Client Certification Authority OU=(c}
1999 Entrust.net

Limited, OU=www entrust.net/Client_CA_Info/CP5
incorp. by ref. limits liab.,O=Entrust.net.C=US

Entrust.net Certification Authority (2048}

Entrust.net Client Certification Authority

Click on the Signer Certificates tab. Click Manage > Load

| Load Signer Certificate

Server *
127.0.0.1

| Port *
443

| Certificate Label *
| Local Runtime

Load Cancel

Load the certificate from 127.0.0.1 as shown above. Click Close.

Save and deploy the changes. Navigate to the Secure Web Settings>Reverse Proxy menu. Select and restart
the reverse proxy instance and ensure that the changes are active after restarting.
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26.2.2 Federation auto-configuration endpoint

The 'fed_config' endpoint is an API endpoint which you will access via cURL.

Issue a GET request to the federations endpoint to view the id of the ISAMRP federation

$ curl -k -u admin:PasswOrd -H 'Accept: application/json' -H 'Content-Type: application/json'
https://isam.mysp.ibm.com/iam/access/v8/federations

[{"protocol":"OIDC","role":"rp", "templateName":"","configuration": {"attributeMapping": {"map":
[1},"identityMapping":{"activeDelegateId":"default-

map", "properties":{"identityMappingRuleReference":"6", "ruleType" :"JAVASCRIPT"}}}, "name":"ISAM
RP","id":"uuidd3854bc5-0152-1lee3-af6a-b227acdee231"}]

In this example, there is only one federation, the id of which is uuidd3854bc5-0152-1ee3-af6a-b227acdee231.
Issue a POST request containing the following data, substituting the federation id with the one from your
environment.

$ curl -k -v -u admin:PasswOrd -H 'Accept: application/json' -H 'Content-Type:
application/json' https://isam.mysp.ibm.com/wga/reverseproxy/default/fed config -d '{
"runtime":{ "hostname":"localhost", "port":"443", "username":"easuser", "password":"PasswOrd"
},"federation id":"uuidd3854bc5-0152-1lee3-af6a-b227acdee231"}"'

* Trying 192.168.42.201...

Server auth using Basic with user 'admin'

POST /wga/reverseproxy/default/fed config HTTP/1.1
Host: isam.mysp.ibm.com

Authorization: Basic YWRtaW46UGFzc3cwcmQ=
User-Agent: curl/7.43.0

Accept: application/json

Content-Type: application/json

Content-Length: 157

upload completely sent off: 157 out of 157 bytes
HTTP/1.1 204 No Content

A *V VVVVVVV *:.

* Connection #0 to host isam.mysp.ibm.com left intact

An HTTP response code of 204 indicates that the request completed successfully. The changes have been made
to the policy server, the reverse proxy configuration file

Open the LMI, and save and deploy the changes. Then select and restart the reverse proxy instance and ensure
that the changes are active after restarting.
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27 Appendix F — Configuring OAuth2.0 Device Flow

This OAuth 2.0 authorization flow for browser less and input constrained devices is called device flow.

The OAuth device flow is intended for use where the OAuth client is unable to provide any input mechanism to the
user and is only able to broadcast information.

Such applications would be smart devices which can display (for example, a smart device plugged into a TV)
content, but not provide a user-agent. This means the flow of information is one way from the client to the

resource owner.

27.1 Pre-requisites and configuration

e The OpenlD Connect Provider should have enable device grant as a supported grant type. We can check

that.

Using the administration console on the Identity Provider, navigate to Secure Federation -> OpenlID

Connect and API protection

Home
B Appliance Dashboard

Manage
Federations

Security Token Service
Attribute Source

Grants

%| Monitor
“ Analysis and Diagnostics

OpenID Connect and API Protection

Alias Service Settings

{ 2\ Secure Cha Secure _-f.-‘-; Secure
e ¥ Web Settings t'_'.,r' Access Control ) Foderation
Global Settings Global Keys
Advanced Configuration LTPA Keys

User Registry

Runtime Parameters
Template Files

Mapping Rules

Distributed Session Cache
Server Connections
Partner Templates

Point of Contact

Access Policies

Click on the API Definition OIDCDefinition and Edit.

OpenlD Connect and API Protection

API Definition

OIDCDefinition

Definitions Resources Clients

Mapping Rules
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Check the Grant Types for the definition.

OpenlD Connect and APl Protection

Save

Name: OIDCDefinition

Description:

Definitions Resources Clients Mapping Rules

Grant types: Authorization code, Resource owner username password, Client credentials, Implicit, JWT Bearer, SAML 2.0 Bearer,

Provider ID:

Access Policy:

https:/flocalhost/sps/oauth/oauth20/1

e Updating the Post Token Mapping Rule
In the LMI Administration console, navigate to Secure Federation>Global Settings: Mapping Rules.3

Using the administration console on the Identity Provider, navigate to Secure Federation -> OpenID Connect

and API protection

Home
8¥ Appliance Dashboard

Manage
Federations

Security Token Service

Attribute Source

Grants

Monitor
Analysis and Diagnostics

OpenID Connect and API Protection

Alias Service Settings

Navigate to Mapping Rules

Global Settings
Advanced Configuration

User Registry

Runtime Parameters
Template Files

Mapping Rules

Distributed Session Cache
Server Connections
Partner Templates

Point of Contact

Access Policies

{ 2\ Secure
\Ll'.) Web Settings

Global Keys
LTPA Keys

"-IL:-L Secure
t") Federation

Secure
Access Control
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OpenlD Connect and API Protection Definitions Resources Clients | Mapping Rules

b

L

API Definition

QIDCDefinition

Select the OIDCDefinitionPostTokenGeneration mapping rule and Click on Edit.

OpenlD Connect and API Protection Definitions Resources Clients Mapping Rules

(*Aadd ) Import | [ Edit Delete ] Export ] Replace

Mapping Rules

OIDCDefinitionPostTokenGeneration
Lategory: UAUTH

OIDCDefinitionPre TokenGeneration

Category: OAUTH

Look for var webseal_portion = “https://localhost/isam” and replace it with var webseal_portion =
"https://www.myidp.ibm.com/mga”;

Click on Save and Deploy Pending Changes.

27.2 Testing OAuth2.0 Device Flow

SCRIPT-START:

Run this script: DeviceFlow.py

L If you use this script, skip to the corresponding SCRIPT-END notice J

Output
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Initiating device flow.

Received:

|Device Code (A secret, not usually shown): OXN30er4L21hesJ45NydhAErquRz|

[User Code: ecsr-eraz |

|Ver1flcat10n_ur1: https://www.myidp.ibm.com/mga/sps/cauth/ocauthZ0/user authorize

Visit the verification uri and input the user code

Polling for the token to be validated......

The device flow starts with a device requesting authorization. This results in two codes, one which is kept by the
device(device_code) and the user_code which is displayed with a verification_uri to the end user.

Access the verification_uri and login with username password, testuser/PasswOrd.

® & |hitp

I: Unverifie... “‘ﬁ ACR Demo SLOSessionlndex Hodor | MasterskillsUniversity “‘ﬁ AttributeConsumerSve... MasterCard Cookbook

w.myidp.ibm.com/mga/sps/oauth/oauth20/user_authorize | e O W Search

IBM Security Access Manager

Username:

Password:

Enter the user_code that device script output and Click on Submit
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OAuth 2.0 - Device flow authorization pending
The following error was encountered while processing your OAuth request:

Error Code: invalid_request

Errar Description: #+FBTOAU202E The required parameter: [user_code] was not found in the request.

User Code: [ecareraz

If the user_code is correct, we see a authorization success message.

OAuth 2.0 - Device flow authorization successful
The Device ISAM Client showing ecsr-erazhas been authorized.

DeviceFlow script output once the user code is entered
Initiating device flow.

Received:

Device Code (A secret, not usually shown): 0XN30eFy4L2lhesJ45NydhAErqwQRz

|User Code: ecsr-eraz |

[Verification uri: https://www.myidp.ibm.com/mga/sps/oauth/oauth20/user authorize

Visit the verification uri and input the user code

Polling for the token to be wvalidated......

Flow successful

Access Token: 8W6iaz3LZuESPKOLPvY9w

[Fefresh Token: jtgbn8tBloYikf6jRFuFm40R2wuoTkdZUHiHIC33|

|Scope: scopel scopeZ
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27.3 Testing OAuth2.0 Device Flow using curl

The client makes a request to device authorize and receives a device_code, a user_code and a verification_uri.

curl --request POST \

--url

'https://www.myidp.ibm.com/mga/sps/oauth/oauth20/device authorize?scope=scopel%20scope2&clien
t id=clientID'\

--header 'accept: application/json’'

Response

"user code": “8meqg-bjb2",

"device code": "Ak1EHlyTjfxuCYQbp0l0BUw5ghSijv",

"scope": "scopelscopel2",

"interval": 5,

"verification uri complete": "https:
\/\/www.myidp.ibm.com\/mga\/sps\/oauth\/oauth20\/user authorize?user code=8meg-bjb2",

"verification uri": "https:
\/\/www.myidp.ibm.com\/mga\/sps\/ocauth\/oauth20\/user authorize",

"expires in": 299

}

The client begins polling the token endpoint with the device_code, it will receive errors of 'authorization_pending'
or 'slow_down' while it waits for a user to verify the user code

Polling the token endpoint

curl --request POST \

--url 'https://www.myidp.ibm.com/mga/sps/oauth/ocauth20/token'\

--header 'accept: application/json'\

--header 'content-type: application/x-www-form-urlencoded' \

--data

'client id=clientID&client secret=clientSecret&grant type=urn%3Aietf%3Aparams%3Aoauth%3Agrant
-type%3Adevice code&device code=qwMYmmCAIRNrAAF8j70sKOAHQ]jPpi8'

Response

{
"error description”: "FBTOAU256E Pending. The user code is not yet verified.",
"error": "slow down"

The user visits the verification uri presenting the user_code. The user will then be prompted to authenticate.

Page 326 of 330




(S 1BM Security

~

o) |h'_'_0_::

l: Unverifie.. & ACR Demo SLOSessionIndex Hodor | £33 MasterskillsUniversity <& AttributeConsumersSvc... MasterCard Cookbook

IBM Security Access Manager

Username:

testuser

Password:

After the user has authenticated and entered the user_code.

OAuth 2.0 - Device flow authorization pending
The following error was encountered while processing your OAuth request:

Error Code: invalid_request

Error Description: #FBTOAU211E The [urn:ietf:params:oauth:grant-type:device_code] received of type [user_code] does not exist.
User Code: 8meg-bjb2

If the code is correct a success page is shown

OAuth 2.0 - Device flow authorization successful
The Device ISAM Client showing 8meqg-hjb2 as been authorized.

Retrieving the access token
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curl --request POST \

--url 'https://www.myidp.ibm.com/mga/sps/oauth/ocauth20/token'\

--header 'accept: application/json'\

--header 'content-type: application/x-www-form-urlencoded' \

--data

'client id=clientIDé&client secret=clientSecret&grant type=urn$3Aietf$3Aparams$3Acauth%3Agrant
-type%3Adevice code&device code=qwMYmmCAlRNrAAF8j70sKOAHQ]jPpi8'

Response
{
"access_token": "anguBpUYmpOQQ2lEXcvj",
"refresh token": "F2w6H10BdLcbpBeiFzmteOP2PjnLWaoreQFhulWH”,
"scope": "scopel scope2",
"token type": "bearer",
"expires in": 3599
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28 Statement of Good Security Practices

IT system security involves protecting systems and information through prevention, detection and response to improper
access from within and outside your enterprise. Improper access can result in information being altered, destroyed,
misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT
system or product should be considered completely secure and no single product, service or security measure can be
completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a
comprehensive security approach, which will necessarily involve additional operational procedures, and may require other
systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR
SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL
CONDUCT OF ANY PARTY.
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