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[FCHIC

B LERDOMEDIT
— L EHX. IBM SevOne Network Performance Management (NPM) Y1) 2—3, 3 > M 55, Data Appliance
NMS (PAS) & Data Insight DR F UV N o ZFFH L -EARMLGERBREIC DLW TOEMEEDRERZEREN

A FELTFEED-LDTY, SevOneDEHRE. L LLFENLDHMAESHLEZHRBELI-EMTEHY FE
AJO

B IEEIE
—LUEHICEENSHERIIAGERLGEVEEZEHLTCHBYEIN, EXLGLEL—FRITTELT . HEHIZE
HEN-ABRICEAL THRSRIITAILDTIEHYFEHA, CCTORFRBIEIHETTHLXIEFEHRTHY.
FREOEFIZEVWTEREHODNSGEDEL, EHOARBIZE>TZITE=UWWHWESEZICEAL T—UIOREEE
ITHEDTIEHY FEA,

B TRER
— 20224418 #FR (v1.0) 1ERK
— 2022458 junipertéas DIRFEHER % 1B5C

HXNMS: Network Management System
PAS: Performance Appliance System
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IBM Automation

ok Wb

(3. oy hJ—HEE

SNMP
IP SLA
NBAR (Network-Based Application Recognition)

xFlow
Wi-Fi
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3.1. SNMP

R NP
— SNMP Walk (SNMP v2c¢)
¢ SevOne NMSH 5 X A w FIZxt L TSNMP Walk#{TULWMIBIEHRZ MG T A 2 L 2FERT 5

— SNMP Trap32{& (SNMP v2c)
« 24 yFIZTlnterfacefEEEXHESIE., TN EEZDTraphSevOne NMSTRIE/MIBTE S T L 2RI 5
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3.1.1. HREEAERK
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3.1.2. :%5%F

B R EHE
1. NMSOEFE
« NMS Cluster Level D& E
* NMSEETO T/ R(Zx3 B{EA DSNMPELTE
« SNMP PollingB5f318 B D% E
s TrapZEFDEHDRTE

2. T/\1 ADSNMPELTE
« Catalyst 93000 Sample Config
« Catalyst 98000 Sample Config
» VSRXMSample Config

MAEH TILCI9300, C9800, VSRXTMOSNMPDRTEFEFFEBN L TS A, BRIHERIZCI300MDHBE L TLVD, DRI DOWLWTEHE
FEIZSNMP Walk, SNMP TrapDENMEREEEZZEHE L 1=H'. CO300L DR L L o --ORIHERDRNBEIZEB LTS,
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3.1.2.1. NMSDOE&5E (1/6)

B NMS Cluster L)L TODHRTE
—[Administration] > [Cluster Manager] > [Cluster Settings] > [SNMP] TCluster L X JLODSNMPER FE H AT RE

— A& TldDefault Community StringMHEBEEHAE T A X
« Default Community Stringld. NMSH T /34 R & H L F=FRIZFEIB(ZSNMP pollingZ it % & =2 {# A9 % Community String
BEHEERT D ENTRET, EADIEFIZEH L TS
— When SevOne NMS discovers a device and attempts to poll SNMP data, the first string in the list is tested. If that string fails, the subsequent strings are tested, in
sequence, until a string is successful. The successful community string appears on the Edit Device page for the device.

o MHPIREE TIXRead CommunitylZ“public”A’, Write CommunitylZ“private” &R SN TV
« KIBEEIZH L TIE. Read Community / Write Community[Z“SevOne-Test” % 1810

= Default Community Strings

SLA
Read Community Strings Write Community Strings
+ Add + Add
Name Actions l Name Actions
public private
SevOne-Test a S | [sevoneTest a = Qi

E|2125(58|a|8

SNMP

Save ’ ’ Reset
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3.1.2.1. NMSD&E (2/6)

B NMSEETOT /A R(Zx3 BEFIDSNMPEERE
—AZa— - /N—& Y, [Devices] > [Device Manager] % #E1R

. Sevone Reports Events Applications Device Adminis
eicome Device Manager
Object Manager o
Favorite Reports Alert Summary

Device Mover 3

27 Mar 2 Discovery Manager r

* Grouping >

SNMP Walk

VMware Browser

[{_“'o:} Manage J [& Create Report | » Everything

—~ R T/INA XEFE R L. [Actions] FIEA D [Edit this device] 74 3 > & ER

Device Manager

Devices

»
% {§} v Add Device E Move selected to Deletion Queue [—_f[ Import CSV -__J Wrap Text | O\ Search.. v x| @ CSV ~ @ PDF ~ B Detach ~
] . Indicators Per Second .
172.22.72.102 172.22.72.102 1 SevOne Appliance 300 0.02
ASAv 172.22.72.201 14 SevOne Appliance 300 0.04
£9200:4 172.22.11.93 150 SevOne Appliance 300 5.92
v/ C9300-B 172.22.72.93 159 SevOne Appliance 300 5.94 @
C9800 172.22.98.1 67 SevOne Appliance 300 1.13
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3.1.2.1. NMSDE&5E (3/6)

IBM Automation

10

B NMSEIEBETODT/\( XX BEBIODSNMPEEE
— EIE FEDPlUginDEFTT [SNMP] Z:# R L. BIE/NTA—F—%F%TFE

SNMP ¥ |

SNMP Capable:

SNMP Walk Max Repetitions:

Version: [2c v] F I8 RIZEBET BCommunity StringE R L £ D E[FET 2
Lock Version: v 7] COTNAZADEE EINT- & FIT, ERFHDDefault Community String
SNMP Port: [161 | TpollinghATEIGZEIE. TDELAZRIMNLEY FEND
Read Community String: SevOne-Test
Write Community String: seessssscse
Test OID: 136121110 @(Default: .1.3.6.1.2.1.1.1.0 )
Query Delay: D seconds
Query Delay (on failure): D seconds
Test this device's saved settings.
Synchronize Interface Administrative Status: Synchronize Interface Operational Status:
Strict RFC 2233 Support: | Auto v |@9
Prefer 64-bit Counters: | Prefer 64-bit v |(9
1P/Interface Correlation: @
Trap Destination Discovery: | Auto v |@9 View Device Trap Destination Associations.
Max PDU Discovery: [On v [Edit Indicator Types to Monitor]Z# T 9 % & . Indicator Type Mappingd RX—I2EH T 5

D v @ | MIEROR—CTHH

Edit Indicator Types to Monitor

[ Swe T SeveAshew JAddDevoo Dolton Quwe] —Cancel | Restre Pevios Setos
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3.1.2.1. NMSOE&5E (4/6)

IBM Automation

1

B SNMP Polling B5fR1E B D& E

— RIR— T D [Edit Indicator Types to Monitor] Z# T L =12 D EmE (SNMP Poller Indicator Type Mapping)

—FryIHBA->TWBIEE EpollingERxtH

—~HHEEICETOMIB/OIDNEENSDIFTTIELGL . THRNARZEICE>TRERSNIEREBLELG D

RNSNHIEREENEDEIITREFLO>DTVEIMNERRN—DF

3]

/ ZEX)

~ =1 SNMP Poller Indicator Type Mapping for C9300-B

old entries al th y stem defaults.

alic entries are tly nabled for this devi
ormal en riesar ently disabled for this d
L

L ents
olored entries are unmapp ed Indicator Types Th wll be mapped to their default values at the next discovery.

0NZsw®

CPU

CPU Load

CPU/CPU (Cisco 10S)

CPU 1 Minute Average

CPU 5 Minute Average

CPU 5 Second Average
Stub for hrPro

Crossbar/Crossbar (Cisco 10S)
In Err

In Utilization

Out Dropped Packets
Out Errors

out Utilization
Peak In Utilizatiol

~/ Peak Out Utilizatio

Css CPU/CSS CPU (Cisco 10S)

CPU Average
CPU Instant

©2022 IBM Corporation



IBM Automation

(%) Device Type & Object Typel=ZD ULV T (1/4)

B Device Type & Object TypelZDUNT

—NMSIZIE, TNNARERV T —DOHEBIZEDNTHEET 57 )L— T (Device Type EFESR) AEZEINTLND
* Device Typel#EPRREET NS DAER SN TLNSD, Ff=ITEMT S & B ATHEE
« 1DDT /31 RIFEEDDevice TypelZ[@3 5 Z & AAJHE

— & Device Type Z & (2. Z®DDevice TypelZ&HhE1=PollingBZtRIEE D+t v k (Object Type & FEAY) HSEEES (+
LBNTWLD
« Object TypelSHERET N DHWEZRSINTLNSH, #FHT=[ZObject TypeZBMT 5 & £ AEE
- MEPREE TREE SN T L S Device TypelZ[XObject TypeDEEET 1T L RIMNOEBZEIN TSN, HREZ T A XHHE

B BIR— U DEE (SNMP Poller Indicator Type Mapping) IZ1&, ZD T /314 AHVE T Device TypelZ
BEE D+ 5 f=0bject TypeMTREINTULVS, EWVVSBERICE-DTLVS
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(&%) Device Type & Object Typel=DLVT (2/4)

IBM Automation

13

B Device Type
— [Administration] > [Monitoring Configuration] > [Device Types]

Device Types

4 Add Device Type | Search

W | Device Type Actions

=) CISCU ASK

X

[=| Cisco 10S

Cisco IOSMDevice Type D4l

‘ + | [® AddRule

Do ome o eron — Margren e o0 s oot spome ———— srooia ———Waobe

(=) Cisco BTS
@ Cisco CallManager (Internetwork Operat...
(=) Cisco CAT-0S
(=) Cisco CSS
L Cisco CSSv7.4 _ . _ . - . Ee

[ Gowns =0 / Z MDevice TypelZBEE ST [+ 51 TLY50bject TypeD—&
=TSR s
(== Cisco MDS Object Types I Device Type Membership ‘
gzzzz :g—s(;s Add ~ Associate Unassociate ||C
@ cisco X L TSN —
@ Cisco SRP |2 Inherited
= Cisco Unlty Volcermail Chassis Al Object Types SNMP Poller All Device Types/Generic
g E:zz: xi:aless CPU All Object Types SNMP Poller All Device Types/Generic
@ Cisco Wireless Controller (L. Fan Condition All Object Types SNMP Poller All Device Types/Generic
(=3 ConnectUPS Icmp All Object Types SNMP Poller All Device Types/Generic
@ Decru Interface All Object Types SNMP Poller All Device Types/Generic
@ Egate SCSI Drive All Object Types SNMP Poller All Device Types/Generic
(== Empirix Smart Array Controller All Object Types SNMP Poller All Device Types/Generic
(S Enterasys TCP Group All Object Types SNMP Poller All Device Types/Generic
g :EZLogics WWW Service All Object Types SNMP Poller All Device Types/Generic
(=) Extreme Networks
@ F5 BIG-IP v4 Application Server (Cisco I0S) All Object Types/Application Server SNMP Poller Local
@ F5 BIG-IP vo Application Server Process (Cisco I0S) All Object Types/Application Server Process SNMP Poller Local
g ::i:ife Application Server Route (Cisco 10S) All Object Types/Application Server Route SNMP Poller Local
@ Geist EM PDU Chassis (Cisco I0S) All Object Types/Chassis SNMP Poller Local
(= HP JetDirect Cisco Content Switch (Cisco I0S) All Object Types/Cisco Content Switch SNMP Poller Local
@ HP Procurve CPU (Cisco I0S) All Object Types/CPU SNMP Poller Local

N\ LA HP X 100) Al Qhiact e Cocchar SAMD Dol Laeal

Inherited & LocalM 218 3 5

+ Inherited(ZEH D Device Type TRAE (T T
MENTLYAObject Type

+ Localld Z MDevice TypelZBEERf I+ 5h
TLVY5O0bject Type
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(&%) Device Type & Object Typel=D L T (3/4)

B T/\1 X%Device TypelZ &% T 5 A%

- BBTOER
* Device TypelZAdd RuleZF& L. HABFEDFHIC—H L 1= 5 ZDDevice TypelZB T 5L 2HTET S

Device Types

Device T' ) _ .
:;:::;Type - Cisco IOS Add RuleDEHIZ—F L F=7/314 X[,
[ Add Rul BEIRIIZ Z DDevice Type’\ﬁjlﬂé*l,%)
[ e OESEIE - ule

5 Cisco Arroyo Server : 9 : : = — = \ ‘ ‘ - :

S E:zz: :z: . (Int:metwork 0... . .

(=) Cisco BTS

(=) Cisco CallManager

(=) Cisco CAT-0S

—~FEITDEEX
« [Devices] > [Device Manager] > [Edit This Device] DEIEIZ T, Device GroupsDEHD TEFENEERT S

anager, C9300-B-SevOne-Test, ... ( 14 Additional ) | ¥

|| =7 WL Uiswu

— f417] (=2 All Device Types — .
| Cj;j B h &k L 1=L Device TypelZ
=[] (=) Generic a: T ‘yo EL\*L%)
[]{==) A10 Load Balancer
(=) Accedian
(=) Acme Packet
[] (== Adtran
(=) Adva TS 150
(=) Alcatel .
(=) Alcatel iSAM 7330 by
[ ] (=) Allot Communications

SysObjectld: | .1.3.6.1.4.1.9.1.2494
SysContact:

©2022 IBM Corporation



(&%) Device Type & Object TypelZD UL\ T (4/4)

IBM Automation

15

B Object Type

— [Administration] > [Monitoring Configuration] > [Object Types]

Object Types
Objects Types Indicator Types
Filter:  SNMP Poller v || 4 Add 5 v | 4 Add Atomic Indicator Type <+ Add Synthetic Indicator Type O Search ~

T ) n-_m_m

=y cPU
[im CPU (Alcatel)
h CPU (Allot Communications)
h CPU (Alteon Application S...
[ cPu (Arris CMTS)
[ cPU (Arubaos)
[im cPU (Aventail)
| cpu (BelAir)
[l CPU (Blue Coat ProxySG)
[ CPU (BNT RackSwitch)
i cPU (Brix Verifier)
[ cPu (BSTDX)
i cpu (cBX)
h CPU (CedarPoint Safari)
[l cPU (Checkpoint)
[ cPU (Ciena)
i cPU (Cisco ACE)
[im cPU (Cisco ASA)
[l cPU (Cisco ASR)
[l CPU (Cisco CSS v7.4)
i cPu (Cisco CSS)
h CPU (Cisco I0S XR)

I\
M
(B
(v
(v
vl
M
(<
(v
(v
vl
vl
M
(<
(v
(v
M
(<
M
(v
vl

| i cPU (Cisco 105)

1 |

i CPU (Cisco MDS)
[l cPU (Cisco NX-05)

M
M
= |

cpmCPUTotaliminRev Percent CPU 1 Minute Average Local I' N |
r cpmCPUTotal5minRev Percent CPU 5 Minute Average Local [|
r cpmCPUTotal5secRev Percent CPU 5 Second Average Local [|
L hrProcessorLoad Number Stub for hrProcessorLoad Derived from CPU (Percent) |I J
Z MObject TypelZ& F£ 41 5 Indicatord—
Z MObject Type N EEED T 5 TLr5Device TypeD—
(Device Types v\
[jl Associate X Unassociate O\ Search ~ X
I:I Default
Generic/Cisco 10S
. J

/_I CPU (Cisco I0S) M Object Type® 45l
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3.1.2.1. NMSD &5 (5/6)

B TrapHEROEHOBRT
—Trap Event EditorIZT. TrapZ{EFRDE 8% % E ol HE
—[Event] > [Configuration] > [Trap Event Editor] W67V £ X

Applications Devices Adminis

SevOne Reports

Welcome Takanori Alerts

Alert Summary

Favorite Reports | ot W T — DHIKETL DD DTrap EventAEHE A TS

Configuration Policy Browser i
i? Instant Status Threshold Browser
Status Map Manager Trap Destinations jireplEventiscitor
N Filter
= S o
2] fage | gate'Repq__Trap Destination Associations search =
Trap Event Editor ID: Emailed
. Grouping Options
- QID: E'
Discovery Status Trap v3 Recelvel' Variable Bindings
4 Log: -
™Y
- - Alert: "
Message:
Apply Filter Clear Filter
Events
> 4 Add Trap Event | ] Delete Selected | O Search + x

S S I U L
4

IF-MIB::linkDown Yes Alert Trap received from $dev: $oid -- Bindings: $var -- An interface has gone down. Yes

o
£

25 RFC1155-SMI::enterprises.437.1.1.3.0.4 Yes Trap received from $dev: $oid -- Bindings: $var -- The number of broadcast packets received in a second from a port is higher t... = Yes
27 RFC1155-SMI::enterprises.437.1.1.3.0.3 Yes Alert Trap received from $dev: $oid -- Bindings: $var -- An address violation has been detected on a secured port. Yes
28 RFC1155-SMI::enterprises.437.1.1.3.0.0 Yes Alert Trap received from $dev: $oid -- Bindings: $var -- A user is repeatedly trying to log in the switch using an invalid password. Yes
87 IF-MIB::linkDown.1.3.6.1.4.1.9.5 Yes Trap received from $dev: $oid -- Bindings: $var -- An interface has gone down. Yes
18 RFC1155-SMI::enterprises.494.4.0.2 Yes Trap received from $dev: $oid -- Bindings: $var -- The external fan has failed. Yes
22 RFC1155-SMI::enterprises.494.4.0.1 Yes Trap received from $dev: $oid -- Bindings: $var -- The Power Supply fan has failed. Yes
24 RFC1155-SMI::enterprises.437.1.1.3.0.5 Yes m Trap received from $dev: $oid -- Bindings: $var -- A redundant power source is connected to the switch but a failure exists in th...  Yes
2 RFC1155-SML: enterprises.437.1.1.3.0.1 Yes Trap received from $dev: $oid - Bindings: $var - The Power On Self Test (POST) code did not pass all tests. Yes
58 CISCO-SMI::ciscoMgmt.20.1.5.0.1 Yes m Trap received from $dev: $oid -- Bindings: $var - A significant link event has been recognized resulting in the degradation of th...  Yes
63 CISCO-ENVMON-MIB::ciscoEnvMonVoltageNotifi... ~ Yes Trap received from $dev: $oid -- Bindings: $var -- The voltage measured at a given testpoint was outside the normal range for t... Yes
64 CISCO-ENVMON-MIB: :ciscoEnvMonShutdownNo...  Yes m Trap received from $dev: $oid -- Bindings: $var -- The environmental monitor detected a testpoint reaching a critical state and ... ~ Yes
75 CISCO-STACK-MIB::esStack.2.0.3 Yes Trap received from $dev: $oid -- Bindings: $var -- Temperature state changed. Yes
——
X | Page [1 | of5 | b DI | & Displaying 1-25 of 124
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3.1.2.1. NMSDO&5E (6/6)

B Trap=ERFNEFHDETE
—EEFAHDTrap EventZZEE T HIZ1E. SR DTrap EventZFEIR L. [Actions] FID [Edit] 74 3 > Z &R

— S [EIXIF-MIB::linkDownDTrap Z 3248 L ;=fEDActionZ RMD@E L) &=
* Alert MSeverity L N )L Z #HAER EBED “Notice”h b “Alert”|IZEH

Events

4 Add Trap Event | 1 Delete Selected | O, Search + |linkDown

n“__——

IF-MIB::linkDown Notice Trap received from $dev: $oid -- Bindings: $var -- An interface has gone down.
Edit Trap Event X Edit Trap Event X
[V Enabled [V Enabled
Match Actions Match Actions
Target OID: | IF-MIB::linkDown E || #Log Target OID: 1F-MIB::linkDown E || #Log
- . T e | o 4
Device Groups: <] || A | votice | T R E
N T<] Trap received from $dev: $oid -- Bindings: $var -- An interface has gone A - 'Trap received from $dev: $oid -- Bindings: $var -- An interface has gone
Devices: ‘ down. Devices: ‘ down.
Variable Conditions [] Email Variable Conditions [] Email
+ Add /M + Add
oID Op Value Actions = oID Op Value Actions
Email Addresses Email Addresses
Unique OIDs Unique OIDs
+ Add Bl 4 Add e il
[0} Actions o Actions
Save As New ‘ ‘ Save ‘ ‘ Cancel ‘ Save As New ‘ ‘ Save ‘ ’ Cancel

17 ©2022 IBM Corporation
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3.1.2.2. 7/51 ADSNMPER5E (CiscoT /31 R)

B Catalyst 9300 Sample Config

C9300-B#show running-config | i snmp-server
snmp-server community SevOne-Test RW I
snmp-server enable traps xx | AT HTrapZEXE (“snmp-server enable traps” 3 F T—HE&EER)
snmp-server host 172.22.160.51 version 2c SevOne-Test

B Catalyst 9800 Sample Config

C9800-1# show running-config | i snmp-server
snmp-server community SevOne-Test RW

snmp-server enable traps xx BT BTrapZRE (“snmp-server enable traps” 3 < > K T—E&ER)
snmp-server host 172.22.160.51 version 2¢ SevOne-Test

#APDTrapZ /T 5= DBMETE
C9800-1# show running-config | i snmp-server
snmp-server enable traps wireless AP APDTrapZE#E

C9800-1+# show running-config | i trapflags
trapflags ap xx BT BAPEEDTrap % %€

Cisco Catalyst 9800 Series Wireless Controller Software Configuration Guide, Cisco I0S XE Bengaluru 17.6.x

Chapter: SNMP Traps

Enabling Access Points Traps (CLI)

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b wl 17 6 cg/m snmp wireless traps.html#Cisco Task.dita 86e39a90-ad41-4467-a957-734bc2717b3d

©2022 IBM Corporation
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3.1.2.2. T/\ ADOSNMPERE (JuniperT /31 X)

IBM Automation

19

B vSRX®MDSample Config

juniper> show configuration snmp | display set

set snmp community SevOne-Test authorization read-write
set snmp community SevOne-Test clients 172.22.0.0/16
set snmp trap-group SevOne version v2

set snmp trap-group SevOne targets 172.22.160.51

@2022 IBM Corporation



3.1.3. SNMP Walk (1/2)

IBM Automation

B [Devices] > [SNMP Walk] Z&&iR

2=SevOne | Reports
alcome
Favorite Reports
{53 Manage

Events

@ Create Report

Applications Devices { Adminis
Device Manager
Object Manager
Alert Summary

Device Mover

27 Mar . Discovery Manager r
Grouping >
SNMP Walk

» Everything VMware Browser

B XIRT KL XPCommunity-String’lE EF/INTA—FZFAAL. WalkZHTT 5

Settings

IP Address / Hostname:
SNMP Port:

SNMP Version:

Read Community String:

Results

Q4 Select All Text 7 Do

20

172.22.72.93

161

2c

SevOne-Test

SNMP Command:
OID:
Output Format:

Source Peer:

snmpwalk
sysDescr.0
Default ~/

SevOne Appliance %

Walk

2

Traceroute

©2022 IBM Corporation



3.1.3. SNMP Walk (2/2)

IBM Automation

21

B AALF/NSA—Z—TNMSH 5SNMP WalkNEETE=MN(L., ResultiZ#HEMNER RTINS

1P Address / Hostname:
SNMP Port:

SNMP Version:

Read Community String:

172.22.72.93

161

v2c

» SevOne-Test

Username:

Authentication Type:
Encryption Type:
Encryption Key:
Context Name:

NONE

NONE

SNMP Command:
OID:
Output Format:

Source Peer:

\snmpwalk

’ sysDescr.0

’ Default

’SevOne Appliance

\ Walk ’ l Traceroute

Results

A select Al Text 3 Download

# Date: 31 Jan 22 14:50

# Run from peer: SevOne Appliance
# SNMP command executed: /usr/bin/snmpwalk -M /usr/local/snmp/mibs -v2¢ -c SevOne-Test 172.22.72.93:161 sysDescr.0

RFC1213-MIB::sysDescr.0 = STRING: "Cisco I0S Software [Gibraltar], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 16.12.4, RELEASE SOFTWARE (fc5)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Thu 09-Jul-20 21:49 by mcpre”

©2022 IBM Corporation



3.1.3. SNMP Trap={E (1/4)

IBM Automation

22

B Catalyst 9300 T ELUEE

C2960-R12#show cdp neighbors
<snip>
C9300-B.iselab.local
Gig1/0/17 124 RSI C9300-48U Gig 1/0/13
<snip>
C2960-R12#configure t
C2960-R12(config)#int g 1/0/17
C2960-R12(config-if)#shutdown

C9300-BMEHEL TLVHL2R A v F(C2960-R12) [Z T,

B¥filnterface Zshutdownd %
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B Trap={E0 T DR
—[Event] > [Archives] > [Logged Traps] & 7=I& [Unknown Traps] Z#EiR

=SevOne Reports

Applications

Welcome Takanori Alerts

Favorite Reports

W

Alert Summary

Archives

Configuration
Instant Status

Status Map Manager

Devices

_ Logged Traps : Trap EventhE&R SN T 5 Traph itk I N b
Unknown Traps : Trap EventMEZ SN TV W\ Traphiiefk s b

Alert Archive

Logged Traps

Unknown Traps

)

/'22

—
ey
(o) Manage T Créate Report

v

b Cunmdhina

Logged Traps
Filter 2
Peer: SevOne Appliance A

Target OID: E]

1P Address:

Time Span: Past Month 7

Time Zone: Tokyo N

C. =hi= - |: N 2 .
NWHEESH 5 3215 L 7=linkDown D TrapMEtEk s N i= Apply Fiter
Variables »
R N
172.22.72.93 2 Feb '22 11:38 IF-MIB::linkDown 5 DISMAN-EVENT-MIB::sysUpTimelnstance Time Ticks 310339300
e — —

172.22.72.93 2 Feb '22 11:38 IF-MIB::linkDown 5 | RFC1213-MIB::ifIndex.21 Integer 21

172.22.72.93 2 Feb '22 11:38 BRIDGE- MIB: :newRoot 2 RFC1213-MIB::ifDescr.21 Octet String GigabitEthernet1/0/13

172.22.72.93 2 Feb '22 11:36 CISCO-SMI::ciscoMgmt.43.2.0.1 5 RFC1213-MIB::ifType.21 Integer 6

172.22.72.93 2 Feb '22 11:35 CISCO-SMI::ciscoMgmt.43.2.0.1 5 CISCO-SMI::local.2.1.1.20.21 Octet String down

172.22.72.93 1 Feb '22 20:03 SNMPv2-MIB: :authenticationFailure 4
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B Trap Event®

) EHERE

— [Event] > [Alerts] [CTNMSH IR L 1=Alert &R~
— b bMDTrap Event®ZEEHI. linkDown®DTraplZxtd BAlertlX. Severity LevelhNotice T&H o 1=

=SevOne Reports

Events Applications Devices Administration

General ] Devices | Objects | Device Groups I Object Groups I

Emergency
Severity: v

Technology type: | All v

Alert Critical Error Warning Notice Info Debug
v v | v v

Message: ‘ ‘

Assigned: | Anyone v |

Search ID: \ | @ aetid O ThresholdID O Policy ID
Show: | Active Only v |

+ OMA ?

Takanori Ajioka * Logout

Grouping: | Alerts v m m filter applied m Timespan: | All Time v | from 1 Jan '70 9:00 to 2 Feb '22 13:44 Refresh Rate: | 30 sec v | m |
D b4 €9300.Iselab.local 1Feb'2220:15 2 Feb ‘22 13:42 Threshold triggered — C9300.Iselab.local's Temperature Monitor 1014's Temperature: 53.00 Degrees C > 50 Degrees
173 C averaged over 30.00 minutes
" Trap received from C9300.Iselab.local: BRIDGE-MIB::newRoot — Bindings: DISMAN-EVENT-MIB::sysUpTimelnstance
| 175 C9300.Iselab.local 2 Feb'22 11:38 2 Feb "22 12:51 Warning = 310780920, CISCO-VTP-MIB::vtpVlanIndex.1.76 = 76 — The sending agent has become the new root of the
s
T Trap received from C9300.Iselab.local: IF-MIB::linkDown — Bindings: DISMAN-EVENT-MIB::sysUpTimelnstance =
O 176 C9300.Iselab.local 2 Feb'22 11:38 2 Feb "22 12:51 310781219, RFC1213-MIB::IfIndex.94 = 94, RFC1213-MIB::ifDescr.94 = Vian76, RFC1213-MIB::ifType.94 = 53,
CISCO-SMI::local.2.1.1.20.94 = down - An Interface has gone down.
Tran rarahmad feam FOINN lcalah lnral: CTCECAN_CMTEcrlornMamt 42 I N 1 __ Bindinac: MICMAM_BVENT.
1) MIB::sysUpTimelnstance = 310328052, CISCO-SMI::ciscoMgmt.43.1.1.6.1.3.26 = 1, CISCO-
N 174 C9300.Iselab.local 2 Feb'22 11:35 2 Feb 22 11:36 Notice S| iscoMgmt.43.1.1.6.1.4.26 = 2, CISCO-SMI::ciscoMgmt.43.1.1.6.1.5.26 = 3, CISCO-

SMI::ciscoMgmt.43.1.1.6.1.8.26 = dsco - Notification of a configuration management event as recorded in
ccmHistoryEventTable.
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3.1.3. SNMP Trap=1{E (4/4)

N Trap Evento)EtMlFEE it

— b bMDTrap Event®ZEE % . linkDown®DTraplZxtd BHAlertl&. Severity Levelh AlertIZ74: o 1=

« T

9 TITTraphFEHR SN T-4KEETTrap EventDSeverityZ#ZEE L& 2 A, FIL K SN =TrapHL EEHIDSeverity CEEFR SN = (BIDIDD
Alerté L THEIINT LastO HEAEF SN ITTH o 1)

—E. Acknowledge® L TAlert#EH LT-#IZ. HTILWIDTHRIB SN =Trapld. TE#DSeverity TERF 1=,

==SevOne ‘ Reports Events Applications Devices Administration Takanori Ajioka * Logout + ) M ?

1 Alerts Displaying 11 of 11 alerts v L @

T Trap received from C9300.Iselab.local: IF-MIB::linkDown — Bindings: DISMAN-EVENT-MIB::sysUpTimelnstance =

D 180 C9300.Iselab.local 2 Feb'22 13:51 2 Feb 22 13:51 311140362, RFC1213-MIB::IfIndex.93 = 93, RFC1213-MIB::ifDescr.93 = Vlan75, RFC1213-MIB::ifType.93 = 53,
CISCO-SMI::local.2.1.1.20.93 = down -- An Interface has gone down.
+ — — e Ciae e L L ot e L TSisommi oSS Sgol it
L 173 C9300.Iselab.local 1Feb'22 20:15 2 Feb "22 13:51 e
1 Trap recelved from C9300.Iselab.local: BRIDGE-MIB::newRoot — Bindings: DISMAN-EVENT-MIB::sysUpTimelnstance
D 175 C9300.Iselab.local 2Feb'2211:38 2 Feb 22 13:51 Warning = 311140062, CISCO-VTP-MIB::vtpVlanindex.1.75 = 75 — The sending agent has become the new root of the
Spanning Tree.
T Trap received from C9300.Iselab.local: BRIDGE-MIB::topologyChange -- Bindings: DISMAN-EVENT-
D 178 C9300.Iselab.local 2 Feb'22 13:50 2 Feb "22 13:50 Warning MIB::sysUpTimelnstance = 311132657, CISCO-VTP-MIB::vtpManindex.1.76 = 76, IF-MIB::ifName.22 = GI1/0/14 -- A
port has transitioned from the Learning to the Forwarding state, or from the Forwarding to the Blocking state.
Trap received from 172.22.72.93: SNMPv2-MIB::authenticationFallure -- Bindings: DISMAN-EVENT-
3 . . MIB::: Timelnstance = 304731578, OLD-CISCO-MEMORY-MIB::Imem.5.0 = 172.22.160.51, CISCO-
O m» Ll e e R SM]::zIYs?ongrm.ﬁZ.l.l.l.o = 1, CISCO-SMI::clscoMgme.412.1.1.2.0 = 172.22.160.51 - An authentication fallure
has occurred.
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B IPSLAMIE

—IP SLAIZCiscottBBAFE L=y FT—I DH—E X LRNILFRIET 5= DT
« CiscoIOSZEEH LI=TN\AAMNLBERADTRA /N7y FEZEEL, BEREOEILE, v, RTT. /Ny FORKEEEBIFEAHE
— SevOne NMSI[ZCiscoT /3 1 AHVRE L =IP SLATEEHR ZSNMPTHG 9 5

LI HIARES
—CiscORAM v FZ{FRALTIPSLADRTEZ L., EEZEETEEOCY YA ZHAEIH TSevOne TEAIT 5
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B REME
1. IP SLA Monitoring&%h1t
2. IPSLAEETE
—LUTOWTNHODAETIP SLAD X ED AT EE
(1) Ciscotégsfllca~y K54 VIZTIPSLAZERE

(2) SevOne NMSTIPSLAMERTE &35t L. SNMPTCiscotéizs~ HE iR
« MR TEDHATEETHMNLVINS A —E —DHFEITFA
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3.2.2.1. IP SLA Monitoring HE#11E (1/2)

B BT /N4 ADIP SLA MonitoringE %11t
— A =a—+/\—& Y [Devices] > [Device Manager] Z%EiR

. Sevone Reports Events Applications Device Adminis
cicome Device Manager
Object Manager o
Favorite Reports Alert Summary

Device Mover 3

27 Mar 2 Discovery Manager r

* Grouping >

SNMP Walk

VMware Browser

[{6} Manage ‘ {& Create Report | » Everything

—~ R T/INA XEFE R L. [Actions] FIEA D [Edit this device] 74 3 > Z&ER

T Se\lone . Reports Events Applications Devices Administration Jun Ishizuka * Logout 4 ) M ?
»| | Devices
;:'. 83 ~ Add Device iy Move selected to Deletion Queue 3] Import CSV =@ Wrap Text | O Search.. + | Search.. X ‘ [5)csv~ % PDF + @ Detach ~
E Discovery Indicators Per Second
Device IP Polling Frequency Actions
172.22.72.102 172.22.72.102 1 SevOne Appliance 300 0.02

. ASAv 172.22.72.201 14 SevOne Appliance 300 0.04

v C9300-A 172.22.11.93 148 SevOne Appliance 300 5.84 3 %

T C9300-B 172.22.72.93 159 SevOne Appliance 300 5.92

[~ cao’on 172.27.98.1 67 SevOne Annliance 300 1.03
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30

—[SNMP] #Et#EDVYZ0 1) v L. [IPSLA] Z:EiR

IPSLA Y

Latalyst L5 Switcn >ortware Automatic Discovery:

Calculation (CAT9K_IOSXE), Version 16.12.3a, Manual Discovery:
[C):tca"b’;scels RELEASE SOFTWARE (fc1) Discovery Level:

SNMP ¥ Deferred Data Technical Support: Work Hours:
DNS http://www.cisco.com/techsupport

SNMP Capable: HTTP Copyright (c) 1986-2020 by Cisco

Version: p- Systems, Inc. Compiled Tue 28-

= _I 7 S

Lock Version: “4 _ Apr-20 09:37 by mcpre

SNMP Port: 161 NAM
NBAR

Read Community String: SevOne-Test Portshaker :1.3.6.1.4.1.9.1.2494

: : - Process
Write Community String: R Proxy Ping
Test OID: .1.3.6.1.2.1.1.1.0 @(Default: .1.3.6.1 | snmP
[ VMware
Query Delay: 0 |seconds Web Status
Query Delay (on failure): E seconds xvszgts
Test this device's saved settings. N [7)

SNMP Port: 161
Read Community String: SevOne-Test
Write Community String: ~~ [seeeeeee
Test OID: 1.36.1.21.1.1.0 () (Default: .1.3.6.1.2.1.1.1.0 )
Query Delay: 0 seconds
Query Delay (on failure): 0 seconds

Test this device's saved settings.

—[Monitor IP SLAData] [TF = v I DTN TINS Z & ZFER

Monitor IP SLA Data

TS DI TequITes SNP SUppo

Version:
Force Compliance Revision:

Compliance Revision:

Enable responder:

Responder status:

't (see the SNMP tab). Write support is needed for creating IP SLAs.
2.2.0

O

13 (Click here for more information)
Changing this will cause the NMS to attempt to change the status of the responder at discovery time.

on
Some operating systems do not support a responder. New devices and devices without responders will have "n/a" here.

Allow SevOne to Issue Set Commands: @

View 3 messages for this device.
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B Ciscot%3sMa~v > K54 >V TIPSLAZERTE

— 145l : icmp-jitterg% 7

C9300-A#conf t

Enter configuration commands, one per line. End with CNTL/Z.
C9300-A(config)#ip sla 1

C9300-A(config-ip-sla)#icmp-jitter 192.168.125.253 source-ip 192.168.65.4
C9300-A(config-ip-sla-icmpjitter)#threshold 100
C9300-A(config-ip-sla-icmpjitter) #timeout 1000
C9300-A(config-ip-sla-icmpjitter) #frequency 5
C9300-A(config-ip-sla-icmpjitter) #exit

C9300-A(config)#ip sla schedule 1 life forever start-time now
C9300-A(config)#end

31

C9300-A#show ip sla configuration 1
IP SLAs Infrastructure Engine-III
Entry number: 1
Owner:
Tag:
Operation timeout (milliseconds): 1000
Type of operation to perform: icmp-jitter
Target address/Source address: 192.168.125.253/192.168.65.4
Packet Interval (milliseconds)/Number of packets: 20/10
Type Of Service parameter: 0x0
Vrf Name:
Schedule:
Operation frequency (seconds): 5 (not considered if randomly scheduled)
Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 100
Distribution Statistics:
Number of statistic hours kept: 2
Number of statistic distribution buckets kept: 1
Statistic distribution interval (milliseconds): 20
Enhanced History:
Percentile:
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3.2.2.2. IP SLAERTE (1) (2/2)

B LIE5 < T % ECiscotdzsITTHRTE LI=RNAEHNSevOnefll TERH NS
— A= a—-/N\—& Y. [Applications] > [Probe Manager] %:EiR

Applications

FlowFalcon Reports

=SevOne Reports Events

Welcome Jun
NBAR Reports

Favorite Reports

1

Probe Manager

—[Probes] # 7 ® [Source Device] THERT/\A XA %&ERT B E . CiscotézsDIP SLARENRTEINS

.:Ese\lone Reports Events Applications Devices Administration Jun Ishizuka * Logout 4 ) My 2
Probe Manager

Probes ||Messages (5)

Source Device:  C9300-A n é E * Only display devices with detected probes. Only display probes provisioned by SevOne NMS.

Display all probe-capable devices.

Probe List

4 AddProbe [3]Import CSV i Delete Selected | O, Search + |Search X

=) Target: 192.168.125.253
icmpjitter---Index:1-ToS:0 ICMP Jitter to 192.168.125.253:0 ICMP Jitter Discovered
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3.2.2.2. IP SLAERTE (2) (1/3)
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B SevOne NMSIZTIPSLAZ{ERL L. Ciscotézs|Z B &R
—HliRE L TSNMPIZ L A EEFIAHERIAME

—[Probes] # F® [Source Device] TRET /N1 XA %ER L. [Add Probe] R4 V=T
~IPSLADEREZ/ER L. [Save]l K2 V& T 1 : icmp-echos&3E

Add Probe

i Se\l One Reports Events Applications Devices Administration Object Information

Probe Manager Name: icmp-echo
Probes | Messages (5) Description: to C9300-B

IP SLA Type: Echo
Source Device:  C9300-A * Only display ¢
Display all prc ‘ Probe Information
Specify Target by: Name * IP Address
Probe List
= Target: 192.168.125.253
4 Add Probe ¥ Tmport CSV X
Frequency: 30
ToS: 0
Source IP: 192.168.65.4

4 40 (4D

Save

33

Cancel
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3.2.2.2. IP SLASRE (2) (2/3)

—[Save] K2 U T3 5 & CiscolzR [CSNMPTERENBEFIRMEIN S
* [Messages] # 72T [Success] BIA Yes] &> TULNIXZREZRAL LI

BEINTA—F—DIEIZFEEDL H SIS ECiscofII~NDEHRE R
HR?&\%E&T%) ZENDB

.:Ese\lone Reports Events Applications Devices Administration Jun Ishizuka ¢ Logout <4 0 ﬁ

Probe Manager

Probes | Messages (6) ’

Mark Successful $§ Mark Unsuccessful {ij Delete Selected | Source Device: ~ | (@4 Device Summary (=) Device Editor | O Search v | Search

IP SLA C9300-A 11 Mar '22 11:30 Could not set respoglder to '1'. Full output was: Timeout: No Response from 172.22.11.93:161 0
IP SLA C9300-A 11 Mar '22 11:44 Successfully set refponder to '1'. Yes 0
IP SLA C9300-A 27 Mar 22 3:04 Could not create IP SLA "*SevOne*::S1-6323". Full output was: Error in packet. Reason: wron...  No 0
IP SLA C9300-A 27 Mar '22 3:28 Could not create IP SLA "*SevOne*::S1-6323". Full output was: Error in packet. Reason: wron... No 0
IP SLA C9300-A 27 Mar '22 3:30 Could not create IP SLA "*SevOne*::S1-6323". Full output was: Error in packet. Reason: wron...  No 0
IP SLA C9300-A 27 Mar "22 3:56 Could not create IP SLA "*SevOne*::S1-6325'". Full output was: Error in packet. Reason: wron...  No 0
IP SLA C9300-A 27 Mar 22 4:00 Successfully created IP SLA "*SevOne*::S1-6326'". Yes 0
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3.2.2.2. IP SLAS%RE (2) (3/3)

B CiscofgaD ATV FICTEHRENARMR SN = & ZHERAIHE

C9300-A#show ip sla configuration
(FhES)
Entry number: 2
Owner: *SevOne*
Tag: S1-6326
Operation timeout (milliseconds): 20000
Type of operation to perform: icmp-echo
Target address/Source address: 192.168.125.253/192.168.65.4
Type Of Service parameter: 0x0
Request size (ARR data portion): 28
Data pattern: OxABCDABCD
Verify data: No
Vrf Name:
Schedule:
Operation frequency (seconds): 30 (not considered if randomly scheduled)
Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 5000
Distribution Statistics:
Number of statistic hours kept: 2
Number of statistic distribution buckets kept: 1
Statistic distribution interval (milliseconds): 20
Enhanced History:
History Statistics:
Number of history Lives kept: O
Number of history Buckets kept: 15
History Filter Type: None
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B LTODIPSLAZ A ThHHR—+rENb
— DHCP
— DLSw
— DNS
—Echo
— Ethernet Jitter
— Ethernet Ping
—FTP
—HTTP
— ICMP Jitter
—RTP
— TCP Connect
— UDP Echo
— UDP Jitter
—Video
—VoIP
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IBM Automation

B SevOne NMS

— A= a— - /\—® [Applications] > [Probe Manager] & Y. &ZEDProbe® ) 0 &0 1) v D35 L TLR—

k%R AT AE

.:Esevone Reports Events Applications Devices Administration Jun Ishizuka ¢ Logout - O ﬁ 7

Probe Manager

[ robes [ Messages

Source Device: | C9300-A =" =) Only display probes provisioned by SevOne NMS.
- * Only display devices with detected probes.

Display all probe-capable devices.

Probe List

<= Add Probe @ Import CSV J Delete Selected \ O Search v |Search

L — . ——— —— —

=) Target: 192.168.125.253
icmpjitter---Index:1-ToS:0 ICMP Jitter to 192.168.125.253:0 ICMP Jitter Discovered

icmp-echo to C9300-B Echo Provisioned

37
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38

B SevOne NMS
—icmp-echo

24 Hour Report

C9300-A» IP S
icmp-echo (to C9

v R Display Baselines (]

ler
<B)

27 Mar 22 3:58

(EUIHGOTIEL N 28 Mar 22 0:00
Object Type

Alternate Name

Echo

N

SLA Type echo

*SevOne*

=

&
2
E

rag $1-6326

Frequency 30 seconds

Provisioned by SevOneNMS

v 24 Hour Report
Yesterday Report
Today Report

One Week Report
One Month Report

RRY B LR— DA Z:E R AT e

% Instant Report

Performance Metrics Report - Past 24 Hours

-+ X

C} Graph Actions ~

Eon - -

2:19

Indicator

[ c9300-A - icmp-echo - to C9300-B - Ping time

27 Mar '22 2:19 to 28 Mar '22 2:19

A A d

5:45

I

Freq Last Average Max Total Units
300s 50.00 117.32 173.80 26.51K

91 16:02 19:28 22:53

ms

ToS 0
192.168.65.4
Target IP 192.168.125.253
(Ping time
ms
— . 173.00
75.00 129.75
50.00 86.50
25.00 43.25
0.00 -« i v v v v ' 0.00 «
2:19 5:45 9:10 12:36 16:02 19:27 22:53 2:19 2:19
Indicator Freq Last Average Max  Min Total Units Indicator
[ Avaiabiity 3005 100.60  84.64 100.00 0.00  n/a % [l Ping time

~\

A

5:45

il

¥ T T T T v ]
9:10 12:36 16:02 19:27 22:53 2:19

Max Min Total Units
117.32 173.00 2.00 26.51K

Freq Last Average

300s 50.00 ms

J

552%%5) w9 5E&. Instant ReportEE A
KRS,

Instant Report Tl&, 24 LRNVDERRGER
P, IS5 70RE. CSVERDI YV AAR— &
HAETEE,
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3.2.3.IPSLAE=41) >4 (3/4)

B SevOne NMS
— icmp-jitter

C9300-A » IP SLA Poller

icmpjitter---Index:1-ToS:0 (ICMP Jitter to 192.168.125.253:0)

26 Mar 22 0:00

28 Mar 22 0:00
ICMP Jitter
[ e

SLA Type icmpjitter
[ owner |

5 seconds
m Discovered
:
[ETETN 192168654

Target IP 192.168.125.253

Availability
%

100.00

75.00
50.00
25.00

000 - v v
1:28 4:54 8:20 11:46 15:11 1837  22:03 128

Indicator Freq Last Average Max Min Total Units

.Av“ 300s 100.00 100.00 100.00 100.00 n/a %
Y

Interarrival Statistics

Number
1
0.00 T T T T T T '
128 454 8:20 11:46 15:11 18:37 22:03 1:28
Indicator Freq Last Average Max Min Total Units
.Inw.ﬂvd-lhw 300s 0.00 0.00 0.00 0.00 .00 Number
In
0.00 0.00 0.00 0.00 Number

M interarrival Jitter 3005 .00
out

Average Statistics
8500

4875
3250

16.25

0.00
1:28 4:54 8:20 11:46 15:11 18:37 22:03 1:28

Max  Min Total Units
0.00 0.00  0.00 ms

Indicator Freq Last Average
B Average Delay 3005 0.00 .00
Ds

-Avengeoehy 300s 0.00 0.00 0.00 0.00 0.00 ms
sD

.Avm.mer 300s 1.00 3.48 33.00 0.00 1.00K ms
| Average Jitter 300s 2.00 5.87 65.00 0.00 1.69K ms
Ds

.Avamu 300s 1.00 0.76 4.00 0.00 218.00 ms
sD

| Average RTT 300s 1.00 1.0 1.80 1.00 288.00 ms

Late Packets
Number
1

0.00~ T T T T T T
1:28 4:54 8:20 11:46 15:11 18:37 22:03 1:28

Indicator Freq Last Average Max Min Total Units
[ Late Packets 300s 0.00  0.00 0.00 0.00 0.00 Number

Lost Packets
Number
200

0.50

0.00 -
1:28 4:54 8:20 11:46 15:11 18:37 22:03 128

Indicator Freq Last Average Max Min Total Units
.I.ottP.ckeh 300s 0.00 0.19 2.00 0.00 56.00 Number

Packet Loss Ratio
%

20.00
15.00
10.00
5.00

0.00
128 4:54 8:20 11:46 15:11 18:37 22:03 128

Indicator Freq Last Average Max Min Total Units

.Plcdenu 308s 0.00 1.94 20.00 0.00 n/a %
Ratio

Positive Statistics
(muiti)
30.00
2250
15.00

7.50

0.00 - 1
1:28 4:54 8:20 11:46 15:11 18:37 22:03 1:28

Indicator Freq Last Average Max Min Total Units

WiPositive Jiter 3005 1.00  0.49 4.00 0.00 141.80  ms
Average

.Posiive.mer 300s 20.00 5.94 30.00 0.00 n/a %
Percent

Negative Statistics
(mult)
40.00
30.00
20.00

10.00

0.00 ¢ \
1:28 4:54 8:20 11:46 15:11 18:37 22:03 1:28

Indicator Freq Last Average Max Min Total Units
B Negative Jitter 3005 1.60  0.64 7.00 0.00 183.00  ms
Average

.Neglﬁve.liner 300s 40.00 7.60 40.00 0.00 n/a %
Percent

Packets Statistics
Number

7.00

525

3.50

175

0.00 A4 ST T 1 il =

1:28 454 8:20 11:46 15:11 18:37 22:03 128

Indicator Freq Last Average Max Min Total Units

[ Packets outof  300s 0.60  2.75 7.00 ©.00 791.00 Number
sequence

W Packets outof 3005 0.00 2.38 6.00 0.00 686.80 Number
sequence DS

[ Packets outof 3085 0.00 0.52 3.00 0.00 150.00 Number
sequence SD

Sent Packets
Number
10.00

7.50

5.00

250

0.00 « T T 4 v T T g
128 454 8:20 11:46 15:11 18:37 22:03 128

Indicator Freq Last Average Max Min Total Units

[ sent Packets 3005 10.00  10.00 10.00 10.00 2.88K Number
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40

B SevOne Data Insight (SDI)

—IPSLAIRERZ ¥ v ¥ ah—

DY) V—RELTHEATAEE

mE evone IP SLA Selectatimespan @ = o& Variables + = & off v LIV @ save v | W Delete  ©
EEEDATA INSIGHT
Untitled Section +
4+ Create Performance Metrics + B X 2Bz 8
200 ms
~
/)
il Reports
150 ms
©® Explore v \
100 ms /
Q% Configure v
50 ms
‘&% Administer v
0ms T
Mar 26 13:45 Mar 26 20:13 Mar 27 01:46 Mar 27 07:20 Mar 27 13:45
. 3
! il | | | |
Name $ Freq $  Last s Avg $ Max $ Min $ Total & Units @
v -A - icmp-echo - to -B - Ping time s { i g I i ms
® C9300-A-i hy €9300-B - Ping tif 300: 61.00 116.07 173.00 2.00 26.81K
@® (C9300-B - echo---Index:1-ToS:0 - ICMP echo to 10.1.11.101:0 - Ping time 300s n/a n/a n/a n/a 0.00 ms Y
2
Performance Metrics + X ScBZN
40ms
o
30ms
20ms
10ms
‘ M
oms AT
Mar 26 13:45 Mar 26 20:13 Mar 27 01:46 Mar 27 07:20 Mar 27 13:45
[ 3
| !
Name $ Freq & last $ Avg & Max & Min $ Total & Units @
é ek €9300-A - icmpjitter---Index:1-ToS:0 - ICMP Jitter to 192.168.125.253:0 - Average Jitter 300s 3.00 3.43 33.00 0.00 983.00 ms
A
Seuone C€9300-A - icmpjitter---Index:1-ToS:0 - ICMP Jitter to 192.168.125.253:0 - Average RTT 300s 1.00 1.00 1.00 1.00 287.00 ms
« @ (C9300-A- icmpjitter—-Index:1-ToS:0 - ICMP Jitter to 192.168.125.253:0 - Lost Packets 300s 0.00 0.21 2.00 0.00 60.00 Number
2
N SevOne Data Insight Software (v3.11.0-build.69 sha1:c97f1dd9) £SevOne,

icmp-echo TH LA AHRTT

icmp-jitter /LN D Dy 2 T,
RTTEY, /N7y bOX
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41

B NBAR#IE

—NBARIZ, CiscotMBAFE L=y bT—0 + 537490 DTAANRT T 5—2 3 U EHANT HEM
T. Layer3~7M7 T 5r— 3 UnfEHLATHE

—NBARZHZE L1=CiscoT/N\A RATA VB Tz —RERNDFY NT—=0 - b3T490DT7 TV 75— 3
VEBAL, EOT7 TV r—YarvTENEZITEEEER LM E DAL

—F7=. NetFlowE #RT 52 & T, HZIE [Zoom] [Microsoft 3651 Tboxl [youtubel 7 & DENRIZER—
FERWAT T r—23 07 0—0DERMNEIEELE D

—SevOne NMSI&. CiscoT /3 AHVEEHT L F-NBAREHRZSNMP &AL TERET %

B REEAR

—CiscoRM v FZFHLTNBARZEMELI=A V42— 1 —RXRERHTASSHE Y 3 PHTTPEY 3 Y
EHRESHE., SevOnelZTT7 TV 45— a3 8D Input/ Output DB FERARENE=ZR) LI TERI L%
EZd 5
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3.3.1. IREEAERK

U EEEEE NN NN NSNS NN NSNS NSNS NSNS NSNS NSNS NSNS NSNS NSNS ESEESEESEEEEEEEY,

*

172.22.0.0/16 :
11.145 192.168.64.0/24 | 11.93 :
W :

: Vy0S

: —T

2

C9100 dam
Wireless Client 31 (AP) 192.168.65.0/24 AT
CAPWAP INTERNET

Site A

10.1.11.0/24
S 160.51

=atfren]n
=« CIsco

Wired Client :
|.72.103 :

HTTP(S)

C9800 [{esesee
(WLC)

SevOne NMS

3 Grafana Labs

.98.1 192.168.175.0/24

(" T EE NN NN NN EENNEEEENENEEEEEREEE RN,

L

*
R EEEEEEEE NN NN NN EEEEEEEE NN NN NN NN EEEEEEEEEEEN NN NN EEEEEEEEEEEENNNNEEEEEEEEEEEEEEEEEEEEEEEE®
"IN NN N NN NN NN NI E SN N NN NN NN SN NN NN NN SN NN NN NN NN S SN NN NN NN NN EEENEEEEENEN,

[ | 0}
: 72102 [ 192.168.75.024 | |.72.93 192.168.125 /22 > : \ SSH
= : —— : Site B 192.168.176.0/24
.160.54 E /1 - - .253 EE&E .254 _@_ : 'II|.|II. . .
E : (WANem) gﬁ 253 1 CISCO
Sevone :......................................?23.?.0....................................A.§.A.v.........l5
DataInsight ‘-............................................................................................‘

(SDI)

] .110.13 192.168.10.0/24 111.231

: Site C
JunipPer

NETWORKS

SENEEEEEEEEEEEN INEEI W

VSRX
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43

B ETEME
1. NBAR MonitoringE 311t
2. NBARE&RZE (CiscoT /N1 R)
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3.3.2.1. NBAR Monitoring & %h1t (1/2)

B E¥ET /34 XONBAR MonitoringB%h1k
— A =a—+/\—& Y [Devices] > [Device Manager] Z%EiR

. Sevone Reports Events Applications Device Adminis
cicome Device Manager
Object Manager o
Favorite Reports Alert Summary

Device Mover 3

27 Mar 2 Discovery Manager r

* Grouping >

SNMP Walk

VMware Browser

[{6} Manage ‘ {& Create Report | » Everything

—~ R T/INA XEFE R L. [Actions] FIEA D [Edit this device] 74 3 > Z&ER

T Se\lone . Reports Events Applications Devices Administration Jun Ishizuka * Logout 4 ) M ?
»| | Devices
;:'. 83 ~ Add Device iy Move selected to Deletion Queue 3] Import CSV =@ Wrap Text | O Search.. + | Search.. X ‘ [5)csv~ % PDF + @ Detach ~
E Discovery Indicators Per Second
Device IP Polling Frequency Actions
172.22.72.102 172.22.72.102 1 SevOne Appliance 300 0.02

. ASAv 172.22.72.201 14 SevOne Appliance 300 0.04

v C9300-A 172.22.11.93 148 SevOne Appliance 300 5.84 3 %

T C9300-B 172.22.72.93 159 SevOne Appliance 300 5.92

[~ cao’on 172.27.98.1 67 SevOne Annliance 300 1.03
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3.3.2.1. NBAR Monitoring & %h1t (2/2)

—[SNMP] {5t V&2 1) v o L. [NBAR] Z R —

Lauarysu Lo Jvvilull guiwvaic
C_a|CU|ati°n (CAT9K_IOSXE), Version 16.12.3a, Manual Discovery:
Cisco ACI RELEASE SOFTWARE (fcl) Discovery Level:

= Databases .
SNM Deferred Data Technical Support: Work Hours:
http://www.cisco.com/techsupport

DNS

SNMP Capable: HTTP Copyright (c) 1986-2020 by Cisco
Version: i(P:hglF_’A Systems, Inc. Compiled Tue 28-
Lock Version: %) IMX Apr-20 09:37 by mcpre

SNMP Port: 161

NBAR
Read Community String: SevOne-Test %ﬂlﬂ—l .1.3.6.1.4.1.9.1.2494

Write Community String: Process
I Proxy Ping
Test OID: [136.1211.1.0 __ |eA(Default: .1.3.6.1( snmp

Query Delay: 0 |seconds xv'::;’asztus
Query Delay (on failure): E seconds WMI
Test this device's saved settings. L’Sﬁaz - [7)

SNMP Port: 161
Read Community String: SevOne-Test
Write Community String: | eeeeeeee
Test OID: .1.3.6.1.2.1.1.1.0 O(Default: .1.3.6.1.2.1.1.1.0)
Query Delay: E seconds
Query Delay (on failure): Zl seconds

Test this device's saved settings.

—[Monitor NBAR Data] IZTF = v M{FLNT VR Z & ZFER
NBAR ¥

Monitor NBAR Data
T THis plugin requires SNMP support (see the SNMP tab). Read support is needed for this to work.
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46

B Ciscotéss®D IV > K54 > TNBARZEKTE

C9300-A#conft

Enter configuration commands, one per line. End with CNTL/Z.
C9300-A(config)#int ra gi1/0/47, gi1/0/45
C9300-A(config-if-range)#ip nbar protocol-discovery
C9300-A(config-if-range)#end

C9300-A#sh ip nbar protocol-discovery int gi1/0/45

GigabitEthernet1/0/45

Last clearing of "show ip nbar protocol-discovery" counters 1wéd

Input Output
Protocol Packet Count Packet Count
Byte Count Byte Count

5min Bit Rate (bps)  5min Bit Rate (bps)
5min Max Bit Rate (bps) 5min Max Bit Rate (bps)

ms-services 864202 440011
1123774833 26485467
0 0
3050000 75000
youtube 466896 261596
559732187 32100315
0 0
659000 30000
binary-over-http 15787 8145
20436155 512663
0 0
232000 12000
ssh 15963 15829
22392120 1208694
0 0
82000 6000
(AE8)

©2022 IBM Corporation



IBM Automation

3.3.3.NBARE=A2 Y VT

B SevOne NMSONBAR Reports
—AZa— - /N\—& Y. [Applications] > [NBAR Reports] % &R R

0
> L . RY unknown ~ 29.51M 20.64K [
_ 7> - = s — —
NBARME 1L é’h:f_CISCOT/ \AADA VB —T1—R, wo s wm O
o _ —_ + g ntp  121.07K 161.00 ()
'/ll\_ I\ ‘ﬁiil\ a éﬁ}n%g&\ Fﬁﬁ€ *R L, dns  11.69K 1300 (]
R snmp  11.10K 200 ()
= ~
[ 71N 9 % 1:$ F dhep 0.00 000 [
R u n Re po rt] ~ \dap 0.00 000 [
telnet 000 000 (]
— Se\lone ‘ Reports Events Applications Devices Administration tftp 0.00 000 (J =uh HC In Bytes 68.35M
unknown HC In Bytes 29.51M
http HC In Bytes 327.15K
“ NBAR Reports ntp HC In Bytes 121.07K
M dns HC In Bytes 11.69K
snmp HC In Bytes 11.10K
[l dhcp HC In Bytes 0.00
Device: [ c93o0-A V| .ldap HC In Bytes 0.00
telnet HC | 0.00
Interfaces: [ Gi/0/45 V] e ;yz“ o

Number of Results:
Time Span: Last Week v 4

Run Report ] Outbound

[ippcation | s pcke coun | _|
unknown ~ 10.63M 440K [
ssh  3.74M 6.10K [
ntp  360.21K 47900 [
WNRABZ—T T —RAD In/Out http  146.11K 2100 (]
N . < dhcp 0.00 0.00 [
FNFATT FUr—>a o8B0 N el
. Y el 3 -

b|t§ﬁs INT Y Fﬁ;&ﬁﬁﬂaﬁg ldap 0.0 000 (]
snmp 0.00 000 [(J

telnet  0.00 000 (J

tftp 0.00 000 () [l unknown HC Out Bytes 10.63M

[ ssh HC Out Bytes 3.74M

ntp HC Out Bytes 360.21K

hitp HC Out Bytes 146.11K

[l dhcp HC Out Bytes 0.00

dns HC Out Bytes 0.00

[l \dap HC Out Bytes 0.00

snmp HC Out Bytes 0.00

[l teinet HC Out Bytes 0.00

M tftp HC Out Bytes 0.00
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3.4. xFlow (1/2)

B NetFlow#i=

—Flow & [
e XY NI—OKEZEBT S, HBOREMZL - I-—FABITOEHK L=/ Y bDZ &
c L BEOREEEIX. BIZAIX., FET/EEEIP7 FLADPKR—FE S, AWM VA—Tz—RiGE

— NetFlowD 7 —F T F v

| FSTO4 vy >

Client RETIPT FLA Flow Exporter Flow Cache . : .
SEEIPT K LR Packet# Byte / Packet
= ey 10000 RS-
A AR— hES 20000 V —
L37a kaL 30000 LiR— b &1ERL
N7y FDERIFERD S >
Flow T2 1) & fRAL £+3817°— 4 %NDE (NetFlow Data
INT Y ORI E Export) & LT E Flow Collector
(NDEXH /i 8 &)
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(%) xFlow HLE%

49

B NetFlow
— Ciscoft H A%
—ERKHIZE2TD/NTy FZEBIL TFlow DataZzX R/ N7y DY T) U 1EF TS 3 VEKRE)
—version 5, version 9 NE R
—version 5 [FAIEARB (F 4 —IL F) AEE SN TULAM, version9 [ET T L—FrR—=XEHGH-THEY 74—
ILRZEBHRICROONS

H sFlow
——ED/ 4y FEFERIL TFlow DataZz4 Rk VN FDY 2T VT HETHR)
—InMonttAEFE L. EHORN A —THHR— bk

B [PFIX
—NetFlow version 9% % & 21221 S =+ D (NetFlow version 10)

©2022 IBM Corporation
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50

B REEAA
—NMSH Flow Collector&E LT, EDKH%HRY FT—DU DEAMNTE LN ERT S
» Flow Data® Y —X & L Tl&. Cisco®NetFlow version 9z {EH9 %

—NBAREHAEHET=IZEIZ. FlowReportA7 T r— 3 VEBANRMEINE Z EEHERT S
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N

*
L4

NDE

.11.145 192.168.64.0/24

172.22.0.0/16 —

.11.93
A4

2 YouTube

sssssmmsnmnmnnns®

Z1Y
l= =\
U

INTERNET

2 C9100 C9300
Wireless Client 31 (AP)

CAPWAP Flow&t:8]

JE— 101
10.1.11.0/24

192.168.65.0/24

Site A

.98

=atfren]n
=« CIsco

HTTP(S)

C9800 [{esesee
(WLC)

Wired Client
|.72.103

3 GrafanaLabs

4 192.168.175.0/24

.98.1

¢ FEE NN NN NN EENENNEEEEEEEEEEEEEEEE W

SevOne NM

4

*
R EEEEEEEE NN NN NN EEEEEEEE NN NN NN NN EEEEEEEEEEEN NN NN EEEEEEEEEEEENNNNEEEEEEEEEEEEEEEEEEEEEEEE®
"IN NN N NN NN NN NI E SN N NN NN NN SN NN NN NN SN NN NN NN NN S SN NN NN NN NN EEENEEEEENEN,

|.72.102 192.168.75.0/24 |.72.93 192.168.125.0/24 .72.201

101 / 254 famnss= 253 / BEEE
/ ipacie] == (WANem)

C9300 ASAv .

N EEEEEEEEEEE NN EEEE NN EEEE NS EEEE NN EEEE SN EEEE NN EEEE NN EEEEEEEEEEEEEEEEEEEEEEEEEmnnmmmnmn®

Site B

192.168.176.0/24

SevOne
Data Insight
(SbI)

192.168.10.0/24 = 111.231
FlowstH:l

uniPper

NETWORKS
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W EREBLE
1. T/ ADEKRTE (CiscoT /31 R)
« Catalyst 9300 Sample Config
« VSRX Sample Config

2. NMSMD&E
* NDER{EDERTE
* Flow Report View D&% E
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3.4.2.1. T/\ L ADEETE (CiscoT /N1 R)

B Catalyst 9300 Sample Config

flow record LANCOPE1_IN
match ipv4 version

match ipv4 protocol

match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port

match interface input |
match application name | T —2 3 VENEERICT - HDETE

collect interface output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

flow exporter SEVONE
destination 172.22.160.51 o X
source Vlan172 | NMSOZIER— T T4 +

transport udp 9996 « Non-Sampled : UDP 9996 (Cluster Settings T % & A BE)
| * Sampled: UDP 6343
flow monitor IPv4_NETFLOW

exporter SEVONE
cache timeout active 60
record LANCOPE1_IN

interface GigabitEthernet1/0/47
ip flow monitor IPv4_NETFLOW input
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3.4.2.1. T/\ L RDERTE (JuniperT /31 R)

B vSRX Sample Config

set services flow-monitoring version-ipfix template ipv4-template flow-active-timeout 60

set services flow-monitoring version-ipfix template ipv4-template flow-inactive-timeout 70

set services flow-monitoring version-ipfix template ipv4-template template-refresh-rate seconds 30
set services flow-monitoring version-ipfix template ipv4-template option-refresh-rate seconds 30
set services flow-monitoring version-ipfix template ipv4-template ipv4-template

| IPFIXT>7L— FDETE

set interfaces ge-0/0/1 unit O family inet sampling input
set interfaces ge-0/0/1 unit O family inet sampling output

set forwarding-options sampling instance s1 input rate 100

set forwarding-options sampling instance s1 family inet output flow-server 172.22.160.51 port 9996 NMS D ZIEHR— k UDP 9996
set forwarding-options sampling instance s1 family inet output flow-server 172.22.160.51 version-ipfix template ipv4-template |

set forwarding-options sampling instance s1 family inet output inline-jflow source-address 172.22.111.231
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3.4.2.2. NMSDOE&5E (1/5)

B NDEZ{EDERTE
— TN AMBNDEERZ{ET 5 & . [Administration] > [Flow Configuration] > [Flow Interface Manager] MIEEIZ
T. TDTNAADRKRKREIND

Flow Interface Manager

: Allow Flows | © Deny Flows | [ij Delete Device Rules | @ csv | @ Stats v | Display: | All Sources v [ O, search ~  €9300-A
L — T s o r s o —
C9300-A 172.22.11.93 0.34 per / sec B 5] 100% SevOne Appliance

—[Action] 3| [Edit Interfaces] Z# T3 5 & flow monitorZEXE L TULyAInterfaceARIma N B
PermissionDER N ZWTI B & T, FDInterfacemM SDNDEZ{EDHFU[/IEE Y)Y & Z Ol fE

!

Edit Flow Interfaces X

v O Search ~

S S T [ e N TN

Gi1/0/47 8 Apr '22 0:00 8 Apr '22 0:00 Incoming 0.12 Normal
Gi1/0/46 8 Apr '22 0:00 8 Apr '22 0:00 Incoming 0.1

Gi1/0/47 8 Apr '22 0:00 8 Apr '22 0:00 Outgoing 0.1

Gi1/0/46 8 Apr '22 0:00 8 Apr '22 0:00 Outgoing  0.08 System

v romsen | oo

0.12 Allow System
0.1 ystem
0.08 m System
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3.4.2.2. NMSDOE&5E (2/5)

56

B Flow Report ViewDE%E

— TN AHEIE L TL Sflowtemplate® 74 —IL kD S53E, EDT 4« —IL FZ{FEH L TFlow Report DIER %
TENNRAIARXT H EMNTAHE

—Flow ReportlI2TED 7 4 —IL FEFERTHINDEZEDE Y &, ViewE LS BRITHEIEN S
—ViewDERL - #mEE (L [Administration] > [Flow Configuration] > [FlowFalcon View Editor] M EIE I T3Ef#
—~NMSTREZ L1=ViewlESDIIZH kB Eh, 5 2 EAATHE
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3.4.2.2. NMSDE&5E (3/5)

B FlowFalcon View Editor

— [Devices & Template] 2 7
o TINA AMESFLTL Bflowtemplatel2&FEN D T 4 —IL KEFEZRATHE

FlowFalcon View Editor

FlowFalcon Views | Devices & Templates

TemplatelZ2&Eh %
J4—ILKF—%&

Flow Devices Temp Source & Opti

X || o 40Views & 14 Views

Source Templates | Options Templates
|c9300 A 172.22.11.93 | ) \\

Source Templates from the selected flow device urce Template Fields

VSRX 172.22.111.231
C9300-B 172.22.72.93 [ D" Source Port | Version | Last Seen | | = "Fags | Enterpris) Feld ID™| Field ] Onder | Lengty Actions |
256 49757 9 7 Apr '22 23:55 ? B
257 o757 9 8 Apr 22 1:03 | ¢ &
TINA R %ER 9 @
® €
. S @&
Template &:&iR 9
? 6
m
= By
@&
® 6
? B
@ ®5  Reser. 95 Application Tag 13 4
? B
§} &
? B
? B
? B
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(&%) NMSDEXE (Juniper)

B FlowFalcon View Editor

— [Devices & Template] 2 7
o TINA ADEST L T L Bflow templatel2&E N5 7 4 —JL K& FEZEATRE

FlowFalcon View Editor

‘ FlowFalcon Viewd] | Devices & Templates

Flow Devices Templates: Source & Options Te m p I.ate ' : ﬁ -i *L %)

Search ﬂ « 44 Views © 10 Views

- S Bt
: JATI TR
J Source Templates H Options Templates ‘

C9300-A 172.22.11.93

from the d flow device Source Template Fields /

I | vsrx 172.22.111.231 rcell
Co300.8 2227253 e o | e ) e
10

260 50101 13 Apr 22 16:17 Reserved (0) 8 Source IP 1 4

261 50101 10 13 Apr '22 16:17 Reserved (0) 12 Destination IP

2
262 50101 10 13 Apr '22 16:17 ToS 3 1

7—~_\/ "r Z %%*R | |/263 50101 10 13 Apr 22 23:17

(L]

Reserved (0)

Reserved (0) 4 Protocol 4 1

Reserved (0) 7 Source Port 5 2
Reserved (0) 11 Destination Port 6 2
Te m p late é ‘;E #R Reserved (0) 32 ICMP Type And Code 7 2
Reserved (0) 10 Ingress Interface 8 4
Reserved (0) 9 Source Prefix 9 1
Reserved (0) 13 Destination Prefix 10 1
Reserved (0) 16 BGP Source AS Number 11 4
Reserved (0) 17 BGP Destination AS Number 12 4
Reserved (0) 18 BGP Next Hop IP 13 4
Reserved (0) 6 TCP Control Bits 14 1
Reserved (0) 14 Egress Interface 15 4

Reserved (0) 15 Next Hop IP 16

LY

Reserved (0) 1 Bandwidth 17

@ o

Reserved (0) 2 Packets 18

Reserved (0) 22 First Packet 19

LY

Reserved (0) 21 Last Packet 20 4
Reserved (0) 60 IP Version 21 1

SevOne In... 450... Application Port 22 2

SevOne In... 450... Application IP 23 16
SevOne In... 450... Client Port 24 2 ©2022 IBM Corporation
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3.4.2.2. NMSDOE%5E (4/5)
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59

B FlowFalcon View Editor

— [FlowFalcon View] & 7

* ViewDERPIREN T HE (WIEIRE TV DA DViewhMAESN TN S)

FlowFalcon View Editor

FlowFalcon Views

evices & Templates

4 Add [ copy T Mark Default

Top Applications ...

Protocol Reports

I Top Applications ...

Protocol Reports

Top Applications ...
Top Applications ...
View#E;BIR
Top Applications ...
Top Client Applic...
Top Client Applic...
Top Clients (Ban...
Top Clients (Tota...
Top Clients with ...
Top Clients with ...
Top Clients with ...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...

Top Destination AS

Application Repo...

QoS Reports
Protocol Reports
QoS Reports
Protocol Reports
QoS Reports

IP Reports

IP Reports

Application Repo...

Application Repo...

IP Reports
IP Reports
IP Reports

IP Reports

Application Repo...

Application Repo...

QoS Reports
QoS Reports
IP Reports
IP Reports
IP Reports

Network Reports

Yes

View Properties

View Name:

Category:

Category Name:

Default Sort:

Aggregated Data:

Top Applications (Bandwidth, Packets, Flows)

Protocol Reports

Protocol Reports

* Descending Ascending

v/ (9 of 10 aggregated views in use)

Enabled: L4

Flow Fields
Device Filter: All Devices
Flags: Keys and Metrics

«" 3 Devices

© 0 Device

LiR— FDERKICERT %
7 4 —JL FI& [Fields In View]
[ZZ %

( Available Fields

X

mﬁ terprise (ID)| ~ FieldID | FieldName |

Fields In View

X

g Reserved (0) 320 Absolute Error 5? SevOne I... 45000 Application Port

g SevOne Inc ... 45040 Active Directory User =] Reserved... 1 Bandwidth Sum

5} Reserved (0) 285 Anonymization Flags [ ] Reserved... 2 Packets Sum

g Reserved (0) 286 Anonymization Technique o] Reserved... 0 Flows Sum =
g Reserved (0) 372 Application Category [ ] Reserved... 19 Multicast Packets ~ Sum -
Q Reserved (0) 94 Application Description mm  Reserved... 20 Multicast Bandw... Sum .4
@ sevonelnc.. 45004 Application Direction S

\ D Reserved (0) 374 Application Groun )
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B NBARIZ&K A7) H5— 3>
—F7#J)L FTIENBARIZ K BT T

Al T RBR S & f=View DAL
) r—3 a3 Vil E RS B ViewlIFEE LG

— Application Tag& VNS T 4 —JL R EFERT SViewZE1EKT 5

FlowFalcon View Editor

FlowFalcon Views | Devices & Templates

4 Add [T copy T Mark Default x View Properties /
 Default| Name « | Category | Aggregated | Enabled ||ty Ve My Application Name Report
My Application N...  Application Repo... Yes I‘
Top Applications ...  Protocol Reports Yes I\ Category: Application Reports

Top Applications ... Protocol Reports |

Application Repo... 1\
QoS Reports I\
Protocol Reports Yes I\

Top Applications ...
Top Applications ...

Top Applications ...

Category Name:
Default Sort:

Aggregated Data:

Application Reports
* Descending Ascending

v (9 of 10 aggregated views in use)

Top Applications ... QoS Reports \ Enabled: v

Top Client Applic...  Protocol Reports 1\ Flow Fields

Top Client Applic... QoS Reports I\

Top Clients (Ban... IP Reports Yes I‘ Device Filter: All Devices A

Top Clients (Tota... IP Reports |

Top Clients with ...  Application Repo... 1\ Flags: T . « 2Devices © 1 Device

Top Clients with ...

Application Repo... 1\
IP Reports ™
IP Reports ™
IP Reports I\ ag
1P Reports Yes 1\ b
Application Repo... I\ \}
Application Repo... 1\ 4
QoS Reports I\ 5}
QoS Reports Yes 1\ @
IP Reports ™ Q
IP Reports ™ 9
IP Reports I\ @

Top Clients with ...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...
Top Conversatio...

Top Conversatio...

Available Fields

Fields In View

Reserved (0) 320 Absolute Error Q Reserved... 95 Application Tag

SevOne Inc ... 45040 Active Directory User o] Reserved... 1 Bandwidth Sum

Reserved (0) 285 Anonymization Flags [ ] Reserved... 2 Packets Sum

Reserved (0) 286 Anonymization Technique 4 =
Reserved (0) 372 Application Category 4 -
Reserved (0) 94 Application Description W 4
SevOne Inc ... 45004 Application Direction « =
Reserved (0) 374 _Aoplication Groun

EEDBEITIER

Application TaglD 7 « —JL K
Z#5Z&T. NBARIZEK ST
AT T —23 Y
%% LKR— KRR TEDS
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3.4.2.3. Flow ReportdD &R

B NMSTFlow ReportZ#tH NI 2FZEIFXUTDA Za—IZT7 V1R
— [Application] > [Flow Falcon Reports]

=Sev0ne Reports Events Applications Devi

FlowFalcon Reports
FlowFalcon Reports
NBAR Reports

Probe Manager
(¥) Resources

B SDITFlow ReportZzH A9 155, FlowdDWidgetzEHI 5

Select a Widget

X

Q

@ Core Wifi Generic Deprecated

&(O)) This widget shows the SNMP summary information of €
the selected AP as graphs

I WLC Inspector

l\ Jl This widget shows various SNMP table data for the o
- selected WLC

Flow

View, analyze and interact with flow data such as o
NetFlow, sFlow, JFlow, IPFIX, and more

=8
1}

B EONDFERIIELLTEEDLLLELA, LIBEOR—IFUINEBNTLNSSDIO LR— kF#EN
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B TimeLineFv¥— k

—-HEDTALIANIZH LT RS T4 vV EDBRZHAT HLEDRAENEZ 6N D

TimeLine

Top Applications (Bandwidth, Packets, Flows)
Apr7,2022 23:52 to Apr 8, 2022 1:52 (UTC+09:00)

+ 8 X B &

]

Top Applications (Bandwidth, Packets, Flows)

% | v | @D Display Aggregated Views

1.4 Kbits
O
1.2 Kbits
1 Kbits
800 bits
600 bits
400 bits
200 bits
0 bits
Apr723:50 Apr 8 00:00 Apr 800:15 Apr 8 00:30 Apr 8 00:45 Apr 801:00 Apr801:15 Apr801:30 Apr801:50
‘V‘W‘W\ //\»\/\—\/\ S '\//\/\J\/\/\/"\//\/‘ /\4
Application Port $ Avg $  Max $  Min $  Total $ | Field $
® 5246 386.75 bits 632.69 bits 5.71 bits 2.80 Mbits Bandwidth (Sum)
® 32626 156.48 bits 178.88 bits 112.32 bits 1.13 Mbits Bandwidth (Sum)
® 5247 135.21 bits 212.80 bits 0.00 bits 979.95 Kbits Bandwidth (Sum)
® netbios-ns 125.91 bits 250.67 bits 42.67 bits 912.80 Kbits Bandwidth (Sum)
https 43.18 bits 210.29 bits 0.00 bits 313.71 Kbits Bandwidth (Sum)
® netbios-dgm 10.27 bits 41.68 bits 0.00 bits 74.55 Kbits Bandwidth (Sum)
62 SevOne Data Insight Software (v3.11.0-build.69 shal:c97f1dd9)
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3.4.2.3.1. SDIIZ & [T S Flow Report (2/3)

B BarFv— bk
— ;S TAVIEDZWNISATUON-TT)5r— 3 BEFIBIETALEDRAENEZZ OND

Bar Chart + X 2B

Top Clients with Applications
Apr 8,2022 0:20 to Apr 8, 2022 2:20 (UTC+09:00)

Top Clients with Applications X | v Display Aggregated Views

10.1.11.3-7cpls-32626 |GGG 13 Mbits
10.1.11.3 - UDP|17 - 5247 — 998.29 Kbits
192.168.64.2 - UDP(17 - netb... || 596 <oits

10.1.11.3 - TCP|6 - https|443 242.74 Kbits
192.168.64.101- TCPl6 - htt... [ 73.47 Kbits
192.168.64.2 - UDP|17 - netb... 1| 55.76 Kbits
172.22.50.27- TCP|6 - kerbe... || 46.7 Kbits
10.1.11.162 - UDP|17- netbi... [] 45.6 Kbits
10.1.11.162 - UDP|17 - netbi... | 20.88 Kbits

Remaining Traffic l 88.6 Kbits

0 bits 500 Kbits 1 Mbits 1.5 Mbits 2 Mbits 2.5 Mbits 3 Mbits
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3.4.2.3.1. SDIIZ &[T S Flow Report (3/3)

B NBARIZK D7 TUHr— 3 VEBINETH S View
—FIFEDR—=Tldhttps L EDIEFERMNEIEG TETULVEWLA, 5 L THERB LT1=ViewTIX. youtube, box%: &M
H—EXZZ EICFlowh I TLNVS

Bar Chart + S Flow Report[TERA SN TS
— ViewD £ Bil
My Application Name Report

Mar 29, 2022 16:02 to Mar 29, 2022 18:02 (UTC+09:00)

My Application Name Report X | v Display Aggregated Views

27.4 Mbits

youtube

unknown . 1.

google-services . 1.62 Mbits

youtube, box%i & Dhttpsl LD
, _ H—EXICHEINTLS
netbios-ns I 744.8 Kbits

capwap-control | 498.18 Kbjts

facebook = 3748 Kbits

binary-over-http I 1.55 Kbits

box [ 195.92 Kbits

capwap-data | 176.16 Kbits
Remaining Traffic I 538.11 Kbits

0 bits 10 Mbits 20 Mbits 30 Mbits
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65

LI HIIAPS
—SevOne NMSIZWireless LAN Controller (WLC) Collectord 4 > X F—JLL. WIi-FIIREOE=X2 ) VI MWT=Z5
_ETHERT S
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3.5.1. FREEFERK

11.145 19?.3\58.64.0/24 11.93

172.22.0.0/16

.254

sssssmmsnmnmnnns®

C9100 C9300
Wireless Client 31 (AP)

192.168.65.0/24

/

INTERNET

101

0
>
T
=
>
v

_
10.1.11.0/24

Site A

E-lll-lll.
=« CIsco

Wired Client :
|.72.103 :

S 160.51

C9800 [{esesee
(WLC)

(AR ERNERNERNERNRERNERNERENREERNNRNEIRNS JN

SevOne NMS

3 Grafana Labs

192.168.175.0/24

\

.98.1

L

NSX-T TO
.254

*
R EEEEEEEE NN NN NN EEEEEEEE NN NN NN NN EEEEEEEEEEEN NN NN EEEEEEEEEEEENNNNEEEEEEEEEEEEEEEEEEEEEEEE®
"IN NN N NN NN NN NI E SN N NN NN NN SN NN NN NN SN NN NN NN NN S SN NN NN NN NN EEENEEEEENEN,

[ | -
E .72.102 192.168.75.0/24 .72.93 192.168.125.0/24 .72.201 . \
e : : . Site B
=l - - = 192.168.176.0/24
.160.54 : 101 254 [ .253 Emgﬂ . '|I|.|I|.
E E /APACHE (WANem) 253 E cisco
Sevone :. EEEEEEEEEEENEEEEEEEEENEEEEEEEEENEEEEEESR .?.9.3.9.0. EEEEEEEEEEEEEEEEEEEENEEEEEEEEEEEEESR .A.§.A.v. EEEEEEENR l':
Data Insight ‘-............................................................................................‘

(SDI)

] .110.13 192.168.10.0/24 111.231

SiteC
JunipPer

NETWORKS

SENEEEEEEEEEEEN INEEI W

VSRX
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3.5.1. Wireless LAN Controller (WLC) Collector

67

B SevOne NMSTWI-FIIREBOE=42 ") > J #1715 1=8IZ1&. Wireless LAN Controller (WLC) Collector
(Wi-Fi Collector& £ §5) ML E
B WLC Collectorl&ENMS7 7S5 A4 7R THRBIRRA FENDa0TFA A=
—~NMSLELTEESESZEH, hostry FDO—0 - E—FDYE—FNMLTEMESE S Z & £ HEE
— HBERTIEINMSLEIZA VXA F—=)LLTHERT S

B SNMPZERLTWI-FiT—42 B89 5
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m FliE
— Wireless LAN Controller (WLC)AINMS® Device Manager|Z&fx s TLND Z &

—WLC Collector A4 *—< = D7 A ILEAFTH &
 BEHTIIUTD I 7ML Z=EH
« WLC Collectorl&NMS_Lt. Wi-Fi widgetlESDILEDEEDN T« LY M) —IZFNEFNEE

wifi-solution-v2.9.0-build-174642.tar.gz
wifi-solution-v2.9.0-build-174642.tar.gz.sha256sum.txt
wifi-sdi-widgets-2.9.0-build-174977 .tar
wifi-sdi-widgets-2.9.0-build-174977.sha256.txt

]- NMSH WLC Collector

]' SDIA Wi-Fi widget

B FEHE
1. ERIER

« WLC Collector®Installation Guide D EE& 4LV, NMST [Mask Read Community String] Z 31t
2. WLC Collectordd4 > X k—JL
3. WLC Collectord#2Ef
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B WLC Collector®Installation GuideDFE&EIZHELY. NMST [Mask Read Community String] Z& #Exh{k

—NMSIZAa %5 4 > L. [Administration] > [Cluster Manager] % #1R

=SevOne

Welcome Jun

Favorite Reports

Reports

Events

Applications Devices

Alert Summary

28 Mar '2

Access Configuration
API Docs

Baseline Manager

Cluster Manager

Flow Configuration
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3.5.2.1. =HI#E{H (2/2)

B NMST [Mask Read Community String] % £E%h1k

— [Cluster Settings] 2 7M A = a1 —& Y, [Security] Z:Z#R L. [Mask Read Community String] ®DF = v 7 &4}
L THRFE

.:E Se\lone Reports Events Applications Devices Administration

Cluster Manager

Cluster Navigation [« 22 Cluster
| Search m ) 1 _ )
ESCI Cluster Overview “ Peerﬂl Cluster Settings H Cluster Upgrade u SevOne Data Bus Configuration
uster
> (=) SevOne Appliance Alerts
il Inactivity Timeout ’30 2| minutes
Enable Hard Timeout O
30 minutes
Skl Minimum Password Length ‘o ‘% characters
Enforce Password History ‘0 > | passwords
Firewall =)
Minimum Password Age ‘0 [+ days
FlowFalcon :
Password Change Notification ‘o < days
Maximum Password Age ‘ 0 E days
Mask Read Community String O
1 0 VO 1=
Require Strong Passwords for mysql users O
Allow Forcelogin ™
Force Same Origin Policy ™
Rest API Validate Certificates O
4
Require HTTPS O
Allow insecure code in Simple attachment O
Enable render graph security 04
l =l Account Lockout
RS PEAR P - [a] 4.

©2022 IBM Corporation
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B NMS([Zroot2—H—TSSHASG A VL, €1 A—2 - D7 A ILEZHRET S

root@sevone-nms:~/wifi [6.1.0] [15:08:21] $ ls -la

&5t 292480

drwxr-xr-x. 2 root root 202 3H 915:08.

dr-xr-x---. 5rootroot 182 38 915:08..

-rw-r--r--. 1 root root 299493267 38 9 15:06 wifi-solution-v2.9.0-build-174642.tar.gz

-rw-r--r--. Lrootroot 110 3A 9 15:06 wifi-solution-v2.9.0-build-174642.tar.gz.sha256sum.txt

root@sevone-nms:~/wifi [6.1.0] [15:08:51] $ tar xvf wifi-solution-v2.9.0-build-174642.tar.gz
wifi-solution-v2.9.0-build-174642/

wifi-solution-v2.9.0-build-174642/upgrade.sh

wifi-solution-v2.9.0-build-174642/install.sh
wifi-solution-v2.9.0-build-174642/WifiSolution-ootb-reports-NMS.spk
wifi-solution-v2.9.0-build-174642/multi-peer-installer.tar.gz
wifi-solution-v2.9.0-build-174642/wifi-v2.9.0-build-174642 tar.gz

root@sevone-nms:~/wifi [6.1.0] [15:09:04] $
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3.5.2.2. WLC Collector® 1 > X k—JL (2/6)
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mEEELI=T« LY b')—IZsha256 checksum®Dtext 7 7 4 JLZEE L. "/install.sh setup" #ZE1T

root@sevone-nms:~/wifi [6.1.0] [15:09:29] $ mv wifi-solution-v2.9.0-build-174642.tar.gz.sha256sum.txt wifi-solution-v2.9.0-build-174642
root@sevone-nms:~/wifi [6.1.0] [15:09:52] $ cd wifi-solution-v2.9.0-build-174642/
root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [15:10:02] $ Is -la

&5t 293704

drwxr-xr-x. 2 root root 219 3A 1417:00.

drwxr-xr-x. 4 root root 138 34 1417:07 ..

-rw-r--r--, 1 root root 40038 1A 25 12:11 WifiSolution-ootb-reports-NMS.spk

-rwxr-xr-x. 1 root root 22026 18 2512:11 install.sh

-rw-r--r--. L root root 8443 1A 2512:11 multi-peer-installer.tar.gz

-rwxr-xr-x. 1 root root 3540 1A 2512:11 upgrade.sh

-rw-r--r--. Lrootroot 110 3A 9 15:06 wifi-solution-v2.9.0-build-174642.tar.gz.sha256sum.txt
-rw-r--r--. 1 root root 300666515 18 25 12:11 wifi-v2.9.0-build-174642.tar.gz
root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [15:10:04] $
root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [15:14:36] $ ./install.sh setup
Do you want to backup your data at /opt/WLCCollector?(yes | no): yes

Verifying checksum of the collector tar.

Verification of the collector tar is successful.

OK: User is root.

OK: All the prerequisite requirements met

OK: NMS Version met minimum requirement of 5.7.2.32

OK: Docker version met minimum requirement of 18.06.1 and docker service is up and running.
OK: All files are present at /root/wifi/wifi-solution-v2.9.0-build-174642

OK: tar extracted successfully at /opt/WLCCollector
OK: Loaded vendor docker images
OK: Setup completed successfully

root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [15:15:18] $
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B A ENT=-Cisco WLCAH®DIRIE T 7 4 JL (cisco.env) ZiRE (FF : RES

5 AT

root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [15:17:17] $ cat /opt/WLCCollector/configuration/cisco.env
SEVONE_API_HOST=127.0.0.1
SEVONE_API_USER=admin
SEVONE_API_PASSWORD=*****({£ZEM/{\X 7 — F Z 5L H)
SEVONE_TRANSPORT=api
SEVONE_PERSIST=ram
SEVONE_API_CONFIG_VERSION=v2
SEVONE_API_COLLECTION_VERSION=v2
SEVONE_API_COLLECTION_PORT=80
SEVONE_API_CONFIG_PORT=80
SEVONE_API_SECURITY=False
SEVONE_API_READ_TIMEOUT=60
DEVICE_GROUP=

WLC_VERBOSE=2

WLC_DRY_RUN=

DO_META=True

POLL_INTERVAL=300
TIME_SINCE_AP_UNAVAILABLE=300
WLC_GROUPS=WLC Cisco
DISTRIBUTE_ON_ALL_PEERS=False
DISTRIBUTION_PEERS_LIST=
SELF_MONITORING=True

€1
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3.5.2.2. WLC Collector® 1 > X k—JL (4/6)

B Device GroupfERk
—BIEDFEIZ Tcisco.env® 'WLC_GROUPS] [Z#8% L #=Device Group#{Erk9 %

— [Devices] > [Grouping] > [Device Groups] % &R

=SevOne

Reports Events Applications Devices

. Administration
Welcome Jun Device Manager
S i
# Discovery Manager ~e s Lo
‘g Grouping Device Groups
" Object Groups |
{8 Manage | |[@ Create Report » MaLE Browsel ‘I'—?agé
—[All Device Groups] &% ') v 4 >[Add Device Group] &R L. [WLC Ciscol Z1ERL

— Sevone ‘ Reports Events Applica
Add Device Group X
Device Groups Meml
L e Device Group Name: | WLC Ciscol
O 0
v/ 43 All Device Groupy
(3 Discovery Mg W Save Cancel
; JE e Edit
(%3 Location
(& Manufacturer & View Metadata
P JB Operating Syst{ 7] pelete
19 Special
(& Topology
> (3 Type
JB_ Unclassified

74
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B /R L 1=Device GrouplZCisco WLC#Pin%3

—EA=a—& Y [WLCCisco] ZEIR L.
ZFRFHDCisco WLC (C9800) IZF = v U Z# AN T [Pinto Group] R VT

Junishizuka « logowt + O A& ?

— Device Manager|Z

[Pin Devices] ZEiR

=SevOne Reports Events Applications Devices Administration
e
Q_ search ~ | Search
Device Groups Membership Rules for WLC Cisco

4 Add Device Group | Search

O —y (T

4 Q All Device Groups
(S® Discovery Manager
(@ 1p
(@ Location
@ Manufacturer
3_ Operating System
(@ Special
(= Topology
(<2 Type

| _‘3 WLC Gisco

+ | [® Add Rue JAopvyRum

[] 172.22.72.102

 Device Description ‘Hn-guml?m [[] Asav

[] c37506
[ co300

172.22.72.102
172.22.72.201
172.22.11.254
172227293

Alternative Name IP Address
I:I_———

v/ C9800

172.22.98.1

T VORK

172.22.111.231

| Page 1

of 1

Displaying Objects 1 - 6 of 6

‘ & Pin to Group

‘ Cancel

/

Membership

s v | ,t Pin Devices

Device Name

1 & C9800

Device Description
WLC - Cisco

£ Unpin Devices | O_ Search » |Search

%]

Management IP Addr¢

172.22.98.1

sysDescr sysContact
Cisco IOS Softwar...

sysLocation

sysName
C9800-1

sysObjectId
.1.3.6.1.4.1.9.1.25...

Actions
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3.5.2.2. WLC Collector® 1 > X k—JL (6/6)

B "/install.sh install" %34T L TWLC Collectord 4 > X b—)L

root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [16:58:07] $ ./install.sh install --vendor cisco
OK: User is root.

OK: All the prerequisite requirements met

OK: NMS Version met minimum requirement of 5.7.2.32

OK: Docker version met minimum requirement of 18.06.1 and docker service is up and running.

OK: Installed cisco-collector

OK: Installation completed successfully

check log file at /var/log/wifi-wlc/wlc_cisco_install.log for any error
root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [16:58:23] $
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3.5.2.3. WLC Collector®i2Eh (1/2)

W " /install.sh run" Z 34T L TWLC Collector % tZEf

root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [17:00:12] $ ./install.sh run --vendor cisco
OK: User is root.

OK: All the prerequisite requirements met

OK: NMS Version met minimum requirement of 5.7.2.32

OK: Docker version met minimum requirement of 18.06.1 and docker service is up and running.

OK: Cron_file created successfully at /etc/cron.d

OK: logrotate rules files created successfully.

OK: Run completed successfully

check log file at /var/log/wifi-wlc/wlc_cisco_*.log for any error
root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [17:00:17] $

—_FEEHT L EcronT 7AILAER NS

root@sevone-nms:~/wifi/wifi-solution-v2.9.0-build-174642 [6.1.0] [09:31:49] $ cat /etc/cron.d/wifi-cron-cisco

# Adding vendor's cronjob
0-59/5 * * * * root [[ $(cat /SevOne.masterslave.master) -ne '0' ]] && /opt/WLCCollector/wlccmd.sh v2.9.0-build-174642 run cisco
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3.5.2.3. WLC Collectordi2Eh (2/2)

B WLC CollectorZ#2&1 L TLIX S < 9% & . Device ManagerIZCisco WLCHAYE ¥ 5 Access Point
(AP) B LV APIZEH L TL\DInRNBEEIZFRKIND

= Sevone Reports Events Applications Devices Administration Jun Ishizuka ¢ Logout - D ﬁ ?
Device Manager
Filters <« ‘ Devices
Group - ‘ 8 v (& Add Device Move selected to Deletion Queue [3] Import CSV =@ Wrap Text | O Search.. » | Search.. x| [5)csv~ f% PDF~ @ Detach~
T e ooy it or
Everything A Device IP Objects Polling Frequency
Only show devices that are in all groups you select.
172.22.72.102 172.22.72.102 1 SevOne Appliance 300 0.02
Technology e ASAv 172.22.72.201 14 SevOne Appliance 300 0.04
Other Filter Options e C9300-A 172.22.11.93 150 SevOne Appliance 300 5.91
C9300-B 172.22.72.93 159 SevOne Appliance 300 5.93
!‘ Apply Filter ‘ ‘ Clear Filter €9800 172.22.98.1 67 SevOne Appliance 300 1.09
: VSRX 17222111931 188 SevOne Appliance 300 8.03
WiFi AP:AIR-AP1852I-Q-K9 172.22.11.20 1 SevOne Appliance 300 0.00
WiFi AP:C9115AXI 10.1.11.3 2 SevOne Appliance 300 0.05
WiFi Selfmon 0.0.0.0 1 SevOne Appliance 300 0.00
WiFi Stations - mfg:Intel Corporate 0.0.0.0 1 SevOne Appliance 300 0.04
WiFi Stations - mfg:unknown 0.0.0.0 0 SevOne Appliance 300 0.00
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B SDIICSSHAS A VL, £ A= D7 ILEHRET S

[sevone@sevonek8s wifi]$ s -la

/5t 8320

drwxrwxr-x 2 sevone sevone 107 3H 1418:17.

drwx------ .6sevonesevone 151 3H 1418:17 ..

-rw-r--r-- 1 sevone sevone 65 3 A 14 18:17 wifi-sdi-widgets-2.9.0-build-174977.sha256.txt
-rw-r--r-- 1 sevone sevone 8512512 3H 14 18:17 wifi-sdi-widgets-2.9.0-build-174977 tar

[sevone@sevonek8s wifi]$ tar xvf wifi-sdi-widgets-2.9.0-build-174977.tar
./WifiSolution-ootb-reports-SDI.tar
.Jap-audit-table-2.9.0.tgz
.Jap-details-2.9.0.tgz
.Jcisco-ap-inspector-2.9.0.tgz
.Jcisco-cdp-neighbors-2.9.0.tgz
./delete-widget.sh

./deploy.sh
./heatmap-calendar-1.9.0.tgz
.Jinstall-widget.sh

Jinstall.sh
.Jtopn-heatmap-1.9.0.tgz
Jversion.txt
Jwifi-signal-quality-2.9.0.tgz
.Jwifi-station-details-2.9.0.tgz
.Jwifi-station-summary-2.9.0.tgz
[sevone@sevonek8s wifi]$
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B "/install.sh" #3217 L TWi-Fiwidget—=X %4 > X b—JL

[sevone@sevonek8s wifi]$ ./install.sh wifi-sdi-widgets-2.9.0-build-174977.tar

Verifying installer checksum...

CHECKSUM verified.

Username (the same you use to login to DI): admin

Password (the same you use to login to DI):

Tenant (visible in the bottom left corner below the username, after login): SevOne
DI IP or hostname (no http://; leave blank for: 'sevonek8s'): 172.22.160.54

Attempting to upload: "ap-audit-table-2.9.0.tgz"...
Successful login
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 759k 100 2 100 759k 4 1575k --:--:-- -=i--1-- --i--:-- 1574k
Finished uploading.
Attempting to upload: "ap-details-2.9.0.tgz"...
Successful login
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 693k 100 2 100 693k 5 1809k --:--:-- --:--:-- --:--:-- 1807k
Finished uploading.
Attempting to upload: "cisco-ap-inspector-2.9.0.tgz"...
Successful login
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 588k 100 2 100 588k 4 1378k --:--:-- --i--:-- --:--:-- 1380k
Finished uploading.

(RR—=U~Hi<)
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3.5.3. Wi-Fi widgets®t v 7 7 (3/5)

B "/install.sh" #3217 L TWi-Fiwidget—=X %4 > X b—JL

FIR—UD L E)

Attempting to upload: "cisco-cdp-neighbors-2.9.0.tgz"...

Successful login

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 754k 100 2 100 754k 5 2011k --:--:-- --:--:-- --:--:-- 2018k

Finished uploading.

Attempting to upload: "heatmap-calendar-1.9.0.tgz"...

Successful login

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 862k 100 2 100 862k 5 2510k --:--:-- -=i--1-- --i--:-- 2513k

Finished uploading.

Attempting to upload: "topn-heatmap-1.9.0.tgz"...

Successful login

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 867k 100 2 100 867k 5 2371k --:--:-- -=i--1-- -=i--:-- 2377k

Finished uploading.

Attempting to upload: "wifi-signal-quality-2.9.0.tgz"...

Successful login

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 773k 100 2 100 773k 5 2153k --:--:-- -=i--1-- -=i--:-- 2159k

Finished uploading.

(RR—=T~ 5 <)
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B "/install.sh" #3217 L TWi-Fiwidget—=X %4 > X b—JL

HIR—T B E)

Attempting to upload: "wifi-station-details-2.9.0.tgz"...
Successful login
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 694k 100 2 100 694k 6 2124k --:--:-- -=i--1-- -=i--:-- 2123k
Finished uploading.
Attempting to upload: "wifi-station-summary-2.9.0.tgz"...
Successful login
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 780k 100 2 100 780k 6 2378k --:--:-- --i--1-- --i--:-- 2373k
Finished uploading.

Installation completed.
[sevone@sevonek8s wifil$
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3.5.3. Wi-Fi widgets®t v 7 v 7 (5/5)

B AR M—=LDRINT B & DataInsightEIZWi-Fi widgethVBil S 3

.:Sevone Untitled Report Select a timespan © o8 Varia bles + = Off v + Add widget B Save v ©
MEEDATA INSIGH
Untitled Section — Selectandget %
4+ Create Q
sl Repods Al Core o Generic Deprecated
o Explore v @ AP Audit Table h
QG Configure v . fo 15 the A
‘a Administer v .;a ' =8 o
0
€3 o o
Select a widget on your right PP SN Ao e i |
to begin your report 2 o
Need help creating a widget? Click here to learn \ T A : )

more or read the User Guide located within the
user-menu whenever you need help.
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B AP Audit Table

= evone WiFi-Test-iszk Select a timespan @ < off
HEEDATA INSIGHT
Untitled Section
+ Create AP Audit Table
Report Type
Reports
AP Inventory
® Explore A Device : C9800
Y | search
Maps
oo Confi o Id $ Change Type $ WLC Name ¢ AP Name $  Field Name ¢  CurrentValue ¢  Previous Value
4 onrigure
36 Change Detected C9800 C9115AXI gw 10.1.11.98 0.0.0.0
Administer v 37 Change Detected €9800 C9115AXI model C9115AXI-Q unknown
38 Change Detected 9800 C9115AXI ip_addr 10.1.11.3 0.0.0.0
39 Change Detected 9800 C9115AXI netmask 255.255.255.0 0.0.0.0
40 Change Detected 9800 C9115AXI software_version 17.6.2.43 17.2.1.15
31 Change Detected C9800 C9115AXI software_version 17.2.1.15 17.6.2.43
32 Change Detected 9800 C9115AXI ip_addr 0.0.0.0 10.1.11.3
33 Change Detected C9800 C9115AXI gw 0.0.0.0 10.1.11.98
34 Change Detected 9800 C9115AXI netmask 0.0.0.0 255.255.255.0
35 Change Detected C9800 C9115AXI model unknown C9115AXI-Q
30 Access Point Missing C9800 AIR-AP18521-Q-K9 name AIR-AP18521-Q-K9
29 Access Point Missing €9800 AIR-AP18521-Q-K9 name AIR-AP18521-Q-K9
28 New Access Point Found C9800 AIR-AP18521-Q-K9 name AIR-AP18521-Q-K9
27 Change Detected 9800 C9115AXI software_version 17.6.2.43 17.2.1.11
26 Access Point Missing C9800 CO115AXI name CI115AXI
u he WiFi-Test-iszk Selectatimespan @ = & Off
HEEBEDATA INSIGHT
Untitled Section
+ Create AP Audit Table
Report Type
Reports
AP Audit Log
©® Explore ~ Device : C9800
M Y | search
aps
°° Confi o WLC Name $ | AP Name $ Make $ Model & | Serial Number & SoftwareVer & BootVer ¢  DOT3MACA... $ IPAddress $  NetMask $ Gateway $ | EthernetMAC & Admin Status
4 onrigure
€9800 AIR-AP1852I-Q...  Cisco AIR-AP1852I-Q... KWC1943026B 17.6.2.43 1124 DC:CE:C1:20:A...  172.22.11.20 255.255.0.0 172.22.11.254 DC:CE:C1:20:1...  Enabled
Administer v C€9800 CI115AXI Cisco C9115AXI-Q FGL2320L0D7 17.6.2.43 1124 D4:78:9B:B9:3...  10.1.11.3 255.255.255.0 10.1.11.98 piZvB Enabled

84

v J off v B save v [

Q

APDAudita 5 DFEER
BRENARE

$ Timestamp
2022-03-18 14:15:07
2022-03-18 14:15:07
2022-03-18 14:15:07
2022-03-18 14:15:07
2022-03-18 14:15:07
2022-03-18 14:10:07
2022-03-18 14:10:07
2022-03-18 14:10:07
2022-03-18 14:10:07
2022-03-18 14:10:07
2022-03-18 11:50:07
2022-03-18 10:15:08
2022-03-17 16:25:09
2022-03-16 20:50:07
2022-03-16 20:30:10

v I off v

B save v =

APDA R k1) —iF
HO—ERTHAHEE

E

a
s

a
s

a
s

Oper Status Last Update

Associated 18-Mar-20220...

Associated 18-Mar-20220...
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B AP Details

AP Details X &

WiFi AP:C9115AXI

C9800 C9115AXI-Q FGL2320LOD7 17.6.2.43 D4:78:9B:B9:3B:60 10.1.11.3
s =3 Y =
I S I TS IR R NN | AP R (X 24
ek O ISEN
255.255.255.0 10.1.11.98 Enabled Associated 1124 l/_ I“ N EE.I& AR E ~ EBu
N t —
gﬁgs / ’f xs *&"JLO 7
T A7V NG E) ZHER
hE
=
(6} R
a 03/28/22 03:35 AM BL=
03/Z1/22 032722 oynza] HwLcicos0  fopp 03/28/22 03/28/22
9 900k g o = - — e
@ 600k 03/28/22 03:35 AM 2z 60 03/28/22 03:35 AM
S 3.00k s 30 ) I
x 00 — B ™ (bits/sec) : 14.5 — & 0 H Quality (%) : 100
<30 @B
g 600.0 | & 0 >-50 @B
= 4000 } | 3 .
S 2000 L , | 03/28/22 03:35 AM a 0 - “Oj 03/28/22 03:35 AM _‘v
vt [ TAFTITYY TT TR [ TY B Ty BT T - hiat Mt 20t 40 "A) W
g 00 : A e ‘W Rx (bits/sec) : 54.6 = B Rrssl (dB) : -38
<70 @B
@ 0 s 9 >24 @
T 30 S 60 aC
8 60 — 03/28/22 03:35 AM € 3 TV VW W WL 03/28/22 03:35 AM
A A A AT A\ .
z 90 H Noise (dB) : -85 o @ 0 | Signal-to-Noise Margin (dB) : 47
10 @
&2 09 [ \‘ ““\ 29 w‘ \ —
2 06 | | | \ 03/28/22 03:35 AM | |
§ 03 - | X -\ |
@ ol 1 ! [ stations : 1 | \J
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B Cisco AP Inspector

Cisco AP Inspector

Access Point

WiFi AP:C9115AXI

17.6.2.43

defaul

Channel Assignment Current Channel Channel List Tx Power Control Tx Power Level Absolute Power List

17,14,11,8,5,2,-1,-4

r Interfere

Channel 1 -63

Channel 2 -128

Channel 3

Channel 4 -128

Channel 5 -128

Channel 6

Channel 7 -128

Channel 8 -128

Channel 9 -128

Channel 10 -128

Channel 11

Channel 12 -128

Channel 13 -86

t location C9115AXI-Q

WiFi AP:C9115AXI

Auto 3dBi

Channel List Comparison

Interference

Better (m—————) \\/orse

&
@

&
o

o
o

&
S

D TRk ©-802.11b/g- channel: 1

D4:78:9B:B9:3B:60

Radio Slot

=

I b - 802.11b/g - channel: 1

Iv]

1-802.11a- channel: 44

Enabled

1,2,3,4,5,6,7,8,9,10,11,12,13

Noise

Better (m———) \\/orse

-150 -120 90 -60 -30
nce Power @ Interference % Util

©
N

o
o4

&
©

'
©O

, ) , . .
o ® © 9 ©
© © O

©
S)

&
®

©
S

'
©

Channel 1

Channel 2

Channel 3

0 Channel 4
0 Channel 5
2 Channel 6
0 Channel 7
0 Channel 8
0 Channel 9
0 Channel 10
25 Channel 11

0 Channel 12
2 Channel 13

30 120

® Noise Power

-100 -80 -60 -40 -20

802.11b/g

Current Channel Coverage

RSSI Coverage
Worse () Bectter

index 4 %.....lo
Index 6 -60 - 0
Index 7 -52 - 1
Index 8 -44 - 0

oA

1120 -100 -80 -60 -40 -20
@ RSSI Level @ Stations

SNR Coverage

Worse () Bctter

0
Index 1 0
Index 2 O- 5

Index 3 0_ 10
Index 4 O_ 15
Index 5 O_ 20
Index 6 0_ 25
Index 7
Index 8

Index 9

I

Index 10

R

— 30
0

I 35
0

I 40

— 45

0 10 20 30
® SNR Level @ Stations

T

40

50

2.AGHz#®#/5GHz %8 (<

BEFXRILDFHE/ A
AR, BEDF v I
DHhINL Y O EHEZRATRE
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B WLC Inspector

WLC Inspector

Report Type
Rogue AP
Y Search
AP Name S Address
C9115AXI 10.1.11.3

WLC Inspector

Report Type

Y

Rogue APSSID S AP Type

0000softbank ap
ap
ap
icom_wlan ap
d1401 ap
0002softbank ap

remote-world-wifi ap

ap
Wi-Fi-BI ap
ACS12F-FREE-W... ap
SWS1day ap

.FREE_Wi-Fi_PA... ap

87

WLCAEET HAPDE
Device : C9800 i%#—%%g %*ﬁfd: E’ETJEEEE_I’
Ae

a a a a a a a -

S  Neigh Name S  Neigh Address S Neigh Interface $ Platform S Capabilities S HoldTime left S  Duplex S  IfSpeed

“»

C9300-A.iselab.local 10.1.11.222 GigabitEthernet1/0/47 cisco C9300-48U Router Switch IGMP 1648485404 Full Duplex 1,000 Mbps

| RIEAP (WLCOEEND
Device : C9800 AP) T%#Etj: g%ﬁgﬁﬂﬁg

$  DetectingAP... $ TotalDetecti... $ Containment... $ On Network $ AP State $ APClassType & APTotalClients $ MaxDetected... $  FirstReported & LastReported @
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -89 Mon Mar 28 23 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -83 Mon Mar 28 16 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -86 Tue Mar29 01 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -84 Mon Mar 28 20 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -86 Tue Mar 29 00 Tue Mar29 01
D4:78:9B:B9:3B:60 C9115AXI 1 unassigned no alert unclassified 0 -89 Mon Mar 28 23 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -88 Tue Mar 29 00 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -86 Mon Mar 28 21 Tue Mar29 01
D4:78:9B:B9:3B:60 C9115AXI 1 unassigned no alert unclassified 0 -88 Mon Mar 28 21 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -86 Tue Mar29 01 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -89 Mon Mar 28 22 Tue Mar29 01
D4:78:9B:B9:3B:60  C9115AXI 1 unassigned no alert unclassified 0 -84 Mon Mar 28 22 Tue Mar29 01
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m Wifi Signal Quality

Wifi Signal Quality

Client Summary by SSID

Enabled # SSIDN.. # Clients & AvgSNR # AvgRSSI & Signal... &

SSID/ DGR M0 BRI |—\

@ test-sevone 1 35 -42 = Excel...

Device group : All Device Groups/Wifi

Show Names

= Excellent (>-50dBm), = Good (-50dBm to-60dBm), = Fair (-60dBm to-70dBm), = Weak (<-70dBm)

Q

APE DI R O EIRIKIRL ¥ [sarm
APName  $ | Clients 4 AgSNR ¢ AvgRSSI  $ SignalQu... $
WiFiAP:COL... 1 35 42 2 Excellent
WiFi APAR-... 0 0 [ = Excellent

Client Summary by Access Point@®

User Name :
IP Address : 192.168.64.2
MAC Address : 00:24:D7:A0:E0:50
Radio Type : 802.11n-5 GHz
Manufacturer : Intel Corporate
Access Point: C9115AXI
SSID : test-sevone
Channel : 44 (5 GHz)
SNR Margin: 48
RSSI: -37 dBm (-37)
Tx Bytes : 5,312 Bytes
Rx Bytes : 20,824 Bytes

Search any station: @

Username Iv|[@ searchinputhere m
Client Summary @

Y | search

MAC Address. ¢ | UserName ¢ IPAddress ¢ | Manufacturer 4 | Access Point 4 SNR ¢ Rssl 4 | Rating : 4 TXBytes

00:24:D7:A0:E0:50 192.168.64.2 Intel Corporate C9115AXI 48 37 = Excellent 5,312

BERMEZREMICHEEETRE

APIZHEMT B BB RO EiRK
1 E DY T 1) —ERERAT e
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B Wifi Station Summary

Wifi Station Summary

Stations by SSID

FEIRDSSIDEDES |—\

test-sevone: 1

Stations by Manufacturer

AR R DRETE DEIS |—\

Stations by Operating System

BIRIHARDOSEBDEE

Device group : All Device Groups/Wifi

Stations by Access Point

C9115AXI: 1

Stations by Band

/—I APEBOEGHEEMDOBIE

/—I FRSEEOEEEERORA
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B Wifi Station Details

Wifi Station Details

00:24:D7:A0:E0:50

unknown 9800 unknown

AP, WLC and
SSID Trails

192.168.64.2

Wifi Station - 00:24:D7:A0:E0:50

9.00k
6.00k
3.00k

Tx (bits/sec)

600.0
400.0
200.0

0.0

Rx (bits/sec)

Channel
N
o

N

Band (GHz)

0.9
0.6
0.3

Tx rate

90

=0

03/28/22 03:35 AM
l 7x (bits/sec) : 14.5

03/28/22 03:35 AM

I Rx (pits/sec) : 54.6 |

03/28/22 03:35 AM
[ Band (GHz) : 5

03/28/22

2:00 AN
G3: 00 AM

Intel Corporate WiFi AP:C9115AXI

03/28/22 03:35 AM
I Access Point : WiFi AP:C9115AXI

802.11n-5GHz

x &

28-Mar-2022 5:05 UTC

fwLe : C9800
b8 03/25/22 03728722
g o0 Y oy B | >80 @B
E 03/28/22 03:35 AM
3 0 11 I | Wauality %): 100 I
<30 @B
%* 0 1 L1 >-50 @B
7 l I I | 03728722 03:35 Am I \.
= B Rrssi (dB) : -38 -
-
g 9 >24 @B
ke 60
3 T VWWWwummAagQ 03/28/22 03:35 AM
20 v " | M signal-to-Noise Margin (dB) : 47 -

Noise (dB)
© W
oo oo

1 1 1
03/28/22 03:35 AM \
l Noise (dB) : -85

o —=NWw

Association

03/28/22 03:35 AM
I Status : associated

Reason: -

EIRIERE O EMIER
EZEL— ., FHEA
BHHESEIUF Y RIL,
TR, APE DR
KiRAE) ZHERTTEE
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