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Agenda

News & events 

Support update

Discussion: New use case capabilities in Guardium Data Protection



IBM Security Guardium Insights SaaS

Think 2023 on demand keynotes https://www.ibm.com/events/think/

IBM TechXchange conference     Sept 11-14

Announcements

eGA May 31 and

https://www.ibm.com/events/think/
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https://www.ibm.com/community/ibm-techxchange-conference/
We’ll be hosting a CAB at this event!



Join us for Super User Groups created to connect and 
discuss all things IBM Security Identity and Access 
Management, Data Security, and Threat Management with 
other product users as well as IBM experts. We will host 
individual product user groups for current as well as 
future customers. In each session, IBM experts will 
highlight best practices and showcase product demos, 
while current customers are invited to share feedback on 
their product experience. 

Upcoming events in NA:

Washington, DC – June 7th: https://ibm.biz/RSUG-DC

And more events happening in all geo’s!  Keep an eye
on the IBM Security Community for more:
https://ibm.biz/Guardium_Community

You’re invited
IBM Security Super User Groups!

Agenda

• Keynote session
• Cyber Range Experience
• What's new in Digital Trust and Threat Management
• Product roadmaps
• Cloud architecture
• Roundtables
• Customer use cases
• Breakout sessions
• Hands on demos
• Networking opportunities
• And more!

Questions? Reach out to carriero@us.ibm.com

https://ibm.biz/RSUG-DC
https://ibm.biz/Guardium_Community
mailto:carriero@us.ibm.com


June 15  Guardium Risk Spotter
Risk Spotter is part of Guardium Data Protection. It uses AI to identify risks across your entire 

system. Come to learn more about what Risk Spotter can do for you. If you are using already Risk 

Spotter, join us to ask any questions you have or give us feedback.

Register here

Analytics Webinars

In May we held a webinar on Active Threat Analytics. The slides are in the Community, here. 

The replay is being made into a course on the Security Learning Academy.

https://ibm.webex.com/weblink/register/r5b272a162979812209f6d275318eafd3
https://community.ibm.com/community/user/security/viewdocument/active-threat-analytics-may-17-we?CommunityKey=aa1a6549-4b51-421a-9c67-6dd41e65ef85&tab=librarydocuments


Events
https://ibm.biz/GuardiumEvents



Some key enhancements in GDP V12:

• Simplified audit process user experience
• Optimized data classification process workflow
• Ease of use improvements for administration and 

operation – visibility into patching across MUs, 
improved load balancing and traffic detection at 
cluster level

• Currency support for FAM – Solaris support
• Vulnerability Assessment enhancements, including 

certified support for ServiceNow ‘event management 
module’

• and more

IBM Security Guardium Data Protection V12 
Beta Program

Timeframe:  June through July

Interested in participating?
Please contact: leilaj@us.ibm.com



Support Update

-
Lisette Contreras
Guardium Support



V11 Notable Releases
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Appliance Updates
● V11.x: Updated Health Check: SqlGuard_11.0p9997_Health_Check_2023-04-20
● DPS patch: Guardium_11.0_DPS-Update_Q2-2023_Database-Protection-Knowledgebase-Subscription

Agent Updates
• V11.4:
GIM V11.4.1.3 r114322 (RedHat 6/7/8, Suse, Ubuntu, zLinux, Solaris, HP-UX, Debian, AIX)
STAP V11.4.1.3 r114322 (RedHat 6/7/8, Suse, Ubuntu, zLinux, Solaris, HP-UX, Debian, AIX )
GIM and STAP 11.3.0.394 (Windows)

KTAP Updates
• V11.4:

RedHat 6: New KTAP module: Guardium_KTAP_11.4_rhel-6-linux-x86-64_r112810_2023-04-29
RedHat 8: New KTAP module: Guardium_KTAP_11.4_rhel-8-linux-x86-64_r112810_2023-04-30

• V11.5:
Ubuntu:: Guardium_KTAP_11.5_ubuntu-20-linux-x86-64_r113723_2023-05-01

https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=SqlGuard_11.0p9997_Health_Check_2023-04-20&continue=1
https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=Guardium_11.0_DPS-Update_Q2-2023_Database-Protection-Knowledgebase-Subscription&continue=1
https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=Guardium_11.4.1.3_GIM_HPUX_r114322&continue=1
https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=Guardium_KTAP_11.5_suse-15-linux-ppc64le_r113723_2023-02-10&continue=1
https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=Guardium_KTAP_11.4_rhel-6-linux-x86-64_r112810_2023-04-29&continue=1
https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=Guardium_KTAP_11.4_rhel-8-linux-x86-64_r112810_2023-04-30&continue=1
https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=Guardium_KTAP_11.5_ubuntu-20-linux-x86-64_r113723_2023-05-01&continue=1


V10.x Notable Releases
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Appliance Updates
● V10.x:

DPS patch: Guardium_10.0_DPS-Update_Q2-2023_Database-Protection-Knowledgebase-Subscription
• V10.5:

Bundle: SqlGuard_10.0p560_May-03-2023

Agent Updates
No new agents released in May  as of 05/22/2023.

KTAP Bundles
No new KTA modules released in May as of 05/22/2023.

https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=Guardium_10.0_DPS-Update_Q2-2023_Database-Protection-Knowledgebase-Subscription&continue=1
https://www.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=SqlGuard_10.0p560_May-03-2023&continue=1


Flash Alerts and Vulnerability Fixes
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Link to latest FLASH Alerts, alerts and bulletins:
https://www.ibm.com/systems/support/myview/subscription/css.wss/view/P14fda7f6ab1

No new FLASH alerts released in April as of 05/22/2023.

https://www.ibm.com/systems/support/myview/subscription/css.wss/view/P14fda7f6ab1


Flash Alerts and Vulnerability Fixes (cont)
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SECURITY VULNERABILITIES:

No new Security Bulletins released in May as of 05/22/2023.



Discussion



General Resources



Use
Product Documentation
• IBM Security Guardium Data Protection 
• IBM Security Guardium Insights

Support
• Support website: Open a case
• Supported platforms and requirements for GDP 

V11.5
• Search for supported platforms by version
• Find correct K-TAP version
• Subscribe to MyNotifications

Request an Enhancement
• Guardium Ideas Portal: Add an Idea

IBM Security

IBM Security Guardium  User Resources

All underlined bullets are hyperlinks

Guardium Value Assessment – A two or 
three hour no-charge workshop to assess your 
Guardium environment and make sure you are 
getting maximum value. Ask your IBM Rep for 
more information & scheduling.

Community
Guardium User Community
• Join the Guardium User Community to participate in 

online discussions, view libraries, blogs & events.

Virtual User Group meetings
• Monthly meetings for customers on all things 

Guardium. Contact leilaj@us.ibm.com to be added.

Regional User Group meetings
• Face-to-face user groups held in different regions 

across the US and world on Guardium. May be held 
virtually. Sessions listed in events.

Super User Group meetings
• New this year: Virtual user groups on various 

security topics. Sessions listed in events.

For more information on the Regional or Super User 
groups, contact carriero@us.ibm.com

Learn
Free learning
• Guardium Educational Resources - Handy list of  

links to videos and courses organized by topic.
• Security Learning Academy - Technical training for 

IBM Security products, including many courses on 
Guardium.

• Guardium TechBook – Video presentations on key 
topics that provide a foundation for Guardium.

Other Training
• Guardium Data Protection Administrator 

Foundations Badge - Two ways to take the 
administrator course and get a badge.

• Guardium Data Protection Foundations course -
Training administered through third party.

Updated  2/9/23

https://www.ibm.com/docs/en/guardium
https://www.ibm.com/docs/en/guardium-insights
https://www.ibm.com/mysupport
https://www.ibm.com/support/pages/node/6613461
https://www.ibm.com/support/pages/node/6613461
https://www.securitylearningacademy.com/mod/data/view.php?d=12&mode=asearch
https://www.securitylearningacademy.com/mod/data/view.php?d=13&mode=asearch
https://www.ibm.com/support/pages/stay-date-my-notifications
https://ibmsecurity.ideas.ibm.com/
https://community.ibm.com/community/user/security/communities/community-home?CommunityKey=aa1a6549-4b51-421a-9c67-6dd41e65ef85
https://ibm.biz/GuardiumEvents
mailto:leilaj@us.ibm.com
https://ibm.biz/GuardiumEvents
https://ibm.biz/GuardiumEvents
mailto:carriero@us.ibm.com
https://community.ibm.com/community/user/security/viewdocument/handy-list-of-guardium-resources-2?CommunityKey=aa1a6549-4b51-421a-9c67-6dd41e65ef85&tab=librarydocuments
https://www.securitylearningacademy.com/local/navigator/index.php?level=dsds01
https://www.securitylearningacademy.com/enrol/index.php?id=6411
https://www.securitylearningacademy.com/course/view.php?id=6877
https://www.securitylearningacademy.com/course/view.php?id=6877
https://www.ibm.com/training/course/8G102G


Guardium Data Protection Administrator Foundations
Badge

https://www.securitylearningacademy.com/course/view.php?id=6877

https://www.securitylearningacademy.com/course/view.php?id=6877


Finding the correct K-TAP version for your Linux kernel
http://ibm.biz/GuardiumKTAP

http://ibm.biz/GuardiumKTAP


Guardium TechBook

Consists of several video 
presentations on key topics that 
provide a current technical 
foundation for IBM Security 
Guardium Data Protection

https://www.securitylearningacadem
y.com/enrol/index.php?id=6411

https://www.securitylearningacademy.com/enrol/index.php?id=6411
https://www.securitylearningacademy.com/enrol/index.php?id=6411


Ideas aka Requests for Enhancements (RFEs) 

IBM Security Guardium Ideas Portal https://ibmsecurity.ideas.ibm.com/

https://ibmsecurity.ideas.ibm.com/


Universal Connectors

https://github.com/IBM/universal-connectors

Available UCs are listed here:

Tech Day on Building your own UCs 
https://www.securitylearningacademy.com/course/view.php?id=6361

https://github.com/IBM/universal-connectors/blob/main/docs/available_plugins.md

Overview page:

https://github.com/IBM/universal-connectors
https://www.securitylearningacademy.com/course/view.php?id=6361
https://github.com/IBM/universal-connectors/blob/main/docs/available_plugins.md


Reminder: GDP End of Support dates
V11.0, 11.1, 11.2 are already EOS as of Sept 20 2022
V10.5 EOS April 30 2023
V10.6 EOS April 30 2024 https://www.ibm.com/support/pages/lifecycle/search/?q=5725-I12

https://www.ibm.com/support/pages/lifecycle/search/?q=5725-I12


Important support links – must gathers

Running must gather from the CLI: 
https://www.ibm.com/docs/en/guardium/1
1.3?topic=support-running-must-gather-
from-cli

Capturing must gathers: 
https://www.securitylearningacademy.co
m/course/view.php?id=843

STAP diags:
https://www.ibm.com/support/pages/ibm-
mustgather-collecting-data-guardium-stap

https://www.ibm.com/docs/en/guardium/11.3?topic=support-running-must-gather-from-cli
https://www.ibm.com/docs/en/guardium/11.3?topic=support-running-must-gather-from-cli
https://www.ibm.com/docs/en/guardium/11.3?topic=support-running-must-gather-from-cli
https://www.securitylearningacademy.com/course/view.php?id=843
https://www.securitylearningacademy.com/course/view.php?id=843
https://www.ibm.com/support/pages/ibm-mustgather-collecting-data-guardium-stap
https://www.ibm.com/support/pages/ibm-mustgather-collecting-data-guardium-stap


https://www.ibm.com/docs/en/guardiumIBM Documentation

https://www.ibm.com/docs/en/guardium


SupportTalk replays
Webinar series focused on Support topics with 
Q & A to help you manage your Guardium 
environment and avoid support calls. 

Aggregation Basics and Best Practices
https://www.securitylearningacademy.com/course/view.php?id=6072

Using Guardium's out-of-the-box views to ensure your Guardium system's health
https://www.securitylearningacademy.com/enrol/index.php?id=6109

Enterprise Load Balancing Tips for Configuration and Troubleshooting
https://www.securitylearningacademy.com/course/view.php?id=6187

Guardium Data Marts
https://www.securitylearningacademy.com/course/view.php?id=6227

Troubleshooting Guardium Agents (GIM and S-TAP)
https://www.securitylearningacademy.com/enrol/index.php?id=6844

Upgrading to Guardium V11 Best Practices
https://www.securitylearningacademy.com/course/view.php?id=6754

https://www.securitylearningacademy.com/course/view.php?id=6072
https://www.securitylearningacademy.com/enrol/index.php?id=6109
https://www.securitylearningacademy.com/course/view.php?id=6187
https://www.securitylearningacademy.com/course/view.php?id=6227
https://www.securitylearningacademy.com/enrol/index.php?id=6844
https://www.securitylearningacademy.com/course/view.php?id=6754

