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      Absolute Use the explicit TTL Caches the results for the period of time that is specified by the cache lifetime. The lifetime is the explicit time-to-live (TTL).  Disabled Disable Disables caching. The system does not cache results.  Maximum Use the configured TTL as the maximum possible TTL Compares the explicit TTL to the protocol TTL, if any. The effective TTL is the lesser of the two values. If the explicit TTL is 5 and the protocol TTL is 10, uses 5. Without a protocol TTL, equivalent to absolute.  Minimum Use the configured TTL as the minimum possible TTL Compares the explicit TTL to the protocol TTL, if any. The effective TTL is the greater of the two values. If the explicit TTL is 5 and the protocol TTL is 10, uses 10. Without a protocol TTL, the effective TTL is 86400.    method ldap Method Authentication method. Select a method for authenticating the extracted identity.  custom-url   AUMethod custom   Custom URL Location of the stylesheet or GatewayScript file for custom processing. The location of the stylesheet or GatewayScript file for authentication purposes.  xmlfile-url   AUMethod xmlfile   AAA information file URL Mapping details in the DataPower AAA information file. The location of the AAA information file. This XML file contains a list of authenticated identities and the various values needed to authenticate successfully.  remote-host    AUMethod ldap oblix netegrity  AULDAPLoadBalanceGroup     AUMethod ldap netegrity oblix  AULDAPLoadBalanceGroup  Host Host name or IP address. Specify the host name or IP address of the authentication server.  remote-port    AUMethod ldap oblix netegrity  AULDAPLoadBalanceGroup     AUMethod ldap netegrity oblix  AULDAPLoadBalanceGroup  Port Server port. The port number to use for the authentication server.  valcred   AUMethod client-ssl TLS client validation credentials The optional validation credentials to authenticate the certificate sent by a remote TLS peer during the TLS handshake. TLS validation credentials  cache-type absolute Cache authentication results Enable caching of authentication results.  Select how to control caching of AAA authentication results. The authentication cache stores authentication data to minimize the overhead of re-authenticating the same identity. Each entry in the cache must have a unique key. This key is the output from the identity extraction phase plus any ancillary data for the defined authentication method. When there is a match against a unique key, the cache returns the results from the previous authentication of this identity. A protocol TTL is available only with SAML and LTPA.  cache-ttl 1 86400 3   AUCacheAllow disabled Cache lifetime Time to cache authentication decisions. Seconds  kerberos-principal   AUMethod kerberos Kerberos principal name Principal name that must appear as the server name in the Kerberos ticket. This must be a full principal name, including the Kerberos realm (for example, "foo/bar@REALM").     Kerberos principal password Password for the Kerberos server principal. This password is required to decrypt the client's Kerberos ticket.  cleartrust-url   AUMethod cleartrust   ClearTrust server URL URL for accessing the ClearTrust server for authentication.     ClearTrust application name Name of the application put in the authentication request to the ClearTrust server.  saml-artifact-responder   AUMethod saml-artifact SAML Artifact responder URL of the SAML Artifact responder.   on   Verify signature with Kerberos session key Verify signature with Kerberos session key. If enabled, the message must be signed with an HMAC signature based on the Kerberos session key. If the signature cannot be verified, authentication fails.  netegrity-base-uri    AUMethod netegrity CA Single Sign-On Base URI URI sent to CA Single Sign-On server. The Base URI is combined with the host and port to form the URL for attempting CA Single Sign-On authentication. The Base URI should equal the concatenation of the servlet-name and its url-pattern set in its web.xml configuration file. If the servlet name is "datapoweragent" and the url-pattern is /, the Base URI is "datapoweragent/".  saml-authen-query-url    AUMethod saml-authen-query SAML Authentication query server SAML Authentication query server. URL to which to post an SAML Authentication query  saml-version   AUMethod saml-artifact saml-authen-query   SAML version Select the version of the SAML messages.  ldap-prefix cn=    AUMethod ldap  AULDAPSearchForDN on LDAP DN prefix The prefix to construct the lookup DN. Distinguished name prefix  ldap-suffix    AUMethod ldap  AULDAPSearchForDN on LDAP DN suffix The suffix to construct the lookup DN. Distinguished name suffix  ldap-lbgroup   AUMethod ldap LDAP load balancer group The LDAP load balancer group. Load balancer group  kerberos-keytab   AUMethod kerberos   Kerberos keytab Keytab for the Kerberos server principal. This keytab is required to decrypt the client Kerberos ticket.  ws-trust-url   AUMethod ws-trust   WS-Trust token server URL of the WS-Trust server.     SAML 2 Issuer The Identifier of the SAML 2.x protocol message Issuer.  valcred   AUMethod validate-signer Signature validation credentials The validation credentials for a signing certificate. An optional set of validation credentials to verify the signature validity for the incoming message. With validation credentials, the signer certificate must be in these validation credentials or the signature is rejected as untrusted.  signed-xpath   AUMethod validate-signer XPath expression XPath expression for the XML entity protected by signature. If the incoming message is digitally signed, first verify the signature validity; when the signature is valid, optionally verify if the specific XPath expression, defined with this optional property, is part of the signed message.  ssl     AUMethod cleartrust ldap netegrity saml-artifact saml-authen-query ws-trust   AUMethod saml-signature validate-signer  AUAllowRemoteTokenReference off  AUSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection with the specified external authentication provider.       ldap-bind-dn   AUMethod ldap LDAP bind DN Distinguished name used to bind to LDAP server. This property is only used when the password from the identity extraction stage is a WS-Security UsernameToken PasswordDigest. In this case, the LDAP server is searched for the corresponding password so the PasswordDigest can be verified. This DN is used to bind to the LDAP server for the LDAP search.  ldap-bind-password    AUMethod ldap  AULDAPBindPassword  LDAP bind password (deprecated) Password to bind to LDAP server. This property is only used when the password from the identity extraction stage is a WS-Security UsernameToken PasswordDigest. In this case, the LDAP server is searched for the corresponding password so the PasswordDigest can be verified. This bind password is the password to bind to the LDAP server for the LDAP search.  ldap-search-attr userPassword   AUMethod ldap LDAP search attribute Attribute to search for. This property is only used when the password from the identity extraction stage is a WS-Security UsernameToken PasswordDigest. In this case, the LDAP server is searched for the corresponding password so the PasswordDigest can be verified. This search attribute is the attribute used in the LDAP search. Search attribute  lpta-version LTPA2   AUMethod ltpa   Acceptable LTPA versions Versions of LTPA token that to accept. Select which LTPA token versions are acceptable. For additional information about LTPA tokens, see to the information center.  lpta-key-file   AUMethod ltpa    local store cert sharedcert LTPA key file The location of the key file that can validate the incoming LTPA token during AAA authentication. The LTPA key file contains the cryptographic material to create an LTPA token for use by WebSphere (v1 and v2) or Domino. For WebSphere token creation, you must export the LTPA key file from WebSphere; this file will have portions encrypted by a password you enter below. For Domino token creation, the key file should contain only the base 64-encoded Domino shared secret. Specify the location of the LTPA key file that can validate the incoming LTPA token during AAA authentication.  lpta-key-password    AUMethod ltpa   AULTPATokenVersionsBitmap LTPA LTPA2  AULTPATokenVersionsBitmap LTPADomino  AULTPAKeyFilePassword  LTPA key file password (deprecated) The password that decrypts the LTPA key file. The key file password decrypts certain entries in a WebSphere LTPA key file (v1 and v2). This password is not applicable to Domino key files. Enter the password that decrypts the LTPA key file. Key file password  lpta-stash-file   LTPA stash file The stash file with the LTPA key file password.  x509-bin-token-valcred   AUMethod binarytokenx509   X.509 BinarySecurityToken validation credentials The validation credentials to validate the X.509 certificate in the BinarySecurityToken.  tam   AUMethod tivoli   IBM Security Access Manager client Select the IBM Security Access Manager client.  remote-token-allowed off   AUMethod saml-signature validate-signer Retrieve remote WS-Security token Whether to allow the retrieval of a remote security token. If the message indicates that the WS-Security token is at a remote location; for example, the SAML assertion that holds the signer public certificate or the SAML assertion that the signed Security Token Reference (STR de-reference transform) pointing at is not with the local message, this setting determines whether retrieval of remote WS-Security token is allowed or prohibited.  remote-token-url    AUMethod saml-signature validate-signer  AUAllowRemoteTokenReference off URL to process remote token The URL for a service that can process the remote security token. The remote WS-Security token could be signed, encrypted, or encoded. A firewall or proxy service with different actions can be used to process the remote token, either decrypting pieces of a remote SAML assertion, doing a XSLT transform, or using AAA to assert the token. This property is the URL for the service that accepts the security token as the request of the SOAP call and provides the final security token as the response, if successful.  ws-trust-version   AUMethod ws-trust WS-Trust compatibility version The version of WS-Trust or WS-SecureConversation to use. Usually both specifications are updated at the same time. Specify the WS-Trust or WS-SecureConversation version to use when WS-Trust authentication sends a request to a remote STS. The default version is v1.2.  ldap-search-for-dn off   AUMethod ldap Search for DN Whether to retrieve the user DN with an LDAP search. If enabled, search for the DN. The process uses the login-name and the LDAP search parameters as part of an LDAP search to retrieve the user DN. If disabled, the login-name and the LDAP prefix and the LDAP suffix construct the user DN. 
                     When you use an LDAP search, you can configure an LDAP connection pool at the service level and assign it to the AAA policy's XML manager. The AAA policy can reuse the connections in the LDAP connection pool when the DataPower Gateway connects to an LDAP server.  ldap-search-param    AUMethod ldap  AULDAPSearchForDN on    AUMethod ldap  AULDAPSearchForDN off LDAP search parameters The parameters for the LDAP search. The LDAP search parameters to perform an LDAP search to retrieve the user DN. If the "LDAP Search For DN" option is enabled, this property is required; otherwise, this property is not used. Search parameters  trust-require-client-entropy off   AUMethod ws-trust Require client entropy Require client entropy in the WS-Trust request. A WS-Trust entropy element is sent by the client as part of the security token request exchange. If a WS-Trust encryption certificate is used, the client entropy material is encrypted. If the certificate is not configured, a WS-Trust BinarySecret element contains the entropy material. In this case, us an TLS profile to secure the exchange with the WS-Trust server.  trust-client-entropy-size 8 128 32    AUMethod ws-trust  AUWSTrustRequireClientEntropy off Client entropy size Length of the WS-Trust client entropy value. bytes If client entropy is configured, this property determines the size of the entropy material. The size refers to the length of the entropy prior to base 64-encoding.  trust-require-server-entropy off   AUMethod ws-trust Require server entropy Require server entropy in the WS-Trust response. A WS-Trust entropy element must be returned to the client as part of the security token request exchange.  trust-server-entropy-size 8 128 32    AUMethod ws-trust  AUWSTrustRequireServerEntropy off Server entropy size Minimum length of the WS-Trust server entropy value. bytes If server entropy is required, this property determines the minimum allowable size of the received entropy material. The size refers to the length of the entropy before base 64-encoding.  trust-require-rstc off   AUMethod ws-trust Require RequestSecurityTokenCollection Generate a WS-Trust RequestSecurityTokenCollection request. This property determines whether a WS-Trust RequestSecurityToken or RequestSecurityTokenCollection element is sent by the client as part of the message exchange.  trust-require-applies-to-header off   AUMethod ws-trust Require AppliesTo SOAP header Generate a WS-Addressing AppliesTo header. This parameter allows configuration of a WS-Addressing AppliesTo header.  trust-applies-to-header    AUMethod ws-trust  AUWSTrustRequireAppliesToHeader off AppliesTo SOAP header Value for the WS-Addressing AppliesTo header. The value of the WS-Addressing AppliesTo header. The header element is included in the WS-Trust request security token message sent to the WS-Trust server.  trust-encryption-certificate   AUMethod ws-trust  cert sharedcert WS-Trust encryption certificate Certificate to encrypt WS-Trust elements for the recipient. If client entropy was configured, the certificate public key encrypts the material for the recipient. If client entropy is configured and this certificate is not specified, use an TLS profile to secure the message exchange.  zos-nss-au   AUMethod zosnss   z/OS NSS client configuration z/OS NSS client configuration for SAF communication. Select a SAF Client.  au-ldap-attributes   AUMethod ldap User auxiliary LDAP attributes The list of the extra user attributes retrieved from LDAP for AAA processing. Define the list of LDAP attributes as the auxiliary information for AAA processing. Use the comma sign (',') as the delimiter. For example: "email, cn, userPassword". These attributes are retrieved from the LDAP user store and kept in the 'var://context/ldap/auxiliary-attributes' context variable for future use, such as AAA postprocessing.  au-skew-time 0   AUMethod saml-artifact saml-authen-query saml-signature Skew time Set the skew time between the DataPower Gateway and other systems. Seconds  Skew time is the difference between the DataPower Gateway clock time and other system times. When the skew time is set, SAML assertion expiration takes the time difference into account when the DataPower Gateway consumes SAML tokens.   NotBefore
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                            .  tam-pac-return off   AUMethod tivoli   Return Privilege Attribute Certificate Whether to return an IBM Security Access Manager attribute token for further use. If selected, returns an IBM Security Access Manager Privilege Attribute Certificate (PAC) token on a successful authentication. The PAC token can be used in the authorization and postprocessing phases.  ldap-readtimeout 0 86400 60   AUMethod ldap LDAP Read Timeout Number of seconds to wait for a response from LDAP server before closing the connection. seconds Specify the number of seconds to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out. 
                     If you configure an LDAP connection pool and assign it to the AAA Policy's XML manager, the AAA Policy can use this LDAP connection pool. The LDAP read timer of the AAA Policy can work with the idle timer of the LDAP connection pool to remove idle LDAP connections from the LDAP connection pool.  ssl-client-type    AUMethod cleartrust ldap netegrity saml-artifact saml-authen-query ws-trust   AUMethod saml-signature validate-signer  AUAllowRemoteTokenReference off TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client     AUMethod cleartrust ldap netegrity saml-artifact saml-authen-query ws-trust   AUMethod saml-signature validate-signer  AUAllowRemoteTokenReference off  AUSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ldap-bind-password-alias   AUMethod ldap LDAP bind password alias Password alias of the password to bind to LDAP server. This property is only used when the password from the identity extraction stage is a WS-Security UsernameToken PasswordDigest. In this case, the LDAP server is searched for the corresponding password so the PasswordDigest can be verified. This bind password is the password to bind to the LDAP server for the LDAP search.  ltpa-key-password-alias    AULTPAKeyFilePassword    AUMethod ltpa  AULTPATokenVersionsBitmap LTPA LTPA2    AUMethod ltpa   AULTPATokenVersionsBitmap LTPA LTPA2  AULTPATokenVersionsBitmap LTPADomino LTPA key file password alias The password alias of the password that decrypts the LTPA key file. The key file password decrypts certain entries in a WebSphere LTPA key file (v1 and v2). This password is not applicable to Domino key files. Enter the password alias of the password that decrypts the LTPA key file. Key file password alias  sm-request-type webagent   AUMethod netegrity   AUMethod netegrity Request type The type of authentication request to make Specifies the type of authentication request to make. You can make the request against the CA Single Sign-On authentication web service or CA Single Sign-On web agent.  sm-cookie-flow    AUMethod netegrity Session cookie flow Which flow to include the authentication session cookie Identifies the flow to include the authentication session cookie. When selected, the session cookie is included in the DataPower Gateway request, response, or both.  sm-header-flow    AUMethod netegrity CA Single Sign-On header flow Which flow to include the CA Single Sign-On HTTP headers Identifies the flow to include the CA Single Sign-On HTTP headers that are generated during authentication. The CA Single Sign-On HTTP headers start with 
                     SM_
                    . When selected, the 
                     SM_
                    HTTP headers are included in the DataPower Gateway request, response, or both.  cookie-attributes    AUSMCookieFlow frontend frontend+backend backend+frontend Cookie attribute policy Cookie attributes for CA Single Sign-On cookies Specifies the cookie attribute policy that allows predefined or custom attributes to be included in CA Single Sign-On cookies.  cache-control default Authentication caching Set the way to manage the caching of authentication failures Set the way to manage the caching of authentication failures. How to authenticate the identity.    Use AAA information file The requester is authenticated by an DataPower AAA information file. This file is an XML file that contains a list of authenticated users. The XML file can authenticate UserName, Password, IP Host, DN, or CustomToken. When selected, specify the URL of the file.  Bind to LDAP server The requester is authenticated by an LDAP server. When selected, specify the details relevant to connecting to the LDAP server. The extracted identity should conform to the LDAP DN format (such as, CN=Alice).  Contact IBM Security Access Manager The requester is authenticated by IBM Security Access Manager. A valid IBM Security Access Manager client must exist on the DataPower Gateway to use this method. When selected, specify the IBM Security Access Manager client.  Contact CA Single Sign-On (formerly Netegrity SiteMinder) The requester is authenticated by a CA Single Sign-On server. When selected, specify the details relevant to connecting to the CA Single Sign-On server.  Contact Oblix server Not supported.  Contact ClearTrust server The requester is authenticated by a ClearTrust server. When selected, specify the details relevant to connecting to the ClearTrust server.  Use RADIUS server The requester is authenticated by a RADIUS server. The device automatically contacts the RADIUS servers that are configured for use. A least one AAA RADIUS server must be configured.  Validate TLS certificate from connection peer The requested is authenticated by its client TLS credentials. When selected, specify the Validation Credential object.  Validate signer certificate for digitally signed message The requester is authenticated via the certificate that is passed as part of the x509 element of the digitally signed message. When selected, specify the XPath expression to extract the signed portion of the message to verify. Optionally, specify the validation credentials to validate the certificate presented by the document signer.  Accept SAML assertion with valid signature The requester is authenticated by an SAML assertion with a valid signature. When selected, optionally specify the validation credentials.  Retrieve SAML assertions that corresponds to SAML Browser Artifact The requester is authenticated by an SAML responder. When selected, specify the details required to identify the issuer of the artifact.  Contact SAML server for SAML Authentication statement The requester is authenticated by an SAML server. If authentication succeeds, an SAML Authentication statement is returned and used for further communication. When selected, specify the details to retrieve the Authentication statement from the SAML Authentication server.  Contact WS-Trust server for WS-Trust token The requester is authenticated by a WS-Trust server. The server authenticates the requester and returns a WS-Trust token that is then used for further communication. When selected, specify the details relevant to access the WS-Trust server.  Use established WS-SecureConversation security context The requester is authenticated by reference to an establish WS-SecureConversation security context. This context must already be established before invoking a AAA policy.  Pass identity token to authorization phase The extracted identity is passed to the authorization phase for disposition. Authentication, in effect, succeeds.  Validate Kerberos AP-REQ for server principal The requester is authenticated via a Kerberos AP-REQ in the WS-Security header. When selected, specify the Kerberos keytab.  Accept LTPA token The requester is authenticated by an encrypted LTPA token. When selected, specify the format and decryption details.  Use certificate from BinarySecurityToken The requester is authenticated by a certificate that is included with a BinarySecurityToken. When selected, specify the validation credentials to validate the extracted certificate.  Contact NSS for SAF authentication The requester is authenticated by SAF through NSS. A valid NSS client configuration must exist on the DataPower Gateway to use this method.  Use verified JWT, access token, or ID token The requester is authenticated by using the verified JWT, access token, or ID token. If a social login policy is configured in the AAA identity extraction phase, the access token or ID token from the specified social login provider is validated.  Custom template The requester is authenticated by an unlisted resource, for example, a stylesheet or GatewayScript file. When selected, specify the URL of this unlisted resource.    method anyauthenticated Method Authorization method. Select the authorization method.  custom-url   AZMethod custom   Custom URL URL for custom processing.  xmlfile-url   AZMethod xmlfile   AAA information file URL Specify the URL of the DataPower AAA information file for mapping.  remote-host    AZMethod ldap oblix netegrity  AZLDAPLoadBalanceGroup     AZMethod ldap netegrity oblix  AZLDAPLoadBalanceGroup  Host Host name or IP address. Specify the host name or IP address of the authorization server.  remote-port    AZMethod ldap oblix netegrity  AZLDAPLoadBalanceGroup     AZMethod ldap netegrity oblix  AZLDAPLoadBalanceGroup  Port Port number. Specify the listening port on the authorization server.  ldap-group-dn   AZMethod ldap   LDAP Group DN DN of required LDAP group. Group distinguished name     Validation credentials Optional TLS certificates.  saml-server-url   AZMethod saml-attr saml-authz   SAML server URL URL of SAML server.  saml-type any   AZMethod saml-attr saml-authz use-authen-attr   SAML match Match for SAML attributes. Select the way to match SAML attribute names and values. The default is Any.  saml-xpath    AZSAMLType xpath  AZMethod saml-attr saml-authz use-authen-attr    AZSAMLType xpath  AZMethod saml-attr saml-authz use-authen-attr SAML XPath The XPath expression to run against the SAML statement.  saml-name-qualifier   AZMethod saml-attr saml-authz SAML NameQualifier The value of the NameQualifier attribute of the NameIdentifier in the generated SAML query. Although an optional attribute, some SAML implementations require this attribute to be present.  cache-type absolute Cache authorization results Enable caching of authorization results.  Select how to control caching of AAA authorization results. The authorization cache stores authorization data to minimize the overhead of reauthorization the same credentials-resource pair. Each entry in the cache must have a unique key. When there is a match against a unique key, the cache returns the results from the previous authorization. A protocol TTL is available only with SAML, LTPA or OAuth with a Tivoli Federated Identity Manager endpoint.  cache-ttl 1 86400 3   AZCacheAllow disabled Cache lifetime Time to cache Authorization decisions. seconds  netegrity-base-uri    AZMethod netegrity CA Single Sign-On Base URI URI sent to CA Single Sign-On server. The CA Single Sign-On Base URI is combined with the host, port, and CA Single Sign-On operation name extension to form the URL for attempting CA Single Sign-On authentication. The URL is of the form: http://Host:Port/NetegrityBaseURI/operationNetegrityOpNameExtension where NetegrityOpNameExtension is concatenated directly with the operation name.  netegrity-opname-ext     AZMethod netegrity  AZSMRequestType webservice Operation name extension Extension for URI sent to CA Single Sign-On server. The CA Single Sign-On Base URI is combined with the host, port and CA Single Sign-On operation name extension to form the URL for attempting CA Single Sign-On authentication. The URL is of the form: http://Host:Port/NetegrityBaseURI/operationNetegrityOpNameExtension where NetegrityOpNameExtension is concatenated directly with the operation name.  cleartrust-server-url   AZMethod cleartrust   ClearTrust server URL URL for accessing the ClearTrust server for authorization.  saml-version   AZMethod saml-attr saml-authz SAML version Select the version to use for SAML messages.  ldap-lbgroup   AZMethod ldap LDAP load balancer group The LDAP load balancer group. Load balancer group  ldap-bind-dn   AZMethod ldap LDAP bind DN Distinguished name to bind to LDAP server.  ldap-bind-password    AZMethod ldap  AZLDAPBindPassword  LDAP bind password (deprecated) Password to bind to LDAP server.  ldap-group-attr member   AZMethod ldap LDAP group attribute The LDAP group's attribute name to check for membership. The authorizing identity must exist as an attribute value in the group. Group attribute  ssl    AZMethod cleartrust ldap netegrity saml-attr saml-authz  AZSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection with the specified external authorization provider.       ldap-search-scope subtree   AZMethod ldap LDAP search scope LDAP search scope. Select the scope of the search relative to the input. The default value is subtree. Search scope  ldap-search-filter (objectClass=*)   AZMethod ldap LDAP search filter LDAP search filter. The LDAP search filter for the search. Search filter  xacml-version 2.0   AZMethod xacml   XACML version Version used for XACML messages. Select the XACML version to use for the communication between the PDP and the AAA policy. The AAA policy acts as an XACML Policy Enforcement Point (PEP). The default value is 2.0.  xacml-pep-type deny-biased    AZMethod xacml  AZXACMLVersion 1.0   PEP type PEP type. Select how the AAA policy processes the PDP authorization response. The AAA policy acts as an XACML PEP. The default value is deny-biased PEP.  xacml-use-builtin on   AZMethod xacml   Use on-box PDP Whether to use the built-in XACML policy decision point. If enable, the DataPower Gateway uses the built-in XACML policy decision point (PDP). The configuration of an XACML PDP or the external XACML PDP service URL is required.  xacml-pdp    AZMethod xacml  AZXACMLUseOnBoxPDP on   Policy decision point The name of the PDP configuration for built-in PDP feature. Specify the name of the XACML policy decision point (PDP) configuration. This property takes effect only if the "Use on-box PDP" setting is set.  xacml-url    AZMethod xacml  AZXACMLUseOnBoxPDP off   URL for external policy decision point The external service URL that this XACML PEP sends the authorization request to and gets authorization response from. Specify the external service URL that this XACML PEP sends the authorization request to and gets authorization response from. This setting takes effect only if the "Use on-box PDP" setting is not set.  xacml-binding-method   AZMethod xacml XACML binding method Method to generate context request. Select the method to use to generate the XACML context request. The default value is custom processing.  xacml-binding-object   XACML binding The name of the AAA XACML Binding configuration. Specify the name of the AAA XACML Binding configuration that defines how the DataPower Gateway maps AAA results and input messages to the XACML context request. This property takes effect only if the XACML binding method uses the XACML binding tool.  xacml-binding-custom-url    AZMethod xacml  AZXACMLBindingMethod dp-pdp   Custom processing to bind AAA and XACML The URL of a custom stylesheet or GatewayScript file that can generate the XACML context request. Specify the URL of a custom stylesheet or GatewayScript file that can map AAA results and input messages to the XACML context request. This request is used to contact the PDP for an XACML decision. This property takes effect only if XACML binding method uses custom processing.  xacml-obligation-custom-url   AZMethod xacml Custom obligation fulfillment processing The URL of the custom obligation fulfillment stylesheet or GatewayScript file. The custom stylesheet or GatewayScript file that can understand the obligations from the PDP and then take actions to fulfill the obligations base on the request context. When the obligations are fulfilled, the stylesheet or GatewayScript file should output text of <xsl:value-of select="true()"/>, otherwise, output text of <xsl:value-of select="false()"/>.  xacml-use-saml2 off    AZMethod xacml  AZXACMLVersion 2.0  AZXACMLUseOnBoxPDP off   PDP requires SAML 2.0 Use SAML2.0 Profile to communicate with the external PDP service.  If the custom binding XSLT already generated the SAML 2.0 query, Set this property to 'off'. This property is for the external PDP only. If 'on', this property forces the PEP to talk with the external PDP by using <xacml-samlp:XACMLAuthzDecisionQuery> defined by SAML 2.0 Profile of XACML 2.0. You can combine this property with SOAP enveloping if the xacml-samlp:XACMLAuthzDecisionQuery needs to be wrapped by a SOAP Body element.  tam   AZMethod tivoli   IBM Security Access Manager client IBM Security Access Manager client. Select the IBM Security Access Manager client.  tam-action-default T   AZMethod tivoli Default action Default IBM Security Access Manager action. Select the default IBM Security Access Manager action. The default value is T (traverse).  tam-action-map   AZMethod tivoli Resource-action map The XML file that contains the ISAM resource-action map. The XML file that contains the IBM Security Access Manager resource-action map. This file contains an ordered set of regular expression-action pairs. The mapped resource is evaluated against the regular expressions. When a match is found, the corresponding IBM Security Access Manager action is used as the authorization action for the current request. If no match is found, the setting for the default action is used. The map file must be in the local: or store: directory.  xacml-use-soap off    AZMethod xacml  AZXACMLUseOnBoxPDP off   SOAP enveloping Whether the external PDP requires SOAP envelope.  If the custom binding XSLT already generated the SOAP envelope, set this property to 'off'. This setting is for the external PDP only. If 'off', the PEP directly posts the xacml-context:Request, whether or not wrapped by SAML Profile element <xacml-samlp:XACMLAuthzDecisionQuery>, to the external PDP via HTTP POST method; otherwise, the request is additionally wrapped by a SOAP Body. You can combine this property with PDP requires SAML 2.0 if the XACML request should be wrapped by xacml-samlp:XACMLAuthzDecisionQuery.  zos-nss-az   AZMethod zosnss   z/OS NSS client configuration z/OS NSS client configuration for SAF communication. Select a SAF Client configuration.  zos-nss-default-action r   AZMethod zosnss Default action Default action. Select the default action. The default value is R (Read).  az-ldap-attributes   AZMethod ldap User auxiliary LDAP attributes The list of the extra user attributes retrieved from LDAP for AAA processing. Define the list of LDAP attributes as the auxiliary information for AAA processing. Use the comma sign (',') as the delimiter. For example: "email, cn, userPassword". These attributes are retrieved from the LDAP user store and kept in the 'var://context/ldap/auxiliary-attributes' context variable for future use, such as by AAA postprocessing.  az-skew-time 0   AZMethod saml-authz saml-attr Skew time The skew time between the DataPower Gateway and other systems. Seconds  Skew time is the difference between the DataPower Gateway clock time and other system times. When the skew time is set, SAML assertion expiration takes the time difference into account when the DataPower Gateway consumes SAML tokens.   NotBefore
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                            .  az-oauth-endpoint-type tfim   AZMethod oauth OAuth endpoint type Validation endpoint type for OAuth access token. Specifies the validation endpoint type for the OAuth access token.  az-tfim-endpoint   AZMethod oauth   Tivoli Federated Identity Manager endpoint Tivoli Federated Identity Manager configuration. Specifies the Tivoli Federated Identity Manager configuration that acts as the OAuth secure token service.  az-oauth-enforce-scope off   AZMethod oauth   Enforce scope Enforce scope locally. Specifies how to enforce the scope of the access token. When set to 'on', the mapped resource is enforced locally against the scope. When set to 'off', scope enforcement is performed by the back end. The default value is 'off'.  az-oauth-export-headers on   AZMethod oauth   Export response attributes Export Tivoli Federated Identity Manager response attributes. Specifies whether to export the response attributes that is returned by the Tivoli Federated Identity Manager STS as HTTP headers in the back-end request. When set to 'on', all response attributes are exported to HTTP headers. The default value is 'on'.  tam-pac-return off   AZMethod tivoli   Return Privilege Attribute Certificate Whether to return an IBM Security Access Manager attribute token for further use. If selected, returns an IBM Security Access Manager Privilege Attribute Certificate (PAC) token on a successful authorization. The PAC token can be used in the postprocessing phase. This property is mutually exclusive to the same property in the authentication phase. If you select this property for both authentication and authorization, the setting will be automatically cleared for authorization when applied. Return privilege attribute certificate  use-tam-pac off   AZMethod tivoli   Use Privilege Attribute Certificate Whether to use an existing IBM Security Access Manager attribute token.  If selected, uses the IBM Security Access Manager Privilege Attribute Certificate (PAC) token that was returned in a previous AAA phase. To use this property, the authentication or map credentials phase must return a PAC token. You can use the PAC token in the postprocessing phase. If not selected, uses the existing identity. Use privilege attribute certificate  ldap-readtimeout 0 86400 60   AZMethod ldap LDAP Read Timeout Number of seconds to wait for a response from LDAP server before the DataPower Gateway closes the connection. seconds Specify the number of seconds to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out. 
                     If you configure an LDAP connection pool and assign it to the AAA Policy's XML manager, the AAA Policy can use this LDAP connection pool. The LDAP read timer of the AAA Policy can work with the idle timer of the LDAP connection pool to remove idle LDAP connections from the LDAP connection pool.  ssl-client-type   AZMethod cleartrust ldap netegrity saml-attr saml-authz TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    AZMethod cleartrust ldap netegrity saml-attr saml-authz  AZSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ldap-bind-password-alias   AZMethod ldap LDAP bind password alias Password alias of the password to bind to LDAP server.  sm-request-type webagent   AZMethod netegrity   AZMethod netegrity Request type The type of authorization request to make Specifies the type of authorization request to make. You can make the request against the CA Single Sign-On authorization web service or CA Single Sign-On web agent.  sm-cookie-flow    AZMethod netegrity Session cookie flow Which flow to include the authorization session cookie Identifies the flow to include the authorization session cookie. When selected, the session cookie is included in the DataPower Gateway request, response, or both.  sm-header-flow    AZMethod netegrity CA Single Sign-On header flow Which flow to include the CA Single Sign-On HTTP headers Identifies the flow to include the CA Single Sign-On HTTP headers that are generated during authorization. The CA Single Sign-On HTTP headers start with 
                     SM_
                    . When selected, the 
                     SM_
                    HTTP headers are included in the DataPower Gateway request, response, or both.  cookie-attributes    AZSMCookieFlow frontend frontend+backend backend+frontend Cookie attribute policy Cookie attributes for CA Single Sign-On cookies Specifies the cookie attribute policy that allows predefined or custom attributes to be included in CA Single Sign-On cookies.  cache-control default Authorization caching Set the way to manage the caching of authorization failures Set the way to manage the caching of authorization failures. Information to authorize the request.    Allow any authenticated client All messages from any authenticated client are forwarded to the server.  Always allow All messages are forwarded to the server.  Contact IBM Security Access Manager The requester is authorized by IBM Security Access Manager. An IBM Security Access Manager client must exist. When selected, specify the IBM Security Access Manager client, the default action, and the XML file that contains the resource-action map.  Contact CA Single Sign-On (formerly Netegrity SiteMinder) The requester is authorized by a CA Single Sign-On server. When selected, specify the details relevant to connect to the CA Single Sign-On server.  Contact Oblix server Not supported.  Contact ClearTrust server The requester is authorized by a ClearTrust server. When selected, specify the details relevant to connect to the ClearTrust server.  Custom template The requester is authorized by an unlisted resource. When selected, specify the URL of the unlisted resource.  Check membership in LDAP group The requester is authorized by an LDAP server. When selected, specify the details relevant to connect to the LDAP server. When you use an LDAP search, you can configure an LDAP connection pool at the service level and assign it to the AAA policy's XML manager. The AAA policy can reuse the connections in the LDAP connection pool when the DataPower Gateway connects to an LDAP server.  Generate SAML Authorization query The requester is authorized by an SAML Authorization query. When selected, specify the details relevant to generate the query against the SAML server.  Generate SAML Attribute query The requester is authorized by an SAML attribute query. When selected, specify the details relevant to generate the query against the SAML server.  Use SAML attributes from authentication The requester is authorized using the SAML attributes from the authentication phase. These attributes are compared to the SAML attributes that are configured for this policy. When selected, specify the match criteria.  Use XACML Authorization decision The requester is authorized by an internal or external XACML Policy Decision Point (PDP). When selected, specify the details relevant to policy enforcement points for the policy decision points.  AAA information file The requester is authorized by a DataPower AAA information file, which is an XML file, as the authorization resource. When selected, specify the URL of the XML file.  Contact NSS for SAF authorization The requester is authorized by SAF through NSS. A valid NSS Client configuration must exist in the system to use this method.  Contact OAuth STS The requester is authorized by an OAuth STS.    HTTP Authentication header Use the username and password from the "Authorization:" header sent in the HTTP request. When selected, use TLS to prevent the password from being sent as cleartext.  Password-carrying UsernameToken element from WS-Security header If the SOAP header contains a WS-Security UsernameToken element that carries a password or password-digest, extract the username and password from the element. (When using this method, it is strongly suggested to use TLS to prevent the password from being sent as cleartext.)  Derived-key UsernameToken element from WS-Security header If the SOAP header contains a WS-Security UsernameToken element that specifies a password-derived symmetric key, extract the username and regenerate the key.  BinarySecurityToken element from WS-Security header If the SOAP header contains a WS-Security BinarySecurityToken element, use the string value of the element as the identity token.  WS-SecureConversation identifier Use the established WS-SecureConversation context.  WS-Trust Base or Supporting token Use the token or referenced in the WS-Trust Base or Supporting elements.  Kerberos AP-REQ from WS-Security header If the SOAP header contains a WS-Security BinarySecurityToken element of type Kerberosv5_AP_REQ, use the string value of the element as the identity token.  Kerberos AP-REQ from SPNEGO token Use the SPNEGO token from the "Authorization: Negotiate" header sent in the HTTP request. It must include an optimistic Kerberos mechType token. The string value of the SPNEGO token is used as the identity token.  Subject DN of TLS certificate from connection peer If the peer, being connected with the device on the other end, sent a certificate in the TLS handshake, use the Subject DN in the certificate as the identity.  Name from SAML Attribute assertion If the message contains an SAML assertion that contains an SAML Attribute statement, use the name in the Subject element of the Attribute statement as the identity.  Name from SAML Authentication assertion If the message contains an SAML assertion that contains an SAML Authentication statement, use the name in the Subject element of the Authentication statement as the identity.  SAML Artifact Use an SAML Artifact as described in the SAML Browser Artifact Profile.  Client IP address Use the IP address of the client for authentication.  Subject DN from certificate in message signature If the incoming message is digitally signed, verify the signature validity. If the signature is valid, use the Subject DN extracted from the certificate associated with the signature as the identity.  Token extracted from message Apply the specified XPath expression to the incoming message. The result, which should be a string, is the identity token.  Token extracted as cookie value Find the named cookie in the HTTP Cookie header in the incoming message. The result, which is a URL decoded string, is the identity token.  LTPA token Extract the user identity from an LTPA token. To use a token that is in the message, rather than in the HTTP header, also click "Use WS-Security Token First".  Processing metadata Extract the identity from the processing metadata, such as protocol headers, system variables, and other custom metadata sources. Uses a processing metadata configuration to identify extracted items. Must use a custom stylesheet or GatewayScript file for authentication.  JWT Extract the identity from the JSON Web Token (JWT).  Custom processing Apply the specified stylesheet or GatewayScript file to the incoming message to determine the identity.  HTML forms-based authentication Use the username and password from an HTML login page.  Redirect to a social login provider Redirect the client to the specified endpoint in the social login policy. AAA policy extracts the identity from the ID token that the specified endpoint sends.  OAuth Support OAuth 2.0 protocol.    URL sent to back end The URL that is presented to the server. This URL reflects the result of applying the configured URL rewrite policy to the original URL.  URL sent by client The original URL from the client request before applying the URL rewrite policy.  URI of top level element in message If the message is a SOAP message, the namespace URI of the name of the child element of the SOAP Body element. Otherwise, the namespace URI of the name of the root element of the message.  Local name of request element If the message is a SOAP message, the local name of the child element of the SOAP Body element. Otherwise, this the local name of the root element of the message.  HTTP operation (GET or POST) The HTTP request type from the client request.  XPath expression Apply the specified XPath expression to the incoming message. The result should be a string.  Processing metadata Extract the resource requested from the processing metadata, which includes protocol headers, system variables, or custom items. Requires a processing metadata configuration. Must use custom stylesheet or GatewayScript file for authorization.    method Methods Select the types of identity data to extract.  custom-url   EIBitmap custom   Custom processing URL URL for custom processing. The request is forwarded to the specified URL for extracting an identity. The custom process should return an identity.  xpath   EIBitmap token   XPath expression XPath expression for token. When XPath is enabled for identity extraction, this XPath expression will be applied to the entire message. The value of this expression (as a string) will be used as the extracted identity.  valcred   EIBitmap signer-dn Validation credentials for signing certificate The optional validation credentials to validate the signer certificate when the method "Subject DN from certificate in message signature" is in use.  cookie-name   EIBitmap cookie-token   Cookie name The name of the cookie in the HTTP Cookie header to extract and use as the identity token.  basic-auth-realm login   EIBitmap http-basic-auth HTTP Basic Authentication Realm The name of the HTTP Basic Authentication Realm as described by RFC 2617. A browser might show this name to help the user determine which credentials to supply.  use-wssec-token off   EIBitmap ltpa   Use WS-Security token first If there is more than one token available, use the token from the appropriate WS-Security Security header. By default, the token is extracted somewhere other than WS-Security <Security/> header. For example, an LTPA token is extracted from the Cookie header, set this option to 'on' to use the token from the WS-Security here, if available.  metadata   EIBitmap metadata Processing metadata items Extract the identity from processing metadata, such as variables, protocol headers and so on. For this configuration, only metadata items contained by this configuration are fetched and returned. Unless you select this method, all metadata items applicable for the current processing rule are returned.  remote-token-allowed off   EIBitmap signer-dn Retrieve remote WS-Security token Whether allow this action to get a remote security token or not. If the message indicates that the WS-Security token is at a remote location, for example, the SAML assertion that holds the signer public certificate or the SAML assertion that the signed Security Token Reference (STR de-reference transform) pointing at is not with the local message, this setting will determines whether retrieval of remote WS-Security token is allowed or prohibited.  remote-token-url    EIBitmap signer-dn  EIAllowRemoteTokenReference off URL to process remote token The URL for a service that can process the remote security token. The remote WS-Security token can be signed, encrypted, or encoded. A firewall or proxy service with different actions can be used to process the remote token, either decrypting pieces of a remote SAML assertion, doing a XSLT transform, or using AAA to assert the token. This setting is the URL for that service that accepts the security token as the request of the SOAP call and, if successful, provides the final security token as the response.  password-retrieval-method   EIBitmap wssec-derived-key   Password-retrieval method XPath expression for token.  Select the method to obtain the user password. The password is required to calculate the derived symmetric key. The property is available when the identity extraction method is "Derived-key UsernameToken element from WS-Security header".  password-retrieval-custom-url    EIBitmap wssec-derived-key  EIPasswordRetrievalMechanism custom   Password-retrieval processing URL URL for custom processing. The specified stylesheet or GatewayScript file is invoked to obtain the password.  password-retrieval-xmlfile-url    EIBitmap wssec-derived-key  EIPasswordRetrievalMechanism xmlfile   AAA information file URL URL for DataPower AAA information file. The password is obtained from the specified file.  ssl    EIBitmap signer-dn  EIAllowRemoteTokenReference off  EISSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  forms-login-policy   EIBitmap html-forms-auth   HTML forms-based login policy Name of an HTML forms-based login policy. The name of the HTML forms-based login policy that specifies the form to collect username and password information.  oauth-client-group   EIBitmap oauth   Registered OAuth clients Specifies the name of the OAuth client group. When supporting OAuth through the DataPower DataPower Gateway, specify the name of the OAuth client group. OAuth  ssl-client-type    EIBitmap signer-dn  EIAllowRemoteTokenReference off TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    EIBitmap signer-dn  EIAllowRemoteTokenReference off  EISSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  validate-jwt   EIBitmap jwt   JWT validator Configure how to verify the JWT. Specify the JWT validator configuration that defines how to verify the JWT, such as the JWT credentials and validation methods.  social-login-policy   EIBitmap social-login   Social login policy Configure the social login policy Specify the social login policy. If you want to choose the social login policy object at run time, you can set the object name in the context variable "var:///context/AAA/social-login-policy-name" prior to invoking this AAA action. The object specified in the context variable takes precedence over the object configured here  saml-response-valcred     EIBitmap saml-attr-name  EIBitmap saml-authen-name SAML response validation credentials Validation credentials to verify the signature of the SAML response Specify the validation credentials to verify the signature of the SAML response that wraps up the SAML assertion.    method Resource information Items to identify the resource.  xpath   ERBitmap XPath   XPath expression XPath expression to map resources. When "XPath" is selected for resource extraction, the XPath expression to apply to the entire message. The resultant string is used as the resource.  metadata   ERBitmap metadata Processing metadata items Use the processing metadata as the resource to authorize access, such as variables, protocol headers, and so forth. If configured, only the metadata items in this configuration are fetched and returned. If not selected, all metadata items applicable for the current processing rule are returned. Information to extract to identify the resource.    method none Method Select the mapping method to use.  custom-url   MCMethod custom   Custom URL URL for custom processing.  xmlfile-url   MCMethod xmlfile   AAA information file URL URL of mapping file.  xpath   MCMethod xpath   XPath expression XPath expression for mapping.  tfim   MCMethod TFIM   Tivoli Federated Identity Manager endpoint Name of Tivoli Federated Identity Manager endpoint configuration. How to map credentials or resources.    None Does not perform credential mapping.  Custom Identifies a custom mapping resource such as a stylesheet or GatewayScript file. When selected, specify the URL of the custom resource.  AAA information file Identifies a DataPower information file, which is an XML file, as the mapping resource. When selected, specify the URL of the XML file.  Apply XPath expression Identifies an XPath expression as the mapping resource. When selected, specify the XPath expression to apply to the extracted identity.  Credentials from WS-SecureConversation token Identifies that credentials are taken from the WS-SecureConversation context token.  Credentials from Tivoli Federated Identity Manager Identifies that credentials are from a Tivoli Federated Identity Manager endpoint. When selected, specify the Tivoli Federated Identity Manager endpoint configuration.    method none Method Mapping method to use.  custom-url   MRMethod custom   Custom URL URL for custom processing. Custom  xmlfile-url   MRMethod xmlfile   AAA information file URL DataPower AAA information file as the mapping.  xpath   MRMethod xpath   XPath expression XPath expression for mapping.  tam-mapping   MRMethod tivoli   ISAM object space mapping Object space prefix style. IBM Security Access Manager organizes resources into a hierarchical protected object space. Each protected object space has a defined convention. Select which style of object space to concatenate with the extracted resource. 
                     Custom: <prefix> TAMBI: /PDMQ/<prefix> TFIM: /itfim-wssm/wssm-default/<prefix> WebSEAL: /WebSEAL/<prefix> These different options help in mapping the extracted resource to a resource string that follow IBM Security Services naming conventions.  tam-prefix   MRMethod tivoli   ISAM object space instance prefix Object space prefix. The prefix to use in the naming convention. The value of the entered property customizes the naming convention to your specific environment. 
                     Custom: Any user defined prefix TAMBI: The queue manager and queue separated with a forward slash TFIM: The name of the Tivoli Federated Identity Manager domain WebSEAL: The name of the WebSEAL instance  webseal-dynurl-file     MRMethod tivoli  MRTAMMap WebSEAL  local store WebSEAL DynURL mapping file WebSEAL DynURL file. When configured and an entry is matched for a request, the DynURL output replaces the output of the extracted resource string that is appended to the IBM Security Access Manager object space prefix. How to map credentials or resources.    None Does not perform resource mapping.  Custom Identifies a custom mapping resource. When selected, specify the URL of the stylesheet or GatewayScript file.  AAA information file Identifies a DataPower AAA information file, which is an XML file, as the mapping resource. When selected, specify the URL of the XML file.  Apply XPath expression Identifies an XPath expression as the mapping resource. When selected, specify the XPath expression to apply to the extracted resource.  IBM Security Access Manager Identifies an IBM Security Access Manager style mapping resource. When selected, specify the style of object space prefix to concatenate to the extracted resource.    custom-processing off Run postprocessing custom processing Run postprocessing stylesheet or GatewayScript file.  custom-url   PPEnabled on   Custom processing URL for custom postprocessing stylesheet or GatewayScript file.  saml-generate-assertion off Generate SAML assertion with only Authentication statement Generate an SAML Authentication statement as provided by 3.8.0.x and later releases.  Generate an SAML Authentication assertion for the authenticated identity. If a custom stylesheet or GatewayScript file successfully generates an SAML assertion, features with this setting will not generate additional SAML Assertions. This setting is functionally disabled if a custom stylesheet or GatewayScript file already provides this feature. Enable this option to generate an SAML assertion that contains an SAML authentication statement for the authenticated user identity. The destination system might choose to rely on this SAML assertion to determine the user identity. This setting is functionally disabled if a custom stylesheet or GatewayScript file for postprocessing already generated SAML assertions. You can enable this setting so that the custom stylesheet or GatewayScript file can customize the generation of the SAML assertion by using same configurations. To enable the option of placing the SAML assertion within a WS-Security header, the SAML version must be 1.1.  saml-server-name XS    PPSAMLIdentityProvider off  PPSAMLAuthAssertion off  PPSAMLSendSLO off SAML Issuer identity The value of the Issuer attribute of the generated saml:Assertion or SAML SLO request.  The value of the <saml:Issuer> element. The default value is XS.  If generating an SAML assertion, identifies the server that is making the assertion. If sending an SLO request, identifies the issuer that is sending the request.  saml-name-qualifier     PPSAMLAuthAssertion off   PPSAMLIdentityProvider off  PPSAMLNameID off SAML name qualifier The value of the NameQualifier attribute of the NameIdentifier in the generated SAML assertion. Although an optional attribute, some SAML implementations require this attribute to be present.  kerberos-include-token off Include a WS-Security Kerberos AP-REQ token Include a WS-Security Kerberos AP-REQ BinarySecurityToken for the specified client and server principals in the WS-Security header.  kerberos-client-principal     PPKerberosTicket on  PPKerberosSPNEGOToken on   PPKerberosUseS4U2Proxy off   PPKerberosUseS4U2Proxy on  AUMethod kerberos   PPKerberosUseS4U2SelfAndS4U2Proxy off   PPKerberosUseS4U2SelfAndS4U2Proxy on  AUMethod kerberos   Kerberos client principal The principal name in the client portion of the Kerberos ticket.     Kerberos client password The password for the client. This password is required to authenticate the client to the KDC.  kerberos-server     PPKerberosTicket on  PPKerberosSPNEGOToken on  PPKerberosServerSource custom-url  PPKerberosServerSource ctx-var   Kerberos server principal The principal name in the server portion of the Kerberos ticket.  ws-trust-generate-resp off Process WS-Trust SCT STS request For a valid WS-Trust SecurityContextToken request, generate the appropriate security token response. This postprocessing works as WS-Trust STS. Currently only WS-SecureConversation SCT is supported.  ws-trust-add-timestamp on   PPWSTrust off Output WS-Trust token timestamp Whether to output the timestamp for the generated security context token.  ws-trust-timestamp-expiry 0 31622400 0    PPWSTrust off  PPWSTrustNeverExpire on Security context validity Allow an explicit validity interval for the generated WS-Trust security context token. If the "defaultexpiry" system variable is set, use the value of 0 as the duration in seconds while issuing a new security context or renewing a context instance with new instance; if that system variable is not set, uses the value of 14400 (4 hours). If you use this setting to renew an existing security context or instance, the default value 0 means to use the old duration for the renewed cycle. The maximum validity is 31622400 (366 days). seconds  ws-trust-allow-renewal off    PPWSTrust off  PPWSTrustNeverExpire on Allow WS-Trust token renewal If selected, issued WS-Trust tokens can have their lifetime period reset without a new bootstrapping authentication event. If the WS-Trust request specifically asks that the issued should be renewable, this setting is ignored.  saml-version 2.0    PPSAMLIdentityProvider off  PPSAMLAuthAssertion off SAML version Select the version of SAML assertion to generate.  saml-send-slo off Send SAML Single Logout request (SAML 2.0 only) Send an SAML 2.0 Single Logout request.  Sends an SAML 2.0 Single Logout (SLO) request to revoke the SAML Assertion token used for single-sign-on (SSO). The SLO is a request-response that the DataPower Gateway handles differently when it is working as a service provider (SP) or identity provider (IdP).  When an SP, the DataPower Gateway sends an SLO request to the SAML SLO endpoint (IdP). On response, the DataPower Gateway processes the SLO response for its status. When an IdP, the request to the DataPower Gateway contains the SLO request. The DataPower Gateway postprocessing validates against the SAML metadata file and sends the corresponding endpoint the SLO response.  saml-slo-endpoint   PPSAMLSendSLO off SAML SLO service URL Endpoint URL for SAML 2.0 SLO request. The endpoint URL for SAML 2.0 Single Logout (SLO) messages. This endpoint is the authority that authenticated the assertion subject.  ssl    PPSAMLSendSLO off  PPSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection with the specified SAML Single Logout (SLO) session authority.  wssec-add-user-name-token off Add WS-Security UsernameToken Add WS-Security UsernameToken. Add an WS-Security UsernameToken to the message. The username and password are taken from the output from the credential mapping phase.  wssec-user-name-token-type    PPWSUsernameToken off  PPWSUsernameTokenIncludePwd off WS-Security UsernameToken password type Select the type of password that the UsernameToken provides.  saml-validity 0    PPSAMLIdentityProvider off  PPSAMLAuthAssertion off Assertion validity The value of the SAML assertion validity. This value and the skew time are for fine control of assertion validity duration. seconds  saml-skew 0    PPSAMLIdentityProvider off  PPSAMLAuthAssertion off Skew time The IdP and SP system clocks can have a skew time. When the SAML assertion is generated, the expiration takes the skew time setting value into account. NotBefore has the value of (CurrentTime - SkewTime). NotOnOrAfter has the value of (CurrentTime + Validity + SkewTime). seconds  wssec-user-name-token-contains-pwd on   PPWSUsernameToken off Include password in UsernameToken Whether the password must be included in the WS-Security UsernameToken. Whether the password must be included in WS-Security UsernameToken.  lpta-generate-token off Generate LTPA token Generate an LTPA token. Generate an LTPA token.  lpta-version LTPA2   PPLTPA off LTPA token version Version of the LTPA token to create. Select the LTPA token version to generate. For additional information about LTPA tokens, see the information center.  lpta-expiry 1 628992000 600   PPLTPA off LTPA token expiry Lifetime of LTPA token. seconds  lpta-key-file   PPLTPA on   PPLTPA off  local store cert sharedcert LTPA key file The location of the LTPA key file that can protect the LTPA token generated by the postprocessing action. The LTPA key file contains the cryptographic material to create an LTPA token that can be consumed by WebSphere (v1 and v2) or Domino. For WebSphere token creation, you must export the LTPA key file from WebSphere. This file has portions encrypted by a password you enter. For Domino token creation, the key file should contain only the base 64-encoded Domino shared secret. Specify the location of the LTPA key file that can protect the LTPA token generated by the postprocessing action.  lpta-key-file-password     PPLTPA off   PPLTPAVersion LTPA LTPA1FIPS LTPA2 LTPA2WAS7  PPLTPAVersion LTPADomino  PPLTPAKeyFilePassword  LTPA key file password The password that decrypts the LTPA key file. The key file password decrypts certain entries in a WebSphere LTPA key file (v1 and v2). This password is not applicable to Domino key files. Enter the password that decrypts the LTPA key file. Key file password  lpta-stash-file   LTPA stash file The stash file with the LTPA key file password.  kerberos-generate-spnego off Generate Kerberos SPNEGO token Generate a Kerberos SPNEGO token to be inserted into the WWW-Authenticate HTTP header.  kerberos-value-type http://docs.oasis-open.org/wss/oasis-wss-kerberos-token-profile-1.1#GSS_Kerberosv5_AP_REQ   PPKerberosTicket on   ValueType for generated Kerberos BinarySecurityToken Value of the ValueType attribute in the Kerberos AP-REQ message. Select the value for the ValueType attribute of the WS-Security BinarySecurityToken. The Kerberos AP-REQ message contains the ValueType attribute.  saml-in-wssec off   PPSAMLAuthAssertion off Wrap SAML assertion in WS-Security Security header Generate a WS-Security Security header to wrap the token. By default, the SAML assertion is inserted as a child element of the SOAP header. Setting to 'on' places the SAML assertion in a WS-Security compliant header, as detailed in the WS-Security SAML token profile.  kerberos-client-keytab     PPKerberosTicket on  PPKerberosSPNEGOToken on   PPKerberosUseS4U2Proxy off   PPKerberosUseS4U2Proxy on  AUMethod kerberos   PPKerberosUseS4U2SelfAndS4U2Proxy off   PPKerberosUseS4U2SelfAndS4U2Proxy on  AUMethod kerberos   Kerberos client keytab The keytab for the client. This keytab is required to authenticate the client to the KDC.  wssec-header-wrap-token off     PPLTPA off  PPLTPAVersion LTPADomino Wrap token in WS-Security Security header Generate a WS-Security Security header to wrap the token. By default, the token cannot be wrapped by the WS-Security standard <Security/> header. Set to 'on' to generate a WS-Security header that contains the token. Otherwise, the default wrapping for that token type is used. Use this setting for the LTPA token.  wssec-actor-role-id      PPWSUsernameToken on  PPTFIMTokenMapping on  PPICRXToken on  PPSAMLIdentityProvider on   PPLTPA on  PPLTPAVersion LTPADomino  PPUseWSSec on Actor or role identifier Specify the actor role identifier for the WS-Security Security header. Specify the identifier for the SOAP1.1 actor or SOAP1.2 role for the DataPower DataPower Gateway in processing a WS-Security Security header. The DataPower Gateway works as that actor or role in consuming the input and generating the output for the next SOAP endpoint. This property is only effective when a SOAP message is being used for WS-Security 1.0 or 1.1. Some well-known values are as follows: 
                       http://schemas.xmlsoap.org/soap/actor/next Every one, including the intermediary and ultimate receiver, receives the message should be able to processing the Security header.  http://www.w3.org/2003/05/soap-envelope/role/none No one should process the Security Header.  http://www.w3.org/2003/05/soap-envelope/role/next Every one, including the intermediary and ultimate receiver, receives the message should be able to processing the Security header.  http://www.w3.org/2003/05/soap-envelope/role/ultimateReceiver The message ultimate receiver can process the Security header. This is the default value if such setting is not configured.  <blank or empty string> The empty string "" (without quotes) indicates that no "actor/role" identifier is configured. If no actor/role setting is configured, the ultimateReceiver is assumed when processing the message, and no actor/role attribute will be added when generating the WS-Security Security header. Note: This value will NOT generate an attribute with an empty value, which is the behavior as defined by constant string "USE_MESSAGE_BASE_URI". There should not be more than one Security header omitting the actor/role identifier.  USE_MESSAGE_BASE_URI The constant value "USE_MESSAGE_BASE_URI" without quotes indicates that the actor/role identifier will be the base URL of the message. If the SOAP message is transported using HTTP, the base URI is the Request-URI of the http request.  any other customized string You can input any string to identify the Security header's actor or role.  tfim-token-mapping off Request Tivoli Federated Identity Manager token mapping Request Tivoli Federated Identity Manager token mapping.  tfim-endpoint    PPTFIMTokenMapping on  PPTFIMRetrieveMode FromMC   Tivoli Federated Identity Manager endpoint Tivoli Federated Identity Manager endpoint configuration.  wssec-use-derived-key off    PPWSUsernameToken on  PPWSUsernameTokenIncludePwd off   Use Derived-Key variant of WS-Security UsernameToken Add WS-Security Derived-Key UsernameToken. Add a WS-Security Derived-Key UsernameToken to the message, and add an HMAC signature using the derived key. The username and password are taken from the output of the credential mapping phase.  wssec-derived-key-hash-iter 2 1000    PPWSUsernameToken on  PPWSUsernameTokenIncludePwd off  PPWSDerivedKeyUsernameToken on   Hashing iteration count Number of rounds of hashing to perform. Number of rounds of hashing to use when generating a derived key from a password. The default value is 1000. The minimum value is 2.  wssec-replace-existing off   PPWSUsernameToken off Replace existing UsernameToken Whether to replace an existing UsernameToken. If postprocessing requests the generation of a UsernameToken but the message already contains a UsernameToken, the default behavior is to retain the original token and not generate a new one. Setting to 'on' causes the generated token to replace any existing ones.  tfim-replace-method all   PPTFIMTokenMapping on   Replacement method Method to use with Tivoli Federated Identity Manager responses. Select how to handle the token that Tivoli Federated Identity Manager returns.  tfim-retrieval-method CallTFIM   PPTFIMTokenMapping on   Retrieval method Method to retrieve token from Tivoli Federated Identity Manager. Select the method to retrieve the token from Tivoli Federated Identity Manager.  hmac-signing-algorithm    PPWSUsernameToken on  PPWSUsernameTokenIncludePwd off  PPWSDerivedKeyUsernameToken on   HMAC signing algorithm The algorithm to sign the token. Select the HMAC algorithm to sign the token. This option is available if WS-Security UsernameToken was requested in postprocessing and WS-Security Derived-Key UsernameToken is added to the message with an HMAC signature.  message-digest-algorithm    PPWSUsernameToken on  PPWSUsernameTokenIncludePwd off  PPWSDerivedKeyUsernameToken on   Signing message digest algorithm Signing message digest algorithm. Select the algorithm for the message digest when generating a digital signature. This algorithm is used with only the UsernameToken postprocessing method.  ws-trust-in-header off   PPWSTrust off Return the WS-Trust token as SOAP header Return the WS-Trust token in the SOAP header rather than in the SOAP body. Rather than being put inside the SOAP Body, the wst:RequestedSecurityToken is wrapped by a wst:IssuedToken element and returned as a SOAP header.  ws-trust-key-source random   PPWSTrust off Source of shared secret to initialize SecurityContext Where to get the shared secret to initialize the WS-Trust or WS-SecureConversation SecurityContext. With the WS-Trust postprocessing method, processing works as an on-box WS-Trust STS backed by WS-SecureConversation. A symmetric shared secret key is needed to initialize the WS-SecureConversation SecurityContext. This key can be an authenticated token from the request message (such as Kerberos token), a token generated by the DataPower DataPower Gateway (not supported), a randomness key, or a static shared secret.  ws-trust-shared-key   PPWSSCKeySource static Shared secret key Static shared secret defined by the Shared Secret Key configuration. A shared secret key that can be used to initialize the SecurityContext. This setting specifies a static symmetric key to use for every SecurityContext. Therefore, this method is less secure than any other key types and not recommended.  ws-trust-renewal-wait 0 2678400 0    PPWSTrust off  PPWSTrustNeverExpire on  PPAllowRenewal off Wait time for renewal How long the service can keep the expired token before a renewal is requested. Specify the number of seconds that you allow STS to keep the expired SecurityContext. By default, after a WS-Trust token expires, it can be removed from the STS and is not allowed to renew after expiration. Therefore, you would have to renew it before a token expires. If the WS-Trust request specifically asks that the issued can be renewed after expiration and this setting has a value of 0, the token is issued or renewed with 1 hour (3600 seconds) wait time. The default value is 0. The maximum TTL is 2678400 (31 days).  ws-trust-new-instance off    PPWSTrust off  PPWSTrustNeverExpire on  PPAllowRenewal off Issue new Instance for WS-Trust renewal Issue a new Instance when the request is to renew the WS-Trust token. When set to 'on', the SCT renewal request creates a new Instance of the current context, if the request does not have an Instance name. If the request is for a valid existing Instance, renews that Instance.  ws-trust-new-key off    PPWSTrust off  PPWSTrustNeverExpire on  PPAllowRenewal off  PPWSTrustNewInstance off Update context key for WS-Trust renewal Use a different key than the current one for requests to renew the WS-Trust token. When set to 'on', the SCT renewal request does not use the existing shared secret key of the renewed context.  ws-trust-never-expire off   PPWSTrust off WS-Trust SecurityContext never expires Force the SecurityContext or Instance to live forever unless explicitly changed afterwards. When set to 'on', the SCT or Instance will be initialized to live forever. The duration can still be changed afterwards with an explicit number of seconds.  generate-icrx off Generate ICRX token for z/OS identity propagation Create an ICRX token from the authenticated credentials. Create an ICRX token from the authenticated credentials. When generated, the WS-Security binary token with an ICRX token is inserted into the WS-Security header. This token can be used for interoperability with the CICS Transaction Server for z/OS identity propagation support.  icrx-user-realm   PPICRXToken on ICRX realm ICRX realm as defined in the SAF configuration. The ICRX realm as defined in the SAF configuration. Generally, this value is the equivalent of the prefix for a DN in a user registry.  generate-saml-assertion off Generate SAML assertion or response Generate a general SAML assertion with flexible format.  This postprocessing method provides more flexible features than the "Generate SAML assertion with only Authentication statement" postprocessing method, which is kept to support earlier releases. Enable this option to generate an SAML assertion in a more flexible format. The SAML assertion can contain an authentication statement, an authorization statement, or an attribute statement. The SAML attribute value can be a user LDAP attribute value, which can be fetched directly by the LDAP authentication or authorization method with the list of LDAP attribute names defined by user auxiliary LDAP attributes, or available indirectly with the 'var://context/ldap/auxiliary-attributes' variable by a custom stylesheet or GatewayScript file, such as the dp:ldap-search call to the LDAP, and put the <attribute-value/> elements of the LDAP results to the variable. This postprocessing method provides options so that different SAML subject confirmation method can be configured. To sign the SAML assertion, configure a WS-Security sign action or SAML enveloped sign action after the AAA action in the processing rule.  saml-protocol assertion   PPSAMLIdentityProvider off SAML protocol or profile Scenario to generate the SAML assertion for. Select the SAML protocol to wrap up the SAML assertion.  saml-response-destination     PPSAMLIdentityProvider off  PPSAMLVersion 2.0  saml-protocol assertion Response destination Value of the optional destination attribute for the SAML 2.0 Response element. A URI reference that indicates the address where this request was sent. This attribute is useful to prevent malicious forwarding of requests to unintended recipients, which is a required protection by some protocol bindings. If present, the actual recipient must check that the URI reference identifies the location at which the message was received. If the location is not checked, the request must be discarded. Some protocol bindings require the use of this attribute  result-wrapup wssec-replace   PPSAMLIdentityProvider off Wrap up result Define how to wrap up the result being generated. Select the method to output the result being generated. When the DataPower DataPower Gateway is configured for SOAP or WS-Security processing, different output methods are used.  saml-assertion-type authentication+attribute   PPSAMLIdentityProvider on   PPSAMLIdentityProvider off SAML assertion type Which SAML statements to include. Specify the SAML statement types to generate for the SAML assertion.  saml-subject-confirm bearer   PPSAMLIdentityProvider off SAML subject confirmation method Subject confirmation method for the SAML assertion. Specify the methods so that the destination system can confirm the subject of the SAML assertion.  saml-nid on   PPSAMLIdentityProvider off SAML subject contains Name Identifier Whether the generated token contains a Name Identifier.  The SAML Subject element cannot contain a Name Identifier, especially if the Subject confirmation method is holder of key. If holder of key, the key represents the same entity as the subject. In this case, the Name Identifier can be omitted. Set to 'off' if the SAML assertion expected by the SAML SP, for any reason, decided not to require a Name Identifier for the SAML Subject element.  saml-nid-format     PPSAMLIdentityProvider off  PPSAMLNameID off SAML Name Identifier format The value of the optional Format attribute of the Name Identifier in the generated SAML query.  Specify a URI reference that represents the classification of string-based identifier information. Any standard or arbitrary URI is allowed. If the value is an empty string, the DataPower Gateway attempts to determine the value from the AAA context. Some SAML protocols require a specified value, such as 'urn:oasis:names:tc:SAML:2.0:nameid-format:entity' or 'urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified'.  saml-recipient    PPSAMLIdentityProvider off SAML Recipient The value of the Recipient for SAML1.x Response or SAML 2.0 SubjectConfirmationData.  A URI that specifies the entity or location where an attesting entity can present the assertion. Any standard or arbitrary URI is allowed.  If the value is an empty string, the optional attribute is not generated. If the generated SAML assertion is in version 2.0, specifies the value for the Recipient attribute of the SubjectConfirmationData element. If the generated SAML assertion is in version 1.x, specifies the value for the Recipient attribute of the Response element.  saml-audience    PPSAMLIdentityProvider off SAML Audience Optional SAML Audience for the assertion.  SAML Audience is a URI reference that identifies an intended audience. Specify any number of audience URIs to process the generated SAML assertion.  If the value is an empty string, the SAML audience is not restricted. If there are more than one audience URIs, use the '+' character as the delimiter between URIs. In this case, if a URI contains real '+' characters, convert each '+' to '\+'.  saml-omit-notbefore off   PPSAMLIdentityProvider off Omit NotBefore attribute Whether the assertion is considered valid in the past.  If true, the 
                         NotBefore
                        attribute in the SAML assertion is omitted. The assertion is considered as valid in all its past, even before the time it was issued. This behavior is a behavior being required to respond an 
                         AuthnRequest
                        .  one-time-use off    PPSAMLIdentityProvider off  PPSAMLVersion 1.0 One time use only Whether the generated token is for only one time use.  If true, the destination system or relying party should not cache the generated token. The token being generated might contain the property for this characteristic, which is especially practical for SAML assertions.  saml-proxy off    PPSAMLIdentityProvider off  PPSAMLVersion 2.0 Allow SAML ProxyRestriction Whether SAML ProxyRestriction is needed. If true, the generated SAML assertion provides limitations that the asserting party imposes on relying parties that in turn wish to act as asserting parties and issue subsequent assertions of their own on the basis of the information in the original assertion. A relying party acting as an asserting party must not issue an assertion that itself violates the restrictions specified in this condition on the basis of an assertion containing such a condition.  saml-proxy-audience     PPSAMLIdentityProvider off  PPSAMLProxy off  PPSAMLVersion 2.0 SAML proxy audience Who can issue subsequent assertions of their own on the basis of this assertion.  Specifies the set of audiences (proxy) to whom the asserting party permits new assertions to be issued on the basis of this assertion.  If the value is an empty string, the assertion does not contain the Audience element in the ProxyRestriction element. If there are more than one audience URIs, use the '+' character as the delimiter between URIs. If a URI contains real '+' characters, convert each '+' to '\+'.  saml-proxy-count 0 65535 0    PPSAMLIdentityProvider off  PPSAMLProxy off  PPSAMLVersion 2.0 SAML proxy count How many times can new assertions be issued before the ultimate use.  Specifies the maximum number of indirections that the asserting party permits between this assertion and the assertion that is ultimately issued on this basis. A value of zero indicates that a relying party must not issue an assertion to another relying party on the basis of this assertion. If greater than zero, any assertions issued must contain a ProxyRestriction element with a Count value of at most one less than this value. The maximum value is 65535.  saml-authz-action AllHTTP    PPSAMLIdentityProvider off  PPSAMLAssertionType authorization Action for SAML Authorization decision Specify what action the subject can take on the resource. Specify what standard action the subject is authorized to take on the resource. The SAML specification has defined a list of the action identifiers with corresponding namespace URI. Select an action identifier to generate the SAML Authorization statement action.  saml-attributes     PPSAMLIdentityProvider on  PPSAMLAssertionType attribute   SAML Attribute definition A list of SAML Attribute elements for the SAML assertion postprocessing method. Define the information to put in the SAML assertion to generate the Attribute statement. Each SAML attribute requires the Name, NameFormat/Namespace, and Value. The value can be from a DataPower variable carrying predefined format, from a static string, or from the input message.  ltpa-insert-cookie on    PPLTPA off  PPUseWSSec on Insert LTPA Set-Cookie Insert a Set-Cookie header in the response. Insert a Set-Cookie header in the response that contains the LTPA token that is generated during the postprocessing phase.  propagate-tam-pac off Generate IBM Security Access Manager Privilege Attribute Certificate token Place the existing IBM Security Access Manager Privilege Attribute Certificate token in a HTTP header. The IBM Security Access Manager Privilege Attribute Certificate returned from a prior Authentication or Authorization is added to a HTTP header  tam-header iv-creds   PPTAMPACPropagate on   PPTAMPACPropagate off Privilege Attribute Certificate header name The name of the HTTP header to store the token in. The Privilege Attribute Certificate is stored in the HTTP header with the entered name. The default name is that used by IBM Security Access Manager WebSeal when placing the header in back-end connections.  tam-header-size 0   PPTAMPACPropagate on   PPTAMPACPropagate off Privilege Attribute Certificate header value size The maximum size of Privilege Attribute Certificate token allowed in a single header entry. Some servers limit the size of HTTP header values. If the size is not zero then the Privilege Attribute Certificate token will be broken down to multiple headers of this length  kerberos-use-s4u2proxy off    AUMethod kerberos   PPKerberosTicket off  PPKerberosSPNEGOToken off Use constrained delegation when generating Kerberos AP-REQ or SPNEGO tokens in this step. Uses S4U2Proxy (constrained delegation) during the authentication step to generate Kerberos tokens in this step. Define whether to use constrained delegation during the authentication step to generate this step's Kerberos tokens in order to preserve the identity from the original incoming Kerberos token.  cookie-attributes     PPLTPA on  PPLTPAInsertCookie on Cookie attribute policy Use a cookie attribute policy to include additional attributes in the cookie Defines a policy for including standard or custom attributes in the cookie. The response message that contains a Set-Cookie header is updated with the attributes defined in the selected policy.  kerberos-use-s4u2self off    AUMethod kerberos   PPKerberosTicket off  PPKerberosSPNEGOToken off Use protocol transition and constrained delegation when generating Kerberos AP-REQ or SPNEGO tokens in this step. Uses S4U2Self (protocol transition) to generate a token to the DataPower DataPower Gateway and subsequently uses S4U2Proxy (constrained delegation) to generate Kerberos tokens in this step. Controls whether to use protocol transition to generate this step's Kerberos tokens to the DataPower DataPower Gateway to transition from non-Kerberos authentication to Kerberos authentication and subsequently preserve the client identity in the Kerberos token that is generated in this step.  kerberos-client-source     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on   Kerberos client principal source Where to get the Kerberos client principal Specifies the source of the principal name of the Kerberos client. By default, the output of credential mapping in this AAA policy is used as the client principal name. The client principal is based on the authenticated identity that is followed by the corresponding realm name. For example, if the authenticated user is alice, the client principal name can be HTTP/alice.datapower.com@DATAPOWER.COM. The client principal must be present in the KDC for S4U2Self (protocol transition) to work.  kerberos-self-principal     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on   Kerberos self principal The principal name of the DataPower Gateway Specifies the principal name of the DataPower Gateway when the DataPower Gateway supports S4U2Self that is known as protocol transition. S4U2Self allows the DataPower Gateway to obtain a service ticket from the KDC to itself on behalf of the user that authenticates to the DataPower Gateway by using a non-Kerberos mechanism, for example, by using an LTPA token.  kerberos-self-keytab     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on   Kerberos self keytab The keytab for the DataPower DataPower Gateway Specifies the name of an existing Kerberos keytab configuration that defines the keytab for the DataPower DataPower Gateway. This keytab is required to authenticate the DataPower Gateway to the KDC.  kerberos-client-custom-url     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on  PPKerberosClientSource custom-url   Kerberos client principal - custom processing Specify the URL of the custom stylesheet or GatewayScript file to use the value of its output as the Kerberos client principal Specifies the URL of a custom stylesheet or GatewayScript file. This stylesheet or GatewayScript file returns the client principal name within the 
                     kerberos-client-principal
                    element. This stylesheet or GatewayScript file gets the following input: 
                      The output of all the steps that are executed in this AAA action The incoming request message  kerberos-client-ctx-var     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on  PPKerberosClientSource ctx-var   Kerberos client principal - context variable Enter a context variable to use its value as the Kerberos client principal Specifies the context variable. The value of this context variable is used as the Kerberos client principal. This context variable must be specified in the var://context/name format. For example, var://context/AAA/krb-client-princ. You can use the set variable action to set this variable before you define the AAA policy.  kerberos-server-source    PPKerberosTicket on  PPKerberosSPNEGOToken on   Kerberos server principal source Where to get the Kerberos server principal Specifies the source of the principal name of the Kerberos server. By default, the server principal name is the value that is specified by the Kerberos server principal property.  kerberos-server-custom-url     PPKerberosTicket on  PPKerberosSPNEGOToken on  PPKerberosServerSource custom-url   Kerberos server principal - custom processing Specify the URL of the custom stylesheet or GatewayScript file to use the value of its output as the Kerberos server principal  Specifies the location of a custom stylesheet or GatewayScript file. This stylesheet or GatewayScript file returns the server principal name within the 
                         kerberos-server-principal
                        element. This stylesheet or GatewayScript file gets the following input:  If constrained delegation is used, the output of only the identity extraction step If constrained delegation is not used, the output of all the steps that are executed in this AAA action The incoming request message  kerberos-server-ctx-var     PPKerberosTicket on  PPKerberosSPNEGOToken on  PPKerberosServerSource ctx-var   Kerberos server principal - context variable Enter a context variable to use its value as the Kerberos server principal Specifies a context variable. The value of this context variable is used as the Kerberos server principal. This context variable must be specified in the var://context/name format. For example, var://context/AAA/krb-server-princ. You can use the set variable action to set this variable before you define the AAA policy.  ssl-client-type   PPSAMLSendSLO off TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    PPSAMLSendSLO off  PPSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ltpa-key-file-password-alias    PPLTPAKeyFilePassword    PPLTPA on  PPLTPAVersion LTPA LTPA1FIPS LTPA2 LTPA2WAS7    PPLTPA off   PPLTPAVersion LTPA LTPA1FIPS LTPA2 LTPA2WAS7  PPLTPAVersion LTPADomino LTPA key file password alias The password alias of the password that decrypts the LTPA key file. The key file password decrypts certain entries in a WebSphere LTPA key file (v1 and v2). This password is not applicable to Domino key files. Enter the password alias of the password that decrypts the LTPA key file. Key file password alias  jwt off Generate a JWT token Specify whether to generate a JWT token. Control whether to generate a JWT token.  generate-jwt   PPJWT on   JWT Generator settings Configure the JWT Generator. Configure settings for JWT Generator, such as the credentials and generating methods. Postprocessing to perform.    Credential name Mapped credential name  Transaction priority Control the transaction scheduling priority. When system resources are in high demand. High priority services are favored over lower priority services.  off Require authorization Require authorization    XACML binding tool Not supported.  Custom processing Use a custom stylesheet or GatewayScript file to map the AAA result and the input message to an XACML context and to generate the XACML context request to an XACML Policy Decision Point (PDP).    Local address Enter the local management address as an IP address or host alias. Leave blank for any.  Application domain Set the application domain. Set to (none) for any.   Type config/domain access/radius access/rbm logging/audit-log system/b2b-persistence network/cluster system/compactflash crypto/cert-monitor crypto/crl system/failure-notification system/system system/timezone status/stylesheet-status-obsolete system/gatewayscript-settings hybridservices/waxhn-applications system/ilmt-scanner mgmt/iop-mgmt network/interface network/link-aggregation network/vlan mgmt/ipmi-lan-channel mgmt/ipmi-user network/iscsi-hba-obsolete network/iscsi-initiator-obsolete system/language networkhsm/luna networkhsm/luna-ha-settings network/dns network/host-alias network/network network/ntp-service network/nfs-client network/odr-group network/odr-connector-group cloud/product-insights-obsolete system/quota-enforcement-server system/raid-disk-volume network/sql-runtime-settings config/secure-mode scc/scc-deprecated cloud/sgclient system/gatewayscript-remote-debug mgmt/xml-mgmt mgmt/rest-mgmt mgmt/ssh mgmt/telnet b2b/b2b-viewer-mgmt mgmt/web-mgmt config/alias access/snmp network/standalone-standby-control network/standalone-standby-control-interface system/tenant system/throttle access/username access/usergroup hybridservices/waxhn-proxy system/xm70-persistence system/file-capture zos/sdtargetcontrolservice status/crypto-hw-disable status/crypto-mode status/date-time-deprecated status/interface-obsolete status/gatewayscript status/ODRConnectorGroup-status status/ODRLoadBalancer-status status/secure-cloud-connector-status-table-deprecated status/self-balanced-status status/self-balanced-status2 status/sgclient-conn-status status/sgclient-status status/client-known-host-summary-obsolete status/client-known-host-summary status/stylesheet-status-obsolete system/trusted-host device/boot-image b2b/ebms-mpc-delete-msg-domain-all device/boot-delete device/boot-switch device/boot-update config/assembly-countlimit-delete-domain config/assembly-countlimit-delete-domain-batch crypto/create-luna-clientcert crypto/no-known-host-table system/no-trusted-host crypto/device-cert access/disconnect debug/file-capture cache/flush-arp cache/flush-dns cache/flush-ndcache cache/flush-rbm config/rmi-import-apigw-config crypto/import-luna-clientcert device/locate-device networkhsm/luna-ott-update config/quiesce config/api-ratelimit-delete-domain config/api-ratelimit-delete-domain-batch config/assembly-ratelimit-delete-domain config/assembly-ratelimit-delete-domain-batch config/ratelimit-concurrent-delete-domain config/ratelimit-concurrent-delete-domain-batch config/ratelimit-count-delete-domain config/ratelimit-count-delete-domain-batch config/ratelimit-rate-delete-domain config/ratelimit-rate-delete-domain-batch config/ratelimit-tokenbucket-delete-domain config/ratelimit-tokenbucket-delete-domain-batch config/secure-backup config/secure-restore config/select-config device/time-date device/shutdown device/tenant-install config/unquiesce device/watchdog-image device/verify-firmware  Resource type Set the resource type. Set to (all resources) for any.  Name match Enter the name match for the resource as a PCRE.   Type all login/serial login/telnet login/ssh login/web-mgmt login/xml-mgmt login/rest-mgmt login/b2b-viewer-mgmt access/radius access/rbm services/apic-gw-service config/apiprobe-settings config/api-security-token-manager logging/audit-log system/b2b-persistence crypto/cert-monitor crypto/crl crypto/sshdomainclientprofile crypto/sshserverprofile system/failure-notification system/system system/timezone config/domain-availability config/domain-settings config/gateway-peering-manager system/gatewayscript-settings hybridservices/waxhn-applications system/ilmt-scanner mgmt/iop-mgmt isam/isam-runtime network/iscsi-initiator-obsolete networkhsm/luna-ha-settings network/dns network/network network/ntp-service network/nfs-client network/nfs-dynamic-mounts network/odr-group cloud/product-insights-obsolete system/quota-enforcement-server config/rate-limit-config network/sql-runtime-settings config/secure-mode scc/scc-deprecated cloud/sgclient system/gatewayscript-remote-debug mgmt/xml-mgmt mgmt/rest-mgmt mgmt/ssh b2b/b2b-viewer-mgmt mgmt/web-mgmt config/alias access/snmp system/statistics system/throttle hybridservices/waxhn-proxy mgmt/wsm-agent system/xm70-persistence system/file-capture zos/sdtargetcontrolservice status/active-users status/AMQPBrokerStatus status/api-document-cache status/api-document-status status/api-oauth-caches-status status/api-stylesheet-cache status/api-stylesheet-profiles status/api-stylesheet-status status/subscriber-cache-status status/api-subscriber-status status/arp status/authcookie-cache-status status/b2b-high-availability status/b2b-message-archive status/b2b-ebms-mpc-status-obsolete status/b2b-ebms-mpc-status status/b2b-transaction-log status/b2b-transaction-log status/battery status/config-sequence-status status/accepted-connections status/countlimit-assembly-status status/cpu status/crypto-engine status/crypto-hw-disable status/crypto-mode status/current status/date-time status/date-time-deprecated status/debug-actions status/dns-cache-host-obsolete status/dns-cache-host-obsolete status/dns-cache-host status/dns-name-server-obsolete status/dns-name-server status/dns-search-domain status/dns-static-host status/document-cache status/document-status-obsolete status/document-status status/chkpoints status/memory-domains status/domain-status status/qm status/dynamic-tibco-ems status/sensors-fans status/environment-obsolete status/ethernet-counters status/interface-obsolete status/ethernet-mau status/ethernet-mii-registers status/failure-notification-obsolete status/failure-notification status/fibre-channel-hba status/fibre-channel-luns status/fibre-channel-target status/fibre-channel-volume-status status/file-poller status/filessystem status/firmware status/firmware-version status/gateway-peering-cache-status status/gateway-peering-cluster status/gateway-peering-key-status status/gateway-peering status/gatewayscript status/gateway-transactions status/graphql-status status/waxhn-app-stats status/waxhn-cache-purge-status status/waxhn-cache-objects status/hsm-keys status/http-connections status/http-mean-transaction status/http-mean-transaction2 status/http-transactions status/http-transactions2 status/hypervisor status/igmp-table status/imsconnect status/ipaddress status/ipmi-sel-events status/ip-multicast status/iscsi-hba-obsolete status/iscsi-initiator-obsolete status/iscsi-target-obsolete status/iscsi-volume-obsolete status/kafkacluster status/kerberos-tickets-obsolete status/kerberos-tickets status/ldap-pool-entries status/ldap-pool-status status/library-version status/license status/link-aggregation-member status/agg status/link status/llm-instance status/llm-selection status/loadbalancer-status-obsolete status/loadbalancer-status status/logging-target-connections status/logging-target status/luna-lat status/memory status/message-count-filters status/message-counts status/message-duration-filters status/message-durations status/message-sources status/mq-connections status/idg-mq-conversations status/idg-mqqm status/mqqm status/mq status/mq-resources status/multipath-status status/ND-cache status/ND-cache2 status/networkinterface status/receive-kbps2 status/receive-packets2 status/transmit-kbps2 status/transmit-packets2 status/nfs-mount status/ntp-refresh status/oauth-caches-status status/object-status status/ODRConnectorGroup-status status/ODRLoadBalancer-status status/other-sensors status/pcibus status/policy-domains-supported status/power status/qm-status status/quota-enforcement-status status/raid-array status/raid-battery-backup status/raid-battery-module status/raid-logical-drive status/raid-partition status/raid-phys-disk-obsolete status/raid-phys-disk status/raid-physical-drive status/raid-ssd status/raid-volume-obsolete status/raid-volume status/ratelimit-api-status status/ratelimit-assembly-status status/ratelimit-concurrent-status status/ratelimit-count-status status/ratelimit-rate-status status/ratelimit-tokenbucket-status status/receive-kbps status/receive-packets status/routing status/routing2 status/routing3 status/secure-cloud-connector-status-table-deprecated status/self-balanced-status status/self-balanced-status2 status/local-self-balanced-services status/memory-services status/active-services status/ws-serviceversion-status status/sgclient-conn-status status/sgclient-status status/slm-peering status/slm-summary status/snmp-status status/sql-connections status/sqlruntime status/sql status/client-known-host-summary-obsolete status/client-known-host-summary status/client-known-hosts status/trusted-hosts status/standby status/standby2 status/stylesheet-cache-obsolete status/stylesheet-cache status/stylesheet-executions-obsolete status/stylesheet-executions status/stylesheet-mean-execution-obsolete status/stylesheet-mean-execution status/stylesheet-profiles-obsolete status/stylesheet-profiles status/stylesheet-status-obsolete status/stylesheet-status status/system-cpu status/system-memory status/system status/systemusage status/systemusage-obsolete status/tcp-connections status/tcp-table status/temperature status/tenantlicenses status/tenant-memory status/tibco-ems status/trv-route-cmledger status/transmit-kbps status/transmit-packets status/uddi-subscription-key-status status/uddi-subscription-service-status status/uddi-subscription-status status/udp-table status/version status/virtual-platform status/vlan status/vlan2 status/voltage status/webappfirewall-accepted status/webappfirewall-rejected status/websocket-connections status/wasjms status/wsm-spooler status/wsm-agent-status status/ws-operation-metrics-obsolete status/ws-operation-metrics status/ws-operation-status-obsolete status/ws-operation-status status/wsrr-saved-search-subscription-policyattchments-status status/wsrr-saved-search-subscription-service-status status/wsrr-saved-search-subscription-status status/wsrr-subscription-policyattchments-status status/wsrr-subscription-service-status status/wsrr-subscription-status status/ws-wsdl-status-obsolete status/ws-wsdl-status status/wxs status/xc10 status/xml-names status/sysplexdistributor status/safstatus config/api-application-add config/api-client-add crypto/known-host crypto/add-password-map device/add-ipmi-sel-test-entry system/trusted-host crypto/api-oauth-cache-delete device/boot-image crypto/authcookie-cache-delete b2b/b2bp-archive-purge-now b2b/b2bp-ha-switch-primary b2b/ebms-mpc-delete-msg-domain b2b/ebms-mpc-delete-msg-domain-all b2b/ebms-mpc-delete-msg b2b/ebms-mpc-view-msg config/backup device/boot-delete device/boot-switch device/boot-update cache/cache-apigw-schema cache/cache-apigw-stylesheet cache/compile-apigw-wsdl cache/cache-schema cache/cache-stylesheet cache/compile-wsdl access/change-password device/clear-ipmi-sel crypto/convert-certificate crypto/convert-key crypto/tamdb config/assembly-countlimit-delete-current-domain config/assembly-countlimit-delete-current-domain-batch config/assembly-countlimit-delete-domain config/assembly-countlimit-delete-domain-batch config/assembly-countlimit-delete-key config/assembly-countlimit-delete-key-batch config/rmi-create-apiprobe-capture-setting crypto/create-luna-clientcert crypto/tam crypto/crypto-export crypto/crypto-hw-disable crypto/crypto-import crypto/crypto-mode-set debugger/debug-action config/api-application-delete config/api-client-delete config/rmi-delete-apiprobe-capture-setting config/api-subscription-delete crypto/hsm-delete-key crypto/no-known-host crypto/no-known-host-table crypto/delete-password-map system/no-trusted-host crypto/device-cert config/rmi-diff debug/disable-ethernet-hardware-offload debug/disable-aggregation-hardware-offload debug/disable-vlan-hardware-offload access/disconnect config/domainquiesce config/domainunquiesce debug/ebms2-ping debug/error-report config/exec-config config/rmi-export config/rmi-export-apigw-config cache/export-apigw-document-cache cache/export-document-cache debug/file-capture cache/flush-aaa cache/flush-apigw-document cache/flush-apigw-ldap-cache cache/flush-apigw-stylesheet cache/flush-subscriber-cache cache/flush-arp cache/flush-dns cache/flush-document cache/flush-expired-apigw-documents cache/flush-expired-documents cache/flush-gatewayscript cache/flush-ldappool cache/flush-ndcache cache/flush-nss-cache cache/flush-pdp cache/flush-ratelimit-cache cache/flush-rbm cache/flush-stylesheet config/gateway-peering-cluster-remove-stale-node config/gateway-peering-cluster-replicate config/gateway-peering-remove-stale-peers config/gateway-peering-switch-primary config/rmi-get-apiprobe-data config/rmi-get-debug-probe-data config/rmi-get-apiprobe-capture-setting hybridservices/no waxhn-cache-search hybridservices/waxhn-cache-purge hybridservices/no waxhn-cache-purge hybridservices/waxhn-reset-cache hybridservices/waxhn-cache-search hybridservices/waxhn-reset-app-stats hybridservices/waxhn-update-metadata crypto/crypto-hsm-clone-kwk crypto/crypto-hsm-reinit crypto/hsm-set-role system/ilmt-force-scan config/rmi-import config/rmi-import-apigw-config cache/import-apigw-document-cache cache/import-document-cache config/import-execute crypto/import-luna-clientcert network/fibre-channel-fs-init device/initialize-compact-flash-filesystem device/initialize-raid-volume-filesystem device/initialize-raid-volume-filesystem device/initialize-raid-volume-filesystem-obsolete device/initialize-raid-volume-filesystem-obsolete device/initialize-raid-volume-filesystem-obsolete device/initialize-raid-volume-filesystem device/initialize-raid-volume-filesystem-obsolete network/iscsi-fs-init-obsolete cache/invalidate-apigw-document cache/invalidate-document crypto/kerberos-ticket-delete crypto/keygen debug/packet-capture debug/packet-capture config/rmi-list-apiprobe-capture-settings llm/trv-policy-delete-ledger llm/trv-route-delete-ledger config/rmi-load-config device/locate-device networkhsm/luna-ha-recover networkhsm/luna-ha-sync networkhsm/luna-ott-update debug/debug-probe mq/webuser mq/cli debugger/no-debug-action crypto/no-password-map crypto/oauth-cache-delete debug/packet-capture debug/packet-capture isam/pdadmin debug/ping network/quiesce config/quiesce qe/quota-enforcement-switch-primary qe/quota-enforcement-switch-primary device/raid-activate device/raid-change-encryption-settings-obsolete device/raid-change-encryption-settings device/raid-change-encryption-settings-mpt2sas-obsolete device/raid-delete device/raid-initialize device/raid-learn-battery device/raid-make-hot-spare device/raid-rebuild device/raid-reconcile-encryption-settings-obsolete device/raid-reconcile-encryption-settings device/raid-reconcile-encryption-settings-mpt2sas-obsolete config/api-ratelimit-delete-current-domain config/api-ratelimit-delete-current-domain-batch config/api-ratelimit-delete-domain config/api-ratelimit-delete-domain-batch config/api-ratelimit-delete-key config/api-ratelimit-delete-key-batch config/assembly-ratelimit-delete-current-domain config/assembly-ratelimit-delete-current-domain-batch config/assembly-ratelimit-delete-domain config/assembly-ratelimit-delete-domain-batch config/assembly-ratelimit-delete-key config/assembly-ratelimit-delete-key-batch config/ratelimit-concurrent-delete-domain config/ratelimit-concurrent-delete-domain-batch config/ratelimit-concurrent-delete-key config/ratelimit-concurrent-delete-key-batch config/ratelimit-concurrent-delete-type config/ratelimit-concurrent-delete-type-batch config/ratelimit-count-delete-domain config/ratelimit-count-delete-domain-batch config/ratelimit-count-delete-key config/ratelimit-count-delete-key-batch config/ratelimit-count-delete-type config/ratelimit-count-delete-type-batch config/ratelimit-rate-delete-domain config/ratelimit-rate-delete-domain-batch config/ratelimit-rate-delete-key config/ratelimit-rate-delete-key-batch config/ratelimit-rate-delete-type config/ratelimit-rate-delete-type-batch config/ratelimit-tokenbucket-delete-domain config/ratelimit-tokenbucket-delete-domain-batch config/ratelimit-tokenbucket-delete-key config/ratelimit-tokenbucket-delete-key-batch config/ratelimit-tokenbucket-delete-type config/ratelimit-tokenbucket-delete-type-batch cache/refresh-apigw-document cache/refresh-apigw-stylesheet cache/refresh-document cache/refresh-stylesheet crypto/tamcerts crypto/tamkeypwd services/refresh config/remove-chkpoint cache/remove-stylesheet device/repair-compact-flash-filesystem network/fibre-channel-fs-repair network/iscsi-fs-repair-obsolete device/repair-raid-volume-filesystem config/reset-domain config/reset-thisdomain config/reset-websocket-connections-all-counters config/reset-websocket-connections-counter config/restart-domain config/restart-domain config/rollback-chkpoint config/save-chkpoint config/save-config config/saveinternlstate config/secure-backup config/secure-restore config/select-config debug/send-error-report debug/send-logevent debug/send-test-message config/servicequiesce config/servicefehquiesce-obsolete config/servicefehunquiesce-obsolete config/serviceunquiesce debug/set-loglevel debug/set-rbmlog debug/set-system-var device/time-date device/shutdown monitor/slmresetstats debug/packet-capture debug/packet-capture debug/packet-capture debug/tcp-connection-test device/tenant-install debug/test-hardware crypto/test-password-map debug/test-radius debug/test-urlmap debug/test-urlrefresh debug/test-urlrewrite debug/test-schema llm/trv-route-remove-listener debug/traceroute device/unconfigure-reverse-proxy device/unconfigure-runtime config/undo-config debug/packet-capture debug/packet-capture network/fibre-channel-unlock-volume network/unquiesce config/unquiesce config/api-application-update config/api-client-update config/api-subscription-update device/watchdog-image access/force-password-change access/reset-failed-login access/reset-username device/verify-firmware config/rmi-view-details debug/packet-capture debug/packet-capture hybridservices/waxhn-activate services/wsrr-synchronize services/wsrr-validate-server cache/clear-grid cache/create-grid cache/discover-collective debug/yield-ethernet-standby debug/yield-link-aggregation-standby debug/yield-standalone-standby debug/yield-vlan-standby  Local address match Enter the local address match for the service as a PCRE.   Type all services/apic-gw-service services/cloud-gateway logging/target services/gateway-peering mgmt/iop-mgmt network/idg-mq-qm network/mq-qm system/gatewayscript-remote-debug mgmt/xml-mgmt mgmt/rest-mgmt mgmt/ssh mgmt/telnet b2b/b2b-viewer-mgmt mgmt/web-mgmt services/xmlfirewall services/xslproxy services/httpserv services/sslforwarder services/tcpproxy services/xslcoproc access/snmp protocol/as2-proxy protocol/as2 protocol/as3 protocol/ebms2 protocol/ebms3 protocol/ftp-server protocol/http protocol/https protocol/imsconnect protocol/ssh-server protocol/tcp protocol/xtc zos/sdtargetcontrolservice debug/ping debug/tcp-connection-test debug/traceroute  Local port match Enter the local port match for the service as a PCRE.   Type all services/apic-gw-service services/cloud-gateway services/gateway-peering mgmt/iop-mgmt isam/isam-reverseproxy system/gatewayscript-remote-debug mgmt/xml-mgmt mgmt/rest-mgmt mgmt/ssh mgmt/telnet b2b/b2b-viewer-mgmt mgmt/web-mgmt services/xmlfirewall services/xslproxy services/httpserv services/sslforwarder services/tcpproxy services/xslcoproc access/snmp protocol/as2-proxy protocol/as2 protocol/as3 protocol/ebms2 protocol/ebms3 protocol/ftp-server protocol/http protocol/https protocol/imsconnect protocol/ssh-server protocol/tcp protocol/xtc zos/sdtargetcontrolservice status/ldap-pool-entries status/logging-target-connections status/active-services crypto/tam    Type all file/local file/temporary file/store file/image file/config file/logtemp file/logstore file/audit file/tasktemplates file/cert file/pubcert file/sharedcert file/fcvolumes file/mqbackup file/mqdiag file/mqerr file/mqpubcert file/mqqmdata file/mqtemporary file/mqtrace file/mqwebui device/delete-file device/fetch-file device/create-dir device/remove-dir Directory match Enter the directory match for files as a PCRE.  File name match Enter the file name match for files as a PCRE.   Type all crypto/cert crypto/kerberos-keytab crypto/key crypto/sskey config/backup debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture  Privileges Set the access privileges for resources that match the statement.      Read Allow read access.  Write Allow write access.  Add Allow add access.  Delete Allow delete access.  Execute Allow run (or execute) access.    Access With allow selected, the range of IP addresses is granted access to the service. With deny selected, the range of IP address is denied access to the service.  Address Range An IP address and network mask that defines a contiguous range of IP addresses, either granted or denied access to the current service. ACL Access Control Entry    Allow  Deny ACE Access Type ACE access type    Default Examine the content-type and determine whether to parse the response. Examines the content-type in the response. If it indicates XML or is not provided, parse the response as XML. For any other value, store the response without parsing.  Binary Store without parsing Stores the response without parsing.  XML Parse as XML Parses the response as XML. Action Output Type Action Output Type    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Header Name Header Name Enter the Header field name here.  Header Value Header Value Enter the Header value (a string) here.    active Active session affinity Forces session affinity for every HTTP request irrespective of the need for session affinity by the remote application.  active-conditional Active-conditional session affinity Forces session affinity when the remote application indicates that session affinity is required. The list of monitored cookies is used to verify that the remote server is requesting session affinity.          URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Allow Compression Allow Compression If set to on and the protocol allows it, transactions matching this policy will use compression    Never Never allow or reprocess a duplicate message.  Always Always allow and reprocess a duplicate message. The DataPower Gateway uses a new record for the reprocessed transaction instead of updating the record for the previous transaction.  On error Allow and reprocess a duplicate message only when an error occurs during the previous transaction. The error excludes failures in sending asynchronous MDN, ACK, or Receipt.    Confidential Confidential client - web application Confidential clients are capable of maintaining the confidentiality of their credentials, or capable of secure client authentication using other means. A web application is a confidential client.  Public Public client - native application or user-agent-based application Public clients are incapable of maintaining the confidentiality of their credentials, and incapable of secure client authentication via any other means. Native applications and user-agent-based applications are public clients. 
                      A native application is installed and executed on the device used by the resource owner. In a user-agent-based application, the client code is downloaded from a web server and executes within a user-agent (for example, a web browser) on the device used by the resource owner.    None No authentication. This setting is the default value.  Anonymous Use anonymous authentication.  Plain Use basic authentication credentials, which are user and password. Authorization    Memory Memory  IO IO  Event Event  Amqp Aqmp  SSL SSL  SASL SASL  Binding Binding Log category    Critical Critical  Error Error  Warning Warning  Info Info  Debug Debug  Trace Trace  Frame Frame  Raw Raw Log level    Category Log Category   Level Log Level     Name Name of the burst limit scheme Indicates the name of the burst limit scheme.  Burst Maximum allowed burst rate Indicates the maximum allowed burst rate. The value of 0 indicates no limit. A message is rejected when the burst limit is exceeded.  1 1   Burst 0 Interval Time interval for the burst limit Indicates the time interval for the burst limit. Specify a value that is greater than or equal to 1. The default value is 1.  second   Burst 0 Unit Time unit for the burst limit Indicates the time unit for the burst limit. The default value is second.  on   Burst 0 Cache only Use the local cache first to enforce the burst limit Specifies whether to use the local cache first to enforce the burst limit. In peer group mode, using the local cache first can prevent transaction delays if communication problems arise across the peer group. However, the transaction count is less precise when this setting is enabled.  on   Burst 0 Is Client Whether to apply the burst limit to the client Indicates whether to apply the burst limit to the client or to an internal component. Client burst limits return a 429 error when exceeded. Non-client burst limits return a 503 error when exceeded. When set to 
                     off
                    , burst limit information is not included in the response header.  off   Burst 0 Use API Name Whether to use the API name as part of the burst limit key Indicates whether to use the API name as part of the burst limit key.  off   Burst 0 Use Application ID Whether to use the application ID as part of the burst limit key Indicates whether to use the application ID as part of the burst limit key.  off   Burst 0 Use Client ID Whether to use the client ID as part of the burst limit key Indicates whether to use the client ID as part of the burst limit key.     Burst 0 Dynamic Value The dynamic value for the burst limit Indicates the dynamic value string for the burst limit, which should contain one or more context variables. The dynamic value makes it possible to use a context variable to enforce the burst limit based on parameters other than those defined in the burst limit scheme, such as a user name, incoming IP address, or server name. The context variable can be set in a GatewayScript action and then included in the dynamic value. 
                     The following example uses the context object in a GatewayScript action to add the 
                     my.server
                    variable to the API context.  context.set("my.server", "server34") The dynamic value can then include the variable 
                     my.server
                    , which resolves to the server name 
                     server34
                    . The default value is an empty string.  1   Burst 0 Weight expression Expression determining how much weight to apply to the limit. Specifies a JSONata expression that assigns a weight value to the transaction. For each API call, the value computed by the weight expression is applied to the burst limit. The default value is 1. If the weight expression evaluates to a value that is less than or equal to 0, it is set to 1. An empty string results in an error.    second per second The time unit for the burst limit is second.  minute per minute The time unit for the burst limit is minute.    Name Name of the count limit Indicates the name of the count limit scheme.  Count Maximum count allowed Indicates the maximum count that this limit will allow.  on Enable hard limit Whether to enable hard limit  Indicates whether to reject requests when the specified count limit is reached.  When enabled, the API Gateway rejects requests when the limit is exceeded. When disabled, the API Gateway still handles the requests but produces a warning message. By default, the API Gateway rejects requests when the limit is exceeded.  on Cache only Use the local cache first to enforce the count limit Specifies whether to use the local cache first to enforce the count limit. In peer group mode, using the local cache first can prevent transaction delays if communication problems arise across the peer group. However, the transaction count is less precise when this setting is enabled.  off Is Client Whether to apply the count limit to the client Indicates whether to apply the count limit to the client or to an internal component. Client count limits return a 429 error when exceeded. Non-client count limits return a 503 error when exceeded. When set to 
                     off
                    , count limit information is not included in the response header.  off Use API Name Whether to use the API name as part of the count limit key Indicates whether to use the API name as part of the count limit key.  off Use Application ID Whether to use the application ID as part of the count limit key Indicates whether to use the application ID as part of the count limit key.  off Use Client ID Whether to use the client ID as part of the count limit key Indicates whether to use the client ID as part of the count limit key.   Dynamic Value The dynamic value for the count limit Indicates the dynamic value string for the count limit, which should contain one or more context variables. The default value is an empty string.  1 Weight expression Expression determining how much weight to apply to the limit. Specifies a JSONata expression that assigns a weight value to the transaction. For each API call, the value computed by the weight expression is applied to the count limit. The default value is 1. If the weight expression evaluates to a value that is less than or equal to 0, it is set to 1. An empty string results in an error.  on Auto decrement Whether to automatically decrement the count limit Indicates whether to automatically decrement this count limit in each transaction.    Name Name of the data type Specifies the name of the data type.  Schema Schema of the data type Specifies the API schema object. Data type definition Definition of the API data type    running The API is running The API is running.  suspended The API is suspended The API is suspended. When an API is suspended, you cannot access the API through any plan. Deployment state Deployment state of the API    yes Share rate limit count among all APIs under an application. When set to yes, share rate limit count among all APIs under an application.  no Do not share rate limit count among all APIs under an application. When set to no, don't share rate limit count among all APIs under an application. Share rate limit count Share rate limit count among all APIs under an application. Share rate limit count among all APIs under an application.    HTTP header Use the value from a specific HTTP header. Use the value from a specific HTTP header.  TLS client Use the client certificate from the handshake. Use the client certificate from the handshake. API Protection Source Source of API protection data    Third Party Third Party For caching third party provider responses.  External External For caching external token management responses. Type APIC OAuth cache type    Name The name of the parameter Specifies a name for your parameter. Parameter names are case sensitive.  off Required Whether this parameter is mandatory Controls whether the parameter is required for a call to be valid. By default, a parameter is optional.  Type The type of the parameter Specifies the type of the parameter.  Where The location of the parameter Specifies the location of the parameter.  Format Extending format of the parameter type The extending format of the parameter type. If DataPower Gateway does not recognize the specified format, then only the type is used. The following formats are supported. 
                      For 
                         number
                        parameters, 
                         float
                        and 
                         double
                        . For 
                         integer
                        parameters, 
                         int32
                        and 
                         int64
                        . For 
                         string
                        parameters, 
                         date
                        , 
                         dateTime
                        , and 
                         password
                        .    integer integer  int32  long long  int64  float float  float  double double  double  string string  string  byte byte  byte  binary binary  binary  boolean boolean  boolean  date date As defined by 
                     full-date
                    - RFC3339  dateTime dateTime As defined by 
                     date-time
                    - RFC3339  password password  password  array array  array  object object  object  file file  file  number number  number    path Path parameter A path parameter is part of the operation's URL but does not include the host or base path of the API. A path parameter should take the whole section or segment of the path URI. For example, in 
                     /items/{itemId}
                    , the path parameter is 
                     itemId
                    .  query Query parameter A query parameter is appended to the request URL. For example, in 
                     /items?id=###
                    , the query parameter is 
                     id
                    .  body Body parameter A body parameter is the payload that is appended to the HTTP request. You can define only one body parameter. The name of the body parameter has no effect on the parameter itself and is used for documentation purposes only. Because form parameters are also in the payload, body and form parameters cannot exist together for the same operation.  form Form parameter A form parameter is used to describe the payload of an HTTP request when the consumable MIME type of the request content contains 
                     application/x-www-form-urlencoded
                    or 
                     multipart/form-data
                    or both. This is the only parameter type that can be used to send files. Because body parameters are also in the payload, body and form parameters cannot exist together for the same operation. 
                      When the content type is 
                         application/x-www-form-urlencoded
                        , the parameter format is similar to the format of query parameters but as a payload. For example, 
                         foo=1&bar=swagger
                        indicates that both 
                         foo
                        and 
                         bar
                        are form parameters. This is normally used for simple parameters that are being transferred. When the content type is 
                         multipart/form-data
                        , each parameter takes a section in the payload with an internal header. For example, for the header 
                         Content-Disposition: form-data; name="submit-name"
                        the name of the parameter is 
                         submit-name
                        . This type of form parameters is more commonly used for file transfers.  header Custom headers Custom headers that are expected as part of the request.    payload  Specifies to log only the request and response payloads.  debug  Specifies to log verbose debug data. Log Level Log Level Log level.    ^[a-zA-Z0-9_$]( *[a-zA-Z0-9_$-])*$ Property name Name of the property Specifies the name of the property. After a custom property is added, the assembly actions can reference the property through the property name.  * Catalog Name of the API catalog that you want to set property value for Specifies the name of an API catalog. The name must match the catalog name of an existing API collection. The default of asterisk (*) indicates that the value applies to all catalogs.   Value Property value for the specified API catalog Specifies the property value for the API catalog. Custom properties Configure and manage API properties    http Allow HTTP protocol Protocol identifier for HTTP.  https Allow HTTPS protocol Protocol identifier for HTTPS.  ws Allow WS protocol Protocol identifier for WebSocket. When allowed, the HTTP handler must also be configured to allow WebSocket upgrade requests.  wss Allow WSS protocol Protocol identifier for WebSocket Secure. When allowed, the HTTPS handler must also be configured to allow WebSocket upgrade requests. Allowed API protocols Protocols that can be used to invoke the API The protocols that incoming requests can use to invoke the API. The API routing action rejects requests that do not match one of the allowed protocols.    URL matching expression A shell-style match pattern for matching URLs Specifies a shell-style match pattern that defines a URL set. The URL set is assigned to a specific HTTP proxy.  off Skip Define an exception policy Specifies how to treat the URL set that is defined by the match pattern. When set to on, the URL set is not forwarded to an HTTP proxy, and the remote host and remote port of a proxy are not defined. When set to off, the URL set is forwarded to the HTTP proxy designated by the remote host and remote port.    Skip off   Remote host host name or IP address Specifies the name or IP address of an HTTP server. With the port, this setting designates the HTTP proxy that services the URL set defined by the match pattern. When Skip is on, the remote host is not used.    Skip off   Remote port Port number Specifies a port on the HTTP server. With the server name or IP address, this setting designates the HTTP proxy that services the URL set defined by the match pattern. When Skip is on, the port number is not used.  ^[^ ]+$   Skip off User name A user name Specifies the user name for proxy authentication.    Skip off Password Password Specifies the password map alias for proxy authentication.    Name Name of the rate limit Indicates the name of the rate limit scheme.  Rate Maximum number of requests to handle Indicates the maximum number of requests that the API Gateway can handle within a time interval. The value of 0 indicates no limit.  1 1   Rate 0 Interval Time interval for the rate limit Indicates the time interval for the rate limit. Specify a value that is greater than or equal to 1. The default value is 1.  second   Rate 0 Unit Time unit for the rate limit Indicates the time unit for the rate limit. The default value is second.  off   Rate 0 Enable hard limit Whether to enable hard limit  Indicates whether to reject requests when the specified rate limit is reached.  When enabled, the API Gateway rejects requests when the limit is exceeded. When disabled, the API Gateway still handles the requests but produces a warning message. By default, the API Gateway does not reject requests when the limit is exceeded.  on   Rate 0 Cache only Use the local cache first to enforce the rate limit Specifies whether to use the local cache first to enforce the rate limit. In peer group mode, using the local cache first can prevent transaction delays if communication problems arise across the peer group. However, the transaction count is less precise when this setting is enabled.  on   Rate 0 Is Client Whether to apply the rate limit to the client Indicates whether to apply the rate limit to the client or to an internal component. Client rate limits return a 429 error when exceeded. Non-client rate limits return a 503 error when exceeded. When set to 
                     off
                    , rate limit information is not included in the response header.  off   Rate 0 Use API Name Whether to use the API name as part of the rate limit key Indicates whether to use the API name as part of the rate limit key.  off   Rate 0 Use Application ID Whether to use the application ID as part of the rate limit key Indicates whether to use the application ID as part of the rate limit key.  off   Rate 0 Use Client ID Whether to use the client ID as part of the rate limit key Indicates whether to use the client ID as part of the rate limit key.     Rate 0 Dynamic Value The dynamic value for the rate limit Indicates the dynamic value string for the rate limit, which should contain one or more context variables. The dynamic value makes it possible to use a context variable to enforce the rate limit based on parameters other than those defined in the rate limit scheme, such as a user name, incoming IP address, or server name. The context variable can be set in a GatewayScript action and then included in the dynamic value. 
                     The following example uses the context object in a GatewayScript action to add the 
                     my.server
                    variable to the API context.  context.set("my.server", "server34") The dynamic value can then include the variable 
                     my.server
                    , which resolves to the server name 
                     server34
                    . The default value is an empty string.  1   Rate 0 Weight expression Expression determining how much weight to apply to the limit. Specifies a JSONata expression that assigns a weight value to the transaction. For each API call, the value computed by the weight expression is applied to the rate limit. The default value is 1. If the weight expression evaluates to a value that is less than or equal to 0, it is set to 1. An empty string results in an error.    second per second The time unit for the rate limit is second.  minute per minute The time unit for the rate limit is minute.  hour per hour The time unit for the rate limit is hour.  day per day The time unit for the rate limit is day.  week per week The time unit for the rate limit is week.    ^(default|[1-9][0-9]{2})$ Status Code Status code Enter the HTTP status code of the response message that this schema describes. The value can be the string "default", or any valid HTTP status code, like 200.  Response schema Response schema Specifies the API schema to describe the response message.    ID The credential type is client ID.  Secret The credential type is client secret. Type The type of client credentials    Header Client credentials are sent in the request header.  Query Client credentials are sent as query parameters. Client secrets cannot be sent in the query. Where The location of client credentials    Implicit The Implicit flow corresponds to the implicit OAuth grant type. In the implicit flow, the client receives the access token directly from the resource owner.  Password The Password flow corresponds to the OAuth grant type of Resource Owner Password Credentials. In the resource owner password credentials flow, the client uses password credentials of the resource owner to obtain authorization.  Application The Application flow corresponds to the Client Credentials OAuth grant type. In the client credentials flow, the client uses its own credentials to obtain authorization.  Access code The Access code flow corresponds to the Authorization Code OAuth grant type. In the authorization code flow, the client directs the resource owner to an intermediary authorization server. The server issues access token to the client after authenticating the client. API OAuth Flow Defines different types of OAuth flows. You create an OAuth security definition of a specific type according to the required OAuth grant type. Each of the flows corresponds to an OAuth grant type.    unset Use the value set at API Gateway. Use the value set at API Gateway.  yes Share rate limit count among all APIs under an application. When set to yes, share rate limit count among all APIs under an application.  no Do not share rate limit count among all APIs under an application. When set to no, do not share rate limit count among all APIs under an application. Share rate limit count Share rate limit count among all APIs under an application.    REST API REST API Indicates a REST API that is compliant with version 2.0 of the Swagger specification.  SOAP API SOAP API Indicates a SOAP API to an existing web service.  GraphQL API GraphQL API Indicates a GraphQL API that is compliant with the GraphQL specification. API Type Select the API type    GET Specifies the HTTP GET method  POST Specifies the HTTP POST method  PUT Specifies the HTTP PUT method  DELETE Specifies the HTTP DELETE method  HEAD Specifies the HTTP HEAD method  PATCH Specifies the HTTP PATCH method  OPTIONS Specifies the HTTP OPTIONS method HTTP method Select the HTTP method to perform    Enabled Sets the application to enabled. Sets the application to enabled.  Disabled Sets the application to disabled. Sets the application to disabled.    Allow Remain agnostic  Require Require the presence  Deny Prohibit from being under Allow, Require, or Deny    front-protocol Front Side Protocol Front Side Protocol Specifies the name of the handler to assign.  mdn-receiver Set as MDN Receiver Whether to use this handler as the MDN receiver Indicates whether to set the handler as the default MDN receiver.    name Name Name of the parameter. Specifies the name of the parameter.  value Value Value of the parameter. Specifies the default parameter value as a string. The default value is used when no value is passed in the request. If you specify a JSON value as the default, enter the value as a JSON string. The default parameter value is required in the assembly function call action if no default value is specified in the assembly function. Passed Parameter Parameter to pass to the assembly function call action A parameter to pass to the assembly function that is called by the assembly function call action.    path Path The path that identifies the content to redact or remove  Indicates the JSONata path expression that identifies the content to redact or remove. You use a subset of JSONata notation to define the path. For more information about the supported subset of JSONata notation, see the "JSONata and assembly actions" topic in IBM Knowledge Center.  action Action The type of action to perform Specifies whether to redact or remove the content.    action Action The actions for managing a variable Indicates that you can set, add, or clear a variable.  name Variable name The variable name Specifies the name of the variable that you want to set, add, or clear. You can also reference a custom API property that resolves as the value. To reference an API property, use the $(api.properties.property_name) format, where 
                     property_name
                    is the name of the property to reference. You can also use the short form $(property_name) when the assembly action does not have a property with the same name.  type   Action clear Variable type The data type of the variable Specifies the data type of the variable that you want to set or add.  value   Action clear   Action clear Variable value The value of the variable  Specifies the value of the variable that you want to set or add. You can also reference a custom API property that resolves as the value. To reference an API property, use the $(api.properties.property_name) format, where 
                         property_name
                        is the name of the property to reference. You can also use the short form $(property_name) when the assembly action does not have a property with the same name. When you assign value to the variable, follow these rules. Otherwise, error occurs and the current set variable action is terminated. 
                          The value must match the specified data type: number, string, or Boolean. When you assign value to the 
                             message.status.code
                            variable, the value must be a valid HTTP status code.    Error name The name of a custom error Specifies the name of a custom error.  Error handler The error handler for the custom error Specifies the name of the error handler for the custom error. The assembly catch How to handle a specific error in the assembly    name Name Name of the parameter. Specifies the name of the parameter.  label Label Label of the parameter. Specifies the label to use for the parameter to explain it to API developers.  description Description Description of the parameter. Specifies a description of the parameter that can be used to advertise the parameter to API developers.  schema API schema API schema that is used to verify the parameter type. Specifies the API schema that is used to verify the parameter type.  value Value Default value of the parameter.  Specifies the default parameter value that is passed to the assembly function as a string. The default value is used when no value is passed in the request. The default parameter value is required if the assembly function is called in an assembly function call action and no parameter value is defined in the action.  If the default value is a JSON payload, enter the value as a JSON string. If the default value is an empty string, it is treated as not specified. If the assembly function parameter specifies an API schema, the default parameter value overrides the default value defined in the schema.  value-type string Value type The type of the parameter value. Specifies the type of the parameter value.  required on   Value  Required Indication that this parameter is required. Indicates that this parameter requires a value in an assembly function call. Passed parameter Parameter to pass to the assembly function. A parameter to pass to the assembly function.    string Indicates that the value type is a string. The value is set on the parameter as a JSON string. For example, if the parameter name is 
                     foo
                    , the value is set on 
                     local.parameter.foo
                    in the API context. This setting is the default value.  payload Indicates that the value type is a payload. The payload is set on the 
                     body
                    key of the parameter as a binary blob. For example, if the parameter name is 
                     foo
                    , the payload is set on 
                     local.parameter.foo.body
                    in the API context. If the root of the payload value is a JSON object, it must include a space after the first opening curly bracket 
                     {
                    . For an XML tree or JSON document, the payload must be explicitly parsed before being used.  message Indicates that the value type is a message. The message contents are copied and set on the parameter. For example, if the message is 
                     foo
                    and the parameter name is 
                     bar
                    , then the keys and values of 
                     foo
                    are copied and set on 
                     local.parameter.bar
                    in the API context. The message must be a JSON object. The message must have a payload set to the 
                     body
                    key. The payload cannot be a stream. Parameter value type The type of the parameter value    all Specifies that the assembly function is available at both the API assembly and catalog levels in API Connect.  api Specifies that the assembly function is available at the API assembly level in API Connect.  catalog Specifies that the assembly function is available at the catalog level in API Connect.    Condition The JSONata expression to match against the input Specifies the JSONata expression to match against the input.  Execute The name of the API rule to run when the JSONata expression evaluates to true Specifies the name of the API rule to run when the JSONata expression evaluates to true. The specified API rule can define further switch actions. The Assembly Logic Execute The Assembly Logic Execute    Execute The name of the API rule to run when the switch case is matched. Specifies the name of the API rule to run when the switch case matches the operation ID or matches the API path and HTTP method. The specified API rule can define further switch actions.  Operation ID The unique identifier of the operation to match. Specifies the operation ID.  API Path The relative API Path to match. Specifies the API path.  HTTP Method The HTTP method to match. Specifies the HTTP method of the operation. Operation Switch Case Operation Switch Case    Gather only Write data to the API context Write transaction data to the 
                     log
                    variable in the API context. You must use this mode if you want to redact data.  Send only Send data to the analytics server Send transaction data from the 
                     log
                    variable in the API context to the analytics endpoint defined in the API collection.  Gather and send Write data to the API context and send the data to the analytics server Write transaction data to the 
                     log
                    variable in the API context and send the data to the analytics endpoint defined in the API collection.    Dynamic Deduce attachment format (MIME or DIME) from content  MIME MIME encapsulated document  DIME DIME encapsulated document XML Firewall Attachment Processing Format XML Firewall Attachment Processing Format    Strip Strip attachments before processing  Reject Reject messages with attachments  Allow Allow attachments and process intact  Streaming Allow attachements, but limit processing Allows messages attachments in streaming mode, but provides limited processing. Client requests in the form of a SOAP message package (that is, a SOAP message transmitted together with accompanying attachments) are supported. Processing can be applied to each attachment individually. The system will not build a manifest of all attachments and attachments must be accessed and processed in the order in which they appear in the document.  Unprocessed Allow attachments, but unprocessed Allows messages with attachements but but does not process the attachments. This option permits forwarding of large attachments. root part of the message (typically containing a SOAP message) is subject to filter or transform actions. Accompanying documents can be passed intact to the server. No processing on parts other than the root part is possible. Attachment Processing Mode Attachment Processing Mode    Standard Standard Audit.  Full Full Audit. Audit Level Audit level of firmware    group B2B Profile Group Name of the profile group. Specifies the name of the profile group to attach.  enabled on Group Enabled Whether to enable the profile group Controls whether the profile group is enabled. This setting does not modify the administrative state in the B2B Partner Profile Group object.    profile B2B Partner Profile Name of the partner profile Specifies the name of the partner profile to attach.  enabled on Profile Enabled? Whether to enable the profile Controls whether the profile is enabled. This setting does not modify the administrative state in the B2B Partner Profile object.  destination Profile Destination Profile Destination  Specific the destination for this partner. The default is 
                         default
                        , which uses the setting in the B2B Profile object. This setting overrides the setting in the B2B Profile object. This setting does not modify the destination in the B2B Partner Profile object.    Archive and Purge Archive before deleting  Purge Only Delete without archiving    AS Inbound Message AS Input message seen from viewer  AS Outbound Message AS Output message seen from viewer  AS Inbound MDN AS MDN seen from viewer  AS Outbound MDN AS MDN seen from viewer  ebMS2 Inbound Message ebMS2 Input message seen from viewer  ebMS2 Outbound Message ebMS2 Output message seen from viewer  ebMS2 Inbound ACK ebMS2 ACK seen from viewer (including positive ACK and negative ACK)  ebMS2 Outbound ACK ebMS2 ACK seen from viewer (including positive ACK and negative ACK)  ebMS3 Inbound Message ebMS3 Input message seen from viewer  ebMS3 Outbound Message ebMS3 Output message seen from viewer  ebMS3 Inbound Receipt ebMS3 Receipt seen from viewer (including positive receipt and negative receipt)  ebMS3 Outbound Receipt ebMS3 Receipt seen from viewer (including positive receipt and negative receipt)    Auto detect The B2B Gateway detects automatically whether the message payload is processed in binary mode or ASCII mode, and then complete the transfer accordingly.  Enforce The B2B Gateway transfers the message payload in binary mode regardless of protocol flags, which ensures that the message payload is transferred unaltered.    family-name 128 ^[_a-zA-Z0-9-. ]+$ Family Name Family name Specifies the family name of the person to contact. A family name is the surname borne by family members.  given-name 128 ^[_a-zA-Z0-9-. ]+$ Given Name Given name Specifies the given name of the person to contact. A given name is the name used to identify an individual within a family.  title 128 ^[_a-zA-Z0-9-. ]+$ Title Title Specifies the title of the person to contact.  phone 128 ^[(0-9][)0-9- ]+[0-9]$ Phone Phone number Specifies the telephone number to use for the person to contact.  email 128 ^[_a-zA-Z0-9-.]+@[_a-zA-Z0-9.]+$ E-mail E-mail address Specifies the e-mail address to use for the person to contact.    cpa CPA CPA Indicates the CPA to attach.  collaboration Service Value of Service element in outbound ebMS request Indicates the service to attach. A service is either a business collaboration service for exchanging business messages, or an MSH signal service for exchanging MSH signals, including Acknowledgment, Error, StatusRequest, StatusResponse, Ping, and Pong. The value of an MSH signal service is "urn:oasis:names:tc:ebxml-msg:service"; A value other than this one represents a business collaboration service.  internal-partner Internal Partner Profile Name of the internal partner profile Indicates the name of the internal partner profile to attach.  external-partner External Partner Profile Name of the external partner profile Indicates the name of the external partner profile to attach.      Summary    name 128 ^[_a-zA-Z0-9.-]+$ Destination name Name to identify the destination Specify the name to identify this destination in the profile.  dest-url  "NONE"  dpmq dpmqfte mq mqfte idgmq idgmqmft dptibems tibems dpwasjms ftp sftp dpnfs http https dpims dpimsssl dpsmtp as1 as2 as2s as3 ebms2 ebms2s ebms3 ebms3s Destination URL URL for the destination  Specify the URL for the destination. The URL is parsed to determine the protocol to use. To use a load balancer, specify the name of an existing Load Balancer Group instead of the address-port pair in the URL. 
                          If the URL starts with as1:// or dpsmtp://, the service uses the ESMTP protocol. These protocols require an SMTP server connection and e-mail address. Specify the URL in either of the following formats: 
                               as1://mailExchange[:port][/queryParameters]  dpsmtp://mailExchange[:port][/queryParameters] If the URL starts with as2://, ebms2://, ebms3://, or http://, the service uses the HTTP protocol. The syntax for the URL is in the format of 
                             hostname:port/uri
                            . If the URL starts with as2s://, ebms2s://, ebms3s://, or https://, the service uses the HTTPS protocol. The syntax for the URL is in the format of 
                             hostname:port/uri
                            . If the URL starts with as3:// or ftp://, the service uses the FTP protocol. 
                              For an absolute path to the root directory, specify the URL in the format of 
                                 ftp://user:password@host/%2Fpath
                                . %2F is the URL encoding of a forward slash. For a relative path to the login directory of the user, specify the URL in the format of 
                                 ftp://user:password@host:port/path
                                . If the URL starts with sftp://, the service uses the SSH FTP protocol. 
                              For an absolute path to the root directory, specify the URL in the format of 
                                 sftp://host:port/path
                                . For a relative path to the login directory of the user, specify the URL in the format of 
                                 sftp://host:port/~/path
                                . If the URL starts with dpnfs://, the service uses the NFS protocol. 
                              For static mounts, specify the URL in the format of 
                                 dpnfs://MountObjectName
                                , where 
                                 MountObjectName
                                is the name of an existing NFS mount. For dynamic mounts, specify the URL in the format of 
                                 dpnfs://host
                                or 
                                 dpnfs://host/path
                                . If the URL starts with dpims:// or dpimsssl://, the service uses the IMS protocol. Specify the URL in either of the following formats: 
                               dpims://Connect-object/?parameters  dpimsssl://Connect-object/?parameters If the URL starts with dpmq://, the service uses the IBM MQ protocol. The queue manager that is referenced in the URL must exist in the current application domain. 
                              To send a message, specify the URL in the format of 
                                 dpmq://mqQueueManagerObject/URI?RequestQueue=requestQueueName;queryParameters
                                . To retrieve a message, specify the URL in the format of 
                                 dpmq://mqQueueManagerObject/URI?ReplyQueue=replyQueueName;queryParameters
                                . If the URL starts with mq://, the protocol is for dynamic routing. If the URL starts with dpmqfte://, the service uses the IBM MQ-FTE protocol. The queue manager that is referenced in the URL must exist in the current application domain. 
                              To send a message, specify the URL in the format of 
                                 dpmqfte://queue_manager_name/?RequestQueue=request_queue_name;queryParameters
                                . To retrieve a message, specify the URL in the format of 
                                 dpmqfte://queue_manager_name/?ReplyQueue=reply_queue_name;queryParameters
                                . If the URL starts with mqfte://, the protocol is for dynamic routing. If the URL starts with dptibems://, the service uses the TIBCO EMS protocol. The server that is referenced in the URL must exist. 
                              To send a message, specify the URL in the format of 
                                 dptibems://server-object/?RequestQueue=queue;RequestReply=queue;query-parameters
                                . To retrieve a message, specify the URL in the format of 
                                 dptibems://server-object/?ReplyQueue=queue;query-parameters
                                . If the URL starts with tibems://, the protocol is for dynamic routing. This protocol is available on licensed DataPower Gateways only. If the URL starts with dpwasjms://, the service uses the WebSphere JMS protocol. The server that is referenced in the URL must exist. 
                              To send a message to a request queue, specify the URL in the format of 
                                 dpwasjms://server-object/?RequestQueue=queue;RequestReply=queue;query-parameters
                                . To send a message to a request topic space, specify the URL in the format of 
                                 dpwasjms://server-object/?RequestTopicSpace=topic-space;RequestReply=queue;query-parameters
                                . To retrieve a message from a reply queue, specify the URL in the format of 
                                 dpwasjms://server-object/?ReplyQueue=queue;query-parameters
                                . To retrieve a message from a reply topic space, specify the URL in the format of 
                                 dpwasjms://server-object/?ReplyTopicSpace=topic-space;query-parameters
                                .  enabled-doc-type EnableXML+EnableX12+EnableEDIFACT+EnableBinary Enabled document type Enabled document type Indicates which document types to support.  smtp-server-connection default   DestURL as1 dpsmtp   DestURL as1 dpsmtp SMTP server connection SMTP server configuration The SMTP server connection to which to send e-mail messages. By default, the gateway uses the default SMTP server connection.  email-address   DestURL as1 dpsmtp   DestURL as1 dpsmtp E-mail address Destination e-mail address for messages The destination e-mail address for messages sent to this partner.  ssh-client-connection   DestURL sftp   DestURL sftp SSH client connection SSH client connection profile Specifies the SSH profile used for SSH client connection and authentication.  use-unique-filenames off   DestURL as3 ftp sftp dpnfs mqfte dpmqfte idgmqmft Use unique file names Use unique file names  Specifies whether to enable the generation of a unique file name for puts to a remote directory. If you enable the use of a unique file name: 
                          Specifying a directory in the destination URL generates a unique file name for puts to a remote directory. Specifying a file name in the destination URL generates a unique file name that is appended to the specified file name for puts to a remote directory. 
                              Note: On the SFTP protocol, if the specified file name is unique to the remote directory, the DataPower Gateway generates the same file name as what you specify in the destination URL. For example, specify 
                             host/01/temp
                            in the SFTP destination URL: 
                              If there is no file named 
                                 temp
                                in the directory, the generated file is 
                                 host/01/temp
                                . If a file named 
                                 temp
                                already exists in the directory, the generated file is 
                                 host/01/temp.unique
                                .  ssl    SSLClientConfigType proxy  DestURL as2s https dpimsssl ebms2s ebms3s    SSLClientConfigType proxy  DestURL as2s as3 https ftp mq mqfte dpimsssl ebms2s TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Sets the TLS proxy profile to establish a TLS-enabled, secured connection.  timeout 3 7200 300   EBMSMessageExchangePattern one-way-pull Connection timeout Override timeout Seconds Specifies the maximum number of seconds to maintain an idle connection. Use any value of 3 - 7200. The default value is 300.  enable-ftp-settings off   DestURL ftp as3 Enable advanced AS3/FTP settings Control for AS3/FTP settings  Indicates whether to override the FTP client policy for the user agent that is associated with the B2B Gateway. This user agent is defined in the XML manager assigned to the B2B Gateway.  When When enabled, define overrides to the original FTP client policy with the advanced AS3 or FTP settings. When disabled, uses the original FTP client policy. The default behavior is off.  username 128 ^[_a-zA-Z0-9-.]+$   DestURL as2 as2s as3 ebms2 ebms2s ebms3 ebms3s http https ftp User name User name Overrides the user name in the basic authentication policy for the user agent that the B2B Gateway uses.  password 128    DestURL as2 as2s as3 ebms2 ebms2s ebms3 ebms3s http https ftp  Password  Password (deprecated) Password Overrides the password for the user in the basic authentication policy for the user agent that the B2B Gateway uses.  password-alias 128   DestURL as2 as2s as3 ebms2 ebms2s ebms3 ebms3s http https ftp Password alias Password alias Overrides the password for the user in the basic authentication policy for the user agent that the B2B Gateway uses.  embs-mpc-auth-method    DestURL ebms3 ebms3s  EBMSMessageExchangePattern one-way-push MPC authentication method How MPC authenticates pull request Specifies how the MPC authenticates the incoming pull requests. By default, the MPC authenticates requests through username token.  username-token 128 ^[_a-zA-Z0-9-.]+$     EBMSMPCAuthMethod cert  EBMSMessageExchangePattern one-way-pull  DestURL ebms3 ebms3s Username token Username token to secure messages For ebMS3, the DataPower Gateway applies the Web Services Security UsernameToken to authorize the received messages. Enter the user name for the wsse:UsernameToken element to be packaged into the SOAP header of the message to send. 
                      For one-way push exchange pattern, specify the username token to be packaged into messages to send. For one-way pull exchange pattern outbound messages, when the MPC authentication method is username token, specify the user name that is used for storing messages in the MPC. For one-way pull exchange pattern inbound messages, specify the username token to be packaged into the pull request.  username-token-password 128    DestURL ebms3 ebms3s  UserNameTokenPassword   EBMSMPCAuthMethod cert Username token password (deprecated) Username token password Enter the password of the user name for the wsse:UsernameToken element.  username-token-password-alias 128     EBMSMPCAuthMethod cert  EBMSMessageExchangePattern one-way-pull  DestURL ebms3 ebms3s Username token password alias Username token password alias Select the password alias of the user name for the wsse:UsernameToken element.  ebms-mpc-verify-valcred    DestURL ebms3 ebms3s  EBMSMPCAuthMethod username-token  EBMSMessageExchangePattern one-way-push MPC validation credential Validation credential to secure messages When the MPC authentication method is validation credential, specifies the certificate to be associated to messages that are submitted to the MPC.  ftp-passive pasv-req    DestURL ftp as3  EnableFTPSettings on Passive mode Controls the use of FTP Passive mode  Overrides the Passive Mode setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use the passive mode with the FTP  PASV command.  ftp-auth-tls auth-off    DestURL ftp as3  EnableFTPSettings on Encrypt command connection Controls the use of TLS to secure connections  Overrides the Encrypt Command Connection setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use authentication and encryption of the command channel with the FTP  AUTH TLS command.  ftp-use-ccc ccc-off    DestURL ftp as3  EnableFTPSettings on  AuthTLS auth-off Stop command encryption after authentication Controls the use of command encryption after authentication  Overrides the Stop Command Encryption After Authentication setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use command channel encryption after user authentication with the FTP  CCC command.  ftp-encrypt-data enc-data-off    DestURL ftp as3  EnableFTPSettings on  AuthTLS auth-off Encrypt file transfers Controls encryption of file transfers  Overrides the Encrypt File Transfers setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use data connection encryption with the FTP  PROT P command.  ftp-data-type binary    DestURL ftp as3  EnableFTPSettings on Data type Data type of file transfers Overrides the Data Type setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to transfer data.  ftp-slash-stou slash-stou-on    DestURL ftp as3  EnableFTPSettings on Write unique filename if trailing slash Controls unique files if name contains a trailing slash  Overrides the unique filename if trailing slash setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use sever-generated unique file names when the URL being written to ends in a slash. Some FTP servers provide the  STOU command. Use the command only if the FTP server supports this command. The  STOU command allows the FTP server to choose the unique file name in the current directory. Using the  STOU command does not require the client to choose a unique file name. When enabled and a URL being written to ends in a /, the FTP server uses the  STOU command instead of the  STOR command.  ftp-quoted-commands    DestURL ftp as3  EnableFTPSettings on Quoted commands FTP quoted commands list  Overrides the Quoted Commands setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, specify the FTP Quoted Commands List to send to the FTP server before each  STOU,  STOR, or  RETR command. A typical use would be to use  SITE commands, such as 
                         SITE RECFM=FB
                        for the MVS domain on a z/OS system. The commands in the list cannot be data-transfer related, such as  STOU,  RETR,  PORT,  PASV, and so forth.  ftp-size-check size-check-optional    DestURL ftp as3  EnableFTPSettings on Size check Constrols the use of a size check after file transfer  Overrides the Size Check setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use a size check after a data transfer with the FTP  SIZE command. If optional and the FTP server does not support the  SIZE command, no error results. Some FTP servers, particularly vsftpd in the default configuration, provide inaccurate responses for files transferred in ASCII mode. If you get such errors, disable this feature. Alternatively, you can reconfigure vsftpd.  binary-transfer-mode   DestURL as1 as2 as2s as3 Binary transfer Whether to transfer the message payload in binary mode. Controls whether to transfer the message payload in binary mode.  as-compress off   DestURL as1 as2 as2s as3 Compress messages Whether to compress messages Controls whether to compress the body of outbound AS messages. The default behavior is off.  as-compress-before-sign off    DestURL as1 as2 as2s as3  ASCompress off Compress before sign Whether to compress before signing  Controls whether to compress the body of outbound AS messages before signing. The default behavior is off.  If enabled, compresses the message body before signing. If disabled, signs the message before compressing the message body.  as-send-unsigned off   DestURL as1 as2 as2s as3 Send messages unsigned Whether to override the signing of messages to this destination  Controls whether to override the signing of messages to this destination. Whether to sign outbound message is part of the configuration of the internal partner. This property cannot be used to cause a message to be signed. The default behavior is off.  If enabled, never signs messages. If disabled, signs messages if the sender has signing credentials.  as-encrypt off   DestURL as1 as2 as2s as3 Encrypt messages Whether to encrypt messages Controls whether to encrypt the body of outgoing AS messages. The default behavior is off.  as-encrypt-cert    DestURL as1 as2 as2s as3  ASEncrypt on   Encryption certificate Certificate to encrypt outbound AS messages Sets the certificate that encrypts outbound messages. Use the name of a certificate.  as-mdn-request off   DestURL as1 as2 as2s as3 Request MDN Whether to request an MDN Controls whether to request an MDN for outbound AS messages. The default behavior is off.  as-mdn-request-async off    DestURL as2 as2s  ASMDNRequest off Request asynchronous MDN Whether the MDN request is synchronous or asynchronous  Controls whether the MDN request for outbound AS messages is asynchronous. The default behavior is off.  If enabled, the MDN request is asynchronous If disabled, the MDN request is synchronous  as1-mdn-email    DestURL as1  ASMDNRequest on AS1 MDN redirection E-mail Specifies the redirection e-mail address for an AS1 MDN The explicit, redirection e-mail for the MDN to outbound AS1 messages. The partner that receives the outbound AS1 message will send the MDN to this e-mail address. If not specified, the redirection e-mail will be the From address of the outgoing message (the default e-mail address of the sending internal partner).  as2-mdn-url    DestURL as2 as2s  ASMDNRequest on  ASMDNRequestAsync on  "NONE"  http https AS2 MDN redirection URL Redirection URL for an AS2 MDN Specifies the explicit, redirection URL for the MDN to outbound AS2 messages.  as3-mdn-url    DestURL as3  ASMDNRequest on  "NONE"  ftp AS3 MDN redirection URL Redirection URL for an AS3 MDN Specifies the explicit, redirection URL for the MDN to outbound AS3 messages.  as-mdn-request-signed off    DestURL as1 as2 as2s as3  ASMDNRequest off Request signed MDN Whether to request a signed MDN Controls whether to request a signed MDN, as opposed to an unsigned one. The default behavior is off.  retransmit off    DestURL as1 as2 as2s as3  ASMDNRequest on Attempt message retransmission Whether to retransmit messages Controls whether to enable the logic for the retransmission of messages. The default behavior is off.  ack-time 1 3600 1800    DestURL as1 as2 as2s as3  ASMDNRequest on Time to acknowledge Time to wait before the retransmission of a message. Seconds Specifies the maximum number of seconds to wait for the acknowledgment before the retransmission of a message. Use an integer between 1 through 3600. The default value is 1800.  max-resends 1 30 3    DestURL as1 as2 as2s as3  ASMDNRequest on  Retransmit on Maximum retransmissions Maximum number of retransmissions Specifies the maximum number of times to attempt the retransmission of a message. Use an integer between 1 through 30. The default value is 3.  as-encrypt-alg 3des    DestURL as1 as2 as2s as3  ASEncrypt on Encryption algorithm AS Symmetric encryption algorithm Sets the symmetric encryption algorithm that encrypts outbound AS messages.  as-mdn-request-signed-algs sha1,md5 ^((sha1|sha-1|md5|sha256|sha-256|sha384|sha-384|sha512|sha-512),)*(sha1|sha-1|md5|sha256|sha-256|sha384|sha-384|sha512|sha-512)$    DestURL as1 as2 as2s as3  ASMDNRequest off  ASMDNRequestSigned off Request MDN signing algorithms Which digest algorithms to request for a signed MDN  Controls which digest algorithms to ask for when requesting a signed MDN. The value can be a single algorithm or any combination of two or more different algorithms that are separated by a comma. For example, 
                         md5,sha256
                        . The default value is 
                         sha1,md5
                        . The following algorithms are supported.   md5  sha1
                            or 
                             sha-1  sha256
                            or 
                             sha-256  sha384
                            or 
                             sha-384  sha512
                            or 
                             sha-512  ebms-cpa-id   DestURL ebms2 ebms2s CPA ID CPA ID Specifies the CPA ID in the message that is sent to the destination partner. You can use the value to identify the sender and the recipient. This value is used when the B2B Gateway is not CPA-enforced.  ebms-service   DestURL ebms2 ebms2s Service Value of service element in outbound ebMS2 request Specifies the service that acts on the message. For example, 
                     urn:services:SupplierOrderProcessing
                    . This value is used when the B2B Gateway is not CPA-enforced. The value can be a string or a URI. If a non-URI string is specified, you need to specify the value of  Service Type.  ebms-service-type   DestURL ebms2 ebms2s Service type Value of type attribute associated with Service Specifies the value of the type attribute in the ebMS SOAP message. If you do not specify the service type, make sure that the service value is a URI.  ebms-action   DestURL ebms2 ebms2s Action Value of action element in outbound ebMS2 request Specifies the action in a service. For example, 
                     NewPurchaseOrder
                    . This value is used when the B2B Gateway is not CPA-enforced.  ebms-send-unsigned off   DestURL ebms2 ebms2s ebms3 ebms3s Send messages unsigned Whether to override the signing of messages to this destination  Controls whether to override the signing of messages to this destination. Whether to sign outbound message is part of the configuration of the internal partner. This property cannot be used to cause a message to be signed. The default behavior is off.  If enabled, never signs messages. If disabled, signs messages if the sender has signing credentials.  ebms-encrypt off   DestURL ebms2 ebms2s ebms3 ebms3s Encrypt messages Whether to encrypt messages Controls whether to encrypt the body of outgoing ebMS messages. The default behavior is off.  ebms-encrypt-cert    DestURL ebms2 ebms2s ebms3 ebms3s  EBMSEncrypt on   Encryption certificate Certificate to encrypt outbound messages Sets the certificate that encrypts outbound messages. Use the name of a certificate.  ebms-encrypt-alg    DestURL ebms2 ebms2s ebms3 ebms3s  EBMSEncrypt on Encryption algorithm ebMS2 encryption algorithm Sets the encryption algorithm that encrypts outbound ebMS2 messages.  ebms-duplicate-elimination-request on   DestURL ebms2 ebms2s Request duplicate elimination Whether to request elimination of duplicate messages for outbound messages Controls whether to request the receiving partner to check for duplicate messages for the outbound message. If enabled, the receiving business partner should ignore duplicate message received. The default behavior is on.  ebms-ack-request off   DestURL ebms2 ebms2s Request acknowledgment Whether to request an Acknowledgment Controls whether to request an Acknowledgment for outbound ebMS2 messages. The default behavior is off.  ebms-ack-request-signed off    DestURL ebms2 ebms2s  EBMSAckRequest off Request signed acknowledgment Whether to request a signed Acknowledgment Controls whether to request the Acknowledgment message signed. The default behavior is off.  ebms-syncreply-mode    DestURL ebms2 ebms2s SyncReply mode Whether the response/acknowledgment is synchronous or asynchronous Select syncReplyMode parameter, which can be obtained from CPA, to indicate to the receiving partner whether to return the besiness response or Acknowledgment in the same connection. None means asynchronous by default.  ebms-retry off    DestURL ebms2 ebms2s  EBMSAckRequest on Attempt message retry Whether to retransmit an unacknowledged message Controls whether to enable the logic for the retransmission of unacknowledged outbound messages. The default behavior is off.  ebms-max-retries 1 30 3    DestURL ebms2 ebms2s  EBMSAckRequest on  EBMSRetry off Maximum retries Maximum number of retries Specifies the maximum number of times, which can be obtained from a CPA, to attempt the retransmission of a message. Use an integer between 1 through 30. The default value is 3, which means a message sent can potentially be sent four times (the initiative one and successive 3 retries).  ebms-retry-interval 1 3600 1800    DestURL ebms2 ebms2s  EBMSRetry off Retry interval Time interval of each retry attempt Seconds Specifies the interval in seconds between retry attempts. Use any value of 1 - 3600. This default is 1800.  ebms-include-time-to-live on    DestURL ebms2 ebms2s  EBMSRetry on Include TimeToLive element Lifetime of the message Controls whether the sending partner includes the <TimeToLive> element in the outbound ebMS2 message header. The <TimeToLive> element indicates when the message expires. 
                      If the receiving partner receives the message before it expires, the receiving partner accepts the message. If the receiving partner receives the message after it expires, the receiving partner rejects the message.  ssl-client-type proxy   DestURL as2s as3 https ftp mq mqfte dpimsssl ebms2s ebms3s TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    SSLClientConfigType client  DestURL as2s https dpimsssl ebms2s ebms3s    SSLClientConfigType client  DestURL as2s as3 https ftp mq mqfte dpimsssl ebms2s TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ebms-mep one-way-push   DestURL ebms3 ebms3s   DestURL ebms3 ebms3s Message exchange pattern Message exchange pattern Select the message exchange pattern (MEP) to use. The MEP defines how a business partner exchanges messages with another business partner. The default value is one-way push.  ebms-mpc 128    DestURL ebms3 ebms3s  EBMSMessageExchangePattern one-way-push Message partition channel Message partition channel When the MEP is one-way pull, specify the message partition channel (MPC) to pull message from. In the one-way pull mode, a message remains in the MPC storage until the DataPower Gateway receives an authenticated and authorized pull request.  ebms-outbound-request-receipt off   DestURL ebms3 ebms3s Request receipt Whether to request a receipt for a sent message Controls whether to request a receipt signal for a sent ebMS3 message. The default behavior is off.  ebms-outbound-request-signed-receipt off    DestURL ebms3 ebms3s  EBMSOutboundRequestReceipt off Request signed receipt Whether to request the receipt to be signed Controls whether to request the receipt message to be signed. The default behavior is off.  ebms-outbound-receipt-reply-pattern    DestURL ebms3 ebms3s  EBMSOutboundRequestReceipt off  EBMSMessageExchangePattern one-way-pull Requested receipt reply pattern Specify the pattern to send the receipt signal. Specifies the pattern to send the receipt signal. The default behavior is response.  ebms-reception-awareness-notification off    DestURL ebms3 ebms3s  EBMSOutboundRequestReceipt off Reception awareness error notification Whether to notify the message producer when the receipt for a sent message is not received Controls whether to send a reception awareness error notification to the ebMS3 message producer. The default behavior is off. The DataPower Gateway reports a reception awareness error to the message producer if the receipt signal message is not received for a sent message.  ebms-reception-awareness-timeout 3 7200 300    DestURL ebms3 ebms3s  EBMSOutboundRequestReceipt off  EBMSOutboundReceptionAwarenessNotification off   EBMSOutboundReceiptReplyPattern Response  EBMSMessageExchangePattern one-way-push Reception awareness timeout Maximum number of seconds to wait for the receipt Specifies the maximum number of seconds to wait for the receipt signal. Enter a value in the range 3 - 7200. The default value is 300. If the DataPower Gateway does not receive the receipt signal message for a sent message after this time, the DataPower Gateway sends a reception awareness error notification to the message producer.  ebms-compress off   DestURL ebms3 ebms3s Compress messages Whether to compress messages Controls whether to compress the body of outbound ebMS messages. The default behavior is off.     Summary    Destinations                     Connection      AS Outbound Security               Advanced AS Behavior          Advanced AS3/FTP Settings      Advanced ebMS2 Settings      ebMS Outbound Security               ebMS Reliable Messaging   ebMS Advanced Feature    as1:// AS1 AS1 protocol identifier  as2:// AS2 AS2 protocol identifier  as2s:// AS2 over TLS AS2 over TLS protocol identifier  as3:// AS3 AS3 protocol identifier  ebms2:// ebMS2 ebMS2 protocol identifier  ebms2s:// ebMS2 over TLS ebMS2 over TLS protocol identifier  ebms3:// ebMS3 ebMS3 protocol identifier  ebms3s:// ebMS3 over TLS ebMS3 over TLS protocol identifier  http:// HTTP HTTP protocol identifier  https:// HTTPS HTTPS protocol identifier  ftp:// FTP FTP protocol identifier  sftp:// SFTP SSH FTP protocol identifier  dpnfs:// NFS NFS protocol identifier  dpmq:// IBM MQ, static IBM MQ protocol identifier for static routing  dpmqfte:// IBM MQ-FTE, static IBM MQ-FTE protocol identifier for static routing  mq:// IBM MQ, dynamic IBM MQ protocol identifier for dynamic routing  mqfte:// IBM MQ-FTE, dynamic IBM MQ-FTE protocol identifier for dynamic routing  idgmq:// IBM MQ, dynamic IBM MQ protocol identifier for dynamic routing  idgmqmft:// IBM MQ-FTE, dynamic IBM MQ-FTE protocol identifier for dynamic routing  dpwasjms:// WebSphere JMS WebSphere JMS protocol identifier  dptibems:// TIBCO EMS, static TIBCO EMS protocol identifier for static routing  dpsmtp:// E-mail over SMTP E-mail over SMTP protocol identifier  tibems:// TIBCO EMS, dynamic TIBCO EMS protocol identifier for dynamic routing  dpims:// IMS Connect IMS Connect protocol identifier  dpimsssl:// IMS Connect over TLS IMS Connect over TLS protocol identifier    XML XML  X12 X12  EDIFACT EDIFACT  Binary Binary  MDN MDN    Stylesheet Document Routing Preprocessor run as XSL stylesheet  GatewayScript Document Routing Preprocessor run as GatewayScript    XML XML Enables support for XML message bodies.  X12 X12 Enables support for EDI (Electronic Data Interchange) ANSI X12 message bodies.  EDIFACT EDIFACT Enables support for EDIFACT (Electronic Data Interchange for Administration, Commerce, and Transport) message bodies.  Binary Binary Enables support for Binary message bodies.    profile B2B Partner Profile B2B Partner Profile Specifies the name of the partner profile.  destination Profile Destination Profile Destination Specific the name of a destination for this partner profile. Without this property, the configuration uses the first destination.       HAEnabled on   Replication Remote Hostname Replication Remote Hostname The host name of the other appliance in the high availability cluster.  1 65535 1320   HAEnabled on   Replication Remote Port Replication Remote Port The TCP port of replication listener running on the other appliance in the high availability cluster. Replication Remote Host    Internal Internal partner Sets the partner as an internal partner. An internal partner receives inbound documents from the B2B Gateway and sends outbound documents to the B2B Gateway. An internal partner is a trading partner, probably in the same company, that implements some B2B processing logic and exchanges messages with the B2B Gateway with HTTP, IBM MQ, or some other non-AS protocol.  External External partner Sets the partner as an external partner. An external partner is a trading partner, usually in a separate company, that sends inbound documents to the B2B Gateway and receives outbound documents from the B2B Gateway using one of the supported B2B protocols.    Normal Normal mode.  Secure backup Secure backup with keys and certificates.    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set assigned to a specific HTTP proxy.  User name A user name The user name used for BasicAuth.    Password  Password (deprecated) A password The password associated with the user name used for BasicAuth.  Password Alias A password alias The password alias for the password associated with the user name used for BasicAuth.    2048 2048 2048 entries (the default).  65536 65536 65536 entries.  131072 131072 131072 entries.  262144 262144 262144 entries.  524288 524288 524288 entries.  1048576 1048576 1048576 entries.  2097152 2097152 2097152 entries.  4194304 4194304 4194304 entries.  8388608 8388608 8388608 entries. Internal Enqueue/Dequeue Buffer Sizes (power of 2) Internal Enqueue/Dequeue Buffer Sizes (power of 2)    Default Caches all failures.  Disable for all failures Caches no failures.  Disable for only LDAP connection failures Caches failures except LDAP connection errors.    Undefined The change type is unknown or undefined.  Commit The change is as a result of a call to the Commit method on the object.  Op-state The change is as a result of an op-state change on the object.    Fan CPU 1  Fan CPU 2  Fan chassis 1  Fan chassis 2  Fan chassis 3  Fan chassis 4  Fan chassis 5  Fan chassis 6  Fan chassis 7  Fan chassis 8  Fan tray 1 fan 1  Fan tray 1 fan 2  Fan tray 1 fan 3  Fan tray 1 fan 4  Fan tray 2 fan 1  Fan tray 2 fan 2  Fan tray 2 fan 3  Fan tray 2 fan 4  Fan tray 3 fan 1  Fan tray 3 fan 2  Fan tray 3 fan 3  Fan tray 3 fan 4  Hard disk tray fan 1  Hard disk tray fan 2  Fan 1A  Fan 1B  Fan 2A  Fan 2B  Fan 3A  Fan 3B  Fan 4A  Fan 4B  Fan 1  Fan 2  Fan 3 Chassis fan Identifies a cooling fan.    CPU 1 Fan mounted on CPU 1 This fan is mounted to CPU 1. It is not field replaceable.  CPU 2 Fan mounted on CPU 1 This fan is mounted to CPU 2. It is not field replaceable.  Fan Tray 1 Fan mounted in Fan Tray 1 This fan is mounted in Fan Tray 1. If that Fan Tray is field replaceable, this fan is field replaceable.  Fan Tray 2 Fan mounted in Fan Tray 2 This fan is mounted in Fan Tray 2. If that Fan Tray is field replaceable, this fan is field replaceable.  Hard Disk Drive Tray Fan mounted in Hard Disk Drive Tray This fan is mounted in the Hard Disk Drive Tray. This fan is field replaceable. Chassis Fan Location Identifies a cooling fan location.    OK Fan is OK This fan is present, and the measured speed is within the acceptable range.  Failed, Bad Speed Fan has failed due to speed This fan is present, and there is a speed reading available, and that speed reading is outside the acceptable range. This fan is not field replaceable, the entire unit must be replaced.  Failed, Bad Speed, Replaceable Fan has failed due to speed, field replaceable This fan is present, and there is a speed reading available, and that speed reading is outside the acceptable range. This fan is in a Field Replaceable Unit (FRU), which needs to be replaced. The Location indicates which FRU.  Failed, Missing Fan has failed due to speed There is no sensor reading available for this fan, probably because the Fan Tray is not in or connected to the system. Chassis Fan Status Identifies cooling fan status.    Request Signifies the input of a server-originated document.  Response Signifies the input of a client-originated document.  Fault Signifies a fault condition.  Authentication Complete Signifies the completion of an authentication process.    Name Specify the JWT claim name. Specify the name of the JWT claim. A claim name is always a string.  Value Specify the JWT claim value. Specify the value of the JWT claim.  Type Specify the data type of the JWT claim value. Specify the data type of the JWT claim value. The type can be string, boolean, or number.    String Indicate that the data type of the JWT claim value is string. The data type of the JWT claim value is set as string.  Boolean Indicate that the data type of the JWT claim value is boolean. The data type of the JWT claim value is set as boolean.  Number Indicate that the data type of the JWT claim value is number. The data type of the JWT claim value is set as number.    API Connect Uses API Connect for authentication.  Third-party Uses the specified user registry for authentication. Authenticate client options Options for authenticating client using extracted credentials    Authorization Code Use the authorization code grant type to obtain authorization. Uses the authorization code grant type to obtain authorization. When selected, the authorization request uses the 
                     response_type=code
                    parameter.  Implicit Use the implicit grant type to obtain authorization. Uses the implicit grant type to obtain authorization.  Resource Owner Password Credentials Use the resource owner password credentials grant type to obtain authorization. Uses the resource owner password credential grant type to obtain authorization.  Client Credentials Use the client credentials grant type to obtain authorization. Uses the client credentials grant type to obtain authorization.  Authorization Code with ID Token Response Use the authorization code grant type to obtain an access token and an ID token. Uses the authorization code grant type to obtain an access token and an ID token. When selected, the authorization request uses the 
                     response_type=code id_token
                    parameter.    1 255 Service name Service name Service name associated with the enterprise application.  Application host Host name or IP address of the application server. Specify the host name or IP address of the application server.  1 0xFFFF Application port Listening port on the application server Specify the listening port number of the application server.  0 86400 0 Server-side timeout Maximum idle time for a server connection in a transaction Seconds Specify the maximum idle time for server connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  maximum-connections 0 65535 100 Maximum connections Maximum number of concurrent client connections Specify the maximum number of concurrent client connections to the service. Enter a value in the range 0 - 65535. The value of 0 indicates an unlimited number of connections. The default value is 100.  TLS proxy profile TLS proxy profile to secure the connection to the application server Select a TLS proxy profile defined with the forward direction for TLS communications with the application server. The TLS proxy profile identifies the keys and certificates for the handshake.    3des 3DES EDE CBC algorithm  des DES CBC algorithm  rc2-128 128-bit RC2 CBC algorithm  rc2-64 64-bit RC2 CBC algorithm  rc2-40 40-bit RC2 CBC algorithm  aes-128 128-bit AES CBC algorithm  aes-192 192-bit AES CBC algorithm  aes-256 256-bit AES CBC algorithm    sha1 SHA-1 algorithm  md5 MD5 algorithm  sha256 SHA-256 algorithm  sha384 SHA-384 algorithm  sha512 SHA-512 algorithm    AAA Policy  Access Control List  Assembly Actions  B2B  Common commands  Compile Options  Configuration Management  Configuration  CRL  Quota Enforcement  Cryptography  Device Management  Diagnostics  Document Crypto Map  Domain  Failure Notification  File Management  Firewall Credentials  Flash  HTTP Service  Input Conversion Map  Interface  Load Balancer  Logging  Matching  Messages  Monitors  Multi-Protocol Gateway  IBM MQ Queue Manager  IBM MQ v9+ Queue Manager  Network  RADIUS  RBM  Schema Exception Map  Web Service Monitor  SNMP Settings  SQL Data Source  TLS Proxy Service  Processing Action  Processing Policy  Processing Rule  System  IBM Security Access Manager and Tivoli Federated Identity Manager  TCP Proxy Service  URL Map  URL Refresh Policy  URL Rewrite Policy  User Agent  User and User Group  Validation Credentials  Web Service Proxy  Web Services Management Agent  XML Firewall  XML Manager  XPath Routing Map  XSL Coprocessor  XSL Proxy  http  document-cache  parserlimit  rule  password-change  reserved    1 IMS Commit Mode 1.  0 IMS Commit Mode 0. Commit Mode Commit Mode                    XPath expression The expression to check for this conditional  Action The action to run if the expression was matched Map XPath condition to Action to run XPath condition to check and action to run if it is found. Used for the conditional action, this is a single condition which maps an XPath condition to search for in the input context to an action to run if it is found. If it is not found, then other conditions can be checked.    Device Address Local Management IP Address Identifies the local management IP address of the device to which the statement is applied. Leave blank for all.  Application Domain Application Domain Identifies the application domain to which the statement is applied. Select (none) for all.  Resource Type Resource Type Limits the statement to configuration with matching type. To match all types, select '(all resources)'.  Name Match Name Match PCRE Limits the statement to resources with the specified names. Use a PCRE to select groups of resource instances.  Configuration Property Configuration Property Name Limits the statement to the configuration property with the specified name.  Configuration Value Match Configuration Value Match PCR Limits the statement to configuration with matching property values. Use a PCRE Match Expression to select groups of configuration property values. Configuration Match URI    Add Configuration Add Configuration Setting  Delete Configuration Delete Configuration Setting  Change Configuration Change Configuration Setting    match ^[-_a-zA-Z0-9:.*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Value=myhost Configuration Match Configuration Match Matching configuration is modified. To create a match statement, type a correctly formatted resource match in the horizontal text box select Build. Selecting Build displays the Configuration Match Builder in a popup window. 
                     A match statement takes the following general form: 
                      Addr
                    / 
                     Domain
                    / 
                     Resource
                    [? 
                     Name=resource-name
                    & 
                     Property=property-name
                    & 
                     Value=property-value
                    ]   Addr Device Address. Specifies IP address or host alias. The value (*) matches all IP addresses.  Domain Application Domain. The name of the application domain. The value (*) matches all domains.  Resource Resource Type. The name of the resource type. The value (*) matches all resource types.  Name=resource-name An additional specification field, such as "Name". Limits the match statement to resources of the specified name. Use a PCRE to select groups of resource instances. For example, "Name=foo.*" would match all resources with names that start with "foo".  Property=property-name Property Name. The name of the configuration property. Limits the match statement to resources of the specified property. If change specified, set property-name to null string.  Value=property-value Property Value. Specifies the value for the configuration property. This property limits the match statement to resources with the specified property value.  type Modification Type Modification Type Selects the type of configuration modification.  name   Type add   Configuration Property Configuration Property Specifies the name of the property to add.  value   Type add change   Configuration Value Configuration Value Specifies the value of the added or changed property. To change a property value, you can use an explicit value or a value that contains a variable in the 
                     ${ 
                     variable
                    }
                    format. If you use variables, you need a deployment policy variable configuration to map the variable to its replacement value. For example, when the value is 
                     ${newName}
                    or 
                     ${newName}_Service
                    , a referenced deployment policy variable configuration must map the 
                     newName
                    variable to an explicit replacement value. Configuration Modification    Device Address Local Management IP Address Identifies the local management IP address of the device to which the statement is applied. Leave blank for all.  Application Domain Application Domain Identifies the application domain to which the statement is applied. Select (none) for all.  Resource Type Resource Type Limits the statement to configuration with matching type. To match all types, select '(all resources)'.  Name Match Name Match PCRE Limits the statement to resources with the specified names. Use a PCRE to select groups of resource instances.  Configuration Property Configuration Property Name Limits the statement to the configuration property with the specified name.  Configuration Value Match Configuration Value Match PCR Limits the statement to configuration with matching property values. Use a PCRE Match Expression to select groups of configuration property values. Configuration Match URI    Object Class The class type of the object. Specify the class type of the object.  Object Name The name of the object. Specify the name of the object for the corresponding class type.    Optimize for API Connect processing  Monitor changes for persistence  Apply to all objects  Mark objects as external  Delete files after processing    directory local:///  config local temporary Location Directory in the file system to watch for configuration file changes Specifies the directory where configuration files are stored. DataPower scans the directory for configuration files that match a given PCRE pattern and runs only the matching files. By default, this directory is also where DataPower stores the output files generated by running the configuration files.  access-profile Access profile Access profile that defines permissions to resources in the location Specifies a list of access policies to enforce when running the files in the location, each policy defines permissions to a specific group of resources. Location profile    Invalid Invalid configuration  Saved Persisted configuration  New New configuration  Modified Modified configuration  Deleted Deleted configuration  External External configuration Status Configuration status    WS-I BP 1.0 WS-I Basic Profile 1.0  WS-I BP 1.1 WS-I Basic Profile 1.1  WS-I AP 1.0 WS-I Attachments Profile 1.0  WS-I BSP 1.0 WS-I Basic Security Profile 1.0 Selected profiles Selected profiles    Never Never reject messages  Failure Reject messages with conformance failures  Warning Reject messages with conformance warnings or failures Reject Level Degree of nonconformance to cause the message to be rejected    Never Never record conformance reports  Failure Record conformance reports that indicate conformance failures  Warning Record conformance reports that indicate conformance warnings or failures  Always Always record conformance reports Record Report Level Degree of nonconformance to cause a conformance report to be recorded    Blocklist Blocklist Indicates patterns to reject.  Allowlist Allowlist Indicates patterns to accept. Control Type Select the control type    Domain Include the Domain attribute in the cookie.  Path Include the Path attribute in the cookie.  Secure Include the Secure attribute in the cookie. Indicates that the cookie is transmitted only over an encrypted connection.  HTTPOnly Include the HttpOnly attribute in the cookie. Indicates that the cookie is exposed only through HTTP and HTTPS channels. When this attribute is included, the cookie is not accessible through non-HTTP methods.  Max-Age Include the Max-Age attribute in the cookie.  Expires Include the Expires attribute in the cookie.  Custom attributes Include custom attributes in the cookie. Cookie attributes Select the attributes to include in the cookie.    None Neither sign nor encrypt The device does not perform any cryptographic action on outbound cookies.  Sign Encrypt the contents The device signs outbound cookies with the specified Key. When the client sends back the cookies, the device verifies and removes the signature.  Encrypt Sign the cookie The device encrypts the contents of outbound cookies with the specified Key. When the client sends back the cookies, the device unencrypts the contents. Cookie Security Processing Type    allow Allow Cookies Select how the client side of the inspected transaction handles cookies. The default value is Allow.  none Sign or Encrypt Cookies Specify whether the device signs/verifies, encrypts/decrypts, or neither on the cookies for the application. The default value is None.  secret    UseSharedSecretObject on  Type sign encrypt Secret Key Passphrase Signing or encrypting cookies requires a secret passphrase for the cryptographic operation. If this key is the same on multiple devices, then each device can statelessly verify or decrypt a cookie generated by another device.  on   Type sign encrypt IP Address specific Cookies Normally the signed or encrypted cookie contains the client IP address and this prevents the client from using this cookie from any other host. Some proxy server environments may make this undesirable. Turning this property off will make the generated cookies address independent.  request-cookie-gnvc Cookie Content Name-Value Profile Name-value validation profile for cookie contents The name-value profile for cookie contents. If not present, no profile is enforced. The profile allows you to validate data members of the cookie, filter out unknown ones, or map certain names to known values.  off   Type sign encrypt Use Shared Secret Key Signing or encrypting cookies using the shared secret A shared secret signs or encrypts the cookie when enabled. The default value is disabled.    Increment Increase the current count. When the count limit is exceeded, an error is generated.  Decrement Decrease the current count. If the current count is zero, the count is not changed. Action Action to apply to the count limit.    name Name Count limit name The name of the count limit.  action Action Count limit action The action to apply to the count limit count. Count Limit Information Count limit name and action. Describes a count limit and action.    Name The threshold name Enter the name of the threshold. This name appears in the log files when the threshold is reached.  Interval The measurementinterval ms Enter the measurement interval in milliseconds. One second is expressed as 1000 here.  1 Rate Limit The threshold value messages Specify the threshold value as a number of messages. A monitored message type that exceeds this value over the measurement interval specified by the Interval property is subject to the policy identified by the Action values list.  Burst Limit Maximum allowed burst messages Specify the maximum allowed message burst. Use a value approximately twice the value of Rate Limit.  Action Monitor policy Select the monitor policy implemented by the monitor when the target message type exceeds the threshold value. This is a list of Message Filter Actions. Click the + button to create a new action.    All Source address monitoring and information gathering is aggregated for the address range.  Each IP Source address monitoring and information gathering is individualized for all IP addresses in the address range.  IP from Header Source address monitoring and information gathering is individualized for all IP addresses in the address range. IP addresses are determined by the value of the specified HTTP header. Count Monitor Source    Requests Increase on client request Increases the counter on the receipt of a client request of the target message type.  Responses Increase on server response Increases the counter on the receipt of a server response of the target message type.  XPath Increase on function call Increases the counter on a call to the dp:increment-integer extension function from a custom stylesheet.  Errors Increase on error Increases the counter on specific error responses. Responses that increment the counter are: connection errors, errors returned from the server and error rules from a multistep process. Count Monitor Type    Sender Sender action binding  Receiver Receiver action binding    name 128 Action ID ID of action binding Specifies an ID for naming the action  value 128 Action Value Value of action Specifies the value of Action. For outbound message, the value will be used in the Action element of the ebXML Message Header; for inbound transaction, the Action value will be used to identify the action binding for processing the incoming message within the Service.  capability cansend Capability Type of action binding Specifies the type of this action binding.  sender-setting   Capability cansend   Capability cansend Sender Setting Setting for this sender action Specifies the name of sender setting to bind. A sender setting defines the Message-sending characteristics in Delivery Channels. It consists of document-exchange configurations and transport configurations.  receiver-setting   Capability canreceive   Capability canreceive Receiver Setting Setting for this receiver action Specifies the name of receiver setting to bind. A receiver setting defines the Message-receiving characteristics in Delivery Channels. It consists of document-exchange configurations and transport configurations.     Summary       Action    never Indicates that the incoming message should not have the request element present else it will fail.  always Indicates that the incoming message should have the request element present else it will fail.  perMessage Indicates that whether the request element present is a "perMessage" basis. And the request will be used for processing the inbound message in question.    never Do not make the particular request  always Make the particular request    Protocol Protocol defined character set  ASCII US-ASCII (7 bit)  UTF-8 UTF-8  Big5 Big5 CP950 Chinese (Traditional)  Cp1250 Windows Central European and Eastern European  Cp1251 Windows Cyrillic  Cp1252 Windows Latin-1  Cp1253 Windows Greek  Cp1254 Windows Turkish  Cp1255 Windows Hebrew  Cp1256 Windows Arabic  Cp1257 Windows Baltic, UDB/Latvia, Lithuanian  Cp1258 Windows Vietnamese  EUC-JP EUC-JP Japanese  EUC-KR EUC-KR Korean  GB18030 GB18030 Chinese  GB2312 GB2312 Chinese (Simplified)  ISO-2022-JP ISO-2022-JP Japanese  ISO-2022-KR ISO-2022-KR Korean  ISO-8859-1 ISO-8859-1 Latin 1 including Albanian, Catalan, Danish, Dutch, English, Finnish, French, German, Italian, Norwegian, Portuguese, Spanish, and Swedish  ISO-8859-2 ISO-8859-2 including Bosnian, Croatian, Czech, Hungarian, Polish, Romanian, Slovakian, and Slovenian  ISO-8859-4 ISO-8859-4 including Estonian, Greenlandic, Latvian, Lithuanian, and Sami  ISO-8859-5 ISO-8859-5 including Belarusian, Bulgarian, Kazakh, Macedonian, Russian, Serbian, Turkish, and Ukrainian  ISO-8859-6 ISO-8859-6 Arabic  ISO-8859-7 ISO-8859-7 Greek  ISO-8859-8 ISO-8859-8 Hebrew  ISO-8859-9 ISO-8859-9 UDB/Turkish  ISO-8859-15 ISO-8859-15 Latin9  SJIS Shift-JIS Japanese  TIS620 TIS620 Thai  UTF16-LE UNICODE Little-Endian Credential Character Set Credential Character Set    OK  Revoked Default Certificate Status Default Certificate Status    Ignore Ignores the certificate extension, if present.  Require Requires checks against, but does not fetch, the CRLs in the X.509 CRL Distribution Point extensions. If any CRL in a CRL Distribution Point extension no longer exists in the CRL cache, the certificate validation fails. X.509 CRL Distribution Points Handling X.509 CRL Distribution Points Handling    Policy name The name of the CRL retrieval policy Enter the name of the CRL retrieval policy.  Protocol The protocol to obtain the CRL Select the protocol to obtain the CRL from the authority.  issuer Issuer validation credentials Certificates of CRL issuer The validation credentials to verify the authenticity of the CRL issuer and, therefor, the CRL. The certificate that the CRL issuer uses must be in the validation credentials for the CRL to be valid.  refresh 1 1440 240 Refresh interval Interval between CRL updates minutes The interval in minutes between CRL updates. Enter a value in the range 1 - 1440. The default value is 240.  default-status ok Default status Certificate status if there is no current CRL available The default status of a certificate if no current CRL is available in the cache.  ssl-profile   SSLClientConfigType proxy Cryptographic profile (deprecated) The cryptographic profile is deprecated. Use a TLS client profile. A profile that describes the TLS credentials and configuration to establish a secure connection to fetch the CRL.  fetch-url ^https?://\[?[-_a-z0-9A-Z.:]+\]?(:[0-9]+)?/[ -~]*$ http://foo.com/crl   FetchType http   Fetch URL URL of the Certificate Revocation List A URL that specifies the location of the CRL.  remote-address   FetchType ldap   LDAP server LDAP Host name or IP address Specify the host name or IP address of the LDAP server to obtain the CRL.  389   FetchType ldap   LDAP port LDAP port The remote LDAP port. Enter a value in the range 1 - 65535. The default value is 389. For LDAP over TLS, the standard port is 636.  read-dn   FetchType ldap   LDAP read DN LDAP DN of issuing CA A string containing the DN of the CA that issued the target CRL.  bind-dn   FetchType http LDAP bind DN LDAP DN to login A string containing the DN to login to the LDAP server.  bind-pass    FetchType http  BindPass  LDAP bind password (deprecated) LDAP bind password A string containing the password to login to the LDAP server. Use the LDAP bind password.  bind-pass-alias   FetchType http LDAP bind password alias LDAP bind password alias A string containing the password alias of the password to login to the LDAP server.  ldap-version v2   FetchType http LDAP version LDAP version The LDAP server version.  ldap-readtimeout 0 86400 60   FetchType http LDAP Read Timeout Number of seconds to wait for a response from the LDAP server before the DataPower Gateway closes the connection seconds The number of seconds to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.        HTTP Use HTTP  LDAP Use LDAP CRL Fetch Type CRL fetch protocol    XML Canonicalization, version 1.0 Inclusive XML Canonicalization, version 1.0 (c14n)  Exclusive XML Canonicalization Exclusive XML Canonicalization (exc-c14n)  XML Canonicalization with Comments, version 1.0 Inclusive XML Canonicalization, version 1.0, with comments (c14n-comments)  Exclusive XML Canonicalization with Comments Exclusive XML Canonicalization with comments (exc-c14n-comments)  XML Canonicalization, version 1.1 Inclusive XML Canonicalization, version 1.1 (c14n11)  XML Canonicalization with Comments, version 1.1 Inclusive XML Canonicalization, version 1.1, with comments (c14n11-comments) Canonicalization Algorithm The XML canonicalization algorithm and version used for signing.    OpenSSH pubkey The OpenSSH public key format used in authorized_keys files. Convert Certificate Output Format Output format for a converted certificate    OpenSSH pubkey The OpenSSH public key format used in authorized_keys files. This format does not contain any private fields of the key (only public ones). Convert Key Output Format Output format for a converted key    3DES-CBC http://www.w3.org/2001/04/xmlenc#tripledes-cbc  AES128-CBC http://www.w3.org/2001/04/xmlenc#aes128-cbc  AES192-CBC http://www.w3.org/2001/04/xmlenc#aes192-cbc  AES256-CBC http://www.w3.org/2001/04/xmlenc#aes256-cbc  AES128-GCM http://www.w3.org/2009/xmlenc11#aes128-gcm  AES192-GCM http://www.w3.org/2009/xmlenc11#aes192-gcm  AES256-GCM http://www.w3.org/2009/xmlenc11#aes256-gcm Encryption Algorithm The encryption algorithm to use.    Use Ephemeral Key Transported by Asymmetric Algorithm   Use Symmetric Key Directly   Use Ephemeral Key Wrapped by a Symmetric Key  Encryption Key Type Type of Encryption Key being Used Specify what the bulk encyption key is and how it is protected, whether an ephemeral key transported by X509 key/cert pair with an asymmetric algorithm, a session key protected by a security token, or an ephemeral key being encrypted by a symmetric key from a security token.    Element Encrypt an XML element and its content.  Content Encrypt the content of an XML element but not the element itself. Encryption Type The form of encryption to use.    Not applicable  Not initialized  2  3 Crypto accelerator FIPS 140-2 level Crypto accelerator FIPS 140-2 level    Not applicable  Crypto user (CU)  Crypto officer (CO) Crypto accelerator FIPS 140-2 role Crypto accelerator FIPS 140-2 role    Fully operational  Fully disabled  Partially disabled  Uncertified HSM firmware detected  HSM is uninitialized  HSM needs power cycle  HSM driver reload failed  HSM password login failed  HSM credentials not found  Microcode load failed  Microcode file not found  Runtime error detected    Not detected  Type 1  Type 2  HSM 1  HSM 2  HSM 3  Type 3 Crypto acceleration card    Exclusive XML Canonicalization Exclusive XML Canonicalization (exc-c14n)  Exclusive XML Canonicalization with Comments Exclusive XML Canonicalization with comments (exc-c14n-comments) Canonicalization Algorithm The exclusive XML canonicalization algorithm used for signing.    HSM KWK Use HSM-generated key-wrapping key encryption Encrypts the package with an HSM-generated key wrapping key. Crypto Export Encryption Encryption method for the export package The encryption method for the export package when the package contains a key object.    sha1 http://www.w3.org/2000/09/xmldsig#sha1  sha256 http://www.w3.org/2001/04/xmlenc#sha256  sha512 http://www.w3.org/2001/04/xmlenc#sha512  ripemd160 http://www.w3.org/2001/04/xmlenc#ripemd160  sha224 http://www.w3.org/2001/04/xmldsig-more#sha224  sha384 http://www.w3.org/2001/04/xmldsig-more#sha384  md5 http://www.w3.org/2001/04/xmldsig-more#md5 Message Digest Algorithm The hash algorithm for the generated message digest.    hmac-sha1 http://www.w3.org/2000/09/xmldsig#hmac-sha1  hmac-sha224 http://www.w3.org/2001/04/xmldsig-more#hmac-sha224  hmac-sha256 http://www.w3.org/2001/04/xmldsig-more#hmac-sha256  hmac-sha384 http://www.w3.org/2001/04/xmldsig-more#hmac-sha384  hmac-sha512 http://www.w3.org/2001/04/xmldsig-more#hmac-sha512  hmac-ripemd160 http://www.w3.org/2001/04/xmldsig-more#hmac-ripemd160  hmac-md5 http://www.w3.org/2001/04/xmldsig-more#hmac-md5 HMAC signing algorithm HMAC signing algorithm. The default value is hmac-sha1.    Private Key  Public Key  Secret Key HSM Key Type    Crypto User (CU)  Crypto Officer (CO) FIPS 140-2 Role FIPS 140-2 Role The FIPS 140-2 role to use at the next boot.    None Disable no aspect of the cryptographic hardware.  All Disable all aspects (both the random number generator and the RSA functionality) of the cryptographic hardware.  RSA Only disable the RSA functionality of the cryptographic hardware. The random number generator of the cryptographic hardware is available for pseudo-random number generator seeding. Disable cryptographic Hardware Aspects of the cryptographic hardware to disable for the next firmware reload.    1.1  1.1 (GSS)  1.1 RFC 1510  1.1 RFC 1510 (GSS)  1.1 RFC 4120  1.1 RFC 4120 (GSS)  1.1 Draft  1.1 Draft (GSS)  1.0 Draft WS-Security Kerberos Token Profile BinarySecurityToken ValueType    rsa-pkcs1 http://www.w3.org/2001/04/xmlenc#rsa-1_5  rsa-oaep http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p  rsa-oaep-11 http://www.w3.org/2009/xmlenc11#rsa-oaep Asymmetric Key Encryption Algorithm The asymmetric key encryption algorithm to use.    kw-tripledes http://www.w3.org/2001/04/xmlenc#kw-tripledes  kw-aes128 http://www.w3.org/2001/04/xmlenc#kw-aes128  kw-aes192 http://www.w3.org/2001/04/xmlenc#kw-aes192  kw-aes256 http://www.w3.org/2001/04/xmlenc#kw-aes256 Symmetric Key Encryption Algorithm The symmetric key encryption algorithm to use.    Permissive This mode allows all algorithms.  FIPS 140-2 Level 1 This mode bans the algorithms that are not allowed in FIPS 140-2 Level 1. The banned algorithms include Blowfish, CAST, DES, MD2, MD4, MD5, RC2, RC4, and RIPEMD. This mode also bans RSA keys less than 1024 bits and disables the cryptographic hardware that is not FIPS validated. Appliance-Wide Cryptographic Mode The appliance-wide cryptographic mode.    sha1 http://www.w3.org/2009/xmlenc11#mgf1sha1  sha224 http://www.w3.org/2009/xmlenc11#mgf1sha224  sha256 http://www.w3.org/2009/xmlenc11#mgf1sha256  sha384 http://www.w3.org/2009/xmlenc11#mgf1sha384  sha512 http://www.w3.org/2009/xmlenc11#mgf1sha512 OAEP MGF Algorithm The MGF algorithm to use for OAEP padding with asymmetric key encryption.    Private Key  Certificate Crypto Object Type Crypto Object Type    Encrypt Encrypt, using standard XML encryption, the elements that are indicated by the XPath expression.  Encrypt (WS-Security) Encrypt using WS-Security encryption Encrypts, using WS-Security encryption, the elements that are indicated by the XPath expression.  Decrypt Decrypts the elements that are indicated by the XPath expression.  Sign (WS-Security) Sign using WS-Security signature Signs, using WS-Security signature, the elements that are indicated by the XPath expression.    rsa-sha1 http://www.w3.org/2000/09/xmldsig#rsa-sha1  dsa-sha1 http://www.w3.org/2000/09/xmldsig#dsa-sha1  rsa-sha256 http://www.w3.org/2001/04/xmldsig-more#rsa-sha256  rsa-sha384 http://www.w3.org/2001/04/xmldsig-more#rsa-sha384  rsa-sha512 http://www.w3.org/2001/04/xmldsig-more#rsa-sha512  rsa-ripemd160 http://www.w3.org/2001/04/xmldsig-more/rsa-ripemd160  rsa-ripemd160-2010 http://www.w3.org/2001/04/xmldsig-more#rsa-ripemd160  rsa-md5 http://www.w3.org/2001/04/xmldsig-more#rsa-md5  rsa http://www.w3.org/2000/09/xmldsig#rsa-sha1  dsa http://www.w3.org/2000/09/xmldsig#dsa-sha1 Signing algorithm Signature method for signing. The signature method for signing.    PKIX Public Key Infrastructure (PKIX) standard  MS-WSE Form used in Microsoft WSE version 1 SKI type The form of the Subject Key Identifier to use.    MIME Content Only  Process MIME part content only.  MIME Content and Header  Process both MIME part content and MIME part header. SwA Transform Determines whether only the MIME part content is processed or whether both the MIME part content and header are processed    1.1  1.0 SwA Version The version of WS-Security SOAP Messages with Attachment (SwA) Profile    Match exact certificate or immediate issuer The validation credentials contain either the exact peer certificate to match or the immediate issuer's certificate, which could be an intermediate CA or a root CA. This mode is maintained for backwards compatibility but Exact Match or PKIX are better choices in most cases.  Full certificate chain checking (PKIX) The complete certificate chain is checked from subject to root when using the validation credentials for certificate validation. Validation succeeds only if the chain ends with a root certificate in the validation credentials. Non-root certificates in the validation credentials are used as untrusted intermediate certificates. Additional untrusted intermediate certificates are obtained dynamically from the context at hand (TLS handshake messages, PKCS#7 tokens, PKIPath tokens, and so forth).  Match exact certificate The validation credentials contain the exact peer certificate to match. This mode is useful when you want to match the peer certificate exactly, but that certificate is not necessarily a self-signed (root) certificate.    Direct Reference A BinarySecurityToken is placed in the message and a Reference element with a URI fragment pointing to the BinarySecurityToken is used to refer to it.  KeyIdentifier A reference is made using a KeyIdentifier element with a SubjectKeyIdentifier ValueType and content.  ThumbPrintSHA1 A reference is made using a KeyIdentifier element with a ThumbPrintSHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the "WS-Security Version" is set to at least 1.1.  ThumbprintSHA1 A reference is made using a KeyIdentifier element with a ThumbprintSHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the "WS-Security Version" is set to at least 1.1.  X509IssuerSerial A reference is made using an X509IssuerSerial element that identifies a certificate by its X.509 Issuer and Serial Number. Token Reference Mechanism The method used to reference the security token in a WS-Security message.    Direct Reference A BinarySecurityToken is placed in the message and a Reference element with a URI fragment pointing to the BinarySecurityToken is used to refer to it.  Key Identifier A reference is made using a KeyIdentifier element with a SubjectKeyIdentifier ValueType and content.  ThumbPrintSHA1 A reference is made using a KeyIdentifier element with a ThumbPrintSHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the WS-Security Version is set to at least 1.1.  ThumbprintSHA1 A reference is made using a KeyIdentifier element with a ThumbprintSHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the WS-Security Version is set to at least 1.1.  EncryptedKeySHA1 A reference is made using a KeyIdentifier element with an EncryptedKeySHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the WS-Security Version is set to at least 1.1.  X509IssuerSerial A reference is made using an X509IssuerSerial element that identifies a certificate by its X.509 Issuer and Serial Number. Token Reference Mechanism The method used to reference the security token in a WS-Security message.    #X509 Generates http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509  #X509v3 Generates http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3 X.509 Token Profile 1.0: BinarySecurityToken ValueType  Controls the value of BinarySecurityToken/@ValueType and of SecurityTokenReference/Reference/@ValueType when referring to a BinarySecurityToken that is an X.509 token. Because of the differences between the final WS-Security 1.0 standards and the multiple draft versions of its errata document, different values of the ValueType attribute are used by different WS-Security implementations. Compatibility with certain versions of .NET Web Services Enhancements (WSE) might require setting this option to #X509v3. Compatibility with certain versions of WebSphere might require setting this option to #X509. This setting is relevant only if the X.509 token type parameter is X.509.    #X509v3SubjectKeyIdentifier Generates http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3SubjectKeyIdentifier  #X509SubjectKeyIdentifier Generates http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509SubjectKeyIdentifier X.509 Token Profile 1.0: KeyIdentifier ValueType  Controls the value of KeyIdentifier/@ValueType. Because of the differences between the final WS-Security 1.0 standards and the multiple draft versions of its errata document, different values of the ValueType attribute are used by different WS-Security implementations. Compatibility with certain versions of .NET Web Services Enhancements (WSE) might require setting this option to #X509SubjectKeyIdentifier. Compatibility with certain versions of WebSphere might require setting this option to #X509v3SubjectKeyIdentifier. This option is relevant only when the WS-Security Version is 1.0 and the Token Reference Mechanism is KeyIdentifier.    X.509 Single certificate An X.509 signature-verfication certificate. (URI #X509v3)  PKCS#7 Set of certificates and CRLs A list of X.509 certificates and (optionally) CRLs packaged in a PKCS#7 wrapper. (URI #PKCS7)  PKIPath Certificate path An ordered list of X.509 certificates that are packaged in a PKIPath. (URI #X509PKIPathv1) X.509 Token Type  Determines the WS-Security X.509 Binary Security Token "TokenType" attribute for the created token    1.3   1.2   1.1  WS-Trust or WS-SecureConversation version The version of WS-Trust or WS-SecureConversation specifications to use. Generally, these specifications are updated at the same time.    On Enables the probe to contain a specified number of transactions Enables the probe to contain the number of transactions that is defined by the debug history.  Off Disables the probe Disables the probe.  Unbounded Enables the probe to contain 250 transactions Enables the probe to contain 250 transactions. This property is equivalent to specifying a debug history value of 250 transactions. Multistep Probe Controls for Multistep Probe Select the behavior of the probe.    Private Key Private Key  Shared Secret Key Shared Secret Key    Long-term support Long-term support Long-term support (LTS) releases are intended for customers who demand the highest level of stability. Updates during the support period contain fixes to identified problems and vulnerabilities.  Continuous delivery Continuous delivery Continuous delivery (CD) releases add new function on a regular cadence and are intended for customers who want to exploit the latest features and capabilities without waiting for the next LTS release. Each CD release contains fixes to identified problems and vulnerabilities. Delivery type Delivery type Delivery type    Variable Name Deployment policy variable name. Specify the name of the deployment policy variable.  Variable Value Deployment policy variable value. Specify the corresponding value of the deployment policy variable.    Enable  Disable    IEEE IEEE Binary Float Representation If binary float representation is not calculated from transport headers, then the value defaults to IEEE.  S/390 S/390 Binary Float Representation If binary float representation is not calculated from transport headers, then the value defaults to S/390. DFDL Default Binary Float Representation    Big Endian Big endian byte ordering If byte order is not calculated from transport headers, then the value defaults to big endian.  Little Endian Little endian byte ordering If byte order is not calculated from transport headers, then the value defaults to little endian. DFDL Default Byte Order    LF Line Feed Line Feed (U+000A)  CR Carriage Return Carriage Return (U+000D)  CRLF Carriage Return / Line Feed Carriage Return / Line Feed (U+000D U+000A)  NEL Next Line Next Line (U+0085)  LS Line Separator Line Separator (U+2028)    sha1 SHA-1 algorithm Indicates SHA-1 algorithm.  sha256 SHA-256 algorithm Indicates SHA-256 algorithm.    IPv4 Prefer IPv4 addresses. IP version 4.  IPv6 Prefer IPv6 addresses. IP version 6.    Round robin Rotate among the DNS servers in listed order. The round robin algorithm contacts DNS servers in the listed order. Each new connection is forwarded to the next server in the list.  First alive Use the first healthy DNS server. The first alive algorithm uses a primary and one or more backup servers. When the primary server is up, all connections are forwarded to this server. When the primary server is not up, connections are forwarded to backup servers. The primary server is the first server in the list. Load Balance Algorithm    match URL Match Expression URL match regular expression Provide a literal or wildcard expression to define a URL set included in the cache policy. The following wildcard characters are available. 
                       asterisk (*) Matches 0 or more occurrences of any character.  question mark (?) Matches one occurrence of any single character.  brackets ( [ ] ) Defines a character or numeric range. For example, 
                             [1-5]
                            matches 1, 2, 3, 4, or 5, while 
                             xs[dl]
                            matches xsd or xsl.  type protocol Policy Type Document cache policy type Select the cache type. The cache type determines whether to cache documents and the mechanism to use to remove cached entries. The default value is Protocol-Based.  ttl 5 31708800 900   Type fixed   Type protocol no-cache TTL Document lifetime seconds Sets the validity period in seconds for documents in the cache. TTL applies to only the 
                     Fixed
                    policy type. Enter a value in the range 5 - 31708800. The default value is 900.  priority 1 255 128 Priority Document priority  Specifies the priority of a document to add to or remove from the cache. The greater the value, the higher its priority. Enter a value in the range 1 - 255. The default value is 128.  When adding documents, the cache uses the policy with the highest priority. If the document matches multiple policies with the same priority, the cache uses the first matching policy in the alphabetized list. When removing documents, the cache removes documents that were added by policies with the lowest priority. If multiple documents have the same priority, the cache removes the document that was least recently accessed. When you define multiple policies, the DataPower Gateway retains the policies in an alphabetized list. The DataPower Gateway evaluates candidate documents against each policy. Consequently, the priority of policies is important to ensure that the DataPower Gateway caches candidate documents for the appropriate validity period.  Use a high priority for policies that you want to cache. Use a low priority for generic policies. For example, set the priority to 1 when 
                             *
                            or 
                             *.xml
                            is the match pattern.  xc10-grid   Type no-cache Cache Grid The name of the Cache Grid The eXtreme Scale grid configuration to use for caching documents.  cache-backend-response off   Type no-cache Cache Back-end Responses Specifies whether to cache back-end responses Caches responses to requests from back-end servers.  http-cache-validation off   Type no-cache HTTP Cache Validation Allow HTTP cache validation with the origin server. When a requested HTTP document results in a cache hit, HTTP cache validation with the origin server is performed.  return-expired off   Type no-cache Return Expired Document Whether to return expired documents  In the following situations, whether to return expired content when a client requests it. 
                          The DataPower Gateway cannot establish a connection with the origin server. The document cache is getting the newest version from the origin server. A document might persist in the cache after the document is expired. When enabled, the cached document is returned even though it is potentially stale. A warning header indicates that the document is stale.  rest-invalidation off    Type no-cache  CacheUnsafeResponse on RESTful Invalidation RESTful invalidation Invalidate document cache on unsafe requests. For example, HTTP GET requests are safe requests that do not change the internal state of the server. When an HTTP POST to the same URL occurs, the cache needs to be invalidated because the internal state of the server might have changed. The next GET request must contact the origin service to update the cache with any changes.  cache-unsafe-response off    Type fixed  RESTInvalidation on Cache Response to POST and PUT Requests Cache Response to POST and PUT Requests Caches responses to POST and PUT requests when the cache policy type is set to fixed. The response to these requests is the result of an action on the server that might change its resource state. You might want to cache responses to these requests when you know that the action (for example: HTTP POST) will not change the server state.    Protocol-Based  Caches documents that match the URL expression. HTTP caching rules, as defined in Section 13 of RFC 2616 "Hypertext Transfer Protocol -- HTTP 1.1", specify the cache-lifetime. Policy is set using the following criteria. 
                          If the document does not contain a 
                             Date
                            or 
                             Last-Modified
                            header, do not cache. If the document contains a 
                             Vary
                            header, do not cache. If the document contains an HTTP 1.1 
                             Cache-Control
                            header, cache and use the contents of that field to determine its cache-lifetime. If the document contains an HTTP 1.0 
                             Expires
                            header, cache and use the contents of that field to determine its cache-lifetime. If the document contains a 
                             Last-Modified
                            header, cache and use the contents of that field in conjunction with the 
                             Date
                            header to determine its cache-lifetime. The cache-lifetime cannot exceed 8 hours.  No Cache Does not cache documents that match the URL expression.  Fixed Caches documents that match the URL expression. The TTL specifies the validity period for the document in seconds. Document Cache Policy Type Document cache policy type    Local The domain configuration is on the DataPower Gateway.  Import from remote server The domain configuration is on a remote server. The configuration is imported each time the domain is started. When selected, enter the URL and format of the configuration file.    Domain scope mode Configuration file permissions are limited to the current domain. That is, configuration files cannot modify the configuration in other domains.  Global access profile mode Configuration file permissions are subject to the global domain access profile.  Specific access profile mode Configuration file permissions are subject to a specific access profile. For example, permissions to configuration files in a certain local are subject to the access profile that is associated to that local.    Allow files to be copied from  Files can be copied from the 
                         local:
                        directory.  Allow files to be copied to  Files can be copied to the 
                         local:
                        directory.  Allow files to be deleted  Files can be deleted from the 
                         local:
                        directory.  Allow file content to be displayed  File content can be displayed for the 
                         local:
                        directory.  Allow files to be run as scripts  Files in the 
                         local:
                        directory can be run as scripts.  Allow subdirectories to be created  Subdirectories can be created in the 
                         local:
                        directory.    Enable auditing Generate audit events.  Enable logging Generate log events.    HIDDEN -Allow HTTP URL protocol HIDDEN -Enable processing of 'http://' URLs in this domain.  HIDDEN -Allow HTTPS URL protocol HIDDEN -Enable processing of 'https://' URLs in this domain.  HIDDEN -Allow SNMP URL protocol HIDDEN -Enable processing of 'snmp://' URLs in this domain.  HIDDEN -Allow FTP URL protocol HIDDEN -Enable processing of 'ftp://' URLs in this domain.  HIDDEN -Allow mailto URL protocol HIDDEN -Enable processing of 'mailto:' URLs in this domain.  HIDDEN -Allow IBM MQ URL protocol HIDDEN -Enable processing of 'mq://' URLs in this domain.    String  NodeSet    Use Dynamically Configured Recipient Certificate For Encryption  Disable Timestamp Check for Signature Verification  Preserve Decryption Key Material  Disable TLS Cipher Suite Check  Enable Verbose Error Reporting  Disable SAML Validation DataPower Specific Features WS-Security Policy: This turns on DataPower specific features    All Signatures Verify all signatures.  HMAC Signatures Verify only the signatures with symmetric signing methods. Verification fails if an RSA/DSA signature is found.  RSA/DSA Signatures Verify only the RSA/DSA signatures with asymmetric signing methods. Verification fails if an HMAC signature is found. Signature Verification Type    Average Required Keyword Duration Filter Type    Name The threshold name Enter the name of the threshold. This name appears in the logs when the threshold action is taken.  average Type Threshold type Retain the default value.  Value The threshold value ms Enter the threshold value in milliseconds.  Action Monitor policy Select the monitor policy (Message Filter Action) implemented by the monitor when the target message type exceeds the threshold value. Click the + button to create a new action.    Messages The time interval between the receipt of a client request to the transmission of the associated server response. This interval is the full transaction cycle.  Requests The time interval between the receipt of a client request to its transmission to the target server. This interval is the time spent by the DataPower device in processing a client request.  Server The interval between the transmission of a client request to the server and the receipt of its associated server response. This interval is the server processing time.  Responses The interval between the receipt of a server response and its transmission to the target client. This interval is the time spent by the DataPower device in processing a server response. Duration Monitor Type    None  Do not use dynamic configuration. Users must define the configuration of the AAA policy at commit time.  Current AAA policy as template  Use dynamic configuration and use the configuration of the current AAA policy as the template. When selected, the properties that the dynamic configuration custom URL returns overwrite those in the current AAA policy.  External AAA policy as template  Use dynamic configuration and use the configuration of an external AAA policy as the template. When selected, the external AAA policy overwrites the current AAA policy. Then the properties that the dynamic configuration URL returns overwrite those in the specified external AAA policy. Dynamic configuration    One-way push One-way push message exchange pattern In the one-way push pattern, the initiator is the business partner that sends the message. The responder is the business partner that receives the message.  One-way pull One-way pull message exchange pattern The initiator is the receiver. The receiver determines which message it wants to receive first and when it is ready to receive messages. The sender becomes the responder. When an initiator is ready to receive messages, the initiator notifies its message service handler (MSH), in our case, the DataPower Gateway, to send a pull request signal to the MSH of the responder.    Username token Username token to authenticate pull request When a username token is selected for authentication, the MPC expects a username to be carried with the pull request and use the username to match the payload.  Validation credential Validation credential to authenticate pull request When a validation credential is selected for authentication, the MPC expects a certificate to be carried in the pull request, matches the certificate against the MPC validation credential, and use the validation credential name to match the payload.    Response Request for synchronous reply of receipt and error signal Request the receiver to send the receipt and error signal messages over a synchronous connection.  Callback Request for asynchronous reply of receipt and error signal Request the receiver to send the receipt and error signal messages over an asynchronous connection.    dsa-sha1 http://www.w3.org/2000/09/xmldsig#dsa-sha1  rsa-sha1 http://www.w3.org/2000/09/xmldsig#rsa-sha1  rsa-sha256 http://www.w3.org/2001/04/xmldsig-more#rsa-sha256  rsa-sha384 http://www.w3.org/2001/04/xmldsig-more#rsa-sha384  rsa-sha512 http://www.w3.org/2001/04/xmldsig-more#rsa-sha512  rsa-ripemd160 http://www.w3.org/2001/04/xmldsig-more/rsa-ripemd160  rsa-ripemd160-2010 http://www.w3.org/2001/04/xmldsig-more#rsa-ripemd160  rsa-md5 http://www.w3.org/2001/04/xmldsig-more#rsa-md5 Signing Algorithm    mshSignalsOnly Request for synchronous reply of Acknowledgment/Error message Request for acknowledgment/error documents to be sent back over a synchronous connection.  none Not request for synchronous reply of Acknowledgment/Error message Do not request receiver to send acknowledgment/error documents back in a synchronous connection.    (none) Uses the encoding set by the IMS Connect Handler or by a transform action in the processing policy.  Default Uses the encoding set by the message.  UTF8 Uses UTF8 encoding.  UCS2 Uses UCS2 encoding.  UTF16 Uses UTF16 encoding. Encoding scheme Unicode encoding schema    Internal System Key Internal System Key Uses the internal system key to encrypt the partition, which is appliance-specific.  User Passphrase User Passphrase Uses the specified passphrase to encrypt the partition, which allows the use of the array in another appliance. Encryption method Method for encryption When enabling encryption, sets the encryption method.    User Passphrase User Passphrase Uses the specified passphrase to encrypt the partition, which allows the use of the array in another appliance. Encryption method Method for encryption When enabling encryption, sets the encryption method.    User Passphrase User Passphrase Sets the document storage partition to be encrypted and uses the specified passphrase to encrypt the partition, which allows the use of the array in another appliance.  none Unencrypted Sets the document storage partition to be unencrypted. Encryption method Method for encryption When enabling B2B storage, sets the encryption method.    Token Mapping Service The Tivoli Federated Identity Manager endpoint is acting as a token mapping service.  OAuth STS The Tivoli Federated Identity Manager endpoint is acting as an OAuth secure token service.    ftp Use FTP protocol  nfs Use NFS mount  raid Use RAID volume  iscsi Use iSCSI volume - Deprecated  smtp Use SMTP protocol  temporary Use the local temporary directory  mqdiag Use the local mqdiag directory Report Destination Protocol Error Report Destination Protocol    Crash System crash occurred  Watchdog System deadlock situation occurred  Memory System crash occurred due to memory exhaustion  File-descriptor System crash or deadlock occurred due to file descriptor exhaustion  User-requested User requested must-gather via generate error report  On-startup User requested on startup, reboot and reload using the failure notification always-on-startup property  On-shutdown User requested on shutdown using the failure notification always-on-shutdown property  Throttle System throttler initiated reload  Descriptor-error System crash occurred due to file descriptor used or closed after already closed  Unknown System generated the report Failure notification reason Failure notification reason Failure notification reason    Success Error report creation and upload successful  Failure Error report upload or creation failed  In-progress Error report upload is in-progress and will complete shortly Failure notification status Failure notification upload status    Auto Auto For interfaces that support autonegotiation, performs standard IEEE 802.3 autonegotiation for flow control.  Disabled Disabled Disables flow control. The interface does not send flow control PAUSE frames and ignores received PAUSE frames. Use this value only when IBM support diagnosed that you are encountering a problem.  Transmit only Transmit only Transmits flow control frames, but ignores received ones.  Receive only Receive only Does not transmit flow control frames, but honors received ones.  Full Full Enables full flow control: Transmits flow control frames and honors received ones. Ethernet Flow Control Mode Ethernet Flow Control Mode    No Ethernet flow control is explicitly configured Ethernet flow control mode is explicitly configured.  Auto Ethernet flow control is negotiated Ethernet flow control mode is autonegotiated by the network interface.  Unknown Ethernet flow control is unknown Ethernet flow control negotiation mode cannot be determined for this network interface.    Disabled Ethernet flow control disabled Ethernet flow control is disabled. The interface does not send PAUSE frames, and it ignores received PAUSE frames.  Transmit Ethernet flow control transmit only The interface sends Ethernet PAUSE frames for flow control, but it ignores received PAUSE frames.  Receive Ethernet flow control receive only The interface honors received PAUSE frames for flow control, but it does not send PAUSE frames.  Full Ethernet flow control fully enabled Full Ethernet flow control is enabled. The interface sends PAUSE frames and honors received PAUSE frames.  Unknown Ethernet flow control unknown The Ethernet flow control mode cannot be determined for this interface. Ethernet flow control status Status of IEEE 802.3x Ethernet flow control Status of IEEE 802.3x Ethernet link-level flow control using PAUSE frames. Flow control is supported for 10 Gb (gigabit) interfaces only.    10BASE-T HD PHY is running 10BASE-T (10 mbps) in half-duplex mode. PHY is running 10BASE-T (10 mbps) in half-duplex mode.  10BASE-T FD PHY is running 10BASE-T (10 mbps) in full-duplex mode. PHY is running 10BASE-T (10 mbps) in full-duplex mode.  100BASE-TX HD PHY is running 100BASE-TX (100 mbps) in half-duplex mode. PHY is running 100BASE-TX (100 mbps) in half-duplex mode.  100BASE-TX FD PHY is running 100BASE-TX (100 mbps) in full-duplex mode. PHY is running 100BASE-TX (100 mbps) in full-duplex mode.  1000BASE-T FD PHY is running 1000BASE-T (1000 mbps) in full-duplex mode. PHY is running 1000BASE-T (1000 mbps) in full-duplex mode.  1000BASE-KX PHY is 1000BASE-KX (1000 mbps) in full-duplex mode over backplane. PHY is 1000BASE-KX (1000 mbps) in full-duplex mode over backplane.  10GBASE-KX4 PHY is 10GBASE-KX4 (10 gbps) in full-duplex mode over backplane. PHY is 10GBASE-KX4 (10 gbps) in full-duplex mode over backplane.  10GBASE-CR PHY is 10GBASE-CR (10 gbps) in full-duplex mode. PHY is 10GBASE-CR (10 gbps) in full-duplex mode.  10GBASE-SR PHY is 10GBASE-SR (10 gbps) in full-duplex mode. PHY is 10GBASE-SR (10 gbps) in full-duplex mode.  40GBASE-CR4 PHY is 40GBASE-CR4 (40 gbps) in full-duplex mode. PHY is 40GBASE-CR4 (40 gbps) in full-duplex mode.  40GBASE-SR4 PHY is 40GBASE-SR4 (40 gbps) in full-duplex mode. PHY is 40GBASE-SR4 (40 gbps) in full-duplex mode.  None No PHY has been negotiated, no link. No PHY has been negotiated, no link. Ethernet port link mode Ethernet port link mode Ethernet port link mode    Auto Auto For interfaces that do autonegotiation, performs standard IEEE 802.3 autonegotiation for interface speed and direction. Preference is given to the highest speed. Preference is for full-duplex over half-duplex.  10000baseTx-FD 10000baseTx-FD Advertises 10000BASE-T PHY (10 Gbps) in full-duplex mode.  1000baseTx-FD 1000baseTx-FD Advertises 1000BASE-T PHY (1 Gbps) in full-duplex mode.  100baseTx-FD 100baseTx-FD Advertises 100BASE-TX PHY (100 Mbps) in full-duplex mode.  100baseTx-HD 100baseTx-HD Advertises 100BASE-TX PHY (100 Mbps) in half-duplex mode.  10baseT-FD 10baseT-FD Advertises 10BASE-T PHY (10 Mbps) in full-duplex mode.  10baseT-HD 10baseT-HD Advertises 10BASE-T PHY (10 Mbps) in half-duplex mode. Ethernet port mode Ethernet port mode        Extension Namespace Extension function namespace Enter namespace of the extension functions used in the custom stylesheets. For example, "http://www.fredspace/extensions".  Extension Function Extension Function Enter the extension function within the namespace to map. For example, "nodeset()".  http://www.datapower.com/extensions Local Namespace Local function namespace Enter the local namespace if it is other than the DataPower default (shown in the box).  Local Function Local Function Enter the local function to use in place of the extension function identified above. For example, "node-set()".    Attachment Manifest Get Attachment Manifest  Buffered Attachments Get Buffered Attachments This variable returns data in the same format as the Attachment Manifest. However it only returns data for attachments that have been buffered in. It will not read more attachment data from the network as is the case for the Manifest.  Attachment Content IDs List of Attachment Content IDs List of attachment identifiers (both content-location and content-id) including those that were processed through the system unbuffered (if multistep is told to save these attachment cids)  var://service/root-swa-ref-node-values  Clone Attachments Copy the Attachments Into the Named Context Copy the attachments in the context to the context with the name of the variable value. If the context does not exist it will be created. If the context does exist, any attachments in that context will be overwritten  Set root part content id Set the content id for the root part Set the content id for the root part  Set the start parameter of MIME content-type header Set the start parameter for the transport level multipart type Set the start parameter for the transport level multipart related content type  AP cid AttachmentProfile content-id Internal variable used when creating the session for schema validating attachments for Attachment Profile. Indicates to current session that input is an attachment with content ID the value of the variable that should be validated against the WDSL  results error message Attachment Schema Validation Results Error Message Internal variable used to store the error message when schema validating an attachment for Attachment Profile. Because the service://error_message will be cleared since we may be onError continue we need an additional variable to store attachment validation session errors  MIME Conformance Results MIME Conformance Results Log Log of Attachment Profile 1.0 conformance failures for the attachments in this context  Context Content Type Get Context Content Type This variable returns the content-type value associated with a processing context. It will return a multipart/related value if the context contains attachments.  Response Code Get Response Code This variable is set on an Output context to indicate the protocol level response code of dp:url-open() extension function as well as results and fetch actions. For instance, if an action of the form "results tmpvar2 http://foo.bar.com/foome.asp tmpvar3" was successful, the value "200" would be automatically written into the variable var://context/tmpvar3/_extension/responsecode.  Request Headers Set Request Headers The variables of the form "_extension/header/*" can be set to append headers to the dp:url-open() extension function as well as results and fetch actions connection when a context containing them is used as the Input context to an action. For example "setvar tmpvar2 var://local/_extension/header/X-foo bar" "results tmpvar2 http://foo.bar.com/foome.asp tmpvar3" would add the http header "X-foo: bar" to the HTTP request.  Request TLS Profile Set Request TLS Profile This variable can be set in the input context of a dp:url-open() extension function or in a results or fetch action to override the TLS profile used for that particular action. For instance, "results tmpvar2 https://foo.bar.com/foome.asp tmpvar3" normally uses the TLS profile for any user-agent that matches against the url "https://foo.bar.com/foome.asp". But if the profile needed to be determined pragmatically, for example, based on AAA, you use the following code to dynamically resolve the value of *sslprofiletouse: "setvar tmpvar2 var://local/_extension/sslprofile var://context/notepad/sslprofiletouse" "results tmpvar2 https://foo.bar.com/foome.asp tmpvar3".  Request Timeout Set Request Timeout This variable can be set to override the default connection timeout parameters for this action when an action uses a context with these variables as its input. It is expressed in seconds.  Attachment Output Format Get Attachment Output Format  xsl:message manifest Get xsl:message manifest  Response Headers Get Response Headers This variable in the output context of a dp:url-open() extension function as well as results and fetch actions that contain the response headers.  Response Header Manifest Get Response Header Manifest This variable in the output context of a dp:url-open() extension function as well as results and fetch actions that contain the response header manifest.  Variable Manifest Get Variable Manifest  Attachment Root URI Get Attachment Root URI  HTTP Compression Enable HTTP Request Compression This variable can be set to allow the compression of the outgoing results content and negotiate the returned document to be compressed if the underlying protocol supports it. If HTTP is being used that means the content-encoding and accept-encoding headers.  HTTP Persistent Connection Disable HTTP Persistent Connection This variable can be set to prevent persistent connections of the outgoing results and fetch calls that are associated with this context. Wherever appropriate, persistent connections are supported by default.  HTTP Follow Redirect Disable HTTP Follow Redirect This variable can be set to prevent the following of protocol level redirect sequences on the outgoing results and fetch calls that are associated with this context. Redirects are followed by default.  HTTP Version 1.0 Restrict to HTTP Version 1.0 This variable can be set to prevent the use of HTTP 1.1 when doing results and fetch actions on the related context.  Error Manifest Get Error Manifest This variable contains the error message, if any, from the last dp:transform(), dp:parse(), or dp:document() invocation. If the variable is empty, no error occurred. If an error occurs in any subsequent call to one of these functions, the existing error message, if any, will be overwritten.  HTTP Host Header Rewrite Disable HTTP Host Header Rewrite This variable can be set to prevent the rewriting of the HTTP Host header on the outgoing results and fetch calls that are associated with this context. The HTTP Host header is rewritten by default. Extension Variables    Component Type Type of Component Select a type of Component    ExternalAttachWSDLComponentType rest   ExternalAttachWSDLComponentType rest WSDL Component Value The name of the WSDL Component Enter the qname of a WSDL component formatted {ns}ncname  Policy URL Location of Policy Document Select a document containing policy to be attached    ExternalAttachWSDLComponentType rest Fragment Identifier Matches Fragment Identifier  Service Consumer MCF The name of the message content filters used to describe a consumer for which the policy should be enforced Enter the name of the message content filters object that specifies the service consumer  Service Provider MCF The name of the message content filters used to describe a provided service for which the policy should be enforced Enter the name of the message content filters object that specifies the service provider External Attached Policy Attach a policy document to a service    Forbid The parser forbids external references. An external reference causes the XML parser to stop when the document contains external references. This setting is the default value.  Ignore The parser accesses and resolves external references, but replaces each for further processing with an empty string. This setting can be a security risk.  Allow The parser allows and resolves external references. This setting is a security risk. XML External Reference Handling    Header Extracts client credentials from the identified header.  Query Extracts client credentials from query parameters.  Form Extracts client credentials from the 
                     x-www-form-urlencoded
                    body.  Cookie Extracts client credentials from the cookie.  HTTP Extracts client credentials from the HTTP 
                     Authorization
                    header.  Context variable Extracts client credentials from the runtime context variable. Extract client option Options for extracting client's credentials    Disabled Skips the identity-extraction step  Basic Extracts identity from basic authorization header  Context variable Extracts identity from context variables  HTML form Extracts identity by using an HTML form  Redirect Extracts identity by using a redirect Extract identity option Options for extracting resource owner's identity    Normal mode The appliance is in normal mode The appliance is not in a failsafe mode and is operating normally.  Failsafe management mode The appliance is in failsafe management mode Only the default domain and configured Telnet, SSH and web management interfaces (WebGUI and Blueprint Console) are available.  Failsafe console mode The appliance is in failsafe management mode Only the default domain and a serial console interface are available.    Yes  No Feature status    NFS file poller Handler that manages the polling of remote NFS servers An NFS poller manages the polling of remote NFS servers.  FTP file poller Handler that manages the polling of remote FTP servers An FTP poller manages the polling of remote FTP servers.  SFTP file poller Handler that manages the polling of remote SFTP servers An SFTP poller manages the polling of remote SFTP servers. Type Type of file poller Type of file poller.    file-management local:  file-management logtemp:  file-management logstore:  file-management temporary:  file-management export:  file-management config:  file-management cert:  file-management chkpoints:  file-management policyframework:  file-management dpnfsstatic:  file-management dpnfsauto:  file-management ftp-response:  file-management store:  file-management pubcert:  file-management sharedcert:  file-management dpcert:  file-management audit:  file-management image:  file-management tasktemplates:  file-management mqerr:  file-management mqdiag:  file-management mqtrace:  file-management mqpubcert:  file-management fcvolumes:  file-management mqqmdata:  file-management mqwebui:  file-management mqbackup:  file-management mqtemporary:  file-management xa35:  file-management webgui:  file-management firmware:  file-management unpack:  file-management probe:  file-management kerberos:  file-management dp:  file-management meta:  file-management mappings:  file-management raid-volume:  file-management compact-flash:  file-management iscsi:  file-management logMQ:  file-management logMQerror:  file-management ramdisketc:  file-management fibre-channel:  file-management backtraces:  file-management extbacktraces:  file-management intisamwebroot:  file-management isamwebroot:  file-management isamconfig:  file-management isamconfig:  file-management isamcert:  file-management isamcert:  file-management fdbacktraces:  file-management lldiag:  file-management dpmon:  file-management dpmonconfig:  file-management internalconfig:    Not applicable Not applicable The encryption method is not applicable.  None None None  Internal key Internal system key Internal system key.  User passphrase User-specified passphrase User-specified passphrase. Encryption method Method to encrypt the partition Method used to encrypt the partition.    None-unsupported None-unsupported None-unsupported  None None None  AES AES encryption AES encryption.  AES with SHA-1 AES encryption with SHA-1 hash AES encryption with SHA-1 hash. Encryption algorithm Algorithm to encrypt the partition Algorithm to encrypt the partition    Local storage Partition for local storage. Partition for local storage.  B2B document storage Partition for B2B document storage. Partition for B2B document storage. Purpose Gives the purpose of the RAID partition. Gives the purpose of the RAID partition.    Notify Log the transaction Adds a log entry at the specified log priority.  Reject Reject the transaction Rejects the transaction and adds a log entry at the specified log priority.  Shape Shape the transaction Adds a log entry at the specified log priority. Messages are buffered and processed at a rate that is less than the threshold. When the buffer is full, messages are rejected. Filter Action Type    Static Backend The XML Firewall communicates with the server that is identified by a remote IP address and remote port. The XML Firewall can process request and response messages using the selected policy. A TLS Client Profile can be used for communication with the server. A TLS Server Profile can be selected to manage TLS communication with the client.  Loopback The XML Firewall processes the incoming request using the selected policy and returns the result to the client. No server is involved. A TLS Server Profile can be selected to manage TLS communication with the client.  Dynamic Backend The XML Firewall identifies the server by examining the request. The XML Firewall can process request and response messages using the selected policy. A TLS Client Profile can be used for communication with the server. A TLS Server Profile can be selected to manage TLS communication with the client. Type Type    Primary Primary firmware install Primary firmware install  Secondary Secondary firmware install Secondary firmware install Firmware install type Firmware install type Firmware install type    Application server Retrieve forms from their mapped locations on the application server.  Appliance Stores forms locally on the file system.    Static Static HTML pages Use static HTML login, logout, and error pages from an explicit location. These HTML pages can be on the DataPower Gateway or on a remote server.  Custom HTML pages from custom processing Use a custom stylesheet or a GatewayScript file that generates the HTML login, logout, error pages, and the form.    0.0.0.0 Local IP Address Local IP address The address on which the service listens. The default of 0 indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. Local host aliases help to ease migration tasks between machines.  1 0xFFFF 3000 LocalAddress Port The local TCP port that supports server operations Specifies the port monitored by the stateful raw XML over TCP service. Enter a value in the range 1 - 65535. The default value is 3000.  off TLS TLS for server connections. Use TLS for this server. Ensure that the TLS server profile or TLS SNI server profile is configured.  credential-charset Credential Character Set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. Defaults to Protocol that is ISO-8859-1, Latin 1.    No authentication Do not request authentication. The username and password are passed in the clear.  Request explicit authentication For explicit FTP, request, but not require, authentication and encryption with the FTP AUTH TLS command.  Require explicit Authentication For explicit FTP, request and require authentication and encryption with the FTP AUTH TLS command. If TLS negotiation fails, the related transaction fails.  Implicit authentication For implicit FTP, the client immediately challenges the server with a TLS ClientHello message. If the TLS handshake fails, the connection fails. FTP Authentication Policy    Leave Encrypted Leave the FTP command connection encrypted after (optional) authentication with the USER and PASS commands. The command connection will remain secure, but will be incompatible with NAT and many firewalls.  Request Stop Encryption Use the FTP CCC command to request the end of encryption on the command connection using TLS, if supported by the server.  Require Stop Encryption Use the FTP CCC command to request the end of encryption on the command connection using TLS, fail if the server does not support CCC. (Very few server support CCC.) Required for compatibility with NAT and many firewalls. FTP Stop Encryption After Authentication Policy    Data encryption not allowed Does not allow the FTP client to encrypt data connections.  Allow data encryption Allows, but does not require, the FTP client to encrypt data connections. TLS must be allowed on data connections.  Require data encryption Requires the FTP client to encrypt data connections. TLS should be required on data connections. FTP server data encryption mode    Unencrypted Data Even when the command channel is encrypted, do not encrypt FTP data connections. Use the FTP PROT C command when the command channel is or has been encrypted.  Request Data Encryption Request encryption of FTP data connections using the FTP PROT P command. Required when the command channel is or has been encrypted. Do not fail if server does not support data encryption.  Require Data Encryption Request encryption of FTP data connections using the FTP PROT P command. Required when the command channel is or has been encrypted. Fail if server does not support data encryption. FTP Data Encryption Policy    ASCII Data Transfer files as ASCII data. This mode allow standardization of end-of-line conventions between different operating systems. This mode increases the overhead at both ends. Uses the FTP TYPE A command.  Image (Binary) Data Transfer files as image data. This mode transfers data as binary 8-bit bytes. This mode is more efficient (less overhead at both ends). Some XML files, such as signed files, must be transferred in this mode. Uses the FTP TYPE I command. FTP Data Type Policy    Virtual ephemeral The FTP server will have an ephemeral virtual file system with subdirectories created by configuration. The contents of this file system are private to an individual FTP control connection to the FTP server. The contents of this file system will not persist after this FTP control connection ends.  Virtual persistent The FTP server will have a persistent virtual file system with subdirectories created by configuration. The contents of this file system are shared by all FTP control connections to this FTP server with the same authenticated user identity. The user identity is determined by the FTP user name and, if used, by the TLS certificate. The contents of this file system will persist after all FTP control connections end for a duration defined by the persistent file system timeout value. This mode is required to support checkpoint/restart using the REST command.  Transparent The FTP server has a transparent file system. The files and directories shown are those on the back end of the associated DataPower service. FTP server file system type    Allow passive mode Allows, but does not require, the FTP client to use the PASV command to open data connections to the FTP server.  Passive mode not allowed Does not allow the FTP client to use the PASV command to open data connections to the FTP server. The FTP server will open all data connections to the FTP client (as directed by the FTP PORT command). This mode is not always compatible with firewalls.  Require passive mode Requires the FTP client to use the PASV command to open all data connections with the FTP server. This mode is useful when the FTP server is behind a firewall device that requires clients to use passive mode. FTP server passive mode    Passive Mode Not Requested Do not use the FTP PASV command to allow the client to open the FTP data connections. The FTP server will open all data connections to the FTP client. Often incompatible with firewalls  Request Passive Mode Use the FTP PASV command to request that the FTP client be allowed to open all data connections to the FTP server, but do not fail if the server does not support PASV.  Require Passive Mode Use the FTP PASV command to request that the FTP client be allowed to open all data connections to the FTP server, and fail if the server does not support PASV. FTP Passive Mode Policy    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  pasv-req Passive Mode Controls use of FTP Passive mode Select how to use the FTP Passive mode to control in which direction FTP data connections are made.  auth-off Encrypt Command Connection Controls use of TLS to secure connections Select how to use TLS to secure FTP command connections.  ccc-off   AuthTLS auth-off Stop Command Encryption After Authentication Stops command encryption after authentication Select how to control the cessation of FTP command channel encryption after user authentication. Encryption must be stopped for compatibility with NAT (Network Address Translation) and other firewall applications. Although this might be a security risk, there is no other option when NAT is in use.  enc-data-off   AuthTLS auth-off Encrypt File Transfers Controls encryption file transfers Select how to control encryption of file transfers. Compatible with NAT in all settings.  binary Data Type Data type of file transfer Select the default file transfer data type. In most cases, the value of binary is appropriate.  slash-stou-on Write Unique Filename if Trailing Slash Creates a unique file if the name contains a trailing slash  Select how to create unique files if the name contains a trailing slash. Some FTP servers provide the STOU command. Use the command only if the FTP server supports this command. The STOU command allows the server to choose the unique file name in the current directory. Using the STOU command does not require the client to choose a unique file name. When enabled and a URL is given to write that ends in a /, the server uses the STOU command instead of the STOR command.  Quoted Commands Quoted Commands This specifies a list of FTP commands to be sent to the server before each FTP STOR, STOU, or RETR command. A typical use would be to use "SITE" commands, such as "SITE RECFM=FB" for the MVS domain on a z/OS system. These commands cannot be data-transfer related, such as STOU, RETR, PORT, PASV, etc.  size-check-optional Size Check Perform Size check after file transfer If set to Optional, do a size check after the file transfer is complete. This uses the SIZE command, and compares the returned number to the number of bytes transferred "over the wire" for the file transfer. If the number is not equal, the file transfer is marked as failing. If the FTP server does not support the SIZE command, no error results. Some FTP servers, particularly vsftpd in the default configuration, provide inaccurate SIZE responses for files transferred in ASCII mode. If you get such errors, you can disable this feature. (Alternately you can reconfigure vsftpd.)    Quoted Command Quoted Command The command to send to the remote FTP server. The command must not be one that would create an FTP data connection. Normally this will be a SITE command. This command must return a result code in the 200 series.    Temporary Stores response files in temporary storage on the system. This storage has limited size. Using temporary storage reduces the available system storage for processing. Temporary storage should not be used when using a virtual persistent file system. In virtual persistent file systems, it is highly unlikely that there would be enough space. After a system restart or power cycle, response files are not available.  NFS Stores response files on the top level directory of the specified NFS server. Only the NFS server limits the storage space. FTP server response storage    No response Indicates that no response is made available to the client. Any response from the remote server is dropped.  Virtual file system Indicates that the response is made available as a file in the virtual file system that can be read by the FTP client. The directory for responses is configured on a per-virtual directory basis. The suffix specified by Response Suffix is added to the input file name and stored in the directory specified by Response Storage. FTP server response type    Off Use FTP without TLS Use FTP without TLS.  Explicit Use explicit FTP over TLS Use explicit FTP over TLS. The client must negotiate encryption with the FTP 
                     AUTH TLS
                    command.  Implicit Use implicit FTP over TLS Use implicit FTP over TLS. The client immediately challenges the server with a TLS 
                     ClientHello
                    message. FTP connection security    ^/[^/]+(/[^/]+)*$ Virtual directory Directory in virtual file system of the FTP server Enter the directory in the virtual file system of the FTP server where the FTP client can find this directory.  ^(|/[^/]+(/[^/]+)*)$ Response directory Virtual directory in which to put responses Enter the directory in the virtual file system of the FTP server where the responses to files that are stored in this directory will go.    Optional If the FTP SIZE command is available, uses this command to check the file transfer size after file transfer.  Disabled Do not check file size after transfer. FTP Size Check Policy    Use Supplied File Name  Always use the supplied file name in the URL to generate the target file name requested on the server. If the URL ends in a slash, the request generally fails. Uses the FTP STOR command to initiate the transfer. The STOR command is only a directory specification, without a file name specification.  Request Unique File Name When Trailing Slash  If the supplied file name ends in a slash, use the STOU command to write a unique file name. The slash must be before the ? that initiates the query parameters or before the ; that begins the suffix. Uses the FTP STOU command to initiate the transfer and requests that the server generate a unique file name within the target directory. This approach is the only safe way to have multiple systems write files to the same directory without overwriting any files. The transfer fails if the FTP server does not support the STOU command. FTP Unique Filename Policy    Dynamic Deduce attachment format (MIME or DIME) from content  MIME MIME encapsulated document  DIME DIME encapsulated document  Detect Detect attachment format from the message data Attachment Processing Format Attachment Processing Format    Front processor complete Front processor complete This flag not documented  Back processor complete Back processor complete This flag not documented  Processing front Processing front This flag not documented  Back stream released Back stream released This flag not documented  Front stream released Front stream released This flag not documented  Error output required Error output required This flag not documented  No connection yet No connection yet This flag not documented  Complete early Complete early This flag not documented  Multistep running Multistep running This flag not documented  Connection running Connection running This flag not documented  Back protocol running Back protocol running This flag not documented  Sink main running Sink main running This flag not documented  Deferred error Deferred error This flag not documented  Produced error headers Produced error headers This flag not documented  Produced error Produced error This flag not documented  Back rule selection running Back rule selection running This flag not documented  Shaper running Shaper running This flag not documented  Pre-processor running Pre-processor running This flag not documented  Pre-processor asynchronous Pre-processor asynchronous This flag not documented  Block connection Block connection This flag not documented  Pre-process running Pre-process running This flag not documented  Force parse complete Force parse complete This flag not documented  WS-Addressing extract to complete WS-Addressing extract to complete This flag not documented  WS-Addressing asynchronous front WS-Addressing asynchronous front This flag not documented  Notify complete out Notify complete out This flag not documented  WS-Addressing redirect ongoing WS-Addressing redirect ongoing This flag not documented  WS-Addressing redirect complete WS-Addressing redirect complete This flag not documented  Require AAA Require AAA This flag not documented  Redirect-to fault Redirect-to fault This flag not documented  WS-Addressing async back WS-Addressing async back This flag not documented  WS-Addressing async running WS-Addressing async running This flag not documented  WS-ReliableMessaging front request processed WS-ReliableMessaging front request processed This flag not documented    WS-ReliableMessaging destination paused WS-ReliableMessaging destination paused This flag not documented  WS-ReliableMessaging Dest control message WS-ReliableMessaging Dest control message This flag not documented  WS-ReliableMessaging source control message WS-ReliableMessaging source control message This flag not documented  WS-ReliableMessaging back response processed WS-ReliableMessaging back response processed This flag not documented  WS-ReliableMessaging source running WS-ReliableMessaging source running This flag not documented  Detecting response length Detecting response length This flag not documented  Detected response length Detected response length This flag not documented  WS-Addressing async armed WS-Addressing async armed This flag not documented  WS-Addresing async waiting WS-Addresing async waiting This flag not documented  Front multistep running Front multistep running This flag not documented  Back multistep running Back multistep running This flag not documented  Front hangup while waiting for back connection Front hangup while waiting for back connection This flag not documented  Buffer errors Buffer errors This flag not documented  Delaying errors Delaying errors This flag not documented  HTTP redirect HTTP redirect This flag not documented  Web Application Firewall skip backside due to AAA Web Application Firewall skip backside due to AAA This flag not documented  Web Gateway error policy initialize Web Gateway error policy initialize This flag not documented  Web Gateway error policy running Web Gateway error policy running This flag not documented    Attachment detection state Attachment detection state This flag not documented  Back header event pending Back header event pending This flag not documented  Back protocol event pending Back protocol event pending This flag not documented  Back rule selector event pending Back rule selector event pending This flag not documented  Gateway done event pending Gateway done event pending This flag not documented  Back WS-Addressing async response event pending Back WS-Addressing async response event pending This flag not documented  XPath eval event pending XPath eval event pending This flag not documented  Error processor event pending Error processor event pending This flag not documented  Front stream has fatal error Front stream has fatal error This flag not documented  Awaiting async action completion Awaiting async action completion This flag not documented    Request rule in order Runs actions in request rule in order Enforces serial processing of the actions defined for request processing, excluding serial transmission of messages to the backend request queue. An action always sends messages to queue-based destinations in the order that they were pulled from the front-side request queue. If a later message arrives for processing by the action before an earlier message, the service buffers this message until after the action completes processing for the earlier message.  Backend in order Transmits to backend in order Enforces serial transmission of messages to the backend request queue. The output of request processing always sends messages to the backend request queue in the order that they were pulled from the front-side request queue. If a later message arrives for transmission before an earlier message, the service buffers this message until after transmitting the earlier message.  Response rule in order Runs actions in response rule in order  Enforces serial processing of the actions defined for response processing, including serial transmission of messages to the front-side reply queue.  An action always sends messages to queue-based destinations in the order that were pulled from the backend reply queue. The output of response processing always sends messages to the front-side reply queue in the order that were pulled from the backend reply queue. If a later message arrives for processing by the action before an earlier message or a later message arrives for transmission to the front-side reply queue before an earlier message, the service buffers the message at this point until after processing the earlier message. In-order mode In-order mode    ^(?!(127.0.0.1|0.0.0.0|::)).*$ Address IP address or host alias of a node Enter the local IP address or host alias of a node.  Port Port of a node Enter the port of the node  on Local node Whether the node is local to the data center Indicates whether the node is local to the data center.    yes Primary This instance is the active or primary member in the peer group.  no Secondary This instance is a standby or secondary member in the peer group.  unknown Unknown Cannot determine the peering role of this member. Primary Primary Primary or secondary member role status.    ok Peering connection healthy The peering network connection from this member to the primary is healthy.  down Peering connection broken The peering network connection from this member to the primary is broken. Link Status Link Status The status of the network connection to the primary.    internal  No logs are logged.  warning  Only important and critical messages are logged.  notice  Moderately verbose.  verbose  Less verbose than debug.  debug  Very verbose. For only problem determination. Log level Log Level Log level.    memory Memory backed persistence Memory backed persistence.  local Local filestore backed persistence Local filestore backed persistence.  raid RAID backed persistence RAID backed persistence. Persistence location Persistence location Persistence location.    Start Start This state not documented  Front protocol pre-process Front protocol pre-process This state not documented  Front pre-process Front pre-process This state not documented  Front processor Front processor This state not documented  Front processor running Front processor running This state not documented  Front post processor Front post processor This state not documented  Front back connection Front back connection This state not documented  Front drain start Front drain start This state not documented  Front drain Front drain This state not documented  Back process header Back process header This state not documented  Back process header running Back process header running This state not documented  Back protocol pre-process Back protocol pre-process This state not documented  Back pre-process Back pre-process This state not documented  Back select rule Back select rule This state not documented  Back select rule running Back select rule running This state not documented  Back processor Back processor This state not documented  Back processor running Back processor running This state not documented  Back drain start Back drain start This state not documented  Back drain Back drain This state not documented  Done Done This state not documented  Error Init Error Init This state not documented  Error local output Error local output This state not documented  Error start drain Error start drain This state not documented  Error drain Error drain This state not documented  Complete early Init Complete early Init This state not documented  Complete early drain Complete early drain This state not documented  Back connection failed Back connection failed This state not documented Gateway transactions state Gateway transactions state Internal state of currently active transactions on Multi-Protocol Gateway and WS-Proxy objects in this application domain.    Static backend The gateway sends all requests to the URL defined by the backend URL. The format of the URL determines the protocol that is used for the backend (server) communication.  Dynamic backend The gateway determines the URL of the backend server dynamically during request processing. The URL determines the protocol used for the backend communication. Use this mode if any of the handlers is Stateful Raw XML.  Static from WSDL  Gateway Type Gateway Type    none Indicates that the assembly validate action stops and the error is returned.  ignore Indicates that the assembly validate action removes the error and validates the payload. If a 
                     Replenish
                    action is applied to the assembly rate limit, the remaining number of requests allowed is increased.  all Indicates that the assembly validate action returns the backend error and validates the payload. If a 
                     Replenish
                    action is applied to the assembly rate limit, the remaining number of requests allowed is not increased. GraphQL error policy The type of GraphQL error policy    REPLAY GSS_C_REPLAY_FLAG from RFC 4121: whether replay of protected messages will be detected  SEQUENCE GSS_C_SEQUENCE_FLAG from RFC 4121: whether out of sequence protected messages will be detected  CONF GSS_C_CONF_FLAG from RFC 4121: whether confidentiality service may be provided  INTEG GSS_C_INTEG_FLAG from RFC 4121: whether integrity service may be provided GSS-API Checksum Flags GSS-API Checksum Flags    Direction Direction of the message Select the direction of the message.  Header Name Name of the injected header Enter the name of the header to inject. Even though the headers are not defined in the original request, the device provides the specified headers to the backend server.  Header Value Value for the injected header Enter the value for the header tag.    TE  Accept-Encoding  Range  MQMD    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Header Retention Header Retention Transactions matching this policy retain this header in the outgoing traffic at the backend.    Direction Direction of the message Select the direction of the message.  Header Tag Name of the suppressed header Enter the name of the header to suppress. When these headers are defined in the original request, the device removes the specified headers before forwarding the request to the backend server.    Host name matching expression A shell-style match pattern for matching host names. Specify a match pattern for use against the host name in the incoming ClientHello SNI extension.  TLS Server Profile TLS server profile Specify the TLS Server Profile to use in response to a host name that matches the pattern. Map Host Name to TLS Server Profile Host Name to TLS Server Profile mapping This map allows virtual TLS server configuration where different TLS Server Profiles can be used in response to the host name value in the TLS client's SNI extension. In this way, a single IP address and TCP port can be used to host multiple TLS Servers with separate cryptographic keys and certificates.    HTTP/1.1 HTTP Version to Client Client-side HTTP version Select the HTTP version to use on the client-side connection. The default is HTTP 1.1.  HTTP/1.1 HTTP Version to Server Server-side HTTP version Select the HTTP version to use on the server-side connection. The default is HTTP 1.1.    Name The name of an HTTP header field Enter the name of the HTTP header field to be examined.  Value Match The value of HTTP Header field  Provide a literal or wildcard expression to define a set of values to include in or exclude from the traffic definition. If the contents of the specified header field fulfill the defined match criterion, the match succeeds. The following wildcard characters are available:   asterisk (*) Matches 0 or more occurrences of any character  question mark (?) Matches one occurrence of any single character  square brackets ([ ]) Defines a character or numeric range. 
                                 For example, [1-5] matches 1, 2, 3, 4, or 5, while xs[dl] matches xsd or xsl.    Front DataPower device to client The message travels from the DataPower device to the client.  Back DataPower device to server The message travels from the DataPower device to the backend server. Message Direction The direction of the message    Plain The expected encoding is plain text and the requested processing is to XML escape the input. All <, >, and & characters are replaced by &lt;, &gt;, and &amp; respectively. This option is synonymous with URL-encoded, because URL-encoding in an HTTP GET or POST is always decoded.  URL-encoded The expected encoding is URL-encoded, as in HTML forms, and the requested processing is to URL unescape, then XML escape the input. All <, >, and & characters are replaced by &lt;, &gt;, and &amp; respectively.  XML The expected encoding is an XML fragment and the requested processing, because the input is a literal, is no processing. If the fragment includes a leading XML declaration (of the form <?xml ?>), the declaration is removed. All other characters are passed unchanged. The input must be a balanced block of XML. If not balanced, the generated XML will not parse correctly. This option is synonymous with URL-encoded XML, because URL-encoding in an HTTP GET or POST is always decoded.  URL-encoded XML The expected encoding is a URL-encoded XML fragment and the requested processing, because the input is a literal, is no processing. If the fragment includes a leading XML declaration (of the form <?xml ?>), the declaration is removed. All other characters are passed unchanged. The input must be a balanced block of XML. If not balanced, the generated XML will not parse correctly.  Base 64 The expected encoding is Base 64 and the requested processing is to pass the input through but add the XML attribute encoding="base64" to the generated <arg> element for each argument which has this input encoding. If the base 64 data should include any illegal <, >, or & character, it is replaced by &lt;, &gt;, and &amp; respectively.  Base 64 text (decoded)  Base 64 XML The value is a Base64 encoded XML fragment (decoded).  JSON The expected encoding is a JSON structure and the requested processing is convert to XML according to the JSONx XML specification. JSON content cannot be specified as part of a multipart form and is only supported as the default encoding. When specifying JSON as the default encoding type, a name-value encoding map is not used. HTTP Input Encoding HTTP Input Encoding Controls how the value in an HTTP form is traslated to generate XML. All of the options start with URL-decoding, except in an HTTP MIME POST. URL-decoding is not required for an HTTP MIME POST.    any  OPTIONS  GET  HEAD  POST  PUT  PATCH  DELETE  TRACE  CONNECT HTTP Method HTTP Method    GET Match against the HTTP GET method.  POST Match against the HTTP POST method.  PUT Match against the HTTP PUT method.  PATCH Match against the HTTP PATCH method.  DELETE Match against the HTTP DELETE method.  HEAD Match against the HTTP HEAD method.  OPTIONS Match against the HTTP OPTIONS method.  TRACE Match against the HTTP TRACE method.  Custom Match against a custom method.  Default Match against the HTTP GET or POST method.    POST Specifies the HTTP POST method type  GET Specifies the HTTP GET method type  PUT Specifies the HTTP PUT method type  PATCH Specifies the HTTP PATCH method type  DELETE Specifies the HTTP DELETE method type  HEAD Specifies the HTTP HEAD method type HTTP method HTTP method types    POST Specifies the HTTP POST method type  GET Specifies the HTTP GET method type  PUT Specifies the HTTP PUT method type  PATCH Specifies the HTTP PATCH method type  DELETE Specifies the HTTP DELETE method type  HEAD Specifies the HTTP HEAD method type HTTP method HTTP method types    Basic Extracts client credentials from the 
                     Authorization
                    header, which expects the basic form in the 
                     Basic 
                     base64_id:secret
                    format HTTP option Options for extracting client's credentials from authorization header    unknown  xSLProxyService  xMLFirewallService  wSGateway  multiProtocolGateway  webAppFW  b2BGateway  webTokenService  apiGateway HTTPProxyNameClass HTTP Proxy Name Class    POST method Allows POST methods in requests  GET method Allows GET methods in requests  PUT method Allows PUT methods in requests  PATCH method Allows PATCH methods in requests  HEAD method Allows HEAD methods in requests  OPTIONS method Allows OPTIONS methods in requests  TRACE method Allows TRACE methods in requests  DELETE method Allows DELETE methods in requests  CONNECT method Allows CONNECT methods in requests HTTP Request Methods Allowed HTTP request methods to allow    100 Continue The client continues with its request  101 Switching Protocols The server uses the Upgrade message header field to change HTTP version or protocol  200 OK The request succeeded  201 Created The request succeeded and created a new resource  202 Accepted The request accepted for processing, but processing not complete  203 Non-Authoritative Information The request accepted, but the returned information is from a local or third-party copy  204 No Content The request accepted and might return meta-information that does not change view  205 Reset Content The request accepted and the view reset  206 Partial Content The server fulfilled the partial GET request for the resource  300 Multiple Choices The request matches one of a set of representations, and a choice must be made  301 Moved The server returned the new permanent URI for a link  302 Found The resource temporarily resides at a different URI  303 See Other The resource resides at a different URI  304 Not Modified The client is using a local, cached copy  305 Use Proxy The request resource accessed through a proxy  307 Temporary Redirect The resource temporarily resides at a different URI  400 Bad Request The server does not understand the request because of syntax  401 Unauthorized The request requires user authentication  402 Payment Required The request requires a charge-to header  403 Forbidden The server understood the request and denied access  404 Not Found The server could not find the resource  405 Method Not Allowed The resource does not allow the specified method  406 Not Acceptable The resource cannot generate a response because the contents are not acceptable  407 Proxy Authentication Required The request requires user authentication through a proxy  408 Request Timeout The client did not response to the server in the allocated time  409 Conflict The request could not complete because of a conflict is resource state  410 Gone The resource is no longer on the server and no redirection known  411 Length required The server refused the request because the Content-Length header is absent  412 Precondition Failed A precondition in a request-header field evaluated to false  413 Request Entity Too Large The server refused the request because it is too large  500 Server Error The server encountered an unexpected error and cannot process request  503 Service Unavailable The server cannot process the request because the service is not available HTTP Response Codes Allowed HTTP response codes that are allowed    normal The server returns the requested documents.  webgui  echo The server returns the GET and POST requests that it receives.  filetrace HTTP Server Mode HTTP Server Mode    HTTP 1.0 HTTP version 1.0  HTTP 1.1 HTTP version 1.1 HTTP Version HTTP Version    HTTP/1.0 HTTP version 1.0  HTTP/1.1 HTTP version 1.1  HTTP/2 HTTP version 2 HTTP Version HTTP Version    HTTP 1.0 HTTP version 1.0  HTTP 1.1 HTTP version 1.1 HTTP Version Mask HTTP versions that are allowed    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  HTTP/1.1 HTTP version HTTP version Select the desired HTTP version to be sent to the backend server.  off   Version HTTP/2 HTTP/2 required HTTP/2 required When set to on, HTTP/2 will be required when communicating with the backend server if the version is set to HTTP/2.    any  OPTIONS  REQMOD  RESPMOD ICAP Method ICAP Method    Echo Indicates whether to reply to ICMP echo requests. Whether to reply to ICMP echo requests.  Timestamp Indicates whether to reply to ICMP timestamp requests. Whether to reply to ICMP timestamp requests.  Information Indicates whether to reply to ICMP information requests. Whether to reply to ICMP information requests.  Address mask Indicates whether to reply to ICMP address mask requests. Whether to reply to ICMP address map requests.    ZIP ZIP bundle Imports the configuration from a compressed ZIP bundle.  XML XML configuration file Imports configuration from the exported XML configuration files. Import Format Import Format    input-name Input Match PCRE The PCRE to match an HTTP form name against. The PCRE pattern that will be matched against the name of an HTTP form field. If the name matches this PCRE, the associated value will be processed by the rules of the Encoding. If a form field has no name, an empty string is used for the pattern matching.  encoding Encoding The Encoding used for values whose name matches the Input Match Select how to translate the value of a form field to the contents of the <arg> element in the generated XML. HTTP Input Conversion Map Entry    Secure   HttpOnly  Cookie attributes    Enabled Enabled The administrative state of the interface is enabled. The goal operational state is down.  Disabled Disabled The administrative state of the interface is disabled. The goal operational state is down.  Testing Testing Some testing mode (not used yet)    Up Up The interface is operationally up.  Down Down The interface is operationally down.  Testing Some testing Some testing mode. After the test completes, the status changes as appropriate.  Unknown Cannot determine Cannot determine the operational state of the interface.  Dormant Waiting for connection The interface is waiting for a connection.  Not present Not present The interface is not present.  Lower Layer Down Required lower layer down The required lower layer is down.    Appliance OK Appliance OK Indicates that all networking is up on the appliance.  Link errors Link errors exist Indicates that one or more ethernet links are misconfigured on the appliance.  VLAN errors VLAN errors exist Indicates that one or more VLANs are misconfigured on the appliance.  Aggregation errors Aggregation errors exist Indicates that one or more Aggregations are misconfigured on the appliance.  Link/VLAN errors Link and VLAN errors exist Indicates that one or more ethernet links and VLANs are misconfigured on the appliance.  Link/Aggregation errors Link/Aggregation errors exist Indicates that one or more ethernet links and Aggregations are misconfigured on the appliance.  VLAN/Aggregation errors Non-VLAN/Aggregation errors exist Indicates that one or more VLANs and Aggregations are misconfigured on the appliance.  All errors Errors exist in all networking types Indicates that one or more ethernet links, VLANs, and Aggregations are misconfigured on the appliance.    Ethernet Physical Ethernet port Indicates that it is on the base Ethernet MAC interface.  Tunnel Tunnel Interface Indicates that it is on a encapsulation interface.  VLAN IEEE 802.1q Virtual LAN Indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  Aggregate IEEE 802.3ad Link Aggregation Indicates that it is on an IEEE 802.3ad Link Aggregation composed of one of the base Ethernet MAC interface.  Other Other  Refers to network interfaces that you cannot configure. Examples of other interface types include 
                         gre0
                        , 
                         ip6tnl0
                        , 
                         lo
                        , 
                         sit0
                        , and 
                         usb0
                        . Not all appliances have all of these other interface types. Interface type Interface types    According to Standard  WebSphere  BEA WebLogic 10  Microsoft .Net 3.5 Interop With Vendor Interop With Vendor    Yes  No Intrusion detection status Intrusion detection status    No  Yes  Quiescing In use status    Detect Detect message type Detects the message type and sends the payload accordingly.  XML XML message type If the message type is XML, packages as XML and sends. If the message type is not XML, the action fails.  JSON JSON message type If the message type is JSON, packages as JSON and sends. If the message type is not JSON, the action fails.  Binary Binary message type Package the payload as binary and send, regardless of the message type.  GraphQL GraphQL message type If the message type is GraphQL, packages as GraphQL and sends. If the message type is not GraphQL, the action fails. Backend Type Backend Type    Protocol Behavior controlled by the Cache-Control header Uses the cache behavior that is defined by the 
                     Cache-Control
                    headers on the request and response.  No cache Disables caching Does not cache documents.  Time-to-live Caches for the specified time Keeps documents in the cache for a specified time. Cache Type Cache Type    Connection error Connection error Indicates that the invoke action cannot establish a connection to the target URL. For example, the host is not reachable or the service is not available.  SOAP error SOAP error Indicates that the invoke action receives a 500 SOAP fault as response.  Operation error Operation error Indicates that the invoke action establishes the connection and receives a non-2xx response as response. Invoke Error Type The errors that can occur to the invoke action    Detect Detect the message type Specifies to detect the payload type and send accordingly.  GraphQL GraphQL message type Specifies to send GraphQL.  JSON JSON message type Specifies to send JSON. GraphQL send type The type of payload to send for GraphQL POST requests    Keep HTTP method from the incoming request Use the HTTP method from the incoming request.  GET HTTP GET method Use the HTTP GET method.  POST HTTP POST method Use the HTTP POST method.  PUT HTTP PUT method Use the HTTP PUT method.  DELETE HTTP DELETE method Use the HTTP DELETE method.  PATCH HTTP PATCH method Use the HTTP PATCH method.  HEAD HTTP HEAD method Use the HTTP HEAD method.  OPTIONS HTTP OPTIONS method Use the HTTP OPTIONS method. HTTP Method The HTTP method to use for the invocation.    Static Use a static configuration The configuration is static. Manually define the required properties.  DHCP Use IPv4 autoconfiguration with DHCP The configuration uses IPv4 autoconfiguration with DHCP.  SLAAC Use IPv6 autoconfiguration with SLAAC The configuration uses IPv6 autoconfiguration with SLAAC.    Callback Callback commands Allows IPMI commands that establish a callback connection.  User User commands Allows IPMI commands that read operational status.  Operator Operator commands Allows IPMI commands that change operational status. Privilege Level An IPMI Privilege Level    None  Unspecified  No system memory installed  No usable system memory  Unrecoverable hard-disk device failure  Unrecoverable system board failure  Unrecoverable diskette subsystem failure  Unrecoverable hard-disk controller failure  Unrecoverable keyboard failure  Removable boot media not found  Unrecoverable video controller failure  No video device detected  Firmware ROM corruption detected  CPU voltage mismatch  CPU speed matching failure  Memory initialization  Hard-disk initialization  Secondary processor initialization  User authentication  User-initiated system startup  USB resource configuration  PCI resource configuration  Option ROM initialization  Video initialization  Cache initialization  SMBus initialization  Keyboard controller initialization  Embedded management controller initialization  Docking station attachment  Enabling docking station  Docking station ejection  Disabling docking station  Calling operating system wakeup vector  Starting operating system boot  Baseboard initialization  Reserved  Floppy initialization  Keyboard test  Pointing device test  Primary processor initialization  Interrupt type SMI  Interrupt type NMI  Interrupt type messaging interrupt    None  Asserted  Deasserted    None  Undefined  Lower non-critical - going low  Lower non-critical - going high  Lower critical - going low  Lower critical - going high  Lower non-recoverable - going low  Lower non-recoverable - going high  Upper non-critical - going low  Upper non-critical - going high  Upper critical - going low  Upper critical - going high  Upper non-recoverable - going low  Upper non-recoverable - going high  Transition to idle  Transition to active  Transition to busy  State deasserted  State asserted  Predictive failure deasserted  Predictive failure asserted  Limit not exceeded  Limit exceeded  Performance met  Performance lags  Transition to OK  Transition to non-criticial from OK  Transition to critical from less severe  Transition to non-recoverable from less severe  Transition to non-critical from more severe  Transition to critical from non-recoverable  Transition to non-recoverable  Monitor  Informational  Device removed / Device absent  Device inserted / Device present  Device disabled  Device enabled  Transition to running  Transition to in test  Transition to power off  Transition to on line  Transition to off line  Transition to off duty  Transition to degraded  Transition to power save  Install error  Fully redundant  Redundancy lost  Redundancy degraded  Non-redundant: Sufficient resources from redundant  Non-redundant: Sufficient resources from insufficient  Non-redundant: Insufficient resources  Redundancy degraded from fully redundant  Redundancy degraded from non-redundant  ACPI D0 power state  ACPI D1 power state  ACPI D2 power state  ACPI D3 power state  Temperature  Voltage  Current  Fan  General chassis intrusion  Drive bay intrusion  I/O card area intrusion  Processor area intrusion  LAN leash lost  Unauthorized dock/undock  Fan area intrusion  Secure mode violation attempt  Pre-boot password violation - user password  Pre-boot password violation attempt - setup password  Pre-boot password violation - network boot password  Other pre-boot password violation  Out-of-band access password violation  IERR  Thermal trip  FRB1/BIST failure  FRB2/Hang in POST failure  FRB3/Processor startup/initialization failure  Configuration error  SMBIOS uncorrectable CPU complex error  Processor presence detected  Processor disabled  Terminator presence detected  Processor automatically throttled  Power supply presence detected  Power supply failure detected  Power supply predictive failure  Power supply AC lost  Power supply AC lost or out-of-range  Power supply AC out-of-range, but present  Power supply configuration error  Power unit power off  Power unit power cycle  Power unit 240VA power down  Power unit interlock power down  Power unit AC lost  Power unit software power control failure  Power unit failure detected  Power unit predictive failure  Correctable ECC / other correctable memory error  Uncorrectable ECC / other uncorrectable memory error  Parity  Memory scrub failed  Memory device disabled  Correctable ECC logging limit reached  Memory presence detected  Memory configuration error  Memory spare  Memory automatically throttled  Memory criticial overtemperature  Drive presence  Drive fault  Drive predictive failure  Drive hot spare  Drive consistency check in progress  Drive in critical array  Drive in failed array  Drive rebuild in progress  Drive rebuild aborted  System firmware error  System firmware hang  System firmware progress  Correctable memory error logging disabled  Event logging disabled  Log area reset/cleared  All event logging disabled  SEL full  SEL almost full  BIOS watchdog reset  OS watchdog reset  OS watchdog shut down  OS watchdog power down  OS watchdog power cycle  OS watchdog NMI / diagnostic interrupt  OS watchdog expired, status only  OS watchdog pre-timeout interrupt  System reconfigured  ORM system boot event  Undetermined system hardware failure  Entry added to auxiliary log  PEF action  Timestamp clock sync  Front panel NMI/diagnostic interrupt  Bus timeout  I/O channel check NMI  Software NMI  PCI PERR  PCI SERT  EISA fail safe timeout  Bus correctable error  Bus uncorrectable error  Fatal NMI  Bus fatal error  Bus degraded  Power button pressed  Sleep button pressed  Reset button pressed  FRU latch open  FRU service request button  Soft power cntrol failure  Boot initiated by power up  Boot initiated by hard reset  Boot initiated by warm reset  User requested PXE boot  Automatic boot to diagnostic  No bootable media  Non-bootable diskette left in drive  PXE server not found  Invalid boot sector  Timeout waiting for user selection of boot source  A: Boot completed  C: boot completed  PXE boot completed  Diagnostic boot completed  CD-ROM boot completed  ROM boot completed  Boot completed - boot device not specified  Stop during OS load/initialization  Run-time stop  Slot fault status asserted  Slot identify status asserted  Slot device installed  Slot ready for device installation  Slot ready for device removal  Slot power is off  Slot device removal request  Slot interlock asserted  Slot is disabled  Slot holds spare  ACPI S0/Go working power state  ACPI S1 power state  ACPI S2 power state  ACPI S3 power state  ACPI S4 power state  ACPI S5/G2 soft-off power state  ACPI S4 or S5 power state  ACPI G3 power state  ACPI sleeping in S1, S2, or S3 power state  ACPI G1 power state  ACPI S5 override state  ACPI legacy ON power state  ACPI legacy OFF power state  ACPI unknown  Watchdog 2 timer expired  Watchdog 2 hard reset  Watchdog 2 power down  Watchdog 2 power cycle  Watchdog 2 timer interrupt  Platform generated page  Platform generated LAN alert  Platform generated IPMI PET  Platform generated SNMP trap  Entity present  Entity absent  Entity disabled  LAN heartbeat lost  LAN heartbeat  Sensor access degraded or unavailable  Controller access degraded or unavailable  Mangement controller offline  Mangement controller unavailable  Battery low (predictive failure)  Battery failed  Battery presence detected  Session activated  Session deactivated  Hardware version change  Firmware version change  Hardware incompatibility  Firmware incompatibility  Entity is unsupported hardware version  Entity is unsupported firmware version  Hardware change successful  Firmware change successful  FRU not installed  FRU inactive  FRU activation requested  FRU activation in progress  FRU active  FRU deactivation requested  FRU deactivation in pogress  FRU communication lost  Kernel panic    Reserved  Temperature  Voltage  Current  Fan  Physical security  Platform security violation attempt  Processor  Power supply  Power unit  Cooling device  Other units-based sensor  Memory  Drive slot  POST memory resize  System firmware progress  Event logging disabled  Watchdog 1  System event  Critical interrupt  Button  Module/Board  Microcontroller/Coprocessor  Add-in card  Chassis  Chip set  Other FRU  Cable/Interconnect  Terminator  System boot/Restart initiated  Boot error  OS boot  OS critcal stop  Slot/Connector  System ACPI power status  Watchdog 2  Platform alert  Entity presence  Monitor ASIC/IC  LAN  Management subsystem health  Battery  Session audit  Version change  FRU state  Kernel    User Name The User Name of the user to enable The name of an IPMI user to enable on this LAN channel.  user Privilege Level Maximum privilege level of user on channel The maximum privilege level to allow the user on this LAN channel. If this value is greater than the maximum privilege level for the channel itself, the maximum privilege level of the channel is the effective limit.  on Allow Serial over LAN User can use serial over LAN on channel Whether to allow the user to use the serial over LAN protocol (payload) over Remote Control and Management Protocol Plus (RCMP+) on this LAN channel. When enabled, The user can use serial over LAN provided that the user has a privilege level equivalent to or greater than the minimum required privilege level for serial over LAN.  0 7 0 Maximum Simultaneous Sessions Maximum simultaneous sessions for user on channel The maximum number of simultaneous sessions to allow the user on this LAN channel. The minimum value is 0, and the maximum value is 7. If 0, there is no limit.    IPv6 Use IPv6. Use IPv6 to identify the remote target.  IPv4 Use IPv4. Use IPv4 to identify the remote target.  default Use the default IP version from DNS settings. Use the IP version that is defined in the DNS settings configuration to identify the remote target.    name Name Enter the name of the new directory. Specifies the name that identifies the new directory.  hostname Host Name Enter the host name of the directory server. Specifies the host name of the directory server.  port Port Enter the port to communicate with the directory. Specifies the port that is used to communicate with the directory.  suffix Suffix Enter the suffixes to add for the new directory. Specifies the suffixes that are added for the new directory. To add multiple suffixes, separate each suffix with a comma (,).  bind-dn Bind DN Enter the DN to authenticate with the directory. Specifies the distinguished name (DN) that is used to authenticate with the directory.  bind-password Bind Password Enter the password to authenticate with the directory. Specifies the password that is used to authenticate with the directory.  ssl off Enable SSL Indicate whether to enable TLS to secure the communication with the directory. Specifies whether to enable TLS to secure the communication with the directory.  client-cert    SSL off Client Certificate Specify the client personal certificate for TLS communication with the federated directory. Specifies the client personal certificate for TLS communication with the federated directory. The key file must be specified in order to specify the client certificate. If the key file is specified, but the client certificate is not, the default client certificate within the key file is used. The client certificate cannot be specified when the client cryptographic profile is specified.  crypto-profile    SSL off  ClientCert  Client Crypto Profile Specify the cryptographic profile for TLS communication with the federated directory. Specifies the cryptographic profile for TLS communication with the federated directory. The cryptographic profile cannot be specified when the client cryptographic profile or the key file are specified.    Local Uses the local policy server on the DataPower Gateway.  Remote Uses a remote policy server.    azn Captures authorization events.  authn Captures authentication events.  http Captures HTTP events.    Unauthenticated Unauthenticated  Password Password  SSL SSL  ext-auth-interface External authentication interface    None None  HTTP HTTP only  HTTPS HTTPS only  Both Both HTTP and HTTPS    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  port 80 TCP or TLS Port Enter the TCP or TLS port of the back-end third-party server. The TCP or TLS port of the back-end third-party server. The default value is 80.  virtual-host Virtual Host Enter the value of the Host header of the request that is sent to the back-end server. The value of the Host header of the request that is sent to the back-end server.  virtual-host-port Virtual Host Port Enter the virtual host port number. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TCP is 80. Standard port for TLS is 443.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  http-port HTTP Port Enter the HTTP port of the back-end third-party server. The HTTP port of the back-end third-party server.  https-port HTTPS Port Enter the HTTPS port of the back-end third-party server. The HTTPS port of the back-end third-party server.  virtual-host Virtual Host Enter the value of the Host header of the request that is sent to the back-end server. The value of the Host header of the request that is sent to the back-end server.  virtual-host-port Virtual Host Port Enter the virtual host port number. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TCP is 80.  virtual-ssl-host Virtual TLS Host Enter the value of the TLS Host header of the request that is sent to the back-end server. The value of the TLS Host header of the request that is sent to the back-end server.  virtual-ssl-host-port Virtual TLS Host Port Enter the virtual TLS host port number. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TLS is 443.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  port 80 TCP or TLS Port Enter the TCP or TLS port of the back-end third-party server. The TCP or TLS port of the back-end third-party server. The default value is 80.  proxy-hostname Proxy Server Host Enter the DNS host name or IP address of the proxy server. The DNS host name or IP address of the proxy server. For example, www.example.com  proxy-port Proxy Server Port Enter the TCP or TLS port of the proxy server. The TCP or TLS port of the proxy server.  virtual-host Virtual Host Enter the value of the Host header of the request that is sent to the back-end server. The value of the Host header of the request that is sent to the back-end server.  virtual-host-port Virtual Host Port Enter the virtual host port number. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TCP is 80. Standard port for TLS is 443.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  port 80 TCP or TLS Port Enter the TCP or TLS port of the back-end third-party server. The TCP or TLS port of the back-end third-party server. The default value is 80.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  port 80 TCP or TLS Port Enter the TCP or TLS port of the back-end third-party server. The TCP or TLS port of the back-end third-party server. The default value is 80.  proxy-hostname Proxy Server Host Enter the DNS host name or IP address of the proxy server. The DNS host name or IP address of the proxy server. For example, www.example.com  proxy-port Proxy Server Port Enter the TCP or TLS port of the proxy server. The TCP or TLS port of the proxy server.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    None None  Filter Removes all basic authentication header information from any client requests before forwarding the requests to the back-end server.  Ignore Passes the original client basic authentication header information to the back-end server without modification.  Supply Supplies the authenticated Security Access Manager user name (client's original identity) with a static, generic password.  GSO Supplies the back-end server with authentication information (user name and password) obtained from a server that is set up to handle global sign-on (GSO).    hostname Host name The host name of the peer server.  keyfile ^isamcert:(/{3})?tam-keys/.+$  isamcert Key File Name The name of the peer server's key file.    cert-data Certificate Data Enter the client certificate data. The client certificate data to pass to the External Authentication Interface (EAI) application.  header Header Value Enter the name of the HTTP header that contains the data. The name of the HTTP header that contains the data.    Base64Certificate  Base64Certificate
                    header  SerialNumber  SerialNumber
                    header  SubjectCN  SubjectCN
                    header  SubjectLocality  SubjectLocality
                    header  SubjectState  SubjectState
                    header  SubjectCountry  SubjectCountry
                    header  SubjectOrganization  SubjectOrganization
                    header  SubjectOrganizationUnit  SubjectOrganizationUnit
                    header  SubjectDN  SubjectDN
                    header  SubjectPostalCode  SubjectPostalCode
                    header  SubjectEmail  SubjectEmail
                    header  SubjectUniqueID  SubjectUniqueID
                    header  IssuerCN  IssuerCN
                    header  IssuerLocality  IssuerLocality
                    header  IssuerState  IssuerState
                    header  IssuerCountry  IssuerCountry
                    header  IssuerOrganization  IssuerOrganization
                    header  IssuerOrganizationUnit  IssuerOrganizationUnit
                    header  IssuerDN  IssuerDN
                    header  IssuerPostalCode  IssuerPostalCode
                    header  IssuerEmail  IssuerEmail
                    header  IssuerUniqueID  IssuerUniqueID
                    header  Version  Version
                    header  SignatureAlgorithm  SignatureAlgorithm
                    header  ValidFrom  ValidFrom
                    header  ValidFromEx  ValidFromEx
                    header  ValidTo  ValidTo
                    header  ValidToEx  ValidToEx
                    header  PublicKeyAlgorithm  PublicKeyAlgorithm
                    header  PublicKey  PublicKey
                    header  PublicKeySize  PublicKeySize
                    header  FingerprintAlgorithm  FingerprintAlgorithm
                    header  Fingerprint  Fingerprint
                    header    Never Disable client certificate authentication.  Required Always request a client certificate. Do not accept the connection if the client does not present a certificate.  Prompt as Needed Do not prompt for a client certificate until the client attempts to access a resource that requires certificate authentication.  Optional Always request a client certificate. If presented, use it.    domain Domain Enter the name of the domain. The name of the domain that participates in the e-community.  keyfile ^isamcert:(/{3})?tam-keys/.+$  isamcert Key File Name Enter the file name for the key for the domain. The file name for the key for the domain that participates in the e-community.    None Disables header encoding.  UTF-8 binary Send the headers in UTF-8 binary.  UTF-8 URI Encoded Send the headers in UTF-8 binary and URI encodes them.  Local Code Page Binary Send the headers in the local code page of the Access Manager Reverse Proxy server.  Local Code Page, URI Encoded Send the headers in the local code page of the Access Manager Reverse Proxy server and URI encodes them.    IV-USER Provides the user name (short form) to the iv-user HTTP header of the request.  IV-USER-L Provides the full distinguished name of the user (long form) to the iv-user-l HTTP header of the request.  IV-GROUPS Provides the user's list of groups to the iv-groups HTTP header of the request.  IV-CREDS Provides the user's credential information to the iv-creds HTTP header of the request.    None None  Trailer Append the JavaScript block to the HTML page that is returned from the junctioned server.  Trailer Onfocus Append the onfocus event JavaScript block to the HTML page that is returned from the junctioned server.  Trailer XHTML10 Append the HTML 4.01 and XHTML 1.0 compliant JavaScript block to the HTML page that is returned from the junctioned server.  Inhead Insert the JavaScript block between the head tags for HTML 4.01 compliance.  Inhead XHTML10 Insert the XHTML 1.0 compliant JavaScript block between the head tags for HTML 4.01 compliance.  Inhead Onfocus Insert the onfocus event JavaScript block between the head tags for HTML 4.01 compliance.  Onfocus Use the onfocus event handler in the JavaScript to ensure that the correct junction cookie is used in a multiple-junction or multiple-browser-window scenario.  XHTML10 Insert a JavaScript block that is HTML 4.01 and XHTML 1.0 compliant.    Standard Create a standard junction.  Virtual Create a virtual junction.    TCP Standard junction over a TCP connection.  SSL Standard junction over a TLS connection.  TCP Proxy Standard junction over a TCP connection by using HTTP proxy server.  TLS Proxy Standard junction over a TLS connection by using HTTPS proxy server.  Mutual Standard junction over a HTTP or HTTPS connection depending on the communication protocol over which the request is received.    TCP Virtual junction over a TCP connection.  SSL Virtual junction over a TLS connection.  TCP Proxy Virtual junction over a TCP connection by using HTTP proxy server.  TLS Proxy Virtual junction over a TLS connection by using HTTPS proxy server.    USERNAME USERNAME  METHOD METHOD  URL URL  REFERER REFERER  HOSTNAME HOSTNAME  AUTHNLEVEL AUTHNLEVEL  FAILREASON FAILREASON  PROTOCOL PROTOCOL  ERROR_CODE ERROR_CODE  ERROR_TEXT ERROR_TEXT  OLDSESSION OLDSESSION  EXPIRE_SECS EXPIRE_SECS    secondary-interface Application Interface IP Address Enter the network interface on which the Access Manager Reverse Proxy listens for requests. The network interface on which the Access Manager Reverse Proxy listens for requests.  resolved-secondary-interface  http-port HTTP Port Enter the port on which the Access Manager Reverse Proxy listens for HTTP requests. The port on which the Access Manager Reverse Proxy listens for HTTP requests.  https-port HTTPS Port Enter the port on which the Access Manager Reverse Proxy listens for HTTPS requests. The port on which the Access Manager Reverse Proxy listens for HTTPS requests.  web-http-port Web HTTP Port Enter the port that the client uses to connect to the Access Manager Reverse Proxy for requests that the Access Manager Reverse Proxy receives on a TCP interface. The port that the client uses to connect to the Access Manager Reverse Proxy for requests that the Access Manager Reverse Proxy receives on a TCP interface.  web-http-protocol Web HTTP Protocol Set the protocol that the client uses to connect to the Access Manager Reverse Proxy for requests that the Access Manager Reverse Proxy receives on a TCP interface. The protocol that the client uses to connect to the Access Manager Reverse Proxy for requests that the Access Manager Reverse Proxy receives on a TCP interface.  cert-label Certificate Label Enter the label of the TLS server certificate. Specifies the label of the TLS server certificate that the Access Manager Reverse Proxy presents to the client.  client-cert-accept Accept Client Certificates Indicates how to handle certificates from HTTPS clients. The condition under which the Access Manager Reverse Proxy requires the client certificates.  worker-threads 1 300 Worker Threads Enter the number of threads that are allocated to service requests. The number of threads that are allocated to service requests. The minimum value is 1. The default value is 300.    None None  HTTP HTTP only  HTTPS HTTPS only    No additional compliance No additional compliance  FIPS 140-2 Enable FIPS 140-2 compliance.  NIST SP800-131a Transition Enable NIST SP800-131a support at the transition level.  NIST SP800-131a Strict Enable NIST SP800-131a support at the strict level.  NSA Suite B 128 bit Enable NSA Suite B at the 128-bit support level.  NSA Suite B 192 bit Enable NSA Suite B at the 192-bit support level.    LDAP Remote Uses a remote LDAP user registry.    LDAP Uses LDAP as the user registry.    XPath Expression XPath Expression which is applied against input context to derive a nodeset of nodes, then loop with one iteration per node in the nodeset.  Count Integer count, there is one loop iteration for each number from one (1) through the count, inclusive. Iterator Type Type of loop iteration    Byte The message payload is accessed as a Java byte array.  Text The message payload is accessed as a Java string value. This message type is suitable for SOAP and XML input. JMS Message Type    Never Never perform unsubscribe operation. Never perform an unsubscribe operation.  On Delete Perform unsubscribe operation when The handler is deleted. Perform an unsubscribe operation when The handler is deleted. Durable subscriber unsubscribe    Recipient Identifiers Use Recipient Identifiers property Use Recipient Identifier property  Single Identifier - Private Key Use Single Identifier - Private Key property Use Single Identifier - Private Key property  Single Identifier - Shared Secret Key Use Single Identifier - Shared Secret Key property Use Single Identifier - Shared Secret Key property  Direct Key Use Direct Key property Use Direct Key property Identifier Type Identifier Type    Name Name Name of a JOSE header.  Value Value Value of a JOSE header. If Name is 'crit', the value can be a comma separated list to have more than one value set to 'crit'. Other headers' values only accept string.    Compact Compact serialization Compact serialization  General JSON General JSON serialization General JSON serialization  Flattened JSON Flattened JSON serialization Flattened JSON serialization JSON serialization JSON serialization The JSON serialization format in the JSON Web Sign and the JSON Web Encrypt actions.    Signature Identifiers Use Signature Identifiers property Use Signature Identifiers property  Single Identifier - Certificate Use Single Identifier - Certificate property Use Single Identifier - Certificate property  Single Identifier - Shared Secret Key Use Single Identifier - Shared Secret Key property Use Single Identifier - Shared Secret Key property Identifier Type Identifier Type    Integer  Boolean  String  Hex String    badgerfish Converts the input to XML with the 
                     BadgerFish
                    convention.  relaxed badgerfish Converts the input to XML with the 
                     BadgerFish
                    convention and special conversion rules for broader compatibility with non-BadgerFish input. These rules include the conversion of plain JSON to XML. JSON to XML Conversion Type The conversion type for converting JSON input to XML output    A128CBC-HS256 AES_128_CBC_HMAC_SHA_256 authenticated encryption algorithm AES_128_CBC_HMAC_SHA_256 authenticated encryption algorithm  A192CBC-HS384 AES_192_CBC_HMAC_SHA_384 authenticated encryption algorithm AES_192_CBC_HMAC_SHA_384 authenticated encryption algorithm  A256CBC-HS512 AES_256_CBC_HMAC_SHA_512 authenticated encryption algorithm AES_256_CBC_HMAC_SHA_512 authenticated encryption algorithm  A128GCM AES GCM using 128-bit key AES GCM using 128-bit key  A192GCM AES GCM using 192-bit key AES GCM using 192-bit key  A256GCM AES GCM using 256-bit key AES GCM using 256-bit key JSON Web Encrypt cryptographic algorithm JSON Web Encrypt cryptographic algorithm Cryptographic algorithm for JSON Web Encrypt.    RSA1_5 RSAES-PKCS1-V1_5 RSAES-PKCS1-V1_5  RSA-OAEP RSAES OAEP using default parameters RSAES OAEP using default parameters  RSA-OAEP-256 RSAES OAEP using SHA-256 and MGF1 with SHA-256 RSAES OAEP using SHA-256 and MGF1 with SHA-256  A128KW AES Key Wrap with default initial value using 128 bit key AES Key Wrap with default initial value using 128 bit key  A192KW AES Key Wrap with default initial value using 192 bit key AES Key Wrap with default initial value using 192 bit key  A256KW AES Key Wrap with default initial value using 256 bit key AES Key Wrap with default initial value using 256 bit key  dir Direct use of a shared symmetric key as the CEK Direct use of a shared symmetric key as the CEK JSON Web Encrypt algorithm for key management JSON Web Encrypt algorithm for key management The key management algorithm for JSON Web Encrypt.    HS256 HMAC using SHA-256 HMAC using SHA-256  HS384 HMAC using SHA-384 HMAC using SHA-384  HS512 HMAC using SHA-512 HMAC using SHA-512  RS256 RSASSA-PKCS-v1_5 using SHA-256 RSASSA-PKCS-v1_5 using SHA-256  RS384 RSASSA-PKCS-v1_5 using SHA 384 RSASSA-PKCS-v1_5 using SHA 384  RS512 RSASSA-PKCS-v1_5 using SHA-512 RSASSA-PKCS-v1_5 using SHA-512  ES256 ECDSA using P-256 and SHA-256 ECDSA using P-256 and SHA-256  ES384 ECDSA using P-384 and SHA-384 ECDSA using P-384 and SHA-384  ES512 ECDSA using P-521 and SHA-512 ECDSA using P-521 and SHA-512  PS256 RSASSA-PSS using SHA-256 and MGF1 with SHA-256 RSASSA-PSS using SHA-256 and MGF1 with SHA-256  PS384 RSASSA-PSS using SHA-384 and MGF1 with SHA-384 RSASSA-PSS using SHA-384 and MGF1 with SHA-384  PS512 RSASSA-PSS using SHA-512 and MGF1 with SHA-512 RSASSA-PSS using SHA-512 and MGF1 with SHA-512 JSON Web Signature algorithm JSON Web Signature algorithm The signature method for JSON Web Signature.    Audience Add an audience claim. Specify an audience, "aud", claim.  Not before Add a not before claim. seconds Specify a not before, "nbf", claim.  Issued at Add an issued at claim. seconds Specify an issued at, "iat", claim.  JWT ID Add a JWT ID claim. Specify a JWT ID, "jti" claim.  Nonce Add a nonce claim. Specify a "nonce" claim.  Custom Add the custom claim. Specify one or more custom claims.    PKIX Specify the public and private keypair for JWT validation.  Shared secret key Specify the shared secret key for JWT validation.  JWK Specify a file containing the JSON Web Key (JWK) or key set for JWT validation.  Remotely retrieve JWK Specify a remote URL, with the form of http or https, for remotely retrieving the JWK for JWT validation.  Custom Provide custom processing by retrieving the crypto materials from a custom GatewayScript or XSLT file.    Sign Sign the JWT Specify how to sign the JWT.  Encrypt Encrypt the JWT Specify how to encrypt the JWT.    Decrypt Decrypt the encrypted JWT. Specify how to decrypt the encrypted JWT.  Verify Verify the signed JWT. Specify how to verify the signed JWT.  Custom processing Use the custom processing mechanism to validate the JWT. Specify a custom processing to validate the JWT, by processing a GatewayScript or XSLT file. This provides additional customized verification after the DataPower Gateway has verified the JWT successfully.    Kafka host Host name or IP address Host name or IP address of a bootstrap server.  Kafka port Port for bootstrap connection Port that the bootstrap server monitors for incoming bootstrap requests. Kafka endpoint    Name  Name of the property.  Value  Value for the property. Kafka property    Plaintext  Uses non-encrypted transport.  TLS  Uses TLS-encrypted transport.  SASL plaintext  Uses non-encrypted transport with SASL authentication.  SASL TLS  Uses TLS-encrypted transport with SASL authentication. Communication protocol    PLAIN  Uses a cleartext password.  SCRAM-SHA-256  Uses Salted Challenge Response Authentication Mechanism with SHA-256.  SCRAM-SHA-512  Uses Salted Challenge Response Authentication Mechanism with SHA-512. SASL mechanism    Reserved  Forwardable  Forwarded  Proxiable  Proxy  May-postdate  Postdated  Invalid  Renewable  Initial  Pre-authent  Hw-authent  Transited-policy-checked  Ok-as-delegate Kerberos ticket flags Kerberos ticket flags    1024 bits 1024 bits Indicates a key length of 1024 bits.  2048 bits 2048 bits Indicates a key length of 2048 bits.  4096 bits 4096 bits Indicates a key length of 4096 bits.    RSA RSA Indicates RSA key type.  ECDSA ECDSA Indicates Elliptic Curve Digital Signing Algorithm (ECDSA) key type.    Predefined Predefined label  User-defined User-defined label Label Type Label Type    Stable Use a constant aggregator. The policy never changes aggregators. The aggregator remains constant even when a better one is available.  Count Use the aggregator with the most NICs. The policy selects the aggregator with the most NICs.  Bandwidth Use the aggregator with the highest bandwidth. The policy selects the aggregator with the highest bandwidth.    Fast Fast aggregation rate Uses the fast link aggregation control protocol rate (every 1 second)  Slow Slow aggregation rate Uses the slow link aggregation control protocol rate (every 30 seconds)    enable-affinity on Enable Session Affinity Enable Session Affinity Enables or disables session affinity operations.  i-cookie-name DPJSESSIONID Insertion Cookie Name Insertion Cookie Name Name of the cookie inserted into the response when active or active-conditional session affinity is required.  i-path / Insertion Path Insertion Path The path added to the insertion cookie in the response when active or active-conditional session affinity is required.  i-domain datapower.com Insertion Domain Insertion Domain The domain added to the insertion cookie in the response when active or active-conditional session affinity is required. The domain name cannot begin with a dot.  override-wlm-affinity off Override WebSphere Cell Session Affinity Override WebSphere Cell Session Affinity Overrides the WebSphere Cell Session Affinity cluster configuration with the DataPower Gateway configuration information below.  affinity-mode   AffinityWLMOverride off Mode Set the session affinity mode The mode of session affinity applied to this load balancer group.  i-cookie-attributes  Insert cookie attributes Which attributes to insert in the cookie Specifies the attributes to insert in the cookie in the response when active or active-conditional session affinity is required. LB Group Affinity    admin-state off Enabled Enable this health check? Enables or disables a health check. The check will not run unless enabled  target-uri /   SSL LDAP IMSConnect TCPConnection URI XXX in http://www.foobar.com/XXX The relative URI to test for each member of the group. XXX in http://www.foobar.com/XXX.  target-port 80 Remote Port Port to test Enter the TCP Port number to test. The remote port and the member server health port interact differently depending on the type of the health check. 
                      Standard: The member server health port is used if specified. If not specified, the remote port in the load balancer group health check is used. LDAP: The remote port in the load balancer group health check only is used. A specification of a health port for the member server is ignored. IMS: The health port of the member only is used. The remote port in the load balancer group health check is ignored.  type Health Check Type Type of health check operation Type of health check to perform. In TCP mode (TCP Connection health check type), a health check is performed with a TCP connection request. In HTTP mode (Standard health check type), a health check is performed with an HTTP GET or HTTP POST.  use-soap on    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks on Send SOAP Request? Send SOAP Request? When set to on, the SOAP Request Document will be submitted to the web service via an HTTP POST operation. When set to off (without a request document), an HTTP Get operation is sent. The expected response is always valid XML and it is then analyzed using the Xpath Expression to verify the state of health of the server.  send-soap store:///healthcheck.xml    Post off  GatewayScriptChecks on  SSL LDAP IMSConnect TCPConnection SOAP Request Document The SOAP Request Document is only used if the send SOAP request is true. Enter the URL of the SOAP Request Document. This may be a file on the local flash filesystem (for example, local:///healthcheck.xml). This document is POSTed to the server if Send SOAP Request is on.  timeout 2 86400 10 Timeout Number of seconds to allocate for check seconds Enter an integer between 2 and 86400 to indicate the number of seconds to wait for a response to a health check post. The default is 10.  frequency 5 86400 180 Frequency Number of seconds between checks seconds Enter an integer between 5 and 86400 to indicate the number of seconds to wait between health check posts. The default is 180.  xpath /    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks on XPath Expression An XPath Expression for a healthy SOAP response Enter an XPath Expression that verifies the health of the server. The expression is applied to the server's response to the health check POST. If the expression is true, the server is healthy. Otherwise, the server health state is softdown until it passes a health check.  filter store:///healthcheck.xsl    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks on XSL Health Check Filter Filter that analyzes response Enter the URL of the stylesheet that evaluates the server response using the XPath Expression entered above. The default is supplied on this DataPower device.  sslproxy    SSLClientConfigType proxy  SSL Standard TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Select an existing TLS proxy profile for use with this health check. This is required if the back end server is using TLS communications with the DataPower device.  enforce-timeout off   SSL LDAP IMSConnect TCPConnection Enforce Health Check Timeouts Enforce Health Check Timeouts Indicates whether the health check timeout value is used to interrupt and end a health transaction. By default, the health check timeout only compares the actual time that the request took. With the default behavior, the health check timeout is not used to interrupt the transaction.  independent-checks off   SSL LDAP IMSConnect TCPConnection Independent Health Checks Independent Health Checks Indicates whether the health checks within a Load Balancer Group run independently of one another. By default, health checks within a Load Balancer Group run sequentially. With the default behavior, if a server hangs, all the other health checks for the other members are delayed.  gatewayscript-checks off   SSL LDAP IMSConnect TCPConnection Process with GatewayScript Enable GatewayScript Health Check Processing Enables or disables GatewayScript health check processing. If enabled, content of health check requests and responses can be of any type and the response evaluator will be a GatewayScript file.  request-method    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off HTTP Method Set the HTTP method for health check requests The HTTP method to use for Standard health checks with GatewayScript. If Custom is selected, a custom method name must also be specified.  request-custom-method    SSL Standard  GatewayScriptChecks on  GatewayScriptReqMethod Custom    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off  GatewayScriptReqMethod GET POST PUT HEAD Custom Method Enter the custom method The name of the custom method to use for Standard health check requests when GatewayScript processing is enabled.  request-doc store:///healthcheck.json    SSL Standard  GatewayScriptChecks on  GatewayScriptReqMethod POST PUT    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off  GatewayScriptReqMethod GET HEAD Request Document The Request Document is only used if the HTTP method is POST, PUT, or Custom Enter the URL of the Request Document. This might be a file on the local flash filesystem (for example, local:///healthcheck.xml). This document is included in the request to the server if the POST, PUT, or Custom method is selected for Standard health checks with GatewayScript. If the HTTP method is Custom, the request document is optional.  request-content-type application/json    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off  GatewayScriptReqMethod GET HEAD Content Type The content type of the Request Document Enter the content type of the Request Document for Standard health checks with GatewayScript.  response-evaluator-metadata    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off Response Evaluator Metadata Metadata used by the GatewayScript response evaluator Enter a string to be used by the GatewayScript Response Evaluator to help determine the state of the server's health. Enter a string (UTF-8). The value entered can be accessed via the evaluator session parameter. The GatewayScript Response Evaluator must issue the following: "session.parameters.evaluator" to retrieve this data.  response-evaluator store:///healthcheck.js    GatewayScriptChecks on  SSL Standard    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off  local store temporary GatewayScript Response Evaluator The GatewayScript file used to evaluate the health check response Enter the URL of the GatewayScript file that evaluates the server response using the Response Evaluator Metadata. The default GatewayScript file is supplied on the DataPower Gateway.  tcp-conn-type   SSL TCPConnection   SSL LDAP IMSConnect Standard TCP Connection Type Type of TCP connection to attempt for health check operation When set to full, a TCP Connection health check will perform a complete three-way handshake to establish a connection, followed by a four-way handshake to close the connection. When set to partial, a TCP Connection health check will perform a half-open connection to check a member's health. The three-way handshake to establish a connection will not be completed for partial connection types.  ssl-client-type proxy   SSL Standard TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    SSLClientConfigType client  SSL Standard TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets. Health Check    server Actual Host Host name or IP address Specifies the host name or IP address of the real server.  weight 1 65000 1 Weight Weight  When balancing with Weighted Round Robin, the weight property indicates the relative priority of this server versus the other members of the group. The greater the weight indicates the higher the preference. Use an integer between 1 and 65000. For example, assume three server pool members, A, B, and C, with assigned weights of 5, 3, and 2 respectively. As a result of this weighting, server A can expect to receive approximately 50% of client requests, server B can expect to receive approximately 30% of client requests, with server C receiving the remaining 20%.  0 Mapped Server Port Port number  Specifies the port on the real server. If non-zero, the associated real server is contacted on this port. Normally the real server is contacted on the same port number as that of the virtual server and this should not be set to a value other than zero. However, if you have services that run on different ports for different members of the group, you might need to define this value. The DataPower Gateway checks this port when the health check type is IMS Connect.    Status DEPRECATED.  0 Health Port Port number Specifies the TCP Port number to test.  admin-state enabled Administrative State Administrative State of the Load Balancer Member Enable or Disable the Load Balancer Member. If the Administrative State is disabled, the member are not used in health or forwarding checks. Group Membership    GET Use the HTTP GET method for the health check request.  HEAD Use the HTTP HEAD method for the health check request.  POST Use the HTTP POST method for the health check request.  PUT Use the HTTP PUT method for the health check request.  Custom Use a custom method for the health check request.    Full Full TCP Connection Perform a three-way handshake to establish a connection and a four-way handshake to close the connection.  Partial Partial TCP Connection Perform an incomplete three-way handshake, or half-open connection, by responding to a member's SYN-ACK with a RST.    Standard The server is checked with an HTTP GET or a SOAP request to the server's health port, or if one is not specified, to the remote port.  LDAP (deprecated) Deprecated - The load balancer group contains LDAP servers. The health check is performed with a TCP connection request on the remote port.  IMS Connect (deprecated) Deprecated - The load balancer group contains IMS Connect servers. The health check is performed with a TCP connection request on the mapped server port.  TCP Connection The server is checked by sending a TCP connection request to the server's health port, or if one is not specified, to the remote port.  On  Off    Enabled This load balancer member is administratively enabled. The server participates in load balancing and health check decisions.  Disabled This load balancer member is administratively disabled. The server is not included in any load balancing decisions.    Compose DN Compose DN from user name Indicates to compose the DN from the user name.  Compose UPN Compose UPN from user name Indicates to compose the UPN from the user name.  Search DN Search LDAP for DN of user name Indicates to query the LDAP server to retrieve user information. LDAP authentication method    Dynamic Dynamic filter and base DN Indicates to build group authentication dynamically.  Static Static filter and base DN Indicates to build group authentication from predefined configuration. ComposeUPN does not support this option. LDAP Group Authentication Type Type of group authentication configuration provided    Subtree Searches the entry-level of the tree and any of its descendants.  One Level Searches the entry-level of the tree and any object that is one level below.  Base Searches the entry-level of the tree only. LDAP Search Scope    v2 LDAP v2  v3 LDAP v3 LDAP Version    No Do not enable legacy key exchange algorithms. Do not enable support for weaker key exchange algorithms supported by legacy clients.  Yes Enable legacy key exchange algorithms. Enable support for weaker key exchange algorithms. Note that these algorithms may be considered vulnerable.    No Do not accept the terms of the license agreements. Do not accept the terms of the license agreements.  Yes Accept the terms of the license agreements. Accept the terms of the license agreements.  Yes Accept the terms of the license agreements. Accept the terms of the license agreements.    Unknown feature  IBM MQ support  Access Manager client  Binary processing support  Java API for XML processing support  Hardware security module available  PKCS #7 and S/MIME support  Netegrity SiteMinder  SQL-ODBC support  TIBCO EMS support  WebSphere JMS support  XML hardware accelerator available  Compact flash available  Hard disk array available  iSCSI support  Locate LED light available  Application Optimization support  TIBCO Rendezvous support  Fibre Channel  Intelligent Platform Management Interface  Database Connectivity Option support  MPTSAS RAID support  ServeRAID RAID support  Intrusion Detection support  Intelligent Platform Management Interface LAN channel  zBX support  IPv6 support  System running on real hardware  System running on virtual hardware  Hard Disk Array backed by a real hardware  IMS Callout  Language support  SNMP EngineID source options  Extended Oracle support for the Database Connectivity Option  MPT2SAS RAID support  Business-to-Business services  IMS support  Access Manager Proxy  Data Format Description Language  Base IBM DataPower Gateways product  Base IBM MQ Appliance  Modify RAID storage filesystems  Tenant installation  IBM Transformation Extender  MAX for array index  Represents an internal suppressed feature Licensed feature    Yes  No  Error License status    Plan default Use the rate limiting and burst limiting that are defined in the API plan.  Collection named Use assembly-specific rate limiting, burst limiting, and count limiting from the API collection.  Plan named Use assembly-specific rate limiting, burst limiting, and count limiting from the API plan.  Gateway named Use assembly-specific rate limiting, burst limiting, and count limiting from the API Gateway.  Domain named Use assembly-specific rate limiting from the domain configuration. Source The source of rate limiting, burst limiting, and count limiting to apply.    Active-backup Active-backup mode Indicates that the mode is active-backup. One link is active, and the other link is standby.  LACP LACP mode Indicates that the mode uses the Link Aggregation Control Protocol (LACP). The IEEE 802.1AX-2008 standard defines LACP.  Transmit load balancing Transmit load balancing mode Indicates that the mode uses transmit-based load balancing.  Unsupported Mode is unsupported Indicates that the mode is not supported. Contact IBM Support. Aggregation mode Aggregation mode Operating mode of the link aggregation    Active-backup Use active-backup links. Link aggregation is active-backup. One link is active, and the other link is backup. If the active link is lost, switches to the backup link.  Transmit-based Use transmit-based load balancing. Link aggregation uses transmit-based load balancing. This mode uses a single link for incoming traffic but distributes outgoing traffic among all links.  LACP Use LACP. Link aggregation uses the Link Aggregation Control Protocol (LACP). The IEEE 802.1AX-2008 standard defines LACP. This mode requires support on the network switch.    Aggregate member Aggregate member Indicates that the link is controlled by another link.  Aggregate interface Aggregate interface Indicates that the link controls itself.  Virtual Virtual Indicates that the link is a virtual interface on top of another interface.  None No flags Indicates that there are no relevant flags. Flags Various flags Flags that can be set on the interface    OK Interface responding The interface is responding to the network.  No link Interface not responding The interface is not responding to the network. Link State Link State    Round Robin Rotate the servers in order Maintains a simple list of servers and forwards a new connection to the next server in the list.  Weighted Round Robin Balance the servers proportionally according to weight Maintains a weighted list of servers and forwards new connections in proportion to the weight that is assigned to each server.  Hash Base on IP address or HTTP header of the client  Uses the IP address of the client or the value of an HTTP header as the basis for server selection. With the hash algorithm, the same client is served by the same server. Use this algorithm only when clients access applications that require the storage of server-side state information, such as cookies. Hashing algorithms cannot ensure even distribution. The HTTP header approach is applicable with only Multi-Protocol Gateway and Web Service Proxy services.  Least Connections Server with fewest outstanding connections Maintains a record of current active server connections and creates a new connection to the server with the least number of active connections.  First Alive First live server Based on the concept of a primary and some number of backup servers. Assuming that the primary server is up, all connections are forwarded to this server. Connections are forwarded to backup servers only if the health state of the primary server is down or softdown.  Weighted Least Connections Server with fewest weighted outstanding connections Maintains a record of the number of active server connections and creates a new connection to the server with the least number of current connections. The weighting provides a distribution of connections whereby the percentage of connections sent to any given server will match the relative weight assigned to that server. When 'persistent connections' is disabled, the number of connections in use is roughly equal to the number of requests that are outstanding. Therefore, the distribution of the requests will closely follow the weight distribution. When 'persistent connections' are enabled, the long lived connection may be reused many times before a new connection is established. In the case of persistent connections, the number of individual requests to any given server may not match the weight distribution.    up Member is up  softdown Member is dampened  down Member is down Health Status Health Status    evtlog Eventlog Subsystem  webgui Web Management Interface  all All Events  usr0 User Type 0  usr1 User Type 1  usr2 User Type 2  usr3 User Type 3  usr4 User Type 4  usr5 User Type 5  usr6 User Type 6  usr7 User Type 7  usr8 User Type 8  usr9 User Type 9  usr10 User Type 10  usr11 User Type 11  usr12 User Type 12  usr13 User Type 13  usr14 User Type 14  usr15 User Type 15  usr16 User Type 16  usr17 User Type 17  usr18 User Type 18  usr19 User Type 19  usr20 User Type 20  usr21 User Type 21  usr22 User Type 22  usr23 User Type 23  usr24 User Type 24  usr25 User Type 25  usr26 User Type 26  usr27 User Type 27  usr28 User Type 28  usr29 User Type 29  usr30 User Type 30  usr31 User Type 31  usr32 User Type 32  usr33 User Type 33  usr34 User Type 34  usr35 User Type 35  usr36 User Type 36  usr37 User Type 37  usr38 User Type 38  usr39 User Type 39  usr40 User Type 40  usr41 User Type 41  usr42 User Type 42  usr43 User Type 43  usr44 User Type 44  usr45 User Type 45  usr46 User Type 46  usr47 User Type 47  usr48 User Type 48  usr49 User Type 49  usr50 User Type 50  usr51 User Type 51  usr52 User Type 52  usr53 User Type 53  usr54 User Type 54  usr55 User Type 55  usr56 User Type 56  usr57 User Type 57  usr58 User Type 58  usr59 User Type 59  usr60 User Type 60  usr61 User Type 61  usr62 User Type 62  usr63 User Type 63  usr64 User Type 64  usr65 User Type 65  usr66 User Type 66  usr67 User Type 67  usr68 User Type 68  usr69 User Type 69  usr70 User Type 70  usr71 User Type 71  usr72 User Type 72  usr73 User Type 73  usr74 User Type 74  usr75 User Type 75  usr76 User Type 76  usr77 User Type 77  usr78 User Type 78  usr79 User Type 79  usr80 User Type 80  usr81 User Type 81  usr82 User Type 82  usr83 User Type 83  usr84 User Type 84  usr85 User Type 85  usr86 User Type 86  usr87 User Type 87  usr88 User Type 88  usr89 User Type 89  usr90 User Type 90  usr91 User Type 91  usr92 User Type 92  usr93 User Type 93  usr94 User Type 94  usr95 User Type 95  usr96 User Type 96  usr97 User Type 97  usr98 User Type 98  usr99 User Type 99  usr100 User Type 100  usr101 User Type 101  usr102 User Type 102  usr103 User Type 103  usr104 User Type 104  usr105 User Type 105  usr106 User Type 106  usr107 User Type 107  usr108 User Type 108  usr109 User Type 109  usr110 User Type 110  usr111 User Type 111  usr112 User Type 112  usr113 User Type 113  usr114 User Type 114  usr115 User Type 115  usr116 User Type 116  usr117 User Type 117  usr118 User Type 118  usr119 User Type 119  usr120 User Type 120  usr121 User Type 121  usr122 User Type 122  usr123 User Type 123  usr124 User Type 124  usr125 User Type 125  usr126 User Type 126  usr127 User Type 127  usr128 User Type 128  usr129 User Type 129  usr130 User Type 130  usr131 User Type 131  usr132 User Type 132  usr133 User Type 133  usr134 User Type 134  usr135 User Type 135  usr136 User Type 136  usr137 User Type 137  usr138 User Type 138  usr139 User Type 139  usr140 User Type 140  usr141 User Type 141  usr142 User Type 142  usr143 User Type 143  usr144 User Type 144  usr145 User Type 145  usr146 User Type 146  usr147 User Type 147  usr148 User Type 148  usr149 User Type 149  usr150 User Type 150  usr151 User Type 151  usr152 User Type 152  usr153 User Type 153  usr154 User Type 154  usr155 User Type 155  usr156 User Type 156  usr157 User Type 157  usr158 User Type 158  usr159 User Type 159  usr160 User Type 160  usr161 User Type 161  usr162 User Type 162  usr163 User Type 163  usr164 User Type 164  usr165 User Type 165  usr166 User Type 166  usr167 User Type 167  usr168 User Type 168  usr169 User Type 169  usr170 User Type 170  usr171 User Type 171  usr172 User Type 172  usr173 User Type 173  usr174 User Type 174  aaa AAA Policy  audit Audit Trace  auth Authentication  cert-monitor Crypto Certificate Monitor  cli CLI Trace  crypto Crypto Subsystem  file File Management  file-capture XML File Capture content  ftp FTP Message Exchange  http HTTP Proxy  ldap LDAP Server Query  mgmt Configuration Management  mime MIME Message Processing  monitor Message Monitoring  mq IBM MQ  multistep Multistep Transformations  network Network Subsystem  ocsp OCSP  ssl SSL  schema Schema Validation  smtp SMTP Message Exchange  system System Events  tam Tivoli Access Manager  user User Management  useragent User-Agent Subsystem  xslcoproc   xmlfilter XML Message Filtering  xmlfirewall XML-Firewall Service  xslt XSLT Compilation  xsltmsg XSLT User Message  xmlparse General XML Parsing  xslproxy XSL-Proxy Service  xmlroute XML Message Routing  ws-proxy Web Service Proxy  wsm-agent Web Service Management Agent  mpgw Multi-Protocol Gateway  kerberos Kerberos  slm SLM  sql SQL  netegrity CA Single Sign-On (formerly Netegrity SiteMinder)  network-file Network Filesystem  icap ICAP  webapp-firewall Web Application Firewall  http-convert HTTP to XML Converter  tibco-ems TIBCO EMS  xacml XACML  ltpa LTPA  latency Transactional Latency  wasjms WebSphere JMS  file-poller File Poller  tfim Tivoli Federated Identity Manager  uddisub UDDI Subscription (deprecated)  wsrr WebSphere Service Registry and Repository  rbm Role-based Management  rpcsec-gss RPC Security - Generic Security Service for NFS  secure-conversation WS-SecureConversation Security Context  ims Information Management System  iscsi iSCSI  wtx WTX  zosnss zOS NSS Client  llm Low Latency Message  ssh Secure Shell  sftp SSH File Transfer Protocol  b2bgw B2B Gateway  b2bp B2B Message Persistence  cms B2B Crypto Message Syntax  UDDI UDDI Registry (deprecated)  wcc WebSphere Cell Configuration  self-balancing Self-Balancing  sysplexdistributor Sysplex Distributor Target Control Service  quiesce quiesce  fibre-channel Fibre Channel  cluster-service Cluster Service  secure-cloud-connector Secure Cloud Connector  ipmi Intelligent Platform Management Interface  memory-report Memory Report Memory report  waxhn   wag   ip-multicast IP Multicast  peer-group Peer Group  web-token-service Web Token Service  oauth OAuth  xc10-grid   odr-connector-group On Demand Router Connector Group  odr On Demand Router  odr On Demand Router Library  GatewayScript GatewayScript  gatewayscript-user GatewayScript User  extlatency Enhanced Transactional Latency  cloud-gateway   cloud-connector   isamproxy   wxs-grid eXtreme Scale Grid  secure-gateway-client Secure Gateway Client  apiconnect API Connect  redis Redis  quota-enforcement Quota Enforcement  networkhsm-luna SafeNet Luna Network HSM  dfdl Data Format Description Language  xformng XFormNG  xquery XQuery  qmgr MQ Queue Manager  parse Parsing  tenant Tenant Management  product-insights   apigw API Gateway  apic-gw-service API Connect Gateway Service  gateway-peering Gateway Peering  ilmt-scanner ILMT Disconnected Scanner  ilmt-force-scan Force ILMT create package scan  gateway-peering-manager Gateway Peering Manager  opentracing Jaeger Client for Open Tracing  AMQP AMQP  kafka Kafka  api-stats API Stats Log Event Class Class of log event    Active Active Normal operation state, no failures.  Retrying Retrying Retrying to establish the connection. Messages might be dropped.  Failure Failure Connection failed. No messages collected.  Disabled Disabled The connection is disabled because the log target is disabed. Log connection status Log connection status    none Does not log any content Indicates that no logging occurs.  activity Logs invocation only Logs invocation only (only the resource URI is recorded).  header Logs activity and header Logs activity and header.  payload Logs activity, header, and payload Logs activity, header, and payload (body of the message). Log Content The type of content to be logged    Event Category Log event category Sets an event category.  Minimum Event Priority Sets the minimum priority for log event Sets the minimum event priority. The priorities are hierarchical. From lowest to highest, the hierarchy is debug, information, notice, warning, error, critical, alert, emergency.    Rotate Rotate the log file when the maximum size is reached. The DataPower Gateway creates a copy of the file and starts a new file. The DataPower Gateway retains the archived copies up to the specified number of rotations. After reaching the maximum number of rotations and the log file reaches its maximum size, the DataPower Gateway deletes the oldest file and copies the current file.  Upload Upload the log file when the maximum size is reached. The DataPower Gateway uploads the file using the specified upload method. Archive Mode Archive mode for log files    FTP File Transfer Protocol (FTP) Use the File Transfer Protocol (FTP) to upload the file.  SCP (deprecated) Secure Copy Use the SSH Secure Copy (SCP) protocol to upload the file.  SFTP SSH File Transfer Program Use the SSH File Transfer Protocol (SFTP) to upload the file.  SMTP Simple Mail Transfer Protocol Use the Simple Mail Transfer Protocol (SMTP) to upload the file. Upload Method Upload method for log files    Text Events as formatted text  Raw Events as unformatted text  XML Events in XML format  JSON (IBM Cloud Private) Events in JSON for IBM Cloud Private format  CBE Events in IBM Common Base Event (CBE) format  CSV Events in Comma Separated Value (CSV) format  Audit Internal use only  Diagnostic Internal use only Log format Log format    IP Address IP Address The explicit IP address on which to filter.    emergency System unusable An emergency-level message. The system is unusable.  alert Immediate action required An alert-level message. Immediate action must be taken.  critical Critical condition A critical message. Immediate action should be taken.  error Error condition An error message. Processing might continue, but action should be taken.  warning Warning condition A warning message. Processing should continue, but action should be taken.  notice Normal but significant condition A notice message. Processing continues, but action might need to be taken.  information Informational message An information message. No action required.  debug Debug message A debug message for processing information to help during troubleshooting. Log Level Log level    Emergency Emergency: system is unusable  Alert Alert: action must be taken immediately  Critical Critical: critical condition  Error Error: error condition  Warning Warning: warning condition  Notice Notice: normal but significant condition  Information Information: informational messages  Debug Debug: debug-level messages Log level Log level    Object Type Object type Specify the object type, which is the object class. With this filter, the log target collects log messages for only the specified object classes or for only particular instances of the specified object class.    Object Name Object name  Optionally enter the name of an existing object of the selected type.  To collect log messages for all instances of an object class, do not specify an object name. To collect log messages for a specific instance of an object class, specify its object name.  off Add Referenced Objects Whether to include log messages for objects that the specified object instance references.  Indicate whether to include log messages for objects that the specified object instance references.  When enabled, includes referenced objects. When disabled, excludes referenced objects. Included objects are a static snapshot when you apply the object filter. If referenced objects are added after you apply the object filter, messages for these referenced objects are not logged. For example, if you specify a particular service that has handlers and a handler is added after you apply the object filter, messages are not logged for the added handler.    Second One second precision Write log entries with one second precision. Fractional seconds are not shown in the timestamp.  Microsecond Microsecond precision Write log entries with microsecond precision. Six digits of subsecond precision are shown in the timestamp. Log Timestamp Precision Timestamp precision of the log entry    Active No failure Normal operation state, no failures.  Warning Warning Target is approaching failure conditions. Messages might be dropped.  Failure Failure Target failed. No messages collected.  Suspended Suspended The target is busy because it is sending messages. Log status Log status    syslog syslog-style timestamp Uses the syslog-style timestamp.  Numeric Numeric timestamp Uses a numeric timestamp.  zulu ISO UTC format Milliseconds used as the timestamp format in Coordinated Universal Time (UTC) in log messages yyyymmddThhmmss+oo:oo. Log timestamp format Log timestamp format    Message ID msgid Specify the message ID or event code to trigger the CLI command.    Regular Expression regexp Optional: specify a regular expression as an additional trigger criteria. When a regular expression is provided, the expression must match the log message to trigger the CLI command.  on Only Once Only once If enabled, the specified CLI command will only execute the first time the trigger conditions are met.  on Only this Trigger Stop processing further rules on match If enabled, when this command is triggered, other commands that have the same trigger criteria will not be processed. If disabled, subsequent commands that share the same trigger criteria will process.  CLI Command CLI command Specify the command to execute if the trigger criteria are met.    Console Writes to the screen Writes log entries to the screen when using Telnet, SSH, or command-line access through the serial port.  Cache Writes to system memory Writes log entries to system memory.  syslog Forwards to a remote syslog daemon (UDP) Forwards log entries using UDP to a remote syslog daemon. The local address, remote address, remote port, syslog facility can be set. The processing rate can be limited.  syslog-tcp Forwards to a remote syslog daemon (TCP) Forwards log entries using TCP to a remote syslog daemon. The local address, remote address, remote port, syslog facility can be set. a TLS connection to the syslog host can be created. The processing rate can be limited.  SMTP Forwards as email Forwards log entries as email to the configured remote SMTP servers and email addresses. Before sending, the contents of the log can be encrypted or signed. The processing rate can be limited.  File Writes to a file in the DataPower file system Writes log entries to a file in the DataPower file system. The file can be archived using the rotate or upload method. The file can be sent as email. The entire file can be encrypted and signed.  SOAP Forwards as SOAP messages Forwards log entries as SOAP messages. The log format must be XML or IBM Common Base Event (CBE). The URL can be set. The processing rate can be limited. Select a remote SOAP target. Routing logging messages to a local SOAP service can cause a large amount of logging feedback and increased resource consumption.  SNMP Forwards as SNMP traps Forwards log entries as SNMP traps to configured recipients. The processing rate can be limited.  NFS Writes to a file on an NFS server Writes log entries to a file on a remote NFS server. The file can be archived using the rotate method. The processing rate can be limited. Note that network-file type messages are not logged to NFS log targets. Log type Type of log target    WebSphere version 1 LTPA token version used by WebSphere Application Server release earlier than version 5.1.0.2 (for z/OS) and prior to version 5.1.1 for other platforms. The default format for releases prior to version 6.1.  WebSphere version 2 LTPA token version introduced in WebSphere Application Server version 5.1.0.2 (for z/OS) and version 5.1.1 for other platforms. The default format for version 6.1 and later.  Domino The LTPA-like Domino Session ID cookie. Domino can consume WebSphere version 1 tokens. LTPA token version    WebSphere version 1 LTPA token version used by WebSphere Application Server releases earlier than version 5.1.0.2 (for z/OS) and earlier than version 5.1.1 for other platforms. The default format for releases earlier than version 6.1.  WebSphere version 1 - FIPS LTPA token version that is FIPS compliant and used by WebSphere Application Server releases. This version is supported in WebSphere Application Server version 6.0 and later.  WebSphere version 2 LTPA token version introduced in WebSphere Application Server version 5.1.0.2 (for z/OS) and version 5.1.1 for other platforms. The default format for version 6.1 and later.  WebSphere 7.0 version 2 LTPA token version 2 introduced in WebSphere Application Server version 7.0. This version is the same as previous LTPA token version 2. The difference is in the ValueType attribute of the BinarySecurityToken.  Domino The LTPA-like Domino Session ID cookie. Domino can consume WebSphere version 1 tokens. LTPA token version    LTPA user attribute name Name of the user attribute included in the LTPA token. Specify the name of the user attribute included in the generated token. LTPA attributes are relevant for only WebSphere LTPA tokens.  LTPA user attribute type Type of the LTPA user attribute. Select the type of user attribute.    LTPAUserAttributeType static LTPA user attribute static value Static value of the user attribute included in the LTPA token. Specify the fixed value of the LTPA user attribute. If the value contains the characters '$', ':', or '%', these characters are escaped.    LTPAUserAttributeType xpath LTPA user attribute XPath value XPath expression that evaluates to the value of the user attribute included in the LTPA token. Specify the XPath expression or use the XPath Tool to create the XPath expression to be evaluated against the input message at runtime. The result of which will be set as the value of the attribute.    Static Attribute value known at configuration time. The attribute value is known at configuration time. When selected, specify a fixed value for the named attribute.  XPath Attribute value resolved at runtime with an XPath expression. The attribute value is resolved at runtime. When selected, specify the XPath expression in the input message to evaluate. LTPA user AttributeType    LTPA  Use the following namespace for all LTPA token versions:  http://www.ibm.com/websphere/appserver/tokentype/5.0.2/#LTPA  LTPA or LTPAv2  Use one of the following namespaces based on the LTPA token version:  http://www.ibm.com/websphere/appserver/tokentype/5.0.2/#LTPA http://www.ibm.com/websphere/appserver/tokentype/#LTPAv2    activeBasic Default HA automatic recovery mode Checks the status of HA members. If required, runs synchronization.  activeEnhanced Enhanced HA automatic recovery mode Checks the status of HA members. If required, runs synchronization. During synchronization, restores all sessions and their login states.    Crypto Officer (CO)  Access with the Crypto Officer role.  Crypto User (CU)  Access with the Crypto User role. Login role    None  Does not use security option other than the network trust link (NTL).  HTL  Use Host Trust Link (HTL). An HTL provides an additional verification layer that uses a one-time-token to secure the connection between the DataPower Gateway and the Luna HSM. For more information about host trust link, see the SafeNet Luna HSM documentation. Security Option    Weighted least connections Weighted least connections algorithm The weighted least connection algorithm uses an internal CPU-based weight with the number of current connections to each member to distribute incoming connections among available member. A member receives a new connection that is based on a combination of its weight (or preference) and its number of active connections. The algorithm attempts to balance the connection completion rate across members so that each member has the same number of active connections.  Round robin Round robin algorithm The round robin algorithm maintains a list of members and evenly distributes incoming connections among available members. The algorithm attempts to balance the incoming connection rate across members. Distribution algorithm Distribution algorithm    CPU Based CPU Based  Equal Equal Weight Algorithm Weight Algorithm    Matching type Set the match type for evaluation. The match type for evaluation.    Type http   HTTP header Enter the name of the HTTP header to examine. For HTTP matching, the name of the HTTP header to examine.    Type http   HTTP value match Enter the value match for the HTTP header. For HTTP matching, the value match for the HTTP header. Enter a match pattern or a literal string.    Type url fullyqualifiedurl host   URL match Enter the URL match expression. The URL match expression.    Type errorcode   Error code Enter the error code match expression. The error code match expression.    Type xpath   XPath expression Enter the XPath match expression. The XPath match expression.    Type method   HTTP method Set the HTTP method. The HTTP method.  ^[a-zA-Z0-9!#$%&'*+-.^_`|~]{1,8192}$   Method custom   Custom method Enter the custom HTTP method. For a custom method, the custom HTTP method.    URL Use the URL match pattern against the path part of a URL.  HTTP Use the name of the HTTP header and the value match pattern against the values for HTTP headers.  Error Code Use the event code match pattern against event codes.  XPath Use the XPath expression match pattern against file contents.  Full URL Use the URL match pattern against the full URL, which includes the protocol.  Host (deprecated) Use the URL match pattern against the host and port portions of the URL. The match occurs against the HTTP host header, which is the way that HTTP 1.1 does virtual hosting. Deprecated: Use an HTTP match.  HTTP method Compare the HTTP method against the value of the HTTP request line.    Other Other Other  Configuring Configuring, auto-negotiation in progress Configuring, auto-negotiation in progress  Complete Complete Complete  Disabled Disabled Disabled  Parallel detection failed Parallel detection failed Parallel detection failed Ethernet MAU auto-negotiation status Ethernet MAU auto-negotiation status Ethernet MAU auto-negotiation status    No error No error No error  Offline Offline Offline  Link failure Link failure Link failure  Auto-negotiation error Auto-negotiation error Auto-negotiation error Ethernet MAU auto-negotiation fault Ethernet MAU auto-negotiation fault Ethernet MAU auto-negotiation fault    10BASE-T half-duplex 10BASE-T half-duplex 10BASE-T half-duplex  10BASE-T full-duplex 10BASE-T full-duplex 10BASE-T full-duplex  100BASE-X half-duplex 100BASE-X half-duplex 100BASE-X half-duplex  100BASE-X full-duplex 100BASE-X full-duplex 100BASE-X full-duplex  100BASE-T4 half-duplex 100BASE-T4 half-duplex 100BASE-T4 half-duplex  100BASE-TX half-duplex 100BASE-TX half-duplex 100BASE-TX half-duplex  100BASE-TX full-duplex 100BASE-TX full-duplex 100BASE-TX full-duplex  100BASE-T2 half-duplex 100BASE-T2 half-duplex 100BASE-T2 half-duplex  100BASE-T2 full-duplex 100BASE-T2 full-duplex 100BASE-T2 full-duplex  1000BASE-T half-duplex 1000BASE-T half-duplex 1000BASE-T half-duplex  1000BASE-T full-duplex 1000BASE-T full-duplex 1000BASE-T full-duplex  1000BASE-X half-duplex 1000BASE-X half-duplex 1000BASE-X half-duplex  1000BASE-X full-duplex 1000BASE-X full-duplex 1000BASE-X full-duplex  Asymmetric PAUSE for full-duplex Asymmetric PAUSE toward link partner for full-duplex Asymmetric PAUSE toward link partner for full-duplex  Symmetric PAUSE for full-duplex Symmetric PAUSE for full-duplex Symmetric PAUSE for full-duplex  Asymmetric and symmetric PAUSE for full-duplex Asymmetric and symmetric PAUSE toward local device for full-duplex Asymmetric and symmetric PAUSE toward local device for full-duplex Ethernet MAU negotiation bits Ethernet MAU negotiation bits Ethernet MAU negotiation bits    Detected Detected, FLP bursts seen Detected, FLP bursts seen  Not Detected Not Detected, no FLP bursts seen Not Detected, no FLP bursts seen Ethernet MAU auto-negotiation remote signaling Ethernet MAU auto-negotiation remote signaling Ethernet MAU auto-negotiation remote signaling    Other Other Other  Unknown Unknown at present time Unknown at present time  No jabber No jabber, normal No jabber, normal  Jabber error Jabber error Jabber error Ethernet MAU jabber status Ethernet MAU jabber status Ethernet MAU jabber status    Other Other Other  Unknown Unknown at present time Unknown at present time  Available Available, normal Available, normal  Not available Not available Not available  Remote fault Down due to remote fault Down due to remote fault  Offline Offline Offline Ethernet MAU link status Ethernet MAU link status Ethernet MAU link status    Name The name for the message content filter Specify the name for the message content filter.  Type The type of message content filter Select the type of the message content filter.    Type http   HTTP Header Name The name of the HTTP header field to match against Enter the name of the HTTP header field. Available for HTTP header-based filters.    Type http   HTTP Header Value The value of the HTTP header field to match against Enter the explicit, literal string value for the HTTP header field. Wildcards are not supported. Available for HTTP header-based filters.    Type xpath   XPath Expression The XPath expression to match against Enter the XPath expression or use the builder to define the XPath expression that is used to evaluate the messages to obtain the XPath value. Available for XPath-based filters.    Type xpath   XPath Value The value of the XPath expression to match against Enter the contents of the element for the XPath expression. Available for XPath-based filters.    HTTP An HTTP header-based message content filter.  XPath An XPath-based message content filter.    All Predefined Categories   IBM MQ IBM MQ Metadata supported by IBM MQ The Metadata category to support IBM MQ services.   TIBCO EMS TIBCO EMS Metadata supported by TIBCO EMS The Metadata category to support TIBCO EMS services.   WebSphere JMS WebSphere JMS Metadata supported by WebSphere JMS The Metadata category to support WebSphere JMS services.   HTTP  HTTPS HTTP, HTTPS Metadata supported by HTTP and HTTPS protocol services The Metadata category to support HTTP and HTTPS protocols.  CUSTOMIZABLE  Custom Header User-defined metadata based on names of protocol headers The Metadata category to support user-defined metadata items from any physical or virtual protocol header.  Custom Variable User-defined metadata based on variable names The Metadata category to support user-defined metadata items from any service, context, or system variable. Processing Metadata Categories    None (Error) TBD TBD  authentication URL From the response headers received from the authentication URL An HTTP GET request is sent to the authentication URL and the metadata is returned in specified response headers.  external metadata URL From the response headers received from an external metadata URL An HTTP GET request is sent to an external metadata URL and the metadata is returned in specified response headers. Metadata obtained from the metadata URL overwrites any existing metadata obtained from the authentication URL.    Metadata Category Category for the Metadata Item Select the category for the Metadata Item. The Metadata Item selections change according to the selected category. To create a custom Metadata Item, select either Custom Header or Custom Variable. For a custom Metadata Item, specify the name of the metadata item and its data source.  Metadata Item Alias for the Metadata Item  For all except custom items, select a Metadata Item. The list provides an alias for the actual name of a protocol header or system variable. The elements contained in the XML nodeset that is returned by the Processing Metadata object have names that correspond to the actual data source For custom items, enter an alphanumeric string for this custom alias. The string cannot contain white space.    MetaCategory header variable   Custom Data Source Data source for a custom item For custom items only, enter the name of the protocol header or the name of the variable (service, context, or system) that contains the data to be returned in the metadata XML nodeset. The provided value is the name of the element in the returned nodeset that contains the data.        Terminate at First Throttle Monitors execute in the order in which they are listed. After any monitor either shapes (buffers to delay) or rejects a message, no further monitors will execute. If there are six monitors and the second monitor executes and rejects the message, the remaining monitors (three to six) do not execute.  Terminate at First Match Monitors execute in the order in which they are listed. After any monitor matches a message and takes any action at all, no further monitors will execute. If there are six monitors and the second monitor executes and logs the message, the remaining monitors (three to six) do not execute. Monitors Processing Policy Monitors Processing Policy    January  February  March  April  May  June  July  August  September  October  November  December    Client Transport Type  Client Get Queue  Client Put Queue  Client Port    None No header to extract Content-Type  MQRFH MQRFH header to extract Content-Type  MQRFH2 MQRFH2 header to extract Content-Type    CICS Bridge Header (MQCIH)  Dead Letter Header (MQDLH)  IMS Information Header (MQIIH)  Rules and Formatting Header (MQRFH)  Rules and Formatting Header (MQRFH2)  Work Information Header (MQWIH) IBM MQ header type    Processing Type Processing Type Select the rule direction or type that will trigger the probe.  XPath Expression XPath expression to match element in message Specify an XPath expression of use the XPath Tool to define an XPath expression to match against messages. Messages that contain the expression will trigger the probe. Debug Triggers Types of triggers that capture transactions    Server Transport Type  Server Get Queue  Server Put Queue  Server Port    IBM MQ Gateway IBM MQ Gateway. IBM MQ Gateway.  MQ Host IBM MQ Host. IBM MQ Host.  IBM MQ Proxy IBM MQ Proxy. IBM MQ Proxy. MQ service type Type of IBM MQ service. Type of IBM MQ service.    None  NULL_MD5  NULL_SHA  RC4_MD5_US  RC4_SHA_US  TRIPLE_DES_SHA_US  TLS_RSA_WITH_AES_128_CBC_SHA  TLS_RSA_WITH_AES_256_CBC_SHA  AES_SHA_US  TLS_RSA_WITH_NULL_SHA256  TLS_RSA_WITH_AES_128_CBC_SHA256  TLS_RSA_WITH_AES_256_CBC_SHA256 IBM MQ TLS cipher specifications The available cipher specifications for use with IBM MQ TLS    Static Backend  Dynamic Backend  Dynamic Response Proxy Type Proxy Type    None  NULL_MD5  NULL_SHA  RC4_MD5_EXPORT  RC4_MD5_US  RC4_SHA_US  RC2_MD5_EXPORT  DES_SHA_EXPORT  RC4_56_SHA_EXPORT1024  DES_SHA_EXPORT1024  TRIPLE_DES_SHA_US  TLS_RSA_WITH_AES_128_CBC_SHA  TLS_RSA_WITH_AES_256_CBC_SHA  AES_SHA_US  TLS_RSA_WITH_NULL_SHA256  TLS_RSA_WITH_AES_128_CBC_SHA256  TLS_RSA_WITH_AES_256_CBC_SHA256  ECDHE_ECDSA_AES_128_CBC_SHA256  ECDHE_RSA_AES_128_CBC_SHA256 IBM MQ TLS cipher specifications The available cipher specifications for use with IBM MQ TLS    Internal Operates in internal mode  External Do not use    Client-IP Match PCRE to match client IP addresses Specify a PCRE to match against client IP addresses. Requests from clients with matching IP addresses will trigger the probe. To create a match for all IP addresses, specify .* instead of * as the PCRE.  Inbound URL Match PCRE to match inbound URL requests Specify a PCRE to match against the inbound URLs. Requests from clients with matching URLs will trigger the probe. To create a match for all URLs, specify .* instead of * as the PCRE.  Outbound URL Match PCRE to match outbound URL responses Specify a PCRE to match against the outbound URLs. Responses from servers with matching URLs will trigger the probe. To create a match for all URLs, specify .* instead of * as the PCRE.  Processing Type Processing rules direction or type to match Select the rule direction or type that will trigger the probe.  Processing Rule Match PCRE to match names of processing rules Specify a PCRE to match against names of processing rules. Rules with matching names will trigger the probe. To create a match for all names, specify .* instead of * as the PCRE.  XPath Expression Match XPath expression to match element in message Specify an XPath expression of use the XPath Tool to define an XPath expression to match against messages. Messages that contain the expression will trigger the probe. Debug Triggers    Encode Optimizes an input message.  Decode Reconstitutes the original message. MTOM Mode    select XPath Expression XPath Expression An XPath expression that defines which schema element or schema elements are subject to this rule. Click XPath Tool to launch the XPath expression builder. To use this tool, upload an example document. After the example document is loaded, the tool allows you to select the elements to construct the corresponding XPath expression. After selecting the elements, click Done to return to the MTOM Rules Properties window.  content-type Content Type Content Type The Content Type for the extracted element data. This option overrides the value that is attained from the xmlmime:contentType attribute. If the provided XPath matches more than one element, each corresponding MIME attachment part will contain a content-type header with this value. If different content-type values are required, selective XPath expressions are required.  content-id Content ID Content ID If not explicitly configured, content IDs are automatically generated. Using this property allows for the explicit configuration of content-id headers and their associated href values. Rules that match multiple data elements result in one attachment part for all matched elements. The resulting attachment part contains data from the last match only. MTOM Rule    4 Maximum Number of Parts Maximum number of parts allowed. Defaults to 4.  5000000 Maximum Size Per Part bytes Maximum size allowed for any one part. Defaults to 5000000.  5000000 Maximum Aggregate Size of All Parts bytes Maximum size allowed for all parts combined. Defaults to 5000000.  off Restrict Sub-Content Types If set, this forces the individual form-data content types to be matched against the general list of request acceptable content-type expressions.    Name  Enter the name of an input or output expected by the map. This must be the same as a cardname identified in the map file. For example, "cardnum1".  Context Enter the name of the DataPower processing context that contains the input data or will contain the output data corresponding to the input or output expected by the map. Use INPUT to designate the context containing the original request. Use OUTPUT to designate the standard DataPower output context.    Default Uses input and output contexts defined at action level The action uses the input and output contexts that are defined for the action. This value works when the map defines only one input and only one output.  Explicit Uses explicitly defined named inputs and named outputs The action uses the contexts that are explicitly defined for the action. The input and output contexts that are defined at the action level are ignored.  Dynamic (Deprecated) For Design Studio testing purposes only (Deprecated). Used by IBM Transformation Extender Design Studio to test its generated maps against a DataPower Gateway. This value is not valid for use on the DataPower Gateway during service or action development. In other words, do not use this value in a development, test, or production environment on a DataPower Gateway.  interop Locate Named Inputs and Outputs Named inputs and outputs can be specified explicitly or dynamically, or can default to the unnamed regular input and output.    IP address Enter the IP address of DNS server. The IP address of a DNS server.  1 65535 53 UDP port Enter the UDP port on the DNS server.  The UDP port that the DNS server monitors. The default value is 53. This setting is ignored with the first alive load balancing algorithm.  1 65535 53 TCP port Enter the TCP port on the DNS server.  The TCP port that the DNS server monitors. The default value is 53. This setting is ignored with the first alive load balancing algorithm.  0  3 Attempts Set the maximum number of resolution attempts.  The maximum number of times to send a query to the DNS server. By default, an unacknowledged resolution request is attempted 3 times. This setting is ignored with the first alive load balancing algorithm. For the first alive algorithm, define this behavior at the DNS settings level rather than the individual server level.        Prefix Prefix for namespace The prefix (Prefix:) used to map namespaces that might be encountered in client requests.  URI URI for namespace The URI (URI:) used to map namespaces that might be encountered in client requests.    INCOMPLETE Incomplete The cache entry is in the incomplete state. It is inaccessible.  REACHABLE Reachable The cache entry is in the reachable state. It is accessible.  STALE Stale The cache entry is in the stale state. It is potentially accessible.  DELAY Delay The cache entry is in the delay state. It is inaccessible.  PROBE Probe The cache entry is in the probe state. It is inaccessible.  FAILED Failed The cache entry is in the failed state. It is inaccessible.  NOARP Noarp The cache entry is in the noarp state. It is inaccessible.  PERMANENT Permanent The cache entry is in the permanent state. It is always accessible. ND cache entry state Gives the state of a ND cache entry.    No No No negotiation  Auto Auto Automatic negotiation  Failed Failed Failure to negotiate  Restarted Restarted Negotiation restarted, and the negotiated mode might change Ethernet negotiation status Ethernet negotiation status Ethernet negotiation status.    auto-retry off Automatic Retry Advanced recovery after network error. The device can automatically retry connecting to the remote host when a TCP connection failure occurs.  retry-interval 1 1 Retry Interval Seconds to wait between retrying failing connections. seconds This sets the number of seconds to wait between attempting to retry failed connections to a remote host.  reporting-interval 1 1 Reporting Interval Only log a failure as an error at this interval. retries The number of failed retries between creation of error log messages.  total-retries 1 1 Total Retries Total number of times to retry. retries Total number of times to retry before giving up.    Hard Makes this NFS mount a hard mount, which is the default behavior. Hard mounts ensure the reliable transfer of data. If the NFS server is unavailable for more than two minutes, the appliance might reboot due to a watchdog error.  Soft Makes this NFS mount a soft mount. Soft mounts can expose the risk of undetected data corruption and the loss of files read or written via NFS. If the NFS server is unavailable and the retransmit timeout and count does not complete in less than two minutes, soft mounts might prevent a reboot due to a watchdog error. Select this behavior only if preventing watchdog errors is more important than data integrity. NFS Mount Type NFS mount type    New The mount is newly created. Mounting has not yet started.  Mounting The mount process in progress.  Up The mount process is complete and healthy. Files can be opened.  Down The mount process is complete, but the server is down or unreachable.  Unmounting The unmount process is in progress.  Unmounting for remount The unmount process is in progress to change mount parameters. When the unmount process is complete, will remount.  Unmounted The unmount process is complete.  Defective The mount process cannot complete because of a corrupt state or because of the configuration. NFS mount state NFS mount state State of an NFS mount.    Static URL  Dynamic URL Type NFS mount type Type of NFS mount service.    TCP Uses TCP. TCP is more reliable and allows larger read and write operations than UDP. If selected and not available, falls back to UDP.  UDP Uses UDP. Some early NFS Version 2 servers support only UDP. NFS Transport NFS transport protocol    FIPS FIPS 140-2 compliance Enable FIPS 140-2 compliance. This is a legacy compliance mode that is deprecated. Use other modes instead.  NIST SP 800-131a transition NIST SP 800-131a support at the transition level Enable NIST SP 800-131a support at the transition level. The transition level has fewer restrictions than the strict level. This is a legacy compliance mode that is deprecated. Use other modes instead.  NIST SP 800-131a strict NIST SP 800-131a support at the strict level Enable NIST SP 800-131a support at the strict level. This enforcement is required by some federal agencies and enterprises that work with the federal government starting in 2014.  NSA Suite B 128 NSA Suite B at the 128-bit support level Enable NSA Suite B at the 128-bit support level.  NSA Suite B 192 NSA Suite B at the 192-bit support level Enable NSA Suite B at the 192-bit support level. NIST Compliance Modes The list of allowable NIST compliance levels for FIPS compliance.    MQ2HTTP  HTTP2MQ    Authorization Code Grant Authorization code to obtain authorization Use the authorization code grant type to obtain authorization.  Implicit Grant Implicit grant to obtain authorization Uses the implicit grant type to obtain authorization.  Resource Owner Password Credential Grant Resource owner password credential to obtain authorization Uses the resource owner password credential grant type to obtain authorization.  Client Credentials Grant Client Credentials to obtain authorization Uses the client credentials grant type to obtain authorization.  JWT Grant JSON Web Token Grant Uses the JWT grant type to obtain authorization.  Disable Validation Grant Disable validation grant type Disables the use of validation grant type to verify an access token.  OpenID Connect ID token for OpenID Connect support Supports OpenID Connect.  SAML 2.0 Bearer SAML 2.0 Bearer to obtain authorization Uses an SAML 2.0 bearer token to obtain authorization    Replay Only Uses replay cache Uses replay cache to prevent replay attacks.  Token Cache Uses system cache Uses system memory to support revocation.  Custom Uses custom processing Uses a custom stylesheet or GatewayScript file that defines how to handle revocation.  Distributed Cache Distributed Cache Uses storage associated with the Quota Enforcement server.    Authorization Form State Authorization Form State For tracking authorization forms.  Authorization Code Authorization Code For tracking authorization codes.  Access Token Access Token For tracking access tokens.  Refresh Token Refresh Token For tracking refresh tokens. Type OAuth cache type    Client Secret Client secret Uses the client secret for authentication.  Client certificate from TLS Client certificate from a mutual TLS communication Uses the client certificate from a mutual TLS communication for authentication.  JWT JWT that the client sends Validates the JWT that the client sends for authentication.    Confidential Confidential Clients can maintain the confidentiality of their credentials or can secure client authentication through other means.  Public Public Clients cannot maintain the confidentiality of their credentials or cannot secure client authentication through other means.    None (Error) None (Error)   Validate request Validate request Validates the incoming request from the client.  Generate authorization code Generate authorization code Generates the authorization code for the client, which represents the resource owner's authorization that grants access to the requested resource.  Verify authorization code Verify authorization code Verifies the authorization code from the client.  Verify refresh token Verify refresh token Verifies the refresh token from the client.  Collect Metadata Collect Metadata Collect metadata from authentication url and metadata url.  Generate access token Generate access token Generates the access token to the client when the authorization code or refresh token is verified.  Introspect token Introspect token Introspects the token to determine its state. When the state is active, introspects its metadata.  Revoke token Revoke token Revokes the token's access.    Custom Use a custom stylesheet or GatewayScript file to define all the details of the OAuth client configuration. Uses a custom stylesheet or GatewayScript file to define all the details of the OAuth client configuration.  Template Use a combination of a stylesheet or GatewayScript file and a client template to define the OAuth client configuration. Uses a combination of a stylesheet or GatewayScript file and a template to define the OAuth client configuration.    Verbose Return verbose details Returns verbose details and the error description if an error occurs. This feature can be enabled by setting the var://context/oauth/features variable to "verboseerror".  One-time use access token Access token is a one-time use token Indicates that the access token is a one-time use token, which requires the support of token cache, distributed cache, or external caching support.  Require PKCE for Authorization Code Proof Key for Code Exchange must be used for Authorization Code Grant Type Indicates application must use Proof Key for Code Exchange for Authorization Code Grant Type.  Allow reuse of refresh token Refresh token can be reused until it expires or is revoked Indicates whether the refresh token can be reused until it expires or is revoked.    None (Error) TBD TBD  Implicit Uses the implicit grant type to obtain authorization In the implicit flow, the client receives the access token directly from the resource owner.  Resource owner - Password Uses the password credential of the resource owner to obtain authorization In the resource owner password credentials flow, the client uses password credentials of the resource owner to obtain authorization.  Resource owner - JSON Web Token Uses JSON Web Token (JWT) Bearer Token to obtain authorization In the JWT flow, the client uses a previously obtained JSON Web Token to obtain authorization.  Client credentials Uses client credentials to obtain authorization In the client credentials flow, the client uses its own credentials to obtain authorization.  Authorization code Uses authorization codes to obtain authorization In the authorization code flow, the client directs the resource owner to an intermediary authorization server. The server issues access token to the client after authenticating the client.    API Connect API Connect Uses IBM API Connect as the OAuth provider.  Third-party Third-party Uses an OAuth provider other than IBM API Connect.    Authorization and Token Endpoints Role is authorization server endpoints: authorization endpoint and token endpoint For requests, the DataPower Gateway is the authorization server endpoints: authorization endpoint and token endpoint.  Enforcement Point for Resource Server Role is the enforcement point for the resource server For requests, the DataPower Gateway is the enforcement point for a resource server.    Resource Owner DP-OWNER header with resource owner information Creates the DP-OWNER HTTP header. This header contains the information about the resource owner.  Client ID DP-CLIENTID header with client_id information Creates the DP-CLIENTID HTTP header. This header contains the information about the client_id.  Scope DP-SCOPE header with scope information Creates the DP-SCOPE HTTP header. This header contains the information about the scope.  Customized Info DP-MISCINFO header with customized information Creates the DP-MISCINFO HTTP header. This header contains the information provided by customer.    OAuth Client Type Supported OAuth client type  API OAuth Flow Supported OAuth flow OAuth Type     Tivoli Federated Identity Manager Authorization endpoint Tivoli Federated Identity Manager is the validation endpoint.    dmgr-host Connector host Sets the host name of the server where the Intelligent management service is enabled The host name of the server where the Intelligent management service is enabled.  dmgr-port Connector port Sets the port on the server where the Intelligent management service is enabled The port on the server where the Intelligent management service is enabled. ODR Connector    Yes  No Connector currently active Connector currently active    Starting Starting The ODR connnector group is starting.  Started Started The ODR connnector group has started.  Partial Start Partial Start The ODR connnector group has partially started.  Failed Failed The ODR connnector group has failed.  Stopping Stopping The ODR connnector group is stopping.  Stopped Stopped The ODR connnector group has stopped. ODR connnector group state ODR connnector group state ODR connnector group state    odr-conn-prop-name Name Set the name for a connector group property The name for a connector group property.  odr-conn-prop-value Value Set the value for the connector group property The value for the connector group property. ODR Connector    odr-prop-name Name Property name Enter the name of a property.  odr-prop-value Value Property value Enter the value of a property. ODR Custom Property    code id_token AZ Code and ID Token Supports request of ID Token as well as AZ Code from authentication endpoint.  code token AZ Code and Access Token Supports request of Access Token as well as AZ Code from authentication endpoint.  code id_token token AZ Code, ID Token and Access Token Supports request of ID Token and Access Token as well as AZ Code from authentication endpoint.    All Monitor all operations that are defined in the WSDL file.    Normal  Common criteria compliance    True The sensor status is true.  False The sensor status is false. Other sensor value    General General-purpose compilation mode without specialization.  Stream Specialized compilation mode for direct output to a network stream.  Context Specialized compilation mode for output to a temporary context variable.  Events Specialized compilation mode for event-driven output. XSLJIT specialized compilation mode    None No AS packaging should be used.  AS2 Use AS2 packaging.  AS3 Use AS3 packaging.    timed The duration is based on the specified time. The packet capture stops after the specified time or earlier if another criterion is met.  continuous The duration is until manually stopped. The capture continues until it is manually stopped. Mode The timing mode for the packet capture.    Detect Detect document type Detects the document type and parses the payload accordingly.  XML Parse as XML Parses the payload as XML.  JSON Parse as JSON Parses the payload as JSON.  Binary Parse as Binary Parse the payload as binary large object (BLOB).  GraphQL Parse as GraphQL  Parse the payload as GraphQL. Query variables can be sent as a JSON string in a query parameter called 
                         variables
                        . If the query contains several named operations, an 
                         operationName
                        query parameter is required to determine which operation is to be executed. Parse Document Type    None Do not save metrics in a context. When set to 'None', the metrics for the parse result are not saved in a context.  XML Save result metrics in XML format. When set to 'XML', the metrics for the parse result are saved in the specified context in XML format.  JSON Save result metrics in JSON format. When set to 'JSON', the metrics for the parse result are saved in the specified context in JSON format.  GraphQL Save result metrics in GraphQL format. When set to 'GraphQL', the metrics for the parse result are saved in the specified context in GraphQL format. Parse metrics result type Language format to save parse metrics result    md5crypt  sha256crypt User Account Password Hash Algorithm The hash algorithm used for user account passwords.    AAA information file Use a DataPower AAA information file  Custom processing Use a custom stylesheet or GatewayScript file Password-retrieval mechanism    None No passwords are emitted or stored in persisted configuration.  Masked All passwords are emitted and stored in the persisted configuration in a masked, obfuscated form. Obfuscation uses a passphrase.    Ethernet interface Physical Ethernet port Indicates that the capture is on the base Ethernet MAC interface. Traffic over any VLAN sub-interface configured on the Ethernet interface is included in the capture.  VLAN interface IEEE 802.1q virtual LAN Indicates that the capture is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  Loopback interface Software loopback interface Indicates that the capture is for localhost traffic. This traffic is on the software loopback interface for Internet Protocol traffic (CIDR 127/8 in IPv4 or ::1/128 in IPv6).  Link aggregation interface IEEE 802.3ad link aggregation interface Indicates that the capture is on an IEEE 802.3ad link aggregation interface, which is composed of one of the base Ethernet MAC interface.  Standalone interface Standalone network interfaces suitable for standalone standby control Indicates that the capture is on standalone interfaces which are configured by the underlying operating system.  All interfaces All interfaces Indicates that the capture is on all Ethernet MAC interfaces. Packets that arrive on any Ethernet MAC interfaces are captured. Interface type Interface types    SLM Unicast An SLM peer group that uses unicast packet transmission for data exchange.  SLM Multicast An SLM peer group that uses multicast packet transmission for data exchange. Peer Group Type Type of the peer group    3DES-CBC  AES128-CBC  AES192-CBC  AES256-CBC  RC2-40-CBC  RC2-64-CBC  RC2-CBC PKCS#7 Encryption Algorithm Select the PKCS#7 algorithm for encryption.    None Raw data. No encoding or decoding.  Base 64 Input data is base 64 decoded. Output data is base 64 encoded. Encoding Format Encoding format for the data that is input to or output from PKCS#7 operations. The format is for the data, not the object itself. The data is decoded from the specified format on input to sign and encrypt before the operation is performed. The data is encoded into the specified format on output from verify and decrypt after the operation is performed.    DER ASN.1 object in raw binary  Base64 encoded DER ASN.1 object in raw binary that is then base 64 encoded.  PEM An ASN.1 object in PEM format that is base64 encoded and then placed between header and trailer lines to identify the content.  S/MIME An S/MIME message. Encoding Format Encoding formats for the PKCS#7 ASN.1 object. The format is for the object, not the data.    dsa-sha1 DSA with SHA-1  rsa-md5 RSA with MD5  rsa-sha1 RSA with SHA-1  rsa-sha256 RSA with SHA-256  rsa-sha384 RSA with SHA-384  rsa-sha512 RSA with SHA-512 PKCS#7 Signing Algorithm Select the algorithm for PKCS#7, CMS, or S/MIME signing.    Enabled Sets the plan status to enabled. Sets the plan status to enabled.  Disabled Sets the plan status to disabled. Sets the plan status to disabled.    WSDL Component Type Type of WSDL Component Select a type of WSDL Component    WSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the qname of a wsdl component formatted {ns}ncname  Fragment Identifier Matches Fragment Identifier WSDL Component Identify a wsdl component    Filter Reject messages that do not satisfy the policy. If a client request or a server response does not satisfy policy, the service rejects the message. Rejection triggers error handling.  Enforce Attempts to transform messages that do not satisfy the policy by using defined policy parameters. If a client request or a server response does not satisfy policy and the configuration defines the required policy parameters, the service modifies the original message to satisfy policy. If the configuration does not contain the required policy parameters, the mode switches to filter behavior and triggers error handling. The log contains a warning message that explains the cause for failure. If the cause is a missing certificate for encryption, the log will contain an entry that is similar to the following warning: WS-SecurityPolicy Mapping: A message cannot be encrypted during enforcement. Enforcement Mode Select an enforcement mode for messages.    Apply Policy to Fault from the backend application Policy Framework Features This turns on DataPower specific features    Matching Rule Select the Matching Rule that defines the matching criteria.  Processing Rule Select the Processing Rule to run.    Name Policy parameter key name Policy key name formated {policy-domain-ns}name  Value Policy parameter value Value for corresponding policy parameter key. Parameter Policy key value pair    Service Subject  Endpoint Subject  Operation Subject  Message Input Subject  Message Output Subject Policy Subjects Policy Subject Selections    Basic authentication   Authenticated POP (APOP)  Authentication method    None Establishes an unsecured connection.  STARTTLS negotiation Uses the POP STARTTLS feature to negotiate a secure connection. If negotiation succeeds, establishes a secure connection using the assigned TLS profile. If negotiation fails, no connection is made.  Implicit TLS Establishes a secure connection using the assigned TLS profile. Connection security    eth0 Ethernet port 0  eth1 Ethernet port 1  eth2 Ethernet port 2  eth3 Ethernet port 3  mgt0 Management Ethernet port 0  eth4 Ethernet port 4  loopback Loopback Ethernet port  eth5 Ethernet port 5  eth6 Ethernet port 6  eth7 Ethernet port 7  eth8 Ethernet port 8  eth9 Ethernet port 9  eth10 Ethernet port 10   This entry is for a tunnel. Tunnels do not use Ethernet interfaces. This field will be empty.  mgt1 Management Ethernet port 1  eth11 Ethernet port 11  eth12 Ethernet port 12  eth13 Ethernet port 13  eth14 Ethernet port 14  eth15 Ethernet port 15  eth16 Ethernet port 16  eth17 Ethernet port 17  eth20 Ethernet port 20  eth21 Ethernet port 21  eth22 Ethernet port 22  eth23 Ethernet port 23  eth24 Ethernet port 24  eth25 Ethernet port 25  eth26 Ethernet port 26  eth27 Ethernet port 27  eth30 Ethernet port 30  eth31 Ethernet port 31  eth32 Ethernet port 32  eth33 Ethernet port 33 Port Name    W  IDLE Port state Port state                                  OK  Power-1-failure  Power-2-failure  Power-1-AC-lost  Power-2-AC-lost Power supply status Power supply status    From the output of the AAA credential mapping step Uses the output of the credential mapping step in this AAA policy as the client principal name The output of the credential mapping step in this AAA policy is used as the client principal name. Ensure that the client principal exists in the KDC and that the format of the client principal is correct. For example, HTTP/s4ualice.datapower.com@DATAPOWER.COM  From custom processing Uses the output of a custom stylesheet or GatewayScript file as the client principal name The output of a specified custom stylesheet or GatewayScript file is used as the client principal name. Ensure that the client principal exists in the KDC and that the format of the client principal is correct. For example, HTTP/s4ualice.datapower.com@DATAPOWER.COM  From a context variable Uses the value of a context variable as the client principal name The value of a specified context variable is used as the client principal name. Ensure that the client principal exists in the KDC and that the format of the client principal is correct. For example, HTTP/s4ualice.datapower.com@DATAPOWER.COM Kerberos client principal source Where to get the Kerberos client principal    As-is string Uses the string specified by the Kerberos server principal property as the server principal name The string that is specified by the Kerberos server principal property is used as the Kerberos server principal name. Ensure that the format of the server principal is correct. For example, HTTP/was-backend.datapower.com@DATAPOWER.COM  From custom processing Uses the output of a custom stylesheet or GatewayScript file as the server principal name The output of a specified custom stylesheet or GatewayScript file is used as the server principal name. Ensure that the format of the server principal is correct. For example, HTTP/was-backend.datapower.com@DATAPOWER.COM  From a context variable Uses the value of a context variable as the server principal name The value of a specified context variable is used as the server principal name. Ensure that the format of the server principal is correct. For example, HTTP/was-backend.datapower.com@DATAPOWER.COM Kerberos server principal source Where to get the Kerberos server principal    1 1 primary Indicate peer-based with 1 primary peer.  3 3 primaries Indicates cluster-based with 3 primary nodes. Primary count Primary count Primary count    Any  Response Response rule (server-originated)  Request Request rule (client-originated)  Call Call processing rule  Error Error rule  Scheduled Scheduled processing rule  Health Health-Check processing rule    internal-partner CPA sender (Internal Partner Profile) Name of the CPA sender (internal partner profile) Indicates the name of the CPA sender (internal partner profile). Outbound ebMS2 messages from an internal partner use the CPA, service, and action that are specified by the CPA binding associated with the internal partner profile.  cpa CPA CPA ID Indicates the CPA to use. This value overrides the default CPA ID of the external partner profile configuration.  collaboration Service Value of Service element in outbound ebMS2 request Indicates the service to use. This value overrides the default service of the external partner profile configuration.  action Action Action Indicates the action to use. This value overrides the default action of the external partner profile configuration. When the action is not set or the action is not defined in the service of the CPA binding, the B2B Gateway uses the first action in the action list of the service.      Summary    default default  other other    disabled Mark this profile inactive.  enabled Mark this profile active.    JSON  JavaScript Object Notation.  XML  Extensible Markup Language.  MIME  Multipurpose Internet Mail Extensions - for silent communication.    Google Use Google as the social login provider Uses Google as the social login provider. When selected, DataPower processes OIDC transactions as specified by Google in https://developers.google.com/identity/protocols/OpenIDConnect  OpenID Connect Use a social login provider that implements the OIDC specification Use a social login provider that implements the OIDC specification, which is similar to Google.  Facebook Use Facebook as the social login provider Uses Facebook as the social login provider.  Custom Use custom social login provider Uses custom social login provider.    URL Matching Expression A shell-style match pattern for matching URLs A required shell-style expression that defines a URL set. This set is then assigned to a specific HTTP proxy.  off Skip Define an exception policy A switch specifying the treatment of the URL set defined by RegExp. If set to on, the URL set is not forwarded to an HTTP proxy, and, consequently, a proxy is not identified in the Remote Address and Remote Port fields. If set to off (the default condition), the URL set is forwarded to the HTTP proxy identified in the Remote Address and Remote Port fields.    Skip off   Remote Host host name or IP address Specify the host name or IP address that in conjunction with Remote Port identifies an HTTP proxy. Not used when Skip is on.    Skip off   Remote Port Port number Specify the remote port that in conjunction with Remote Host identifies an HTTP proxy. Not used when Skip is on.        Static Backend  Loopback Proxy  Strict Proxy  Dynamic Backend Connection Type Connection Type    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Private Key Private Key This is the private key to use for Pubkey authentication. Select a Crypto Key object from the list of available Key objects.    context 1 40 Subscriber Name Name by which the subscriber should be identified.  url WSM Agent record push URL URL for pushing WSM Agent records. This will be used to create a push subscriber in WSM Agent in this domain.  push-processor  local store Push processor file File to process push records before sending to specified URL.  damping-interval 1000 Damping interval Specificies the interval in milliseconds by which retries will be progressively delayed. For example, if the interval is 1sec, retries will be progressively delayed by 1, 2, 3sec till the maximum specified by Maximum Damping Limit is reached beyond which retry will occur by the interval specified by Maximum Damping Limit  max-damping-limit 60000 Maximum damping limit Specificies the fixed interval in milliseconds by which retries will be attempted after the termination of the progressive damping period.  max-push-records 0 Maximum records per push Specificies the maximum number of records per push to the specified URL.  xml-manager XML manager Assign the XML manager for the push processor.     Namespace URI Namespace URI  Local Name Local Name    Buffer Messages Buffer messages until processing is complete Buffers submitted messages until all processing is verified as complete. When verified, forward the messages.  Stream Messages Send messages during processing  Forwards messages before all processing is verified as complete. This setting can potentially increase speed. If the XML Manager associated with this service has streaming enabled, select this option to be certain that the device will stream messages end-to-end. If streaming of attachments is enabled, select this option.    Reject Will be rejected.  Redirect Will be redirected.  Shape Will be shaped.  Defer Will defer.  Notify Will notify.  Post Will post to. Action method Action method    Above request rate Above request rate.  Above request size Above request size.  Above concurrent requests Above concurrent requests. Quota method Quota method    All All.  Source IP Source IP.  Identity Identity.  Request URL Request URL.  Request host Request host.  Request hostname Request hostname.  Request host IP Request host IP.  Request path Request path.  Content-Type Content-Type.  HTTP method HTTP method.  Header parameter Header parameter. Group method Group method    internal  No logs are logged.  warning  Only important and critical messages are logged.  notice  Moderately verbose.  verbose  Less verbose than debug.  debug  Very verbose. For only problem determination. Log level Log Level Log level.    Source IP Source IP.  Identity Identity.  Request URL Request URL.  Request host Request host.  Request hostname Request hostname.  Request host IP Request host IP.  Request path Request path.  Content-Type Content-Type.  HTTP method HTTP method.  Header parameter Header parameter. Match method Match method    Per extracted value Extract and keep a list of all unique values of the specified type. All configured quota enforcement policies apply to each extracted value.  Exact Match exact values. A quota enforcement policy applies to only values that match.  Regular expression Match against a PCRE-style expression. A quota enforcement policy applies to only values that match. Match type Match type    Starting at Starting at.  Ending at Ending at.  During During. Schedule method Schedule method    0 0x7fffffff Number List position of this RADIUS server An integer that specifies the relative position of this RADIUS server within the list of all RADIUS servers known to the client implementation. The lower the number, the more preferred the server (the closer to the top of the list).  Server Address IP address of RADIUS server  1812 Server Port Remote port monitored by RADIUS    Secret Password The password used to login to the RADIUS server. Enter the password twice to confirm its accuracy. RADIUS server properties    Not present Not present The BBU is not present.  IBBU IBBU The type is intelligent BBU (IBBU).  BBU BBU The type is BBU.  ZCR BBU ZCR BBU The type is zero-channel RAID (ZCR) BBU.  ITBBU3 ITBBU3 The type is intelligent transportable BBU (ITBBU3).  iBBU08 iBBU08 The type is intelligent BBU (iBBU08).  Unknown Unknown The type is unknown. Battery type Battery type The BBU type of the RAID controller.    Charge active Charge active The battery is charging.  Discharge active Discharge active The battery is discharging.  I2C errors detected I2C errors detected The battery has inter-integrated circuit (I2C) errors.  Learn cycle active Learn cycle active The battery is in the learning cycle.  Learn cycle failed Learn cycle failed The learning cycle of the battery failed because of errors in the learning cycle.  Learn cycle requested Learn cycle requested A request is submitted for a learning cycle.  Learn cycle timeout Learn cycle timeout The battery learning cycle has timed out.  Pack missing Pack missing The battery is unplugged.  Temperature high Temperature high The battery temperature is high.  Voltage low Voltage low The battery voltage is low.  Periodic learn cycle requested Periodic learn cycle requested A request is submitted for a learning cycle to perform battery maintenance.  Remaining capacity low Remaining capacity low The remaining capacity of the battery is low.  Replace pack Replace pack The battery needs to be replaced.  Normal Normal The battery is in a normal state.  Undefined Undefined The battery state is undefined.  Transparent learn enabled Transparent learn enabled The transparent learn mode of the battery is enabled. Battery status Battery status The BBU status of the RAID controller.    Read Write Access policy is Read Write The access policy is Read Write.  Read Only Access policy is Read Only The access policy is Read Only.  Blocked Access policy is Blocked The access policy is Blocked.  Unknown Access policy is Unknown Cannot determine the access policy of a logical drive. RAID logical drive access policy Access policy of a logical drive. The access policy of a logical drive.    No No bad blocks There is no bad block in the logical drive.  Yes Found bad blocks There is at least one bad block in the logical drive. Bad block indicator of a RAID logical drive Indicator that bad block exists An indicator of whether there are bad blocks in the logical drive.    No Read Ahead Read policy is No Read Ahead The current read policy is No Read Ahead.  Adaptive Read Ahead Read policy is Adaptive Read Ahead The current read policy is Adaptive Read Ahead.  Read Ahead Read policy is Read Ahead The current read policy is Read Ahead.  Write Through Write policy is Write Through The current write policy is Write Through.  Write Back Write policy is Write Back The current write policy is Write Back.  Write caching ok if bad BBU Write policy is Write caching ok if bad BBU The current write policy is Write caching ok if bad BBU.  Cached IO Cache policy is Cached IO The current cache policy is Cached IO.  Direct IO Cache policy is Direct IO The current cache policy is Direct IO. RAID logical drive cache policy Current cache policy The cache policy in effect.    No initialization in progress No initialization in progress There is no initialization in progess for this logical drive.  Quick initialization in progress Quick initialization in progress The logical drive is in the quick initialization state.  Full initialization in progress Full initialization in progress The logical drive is in the full initialization state.  Unknown Unknown Cannot determine the initialization progress for this logical drive. RAID logical drive initialization progress Progress of the initialization The progress of the initialization of the logical drive.    Offline Logical drive is offline The logical drive is offline. Check the physical drive status.  Partially degraded Logical drive is partially degraded One of physical drive in the logical drive is damaged. Replace the physical drive.  Degraded Logical drive degraded One of physical drive in the logical drive is damaged. Replace the physical drive.  Optimal Logical drive is optimal The logical drive is functional.  Unknown Logical drive is in an unknown state Cannot determine the state of the logical drive. RAID logical drive state State of a logical disk in the volume The state of a logical disk in a RAID volume.    RAID 0 RAID 0 The configuration is RAID 0. Data is written without redundancy or fault tolerance.  RAID 1 RAID 1 The configuration is RAID 1. Data is written redundantly.  RAID 1E RAID 1E The configuration is RAID 1E. Data is written redundantly.  RAID 5 RAID 5 The configuration is RAID 5. Data is accessable after a failure to a single drive.  RAID 6 RAID 6 The configuration is RAID 6. Data is accessable after a failure to two drives.  RAID 10 RAID 10 The configuration is RAID 10, which is RAID 1 with spanning.  RAID 50 RAID 50 The configuration is RAID 50, which is RAID 5 with spanning.  RAID 60 RAID 60 The configuration is RAID 60, which is RAID 6 with spanning.  Undefined Undefined RAID level Cannot detect the RAID level. Check your configuration. RAID level RAID level of the logical disk in the volume The configuration of the RAID level for the logical disk in the RAID volume.    Yes The physical drive has an error. The physical drive has an error.  No The physical drive has no errors. The physical drive has no errors. Drive failure state Drive failure state The state of the physical drive.    Unknown Unknown The drive type is unknown.  Parallel SCSI Parallel SCSI The drive type is parallel Small Computer System Interface (SCSI).  SAS SAS The drive type is Serial Attached SCSI (SAS).  SATA SATA The drive type is Serial Advanced Technology Attachment (SATA).  Fiber Channel Fiber Channel The drive type is Fiber Channel.  Not defined Not defined The drive type is not defined. RAID physical drive interface type Physical drive interface type. The interface type of the physical drive.    HDD0 HDD0 marked as 0 on the front panel The HDD0 drive is in the slot marked as 0 on the front panel.  HDD1 HDD1 marked as 1 on the front panel The HDD1 drive is in the slot marked as 1 on the front panel.  HDD2 HDD2 marked as 2 on the front panel The HDD2 drive is in the slot marked as 2 on the front panel.  HDD3 HDD3 marked as 3 on the front panel The HDD3 drive is in the slot marked as 3 on the front panel.  Bay 5 Slot 1 Drive in slot 1 of bay 5 The drive is in the first slot of the bay marked 5.  Bay 5 Slot 2 Drive in slot 2 of bay 5 The drive is in the second slot of the bay marked 5.  Bay 7 Slot 1 Drive in slot 1 of bay 7 The drive is in the first slot of the bay marked 7.  Bay 7 Slot 2 Drive in slot 2 of bay 7 The drive is in the second slot of the bay marked 7.  Unknown Cannot detect position Cannot detect the location of the drive. Drive position Location of drive in appliance The location of the drive in the appliance.    Unconfigured good Unconfigured good The physical drive is good and available to be added in a RAID volume.  Unconfigured good (FOREIGN) Unconfigured good (FOREIGN) The physical drive is good, but the configuration was created by another system.  Unconfigured bad Unconfigured bad The physical drive is bad and cannot be added in a RAID volume. Replace this drive.  Unconfigured bad (FOREIGN) Unconfigured bad (FOREIGN) The physical drive is bad and the configuration was created by another system. Replaced this drive.  Hot spare Hot spare The physical drive is a hot spare disk.  Offline Offline The physical drive is configured and good, but the data is invalid.  Failed Failed The physical drive is configured but bad, all data is invalid and should be replaced.  Rebuild Rebuild The physical drive is configured and rebuilding.  Online Online The physical drive is configured and good.  Copyback Copyback The physical drive is getting copied.  System System The physical drive is exposed and controlled by host.  Undefined Undefined The physical drive state is undefined. RAID physical drive state State of physical drive in the volume. The state of a physical drive in a RAID volume.    Other Other The physical disk is neither the primary or secondary disk.  Primary Primary The physical disk the primary (source) member of the volume. The primary disk is the one to which the other disk is synchronized.  Secondary Secondary The physical disk the secondary member of the volume. When this disk does not match the primary disk, synchronization occurs to make them match. RAID physical disk role Role of a disk in a RAID volume The role of a physical disk in a RAID volume.    Online Online The physical disk is online and available to the RAID volume.  Missing Missing The physical disk is missing or not responding. It is not available to the RAID volume. Replace the disk.  Not compatible Not compatible The physical disk is present, but it is not compatible with the RAID volume. The disk could be too small or of the wrong type. Replace the disk.  Failed Failed The physical disk is present, but it is marked as failed. The failure cause could be too many read/write errors. Replace the disk.  Initializing Initializing The physical disk is in the process of initializing.  Requested offline Offline by request The physical disk is marked as offline due to request by the software.  Requested failed Failed by request The physical disk is marked as failed due to request by the software.  Other offline Offline for unspecified reason The physical disk is offline for an unspecified reason. RAID physical disk state State of a physical disk in a RAID volume The state of a physical disk in a RAID volume.    1.5 Gbps 1.5 Gbps The speed is 1.5 Gbps.  3.0 Gbps 3.0 Gbps The speed is 3.0 Gbps.  6.0 Gbps 6.0 Gbps The speed is 6.0 Gbps.  Not applicable Not applicable Cannot detect the interface speed. Interface speed Negotiated interface speed The SAS interface speed negotiated between a physical drive and RAID controller.    Active Active The volume is active.  Unknown Unknown or not inactive The reason for the volume being inactive is unknown.  Stale metadata State metadata The RAID volume is inactive due to stale metadata.  Foreign volume Foreign volume The RAID volume is inactive because it is a foreign volume, which was initialized on another machine. To accept and activate the volume, use the RAID activate action.  Insufficient resources Insufficient resources The RAID volume is inactive due to insufficient resources.  Clone volume Clone volume The RAID volume is inactive due to clone volume.  Insufficient metadata Insufficient metadata The RAID volume is inactive due to insufficient metadata.  Previously deleted Previously deleted The RAID volume is inactive because it was previously deleted. RAID volume inactive status Inactive status of the RAID volume. The inactive status of the RAID volume.    Optimal Optimal The RAID volume is in the optimal state and operating normally.  Degraded Degraded The RAID volume is in a degraded state and is still accessible, The degraded state might be a missing disk, resynchronization in progress, or too many bad blocks.  Failed Failed The RAID volume has failed and is not acessible.  Missing Missing The RAID volume is missing and is not accessible. RAID volume state State of RAID volume. The state of the RAID volume.    Unknown Unknown The RAID volume is an unknown type.  RAID-0 RAID-0 The configuration is RAID-0, which proves disk striping.  RAID-1 RAID-1 The configuration is RAID-1, which proves disk mirroring. RAID volume type Type of RAID volume. The Type of a RAID Volume.    Consume Decrease the remaining number of requests allowed.  Replenish Increase the remaining number of requests allowed. Action Action to apply to the rate limit.    Consume Decrease the remaining number of requests allowed based on the weight value of the transaction as defined in the assembly rate limit action. Action Action to apply to the rate limit.    name Parameter name Parameter name The name of the parameter.  value Parameter value Parameter value The value of the parameter.    name Parameter name Parameter name Name of the parameter.  value Parameter value Parameter value Value of the parameter.    name Name Rate limit name The name of the rate limit.  action Action Rate limit action The action to apply to the rate limit. Rate Limit Information Rate limit name and action. Describes a rate limit and action.    name Name Rate limit definition name The rate limit definition.  action Action Rate limit action The action to apply to the rate limit. Rate Limit Information Rate limit definition and action. Describes a rate limit definition and an action.    Per application Apply rate limit per application.  Per client ID Apply rate limit per client ID. Rate limit Scope Rate limit Scope    Local user Use the user accounts on the DataPower Gateway.  XML file Use an XML file on the DataPower Gateway.  LDAP Contact an LDAP server.  RADIUS Contact a RADIUS server.  SPNEGO (Deprecated) Use Windows Integrated Authentication.  SAF Contact a z/OS NSS server.  Custom Use a custom stylesheet.  TLS user certificate Use a TLS certificate from a connection peer.    Disabled No local user accounts can log in.  All users All local user accounts can log in.  Specific users Only the defined subset of local user accounts can log in.    Local user group Use the user group on the DataPower Gateway, which is valid only when local user or XML file is the authentication method.  XML file Use an XML file on the DataPower Gateway.  Custom Use a custom stylesheet.    CA-signed user certificate Authenticate using a signed SSH user certificate.  Password Authenticate SSH user and password.    Redact Redact data  Redact data from source  Remove Remove data  Remove data from source    URL-in Value of the var://service/URL-in variable Use the value of the 
                     var://service/URL-in
                    variable as the host information.  Host Value of the Host HTTP header field Use the value of the 
                     Host
                    HTTP header field as the host information.    WS-Security Password Digest Nonce The nonce element for a WS-Security password digest token.  WS-Addressing Message ID The WS-Addressing message ID element.  Custom XPath An XPath expression for the message replay identifier.    (all resources)  Serial  Telnet  Ssh  Web-Mgmt  Xml-Mgmt  Rest-Mgmt  B2B-Viewer-Mgmt  Web Service Endpoint  local:  temporary:  store:  config:  image:  logstore:  logtemp:  audit:  tasktemplates:  cert:  pubcert:  sharedcert:  export:  fcvolumes:  mqbackup:  mqdiag:  mqerr:  mqpubcert:  mqqmdata:  mqtemporary:  mqtrace:  mqwebui:  Access Profile  Access Control List  Change User Password  Disconnect  Force Password Change  LDAP Connection Pool  LDAP Search Parameters  RADIUS Settings  RBM Settings  Reset Failed Login Counter  Reset Password  SNMP Settings  Access Manager Client  Tivoli Federated Identity Manager  User Group  User Account  XACML Policy Decision Point  API Client Identification Action  API CORS Action  API Execute Action  API Rate Limit Action  API Result Action  API Routing Action  API Security Action  Assembly  Assembly Function  Assembly Client Security Action  Assembly Function Call Action  Assembly GatewayScript Action  Assembly GraphQL Introspect Action  Assembly HTML Page Action  Assembly Invoke Action  Assembly JSON to XML Action  Assembly Generate JWT Action  Assembly Validate JWT Action  Assembly Log Action  Assembly Map Action  Assembly OAuth Action  Assembly Operation Switch Action  Assembly Parse Action  Assembly Rate Limit Action  Assembly Redact Action  Assembly Set Variable Action  Assembly Switch Action  Assembly Throw Action  Assembly User Security Action  Assembly Validate Action  Assembly WebSocket Upgrade Action  Assembly WSDL Action  Assembly XML to JSON Action  Assembly XSLT Action  B2B CPA  B2B CPA Collaboration  B2B Gateway  B2B Partner Profile  B2B Partner Profile Group  Web B2B Viewer Management Service  B2B XPath Routing Policy  Archive/purge transactions  Mark as High Availability Primary  Initialize as High Availability Secondary  CPA Receiver Setting  CPA Sender Setting  Delete the B2B message payload from the MPC  Delete all B2B message payloads from MPCs in the current domain  Delete all B2B message payloads from MPCs in all domains  Get the B2B message from the MPC  Send ebMS StatusRequest  Get B2B Transaction Document  Resend B2B Transaction  Cache Schema  Cache Stylesheet  Cache Schema  Cache Stylesheet  clear_xc10_grid (OBSOLETE)  Compile WSDL  Compile WSDL  create_xc10_grid (OBSOLETE)  discover_xc10_collective (OBSOLETE)  Export Document Cache  Export Document Cache  Flush AAA Cache  Flush Document Cache  Flush LDAP Cache  Flush Stylesheet Cache  Flush ARP Cache  Flush DNS Cache  Flush Document Cache  Flush Expired Documents  Flush Expired Documents  Flush GatewayScript Cache  Flush LDAP Cache  Flush ND-Cache  Flush NSS Cache  Flush PDP Cache  Flush rate limit cache  Flush RBM Cache  Flush Stylesheet Cache  Flush API subscriber cache  Import Document Cache  Import Document Cache  Invalidate Document Cache  Invalidate Document Cache  Flush Document  Refresh Stylesheet  Flush Document  Refresh Stylesheet  Remove Stylesheet   software Secure Gateway Client (deprecated)  Shell Alias (deprecated)  Analytics Endpoint  Add API application  Delete API application  API Application Type  Update API application  API Authentication URL Registry  Add API client  Delete API client  Update API client  API Collection  API Definition  API LDAP Registry  API Operation  API Path  API Plan  Delete all API rate limit keys from the current domain  Delete all API rate limit keys from the current domain in batch  Delete all API rate limit keys from all domains  Delete all API rate limit keys from all domains in batch  Delete the API rate limit key  Delete the API rate limit key in batch  API Rule  API Schema  API Security API Key  API Security Basic Authentication  API Security OAuth  API Security OAuth Requirement  API Security Requirement  API Security Token Manager  Delete API subscription  Update API subscription  API Probe Settings  Delete all assembly count limit keys from the current domain  Delete all assembly count limit keys from the current domain in batch  Delete all assembly count limit keys from all domains  Delete all assembly count limit keys from all domains in batch  Delete the assembly count limit key  Delete the assembly count limit key in batch  Delete all assembly rate limit keys from the current domain  Delete all assembly rate limit keys from the current domain in batch  Delete all assembly rate limit keys from all domains  Delete all assembly rate limit keys from all domains in batch  Delete the assembly rate limit key  Delete the assembly rate limit key in batch  Backup Configuration  Control List  CORS policy  CORS Rule  Deployment Policy  Deployment Policy Variables  Application Domain  Domain Availability  Domain Settings  Quiesce  Unquiesce  Execute Configuration  Remove Stale Node  Transfer to Different Primary  Gateway Peering Manager  Remove stale peers  Switch to Primary  GraphQL Schema Options  Import Execute  Import Configuration File  Include Configuration File  Multi-Protocol Gateway Error Action  Multi-Protocol Gateway Error Policy  OAuth Provider Settings  API Operation Rate Limit  Password Map Alias  Password Map  Pattern  Quiesce  Rate Limit Configuration  Rate Limit Definition  Delete all concurrent transaction keys from all domains  Delete all concurrent transaction keys from all domains in batch  Delete the concurrent transaction key  Delete the concurrent transaction key in batch  Delete all concurrent transaction keys from the current domain  Delete all concurrent transaction keys from the current domain in batch  Delete all count keys from all domains  Delete all count keys from all domains in batch  Delete the count key  Delete the count key in Batch  Delete all count keys from the current domain  Delete all count keys from the current domain in batch  Delete all rate-based keys from all domains  Delete all rate-based keys from all domains in batch  Delete the rate-based key  Delete the rate-based key in batch  Delete all rate-based keys from the current domain  Delete all rate-based keys from the current domain in batch  Delete all token bucket keys from all domains  Delete all token bucket keys from all domains in batch  Delete the token bucket key  Delete the token bucket key in batch  Delete all token bucket keys from the current domain  Delete all token bucket keys from the current domain in batch  Remove Checkpoint  Reset Domain  Reset Domain  Reset all counters in domain  Reset counter  Restart Domain  Create API probe capture setting  Delete API probe capture setting  REST Export  Export the API Gateway configuration  Get the API probe capture setting  Get the API probe data  Get the debug probe data  REST Import  Import the API Gateway configuration  List the API probe capture settings  REST Load Configuration  View Certificate Details  Rollback Checkpoint  Save Checkpoint  Save Configuration  Save Internal State   software Secure Backup  Backup Mode   software Secure Restore  Select Configuration  Configuration Sequence  Quiesce  Unquiesce  UDDI Registry (deprecated)  Undo Configuration  Unquiesce  Visibility List  WebSphere Cell  WSRR Server  Add Password Map  Delete API OAuth Cache  Delete AuthCookie Cache Entry  Crypto Certificate  Crypto Certificate Monitor  Convert Crypto Certificate Object  Convert Crypto Key Object  Cookie Attribute Policy  Create Luna Client Certificate  CRL Retrieval  Export Crypto Object  Clone HSM Key Wrapping Key  HSM Reinitialize  Disable Cryptographic Hardware  Import Crypto Object  Set Cryptographic Mode  Delete Password Map  Generate Device Certificate (deprecated)  Crypto Firewall Credentials  Delete HSM Key  Set HSM FIPS Role  Crypto Identification Credentials  Import Luna Client Certificate  Recipient Identifier  Signature Identifier  JWE Header  JWE Recipient  JWS Signature  JWT Generator  JWT Validator  Kerberos KDC Server  Kerberos Keytab  Delete Cached Kerberos Ticket  Crypto Key  Generate Key  Add SSH Known Host  Delete SSH Known Host  Delete SSH Known Host Table  No Password Map  Delete OAuth Cache  OAuth Client Profile  OAuth Client Group  Crypto Profile  Social Login Policy  SSH Client Profile  SSH Domain Client Profile  SSH Server Profile  Crypto Shared Secret Key  TLS Client Profile  TLS Server Profile  TLS Host Name Mapping  TLS SNI Server Profile  TLS Proxy Profile (deprecated)  Create Access Manager configuration  Refresh Access Manager client certificate  Manage local Access Manager policy database  Refresh Access Manager keystore password  Test Password Map  Crypto Validation Credentials  Debug Probe  Disable hardware offload  Disable hardware offload  Disable hardware offload  Ping ebMS2 External Partner  Generate Error Report  XML File Capture  Start packet capture  Ping Remote  Send Error Report  Generate Log Event  Send a Test Message  Set Log Level  Enable RBM Debug Logging  Set System Variable  TCP Connection Test  Hardware Diagnostics  Test Radius  Test Schema  Test URL Map  Test URL Refresh  Test URL Rewrite  Trace Route  Yield standby  Yield standby  Yield standby  Yield standby  Debug Action  No Debug Action  Add IPMI BMC SEL Test Entry   software Delete previous firmware install   software Boot Image   software Switch Installation Image   software Boot Update  Clear IPMI BMC SEL  Create Directory  Delete File  Fetch File  Initialize File System on Compact Flash  Initialize file system  Control Locate LED  Move File  Activate RAID array   90051U 90052U 9006 9007 virtual container Change partition encryption settings  Delete RAID array  Initialize RAID array  Request Learning Cycle for BBU  Make hot spare for RAID array  Rebuild RAID Array   90051U 90052U 9006 9007 Reconcile partition encryption settings  Remove Directory  Repair File System on Compact Flash   software Repair file system on RAID array  Send File   software Shutdown  Install Tenant Firmware   container software Set Time and Date  Force Unconfigure Access Manager Reverse Proxy  UnconfigureReverseProxyInternal  Unconfigure Access Manager Runtime  VerifyFirmware  Upgrade Watchdog  DFDL Settings  Access Manager Reverse Proxy (deprecated)  Access Manager Junction (deprecated)  Access Manager Runtime (deprecated)  PDAdmin  JSON Settings  Audit Log Settings  Log Category  Log Target  Interoperability Test Service  IPMI LAN Channel  IPMI User  REST Management Interface  SSH Service  Telnet Service  Web Management Service  Web Services Management Agent  XML Management Interface  Message Matching  Message Type  Message Filter Action  Message Count Monitor  Message Duration Monitor  Quota Enforcement Action  Quota Enforcement Algorithm  Quota Enforcement Group Class  Quota Enforcement Match Class  Quota Enforcement Policy  Quota Enforcement Policy Group  Quota Enforcement Schedule  Web Services Monitor  SLM Action  SLM Credential Class  SLM Policy  SLM Resource Class  SLM Schedule  Reset SLM Counters  MQ CLI Administration  MQ MFT Web Administration  MQ Queue Manager  MQ Web Administration  MQ Web User  AMQP Broker  DNS Settings  Initialize Filesystem on Fibre Channel device  Repair File System on Fibre Channel Volume  Unlock File System on Fibre Channel Volume  FTP Quoted Commands  Host Alias  IBM MQ v9+ Queue Manager  IBM MQ v9+ Queue Manager Group  IMS Connect   container software Ethernet Interface  IP Multicast  Kafka Cluster   container software Link Aggregation Interface  Load Balancer Group  IBM MQ Queue Manager  IBM MQ Queue Manager Group   container software Network Settings  NFS Client Settings  NFS Dynamic Mounts  NFS Static Mounts   container software NTP Service  ODR Connector Group  On Demand Router  Peer Group  Quiesce  SMTP Server Connection  SQL Data Source Runtime Settings  SQL Data Source   container software store:///dp/ssc-marker Standalone Standby Control   container software store:///dp/ssc-marker StandaloneStandbyControlInterface  TIBCO EMS  Unquiesce  User Agent   container software VLAN Interface  WebSphere JMS  eXtreme Scale Grid  xc10_grid (OBSOLETE)  SafeNet Luna HSM  SafeNet Luna HSM HA Group  Recover HA group  SafeNet Luna HSM HA Settings  Synchronize HA group  Update one-time token  SafeNet Luna HSM Partition  Parse Settings  Custom Rule Message Content Filter  HTTP Header Message Content Filter  HTTP Method Message Content Filter  HTTP URL Message Content Filter  XPath Message Content Filter  Message Content Filters  Policy Attachment  Policy Parameters  AMQP Handler  AS1 Poller Handler  AS2 Handler  MEIG AS2 Proxy Handler  AS3 Handler  ebMS2 Handler  ebMS3 Handler  FTP Server Handler  FTP Poller Handler  HTTP Handler  HTTPS Handler  IBM MQ v9+ Handler  IBM MQ v9+ MFT Handler   software IMS Callout Handler  IMS Connect Handler  Kafka Handler  IBM MQ Handler  IBM MQ FTE Handler  NFS Poller Handler  POP Poller Handler  SFTP Poller Handler  SFTP Server Handler  Stateless Raw XML Handler  TIBCO EMS Handler  WebSphere JMS Handler  Stateful Raw XML Handler  Switch to primary for peer group  Cloud Instance (deprecated)  API Connect Gateway Service  API Gateway  Cloud Gateway Service  Gateway Peering  HTTP Service  Multi-Protocol Gateway  Refresh  TLS Proxy Service  TCP Proxy Service  UDDI Subscription (deprecated)  Web Application Firewall  Web Token Service  Web Service Proxy  WSRR Saved Search Subscription  WSRR Subscription  Synchronize  Test Connection  XML Firewall  XSL Coprocessor  XSL Proxy  Connections Accepted  Active Services  Active Users  Link Aggregation Status  AMQP Broker Status  API Document Cache  API Document Status  API OAuth Caches  API Stylesheet Cache  API Stylesheet Profiles  API Stylesheet Status  API Subscriber Status  AuthCookie Cache Status  B2B ebMS Message Partition Channel Status  B2B High Availability Status  B2B Message Archive Status  B2B Transaction Log   SailFish HS23 Battery  Change Group Retry Queue  Configuration Checkpoints  SSH Client Known Host Table Summary  SSH Client Known Host Tables  Configuration Sequence Status  Assembly Count Limit Enforcement Metrics  CPU Usage  Crypto Accelerator Status  Crypto Accelerator Status (deprecated - use CryptoEngineStatus2)  Cryptographic Hardware Disablement Status  Cryptographic Mode Status   90051U 90052U 9006 9007 Current Sensors  Date and Time  Date and Time  Debug Action Status  DNS Cached Hosts  DNS Servers  DNS Search Domains  DNS Static Hosts  Document Cache  Global Document Cache  Document Status  Domain Status  Dynamic TIBCO EMS Status  Environmental Sensors  Ethernet Counters  Ethernet MAU  Ethernet MII Registers  Failure Notification Status  Discovered fibre channel LUNs  Fibre Channel Volumes  File Poller Status  Filesystem Information  Firmware Information  Firmware Information  Version Information  Version Information (deprecated - use FirmwareVersion2)  Gateway Peering Status  Gateway Peering Cache Status  Gateway Peering Cluster Status  Gateway Peering Key Status  Gateway Active Transactions  GatewayScript Runtime Status  GraphQL Status  HSM Keys  HTTP Connection Statistics  Transaction Times  Transaction Rate  Hypervisor Information  IBM MQ v9+ Queue Manager Conversation Status  IBM MQ v9+ Queue Manager Status  IGMP Status  IMS Connect Status  Ethernet Interfaces  IP Multicast Status  IP address status  IPMI SEL Events  Kafka Cluster Status  Kerberos Tickets  LDAP Connection Pool Entries  LDAP Connection Pool Status  Library Information  Device Features  Link status  Link Aggregation Member Status  Load Balancer Status  Local Self-Balanced Services  Log Target Status  Log Target Connection Status   software SafeNet Luna HSM Transaction Latency  Memory Usage  Domains Memory Usage  Domains Memory Usage (deprecated - use DomainsMemoryStatus2)  Services Memory Usage  Services Memory Usage (deprecated - use ServicesMemoryStatus2)  Message Count Filters  Message Counts  Message Duration Filters  Message Durations  Message Sources  IBM MQ Connection Status  MQ System Resources  IBM MQ Queue Manager Status  ND Cache Table  Network Interfaces  NFS Mount Status   container software NTP Refresh Status  OAuth Caches  Object Status  ODR Connnector Group Status  ODR Connector Group Status (deprecated - use ODRConnectorGroupStatus2)  ODR Load Balancer Status  Other Sensors  PCI Bus  Policy Domains Supported  Port Status   SailFish HS23 9007 Power Sensors  Dynamic IBM MQ Queue Manager Status  Queue Managers Status  Quota Enforcement Server Status   90051U 90052U HS23 9006 9007 RAID Array Status   90051U 90052U RAID Battery Backup Status   9006 9007 RAID Battery Backup Unit Status   90051U 90052U HS23 9006 9007 RAID Logical Drive Status  RAID Partition Status  RAID Physical Disks   90051U 90052U HS23 9006 9007 RAID Physical Drive Status  SSD Status Information  RAID Volumes  API Rate Limit Enforcement Metrics  Assembly Rate Limit Enforcement Metrics  Quota Enforcement Concurrent Transactions Metrics  Quota Enforcement Counter Metrics  Quota Enforcement Rate-based Threshold Metrics  Quota Enforcement Token Bucket Threshold Metrics  Rx Throughput  Rx Packet Throughput  Routing Table  NSS Client Status  Secure Cloud Connector (deprecated)  Self-Balanced Service Status   90051U 90052U 9006 9007 Fan Sensors  Services Plus   software Secure Gateway Client Connection Status (deprecated)   software Secure Gateway Client Status (deprecated)  SLM Peering Status  SLM Summary Status  SNMP Status  SQL Data Source Status  SQL Data Source Connection Pool Status  SQL Data Source Runtime Status  store:///dp/ssc-marker Standby Status  Stylesheet Cache  Stylesheet Executions  Stylesheet Execution Times  Stylesheet Profiles  Stylesheet Status  Stylesheet Status  API Subscriber Cache   container software Sysplex Distributor Target Control Service Status  System Usage  CPU usage  Memory usage  System Usage  TCP Port Summary  TCP Port Status   90051U 90052U 9006 9007 SailFish Temperature Sensors   9006 9007 Tenant Memory Status  Tenant Licenses  TIBCO EMS Status  Tx Throughput  Tx Packet Throughput  SSH Known Host Table  UDDI Subscription Key Status (deprecated)  UDDI Subscription Service Status (deprecated)  UDDI Subscription Status (deprecated)  Virtual Platform Information  VLAN Interface Status  Voltage Sensors  WebSphere JMS Status  Web Application Firewall Approvals  Web Application Firewall Rejections  WebSocket Connection Status  Web Services Operation Metrics  Web Services Operations  Service Version Status  Web Services WSDLs  WSM Agent Status  WSM Agent Subscribers  WSRR Saved Search Subscription Policy Attachments Status  WSRR Saved Search Subscription Service Status  WSRR Saved Search Subscription Status  WSRR Subscription Policy Attachments Status  WSRR Subscription Service Status  WSRR Subscription Status  eXtreme Scale Grid Status  xc10_grid status (OBSOLETE)  XML Names  B2B Persistence  Compact Flash  Failure Notification  XML File Capture  GatewayScript Remote Debugger  GatewayScript Settings   vmware  developers ILMT Force Scan   vmware  developers ILMT Disconnected Scanner  Language  Delete SSH Known Host  Quota Enforcement Server  RAID Array  Statistic Settings  System Settings  Tenant  Throttle Settings  Time Settings  Add SSH Known Host  Web Application Firewall Error Policy  HTML Forms Login Policy  Name-Value Profile  Rate Limiter  Web Request Profile  Web Response Profile  Application Security Policy  Session Management Policy  WS-Proxy Endpoint Rewrite  WS-Proxy Processing Rule  WS-Proxy Processing Policy  AAA Policy  Processing Action  Compile Options Policy  Compile Settings  Conformance Policy  Document Crypto Map  HTTP Input Conversion Map  Matching Rule  Processing Metadata  MTOM Policy  Processing Rule  SAML Attributes  Schema Exception Map  SOAP Header Disposition Table  Processing Policy  URL Map  URL Refresh Policy  URL Rewrite Policy  XML Manager  XPath Routing Map  NSS Client   container software Sysplex Distributor Target Control Service (deprecated)   Login         Device Settings                                   Network Settings                                        Protocol Handlers                            B2B Configuration                     API Processing Action         API Assembly                             Service Configuration                      Parsing   XML Processing                      JSON Processing   DFDL Processing   Web Services      Policy Configuration          Web Applications          Monitoring                     Crypto Configuration                                                             Device Management           Access Settings                   Security Access Manager      Configuration Management                                                                                                                                         Logging Configuration     System Settings                    Cache Management                                        Debug Settings                             Debugger    File Management                        Main            Configuration    System                                                    IP-Network                                Other Network                            Connection       B2B     XML Processing                  Web Service                  Web Application    Debugger Status   Monitoring         Crypto              z/OS Configurations    Network HSM         Cloud   MQ Configuration       MQ      URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Restrict to HTTP/1.0 Restrict to HTTP/1.0 If set to on and the protocol is HTTP the transaction will not go above HTTP/1.0.    First Available Send to only the first available target  Require All Send to all targets, all must succeed  Attempt All Send to all targets, errors are non-fatal Results Multi-Way Mode Method to handle multiple targets in a results action    WS-Security: Replace same type WS-Security token There is a same token in the requesting WS-Security message. Replace that token with the generated result.  WS-Security: Create new WS-Security Security header for token Outputs the result as a new WS-Security Security token. See also the SOAP actor-role property.  WS-Security: Inject to existing WS-Security Security header Outputs the result to an existing WS-Security message. All current messages are preserved.  Output as SOAP Body Outputs the result as the SOAP Body, and replace the original SOAP Body. This choice is applicable if request-response protocol handling is required.  Output directly Directly output the result as a single XML file. Wrap up the output Define how to wrap up the result.    Collection level Collection level Collection level  Gateway level Gateway level Gateway level Rate Limit Level Rate Limit Level Rate Limit Level    Process In Order Process the attachments and root part in the order they appear in the original message. All parts are still processed in streaming mode even though only attachments after the root will be streamed from the network.  Buffer To Root Buffer attachments before the root into memory. Then process the root part, buffered attachments, and subsequent attachments.  Abort Abort the transaction and return an error Root Part Not First Action Action to take when MIME message root part is not first    Other Other, not specified Other routing protocol, which is not specified.  Local Local interface Local interface.  Management Route configuration by static route or default gateway Route configuration, which is either a static route or a default gateway.  ICMP ICMP redirect from router ICMP redirect that a router sent. The router knows a better first hop for the route.  IPv6 ND IPv6 neighbor discovery IPv6 neighbor discovery.  IPv6 RA IPv6 router advertisment IPv6 router advertisment. Route protocol Learning routing protocol The routing protocol that learned about this route.    Other Other, not specified Other type of IP route, which is not specified.  Local Local interface A local interface, which routes to the directly connected subnet.  Remote Remote destination A remote destination through a router. Route type Type of IP route The type of IP route.    Type Type of the routing prefix    Type uri Prefix Routing prefix Specifies the routing prefix that is used for API collection routing. 
                      When the type is URI, the routing prefix is case sensitive and must begin but not end with slash (/). When the type is host name, the prefix must not start or end with period (.). You need to specify only the first part of the host name (with domain name excluded), however, the request must use the complete URL with domain name included. Routing prefix Prefixes of the routing path    URI URI as the routing prefix The routing prefix type is URI.  Host name Host name as the routing prefix The routing prefix type is host name. API Routing Prefix Type Select the API routing prefix type TBD    name Name Name for this profile Enter a name for this profile.  max-memory 256 Max Memory Maximum memory allocated to this runtime. MB Enter the maximum memory allocated to this runtime. This amount of memory act as a cap for allocation resourcing. The value you enter should be sufficiently large that the largest possible transaction can be processed, but as small as possible to maximize resource availability to other parts of the system. Runtime Profile Runtime environment profile description. Profile settings within the global runtime configuration settings.    r (Read)  u (Update)  a (Alter)  c (Control)    All HTTP operations All HTTP operations. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  POST HTTP POST operation. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  GET HTTP GET operation. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  PUT HTTP PUT operation. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  HEAD HTTP HEAD operation. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  All general access All read, write, execute, delete, and control access to the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  Read The subject can read the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Write The subject can write the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Execute The subject can execute the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Delete The subject can delete the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Control The subject can manage the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated read The subject cannot read the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated write The subject cannot write the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated execute The subject cannot execute the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated delete The subject cannot delete the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated control The subject cannot manage the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc' Action authorized Specify what action the subject can take on the resource.    Data Source Type The type of data source to get the value of the SAML attribute. Specify the data source to retrieve the value for each SAML attribute. 
                     If the Data Source Type is a variable, configure a DataPower service or context variable name with Data for Attribute Value. That variable must contain a result element with a list of attribute sub elements. Each attribute element must contain a name attribute, which is used to match the Supplementary Data setting. A sample to describe the format of the variable content: <result> <attribute-value name="cn">Alice</attribute-value> <attribute-value name="sn">Alice</attribute-value> <attribute-value name="creatorsName"> cn=Manager,dc=datapower,dc=com</attribute-value> </result>    SourceType var Name The SAML attribute name. Specify the name of the SAML attribute to be generated. 
                     When the Data Source Type is variable, this setting can be an empty string. In that case, the attribute name that is carried by the variable's content is used.  Attribute NameSpace/Format The optional URI to restrict the SAML attribute.  Specify the optional Namespace URI for the SAML 1.x attribute, Optional: Specify the NameFormat value for the SAML 2.0 attribute.    SourceType xpath   XPath to Input Message The XPath expression to extract the value of the SAML attribute from the input message. Specify the XPATH information to get the value for the SAML attribute when the attribute value is From Input Message, and specify the XPath expression to locate the value. 
                     The XML nodes that the XPath expression points to is the value for the SAML attribute.    SourceType xpath Data for Attribute Value The data to get the value for the SAML attribute. Specify the information to get the value for the SAML attribute. 
                     If the attribute contains a Static Value per each AAA Policy, specify the static string value. If the Data Source Type is variable, specify the variable name. You can input an empty string as the variable name to use the default variable var://context/ldap/auxiliary-attributes. That variable is maintained by the LDAP authentication or authorization to query auxiliary LDAP attributes. In any case, the variable that is being used here must contain a result element with a list of attribute sub elements. Each attribute element must contain a name attribute, which is used to match the Supplementary Data setting. The following sample describes the format of the variable content. <result> <attribute-value name="cn">Alice</attribute-value> <attribute-value name="sn">Alice</attribute-value> <attribute-value name="creatorsName"> cn=Manager,dc=datapower,dc=com</attribute-value> </result>    SourceType var Supplementary Data The extra information used to get the value of the SAML attribute.  When the SAML attribute value is retrieved from a variable as defined in Data for Attribute Value setting, specify the value to match the name attribute of the attribute-value elements that are carried by that variable. <result> <attribute-value name="cn">Alice</attribute-value> <attribute-value name="sn">Alice</attribute-value> <attribute-value name="creatorsName"> cn=Manager,dc=datapower,dc=com</attribute-value> </result> When this value is empty, the value of each attribute-value element is treated as one SAML AttributeValue. Therefore, if multiple attribute-values are carried by the DataPower variable, there can be multiple SAML AttributeValues in one SAML Attribute element.  Friendly Name A more meaningful name for the SAML attribute. Specify a meaningful name for the SAML attribute.       Namespace URI Namespace URI for the attribute.  The Namespace URI for the attribute. The Namespace URI must match on a name. If blank, uses the null namespace. For example, "http://www.examples.com" would match a message with the following attribute: <Attribute AttributeName="cats" AttributeNamespace="http://www.example.com"> <AttributeValue>Winchester</AttributeValue><Attribute>    Local name Local name of the attribute.  The local name of the attribute. For example, "cats" would match a message with the following attribute: <Attribute AttributeName="cats" AttributeNamespace="http://www.example.com"> <AttributeValue>Winchester</AttributeValue><Attribute>     Attribute value Value for the attribute.  The value for the attribute with the corresponding name. For example, "Winchester" would match the following attribute: <Attribute AttributeName="cats" AttributeNamespace="http://www.example.com"> <AttributeValue>Winchester</AttributeValue><Attribute>    From Variable Retrieve the value from a DataPower variable. The value of the SAML attribute is identified by the DataPower variable and XML element of an XML doc carried by that variable.  From Input Message Fetch the value from the XML doc with an XPath expression. The value of the SAML attribute is identified by the XPath expression.  Static Value The SAML attribute has a static value. The metadata category to support user-defined metadata items from any physical or virtual protocol header.    XPath XPath expression. Evaluates a custom XPath expression against the SAML attribute statement.  Any Must match at least one name. Ensures the presence of at least one configured SAML attribute.  All Must match all names. Ensures the presence of all configured SAML attributes.  Any value Must match at least one name and value. Ensure at least one configured SAML attribute name and value is found in the SAML attribute statement.  All values Must match all names and values. Ensures all configured SAML attribute names and values are found in the SAML attribute statement.    SAML assertion only Generate only the SAML assertion. No special need for SAML protocols or profiles. The SAML assertion can be put to WS-Security wrap up later. However, the SAML assertion is not required to respond to any SAML specific requests.  SAML response with assertion The SAML assertion is put in to an SAML response element. This choice might indicate that the request message contains some SAML protocol information for the response, such us the AuthnRequest. SAML protocol or profile Define the scenario to generate the SAML assertion for.    Authentication statement  Attribute statement  Authorization decision statement SAML assertion types The type of SAML assertion.    Bearer  Holder of key  Sender vouches SAML Subject Confirmation The Subject Confirmation method for SAML assertion.    2.0  1.1  1.0 SAML Version The version of SAML messages.    Prerequisite Validate this policy and all matching policies before accepting All matching profiles in the Application Security Policy are run. A failure of any of these profiles results in the failure of the transaction. Only when all matching profiles are successful will the transaction be accepted. A typical use of this style would be a broad match that enforces a basic item, such as maximum size, that is followed up with more specific matches with stronger criteria.  Admission Validate this policy only before accepting Only this policy is run. If successful, the transaction is accepted. Satisfaction Policy    Rule A processing rule Select the rule to run.  Interval Seconds between invocations seconds Specify the interval between invocations in seconds. A value of 0 indicates a single invocation.    unknown  high-min  High  A service or transaction assigned this priority setting will receive above normal scheduling priority and resource allocation.  high-max  normal-min  Normal  A service or transaction assigned this priority setting will receive normal scheduling priority and resource allocation.  normal-max  low-min  Low  A service or transaction assigned this priority setting will receive below normal scheduling priority and resource allocation.  low-max Transaction Priority    XPath Expression An XPath Expression selecting elements of the Schema document This is an XPath expression that identifies elements of the Schema document. These are the elements excepted from schema validation.  AllowEncrypted Type Exception Type Select the Exception type for encryption. Schema Exception Rule    Allow Encrypted Indicates that the element might or might not be encrypted in the document that is under validation.  Require Encrypted Indicates that the element must be encrypted in the document that is under validation. If not encrypted, validation fails.    URL Match Matching rule Select the matching rule that is applied to candidate XML documents. Documents whose URL conforms to an expression contained in the matching rule are subject to XML schema validation.  Validation Mode Validation procedure Select the procedure to use to validate a schema.    ValidationMode schema schema-rewrite   ValidationMode attribute-rewrite dynamic-schema default Schema URL The URL of an XML schema Enter the URL of the schema to use for validation. Used only when the Validation Mode is schema or schema-rewrite.    ValidationMode attribute-rewrite schema-rewrite   ValidationMode schema dynamic-schema default URL Rewrite Policy URL rewrite policy Select a URL Rewrite Policy from the list. Used only the Validation Mode is attribute-rewrite or schema-rewrite.    ValidationMode dynamic-schema   ValidationMode schema-rewrite schema attribute-rewrite default Dynamic Schema Dynamic schema Select a dynamic schema used to perform document validation regardless of any validation processing instructions contained within the document. Dynamic schemas used Schema Exception Maps or Document Crypto Maps.    datapower.com Domain name Enter the domain name. The name of a domain to search. Examples are example.com and ibm.com.    allow Allow access to this host and port.  deny Deny access to this host and port.      RemotePort 0 Destination host Host name or IP address of the application server Specify the host name or IP address of the application server. When blank, the rule applies to only the specified port on all hosts.  0 0xFFFF 0 Destination port Listening port on the application server Specify the listening port of the application server. The special value of 0 indicates that the rule applies to all ports on the specified host.  deny Access Indicate whether access to this application server and port should be allowed or denied. Indicate whether to allow or deny access to this application server and port. When you specify allow for any one member, all other destinations are denied except for the ones explicitly allowed.    Strict Strict. Items are added to the security header following the numbered layout rules described in the WS-Security Policy specification.  Lax Lax. Items are added to the security header in any order that conforms to WSS:SOAP Message Security.  LaxTimestampFirst LaxTimestampFirst. As Lax except that the first item in the security header MUST be wsse:Timestamp.  LaxTimestampLast LaxTimestampLast. As Lax except that the last item in the security header MUST be wsse:Timestamp. WS-Security Policy - Security Header Layout Security Header Layout    Basic authentication header Basic authentication header When you use basic authentication header, you require users to provide valid user name and password to access the endpoint.    No Does not include a banner message Does not include a banner message during SSH preauthentication phase.  Yes Includes a banner message Includes a banner message during SSH preauthentication phase.    Other Other type of measurment A measure other than those listed below  Other Unknown measurment Unknown measurement, or abitrary, relative numbers  Volts AC Electric Potential AC Electric potential, Alternating Current  Volts DC Electric Potential DC Electric potential, Direct Current  Watts Watts of Power Electric power in Watts  Hertz Frequency in Hertz Frequency of oscillation measured in Hertz.  Degrees Celsius Temperature in Degrees Celsius Temperature measured in Degrees Celsius.  % Relative Humidity Relative Humidity as a percentage Relative Humidity as a percentage between 0 and 100.  RPM Rotations per Minute Rotational speed in Rotations per Minute.  CMM Cubic Meters per Minute Volume in Cubic Meters per Minute.  true(1) or false(2) Truth Value Truth value, 1 if true, 2 if false. Sensor Data Type Identifies the measurement data type for a sensor.    Below Lower Non-Recoverable Sensor value is dangerously low The current sensor reading value is below the lower non-recoverable threshold, which indicates that there is a risk of damaging the hardware if the device is allowed to remain in this state. If you cannot alleviate the cause of this reading, you should power down the device.  Below Lower Critical Sensor value is too low The current sensor reading value is below the lower critical threshold, which indicates that the system is faulty, and may not be operating properly.  Below Lower Non-Critical Sensor value is at low warning The current sensor reading value is below the lower non-critical threshold, which is a warning that it is getting close to too low. The system should operate normally, but the cause of the sensor value should be investigated.  OK Sensor value is OK The current sensor reading value is OK, and is within all limits.  Above Upper Non-Critical Sensor value is at high warning The current sensor reading value is above the upper non-critical threshold, which is a warning that it is getting close to too high. The system should operate normally, but the cause of the sensor value should be investigated. This is commonly used on temperature sensors, where the investigation would be checking ambient air temperature and air flow.  Above Upper Critical Sensor value is too high The current sensor reading value is above the upper critical threshold, which indicates that the system is faulty, and may not be operating properly.  Above Upper Non-Recoverable Sensor value is dangerously high The current sensor reading value is above the upper non-recoverable threshold, which indicates that there is a risk of damaging the hardware if the device is allowed to remain in this state. If you cannot alleviate the cause of this reading, you should power down the device.  Failure Reading indicates a failure The reading indicates a failure. Used for non-numeric readings.  No Reading No reading to check The attempt to read the sensor failed, so the status cannot be checked.  Invalid (Internal Error) Internal error checking status An internal software error has been detected checking the status. Sensor Reading Status Sensor Reading Failure Status Gives the failure status for the current sensor reading. Indicates whether the reading is acceptable, and if not, why it is unacceptable.    UDP-LISTEN  TCP-LISTEN Port state Port state    var://service/content-type  var://service/urlopener-factory  var://service/max-message-size  var://service/include-charset  var://service/raw-mode  Response Mode Get the flag if the message is a response or not. If the message is a response, this service variable returns the response-mode value.  var://service/webgui-mode  var://service/expect-mime-headers  var://service/url-as-dpurl  var://service/rule-selection-header  Rule Direction Get the direction of traffic that the rule is processing. If the rule is processing a request message, this service variable returns 1. If the rule is processing a response message, this service variable returns 2.  var://service/parser-flags  var://service/log-parser-error-at-debug-level  var://service/back-processing-mode  var://service/error-cause  var://service/soap-schema-url  var://service/soap-enable-mode  var://service/soap-error-level  var://service/next-attachment-uri  var://service/max-attachment-size  var://service/max-attachment-pkg-size  var://service/attachment-detection-offset  var://service/input-is-package-part  var://service/input-is-root-part  var://service/ap_conformance/MIMErequirements  var://serivce/attachment-streaming-mode  var://serivce/json/string/max-value-length  var://serivce/json/string/max-propname-length  var://service/ss-ready-stamp  var://service/doc-ready-stamp  var://service/wsrm/pause  var://service/wsrm/resume  var://service/wsrm/aaa-policy-name  var://service/wsrm/aaa-conditional-xpath  var://service/slm-policy-name Used by SLM logic to associate a particular transaction to its resolved policy name.  var://service/set-ulog  var://service/aaa/ok  var://service/aaa-error-logs  var://service/aaa/username  var://service/aaa/password  var://service/transaction-step  var://service/transaction-session-id  var://service/transaction-trace  var://service/transaction-abort  var://service/trace/call/  var://service/trace/flush  var://service/debug-mode  var://service/config  var://service/system/ident  var://service/system/status/  var://service/system/config/  var://service/cache/  var://service/cache/dynamic-policies  var://service/ws-security-policy/symmetric-binding-info  var://service/ws-security-policy/asymmetric-binding-info  URL-in all Request URL Get URL of Incoming Request  URL-out all Out URL Get Outbound URL to Backend  URI-request all Request URI Get or set the request URI of a transaction  local-service-address all Frontside Service Address Get Frontside Service Address  Client-Address all Frontside Client Address Get Frontside Client Address  Client-Protocol all Frontside Protocol Get Frontside Protocol  Frontside Protocol Method Get/Set Frontside Protocol Method  Timestamp Transaction Start Get Timestamp of Request Received  Timestamp Forwarded Get Timestamp of Request Message Forwarded  Timestamp Transaction End Get Timestamp of Response Complete  Transaction Duration Get Duration of Transaction  Transaction Memory Memory used for Transaction The total memory used for a transaction.  Transaction Token Set Token for Asynchronous Transactions  Transaction Timeout Set Timeout for Asynchronous Transactions  Transaction Name Set Name for Asynchronous Transactions  transaction-error-code all Error Code Get/Set Error Event Code The assigned error code from the Result Code table.  transaction-error-message all Error Message Get/Set Error Message The variable contains the detailed error condition causing the multistep processing to abort. Setting the variable will overwrite the error response to the client in an error condition.  error-protocol-response all Protocol Error Response Set Protocol Error Response Overwrite the protocol response code in an error condition.  XML Processing mode XML Processing mode The XML processing mode could be soap, xml, unprocessed  error-protocol-reason-phrase all Protocol Error Reason Phrase Set Protocol Error Reason Phrase Overwrite the protocol reason phrase in an error condition. The reason phrase is intended to give a short textual description of the protocol error response for human consumption.  error-subcode all Error Subcode Get/Set Error Subcode Often the subcode is the same as var://service/error-code. Sometimes it is a more specific result code. It is used to help disambiguate the reason for invoking an error rule.  Error Headers Get Error Headers The name of the HTTP header field that contains error information.  Formatted Error Response Get Formatted Error Response The error response send back to the client. The response can be overwritten by writing to var://service/error-message.  error-protocol-ignore all Protocol Error Ignore Flag Get/Set Protocol Error Ignore Flag The flag that controls how the Front Side Handler processes error condition. If the value is set and greater than zero, it does not run any error handling actions and produces a regular response. The content of the message is produced by an error rule.  Strict Error Mode Get/Set strict error mode The setting controls the error mode for multistep processing. If set all dp:reject invocations will abort multistep processing. If it is not set, dp:reject with @strict-only = 'true' will only be logged but not abort multistep processing.  SOAP Fault Response Set when response rule input is treated as a soap fault The flag indicates that the input to the response rule was a soap fault.  SOAP one-way Message Exchange Pattern Notify the transaction of a SOAP one-way Message Exchange Pattern Notify the service layer that this transaction is performing a one-way MEP (Message Exchange Pattern) operation. This enables the service layer to optimize resource usage. When using WSA and one-way MEP's, service layer will timeout waiting for a response. Set this variable to true to prevent this.  xmlmgr-name all XML Manager Get XML Manager of Service  domain-name all Domain Name Get Domain of Service  Default Processing Policy Name Get Default Processing Policy Name  service-type all Service Type Get Service Type  service-name all Service Name Get Service Name  Maximum Call Depth Get/Set Maximum Call Depth Defaults to 128 in each transaction. It controls how many levels of called rules can be layered before an error is thrown.  Maximum Loop/Conditional Action Depth Get/Set Maximum Action Depth Defaults to 128 in each transaction. It controls how many levels of directly-invoked actions, such as loops of loops, can be layered before an error is thrown.  Frontside WSDL URL Get Frontside WSDL URL of Service  Frontside Attachment Format Get Frontside Attachment Format  Backside Attachment Format Get Backside Attachment Format  Set Stylesheet Parameter Set Stylesheet Parameter  Delete Stylesheet Parameter Delete Stylesheet Parameter  Loadbalancer Group Member State Set Loadbalancer Group Member State  Loadbalancer Group Name Get Loadbalancer Group Name  Loadbalancer Group Member Get Current Loadbalancer Group Member  var://service/lb/hash  transaction-id all Transaction Identifier Get Identifier of Transaction  Global Transaction Identifier Get Identifier of Global Transaction ID  transaction-client all Transaction Client IP Get IP Address of Transaction Client  transaction-rule-name all Transaction Rule Name Get Transaction Rule Name  transaction-rule-type all Transaction Rule Type Get Transaction Rule Type  transaction-policy-name all Transaction Policy Name Get Transaction Policy Name  Transaction Audit Trail Get Transaction Audit Trail  Current Call Depth Get Current Call Depth Returns the current depth of called rules. The maximum is set in var://service/max-call-depth.  input-message-size all Input Message Size Get Input Message Size  Routing URL Get or set Routing URL This variable is an addition to dp:set-target() for dynamically routed gateways. The latter does not let you specify a protocol, but you express a routing-url just like the gateway backend-url. Whether the URI is honored depends on the propogate-uri property. This variable is implemented for XML Firewall objects, but it generates an error if the protocol is not HTTP or HTTPS. For a Multi-Protocol Gateway, it can be any valid backend protocol. Another key difference is that this variable can only be set once. The set-target can be called multiple times with the last one taking precedence. The advantage is that a connection is started immediately even while other multistep processing is occurring and less data might have to be buffered. Using this variable might cause a wrong determination of the content-type for MIME documents. If you encounter such a problem, use var://service/routing-url-delay-content-type-determination instead.  Routing URL TLS Profile Get or set Routing URL TLS Profile This variable sets the TLS profile that is used for dynamic route. Use this variable when the back side TLS configuration for the service is not sufficient for the dynamic route. Use this variable before var://service/routing-url.  Routing URL Delay Content-Type Determination Get or set Routing URL with delayed Content-Type Determination This variable is a variant of var://service/routing-url. It functions the same as var://service/routing-url, except that it delays the content-type determination for MIME documents, which in certain scenarios helps the DataPower appliance send the content-type of the MIME documents (not the content-type of the root document in the MIME document) to the back-end server. Use var://service/routing-url first. If the appliance sends the wrong content-type to the back-end server, use this variable instead.  Persistent Connection Counter Get Persistent Connection Counter This variable notes the number of transactions that were completed on the current protocol session.  Custom Connection Annotation Get/Set Custom Connection Annotation This variable allows the user to annotate the current protocol session. The annotation could be an identifier which can be used to maintain state based on an existing protocol session.  Multiprotocol Gateway Loopback Set Multiprotocol Gateway Loopback This variable set to 1 in a Multi-Protocol Gateway during front side processing allows to skip the backside from running, which makes a loopback essentially. Any data written to the backside will try and be written to the frontside instead.  Multiprotocol Gateway Backend Timeout Get/Set Multiprotocol Gateway Backend Timeout This variable allows the user to get or set the backend timeout in a Multi-Protocol Gateway. Setting this variable will override the default timeout. It is expressed in seconds, and valid values are 1-86400.  Request Message Size Get Request Message Size The size of the message received by front side protocol handler in bytes, excluding headers.  Response Message Size Get Response Message Size The size of the message received by the back end in bytes, excluding headers.  var://service/mpgw/flow-control-enabled  var://service/mpgw/response-attachment-flow-control-enabled  var://service/mpgw/request-attachment-flow-control-enabled  Proxy Back-end HTTP Response Code Force the service to pass the response code from the server to the client This variable controls whether to force the service to pass the response code from the server to the client. Setting this variable to 1 forces the service to pass the response code without any modification and regardless of any error condition. However, if you set a custom response code in the error rule with the <var://service/error-protocol-response> service variable, the service passes this custom response code instead.  var://service/mpgw/backend-config  Transaction timeout for Multi-Protocol Gateway Override the static transaction timeout for a Multi-Protocol Gateway on a per transaction basis This variable overrides the static transaction timeout for a Multi-Protocol Gateway on a per transaction basis. The transaction timeout is the duration for a transaction in milliseconds before it is canceled. The transaction starts when the handler receives the request. You can check or reset the timer for the transaction timeout with the var://service/mpgw/transaction-timeout-ms-count variable.  Timer in milliseconds for transaction timeout for Multi-Protocol Gateway Gets or sets the timer in milliseconds for the Multi-Protocol Gateway transaction timeout This variable gets or sets the transaction timer in milliseconds for the Multi-Protocol Gateway transactional timeout. When read, it gets the current transaction timer. When written, it sets the transaction timer to the specified value.  Proxy WebSocket upgrade request Force the service to forward the WebSocket upgrade request from the client to the server This variable controls whether to force the service to forward the WebSocket upgrade request from the client to the server. Setting this variable to 0 forces the service to strip the WebSocket upgrade header when sending the request to the server.  Transaction Header Manifest Get Transaction Header Manifest Lists all protocol headers of current transaction.  Protocol Request Header Set Protocol Request Header This variable correlates directly to the dp:set-request-header() extension function. var://service/set-request-header/FOO to value BAR would set the request header FOO to BAR.  Request Header (Append) Append to Request Header  Protocol Response Header Set Protocol Response Header This variable correlates directly to the dp:set-response-header() extension function. var://service/set-response-header/FOO to value BAR would set the request header FOO to BAR.  Response Header (Append) Append to Response Header  original-content-type all Original Request Content-Type Header Get Original Request Content-Type Header Value Returns the original request Content-Type header value. The value remains unmodified and is not subject to both service header rewrites and multistep header rewrites.  TLS connection information Get TLS connection related information Lists various attributes of the current TLS connection, including TLS version and any SNI extension header. This is a read-only service variable.  IBM MQ Reply-To Queue MQMD.ReplyToQ When write changes the dynamic routing.  IBM MQ Reply-To Queue Manager MQMD.ReplyToQMgr When write changes the dynamic routing.  IBM MQFTE Integration ID Set the Integration ID for an IBM MQFTE session  WSM Enabled Get WSM Enabled Flag  WSM WSDL Source Class Get class of WSDL source  WSM WSDL Source Get name of WSDL source  WSM WSDL Get WSM WSDL  WSM Service Name Get WSM Service Name  WSM Service Port Get WSM Service Port  WSM Backend Service Port Get Backend (Original) WSM Service Port  WSM Service Binding Get WSM Service Binding  WSM Backend Service Binding Get WSM Backend (Original) Service Binding  WSM Service Binding data Get WSM Service Binding data  WSM Backend Service Binding data Get WSM Backend (Original) Service Binding data  WSM Service Binding type Get WSM Service Binding type  WSM Service Operation Get WSM Service Operation  WSM Backend Service Operation Get WSM Backend (Original) Service Operation  WSM Service Port Operation Get WSM Service Port Operation  WSM Backend Service Port Operation Get WSM Backend (Original) Service Port Operation  WSM Fault Validation Get WSM Fault Validation  WSM Header Validation Get WSM Header Validation  WSM Strict Fault Document Style Do not expect RPC wrappers on RPC faults  WSM Schema Location Get WSM Schema Location  WSM Part Exists WSM Part Exists Internal variable used to test whether a part is referenced in the wsdl. Returns 1 or 0.  WSM Part Is XML Element WSM Part Is XML Element Internal variable used to test whether a part is referenced in the wsdl and is a schema validatable xml element. Returns 1 or 0.  WSM Number of Subschema Get WSM Number of Subschema  WSM WSDL Error Set WSDL Error  WSM WSDL Warnings Set WSM WSDL Warnings  WSM Validate Message Get WSM Validate Message  WSM Resolve HREFs Get WSM Resolve HREFs  WSM AAA Policy Name Get WSM AAA Policy Name  WS-Policy Required Subjects Internal bitmask of policy subjects that require multistep actions  WS-Policy Enforcement Mode Get policy enforcement mode (filter or enforce)  Service Level Agreement Policy Enforcement Mode Get SLA policy enforcement mode (allow or reject)  Name of the gateway enforcing wspolicy Get the name of the Gateway  Policy Correlator ID for the current transaction Connects the generated Policy with a WSDL.  WS-Policy Endpoint Subject Configuration Name Get Endpoint Subject Configuration Name  WS-Policy Service Subject Configuration Name Get Service Subject Configuration Name  WS-Policy Operation Subject Configuration Name Get Operation Subject Configuration Name  WS-Policy Message Subject Configuration Name Get Message Subject Configuration Name  WS-Policy REST Subject Configuration Name Get REST Subject Configuration Name  WS-Proxy Conformance Policy Name WS-Proxy Conformance Policy Name  WS-Proxy Conformance Policy Name generated from WS-Policy WS-Proxy Conformance Policy Name generated from WS-Policy  WS-Addressing Timeout WS-Addressing Asynchronous Reply Timeout  WS-Addressing Reply Pattern WS-Addressing Asynchronous Reply Pattern  Input context name Input context name to current processing action  Output context name Output context name to current processing action  Client ID Client ID  Client ID Extraction Method Client ID Extraction Method  Client ID Authentication Method Client ID Authentication Method  Client SO CODE Client SO CODE  Client Hop Count Client Hop Count  MY SO CODE MY SO CODE  target SO CODE target SO CODE  ITCAM KD Header version ITCAM KD Header version  Server SO CODE Server SO CODE  Final Hop Count Final Hop Count  Service Flow ID Service Flow ID  For-each Loop Iterator Get Innermost For-Each Loop Iterator Get the loop iterator for the innermost for-each action. If the for-each action is set to run with a fixed iteration count, this variable retrieves the input context of the loop action. If the loop runs over a node-set, this retrieves the current element within the node-set.  For-each Loop Count Get Innermost For-Each Loop Count Get the current loop count for the innermost for-each action. If the current action is the first action run within the loop returns 1; the second action, 2; and so on.  WTX Warnings Get the WTX warnings Get the WTX warning messages from the transforming process. When the DPA file has defined warning conditions and you have enabled the WTX warning option in XML Manager configuration, this variable returns the warning message if the transforming process meets the warning conditions.  Transaction Priority Transaction Priority  WSDL Frontside Protocol WSDL Frontside Protocol  WSDL Backside Protocol WSDL Backside Protocol  WSDL HTTP Binding Parsed URL Replacement Algorithm WSDL HTTP Binding Parsed URL Replacement Algorithm  HTTP Content-Type specified in WSDL The HTTP Content-Type specified by the WSDL  SOAP version for log verb SOAP version for log verb  List of all existing contexts List of all existing contexts  WSM User Data Get/Set WSM User Data  B2B Message ID B2B Message ID The message ID of the received B2B document. For outbound transactions, the value could be set in processing policy to customize the ID.  B2B Custom Message ID B2B Custom Message ID  B2B Partner From B2B Partner From  B2B Partner To B2B Partner To  B2B Partner Destination B2B Partner Destination The destination where the document will be routed. The value of this variable must match an existing destination configured in partner profile.  B2B Allow Signed Messages B2B Allow Signed Messages  Inbound Require Signature Inbound Require Signature  Outbound Verify MDN Signature Outbound Verify MDN Signature  B2B Decoded Content Location B2B Decoded Content Location  SMIME Verifying Valcred SMIME Verifying Valcred  SMIME Verified SMIME Verified  B2B Document Type B2B Document Type Type of EDI message being transferred through a B2B gateway. This may have one of the string values "x12", "edifact", "xml", or "binary".  B2B Document Routing Preprocessor Stylesheet to handle outbound document routing URL of a stylesheet that handles routing for outbound documents. This may determine or override the document type and trading or receiving partner IDs. It is set from configuration.  B2B XPath Routing Info XPaths used for outbound document routing for XML EDI messages The value of this variable is an XML tree containing sets of routing XPaths used for routing outbound XML EDI messages. This may determine or override the document type and trading or receiving partner IDs. It is set from configuration.  B2B Incoming AS B2B Incoming AS True if incoming message came in on AS fsph, false otherwise  B2B Signed Message Base64 Encoded MIC And Algorithm B2B Signed Message Base64 Encoded MIC And Algorithm Base64 encoded string of the mic digest calculated over the data in an incoming signed message, plus the digest algorithm used.  B2B AAA Policy Name B2B AAA Policy Name Name of the AAA Policy attached to the frontside protocol handler, if any.  B2B Process Email Attachment As Payload B2B Process Email Attachment As Payload First attachment in message received over POP3 FSPH is used for B2B payload  B2B Save Sink Protocol Contents B2B Save Sink Protocol Contents Save copy of on-the-wire contents for B2B viewer and archive. True if protocol is AS or incoming is non-AS.  B2B ebMS2 from partyID B2B ebMS2 from partyID  B2B ebMS2 to partyID B2B ebMS2 to partyID  B2B ebMS2 from partyID type B2B ebMS2 from partyID type The type of the ebXML party ID. When this variable is set and the associated party ID is not configured as DUNS or DUNS+4 type, the value is used during ebMS message packaging process.  B2B ebMS2 to partyID type B2B ebMS2 to partyID type The type of the ebXML party ID. When this variable is set and the associated party ID is not configured as DUNS or DUNS+4 type, the value is used during ebMS message packaging process.  internal The current timestamp in UTC format.   internal The timestamp in the incoming message.   internal If the inbound ebXML message requests a sync reply.   internal If the outbound ebXML message to request a sync reply.   internal If the inbound ebXML message requests an acknowledgement.   internal If the outbound ebXML message to request an acknowledgement.   internal If the inbound ebXML message requests the signatures in the acknowledgement.   internal If the outbound ebXML message to request the signatures in the acknowledgement.   internal If the inbound ebXML message requests duplicate elimination.   internal If the outbound ebXML message to request duplicate elimination.   internal The expiration date of the inbound ebXML message.   internal The expiration date of the inbound ebXML message.   internal The type of the ebXML message to send.   internal The type of the received ebXML message.   internal The ebXML message digests generated for the packaging message.   internal The ebXML message digests parsed from incoming message (either an inbound User message, or asynchronous Ack or a synchronous Ack).   internal B2B ebMS Error Code The error code for the ebXML error message. It indicates the nature of the error in the message in error.  internal B2B ebMS Error Description The description for the ebXML error message.  internal B2B ebMS Error Description The severity for the ebXML error message.  internal B2B ebMS2 Error Location The location for the ebXML error message. It points to the part of the ebXML message containing the error.  B2B ebMS2 Acknowledgement Response URL B2B ebMS2 Acknowledgement Response URL The URL to return asynchronous acknowledgement message.  B2B ebMS2 Error Response URL B2B ebMS2 Error Response URL The URL to return asynchronous error message.  B2B ebMS2 From Partner Role B2B ebMS2 From Partner Role The role of the 'from' partner.  B2B ebMS2 To Partner Role B2B ebMS2 To Partner Role The role of the 'to' partner.  B2B ebMS2 CPA Id B2B ebMS2 CPA Id The CPA Id used in the ebXML message. It is a string that identifies the parameters governing the exchange of messages between two parties.  B2B ebMS2 Conversation Id B2B ebMS2 Conversation Id The conversation Id of the ebXML message. It is used to identified the set of related messages that make up a conversation between two parties.  B2B ebMS2 Service B2B ebMS2 Service The service of the ebXML message. It identifies the service that acts on the message.  B2B ebMS2 Type B2B ebMS2 Type The service type of the ebXML message. It identifies the type that acts on the message.  B2B ebMS2 Action B2B ebMS2 Action The action of the ebXML message. It identifies a process within a Service that processes the message.  B2B ebMS2 RefToMessage Id B2B ebMS2 RefToMessage Id The message id of an earlier ebXML message to which this message relates.  NON-TRANSLATABLE - B2B ebMS3 Username Token Username for ebms3 wsse:UsernameToken Username for ebms3 wsse:UsernameToken  NON-TRANSLATABLE - B2B ebMS3 Username Token Password Password for ebms3 wsse:UsernameToken Password for ebms3 wsse:UsernameToken  NON-TRANSLATABLE - B2B ebMS3 Signature Key B2B ebMS3 Signature Key Key used when signing an ebms3 message  NON-TRANSLATABLE - B2B ebMS3 Signature Cert B2B ebMS3 Signature Cert Cert used when signing an ebms3 message  NON-TRANSLATABLE - B2B ebMS3 Signature Algorithm B2B ebMS3 Signature Algorithm Algorithm used when signing an ebms3 message  NON-TRANSLATABLE - B2B ebMS3 Signature Hash Algorithm B2B ebMS3 Signature Hash Algorithm Hash algorithm used to combute digests of signed ebms3 message  NON-TRANSLATABLE - B2B ebMS3 Signature Canonicalization Algorithm B2B ebMS3 Signature Canonicalization Algorithm Canonicalization algorithm used before doing XML Signature  internal Id credential used to verify the incoming ebMS3 message.   internal Default signer certificate used to verify the incoming ebMS3 message.   internal B2B ebMS3 requires signed inbound message   NON-TRANSLATABLE - ebms3 inbound Message Encryption Required  Get whether the incoming messages must be encrypted This variable gets whether the incoming ebms3 message must be encrypted. If yes, returns 1. Otherwise, returns 0.  internal B2B ebMS3 requires compressed inbound message   internal Identify whether the received ebMS3 message is compressed   NON-TRANSLATABLE - ebms3 inbound Message Compression Required  Get whether the incoming messages must be compressed This variable gets whether the incoming ebms3 message must be compressed. If yes, returns 1. Otherwise, returns 0.  internal Set rule state when it is in action sign, encrypt, verify and decrypt   NON-TRANSLATABLE - Get or set ebMS MEP value Message Exchange Pattern Message Exchange Pattern  NON-TRANSLATABLE - Get or set ebMS3 MPC name Message Partition Channel Message Partition Channel  NON-TRANSLATABLE - Get the content type of fetched MPC message payload Content type of fetched MPC message payload   NON-TRANSLATABLE - Get or set ebMS3 MPC validation credential name ValCred name for Message Partition Channel ValCred name Message Partition Channel  B2B ebMS2 Signature Key B2B ebMS2 Signature Key Key used when signing an ebms2 message  B2B ebMS2 Signature Cert B2B ebMS2 Signature Cert Cert used when signing an ebms2 message  B2B ebMS2 Signature Algorithm B2B ebMS2 Signature Algorithm Algorithm used when signing an ebms2 message  B2B ebMS2 Signature Hash Algorithm B2B ebMS2 Signature Hash Algorithm Hash algorithm used to combute digests of signed ebms2 message  B2B ebMS2 Signature Canonicalization Algorithm B2B ebMS2 Signature Canonicalization Algorithm Canonicalization algorithm used before doing XML Signature  B2B ebMS2 Encryption Recipient B2B ebMS2 Encryption Recipient Certificate used to encrypt ebms2 message  B2B ebMS2 Encryption Algorithm B2B ebMS2 Encryption Algorithm Symmetric algorithm used to encrypt ebms2 message  internal Key used to decrypt the incoming ebMS2 message.   internal Id credential used to verify the incoming ebMS2 message.   internal Default signer certificate used to verify the incoming ebMS2 message.   internal Identify whether the received ebMS2 message is encrypted   internal Identify whether the received ebMS2 message is signed   internal The messageStatus to be responded to inbound StatusRequest, or received from outbound StatusRequest.   internal The context to be packaged in ebMS format   internal An internal stage used to match partner profiles and identify CPA collaboration based on inbound ebMS message header at transaction time.   internal Indicator of whether we should generate the start parameter for the Content-Type header of ebMS outbound message   internal Indicator of whether to expose content-disposition header of the body of AS message for filename preservation   internal Configured value of B2B Gateway Document Routing Preprocessor Type   B2B Message Signature Required Get whether the incoming B2B message must be signed This variable gets whether the incoming B2B message must be signed. If yes, returns 1. Otherwise, returns 0.  B2B Message Signature Verified Get whether the B2B message signature is verified This variable gets whether the signature of the incoming B2B message is verified. If yes, returns 1. Otherwise, returns 0.  B2B Message Encryption Required Get whether the incoming messages must be encrypted This variable gets whether the incoming B2B message must be encrypted. If yes, returns 1. Otherwise, returns 0.  B2B Message Decrypted Get whether the B2B message is decrypted This variable gets whether the incoming B2B message is decrypted. If yes, returns 1. Otherwise, returns 0.  B2B MDN Message Received Get whether the received message is an MDN This variable gets whether the incoming message is an MDN (Message Disposition Notification). If true, returns 1. Otherwise, returns 0.  AS2 Proxy Passthrough Mode Enabled Get whether the passthrough mode is enabled in the AS2 Proxy Front Side Handler This variable gets whether the passthrough mode is enabled in the AS2 Proxy Front Side Handler. If yes, returns 1. Otherwise, returns 0.  B2B Proxy Integration ID Get the integration ID This variable gets the auto-generated ID for integration with other B2B systems, for example, IBM Multi-Enterprise Integration Gateway. The integration ID can be used to correlate events associated with one transaction.  B2B From Partner ID Get the B2B From Partner ID This variable gets the from partner's ID that is extracted from the B2B messaging protocol header, such as AS2-From.  B2B To Partner ID Get the B2B To Partner ID This variable gets the to partner' ID that is extracted from the B2B messaging protocol header, such as AS2-To.  B2B Message ID Get the B2B message ID This variable gets the unique message ID that is extracted from the B2B messaging protocol header, such as Message-Id.  Control of opaque SOAP faults Control whether SOAP faults generated within the request rule will be replaced with a generic error text, rather than the reason specified when the fault was generated. If set to 0, rewriting is disabled; if set to 1, rewriting is forced. When set to -1 (the default), rewriting will be done if the processing rule has performed an action that could result in an oracle. In addition to this variable, rewriting may be disabled by the rewrite-errors service configuration parameter.   original-response-content-type all Original Response Content-Type Header Get Original Response Content-Type Header Value Returns the original response Content-Type header value. The value remains unmodified and is not subject to both service header rewrites and multistep header rewrites.  Preserve MIME encapsulation Control whether to preserve MIME encapsulation When enabled and the request or response was encapsulated with MIME, regardless of the number of entity parts, preserve encapsulation. This variable is meaningful with multipart messages with only one part.  var://service/as2proxy/sideeffectonly  Preserve the HTTP Content-Type header Force the service to pass the Content-Type header unchanged This variable controls whether the Content-Type header is preserved and under what conditions it can be modified, based on its value for each processing action and at the end of the processing rule. It can be set on both the request and response rules. If set in a request rule, the setting affects only the header sent to the backend server. The service variable must be set again in the response rule to specify this behavior for the header sent to the client. This variable does not prevent modification of the Content-Type header by applying transformation policy actions.  Controls the GatewayScript debugger Enable or disable the debugger in each GatewayScript action with debugger; statements Controls whether to enable or disable the debugger in each GatewayScript action with debugger; statements within the same transaction at service level. Enable the debugger by specifying this variable to 
                     1
                    with the dp:set-variable() XSLT extension function or to 
                     true
                    in GatewayScript. The default setting is disabled, which is 
                     0
                    or 
                     false
                    .  Enable GatewayScript dynamic code evaluation per transaction Enable GatewayScript dynamic code evaluation per transaction Enable GatewayScript dynamic code evaluation (eval() and function constructor) per transaction  var://service/mpgw/websocket-upgraded  var://service/http/version Returns the HTTP version from the backend response Service Variables    Processing Service Version is being processed for configuration and schema  Okay Service Version was loaded and is running.  Warning A warning was generated while loading the Service Version.  Error An error prevented the Service Version from being loaded. Service Version Status    Set Set a variable  Indicates that you can set a variable. This is the default value.  When the specified variable does not exist, a new variable is added with assigned value. When the specified variable exists and it is not read-only, the assigned value overrides the existing value.  Add Add a variable Indicates that you can add a variable. For example, this can be used to add new headers or to append a new entry of the same header. Note: You cannot add the 
                     message.status.code
                    , 
                     message.status.reason
                    , 
                     policy.gatewayscript.enableDebugger
                    , 
                     error.message
                    , 
                     message.body
                    , or 
                     request.body
                    variable. Instead, you can set it. For details about these variables, see the Variables in the API context topic.  Clear Delete a variable Indicates that you can delete a variable. For example, this can be used to remove a header when the data is processed in the assembly flow.    Any Any value Read the variable value as-is. This is the default value.  String A string value Treat the variable value as a string.  Number A number value Treat the variable value as a number.  Boolean A Boolean value Treat the variable value as a boolean and the value can be 
                     true
                    or 
                     false
                    .    Transparent The SFTP server has a transparent file system. The files and directories shown are those on the back end of the associated DataPower service.  Virtual ephemeral The SFTP server will have an ephemeral virtual file system with subdirectories created by configuration. The contents of this file system are private to an individual SFTP connection to the SFTP server. The contents of this file system will not persist after this SFTP connection ends.  Virtual persistent The SFTP server will have a persistent virtual file system with subdirectories created by configuration. The contents of this file system are shared by all SFTP connections to this SFTP server with the same authenticated user identity. The user identity is determined by the SFTP user name. The contents of this file system will persist after all SFTP connections end for a duration defined by the persistent file system timeout value. SFTP server file system type    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  SSH client profile SSH client profile Specifies the SSH client profile to be used for this SFTP Client policy.  Use unique file names Use unique file names Specifies whether or not to generate a unique file name for files written to an SSH FTP server. When the Backend URL represents a directory, a unique file name is generated. When the Backend URL represents a file name that already exists in the remote server, any transfers result into a new unique file being created and its name will be modified to include a unique prolog.    ^/[^/]+(/[^/]+)*$ Virtual directory Directory in virtual file system of the SFTP server Specifies the directory in the virtual file system of the SFTP server.         Reboot system Restarts the DataPower Gateway.  Reload firmware Reloads the firmware.  Halt system (deprecated) Stops the DataPower Gateway, but power remains on. This mode is deprecated. Use  Power off system instead.  Power off system Stops the DataPower Gateway and turn off the power. Shutdown Mode    main Main system task Main system task  llm Low Latency Messaging task Low Latency Messaging task  b2bp B2B document storage task B2B document storage task  wtx WebSphere Transformation Extender task WebSphere Transformation Extender task  ssh Secure Shell client task Secure Shell client task  odbc ODBC endpoint task ODBC endpoint task  db2cli DB2CLI endpoint task DB2CLI endpoint task  SecureCloudConnector Secure Cloud Connector task Secure Cloud Connector task  dco Database Connectivity endpoint task Database Connectivity endpoint task  waxhn WAXHN task WAXHN task  imscallout IMS Callout task IMS Callout task  jsdebugger GatewayScript debugger GatewayScript debugger  nfs NFS Connector task NFS Connector task  isamrt ISAM Runtime task IBM Security Access Manager Runtime task  sgclient Secure Gateway Client Secure Gateway Client  ssh Secure Shell server task Secure Shell server task  quota-enforcement Quota Enforcement Server Quota Enforcement Server  luna Luna HSM SafeNet Luna Network HSM  lunaClient Luna client SafeNet Luna Network client  launcher System task coordinator System task coordinator  apic-gw-service API Connect gateway service coordinator API Connect gateway service coordinator  gateway-peering Gateway peering and distributed state coordinator Gateway peering and distributed state coordinator  MQ Message Queue Message Queue    Allow Use allow to process all transactions. This is the default.  Reject Use reject to process only the transactions that match at least one SLA policy. SLA Enforcement Mode Controls the application of SLA Policies to transactions.    Send to Log Posts a message to the log target.  Throttle Operations Rejects transactions over the defined threshold.    Log Only No action. Attempt to process subsequent transactions.  Reject Discard transactions until the monitored entity is within conformance levels.  Shape Queue the next 2500 transactions for later transmission when the monitored entity is within conformance levels. After queuing 2500 transactions, discard subsequent transactions. SLM Action Type SLM Action Type    Mapped Credential The result of the credential mapping phase of an AAA policy. The results might be a user name, a client DN, or another value. This credential type requires that the processing policy contains an AAA action before the SLM action.  Extracted Identity The result of the identity extraction phase of an AAA policy. This credential type requires that the processing policy contains an AAA action before the SLM action.  IBM MQ Application The name of the IBM MQ application from the IBM MQ message. This credential type is valid for only IBM MQ transport protocol messages.  Client IP The IP address of the client that submitted the message.  Request Header The value of the HTTP header field that contains the credential. When specified, provide the name of this header field.  IP from Header The value of the HTTP header field that contains the client IP address. When specified, provide the name of this header field (for example, X-Client-IP).  Custom Style Sheet The credential in the message that a style sheet extracts. When specified, provide the location for this style sheet. Credential Type Credential Type    Terminate at First Reject The policy stops processing any statement after the first rejection. A threshold was met.  Terminate at First Action The policy stops processing any statement after the first control procedure (an SLM reject or notify action). A threshold was met.  Execute All Statements The policy processes all policy statements regardless of any action a statement takes. Execution Policy Execution Policy    Fixed A discrete block of time. For example, from 8:00 AM to 9:00 AM. Fixed intervals are from the start of the schedule. Without a schedule, fixed intervals are from 12:00 AM.  Moving A sliding window of time. For example, the last 60 minutes.  Concurrent  Specifies that transactions are measured when they are received rather than in intervals. The threshold level value specifies the number of concurrent transactions that can be processed at a time before the threshold is enforced. This parameter is only valid with the count all threshold type and cannot be used with the token bucket algorithm type. The threshold interval length is not relevant with the interval type is "concurrent". Interval Type Interval Type    Low The low or first limit threshold  High The high or second limit threshold    Per Extracted Value Extract and keep a list of all unique values of the specified type. All configured SLM policies apply to each extracted value.  Exact Match exact values. An SLM policy applies to only values that match.  Regular Expression Match against a PCRE-style expression. An SLM policy applies to only values that match. Match Type Match Type    Mapped Resource The resource identifiers from an AAA map resource action. This resource type requires that the processing policy must include an AAA action before the SLM action.  Front URL The URL that the client requests or the rewritten, client-requested URL.  Destination URL The URL that defines the destination server. This URL might be different from the one requested by the client.  XPath Expression The resources identified by an XPath expression. When specified, provide the expression.  Requests Only All client requests.  Responses Only All server responses.  SOAP Faults All SOAP faults.  Error Code The resources defined by error codes. This error code might be generated by the remote server or by the appliance during message processing.  Custom Style Sheet The resource identifiers from a style sheet. When specified, provide the location of the custom style sheet.  Concurrent Connections  All concurrent TCP connections. The TCP connection is from the requesting client to the DataPower appliance. Generally, a client opens only one connection to the appliance at a time. Concurrent connections are not specific to user credentials. For this parameter, the threshold type must be count all and the algorithm type cannot be token-bucket.  Concurrent Transactions  All other active transactions. For this parameter, the threshold type must be count all and the algorithm type cannot be token-bucket.  WSDL The resources defined by a local WSDL file. A Web Service Proxy service might support more than one WSDL file.  WSDL Service The resources defined by the name of a service in an underlying WSDL file. Only Web Service Proxy services support this resource type.  WSDL Port The resources defined by the port binding in an underlying WSDL file. Only Web Service Proxy services support this resource type.  WSDL Operation The resources defined by the name of an operation in an underlying WSDL file. Only Web Service Proxy services support this resource type.  IBM MQ Request Queue The resources defined by the name of the IBM MQ Queue for client requests.  IBM MQ Reply Queue The resources defined by the name of the IBM MQ Queue for server replies.  UDDI Subscription (deprecated)  The UDDI subscription is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) subscription. The resources defined by the UDDI Subscription key. When specified, provide the subscription key.  WSRR Subscription The resources defined by the WSRR Subscription. When specified, provide the subscription.  WSRR Saved Search Subscription The resources defined by the WSRR Saved Search Subscription. When specified, provide the subscription. Resource Type Resource Type    Identifier Statement index A unique integer that indicates the order in which to process the statement. The policy processes statements from least to greatest. Adding a statement that duplicates the value of a previous identifier replaces the previous statement.  User Annotation User annotation The string or identifier that appears in log messages for this statement.  Credential Class Credential class that defines users The credential class that defines the users (credentials) to be subject to policy restrictions. Without a credential class, the appliance considers all messages as belonging to a single global user. Therefore, the statement applies to all messages that are identified as valid resources without respect to credential classification.  Resource Class Resource class that defines resources The resource class that defines a resources to be subject to policy restrictions. Without a resource class, the statement applies to all messages that pass the credential classification.  Schedule Schedule for policy enforcement The schedule that defines the time frame to enforce the policy.  SLM Action Action to run The action that defines the administrative action for messages that exceed the threshold.  0   ThreshIntervalType concurrent Threshold Interval Length Length of measurement interval Seconds  The length of each measurement interval. The default value is 0, which allows all messages and never triggers the threshold to enforce the action. The threshold interval length is not relevant when the interval type is "concurrent". However, concurrent transactions can also be configured with the resource class type of concurrent transactions. In this case, if the interval type is set to "fixed" (the default), the configuration behaves as concurrent, but an interval length of 0 allows all messages and never triggers the threshold to enforce the action. When the threshold interval type is "moving", the maximum interval length is 65535 seconds.  fixed Threshold Interval Type How to measure intervals How intervals are measured. The default is a fixed interval.  greater-than Threshold Algorithm Methodology that calculates the threshold The methodology that calculates the threshold in the current interval.  count-all Threshold Type How to apply the threshold How to apply the threshold level to the monitored count or latency. For the token-bucket algorithm, latency threshold types do not apply.  0 9007199254740991 0 Threshold Level Threshold that triggers the action  The threshold that triggers the action for all algorithms. The units of measure depends on the threshold type.  If the threshold is a count, enter the aggregate count. If the threshold is latency, enter the latency in milliseconds. If the threshold is payload, enter the payload size in KB. The default is 0, which has different behaviors based on algorithm and threshold type, threshold interval and level.  When algorithm type is  Less Than or threshold type is  Latency, all messages are accepted. When threshold interval is 0, a threshold level of 0 is overridden and all messages are allowed.  0 9007199254740991 0   ThreshAlgorithm high-low-thresholds High-Low Release Level Stop point of the high-low algorithm The stop point (low threshold). The start point (high threshold) is the value of the threshold level property.  0   ThreshAlgorithm token-bucket   Burst Limit Maximum size of the committed burst  The maximum size of the committed burst. The committed burst defines how much traffic can be sent during a reporting interval. The burst size should be at least twice the value of the threshold level. If the burst limit is less than the threshold value, the algorithm acts like greater than. The default is 0, which throttles all messages.  0 Reporting Aggregation Interval Interval to reporting statistics Minutes The base aggregation level in minutes for the reporting statistics. This property is independent of the thresholding interval.  5000 Maximum Records Across Intervals Total number of records per reporting interval Records The total number of records for a reporting interval. A single reporting aggregation interval can contain multiple records; for example, one record per resource or credential. This property allows you to define a maximum memory-consumption threshold. The default is 5000.  off Auto Generated by GUI Whether the GUI created the statement Read-only property that when 
                     on
                    indicates that the WebGUI created the statement as part of a default SLM configuration.  5000 Maximum Credentials-Resource Combinations Number of combinations of credentials and resources Records The maximum number of records for the combination of credentials and resources. This property limits the maximum number of combinations and allows the setting of a maximum memory-consumption threshold. The default is 5000.    Error Count Monitors errors that occur at the front end (or client request) URL.  Transaction Rate Monitors the transaction rate per seconds.    Greater Than A simple numeric algorithm that triggers the action when the threshold level is greater than the defined value. Enforcement continues until reaching the value specified by this threshold.  Less Than A simple numeric algorithm that triggers the action when the threshold level is less than the defined value. Enforcement continues until reaching the value specified by this threshold.  Token Bucket A rate-based algorithm that allows bursting. The algorithm consists of a bucket with a maximum capacity of N tokens. The bucket refills at a rate of R tokens per second. Each token typically represent a quantity of the monitored resource.  High-Low An algorithm that triggers the action after the high threshold and continues to trigger until reaching the high-low threshold. This algorithm uses the values of the threshold level and the high-low release level properties. Algorithm Algorithm    Count All The threshold measures all requests for resources that are defined by the resource class.  Count Errors The threshold measures only errors.  Internal Latency The threshold measures internal latency (processing time).  Back-end Latency The threshold measures appliance-to-server latency.  Total Latency The threshold measures the sum of back-end and internal latency.  Request Message Payload The threshold measures the payload for only the request message. The measure is in KB.  Response Message Payload The threshold measures the payload for only the response message. The measure is in KB.  Total Message Payload The threshold measures the payload for the entire transaction, which is both the request message and the response message. The measure is in KB. Threshold Type Threshold Type    Appliance Local Time  Pacific/Honolulu  America/Anchorage  America/Los_Angeles  America/Denver  America/Chicago  America/New_York  America/Halifax  America/Sao_Paulo  America/Noronha  Atlantic/Azores  Europe/London  Europe/Paris  Europe/Athens  Asia/Riyadh  Europe/Moscow  Asia/Karachi  Asia/Kolkata  Asia/Dhaka  Asia/Novosibirsk  Asia/Shanghai  Australia/Perth  Asia/Tokyo  Australia/Adelaide  Australia/Sydney  Asia/Vladivostok  Pacific/Auckland    Responses Include in responses to the client.  Requests Include in requests to the target.    v3.1 S/MIME Version 3.1 (RFC 3851)  v3.2 S/MIME Version 3.2 (RFC 5751) S/MIME Version    Web Agent Indicates that the request is made against the CA Single Sign-On web agent.  Web Service Indicates that the request is made against the CA Single Sign-On authentication or authorization web service.    PLAIN Use the PLAIN authentication method.  LOGIN Use the LOGIN authentication method. Authentication    STARTTLS Use the POP STARTTLS feature to negotiate a secure connection.  Authentication Use Simple Authentication and Security Layer (SASL) for SMTP client authentication. Options    dpsmtp://* URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Recipient e-mail E-mail address of recipient ("To:") The default e-mail address to which to send e-mails.  Sender e-mail E-mail address of sender ("From:") The default e-mail address that identifies the sender.  Subject Subject line of e-mail The default subject for e-mails.  Options SMTP options The SMTP options to enable for the SMTP client.  plain   Options Auth Authentication Method Authentication method With the client authentication option, the method to authenticate the SMTP client.    none No access is allowed.  read-only SNMPv3 get, get-next, and get-bulk operations are allowed.  read-write SNMPv3 get, get-next, get-bulk, and set operations are allowed. SNMP Access Mode SNMP Access Mode    None The account has no authentication key.  MD5 The account uses HMAC-MD5-96.  SHA The account uses HMAC-SHA-96.    1 32 Context Name The name of an SNMPv3 context An SNMPv3 context that will allow access to an application domain.  Application Domain Local application domain for this context. The local application domain whose SNMP MIB may be accessed via this context using SNMPv3. SNMPv3 Context Properties SNMPv3 context definitions, which provide SNMPv3 access to non-default application domains.    1 64 0 ^(0|[0-9a-fA-F]{10,64})$ Engine ID Set the SNMPv3 engine ID. Set the SNMPv3 engine ID. The value of 0 represents the local engine ID. For any other engine ID, the value is a hex string that represents the 5 - 32 byte value.  sha Authentication protocol Set the authentication protocol. Select the authentication protocol.  password   AuthProtocol none   Authentication value type Set the format of the authentication key.  Select whether the 
                         AuthKey
                        , when the authentication protocol is MD5 or SHA, is generated from a plaintext string or is an explicit key value.  8     AuthProtocol none   AuthProtocol none Authentication value Enter the plaintext string to generate the localized authentication key, or enter the hex representation of the localized authentication key.  The 
                         AuthKey
                        can be an explicit value or generated by the DataPower Gateway. An explicit value is useful when the key is created on another system. Enter the plaintext string to generate the localized key, or enter the hex representation of the localized key.  When the DataPower Gateway generates and stores the appropriate length key, enter a plaintext string that is at least 8 characters long as the hash. When the value type is a localized key, enter the explicit key value. You can use colons (:) between every 2 hex characters.  For MD5 authentication, enter the hex representation of the 16-byte key. For SHA authentication, enter the hex representation of a 20-byte key.  des Privacy protocol Set the privacy protocol. Set the privacy protocol.  password   PrivProtocol none   Privacy value type Set the format of the privacy key.  Select whether the 
                         PrivKey
                        , when the privacy protocol is AED or DES, is generated from a plaintext string or is an explicit key value.  8     PrivProtocol none   PrivProtocol none Privacy value Enter the plaintext string to generate the localized privacy key, or enter the hex representation of the localized privacy key.  The 
                         PrivKey
                        can be an explicit value or generated by the DataPower Gateway. An explicit value is useful when the key is created on another system. Enter the plaintext string to generate the localized key, or enter the hex representation of the localized privacy key.  When the DataPower Gateway generates and stores the appropriate length key, enter a plaintext string that is at least 8 characters long as the hash. When the value type is a localized key, enter the explicit key value. You can use colons (:) between every 2 hex characters.  For MD5 authentication, enter the hex representation of the 16-byte key. For SHA authentication, enter the hex representation of a 20-byte key.    1 64 0 ^(0|[0-9a-fA-F]{10,64})$  sha  password  8  des  password  8    Fixed Sets the Engine ID to "0x8000395d03000000000000". This option is a security risk.  Unique Sets the Engine ID to be uniquely generated. Does not contain security risks SNMP Engine ID Source Selects how to set the SNMP Engine ID    Community The name of an SNMP community Enter the name of a specific SNMP community. All SNMP Version 1 or Version 2c managers identifying themselves as a member of this community will have the Mode permissions set here for the Associated Domains selected here and must originate from the Remote Host Address specified here.  Associated Domain Associated Application Domain Specifies the application domain visible to the SNMP managers belonging to this community. The default value is the default application domain.  Mode SNMP access privileges Select the access privileges accorded to SNMP managers that belong to this community. Use none to disable SNMP access.  0.0.0.0/0 Remote Host Address IP address of an SNMP manager The IP address of an SNMP manager belonging to this community. The default value of '0.0.0.0/0' indicates all hosts, or all SNMP managers claiming membership in the community. SNMP community properties    Community The name of an SNMP community Enter the name of a specific SNMP community. All SNMP Version 1 or Version 2c managers identifying themselves as a member of this community will have the Mode permissions set here for the Associated Domains selected here and must originate from the Remote Host Address specified here.  Mode SNMP access privileges Select the access privileges accorded to SNMP managers that belong to this community. Use none to disable SNMP access.  0.0.0.0/0 Remote Host Address IP address of an SNMP manager The IP address of an SNMP manager belonging to this community. The default value of '0.0.0.0/0' indicates all hosts, or all SNMP managers claiming membership in the community. SNMP community properties    None The account has no privacy key.  DES The account uses CBC-DES  AES The account uses CFB128-AES-128    Generate from plaintext string Generate localized key from a plaintext string. The plaintext string is converted to an intermediate key with a standardized algorithm. The intermediate key is localized against the engine ID.  Localized key Use the provided value for the key. The secret is a fully localized key, which is useful when the key was created on another system.    No Authentication, No Privacy Does not require authentication or encryption.  Authentication, No Privacy Requires authentication, but does not require encryption.  Authentication, Privacy Requires authentication and encryption. SNMP Security Level SNMP Security Level    Remote Host Address IP address of a recipient of SNMP Traps and Notifications Specifies the IP address of a recipient of SNMP Traps and Notifications generated by the local SNMP agent or engine. The IP address must be unique for each recipient.  162 Remote Port Destination port for SNMP traps/notifications Specifies the destination UDP port for SNMP Traps and Notifications generated by the local SNMP agent or engine. By default, SNMP Traps and Notifications are sent to port 162.  0 255 public   TrapVersion 1 2c Community The name of an SNMP community The SNMP community name included in SNMP Version 1 Traps and SNMP Version 2 Notifications. By default, a community name of public is used.  1 Version Version to use for Traps/Notifications Select the SNMP version to use for sending Traps and Notifications to the recipient. The default is version 1.  0 32    TrapVersion 3 Security Name Security name for SNMPv3 notifications The name of the local SNMPv3 user to use for Notifications to this recipient. Determines what authentication and privacy (encryption) protocols are used, and what keys.  authPriv   TrapVersion 3 Security Level The SNMPv3 security level for notifications The SNMPv3 security level at which Notifications are sent to the recipient. The default is Authentication, Privacy.    1 SNMP version 1  2c SNMP version 2c  3 SNMP version 3 SNMP Version SNMP Version    Lax Consider empty headers as matches Allow the SOAPAction header to be an empty header or a header that contains an empty string. The SOAPAction header in the client request can be quoted. For example, SOAPAction: "" would be a match.  Strict An exact match is required Require that the client provides the exact header as specified in the WSDL. The client can quote the SOAPAction header.  Off Ignores SOAPAction Ignore the SOAPAction header when issued by clients. The header is never compared against the contents in the WSDL. SOAPAction Policy Designate if SOAPAction is used    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Soap Action Soap Action Header The value of the SoapAction header. If the value "http://example.org/add" is entered here, the header looks like "SoapAction: http://example.org/add"    Namespace URI The SOAP Header namespace URI Specify the namespace URI of the SOAP header element, the default value is a blank string, which indicates no restriction.  Header Local Name The SOAP Header element local name Specify the local name of the SOAP header element, the default value is a blank string, which indicates no restriction.  Child Element Local Name The SOAP Header's chile element local name Specify the local name of the SOAP header's child element, the default value is a blank string, which indicates no restriction.  Refine Action The action to take for this SOAP header. Specify what action to take for this SOAP header and/or child element. SOAP Header Disposition Item The instruction to dispose a SOAP header Specify what the SOAP header is and how to process it.    The specified element was processed, take default SOAP action   The specified element was not processed, take default SOAP action   Keep this SOAP header or child element   Remove this SOAP header or child element   Generate a SOAP fault if the element exists  SOAP Header Refine Action Type of the actions to refine the SOAP header and children elements. Specify what action to take to handle a SOAP header and or its children elements. By default the processing rule, defined by the SOAP specification, will be used to remove/keep/fault a SOAP header with the assumption that all the SOAP headers are already processed by the prior actions.    Ultimate SOAP Service   Intermediary SOAP Service  SOAP Service Type Is it working as a intermediary or ultimate service provider SOAP Specification defines different SOAP header processing rules for different type of soap nodes or services, those processing rules are also different whether the soap header are successfully consumed by the prior actions or not.    Body Validate Body Validate only the contents of the SOAP Body element. Do not apply special processing to SOAP faults.  Body or Details Validate detail for faults If the document is a SOAP fault, validate the contents of the detail element for SOAP faults. If the document is not a SOAP fault, validate the contents of the Body element.  Ignore Faults Do not validate faults If the document is a SOAP fault, pass it through without validation. If the document is not a SOAP fault, validate the contents of the SOAP Body element.  Envelope Validate entire message Validate the entire message, including the SOAP Envelope (or other wrapper). SOAP Validation How to validate SOAP documents and faults    SOAP 1.1 Use SOAP 1.1 Log target uses SOAP 1.1.  SOAP 1.2 Use SOAP 1.2 Log target uses SOAP 1.2. SOAP version Version of SOAP to use for SOAP log targets    HTTP 1.0 Supports HTTP 1.0 requests  HTTP 1.1 Supports HTTP 1.1 requests  URL with Query Strings Allows requests when the URL contains a ? (query string)  URL with Fragment Identifiers Allows requests when the URL contains a # (fragment identifier)  URL with .. Allows requests when the URL contains a .. (dotdot)  URL with cmd.exe Allows requests when the URL contains cmd.exe HTTP Features Allowed HTTP features that are allowed    HTTP/1.0 Support HTTP/1.0 requests  HTTP/1.1 Support HTTP/1.1 requests  HTTP/2 Support HTTP/2 requests  POST method Allow POST methods in requests  GET method Allow GET methods in requests  PUT method Allow PUT methods in requests  PATCH method Allow PATCH methods in requests  HEAD method Allow HEAD methods in requests  OPTIONS Allow OPTIONS methods in requests  TRACE method Allow TRACE methods in requests  DELETE method Allow DELETE methods in requests  CONNECT method Allow CONNECT methods in requests  Custom methods Allow requests with any other method, which supports protocol extensions  URL with ? Allow requests when the URL contains a ?  URL with # Allow requests when the URL contains a #  URL with .. Allow requests when the URL contains a ..  URL with .. in path Allow requests when the URL path contains a ..  URL with .. after ? Allow requests when the query string contains a ..  URL with cmd.exe Allow requests when the URL contains cmd.exe    Db2 An IBM Db2 product  Oracle An Oracle database product  Sybase A Sybase database product  Microsoft SQL Server A Microsoft SQL Server product  DB2 (version 9)  IMS An IBM IMS product SQL Database Type The database vendor    Name Name of configuration parameter The name of the configuration parameter.  Value Value for configuration parameter The value for the configuration parameter. SQL Data Source Configuration Parameter    SID The identifier is an Oracle system identifier (SID). The SID is a unique name for an Oracle database instance.  Service Name The identifier is an Oracle service name. The service name is a domain-qualified database name. This global database name is defined during installation or database creation. Data Source Type    host Data Source Host Host name or IP address of data server The host name or IP address of the server where the data source resides.  port 1521 Data Source Port Listening port on data server The TCP port on which the data source listens for requests.  type OracleListener Type Type of this server configuration Not all types are valid for all SQL data source configurations and vendors.  id Data Source ID Identifier of the data source  The identifier of the data source. The terminology used by the vendor differs depending on the type of database.   Db2 - The Db2 database alias  Oracle - The Oracle system identifier (SID) or service name  Sybase - The name of the Sybase database  Microsoft SQL Server - The name of the Microsoft SQL Server data source  IMS - The IMS data store name SQL Data Source Connection    Unspecified   Oracle Listener   Oracle ONS Server  Data Source Server Type    Static Run a predefined, static SQL query. The SQL statement is identical each time the action is invoked.  Variable Run an SQL statement that is stored in a named variable. This variable must be set earlier in the processing.  Stylesheet Run an SQL statement that is constructed as the result of processing a stylesheet against the input to the action.  Static_internal SQL Source     chacha20-poly1305@openssh.com  aes128-ctr  aes192-ctr  aes256-ctr  aes128-gcm@openssh.com  aes256-gcm@openssh.com  aes128-cbc  aes192-cbc  aes256-cbc  3des-cbc  arcfour  arcfour128  arcfour256  blowfish-cbc  cast128-cbc  rijndael-cbc@lysator.liu.se    diffie-hellman-group1-sha1  diffie-hellman-group14-sha1  diffie-hellman-group-exchange-sha1  diffie-hellman-group-exchange-sha256  ecdh-sha2-nistp256  ecdh-sha2-nistp384  ecdh-sha2-nistp521  curve25519-sha256@libssh.org    hmac-sha1  hmac-sha1-96  hmac-sha2-256  hmac-sha2-512  hmac-md5  hmac-md5-96  hmac-ripemd160  hmac-ripemd160@openssh.com  umac-64@openssh.com  umac-128@openssh.com  hmac-sha1-etm@openssh.com  hmac-sha1-96-etm@openssh.com  hmac-sha2-256-etm@openssh.com  hmac-sha2-512-etm@openssh.com  hmac-md5-etm@openssh.com  hmac-md5-96-etm@openssh.com  hmac-ripemd160-etm@openssh.com  umac-64-etm@openssh.com  umac-128-etm@openssh.com    SFTP Profile used for Secure FTP.  Deprecated - SCC Deprecated - Profile used for Secure Cloud Connector. SSH Client Profile Usage The intended usage of the SSH Client Profile.    Public key   Password  SSH user authentication methods    RSA_WITH_NULL_MD5  RSA_WITH_NULL_SHA  RSA_WITH_RC4_128_MD5  RSA_WITH_RC4_128_SHA  RSA_WITH_DES_CBC_SHA  RSA_WITH_3DES_EDE_CBC_SHA  DHE_DSS_WITH_DES_CBC_SHA  DHE_DSS_WITH_3DES_EDE_CBC_SHA  DHE_RSA_WITH_DES_CBC_SHA  DHE_RSA_WITH_3DES_EDE_CBC_SHA  RSA_WITH_AES_128_CBC_SHA  DHE_DSS_WITH_AES_128_CBC_SHA  DHE_RSA_WITH_AES_128_CBC_SHA  RSA_WITH_AES_256_CBC_SHA  DHE_DSS_WITH_AES_256_CBC_SHA  DHE_RSA_WITH_AES_256_CBC_SHA  RSA_WITH_NULL_SHA256  RSA_WITH_AES_128_CBC_SHA256  RSA_WITH_AES_256_CBC_SHA256  DHE_DSS_WITH_AES_128_CBC_SHA256  DHE_RSA_WITH_AES_128_CBC_SHA256  DHE_DSS_WITH_AES_256_CBC_SHA256  DHE_RSA_WITH_AES_256_CBC_SHA256  RSA_WITH_AES_128_GCM_SHA256  RSA_WITH_AES_256_GCM_SHA384  DHE_RSA_WITH_AES_128_GCM_SHA256  DHE_RSA_WITH_AES_256_GCM_SHA384  DHE_DSS_WITH_AES_128_GCM_SHA256  DHE_DSS_WITH_AES_256_GCM_SHA384  AES_128_GCM_SHA256 (TLSv1.3)  AES_256_GCM_SHA384 (TLSv1.3)  CHACHA20_POLY1305_SHA256 (TLSv1.3)  AES_128_CCM_SHA256 (TLSv1.3)  AES_128_CCM_8_SHA256 (TLSv1.3)  ECDHE_RSA_WITH_NULL_SHA  ECDHE_RSA_WITH_RC4_128_SHA  ECDHE_RSA_WITH_3DES_EDE_CBC_SHA  ECDHE_RSA_WITH_AES_128_CBC_SHA  ECDHE_RSA_WITH_AES_256_CBC_SHA  ECDHE_RSA_WITH_AES_128_CBC_SHA256  ECDHE_RSA_WITH_AES_256_CBC_SHA384  ECDHE_RSA_WITH_AES_128_GCM_SHA256  ECDHE_RSA_WITH_AES_256_GCM_SHA384  ECDHE_ECDSA_WITH_NULL_SHA  ECDHE_ECDSA_WITH_RC4_128_SHA  ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA  ECDHE_ECDSA_WITH_AES_128_CBC_SHA  ECDHE_ECDSA_WITH_AES_256_CBC_SHA  ECDHE_ECDSA_WITH_AES_128_CBC_SHA256  ECDHE_ECDSA_WITH_AES_256_CBC_SHA384  ECDHE_ECDSA_WITH_AES_128_GCM_SHA256  ECDHE_ECDSA_WITH_AES_256_GCM_SHA384    Proxy Profile  Client Profile    Use SNI Whether to use Server Name Indication (SNI). Indicate whether to send the Server Name Indication (SNI) TLS extension in the client hello message.  Permit connections without renegotiation Whether a connection is successful when renegotiation_info in not included in the server response. Indicate whether a connection is successful when renegotiation_info is not included in the server response during the handshake. When enabled and a connection is successful, you do not know whether the server does not support RFC 5746 or whether the server configuration has renegotiation disabled. Servers that do not support RFC 5746 are vulnerable to man-in-the-middle (MITM) attacks as documented in CVE-2009-3555.  Enable compression Whether to enable TLS compression. Indicate whether to enable TLS compression. Compression in HTTPS is dangerous because the connection becomes vulnerable to CRIME (Compression Ratio Info-leak Made Easy) attacks.    Proxy Profile  Server Profile  SNI Server Profile    address 0.0.0.0 Local address Specify the local address that the service listens on Specify the host alias or local IP address on the appliance that the service listens on. The default value is 0.0.0.0, which denotes all local addresses.  port 1 0xFFFF LocalAddress Port Set the local TCP port that the service listens on Specify the unique, local TCP port that the service listens on. No other service on the DataPower Gateway can use this port. Enter any value in the range 1 - 65535.  use-ssl off TLS Whether to secure the connection. Indicate whether to use the assigned TLS profile to control connections to this TCP port. When enabled, the service expects HTTPS requests on this port.  ssl-profile    UseSSL on  SSLServerConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS server profile or TLS SNI server profile. The TLS proxy profile with the cryptographic profiles to secure connections.  credential-charset Credential Character Set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The appliance transcodes the contents of the authorization header to UTF-8. Defaults to Protocol which is ISO-8859-1, Latin 1.  ssl-config-type proxy   UseSSL on   TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server    UseSSL on  SSLServerConfigType server   TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server    UseSSL on  SSLServerConfigType sni   TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.    X509_CHECK_FLAG_ALWAYS_CHECK_SUBJECT When set, use the subject DN for host name comparison when the Subject Alternative Name (SAN) extension contains one or more DNS names and no match is found.  X509_CHECK_FLAG_NO_WILDCARDS When set, wildcards are not expanded.  X509_CHECK_FLAG_NO_PARTIAL_WILDCARDS When set, prevents the expansion of wildcards when used as a prefix ( 
                     *ibm
                    ) or a suffix ( 
                     ibm*
                    ).  X509_CHECK_FLAG_MULTI_LABEL_WILDCARDS When set, allows the expansion of wildcards to more than one label. For example, when 
                     *.ibm.com
                    allows expansion to 
                     www.ibm.com
                    or 
                     www.dp.ibm.com
                    .  X509_CHECK_FLAG_SINGLE_LABEL_SUBDOMAINS When set, limits matches to direct child subdomains. For example, when 
                     .ibm.com
                    matches 
                     www.ibm.com
                    or 
                     dp.ibm.com
                    but not 
                     www.dp.ibm.com
                    .    Set maximum TLS session duration Whether to enable the option to specify the maximum duration of a TLS session in seconds When enabled, you can specify the maximum time in seconds to maintain a TLS session before it is terminated.  Set maximum number client initiated renegotiation allow Whether to enable the option to specify the maximum number of renegotiation attempts that a client can initiate per session When enabled, you can specify the maximum number of renegotiation attempts that a client can initiate per session.    Enable default settings Enables the default TLS settings  Disable SSL version 2 Disables SSL version 2  Disable SSL version 3 Disables SSL version 3  Disable TLS version 1.0 Disables TLS version 1.0  Permit insecure TLS renegotiation to a legacy TLS client Permit insecure TLS renegotiation to a legacy TLS client that does not support RFC 5746 When acting as a TLS server, specifies whether to allow TLS and TLS renegotiation from legacy TLS clients that do not support RFC 5746. Such clients are vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. The default behavior is to reject renegotiation attempts from TLS clients that do not support RFC 5746. TLS clients which support RFC 5746 or have patched CVE-2009-3555 are permitted to attempt renegotiation regardless of the setting specified.  Enable compression Enables compression Enabling TLS compression in HTTPS is dangerous since the connection becomes vulnerable to the CRIME attack.  Disable TLS version 1.1 Disables TLS version 1.1  Disable TLS version 1.2 Disables TLS version 1.2 TLS Options Enable or disable TLS options    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set assigned to a specific proxy.    SSLClientConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile with the cryptographic profiles to secure connections.  proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.    SSLClientConfigType client   TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.    Enable SSL version 3 Enables SSL version 3  Enable TLS version 1.0 Enables TLS version 1.0  Enable TLS version 1.1 Enables TLS version 1.1  Enable TLS version 1.2 Enables TLS version 1.2  Enable TLS version 1.3 Enables TLS version 1.3    Forward Proxy acts as a TLS client in a TLS communication. The proxy creates TLS over TCP connection to the configured destination.  Reverse Proxy acts as a TLS server in a TLS communication. The proxy accepts TLS over TCP connection and creates TCP connection to the configured destination. Use a reverse proxy profile when you want to do TLS offload.  Two-Way Proxy acts as both a TLS client and a TLS server and connects one TLS to another TLS. The proxy accepts TLS over TCP connection and creates new TLS over TCP connection to the configured destination. TLS Proxy Direction Role of the TLS Proxy in the connection    Proxy Profile  Server Profile  SNI Server Profile    1 255 1 Group Number Standby group number An integer used to identify a standby group; allowable identifiers are in the range 1 through 255. All interfaces in a given standby group must have the same group number. This value must be distinct from all group numbers being used by IP routers or switches in the same broadcast domain. The active interface in the group will change its Ethernet MAC address to 00:00:0C:07:AC:XX, where XX is the group number. This number must also be unique among all standby groups on a given system.  Virtual IP Address The virtual IP address of standby group The IP address that will be used by the active member of the standby group. External clients that want to be able to contact the active member of the standby group should use this IP address. This address must be on the same IP subnet as the primary address of the interface.  3 Hello Timer Interval seconds  10 Hold Timer Interval seconds  off Enable/Disable Preempt Mode  With preempt mode enabled, the operational interface with the highest priority will always be the active interface and have the virtual IP address. Use this when one interface or device is truly better than another, and it is worth increasing the disruption of TCP connections to enforce this. With preempt mode disabled (the default), the active interface remains active unless it goes down. This is desirable as it minimizes the loss of TCP connections caused when the virtual IP address moves from one device or interface to another. However, disabling preemption on standby group does not prevent active member change on link-up event. The configuration of preemption for standby only applies when there is normal negotiation of the active member. It does not apply when there is the repair of a network partition where each of the isolated broadcast domains has an active member. When a network partition is repaired, there are two active members, so the implementation is designed to have the first active member which detects another active member send a message to make that other active member not be active. Disabling preemption will prevent unnecessary changes of the active member when devices are intentionally rebooted, when a device reboots due to a software failure, or when interfaces are administratively enabled or disabled. However, disabling preemption will not prevent unnecessary changes in the active member when a network interface goes down and then up again (link-down event followed by link-up event), because the implementation does not process that event, and the link-up is treated as the repair of a network partition.  0 255 100 Priority The device's priority within the standby group The priority at which this interface will vie for being the active one in the standby group. The range is 0 to 255, with higher values winning over lower values, with a default of 100. There is no need to set the priority unless one system or interface is in some way better than another one.  0x35334158 First four authentication bytes The first four bytes of the Authentication field The hexadecimal representation of an integer representing the first four bytes of the Authentication field. All devices in the same standby group should use the same authentication token. This is very weak authentication, so the default value is normally perfectly suitable.  0x00000000 Last four authentication bytes The last four bytes of the Authentication field The hexadecimal representation of an integer representing the last four bytes of the Authentication field. All devices in the same standby group should use the same authentication token. This is very weak authentication, so the default value is normally perfectly suitable.  Auxiliary Virtual IP Addresses Additional virtual IP addresses that follow the active virtual IP address to the active interface. Additional virtual IP addresses that follow the active virtual IP address to the active interface. These addresses are on the same interface as the primary virtual IP address. They are enabled and disabled in coordination with the primary virtual IP address. Separate multiple addresses with a colon.  off Enable/Disable Self-Balancing Enable to have the active standby group member forward connections to all available standby group members With self-balancing disabled (the default), only the active member of the standby group receives VIP connections. With self-balancing enabled, the active member of the standby group forwards some connections to each available member of the standby group.    SelfBalance on Distribution Algorithm Distribution Algorithm Choose the algorithm for distributing incoming connections to available members.    Active The interface is the active member in the standby control group  Standby The interface is a standby member in the standby control group Interface standby mode Interface standby mode    Initial Initial state Indicates that the interface is in the Initial state. It is not participating in the standby group.  Learn Learn state Indicates that the interface is in the Learn state. It is waiting to hear an authenticated Hello message from the active member of the standby group.  Listen Listen state Indicates that the interface is in the Listen state. It knows the virtual IP address of the standby group. It is listening to Hello messages but is not sending messages. It is neither the active or standby member of the standby group.  Speak Speak state Indicates that the interface is in the Speak state. It is actively sending Hello messages to the standby group.  Standby Standby state Indicates that the interface is in the Standby state. It is the one member of the standby group that is in the Standby state.  Active Active state Indicates that the interface is in the Active state. It is the one member of the standby group that is in the Active state. It is receiving traffic sent to the Virtual IP address.    Host name Enter the host name to map. Specify the host name of the target host.  IP address Enter the IP address for the host name. The IP address of the target host.  Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.     Static host DNS static host The entry is configured as a DNS static host.  Host alias Host alias The entry is configured as a host alias. Static host entry type Static host entry type Static host entry type    Destination IP address and netmask  Specify the IP address and netmask for each destination network address. The netmask is in CIDR format is the integer that specifies the prefix length.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  Next-hop router IP address of next-hop router Specify the IP address of the next-hop router.  0 65536 0 Metric Preference for the route  Optionally specify the preference for the route. The lesser the value, the greater the preference. For each IP family, the supported range differs.  For IPv4, enter a value in the range 0 - 255. The default value is 0. For IPv6, enter a value in the range 0 - 65536. The default value is 512.    Validate Add a validate action Performs schema-based validation against XML documents using a user-specified method.   XSLCoprocService Filter Add a filter action Accepts or rejects check on incoming documents.   XSLCoprocService Route using Stylesheet or XPath Expression Add a route-action action Performs stylesheet-based routing or XPath expression-based routing. For stylesheet-based routing, provide the dynamic stylesheet that specifies the destination. For XPath expression-based routing, provide the XPath Routing Map that specifies the destination.   XSLCoprocService XSLProxyService AAA Add an aaa action Invokes an Access control policy. An access control policy identifies a set of resources and procedures that determine whether a requesting client is granted access to a specific service, file, or document. Access control policies are filters in that they accept or deny requests for specific clients.  Transform with Processing Instruction Add an xformpi action Uses a processing instruction in an XML document to transform that XML document. This action passes embedded parameters to the specified XSLT stylesheet. The stylesheets and parameters are embedded in the document to be processed.  Transform Binary Add an xformbin action Transforms a non-XML document, such as binary or flat text, using an XSL stylesheet. The stylesheet, in turn, uses a flat file descriptor (FFD) file.  Crypto Binary Add a cryptobin action Signs, verifies, encrypts, or decrypts binary data. This action uses the syntax and methodologies described in RFC 2311, S/MIME Version 2 Message Specification, dated March, 1988, and RFC 2315, PKCS #7: Cryptographic Message Syntax 1.5, dated March, 1998.  Transform with XSLT Add an xform action Transforms an XML document using a specified XSLT stylesheet.   XSLCoprocService Convert Query Parameters to XML Add a convert-http action Converts non-XML CGI-encoded input (an HTTP POST, an HTML form, or URI parameters) into an equivalent XML message. This action in the active rule alerts the service to treat input as non-XML CGI-encoded input. For a service to use this action, the request type for that service must be set to XML.  Log Add a log action Sends the contents of the input context as a log message to the identified location. The contents are sent with the log level and log type that are specified. The response, if any, is stored in the output context, if defined. When no output context is defined, this action sends the contents and does not wait for a response.  Results Add a results action Sends a message to a URL. A results action can optionally specify a context in which to store the response.  Results Asynchronous Add a results-async action Asynchronously sends a message to a URL. This action does not support sending a message to an output context. With this action, processing continues without waiting for a response.  Set Variable Add a setvar action Creates a variable for use in subsequent processing in a specified context. Variables are expressed in the var://URL format. Variables cannot be set when the context is the PIPE keyword.  Fetch Add a fetch action Uses a user agent to retrieve a document from a specified location.  Extract using XPath Add an extract action Applies an XPath expression to a specified context and stores the result in another context.   XSLCoprocService Rewrite Header Add a rewrite action Rewrites HTTP headers or URLs using a URL rewrite policy.   XSLCoprocService Route using Variables Add a route-set action Performs dynamic, variable-based routing.   XSLCoprocService XSLProxyService Strip Attachments Add a strip-attachments action Removes all or specified MIME attachments from a specified context.  Call Processing Rule Add a call action Invokes a named, reusable rule. After the action completes, processing continues to the next action, if any.  On Error Add an on-error action  Defines a named rule that enables user-defined error handling when subsequent processing encounters errors. The on-error action either stops processing or continues to the next processing step. Optional, the action calls the named rule to handle the error condition. Without an on-error action, the default error handling is to stop processing and log a message. A processing rule can contain one or more on-error actions. Each action defines error handling for subsequent actions until another on-error action is found. When another action is found, error-handling procedures are set to the new on-error action. As such, this action enables conditional error handling in a procssing context. Note that a processing policy can contain on-error actions and an error rule. When a processing policy contains both on-error actions and an error rule, the on-error action overrides the error rule. An error rule, if the processing policy contains one, is invoked when an error occurs during processing. In this case, the error rule acts as an error handler.   WSGateway Checkpoint Event Add a checkpoint action Collects information for WS-Management agents and Service Level Monitors.   XSLCoprocService XSLProxyService XMLFirewallService SLM Enforce an SLM policy statement Assigns and enforces an SLM Policy Statement to a processing rule. The SLM Policy operates on the Input context.   XSLCoprocService XSLProxyService XMLFirewallService Quota Enforcement Policy Enforce an Quota Enforcement policy statement Assigns and enforces an Quota ENforcement Policy Statement to a processing rule. The Quota ENforcement Policy operates on the Input context.   XSLCoprocService XSLProxyService SQL Run an SQL statement Establishes a connection to a configured database and runs SQL statements against the configured SQL data source. The results can be used for further processing.   XSLCoprocService XSLProxyService Conditional Add a conditional action Evaluates a list of XPath expressions against the input context, and then runs the action that is associated with the first one that matches.   XSLCoprocService XSLProxyService For Each Add a for-each action Loops through either all of the nodes in a nodeset or otherwise all of the natural numbers through the upper count limit. For each loop iteration, it runs the LoopAction.   XSLCoprocService XSLProxyService Event Sink Add an event-sink action Looks through the list of named actions and waits for each of them to complete asynchronously in this session at least once. Once they all have, then if any of them failed, then this action will fail with one of their errors. If they all eventually finish and succeeded, then this action will succeed, and control flow will continue. If this instruction times out while waiting for them to all finish (or even to be started), then this instruction will fail. This instruction can not be Asynchronous, it is inherently part of synchronous processing of asynchronous actions.   XSLCoprocService Method Rewrite Add an HTTP method rewrite action Rewrites the HTTP method to a new method type.  Transform Add a Transform action Transforms an input document (XML or non-XML, such as binary or flat text), using an optional processing control file.   XSLCoprocService GatewayScript Add a GatewayScript action Executes a GatewayScript   XSLCoprocService JSON Web Sign Add a JSON Web Sign action Sign a message using JSON Web Signature standard   XSLCoprocService JSON Web Verify Add a JSON Web Verify action Verify a JSON Web Signature message   XSLCoprocService JSON Web Encrypt Add a JSON Web Encrypt action Encrypt a message using JSON Web Encryption standard   XSLCoprocService JSON Web Decrypt Add a JSON Web Decrypt action Decrypt a JSON Web Encryption message  Parse Parse a payload Parse a payload and apply threat protection settings. Stylesheet Action Type Stylesheet Action Type    Cancel Cancel the processing of the current rule  Continue Continue processing the rule  Alternative Invoke alternative rule Error Mode Action to take on error    Both Directions Applies to both client- and server-originated traffic  Client to Server Applies to client-originated traffic  Server to Client Applies to server-originated traffic  Error Invoked when a processing error occurs Rule Direction Direction to which the Rule applies    None No algorithm for compression or decompression.  gzip Use the gzip algorithms for compression and decompression.  PKZIP Uses the PKZIP algorithms for compression and decompression. Stylesheet Rule Filter Format Stylesheet Rule Filter Format    Parameter Name Name of stylesheet parameter  Specify the name for the stylesheet parameter. The following list identifies common stylesheet parameters:  decrypt-key: For decryption operations, the name of the Key object to be used. keypair-key: For signing operations, the name of the Key object to be used. keypair-cert: For signing operations, the name of the Certificate object to be used. recipient: For encryption operations, the name of the Certificate object for the intended recipient. valcred: For authentication, the name of the Validation Credentials object to be used.  Parameter Value Value for stylesheet parameter Specify the value for the parameter. Typically, the value is the name of a configuration object.    Ready Indicates that the stylesheet ready for execution. Requires no further compilation.  Pending Indicates that the stylesheet is waiting for compilation. The system has a queue for pending compilations.  Failed Indicates that the stylesheet failed to compile. Cannot execute. Check the compiler log for reasons.  Expired Indicates that the stylesheet is expired in the cache. Cannot execute. Expired documents indicates that the file was not required for processing during its cache lifetime. On next request, the stylesheet is automatically recompiled. Stylesheet Status        Use a Key in Security Context   Use an Existing DKT Token   Use a Random Key and Encrypt It for the Recipient   Use the Kerberos Session Key   Use Static SharedSecret Object   Use EncryptedKeySHA1 for the Recipient   Use the Symmetric SAML HoK Token from the Recipient  Symmetric Key Type Type of the Symmetric Key If the crypto action needs a symmetric key such as HMAC signing, configure what type of the symmetric key the message may contain. The fetched symmetric key then can be used directly or can be used as the base for WS-SecureConversation Key Derivation mechanism to generate a wsc:DerivedKeyToken (DKT).    0x00 IMS Sync Level 0x00 (NONE).  0x01 IMS Sync Level 0x01 (CONFIRM). Sync Level Sync Level    user Facility 1, user-level messages  security Facility 4, security and authorization messages  authpriv Facility 10, security and authorization messages  local0 Facility 16, local use 0  local1 Facility 17, local use 1  local2 Facility 18, local use 2  local3 Facility 19, local use 3  local4 Facility 20, local use 4  local5 Facility 21, local use 5  local6 Facility 22, local use 6  local7 Facility 23, local use 7 syslog facility syslog facility, as defined by RFC 3164    de (German)  en (English)  es (Spanish)  fr (French)  it (Italian)  ja (Japanese)  ko (Korean)  pt_BR (Brazilian Portuguese)  zh_CN (Simplified Chinese)  zh_TW (Traditional Chinese)  ru (Russian)    0 6 RBM Debugging Level Get/Set RBM Debugging Level  0 3 Task Template Debugging Level Get/Set Task Template Debugging Level  0 5 WS Management Debugging Level Get/Set WS Management Debugging Level  0 2 WebGUI Debugging Level Get/Set WebGUI Debugging Level  14400 AAA Security Context Default Expiry Get/Set AAA Security Context Default Expiry seconds  XML Management Configuration Get XML Management Configuration  REST Management Configuration Get REST Management Configuration  RBM Configuration Get RBM Configuration  10 SLM Endpoint Period Get SLM Endpoint Update Period seconds  SLM Endpoint Exchange Counter Get SLM Endpoint Exchange Counter  0 3 Policy Mapping Engine Debugging Level Get/Set Policy Mapping Engine Debugging Level  0 86400 0 WSRR Subscriptions Auto-Renewal Interval (in seconds) Get/Set WSRR Subscriptions Auto-Renewal Interval (in seconds) seconds  0 3 Appliance Management Protocol (AMP) Debugging Level Set Appliance Management Protocol (AMP) Debugging Level System Variables    Name Display name of the entry  Description Description of the entry Table entry         T (Traverse)  c (Control)  g (Delegation)  m (Modify)  d (Delete)  b (Browse)  s (Server Admin)  v (View)  a (Attach)  B (Bypass POP)  t (Trace)  r (Read)  x (Execute)  l (List Directory)  N (Create)  W (Password)  A (Add)  R (Bypass AuthAz)  [WebService]i (TFIM Action)  [PDMQ]D (TAMBI Deque)  [PDMQ]E (TAMBI Enque)    host Host TCP host name Specify the TCP host name of the authorization server replica.  port 7136 Port Port number Specify the listening port on the authorization server replica. The default value is 7136.  weight 1 10 10 Weight Preference Specify the weight of the authorization server replica. The greater the weight, the higher the preference. Enter a value in the range 1 - 10. The default value is 10.    federate-name Name Name of the federated directory entry Specify the name of the federated directory entry to uniquely identify the entry in the federation.  suffix Suffix Single search suffix Specify a single LDAP suffix that is to be searched for users.  hostname LDAP host The host name or IP address of the LDAP server Specify the host name or IP address of the LDAP server.  port 389 LDAP port The listening port on the LDAP server Specify the listening port on the LDAP server. The default value is 389.  bind-dn LDAP administrator DN The distinguished name (DN) of an LDAP administrative user Specify the distinguished name (DN) of an LDAP administrative user to bind with the LDAP registry.  bind-pw LDAP administrator password alias The password alias of the password for the LDAP administrative user Enter the password alias of the password for the LDAP administrator that corresponds to the entered distinguished name.  UseSSL off Use TLS Whether to use TLS to secure connections with the LDAP server Control whether to use TLS to connect to the LDAP server.  key-file-label LDAP server TLS key file label Label of the personal certificate in the key file for client authentication  Enter the label of the personal certificate in the key file for client authentication.  When using mutual authentication with the registry server and the personal certificate is not the default personal certificate in the key file, enter the label of the personal certificate. The personal certificate allows client authentication. For server-only authentication, do not enter a value.  basic-principal-attribute uid Basic user principal attribute The attribute to use as the user identifier in the LDAP registry entry Specify the attribute that represents a user in the LDAP registry entry. The attribute overrides the global basic user principal for the client. The attribute is optional when the basic user mode is disabled.    TFIM Prefix Prepends the Tivoli Federated Identity Manager protected object space string.  TAMBI Prefix Prepends the Tivoli Access Manager for Business Integration protected object space string.  WebSEAL Prefix Prepends the WebSEAL protected object space string.  Custom Prepends a user-defined string.    enable-tam-trace off Enable Access Manager Tracing Enable tracing for Access Manager Indicates whether to enable tracing in the client libraries for the Access Manager client.  tam-trace-file   TAMTraceEnable on   TAMTraceEnable off Trace File Base file name for Access Manager trace messages Specifies the base name of the trace file for Access Manager trace messages. The DataPower Gateway writes events to this trace file in the temporary: 
                     client-name
                    directory.  tam-trace-size 100 1000000 100   TAMTraceEnable on   TAMTraceEnable off Trace File Entries Maximum number of entries entries Specifies the maximum number of log entries for the trace file. Enter a value in the range 100 - 1000000. The default value is 100.  tam-trace-type   TAMTraceEnable on   TAMTraceEnable off Trace Format Format of trace messages Specifies the format of trace messages in the file.  tam-trace-components *:*.9   TAMTraceEnable on   TAMTraceEnable off Trace Components Components and levels to trace Specifies the components and debug level. The default value is 
                     *:*.9
                    , which is to trace all components and subcomponents at the highest debug level. Contact IBM Support to set the value needed to help resolve your problem.  enable-ldap-trace off Enable Tracing for LDAP Enable tracing for LDAP Indicates whether to enable LDAP tracing in the client libraries for the Access Manager client.  ldap-trace-file   LDAPTraceEnable on   LDAPTraceEnable off Trace File for LDAP Base file name for LDAP trace messages Specifies the base name of the trace file for LDAP trace messages. The DataPower Gateway writes events to this trace file in the temporary: 
                     client-name
                    directory.  ldap-trace-size 10000 10000000 10000   LDAPTraceEnable on   LDAPTraceEnable off Trace File Size for LDAP Maximum number of characters characters Specifies the maximum number of characters for the trace file. Enter a value in the range 10000 - 10000000. The default value is 10000.  ldap-trace-level 1 65535 1   LDAPTraceEnable on   LDAPTraceEnable off Trace Level for LDAP Level of tracing Specifies the levels for the LDAP trace. Enter a value in the range 1 - 65535. The default value is 1. A value of 65535 enables all levels. Contact IBM Support to set the value needed to help resolve your problem.  enable-gskit-trace off Enable Tracing for GSKit Enable tracing for GSKit Indicates whether to enable GSKit tracing in the client libraries for the Access Manager client.  gskit-trace-file   GSKitTraceEnable on   GSKitTraceEnable off Trace File for GSKit Base file name for the GSKit trace Specifies the base name for the trace file for GSKit messages. The DataPower Gateway writes event to this trace file in the temporary: 
                     client-name
                    directory.  gskit-trace-flush off   GSKitTraceEnable on   GSKitTraceEnable off Flush GSkit Trace to File Flushes trace to file without buffering Indicates whether to sets the NOBUFFERING flag to force the trace to be written to the file without buffering.    Default Default version Uses the version in the configuration file.  7.0 (deprecated) IBM Security Access Manager Version 7.0 or later fix packs Uses version 7.0 as the client version.  8.0.1 (deprecated) IBM Security Access Manager Version 8.0.1 or later fix pack Uses version 8.0.1 as the client version.  9.0.1 (deprecated) IBM Security Access Manager Version 9.0.1 or later fix packs Uses version 9.0.1 as the client version. If possible, upgrade to version 9.0.3.  9.0.3 IBM Security Access Manager Version 9.0.3 or later fix pack Uses version 9.0.3 as the client version. IBM Security Access Manager Version    7.0 (deprecated) IBM Security Access Manager Version 7.0 or later fix packs Uses version 7.0 as the client version.  8.0.1 (deprecated) IBM Security Access Manager Version 8.0.1 or later fix pack Uses version 8.0.1 as the client version.  9.0.1 (deprecated) IBM Security Access Manager Version 9.0.1 or later fix packs Uses version 9.0.1 as the client version. If possible, upgrade to version 9.0.3.  9.0.3 IBM Security Access Manager Version 9.0.3 or later fix pack Uses version 9.0.3 as the client version. IBM Security Access Manager Version    established  syn-sent  syn-received  fin-wait-1  fin-wait-2  time-wait  closed  close-wait  last-ack  listen  closing TCP State TCP State    Version 6.0 Version 6.0  Version 6.1 Version 6.1  Version 6.2 Version 6.2    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  Custom Custom    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  SAML 2.0 SAML Assertion 2.0  Kerberos Token WS-Security Kerberos Token  X.509 Token WS-Security X.509 Token  Binary Security Token WS-Security BinarySecurityToken  Custom Token Custom Token  Custom Custom stylesheet generates the request    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  SAML 2.0 SAML Assertion 2.0  Kerberos Token WS-Security Kerberos Token  X.509 Token WS-Security X.509 Token  Binary Security Token WS-Security BinarySecurityToken  Custom Token Custom Token  Custom Custom stylesheet generates the request    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  Custom Custom    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  SAML 2.0 SAML Assertion 2.0  Custom Custom    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  SAML 2.0 SAML Assertion 2.0  Custom Custom    Call Tivoli Federated Identity Manager Use the results from a call to Tivoli Federated Identity Manager. A call is made to Tivoli Federated Identity Manager. Uses the result from that call.  From credential mapping phase Use token that Tivoli Federated Identity Manager returned during the credential mapping phase. No call is made to Tivoli Federated Identity Manager. Instead, uses the token that Tivoli Federated Identity Manager returned during the credential mapping phase.    All Replace all tokens. Replaces all tokens in the selected WS-Security header with the tokens in the TFIM response.  Replace Replace, if existing; add to beginning, if new. If the token type is not in the WS-Security header, adds the token that Tivoli Federated Identity Manager returns to the beginning of the WS-Security header. If the same token type exists in the message, replaces the original token with the token in the TFIM response.  Preserve Preserve, if existing; add to beginning, if new. If the token type is not in the WS-Security header, adds the token that IBM Ferderated Identity Manager returns to the beginning of the WS-Security header. If the same token type exists in the message, preserves the original token and ignores the token in the TFIM response.    Protocol Uses the cache behavior that is defined by any returned Cache-Control header Uses the cache behavior that is defined by the 
                     Cache-Control
                    header on the response from the external service.  No Cache Disables caching Does not cache documents. This setting is the default value.  Time to Live Caches for the specified time Keeps documents in the cache for the specified time. Cache Type Cache Type    None Load Balancing not enabled Load Balancing not enabled.  Least Connections Server with fewest outstanding connection Creates a connection to the server with the least number of active connections.  Byte Rate Server with lowest total byte rate Creates a connection to the server with the lowest total byte rate (input and output)    TIBCO EMS Server Host Host name or IP address  Specify the host name or IP address with the listening port of the primary server in the 
                         host
                        : 
                         port
                        format. Without the port specification, the default is port 7222.  TIBCO EMS Backup Server Host Backup Host name or IP address  For fault-tolerance only, specify the host name or IP address with the listening port of the backup server in the 
                         host
                        : 
                         port
                        format. Without the port specification, the default is port 7222. TIBCO EMS Load Balancing/Fault Tolerant Pair    East  West    HST (US Hawaii-Aleutian Time)  AKST (US Alaska Time)  PST (US Pacific Time)  MST (US Mountain Time)  CST (US Central Time)  EST (US Eastern Time)  AST (Atlantic Time)  UTC (Coordinated Universal Time)  GMT (United Kingdom)  CET (Central Europe Time)  EET (Eastern Europe Time)  MKS - NONTRANSLATABLE  MSK (Moscow Time)  AST (Saudi Arabia)  KRT (Pakistan)  IST (Indian Standard Time)  NOV (Novosibirsk)  CST (China Coast Time)  WST (Australia Western Time)  WST - NONTRANSLATABLE  JST (Japan Time)  CST/CDT (Australia Central Time)  EST/EDT (Australia Eastern Time)  EST (Australia Eastern Time - Queensland)  Custom (user-defined)    sect163k1 - NIST/SECG/WTLS curve over a 163 bit binary field  sect163r1 - SECG curve over a 163 bit binary field  sect163r2 - NIST/SECG curve over a 163 bit binary field  sect193r1 - SECG curve over a 193 bit binary field  sect193r2 - SECG curve over a 193 bit binary field  sect233k1 - NIST/SECG/WTLS curve over a 233 bit binary field  sect233r1 - NIST/SECG/WTLS curve over a 233 bit binary field  sect239k1 - SECG curve over a 239 bit binary field  sect283k1 - NIST/SECG curve over a 283 bit binary field  sect283r1 - NIST/SECG curve over a 283 bit binary field  sect409k1 - NIST/SECG curve over a 409 bit binary field  sect409r1 - NIST/SECG curve over a 409 bit binary field  sect571k1 - NIST/SECG curve over a 571 bit binary field  sect571r1 - NIST/SECG curve over a 571 bit binary field  secp160k1 - SECG curve over a 160 bit prime field  secp160r1 - SECG curve over a 160 bit prime field  secp160r2 - SECG/WTLS curve over a 160 bit prime field  secp192k1 - SECG curve over a 192 bit prime field  secp192r1 - NIST/X9.62/SECG curve over a 192 bit prime field  secp224k1 - SECG curve over a 224 bit prime field  secp224r1 - NIST/SECG curve over a 224 bit prime field  secp256k1 - SECG curve over a 256 bit prime field  secp256r1 - NIST/SECG curve over a 256 bit prime field  secp384r1 - NIST/SECG curve over a 384 bit prime field  secp521r1 - NIST/SECG curve over a 521 bit prime field  brainpoolP256r1 - Brainpool Prime-Curve  brainpoolP384r1 - Brainpool Prime-Curve  brainpoolP512r1 - Brainpool Prime-Curve    ecdsa_secp256r1_sha256  ecdsa_secp384r1_sha384  ecdsa_secp521r1_sha512  ed25519  ed448  ecdsa_sha224  ecdsa_sha1  rsa_pss_rsae_sha256  rsa_pss_rsae_sha384  rsa_pss_rsae_sha512  rsa_pss_pss_sha256  rsa_pss_pss_sha384  rsa_pss_pss_sha512  rsa_pkcs1_sha256  rsa_pkcs1_sha384  rsa_pkcs1_sha512  rsa_pkcs1_sha224  rsa_pkcs1_sha1  dsa_sha256  dsa_sha384  dsa_sha512  dsa_sha224  dsa_sha1    Native Use internal token manager Manage and store security token details using an internal token manager.  External External token manager Delegate token management operations to an external service.    Bearer access token Bearer access token Generates Bearer access tokens.  JSON web token (JWT) JSON web token (JWT) Generates JSON web tokens.    200 OK Connected successfully Connected successfully to the third-party endpoint.  200 OK + active:true Connected successfully and access token is valid Connected successfully to the third-party endpoint and the access token is valid.  Custom GatewayScript Custom return value Custom return value from the third-party endpoint.    evtlog EventLog events  webgui Web Management interface  all All events  crl  cache-service  dispatcher  dhcp  document-handler  resource-fetcher  ethernet-fix  file-store  first-level  http-latency  http-parser  http-proxy  http-rewriter  http-server  http-useragent  identity-processor  interface  ldap  mac-fix  main  management  monitor  match  mime  multistep  name-service  ntp-service  packet-capture  payload-processor  ping-service  rewrite-policy  rule-processor  schema  server-manager  shell  simple-forwarder  snmp  soap-envelope  soap-processor  soap-validator  ssh-handler  ssl  ssl-forwarder  standby-control  statistics-service  status  stylesheet-policy  stylesheet-service  stream-cache  telnet-handler  thread-manager  throttler  url-opener  user-session  watchdog  xpl-doc  xsl-coproc  xsl-processor  jit-feeder  xslt  mq  tam  acl  crypto  compiler  xml-fetcher  dynamic-schema-loader  cert-monitor  post-fetcher  savefile-processor  ocsp  ws-proxy  mpgw  kerberos  slm  sql  netegrity  supervisor  network-file  icap  webapp-firewall  http-convert  jms  xacml  ltpa  file-poller  ifim  uddisub  wsrr  secure-conversation  fap  serialize-processor  wsrm  ims  platform-mgmt  sidecar  wtx  zosnss  llm  sftp  ssh  b2bp  b2bgw  b2b-retransmit  wcc  pop  sysplexdistributor  failure-notification  fibre-channel  multipath-handler  cluster-service  secure-cloud-connector  b2b-archive  akamai  ip-multicast  peer-group  web-token-service  oauth  xc10-grid  odr-connector-group  odr  GatewayScript  b2b-proxy  cloud-gateway  cloud-connector  isamproxy  wxs-grid  sgclient  redis  quota-enforcement  dfdl  xformng  xquery  parse  tenant  product-insights  apigw  api-gw-service  gateway-peering  dxp  gateway-peering-manager Gateway Peering Manager  AMQP AMQP  HTTP/2 HTTP/2  opentracing opentracing Trace event class Trace event class    Event category Log event category Defines the category of trace events  Minimum event priority Minimum log event priority Defines the minimum required priority of trace events    Text ASCII text Logs events in ASCII text format. Each entry is approximately 200 bytes.  UTF-8 UTF-8 text Logs events in UTF-8 text format. Each entry is approximately 200 bytes  XML Tivoli XML Logs events in the Tivoli XML format. Each entry is approximately 500 bytes ISAM Trace File Formats    emergency System is unusable  alert Action must be taken immediately  critical Critical condition  error Error condition  warning Warning condition  notice Normal, but significant, condition  information Informational messages  debug Debug-level messages  debug1 Debug-level 1 messages  debug2 Debug-level 2 messages  debug3 Debug-level 3 messages Trace level Trace level    MAC addresses Hash function uses only MAC addresses. The hash function uses only MAC addresses, which is layer 2 data.  MAC and IP addresses Hash function uses both the MAC addresses and IP addresses. The hash function uses both MAC addresses and IP addresses. MAC addresses are layer 2. IP addresses are layer 3.  IP addresses and ports Hash function uses IP addresses and TCP/UDP ports. The hash function uses both IP addresses and TCP/UDP ports. IP addresses are layer 3. TCP/UDP ports are layer 4. This approach is not strictly compliant to the LACP standard.    mq Use IBM MQ as the transport protocol  http Use HTTP as the transport protocol    ssh-rsa Retain the default value. Uses RSA Key authentication with SSH. Key Type Key type in SSH Known Host Table    True The status is true.  False The status is false. Boolean    Exported Files (Deprecated) Process the map provided in exported files Processes the map that are in exported files without special options. The map file must be an exported XML file from Design Studio.  Exported Files - Mapping Logic Disabled (Deprecated) Process only input/output TypeTrees without mapping logic  This option is only valid with maps that have exactly one input card and one output card. Further, the type of at least one of the cards must have XML intent. Note that, while legal, if both cards have XML intent, this option disables all transformation, which effectively makes the map an identity transform. If the input is non-XML, the input TypeTree alone is used to transform the input to an XML representation of the underlying binary format. That XML representation is then be sent directly to the output context without transformation. Note that the format of the XML representation corresponds to the 
                         input
                        TypeTree and might not match the XML format described by the output TypeTree. If the output is non-XML, the output TypeTree alone is used to transform the XML input to the output binary format. Note that the format of the XML input must correspond to the 
                         output
                        TypeTree and might not match the XML format described by the input TypeTree. The XML format produced or consumed by the binary-to-XML transformation corresponds directly to the relevant input or output TypeTree, where each ITEM or GROUP is represented by an element whose name is the absolute name of the type. Spaces are replaced by two dashes and other non-NCName characters are escaped as "-nn-", where nn is the decimal value of the character's code-point without leading zeros. If the first character in the name, after any escaping, is not an XML letter or underscore, the name is preceded by an underscore. Therefore, a Type named 
                         Foo Bar Root
                        corresponds to an element named 
                         Foo--Bar--Root
                        , a Type named 
                         Foo_Bar Baz? Root
                        corresponds to an element named 
                         Foo_Bar--Baz-63---Root
                        , and a Type named 
                         #93 Root
                        corresponds to an element named 
                         _-35-93--Root
                        . Only concrete, or unpartitioned, ITEM or GROUP is represented in the XML format. When a binary input ITEM or GROUP is partitioned, the XML representation that is produced has an element corresponding to the actual partition that is seen in the input, not the partitioned base type. When a binary output ITEM or GROUP is partitioned, the input XML must contain an element that corresponds to the actual partition to produce, not the partitioned base type.  DPA Process map in DPA file Processes map in DPA file without special options. The map file must be a map file that was created in Design Studio with the DataPower option and must be compiled in Design Studio before it is transferred to the DataPower Gateway. The map file has the .dpa file extension. ITX Map Mode ITX mapping behavior    Okay Service notifications have supplied all required properties.  Missing Missing WSDL The service references a WSDL (tModel) for which no information was received. This is probably because the service definition in the registry (bindingTemplate) references a different or non-existent WSDL (tModel). UDDI Subscription Service Status (deprecated) Status of the service properties    Initializing Initialization is pending.  Okay The most recent notification or initialization succeeded.  Error An error occurred during notification or initialization. UDDI Subscription Key Status (deprecated) Status of the most recent update to the Subscription (per key)    Always The device uses TLS for all communications.  Publish The device uses TLS for publish requests only. Require TLS Require TLS    Version 2  Version 3 UDDI Version UDDI major version used by the registry    Subscription Select UDDI subscription (deprecated) Select UDDI subscription (deprecated)  Policy Attachment Select WS-Policy attachment Select WS-Policy attachment    Poll Poll for WebSphere Cell information The WebSphere Cell information is retrieved on a fixed time interval regardless of whether the WebSphere Cell configuration has changed.  Subscribe Subscribe for WebSphere Cell information The WebSphere Cell information is retrieved with a request that waits for either the duration of the Time Interval to expire or for the WebSphere Cell information to change, whichever occurs first. After the DataPower Gateway receives the response, the DataPower Gateway immediately sends another request that again awaits for either the time interval expiration or an update. This method might result in several updates within a short amount of time. It consumes more resources on the DataPower Gateway and also on the server that is running the ODCInfo application. This method is more appropriate when application routing is enabled.    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Enable/Disable HTTP 1.1 Chunked Request Bodies Select on to enable RFC 2616-compliant chunked encoding. Note that the receiving server must implement the specification to receive this encoding.    Allow Allow the fragment  Reject Reject the transaction and raise an error  Truncate Remove the fragment Fragment Fixup Policy    Match Pattern A shell-style match pattern A shell-style match pattern that defines the URL set contained within the URL map. The following wildcard characters are available when constructing a match pattern. 
                       asterisk (*) Matches 0 or more occurrences of any character  question mark (?) Matches one occurrence of any single character  brackets ( [ ] ) Defines a character or numeric range. For example, [1-5] matches 1, 2, 3, 4, or 5, while xs[dl] matches xsd or xsl.    attachment  cid  coproc  dpmq  dpmqfte  mq  mqfte  idgmq  idgmqmft  dpnfs  dptibems  tibems  dpwasjms  file  ftp  http  https  icap  icaps  smtp  snmp  sql  thismessage  tcp  tcps  tcpssl  tcpsssl  uuid  webgui  wsrr  xa35  xacmlpolicy  local  store  policyframework  temporary  syslog  syslog-tcp  syslog-tcpssl  dpims  dpimsssl  sftp  saf-cert  saf-key  saf-remote-key  luna-key  luna-remote-key  luna-cert  pop  pops  dpsmtp  dpsmtps  as1  as1s  as2  as2s  as3  ebms2  ebms2s  ebms3  ebms3s  xc10  wxs  network-hsm  net-prefix  net-ssl-prefix  uds  amqp-broker  dpkafka  mqdiag    default Cache until maximum size reached Caches the stylesheet until the maximum cache size is exceeded. Then, the stylesheet is subject to removal from the cache.  no-cache Do not cache Does not cache the stylesheet.  no-flush Cache on preferences Caches the stylesheet on a preferential basis. The stylesheet will never be deleted from the stylesheet cache before its schedule refresh.  protocol-specified Cache using protocol semantics Defers to expiration semantics of protocols, such as HTTP, if they provide such information. URLRefreshPolicy Type URLRefreshPolicy Type    urlmap URL Map A URL map URL maps contain one or more shell-style (wildcard) match patterns. Use the values list to select the URL map that supplies the match criteria for the URL Refresh Policy.  type Refresh Rule Type Type of refresh rule Specify how to cache a stylesheet that is obtained with a URL refresh operation. The default is default.  interval 0   URLRefreshPolicy default no-flush protocol-specified   URLRefreshPolicy no-cache Refresh Interval The refresh frequency in seconds seconds Not used when the refresh rule type is no-cache, specifies the update frequency for stylesheets that fulfill the match criteria.    Both The policy applies to both requests and responses  Request The policy applies to requests only  Response The policy applies to responses only URLRewritePolicy Direction Direction of URL Rewrite Policy    type URL Rewrite Type Rule type Select the type of rule for the URL Rewrite Policy.  match Match Expression PCRE  Specify a PCRE that defines the match condition that triggers the rewrite rule. Depending on the rule type, a candidate URL or header field is matched against the expression.  For  absolute-rewrite ,  content-type , and  post-body , defines the expression to be matched against the URL. For example, .* or * matches any string, while (.*)xsl=(.*)\?(.*) matches a text subpattern followed by xsl= followed by a text subpattern followed by a ? followed by a text subpattern. For  header-rewrite , defines the expression to be matched against the contents of a specific header field. For example, *.* matches any value. PCRE documentation is available at http://www.pcre.org  input-expression   Type header-rewrite Input Replace Expression Perl-style replacement expression  Specify a Perl-style replacement that defines the rewritten URL, header field, or HTTP POST body.  For  absolute-rewrite , defines the rewritten URL. If the match pattern is *, specify the complete replacement. If the match pattern is (.*)xsl=(.*)\?(.*), specify the evaluation replacement for any text subpattern or retain the original subpattern. To retain the first subpattern, specify $1; to retain the second text subpattern, specify $2; and so forth. To replace the second text subpattern only, specify $1xsl=ident.xsl$3. 
                             If a rewritten URL begins with a host name or port that is different from the configured remote address, the host name or port portion of the rewritten URL is ignored. For  content-type , define the replace value for the Content-Type header. For  header-rewrite , define the replacement value for the specified header. For  post-body , define the rewritten body of the HTTP POST. If the match pattern is .*, specify the complete replacement. If the match pattern is (.*)xsl=(.*)\?(.*), specify the evaluation replacement for any text subpattern or retain the original subpattern. To retain the first subpattern, specify $1; to retain the second text subpattern, specify $2; and so forth. To omit the second text subpattern only, specify $1$3.  stylesheet-expression   Type header-rewrite content-type Stylesheet Replace Expression Perl-style replacement expression  Specify a Perl-style replacement that identifies the replacement stylesheet. This option is available for  absolute-rewrite and  post-body only. If the match pattern is .*, specify the complete replacement. If the match pattern is (.*)xsl=(.*)\?(.*), specify the evaluation replacement for any text subpattern or retain the original subpattern. To retain the first subpattern, specify $1; to retain the second text subpattern, specify $2; and so forth. To retain the second text subpattern only and not use the third text subpattern, specify http://mantis:8000$2.  input-unescape off   Type header-rewrite content-type Input URL Unescape Decode/encode input URLs Replace URL-encoded characters (for example, "%2F") with the equivalent literal character. Select on to replace escape sequences, or off to retain them.  stylesheet-unescape on   Type header-rewrite content-type Stylesheet URL Unescape Decode/encode stylesheet URLs Replace URL-encoded characters (for example, "%2F") with the equivalent literal character. Select on to replace escape sequences, or off to retain them.  none   Type header-rewrite   Type post-body rewrite absolute-rewrite content-type Header Name Name HTTP Header to Rewrite  normalize-url off URL Normalization Normalize URL Normalize URL by converting '\' to '/' and compressing '.' and '..'    rewrite This rule type is deprecated.  absolute-rewrite Rewrites the entire URL or a portion of the URL based on a URL match.  post-body Rewrites the body of an HTTP POST request. The POST body contains the input values for a basic HTTP POST request.  header-rewrite Replaces the value of an arbitrary header based on its value.  content-type Rewrites the value of the Content-Type header based on a URL match. URLRewriteRule Type URLRewriteRule Type    url URL URL URL to the remote endpoint  ssl-profile Client TLS profile Client TLS profile The credentials to use to secure the connection to the remote endpoint    No Do not attach a cookie attribute policy. Do not attach a cookie attribute policy.  Yes Attach a cookie attribute policy. Attach a cookie attribute policy.    No Do not use custom server name in the SNI extension Do not use custom server name in the SNI extension in the TLS client hello message. Use the host name of the target in the SNI extension instead.  Yes Use custom server name in the SNI extension Use custom server name in the SNI extension in the TLS client hello message.    HIDDEN - none  Privileged The user account is a privileged account. Grant access to all system functions.  Group defined The user account is a group defined account. Assign the user account to a user group.  HIDDEN - technician  HIDDEN - expired  HIDDEN - config-sequence    Disabled Skips the authentication step  User registry Authenticates users by sending API requests to an API user registry User authentication option Options for authenticating the resource owner's identity    Disabled Skips the authorization step  Authenticated Authorizes any authenticated users implicitly  HTML form Authorizes users by using an HTML form User authorization option Options for authorizing the resource owner    serial  telnet  ssh  web-mgmt  xml-mgmt  system  rest-mgmt  apic-gw-service User Connection User Connection    auto-select unicast System selects the unicast address based on the XML Management Interface configuration.  unicast Specify a unicast address.  multicast Specify a multicast configuration.    URL Indicates that the assembly validate action uses a specified JSON, XML, GraphQL, or WSDL schema to validate payloads.  WSDL Indicates the XML schema in the WSDL file associated with the API. JSON payloads are rejected.  Body Parameter Indicates the schema that is associated with the body parameter of the request. The assembly validate action uses the XML or JSON request schema associated with the API operation or the API path. If a request schema is defined for the API operation, it overrides the request schema defined for the API path, if any.  Response Parameter Indicates the transaction response associated with the response parameter. The assembly validate action uses the transaction response based on the response status code to choose the schema to validate payloads.  Definition Indicates one of the schemas defined in the API definition.  GraphQL Indicates the GraphQL schema associated with the API. XML and WSDL payloads are rejected. Type of Schema to Validate Against The type of schema to validate against    Unprotected  Credential validation is not needed when honoring a validation grant type. You must provide an alternative mean to protect this endpoint.  Introspection Format  The format is defined in OAuth introspection endpoint. 
                     token_type_hint
                    is a MUST. This feature can be enabled with the setting of var://context/oauth/validation to "introspect".    Pass-Through Continue processing the transaction without change  Strip Remove the offending pair from the transaction  Error Raise an error and reject the transaction  Set Change the value to a known constant Validation Fix-up Policy    Default XML documents are validated in accordance with validation processing instructions, if any, that are contained in the XML document.  Schema XML documents are validated against the XML schema that is defined by the Schema URL property.  Schema Rewrite XML documents are validated against a rewritten schema reference. That is, a schema reference that is defined by the Schema URL property is rewritten in accordance with a URL Rewrite Policy that is defined by the URL Rewrite Policy property.  Attribute Rewrite XML documents are validated against a rewritten schema reference. That is, a schema reference that is contained in the XML document is rewritten in accordance with the URL Rewrite Policy that is defined by the URL Rewrite Policy property.  Dynamic Schema XML documents are validated using a Schema Exception Map or Document Crypto Map. One of these maps identifies a schema and excepted elements. XML Schema Validation Mode XML schema validation mode    Name Expression Name Regular Expression The regular expression that the submitted names are matched against. If they match the value must also match against the corresponding value constraint to be passed through.  Value Constraint The regular expression (PCRE style) that is applied to a value input to see if it is an expected input  error Failure Policy Validation Failure Policy Select which action should be taken when a value constraint fails to validate an input. The default is Error.    Fixup set Map Value Map unvalidated value constant An value that fails validation is changed to this value if the failure policy is 'set'.  off Check XSS Check the value for Cross Site Scripting signatures This property allows the value to be checked for Cross Site Scripting (XSS) signatures. These signatures are malicious attempts to input client-side script as the input to a web application. If this client-side script is later displayed in a browser, the script executes and can perform malicious activities. Enable this feature to filter input for malicious content that might get stored and displayed again later, such as the contents of a comment form. The check looks for invalid characters and various forms of the term <script that is often used to engage JavaScript on a browser without the user knowing.  store:///XSS-Patterns.xml   XSS on   XSS on  local store XSS (Cross Site Scripting) Protection Patterns File XSS (Cross Site Scripting) Protection Patterns File Specifies the patterns file that will be used by the XSS filter. The default file, store:///XSS-Patterns.xml, checks for invalid characters and various forms of the term <script. Specify a custom XML patterns file with PCRE patterns to be used by the XSS filter.    Certificate Certificate  Shared Secret Key Shared Secret Key    Production edition of DataPower Gateway Virtual Edition Production edition of DataPower Gateway Virtual Edition The production edition of DataPower Gateway Virtual Edition can be used in a production environment. This product includes IBM Software Subscription and Support.  Nonproduction edition of DataPower Gateway Virtual Edition Nonproduction edition of DataPower Gateway Virtual Edition The nonproduction edition of DataPower Gateway Virtual Edition can be used for only development and test. This product includes IBM Software Subscription and Support.  Developers edition of DataPower Gateway Virtual Edition Developers edition of DataPower Gateway Virtual Edition The developers edition of DataPower Gateway Virtual Edition is a single seat product that can be used for only development and test. This product includes IBM Software Subscription and Support.  DataPower Gateway for Developers DataPower Gateway for Developers DataPower Gateway for Developers is a no cost product that can be used for only development and test. This product does not include IBM Software Subscription and Support.  IBM MQ Appliance M2002 virtual image for demonstration IBM MQ Appliance M2002 virtual image for demonstration The IBM MQ Appliance M2002 virtual image can be used for only demonstration and Early Release evaluation. This product does not include IBM Software Subscription and Support. Virtual Edition Virtual Edition Edition of a virtual appliance    MQMD mq  StrucId mq MQMD - Structure Identifier Metadata item that corresponds to the 'Structure Identifier' MQMD structure item.  Version mq MQMD - Structure Version Number Metadata item that corresponds to the 'structure version number' MQMD structure item.  Report mq MQMD - Options for Report Messages Metadata item for the MQMD information 'Options for Report Messages' Metadata item that corresponds to the 'Options for Report Messages' MQMD structure item.  MsgType mq MQMD - Message Type Metadata item that corresponds to the 'Message Type' MQMD structure item.  Expiry mq MQMD - Message Lifetime Metadata item that corresponds to the 'Message Lifetime' MQMD structure item.  Feedback mq MQMD - Feedback or Reason Code Metadata item that corresponds to the 'Feedback or Reason Code' MQMD structure item.  Encoding mq MQMD - Numeric Encoding of Message Data Metadata item that corresponds to the 'Numeric Encoding of Message Data' MQMD structure item.  CodedCharSetId mq MQMD - Characterset Identifier of Message Metadata item corresponds to the 'Characterset Identifier of Message' MQMD structure item.  Format mq MQMD - Format Name of Message Metadata item that corresponds to 'Format Name of Message' MQMD structure item.  Priority mq MQMD - Message Priority Metadata item thta corresponds to the 'Message Priority' MQMD structure item.  Persistence mq MQMD - Message Persistence Metadata item that corresponds to the 'Message Persistence' MQMD structure item.  MsgId mq MQMD - Message Identifier Metadata item that corresponds to the 'Message Identifier' MQMD structure item.  CorrelId mq MQMD - Correlation Identifier Metadata item that corresponds to the 'Correlation Identifier' MQMD structure item.  BackoutCount mq MQMD - Backout Counter Metadata item that corresponds to the 'Backout Counter' MQMD structure item.  ReplyToQ mq MQMD - Name of Reply Queue Metadata item that corresponds to the 'Name of Reply Queue' MQMD structure item.  ReplyToQMgr mq MQMD - Name of Reply Queue Manager Metadata item that corresponds to the 'Name of Reply Queue Manager' MQMD structure item.  UserIdentifier mq MQMD - User Identifier Metadata item that corresponds to the 'User Identifier' MQMD structure item.  AccountingToken mq MQMD - Accounting Token Metadata item that corresponds to the 'Accounting Token' MQMD structure item.  ApplIdentityData mq MQMD - Application Data Relating to Identity Metadata item that corresponds to the 'Application Data Relating to Identity' MQMD structure item.  PutApplType mq MQMD - Type of Application that Put the Message Metadata item that corresponds to the 'Type of Application that Put the Message' MQMD structure item.  PutApplName mq MQMD - Name of Application that Put the Message Metadata item that corresponds to the Name of Application that Put the Message' MQMD structure item.  PutDate mq MQMD - Date when Message was Put Metadata item that corresponds to the 'Date when Message was Put' MQMD structure item.  PutTime mq MQMD - Time when Message was Put Metadata item that corresponds to the Time when Message was Put' MQMD structure item.  ApplOriginData mq MQMD - Application Data Relating to Origin Metadata item that corresponds to the 'Application Data Relating to Origin' MQMD structure item.  GroupId mq MQMD - Group Identifier Metadata item that corresponds to the 'Group Identifier' MQMD structure item.  MsgSeqNumber mq MQMD - Sequence Number of Logical Message Within Group Metadata item that corresponds to the 'Sequence Number of Logical Message Within Group' MQMD structure item.  Offset mq MQMD - Offset for the Logical Message Metadata item that corresponds to the 'Offset for the Logical Message' MQMD structure item.  MsgFlags mq MQMD - Message Flags Metadata item that corresponds to the 'Message Flags' MQMD structure item.  OriginalLength mq MQMD - Length of Original Message Metadata item that corresponds to the 'Length of Original Message MQMD structure item. MQMD Header The XML fragment that contains all of items for the IBM MQMD structure. The MQMD header is available to all IBM MQ services so that these services can get or set the MQMD structure.  X-MQ-Receive-Q mq DataPower Header X-MQ-Receive-Q Metadata item for the 'X-MQ-Receive-Q' DataPower-defined header.  X-MQ-Send-Q mq DataPower Header X-MQ-Send-Q Metadata item for the 'X-MQ-Send-Q' DataPower-defined header.  JMSCorrelationID tibco wasjms Correlation Identifier Metadata item for the 'JMSCorrelationID' JMS header.  JMSDeliveryMode tibco wasjms Message Persistence Metadata item for the 'JMSDeliveryMode' JMS header.  JMSDestination tibco wasjms Message Destination Metadata item for the 'JMSDestination' JMS header.  JMSExpiration tibco wasjms Expiration Time of the Message Metadata item for the 'JMSExpiration' JMS header.  JMSMessageID tibco wasjms Message Identifier Metadata item for the 'JMSMessageID' JMS header.  JMSPriority tibco wasjms Transmission Priority Metadata item for the 'JMSPriority' JMS header.  JMSRedelivered tibco wasjms Has the Message been previously Delivered? Metadata item for the 'JMSRedelivered' JMS header.  JMSReplyTo tibco wasjms The Destination to Send Reply Metadata item for the 'JMSReplyTo' JMS header.  JMSTimestamp tibco wasjms The Time when Message is Sent Metadata item for the 'JMSTimestamp' JMS header.  JMSType tibco wasjms JMS Message Type Metadata item for the 'JMSType' JMS header.  JMSXUserID tibco wasjms JMSXUserID Metadata item for the 'JMSXUserID' JMS header.  JMSXAppID tibco wasjms JMSXAppID Metadata item for the 'JMSXAppID' JMS header.  JMSXDeliveryCount tibco wasjms JMSXDeliveryCount Metadata item for the 'JMSXDeliveryCount' JMS header.  JMSXGroupID tibco wasjms JMSXGroupID Metadata item for the 'JMSXGroupID' JMS header.  JMSXGroupSeq tibco wasjms JMSXGroupSeq Metadata item for the 'JMSXGroupSeq' JMS header.  JMSXProducerTXID tibco wasjms JMSXProducerTXID Metadata item for the 'JMSXProducerTXID' JMS header.  JMSXConsumerTXID tibco wasjms JMSXConsumerTXID Metadata item for the 'JMSXConsumerTXID' JMS header.  JMSXRcvTimestamp tibco wasjms JMSXRcvTimestamp Metadata item for the 'JMSXRcvTimestamp' JMS header.  JMSXState tibco wasjms JMSXState Metadata item for the 'JMSXState' JMS header.  DP_JMSMessageType tibco wasjms DataPower Defined Header: Message Type Metadata item for the 'DP_JMSMessageType' JMS header.  DP_JMSReplyToServer tibco wasjms DataPower Defined Header: The Server to Send Reply Metadata item for the 'DP_JMSReplyToServer' JMS header.  DP_JMSReplyToTopicSpace tibco wasjms DataPower Defined Header: The Topic Space to Send Reply Metadata item for the 'DP_JMSReplyToTopicSpace' JMS header.  JMS_TIBCO_COMPRESS tibco Header JMS_TIBCO_COMPRESS Metadata item for the 'JMS_TIBCO_COMPRESS' TIBCO EMS special header.  JMS_TIBCO_IMPORTED tibco Header JMS_TIBCO_IMPORTED Metadata item for the 'JMS_TIBCO_IMPORTED' TIBCO EMS special header.  JMS_TIBCO_SENDER tibco Header JMS_TIBCO_SENDER Metadata item for the 'JMS_TIBCO_SENDER' TIBCO EMS special header.  JMS_TIBCO_DISABLE_SENDER tibco Header JMS_TIBCO_DISABLE_SENDER Metadata item for the 'JMS_TIBCO_DISABLE_SENDER' TIBCO EMS special header.  JMS_TIBCO_PRESERVE_UNDELIVERED tibco Header JMS_TIBCO_PRESERVE_UNDELIVERED Metadata item for the 'JMS_TIBCO_PRESERVE_UNDELIVERED' TIBCO EMS special header.  JMS_TIBCO_MSG_EXT tibco Header JMS_TIBCO_MSG_EXT Metadata item for the 'JMS_TIBCO_MSG_EXT' TIBCO EMS special header.  JMS_TIBCO_MSG_TRACE tibco Header JMS_TIBCO_MSG_TRACE Metadata item for the 'JMS_TIBCO_MSG_TRACE' TIBCO EMS special header.  JMS_TIBCO_CM_PUBLISHER tibco Header JMS_TIBCO_CM_PUBLISHER Metadata item for the 'JMS_TIBCO_CM_PUBLISHER' TIBCO EMS special header.  JMS_TIBCO_CM_SEQUENCE tibco Header JMS_TIBCO_CM_SEQUENCE Metadata item for the 'JMS_TIBCO_CM_SEQUENCE' TIBCO EMS special header.  JMS_TIBCO_SS_SENDER tibco Header JMS_TIBCO_SS_SENDER Metadata item for the 'JMS_TIBCO_SS_SENDER' TIBCO EMS special header.  JMS_TIBCO_SS_DELIVERY_MODE tibco Header JMS_TIBCO_SS_DELIVERY_MODE Metadata item for the 'JMS_TIBCO_SS_DELIVERY_MODE' TIBCO EMS special header.  JMS_TIBCO_SS_EXPIRATION tibco Header JMS_TIBCO_SS_EXPIRATION Metadata item for the 'JMS_TIBCO_SS_EXPIRATION' TIBCO EMS special header.  JMS_TIBCO_SS_LB_MODE tibco Header JMS_TIBCO_SS_LB_MODE Metadata item for the 'JMS_TIBCO_SS_LB_MODE' TIBCO EMS special header.  JMS_TIBCO_SS_MESSAGE_ID tibco Header JMS_TIBCO_SS_MESSAGE_ID Metadata item for the 'JMS_TIBCO_SS_MESSAGE_ID' TIBCO EMS special header.  JMS_TIBCO_SS_PRIORITY tibco Header JMS_TIBCO_SS_PRIORITY Metadata item for the 'JMS_TIBCO_SS_PRIORITY' TIBCO EMS special header.  JMS_TIBCO_SS_SENDER_TIMESTAMP tibco Header JMS_TIBCO_SS_SENDER_TIMESTAMP Metadata item for the 'JMS_TIBCO_SS_SENDER_TIMESTAMP' TIBCO EMS special header.  JMS_TIBCO_SS_TYPE_NUM tibco Header JMS_TIBCO_SS_TYPE_NUM Metadata item for the 'JMS_TIBCO_SS_TYPE_NUM' TIBCO EMS special header.  JMS_TIBCO_SS_CORRELATION_ID tibco Header JMS_TIBCO_SS_CORRELATION_ID Metadata item for the 'JMS_TIBCO_SS_CORRELATION_ID' TIBCO EMS special header.  JMS_TIBCO_SS_SEQ_NUM tibco Header JMS_TIBCO_SS_SEQ_NUM Metadata item for the 'JMS_TIBCO_SS_SEQ_NUM' TIBCO EMS special header.  JMS_TIBCO_SS_USER_PROP tibco Header JMS_TIBCO_SS_USER_PROP Metadata item for the 'JMS_TIBCO_SS_USER_PROP' TIBCO EMS special header.  JMS_IBM_Character_Set wasjms Header JMS_IBM_Character_Set Metadata item for the 'JMS_IBM_Character_Set' WebSphere JMS special header.  JMS_IBM_Encoding wasjms Header JMS_IBM_Encoding Metadata item for the 'JMS_IBM_Encoding' WebSphere JMS special header.  JMS_IBM_ExceptionMessage wasjms Header JMS_IBM_ExceptionMessage Metadata item for the 'JMS_IBM_ExceptionMessage' WebSphere JMS special header.  JMS_IBM_ExceptionReason wasjms Header JMS_IBM_ExceptionReason Metadata item for the 'JMS_IBM_ExceptionReason' WebSphere JMS special header.  JMS_IBM_ExceptionTimestamp wasjms Header JMS_IBM_ExceptionTimestamp Metadata item for the 'JMS_IBM_ExceptionTimestamp' WebSphere JMS special header.  JMS_IBM_ExceptionProblemDestination wasjms Header JMS_IBM_ExceptionProblemDestination Metadata item for the 'JMS_IBM_ExceptionProblemDestination' WebSphere JMS special header.  JMS_IBM_Feedback wasjms Header JMS_IBM_Feedback Metadata item for the 'JMS_IBM_Feedback' WebSphere JMS special header.  JMS_IBM_Format wasjms Header JMS_IBM_Format Metadata item for the 'JMS_IBM_Format' WebSphere JMS special header.  JMS_IBM_Last_Msg_In_Group wasjms Header JMS_IBM_Last_Msg_In_Group Metadata item for the 'JMS_IBM_Last_Msg_In_Group' WebSphere JMS special header.  JMS_IBM_MsgType wasjms Header JMS_IBM_MsgType Metadata item for the 'JMS_IBM_MsgType' WebSphere JMS special header.  JMS_IBM_PutApplType wasjms Header JMS_IBM_PutApplType Metadata item for the 'JMS_IBM_PutApplType' WebSphere JMS special header.  JMS_IBM_PutDate wasjms Header JMS_IBM_PutDate Metadata item for the 'JMS_IBM_PutDate' WebSphere JMS special header.  JMS_IBM_PutTime wasjms Header JMS_IBM_PutTime Metadata item for the 'JMS_IBM_PutTime' WebSphere JMS special header.  JMS_IBM_Report_COA wasjms Header JMS_IBM_Report_COA Metadata item for the 'JMS_IBM_Report_COA' WebSphere JMS special header.  JMS_IBM_Report_COD wasjms Header JMS_IBM_Report_COD Metadata item for the 'JMS_IBM_Report_COD' WebSphere JMS special header.  JMS_IBM_Report_Discard_Msg wasjms Header JMS_IBM_Report_Discard_Msg Metadata item for the 'JMS_IBM_Report_Discard_Msg' WebSphere JMS special header.  JMS_IBM_Report_Exception wasjms Header JMS_IBM_Report_Exception Metadata item for the 'JMS_IBM_Report_Exception' WebSphere JMS special header.  JMS_IBM_Report_Expiration wasjms Header JMS_IBM_Report_Expiration Metadata item for the 'JMS_IBM_Report_Expiration' WebSphere JMS special header.  JMS_IBM_Report_NAN wasjms Header JMS_IBM_Report_NAN Metadata item for the 'JMS_IBM_Report_NAN' WebSphere JMS special header.  JMS_IBM_Report_PAN wasjms Header JMS_IBM_Report_PAN Metadata item for the 'JMS_IBM_Report_PAN' WebSphere JMS special header.  JMS_IBM_Report_Pass_Correl_ID wasjms Header JMS_IBM_Report_Pass_Correl_ID Metadata item for the 'JMS_IBM_Report_Pass_Correl_ID' WebSphere JMS special header.  JMS_IBM_Report_Pass_Msg_ID wasjms Header JMS_IBM_Report_Pass_Msg_ID Metadata item for the 'JMS_IBM_Report_Pass_Msg_ID' WebSphere JMS special header.  JMS_IBM_System_MessageID wasjms Header JMS_IBM_System_MessageID Metadata item for the 'JMS_IBM_System_MessageID' WebSphere JMS special header.  Accept http Header Accept Metadata item for the HTTP/HTTPS request header 'Accept'. Specifies which Internet media types are acceptable for the response and assigns preferences to them.  Accept-Charset http Header Accept-Charset Metadata item for the HTTP/HTTPS request header 'Accept-Charset'. Specifies which character encodings are acceptable for the response and assigns preferences to them. Character encodings are called charsets.  Accept-Encoding http Header Accept-Encoding Metadata item for the HTTP/HTTPS request header 'Accept-Encoding'. Specifies which data format transforms are acceptable for the response and assigns preferences to them. Format transforms are called content encodings. For example, compression mechanisms is an encoding.  Accept-Language http Header Accept-Language Metadata item for the HTTP/HTTPS request header "Accept-Language". Specifies which natural languages are acceptable for the response and assigns preferences to them. Useful for language negotiation.  Accept-Ranges http Header Accept-Ranges Metadata item for the HTTP/HTTPS response header 'Accept-Ranges'. Allows the server to indicate its acceptance of range requests for a resource.  Age http Header Age Metadata item for the HTTP/HTTPS response header 'Age'. Conveys the sender's estimate of the amount of time since the response (or its revalidation) was generated at the origin server.  Allow http Header Allow Metadata item for the HTTP/HTTPS entity header 'Allow'. Lists the set of methods supported by the resource identified by the Request-URI. The purpose is to inform the recipient of valid methods associated with the resource.  Authorization http Header Authorization Metadata item for the HTTP/HTTPS request header 'Authorization'. Consists of credentials containing the authentication information of the client for the realm of the resource being requested.  Cache-Control http Header Cache-Control Metadata item for the HTTP/HTTPS general header 'Cache-Control'. Specifies directives that must be obeyed by all caching mechanisms along the request-response chain.  Connection http Header Connection Metadata item for the HTTP/HTTPS general header 'Connection'. Specifies options that are desired for the particular connection and must not be communicated by proxies over further connections.  Content-Encoding http Header Content-Encoding Metadata item for the HTTP/HTTPS entity header 'Content-Encoding'. Used as a modifier to the media-type, to indicate what additional data format transformations such as compression have been applied to the entity-body.  Content-Language http Header Content-Language Metadata item for the HTTP/HTTPS entity header 'Content-Language'. Specifies the natural languages of the intended audience for the enclosed entity. Acording to RFC 3282, specifies the languages of the entity.  Content-Length http Header Content-Length Metadata item for the HTTP/HTTPS entity header 'Content-Length'. Indicates the size, in octets, of the entity-body that is sent or that would be sent if it was requested.  Content-Location http Header Content-Location Metadata item for the HTTP/HTTPS entity header 'Content-Location'. Supplies the location of the resource for the entity that is enclosed in the message when that entity is accessible from a location that is separate from the URI of the requested resource.  Content-MD5 http Header Content-MD5 Metadata item for the HTTP/HTTPS entity header 'Content-MD5'. An MD5 digest of the entity-body for providing an end-to-end message integrity check (MIC) of the entity-body.  Content-Range http Header Content-Range Metadata item for the HTTP/HTTPS entity header 'Content-Range'. Sent with a partial entity-body to specify where in the full entity-body the partial body should be applied.  Content-Type http Header Content-Type Metadata item for the HTTP/HTTPS entity header 'Content-Type'. Specifes the Internet media type of the entity-body that is sent or would be sent if requested. Often includes a charset parameter that specifies the character encoding.  Date http Header Date Metadata item for the HTTP/HTTPS general header 'Date'. The date and time when the message was originated.  ETag http Header ETag Metadata item for the HTTP/HTTPS response header 'ETag'. Provides, for caching purposes, the current value of the entity tag for the requested variant.  Expect http Header Expect Metadata item for the HTTP/HTTPS request 'Expect' header. Indicates that the client requires particular server behaviors.  Expires http Header Expires Metadata item for the HTTP/HTTPS header entity 'Expires'. Provides, for caching purposes, the date and time after which the response is considered stale.  From http Header From Metadata item for the HTTP/HTTPS request header 'From'. The Internet email address of the user who controls the requesting browser or other client.  Host http Header Host Metadata item for the HTTP/HTTPS request header 'Host'. Specifies the Internet host and port number of the resource being requested. Required in all HTTP 1.1 requests.  If-Match http Header If-Match Metadata item for the HTTP/HTTPS request header 'If-Match'. Used to conditionalize a method. A client that previously obtained entities can verify that one of those entities is current by including a list of their associated entity tags as values for the 'If-Match' header.  If-Modified-Since http Header If-Modified-Since Metadata item for the HTTP/HTTPS request header 'If-Modified-Since'. Used to conditionalize a method. If the requested variant has not changed since the specified time, the server does not return the entity. The server returns information about this fact.  If-None-Match http Header If-None-Match Metadata item for the HTTP/HTTPS request header 'If-None-Match'. Used to conditionalize a method. A client that previously obtained entities can verify that none of those entities is current by including a list of their associated entity tags as values for the 'If-None-Match' header.  If-Range http Header If-Range Metadata item for the HTTP/HTTPS request header 'If-Range'. Used with 'Range' to say, "If the entity is unchanged, send me the missing parts. Otherwise, send me the entire new entity."  If-Unmodified-Since http Header If-Unmodified-Since Metadata item for the HTTP/HTTPS request header 'If-Unmodified-Since'. Used to conditionalize a method. If the requested variant was modified since this specified time, the server does not perform the requested operation. The server returns information about this fact.  Last-Modified http Header Last-Modified Metadata item for the "Entity" HTTP/HTTPS entity header 'Last-Modified'. Indicates the date and time at which the origin server believes the variant was last modified.  Location http Header Location Metadata item for the HTTP/HTTPS request header 'Location'. Redirects the recipient to a location other than the Request-URI to complete the request or to identify of a new resource.  Max-Forwards http Header Max-Forwards Metadata item for the HTTP/HTTPS request header 'Max-Forwards'. Provides a mechanism with the TRACE and OPTIONS methods to limit the number of proxies or gateways that can forward the request to the next inbound server.  Pragma http Header Pragma Metadata item for the HTTP/HTTPS general header 'Pragma'. Used to include implementation-specific directives that might optionally apply to any recipient in the request-response chain.  Proxy-Authenticate http Header Proxy-Authenticate Metadata item for the HTTP/HTTPS response header 'Proxy-Authenticate'. Included as part of a 407 "Proxy Authentication Required" response. The header value consists of a challenge that indicates the authentication scheme and parameters that are applicable to the proxy for this Request-URI.  Proxy-Authorization http Header Proxy-Authorization Metadata item for the HTTP/HTTPS request header 'Proxy-Authorization'. Used by a client to identify itself or its user to a proxy that requires authentication.  Range http Header Range Metadata item for the HTTP/HTTPS request header 'Range'. Restricts the request to parts that are specified as ranges of octets in the resource.  Referer http Header Referer Metadata item for the HTTP/HTTPS request header 'Referer' Used by a client to specify, for the benefit of the server, the address (URI) of the resource from which the Request-URI was obtained.  Retry-After http Header Retry-After Metadata item for the HTTP/HTTPS response header 'Retry-After'. Indicates how long the service is expected to be unavailable to the requesting client.  Server http Header Server Metadata item for the HTTP/HTTPS response header 'Server'. Contains information about the software used by the origin server to handle the request.  TE http Header TE Metadata item for the HTTP/HTTPS request header 'TE'. Indicates which extension transfer-codings the client will accept in the response and whether the client will accept trailer fields in a chunked transfer-coding.  Trailer http Header Trailer Metadata item for the HTTP/HTTPS general header 'Trailer'. Indicates that the given set of header fields is present in the trailer of a message that is encoded with chunked transfer-coding.  Transfer-Encoding http Header Transfer-Encoding Metadata item for the HTTP/HTTPS general header 'Transfer-Encoding'. Indicates the type of transform that was applied to the message body to safely transfer it between the sender and the recipient. This differs from 'Content-Encoding' in that the transfer-coding is a property of the message, not a property of the entity.  Upgrade http Header Upgrade Metadata item for the HTTP/HTTPS general header 'Upgrade'. Used by a client to specify which additional communication protocols it supports and wants to use if the server finds it appropriate to switch protocols. The server uses the Upgrade header to indicate the protocols that are being switched.  User-Agent http Header User-Agent Metadata item for the HTTP/HTTPS request header 'User-Agent'. Contains information about the user agent, the client, that originated the request.  Vary http Header Vary Metadata item for the HTTP/HTTPS response header 'Vary'. Indicates the set of request headers that fully determines whether a cache is permitted to use the reponse to reply to a subsequest request without revalidation.  Via http Header Via Metadata item for the HTTP/HTTPS general header 'Via'. Used by the proxies and gateways to indicate the intermediate protocols and recipients between the user agent and the server on requests and between the origin server and the client on responses.  Warning http Header Warning Metadata item for the HTTP/HTTPS general header 'Warning'. Carries additional information about the status or transform of a message that might not be reflected in the message.  WWW-Authenticate http Header WWW-Authenticate Metadata item for the HTTP/HTTPS response header 'WWW-Authenticate'. Used in 401 "Unauthorized" response messages. The value consists of at least one challenge that indicates the authentication schemes and parameters that are applicable to the Request-URI.  SOAPAction all DataPower Header SOAPAction Metadata item for the 'SOAPAction' DataPower-defined special header.  Attachment all DataPower Header X-Attachment Metadata item for the 'X-Attachment' DataPower-defined special header.  Backside-Transport all DataPower Header X-Backside-Transport Metadata item for the 'X-Backside-Transport' DataPower-defined special header.  External-Request all DataPower Header X-DataPower-External-Request Metadata item for the 'X-DataPower-External-Request' DataPower-defined special header.  Forwarded-for all DataPower Header X-Forwarded-for Metadata item for the 'X-Forwarded-for' DataPower-defined special header.    Remove Remove the GraphQL elements  Remove the GraphQL elements during validation and intropsection    Ethernet Indicates that the parent is an Ethernet interface. The parent is an Ethernet interface.  Link aggregation Indicates that the parent is a link aggregation interface. The parent is a link aggregation interface.    Standard Pass the error to the Application Security Policy The device passes the error to the Application Security Policy. If the Application Security Policy contains an Error Map, the Error Map is inspected to locate a match. If a match is found, that action is taken. This mode is useful, even when no Error Map matches the request, when you want to process error handling rules for specific requests and want to enforce monitoring for all errors.  Redirect Redirect to the specified URL The device redirects the client the specified URL.  Proxy Fetch the specified URL The device will fetch the specified URL and return its contents to the client.  Error Rule Invoke the specified error rule The device runs the specified error rule and returns the results to the client. Error Policy Type    No processing Perform no additional processing Performs no additional processing.  Side-Effect Rule Run a processing rule that cannot change message content Runs the specified non-XML processing rule. The rule cannot change the contents of the message. The rule cannot access the INPUT or OUTPUT context. The rule can perform such actions as authenticate and authorize, or can send a copy of the contents of the message to a third destination.  Binary Rule Run the processing rule and submit the payload as unparsed binary Runs the specified non-XML processing rule. The message payload is submitted as an unparsed binary object. The rule can change the contents of the message. The rule can perform such actions as authentication and authorize, can convert to XML, can repackage with additional information, or can send a copy of the contents of the message to a third destination. The results of the rule is used as the payload for further processing. Non-XML Policy Specify the processing of non-XML content    Matching Rule Select the Matching Rule that defines the matching criteria.  Request Profile Select the Web Request Profile to run.    Matching Rule Select the Matching Rule that defines the matching criteria.  Response Profile Select the Web Response Profile to run.    No processing Perform no additional processing Performs no additional processing.  Well Formed XML Ensure that the XML message is well formed Ensures that the XML message is well formed and runs the transform rule that is specified by the XML processing rule.  Well Formed SOAP Ensure that the SOAP message is well formed Ensures that the SOAP message is well formed and runs the transform rule that is specified by the XML processing rule. XML Policy Specify the processing of XML content    Matching Rule Select the matching rule that defines the matching criteria.  Error Action Select the error action that handles the errors and generates responses. Custom error policy for handling an error in an HTTP or HTTPS request flow.    Header Name Name of the injected header Enter the name of the header to inject. The headers are not defined in the original response. The appliance sends the headers to the client.  Header Value Value for the injected header Enter the value for the header name.    Error Rule Call the custom error rule The appliance runs the processing rule and returns the rule's output to the client.  Proxy (Remote) Fetch the remote URL The appliance fetches the remote error page and returns its contents to the client.  Redirect Redirect to the remote URL The appliance redirects the client to the remote URL.  Static (Local) Fetch the local page The appliance fetches the local error page and returns its contents to the client.    WebSphere JMS Host Host name or IP address Specify the host name or IP address of a bootstrap server  WebSphere JMS Port Port for bootstrap connection Specify the port number of a bootstrap server.  WebSphere JMS Transport Protocol Transport Protocol for bootstrap connection Select the predefined transport chain that is supported by the WebSphere bootstrap server and used for information exchange between the WebSphere JMS object and the bootstrap server. WebSphere JMS Endpoint    SSL_RSA_WITH_NULL_MD5  SSL_RSA_EXPORT_WITH_RC2_CBC_40_MD5  SSL_RSA_EXPORT_WITH_RC4_40_MD5  SSL_RSA_WITH_RC4_128_MD5  SSL_RSA_WITH_NULL_SHA  SSL_RSA_EXPORT1024_WITH_RC4_56_SHA  SSL_RSA_WITH_RC4_128_SHA  SSL_RSA_WITH_DES_CBC_SHA  SSL_RSA_EXPORT1024_WITH_DES_CBC_SHA  SSL_RSA_FIPS_WITH_DES_CBC_SHA  SSL_RSA_WITH_3DES_EDE_CBC_SHA  SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA  TLS_RSA_WITH_DES_CBC_SHA  TLS_RSA_WITH_3DES_EDE_CBC_SHA  TLS_RSA_WITH_AES_128_CBC_SHA  TLS_RSA_WITH_AES_256_CBC_SHA  TLS_RSA_WITH_AES_128_CBC_SHA256  TLS_RSA_WITH_AES_256_CBC_SHA256  TLS_RSA_WITH_NULL_SHA256 WebSphere JMS TLS Cipher Specifications The available cipher specifications for use with WebSphere JMS    TCP BootstrapBasicMessaging transport chain Uses the predefined BootstrapBasicMessaging transport chain (JFAP-TCP/IP).  TLS BootstrapSecureMessaging transport chain Uses the predefined BootstrapSecureMessaging transport chain (JFAP-SSL-TCP/IP).  HTTP BootstrapTunneledMessaging transport chain Uses the predefined BootstrapTunneledMessaging transport chain (tunnels JFAP using HTTP wrappers)  HTTPS BootstrapTunneledSecureMessaging transport chain Uses the predefined BootstrapTunneledSecureMessaging transport chain (tunnels JFAP using HTTPS wrappers). WebSphere JMS connection protocol    OAuth 2.0 OAuth 2.0.  Other Other Web Token Service Type    Sunday  Monday  Tuesday  Wednesday  Thursday  Friday  Saturday    Sunday  Monday  Tuesday  Wednesday  Thursday  Friday  Saturday Days of Week Days of Week    WebSphere Cell WebSphere Cell Specifies that the method and format of the information to be retrieved will be that of a WebSphere Cell.    HTTP Use HTTP transport Use the HTTP protocol as the transport protocol to members.  HTTPS Use HTTPS transport The HTTPS protocol as the transport protocol to members.    WS-Addressing to Traditional Mediate transport from WS-Addressing to traditional addressing Mediates transport of messages between host devices that use WS-Addressing to server devices that use traditional addressing. The host device messaging is fully processed as WS-Addressing. You can strip the WS-Addressing headers, or use rewrite rules to modify them.  Traditional to WS-Addressing Mediate transport from traditional addressing to WS-Addressing Mediates transport of messages between host devices using traditional addressing to server devices using WS-Addressing. The host device message is handled in normal synchronous mode. The communication to the server will include WS-Addressing headers.  WS-Addressing to WS-Addressing Mediate transport between devices that use WS-Addressing  Mediates transport of messages between host devices using WS-Addressing to server devices using WS-Addressing. Note that all messages between the host and server are terminated and re-originated. The received client WS-Addressing is replaced by new WS-Addressing for the communication to the server. You must provide rewrite rules for the 
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                        elements must point back to the mediator from the server device.  No WS-Addressing Processing Disable support for processing of WS-Addressing  Disables WS-Addressing support. WS-Addressing SOAP headers are ignored. You can use XSLT to modify any WS-Addressing SOAP headers. This option provides minimal processing overhead but should not be selected if you require any asynchronous responses. When selected, no additional configuration is required. WS-Addressing Behavior Select how WS-Addressing transactions should be transported    Synchronous Responses are returned synchronously to the device Indicates a synchronous exchange model. The server response is received over the same communication channel that the DataPower service uses to convey the client request.  Asynchronous Responses are returned asynchronously to the device  Indicates an asynchronous exchange model. The server response is received over a different communication channel than the one that was used by the DataPower service to convey the client request. When selected, use the WS-Addressing Reply Point property to identify the handler to convey the responses to the originating client, and use the WS-Addressing asynchronous reply timeout property to define the maximum time to allow for a server response.  Out-of-Band Responses bypass the device  Indicates an out-of-band exchange model. The routing of the response to the originating client is handled by the target server. The response bypasses the DataPower device. When selected, the values for the client-supplied 
                         ReplyTo
                        and 
                         FaultTo
                        elements must be explicit (non-anonymous). The DataPower service preserves these values and passes them intact to the target server. WS-Addressing Message Exchange Model Select how responses to WS-Addressing messages are returned to the DataPower device.    WSDL Source Location Location of the WSDL file Specify the exact location (URL) of the WSDL file. The WSDL file can be stored on the device or on a remote server. For example, an on-device location might be "local:///searchservice.wsdl".  Local Name Mnemonic for the WSDL file. Specify a mnemonic for this WSDL file. The mnemonic can be be the filename (for example "searchservice.wsdl") or an alias (for example "searchsvc").  Policy Attachments Configuration for policies associated with this WSDL Select an existing policy attachment object to configure the handling of XML element attached policies and to create external policy attachments to this web service.    DocumentLiteral  DocumentEncoded  RPCLiteral  RPCEncoded  Unknown  UnknownEncoding    SOAP over HTTP http://schemas.xmlsoap.org/soap/http  HTTP GET wsdl:binding/http:binding[@verb=GET]  HTTP POST wsdl:bindinb/http:binding[@verb=POST]    default Use the binding protocol that the WSDL specifies.  SOAP 1.1 Use the SOAP 1.1 binding for WSDL 1.1 (http://schemas.xmlsoap.org/wsdl/soap/).  SOAP 1.2 Use the SOAP 1.2 binding for WSDL 1.1 (http://schemas.xmlsoap.org/wsdl/soap12/).  HTTP GET Use the HTTP binding for WSDL 1.1 (http://schemas.xmlsoap.org/wsdl/http/), using the GET verb.  HTTP POST Use the HTTP binding for WSDL 1.1 (http://schemas.xmlsoap.org/wsdl/http/), using the POST verb.    URL Match expression URL Match regular expression Provide a literal or wildcard expression to define a URL set included in this cache policy.  5 86400 900 TTL Document lifetime seconds Configures lifetime in seconds of document. Enter an integer between 5 and 86400. The default value is 900.    All Matches all input. Select all to include all component types in the matching criteria. If all is chosen (the default), the WSDL Component Value field is blank (the default). This combination eliminates the WSDL Component from consideration when selecting a Processing Rule.  Subscription Matches UDDI subscription key.  WSDL The selected Processing Rule will be run only when the operation requested in the current transaction is defined in the WSDL file that is identified by the WSDL Component Value field.  Service The selected Processing Rule will be run only when the operation requested in the current transaction is included in the WSDL service that is identified by the WSDL Component Value field. Matches wsdl:service/@name formatted {serviceNamespace}name  Port Matches wsdl:service/wsdl:port/@name formatted {serviceNamespace}port-name  Operation The selected Processing Rule will be run only when the operation requested in the current transaction is the operation that is identified by the WSDL Component Value field. Matches wsdl:binding/operation/@name formatted {bindingNamespace}name or via wsdl:service/wsdl:port when formatted {serviceNamespace}port-name/operation-name.  Fragment Identifier Match the Fragment Identifier    Service The selected Processing Rule will be run only when the operation requested in the current transaction is included in the WSDL service that is identified by the WSDL Component Value field. Matches wsdl:service/@name formatted {serviceNamespace}name  Port Matches wsdl:service/wsdl:port/@name formatted {serviceNamespace}port-name  Fragment Identifier Match the Fragment Identifier  Rest Policy Policy is for a rest service    Off Do not affect .NET requests for WSDL Does not affect .NET requests for WSDL files. Requests and responses are not touched.  Intercept and Rewrite Rewrite address bindings in server response Rewrites the wsdl:service/wsdl:port/soap:address (address binding in server responses) to point to the proxy.  Serve Local File Serve the local WSDL Serves the local WSDL file without forwarding the request to the server. The WSDL files resides in the local: directory.    Processing WSDL is being processed for configuration and schema  Okay WSDL was loaded and is running.  Warning A warning was generated while loading the WSDL.  Error An error prevented the WSDL from being loaded. WSDL Status    HTTP-GET Uses the HTTP GET operation.  HTTP-SOAP Uses the HTTP POST operation to post SOAP documents.  SOAP-document Uses the SOAP document transport.  SOAP-RPC Uses the SOAP RPC transport.    Enable this component Allows (selected) or disallows (unselected) requests for the operations and services included by this component level. A WSDL component, for example, includes all ports, services, and operation that are defined in the WSDL file.  Publish in WSDL Includes (selected) the component in any WSDL file that is published to external directories or returned in the WSDL file that is produced by the Web Service Proxy in response to requests by external clients. It is possible to enable an operation but not publish it until some other time. Also, it is possible to discontinue publishing an operation after a sunset period.  Schema validate faults messages Validates (selected) fault messages against the schema that is contained in the corresponding WSDL file. Not all WSDL files contain schema information for faults. For this reason, the Web Service Proxy can be configured to allow fault messages to pass when no fault schema information is available. When selected and the WSDL file contains fault schema information, fault messages are checked against that schema and rejected if they do not validate.  Schema validate SOAP headers Validates (selected) SOAP headers. A WSDL file can contain schema information about SOAP headers.  No Request Validation Does not validate (selected) request messages against the schema that is contained in the corresponding WSDL file.  No Response Validation Does not validate (selected) response messages against the schema that is contained in the corresponding WSDL file.  Strict Fault Document Style When enabled, schema for fault messages disallows RPC operation wrapper. This setting applies to the full selected WSDLs.  Opt out of WS-Addressing Opts out of any configured WS-Addressing.  Opt out of WS-ReliableMessaging Opts out of any configured WS-ReliableMessaging.  Accept MTOM/XOP Optimized Messages  When selected, this option modifies message validation to accept messages where base64-encoded binary content was optimized according to the MTOM/XOP specifications. XOP binary-optimization replaces base64-encoded binary data with an xop:Include reference element that references the unencoded binary data located in an attachment.  When disabled, such optimized messages are rejected by validation of the optimized form. Rejection occurs because the schema specifies a simple type that accepts base64-encoded data, such as xs:base64Binary or xs:string, but the message contains an xop:Include element instead. When enabled, an xop:Include element can optionally appear in place of content for any XML Schema simple type that validates base64-encoded binary data. The xop:Include element itself is validated according to the built-in schema in store:///schemas/xop.xsd. This option is enabled by default. User Toggles User Toggles    Strict Disallow message unless it is a match. Validates this part of the message against the WSDL definition. Allows only messages that contain this part and that match the WSDL definition.  Lax Allow message if the WSDL definition is absent. If the definition is present, disallow the message unless it is a match. Validates this part of the message against the WSDL definition. If the message contains this part and the WSDL definition does not define this part, allow the message. If the message contains this part and the WSDL definition defines this part, allow the message only when there is a match.  Skip Disable validation. Disables validation of this part of the message. WSDL Message Part Validation Mode Validation behavior against parts of WSDL messages    service-port-match .* Service Port Match Expression A PCRE to match web service port Specify a PCRE as the match criteria to identify the web services port. When the PCRE matches a Service Port in WSDL, the rewrite rules is applied.  local-endpoint-protocol default   UseFrontProtocol off Local Endpoint Protocol Local Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the local endpoint. The protocol can be different from the one in the WSDL.  local-endpoint-hostname 0.0.0.0   UseFrontProtocol off Local Endpoint Host Host alias or IP address Specify the URL protion of the rewritten web service binding that specifies the host name or IP address. A value of 0.0.0.0 indicates that the Web Service Proxy listens on all of the interfaces. Alternatively, you can specify a Host Alias.  local-endpoint-port 0   UseFrontProtocol off Local Endpoint Port Local Endpoint Port Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  local-endpoint-uri Local Endpoint URI Local Endpoint URI Specify the URL portion of the rewrriten web service binding that specifies the local path. If not specified, uses the value that is specified in the WSDL.    UseFrontProtocol on   Local Endpoint Handler Local Endpoint Handler Select the Front Side Handler to use to determine the IP address, port, and protocol.  off Use Local Endpoint Handler Use Front Protocol Handler Use a Front Side Handler to determine the IP address, port, and protocol for matching WSDL service port. Selecting this mode overrides these values in this rewrite rule.  Local Endpoint WSDL Binding Protocol Local Endpoint WSDL Binding Protocol Specify the WSDL binding protocol to use in the rewritten Web service.  Local Endpoint WSDL Port Name Suffix Local Endpoint WSDL Port Name Suffix Specify a suffix to add to the name of the WSDL port that will be used to represent this service endpoint in the rewritten Web service. If empty, rewrite the original port. The original port can only be rewritten once.    service-port-match .* Service Port Match Expression A PCRE to match web service port Specify a PCRE as the match criteria to identify the web services port. When the PCRE matches a Service Port in WSDL, the rewrite rules is applied.  published-endpoint-protocol Published Endpoint Protocol Published Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the publish endpoint. The protocol can be different from the one in the WSDL.  published-endpoint-hostname Published Endpoint Host Host name or IP address Specify the URL portion of the rewritten web service binding that specifies the host name or IP address.  published-endpoint-port 0 Published Endpoint Port Published Endpoint Port Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  published-endpoint-path Published Endpoint URI Published Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the local path. If not specified, uses the value from the WSDL.    service-port-match .* Service Port Match Expression A PCRE to match web service port Specify a PCRE as the match criteria to identify the web services port. When the PCRE matches a Service Port in WSDL, the rewrite rules is applied.  remote-endpoint-protocol Remote Endpoint Protocol Remote Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the remote endpoint. The protocol can be different from the one in the WSDL.  remote-endpoint-hostname   RemoteEndpointProtocol dpmq dptibems dpwasjms   RemoteEndpointProtocol dpmq dptibems dpwasjms Remote Endpoint Host Host name of IP address Specify the URL portion of the rewritten web service binding that specifies the host name or IP address. If not specified, uses the value from the WSDL.  remote-endpoint-port 0   RemoteEndpointProtocol dpmq dptibems dpwasjms Remote Endpoint Port Port number Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  remote-endpoint-uri Remote Endpoint URI Remote Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the remote path. If not specified, the value from the location attribute of the soap:address element in the WSDL is used. For the IBM MQ, TIBCO EMS, and WebSphere JMS protocols, the URI must specify a RequestQueue parameter. For most web services, the ReplyQueue parameter is required to receive the SOAP response.  remote-mq-qm   RemoteEndpointProtocol dpmq   RemoteEndpointProtocol dpmq IBM MQ IBM MQ Queue Manager Specify the URL portion of the rewritten web service binding that specifies IBM MQ Queue Manager. Required when remote server is IBM MQ.  remote-tibems-server   RemoteEndpointProtocol dptibems   RemoteEndpointProtocol dptibems TIBCO EMS TIBCO EMS Server Specify the URL portion of the rewritten web service binding that specifies TIBCO EMS. Required when remote server is TIBCO EMS.  remote-wasjms-server   RemoteEndpointProtocol dpwasjms   RemoteEndpointProtocol dpwasjms WebSphere JMS WebSpere JMS Server Specify the URL portion of the rewritten web service binding that specifies WebSphere JMS. Required when remote server is WebSphere Application Server.    subscription Subscription The subscription to match against Select the subscription and configure its endpoint.  local-endpoint-protocol default   UseFrontProtocol off Local Endpoint Protocol Local Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the local endpoint. The protocol can be different from the one in the WSDL.  local-endpoint-hostname 0.0.0.0   UseFrontProtocol off Local Endpoint Host Host alias or IP address Specify the URL protion of the rewritten web service binding that specifies the host name or IP address. A value of 0.0.0.0 indicates that the Web Service Proxy listens on all of the interfaces. Alternatively, you can specify a Host Alias.  local-endpoint-port 0   UseFrontProtocol off Local Endpoint Port Local Endpoint Port Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  local-endpoint-uri Local Endpoint URI Local Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the local path. If not specified, uses the value that is specified in the WSDL.    UseFrontProtocol on   Local Endpoint Handler Local Endpoint Handler Select the Front Side Handler to use to determine the IP address, port, and protocol.  off Use Local Endpoint Handler Use Front Protocol Handler Use a Front Side Handler to determine the IP address, port, and protocol for matching WSDL service port. Selecting this mode overrides these values in this rewrite rule.  Local Endpoint WSDL Binding Protocol Local Endpoint WSDL Binding Protocol Specify the WSDL binding protocol to use in the rewritten Web service.  Local Endpoint WSDL Port Name Suffix Local Endpoint WSDL Port Name Suffix Specify a suffix to add to the name of the WSDL port that will be used to represent this service endpoint in the rewritten Web service. If empty, rewrite the original port. The original port can only be rewritten once.    subscription Subscription The subscription to match against Select the subscription and configure its endpoint.  published-endpoint-protocol Published Endpoint Protocol Published Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the publish endpoint. The protocol can be different from the one in the WSDL.  published-endpoint-hostname Published Endpoint Host Host name or IP address Specify the URL portion of the rewritten web service binding that specifies the host name or IP address.  published-endpoint-port 0 Published Endpoint Port Published Endpoint Port Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  published-endpoint-path Published Endpoint URI Published Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the local path. If not specified, uses the value from the WSDL.    subscription Subscription The subscription to match against Select the subscription and configure its endpoint.  remote-endpoint-protocol Remote Endpoint Protocol Remote Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the remote endpoint. The protocol can be different from the one in the WSDL.  remote-endpoint-hostname   RemoteEndpointProtocol dpmq dptibems dpwasjms   RemoteEndpointProtocol dpmq dptibems dpwasjms Remote Endpoint Host Host name of IP address Specify the URL portion of the rewritten rule web service binding that specifies the host name or IP address. If not specified, uses the value from the WSDL.  remote-endpoint-port 0   RemoteEndpointProtocol dpmq dptibems dpwasjms Remote Endpoint Port Port number Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  remote-endpoint-uri Remote Endpoint URI Remote Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the remote path. If not specified, the value from the location attribute of the soap:address element in the WSDL is used. For the IBM MQ, TIBCO EMS, and WebSphere JMS protocols, the URI must specify a RequestQueue parameter. For most web services, the ReplyQueue parameter is required to receive the SOAP response.  remote-mq-qm   RemoteEndpointProtocol dpmq   RemoteEndpointProtocol dpmq Remote IBM MQ Queue Manager IBM MQ Queue Manager Specify the URL portion of the rewritten web service binding that specifies IBM MQ Queue Manager. Required when remote server is IBM MQ.  remote-tibems-server   RemoteEndpointProtocol dptibems   RemoteEndpointProtocol dptibems Remote TIBCO EMS TIBCO EMS Server Specify the URL portion of the rewritten web service binding that specifies TIBCO EMS. Required when remote server is TIBCO EMS.  remote-wasjms-server   RemoteEndpointProtocol dpwasjms   RemoteEndpointProtocol dpwasjms Remote WebSphere JMS WebSpere JMS Server Specify the URL portion of the rewritten web service binding that specifies WebSphere JMS. Required when remote server is WebSphere Application Server.    Static Backend The proxy sends all requests to the URL that is defined by the backend URL. The format of the URL determines the protocol that is used for the backend (server) communication.  Dynamic Backend The proxy determines the URL of the backend server dynamically during request processing. The URL determines the protocol that is used for backend communication. Use this mode if any of the handlers is Stateful Raw XML.  Static from WSDL Creates a static backend URL by rewriting the wsdl:service address using the remote endpoint rewrite at configuration and refresh time. Proxy Type Proxy Type    Ignore Disable checking Disables conformance checking.  Warn Log warnings Logs warnings for violations.  Fail Force compliance Forces conformance. Fails if the file contains any violation. WS-I Basic Profile Validation Mode WS-I basic Profile Validation mode    Discard Discards transaction information.  Buffer  Buffers transaction information (records) in case a Web Services Manager connects. Although buffering reduces the loss of records, it consumes more memory. Buffered records are accumulated until a configured limit (records or memory) is reached. After this threshold, new records are dropped. The loss of records will be visible to Web Services Managers that understand the concept.    None Captures no messages.  Faults only (deprecated) Captures only SOAP fault messages.  All Captures all messages.    OneWay  RequestResponse  SolicitResponse  Notification  Unknown    None Captures no messages.  All Captures all messages.  On-Error Captures messages on error or fault.    all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    WSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field. The selected rule will be run only if the component named here would be used in processing the client request.  Match Rule Matching Rule to select the transaction for processing Select an existing Matching Rule.  Stylepolicy Rule A WS-Proxy Processing Rule Select a WS-Proxy Processing Rule to run for matching transactions.    WSDLComponentType subscription   Subscription Subscription Select a subscription. The selected rule will be run for requests that correspond to services that belong to this subscription.  Fragment Identifier Matches Fragment Identifier    Conformance Policy Conformance Policy Conformance Policy  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    ConformancePolicyWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    ConformancePolicyWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier WSDL Operation Conformance Policy Configuration of conformance checking of received messages for a specified web service operation    0x0 Ignored Subjects Ignored Subjects Ignored Subjects  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    PolicySubjectOptOutWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    PolicySubjectOptOutWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier Policy Subject Opt Out Ignore a policy subject for a WSDL component    Reliable Messaging Options Reliable Messaging Options Reliable Messaging Options  exactly-once Reliable Messaging Delivery Assurance Type Reliable Messaging Delivery Assurance Type Reliable Messaging  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    ReliableMessagingWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    ReliableMessagingWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier WSDL Operation Reliable Messaging Control reliable messaging properties for a specified web service operation    normal Service Priority Service Priority Service Priority  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    SchedulerPriorityWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    SchedulerPriorityWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier WSDL Operation Scheduler Priority Control the scheduling priority and resource allocation for a specified web service operation    Registered The operation is registered.  Unregistered The operation is not registered.  Error An error prevented the operation from being registered. Operation Status    Parameters Parameterse Reference to policy parameter object.  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    PolicyParamWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    PolicyParamWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier WSDL Policy Parameters Associates policy parameters to a wsdl component    url    Default Uses the protocol from the WSDL definition.  HTTP Sets the protocol portion of the binding to http.  HTTPS Sets the protocol portion of the binding to https. WS Binding Protocol Type Protocol type for the WS Binding    Default Uses the protocol from the WSDL definition.  HTTP Sets the protocol portion of the binding to http.  HTTPS Sets the protocol portion of the binding to https.  DPMQ Sets the protocol portion of the binding to IBM MQ.  IBM MQ Sets the protocol portion of the binding to dynamic IBM MQ.  DPTIBEMS Sets the protocol portion of the binding to TIBCO EMS.  TIBEMS Sets the protocol portion of the binding to dynamic TIBCO EMS.  DPWASJMS Sets the protocol portion of the binding to WebSphere JMS. WS Remote Binding Protocol Type Protocol type for the remote WS Binding    Reliable Messaging is optional  RM Sequence must be bound to underlying transport-level security protocol  RM messages must be delivered in the same order as they have been sent by the source  Response messages require RM Sequence headers Reliable Messaging Options Reliable Messaging Options Selections    Message must be delivered exactly once Message must be delivered exactly once Reliable Messaging policy delivery assurance type Reliable Messaging policy delivery assurance type    Saved Search Subscription WSRR saved search subscription Specify a WSRR saved search subscription  Policy Attachment WS-Policy attachment Specify a WS-Policy attachment    Okay Most recent synchronization succeeded  Error An error occurred during synchronization  Synchronizing Synchronization is in progress WSRR subscription status WSRR subscription status    WSDL Document The resource is a single WSDL file.  Concept The resource is a concept that is created and maintained by an WSRR administrator. A concept is a package for metadata and can contain one or more WSDL files. In addition to WSDL files, a concept can contain associated files such as XSD schemas and XML files.     Service Version The resource is a service version. A service version is an object in WSRR that describes a specific version of a service. WSRR Subscription Type    Manual Manually synchronize. Use the Synchronize action located on the WSRR Saved Search Subscription object configuration screen.  Poll Poll the registry for updates. Refreshes the subscription by regularly scheduled WSRR queries that request the latest resource version.  Automatic  Automatically update subscription based on changes to registry server.  Attention: When subscriptions are set to automatic notifications, you must configure the local address of the XML management interface to listen on a specific IP address. When the interface listens on a host alias or 
                         0.0.0.0
                        , the configuration of the subscription is marked down. Synchronization Method    Subscription Select WSRR subscription Select WSRR subscription  Policy Attachment Select WS-Policy attachment Select WS-Policy attachment    Use Key Derivation if a SCT Token is Available   Derive a Key from an Existing DKT Token   Derive a Key from an Encrypted Ephemeral Key   No WS-SecureConversation Key Derivation   Derive a Key from a WS-Security Kerberos Token   Derive a Key from an EncryptedKeySHA1   Use the Symmetric SAML HoK Token from the Recipient  Symmetric Key Derivation Type Type of the WS-SC Key Derivation If the crypto action instead needs a symmetric key, configure it here. The symmetric key will use WS-SecureConversation Key Derivation mechanism, it will generate a wsc:DerivedKeyToken (DKT).    Use WS-Trust client entropy   Authenticated with Kerberos session key   Decrypt the encrypted key from message   Use static shared secret configuration   Generate a random key  Source of shared secret to initialize security context Where to get the shared secret to initialize the WS-Trust or WS-SecureConversation security context.    Message Only  Attachments Only  Message and Attachments    wsu:Id  xml:id WS-Sec ID Reference Type  Select how to generate the ID type for a new element node. The WS-Security specification allows the message sender to use xml:id or wsu:Id to identify an element and reference it locally by a # and the ID value; for example, #foo-id. The generated ID type impacts the TimeStamp, SecurityToken, SecurityTokenReference, or elements that were specifically introduced by the OASIS WS-Security standards. The XML Signature and XML Encryption elements should always use their local Id attributes. The default is wsu:Id (for backward compatibility).    Message and Attachments   Attachments Only      Security Context Identifier Security Context Identifier  Start Time Start Time  Expiry Expiry seconds    Always Always Incldue Token The token must be included in all messages sent between the initiator and recipient. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Always.  Always To Recipient Always Include Token In Recpient Messages The token must be included in all messages sent from the intiator to the recipient; it must not appear in response messages sent by the recipient. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/AlwaysToRecipient.  Always To Initiator Always Include Token In Initiator Messages The token must be included in all messages sent from the recipient to the intiator; it must not appear in response messages sent by the initiator. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/AlwaysToInitiator.  Once Include Token Once The token must be included in only one message sent from the message exchange initiator to the recipient. Subsequent messages should use an external reference to refer to the token. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Once.  Never Never Include Token The token must not be included in any messages; instead, external references should be used instead. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Never.    Strict Strict message layout required Any tokens in the SOAP message must occur before they are used. For example, a local (found in the message) signing token must occur before any signature(s) that use it, and a local encryption token must occur before any encrypted elements that use it. Also, any token serving as the source of a derived key token must occur before the derived key token.  Lax Lax message layout allowed Any order of tokens that conform to WS-Security: SOAP message security is allowed.  Lax - Timestamp First Lax with initial timestamp As with the Lax layout option, with the exception that the first item in the security header must be a WS-Security timestamp element. This message layout option requires that the Timestamp property is set to "true" (i.e., the <IncludeTimestamp> element is present in the security policy alternative).  Lax - Timestamp Last Lax with timestamp at end As with the Lax layout option, with the exception that the last item in the security header must be a WS-Security timestamp element. This message layout option requires that the Timestamp property is set to "true" (i.e., the <IncludeTimestamp> element is present in the security policy alternative).    operation all Operation Name Name of the operation to monitor Select the name of the operation, as defined in the WSDL file, to monitor. The current implementation supports only the default value. The default is All.  target Target to Monitor The target activity to monitor Select the target activity to monitor. Define an operation for each activity to monitor.  severity Threshold Level The action-threshold point  Select the action threshold and define its value. For example as transactions rates increase, you could define low and high thresholds. If the low threshold is defined at 100 transactions per second and that limit is reached, some action can be taken. Then if the high threshold is defined at 300 transactions per second and that limit is reached, another action can be taken.  threshold Threshold Value The threshold value required to trigger an action per second Specify the threshold value that is required to trigger the action. The value is the count per second.  action Threshold Action Action to take when the threshold is reached Select the action to take when the threshold is reached. Web Service Service Level Monitor Operation    Cancel Cancel Binding The WS-Trust cancel binidng, as identified by the URI http://docs.oasis-open.org/ws-sx/ws-trust/200512/Cancel.  Amend Amend Binding The WS-SecureConversation amend binding, as identified by the URI http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/SCT/Amend. Note that this binding applies only to WS-SecureConversation security context tokens.  Renewal Renewal Binding The WS-Trust renewal binding, as identified by the URI http://docs.oasis-open.org/ws-sx/ws-trust/200512/Renew.    Text The actual password for the username, the password hash, or the derived password.  Digest The digest of the password. as specified in the "Web Services Security UsernameToken Profile 1.0" specification. WS-Security UsernameToken password type The type of password in the UsernameToken.    WSDL file WSDL file name or "*" to match all files. This is the local name of the WSDL file, as defined on the WSDL tab.  Service Matches wsdl:service/@name using the format {serviceNamespace}/name. Enter "*" to match all bindings.  Port Matches wsdl:service/wsdl:port/@name using the format {serviceNamespace}/name. Enter "*" to match all ports.  PortType Matches wsdl:portType/@name using the format {portTypeNamespace}name. Enter "*" to match all bindings.  Binding Matches wsdl:binding/@name using the format {bindingNamespace}name. Enter "*" to match all bindings.  Operation Matches wsdl:binding/operation/@name using the format {bindingNamespace}name or wsdl:service/wsdl:port when formatted {serviceNamespace}port-name/operation-name. Enter "*" to match all operations.  0x7 Policy Toggles Policy Toggles Select the policy (availability and behavior) of the component made available by the Web Service Proxy. The established policy cascade (applies to all components that are contained by the current component).  Subscription Matches all of the services obtained via the selected subscription. The selection may be further narrowed by configuring matches against specific wsdl components.  use-fragid off Use Fragment ID Enable or disable the use of Fragment ID Toggle to enable or disable the use of Fragment ID  Fragment Identifier Matches Fragment Identifier    WSDL1.1  WSDL2.0    First Applicable First unambiguous evaluation results in final evaluation Evaluates each policy in the order that it appears in the XACML Policy Set. For an individual Policy or PolicySet element, if the target (resource) evaluates to "TRUE" and the policy conditions evaluate unambiguously to "Permit" or "Deny", the policy combination evaluates to the effect of that individual policy. If the target evaluates to "FALSE" or the policy conditions are determined to be "Not Applicable", the policy combination evaluates to "Not Applicable".  Deny Overrides Any "Deny" evaluation results in a final "Deny" evaluation Evaluates each policy in the order that it appears in the XACML Policy Set. If any Policy or PolicySet element evaluates to "Deny", the policy combination evaluates immediately to "Deny". In other words, a single "Deny" takes precedence over other policy evaluations. If all policies are determined to be "Not Applicable", the policy combination evaluates to "NotApplicable".  Permit Overrides Any "Permit" evaluation results in a final "Permit" evaluation Evaluates each policy in the order that it appears in the XACML Policy Set. If any Policy or PolicySet element evaluates to "Permit", the policy combination evaluates immediately to "Permit". In other words, a single "Permit" takes precedence over other policy evaluations. If all policies are determined to be "Not Applicable", the policy combination evaluates to "Not Applicable".  Only One Applicable Evaluate all policies to render a final evaluation Evaluates each policy in the order that it appears in the XACML Policy Set. Unlike the other combining algorithms, this algorithm evaluates all policies in the Policy Set to render a final evaluation. If no policy is considered applicable after evaluating all policies, the policy combination evaluates to "Not Applicable". If more than one policy is considered applicable after evaluating all policies, the policy combination evaluates to "Indeterminate". If only one single policy is considered applicable after evaluating all policies, the policy combination evaluates to the result of that single policy. XACML Combining Algorithm    Base PEP   If the decision is "Permit", the client is authorized (the PEP permits access). If the "Permit" response is accompanied by obligations, the client is authorized only if the AAA Policy, acting as the PEP, can understand and discharge the obligations. If the decision is "Deny", the client is rejected (the PEP denies access). If the "Deny" response is accompanied by obligations, the client is rejected only if the AAA Policy, acting as the PEP, can understand and discharge the obligations. If the decision is "Not Applicable", the behavior is undefined. If the decision is "Indeterminate", the behavior is undefined.  Deny-biased PEP   If the decision is "Permit", the client is authorized (the PEP permits access). If the "Permit" response is accompanied by obligations, the client is authorized only if the AAA Policy, acting as the PEP, can understand and discharge the obligations. For all other decisions, the client is rejected (the PEP denies access).  Permit-biased PEP   If the decision is "Deny", the client is rejected (the PEP denies access). If the "Deny" "Deny" response is accompanied by obligations, the client is rejected only if the AAA Policy, acting as the PEP, can understand and discharge the obligations. For all other decisions, the client is authorized (the PEP permits access). XACML PEP type    2.0  1.0 XACML version The version to use for XACML messages.    XML Format is XML >The XML option specifies that the relevant data, either an input or output to this transform action, is in XML format. It must be well-formed XML, and can be parsed as XML, but will not be understood according to a XML Schema by this transform action.  DFDL Format is DFDL The DFDL option specifies that the relevant data, either an input or output to this transform action, has a format that is specified by a DFDL Schema. Types should be understood per the DFDL Schema. A DFDL Schema must be specified.  XSD Format is XSD The XSD option specifies that the relevant data, either an input or output to this transform action, has a format that is XML as specified by a W3C XML Schema. Types should be understood per the XML Schema. An XML Schema must be specified.  JSON Format is JSON The JSON option specifies that the relevant data, either an input or output to this transform action, is in JSON format. It must be well-formed JSON, and can be parsed as JSON, but will not be type assessed. Input Language Binary input specification language Specify the input language for the transformation. If the relevant data is a parsed XML or JSON tree, the transformation accepts it regardless of its language.    Default Format Defaults based on the transformation The Default option specifies that the output to this transform action, has a format that will default based on the transformation. It is allowed only on output, not for input.  DFDL Format is DFDL The DFDL option specifies that the relevant data, either an input or output to this transform action, has a format that is specified by a DFDL Schema. Types should be understood per the DFDL Schema. A DFDL Schema must be specified. Output Language Binary output specification language Specify the output language for the transformation.    None (Identity) No additional transformation is specified Input and output mappings may be specified but no additional transformation is applicable.  XQuery Format is XQuery The XQuery option specifies that the transform is specified as an XQuery file. Transform Language Transform specification language Specify the transformation language.    badgerfish Indicates that 
                     BadgerFish
                    convention is used. In this situation, the whitespace text node in the XML input is preserved in the JSON output only when it does not have element node siblings.  API Connect V5 compatibility Indicates that 
                     BadgerFish
                    convention is also used. But special conversion rules apply to achieve compatibility with IBM API Connect Version 5.0. The whitespace text node in the XML input is preserved in the JSON output if the following conditions are met. Otherwise, the whitespace text node is stripped. 
                      An ancestor element of the text node has the 
                         xml:space
                        attribute with the 
                         preserve
                        value. No nearer ancestor element of the text node has the 
                         xml:space
                        attribute with the 
                         default
                        value. XML to JSON Conversion Type The conversion type for converting XML input to JSON output    Embedded Embedded The XML accelerator is embedded in the firmware. XML accelerator type XML accelerator type XML accelerator type    SOAP management URI SOAP management URI Enable processing of messages from any (*) URI for older applications. An example is an application that posts SOAP management requests to '/'.  SOAP configuration management SOAP configuration management Enable support for SOAP configuration management. The URI is /service/mgmt/current.  SOAP configuration management (v2004) Enable support for the older SOAP management format. The URI is /service/mgmt/2004.  AMP endpoint Appliance management protocol endpoint  Expose AMP endpoints. Use the URI for the wanted version.  /service/mgmt/amp/3.0 /service/mgmt/amp/2.0 /service/mgmt/amp/1.0  SLM endpoint Service level management endpoint Expose the management endpoint that supports the SLM protocol. The URI is /service/slm/datashare/1.0. This protocol manages SLM data among appliances and is not a public web service.  WS-Management endpoint Web service management endpoint Expose the management endpoint that supports the WS-Management family of protocols. The URI is /service/ws-management.  WSDM endpoint WSDM management endpoint Expose the management endpoint that supports the WSDM 1.0 family of protocols. The URI is /service/wsdm10  UDDI subscription (deprecated) UDDI subscription endpoint  The UDDI subscription is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) subscription. Expose the service endpoint that is the UDDI subscription listener web service. This service endpoint must be configured in the UDDI registry as the service endpoint of the subscription. Multiple subscriptions can use this endpoint. This endpoint processes subscription updates for all domains. The URI is /service/uddi-subscription.  WSRR subscription WSRR subscription endpoint  Exposes the service endpoint that is a WebSphere Service Registry and Repository listener web service. When exposed, a subscription receives a notification of changes to a subscribed resource in the WebSphere Service Registry and Repository server. Expose this service endpoint when a subscription uses automatic synchronization. Multiple subscriptions can use this endpoint. This endpoint processes subscription updates for all domains. The URI is /service/wsrr-subscription.  Attention: When you enable this service endpoint and subscriptions are set to automatic notifications, you must configure the local address of the XML management interface to listen on a specific IP address. When the interface listens on a host alias or 
                         0.0.0.0
                        , the configuration of these subscriptions are marked down.    SOAP The traffic is XML formatted in accordance with the SOAP schema standards. The service validates the message against SOAP schemas that are currently in use.  XML The traffic is formatted in XML. The service validates the message against XML schemas that are currently in use.  Pass through The traffic is passed unaltered.  Non-XML The traffic can be any format. However, for traffic that is flat file text or binary, you must use this option. The service passes the contents of the message unaltered. Document processing will not operate directly on the message content, but actions that authenticate and authorize access, set a destination, or attach variables to the context can be performed.  JSON The traffic is formatted in JavaScript Object Notation (JSON). The service validates the message as well-formed JSON, and the message is made available both as JSON and as JSONx. Document processing can operate on the JSON message content with JSON schema validation, XQuery transformations with JSONiq Extensions, or GatewayScript, and can access the __JSONASJSONX context to process JSONx. Actions can authenticate and authorize access, set a destination, or attach variables to the context. XML Firewall Request-Response Type XML Firewall Request-Response Type    SOAP The traffic is XML formatted in accordance with the SOAP schema standards. The service validates the message against SOAP schemas that are currently in use.  XML The traffic is formatted in XML. The service validates the message against XML schemas that are currently in use.  Pass through The traffic is passed unaltered.  Non-XML The traffic can be any format. However, for traffic that is flat file text or binary, you must use this option. The service passes the contents of the message unaltered. Document processing will not operate directly on the message content, but actions that authenticate and authorize access, set a destination, or attach variables to the context can be performed. XML Firewall Request-Response Type XML Firewall Request-Response Type    SOAP The traffic is XML formatted in accordance with the SOAP schema standards. The service validates the message against SOAP schemas that are currently in use. WebService Proxy Request-Response Type WebService Proxy Request-Response Type    XML Specify the XML schema for validation.  WSDL Specify the WSDL schema for validation. XML Schema Type The type of XML schema to specify    None Disable Disables the file capture trace utility.  All Capture all traffic Enables the file capture trace utility and provides a trace of all device traffic.  Errors Capture failures only Enables the file capture trace utility and provides a trace for failed transactions. XML Tracing Mode XML Tracing Mode    XSD Validate the entire message against the XML schema.  SOAP Body Validate only the body of a SOAP message against the XML schema. XML Validation Mode The type of XML validation to perform    XPath Expression An XPath Expression  The XPath expression applied to submitted documents. This expression evaluates to true or false. If the expression points to a particular node and that node is present in the submitted document, the expression evaluates to true. This expression cannot exceed 330 characters. Use the Namespace Mapping tab to establish mapping that then allow the use of qualified names in the XPath expression, shortening the expression.  Remote Host Host name or IP address Specify the host name or IP address to which matching documents should be routed.  Remote Port Port number Specify the port to which matching documents should be routed.  off TLS Whether to connect with TLS Specify whether the connection to the target destination uses TLS communications. The default is off. When set to on, the DataPower Gateway uses the TLS profile that is specified at the service level to establish TLS communications to the destination host. XPath routing rules    Static Backend    Loopback Proxy    Strict Proxy    Dynamic Backend   Type Type    XSLT 1.0  XSLT 1.0 (IT23272)  XSLT 2.0  Stylesheet-Specified As specified by each stylesheet    url URL reference Specifies the URL of a resource with one or more properties for the dynamic object Specifies a URL to a file that contains serialized XML or JSON properties to be merged into the dynamic object. These properties override any existing literal or default properties. The URL can contain variable references, and fields within the associated file can also contain variable references.  literal Literal configuration Specifies a literal configuration string with one or more properties for the dynamic object Specifies a literal string that defines serialized XML or JSON properties for merging into the dynamic object. These properties override the existing default properties. The literal string can contain variable references.  default Object reference Specifies an existing object with default property values for the dynamic object Specifies an existing object from which to retrieve default property values for the dynamic object. If an object is not specified, then the URL reference, the literal configuration, or the combination of URL reference and literal configuration fully define the action.    url URL reference Specifies the URL of a resource with one or more properties for the dynamic object Specifies a URL to a file that contains serialized XML or JSON properties to be merged into the dynamic object. These properties override any existing literal or default properties. The URL can contain variable references, and fields within the associated file can also contain variable references.  literal Literal configuration Specifies a literal configuration string with one or more properties for the dynamic object Specifies a literal string that defines serialized XML or JSON properties for merging into the dynamic object. These properties override the existing default properties. The literal string can contain variable references.  default Object reference Specifies an existing object with default property values for the dynamic object Specifies an existing object from which to retrieve default property values for the dynamic object. If an object is not specified, then the URL reference, the literal configuration, or the combination of URL reference and literal configuration fully define the action.    url URL reference Specifies the URL of a resource with one or more properties for the dynamic object Specifies a URL to a file that contains serialized XML or JSON properties to be merged into the dynamic object. These properties override any existing literal or default properties. The URL can contain variable references, and fields within the associated file can also contain variable references.  literal Literal configuration Specifies a literal configuration string with one or more properties for the dynamic object Specifies a literal string that defines serialized XML or JSON properties for merging into the dynamic object. These properties override the existing default properties. The literal string can contain variable references.  default Object reference Specifies an existing object with default property values for the dynamic object Specifies an existing object from which to retrieve default property values for the dynamic object. If an object is not specified, then the URL reference, the literal configuration, or the combination of URL reference and literal configuration fully define the action.    configuration   admin-state enabled Administrative state Set the administrative state of this configuration.  The administrative state of the configuration.  To make active, set to enabled. To make inactive, set to disabled.  Set the administrative state of the configuration.  To make active, set the check box. To make inactive, clear the check box. Enable administrative state    configuration   xml/aaapolicy aaapolicy aaapolicy IDG   summary Comments Brief summary for user annotation.  authorized-counter Authorized counter Monitor for authorized messages. The count monitor should be configured with an XPath as the measure.  rejected-counter Rejected counter Monitor for rejected messages. The count monitor should be configured with an XPath as the measure.  namespace-mapping Namespace mapping Map namespaces to Namespace URIs. Establishes namespace mappings for namespaces that might be encountered in requests. A mapping is a prefix and URI.  extract-identity Identity extraction How to extract identity information. Select a method to extract the identity claimed or asserted in the service request.  authenticate Authentication How to authenticate the identity. Select a method to authenticate the extracted identity.  map-credentials Credential mapping How to map credentials to what can be used for authorization.  extract-resource Resource extraction How to extract resource information.  map-resource Resource mapping How to map resources to what can be used for authorization.  authorize Authorization How to grant or deny a request.  post-process Postprocessing Which postprocessing activities to perform.  saml-attribute SAML attributes Namespace URI, local name, and expected value of SAML attributes.  ltpa-attribute LTPA user attributes User attribute name-value pairs encoded in the generated LTPA token.  transaction-priority Transaction priority Transaction priority.  saml-valcred SAML signature validation credentials SAML signature validation credentials.  saml-sign-key SAML message signing key SAML message signing key.  saml-sign-cert SAML message signing certificate SAML message signing certificate.  saml-sign-hash SAML signing message digest algorithm The hash algorithm used for SAML signing message.  saml-sign-alg SAML message signing algorithm Algorithm to sign SAML messages. Select the algorithm to sign SAML messages. rsa and dsa are supported by older releases. rsa is same as rsa-sha1. dsa is same as dsa-sha1.  sslproxy TLS proxy profile The TLS proxy profile for securing the communication with external SAML entities. The TLS proxy profile references the required cryptographic configurations for the secure connection with external SAML entities. Select an TLS proxy profile for securing the communication with external SAML entities. The TLS proxy profile references the required cryptographic configurations for the secure connection.  ldap-suffix  LDAP suffix LDAP suffix. The string to added to the username (separated by a comma) to form a distinguished name (DN) for LDAP authentication. For example, if the string value is "O=example.com" and the username is "Bob", the LDAP DN is "CN=Bob,O=example.com".  log-allowed on Log allowed Log allowed AAA attempts. Determines whether to log messages about allowed AAA attempts.  log-allowed-level info   LogAllowed on   Log allowed level Level to log allowed AAA attempts. The level to log messages about allowed AAA attempts.  log-rejected on Log rejected Log rejected AAA attempts. Determines whether to log messages about rejected AAA attempts.  log-rejected-level warn   LogRejected on   Log rejected level Level to log rejected Level. The level to log messages about rejected AAA attempts.  wstrust-encrypt-key WS-Trust encryption recipient certificate Certificate that corresponds to the key that encrypts a WS-Trust secret. When generating a WS-Trust token associated with a secret key (such as a WS-SecureConversation token), use this key to encrypt the initial secret.  saml-artifact-mapping  local store SAML Artifact mapping file File that contains the SAML Artifact mapping. The file that contains a mapping of SAML Artifact source IDs to artifact retrieval endpoints. This file is required only if artifacts are retrieved from multiple endpoints and the source ID for these endpoints are encoded in the artifact itself, as per the SAML specification. If there is only one artifact retrieval URL, it can be specified by the SAML Artifact responder URL in the authentication phase.  ping-identity-compatibility off PingIdentity compatibility PingIdentity compatibility. Enable PingIdentity compatibility when using SAML for authentication or authorization.  saml2-metadata  local store SAML 2.0 metadata file File that contains SAML 2.0 metadata. The file that contains metadata used in SAML 2.0 protocol message exchanges. This metadata is used to identify Identity Provider endpoints and certificates needed to secure SAML 2.0 message exchanges. This file must have a <md:EntitiesDescriptor> top-level element, with one or more <EntityDescriptor> child elements (one per Identity Provider).  dos-valve 1 1000 3 DoS flooding attack valve Value to filter out denial-of-service (DoS) attacks. Set the maximum times of same XML processing that AAA policy allows for each user request. The AAA policy assumes that more than this value of the same processing is caused by potential DoS flooding attacks. The AAA policy limits the number of times to process the same request. These processes can include encryption, decryption, message signing, or signature verification. Currently, only identity extraction with subject DN from certificate in message signature and authorization with signer certificate for digitally signed messages support this setting. These methods designate the number of signatures or signing reference URIs. 
                                     The default value is 3. This value means that the AAA policy processes only the first 3 signature and each signature can contain up to 3 reference URIs. Additional signatures or reference URIs are ignored.  ldap-version v2 LDAP version Version of the LDAP protocol for bind. Select the LDAP protocol version to use for the bind operation. The default value is v2.  enforce-actor-role on Enforce actor or role for WS-Security message Enforce the S11::actor or S12:role when the message is a WS-Security message. Most of the times a WS-Security message has an S11:actor or S12:role attribute for its wsse:Security header, we can enforce those attributes when AAA tries to utilize wsse:Security header, for example, there should be only one wsse:Security element having same actor/role, and AAA should only process the wsse:Security header for the designated Actor/Role Identifier. This setting takes effect for all AAA steps except postprocessing, which generally generate new message for next SOAP node. The default value for this setting is 'on', enabling SOAP actor/role enforcement.  actor-role-id    EnforceSOAPActor off WS-Security actor or role identifier The assumed S11:actor or S12:role identifier that the AAA policy act as. If specified, the AAA policy acts as the assumed actor or role when it consumes the wsse:Security headers. This setting takes effect only when the AAA policy tries to process the incoming WS-Security message before making an authorization decision. Postprocessing does not use this setting. Postprocessing uses its own setting in generating WS-Security messages for the next SOAP node. Some well-known values are as follows: 
                                       http://schemas.xmlsoap.org/soap/actor/next Every one, including the intermediary and ultimate receiver, receives the message should be able to processing the Security header.  http://www.w3.org/2003/05/soap-envelope/role/none No one should process the Security Header.  http://www.w3.org/2003/05/soap-envelope/role/next Every one, including the intermediary and ultimate receiver, receives the message should be able to processing the Security header.  http://www.w3.org/2003/05/soap-envelope/role/ultimateReceiver The message ultimate receiver can process the Security header. This is the default value if such setting is not configured.  <blank or empty string> The empty string "" (without quotes) indicates that no "actor/role" identifier is configured. if there is no actor/role setting configured, the ultimateReceiver is assumed when processing the message, and no actor/role attribute will be added when generating the WS-Security header. There should not be more than one Security headers omitting the actor/role identifier.  USE_MESSAGE_BASE_URI The value "USE_MESSAGE_BASE_URI" without quotes indicates that the actor/role identifier will be the base URL of the message, if the SOAP message is transported using HTTP, the base URI is the Request-URI of the http request.  any other customized string You can input any string to identify the actor or role of the Security header. The default value is a blank value.  au-sm-http-header   AUSMHeaderFlow frontend backend frontend+backend HTTP headers HTTP headers of interest from CA Single Sign-on responses to include in responses or requests if configured Specifies the HTTP headers from CA Single Sign-On responses. When specified, these headers are included into the request or response headers based on the setting of the CA Single Sign-on header flow.  az-sm-http-header   AZSMHeaderFlow frontend backend frontend+backend HTTP headers HTTP headers of interest from CA Single Sign-on responses to include in responses or requests if configured Specifies the HTTP headers from CA Single Sign-On responses. When specified, these headers are included into the request or response headers based on the setting of the CA Single Sign-on header flow.  dyn-config none Dynamic configuration type How to obtain the AAA policy configuration dynamically Specifies how to obtain the AAA policy configuration dynamically. Dynamic configuration enables users to configure AAA policy at run time. When enabled, the configuration of AAA is determined dynamically based on the template AAA policy and the parameters that the dynamic configuration custom URL returns.  external-aaa-template   DynConfig external-aaa   External AAA policy template The external AAA policy to use as the template Specifies an external AAA policy to use as the template. When specified, it overwrites the configuration of the current AAA policy.  dyn-config-custom-url    DynConfig current-aaa  DynConfig external-aaa   Dynamic configuration custom URL The location of the custom stylesheet or GatewayScript file  Specifies the location of the custom stylesheet or GatewayScript file where to obtain the AAA policy configuration. The obtained configuration overwrites the configuration that is defined in the template AAA policy. In the custom stylesheet or GatewayScript file, it is recommended that you modify only those properties to be dynamically overwritten in the template AAA policy. See the 
                                         ModifyAAAPolicy
                                        element in the store:///xml-mgmt.xsd schema to construct a schema-compliant AAA configuration. For the nodeset that the custom URL is expected to return and a sample stylesheet, see the topic in IBM Knowledge Center.                           Main     Identity extraction    Authentication   Credential mapping   Resource extraction   Resource mapping    Authorization   Postprocessing     Flush cache AAA Policy A description of the policy for doing authentication and authorization. An AAA policy establishes the configuration to support the authentication and authorization of users requesting resources from the back-end servers. An AAA policy consists of the following components. 
                               Identity extraction One of many methods that discovers which identity is asserted in the service request. This processing phase answers the question, "What is your name?"  Authentication One of many methods that authenticates the asserted identity. Methods include communication with external authorities, such as an LDAP server. The identity is accepted as authentic or rejected. When authenticated successfully, the identity is used as a credential.  Resource extraction One of many methods that discovers which resource service is requested (such as query an account or perform an update) This processing phase answers the question, "What do you want to do?"  Credential mapping While an identity can be authenticated by one authority as valid, this identity or credential might not be known to the authority that authorizes the requested resource. This processing phase allows the mapping of credentials from one form to another for interoperability between systems.  Resource mapping While a resource can be identified from the service request, this resource name might not be known to the authority that authorizes use of the requested resource. This processing phase allows the mapping of resource names from one form to another for interoperability between systems.  Authorization The combination of the authenticated and possibly remapped credential with the requested and possibly remapped resource are submitted to an authority for authorization. That authority could reside elsewhere on the network. The request for service is accepted or rejected.  Postprocessing Additional processing to perform after authorization, such as the generation of a WS-Trust token or SAML assertion.  config/domain domain domain IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  base-dir HIDDEN - Base Directory HIDDEN - Domain Base Directory HIDDEN - Specifies the local directories of the application domain.  config:///   ConfigMode local Configuration directory Domain Configuration File Directory Indicates where the configuration file for this domain is stored. Note this property is read-only here. It is configured in the domain settings of the domain.  config-file HIDDEN - Config File HIDDEN - Domain Configuration File HIDDEN - Specifies the configuration file for the domain.  visible-domain default Visible application domains Manage which application domains have their local: directory visible to this application domain.  Which application domains have their 
                                         local:
                                        directory visible to this application domain. References to visible application domains are explicit, not bidirectional. If application domain 
                                         domainB
                                        is made visible to application domain 
                                         domainA
                                        , the following conditions apply.  Application domain 
                                             domainA
                                            has read-only access to the 
                                             local:
                                            directory of application domain 
                                             domainB
                                            . Application domain 
                                             domainB
                                            cannot see application domain 
                                             domainA
                                            . In this case, you cannot make application domain 
                                         domainA
                                        visible to application domain 
                                         domainB
                                        . References to visible application domains cannot be circular.  Set which application domains have their 
                                         local:
                                        directory visible to this application domain. References to visible application domains are explicit, not bidirectional. References to visible application domains cannot be circular.  domain-user   DEPRECATED -CLI User Access DEPRECATED -Domain CLI User Access DEPRECATED -Specifies a set of CLI users having access to this domain. These users can log into this domain through the CLI. This setting can be superceded by an existing Access Policy of the user.  url-permissions HIDDEN - Allowed URL Protocols HIDDEN - URL Protocol Permissions HIDDEN - Specifies allowed URL protocol types in domain.  file-permissions File permission to the local: directory Set which file permissions to apply to the local: directory.  Which file permissions to apply to the 
                                         local:
                                        directory. When access permissions are defined in this configuration and with role-based management, users are granted the lesser privilege.  file-monitoring File-monitoring of the local: directory Set which types of events to generate when files are added to or deleted from the local: directory.  Which types of events to generate when files are added to or deleted from the 
                                         local:
                                        directory.  config-mode local Configuration mode Indicate whether the configuration file is local or remote. Whether the configuration file is local or remote.  import-url   ConfigMode import   Import URL Set the URL of the configuration file on the remote server. The URL of the configuration file on the remote server.  import-format ZIP   ConfigMode import   Import format Set the format of the remote configuration file. The format of the remote configuration file.  deployment-policy   ConfigMode import Deployment policy Set the deployment policy to preprocess the remote configuration file during import. The deployment policy to preprocess the remote configuration file during import.  deployment-policy-variables   ConfigMode import Deployment policy variables Set the collection of name-value pairs to replace variables in the deployment policy during import. The collection of name-value pairs to replace variables in the deployment policy during import.  local-ip-rewrite on   ConfigMode import   Rewrite local IP addresses Indicate whether to rewrite local IP addresses during import.  Whether to rewrite local IP addresses during import. When enabled, local IP addresses in the import package are rewritten to match the local IP address on the DataPower Gateway. In other words, a service that binds to 
                                         eth10
                                        in the import package is rewritten to bind to the local IP address of 
                                         eth10
                                        on the DataPower Gateway.  Indicate whether to rewrite local IP addresses during import. When enabled, local IP addresses in the import package are rewritten to match the local IP address on the DataPower Gateway. In other words, a service that binds to 
                                         eth10
                                        in the import package is rewritten to bind to the local IP address of 
                                         eth10
                                        on the DataPower Gateway.  maxchkpoints 1 5 3 Configuration checkpoint limit Enter the maximum number of configuration checkpoints to support. The maximum number of configuration checkpoints to support.  config-permissions-mode scope-domain Configuration permissions mode Security context in which configuration files are run in the domain Specifies the the security context for the configuration files that are run in the domain.  config-permissions-profile   ConfigPermissionsMode global-profile   ConfigPermissionsMode global-profile Global permissions profile Access profile that defines permissions for all configuration files run in the domain When the configuration permissions mode is global access profile mode, specify a access profile that applies globally to all configuration files that are run in the domain.               Configuration       Quiesce state               Application Domain  An application domain contains the resources that support DataPower services. A DataPower supports multiple application domains. Application domains can share read access to files in their 
                                 local:
                                directory. All application domains share the contents of the 
                                 store:
                                directory. After a user logs in to an application domain, everything the user does applies to only that application domain. Except for the 
                                 default
                                application domain, all application domains can be restarted independently. For the 
                                 default
                                application domain, you must restart the DataPower Gateway. When an application domain or the DataPower Gateway is restarted, the persisted configuration is used. The persisted configuration can differ from the running configuration. The configuration of an application domain can be locally stored or can be retrieved from a remote server. The use of a remote configuration file enables centralized management of application domains.  access/ldap-search-parameters ldap-search-parameters configuration   summary Comments Brief summary for user annotation.  base-dn LDAP Base DN LDAP base distinguished name  The base distinguished name to begin the search. This value identifies the entry level of the tree used by the  LDAP Scope property.  returned-attribute dn LDAP Returned Attribute The LDAP attribute to be returned The attribute name whose value will be returned for each entry that matches the search filter. The default is dn.  filter-prefix LDAP Filter Prefix The LDAP search filter prefix  Specifies the prefix of the LDAP filter expression. An LDAP filter expression is composed by 
                                         prefix + user name + suffix
                                        . If the prefix is 
                                         (&(uid=
                                        and the user name is 
                                         bob
                                        , the LDAP search filter would be 
                                         (&(uid=bob
                                        .  filter-suffix LDAP Filter Suffix The LDAP search filter suffix  You can optionally specify a suffix for the LDAP filter expression. If the prefix is 
                                         (&(uid=
                                        , the user name is 
                                         bob
                                        , and the suffix is 
                                         )(objectClass=person))
                                        , the LDAP search filter would be 
                                         (&(uid=bob)(objectClass=person))
                                        .  scope subtree LDAP Scope The LDAP scope The depth of the LDAP search. The default is Subtree. LDAP Search Parameters LDAP Search Parameters configuration An LDAP Search Parameters object is a container for the parameters to use to perform an LDAP search operation. When used with authentication, the search retrieves the distinguished name (DN) for the user. When used with credential authorization mapping, the search retrieves the group name (DN or attribute value) based on the DN of the authenticated user.  xml/metadata metadata aaapolicy IDG   summary Comments Brief summary for user annotation.  meta-item Metadata Item Define a metadata item for this Processing Metadata. Define a metadata item by selecting one from the predefined items for a Processing Metadata Category, or configure a custom metadata item for a "customizable" category to retrieve value from any arbitrary headers or variables.    Summary     Main Processing Metadata A Processing Metadata object contains a list of metadata items extracted from a message, such as protocol header values, or from the device processing scope, such as system variables. This list, or manifest, of item values is then returned by the metadata object in an XML nodeset. Currently used by an AAA Policy for Identity and Resource extraction.  access/radius radius radius IDG   summary Comments Brief summary for user annotation.  id Identifier The RADIUS NAS identifier The NAS identifier, usually a fully-qualified domain name, may be used in place of an IP address to identify a RADIUS client within some RADIUS domains.  timeout 1 30000 1000 Timeout RADIUS retransmit interval ms An integer (within the range 1 through 30000, with a default of 1000) that specifies the number of milliseconds that the RADIUS client waits before retransmitting an unacknowledged request.  retries 1 10 3 Retries Maximum number of retries per server An integer (within the range 1 through 10, with a default of 3) that specifies the maximum number of times that the RADIUS client retransmits an unacknowledged request to a server.  server CLI Servers Create/Manage RADIUS servers for CLI Access  aaaserver AAA/RBM Servers Create/manage RADIUS servers for AAA and RBM   Test Radius RADIUS Settings RADIUS basic properties Global RADIUS configuration  access/rbm rbm rbm   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  au-method local Authentication method Set the method to authenticate users. The method to authenticate users.  ssh-au-method SSH authentication method Set the method to authenticate SSH users. The method to authenticate SSH users. 
                                      When no method, the user is prompted for both username and password. When password, the user is prompted for the password. For this method, the username must be part of the invocation. With the ssh command, the invocation is in the ssh username@host format. When user certificate, the user is not prompted for input. The connection is successful when the invocation provides a signed SSH user certificate that is verified by the CA public key file in the 
                                         cert:
                                        directory. With the ssh command, the invocation must include the -i file parameter. When both certificate and password, processing attempts to first authenticate with the provided signed SSH user certificate. If unsuccessful, prompts for the password.  ssh-ca-pubkey-file   SSHAUMethod certificate   SSHAUMethod certificate  cert CA user public key file Specify the CA public key file for SSH authentication. The certificate authority (CA) public key file in the 
                                     cert:
                                    directory for SSH authentication with SSH user certificates. This public key file contains the public key for one or more certificate authorities.  zos-nss-au   AUMethod zosnss   z/OS NSS client Set the local NSS client that defines how to connect to the NSS server for SAF communication. The local NSS client that defines how to connect to the NSS server for SAF communication.  au-kerberos-keytab   AUMethod spnego   Kerberos keytab Set the Kerberos keytab with the server principal to decrypt client tickets. The Kerberos keytab with the server principal to decrypt client tickets.  au-custom-url   AUMethod custom   Custom URL Enter the URL of custom stylesheet. The URL of custom stylesheet.  au-info-url   AUMethod xmlfile   XML file URL Enter the URL of the XML file for authentication. The URL of the XML file for authentication. The XML file can be on the DataPower Gateway or on a remote server. You can use the same XML file to map credentials.  au-valcred   AUMethod client-ssl   Validation credentials Set the validation credentials to authenticate user certificates from TLS peers. The validation credentials to authenticate user certificates from TLS peers during the TLS handshake.  au-server-host    AUMethod ldap  AULDAPLoadBalanceGroup    Server host Enter the host name or IP address of the server. The host name or IP address of the server.  au-server-port    AUMethod ldap  AULDAPLoadBalanceGroup    Server port Enter the listening port on the server. The listening port on the server.  au-ldap-search off   AUMethod ldap Search LDAP for DN Indicate whether to retrieve the user DN with an LDAP search.  Whether to retrieve the user DN with an LDAP search.  When enabled, the login name presented by the user is used with the LDAP search parameters for an LDAP search to retrieve the user DN. When disabled, the login name presented by the user is used with the LDAP prefix and suffix to construct the user DN.  au-ldap-bind-dn    AUMethod ldap  AULDAPSearchForDN off LDAP bind DN Enter the DN to bind to the LDAP server for the LDAP search. The DN to bind to the LDAP server for the LDAP search.  au-ldap-bind-password     AUMethod ldap  AULDAPSearchForDN off  AULDAPBindPassword  LDAP bind password (deprecated) Enter the password for the DN to bind to the LDAP server for the LDAP search. The password for the DN to bind to the LDAP server for the LDAP search.  au-ldap-bind-password-alias    AUMethod ldap  AULDAPSearchForDN off LDAP bind password alias Enter the password alias for the password used by the DN to bind to the LDAP server for the LDAP search. The password alias for the password used by the DN to bind to the LDAP server for the LDAP search.  au-ldap-parameters    AUMethod ldap  AULDAPSearchForDN on    AUMethod ldap  AULDAPSearchForDN off LDAP search parameters Set the LDAP search parameters for the LDAP search. The LDAP search parameters for the LDAP search.  ldap-prefix cn=    AUMethod ldap  AULDAPSearchForDN on LDAP prefix Enter the string to add before the user name to form the DN. The string to add before the user name to form the DN. If this value is 
                                     CN=
                                    and the user name is 
                                     Bob
                                    , the complete DN is 
                                     CN=Bob,O=example.com
                                    when the LDAP suffix is 
                                     O=example.com
                                    .  au-force-dn-ldap-order off   AUMethod client-ssl Convert DN to LDAP format Indicate whether to convert the extracted DN to LDAP format.  Whether to convert the extracted DN to LDAP format. This property is essential when the extracted DN from a TLS certificate is in X.500 format. This format arranges the RDNs of the DNs from left to right with forward slashes as separators; for example, 
                                         C=US/O=My Organization/CN=Fred
                                        . When you retrieve the group name with an LDAP search, the authenticated DN must be in LDAP format. This format arranges the RDNs of the DNs from right to left with commas as separators; for example, 
                                         CN=Fred, O=My Organization, C=US
                                        .  ldap-suffix    AUMethod ldap  AULDAPSearchForDN on LDAP suffix Enter the string to add after the user name to form the DN. The string to add after the user name to form the DN. If this value is 
                                     O=example.com
                                    and the user name is 
                                     Bob
                                    , the complete DN is 
                                     CN=Bob,O=example.com
                                    when the LDAP prefix is 
                                     CN=
                                    .  ldap-sslproxy    AUMethod ldap  LDAPSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile to secure the connection with the LDAP server.  loadbalancer-group    AUMethod ldap  AUMethod custom Load balancer group Set the load balancer group of LDAP servers. The load balancer group of LDAP servers. This setting overrides the settings for the server host and port.  au-cache-mode absolute Authentication cache mode Set how to cache authentication results. How to cache authentication results.  au-cache-ttl 1 86400 600   AUCacheAllow disabled Authentication cache lifetime Enter the expiry for cached authentication decisions. Seconds The expiry for cached authentication decisions. Enter a value in the range 1 - 86400. The default value is 600.  au-ldap-readtimeout 0 86400 60   AUMethod ldap LDAP read timeout Enter the time to wait for a response from the LDAP server before the DataPower Gateway closes the connection. Seconds The time to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out.  mc-method local Credential-mapping method Set the method to map authenticated user credentials to access profiles. The method to map authenticated user credentials to access profiles.  mc-custom-url   MCMethod custom   Custom URL Enter the URL of custom stylesheet. The URL of custom stylesheet.  mc-ldap-search off   MCMethod custom Search LDAP for group name Indicate whether to search LDAP to retrieve all user groups that match the query.  Whether to search LDAP to retrieve all user groups that match the query.  When enabled, the authenticated DN of the user and the LDAP search parameters are used as part of the LDAP search to retrieve all user groups that match the query. When a user belongs to multiple groups, the resultant access policy for this user is additive not most restrictive. When disabled, the authenticated identity of the user (DN or user group of local user) is used directly as the input credential.  mc-server-host    MCLDAPSearchForGroup on  MCMethod custom   Server host Enter the host name or IP address of the server. The host name or IP address of the server.  mc-server-port    MCLDAPSearchForGroup on  MCMethod custom   Server port Enter the listening port on the server. The listening port on the server.  mc-ldap-sslproxy    MCLDAPSearchForGroup on  MCMethod custom  MCLDAPSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile to secure the connection with the LDAP server.  mc-loadbalancer-group    MCLDAPSearchForGroup on  MCMethod custom Load balancer group Set the load balancer group of LDAP servers. The load balancer group of LDAP servers.  mc-ldap-bind-dn    MCLDAPSearchForGroup on  MCMethod custom LDAP bind DN Enter the DN to bind to the LDAP server for the LDAP search. The DN to bind to the LDAP server for the LDAP search.  mc-ldap-bind-password     MCLDAPSearchForGroup on  MCMethod custom  MCLDAPBindPassword  LDAP bind password (deprecated) Enter the password for the DN to bind to the LDAP server for the LDAP search. The password for the DN to bind to the LDAP server for the LDAP search.  mc-ldap-bind-password-alias    MCLDAPSearchForGroup on  MCMethod custom LDAP bind password alias Enter the password alias for the password for the DN to bind to the LDAP server for the LDAP search. The password alias for the password for the DN to bind to the LDAP server for the LDAP search.  mc-ldap-parameters    MCLDAPSearchForGroup on  MCMethod custom   LDAP search parameters Set the LDAP search parameters for the LDAP search. The LDAP search parameters for the LDAP search.  mc-info-url   MCMethod xmlfile   XML file URL Enter the URL of the XML file to map credentials. The URL of the XML file to map credentials. The XML file can be on the DataPower Gateway or on a remote server. You can use the same XML file for authentication.  mc-ldap-readtimeout 0 86400 60    MCLDAPSearchForGroup on  MCMethod custom LDAP read timeout Enter the time to wait for a response from the LDAP server before the DataPower Gateway closes the connection. Seconds The time to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out.  ldap-version   AUMethod ldap LDAP version Set the LDAP protocol version to use. The LDAP protocol version to use.  fallback-login disabled   AUMethod local Local accounts for fallback Indicate whether to use local user accounts as fallback users if remote authentication fails.  Whether to use local user accounts as fallback users if remote authentication fails. With fallback users, local user accounts can log on to the DataPower Gateway if authentication fails or during a network outage that affects primary authentication. The recommendation is to restrict fallback users to a subset of local user accounts.  Note: When authentication uses a TLS certificate from a connection peer, you cannot enforce RBM on CLI sessions unless fallback users are supported.  fallback-user     AUMethod local  FallbackLogin restricted   Fallback users Set the list of local user accounts that are fallback users. The list of local user accounts that are fallback users.  apply-cli off    AUMethod client-ssl  FallbackLogin disabled Enforce RBM on CLI Indicate whether to enforce the RBM policy on CLI sessions. Whether to enforce the RBM policy on CLI sessions. When authentication uses a TLS certificate from a connection peer, you cannot enforce RBM on CLI sessions unless fallback users are supported.  restrict-admin off Restrict admin to serial Indicate whether to restrict admin user account to serial port.  Whether to restrict the 
                                         admin
                                        user account to the serial port.  pwd-minimum-length 1 128 6 Minimum length Enter the minimum length of a valid password. The minimum length of a valid password. Enter a value in the range 1 - 128. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 14. When common criteria is disabled, the default value is 6.  pwd-mixed-case off Require mixed case Indicate whether passwords must contain both uppercase and lowercase characters. Whether passwords must contain both uppercase and lowercase characters.  pwd-digit off Require number Indicate whether passwords must contain at least one number. Whether passwords must contain at least one number.  pwd-nonalphanumeric off Require non-alphanumeric Indicate whether passwords must contain at least one special, non-alphanumeric character. Whether passwords must contain at least one special, non-alphanumeric character.  pwd-username off Disallow user name substring Indicate whether passwords can never contain the user name as a substring. Whether passwords can never contain the user name as a substring.  pwd-aging off Enable aging Indicates whether passwords expires. Whether passwords expires.  pwd-max-age 1 0xFFFF 30   DoPasswordAging on   Maximum age Enter the expiry for passwords. Days The expiry for passwords. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 90. When common criteria is disabled, the default value is 30.  pwd-history off Control reuse Indicates whether to control the reuse of recent passwords. Whether to control the reuse of recent passwords.  pwd-max-history 1 0xFFFF 5   DoPasswordHistory on   Reuse history Enter the number of recent passwords to track to prevent reuse. The number of recent passwords to track to prevent reuse. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 3. When common criteria is disabled, the default value is 5.  cli-timeout 0 0xFFFF 0 CLI idle timeout Enter the time after which to invalidate idle CLI sessions. Seconds The time after which to invalidate idle CLI sessions. When invalidated, requires re-authentication. Enter a value in the range 0 - 65535. A value of 0 disables the timer. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 900. When common criteria is disabled, the default value is 0.  max-login-failure 0 64 0 Maximum failed logins Enter the number of failed login attempts to allow before account lockout. The number of failed login attempts to allow before account lockout. Enter a value in the range of 0 - 64, where 0 disables account lockout. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 3. When common criteria is disabled, the default value is 0.  lockout-duration 0 1000 1 Lockout duration Enter the duration to lock out local user accounts after the maximum number of failed login attempts is exceeded. Minutes  The duration to lock out local user accounts after the maximum number of failed login attempts is exceeded. Instead of locking out accounts for a specific duration, the account can be locked out until re-enabled by a privileged user. Enter a value in the range 0 - 1000, where 0 locks out accounts until reset. The default value depends on common criteria mode. 
                                          When common criteria is enabled, the default value is 0. When common criteria is disabled, the default value is 1.  Note: The duration applies to all local accounts, including the 
                                         admin
                                        user account. The only difference is that the 
                                         admin
                                        user account cannot be locked out until reset. When the duration is 0, the 
                                         admin
                                        user account is locked out for 120 minutes or until re-enabled by a privileged user.  mc-force-dn-ldap-order off    AUMethod client-ssl  MCLDAPSearchForGroup on  MCMethod custom Convert DN to LDAP format Indicate whether to convert the extracted DN to LDAP format.  Whether to convert the extracted DN to LDAP format. This property is essential when the extracted DN from a TLS certificate is in X.500 format. This format arranges the RDNs of the DNs from left to right with forward slashes as separators; for example, 
                                         C=US/O=My Organization/CN=Fred
                                        . When you retrieve the group name with an LDAP search, the authenticated DN must be in LDAP format. This format arranges the RDNs of the DNs from right to left with commas as separators; for example, 
                                         CN=Fred, O=My Organization, C=US
                                        .  password-hash-algorithm md5crypt Password hash algorithm Set the hash algorithm to apply to passwords.  The hash algorithm to apply to passwords before they are stored. The hash algorithm affects firmware downgrade and cryptographic modes in the following ways.  For firmware downgrade, sha256crypt is not supported in releases earlier than 6.0.1.0. For cryptographic modes, like FIPS 140-2 Level 1, md5crypt is not supported in FIPS mode.  ssl-client-type   AUMethod ldap TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    AUMethod ldap  LDAPSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  mc-ssl-client-type    MCLDAPSearchForGroup on  MCMethod custom TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  mc-ssl-client    MCLDAPSearchForGroup on  MCMethod custom  MCLDAPSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                         Method    Fallback    Cache Authentication                  Credential-mapping            Password policy       Account policy    SSH authentication - CLI sessions   Flush RBM cache  Set RBM debug log RBM Settings Manage role-based management settings.  Manage role-based management (RBM) settings: RBM, password policy, and account policy  RBM consists of the following capabilities: Authenticating users, evaluating the access profile, enforcing access to resources The password policy sets the password requirements for local user accounts. The account policy sets the lockout behavior and the timeout for CLI sessions.    Reserved                     xml/samlattr samlattrs aaapolicy IDG   summary Comments Brief summary for user annotation.  attribute SAML Attribute Definition Define an SAML attribute. Define an attribute by selecting the source type and specifying the data source and SAML attribute name.    Summary     Main SAML Attributes Define a list of SAML attributes for the SAML Assertion generator.  xml/soap-disposition soap-disposition stylesheetaction IDG   summary Comments Brief summary for user annotation.  refine SOAP Header Refine Instruction Define an instruction to process a SOAP header and/or child element. Customer specifically asks this transformation to simply remove/keep/fault a SOAP header; or indicates whether a header was processed or not by the prior action, then this action will take the default behaviors. SOAP Header Disposition Table The list of instructions provided by customers to control how the SOAP headers and/or children elements are handled. This object is used by store:///soap-refine.xsl transform stylesheet.  access/tam tam tam TAM   summary Comments Descriptive summary for the configuration Enter the descriptive summary for the configuration.  ad-use-ad off    TAMVersion v801  TAMVersion v901  TAMVersion v903    TAMVersion v801  TAMVersion v901  TAMVersion v903 Use Active Directory Use Active Directory instead of LDAP as the registry  Select whether the Access Manager client uses Microsoft Active Directory instead of LDAP as the registry. The default registry for an Access Manager deployment is LDAP. This selection will cause this client to use Microsoft Active Directory. Active Directory type is not supported after ISAM 7.0 .  Note: The type of registry that an Access Manager deployment supports is determined by the configuration of the Access Manager server. The registry that you define in this configuration is for a client and must match the registry of the server.  tam-version Access Manager Client Version The version of the Access Manager client  Select the Access Manager client version to use. The default value is Default.  file  local store cert sharedcert Configuration File for Access Manager Location of the configuration file for the Access Manager client Select the location of the configuration file for the Access Manager client. To be available for selection, files must have .conf or .cfg as their file extension.  reg_file   ADUseAD true    TAMVersion v801  TAMVersion v901  TAMVersion v903  ADUseAD true  local store cert sharedcert Configuration File for Directories Location of the configuration file for user directories Select the location of the configuration file for user directories. To be available for selection, files must have .conf or .cfg as their file extension.  ssl-key  cert sharedcert TLS Key File Location of the TLS key file Select the location of the key file for TLS communication. To be available for selection, files must have .kdb as their file extension. Generally, these files are in the cert: directory or the sharedcert: directory.  ssl-key-stash  cert sharedcert TLS Key Stash File Location of the TLS key stash file Select the location of the key stash file for TLS communication. To be available for selection, files must have .sth as their file extension. Generally, these files are in the cert: directory or the sharedcert: directory.  use-local-mode off Use Local Policy Database Use the policy database that is cached locally instead of accessed remotely Select whether to create a local copy of the policy database. Set this property to cache the policy database locally instead of accessing the remote policy server. This property must match the behavior defined in the configuration files for the Access Manager client.  cache-refresh-interval default   UseLocalMode on   UseLocalMode off Local Database Refresh Interval Refresh interval for the local policy database Enter the interval between requests to update the local policy database from the remote policy server. 
                                       default - Uses the default value, which is 600 seconds.  disable - Disables requests to the policy database for requests.  seconds
                                        - Specifies the time interval in seconds.  listen-mode off   UseLocalMode on   UseLocalMode off Accept Update Notifications Whether the DataPower Gateway accepts update notifications from the policy server Select whether to accept notifications to update the local policy database from the policy server. When you set this property, it overrides the behavior defined in configuration files for the Access Manager client.  listen-port    ListenMode off  UseLocalMode off Update Notification Port Listening port for update notifications from the policy server Enter the listening port on the DataPower Gateway to receive update notifications from the remote policy server.  return-attributes off Return User Attributes Whether the registry returns user attributes. Select whether the registry returns users attributes for successful authorization requests. When set, the registry returns user attributes.  use-ldap-ssl off Use TLS with Registry Server Whether to use TLS communication with the registry Select whether to use TLS communication between the Access Manager client and the LDAP or Active Directory server.  ldap-ssl-port 636    LDAPUseSSL off  ADUseAD on LDAP TLS Port Listening port for TLS communication on the LDAP server Enter the listening port that the LDAP server uses for TLS communication. This property does not apply for TLS communication with an Active Directory server.  ldap-ssl-key-file   LDAPUseSSL on    cert sharedcert Registry Server TLS Key File Location of the key file with the certificates for TLS communication with the registry server  Select the location of the key file that contains the certificates for TLS communication with the registry server.  For server-only authentication, the key file must contain the signer certificate for the registry server. For mutual authentication, the key file must also contain a personal certificate that the registry server can validate. If the personal certificate is not the default personal certificate in the key file, you must enter the label of the personal certificate. This file must be in the cert: or the sharedcert: directory.  ldap-ssl-key-file-password    LDAPUseSSL off  LDAPSSLKeyFilePassword  Registry Server TLS Key File Password (deprecated) Password for the key file for TLS communication with the registry server. Enter the password for the key file that contains the certificates for TLS communication with the registry server.  ldap-ssl-key-file-password-alias   LDAPUseSSL off Registry Server TLS Key File Password Alias Password alias of the password for the key file for TLS communication with the registry server. Enter the password alias of the password for the key file that contains the certificates for TLS communication with the registry server.  ldap-ssl-key-file-dn   LDAPUseSSL off Registry Server TLS Key File Label Label of the personal certificate in the key file for client authentication  Enter the label of the personal certificate in the key file for client authentication.  When using mutual authentication with the registry server and the personal certificate is not the default personal certificate in the key file, enter the label of the personal certificate. The personal certificate allows client authentication. For server-only authentication, do not enter a value.  use-fips off Run in FIPS Mode Whether secure communication runs in FIPS mode Select whether the secure communication between the Access Manager client and the authorization server runs in FIPS mode.  choose-nist    TAMUseFIPS off   TAMVersion default  TAMVersion v70  TAMVersion v801  TAMVersion v901  TAMVersion v903 Select a NIST Compliance Mode Which compliance mode to use In FIPS mode, there is a mandatory NIST compliance level to select. Select a level that is compatible with the corresponding Access Manager servers and registry servers. Note that the NIST and NSA options are available only in Access Manager versions 7.0 and later.  use-basic-user off Enable basic user mode Whether to support basic users in the client Control whether to support basic users in the client. When enabled, you can use LDAP user entries for authentication or authorization without importing them into the ISAM domain.  user-principal-attribute uid   TAMUseBasicUser on   TAMUseBasicUser off User principal attribute The attribute that identifies the basic user in the LDAP user entry Specify the attribute that identifies the basic user in the LDAP user entry. The default value is uid.  user-no-duplicates on   TAMUseBasicUser off Disallow duplicate principals Whether to allow duplicate principals  Control whether to allow duplicate principals.  When enabled, the search for basic users covers all suffixes to ensure that no users with the same name are found. If duplicate principals are found in this client, the system returns an error. When disabled, the search for basic users ignores possible duplicates. By default, duplicate principals are not allowed.  user-search-suffixes   TAMUseBasicUser off Principal search suffixes The LDAP suffixes to be searched for principals  Specify the ordered list of LDAP suffixes to be searched for principals. When specified and suffix optimization is disabled, the suffixes are searched in entry order. If suffix optimization is enabled, this order is overridden by the suffix optimization order. If you do not specify any suffixes, the system searches all available suffixes.  user-suffix-optimiser off    TAMUseBasicUser off  UserNoDuplicates on Enable suffix optimization Whether to search the suffixes in an optimized order  Control whether to search the suffixes in an optimized order.  When enabled and uplicate principals are allowed, the suffixes are searched in an optimized order based on hit count, with the most hit of the suffix at the head of the search suffix list. This can help reduce the number of suffixes searched. If duplicate principals are not allowed, the suffix optimization setting is disregarded and all suffixes are searched to check for duplicates. When disabled, the search order is provided by the order that is defined by the search suffixes property.  federated-directory    TAMVersion default  TAMVersion v801  TAMVersion v901  TAMVersion v903 Federated directories List of LDAP federated directories Specify a list of federated directories. Each entry describes a unique set of LDAP suffixes and LDAP server. Federated directories define all the suffixes that can be searched for user identities.  replica Authorization Server Replicas List of remote authorization servers  Replicas indicate the network location of remote authorization servers. You must configure at least one replica. You can configure additional replicas for failover purposes.  Note: If you uploaded a file that was created previously, it must define at least one replica.  tam-ras-trace Trace Logging  Trace logging is a useful debugging tool. By default, trace logging is not enabled. Trace logging collects large amounts of data in a short amount of time and might result in a significant performance degradation. Enable trace logging only at the direction of IBM Support. When enabled, the DataPower Gateway creates two trace files for each library. The DataPower Gateway writes the files cyclically. Double the size of the files to obtain the total allowable file size.  auto-retry off Enable Automatic Restart Attempts Whether to attempt starting the client after an initial failure  Select whether to attempt starting the Access Manager client after an initial failure. The DataPower Gateway automatically attempts to start the client after a critical error. This property controls the behavior after the initial attempt to restart.  When enabled, the DataPower Gateway attempts to start the client with the defined configuration. When disabled, the client is marked as 
                                             down
                                            . The default behavior is to not attempt to start the client after an initial failure.  retry-interval 1 180   AutoRetry on Attempt Interval Interval to wait between attempts to start the client. seconds  Enter the number of seconds to wait between attempts to start the Access Manager client. Enter a value in the range 1 - 65535. The default value is 180.  retry-attempts 0 3   AutoRetry on Number of Attempts Number of attempts before using the long attempt interval. attempts Enter the number of attempts to perform for the Access Manager client. After performing these attempts and the client did not start, each additional attempt waits the number of seconds defined by the long interval. Enter a value in the range 0 - 65535. A value of 0 disables the long interval. The default value is 3.  long-retry-interval 1 900   AutoRetry on Long Attempt Interval Long attempt interval before trying the failed connection again seconds Specifies the number of seconds to wait after reaching the number of retry attempts. Enter a value in the range 1 - 65535. The default value is 900.         Federated Directories   Authorization Server Replicas   Trace Logging   Create Access Manager configuration  Refresh Access Manager client certificate  Refresh Access Manager keystore password  Manage local Access Manager policy database Access Manager Client IBM Security Access Manager client for authentication and authorization  A DataPower Gateway can support multiple IBM Security Access Manager registry types: LDAP or Microsoft Active Directory. Support for the registry type is established for each Access Manager client that starts according to its configuration.  access/tfim tfim tam IDG   summary Comments Brief summary for user annotation.  tfim-endpoint-type tokenmapping Endpoint Type TFIM endpoint type Specify the endpoint type configured on the Tivoli Federated Identity Manager server.  tfim-addr Server Host name or IP address Specify the domain-qualified host name or IP address of the Tivoli Federated Identity Manager server.  tfim-port 9080 Port Port number Specify the listening port on the Tivoli Federated Identity Manager server.  tfim-compatible Compatibility Mode Compatibility Mode  Select the currently configured version of Tivoli Federated Identity Manager. The selected value determines the details for the namespace and WS-Trust messages.  For versions 6.0 or 6.1, version 1.2 of the WS-Trust specification is used. For version 6.2, version 1.3 of the WS-Trust specification is used, which corresponds to the "Validate OASIS URI" Request Type. Version 6.2 also supports WS-Trust 1.2. 
                                              Note: To use WS-Trust 1.2 messages with a TFIM version 6.2 server, use 6.1 as the compatibility mode. On a TFIM version 6.2 server, this corresponds to the "Validate" Request Type.  tfim-60-req-tokenformat    mCompatibleMode v6.0  mEndpointType tokenmapping   Request Token Format Request Token Format for version 6.0.1 Select the format of the request token when using Tivoli Federated Identity Manager version 6.0.1.  tfim-61-req-tokenformat    mCompatibleMode v6.1  mEndpointType tokenmapping   Request Token Format Request Token Format for version 6.1 Select the format of the request token when using Tivoli Federated Identity Manager version 6.1.  tfim-62-req-tokenformat    mCompatibleMode v6.2  mEndpointType tokenmapping   Request Token Format Request Token Format for version 6.2 Select the format of the request token when using Tivoli Federated Identity Manager version 6.2.  tfim-custom-req-url     mCompatibleMode v6.2  mReqToken62Format Custom  mEndpointType tokenmapping   mCompatibleMode v6.1  mReqToken61Format Custom  mEndpointType tokenmapping   mCompatibleMode v6.0  mReqToken60Format Custom  mEndpointType tokenmapping    local store Custom Request Custom stylesheet or GatewayScript file for request. When Request Token Format is Custom, upload the custom stylesheet or GatewayScript file to the DataPower Gateway. The custom stylesheet or GatewayScript file must be in the local: or store: directory.  tfim-pathaddr    mEndpointType oauth   mCompatibleMode v6.2  mReqToken62Format Custom   mCompatibleMode v6.1  mReqToken61Format Custom   mCompatibleMode v6.0  mReqToken60Format Custom   Applies-To Address TFIM Applies-To field  When Request Token Format is not Custom, enter the scope for this security token. For example, enter the services to which this token applies. For example:  http://tfim.ibm.com:9080/EchoApplication/services/EchoServiceUsername http://9.33.97.251:9080/EchoApplication/services/EchoServiceUsername Within the Tivoli Federated Identity Manager service, this information specifies the destination of the request. The TFIM trust service uses this information to determine which partner is being accessed. To determine the correct value, consult either the WSDL document or your TFIM administrator. Within the WSDL document, this destination equates to the AppliesTo field.  tfim-issuer     mCompatibleMode v6.2  mReqToken62Format Custom  mEndpointType tokenmapping   mCompatibleMode v6.1  mReqToken61Format Custom  mEndpointType tokenmapping   mCompatibleMode v6.0  mReqToken60Format Custom  mEndpointType tokenmapping   Issuer Issuer  When Request Token Format is not Custom, enter the identity that issued the request. In the WS-Security Management (WSSM) component, the issuer is either the WSSM token generator or the WSSM token consumer. For example:  urn:itfim:wssm:tokenconsumer To determine the correct value, consult either the WSDL document or your Tivoli Federated Identity Manager administrator. Within the WSDL document, this destination equates to the 
                                         Issuer
                                        field.  tfim-porttype    mEndpointType oauth   mCompatibleMode v6.2  mReqToken62Format Custom   mCompatibleMode v6.1  mReqToken61Format Custom  mCompatibleMode v6.0 Port Type Port Type  When Compatibility Mode is version 6.1 or version 6.2 and when Request Token Format is not Custom, enter the Web services port type to use. A port type is a group of Web services operations. For example:  EchoService To determine the correct value, consult either the WSDL document or your Tivoli Federated Identity Manager administrator. Within the WSDL document, this destination equates to the PortType field.  tfim-operation    mEndpointType oauth   mCompatibleMode v6.2  mReqToken62Format Custom   mCompatibleMode v6.1  mReqToken61Format Custom  mCompatibleMode v6.0 Operation Operation  When Compatibility Mode is version 6.1 or version 6.2 and when Request Token Format is not Custom, enter the name of the Web services operation as defined in the WSDL document. For example:  echo To determine the correct value, consult either the WSDL document or your Tivoli Federated Identity Manager administrator.  tfim-sslproxy   mSSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Select the TLS proxy profile to manage TLS communications with the peer. The TLS Proxy Profile identifies the keys and certificates that are used in the handshake.  tfim-schema-validate off   mEndpointType tokenmapping   mEndpointType oauth Schema Validate Response Schema Validate Response Specify whether to schema-validate responses from the Tivoli Federated Identity Manager server. When enabled, responses are schema-validated using the WS-Trust version that is defined by the compatibility mode.  tfim-lpta-valuetype-mode static    mEndpointType oauth     mCompatibleMode v6.2  mReqToken62Format BinarySecurityToken   mCompatibleMode v6.1  mReqToken61Format BinarySecurityToken LTPA Binary Security Token Value Type LTPA Binary Security Token Value Type The namespace mode to use when populating the ValueType field of an LTPA BinarySecurityToken.  tfim-username   mEndpointType oauth Username Enforcement point username Basic authentication user name when connecting to the Tivoli Federated Identity Manager OAuth secure token service.  tfim-password    mEndpointType oauth  mSTSPassword  Password (deprecated) Enforcement point password Basic authentication password when connecting to the Tivoli Federated Identity Manager OAuth secure token service.  tfim-password-alias   mEndpointType oauth Password Alias Enforcement point password alias Password alias for the Basic authentication password when connecting to the Tivoli Federated Identity Manager OAuth secure token service.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   mSSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                       Main      Tivoli Federated Identity Manager Tivoli Federated Identity Manager Configuration  access/xacml-pdp xacml-pdp aaapolicy IDG   summary Comments Brief summary for user annotation.  equal-policies off Evaluate Individual Policies Equally All the policies are evaluated on the same level, there is no general policy-set. In case of a top level policy-set is undefined, all policies are evaluated equally, PDP will use the PolicyCombiningAlg for the final decision.  general-policy   EqualPolicies off   General Policy File The URL of the top level XACML policy/policy-set file. The URL of top level XACML policy/policy-set file, if there is one. This file may reside on the local device (typically as local:///file) or on a remote server. Attempts to retrieve this file from remote servers may be governed by the User Agent in use by the XML Manager of the service. This may be useful for TLS connections, for example.  combining-alg   EqualPolicies on   Dependent Policies Combining The combining algorithm when there is not a top level general-policy. Select the policy-combining algorithm when not using a top-level comprehensive XACML policy file. The default is First Applicable.  dependent-policy Dependent Policy Files The URL of dependent xacml policy/policy-set files to be used by this PDP. Some of the XACML Policies/Policy-Sets are indirectly needed when the PDP evaluates a request. They are called Dependent Policy Files. Specify their URLs with this setting.  directory Other Policy Files from Directory The directory of all the other dependent policy files. List directories that contain dependent files. In these directories, all files with the xml or xacml extension are available to the XACML PDP. Use this option when there are too many policy files to identify independently.  cache-ttl 0 2678400 0 XACML Policies Cache Lifetime Time to cache the XACML policies. Seconds This sets the explicit time to live (TTL) for cached XACML policies, either raw or compiled. The default value 0 means the cache never expire unless PDP explicitly refreshes the policies. The maximum TTL is 31 days (2,678,400 seconds).  pap External PAP The external PAP which will provide any additional xacml policy/policy-set docs.         XACML Policy Decision Point Define the object for a XACML Policy Decision Point The XACML policies can be evaluated on a DataPower device, This on-box XACML Policy Decision Point (PDP) allows customers to define the necessary information so that it can evaluate the corresponding XACML policies against a XACML request for an XACML Policy Enforcement Point (PEP). The DataPower PEP is implemented with AAA action.  access/acl acl acl   entry Entry IP addresses to allow or deny access Defines the range of IP addresses to which to allow access and from which to deny access. Access Control List  An access control list (ACL) consists of a sequence of allow and deny clauses. Each clause identifies an IP address or range of addresses that allow or deny access to a service. After associating an ACL with a service, the ACL grants access to addresses in allow clauses and denies access to all other addresses. Candidate addresses are sequentially evaluated against each clause in the ACL. A candidate address is denied or granted access in accordance with the first clause that matches. Consequently, the order of the clauses in the ACL is vital. An ACL with only deny clauses effectively disables a service by denying access to all addresses. To complete the ACL, include an allow clause to ensure that all addresses that are not explicitly denied access are granted access.  access/accessprofile access-profile configuration IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  access-policy ^[-_a-zA-Z0-9.:*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Access=r+w&Name=foo.* Access policies Manage the set of access policies that define the access privileges for the profile.  The set of access policies that define the access privileges for the profile. When more than one policy applies to a resource, the most specific policy is used. To create access policies, enter a correctly formatted policy statement. A policy statement takes the 
                                  address
                                / 
                                 domain
                                / 
                                 resource
                                ?Access= 
                                 privileges
                                & 
                                 field
                                = 
                                 value
                                general format.   address The complete local IP address or host alias. Use an asterisk (*) to designate any address.  domain The complete name of the application domain. Use an asterisk (*) to designate any application domain. resource The complete value for the resource type. Use an asterisk (*) to designate any resource type.  privileges The privileges to apply. Separate permissions with the plus sign (+). For example, 
                                     a+d+x+r+w
                                    defines add, delete, execute, read, and write privileges.  field The complete name of a specific property in the configuration; for example, 
                                     Name
                                    .  value The PCRE match expression for the property value; For example, 
                                     foo(.*)bar
                                    .  Enter the set of access policies that define the access privileges for the profile. When more than one policy applies to a resource, the most specific policy is used. To create access policies, enter a correctly formatted policy statement. A policy statement takes the 
                                  address
                                / 
                                 domain
                                / 
                                 resource
                                ?Access= 
                                 privileges
                                & 
                                 field
                                = 
                                 value
                                general format.   address The complete local IP address or host alias. Use an asterisk (*) to designate any address.  domain The complete name of the application domain. Use an asterisk (*) to designate any application domain. resource The complete value for the resource type. Use an asterisk (*) to designate any resource type.  privileges The privileges to apply. Separate permissions with the plus sign (+). For example, 
                                     a+d+x+r+w
                                    defines add, delete, execute, read, and write privileges.  field The complete name of a specific property in the configuration; for example, 
                                     Name
                                    .  value The PCRE match expression for the property value; For example, 
                                     foo(.*)bar
                                    . Access Profile Manage an access profile. Create or edit an access profile.  network/amqp amqp-broker mpgw IDG   summary Comments Brief descriptive summary for the configuration Enter a descriptive summary for the configuration.  hostname Host Host name or IP address of remote AMQP server Specify the host name or IP address of the remote AMQP server where the broker is running.  port 1 0xFFFF 5672 Port Listening port on the AMQP server Specify the listening port on the remote AMQP server where the broker is running.  xml-manager default XML manager XML manager Select the XML manager to control access to the remote AMQP server. The XML manager obtaisn and manages documents.  container-id AMQP container ID Identifier for the AMQP container Specify the identifier for the AMQP container.  authorization none Authorization SASL layer to authenticate with the AMQP server Specify the SASL layer that the AMQP broker uses to authenticate with the AMQP server. The default setting in no authentication.  log-setting ?LOGSETTINGS?    user   Authorization plain   Authorization plain User name Account name to access the remote server Specify the account name to access the remote AMQP server.  password-alias   Authorization plain   Authorization plain Password alias Alias of the password to access the AMQP server Specify the password alias of the password to access the remote AMQP server.  maximum-frame-size 512 104857600 104857600 Maximum frame size Maximum frame size to allow bytes Specify the maximum frame size in bytes to allow. Frames Frames that are larger are rejected. When rejected, the connection is closed. Enter a value in the range 512 - 104857600. The default value is 104857600.  maximum-message-size 0 104857600 0 Maximum message size Maximum message size to allow Bytes Specify the maximum message size in bytes to allow. Enter a value in the range 0 - 104857600. The default value is 0, which indicates unlimited.  auto-retry on Automatic retry Whether to enable the automatic retry procedure after an AMQP connection failure Indicates whether to enable the automatic retry procedure after an AMQP connection failure. By default, the automatic retry behavior is enabled. This setting does not affect attempts over an established connection.  retry-interval 1 10   AutoRetry on Retry Interval Interval to wait before attempting to reestablish a failed connection Seconds  Specify the interval in seconds to wait before attempting to reestablish a failed connection. After the number of attempts is reached, attempts to reestablish a failed connection use the interval that is defined by the long retry interval. Enter a value in the range 1 - 65535. The default value is 10. This setting does not affect attempts over an established connection.  retry-attempts 0 6   AutoRetry on Retry attempts Number of attempts for a failed connection to the remote server Attempts Specify the number of attempts for a failed connection to the remote AMQP server. After the number of attempts is reached, the long retry interval is used. Enter a value in the range 0 - 65535. The default value is 6. The special value of 0 disables the long interval, where the retry interval is used forever.  long-retry-interval 1 600   AutoRetry on Long retry interval Interval to use after the number of attempts is reached to attempt to reestablish a failed connection Seconds  Specify the interval in seconds to use after the number of attempts is reached to attempt to reestablish a failed connection. Enter a value in the range 1 - 65535. The default value is 600. This setting does not affect attempts over an established connection.  reporting-interval 1 10   AutoRetry on Reporting interval Interval between writing identical messages for failed connection attempts Seconds Specify the interval in seconds between the writing of identical log message. Enter a value in the range 1 - 65535. The default value is 10.  ssl-client TLS client profile TLS client profile to secure connections with the AMQP broker Specify the TLS client profile to secure connections between the DataPower Gateway and the remote AMQP broker.    Summary               General configuration Main        Retry behavior Connections AMQP Broker AMQP Broker In AMQP, distributed source and target termini are managed by a broker. The broker provides messaging services for communicating applications by periodically monitoring and polling termini. The broker ensures that sent messages are directed to the correct target terminus or are routed to another server. The AMQP broker configuration on the DataPower Gateway corresponds to an AMQP broker that is running on another host in the network. The configured properties enable communication between the DataPower Gateway and the remote AMQP broker.  config/analytics-endpoint analytics-endpoint configuration IDG   summary Comments Specify a brief summary for the configuration.  analytics-server-url  "NONE"  http https dpkafka Analytics server URL Specify the URL to offload the collected API event data.  Specify the URL to offload the collected API event data. The URL can start with 
                                 http
                                or 
                                 https
                                for an Elasticsearch server or start with 
                                 dpkafka
                                for a Kafka server.  For an Elasticsearch server, specify the full URL to the endpoint starting with the 
                                     http
                                    or 
                                     https
                                    protocol identifier. With HTTPS, you must assign a TLS client profile. For a Kafka server, specify only the name of the existing Kafka cluster configuration after the 
                                     dpkafka
                                    protocol identifier. To complete the URL, you must specify which request topic to offload analytics data.  ssl-client   AnalyticsServerURL https   AnalyticsServerURL https TLS client profile Specify the TLS client profile to secure connections.  Specify the TLS client profile to secure connections with the analytics endpoint. With HTTPS, you must assign a TLS client profile. This property is meaningful only when HTTPS is used to connect to the analytics endpoint.  request-topic   AnalyticsServerURL dpkafka   AnalyticsServerURL dpkafka Request topic Specify the name of the Kafka request topic to offload analytics data.  Specify the name of the Kafka request topic to offload analytics data. This property is meaningful only when Kafka is the analytics endpoint.  max-records 256 65536 1024 Maximum records Specify the maximum number of records that can be buffered.  Specify the maximum number of records that can be buffered for each API gateway. The collected analytics data for an API gateway is offloaded when 80% of this value or the defined interval is reached. The value must be a power of 2. Enter a value in the range 256 - 65536. The default value is 1024.  max-record-size 4 1024 512 Maximum size for each record Specify the maximum size for each record in kilobytes. KB Specify the maximum size for each record in kilobytes. Enter a value in the range 4 - 1024. The default value is 512.  max-delivery-size 1 1024 512 Maximum size for each delivery Specify the maximum size for each delivery in megabytes. MB Specify the maximum size for each delivery in megabytes. Enter a value in the range 1 - 1024. The default value is 512.  index-root apic_log Index root Static base name of the indexes Specifies the static base name of the indexes to use to store the offloaded data. When the first event is offloaded to Elasticsearch, an index is created with a name that is constructed from the static index root and suffix.  index-suffix -%{+YYYY.MM} Index suffix Suffix to append to the index root Specifies the syntax that represents a variable value that you want to append to the index root, to construct an index name. You can specify the following types of suffixes: 
                              Date pattern, which partitions your data by date. For example, when you specify a 
                                 -%{+YYYY.MM.dd}
                                suffix, an Elasticsearch index is created daily. So for an index root value of 
                                 apiconnectevents
                                and a suffix of 
                                 -%{+YYYY.MM.dd}
                                , an index is created daily using the naming convention 
                                 apiconnectevents-YYYY.MM.dd
                                . Dynamic value with any field name in an event record, which partitions your data by field. For example, 
                                 -%{org_id}
                                creates an organization-specific Elasticsearch index.  primary-shards 1 5 Primary shards Primary shards allocated for an index Specifies the number of primary shards that are allocated to a new index created in the specified Elasticsearch server. The offloaded data are stored as Elasticsearch documents. Each document is stored in an index, and each index can have one or more primary shards. The specified value determines how many primary shards are used to store the data for a new index, which is created with the static index root value and variable suffix. Existing indexes are not affected. By default, an index has 5 primary shards. Note that you cannot change the number of primary shards in an index after the index is created.  replica-shards 1 1 Replica shards Replica shards allocated for each primary shard Specifies the number of replica shards that are defined for each primary shard, to hold copies of the offloaded data that is stored in each primary shard. One primary shard can have zero or more replicas. By default, a primary shard has 1 replica shard.  interval 1 3600 600 Interval Specify the interval between offloads. Seconds  Specify the interval in seconds between offloads. Data is offloaded at this interval or when an API gateway reaches 80% of the value set for maximum records. Enter a value in the range 1 - 3600. The default value is 600.  delivery-connections 1 100 1   AnalyticsServerURL dpkafka Number of connections per delivery Specify the number of connections to establish per delivery to the remote server.  Specify the number of connections to establish per delivery to the remote server to offload analytics data. Each connection can carry a bulk activity log. Enter a value in the range 1 - 100. The default value is 1. Analytics Endpoint Configure and manage the API analytics endpoint. An analytics endpoint buffers API event data and offloads the collected data as a bulk activity log to a remote server. When offloaded, you can use this data for display and analysis.  config/api-application-type api-application-type configuration IDG   summary Comments Enter a brief descriptive summary for the API Application Type configuration. A descriptive summary for the API Application Type configuration.  title Title Enter a title for the API Application Type configuration. A descriptive title for the API Application Type configuration.  supported-oauth-types Supported OAuth Types OAuth client and grant type pairs. A list of supported OAuth client and grant type pairs.      Main API Application Type    config/api-collection api-collection configuration IDG   summary Comments Enter a brief descriptive summary for the configuration. A descriptive summary for the configuration.  sandbox off Sandbox Whether the type of the catalog is sandbox Indicates whether the APIs in this catalog is for test purposes only. By default, a catalog is not for test purposes.  organization-id Organization ID Identifier of the organization that the API collection belongs to Specifies the ID for the organization that the API collection belongs to.  organization-name Organization name Name of the organization that the API collection belongs to Specifies the name for the organization that the API collection belongs to.  catalog-id default-catalog-id Catalog ID Catalog ID of the API collection Specifies the ID of the catalog that the API collection corresponds to.  catalog-name default Catalog name Catalog name of the API collection Specifies the name of the catalog that the API collection corresponds to.  enable-cache on Enable subscriber caching Whether to cache subscriber data Specifies whether to cache subscriber entries that are retrieved from the API manager. When enabled, retrieved entries are cached on the API gateway. Future inquiries search the cache before querying from the API manager.  full-custom off Enable full customization Whether to support full customization Indicate user preference on whether to fully customize the placement and results of default API actions.  dev-portal-endpoint Developer Portal endpoint Developer Portal endpoint Specifies the URL of the Developer Portal endpoint. This endpoint can be used, for example, to provide security credentials for access to an API.  cache-capacity 8 51200 128   EnableCache on   EnableCache off Subscriber cache capacity Maximum number of subscriber entries allowed in the cache Specifies the maximum number of subscriber entries that can be cached. Enter a value in the range 8 - 51200. The default value is 128. When the limit is exceeded, the least recently used (LRU) entry is removed.  routing-prefix Routing prefixes Prefixes of the routing path The API Gateway uses the routing prefix to determine which API collection to route the request to. 
                             You can use routing prefixes to organize your APIs and plans into collections and subcollections. For example, if you have a collection of APIs serving for a certain purpose, and the APIs are to be used by two segments of your organization, you might create two API collections with the organization name, purpose name, and segment name in the routing prefix. If the organization name is 
                             myorg
                            , the APIs serve for purpose 
                             purpose1
                            , and the two segments under the organization is 
                             section1
                            and 
                             section2
                            , the resulting URL routing prefixes are 
                             /myorg/purpose1/section1
                            and 
                             /myorg/purpose1/section2
                            . The resulting host name routing prefixes are 
                             section1.purpose1.myorg
                            and 
                             section2.purpose1.myorg
                            . The API Gateway uses the routing prefix to form the complete URI 
                             <routing prefix><base path><operation path>
                            and accepts only the incoming requests with this URI. In the complete URI, <base path> is the base path on which the API is served, and <operation path> is the relative path to the base path where the operations are available. The default routing prefix is slash (/) when the type is URI and blank when the type is host name. An API collection becomes the default API collection in the API Gateway when the API collection has a default routing prefix. The API Gateway routes a request to the default API collection when other API collections do not match. An API Gateway can have only one default API collection; therefore, regardless of the prefix type, only one API collection can be configured with the default routing prefix.  default-rate-limit Default rate limit Default rate limit for API requests with no API key Defines the rate limit scheme for the API requests that do not carry API key credentials for client identification. When not defined, requests without API keys are rejected.  assembly-burst-limit Assembly burst limit Burst limit to be used by assembly rate limit action. Defines the scheme for burst limits to be used by the rate limit assembly action.  assembly-rate-limit Assembly rate limit Rate limit to be used by assembly rate limit action. Defines the scheme for rate limits to be used by the rate limit assembly action.  assembly-count-limit Assembly count limit Count limit to be used by assembly rate limit action. Defines the scheme for count limits to be used by the rate limit assembly action.  enforce-pre-assembly-rate-limits on Enforce pre-assembly rate limits Enforce the API rate and burst limits defined in the plan. When disabled, only the limits specified in a rate limit action in the assembly are applied to this API.  processing-rule default-api-rule API processing rule Processing rule to process the API request Defines the processing rule that matches the target API, enforces the rate limiting and security rules of using the API, executes the assembly of the API, and responds to the client. You should always use the default API processing rule. When your API collection requires custom processing, use API Connect global policies to define the custom rules.  error-rule default-api-error-rule API error rule Processing rule to handle the errors during API request processing Defines the error rule that prepares fault messages for errors that occur during API request processing. You should always use the default API error rule. When your API collection requires custom processing, use API Connect global policies to define the custom rules.  assembly-preprocessing Assembly preprocessing Processing rule before the API assembly rule Defines the preprocessing assembly to run before the assembly rule. You should always use the default preprocessing assembly. When your API collection requires custom processing, use API Connect global policies to configure the assembly.  assembly-postprocessing Assembly postprocessing Processing rule after the API assembly rule Defines the postprocessing assembly to run after the assembly rule. You should always use the default postprocessing assembly. When your API collection requires custom processing, use API Connect global policies to configure the assembly.  plan Plans Available API plans Associates a list of plans that are available in the API collection. Each plan contains a list of APIs and defines the rate limit settings for the API operations.  analytics-endpoint Analytic endpoint Endpoint to offload analytic data Associates an Elasticsearch server to offload analytic data that is logged for API transactions occurred by invoking APIs in this collection.  enable-api-mutual-tls off API protection Enable mutual TLS API protection Make mutual TLS protection available for APIs in this collection  application-type Application types Application types supported A list of supported application types that provide configurable properties for applications.  apic default API Connect Gateway Service API Connect Gateway Service This is an internal property.  gateway-peering-manager default Gateway peering manager    parse-settings-reference Parse settings Use any or all of the following ways to define the parse settings configuration. A parse settings configuration defines the constraints on the documents to parse. You can configure the constraints by specifying a URL reference from which to retrieve the constraints definition. You can also specify a literal configuration string in XML management interface or REST management interface format that contains the constraints definition. You can also select a parse settings configuration object from the list in object reference to retrieve constraints definition. Precedence rules apply when the constraint for the same aspect of an input document is configured with more than one method.         Summary                          Main   Parse settings     Flush cache               Add application        Add client       Update subscription API Collection Configure and manage the API collection An API collection is a logical partition of an API gateway that packages the plans and subscribers to make APIs available to a specific group of clients. An API collection in the API gateway corresponds to a catalog in the API manager.  services/apic-gw-service apic-gw-service configuration IDG   summary Comments Enter a brief descriptive summary for the API Connect Gateway Service configuration. A descriptive summary for the API Connect Gateway Service configuration.  local-address 0.0.0.0 Local address IP address or interface to bind this service to IP address or interface through which API Connect will connect to manage the gateway service. The default address is 0.0.0.0.  local-port 3000 Local port TCP port of the API Connect Gateway service  Specifies the TCP port through which API Connect will connect to orchestrate this service. The default port number is 3000.  Note: The gateway service uses four additional consecutive ports after the local port to bind to a loopback address. Therefore, you must clear the conflicts on all five consecutive ports starting from the local port and make sure these ports are available.  ssl-client TLS client TLS client profile  The client profile to use to establish a secure connection to the API manager. The following restrictions apply to this profile. 
                                  Keys and certificates are restricted to PEM and PKCS #12 formats. The validation credentials must use PEM formatted material.  ssl-server TLS server TLS server profile  The server profile to use to allow the secure connection attempts from API Connect to this service. The following restrictions apply to this profile. 
                                  Keys and certificates are restricted to PEM and PKCS #12 formats. The validation credentials must use PEM formatted material.  api-gw-address 0.0.0.0 API gateway address IP address of the API gateway handler Specifies the IP address for the HTTPS handler of the API gateway that is managed by API Connect. The default address is 0.0.0.0.  api-gw-port 9443 API gateway port Port number of the API gateway handler Specifies the port number for the HTTPS handler of the API gateway that is managed by API Connect. The default port number is 9443.  startup-options Startup options Startup options This is an internal property.  gateway-peering   V5CompatibilityMode on Gateway Peering Define peering for a cluster of API gateways  Specifies a gateway peering configuration that defines peers for the current API gateway and the settings to use for synchronizing the distributed state among the peers. The following restrictions apply to this gateway peering configuration. 
                                  When TLS and peer group mode are enabled, all peers must use the same cryptographic material. Keys and certificates are restricted to PEM and PKCS #12 formats.  gateway-peering-manager default   V5CompatibilityMode off   V5CompatibilityMode on Gateway Peering Manager Define gateway peering manager for a cluster of API gateways Define gateway peering manager for a cluster of API gateways  v5-compatibility-mode on V5 compatibility mode Whether to enable compatibility with API Connect V5 Controls the gateway to load for API Connect: 
                              When you enable V5 compatibility, DataPower loads a gateway framework that is compatible with V5. This is the default behavior. When you disable V5 compatibility, DataPower creates an API Gateway that is not compatible with V5.  user-defined-policies   V5CompatibilityMode off User-defined policies User-defined policies to advertise to API Connect. When V5 compatibility mode is disabled, you can use assembly functions to specify user-defined policies to advertise to API Connect for use in the API Connect Assembly Editor. For an assembly function that is a user-defined policy, configure the assembly function with a mechanism other than a watched file processed by a configuration sequence. Objects created through configuration sequence processing are not persisted to the startup configuration. The preferred method for DataPower configuration for user-defined policies is to define them explicitly so that they persist to the startup configuration.  slm-mode autounicast   V5CompatibilityMode on   V5CompatibilityMode off SLM Peer Mode Specifies the peer group type for the SLM policy in V5 compatibility mode. Specifies the peer group type for the SLM policy in V5 compatibility mode.  ip-multicast    V5CSlmMode multicast  V5CompatibilityMode on    V5CSlmMode multicast  V5CompatibilityMode off IP multicast Multicast configuration Specifies the IP multicast configuration to use for the SLM policy in V5 compatibility mode.  ip-unicast     V5CSlmMode unicast  V5CompatibilityMode on    V5CSlmMode unicast  V5CompatibilityMode off IP unicast Unicast peering address. Specifies the SLM policy's unicast peer group address.  xml-mgmt XML Management Interface XML Management Interface When V5 compatibility mode is enabled, the v5 gateway framework uses the XML Management Interface to automate configuration changes.  statistics Statistics service Statistics service When V5 compatibility mode is enabled, the v5 gateway framework uses the Statistics Service to acquire CPU and memory information.  rest-mgmt REST Management Interface REST Management Interface In v6, the api gateway framework uses the REST Management Interface to support exteneded gateway configuration and data handling.  database-mode off Database mode Database mode This is an internal property.  log-strip-non-ascii off Strip non-ASCII from log Strip non-ASCII from log This is an internal property.                 Main API Connect Gateway Service Configure and manage the connection to API Connect  The API Connect Gateway Service defines the connection to API Connect and settings to use for creating the gateway for service. When an API Connect Gateway Service is configured and starts to work, DataPower starts a process that retrieves data from API Connect, transmits into DataPower Gateway, and stores the data as DataPower configurations that the API gateway can subsequently use to handle API calls.  config/apiprobe-settings apiprobe-settings configuration IDG   summary Comments Enter a brief descriptive summary for API Probe Settings configuration. A descriptive summary for API Probe Settings configuration.  max-records 1 10000 1000 Maximum records Maximum number of records to allow Specifies the maximum number of records to allow. Enter a value in the range 1 - 10000. The default value is 1000.  expiration 5 1440 60 Expiration Duration to keep the troubleshooting data. Minutes Specifies the duration in minutes to retain the troubleshooting data. Enter a value in the range 5 - 1440. The default value is 60.  gateway-peering Gateway peering Gateway peering for the probe Specifies the gateway peering instance for the API probe. This gateway peering instance synchronizes distributed probe data across peer group members. If you do not want to persist data across a restart, you can store the data in memory.  gateway-peering-manager default Gateway Peering Manager Define gateway peering manager for a cluster of API probes Define gateway peering manager for a cluster of API probes API Probe Settings Settings to define the API probe to troubleshoot the processing of assembly actions This domain-specific configuration defines the settings for API probe that you can use to troubleshoot the processing of assembly actions by the API Gateway.  config/api-definition api-definition configuration IDG   summary Comments Enter a brief descriptive summary for the configuration. A descriptive summary for the configuration.  id API ID ID of the API Specifies the ID of the API.  name API name Name of the API Specifies the name of the API.  version 1.0.0 API version Version of the API Specifies the version of the API.  base-path / ^\/$||^\/([0-9a-zA-Z-_.~%!$&'()*+,;=:@]+\/)*[0-9a-zA-Z-_.~%!$&'()*+,;=:@]+$ Base path The base path for the API Specifies the base path on which the API is served, which is relative to the host. When the base path is not specified, the APIs are served directly under the host. The base path does not include the host name or any additional segments for paths or operations. The base path must start but not end with slash (/). All resources in a REST API are defined relative to its base path.  html-page  local temporary store HTML page Location of a static HTML page Specifies the name and location of a static HTML page that the API can return. Import the file to the 
                             local:
                            directory, the 
                             store:
                            directory, or the 
                             temporary:
                            directory, or one their subdirectories in the DataPower file system.  type standard Type Type of the API Specifies the API type.  assembly Assembly The assembly for API invocation Specifies the assembly to apply to API calls. An assembly comprises a rule that defines the actions to run against the API call and how to handle the errors during assembly execution.  path Paths Routes to access REST APIs Specifies a list of paths through which users access the API operations. A path consists of one or more HTTP operations.  consume [a-zA-Z0-9][a-zA-Z0-9!#$&\-^_]{0,126}\/[a-zA-Z0-9][a-zA-Z0-9!#$&\-^_+.]{0,126}(;\s*[a-zA-Z0-9][a-zA-Z0-9!#$&\-^_="]{0,126})*$ Consumes MIME types that the API can consume Specifies a list of MIME types that the API can consume. These MIME types apply to all API operations. You can override the setting for specific operations in the API operation.  produce ^(application|audio|image|message|multipart|text|video)\/[a-zA-Z-]+$ Produces MIME types that the API can produce Specifies a list of MIME types that the API can produce. These MIME types apply to all API operations. You can override the setting for specific operations in the API operation.  swagger-location  local temporary Swagger location The name and location of the Swagger document  When you create the API definition from a Swagger document, specify the name and location of the Swagger document. Prepare the document as follows before you specify the location.  When the Swagger document is a YAML file, convert it to JSON format. Import the JSON file to the 
                                     local:
                                    directory, the 
                                     temporary:
                                    directory, or one their subdirectories in the DataPower file system. When you create the API definition by manually specifying the API properties, this field is not applicable.  graphql-schema   Type graphql   Type graphql GraphQL schema location GraphQL schema location. GraphQL schema location.  wsdl-advertised-schema-location   Type wsdl WSDL advertised schema location The name and location of the WSDL file or archive file with a WSDL file, which should be used to advertise the contract for this API. When you create the API definition from a WSDL file, specify the name and location of the WSDL document or archive of the WSDL and its dependencies.  wsdl-validation-schema   Type wsdl WSDL validation schema location The name and location of the top-level WSDL file to use to validate SOAP payloads. When you create the API definition from a WSDL file, specify the name and location of the top-level WSDL document itself, which should be used to validate incoming SOAP payloads.  security-req Security requirements Required security schemes to execute API operations Specifies the alternative security requirements to enforce for the API as a whole (that is, there is a logical OR between the security requirements). By default, the security requirement is applied to all operations in the API. But for each API operation, you can override the API-level security by separately specifying security schemes to enforce on the operation level.  require-api-mutual-tls off API protection Require mutual TLS protection Require mutual TLS protection for this API.  api-mutual-tls-source   RequireAPIMutualTLS on   RequireAPIMutualTLS on API protection sources Sources to obtain the client certificate for mutual TLS Indicates the sources to obtain the client certificate for mutual TLS. Because you can define multiple ways to obtain the source, ensure that you sequence the methods appropriately.  api-mutual-tls-header-name X-Client-Certificate    RequireAPIMutualTLS on  APIMutualTLSSource tls_cert API protection HTTP header HTTP header that contains the client certificate for mutual TLS The HTTP header that contains the client certificate for mutual TLS. The default value is 
                             X-Client-Certificate
                            .  property Custom properties Custom API properties Specifies a list of custom API property entries. An API property is a type of context variable whose value is dependent on the API collection that the API is provisioned in. Collection-specific API properties allow you to use the same API definition in different API collections when a property in a collection requires a unique or different value. A custom property entry specifies one property and the property value for one collection. To add another custom property, or to specify a different property value for another collection, add another entry.  schema Schemas API schemas Specifies a list of API schema objects that define data types for request or message validation. An API data type consists of a name and the API schema object.  cors off Enable CORS Whether to enable the API Gateway to handle CORS requests Indicates whether to enable the API Gateway to handle the the cross-origin resource sharing (CORS) requests. 
                              When enabled, the API Gateway runs the API CORS action to handle all CORS requests that are made to the API. The API routing action matches the API to invoke, determines that the request is a preflight CORS request, and sets the 
                                 request.attributes.isCORSPreflight flag to 
                                 true
                                . When CORS is enabled and a preflight request is received, all assembly actions and many API actions are skipped. Only the following API actions are performed.  The API CORS action configures the appropriate response headers. The API result action sets the response headers. For all preflight requests, the API security and API client identification actions are always skipped, whether CORS is enabled or not enabled.  cors-policy CORS policy The name of a CORS policy The CORS policy to apply to calls to this API.  activity-log on Enable logging Whether to enable logging for API activities  Indicates whether to enable logging for API activities. The API Gateway runs the API activity log action to generate logs. To generate log data for calls that invoke this API, you must first enable this property and ensure that the following conditions are met.  The logging type for successful and unsuccessful API invocations is not set to none. The activity log action is added in the API rule associated with the API definition. When disabled, the API Gateway does not generate any log data for calls that invoke this API.  success-content activity   ActivityLogToggle on Content on success Type of content to be logged when the API invocation is successful Defines the type of content to log when the API invocation is successful. When set to log payload data, you must enable message buffering if you want to ensure that all request and response data is captured.  error-content payload   ActivityLogToggle on Content on error Type of content to be logged when the API invocation completes with error Defines the type of content to log when the API invocation completes with error. When set to log payload data, you must enable message buffering if you want to ensure that all request and response data is captured.  preserved-request-header Request headers to preserve Request headers in the log to preserve at the end of the transaction Specifies the list of request headers in the log to preserve at the end of the transaction.  preserved-response-header Response header to preserve Response headers in the log to preserve at the end of the transaction Specifies the list of response headers in the log to preserve at the end of the transaction.  message-buffering off Enable message buffering Whether to enable message buffering for the API  Indicates whether to buffer API requests and responses before processing.  When enabled, the message payload and the output of the assembly invoke action are read as a binary large object (BLOB). When disabled, the message payload and the output of the assembly invoke action are only read by an asynchronous API call. If you enable API activity logging to capture payload data, you must also enable message buffering if you want to ensure that all request and response data is captured.  deployment-state running Deployment state Deployment state of the API Specifies the deployment state of the API. By default, the deployment state of an API is running.  share-count unset Share rate limit count Share rate limit count among all APIs under an application. Share rate limit count among all APIs under an application.  return-v5-responses off Return v5 responses Return v5 responses. Indicates whether to return v5-compatible responses, such as OAuth and client security error responses.  copy-id-headers-to-message off Copy ID headers to message Copy ID headers to message. Indicates whether to copy security headers to the message context for retrieval by the invoke backend service.  enforce-required-params on Enforce required parameters Enforce required parameter check. Indicates whether to check the request for required parameters during API routing.  allow-chunked-uploads on Allow chunked uploads Allow chunked uploads. Indicates whether to allow the assembly invoke action to send documents to the server with 
                             Transfer-Encoding: chunked
                            . This setting applies only to the 
                             invoke
                            1.5.0 wrapper policy deployed from API Connect using the migration utility. It does not apply to the native API Gateway assembly invoke action.  set-v5-request-headers off Set v5 request headers Set v5 request headers. Indicates whether to populate v5-compatible headers, such as 
                             X-Client-IP
                            and 
                             X-Global-Transaction-ID
                            , in the 
                             request.headers
                            context variable.  get-raw-body-value off Get raw body value Get raw body value. When using the GatewayScript 
                             apim.getvariable()
                            API, indicates whether to get the raw body instead of parsing. The setting applies only when the context is other than 
                             message
                            .  allowed-api-protocols http+https+ws+wss Set allowed API protocols Set allowed API protocols. Specifies allowed API protocol types in API gateway.  allow-trailing-slash off Allow trailing slash Allow trailing slash (/) character. Indicates whether to allow the request URL to end with a / character.       Summary                             Main       API Activity Logging         Compatibility API Definition Configure and manage API Definitions  Configure a REST API definition that uses HTTP requests to GET, PUT, POST, and DELETE data.  services/apigateway apigw configuration IDG   summary Comments Enter a brief descriptive summary for the API gateway. A descriptive summary for the API gateway.  front-protocol Protocol handler Protocol handler (HTTP and HTTPS only) Specifies the protocol handler to handle the traffic between the API requester and the DataPower Gateway. The API gateway can receive requests only through HTTP and HTTPS handlers.  xslrefresh URL refresh policy Stylesheet refresh policy Optionally, assigns a stylesheet refresh policy to the API gateway. Stylesheets cached by this gateway are refreshed in accordance with policy rules.  xsl-cache-memorysize 0 2147483647 Stylesheet cache size Maximum size of stylesheet cache bytes Enter the maximum size of the stylesheet cache. The default value is 2147483647. A value of 0 disables caching. Stylesheets are purged when either the cache size or the cache count is reached.  xsl-cache-size 5 250000 256 Stylesheet cache count Maximum number of stylesheets cached stylesheets Enter the maximum number of stylesheets to cache. Enter a value in the range 5 - 250000. The default value is 256. Stylesheets are purged when either the cache size or the cache count is reached.  xsl-checksummed-cache on SHA1 caching Manages SHA1-assisted caching Enables or disables SHA1-assisted stylesheet caching. With SHA1 caching enabled, stylesheets are cached by both URL and SHA1 message digest value. With SHA1 caching disabled, stylesheets are cached only by URL.  maxdocs 1 250000 5000 Document cache count Maximum number of documents cached documents Enter the maximum number of documents to cache. Enter a value in the range 1 - 250000. The default value is 5000.  size 0 Document cache size Maximum size of document cache bytes Enter the maximum size of the document cache. Regardless of the specified size, no document that is greater than 1073741824 bytes is cached. This restriction applies even if the cache has available space.  max-writes 1 32768 32768 Maximum concurrent writes Maximum number of concurrent writes to create documents in the cache Enter the maximum number of concurrent write requests to create documents or refresh expired documents in the document cache. Enter a value in the range 1 - 32768. The default value is 32768. After the maximum number is reached, requests are forwarded to the target server and the response is not written to the cache.  policy Document cache policy Document cache policy A document cache policy allows the administrator to determine how documents are cached by the API gateway. The policy offers time-to-live, priority, and type configuration values. The document cache is distinct from the stylesheet cache.  collection API collection Applicable API collections Specifies a list of collections where each collection packages the plans and subscribers to serve a specific group of clients.  share-count Yes Share rate limit count Share rate limit count among all APIs under an application. Share rate limit count among all APIs under an application.  assembly-burst-limit Assembly burst limits Burst limits to be used by the assembly rate limit action. Defines the scheme for burst limits to be used by the assembly rate limit action.  assembly-rate-limit Assembly rate limits Rate limits to be used by the assembly rate limit action. Defines the scheme for rate limits to be used by the assembly rate limit action.  assembly-count-limit Assembly count limits Count limits to be used by the assembly rate limit action. Defines the scheme for count limits to be used by the assembly rate limit action.  ldap-pool LDAP connection pool Specify the LDAP connection pool to use Identifies the LDAP connection pool to be used by the API gateway when contacting LDAP.  proxy Proxy policy Proxy policy definition Configure a proxy policy that associates a set of URLs with a specific HTTP proxy. When multiple proxy policies are defined, URLs are evaluated against each policy in order.  service-ready off Service ready Readiness of the API gateway. Showing the readiness of the API gateway.            Main     Rate limiting     Document cache   Connection policy   Document cache policy       Cached Stylesheets      Cached Documents      Flush Stylesheet Cache     Flush Document Cache     Invalidate Document Cache     Flush Expired Documents      Export Document Cache     Import Document Cache    Flush LDAP Cache API Gateway Configure and manage the API gateway An API Gateway matches the API to process the API request and routes the request to the matched API.  config/api-operation api-operation configuration IDG   summary Comments Enter a brief descriptive summary for the API Operation configuration. A descriptive summary for the API Operation configuration.  method Method HTTP method Specifies the HTTP method to perform against the resource.  operation-id Operation ID A unique identifier of the operation Specifies the ID of the operation.  remove-consume off Remove consume Whether to remove the API-level consume declaration Specifies whether to remove the API-level consume declaration. By default, the API-level consume declaration is applied to the operation. When removed, the operation can always be performed regardless of the content type.  consume [a-zA-Z0-9][a-zA-Z0-9!#$&\-^_]{0,126}\/[a-zA-Z0-9][a-zA-Z0-9!#$&\-^_+.]{0,126}(;\s*[a-zA-Z0-9][a-zA-Z0-9!#$&\-^_="]{0,126})*$   RemoveConsume on Consumes MIME types that the operation can consume Specifies a list of MIME types that the operation can consume. This setting overrides the API-level consume declaration that you define for the API definition.  produce ^(application|audio|image|message|multipart|text|video)\/[a-zA-Z-]+$ Produces MIME types that the operation can produce Specifies a list of MIME types that the operation can produce. This setting overrides the API-level produce declaration that you define for the API definition.  request-schema Request Schema The request schema for the API operation Specifies the request schema that describes the valid request messages for the API operation.  response-schema Response Schema The response schema for the API operation Specifies a list of response schemas that describe the possible response messages returned for the API operation.  parameter Parameters Applicable parameters for the API operation Specifies a list of parameters that are applicable for the API operation. The setting here overrides the setting in the API Path configuration for the same parameter.  remove-security off Remove security Whether to remove the API-level security declaration Specifies whether to remove the API-level security declaration that is defined for the API. By default, the API-level security declaration is applied to the operation. When removed, the operation can be performed without security check.  security   RemoveSecurity on Security requirements Security schemes for the operation Specifies the alternative security requirements to enforce for the operation (that is, there is a logical OR between the security requirements). This setting overrides any declared API-level security.  soap-action SOAP Action SOAP Action Specifies the value of the SOAPAction header that would be sent to the backend web service.  soap-element-name SOAP Element Name SOAP Element Name Specifies the name of the root element in SOAP Body of a SOAP request.      Summary                Main API Operation Configure and manage the API operations An API operation configuration describes the actions to perform against the resource.  config/api-path api-path configuration IDG   summary Comments Enter a brief descriptive summary for the API Path configuration. A descriptive summary for the API Path configuration.  path / ^\/$||^\/([0-9a-zA-Z-_.~%!$&'()*+,;=:@\{\}]+\/)*[0-9a-zA-Z-_.~%!$&'()*+,;=:@\{\}]+$ Path The relative path to access the REST APIs  Specifies the route to access the REST APIs. The path is appended to the base path to construct the full URI to access the APIs. The path must start with a / character. When the path contains a parameter, make sure that you define the path parameter at either or both the path and operation levels.  A parameter at the end of the path can contain a + qualifier to match one or more levels as in the following example. 
                                      /petstore/{type}/{+category} The 
                                     {type}
                                    parameter matches one path level. The 
                                     {+category}
                                    parameter matches multiple levels. The following paths match this path template.   /petstore/cats/supplies  /petstore/cats/supplies/health  /petstore/cats/supplies/health/medicines A parameter at the end of the path can contain a * qualifier to match zero or more levels as in the following example. 
                                      /petstore/{type}/{*category} The 
                                     {type}
                                    parameter matches one path level. The 
                                     {*category}
                                    parameter matches multiple levels. The following paths match this path template.   /petstore/cats/  /petstore/cats/supplies  /petstore/cats/supplies/health  /petstore/cats/supplies/health/medicines  operation Operation Operations available on the path Describes the operations that can be executed under the path. When no operation is defined, all operations are accepted under this path.  request-schema Request schema The request schema for the API path Specifies the request schema that describes the valid request messages for the API path.  parameter Parameters Parameters applicable for all operations under this path Specifies the parameters that are applicable for all operations under this path. The setting here can be overridden by the setting in the API Operation configuration for the same parameter.     Summary       Main API Path Configure and manage the API paths An API Path configuration describes the operations that are available on a single path.  config/api-plan api-plan configuration IDG   summary Comments Enter a brief descriptive summary for the API Plan configuration. A descriptive summary for the API Plan configuration.  name Plan name Name for the API plan Specifies the name for the API plan.  product-id Product ID ID of the product that the API plan belongs to Specifies the product ID for the API plan. A product makes a set of APIs and plans into one offering to make available to API developers.  product-name Product name Name of the product that the API plan belongs to Specifies the product name for the API plan.  product-version 1.0.0 Product version Version of the product that the API plan belongs to Specifies the product version for the API plan.  product-title Product title Title of the product that the API plan belongs to Specifies the product title for the API plan.  rate-limit Rate limit Rate limit scheme Specifies the rate limit scheme to enforce. A rate limit scheme defines the maximum rate that is allowed in a specified time interval and the actions to take when the limit is exceeded.  burst-limit Burst limit Burst limit scheme Specifies the burst limit scheme to enforce. A burst limit scheme defines the maximum burst rate that is allowed in a specified time interval. The burst limit scheme helps prevent usage spikes that may damage infrastructure. The burst limit takes higher priority than the rate limit, when a message arrives within an interval, the message is first checked against the burst limit scheme and then against the rate limit scheme.  assembly-burst-limit Assembly Burst limit Burst limit scheme to be used by assembly rate limit action. Specifies the burst limit scheme to enforce. A burst limit scheme defines the maximum burst rate that is allowed in a specified time interval. The burst limit scheme helps prevent usage spikes that may damage infrastructure. The burst limit takes higher priority than the rate limit, when a message arrives within an interval, the message is first checked against the burst limit scheme and then against the rate limit scheme.  assembly-rate-limit Assembly rate limit Rate limit scheme to be used by assembly rate limit action. Specifies the rate limit scheme to enforce. A rate limit scheme defines the maximum rate that is allowed in a specified time interval and the actions to take when the limit is exceeded.  assembly-count-limit Assembly count limit Count limit scheme to be used by assembly rate limit action. Specifies the count limit scheme to enforce. A count limit scheme defines the maximum count that is allowed and the actions to take when the limit is exceeded.  space-id Space ID ID of the space that the product belongs to in the catalog Specifies the space ID for the product. When space is enabled for a catalog, the catalog can be partitioned to spaces, where each space is used by a different API provider development team and has its own set of management capabilities that pertain specifically to the APIs in that space. Spaces enable each team to manage their APIs independently.  space-name Space name Name of the space that the product belongs to in the catalog Specifies the space name for the product. When space is enabled for a catalog, the catalog can be partitioned to spaces, where each space is used by a different API provider development team and has its own set of management capabilities that pertain specifically to the APIs in that space. Spaces enable each team to manage their APIs independently.  api API APIs to package into the plan Specifies a list of APIs to package into the plan. You expose an API through a plan by associating the API to the plan.  exclude Exclude operation Operations to exclude from the plan Specifies a list of operations to exclude from the plan. When you exclude an operation from a plan, this operation is not available for access through this plan.  override Operation rate limit Rate limit scheme for specific operations Specifies a list of operations that have their own rate limit schemes.  rate-limit-scope per-application Rate limit scope The scope to apply the rate limit Indicates the scope that you want to apply the rate limit to.  graphql-schema-options GraphQL Schema Options Plan level GraphQL schema options to apply to a single API. List of plan level GraphQL schema options to apply to each specified API.      Summary                   Main API Plan Configure and manage API plans An API is exposed for access through an API plan. An API Plan packages a list of APIs and defines the rate limit schemes to enforce to access the APIs. By default, the rate limit scheme of the plan applies to all operations. However, you can exclude certain operations from the plan or override the plan-level rate limit schemes by specifying operation-specific rate limit schemes.  config/api-schema api-schema configuration IDG   summary Comments Enter a brief descriptive summary for the API Schema configuration. A descriptive summary for the API Schema configuration.  json-schema JSON schema URL JSON schema URL Specifies the schema URL for JSON message validation. For example, 
                             local:///petstore.json#/definitions/Pet
                            . To accept all input, use the string 
                             accept
                            instead of entering a URL. To reject all input, use the string 
                             reject
                            instead of entering a URL.  graphql-schema GraphQL schema URL GraphQL schema URL Specifies the schema URL for GraphQL message validation. For example, 
                             local:///petstore-Pet.graphql
                            . To accept all input, use the string 
                             accept
                            instead of entering a URL. To reject all input, use the string 
                             reject
                            instead of entering a URL.  xml-type XML type XML type Specifies the type of XML validation to perform, either XML or WSDL.  xml-validation-mode   XMLType xml XML validation mode The mode for XML validation Specifies the mode to validate XML messages: validate the entire message or only the SOAP body of the message.  xml-schema-url   XMLType xml XML schema URL XML schema URL Specifies the schema URL for XML message validation. For example, 
                             local:///petstore-Pet.xsd
                            . To accept all input, use the string 
                             accept
                            instead of entering a URL. To reject all input, use the string 
                             reject
                            instead of entering a URL.  wsdl-schema-url   XMLType wsdl WSDL schema URL WSDL schema URL Specifies the schema URL for WSDL message validation. For example, 
                             local:///petstore-Pet.wsdl
                            . To accept all input, use the string 
                             accept
                            instead of entering a URL. To reject all input, use the string 
                             reject
                            instead of entering a URL.  wsdl-port   XMLType wsdl WSDL Port QName Validate messages from a specific wsdl:port The QName of the WSDL port that defines the service traffic to validate. The value should be a QName in the form "{namespace-uri}local-part" or "*" for all ports that are defined in the WSDL file. If specified and not "*", only messages that are defined for the named port are considered valid.  wsdl-operation   XMLType wsdl WSDL Operation Name Validate messages that match the specified wsdl:operation The name of the WSDL operation that defines the service traffic to validate. The value should be the unqualified name of the operation or "*" for all operations that are defined in the WSDL file. If specified and not "*", only messages that are defined for operations that match the specified name are considered valid.  wsdl-message-direction-or-name   XMLType wsdl WSDL Message Direction or Name Validate messages from wsdl:input, wsdl:output, or wsdl:faults that match the given name or direction The name or direction of the WSDL input (wsdl:input), output (wsdl:output), or fault (wsdl:fault) that defines the service traffic to be validated. The value should be the name of one or more WSDL input, output, or fault components, or "#input" or "#output" for the request and response directions respectively, or "*" for all inputs, outputs, and faults that are defined in the WSDL file. If specified and not "*", only messages that are defined for inputs, outputs, and faults that match the specified name or direction are considered valid. Faults are considered valid for the response direction.  wsdl-attachment-part   XMLType wsdl WSDL Attachment Part Name Validate messages defined by mime:content in the WSDL that match the specified message part name The name of the WSDL message part that defines the content of a MIME attachment (mime:content/@part). The value should be the unqualified name of the message part. The name is the same as the part attribute on the corresponding mime:content component in the WSDL file. When this property is not defined or has the special value "*", the root MIME part is validated. The root MIME part is bound to a soap:body.              Main API Schema Configure and manage the API schemas An API schema configuration defines schemas to validate JSON, XML, WSDL, or SOAP messages for an API path or an API operation.   configuration IDG   config/api-sec-apikey api-sec-apikey configuration IDG   summary Comments Enter a brief descriptive summary for the API Security API Key configuration. A descriptive summary for the API Security API Key configuration.  where Where Location of client credentials  Specifies the location that the client credentials are expected to be found. An API call fails if the credentials are not included in the specified location. Note: Regardless of where the client credentials are sent, you must specify the same location for the client ID and client secret.  type Type Type of client credentials  Specifies the type of the client credential.  key-name ^[a-zA-Z0-9][a-zA-Z0-9-_]*$ Key name The name of the API key  Specifies the name of the request header, basic authentication header, query parameter, or form data, according to the credential type that you select.     Summary       Main API Security API Key Configure and manage the API key security definitions for an API  An API key security definition defines the credentials that an API client must provide to the API Gateway to identify itself when calling the API operations. You can require that the client must provide only the client ID, or both client ID and client secret, to call an API operation. When you require the client to provide both client ID and client secret, you must create two separate API Security API Key configurations, one of type ID and the other of type Secret.  config/api-sec-basic-auth api-sec-basic-auth configuration IDG   summary Comments Enter a brief descriptive summary for the API Security Basic Authentication configuration. A descriptive summary for the API security Basic Authentication configuration.  user-registry User registry The user registry to authenticate the incoming API request. Specifies the API user registry configuration to authenticate incoming API requests. The supported registries are API authentication URL and API LDAP.    Summary     Main API Security Basic Authentication Configure and manage the basic authentication security definitions in an API  A basic authentication security definition selects a user registry to authenticate accesses to the API operations. When you use basic authentication, API users must provide a valid user name and password in the requests to access operations that require basic authentication.  Note: You cannot apply more than one basic authentication security definition to an API.  config/api-sec-oauth-req api-sec-oauth-req configuration IDG   summary Comments A brief descriptive summary for the configuration. Enter a descriptive summary for the configuration.  oauth-definition OAuth security definition The OAuth security definition to use Specifies an OAuth security definition that defines the applicable OAuth provider settings.  allowed-scopes Allowed scopes The scopes that the access token is valid to access  Specifies the scopes that the access token is valid to access. To specify multiple scopes, use a space between each scope. The order of scopes does not matter. The allowed scopes must be a subset of the allowed scopes set for the OAuth provider settings. Scopes ensure that the granted access token is valid to access only specific protected resources.    Summary      Main API Security OAuth Requirement Configure and manage the OAuth security requirement in an API  An OAuth security requirement defines the allowed scopes for controlling access to APIs or operations through the token-based OAuth protocol. By using an OAuth token, a user can grant websites or applications to access their data that are stored with another service provider, without sharing their personal credentials.  Note: You cannot apply more than one OAuth security requirement to an API or operation. API Security Definition  The API Security Definition configuration specifies the security schemes that are available to be used to secure access to the API.  config/api-sec-oauth api-sec-oauth configuration IDG   summary Comments A brief descriptive summary for the configuration. Enter a descriptive summary for the configuration.  oauth-provider OAuth provider The OAuth provider to use Specifies an OAuth provider settings configuration that defines the type of the provider and the authorization details about the provider.  oauth-flow OAuth flow Which OAuth flow to enforce Specifies the OAuth flow to enforce to protect the target. The value should be among the supported grant types that are defined by the referenced OAuth provider.  oauth-scope OAuth scopes The scopes that the access token is valid to access  Specifies the scopes that the access token is valid to access. To specify multiple scopes, use a space between each scope. The order of scopes does not matter.  The allowed scopes for this configuration must be a subset of the allowed scopes set for the API OAuth security definition. The allowed scopes for the API OAuth security definition must be a subset of the allowed scopes set for the OAuth provider settings. Scopes ensure that the granted access token is valid to access only specific protected resources.  oauth-advanced-scope-url OAuth advanced scope URL The URL that overrides the advanced scope URL in the OAuth provider settings When specified the URL that overrides the advanced scope URL in the OAuth provider settings. The value must be a properly formatted URL.  oauth-advanced-scope-tls-profile OAuth TLS profile TLS client profile to secure the HTTPS connection to the OAuth advanced scope URL When the OAuth advanced scope URL uses the HTTPS protocol, specifies the TLS client profile to secure the connection.     Summary         Main API Security OAuth Configure and manage the API OAuth security definition An API OAuth security definition defines the applicable settings for an OAuth provider.  config/api-sec-req api-sec-req configuration IDG   summary Comments Enter a brief descriptive summary for the API Security Requirement configuration. A descriptive summary for the API Security Requirement configuration.  security Security definition Security scheme to use for the operation Specifies the security scheme to enforce.    Summary API Security Requirement Configure and manage the API security requirement An API Security Requirement configuration defines the required security schemes that an API request must pass to execute this operation. Specify the security requirement by selecting from the security schemes that are declared in the Security Definitions configuration. When multiple security schemes are selected, the API request must pass all security checks (that is, there is a logical AND between the schemes).  config/api-security-token-manager api-security-token-manager configuration IDG   summary Comments Enter a descriptive summary for the Security Token Manager. A descriptive summary for the Security Token Manager.  gateway-peering Internal token store Gateway peering instance to use as the store for internal token management Specifies the gateway peering instance to store and manage internal OAuth token data in this domain. Native OAuth tokens that are managed by an external token management service are not stored in this gateway peering instance. This gateway peering instance must be configured to persist data across a restart.  gateway-peering-external External token store Gateway peering instance to use as the store for responses from external token management services Specifies the gateway peering instance to store and manage responses from external OAuth token management services in this domain. This gateway peering instance does not require that data persist across a restart. API Security Token Manager Configure and manage security tokens.  The security token manager provides storage configurations for security objects such as OAuth Providers and User Security.   configuration IDG   config/api-auth-url-reg api-auth-url-reg configuration IDG   summary Comments Enter a brief descriptive summary for the API authentication URL registry. A descriptive summary for the API authentication URL registry.  auth-url Authentication URL Enter the URL of the authentication endpoint to authenticate credentials. The URL of the authentication endpoint to authenticate credentials. The user credentials in the authorization header are validated by the endpoint that is specified in the URL. When the user is authenticated, DataPower expects the authentication endpoint to return an HTTP 200 OK response status code. All other HTTP response status codes result in an authentication failure and access is denied.  tls-client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and the authentication URL. Set the TLS client profile to secure connections between the DataPower Gateway and the authentication URL.    Summary      Main API Authentication URL Registry Configure and manage the API authentication URL registry   config/api-ldap-reg api-ldap-reg configuration IDG   summary Comments Enter a brief descriptive summary for the API LDAP registry. A descriptive summary for the API LDAP registry.  ldap-host Host Host name or IP address of the the LDAP server Specifies the host name or IP address of the LDAP server.  ldap-port 636 Port The listening port on the LDAP server Specifies the listening port on the LDAP server. The default value is 636.  ssl-client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and the LDAP server. Set the TLS client profile to secure connections between the DataPower Gateway and the LDAP server.  ldap-version v3 LDAP version Version of the LDAP protocol for bind Select the LDAP protocol version to use for the bind operation. The default value is v3.  ldap-auth-method searchDN LDAP authentication method Method to create the user for authentication.  Indicates how to create the user for authentication.  Select  Compose DN when the DN can be composed from the user name. For example, 
                                             uid=john,ou=People,dc=company,dc=com
                                            is a DN format that can be composed from the user name. Select  Compose UPN when the UPN can be composed from the user name. For example, as 
                                             john@example.com
                                            is a UPN format that can be composed from the user name. Select  Search DN when the DN cannot be composed from the user name and an LDAP search is required to retrieve information that matches the user name. By default, queries the LDAP server to retrieve user information. Before deciding on the method, contact your LDAP administrator.  ldap-bind-dn LDAP bind DN Distinguished name to bind to the LDAP server Specifies the DN to bind to the LDAP server for the LDAP search.  ldap-bind-password-alias LDAP bind password alias Password alias of the LDAP administrator password Specifies the password alias of the LDAP administrator password to bind to the LDAP server for the LDAP search.  ldap-search-param LDAP search parameters The parameters for the LDAP search Specifies the LDAP search parameters to perform an LDAP search to retrieve the user DN.  ldap-readtimeout 0 86400 60 LDAP read timeout Time to wait for a response from LDAP server before closing the connection seconds Specifies the time to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out.  ldap-group-auth-enabled off Enable LDAP group authentication Whether to enable LDAP group authentication Indicates whether to enable LDAP group authentication to use to check group membership for a user. The default value is off.  ldap-group-auth-type   LDAPGroupAuthEnabled on   LDAPGroupAuthEnabled on LDAP group authentication type The LDAP group authentication type Indicates the type of group authentication configuration to use. The default value is static.  ldap-group-scope subtree   LDAPGroupAuthEnabled off LDAP group scope The LDAP group scope The depth of the LDAP group search. The default value is subtree.  ldap-group-base-dn    LDAPGroupAuthEnabled on  LDAPGroupAuthType static    LDAPGroupAuthEnabled off   LDAPGroupAuthEnabled on  LDAPGroupAuthType dynamic LDAP static group base DN LDAP Group base distinguished name Specifies the base distinguished (DN) name to begin the group authentication search. This value identifies the entry level of the tree used by the LDAP group scope.  ldap-group-filter-prefix    LDAPGroupAuthEnabled on  LDAPGroupAuthType static    LDAPGroupAuthEnabled off   LDAPGroupAuthEnabled on  LDAPGroupAuthType dynamic LDAP static group filter prefix The LDAP group search filter prefix  Specifies the prefix of the LDAP group filter expression. An LDAP group filter expression is composed by 
                                         prefix + user DN + suffix
                                        . When the prefix is 
                                         (&(objectclass=group)(member=
                                        and the user DN is 
                                         CN=bob,DN=ibm,DN=com
                                        , the LDAP search filter is 
                                         (&(objectclass=group)(member=CN=bob,DN=ibm,DN=com))
                                        .  ldap-group-filter-suffix    LDAPGroupAuthEnabled on  LDAPGroupAuthType static    LDAPGroupAuthEnabled off   LDAPGroupAuthEnabled on  LDAPGroupAuthType dynamic LDAP static group filter suffix The LDAP group search filter suffix  Specifies the suffix of the LDAP group filter expression. When the prefix is 
                                         &(objectclass=group)(member=
                                        , the user DN is 
                                         CN=bob,DN=ibm,DN=com
                                        , and the suffix is 
                                         )(CN=ibm-group))
                                        , the LDAP search filter is 
                                         (&(objectclass=group)(member=CN=bob,DN=ibm,DN=com)(CN=ibm-group))
                                        .  ldap-group-dynamic-filter    LDAPGroupAuthEnabled on  LDAPGroupAuthType dynamic    LDAPGroupAuthEnabled off   LDAPGroupAuthEnabled on  LDAPGroupAuthType static LDAP dynamic filter The LDAP group dynamic filter  Specifies the filter expression of the LDAP dynamic group configuration. Only for dynamic. When the filter is 
                                         (memberOf=CN=ibm-group,DC=ibm,DC=com)
                                        , the value is used verbatim for LDAP group dynamic search.      Summary         General configuration       User authentication Configure LDAP user authentication with the preferred method. 
                                      Search DN: Perform LDAP search and bind operations to authenticate user. Compose DN: Perform LDAP bind operation based on the provided user DN. Compose UPN: Perform LDAP search based on the provided user DN.         Group authentication Used for checking group membership for a user authenticated in the LDAP registry. 
                                      Static: Configure with group base DN, group prefix, and group suffix to performed an LDAP search for group membership. Dynamic: Provide the group filter expression to use with the result of user LDAP authentication to perform the group membership LDAP search. Main API LDAP Registry Configure and manage the API LDAP registries  API User Registry  The API user registry specifies the authentication mechanism to validate credentials.  webapp/security-policy application-security-policy mpgw IDG   summary Comments Brief summary for user annotation.  request-match Request Maps A list of Web Request Profile objects and their matching criteria. If the client request meets the matching criteria, its Web Request Profile runs.  response-match Response Maps A list of Web Response Profile objects and their matching criteria. If the server response meets the matching criteria, its Web Response Profile runs.  error-match Error Maps A list of Error Policy objects (Processing Rules) and their matching criteria. If an error meets the matching criteria, its Error Policy runs. Application Security Policy An Application Security Policy establishes the rules to use to enforce security for a Web Application Firewall service. This policy employs request maps, response maps, and error maps that provide a detailed security configuration. Each of these maps, in turn, matches to a Web Request Profile, Web Request Profile, or Error Policy, as the case might be.  assembly/assembly assembly assembly IDG   summary Comments Enter a brief descriptive summary for the assembly configuration. A descriptive summary for the assembly configuration.  rule Rule The API rule to apply to the API call Specifies the API rule that comprises only assembly actions to apply to the API call.  catch Catch How to handle a specific error in the assembly Specifies how to handle a specific error when it occurs during the assembly execution.  default-catch Default catch How to handle errors that are not caught by the catch setting Specifies how to handle errors that are not caught by the catch setting during the assembly execution.    Summary       Main Assembly Configure and manage the assembly An assembly specifies the API rule to apply to the API call and how to handle errors during the assembly execution. The API rule for the assembly comprises only assembly actions that are executed in order to control a specific aspect of processing such as data transformation during API call at run time. When an API is identified for the incoming request, its assembly is executed.  assembly/assembly-function assembly-function assembly IDG   summary Comments A descriptive summary of the assembly function that is not advertised to API developers. Specifies a descriptive summary of the assembly function that is used on the API Gateway.  title Title The title of the assembly function. Specifies the assembly function title that is advertised to API developers. When the title is not provided, DataPower Gateway provides a title to advertise to API Connect.  description Description A description of the assembly function that is advertised to API developers. Specifies a description of the assembly function that is advertised to API developers. When the description is not provided, DataPower Gateway provides a description to advertise to API Connect.  scope Scope The scope of the assembly function. Specifies the level of availability of the assembly function as a user-defined policy in API Connect.  parameter Parameters The parameters passed to the assembly function. Specifies the parameters passed to the assembly function.  assembly Assembly The assembly that implements this assembly function Specifies the assembly to apply to calls to the assembly function. An assembly comprises a rule that defines the actions to run against the call and how to handle errors during assembly execution.         Main Assembly Function An assembly function definition.  An assembly function augments the actions performed by the API Gateway. You can implement an assembly function in one of the following ways.  Define an assembly function to add custom logic to an assembly. After you define the assembly function, you can add it to an assembly function call action. When you configure the API Connect Gateway Service as not V5 compatible, use assembly functions to specify user-defined policies that API Connect advertises and makes available in the API Connect assembly editor. User-defined policies provide custom processing control of APIs in the Gateway server. For an assembly function that is intended to be used as a user-defined policy in the API Connect Gateway Service configuration, it is recommended to configure the assembly function using a mechanism other than a configuration file processed by a configuration sequence. Objects created using configuration files are not persisted to the domain startup configuration.  logging/audit-log audit-log-settings system   size 250 500000 1000 Log Size Maximum log size kilobytes Specify the maximum size of audit log rotations. Enter a value in the range 250 through 500000. The default value is 1000.  rotate 1 100 3 Number of Rotations Maximum number of rotations Specify the maximum number of rotations to permit. Enter a value in the range 1 through 100. The default value is 3.  audit-level standard Audit Level Desired level of audit Specify the level of audit. Full includes all incoming connection information. Audit Log Settings  The audit log settings control the configuration of the audit log of the system. The audit log configuration can be specified to keep a number of rotations of a specific size. This object also controls the level of audit. When set to full level of audit, connection information will be logged. More information is logged when in Common Criteria Compliance mode.  b2b/b2b-cpa b2b-cpa b2b B2B   summary Comments Brief summary for user annotation.  cpa-id CPA ID CPA ID   For outbound transactions, indicates the CPA ID in the outbound ebXML message that you send to the external partner. For inbound transactions, indicates the CPA ID that you use to identify the inbound ebXML message.
                            It is recommended that the CPA ID be a URI.   B2B CPA B2B CPA  b2b/b2b-cpa-collaboration b2b-cpa-collaboration b2b B2B   summary Comments Brief summary for user annotation.  internal-role   Service urn:oasis:names:tc:ebxml-msg:service   Service urn:oasis:names:tc:ebxml-msg:service Internal Role Role of internal party Specifies the authorized role, such as "buyer", of the internal party in particular Business Collaboration. When sending an outbound message, the Internal Role is used as the Role element of the From Party; when receiving an inbound message, the Internal Role is used to authorize the Role element of the To Party. Required for a Business Collaboration. Imported from CPA the Role/@name value under the selected internal party. Correspondence between CPA and ebMS message header: Role/@name value of the To party when receiving an incoming ebMS message or of the From party when sending an outbound ebMS message.  external-role   Service urn:oasis:names:tc:ebxml-msg:service   Service urn:oasis:names:tc:ebxml-msg:service External Role Role of external party Specifies the authorized role, such as "seller", of the external party in particular Business Collaboration. When sending an outbound message, the External Role is used as the Role element of the To Party; when receiving an inbound message, the External Role is used to authorize the Role element of the From Party. Required for a Business Collaboration. Imported from CPA the Role/@name value under the external party. Correspondence between CPA and ebMS message header: Role/@name value of the From party in the received incoming ebMS message or of the From party in the outbound ebMS message to be sent.  process-spec Process Specification    service Service Value of service The required Service identifies the service that acts on the message. For outbound message, the value of the Service is used as the value of the Service element in the ebXML Message Header. For inbound transaction, the Service along with CPAId, Internal Partner, and External Partner are used to identify the CPA Entry; the Service value of Collaboration and the Action value of Action binding then provide routing of received message to correct endpoint. Imported from CPA the Service element under ServiceBinding element. Correspondence between CPA and ebMS message header: Service element.  service-type   Service urn:oasis:names:tc:ebxml-msg:service Service Type Type attribute of service If the type is specified, the value will be present in the type attribute of the Service element within the message being sent. If the type is empty, the value of the Service element should be a URI. Imported from CPA the type attribute within the Service element.  sender-msh-setting   Service urn:oasis:names:tc:ebxml-msg:service   Default MSH Signal Sender Default setting for sending ebMS MSH level signals Specifies the default sender action binding within the MSH Signal Service Collaboration in which the Service attribute is valued "urn:oasis:names:tc:ebxml-msg:service". This identifies the deafult setting for sending standalone MSH level signals (i.e., Acknowledgment, Error, StatusRequest, StatusResponse, Ping, Pong). The default can be overridden by Action entry. Created by referencing to the defaultMshChannelId of both parties when CPA import.  receiver-msh-setting   Service urn:oasis:names:tc:ebxml-msg:service   Default MSH Signal Receiver Default setting for receiving ebMS MSH level signals Specifies the default receiver action binding within the MSH Signal Service Collaboration in which the Service attribute is valued "urn:oasis:names:tc:ebxml-msg:service". This identifies the deafult setting for receiving standalone MSH level signals (i.e., Acknowledgment, Error, StatusRequest, StatusResponse, Ping, Pong). The default can be optionally overridden by the receiver action entry which is named as the MSH level signal identifier. Created by referencing to the defaultMshChannelId of both parties when CPA import.  action   Service urn:oasis:names:tc:ebxml-msg:service Actions Actions Defines the actions to bind. For a business Collaboration, each Action entry identifies an business message that a Party is capable of sending or receiving. For a Collaboration of MSH level signal, override the sending or receiving behaviors of default sender setting or default receiver setting using the value of "Acknowledgment", "MessageError", "StatusRequest", "StatusResponse", "Ping", or "Pong". Created when importing a CPA and are configurable.         CPA Actions B2B CPA Collaboration B2B CPA Collaboration  b2b/cpa-receiver-setting cpa-receiver-setting b2b B2B   summary Comments Brief summary for user annotation.  local-uri Local URI URI to receive the message  Specifies the URI where messages can be received. Implied by CPA the Endpoint element of the internal (receiving) party's TransportReceiver element. If the value is specified, then the incoming URI received by the Frontside Handler should match the pattern specified otherwise the transaction will fail and the gateway will attempt to report the error to the sender.  syncreply-mode none Sync Reply Mode Sync reply mode the receiver expects  Specifies the type of sync reply mode the receiver expects. The value of "none", which is the default value, indicates that all MSH level and Business level messages will be returned as separate asynchronous messages. The value other than "none" indicates the synchronous connection will be used to exchange all messages necessary for conducting the business transaction. Imported from CPA the internal party's DeliveryChannel's syncReplyMode attribute within the MessagingCharacteristics element. If the value configured is not identical to the implied mode requested by the received ebMS message, for example, the value is "none" but a SyncReply element is present in the received ebMS message header, the gateway will attempt to report the error to the sender.  ack-requested perMessage Acknowledgment Requested Whether the receiver expects request for Acknowledgment  Used by the receiver to control whether to expect the incoming message to request an Acknowledgment. If the value is set to "always" (or "never"), then the AckRequested element should (not) be present within the MessageHeader element in the ebMS SOAP Header otherwise it will fail and the gateway will attempt to report the error to the sender. If the value is set to "perMessage", then it means whether the AckRequested element is present or absent can be varied on a "per message" basis and the receiving gateway will return an Acknowledgment signal if requested. Imported from CPA the internal party's DeliveryChannel's ackRequested attribute within the MessagingCharacteristics element.  ack-signature-requested perMessage Signed Acknowledgment Requested   Used by the receiver to control whether to expect the incoming message to request a signed Acknowledgment. If the value is set to "always" (or "never"), then the signed attribute within the AckRequested element should be set to "true" (or "false") otherwise it will fail and the gateway will attempt to report the error to the sender. If the value is set to "perMessage", then it means the receiving gateway will sign the Acknowledgment if requested. Imported from CPA the internal party's DeliveryChannel's ackRequested attribute within the MessagingCharacteristics element.  allow-dup-msg never Allow Duplicate Inbound Message When to allow and reprocess duplicate inbound messages Controls when to allow and reprocess duplicate AS or ebMS inbound messages. Note that this option does not apply to MDN or ACK.  persist-duration 0 6000000 0 Persist Duration Duration of message to be persisted Seconds  Indicates to the receiving gateway the minimum length of time the message should be kept in persistent storage. When receiving inbound message, the Persist Duration is used to compute the expiry time using the formula: Time to Persist = Persist Duration + Current Time. When a message is not expired, it is not eligible to be archived; once a message's expiry time has elapsed, the message will be archivable when performing archive operation. Default to 0 to expire the received document at the time we receive the document. Imported from CPA, the PersistDuration element within ReliableMessaging element under DocExchange/ebXMLReceiverBinding element.  encrypt-required off Require Encryption Whether the incoming message should be encrypted  Controls whether the body of received ebMS messages should be encrypted. The default is off. Note that this option is not applied for the MSH level signals which is not to be encrypted. Implied by CPA the isConfidential attribute within this party action binding's BusinessTransactionCharacteristics element.  decrypt-idcred   EncryptionRequired on Inbound Decryption Identification Credentials Identification credentials used to decrypt inbound messages  Sets the identification credentials to decrypt inbound messages. Created when importing a CPA. Please set the correct identification credentials after import.  sign-required off Require Signature Whether the incoming message should be signed  Controls whether the received ebMS messages should be signed. The default is off. Implied by CPA the isNonRepudiationRequired attribute within this party action binding's BusinessTransactionCharacteristics element.  verify-valcred   SignatureRequired on Inbound Signature Validation Credentials Validation credentials used to verify inbound message  Sets the validation credentials to verify inbound messages' signature. Imported from CPA. If the isNonRepudiationReceiptRequired is set true, the SenderNonRepudiation element under DocExchange/ebXMLSenderBinding and the ReceiverNonRepudiation element under DocExchange/ebXMLReceiverBinding describe the parameters related to the implementation of non-repudiation of origin - which includes the signing certificate, signature algorithm, the hashing algorithm, etc.  default-signer-cert   SignatureRequired on Default Inbound Signature Validation Certificate Default validation certificate used to verify the signature of inbound message Set the default validation certificate to verify the signature of an inbound ebMS message or an acknowledgment. The default signature validation certificate is used if either keyInfo element is missing or signature method is not supported.     Transport Settings      Message Characteristics    Reliable Messaging       Security DocExchange Settings CPA Receiver Setting CPA Receiver Setting  b2b/cpa-sender-setting cpa-sender-setting b2b B2B   summary Comments Brief summary for user annotation.  enabled-doc-type EnableXML+EnableX12+EnableEDIFACT+EnableBinary Enabled Document Type Enabled Document Type Indicates which document types to support.  dest-url  "NONE"  ebms2 ebms2s Destination URL Destination URL  Specify the destination URL for sending the message to the external party's endpoint. The URL is parsed to determine the protocol to use. If the URL starts with 
                                 http://
                                , the service uses the HTTP protocol. If the URL starts with 
                                 https://
                                , the service uses the HTTPS protocol. Imported from CPA the Endpoint element for the external party's TransportReceiver element. To use a load balancer, specify the name of an existing Load Balancer Group instead of the address-port pair in the URL.  ssl    DestEndpointURL ebms2s  SSLClientConfigType proxy   TLS Proxy Profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile.  Sets the TLS proxy profile to establish an TLS-enabled, secured connection. Imported from CPA, the TransportServerSecurity element provides details about establishing the secure connection between the sender and receiver.  username 128 ^[_a-zA-Z0-9-.]+$ User name User name  Overrides the user name in the basic authentication policy for the user agent that the B2B gateway uses. The setting for HTTP Basic Authorization is not imported from CPA.  password 128   Password  Password (deprecated) Password  Overrides the password for the user in the basic authentication policy for the user agent that the B2B gateway uses. The setting for HTTP Basic Authorization is not imported from CPA.  password-alias 128 Password Alias Password Alias  Overrides the password for the user in the basic authentication policy for the user agent that the B2B gateway uses. The setting for HTTP Basic Authorization is not imported from CPA.  timeout 3 7200 300 Connection Timeout Override timeout Seconds  Specifies the maximum number of seconds to maintain an idle connection. Use any value of 3 - 7200. The default is 300. This setting is not imported from CPA.  syncreply-mode none Sync Reply Mode Type of synchronous response  Specifies the type of synchronous response requested by the message which is being sent. The value of "none", which is the default value, indicates that all MSH level and Business level messages will be returned as separate asynchronous messages. For the value of "mshSignalsOnly", the ebMS's SyncReply element will be included in the SOAP Header of the outbound message. Imported from CPA the internal party's DeliveryChannel's syncReplyMode attribute within the MessagingCharacteristics element.  duplicate-elimination always Duplicate Elimination Whether to request duplicate elimination  When sending an outbound ebMS message, this option controls whether the internal sending party requests the external receiving party to check duplicate elimination. If set to "always", the default value, the request for duplicate elimination will be made by presenting the DuplicateElimination element within the MessageHeader element in the ebMS SOAP Header. Imported from CPA the internal party's DeliveryChannel's duplicateElimination attribute within the MessagingCharacteristics element.  ack-requested never Request Acknowledgment Whether to request an Acknowledgment  Used by the sending party to control whether to request the receiving MSH to return the Acknowledgment signal. If set to "always", then the AckRequested element within the MessageHeader element in the SOAP Header is to be present. Imported from CPA the internal party's DeliveryChannel's ackRequested attribute within the MessagingCharacteristics element. As a sender the possible value is "always" (enabled) or "never" (disabled).  ack-signature-requested never Request Signed Acknowledgment Whether to request signed Acknowledgment  Used by the sending party to control whether the receiving MSH should return a signed Acknowledgment signal - containing a Signature element. If set to "always", then the message being sent outbound will have the signed attribute of the AckRequested element set to "true". Imported from CPA the internal party's DeliveryChannel's ackSignatureRequested attribute within the MessagingCharacteristics element. As a sender the possible value is "always" (enabled) or "never" (disabled).  retry off Attempt Message Retry Whether to retransmit an unacknowledged message  Controls whether to enable the logic for the retransmission of unacknowledged outbound messages. The default is off. Imported from CPA, described by the ebXMLSenderBinding element's ReliableMessaging element.  max-retries 1 30 3   Retry on   Retry off Maximum Retries Maximum number of retries  Specifies the permitted number of retransmission of a message. Use an integer between 1 through 30. The default is 3, which means an outbound message can potentially be sent four times (the initiative one and successive 3 retries). Imported from CPA, described by the ebXMLSenderBinding element's ReliableMessaging element.  retry-interval 1 86400 1800   Retry on   Retry off Retry Interval Time interval of each retry attempt Seconds  Specifies the interval in seconds between retry attempts. Use any value of 1 - 86400. This default is 1800. Imported from CPA, described by the ebXMLSenderBinding element's ReliableMessaging element.  persist-duration 0 6000000 0 Persist Duration Duration of message to be persisted Seconds  Indicates to the sending gateway the minimum length of time the message should be kept in persistent storage and is used to compute the TimeToLive value to be packaged in the outbound message. When sending outbound message, the TimeToLive is computed using the formula: with Retry, Current Time + ((Maximum Retries + 2) * Retry Interval); without Retry, Persist Duration + Current Time. When a message is not expired, it is not eligible to be archived; once a message's TimeToLive has elapsed, the message will be archivable when performing archive operation. Default to 0 to expire the sent document at the time it is being sent. Imported from CPA, the PersistDuration element within ReliableMessaging element under DocExchange/ebXMLSenderBinding element.  include-time-to-live on   Retry on Include TimeToLive element Lifetime of the message Controls whether the sending partner includes the <TimeToLive> element in the outbound ebMS message header. The <TimeToLive> element indicates when the message expires. 
                              If the receiving partner receives the message before it expires, the receiving partner accepts the message. If the receiving partner receives the message after it expires, the receiving partner rejects the message.  encrypt-required off Require Encryption Whether to encrypt messages  Controls whether to encrypt the body of outgoing ebMS messages. The default is off. This encryption is not applied for the MSH level signals. Implied by the CPA element SenderDigitalEnvelope under DocExchange element's ebXMLSenderBinding.  encrypt-cert   EncryptionRequired on Outbound Encryption Certificate Certificate used to encrypt outbound messages  Sets the certificate that encrypts outbound messages. Use the name of a certificate. Imported from CPA, the EncryptionCertificateRef which is within the DocExchange/ebXMLReceiverBinding/ReceiverDigitalEnvelope of the other party to point to what the other (external receiving) Party's encryption certificate to be applied.  encrypt-algorithm http://www.w3.org/2001/04/xmlenc#tripledes-cbc   EncryptionRequired on Encryption Algorithm   Sets the encryption algorithm that encrypts outbound ebMS messages. Imported from CPA the EncryptionAlgorithm element under DocExchange/ebXMLSenderBinding identifies the encryption algorithm to be used.  sign-required off Require Signature Whether to sign message being sent  Controls whether to digitally sign the messages being sent from this internal partner. The default is off. Implied by CPA the isNonRepudiationRequired attribute within this party action binding's BusinessTransactionCharacteristics element.  sign-idcred   SignatureRequired on Outbound Signature Identification Credentials Credentials used to sign outbound messages and the MSH signal response.  Sets the identification credentials used by this internal party to digitally sign an outbound message being sent and the MSH level signals being responded from this internal partner when requiring a signature. Created when importing a CPA. Set the correct identification credentials after import.  sign-algorithm rsa-sha1   SignatureRequired on Signature Algorithm Signature algorithm  Sets the algorithm used to sign messages from this internal partner. The default is dsa-sha1 recommended by the ebMS specification. Imported from CPA. The SenderNonRepudiation element under DocExchange/ebXMLSenderBinding and the ReceiverNonRepudiation element under DocExchange/ebXMLReceiverBinding describe the parameters related to the implementation of non-repudiation of origin - which includes the signing certificate, signature algorithm, the hashing algorithm, etc.  sign-digest-algorithm sha1   SignatureRequired on Signing Digest Algorithm Digest algorithm used in the XML Signature when hashing the payloads during signing  Sets the algorithm used to hashing the payloads during signing. The default is sha1. Refer to http://www.w3.org/TR/xmldsig-core/. Imported from CPA. If the isNonRepudiationReceiptRequired is set true, the SenderNonRepudiation element under DocExchange/ebXMLSenderBinding and the ReceiverNonRepudiation element under DocExchange/ebXMLReceiverBinding describe the parameters related to the implementation of non-repudiation of origin - which includes the signing certificate, signature algorithm, the hashing algorithm, etc.  sign-c14n-algorithm exc-c14n   SignatureRequired on Signature Canonicalization Method Signature canonicalization algorithm used before signing process  Sets the algorithm used to canonicalize the SOAP Envelope XML and exclude comments before signing messages. The default is Canonical XML 1.0with Comments, which is recommended by the ebMS specification. Not imported from CPA but is required when Require Signature is set to true.  ssl-client-type proxy   DestEndpointURL ebms2s TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    SSLClientConfigType client  DestEndpointURL ebms2s   TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.            Transport Settings      Message Characteristics        Reliable Messaging          Security DocExchange Settings CPA Sender Setting CPA Sender Setting  b2b/b2b-gateway b2bgw b2b B2B   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  doc-location (default)  local Document Storage Location Storage location for documents  The URL to save copies of inbound documents, outbound documents, and intermediate documents that might be needed for retransmission. The location can be an NFS mount or an iSCSI server (deprecated), which stores documents off of the appliance. However, iSCSI locations cannot be set from the WebGUI.  To use an NFS mount, select the NFS mount point. The list shows these mount points in the 
                                     nfs- 
                                     name
                                    :
                                    format, where 
                                     name
                                    is the name of the NFS static mount. To use an iSCSI mount (deprecated), configure and initialize an iSCSI volume. Because the iSCSI volume is mounted in the local: directory, use the 
                                     local:/// 
                                     directory
                                    format, where 
                                     directory
                                    is the value defined by the directory property while in the iSCSI Volume configuration. If unspecified, these documents are stored in the encrypted area on the RAID volume. If using this location, set the maximum disk use to 30 gigabytes.  as-fsph Front Side Protocol Handlers Front Side Protocol Handlers The front side protocol handlers to assign to the B2B gateway. Handlers determine the network communication protocol, address communication protocol, address, port, and other protocol-specific settings.  as1-mdn-email Default AS1 MDN Return E-mail Default e-mail address for AS1 asynchronous MDN For asynchronous MDN scenarios, the default e-mail address to send an AS1 asynchronous MDN. When sending outbound AS1 e-mail messages that request an MDN, this e-mail address can be used as the default e-mail address to send the response MDN. An e-mail address in the destination overrides this value.  as1-mdn-smtp-server-connection AS1 MDN SMTP Server Connection SMTP server connection to send asynchronous MDN responses When an incoming AS1 message requests an MDN be sent as an e-mail request, the SMTP server connection describes how to send the MDN response to the specified e-mail address.  as2-mdn-url  "NONE"  http https Default AS2 MDN Return URL Default URL for AS2 asynchronous MDN  For asynchronous MDN scenarios, an explicit MDN URL can be provided for AS2 protocol. It can point to gateway itself or a firewall or proxy service that will eventually route the message back to gateway. If the firewall or proxy between the external partner and the appliance does not forward the MDN to the appliance, the B2B gateway will keep retransmitting the message to the external partner. This property can be overridden in the destination configuration for the external partner.  as3-mdn-url  "NONE"  ftp Default AS3 MDN Return URL Default URL for AS3 asynchronous MDN  For AS3 asynchronous MDN scenarios, an explicit MDN URL can be provided for AS3 protocol. It can point to gateway itself or a firewall or proxy service that will eventually route the message back to gateway. If the firewall or proxy between the external partner and the appliance does not forward the MDN to the appliance, the B2B gateway will keep retransmitting the message to the external partner. This property can be overridden in the destination configuration for the external partner.  b2b-profile   B2BGroups  Active Partner Profiles Active partner profiles Assigns B2B Partner Profile objects to the gateway.    b2b-group Active Profile Groups Active profile groups Assigns B2B Partner Profile Groups objects to the gateway.  document-routing-preprocessor-type stylesheet Processor type File type of document routing preprocessor Specifies the file type of the document routing preprocessor to run against messages that are not received through AS or ebMS protocols. The default value is stylesheet.  document-routing-preprocessor store:///b2b-routing.xsl  store local File location Location of the document routing preprocessor file Specifies the location of a stylesheet or a GatewayScript file, based on the processor type, to run against transactions that cannot be handled by B2B-specific handlers. 
                              A stylesheet examines information from transport headers and other non-content sources to select relevant trading partners. The default stylesheet is 
                                 store:///b2b-routing.xsl
                                . A GatewayScript examines information from transport headers and payloads to select relevant trading partners. A Gatewayscript can parse messages of different data types, such as JSON, XML, and non-XML. A sample GatewayScript file is 
                                 store:///gateayscript/example-b2b-routing.js
                                .  document-routing-preprocessor-debug off Enable GatewayScript debugging Whether to enable GatewayScript debugger for document routing preprocessor Specifies whether to enable the GatewayScript debugger to detect and diagnose errors in your document routing preprocessor file. To debug a file, make sure that the file contains one or more debugger; statements at the points in your script where you want to start debugging.  arch-mode Archive Mode Archive mode Indicates whether to perform archive operations before removing messages.  arch-dir   ArchiveMode archpurge   ArchiveMode archpurge Archive Directory URL Location of the message archive Specifies the URL of the directory that contains archive files. Use the fully qualified name of the directory. The supported off-device protocol schemes are: HTTP (http://) and HTTPS (https://), NFS (dpnfs://), FTP and FTPS (ftp://), and SFTP (sftp://). To store locally in RAID volume, specify a subdirectory in the configured Hard Disk Array; for example, local:///ondisk. The message archive is in Binary. When archiving to an FTP (or FTPS) destination, ensure that the FTP policies in the associated XML manager enable "Image (Binary) Data" for data transfer.  arch-file 128 ^[_a-zA-Z0-9.-]+$   ArchiveMode archpurge   ArchiveMode archpurge Archive Filename Template Base file name Specifies the base file name for archive files. When archiving, the archive operation appends the current timestamp.  arch-minimum-size 1024   ArchiveMode archpurge Archive Minimum Size Minimum size KB Specifies the minimum size of the document store before triggering the archive operation. The default is 1024.  arch-document-age 1 3650 90 Archive Document Age Maximum age of processed documents Days Specifies the maximum duration to retain processed documents. After exceeding this duration, automatically archive or purge processed documents. Use any value of 1 - 3650. The default is 90.  arch-minimum-documents 1 100   ArchiveMode archpurge Archive Minimum Documents Minimum number of documents to retain Documents Specifies the minimum number of documents to retain in the document store at the end of an archive operation. The minimum is 1. The default is 100.  diskuse-check-interval 1 1440 60 Disk Use Check Interval Interval between checks Minutes Sets the interval between checks for documents that exceed the maximum age. During the check, documents that exceed the maximum age are archived or purged. Use any value of 1 - 1440. The default is 60.  max-diskuse 1 25165824 Maximum Disk Usage for Documents Maximum storage for documents KB Specifies the maximum storage size for documents. When storage exceeds this value, documents are archived or purged. The default is 25165824.  arch-monitor on Use an Archive Monitor Whether to use a monitor for the archive task The monitor can limit the message injection rate to prevent archive problems in a critical situation like performance testing or on a heavily loaded device. When enabled, specify the threshold for the archive monitor in the  Threshold for Archive Monitor field.  arch-shaping-threshold 10 10000 200   ArchiveMonitor off Threshold for Archive Monitor Threshold for archive monitor in transactions per second TPS Specifies the maximum number of transactions to allow per second during the archive task. When the maximum number is reached, the service queues incoming transactions for later processing. If the queue is full, the service rejects incoming transactions and generates a log message. Use any value in the range 10 - 10000. The default value is 200.  arch-backup-documents   ArchiveMode archpurge Documents to Back Up Types of document to back up Specifies which type of documents to back up. The transaction viewer lists four types of documents: Content, Input, Output, and MDN/ACK/Receipt. Inbound Message, Outbound Message, and Inbound and outbound MDN/ACK/Receipt correspond to "Input", "Output", and "MDN/ACK/Receipt" respectively. This property does not indicate the inbound or outbound transaction to archive, instead, the property indicates the file type to archive. When the Inbound MDN/ACK/Receipt or Outbound MDN/ACK/Receipt is selected, the DataPower Gateway archives the MDN/ACK/Receipt message documents. When none of four AS/ebMS2/ebMS3 document types are selected, the DataPower Gateway does not archive any type of message documents for any transactions.  xpath-routing XPath Routing Policies XPath Routing Policy Specifies the set of policies to extract partner identifiers from XML EDI messages.  xml-manager default XML Manager XML Manager The XML manager to manage the DataPower service. The XML manager contains the reference to a user agent. The user agent defines the default settings for how the service connects to external services.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                 off
                                . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on    debugger-url   DebuggerType external    debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostic mode in the probe Set the number of records for transaction diagnostic mode in the probe. Enter a value in the range 10 - 250. The default value is 25.  cpa-entry CPA CPA Entries Each CPA entry binds an ebXML messaging service (ebMS) to provide partnership interactions between the internal partner and the external partner. If the message is sent by or to the external partner through an ebMS communication protocol (ebms2:// or ebms2s://), specify  CPA ID,  Service,  Internal Partner Profile, and  External Partner Profile to identify the received ebMS message or route the ebMS message to be sent. 
                             You can ping ebMS destination to send an ebMS ping message to the external partner, and requests a synchronous or an asynchronous pong message. The response can be: 
                               Success: The connection to the external partner is successful.  Unexpected Error: An error occurs when getting the pong message. Go to  View Logs from the Control Panel for details about the error. If you request an asynchronous pong message, the timeout for getting the response is 30 seconds. If you do not get any response after 30 seconds, go to  View Logs from the Control Panel to find the response in the system log.  sql-source SQL Data Source SQL Data Source The SQL Data Source object that is associated with current B2B gateway. For transactions using IBM MQFTE destination, IBM MQFTE transfer metadata can be retrieved by clicking the integration ID from B2B viewer as long as IBM MQFTE logger is enabled and this SQL data source object is configured correctly to connect to the database which stores IBM MQFTE transfer metadata. It is recommended that all transactions within one B2B gateway that utilize IBM MQFTE front side handler or IBM MQFTE URL opener should use the same database as IBM MQFTE logger backend database because only one SQL data source object can be associated per B2B gateway.  front-side-timeout 1 86400 120 Front Side Timeout The idle time allowed for a front side connection before the connection is canceled during a transaction. Controls the amount of time when a front side client connection can be idle before the connection is canceled within a transaction. For a B2B outbound transaction, a front side connection means the connection between an internal back-end application and a B2B gateway. For aB2B inbound transaction, a front side connection means the connection between an external partner and a B2B gateway    Summary       General Configuration   Document Routing    Attach Partner Profiles Main             Archive   XML Formats   ebXML    Probe Settings Click Tab to display optional probe settings The MultiStep Probe allows developers to view the changing value of variables and the changing contents of processing contexts. The developer can step through each action for any given transaction, up to a configured number of transactions. The Probe Settings page turns on this debugging tool and also sets the number of concurrently captured transactions. 
                          Note: The number of concurrent xml sessions is limited to the value of the transaction history size.          Advanced     Document Routing Preprocessor Advanced       Quiesce State               B2B Gateway B2B Gateway The configuration for a B2B gateway instance. A B2B gateway can handle B2B messages transmitted over a variety of AS and non-AS protocols for inbound and outbound flows, as well as MDN messages.  system/b2b-persistence b2b-persistence system B2B   summary Comments Brief summary for user annotation.  raid-volume RAID Volume Location of the data store  Specifies the location of the persistent data store. The location must be the 
                                 raid0
                                RAID volume. During firmware initialization, the 
                                 raid0
                                volume is associated with persistent storage.  storage-size 1024 65536 1024 Storage Size Maximum size for the data store Megabytes  Sets the maximum size for the persistent data store in megabytes. This data store is for all B2B Gateway services. These services store transaction metadata on the unencrypted partition of the RAID volume. These services store copies of the messages on the encrypted portion of the RAID volume. The storage location for messages is defined on a service-by-service basis during the configuration of the B2B Gateway object.  Attention: The maximum size for the persistent data store cannot be changed to a smaller value. Changing to a larger value might interrupt transactions that are in flight. Use an integer in the range 1024 - 65536. The default is 1024.  ha-enabled off High Availability Enabled Enables high availability configuration When on, the appliance is in active-passive high availability mode with the configured 'Alternate Host'.  ha-other-hosts   HAEnabled on   HAEnabled off Alternate Host Alternate host Specifies the alternate host name and port of the other appliance in the active-passive high availability configuration.  ha-local-ip 0   HAEnabled on   HAEnabled off Replication Listener Address Replication listener address The IP address that the persistence store uses to support replication of data between appliances in the high availability cluster.  ha-local-port 1320   HAEnabled on   HAEnabled off Replication Listener Port Replication listener port The TCP port that the persistence store uses to support replication of data between appliances in the high availability cluster.  ha-virtual-ip   HAEnabled on   HAEnabled off Virtual IP Address Virtual IP address The virtual IP address that is used by the high availability cluster to process B2B transactions.            High Availability    B2B Persistence B2B data persistence layer Data storage for B2B transaction data  b2b/b2b-profile b2b-profile b2b B2B   summary Comments Brief summary for user annotation.  profile-type internal Profile type Type of trading partner Whether the profile is for an internal or external partner. The default value is internal.  business-id 128 Partner business IDs Identifiers for the partner  Specifies the identifier for the partner. When configuring a trading partner, its identifier (ID) must be unique within a specific B2B Gateway configuration. The identifiers for the trading partner should be equivalent to one of the following values.  In AS messages, a value for an 
                                     AS*-From
                                    or 
                                     AS*-To
                                    header, where * is 1, 2, or 3. In ebMS messages, a value for an 
                                     PartyID
                                    element, where the PartyID element can be under either From or To element. In none of above, a value that is extracted from the body of the EDI message: 
                                     SenderID
                                    or 
                                     ReceiverID
                                    .  business-id-duns ^[0-9]{9}$ Partner business IDs (DUNS) Identifiers for the partner by DUNS Number Specifies the 9-digit D-U-N-S (Data Universal Numbering System) identification number for the partner. When configuring a trading partner, the identifier (ID) should be unique not only within the 3 types of ID System (Freeform, DUNS, and DUNS+4) but also within a specific B2B Gateway configuration.  business-id-duns4 ^[0-9]{13}$ Partner business IDs (DUNS+4) Identifiers for the partner by DUNS+4 Number Specifies the 13-digit D-U-N-S (Data Universal Numbering System + 4) identification number for the partner. When configuring a trading partner, the identifier (ID) should be unique not only within the 3 types of ID System (Freeform, DUNS, and DUNS+4) but also within a specific B2B Gateway configuration.  stylepolicy Processing policy Customer processing policy Select a Document Processing Policy that controls processing actions against submitted messages.  response-type preprocessed Response traffic type Characterize response traffic Characterizes the traffic that originates from 'To' partner. For inbound transaction, this is the traffic type that originates from internal partner. For outbound transaction, this is the traffic type that originates from external partner. The default value is Non-XML.  email-address 128 Partner E-mail addresses E-mail addresses for the partner in AS1 To or From headers The identifier (e-mail address) for the partner. When configuring a trading partner, its e-mail address must be unique within a specific B2B Gateway configuration. The e-mail addresses for the trading partner should be equivalent to one of the following values: 
                              In AS1 messages, a value for a 
                                 From
                                or 
                                 To
                                header In non-AS1 messages, a value that is extracted from the body of the EDI message: 
                                 SenderID
                                or 
                                 ReceiverID
                                .  destination Destinations Destinations Defines routing information for the partner. The first destination is the default destination. The gateway uses the default destination when no specific destination is assigned or when no matching destination is found.  verify-valcred   ProfileType internal Inbound signature validation credentials Validation credentials set Sets the validation credentials set to verify the signature on an MDN or inbound AS message from this external partner.  require-signed off   ProfileType external Require signature Whether to require a signature Indicates whether inbound AS messages to this internal partner must be signed. The default behavior is off.  require-encrypted off   ProfileType external Require encryption Whether to require encryption Indicates whether inbound AS messages to this internal partner must be encrypted. If requiring encryption (on), set the identification credentials to decrypt inbound messages. The default behavior is off.  decrypt-idcred    ProfileType internal  InboundRequireEncrypted on   ProfileType external Inbound decryption identification credentials Identification credentials set Sets the identification credentials set to decrypt inbound AS messages to this internal partner when requiring encryption.  mdn-ssl    MDNSSLClientConfigType proxy  ProfileType internal MDN TLS proxy profile (deprecated) The MDN TLS proxy profile is deprecated. Use an MDN TLS client profile. Sets the TLS proxy profile to establish a TLS-enabled, secured connection to external partners who request asynchronous MDNs sent to HTTPS addresses. This TLS proxy profile will be used for all HTTPS addresses in the inbound Receipt-Delivery-Option header. To specify a TLS proxy profile for specific URLs, configure a user agent for the XML manager associated with the gateway.  sign off   ProfileType external Sign outbound messages Whether to sign outbound messages  Controls whether to sign outbound messages from this internal partner. The default behavior is off.  If enabled, signs outbound messages with the configured identification credentials and algorithm. If the configuration of a destination indicates to send messages unsigned, messages from this partner to that destination will not be signed. If disabled, does not sign outbound messages. This setting has no effect on outbound MDN messages. Regardless of this setting and if a partner requests a signed MDN, the outbound MDN is signed if this partner has a configured identification credentials.  sign-idcred    ProfileType internal  OutboundSign on   ProfileType external Signing identification credentials Credentials to sign outbound messages, and if requested, MDN messages. Sets the identification credentials set to sign an outbound message or outbound MDN from this internal partner when requiring a signature. The outbound MDN is signed if requested by a partner and this setting is configured.  sign-digest-alg sha1    ProfileType external  OutboundSign off Signing digest algorithm Hash algorithm Sets the hash algorithm for the signature on an outbound message from this internal partner when requiring a signature.  sign-micalg-version   ProfileType external Signing S/MIME version Which S/MIME version's micalg parameter value format to use  Specifies the S/MIME specification version to generate the desired format of "micalg" parameter values in a multipart/signed message. The following one is a sample Content-Type header of the multipart/signed message: Content-Type: multipart/signed;protocol="application/pkcs7-signature";micalg=sha1; boundary=... The "micalg" parameter indicates which message digest algorithm (such as, MD5, SHA-1, SHA-256, SHA-384, and SHA-512) is used in the calculation of the Message Integrity Check (MIC). The formats of the micalg value differ between S/MIME Version 3.1 (RFC 3851) and Version 3.2 (RFC 5751).  In Version 3.1, the micalg parameter value has micalg=[md5|sha1|sha256|sha384|sha512]. In Version 3.2, the micalg parameter value has micalg=[md5|sha-1|sha-256|sha-384|sha-512].  contact Contacts Contact information Specifies the contact information for the partner. To define the contact information, you must provide information for at least one of the properties.  override-as-identifier Override AS identifier Override AS identifier  Overrides the identifiers for the partner in AS message headers.  For outbound messages, the value to use for the 
                                     AS*-From
                                    or 
                                     AS*-To
                                    header, where * is 1, 2, or 3. If blank, the transaction retains the identifiers that were extracted from the message payload. For inbound messages, the value becomes another valid identifier for the partner in addition to those already defined for the partner.  as-allow-dup-msg never   ProfileType internal Allow duplicate AS inbound message When to allow and reprocess duplicate AS inbound messages Controls when to allow and reprocess duplicate AS inbound messages. The default behavior is never. This option does not apply to MDN.  preserve-filename off   ProfileType external Preserve filename Whether to expose the Content-Disposition header of inbound AS messages for filename preservation According to RFC 2183, the file name information is optional in Content-Disposition header. When enabled, the Content-Disposition header of the inbound AS message is exposed if the inbound AS message is in S/MIME format. Then, the receiving partner can retrieve the original file name that is contained in the header and transfer the received file to its backend system with the received file name.  ebms-role Role Name of role Specifies the name of authorized role of the party. When sending outbound message, the role associated with internal partner presents the From party and the role associated with external partner presents the To party, respectively. The value is referencing to the Role specified in CPA. A Role is better defined as a URI, for example, http://rosettanet.org/roles/buyer.  ebms-persist-duration 0 6000000 0   ProfileType internal Persist duration Duration of message to be persisted Seconds The time, which can be obtained from a CPA, indicates to the receiving partner the minimum length of time the message should be kept in persistent storage. When receiving inbound message, the Persist Duration is used to compute the expiry time using the formula: Time to Persist = Persist Duration + Current Time. When a message is not expired, it is not eligible to be archived; once a message's expiry time has elapsed, the message will be archivable when performing archive operation. Default to 0 to expire the received document at the time we receive the document.  ebms-ack-url   ProfileType internal  "NONE"  http https Acknowledgment URL Redirection URL for sending an asynchronous ebMS2 Acknowledgment Message Specifies the redirection URL where to send the Acknowledgment message when received ebMS2 message requests for asynchronous response. When an asynchronous reply is requested by the inbound ebMS2 document, this field is required to determine where to send the acknowledgment. Though optional, it is recommended to set the URL.  ebms-error-url   EBMSAckURL    ProfileType internal  "NONE"  http https Error URL Redirection URL for sending an asynchronous ebMS2 Error Message Specifies the redirection URL where to report the Error message when received ebMS2 message requests for asynchronous response. When an asynchronous reply is requested by the inbound ebMS2 document, this field is used as the error reporting location to send the error message - which contains the error code such as MimeProblem, and the description of the problem - when any problem occurs. Error URL should not be empty if the Acknowledgment URL is specified.  ebms-inbound-send-receipt off   ProfileType internal Reply with receipt Whether to reply with a receipt Controls whether to reply to the sending MSH with a receipt signal message for the received ebMS messages. The default behavior is off.  ebms-inbound-send-signed-receipt off    ProfileType internal  EBMSInboundSendReceipt off Reply with signed receipt Whether to reply with signed receipt Controls whether to reply to the sending MSH with a signed receipt signal message for the received ebMS3 message. The default behavior is off.  ebms-inbound-receipt-reply-pattern Response    ProfileType internal  EBMSInboundSendReceipt off Receipt reply pattern Specify the pattern to send the receipt signal. Specifies the pattern to send the receipt signal. The default behavior is response.  ebms-receipt-url    EBMSInboundSendReceipt on  EBMSInboundReceiptReplyPattern Callback  ProfileType external    ProfileType internal  EBMSInboundReceiptReplyPattern Response  EBMSInboundSendReceipt off  "NONE"  http https Receipt URL Receipt URL When the receipt reply pattern is callback, specify the URL to send the receipt signal to.  ebms-inbound-error-url    EBMSInboundSendReceipt on  EBMSInboundReceiptReplyPattern Callback  ProfileType external   ProfileType internal  "NONE"  http https Error URL Error URL When the error is sent asynchronously, specify the URL to send the error signal to.  ebms-verify-valcred   ProfileType internal Inbound signature validation credentials Validation credentials set Sets the validation credentials set to verify the signature on an Acknowledgment or inbound ebMS2 message from this external partner. For ebMS2 messages, the DataPower Gateway supports only 
                             X509Data
                            and 
                             KeyName
                            signature methods.  ebms-default-signer-cert   ProfileType internal Default inbound signature validation certificate Default validation certificate used to verify the signature of inbound message Set the default validation certificate to verify the signature of an inbound ebMS2 message or an acknowledgment. The default signature validation certificate is used if either keyInfo element is missing or signature method is unsupported.  ebms-ack-ssl    EBMSAckSSLClientConfigType proxy  ProfileType internal Acknowledgment/Error TLS proxy profile (deprecated) The Acknowledgment/Error TLS proxy profile is deprecated. Use an Acknowledgment/Error TLS client profile. Sets the TLS proxy profile to establish a TLS-enabled, secured connection to external partners who request asynchronous reply (the response can be an Acknowledgment or an Error Message) sent to HTTPS addresses. To specify a TLS proxy profile for specific URLs, configure a user agent for the XML manager associated with the gateway.  ebms-require-signed off   ProfileType external Require signature Whether to require a signature Indicates whether inbound ebMS2 messages to this internal partner must be signed. The default behavior is off.  ebms-require-encrypted off   ProfileType external Require encryption Whether to require encryption Indicates whether inbound ebMS2 messages to this internal partner must be encrypted. If requiring encryption (on), set the identification credentials to decrypt inbound ebMS2 messages. The default behavior is off.  ebms-decrypt-idcred    ProfileType internal  EBMSInboundRequireEncrypted on   ProfileType external Inbound decryption identification credentials Identification credentials set Sets the identification credentials set to decrypt inbound ebMS2 messages to this internal partner when requiring encryption.  ebms-sign off   ProfileType external Sign outbound messages Whether to sign outbound messages  Controls whether to sign outbound messages from this internal partner. The default behavior is off.  If enabled, signs outbound messages with the configured identification credentials and algorithm. If the configuration of a destination indicates to send messages unsigned, messages from this partner to that destination will not be signed. If disabled, does not sign outbound messages. This setting has no effect on outbound Acknowledgment messages. Regardless of this setting and if a partner requests a signed Ack, the outbound Acknowledgment is signed if this partner has a configured identification credentials.  ebms-sign-idcred    ProfileType internal  EBMSOutboundSign on   ProfileType external Signing identification credentials Credentials to sign outbound messages, and if requested, Acknowledgment messages  Sets the identification credentials set to sign an outbound message or outbound Acknowledgment from this internal partner when requiring a signature. The outbound Acknowledgment is signed if requested by a partner and this setting is configured. For ebMS2 messages, the DataPower Gateway supports only 
                                 X509Data
                                and 
                                 KeyName
                                signature methods.  ebms-signature-alg dsa-sha1    ProfileType external  EBMSOutboundSign off Signature algorithm Signature algorithm used to sign outbound message Sets the algorithm used to sign the outbound ebMS2 message from this internal partner. The default value is dsa-sha1, which is recommended by the ebMS specification.  ebms-signature-c14n-alg c14n    ProfileType external  EBMSOutboundSign off Signature canonicalization method Signature canonicalization algorithm used before signing outbound message Sets the algorithm used to canonicalize the SOAP Envelope XML and exclude comments before signing outbound ebMS2 message. The default value is c14n, which is recommended by the ebMS specification.  ebms-sign-digest-alg sha1    ProfileType external  EBMSOutboundSign off Signing digest algorithm Digest algorithm used in the XML Signature when hashing the payloads during signing. Sets the algorithm used to hashing the payloads during signing. The default value is sha1. See http://www.w3.org/TR/xmldsig-core/  ebms-enable-cpa-bindings off   ProfileType internal Enable CPA bindings Whether to enable CPA bindings When enabled, the CPA, service, and action that are specified by the matched CPA binding are used for the outbound ebMS2 messages instead of the default CPA, service, and action of the external profile. The CPA binding is matched by the internal partner profile.  profile-cpa-binding    ProfileType internal  EBMSEnableCPABinding off CPA Bindings CPA Bindings Specifies the CPA binding that you prefer to use to the external partner profile. A CPA binding binds a CPA entry (CPA, service, and action) that you prefer to use. When a CPA entry is matched through the internal partner profile, outbound messages from the internal partner use the CPA, service, and action that are specified by the matched CPA entry. You must have defined the CPA entry in the ebXML settings of the associated B2B Gateway before you add the entry to the CPA bindings list.  ebms-cpa-id   ProfileType internal Default CPA ID Default CPA ID Sets the CPAId to be packaged in the outbound ebMS2 message header. This value is the default CPA ID to use when the B2B Gateway is CPA-enforced.  ebms-service   ProfileType internal Default service Default service Sets the service to be packaged in the outbound ebMS2 message header. This value is the default service to use when the B2B Gateway is CPA-enforced.  ebms-action   ProfileType internal Default action Default action Sets the action to be packaged in the outbound ebMS2 message header. This value is the default action to use when the B2B Gateway is CPA-enforced.  ebms-start-parameter off Generate start parameter Generate the start parameter when creating the content-type header of an outbound ebMS2 message. Indicates whether to generate a start parameter for the ebMS2 message. The start parameter identifies the root part of the ebMS message. This setting is disabled by default. If enabled, the DataPower Gateway generates a start parameter with its value enclosed in angle brackets.  ebms-allow-dup-msg never   ProfileType internal Allow duplicate ebMS2 inbound message When to allow and reprocess duplicate ebMS inbound messages Controls when to allow and reprocess duplicate ebMS2 inbound messages. The default behavior is never. This option does not apply to ACK.  mdn-ssl-client-type proxy   ProfileType internal MDN TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  mdn-ssl-client    MDNSSLClientConfigType client  ProfileType internal MDN TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ebmsack-ssl-client-type proxy   ProfileType internal Acknowledgment/Error TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ebmsack-ssl-client    EBMSAckSSLClientConfigType client  ProfileType internal Acknowledgment/Error TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ebms3-sign off   ProfileType external Sign outbound messages Whether to sign outbound messages  Controls whether to sign outbound messages from this internal partner. The default behavior is off.  When enabled, signs outbound messages with the configured identification credentials and algorithm. If the configuration of a destination indicates to send messages unsigned, messages from this partner to that destination will not be signed. When disabled, does not sign outbound messages. This setting has no effect on outbound receipt signal messages. Regardless of this setting and whether an external partner requests a signed receipt signal, the outbound receipt signal is signed when this internal partner has a configured identification credentials.  ebms3-sign-idcred    ProfileType internal  EBMS3OutboundSign on   ProfileType external Signing identification credentials Credentials to sign outbound messages, and if requested, receipt signal messages Sets the identification credentials set to sign an outbound message or outbound receipt signal from this internal partner when requiring a signature. The outbound receipt signal is signed if requested by a partner and this setting is configured.  ebms3-sign-digest-alg sha1    ProfileType external  EBMS3OutboundSign off Signing digest algorithm Digest algorithm to use in the XML Signature when hashing the payloads during signing Sets the algorithm to use to hash the payloads during signing. The default value is sha1. See http://www.w3.org/TR/xmldsig-core/  ebms3-signature-alg rsa-sha1    ProfileType external  EBMS3OutboundSign off Signature algorithm Signature algorithm to use to sign outbound message Sets the algorithm to use to sign the outbound ebMS3 message from this internal partner. The default value is dsa-sha1, which is recommended by the ebMS specification.  ebms3-signature-c14n-alg    ProfileType external  EBMS3OutboundSign off Signature canonicalization method Signature canonicalization algorithm to use before signing outbound message Sets the algorithm to use to canonicalize the SOAP Envelope XML and exclude comments before signing outbound ebMS3 message. The default value is exc-c14n, which is recommended by the ebMS specification.  ebms3-verify-valcred   ProfileType internal Inbound signature validation credentials Validation credentials set Sets the validation credentials set to verify the signature on an inbound ebMS3 message or a receipt from this external partner.  ebms3-default-signer-cert   ProfileType internal Default inbound signature validation certificate Default validation certificate to use to verify the signature of inbound message Sets the default validation certificate to verify the signature of an inbound ebMS3 message or a receipt. The default signature validation certificate is used when the keyInfo element is missing or the signature method is unsupported.  ebms3-receipt-ssl    EBMS3ReceiptSSLClientConfigType proxy   EBMSReceiptURL https  EBMSInboundErrorURL https  ProfileType external  EBMSInboundSendReceipt on  EBMSInboundReceiptReplyPattern Callback    EBMS3ReceiptSSLClientConfigType proxy  ProfileType internal Receipt/Error TLS Proxy Profile (deprecated) The Receipt/Error TLS proxy profile is deprecated. Use the Receipt/Error TLS client profile. When the external partner requests an asynchronous reply, specifies the TLS proxy profile to use to establish a TLS-enabled, secured connection to external partners to send the receipt or error signals. To specify a TLS proxy profile for specific URLs, configure a user agent for the XML manager associated with the gateway.  ebms3-require-signed off   ProfileType external Require signature Whether to require a signature Indicates whether inbound ebMS3 messages to this internal partner must be signed. The default behavior is off.  ebms3-require-encrypted off   ProfileType external Require encryption Whether to require encryption Indicates whether inbound ebMS3 messages to this internal partner must be encrypted. The default behavior is off.  ebms3-decrypt-idcred    ProfileType internal  EBMS3InboundRequireEncrypted on   ProfileType external Inbound decryption identification credentials Identification credentials set for decryption When encryption is required, set the identification credentials to decrypt inbound ebMS3 messages.  ebms3-require-compressed off   ProfileType external Require compression Whether to require compression Indicates whether the internal partner requires the inbound ebMS3 messages to be compressed. The default behavior is not to require compression.  ebms3-receipt-ssl-client-type proxy   ProfileType internal Receipt/Error TLS client type TLS profile type for the secure connection to send the receipt or error signals When the external partner requests an asynchronous reply, sets the TLS profile type for the secure connection to send the receipt or error signals.  ebms3-receipt-ssl-client    EBMS3ReceiptSSLClientConfigType client   EBMSReceiptURL https  EBMSInboundErrorURL https  ProfileType external  EBMSInboundSendReceipt on  EBMSInboundReceiptReplyPattern Callback    EBMS3ReceiptSSLClientConfigType client  ProfileType internal Receipt/Error TLS client profile TLS client profile for the secure connection to send the receipt or error signals When the external partner requests an asynchronous reply, specifies the TLS client profile for the secure connection to send the receipt or error signals.  ebms-notification off   ProfileType external Enable notification Whether to enable notification When enabled, send notifications to the message producer or consumer when there are specific errors. The default behavior is off.  ebms-notification-url   EBMSNotification on   ProfileType external  "NONE"  http https Notification URL Notification URL Speficies the destination URL to send the notifications to.  ebms-notification-ssl-client-type proxy    ProfileType external  EBMSNotificationURL https Notification TLS client type TLS profile type to secure the connection to send notifications to the message producer or message consumer. When the message producer or consumer requests the notifications for specific errors, specifies the TLS profile type for the secure connection to send the notifications.  ebms-notification-ssl    EBMSNotificationSSLClientConfigType proxy  EBMSNotificationURL https  ProfileType internal  EBMSNotification on    EBMSNotificationSSLClientConfigType proxy  ProfileType external  EBMSNotificationURL https Notification TLS Proxy Profile (deprecated) The Notification TLS proxy profile is deprecated. Use the Notification TLS client profile. When the message producer or consumer requests the notifications for specific errors, specifies the TLS proxy profile to use to secure the connection to send the notifications. To specify a TLS proxy profile for specific URLs, configure a user agent for the XML manager that is associated with the B2B Gateway.  ebms-notification-ssl-client    EBMSNotificationSSLClientConfigType client  EBMSNotificationURL https  ProfileType internal  EBMSNotification on    EBMSNotificationSSLClientConfigType client  ProfileType external  EBMSNotificationURL https Notification TLS client profile TLS client profile to secure the connection to send the notifications. When the message producer or consumer requests the notifications for specific errors, specifies the TLS client profile to use to establish a TLS-enabled connection to the message producer or consumer to send the notifications.  ebms3-allow-dup-msg never   ProfileType internal Allow duplicate ebMS3 inbound message When to allow and reprocess duplicate ebMS3 inbound messages Controls when to allow and reprocess duplicate ebMS3 inbound messages. The default behavior is never. This option does not apply to the receipt signal messages.  ebms3-duplicate-detection-notification off   ProfileType internal Duplicate detection notification Whether to enable duplicate detection notification When enabled, send notification to the message consumer when the DataPower Gateway detects duplicate messages. The default behavior is off.               Inbound Security      Outbound Security     Advanced Settings AS Settings         CPA Settings     Reliable Messaging          Inbound Security       Outbound Security    Advanced Settings ebMS2 Settings        Reliable Messaging           Inbound Security       Outbound Security       Notification    Advanced Settings ebMS3 Settings B2B Partner Profile B2B Partner Profile  b2b/b2b-profile-group b2b-profile-group b2b B2B   summary Comments Brief summary for user annotation.  b2b-profiles Associated Partner Profiles Associated Partner Profiles Associates the partner profile with this group.    Summary     Main B2B Partner Profile Group B2B Partner Profile Group A group of B2B Partner Profile objects that can be enable or disable at the same time. Each partner profile in the group is identified by its name and optional destination. Without a destination, the configuration uses the first destination for the partner profile.  b2b/b2b-xpath-routing b2b-xpath-routing b2b B2B   summary Comments Brief summary for user annotation.  sender-xpath Sender XPath XPath expression to select the sender Defines the XPath expression to select the identifier of the sending partner from the message.  receiver-xpath Receiver XPath XPath expression to select the receiver Defines the XPath expression to select the identifier of the receiving partner from the message.  document-id-xpath Document ID XPath XPath expression for the unique identifier of the exchange Defines the XPath expression to select the unique identifier of the exchange. Together with the internal partner ID and with the external partner ID, this XPath expression uniquely identifies a specific XML EDI message.  transaction-time-xpath Transaction Timestamp XPath XPath expression for the timestamp Defines the XPath expression to select the timestamp from the message. The results of this expression must be in the form of an 
                             xs:dateTime
                            type. B2B XPath Routing Policy B2B XPath Routing Policy   configuration IDG   network/wxs-grid wxs-grid configuration IDG   summary Comments Descriptive summary of the configuration Specify a brief, but descriptive, summary of the configuration.  collective Collective Load Balancer Group that corresponds to a collective of eXtreme Scale Specify the Load Balancer Group that contains members in the collective of eXtreme Scale. You must define at least one member in the collective.  grid ^[^\\\^\]./,#$@:;"'*?<>|=+&%[\s]+$ Grid Name Name of the eXtreme Scale grid Specify the name of the eXtreme Scale grid. The value cannot contain whitespace or the following characters: 
                                     ^ . \ / , # $ @ : ; * ? < > | = + & % [ ] " '
                                    .  username ^[^<#\s]{1,64}$ User User who connects to the eXtreme Scale collective  Specify the user account of the eXtreme Scale user who connects to the eXtreme Scale collective. The value can be up to 64 characters in length and cannot be blank. You can use all alphanumeric characters and most special characters. You cannot use spaces or the following special characters: 
                                         # <
                                        . The user must have sufficient eXtreme Scale permissions to access the grid.  password-alias Password Alias Password alias of the password for the user who connects to the eXtreme Scale collective Specify the password alias to use to look up the password of the eXtreme Scale user who connects to the eXtreme Scale collective.  timeout 10 86400000 1000 Timeout Time limit to establish a connection ms Specify the maximum time to wait to establish a connection to an eXtreme Scale. If unable to establish a connection, the operation fails. Enter a value in the range 10 - 86400000. The default value is 1000.  ssl-client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  encrypt off Encrypted Data Whether the data in the eXtreme Scale data grid is encrypted Indicates whether the data in the eXtreme Scale data grid is encrypted. If encrypted, the data is encrypted, when writing to, and decrypted, when reading from, the eXtreme Scale data grid.  encrypt-sskey   Encrypt on   Shared Secret Key for Encryption and Decryption Shared secret key for PKCS #7 encryption and decryption Specify the shared secret for PKCS #7 encryption and decryption. When writing data to the data grid, encrypts the data. When reading data from the eXtreme Scale data grid, decrypts the data.  encrypt-alg tripledes-cbc   Encrypt on   PKCS #7 algorithm for encryption and decryption Algorithm that encrypt and decrypt data transfers with the eXtreme Scale collective Specify the PKCS #7 algorithm for encryption and decryption. When writing data to the data grid, encrypts the data. When reading data from the eXtreme Scale data grid, decrypts the data.  key-obfuscation off Hash Key Obfuscation Whether to apply a hash algorithm for key-obfuscation Indicate whether to apply a hash algorithm to obfuscate keys before reading data from or writing data to the eXtreme Scale data grid.  key-obfuscation-alg sha256   KeyObfuscation on   Hash Algorithm for Key Obfuscation Hash algorithm for key-obfuscation Specify the hash algorithm to obfuscate keys before reading data from or writing data to the eXtreme Scale data grid.    Summary eXtreme Scale Grid Connection details to an eXtreme Scale grid in an eXtreme Scale collective The configuration of an eXtreme Scale Grid defines the connection details to an eXtreme Scale grid in an eXtreme Scale collective. To define this configuration, you must define the eXtreme Scale collective, the grid name, and the user and password for the user account who connects to the eXtreme Scale. If you need to secure connections to eXtreme Scale, you must assign a TLS Proxy Profile.  network/xc10-grid xc10-grid configuration IDG   summary Comments    collective Collective    grid ^[^\\\^\]./,#$@:;"'*?<>|=+&%[\s]+$ Grid Name    username ^[^<#\s]{1,64}$ User    password   Password  Password (deprecated)    password-alias   Password  Password Alias    timeout 10 86400000 1000 Timeout     ssl-client-type proxy TLS client type    ssl   SSLClientConfigType proxy TLS Proxy Profile (deprecated)    ssl-client   SSLClientConfigType client TLS client profile    encrypt off Encrypted Data    encrypt-sskey   Encrypt on   Shared Secret Key for Encryption and Decryption    encrypt-alg tripledes-cbc   Encrypt on   PKCS #7 algorithm for encryption and decryption    key-obfuscation off Hash Key Obfuscation    key-obfuscation-alg sha256   KeyObfuscation on   Hash Algorithm for Key Obfuscation      Summary                  Main            xc10_grid (OBSOLETE)     cloud-connector sslforwarder IDG   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local Address Local address  Specify the IPv4 or IPv6 address or the host alias on which the Target Control Service listens. The default of 0.0.0.0 indicates that the service is active on all IPv4 addresses.  priority normal Service priority Service-scheduling priority Select the service scheduling priority. When system resources are in high demand, "high" priority services are favored over lower priority services.  local-port 1 0xFFFF LocalAddress Local port Local listening port Specify the local listening port for the service.  service-name 1 255 Service Name Name of the service, or enterprise application, to connect to. Specify the Service Name of the enterprise application to connect to. This corresponds to a back-end Service Name defined on the Cloud Gateway in the enterprise.  remote-address Cloud Gateway address Hostname or IP address of the Cloud Gateway. Specify the hostname or IP address of the remote server.  remote-port 1 0xFFFF Cloud Gateway port Listening port on the Cloud Gateway Specify the listening port number of the Cloud Gateway.  ssl TLS proxy profile TLS proxy profile to secure connections Select a TLS proxy profile to manage TLS communications with the peers. The TLS proxy profile identifies the keys and certificates for the handshake.  front-timeout 0 86400 0 Client-side timeout Maximum idle time for client connections in a transaction Seconds Specify the maximum idle time for client connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  back-timeout 0 86400 0 Gateway-side timeout Maximum idle time for the Cloud Gateway connection in a transaction Seconds Specify the maximum idle time for Cloud Gateway connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  connection-timeout 0 86400 0 Transaction timeout Maximum duration for transactions Seconds Specify the maximum duration for transactions. This timer monitors the duration of end-to-end transactions. If the specified connection time is exceeded, the client connection is torn down. Enter a value in the range of 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  maximum-connections 0 65535 100 Maximum client connections Maximum number of concurrent client connections Specify the maximum number of concurrent client connections to the service. Enter a value in the range of 0 - 65535. The value of 0 indicates an unlimited number of connections. The default value is 100.                General     Client connections      Cloud Gateway connection Main       Quiesce state              Cloud Connector Service  Creates a Cloud Connector service, which is a type of TLS forwarder. This service can be used with a Cloud Gateway Service to secure traffic from cloud-based clients to enterprise applications. This service requires a TLS proxy profile that defines the connections for secure communication. You must use TLS between the Cloud Connector and its Cloud Gateway, otherwise connection establishment will fail.  If the TLS proxy profile is defined as forward, the data is secured toward the Cloud Gateway, but is not secured toward the client. If the TLS proxy profile is defined as reverse, the connection will fail. If the TLS proxy profile is defined as two way, the data is secured in both directions.  services/cloud-gateway cloud-gateway sslforwarder IDG   summary Comments Brief summary for user annotation.  priority normal Service priority Service-scheduling priority Select the service scheduling priority. When system resources are in high demand, high priority services are favored over lower priority services.  connection-timeout 0 86400 0 Transaction timeout Maximum duration for transactions Seconds Specify the maximum duration for transactions. This timer monitors the duration of end-to-end transactions. If the specified connection time is exceeded, the client connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  address 0.0.0.0 Local address Local address Specify the IPv4 or IPv6 address or the host alias on which the Cloud Gateway service listens. The default value of 0.0.0.0 indicates that the service is active on all IPv4 addresses.  local-port 1 0xFFFF LocalAddress Local port Local listening port Specify the local listening port for the service.  ssl TLS proxy profile TLS proxy profile to secure connections Select a TLS proxy profile defined with the reverse direction to manage TLS communications with the cloud-based clients. The TLS proxy profile identifies the keys and certificates for the handshake.  front-timeout 0 86400 0 Cloud-based client timeout Maximum idle time for cloud-based client connections in a transaction Seconds Specify the maximum idle time for client connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  back-connections Allowed enterprise application connections Allowed enterprise application connections Allowed enterprise application connections. Each enterprise application connection has a unique service name.            General      Cloud Gateway inbound connections   Enterprise application connections Main       Quiesce state           Cloud Gateway Service  Cloud Gateway services are used with IBM Cloud Integration Services to secure traffic from cloud-based applications to enterprise applications or data sources. The Cloud Gateway service requires a TLS proxy profile that defines the secure communication from the cloud into the enterprise network or DMZ. You must use TLS between the cloud-based client and its Cloud Gateway, and you must define the TLS proxy profile as reverse, otherwise the connection establishment fails. The TLS proxy profile references a Crypto Profile that includes both Identification Credentials and Validation Credentials. The Identification Credentials provide the private key and certificate that is associated with the gateway, and the Validation Credentials provide the certificate from the cloud. There can be multiple cloud certificates in the gateway's Validation Credentials, which allow multiple clouds to connect to a single gateway. Each Cloud Gateway service must have one or more enterprise applications defined. When a cloud-based client establishes a connection to a Cloud Gateway service, the client identifies which enterprise application to connect to using the service name.  system/compactflash compact-flash device-management Compact-Flash   summary Comments Brief summary for user annotation.  read-only off Read-Only Access permission to files on the storage volume Set the access permission to files on the storage volume. When set to "on", the access permission is read-only. When set to "off", the default value, the access permission is read-write.  directory ^[-_a-zA-Z0-9][-_a-zA-Z0-9.]{0,63}$ Directory Directory name Specify the subdirectory in the local: and logstore: directories where the files on the storage volume are available. Each application domain contains these subdirectories. These subdirectories are not shared across application domains. The name can be up to 64 characters long. The name cannot start with a period. The name can consist of uppercase letters, lowercase letters, numeric digits, dashes, underscores, and periods.     Initialize File System    Repair File System Compact Flash Compact flash auxiliary data storage The configuration of a compact flash storage card as auxiliary data storage.  xml/compile-options compile-options compile-options IDG   summary Comments Brief summary for user annotation.  xslt-version XSLT10 XSLT Version Select the XSLT processor version.  strict off Strict Enable strict XSLT error-checking; non-strict operation attempts to recover from certain errors such as use of undeclared variables, calling undeclared templates, and so forth.  profile Profile Rule Designates a set of stylesheets to be profiled based on their URL. This should not be used in production environments.  debug Debug Rule Designates a set of stylesheets, XQuery scripts, and JSONiq scripts to be run in debug mode. When a stylesheet, XQuery script, or JSONiq script is run in debug mode, it generates a custom web page instead of displaying its normal output. The web page details exactly what occurred during execution, including the values of variables and where particular pieces of the output came from. This should not be used in production environments.  stream Streaming Rule Designates a set of stylesheets which must be run in streaming mode. Transformation of the document begins before the input is fully parsed. Not all stylesheets can be streamed; if a stylesheet cannot be streamed, an error will be issued and the input will not be processed. See the DataPower manual for suggestions on producing streamable stylesheets.  try-stream Attempt Streaming Rule Designates a set of stylesheets to attempt to run in streaming mode. Transformation of the document begins before the input is fully parsed. Not all stylesheets can be streamed; if a stylesheet cannot be streamed, a warning will be issued during compilation and the stylesheet will read in the entire input as normal at execution time. See the DataPower manual for suggestions on producing streamable stylesheets.  minesc Minimum Output Escaping Rule Select a URL Map from the list. Output produced from stylesheets that meet the URL map criteria are not escaped during processing. Escaping is enabled by default. Minimal escaping is particularly useful when handling non-English character sets.  stack-size 10240 104857600 524288 Maximum Stack Size bytes Indicates the maximum number of bytes the stack is allowed to use while executing a stylesheet or other compiled content. This blocks infinite recursion. The minimum value is 10 kilobytes, or 10,240 bytes. The default is half a megabyte, or 524,288 bytes.  prefer-xg4 XML Hardware Acceleration Preferred Rule  Designates a set of stylesheets or schemas that must use XML hardware acceleration when possible. XML hardware acceleration will be used only if the first action in a processing policy is a schema validation against a fixed schema. Any schemas specified here will use XML hardware acceleration if hardware resources are available. Schemas not specified here may also use XML hardware acceleration, but those schemas will be displaced in favor of schemas specified here. When XML hardware acceleration is disabled in the Systems Settings, the XML Hardware Acceleration Preferred Rule has no effect.  disallow-xg4 XML Hardware Acceleration Disallowed Rule  Designates a set of stylesheets or schemas that will never use XML hardware acceleration. XML hardware acceleration will be used only if the first action in a processing policy is a schema validation against a fixed schema. Any schemas specified here will not use XML hardware acceleration even if hardware resources are available. When XML hardware acceleration is disabled in the Systems Settings, the XML Hardware Acceleration Disallowed Rule has no effect.  wsi-validate ignore WS-I Basic Profile Validation Select the validation behavior to apply to WSDL files that are checked for conformance to section 5 of WS-I Basic Profile (version 1.0, April 2004). The default is Ignore.  wsdl-validate-body strict Validate Message Body Select the validation behavior for the soap:Body. The default is Strict.  wsdl-validate-headers lax Validate Message Headers Select the validation behavior for the soap:Header. The default is Lax.  wsdl-validate-faults strict Validate Message Fault details Select the validation behavior for the fault detail. The default is Strict.  wsdl-wrapped-faults off Require wrappers on fault-details specified by type For compatibility, require a rpc-style wrapper around fault details that are specified by type.  allow-soap-enc-array Specifically Allow xsi:type='SOAP-ENC:Array' Rule Designates a set of schemas that will accept most uses of elements with xsi:type='SOAP-ENC:Array' consistent with SOAP 1.1 Section 5, even when these attributes violate the XML Schema specification. Normally the xsi:type attribute must name a type equal to or derived from the actual type of the element. For schemas compiled with this option, xsi:type is accepted specifically for the SOAP 1.1 Encoding 'Array' complex type if the element's type is derived from SOAP-ENC:Array; this is the opposite of the normal allowable case.  validate-soap-enc-array Validate SOAP 1.1 Encoding Rule Designates a set of schemas that will do extra validation following the encoding rules in SOAP 1.1 Section 5. This validates members of SOAP arrays, allows attributes such as @id and @href even if not allowed by the schema, and checks that @href values have a corresponding @id element.  wildcards-ignore-xsi-type Wildcards Ignore xsi:type Rule Designates a set of schemas where wildcards (xs:any elements) only validate children by element name. The XML Schema specification requires that, if a wildcard matches an element but that element does not have an element declaration, the element is instead validated according to an xsi:type attribute on it. This option ignores those xsi:type attributes. It should be used for cases such as SOAP envelope validation where a further validation step will validate the contents matching the wildcard, possibly using the SOAP 1.1 encoding rules.  wsdl-strict-soap-version off Strict SOAP Envelope Version When on, follow the version of the SOAP Binding in the WSDL, allowing only messages bound to SOAP 1.2 to appear in SOAP 1.2 envelopes and messages bound to SOAP 1.1 to appear in SOAP 1.1 envelopes. The default is off.  xacml-debug off Debug XACML Policy Compile XACML Policy with Debug Info Setting to "on" to make the XACML compiler to put more debugging information when evaluate a policy. Note that the XACML debugging messages are also controlled by the log event in the 'XACML' category. Use the "debug" log level to view the full XACML debugging messages.  allow-xop-include Accept MTOM/XOP Optimized Messages  Designates a set of schema or WSDL documents that accept messages where base64-encoded binary content was optimized according to the MTOM/XOP specifications. XOP binary-optimization replaces base64-encoded binary data with an xop:Include reference element that references the unencoded binary data located in an attachment.  When disabled, such optimized messages are rejected by validation of the optimized form. Rejection occurs because the schema specifies a simple type that accepts base64-encoded data, such as xs:base64Binary or xs:string, but the message contains an xop:Include element instead. When enabled, an xop:Include element can optionally appear in place of content for any XML Schema simple type that validates base64-encoded binary data. The xop:Include element itself will be validated according to the built-in schema in store:///schemas/xop.xsd.        WSDL Compiler Options Click Tab to display WSDL Compiler settings     Test URL    Test URL    Test URL    Test URL Compile Options Policy Configure/Edit Compile Option Policies  xml/compile-settings compile-settings compile-options IDG   summary Comments A descriptive summary for the configuration.  xslt-version XSLT10 XSLT version Specifies the XSLT processor version. The default value is XSLT10.  strict on Strict Specifies whether to enable strict XSLT error checking. Non-strict operations attempt to recover from certain errors, such as use of undeclared variables, calling undeclared templates, and so forth. By default, strict XSLT error checking is enabled.  profile off Profile rule Specifies whether to enable stylesheet profiling. This option should not be used in production environments. By default, stylesheet profiling is disabled.  debug off Debug rule Specifies whether to run the stylesheet, XQuery script, and JSONiq script in debug mode. When a stylesheet, XQuery script, or JSONiq script is run in debug mode, it generates a custom web page instead of displaying its normal output. The web page details exactly what occurred during execution, including the values of variables and where particular pieces of the output came from. This option should not be used in production environments. By default, debug mode is disabled.  stream off Streaming rule Specifies whether the stylesheet must be run in streaming mode. Transformation of the document begins before the input is fully parsed. Not all stylesheets can be streamed. If the stylesheet cannot be streamed, an error is generated and the input is not processed. By default, streaming mode is disabled.  try-stream off Attempt streaming rule Specifies whether to attempt to run the stylesheet in streaming mode. Transformation of the document begins before the input is fully parsed. Not all stylesheets can be streamed. If the stylesheet cannot be streamed, a warning is generated during compilation and the stylesheet is read in the entire input as normal at execution time. By default, attempting to run the stylesheet in streaming mode is disabled.  minesc off Minimum output escaping rule Specifies whether to escape output produced from the stylesheet during processing. Minimal escaping is particularly useful when handling non-English character sets. By default, minimum escaping is disabled.  stack-size 10240 104857600 1048576 Maximum stack size bytes Indicates the maximum number of bytes that the stack is allowed to use while executing a stylesheet or other compiled content. This setting is used to block infinite recursion. The minimum value is 10 kilobytes, or 10,240 bytes. The maximum value is 100 megabytes, or 104,857,600 bytes. The default value is 1 megabyte, or 1,048,576 bytes.  wsi-validate warn WS-I Basic Profile validation Specifies the validation behavior to apply to WSDL files that are checked for conformance to section 5 of WS-I Basic Profile (version 1.0, April 2004). The default setting is Warn.  wsdl-validate-body strict Validate message body Specifies the validation behavior for the soap:Body. The default setting is Strict.  wsdl-validate-headers lax Validate message headers Specifies the validation behavior for the soap:Header. The default setting is Lax.  wsdl-validate-faults strict Validate message fault details Specifies the validation behavior for the fault detail. The default setting is Strict.  wsdl-wrapped-faults off Require wrappers on fault details specified by type Specifies whether to require compatibility with RPC-style wrappers. By default, RPC-style wrappers are not required.  allow-soap-enc-array off Specifically allow xsi:type='SOAP-ENC:Array' rule Specifies whether to allow the schema to accept most uses of elements with xsi:type='SOAP-ENC:Array' consistent with SOAP 1.1 Section 5, even when these attributes violate the XML Schema specification. Normally the xsi:type attribute must name a type equal to or derived from the actual type of the element. For schemas compiled with this option, xsi:type is accepted specifically for the SOAP 1.1 Encoding 'Array' complex type if the element type is derived from SOAP-ENC:Array. The opposite is the normal allowable case. By default, elements with xsi:type='SOAP-ENC:Array' are not accepted.  validate-soap-enc-array off Validate SOAP 1.1 encoding rule Specifies whether to perform extra schema validation following the encoding rules in SOAP 1.1 Section 5. When enabled, members of SOAP arrays are validated, attributes such as @id and @href are allowed even if they are not allowed by the schema, and @href values are checked to ensure that they have a corresponding @id element. By default, the extra validation is not performed.  wildcards-ignore-xsi-type off Wildcards ignore xsi:type rule Specifies whether xs:any elements in the schema validate only child elements by name. The XML Schema specification requires that, if a wildcard matches an element but that element does not have an element declaration, the element is instead validated according to an xsi:type attribute on it. This option ignores those xsi:type attributes. It should be used for cases such as SOAP envelope validation where a further validation step will validate the contents matching the wildcard, possibly using the SOAP 1.1 encoding rules. By default, xsi:type attributes are not ignored.  wsdl-strict-soap-version off Strict SOAP envelope version Specifies whether to strictly follow the SOAP binding in the WSDL. When enabled, only messages bound to SOAP 1.2 appear in SOAP 1.2 envelopes and only messages bound to SOAP 1.1 appear in SOAP 1.1 envelopes. By default, strict SOAP binding is disabled.  xacml-debug off Debug XACML policy Specifies whether to compile XACML policies with debug information. Note that the XACML debugging messages are also controlled by the log event in the XACML category. Use the debug log level to view the full XACML debugging messages. By default, XACML policies are not compiled with debug information.  allow-xop-include off Accept MTOM/XOP optimized messages  Specifies whether the schema or WSDL document accepts messages where base64-encoded binary content was optimized according to the MTOM/XOP specifications. XOP binary-optimization replaces base64-encoded binary data with an xop:Include reference element that references the unencoded binary data located in an attachment. By default, MTOM/XOP optimized messages are disabled.  When disabled, such optimized messages are rejected by validation of the optimized form. Rejection occurs because the schema specifies a simple type that accepts base64-encoded data, such as xs:base64Binary or xs:string, but the message contains an xop:Include element instead. When enabled, an xop:Include element can optionally appear in place of content for any XML Schema simple type that validates base64-encoded binary data. The xop:Include element itself will be validated according to the built-in schema in store:///schemas/xop.xsd.        WSDL compiler options Click Tab to display WSDL Compiler settings Compile Settings Configure customized compile settings.  config/deployment deployment-policy configuration IDG   summary Comments Brief summary for user annotation.  accept ^[-_a-zA-Z0-9:.*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Name=foo.* Accepted Configuration Accepted Configuration Matching configuration is accepted during import. To create a match statement, type a correctly formatted resource match in the horizontal text box or select Build. Selecting Build displays the Configuration Match Builder in a popup window. 
                             A match statement takes the following general form: 
                              Addr
                            / 
                             Domain
                            / 
                             Resource
                            [? 
                             Name=resource-name
                            & 
                             Property=property-name
                            & 
                             Value=property-value
                            ]   Addr Device Address. Specifies IP address or host alias. The value (*) matches all IP addresses.  Domain Application Domain. The name of the application domain. The value (*) matches all domains.  Resource Resource Type. The name of the resource type. The value (*) matches all resource types.  Name=resource-name An additional specification field, such as "Name". Limits the match statement to resources of the specified name. Use a PCRE to select groups of resource instances. For example, "Name=foo.*" would match all resources with names that start with "foo".  Property=property-name Property Name. The name of the configuration property. Limits the match statement to resources of the specified property. If change specified, set property-name to null string.  Value=property-value Property Value. Specifies the value for the configuration property. This property limits the match statement to resources with the specified property value.  filter ^[-_a-zA-Z0-9:.*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Name=foo.* Filtered Configuration Filtered Configuration Matching configuration is filtered during import. Match statements do not control whether to import files that are part of the imported configuration package. Files are imported regardless of whether the filter disallows the resources with which the files are associated. 
                             To create a match statement, type a correctly formatted resource match in the horizontal text box or select Build. Selecting Build displays the Configuration Match Builder in a popup window. A match statement takes the following general form: 
                              Addr
                            / 
                             Domain
                            / 
                             Resource
                            [? 
                             Name=resource-name
                            & 
                             Property=property-name
                            & 
                             Value=property-value
                            ]   Addr Device Address. Specifies IP address or host alias. The value (*) matches all IP addresses.  Domain Application Domain. The name of the application domain. The value (*) matches all domains.  Resource Resource Type. The name of the resource type. The value (*) matches all resource types.  Name=resource-name An additional specification field, such as "Name". Limits the match statement to resources of the specified name. Use a PCRE to select groups of resource instances. For example, "Name=foo.*" would match all resources with names that start with "foo".  Property=property-name Property Name. The name of the configuration property. Limits the match statement to resources of the specified property. If change specified, set property-name to null string.  Value=property-value Property Value. Specifies the value for the configuration property. This property limits the match statement to resources with the specified property value.  modify Modified Configuration Modified Configuration Matching configuration is modified during import. The matching configuration may be changed, added, or deleted. To create a match statement, type a correctly formatted resource match in the horizontal text box or select Build. Selecting Build displays the Configuration Match Builder in a popup window. 
                             A match statement takes the following general form: 
                              Addr
                            / 
                             Domain
                            / 
                             Resource
                            [? 
                             Name=resource-name
                            & 
                             Property=property-name
                            & 
                             Value=property-value
                            ]   Addr Device Address. Specifies IP address or host alias. The value (*) matches all IP addresses.  Domain Application Domain. The name of the application domain. The value (*) matches all domains.  Resource Resource Type. The name of the resource type. The value (*) matches all resource types.  Name=resource-name An additional specification field, such as "Name". Limits the match statement to resources of the specified name. Use a PCRE to select groups of resource instances. For example, "Name=foo.*" would match all resources with names that start with "foo".  Property=property-name Property Name. The name of the configuration property. Limits the match statement to resources of the specified property. If change specified, set property-name to null string.  Value=property-value Property Value. Specifies the value for the configuration property. This property limits the match statement to resources with the specified property value.  shared-object Shared Objects The list of all shared objects. A list of class-name pairs. The 'class' specifies the class type of an object, while the 'name' references a particular object of the given class type. If an object is present within this list, it will not be overwritten during import. Deployment Policy Configuration Deployment Policy A deployment policy contains a set of rules that are applied during a configuration import. A deployment policy can be used to accept, filter, or modify configuration during import.  config/sequence config-sequence configuration IDG   summary Comments Brief summary for user annotation.  location Location profiles Ordered list of locations to watch for changes and load configuration, and associated permissions for each location Each entry specifies a directory in the file system where the configuration files to match are stored. The DataPower Gateway watches the specified location and reloads the configuration when a change is detected in configuration files that match the specified PCRE match pattern. The entries are processed in the order that they appear in the list. The assess profile, when specified, indicates the permissions for the file execution.  match-pattern (.*)\.cfg$ Matching pattern PCRE pattern to match configuration files for the match location Specifies the PCRE match pattern that determines whether a file should be considered part of the match location. For instance, when the configuration files to match are 
                             NNNNNN.input
                            , then the PCRE pattern is 
                             "([0-9]{6})\.input$"
                            .  result-name-pattern $1.log Result file naming pattern PCRE pattern to name the generated result files  Enter the PCRE pattern to use to build the name of the result file. This PCRE pattern normally has a back-reference to the base input file name. For instance, when input files are 
                                 NNNNNN.input
                                and the desired result file name is 
                                 NNNNNN.result
                                , then the pattern is 
                                 "$1.result"
                                .  status-name-pattern $1.status Status file naming pattern PCRE pattern to name the generated status files  Enter the PCRE to use to build the name of the JSON-format object status file. This PCRE pattern normally has a back-reference for the base input file name. For instance, when the input files are 
                                 NNNNNN.input
                                and the desired object status file name is 
                                 NNNNNN.json
                                , then the pattern is 
                                 "$1.json"
                                .  watch on Watch Whether to watch changes in the matching configuration files Specifies whether to watch the specified directory for configuration file changes and automatically reload the configuration when a change is detected. By default, the specified directory is watched.  use-output-location off Use output location Whether to place output log and status files in the configured output location Specifies whether to place output log and status files in the configured output location after the files are processed. By default, output files are stored in the input file location.  output-location logtemp:///   UseOutputLocation on   UseOutputLocation off  logtemp local temporary Output file location Directory to store the output log files and status files Specifies the directory to store the output files that are generated for the execution of the loaded configuration files. When not specified, the input file location is used.  delete-unused on Delete unused Whether to clean up objects no longer needed after configuration events Specifies whether to enable cleaning up objects that are no longer needed. When enabled, the configuration sequence detects and attempts to delete the objects that are no longer modified by any configuration file. By default, the configuration sequence does not delete unneeded objects.  run-sequence-interval 100 60000 100 Configuration execution interval Time delay between a file event occurrence and a new sequence running milliseconds Specifies how long, after a file event occurs, to wait before running this sequence again to load file changes. This delay enables multiple file events to be aggregated and handled within the same sequence run. The unit of the value is milliseconds. Enter a value in the range 100 - 60000. By default, a sequence run will load changes caused by file events that occur during the last 100 milliseconds.   max-log-file-size 1024 50000 1024 Maximum size of output log files The maximum size of the output log file in kilobytes before archival occurs KB Specifies the maximum size of the output log file in kilobytes before archival or wrapping occurs. Enter a value in the range 1024 - 50000. The default value is 1024.  mark-objects-external on Mark objects external Whether to mark objects created by the sequence as external Specifies whether to mark objects created by the sequence as external objects. By default, objects created by the sequence are external.  delete-config off Delete configuration Whether to delete configuration files after processing Specifies whether to delete the matched configuration files after the files are processed. By default, configuration files are not deleted after being processed.  output-cleanup-interval 0 1800 0 Output clean up interval Time delay between configuration execution and output deletion seconds Specifies how long, after the execution of the configuration file, to wait before automatically deleting the related output files, which includes the result logs and object status files. The unit of the value is seconds. Enter a value in the range 0 - 1800. The default of 0 indicates not to delete output files.  serialize-deferred-processing on Serialize deferred processing Whether to run the sequence for deferred events after unused object deletion runs Specifies whether to run the sequence for deferred events after unused object deletion runs. By default, these processes are serialized. The risk of running them concurrently is if later events add an object or objects that were previously marked for deletion by a file event, then the object deletion might erroneously execute after the addition.  optimize-for-apic off Optimize Processing for APIc Whether this configuration sequence runs in an APIc context Specifies whether the sequence is used by APIc for the configuration that it owns and manages. The processing is optimized for that environment if so.  always-run-config on Always run configuration Whether this configuration sequence always runs configuration commands from the configuration files Specifies whether the sequence will always run configuration commands from the configuration files, even if the commands do not change the current configuration.  monitor-persistence off Monitor persistence Whether this configuration sequence always runs configuration commands from the configuration files Specifies whether the sequence monitors for domain persistence and refrains from acting on related file events.  Capabilities List of derived or externally-induced capabilities A read-only list of capabilities that are derived from other properties, or from properties available to external management systems.             Main   Capabilities (read-only) Configuration Sequence Configuration Sequence A sequence of configuration files to load after the start-up configuration. By default, changes on the configuration files are automatically detected and reloaded.  xml/conformancepolicy conformancepolicy logging IDG   summary Comments Brief summary for user annotation.  profiles Profiles Profiles Profiles against which to check conformance  ignored-requirements Ignored Requirements Ignored Requirements Requirements that should not be validated. A requirement is specified by a string of the form "<profile>:<reqid>", where <profile> names the profile and is one of BP1.0, BP1.1, BSP1.0 or AP1.0, and <reqid> names the requirement within that profile, and follows the naming convention used by the profile itself. For example, requirement R4221 in the Basic Security Profile 1.0 would be named as "BSP1.0:R4221".  fixup-stylesheets Corrective Stylesheets Corrective Stylesheets Stylesheets to invoke after conformance analysis. These stylesheets can manipulate the analysis results or repair instances of nonconformance.  assert-bp10-conformance off   Profiles BP10 BP1.0 Conformance Claim Assertion BP1.0 Conformance Claim Assertion to conforming messages Attach a Basic Profile 1.0 conformance assertion to messages that conform to BP 1.0, or remove a Basic Profile 1.0 conformance assertion to the messages that don't conform to BP 1.0.  report-level never Record Report Level Select the degree of nonconformance to cause a conformance report to be recorded.  report-target   ReportLevel never   Destination URL to send conformance report Target URL to which conformance reports will be sent  reject-level never Reject non-conforming messages Level Select the degree of nonconformance to cause the message to be rejected.  reject-include-summary off   RejectLevel never   Include error summary Include summary of conformance analysis in rejection message Usually, a rejection response contains little information about the reason that the message was rejected. Setting this property causes the conformance action to include summary information about the conformance errors found.  result-is-conformance-report off Use analysis as result Deliver conformance analysis report as action result The normal behavior of the conformance action is to deliver the original message, possibly modified by one or more stylesheets, to the next multistep stage. Setting this property will instead cause the analysis result to be used as the output. This is primarily intended for use within a loopback firewall, which will return the analysis results to the client.  response-properties-enabled off Distinct response behavior Allow different logging and rejection behavior to be configured for response messages When placed inside a single conformance check action (as is typical in an XML gateway), a single set of logging and behavior parameters is sufficent. However, sometimes (as in the case of auto-generated WS-Proxy conformance checking), the same policy is used in checks in both the request and response directions. In this case, the conformance reports should likely be sent to different targets. This toggle allows for an alternate set of logging and rejection parameters to be specified for messages in the response direction.  response-report-level never   ResponsePropertiesEnabled off   ResponsePropertiesEnabled off Record Report (response direction) Level Select the degree of nonconformance in a response message to cause a conformance report to be recorded.  response-report-target   ResponseReportLevel never   ResponsePropertiesEnabled off Destination URL to send response conformance report Target URL to which response conformance reports will be sent  response-reject-level never   ResponsePropertiesEnabled off   ResponsePropertiesEnabled off Reject non-conforming response messages Level Select the degree of nonconformance to cause a response message to be rejected.  response-reject-include-summary off    ResponseRejectLevel never   ResponsePropertiesEnabled off Include response error summary Include summary of conformance analysis in response rejection message Usually, a rejection response contains little information about the reason that the message was rejected. Setting this property causes the conformance action to include summary information about the conformance errors found in response messages. Conformance Policy Configuration of conformance checking of received messages  config/control-list control-list configuration IDG   summary Comments Enter a brief descriptive summary for the configuration. A descriptive summary for the configuration.  type Type Whether values are accepted or rejected Specifies whether values are accepted or rejected.  value Value PCRE to evaluate values.  Specifies the PCRE to evaluate values.  An entry of 
                                     ^foo
                                    indicates a match against only values that start with 
                                     foo
                                    . An empty list indicates no match against any value. A list with only 
                                     .*
                                    indicates a match against all values.  case-insensitive off Case-insensitive Whether the specified values are case insensitive. Indicates whether the specified values are case-sensitive or case-insensitive. Control List Configure and manage control lists  A control list uses a value-matching pattern to determine whether values are on the allowlist or blocklist. The value-matching pattern is defined by a PCRE. When you define the control list, you can indicates whether evaluation is case-sensitive or case-insensitive.  config/cors-policy cors-policy configuration IDG   summary Comments Enter a brief descriptive summary for the CORS policy. A descriptive summary for the CORS policy.  rule CORS rules The CORS rules to be applied by this policy A list of CORS rules to be applied. The first rule that is valid for the requested Origin is applied to an incoming CORS request. If no rule applies, the CORS request is rejected.    Summary     Main CORS policy Manage CORS behavior A CORS policy contains one or more CORS rules and allows the user to configure CORS behavior.  config/cors-rule cors-rule configuration IDG   summary Comments Enter a brief descriptive summary for the CORS rule. A descriptive summary for the CORS rule.  allow-origin Allowed Origins Origin request header values that the rule allows. The list of values for the 
                             Origin
                            header that are accepted for cross-origin requests. This rule does not apply to a CORS request when the value for the 
                             Origin
                            header does not match any value in the list.  allow-credentials off Allow Credentials Whether the CORS Access-Control-Allow-Credentials response header has a value of true. By default, the 
                             Access-Control-Allow-Credentials
                            header is not returned in response to a CORS request. To return this header with a value of 
                             true
                            , enable this property.    Summary      Main CORS Rule Manage CORS behavior A CORS rule defines allowed Origins and other CORS properties.   configuration   crypto/jwt-generator jwt-generator crypto IDG   summary Comments Enter a brief descriptive summary for the JWT Generator configuration. A descriptive summary for the JWT Generator configuration.  iss 256 idg Issuer Specify the value for the issuer claim. The issuer claim, "iss", identifies the principal that issues the JWT. The maximum length is 256 characters. The default value is 
                                     idg
                                    .  duration 1 31622400 3600 Validity period Specify the validity period for calculating the expiration time, "exp" claim, of the JWT processing. seconds The validity period identifies the expiration time, "exp" claim. Enter a value in the range 1 - 31622400. The default value is 3600.  add-claims Additional claims Add additional JWT claims.  Additional JWT claims, such as audience "aud" claim, not before "nbf" claim, issued at "iat" claim, JWT ID "jit" claim, "nonce" claim, and custom claim, can be added for JWT. The subject, "sub" claim is added by default. You can override the subject claim value by specifying the "sub" claim in the Custom claims field.  aud 256   AdditionalClaims aud   Audience claim Specify the value for the audience claim. The audience, "aud", claim identifies the recipients that the JWT is intended for. The maximum length of the Audience claim is 256 characters.  nbf 0 480 0   AdditionalClaims nbf   Delta for not before claim Specify a delta used to calculate the not before claim. seconds The not before claim, "nbf", indicates the time before which the JWT must not be accepted for processing. Enter a value in the range 0 - 480. The default value is 0.  custom-claims   AdditionalClaims custom    local store Custom claims Specify custom claims. The GatewayScript or XSLT file is processed to specify the custom claim. The GatewayScript or XSLT file must be stored in the 
                                     local:
                                    or 
                                     store:
                                    directory.  generate-method JWT generation method Specify how to secure and generate a JWT, by using signing and encryption methods. The signing and encryption methods can be used to secure and generate a JWT.  sign-alg RS256   GenMethod sign   Signing algorithm Specify a signing algorithm to generate the JWT signature. Various signing algorithms can be used to generate the JWT signature, such as HS256, HS384, HS512, RS256, RS384, and RS512. The default value is RS256.  sign-key    GenMethod sign  SignAlgorithm RS256 RS384 RS512 PS256 PS384 PS512 ES256 ES384 ES512   Signing key Specify a key alias to sign the JWT. The key alias can be used to sign the JWT. You can get a key alias by configuring the Crypto Key.  sign-sskey    GenMethod sign  SignAlgorithm HS256 HS384 HS512   Signing shared secret Specify a shared secret key alias to sign the JWT. The shared secret key alias can be used to sign the JWT. You can get the shared secret key alias by configuring the Crypto Shared Secret Key.  enc A128CBC-HS256   GenMethod encrypt   Encryption algorithm Specify the encryption algorithms to encrypt the JWT. Various encryption algorithms can be used to encrypt the JWT, such as A128CBC-HS256, A192CBC-HS384, A256CBC-HS512, A128GCM, A192GCM, and A256GCM. The default value is A128CBC-HS256.  enc-alg RSA1_5   GenMethod encrypt   Key management algorithm Specify a key management algorithm to encrypt the JWT. Various key management algorithms can be used to encrypt the JWT, such as RSA1_5, RSA-OAEP, RSA-OAEP-256, A128KW, A192KW, A256KW, and dir. The default value is RSA1_5.  enc-cert    GenMethod encrypt  EncryptAlgorithm RSA1_5 RSA-OAEP RSA-OAEP-256   Encryption certificate Specify a certificate alias to encrypt the JWT. The certificate alias can be used to encrypt the JWT. You can get the certificate alias by configuring the Crypto Certificate.  enc-sskey    GenMethod encrypt  EncryptAlgorithm A128KW A192KW A256KW dir   Encryption key Specify a shared secret key alias to encrypt the JWT. The shared secret key alias can be used to encrypt the JWT. You can get the shared secret key alias by configuring the Crypto Shared Secret Key.             Sign the token      Encrypt the token Main      Advanced JWT Generator Specify JWT content and cryptographic methods to generate a JWT in the AAA postprocessing phase.  The JSON Web Token (JWT) Generator specifies the JWT content and the cryptographic methods, such as signing and encryption methods, used for generating a JWT during the AAA postprocessing phase.  crypto/jwt-validator jwt-validator crypto IDG   summary Comments Enter a brief descriptive summary for the JWT Validator configuration. A descriptive summary for the JWT Validator configuration.  iss 256 Issuer Specify a PCRE used to verify the issuer claim. The optional issuer claim. The "iss" PCRE can be used to verify the JWT. The maximum length of the value is 256 characters.  aud 256 Audience Specify a PCRE used to verify the audience claim. The optional audience claim. The "aud" PCRE can be used to verify the JWT. The maximum length of the value is 256 characters.  validate-method Validation method Specify how to validate the JWT, such as by using verification methods, decryption methods, and a custom GatewayScript or XSLT file. Various methods can be used to validate the JWT. You can decrypt the JWT, verify the JWT signature, and process a custom GatewayScript or XSLT file for further processing.  customized-script   ValMethod customized    local store Custom validation method processing Specify a custom GatewayScript or XSLT file to validate the JWT. A custom GatewayScript or XSLT file is processed to validate the JWT. The GatewayScript or XSLT file must be stored in the 
                                     local:
                                    (the default) or 
                                     store:
                                    directory. This field is meaningful when you select 
                                     Custom processing
                                    in the Validation method field.  decrypt-type   ValMethod decrypt   Decrypt method Specify how to decrypt the JWT. Various decryption methods (such as PKIX, shared secret key, JSON Web Key (JWK), custom processing, remotely retrieve JWK) can be used to decrypt the JWT. The default method is PKIX. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation method field.  decrypt-key    ValMethod decrypt  DecryptCredentialType pkix   Decrypt key Specify the private key for decrypting the JWT. The private key can be used to decrypt the JWT. You can get the key alias by configuring the Crypto Key. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation Method field and choose 
                                     PKIX
                                    from the Decrypt method list.  decrypt-ssecret    ValMethod decrypt  DecryptCredentialType ssecret   Decrypt shared secret Specify the shared secret key for decrypting the JWT. The shared secret key can be used to decrypt the JWT. You can get the shared secret key alias by configuring the Crypto Shared Secret Key. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation method field and choose 
                                     Shared secret
                                    from the Decrypt method list.  decrypt-jwk    ValMethod decrypt  DecryptCredentialType jwk    local store Decrypt JWK Specify the JWK or key set for decrypting the JWT. The file containing the JWK or key set is fetched to decrypt the JWT. The file must be stored in the local: or store: directory. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation method field and choose 
                                     JWK
                                    from the Decrypt method list.  decrypt-fetch-cred-url 7 255 http://example.com/v3/key https://example.com/v3/key    ValMethod decrypt  DecryptCredentialType jwk-remote   Decrypt credential URL Specify the URL where the decryption credentials can be fetched. The URL indicates the source location where the decryption credentials can be fetched for decrypting the JWT. The URL must be in the format of http or https. By default, the URL is http://example.com/v3/key. This field is meaningful when you choose 
                                     Decrypt
                                    in the Validation method field and choose 
                                     Remotely retrieve JWK
                                    from the Decrypt method list.  decrypt-fetch-cred-sslprofile     ValMethod decrypt  DecryptCredentialType jwk-remote Decrypt credential TLS client profile Specify the TLS client profile as a source where the decryption credentials can be fetched. The TLS client profile is specified for fetching the decryption credentials. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation method field and choose 
                                     Remotely retrieve JWK
                                    from the Decrypt method list.  validate-custom     ValMethod verify  VerifyCredentialType custom   ValMethod decrypt  DecryptCredentialType custom    local store Custom decrypt/verify processing Specify a custom GatewayScript or XSLT file to provide the crypto information for decrypting or verifying the JWT. A custom GatewayScript or XSLT file provides the key material information to decrypt or verify the JWT. This field is meaningful when you select 
                                     Custom
                                    for the Decrypt method or Verify method list.  verify-type   ValMethod verify   Verify method Specify how to verify the JWT signature. Various methods (such as PKIX, shared secret key, JWK, custom processing, remotely retrieve JWK) can be used to verify the JWT signature. The default method is PKIX. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field.  verify-certificate    ValMethod verify  VerifyCredentialType pkix   Verify certificate Specify the certificate to verify the JWT signature. The certificate can be used to verify the JWT signature. You can get the certificate by configuring the Crypto Certificate. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     PKIX
                                    from the Verify method field.  verify-certificate-against-valcred off    ValMethod verify  VerifyCredentialType pkix   Signature validation credentials Indicate whether to verify the certificate by using validation credentials. You decide whether to use validation credentials to verify the JWT signature. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     PKIX
                                    from the Verify method list.  valcred    ValMethod verify  VerifyCredentialType pkix  VerifyCertificateAgainstValCred on   Validation credentials Specify validation credentials to verify the signers' certificate for the JWT. The validation credentials can be used to verify the signers' certificate for the JWT. You can get credentials by configuring the Crypto Validation Credentials. This field is meaningful when you select 
                                     on
                                    in the Signature validation credentials field.  verify-ssecret    ValMethod verify  VerifyCredentialType ssecret   Verify shared secret Specify the shared secret key to verify the JWT signature. The shared secret key can be used to verify the JWT signature. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     Shared secret
                                    from the Verify method list.  verify-jwk    ValMethod verify  VerifyCredentialType jwk    local store Verify JWK Specify the JWK or key set for verifying the JWT. The file containing the JWK or key set is fetched to verify the JWT signature. The file must be stored in the local: or store: directory. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     JWK
                                    from the Verify method list.  verify-fetch-cred-url 7 255 http://example.com/v3/certs https://example.com/v3/certs    ValMethod verify  VerifyCredentialType jwk-remote   Verify credential URL Specify an URL to fetch the verification credentials. The URL indicates the source location where the verification credentials can be fetched for verifying the JWT signature. The URL must be in the format of http or https. By default, the URL is http://example.com/v3/certs. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     Remotely retrieve JWK
                                    from the Verify method list.  verify-fetch-cred-sslprofile     ValMethod verify  VerifyCredentialType jwk-remote Verify credential TLS client profile Specify the TLS client profile as a source where the verification credentials can be fetched. The TLS client profile is provided for fetching the verification credentials. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     Remotely retrieve JWK
                                    from the Verify method list.  claims Validate claims Specify JWT claims to be validated. JWT claims need to be validated. You must enter the claim name, value, and data type. If the data type is string, specify the PCRE regular expression to verify the claim value.  username-claim sub Claim used as username Specify the JWT claim name. The value of this JWT claim can be used as the extracted identity username. This field is applicable only when the JWT Validator is used in the AAA identity extraction phase. By default, the value of the "sub" claim is populated as the username element of the identity extraction output. Ensure that the claim specified in this field is present in the incoming JWT. If no match is found, no username is populated in the AAA processing.         General        Decrypt the token          Verify the token   Miscellaneous Main    Advanced JWT Validator Specify credentials for validating a JWT.  The JSON Web Token (JWT) Validator specifies credentials and different methods to validate a JWT.  crypto/cert-monitor cert-monitor system   summary Comments Brief summary for user annotation.  poll 1 0xFFFF 1 Polling Interval day Enter an integer indicating the number of days between checks for expired certificates.  reminder 1 0xFFFF 30 Reminder Time day Enter an integer indicating the number of days in advance to send notification that a certificate will expire.  log-level warn Log Level Select the level of log messages sent to warn about certificates that will expire in the Reminder period. Log targets capture message at or above the configured level. The default is notice.  disable-expired-certs off Disable Expired Certificates By default, expired certificate objects are not disabled. Set this to on to disable expired certificates. Any object that uses the certificate object (such as a Validation Credential) will in turn be disabled. Crypto Certificate Monitor The Certificate Monitor periodically checks all X.509 certificates stored on the device for expiration. The monitor automatically creates a log message for each certificate that is within the Reminder time of expiration. Expired certificates may be automatically disabled. Note that the Monitor checks all certificates immediately when the Monitor is first enabled.  crypto/cookie-attribute-policy cookie-attribute-policy crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  cookie-attribute Cookie attributes Select attributes to include in the cookie. Specifies the attributes to include in the cookie. Acceptable values include domain, path, secure, httponly, max-age, expires, and custom. When an attribute is enabled, you can enter its value in the corresponding property and the enabled attribute is included in the cookie.  domain 1 256   CookieAttribute domain   Domain Enter the domain for which the cookie is sent. Identifies domain to which a cookie belongs. A browser accepts cookies only when the current domain matches the value you enter here. The maximum length of the domain is 256 characters.  path 1 256 /   CookieAttribute path   Path Enter the path for which the cookie is sent. Identifies path attribute of a cookie. A browser accepts cookies only when the current path matches the value you enter there. If this policy object is attached to HTML Forms Login Policy, this property overrides Form POST Action URL property. The maximum length of the path is 256 characters.  interval 1 2678400 3600   CookieAttribute max-age expires   Relative expiration interval Enter a value in seconds to set the cookie's maximum age and/or when the cookie expires. seconds  Sets the cookie's maximum age and/or the cookie's expiration date as an interval of seconds, relative to the time the transaction occurred on the object. For example, if this value is set to 3600 and the transaction on this object occurred on Feb 10, 2014 12:00:00 GMT, then the maximum age of the cookie is 3600 seconds and the expiration date is Feb 10, 2014 13:00:00 GMT, depending on whether the Max-Age and the Expires attribute are included. When the maximum age or the expiration date is reached, the cookie is deleted. Enter a value in the range 1 - 2678400. The default value is 3600. Note that the Max-Age attribute in this policy overrides Inactivity Timeout and Session Lifetime attributes in HTML Forms Login policy.  custom-attribute 1   CookieAttribute custom   Custom attributes Enter additional attributes to include in the cookie. The additional attributes to include in the cookie. Enter each attribute in name-value pair. When you enter multiple pairs, use a semicolon (;) to separate them. A name-value pair with an empty value (name-only portion) can also be specified here. You can use variables instead of name-value pair(s). Enter a context variable as var://variablename Cookie Attribute Policy Manage the cookie attributes Cookie attribute policy manages pre-defined and custom attributes of a cookie.  crypto/crl crl crl   CRL update policy Define the configuration of an HTTP-enabled or an LDAP-enabled CRL (Certificate Revocation List) update policy. When HTTP, specify the Fetch URL. When LDAP, specify the LDAP bind information. For both, specify the validation credentials. CRL Retrieval Certificate Revocation List (CRL) retrieval policy  crypto/cert certificate crypto   file-name  cert pubcert sharedcert dpcert local  saf-cert luna-cert File name Name of the file that contains the public key and certificate  Specifies the file that contains the public key and certificate. This name might be the same as the file that contains the private key. You can specify a local certificate file, a remote z/OS certificate file, or a SafeNet certificate file.  For a local certificate file, access a list of files that are contained in the 
                                             cert:
                                            , 
                                             pubcert:
                                            , or 
                                             local:
                                            file repository, and select the file that contains the certificate that is referenced by this Certificate object. 
                                              Attention: Any file in the local: directory can be downloaded or included in an export. Therefore, consider carefully before you store cryptographic files in this directory. For a remote z/OS certificate file, specify the location and the file name. 
                                              Select 
                                                 saf-cert://
                                                from the list of directories. Enter the label name of an existing SAF certificate residing on the z/OS system using the 
                                                  nssclient/ZOSCERTLABEL
                                                format where 
                                                 nssclient
                                                is an existing NSS client. 
                                                 See the z/OS Communications Server: IP Configuration Guide for details on label names. For a certificate file that is stored on the SafeNet HSM, specify the location and the file name. 
                                              Select 
                                                 luna-cert://
                                                from the list of directories. Enter the file name in one of the following formats based on whether the certificate is part of a high availability (HA) group. 
                                                  When part of an HA group, use the 
                                                      group/label
                                                    format. When not part of an HA group, use the 
                                                      partition/label
                                                    format. 
                                                     where, 
                                                       group
                                                        indicates the configuration name of the HA group that contains the certificate.  partition
                                                        indicates the configuration name of the partition that contains the certificate.  label
                                                        indicates the label name of the public key on the HSM. The label name of the public key is specified by the 
                                                         labelPublic
                                                        parameter when you generate the key with the Luna 
                                                         cmu generatekeypair
                                                        command on the Luna HSM. The DataPower Gateway communicates with the SafeNet HSM appliance through the SafeNet HSM configuration. To use a certificate on the SafeNet HSM, the SafeNet HSM configuration must be defined and in the up operational state. The certificate must be stored in a partition that the DataPower Gateway can access. Therefore, the SafeNet HSM partition configuration must be in the up operational state.  password   Password  Password (deprecated) A cleartext password required to access the file containing the public key and certificate.  off   Password alias toggle (deprecated)   password-alias Password alias The alias of the password required to access the file containing the public key and certificate. The password alias of a cleartext password required to access the file containing the public key and certificate.  ignore-expiration off Ignore expiration dates Whether to allow certificate-creation outside of expiration values  Whether to allow the creation of a certificate prior to its activation date (the 
                                         NotBefore
                                        value in the certificate) or after its expiration date (the 
                                         NotAfter
                                        value in the certificate).  When allowed, creates the certificate and places it in the 
                                             up
                                            state. Although the certificate is in the up operational state, objects that reference the certificate use the internal expiration values. In other words, the certificate itself is in the up operational state, but validation credentials, firewall credentials, and identification credentials that references the certificate adhere to the internal expiration values. If the certificate is used for a certificate chain validation from the validation credentials and the certificate is not valid, validation fails. Similarly, if the certificate is used from the identification credentials, the DataPower Gateway sends the certificate to the TLS peer for a secure connection, but the peer can reject the certificate as invalid. When disallowed, prevents the creation of a certificate outside of its internal expiration values.        Crypto Certificate A public key and certificate The public key portion of a private/public key pair, as for RSA or DSA, plus the certificate with which the key pair is used.  crypto/fwcred fwcred firewallcred IDG   key Private Key A private key which may be used for asymmetric key operations with the xmlfirewall.  sskey Shared Secret Key A shared secret key which may be used for symmetric key operations with the xmlfirewall.  certificate Certificate A certificate which may be used for public key operations with the xmlfirewall. Crypto Firewall Credentials Crypto credentials usable with security extension functions The set of crypto credentials (private keys, shared secret keys, and certificates) usable by an xmlfirewall when calling security extension functions to perform actions such as encryption/decryption and digital signing and verification. If a firewall is using a Firewall Credentials object and a particular certificate or key is not included in this list, the cryptographic operation trying to use the key or certificate will fail.  crypto/idcred idcred crypto   key Crypto Key Private key for this identity.  certificate Certificate Certificate for this identity containing the public key matching the specified private key.  ca Intermediate CA certificates A set of one or more intermediate Certification Authority certificates. These are passed to the client so it can establish a trust-chain starting with the certificate containing the public key. CA certificates might be necessary when the CA signing this certificate containing the public key is not a standard, well-known CA. If the intermediate CA certificate is also not signed by a standard, well-known CA, an additional intermediate CA certificate might be required for that CA. As many intermediate CA certs as necessary must be specified.   Crypto Identification Credentials Public-private key pair to identify TLS peers Identification credentials are public-private keys to identify TLS peers. The certificate (public key) is sent to a TLS peer when negotiating the TLS connection. These credentials are used as the identity when signing, encrypting, or decrypting messages.  crypto/kerberos-kdc kerberos-kdc crypto IDG   summary Comments User annotation. Enter a brief, descriptive comment.  realm Kerberos realm name Kerberos realm name The name of the Kerberos realm that the KDC is serving.  server Kerberos KDC Server Host name or IP address Specify the host name or IP address of the remote Kerberos KDC server. Click Ping verify network connectivity.  tcp off Use TCP Use TCP instead of UDP Select to control whether to contact the Kerberos KDC server with UDP (the default, off) or TCP (on).  port 1 0xFFFF 88 Server Port Number TCP or UDP port of the KDC Server Specify the UDP or TCP listening port on the Kerberos KDC server. Use a value in the range 1 - 65535. The default value is 88.  udp-timeout 1 60 5   UseTCP on UDP Timeout UDP Timeout seconds The number of seconds to wait for a UDP response from the KDC before declaring failure.  cache-tickets on Cache Service Tickets Cache Service Tickets Specify whether to cache Kerberos service tickets when generating AP-REQ tokens in this realm.  max-cached-tickets 1 0xFFFF 32   CacheTickets off Maximum Number of Cached Service Tickets Maximum Number of Cached Service Tickets tickets Specify the maximum number of Kerberos service tickets per owner principal to cache in this realm.  min-cached-ticket-validity 1 0xFFFF 60   CacheTickets off Minimum Cached Ticket Validity Minimum Cached Ticket Validity seconds Specify the minimum amount of validity time in seconds that must remain on a Kerberos service ticket for it to be reused from the ticket cache.     Kerberos KDC Server Kerberos Key Distribution Center (KDC)  crypto/kerberos-keytab kerberos-keytab crypto IDG   summary Comments Brief summary for user annotation.  file-name  cert sharedcert local File Name File name  The file containing the Kerberos keytab. You can access the keytab file in the cert: or local: directory.  Attention: Any file in the local: directory can be downloaded or included in an export. Therefore, consider carefully before you store cryptographic files in this directory.  use-replay-cache on Use Replay Cache Use Replay Cache Whether to cache authenticator values from AP-REQ tokens that were verified with this keytab. Caching prevents replay attacks.  generate-gss-checksum off Generate GSS-API Checksum in AP-REQ Generate GSS-API Checksum in AP-REQ Whether to generate a GSS-API checksum when generating AP-REQ tokens with this keytab.  gss-checksum-flags REPLAY+SEQUENCE+CONF+INTEG   GenerateGssChecksum off GSS-API Checksum Flags GSS-API Checksum Flags Which flags to set in GSS-API checksums when generating AP-REQ tokens with this keytab. Refer to RFC 4121 for the flag definitions. Kerberos Keytab Kerberos Keytab  crypto/key key crypto   file-name  cert hsm sharedcert dpcert local  saf-key saf-remote-key luna-remote-key File name Name of the file that contains the private key  Specifies the file that contains the private key. This name might be the same as the file that contains the public key. You can specify a local private key file, a remote z/OS private key file, or a SafeNet Luna key file.  For a local key file, access a list of files that are contained in the 
                                             cert:
                                            or 
                                             local:
                                            directory, and select the file that contains the private key aliased by this key object. 
                                              Attention: Any file in the 
                                             local:
                                            directory can be downloaded or included in an export. Therefore, consider carefully before you store cryptographic files in this directory. For a remote z/OS key file, specify the location and the file name. 
                                              Select 
                                                 saf-key://
                                                or 
                                                 saf-remote-key://
                                                from the list of directories. 
                                                 A 
                                                 saf-key://
                                                must be a SAF key that is not stored in ICSF. A 
                                                 saf-remote-key://
                                                must be a SAF key that is stored in ICSF. Enter the label name of an existing SAF key residing on the z/OS system using the form 
                                                  nssclient/ZOSKEYLABEL
                                                where 
                                                 nssclient
                                                is an existing NSS client. See the z/OS Communications Server: IP Configuration Guide for details on label names. For a remote key file on the SafeNet Luna Network HSM, specify the location and the file name. The DataPower Gateway supports keys that are generated on only the the Luna HSM. 
                                              Select 
                                                 luna-remote-key://
                                                from the list of directories. Enter the file name in one of the following formats based on whether the key is part of a high availability (HA) group. 
                                                  When part of an HA group, use the 
                                                      group/label
                                                    format. When not part of an HA group, use the 
                                                      partition/label
                                                    format. 
                                                     where, 
                                                       group
                                                        indicates the configuration name of the HA group that contains the key.  partition
                                                        indicates the configuration name of the partition that contains the key.  label
                                                        indicates the label name of the private key on the HSM. The label name of the private key is specified by the 
                                                         labelPrivate
                                                        parameter when you generate the key with the Luna 
                                                         cmu generatekeypair
                                                        command on the Luna HSM. The DataPower Gateway communicates with the Luna HSM appliance through the SafeNet Luna HSM configuration. To use a private key on the HSM, the SafeNet Luna HSM configuration must be defined and in the 
                                             up
                                            operational state. The key must be stored in a partition or an HA group that the DataPower Gateway can access. Therefore, the partition or HA group configuration must be in the 
                                             up
                                            operational state.  password   Password  Password (deprecated) A cleartext password required to access the file containing the private key.  off   Password alias toggle (deprecated)   password-alias Password alias The alias of the password required to access the file containing the private key. The password alias of a cleartext password required to access the file containing the private key.        Crypto Key A private key The private key portion of a private/public key pair, as for RSA or DSA.  crypto/profile profile crypto IDG   idcred Identification Credentials The credentials which the device will use to identify itself to a TLS peer.  ssl Validation Credentials An optional set of validation credentials used to authenticate the certificate sent by a remote TLS peer during the TLS handshake.  ciphers HIGH:MEDIUM:!aNULL:!eNULL:!RC4:@STRENGTH Ciphers The cipher list consists of one or more cipher strings separated by colons. Commas or spaces are also acceptable separators but colons are normally used. The actual cipher string can take several different forms. 
                                     It can consist of a single cipher suite such as RC4-SHA. It can represent a list of cipher suites containing a certain algorithm, or cipher suites of a certain type. For example SHA1 represents all ciphers suites using the digest algorithm SHA1 and SSLv3 represents all TLS v3 algorithms. Lists of cipher suites can be combined in a single cipher string using the + character. This is used as a logical and operation. For example SHA1+DES represents all cipher suites containing the SHA1 and the DES algorithms. Each cipher string can be optionally preceded by the characters !, - or +. If the ! character is used, the ciphers are permanently deleted from the list. The deleted ciphers can never reappear in the list even if they are explicitly stated. If the - character is used, the ciphers are deleted from the list, but some or all of the ciphers can be added again by later options. If + is used then the ciphers are moved to the end of the list. This option doesn't add any new ciphers it just moves matching existing ones. If none of these characters is present then the string is just interpreted as a list of ciphers to be appended to the current preference list. If the list includes any ciphers already present they will be ignored: that is they will not moved to the end of the list. Additionally the cipher string @STRENGTH can be used at any point to sort the current cipher list in order of encryption algorithm key length. Note that as of firmware release 7.2.0.0 the default value of this property is now  HIGH:MEDIUM:!aNULL:!eNULL:!RC4:@STRENGTH. Before firmware release 7.2.0.0 the default value was  HIGH:MEDIUM:!aNULL:!eNULL:@STRENGTH. Here are all of the permitted cipher strings and their meanings. 
                                       DEFAULT All cipher suites (including weak export ciphers) except the aNULL and eNULL ciphers.  ALL All ciphers suites except the eNULL ciphers which must be explicitly enabled.  HIGH "high" encryption cipher suites, currently AES or 3DES.  MEDIUM "medium" encryption cipher suites, currently 128 bit RC2 and 128 bit RC4.  LOW "low" encryption cipher suites, currently 64 bit RC4 and 56 bit DES non-export cipher suites.  EXP, EXPORT Export (weak) encryption algorithms including 40 and 56 bits algorithms.  EXPORT40 40 bit export (weak) encryption algorithms.  EXPORT56 56 bit export (weak) encryption algorithms.  eNULL, NULL Cipher suites offering no encryption. Because using no encryption is a security risk they are disabled unless explicitly included.  aNULL Cipher suites offering no authentication. This is currently the anonymous DH algorithms. These cipher suites are vulnerable to a "man in the middle" attack so their use is normally discouraged.  kRSA, RSA Cipher suites using RSA key exchange.  kEDH Cipher suites using ephemeral DH key agreement. These cipher suites are only supported when acting as a client.  aRSA Cipher suites using RSA authentication, that is, the certificates carry RSA keys.  aDSS, DSS Cipher suites using DSS authentication, that is, the certificates carry DSS keys.  TLSv1, SSLv3, SSLv2 TLS v1.0, TLS v3.0 or TLS v2.0 cipher suites respectively.  DH Cipher suites using DH, including anonymous DH.  ADH Anonymous DH cipher suites.  3DES Cipher suites using triple DES.  DES Cipher suites using DES (not triple DES).  RC4 Cipher suites using RC4.  RC2 Cipher suites using RC2.  MD5 Cipher suites using MD5.  SHA1, SHA Cipher suites using SHA1.  AES Cipher suites using AES.  option-string OpenSSL-default+Disable-SSLv2+Disable-SSLv3 Options OpenSSL options Select the OpenSSL options to modify the behavior of TLS connections during the handshake.  clientcalist off Send Client CA List Send CA list to client If this profile is being used for a server (reverse) TLS proxy profile and validation credentials defined in the profile and this switch is enabled, the TLS server sends a list of CAs in the validation credentials to the TLS client during the handshake. Crypto Profile TLS configuration profile A cryptographic profile describes a set of configuration information for creating secure connections.  crypto/sskey sskey crypto   file-name  cert sharedcert local File Name  The file that contains the shared secret key. If the file begins with "0x" then it is assumed the rest of the file contains bytes in hexadecimal, for example, 0xabcd1234. You can access the file in the cert: or local: directory.  Attention: Any file in the local: directory can be downloaded or included in an export. Therefore, consider carefully before you store cryptographic files in this directory.  password   Password  Password A cleartext password required to access the file containing the shared secret key.  password-alias Password Alias The password alias of a cleartext password required to access the file containing the shared secret key.    Crypto Shared Secret Key A shared secret key A shared secret key is a sequence of characters that is pre-shared between users for use with symmetric encryption.  crypto/valcred valcred validation   certificate Certificates Certificate aliases in the validation credentials list Define the certificate aliases for the validation credentials. Each certificate is the validation credentials is the certificate that a TLS peer might send or is the certificate of the Certification Authority (CA) that signed the certificate sent by a peer or is the root certificate.  cert-validation-mode legacy Certificate Validation Mode Method to perform certificate validation Select the method used to perform certificate validation.  use-crl on Use CRL Whether to use CRLs during certificate validation Select whether to check Certificate Revocation Lists (CRLs) during certificate validation. If enabled, CRLs are checked. If disabled, CRLs are not checked.  require-crl off   UseCRL off Require CRL Whether to require CRLs during certificate validation Select whether to mandate the use of Certificate Revocation Lists (CRLs) during certificate validation. If enabled, certificate validation fails if no CRL is available. If disabled, validation succeeds independent of the availability of a CRL.  crldp ignore   UseCRL off CRL Distribution Points Handling How to support Distribution Point certificate extensions Select how to support certificate extensions for X.509 Certificate Distribution Points. This certificate extension specifies how to obtain CRL information. For more information about certificates, see RFC 2527 and RFC 3280.  initial-policy-set 2.5.29.32.0   CertValidationMode pkix Initial Certificate Policy Set Certificate policy for certificate validation  Specify the unique object identifiers for the certificate policy that is associated with the current validation credentials. RFC 3280 refers to the certificate chain validation input variable as 'user-initial-policy-set'. This set of OIDs specifies the allow values of certificate policies at the end of chain processing. To use this functionality, enable 'Require Explicit Policy'. Otherwise, this set is used only if there are policy constraint extensions in the certificate chain. By default, the initial certificate policy set consists of the anyPolicy OID (2.5.29.32.0). All members of the set are used in certificate validation as described in Section 6.1.1 of RFC 3280.  explicit-policy off   CertValidationMode pkix Require Explicit Certificate Policy Require certificate policy Support the initial-explicit-policy variable as defined by RFC 3280. If enabled, the chain validation algorithm must end with a non-empty policy tree. If disabled, the algorithm can end with an empty policy tree unless policy constraint extensions in the chain require an explicit policy.  check-dates on Check Dates Whether to check dates during certificate validation Select whether to check the current date and time against the notBefore and the notAfter values in certificates and CRLs during certificate validation. If enabled, the date values are checked and expired certificates cause validation to fail. If disabled, the date values are ignored and the fact that a certificate is expired does not cause validation to fail.   Crypto Validation Credentials Set of certificates for authenticating peers' certificates  A validation credentials list is used to authenticate certificates that are received from TLS peers. It can also be used to validate certificates that are used in digital signature and encryption operations. a TLS client requires a validation credentials only when it authenticates the certificate presented by the remote TLS server. The TLS standard does not require authentication of the server certificate. a TLS server requires a validation credentials only when it authenticates remote TLS clients. The TLS standard does not require authentication of the client certificate.  crypto/jose-recipient-identifier jose-recipient-identifier crypto IDG   summary Comments Brief summary for user annotation Brief summary for user annotation.  type Key Material Type Key material type used to verify the recipient Key material type used to verify the recipient.  key   Type key   Key Material Private key Use the private key to verify the recipient.  sskey   Type sskey   Key Material Shared secret key Use the shared secret key to verify the recipient.  header-param Header Parameters The JOSE header parameters used to identify the recipient The JOSE header parameters used to identify the recipient.        Main Recipient Identifier JOSE Recipient Identifier object for the JSON Web Decrypt JOSE Recipient Identifier object for the JSON Web Decrypt.  crypto/jose-signature-identifier jose-signature-identifier crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  type Key Material Type Key material type used to verify the signature Key material type used to verify the signature.  sskey   Type sskey   Key Material Shared secret key Use the shared secret key to verify the signature.  cert   Type certificate   Key Material Certificate Use the certificate to verify the signature.  alg Valid algorithms Valid alg header parameter values for the JWS verify action Specifies an array of algorithm values that are valid for signature verification. When specified, the JWS 
                                     alg
                                    header parameter value must match a value in this set. By default, all allowed JWS 
                                     alg
                                    header parameters values are valid.  header-param Header Parameters The JOSE header parameters used to identify the signature The JOSE header parameters used to identify the signature.  verify on Verify (deprecated) Deprecated - Whether to perform verification on the identified signature. Deprecated - The verify toggle indicates whether to perform verification on the identified signature.          Main Signature Identifier JOSE Signature Identifier object for the JSON Web Verify JOSE Signature Identifier object for the JSON Web Verify.  crypto/jwe-header jwe-header crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  protected-header Protected Header Add a JWE protected header to a JWE encrypt action. Add a JWE protected header to a JWE encrypt action.  shared-unprotected-header Shared Unprotected Header Add a JWE shared unprotected header to a JWE encrypt action. Add a JWE shared unprotected header to a JWE encrypt action.  recipient Recipient Add a JWE recipient object to a JWE encrypt action. Add a JWE recipient object to a JWE encrypt action.       Main JWE Header JWE Header object. JWE header object.  crypto/jwe-recipient jwe-recipient crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  alg RSA1_5 Algorithm JWE key management algorithm for the JWE recipient. JWE key management algorithm for the JWE recipient.  sskey   Algorithm A128KW A192KW A256KW dir   Algorithm A128KW A192KW A256KW dir Shared Secret Key Shared secret key. Shared secret key.  cert   Algorithm RSA1_5 RSA-OAEP RSA-OAEP-256   Algorithm RSA1_5 RSA-OAEP RSA-OAEP-256 Certificate Certificate. Certificate.  unprotected-header Unprotected Header Unprotected header for the JWE recipient. Unprotected header for the JWE recipient.        Main JWE Recipient JWE recipient object presents the JWE Encryption and Decryption recipient information. JWE recipient object includes several values required by the JWE JSON Serialization object.  crypto/jws-signature jws-signature crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  alg RS256 Algorithm Algorithm Algorithm.  key   Algorithm RS256 RS384 RS512 PS256 PS384 PS512 ES256 ES384 ES512   Algorithm RS256 RS384 RS512 PS256 PS384 PS512 ES256 ES384 ES512 Private Key Private key Private key.  sskey   Algorithm HS256 HS384 HS512   Algorithm HS256 HS384 HS512 Shared Secret Key Shared secret key Shared secret key.  protected-header Protected Header Add a protected header to the JWS Sign action. Add a protected header to the JWS Sign action.  unprotected-header Unprotected Header Add an unprotected header to the JWS Sign action. Add an unprotected header to the JWS Sign action.         Main JWS Signature JWS signature object JWS signature object.  crypto/oauth-supported-client oauth-supported-client crypto IDG   summary Comments Brief, descriptive summary of the configuration Specifies a brief comment that describes the configuration.  customized off Customized OAuth Whether the configuration is for a customized OAuth client Indicates whether the configuration is for a customized OAuth client. The configuration of the customized OAuth client is defined in a stylesheet or GatewayScript file in the local: or store: directory.  customized-process-url   Customized on    local store Customized OAuth Process Location of the stylesheet or GatewayScript file that defines the customized OAuth client  Specifies the location of the stylesheet or GatewayScript file that defines the customized OAuth client. The stylesheet or GatewayScript file must be in the local: or store: directory When creating a customized OAuth client, the stylesheets or GatewayScript files must define all implementation details based on the role of the client. For information about these stylesheets or GatewayScript files, see the topic in IBM Knowledge Center. You should provide support for the following operations: 
                                          verify-az-request: determine whether the initial OAuth request is supported or not. issue-az-code: issue a temporary authorization code (for the authorization code grant). verify-az-code: verify a temporary authorization. issue-access-token: issue an access_token. verify-access-token: verify an access_token. verify-refresh-token: verify a refresh_token. client-revoke-request: handle client revocation request. owner-revoke-request: handle owner revocation request.  oauth-role   Customized off   OAuth Role Role of the OAuth client Identifies the role of the client when interacting with a request to access a protected resource.  az-grant    Customized on  OAuthRole azsvr   Supported Type How to obtain an authorization grant Identifies the method to obtain the access token for authorization based on the grant type.  client-type confidential    Customized on   Customized off  OAuthRole azsvr  AZGrant code implicit password jwt   Customized off  OAuthRole rssvr   UseValidationUrl on  CheckClientCredential on   Client Type Type of client based on how it authenticates with authorization server endpoints Sets the type of client based on its ability to authenticate securely with authorization server endpoints. The client type is based on the definitions that the authorization server endpoints use for secure authentication and acceptable exposure of client credentials. If the client can securely authenticate, its classification is 
                                     confidential
                                    .  check-client-credential off    Customized on  OAuthRole rssvr Verify Client Credential Whether to verify the client credentials Identifies whether to verify the client credentials when the DataPower Gateway protects the resource server by using access tokens.  use-validation-url off    Customized on  OAuthRole rssvr Use Validation URL Use Validation URL Uses a remote URL to validate the access token.  client-authen-method secret    Customized off   ClientType confidential   OAuthRole azsvr  AZGrant client    OAuthRole azsvr  AZGrant code implicit password client jwt   OAuthRole rssvr   UseValidationUrl on  CheckClientCredential on   Authentication Method How to authenticate this OAuth client Identifies the method to authenticate this client.  client-valcred    Customized off   ClientType confidential   OAuthRole azsvr  AZGrant client  ClientAuthenMethod ssl    OAuthRole azsvr  AZGrant code implicit password client jwt   OAuthRole rssvr  OAuthRole azsvr  CheckClientCredential on   Client TLS Credentials OAuth Client TLS Credentials An TLS credential used to authenticate the OAuth client sent by remote TLS peer during the TLS handshake.  generate-client-secret on    Customized off  OAuthRole azsvr   ClientType confidential   OAuthRole azsvr  AZGrant client  ClientSecret   AZGrant code implicit password client jwt  ClientAuthenMethod secret   Generate Client Secret Whether to generate the client secret for the OAuth client  Indicates whether to generate the client secret for the OAuth client. The specification refers to the client secret as 
                                         client_secret
                                        .  If you generate the passphrase, the passphrase becomes the client secret. If you do not generate the passphrase, you must explicitly define the client secret.  client-secret 4 127    Customized off   ClientType confidential   OAuthRole azsvr  AZGrant client  ClientAuthenMethod secret    OAuthRole azsvr  GenerateClientSecret off  AZGrant code implicit password client jwt saml20bearer   OAuthRole rssvr  OAuthRole azsvr   CheckClientCredential on  UseValidationUrl on   Client Secret Client secret for the OAuth client Specifies the client secret for the OAuth client. The specification references the client secret as 
                                     client_secret
                                    .  saml-decrypt-key    Customized on  OAuthRole rssvr  AZGrant saml20bearer  saml-validation-url    Customized on  OAuthRole rssvr  AZGrant saml20bearer  caching replay    Customized on   OAuthRole azsvr  OAuthRole rssvr  UseValidationUrl on Caching Caching Mechanism Specifies the caching mechanism to be used.  validation-url 7 255 https://\[?[-_a-z0-9A-Z.:]+\]?(:[0-9]+)?/[ -~]+$ https://example.com/validate-token    Customized off  OAuthRole rssvr  UseValidationUrl on   Validation URL Validation URL Specifies the validation url.  validation-url-ssl-profile    Customized off  OAuthRole rssvr  UseValidationUrl on  ValidationURLSSLClientType proxy   Validation TLS Proxy Profile (deprecated) The validation TLS proxy profile is deprecated. Use a validation TLS client profile. Specifies the TLS proxy profile for the validation URL.  validation-features    Customized on  OAuthRole azsvr  AZGrant novalidate Validation Grant Features Indicate how to customize the validation grant type Customize how to handle the validation grant type.  redirect-uri 1 255 ^https://example.com/redirect$    Customized off  OAuthRole azsvr  AZGrant implicit code    Customized on  OAuthRole azsvr   Customized off  AZGrant code implicit Redirect URI Set of redirection URIs for the OAuth client  Defines redirection URIs that the OAuth client supports to exchange tokens. Specify each redirection URI as a PCRE. Redirection URIs help to detect malicious clients and prevent phishing attacks. The authorization endpoint must have the registered redirection URIs before the authorization endpoint can validate the authorization request from the client. For mobile applications, the redirection URI can be an application URL; for example, 
                                         mobiletrafficapp://
                                        that is defined with the 
                                         ^mobiletrafficapp:\/\/?
                                        PCRE.  custom-scope-check off    Customized on   OAuthRole azsvr  UseValidationUrl on Customized Scope Check Whether to use a stylesheet or GatewayScript file to check the scope  Indicates how to check the scope for authorization grants and access tokens.  When checking the scope with custom processing, specify the location of the stylesheet or GatewayScript file with the  Scope Customized Process property. The stylesheet or GatewayScript file must be in the local: or store: directory. When checking the scope with a PCRE, specify the expression with the  Scope property. You should use a custom scope check in the following situations. 
                                          An authorization request where the OAuth client requests an authorization code. An access request where the OAuth client requests an access token. A resource request where the OAuth client requests a resource.  scope 1 1023 ^MyPicture$|^MyVideo$    Customized off  CustomScopeCheck off   OAuthRole azsvr  UseValidationUrl off   Scope PCRE that checks the scope Specifies the PCRE to check the scope. The minimum length of the expression is 1 character. The maximum length of the expression is 1023 characters.  scope-url    Customized off  CustomScopeCheck on   OAuthRole azsvr  UseValidationUrl off    local store Scope Customized Process Location of the stylesheet or GatewayScript file that checks the scope Specifies the location of the stylesheet or GatewayScript file for a custom scope check. The stylesheet or GatewayScript file must be in the local: or store: directory. The stylesheet or GatewayScript file validates and sets the scope to check.  default-scope 255    Customized on  OAuthRole azsvr Default Scope Default scope if none is specified in the request Specifies the default value of the scope if the client does not define any scope value in the request.  token-secret     Customized off   OAuthRole azsvr   OAuthRole azsrv  UseValidationUrl off   Customized on  AZGrant code implicit   OAuthRole azsvr   OAuthRole azsvr  UseValidationUrl off   Shared Secret Shared secret key to protect tokens Assigns the shared secret key to protect tokens that use the OAuth protocol. The shared secret must be at least 32 bytes in length.  local-az-page-url store:///OAuth-Generate-HTML.xsl     Customized on  OAuthRole azsvr  AZGrant code implicit    local store Authorization Form Location of the stylesheet or GatewayScript file that generates the authorization form and the error page  Specifies the location of the stylesheet or GatewayScript file that generates the authorization form for the resource owner and handles errors. The file must be in the local: or store: directory. You can use the 
                                         OAuth-Generate-HTML.xsl
                                        stylesheet in the store: directory or copy this file to the local: directory and modify as needed. The stylesheet or GatewayScript file must be on the DataPower Gateway in the local: or store: directory. The HTML authorization form remains operational for the duration defined with the  DataPower State Lifetime property. If the user does not submit the request before the duration elapses, the authorization from the OAuth client is rejected.  dp-state-lifetime 1 600 300     Customized on  OAuthRole azsvr  AZGrant code implicit   DataPower State Lifetime Duration for the authorization page for the resource owner seconds  Sets the operational duration in seconds for the local authorization page. Enter a value in the range 1 - 600. The default value is 300. If the user does not submit the request before the duration elapses, the authorization request from the OAuth client is rejected. The location of the stylesheet or GatewayScript file that defines the local authorization page and the error handling is set with the  Authorization Form property.  au-code-lifetime 1 600 300    Customized off  OAuthRole azsvr  AZGrant code   Authorization Grant Lifetime Lifetime for an authorization code seconds  Sets the lifetime for an authorization code in seconds. Enter a value in the range 1 - 600. The default value is 300. An authorization code is the intermediary result of a successful authorization. The client uses authorization codes to obtain the access token. Instead of sending tokens to a client, clients receives authorization codes on their redirection URI. Each supported redirection URI for the client is defined with the  Redirect URI property.  access-token-lifetime 1 63244800 3600    Customized off  OAuthRole azsvr   Access Token Lifetime Lifetime for the access token seconds Sets the lifetime for the access token in seconds. Enter a value in the range 1 - 63244800. The default value is 3600.  refresh-token-allowed 0 4096 0    Customized off  OAuthRole azsvr  AZGrant code password jwt   Number of Refresh Token Allowed Maximum number of refresh tokens that can be generated for a specific permission set  Sets the maximum number of refresh tokens that can be generated for a specific permission set. A permission set is defined as a combination of the resource owner, application, and protected resources. For example, 
                                         jack,mobileapp1,scope1
                                        and 
                                         john,mobileapp1,scope1
                                        are different permission sets. When an application asks the resource owner for access to protected resources again, the application receives a new permission set with its own counter for refresh tokens. Enter a value in the range 0 - 4096. The default value is 0. Remember that refresh tokens and access tokens are distributed in pairs.  refresh-token-lifetime 2 252979200 5400    Customized off  OAuthRole azsvr  AZGrant code password jwt  RefreshTokenAllowed 0   Refresh Token Lifetime Lifetime for the refresh token seconds Sets the lifetime for the refresh token in seconds. Enter a value in the range 2 - 252979200. The default value is 5400. The lifetime for a refresh token must be longer than that for the corresponding access token.  max-consent-lifetime 0 2529792000 0    Customized off  OAuthRole azsvr  AZGrant code password jwt  RefreshTokenAllowed 0   Maximum Consent Lifetime Maximum lifetime before an application must gather consent again seconds  Maximum lifetime that the permission is valid before the application must gather consent again. Enter a value in the range 0 - 2529792000. The default value is 0, which disables this feature.  custom-resource-owner off    Customized on  OAuthRole azsvr Custom Resource Owner Handling Whether to use a stylesheet or GatewayScript file to extract information about the resource owner  Indicates whether to use a stylesheet or GatewayScript file to extract information about the resource owner. When extracting using custom processing, use the  Resource Owner Process property to specify the location of the file. The stylesheet or GatewayScript file must be in the local: or store: directory. By default, the resource owner is the user name from the extracted identity. For custom handling, you must provide a stylesheet or GatewayScript file that overrides information about the resource owner.  For AAA identity extraction, the extraction method can be basic authentication or forms-based login. For custom handling, the stylesheet or GatewayScript file overrides data about the resource owner with information from authentication. You should use custom handling in the following situations: 
                                          When presenting the authorization form to the resource owner When issuing a code for an authorization code grant type When issuing an access token  resource-owner-url    Customized off  OAuthRole azsvr  CustomResourceOwner on    local store Resource Owner Process Location of the stylesheet or GatewayScript file to extract information about the resource owner Specifies the location of the stylesheet or GatewayScript file to extract information about the resource owner. The file must be in the local: or store: directory.  additional-oauth-process-url    Customized off  Caching custom   Customized on  local store Additional OAuth Process Location of the stylesheet or GatewayScript file to process after successfully processing an OAuth request  Specifies the location of the stylesheet or GatewayScript file to process after generating a code, after generating an access token, or after generating an access token but before sending it to the resource server. The stylesheet or GatewayScript file must be in the local: or store: directory. You can use custom additional OAuth processing in the following situations.  An authorization form request allows custom processing to handle the consent form with the 
                                             authorization_form
                                            operation. This operations allows custom handling of the consent form. An authorization request after successfully generating a code for an authorization code grant with the 
                                             authorization_request
                                            operation. Processing returns a node set. This information becomes part of the query string and is returned to the OAuth client during authorization code grant type. An access request after successfully generating an access token with the 
                                             access_request
                                            operation. Processing returns a node set. This information becomes part of the JSON object that contains the access token. A resource request after successfully verifying an access token but before sending the request to the resource server with the 
                                             resource_request
                                            operation. A revoke request allows custom handling of a revocation request with the 
                                             revoke_request
                                            operation. For example, this operation provides a way to persist the revocation information in a persistent store off the DataPower Gateway. A check revocation request verifies whether an access request was revoked previously with the 
                                             check_revocation_request
                                            operation. For example, this operation can be used to check against the persistent store off the DataPower Gateway to determine whether an access permission was revoked previously. A pre-approval request allows the consent form to be by-passed in either an authorization code or implicit grant type with the 
                                             preapproved_check
                                            operation. Depending on the result of this operation, the client's request is approved, denied, or the consent form to be presented. A validation request allows custom handling of a validation request grant type with the 
                                             validate_request
                                            operation. The response must be in a node set that can be converted into a JSON response, in responding to a validation request. A miscinfo request allows the OAuth client to add miscellaneous information to the token with the 
                                             miscinfo_request
                                            operation. The authorization server adds the response to the token and returns it to the OAuth client. The maximum number of characters in this information is 512.  rs-set-header    Customized on  OAuthRole rssvr Create HTTP Headers for HTTP headers to set for the resource server Identifies which HTTP headers to create and send to the remote resource server.  validation-url-ssl-client-type proxy    Customized off  OAuthRole rssvr  UseValidationUrl on   Validation TLS client type Validation TLS client type The TLS profile type to secure connections between the DataPower Gateway and its targets.  validation-url-ssl-client    Customized off  OAuthRole rssvr  UseValidationUrl on  ValidationURLSSLClientType client   Validation TLS Client Profile Validation TLS Client Profile Specifies the TLS Client Profile for the validation URL.  jwt-grant-validator    Customized off  OAuthRole azsvr  AZGrant jwt   Authorization grant JWT validator Specify how to verify a JWT authorization grant  Specify the JWT validator configuration to verify a JWT for JWT authorization grant. The JWT validator configuration must meet the following requirements.  Must treat the "sub" claim as the resource owner. Must check the "iss" claim. Must check the "aud" claim. The "aud" claim can be a client ID or the redirect URI. Must be configured to verify a signed JWT.  client-jwt-validator    Customized off   ClientType confidential   OAuthRole azsvr  AZGrant client  ClientAuthenMethod jwt    OAuthRole azsvr  AZGrant code implicit password client jwt   OAuthRole rssvr  OAuthRole azsvr  CheckClientCredential on   Client authentication JWT validator Specify how to verify the client credentials  Specify the JWT validator configuration to verify the client credentials. The JWT validator configuration must meet the following requirements.  The "sub" claim must be the same as client ID. Must check the "iss" claim. Must check the "aud" claim. Must be configured to verify a signed JWT.  idtoken-generator    Customized off  OAuthRole azsvr  AZGrant oidc  AZGrant code implicit password client jwt   ID token JWT generator Specify the JWT generator configuration that generates an ID token.  Specify the JWT generator configuration that generates an ID token. The JWT generator configuration must meet the following requirements.  Must configure "Issuer" for the "iss" claim. Must support "Issued at" for the "iat" claim. Must support signing of the JWT. The following items are added to the JWT.  Authenticated resource owner is added as the value of the "sub" claim. Client ID is added as part of the "aud" claim. "Validity period" is used to generate the value of the "exp" claim. Requested "nonce" is used for the "nonce" claim.  idtoken-validator NONTRANSLATABLE - JWT (ID Token) validator NONTRANSLATABLE - Specify the JWT validator configuration that verifies a JWT or ID token NONTRANSLATABLE - Specify the JWT validator configuration that verifies a JWT or ID token.  oauth-features Features Specify which features to enable Specify which features to enable.                   General      Authorization and Token Endpoints        Enforcement Point for Resource Server Main      General            Authorization and Token Endpoints   Enforcement Point for Resource Server Advanced OAuth Client Profile Supported OAuth client profile  An OAuth client profile is the basic building block for an OAuth client group. When you create an OAuth client profile, you define its role. As you select the role, the WebGUI refreshes to display the appropriate properties. You can create the following types of OAuth client profiles. 
                                  A client profile for authorization server endpoints: authorization endpoint and token endpoint. A client profile for the enforcement point for the resource server. A client profile for both authorization server endpoints and the enforcement point. When creating an OAuth client profile, you can use stylesheets or GatewayScript files for customization. You can create a customized OAuth client profile that defines any combination of roles. Customization uses stylesheets or GatewayScript files that must be in the local: or store: directory. For information about the operations that these stylesheets or GatewayScript files must define, see the topic in IBM Knowledge Center.  crypto/oauth-supported-client-group oauth-supported-client-group crypto IDG   summary Comments Brief, descriptive summary of the configuration Specifies a brief comment that describes the configuration.  customized off Customized OAuth Whether the configuration is for a customized OAuth client group Indicates whether the configuration is for a customized OAuth client group.  customized-type custom   Customized off Customization Type How to customize an OAuth client Sets the method to customize an OAuth client.  oauth-role   Customized off   OAuth Role Roles of clients in the group Identifies the roles of clients in the group. This property is mutually exclusive to the  Customized OAuth property.  client    Customized off   Customized on  CustomizedType custom   Client Group of OAuth clients Manages the group of OAuth clients. Use the controls to add or remove clients from the group.  template-process-url    Customized on  CustomizedType template    local store OAuth Template Process Location of the stylesheet or GatewayScript file that defines the OAuth client.  Specifies the location of the stylesheet or GatewayScript file that defines the OAuth client. You can define parts of the configuration parameters in the stylesheet or GatewayScript file and then specify an OAuth client template to derive the remaining information. Note that the stylesheet or GatewayScript file must at least provide the "client-id" node. The stylesheet or GatewayScript file must be in the local: or store: directory. The stylesheet or GatewayScript file must follow the guidelines when it returns the information: 
                                          The stylesheet or GatewayScript file must return the <client-id> element. If the <customized> element value is set to "on", the <customized-process-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <customized> element value is set to "on" in the client template, the <customized-process-url> element cannot unset this value. If the <use-validation-url> element value is set to "on", the <validation-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <custom-scope-check> element value is set to "on", the <scope-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <custom-resource-owner> element value is set to "on", the <resource-owner-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <role> element value is set, the value must be the same or a subset of what is defined in the template. If the <client-type> element value is set, the value must be the same or a subset of what is defined in the template. If the <az-grant> element value is set, the value must be the same or a subset of what is defined in the template. If the <az-grant> element value is set to "+code+" or "+token+", the <local-az-page-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <caching> element value is set to "custom", the <additional-oauth-processing-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <refresh-token-allowed> is set to a non-zero value, the <refresh-token-lifetime> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <check-client-credential> element value is set to "on", the <client-authen-method> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <client-authen-method> element value is set to "secret", the <client-secret> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <client-authen-method> element value is set to "ssl", the <client-valcred> element value must be provided by either the stylesheet or GatewayScript file or the template.  client-template    Customized on  CustomizedType template   OAuth Client Template Template to derive the configuration parameters of the OAuth client  Specifies the OAuth client template that is used to derive the configuration parameters that are not specified in the stylesheet or GatewayScript file of the OAuth client. OAuth Client Group  To support the OAuth 2.0 protocol, an AAA policy requires the configuration of an OAuth client group. An OAuth client group contains the configured OAuth clients that the DataPower Gateway accepts requests from. When creating an OAuth client group for an AAA policy, the OAuth client group consists of one or more OAuth clients with the same OAuth roles.  crypto/social-login-policy social-login-policy crypto IDG   summary Comments A brief descriptive summary for the configuration. Enter a descriptive summary for the configuration.  client-id Client ID The ID of DataPower that is registered with the social login provider Specify the ID of DataPower that is registered with the social login provider.  client-secret Client secret The secret of DataPower that is registered with the social login provider Specify the secret of DataPower that is registered with the social login provider.  client-grant Client grant type How to generate the client request to the social login provider Controls how DataPower generates the client request to the social login provider.  client-scope Scope What access privileges are requested Specifies the scope value that defines what access privileges are requested for access tokens, ID tokens, or both. Use space separated strings. For example, 
                                     openid email
                                    .  client-redirect-uri 1 255 URL-in/social-login-callback (^var://)|(/social-login-callback$) https://datapower.ibm.com:10087/social-login-callback or URL-in/social-login-callback or var://service/URL-in Client redirection URI Where the user is redirected back to DataPower to process the code or access token from the social login provider  Specifies the URI that the social login policy redirects the client to after the client obtains a code or an access token. The URI must match with what is registered at the social login provider for DataPower as the OAuth/OIDC client. The URI is included in the OAuth/OIDC client request that DataPower generates. Note that the social login provider Google mandates that the redirect URI must be a fully qualified host name instead of an IP address. Note that the redirect URI should end with the suffix '/social-login-callback' in the pathname in order to differentiate between the callback requests and other types of requests coming into the service. You can specify the value of this redirect URI in the following forms.  Static string. Enter a static string as the redirect URI. Must end with the suffix '/social-login-callback'. URL-in/suffix. In this case, it takes the value from the inbound URL service variable var://service/URL-in and then suffixes the value with whatever is specified after 
                                             URL-in
                                            as the redirect URI. For example, the value of this property is 'URL-in/social-login-callback' and the incoming URL is 'https://datapower.ibm.com:10087/getresources', then the redirect URI is constructed as 'https://datapower.ibm.com:10087/getresources/social-login-callback'. Context variable. You can set a context variable before you invoke this AAA action and specify the context variable name for this value. For example, var://context/AAA/social-login-redirect-uri  client-opt-query-params Client Optional Query Parameters The optional query parameters to include in the initial OAuth/OIDC request that DataPower sends to the social login provider Specifies the optional query parameters to include in the initial OAuth/OIDC request that DataPower sends to the social login provider. Enter the optional query parameters as name=value pairs and separate each pair with an ampersand. For example, prompt=consent&login_hint=jsmith@example.com&openid.realm=example.comi&hd=example.com.  client-ssl TLS client profile The TLS client profile to secure connections with the social login provider Specifies the TLS client profile to secure connections when DataPower obtains an access token from the social login provider.  provider Social login provider Which social login provider to use Controls which social login provider to use.  provider-az-endpoint 7 255 ^https?://\[?[-_a-z0-9A-Z.:]+\]?(:[0-9]+)?/[ -~]*$ https://example.com/auth Authorization endpoint URL The provider's endpoint URL that accepts an authorization request from a client to perform social login with the provider Specify the provider's endpoint URL that accepts an authorization request from a client to perform social login with the provider. When the provider is Google, you can retrieve the authorization endpoint URL from the Discovery document for Google's OpenID Connect service.  provider-token-endpoint 7 255 ^https?://\[?[-_a-z0-9A-Z.:]+\]?(:[0-9]+)?/[ -~]*$ https://example.com/token Token endpoint URL The provider's endpoint URL that accepts an authorization grant, or code, from a client in exchange for an access token from the social login provider Specify the provider's endpoint URL that accepts an authorization grant, or code, from a client in exchange for an access token from the social login provider. When the provider is Google, you can retrieve the token endpoint URL from the Discovery document for Google's OpenID Connect service.  validate-jwt-token on Enable JWT token validation Whether to validate the JWT token from the provider  Controls whether to validate the JWT token (ID token)from the provider. If yes, it is recommended that you validate the ID token that is obtained from Google by defining the following settings in the JWT Validator configuration.   Verify the signature by fetching the certs from https://www.googleapis.com/oauth2/v3/certs Verify that the 
                                                 aud
                                                claim matches the client ID of DataPower. Verify that the 
                                                 iss
                                                claim matches accounts.google.com or https://accounts.google.com For other recommendations on validating the ID token from Google, see https://developers.google.com/identity/protocols/OpenIDConnect.  jwt-validator   ValidateJWTToken on   JWT Validator The JWT Validator configuration Specify the JWT Validator configuration that defines how to validate and verify the ID token.     General         Client Settings     Social Login Provider Settings    Token Processing Settings Main Social Login Policy Configure and manage the policy that defines social login behavior DataPower can act as an OpenID Connect client. In this case, a social login policy enables DataPower to redirect the user to a social login provider like Google for user authentication and consent for authorization.  crypto/sshclientprofile sshclientprofile crypto IDG   summary Comments Brief summary for user annotation.  user-name User name A user name Specifies the user to log in as on the remote SSH server.  profile-usage sftp Profile Usage Allowable profile usage Specifies the usage of the profile. The usage can be either sftp or scc, but not both. scc is deprecated. If the profile is to be used with the SFTP protocol, the usage must be sftp. If the profile is to be used with a Secure Cloud Connector, the usage must be scc.  user-auth publickey+password   ProfileUsage sftp   ProfileUsage sftp User Authentication Allowable user authentication types Specifies the type(s) of SSH user authentication available for use by the client. Authentication can be either public key or password or both public key and password. If the configuration includes both authentication methods, public key authentication is attempted first.  user-private-key     ProfileUsage sftp  SSHUserAuthentication publickey  ProfileUsage scc     ProfileUsage sftp  SSHUserAuthentication publickey  ProfileUsage sftp User Private Key  Specifies the Crypto Key representing the private key to use for public key authentication. Keys used as user private keys must not be password protected.  user-password     ProfileUsage sftp  SSHUserAuthentication password  ProfileUsage sftp  Password  Password (deprecated) A password Specifies the password associated with the user name used for the SSH client.  user-password-alias    ProfileUsage sftp  SSHUserAuthentication password  Password      ProfileUsage sftp  SSHUserAuthentication password  ProfileUsage sftp Password Alias A password alias Specifies the password alias of the password associated with the user name used for the SSH client.  persistent-connections on   ProfileUsage sftp   ProfileUsage sftp Persistent Connections Enable/Disable persistent connections for objects using this profile When on, persistent connections are enabled. Persistent connections allow new SSH requests to reuse the connection of a previous SSH session without having to reauthenticate. When off, persistent connections are disabled. The default is on.  persistent-connection-timeout 1 86400 120    ProfileUsage sftp  PersistentConnections on    ProfileUsage sftp  PersistentConnections on Persistent Connection Idle Timeout Timeout in seconds that a persistent connection can remain idle before closing the connection. seconds Specifies the number of seconds that a persistent connection can remain idle before closing the connection. Enter any value of 1 - 86000. The default is 120.  strict-host-key-checking off   ProfileUsage sftp   ProfileUsage sftp Strict Host Key Checking  Specifies how host keys are checked during the connection and authentication phase. By default strict host key checking is disabled. The SSH client verifies the incoming host key against the keys in the known hosts list. If the host key does not match an existing known host entry for the remote server, the connection is rejected. If the known host list does not contain a host key for the remote server, the SSH client automatically accepts the host and adds its host key to the known host list. When strict host key checking is enabled, the SSH client connects only to known hosts with valid SSH host keys that are stored in the known hosts list. Host keys not listed in the known host list are rejected.  ciphers CHACHA20-POLY1305_AT_OPENSSH.COM AES128-CTR AES192-CTR AES256-CTR AES128-GCM_AT_OPENSSH.COM AES256-GCM_AT_OPENSSH.COM AES128-CBC BLOWFISH-CBC CAST128-CBC AES192-CBC AES256-CBC RIJNDAEL-CBC_AT_LYSATOR.LIU.SE   ProfileUsage scc Ciphers Which SSH cipher suites to support. Specifies the list of SSH cipher suites to support.  kex-alg CURVE25519-SHA256_AT_LIBSSH.ORG ECDH-SHA2-NISTP256 ECDH-SHA2-NISTP384 ECDH-SHA2-NISTP521 DIFFIE-HELLMAN-GROUP-EXCHANGE-SHA256 DIFFIE-HELLMAN-GROUP14-SHA1   ProfileUsage scc Key exchange algorithms Which key exchange (KEX) algorithms to support. Specifies the list of SSH KEXs support.  mac-alg UMAC-64-ETM_AT_OPENSSH.COM UMAC-128-ETM_AT_OPENSSH.COM HMAC-SHA2-256-ETM_AT_OPENSSH.COM HMAC-SHA2-512-ETM_AT_OPENSSH.COM HMAC-SHA1-ETM_AT_OPENSSH.COM UMAC-64_AT_OPENSSH.COM UMAC-128_AT_OPENSSH.COM HMAC-SHA2-256 HMAC-SHA2-512 HMAC-SHA1   ProfileUsage scc Message authentication codes Which message authentication codes (MAC) to support. Specifies the list of SSH MAC to support.  enable-legacy-kex no Legacy key exchange Choose whether support for legacy key echange algorithms should be enabled. Selecting Yes will enable support for these key exchange algorithms: diffie-hellman-group-exchange-sha1 and diffie-hellman-group1-sha1         SSH Client Profile Profile describing an SSH client An SSH Client Profile is associated with an SSH URLOpener or with a Secure Cloud Connector. Also, a Secure Cloud Connection requires an Application Optimization license. The remote server's public key must be contained in the SSH Client Profile known hosts list.  crypto/sshdomainclientprofile sshdomainclientprofile crypto IDG   summary Comments Brief summary for user annotation.  ciphers CHACHA20-POLY1305_AT_OPENSSH.COM AES128-CTR AES192-CTR AES256-CTR AES128-GCM_AT_OPENSSH.COM AES256-GCM_AT_OPENSSH.COM AES128-CBC BLOWFISH-CBC CAST128-CBC AES192-CBC AES256-CBC RIJNDAEL-CBC_AT_LYSATOR.LIU.SE Ciphers Which SSH cipher suites to support. Specifies the list of SSH cipher suites to support.  kex-alg CURVE25519-SHA256_AT_LIBSSH.ORG ECDH-SHA2-NISTP256 ECDH-SHA2-NISTP384 ECDH-SHA2-NISTP521 DIFFIE-HELLMAN-GROUP-EXCHANGE-SHA256 DIFFIE-HELLMAN-GROUP14-SHA1 Key exchange algorithms Which key exchange (KEX) algorithms to support. Specifies the list of SSH KEXs support.  mac-alg UMAC-64-ETM_AT_OPENSSH.COM UMAC-128-ETM_AT_OPENSSH.COM HMAC-SHA2-256-ETM_AT_OPENSSH.COM HMAC-SHA2-512-ETM_AT_OPENSSH.COM HMAC-SHA1-ETM_AT_OPENSSH.COM UMAC-64_AT_OPENSSH.COM UMAC-128_AT_OPENSSH.COM HMAC-SHA2-256 HMAC-SHA2-512 HMAC-SHA1 Message authentication codes Which message authentication codes (MAC) to support. Specifies the list of SSH MAC to support.  enable-legacy-kex no Legacy key exchange Choose whether support for legacy key echange algorithms should be enabled. Selecting Yes will enable support for these key exchange algorithms: diffie-hellman-group-exchange-sha1 and diffie-hellman-group1-sha1 SSH Domain Client Profile Configuration of SSH client cipher suites for the domain. Modify the list of supported SSH cipher suites for the domain.  crypto/sshserverprofile sshserverprofile crypto   summary Comments Brief summary for user annotation.  ciphers CHACHA20-POLY1305_AT_OPENSSH.COM AES128-CTR AES192-CTR AES256-CTR AES128-GCM_AT_OPENSSH.COM AES256-GCM_AT_OPENSSH.COM AES128-CBC BLOWFISH-CBC CAST128-CBC AES192-CBC AES256-CBC RIJNDAEL-CBC_AT_LYSATOR.LIU.SE Ciphers Which SSH cipher suites to support. Specifies the list of SSH cipher suites to support.  kex-alg CURVE25519-SHA256_AT_LIBSSH.ORG ECDH-SHA2-NISTP256 ECDH-SHA2-NISTP384 ECDH-SHA2-NISTP521 DIFFIE-HELLMAN-GROUP-EXCHANGE-SHA256 DIFFIE-HELLMAN-GROUP14-SHA1 Key exchange algorithms Which key exchange (KEX) algorithms to support. Specifies the list of SSH KEXs support.  mac-alg UMAC-64-ETM_AT_OPENSSH.COM UMAC-128-ETM_AT_OPENSSH.COM HMAC-SHA2-256-ETM_AT_OPENSSH.COM HMAC-SHA2-512-ETM_AT_OPENSSH.COM HMAC-SHA1-ETM_AT_OPENSSH.COM UMAC-64_AT_OPENSSH.COM UMAC-128_AT_OPENSSH.COM HMAC-SHA2-256 HMAC-SHA2-512 HMAC-SHA1 Message authentication codes Which message authentication codes (MAC) to support. Specifies the list of SSH MAC to support.  enable-legacy-kex no Legacy key exchange Choose whether support for legacy key exchange algorithms should be enabled. Selecting Yes will enable support for these key exchange algorithms: diffie-hellman-group-exchange-sha1 and diffie-hellman-group1-sha1  send-preauth-msg no Include SSH preauthentication message Whether to include a banner message during SSH preauthentication phase Specifies whether to include a banner message during SSH preauthentication phase. The message contains text to be displayed to the user before the login prompt.  preauth-msg   SendPreAuthMsg no Preauthentication message Banner message text to be displayed to the user before the login prompt Specifies the banner message text to be displayed to the user before the login prompt. Whitespace characters (\n, \t) are recognized and escaped. The minimum length of the text is one character. The maximum length is truncated at 4096 characters. SSH Server Profile Configuration of the SSH server. Modify the configuration of the SSH server.  Warning: You must reboot the system for the changes to take effect.  crypto/ssl-client ssl-client crypto   summary Comments A descriptive summary for the configuration. Enter a descriptive summary for the configuration.  protocols TLSv1d1+TLSv1d2+TLSv1d3 Protocols Which protocol versions to support. Specify the protocol versions to support. The HSM on 8436-53X appliances does not support TLSv1.3.  ciphers AES_256_GCM_SHA384 CHACHA20_POLY1305_SHA256 AES_128_GCM_SHA256 ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDHE_ECDSA_WITH_AES_256_CBC_SHA ECDHE_RSA_WITH_AES_256_CBC_SHA DHE_DSS_WITH_AES_256_GCM_SHA384 DHE_RSA_WITH_AES_256_GCM_SHA384 DHE_RSA_WITH_AES_256_CBC_SHA256 DHE_DSS_WITH_AES_256_CBC_SHA256 DHE_RSA_WITH_AES_256_CBC_SHA DHE_DSS_WITH_AES_256_CBC_SHA RSA_WITH_AES_256_GCM_SHA384 RSA_WITH_AES_256_CBC_SHA256 RSA_WITH_AES_256_CBC_SHA ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDHE_ECDSA_WITH_AES_128_CBC_SHA ECDHE_RSA_WITH_AES_128_CBC_SHA DHE_DSS_WITH_AES_128_GCM_SHA256 DHE_RSA_WITH_AES_128_GCM_SHA256 DHE_RSA_WITH_AES_128_CBC_SHA256 DHE_DSS_WITH_AES_128_CBC_SHA256 DHE_RSA_WITH_AES_128_CBC_SHA DHE_DSS_WITH_AES_128_CBC_SHA RSA_WITH_AES_128_GCM_SHA256 RSA_WITH_AES_128_CBC_SHA256 RSA_WITH_AES_128_CBC_SHA Ciphers Which cipher suites to support in preference order. Specify the list of cipher suites to support. Ensure that the displayed order of cipher suites are in preference order. Otherwise, change the sequence order to meet your preference.  idcred Identification credentials The credentials to identify the DataPower Gateway to a TLS server. Specify an optional identification credentials that the DataPower Gateway uses to identify itself to a TLS server if client authentication is requested.  validate-server-cert on Validate server certificate Whether to validate the server certificate during the TLS handshake. Indicate whether to validate the server certificate during the TLS handshake.  valcred   ValidateServerCert on   Validation credentials The credentials to validate the authenticity of received certificates. Specify an optional set of validation credentials to authenticate the certificate that the TLS server sends during the TLS handshake.  caching on Enable session caching Whether to cache TLS sessions. Indicate whether to enable the caching of TLS sessions.  cache-timeout 1 86400 300   Caching off Session cache timeout The time that TLS sessions are allowed to remain in the TLS session cache. seconds Specify the number of seconds that TLS sessions are allowed to remain in the TLS session cache before they are removed. Enter a value in the range 1 - 86400. The default value is 300.  cache-size 1 500000 100   Caching off Session cache size The maximum size of the TLS session cache. entries Specify the maximum number of entries in the session cache. Enter a value in the range 1 - 500000. The default value is 100.  ssl-client-features Features Enable different features supported by this client. Indicate what kind of features supported by this client.  curves secp521r1 secp384r1 secp256k1 secp256r1 Elliptic curves Which elliptic curves to support for TLS EC ciphers. Specify the list of elliptic curves to support.  use-custom-sni-hostname no   SSLClientFeatures use-sni   Use custom SNI host name Whether to use a custom server name in the SNI extension in the TLS client hello message Set whether to use a custom server name in the SNI extension in the TLS client hello message. By default, the host name of the target is used in the SNI extension.  custom-sni-hostname    UseCustomSNIHostname yes  SSLClientFeatures use-sni   Custom SNI host name User-defined server name in the SNI extension in the TLS client hello message Specify the custom server name in the SNI extension in the TLS client hello message.  validate-hostname off Validate server host name Whether to validate the host name in the server certificate. Set whether to validate the host name in the server certificate during the handshake.  hostname-validation-flags   ValidateHostname off Host name validation flags Fine tune validation methods and settings. Set the flags that fine tune the validation methods and settings during the handshake. The default behavior uses the subject DN only when the Subject Alternative Name (SAN) extension contains no DNS names.  hostname-validation-fail off   ValidateHostname off Host name validation fail on error Whether to terminate the handshake when host name validation fails. Set whether to terminate the handshake when host name validation fails or to ignore the failure, log an event, and continue with server certificate validation. The default behavior is to ignore the failure, log an event, and continue with any configured server certificate validation.  enable-tls13-compat on Enable TLSv1.3 compatibility Whether to send extra TLS messages to look more like TLSv1.2 Some network middleboxes may not recognize TLSv1.3 and drop the connection. Enabling this option will send dummy Change Cipher Spec messages which will make TLSv1.3 look more like TLSv1.2.  sign-alg ecdsa_secp256r1_sha256 ecdsa_secp384r1_sha384 ecdsa_secp521r1_sha512 ed25519 ed448 rsa_pss_pss_sha256 rsa_pss_pss_sha384 rsa_pss_pss_sha512 rsa_pss_rsae_sha256 rsa_pss_rsae_sha384 rsa_pss_rsae_sha512 rsa_pkcs1_sha256 rsa_pkcs1_sha384 rsa_pkcs1_sha512 ecdsa_sha224 ecdsa_sha1 rsa_pkcs1_sha224 rsa_pkcs1_sha1 dsa_sha224 dsa_sha1 dsa_sha256 dsa_sha384 dsa_sha512 Signature algorithms Which signature algorithms to advertise and support Specify the list of signature algorithms to advertise and support. An empty list implies the use of all of the default algorithms.      Summary          General       Credentials Main     Session Caching      Advanced TLS Client Profile Configure and manage TLS Client Profile. Enter TLS Client Profile mode to create or modify a TLS client profile.  crypto/sslproxy sslproxy crypto IDG   TLS Direction Indicates which end of the TLS connection this TLS Proxy Profile describes.    Direction forward two-way   Forward (Client) Crypto Profile The cryptographic profile that is used when acting as a TLS client for a "forward" or "two-way" proxy.    Direction reverse two-way   Reverse (Server) Crypto Profile The cryptographic profile that is used when acting as a TLS server for a "reverse" or "two-way" proxy.  on   Direction forward Server-side Session Caching Enable/disable the caching of TLS sessions when acting as a TLS server.  sess-timeout 0 86400 300    ServerCaching off  Direction forward Server-side Session Cache Timeout seconds Specify the timeout in seconds for each entry in the server-side session cache.  cache-size 1 500 20    ServerCaching off  Direction forward Server-side Session Cache Size entries (x 1024) Specify the number of entries (multiplied by 1024) in the server-side session cache.  client-cache on   Direction reverse Client-side Session Caching Enable/disable the caching of TLS sessions when acting as a TLS client.  client-sess-timeout 0 86400 300    ClientCache off  Direction reverse Client-side Session Cache Timeout seconds Specify the timeout in seconds for each entry in the client-side session cache.  client-cache-size 1 500000 100    ClientCache off  Direction reverse Client-side Session Cache Size entries Specify the number of entries in the client-side session cache.  client-auth-optional off   Direction forward Client Authentication Is Optional When acting as a TLS server and performing client authentications, requests but does not require TLS client authentication. This property is meaningful when TLS client authentication is enabled in the server crypto profile. When both properties are enabled, TLS client authentication is optional. The request does not fail when there is no client certificate. When disabled (the default), TLS client authentication is required by the application server.  client-auth-always-request off   Direction forward Always Request Client Authentication When acting as a TLS server, always request TLS client authentication even when there are no validation credentials present in the server crypto profile. When disabled (the default), the TLS server only requests TLS client authentication when validation credentials are present in the server crypto profile.  permit-insecure-servers off   Direction reverse Permit Connections to Insecure TLS Servers When acting as a TLS client, specifies whether to permit connections to TLS servers that do not support RFC 5746. Such servers are vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. The default is off, which means reject insecure connections during the TLS handshake.     TLS Proxy Profile (deprecated) Profile describing TLS endpoint (client or server)  The TLS proxy profile is deprecated. To secure the connections, use the TLS client profile and TLS server profile or TLS SNI server profile based on the role of the DataPower Gateway. a TLS proxy profile is associated with a DataPower service to describe how TLS connections should be made from or to the proxy's port.  crypto/ssl-server ssl-server crypto   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  protocols TLSv1d1+TLSv1d2+TLSv1d3 Protocols Which protocol versions to support. Specify the protocol versions to support. The HSM on 8436-53X appliances does not support TLSv1.3.  ciphers AES_256_GCM_SHA384 CHACHA20_POLY1305_SHA256 AES_128_GCM_SHA256 ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDHE_ECDSA_WITH_AES_256_CBC_SHA ECDHE_RSA_WITH_AES_256_CBC_SHA DHE_DSS_WITH_AES_256_GCM_SHA384 DHE_RSA_WITH_AES_256_GCM_SHA384 DHE_RSA_WITH_AES_256_CBC_SHA256 DHE_DSS_WITH_AES_256_CBC_SHA256 DHE_RSA_WITH_AES_256_CBC_SHA DHE_DSS_WITH_AES_256_CBC_SHA RSA_WITH_AES_256_GCM_SHA384 RSA_WITH_AES_256_CBC_SHA256 RSA_WITH_AES_256_CBC_SHA ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDHE_ECDSA_WITH_AES_128_CBC_SHA ECDHE_RSA_WITH_AES_128_CBC_SHA DHE_DSS_WITH_AES_128_GCM_SHA256 DHE_RSA_WITH_AES_128_GCM_SHA256 DHE_RSA_WITH_AES_128_CBC_SHA256 DHE_DSS_WITH_AES_128_CBC_SHA256 DHE_RSA_WITH_AES_128_CBC_SHA DHE_DSS_WITH_AES_128_CBC_SHA RSA_WITH_AES_128_GCM_SHA256 RSA_WITH_AES_128_CBC_SHA256 RSA_WITH_AES_128_CBC_SHA Ciphers Which cipher suites to support in preference order. Specify the list of cipher suites to support. Ensure that the displayed order of cipher suites are in preference order. Otherwise, change the sequence order to meet your preference.  idcred Identification credentials The credentials to identify the DataPower Gateway. Specify the identification credentials that the DataPower Gateway uses to identify itself.  request-client-auth off Request client authentication Whether to request client authentication during the TLS handshake. Indicate whether to request client authentication during the TLS handshake.  require-client-auth on   RequestClientAuth off Require client authentication Whether to require client authentication during the TLS handshake. Indicate whether to require client authentication during the TLS handshake. When enabled, the handshake is aborted if the client certificate is not provided. When disabled, the request does not fail when there is no client certificate.  validate-client-cert on   RequestClientAuth off Validate client certificate Whether to validate the client certificate during the TLS handshake. Indicate whether to validate the client certificate during the TLS handshake if the client certificate is provided.  send-client-auth-ca-list on    RequestClientAuth off  ValidateClientCert off Send client authentication CA list Whether to send the TLS client a CA list during the TLS handshake. Indicate whether to send the TLS client a list of CA Distinguished Names for client authentication during the TLS handshake.  valcred    RequestClientAuth on  ValidateClientCert on   Validation credentials The credentials to validate the authenticity of received certificates. Specify the validation credentials to validate the certificate that the TLS client sends during the TLS handshake.  caching on Enable session caching Whether to cache TLS sessions. Indicate whether to enable the caching of TLS sessions.  cache-timeout 1 86400 300   Caching off Session cache timeout The time that TLS sessions are allowed to remain in the TLS session cache. seconds Specify the number of seconds that TLS sessions are allowed to remain in the TLS session cache before they are removed. Enter a value in the range 1 - 86400. The default value is 300.  cache-size 1 500 20   Caching off Session cache size The maximum size of the TLS session cache. entries (x 1024) Specify the maximum number of entries (multiplied by 1024) in the session cache. Enter a value in the range 1 - 500. The default value is 20.  ssl-options Advanced TLS options The options to apply to the TLS connection. Specify the options to apply to the TLS connection. Enabling these options has negative impact on the performance of the TLS communication.  max-duration 1 11520 60   SSLOptions max-duration Maximum TLS session duration The maximum duration of an established TLS session. seconds Specify the maximum duration of an established TLS session. The TLS connection terminates when the duration is reached. Enter a value in the range 1 - 11520. The default value is 60 seconds.  max-renegotiation-allowed 0 512 0   SSLOptions max-renegotiation Maximum client initiated renegotiations The maximum number of client initiated renegotiations to allow. Specify the maximum number of client initiated renegotiations to allow. Enter a value in the range 0 - 512. The default value is 0, which indicates TLS client initiated renegotiation is not allowed.  prohibit-resume-on-reneg off    SSLOptions max-renegotiation  NumberOfRenegotiationAllowed 0 Prohibit session resumption on renegotiation Whether to prohibit the use of TLS session resumption during a renegotiation handshake. Indicate whether to prohibit the use of TLS session resumption during a renegotiation handshake.  compression off Enable compression Whether to enable TLS compression. Indicate whether to enable TLS compression. Enabling TLS compression in HTTPS is dangerous because the connection becomes vulnerable to the CRIME attack.  allow-legacy-renegotiation off    SSLOptions max-renegotiation  NumberOfRenegotiationAllowed 0 Allow legacy renegotiation Whether to allow TLS renegotiation with TLS clients that do not support RFC 5746. Indicate whether to allow TLS renegotiation with TLS clients that do not support RFC 5746. By default, this support is disabled because renegotiation with such clients is vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. Renegotiation with TLS clients that support RFC 5746 is permitted regardless of the setting specified.  prefer-server-ciphers on Use server cipher suite preferences Whether to use the server's cipher suite preferences instead of deferring to the client's preferences. Indicate whether to give priority to the server's cipher suite preferences instead of deferring to the client's preferences.  curves secp521r1 secp384r1 secp256k1 secp256r1 Elliptic Curves Which elliptic curves to support for TLS EC ciphers. Specify the list of elliptic curves to support.  prioritize-chacha off   PreferServerCiphers off Prioritize ChaCha20-Poly1305 cipher Whether to move ChaCha20-Poly1305 cipher to the top of preference list sent to the client if this cipher is also at the top of client's cipher list When server cipher suite preferences is in effect, enabling this property will temporarily move ChaCha20-Poly1305 cipher to the top of preference list if clients that present ChaCha20-Poly1305 cipher also have it at the top of their preference list. This allows the client to negotiate ChaCha20-Poly1305 cipher while other clients can use other ciphers.  sign-alg ecdsa_secp256r1_sha256 ecdsa_secp384r1_sha384 ecdsa_secp521r1_sha512 ed25519 ed448 rsa_pss_pss_sha256 rsa_pss_pss_sha384 rsa_pss_pss_sha512 rsa_pss_rsae_sha256 rsa_pss_rsae_sha384 rsa_pss_rsae_sha512 rsa_pkcs1_sha256 rsa_pkcs1_sha384 rsa_pkcs1_sha512 ecdsa_sha224 ecdsa_sha1 rsa_pkcs1_sha224 rsa_pkcs1_sha1 dsa_sha224 dsa_sha1 dsa_sha256 dsa_sha384 dsa_sha512 Signature algorithms Which signature algorithms to advertise and support Specify the list of signature algorithms to advertise and support. An empty list implies the use of all of the default algorithms.       Summary        General       Client Authentication Main     Session Caching            Advanced TLS Server Profile Configure and manage TLS Server Profile. Enter TLS Server Profile mode to create or modify a TLS server profile.  crypto/ssl-sni-mapping ssl-sni-mapping crypto   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  sni-mapping Host Name to TLS Server Profile Mapping A table of match patterns to pick a TLS Server Profile based on the SNI host name that the TLS client sends. Specify a table of match patterns to pick a TLS Server Profile based on the SNI host name that the TLS client sends.     Main TLS Host Name Mapping TLS Host Name Mapping Enter TLS Host Name Mapping mode to create or modify the SNI map that TLS server profiles can use.  crypto/ssl-sni-server ssl-sni-server crypto   summary Comments Brief summary for user annotation. Brief summary for user annotation.  protocols TLSv1d1+TLSv1d2+TLSv1d3 Protocols Which protocol versions to support. Specify the protocol versions to support.  sni-server-mapping Host name to profile mapping A table of match patterns to pick a TLS server profile based on the SNI host name that the TLS client sends. Specify a table of match patterns to pick a TLS server profile based on the SNI host name that the TLS client sends.  sni-server-default Default server profile The TLS server profile that processes the request when the client does not send an SNI extension.  Select the TLS server profile to process the request when the 
                                         ClientHello
                                        SNI extension is not provided.  When the default server profile is defined, the following rules apply. 
                                              When the client does not send a 
                                                 ClientHello
                                                SNI extension, the default server profile processes the request. When the client sends a 
                                                 ClientHello
                                                SNI extension but it does not match a configured host name mapping, the request is rejected. When not defined and the client does not send a 
                                             ClientHello
                                            SNI extension, the request is rejected.  ssl-options Advanced TLS options The options to apply to the TLS connection, this overrides the individual settings on the TLS server profiles. Specify the options to apply to the TLS connection. Note that enabling these options has negative impact on the performance of the TLS communication. This overrides the individual settings on the TLS server profiles.  max-duration 1 691200 3600   SSLOptions max-duration Maximum TLS session duration The maximum duration of an established TLS session. seconds Specify the maximum duration of an established TLS session. The TLS connection terminates after the duration is reached. Enter a value in the range 1 - 691200. The default value is 3600.  max-renegotiation-allowed 0 512 0   SSLOptions max-renegotiation Maximum client initiated renegotiations The maximum number of client initiated renegotiations to allow. Specify the maximum number of client initiated renegotiations to allow. Enter a value in the range 0 - 512. The default value is 0, which indicates client initiated renegotiation is not allowed.      Summary       Main     Advanced TLS SNI Server Profile Configure and manage the TLS SNI server profile. The TLS Server Name Indication (SNI) server profile secures connections between the client and the DataPower Gateway.  config/deployment-policy-variables deployment-policy-variables configuration IDG   summary Comments Brief summary for user annotation.  variable Deployment Policy Variables Deployment Policy Variable bindings table. A list of name-value pairs. The name specifies a variable in a deployment policy, which will be replaced by its associated value before applying the policy to a configuration import.     Main Deployment Policy Variables Deployment Policy Variable Bindings. Configuration to persist the values of the deployment policy variables.   configuration   system/failure-notification failure-notification failure-notification   summary Comments Brief summary for user annotation.  mode off Failure Notification Enable/disable failure notification Use the radio buttons to enable/disable system failure notification. It is disabled by default.  upload-report off   UseSmtp on Upload Error Report Whether to upload the error report to a specific destination  Specify whether to upload the error report to an NFS, iSCSI (deprecated), RAID, SMTP, or FTP destination or write the error report to the local temporary directory. If you enable this feature:  It enables the Failure Notification status provider, which tracks previous error reports It changes the naming convention to include the serial number of the appliance and the timestamp, which prevents one report overwriting another  use-smtp off   UploadReport on E-mail Notification Whether to send e-mail notification at start-up Specify whether to send an e-mail at start-up only that contains the error report. If you want to receive e-mail notification, use the upload error report property instead of this property.  internal-state on Include Internal State Whether to include the internal state in the error report Specify whether to include the internal state of the appliance in the error report. The internal state can be useful in diagnosing the cause of the error.  ffdc packet-capture off   UploadReport off Background Packet Capture Whether to use a background packet capture  Specify whether to use a background packet capture. This feature enables network packet capture for all interfaces including the internal loopback interface. When enabled, this feature runs continuously. If the appliance encounters a problem or a user triggers the generation of an error report, the error report includes the data from this packet capture data. This data helps to determine the messages that the appliance was processing when it encountered the problem.  ffdc event-log off   UploadReport off Background Log Capture Whether to use a background log capture  Specify whether to use a background log capture. This feature enables the capture of all log and trace points with minimal overhead. When enabled, this feature runs continuously. If the appliance encounters a problem or a user triggers the generation of an error report, the error report includes data from this log capture. This data can help IBM Support identify the problem. These messages are independent of messages written to log and trace targets.  ffdc memory-trace off   UploadReport off Background Memory Trace Whether to use automatic leak detection  Specify whether to enable automatic leak detection. This feature finds gradual memory leaks that occur steadily over time. This feature does not help in situations where messages are larger than the appliance can parse. When enabled and if memory falls below an internal threshold, the appliance tracks all memory allocations. When the appliance reaches a critical condition that will lead to a crash, it generates an error report that contains information about memory allocation. The configuration of the Throttle Settings affects this feature. The throttle settings can prevent the appliance from reaching the internal threshold.  always-on-startup off Always On Startup Whether to generate an error report when the appliance reboots or reloads  Specify whether the appliance generates an error report when it reboots or reloads. If this feature is enabled logs will be collected before they are overwritten when the system reloads. When the appliance reboots or reloads and when using the upload error report feature, the status provider lists 
                                         on-start
                                        as the reason code. If the appliance reloads due to a crash, the status provider lists 
                                         crash
                                        as the reason code.  Best Practices:  In general enable this feature. In particular when in production, enable this feature to track reloads and reboots.  always-on-shutdown on Always On Shutdown Whether to generate an error report when the appliance shuts down  Specify whether the appliance generates an error report when it shuts down. When the appliance shuts down and when using the upload error report feature, the status provider lists 
                                         on-shutdown
                                        as the reason code. If the appliance shuts down due to a crash, the status provider lists 
                                         crash
                                        as the reason code.  Best Practices:  In general enable this feature. In particular when in production, enable this feature to make sure debugging information is captured when the appliance shuts down.  protocol ftp   UploadReport on   UploadReport off Report Destination Protocol Protocol to use to upload the error report Specify the protocol to use to upload the error report. Note that the selection you will see depends on your device features and licenses.  location-id   UseSmtp on   Location Text to include in the subject of an e-mail notification Specify text to include in the subject of an e-mail notification. In general, this value should be how you identify this appliance in your environment. When using the upload error report feature, this property is not necessary. In this case, failure notification uses the serial number of the appliance and the timestamp of the error report.  remote-address ^(?!(127.0.0.1|localhost)).*$ smtp.mycompany.com or 10.10.1.1    UseSmtp on   UploadReport on  Protocol smtp   SMTP Server Host name or IP address of the SMTP server Specify the host name or IP address of the remote SMTP server to which to send the error report.  email-address    UseSmtp on   UploadReport on  Protocol smtp   E-mail Address E-mail address of the recipient Specify the e-mail address to which to send the error report.  email-sender-address     UseSmtp off  UploadReport off   UseSmtp off  UploadReport on  Protocol smtp E-mail Sender Address E-mail address of sender Specify the e-mail address of the sender ( 
                                     MAIL FROM
                                    ). If not specified, the configuration uses the e-mail address of the recipient.  ftp-server 128 ^(?!(127.0.0.1|localhost|ftp:/|smtp:/)).*$ ftp.mycompany.com or 10.10.1.1    UploadReport on  Protocol ftp   FTP Server Host name or IP address of the FTP server Specify the host name or IP address of the remote FTP server to which to upload the error report.  ftp-path 128    UploadReport off  Protocol ftp FTP Path Directory on FTP server to upload the error report Specify the directory on the FTP server to which to upload the error report. Use 
                                     %2F
                                    to specify an absolute path.  ftp-user-agent    UploadReport on  Protocol ftp   FTP User Agent User Agent for FTP access Specify the User Agent that describes how to connect to remote FTP servers. In addition to the FTP Policy to define the connection, ensure that this User Agent defines the basic authentication policy (user name and password) to connect to the FTP server.  nfs-mount    UploadReport on  Protocol nfs   NFS Mount NFS Mount Specify the NFS mount point to which to upload the error report.  nfs-path    UploadReport off  Protocol nfs NFS Path NFS Path This describes the NFS path location for the Error Report  raid-volume    UploadReport on  Protocol raid   RAID Volume RAID volume Specify the volume on the RAID array to which to upload the error report.  raid-path    UploadReport off  Protocol raid RAID Volume Path Directory on RAID volume Specify the directory on the RAID volume to which to upload the error report.  iscsi-volume    UploadReport on  Protocol iscsi   iSCSI Volume iSCSI volume  The iSCSI protocol is deprecated. Specify the iSCSI volume to which to upload the error report.  iscsi-path    UploadReport off  Protocol iscsi iSCSI Volume Path Directory on iSCSI volume  The iSCSI protocol is deprecated. Specify the directory on the iSCSI volume to which to upload the error report.  report-history 2 10 5   UploadReport off Report History Number of local error reports to maintain  Specify the maximum number of local error reports to maintain when using the upload error report feature. After reaching this limit, the next local error report overwrites the oldest local error report. Use any value of 2 - 10. The default value is 5. This feature only applies to locally stored error reports, including temporary and Raid. To view the history, see the Failure Notification status provider.        Failure Notification System Failure Notification  Failure notification is a serviceability tool. By default, failure notification is disabled. To use failure notification, you must enable the configuration and allow the error report to be uploaded. The uploading of an error report allows the capture of more diagnostic information, which safely improves serviceability. Although there is a tradeoff between performance and serviceability, you should choose serviceability by enabling the following properties:  Include Internal State Background Packet Capture Background Log Capture Background Memory Trace When you allow the error report to be uploaded, this setting enables the Failure Notification status provider. This status provide in combination with the report history tracks the error reports that the appliance generates, the reason why the appliance generated the error report, and its upload status to the specific destination. You can specify an NFS, iSCSI (deprecated), RAID, SMTP, or FTP destination. You can also specify the local temporary directory as the destination. The appliance generates error reports, the naming convention includes the serial number of the appliance and the timestamp of the report. This naming convention prevents one report from overwriting another. You can use Event Triggers to generate error reports automatically when specific events occur.  system/system system system   summary Comments Descriptive summary Enter a descriptive summary for the configuration.  Product OID The read-only string that identifies the installed DataPower agent software The read-only string that identifies the installed DataPower agent software.  Description The read-only string that identifies the product The read-only string that identifies the product.  Serial number The read-only string that identifies the product serial number The read-only string that identifies the product serial number.  entitlement Entitlement serial number Entitlement serial number After an appliance replacement, the serial number of the original appliance. Without the original serial number, IBM cannot entitle the replacement appliance for maintenance or warranty services.  Product ID The read-only string that identifies the product type The read-only string that identifies the product type.  Licensed capacity mode The read-only installation setting that indicates the licensed capacity mode The read-only installation setting that indicates the licensed capacity mode.  contact Contact Contact information Specify any information that identifies the individual or functional area that is responsible maintenance and management.  name 0 127 ^$|^[a-zA-Z0-9_][-_a-zA-Z0-9.\ ]{0,126}$  software container tenant System name System name Enter the name of the DataPower Gateway to use internally as a custom prompt and to use externally to integrate with remote systems. The name must be a 7-bit US-ASCII string of 127 characters or less consisting of letters, numbers, underscore, or embedded dashes, dots, or spaces. However, it is recommended to also be unique with a length of 64 characters or less to be compatible with most remote systems.  location Location Location Enter the location of the DataPower Gateway.  72 Services The read-only hex value that indicates support for services The read-only hex value that indicates support for application, presentation, session, and data-link layer services.  Backup mode The read-only installation setting that indicates whether a secure-backup is allowed The read-only installation setting that indicates whether a secure-backup is allowed.  Product Mode The read-only installation setting that indicates the operational mode The read-only installation setting that indicates the operational mode of the product.  login-message NONTRANSLATABLE - Login Message NONTRANSLATABLE - Custom message displayed at user login NONTRANSLATABLE - This property is deprecated. Use the 'Custom User Interface File' property.  custom-ui-file  store local webgui:///schemas/dp-user-interface.xsd Custom user interface file URL of the custom user interface file  Specifies the URL of the custom user interface file. This file contains custom messages for CLI and GUI sessions as well as the custom CLI prompt. The file must reside in the 
                                         store:
                                        or 
                                         local:
                                        directory, not on a mounted file system.  audit-reserve 0 10000 40 Audit reserve space Disk space to reserve for audit records KB Specifies the amount of disk space to reserve for audit records. When the disk is full, all services enter the down operational state and stop processing traffic. To restore disk space and resume traffic processing, manual intervention is required. Enter a value in the range 0 - 10000. The default value is 40.  globallogipfilter   NONTRANSLATABLE - Global IP Filter Address NONTRANSLATABLE - Global IP Filter Address NONTRANSLATABLE - Global IP Filter Address  detect-intrusion Detect intrusion Whether to check for intrusion detection Indicates whether to check for intrusion detection.  xml-accelerator on   Enable hardware XML acceleration Whether to use the hardware XML accelerator.  Indicates whether to use the Hardware XML accelerator.  Attention: Disable the XML hardware accelerator only when directed by IBM Support. When disabled, XML hardware acceleration rules in the compile options policy have no effect. After you change the state, restart the appliance to remove items from the cache. After the appliance restarts, the specified state is in effect. You can view the status of the XML hardware accelerator in the appliance version information. The XML accelerator shows the type appended with 
                                         (disabled)
                                        when the accelerator is disabled.  locale System locale Locale for the operating language Specifies the locale for the operating language of the DataPower Gateway. The locale setting manages locale-specific conventions, such as date and time formats, and controls the language of log messages. The language must be enabled before you can select it.  system-log-fixed-format off Enable fixed format Whether to enable fixed format in system logs Indicates whether to enable fixed format in system logs. When enabled, the system logs are in the format that was used in version 6.0.1 and contain no serviceability improvements after this version that can help with monitoring or troubleshooting. System Settings Manage system-wide settings.  System settings provide the following purposes.  Define system-specific information, such as contact information, location, and name. Update serial number after a replacement. Enable interface for custom GUI messages and custom CLI prompt. Reserve disk space for the audit log. Define information about the hardware for use by the SNMP system table, such as serial number, and model type  system/timezone timezone system   name EST-5EDT Local time zone Set the local time zone. The time zone to use in management interfaces. The default value is EST-5EDT.  custom STD ^[a-zA-Z]{3,}$   LocalTimeZone Custom   Name Enter the symbolic name for the custom time zone. The symbolic name for the custom time zone. This name is appended to local times. The name must be three or more alphabetic characters. If you use any other characters, the time zone becomes UTC. Enter the symbolic name for the custom time zone. The name must be three or more alphabetic characters. If you use any other characters, the time zone becomes UTC.  direction West   LocalTimeZone Custom Direction from UTC Set the direction relative to UTC for the custom time zone. The direction relative to UTC for the custom time zone. Asia is east. North America is west. The default value is East. Set the direction relative to UTC for the custom time zone. Asia is east. North America is west.  offset-hours 0 12 0   LocalTimeZone Custom Hours from UTC Enter the number of hours the custom time zone is from UTC. Hours The number of hours the custom time zone is from UTC. If 2 hours and 30 minutes from UTC, enter 2. Enter the number of hours the custom time zone is from UTC. If 2 hours and 30 minutes from UTC, enter 2.  offset-minutes 0 59 0   LocalTimeZone Custom Minutes from UTC Enter the number of minutes the custom time zone is from UTC. Minutes The number of minutes the time zone is from UTC. If 2 hours and 30 minutes from UTC, enter 30. Enter the number of minutes the time zone is from UTC. If 2 hours and 30 minutes from UTC, enter 30.  daylight-offset 0 12 1   LocalTimeZone Custom Daylight savings time (DST) offset Enter the offset hours from DST. Hours The offset in hours when the custom time zone observes DST. Generally, the offset is 1 hour. The default value is 1.  daylight-name DST    LocalTimeZone Custom  DaylightOffsetHours 0    LocalTimeZone Custom  DaylightOffsetHours 0 DST name Enter the symbolic name for the custom time zone during DST. The symbolic name for the custom time zone during DST. This name is appended to local times. The name must be three or more alphabetic characters. If you use any other characters, the time zone becomes UTC. Enter the symbolic name for the custom time zone during DST. The name must be three or more alphabetic characters. If you use any other characters, the time zone becomes UTC.  daylight-start-month March    LocalTimeZone Custom  DaylightOffsetHours 0 DST start month Set the month when DST starts for the custom time zone. The month when DST starts for the custom time zone. The default value is March.  daylight-start-week 1 5 2    LocalTimeZone Custom  DaylightOffsetHours 0 DST start day instance Enter the instance of the day in the month when DST starts for the custom time zone. Instance The instance of the day in the month when DST starts for the custom time zone. If DST starts on the second Sunday in the month, enter 2. Enter the instance of the day in the month when DST starts for the custom time zone. If DST starts on the second Sunday in the month, enter 2.  daylight-start-day Sunday    LocalTimeZone Custom  DaylightOffsetHours 0 DST start day Set the day of the week when DST starts for the custom time zone. The day of the week when DST starts for the custom time zone. The default value is Sunday.  daylight-start-hours 0 23 2    LocalTimeZone Custom  DaylightOffsetHours 0 DST start hour Enter the hour when DST starts. Hours The hour when DST starts for the custom time zone. If the start boundary is 2:30 AM, enter 2. Enter the hour when DST starts for the custom time zone. If the start boundary is 2:30 AM, enter 2.  daylight-start-minutes 0 59 0    LocalTimeZone Custom  DaylightOffsetHours 0 DST start minute Enter the minute when DST starts for the custom time zone. Minutes The minute when DST starts for the custom time zone. If the start boundary is 2:30 AM, enter 30. Enter the minute when DST starts for the custom time zone. If the start boundary is 2:30 AM, enter 30.  daylight-stop-month November    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop month Set the month when DST ends for the custom time zone. The month when DST ends for the custom time zone. The default value is November.  daylight-stop-week 1 5 1    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop day instance Enter the instance of the day in the month when DST ends for the custom time zone. Instance The instance of the day in the month when DST ends for the custom time zone. If DST ends on the second Sunday in the month, enter 2. Enter the instance of the day in the month when DST ends for the custom time zone. If DST ends on the second Sunday in the month, enter 2.  daylight-stop-day Sunday    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop day Set the day of the week when DST ends for the custom time zone. The day of the week when DST ends for the custom time zone. The default value is Sunday.  daylight-stop-hours 0 23 2    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop hour Enter the hour when DST ends for the custom time zone. Hours The hour when DST ends for the custom time zone. If the end boundary is 2:30 AM, enter 2. Enter the hour when DST ends for the custom time zone. If the end boundary is 2:30 AM, enter 2.  daylight-stop-minutes 0 59 0    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop minutes Enter the minute when DST ends for the custom time zone. Minutes The minute when DST ends for the custom time zone. If the end boundary is 2:30 AM, enter 30. Enter the minute when DST ends for the custom time zone. If the end boundary is 2:30 AM, enter 30.  Local time, last applied Current local time when last applied. The current local time when last applied. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page. Time Settings Set the local time zone for the appliance.  The time zone for the appliance. The time zone affects the time that the appliance displays. All time stamps in the CLI and GUI use this time zone.  Note: The appliance clock runs on Coordinated Universal Time (UTC). When daylight saving time (DST), or summer time, applies to a time zone, the appliance adjusts the time when a DST boundary is crossed.  dfdl/dfdl-settings dfdl-settings configuration DFDL   summary Comments Brief summary for user annotation Brief summary for user annotation.  dfdl-validation on Enable DFDL Validation Enable additional runtime checks to verify that binary data is fully valid according to the DFDL schema. Enable additional runtime checks to verify that binary data is fully valid according to the DFDL schema. These checks are in addition to the checks that are needed to parse or serialize the data.  dfdl-strict-validation on   DFDLValidation off Enable DFDL Strict Validation Error if there is a runtime DFDL validation error, instead of warning. Additional DFDL runtime checks verify that binary data is fully valid according to the DFDL schema. These runtime checks are in addition to the checks that are needed to parse or serialize the data. Because these checks are not needed to complete processing, an error can be reported as a warning and ignored in Lax Mode, or can be treated as an error in Strict Mode. This property is only relevant if DFDL Validation is enabled.  dfdl-ignore-trailing-data off Ignore Trailing Data Instruct DFDL processing to ignore any trailing data after completion of a good recognized message, for example during processing of a single message as part of batch processing.  Enable DFDL processing to ignore any trailing data after completion of a good recognized message, for example during processing of a single message as part of batch processing. This setting is off by default, which is the stricter and more secure setting because it does not allow extraneous extra data after the message. You can enable this setting if you are expecting such data. One example use case scenario to enable this setting is batch processing. Another example use case scenario to enable this setting is to read only the front of a message to make a routing decision or some other decision. This settings only applies to DFDL parsing, and does not apply to DFDL serialization.  dfdl-encoding-default UTF-8 DFDL Default Encoding DFDL Default Encoding Inside a DFDL Schema, the value of $dfdl:encoding carries the system assumption of encoding. You can use that variable within a DFDL schema to make it more resilient for systems that require different encodings, depending on transport header values, and so on. If the encoding value is not determined by the system based on the transport headers, then the system defaults to the value of this field. If the value is calculated from transport headers, then this field is not used.  dfdl-byte-order-default bigEndian DFDL Default Byte Order DFDL Default Byte Order Inside a DFDL Schema, the value of $dfdl:byteOrder carries the system assumption of byte order. You can use that variable within a DFDL schema to make it more resilient for systems that require different byte orders, depending on transport header values, and so on. If the byte order value is not determined by the system based on the transport headers, then the system defaults to the value of this field. If the value is calculated from transport headers, then this field is not used.  dfdl-binary-float-rep-default ieee DFDL Default Binary Float Representation DFDL Default Binary Float Representation Inside a DFDL Schema, the value of $dfdl:binaryFloatRep carries the system assumption of choice of binary float representation. You can use that variable within a DFDL schema to make it more resilient for systems which require different binary float representations, depending on transport header values, and so on. If the binary float representation value is not determined by the system based on the transport headers, then the system defaults to the value of this field. If the value is calculated from transport headers, then this field is not used.  dfdl-output-new-line-default LF DFDL Default New Line DFDL Default New Line Inside a DFDL Schema, the value of $dfdl:outputNewLine carries the value that is set here. You can use that variable within a DFDL schema to make it more resilient for systems which require carriage return and line feed at the end of a line, and other systems that require only a line feed. You can configure the system preference to control the DFDL Schema using this setting. The value specifies the character or characters that are used to replace the %NL; character class entity during unparse.  dfdl-user-trace off Enable DFDL User Trace Enable DFDL processing user trace messages.  Enable DFDL processing of user trace messages to be calculated and sent to the DataPower log at various log levels. CAUTION: Do not leave the DFDL user trace enabled in production conditions. Disable the DFDL user trace before you move the configuration into production.     General     Validation      Variables Defaults   Trace Main DFDL Settings DFDL Settings The DFDL settings specify constraints for parsing and serializing binary data, where the data is modeled by a DFDL schema.  config/domain-availability domain-availability configuration IDG   summary Comments Brief summary for user annotation.    Domain Availability Monitors services and their front-side handlers to determine when the domain is ready to accept traffic. Domain Availability monitors the services within the domain. If the operational state of any service in the domain is in the down state, then the operational state for Domain Availability goes down, indicating that all services are not up and ready to accept traffic. Otherwise, the operational state for Domain Availability is up. At startup time, Domain Availability maintains all front-side handlers in a quiesced state until the associated services are fully configured, and a log event is created, indicating that the domain is ready to process traffic.  config/domain-settings domain-settings configuration IDG   summary Comments Enter a descriptive summary for the configuration. Enter a descriptive summary for the configuration.  password-treatment none Password treatment Set the method to handle password data in the persisted configuration. Set the method to handle password data in the persisted configuration.  passphrase 8 24 Passphrase Enter the passphrase that obfuscates passwords in the persisted configuration. Enter the passphrase that obfuscates passwords in the persisted configuration.  config-dir config:///  config local temporary Configuration Directory Domain Configuration Directory Specifies the directory where the application domain's configuration is persisted and accessed. Domain Settings  The Domain Settings configuration provides properties to domain-specific characteristics when you save changes to the persisted configuration.   configuration IDG   summary Comments Brief summary for user annotation.    dynamic-schema configuration IDG   xml/schema-exception-map schema-exception-map schema-exception-map IDG   original-schema Original Schema URL This is the location of the full original schema document. This is required. This may reside on or off the device.  rule Rules Schema Exception Rules Rules describe what elements may be excepted from the schema validation when the Original Schema is used for Schema Validation. Schema Exception Map A map of local XML Schema exceptions This object describes exceptions to an XML Schema by identifying elements of the schema that may be encrypted in an instance document. When Schema Validation is performed on the document using this Exception Map, encrypted elements are considered valid when they appear in place of the specified elements. Objects for dynamically creating schemas   dynamic-stylesheet configuration IDG   namespace-mapping Namespace Mappings The prefix and URI for namespaces that might be encountered in requests.   xml/document-crypto-map document-crypto-map document-crypto-map IDG   operation encrypt Operation Operation to perform on selected document nodes Select the operation to perform on the selected document nodes.  select XPath Expression An XPath Expression selecting document nodes for the specified operation.  Enter the XPath expression identifying the elements on which to operate in the blank field in front of the Add button. Click Add to add the expression to those included in the map. Click the XPath Tool button to use the graphically oriented XPath Tool to construct the message. You will need to upload an example document to use this tool. Note that this example should be the encrypted document when the operation is decrypt. Document Crypto Map A map to drive partial document crypto operations A Document Crypto Map indicates which elements, of a complete schema, to encrypt or decrypt. The indicated element or elements may also be signed.  xml/xpath-routing xpath-routing xpath-routing IDG   rule Rules XPath routing rules     XPath Routing Map Information for routing documents based on XPath expressions  An XPath Routing Map matches XPath expressions with corresponding destination URLs. When the XPath expression evaluates to true when applied to the message submitted, the target destination for the message is set to the corresponding URL. Use the Rules tab to establish these mappings. Use the Namespace Mapping tab to determine Namespace URIs for namespaces used in the XPath Expressions. Objects for dynamically creating stylesheets   logging   summary Comments Descriptive summary Specify a brief, descriptive summary.   type Target Type Type of log target Specify the type of the log target. The default type is file.  priority normal   Type syslog-tcp Logging Priority Log target priority Control the log scheduling priority. When system resources are in high demand, "high" priority operations will be favored over lower priority operations.  soap-version soap11   Type soap SOAP version SOAP version for log target Specify the SOAP version for SOAP log targets.  format xml   Type snmp syslog syslog-tcp Log Format Format of log entries Specify the format in which to represent log entries.  timestamp zulu   Type smtp syslog syslog-tcp Timestamp Format Format of log timestamp Specify the format of the timestamp for log entries. The default format is ISO UTC format.  fixed-format off    dmObjectName default-log  Format json-icp Fixed Format Fix the format of logs Makes the format of logs unchanging. The log format fixed at V6.0.1. New fields added to log formats afterwards are ignored.  local-ident    Format cbe  Type syslog smtp   Type file  UploadMethod smtp   Type syslog-tcp Local Identifier Local system identifier Specify a descriptive string that identifies the log target to remote recipients. For syslog destinations, do not include spaces.  email-address    Type smtp   Type file  UploadMethod smtp   Email Address Email address Specify the email address to which to send log entries.  sender-address    Type smtp   Type file  UploadMethod smtp   Sender Email Address Email address Specify the email address of the sender. The value must match the email address of the cryptographic key if email messages are signed.  smtp-domain    Type smtp   Type file  UploadMethod smtp   Type smtp SMTP Client Domain SMTP client domain Specify the fully-qualified domain name of the SMTP client. This information will be part of the SMTP session initiation (HELO command).  size 100 50000 500   Type file nfs   Log Size Maximum log size kilobytes Specify the maximum size of file-based log targets. Enter a value in the range 100 through 50000. The default value is 500.  url   Type soap   URL POST URL Specify the HTTP URL to which to send log entries. The DataPower Gateway sends the entries with the POST method. The DataPower Gateway uses the default User Agent.  nfs-static-mount   Type nfs   NFS Static Mount Instance of the NFS Static Mount Specify the name of an NFS Static Mount over which to write the log.  ssl    Type soap syslog-tcp  SSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile with the cryptographic profiles to secure connections.  local-file ^(logtemp|logstore):[_a-z0-9A-Z/][-_a-z0-9A-Z/.]*$ logtemp:///filename.log or logstore://subdir/filename.log   Type file   File Name Name of the file for the file-based log target Specify the name of the log file. Examples: 
                             logtemp:///filename.log
                            or 
                             logstore:///filename.log
                            .  nfs-file ^[_a-z0-9A-Z/][-_a-z0-9A-Z/.]*$ dp-log/filename.log   Type nfs   NFS File Path Path to the file for the NFS-based log target Specify the path to the log file. The path is relative to the NFS mount. Use a regular expression in the 
                             ^[_a-z0-9A-Z/][-_a-z0-9A-Z/.]*$
                            format. Do not end the path with a forward slash (/).  archive-mode rotate   Type file   Archive Mode Method to archives Specify the method to create archives.  upload-method    ArchiveMode upload  Type file   Upload Protocol Protocol to upload log files Specify the protocol to upload log files. If you use SCP to upload multiple log targets at the same time, a system error might occur. The DataPower Gateway supports only one SCP connection at a time. To minimize the risk when using SCP, configure log targets with different settings, such as different event subscriptions and different log sizes.  rotate 1 100 3    Type nfs   ArchiveMode rotate  Type file   Number of Rotations Maximum number of rotations Specify the maximum number of rotations to permit. Enter a value in the range 1 through 100. The default value is 3.  ansi-color off   Type console Use ANSI Color Scheme Use ANSI color scheme Enables the use of ANSI X3.64 escape sequences to color-code messages by log level.  remote-address    Type syslog syslog-tcp smtp   ArchiveMode upload  Type file   Remote Host Host name or IP address Specify the host name or IP address of the remote server. To establish a secure TLS connection to the server, set this value to the value of the remote host of a TLS Proxy service on the DataPower Gateway. The local TLS Proxy service then securely forwards the log entries to its configured remote server.  remote-port 1 0xFFFF     Type file  ArchiveMode upload  Type syslog syslog-tcp smtp file  dmObjectName default-log Remote Port Port number Specify the listening port on the remote server. If using a local TLS Proxy service to establish a secure TLS connection, set this value to the value of the remote port of the TLS Proxy service.  remote-login    UploadMethod ftp scp sftp  ArchiveMode upload  Type file   Remote Login Account (user name) Specify the account or user name to access the remote server.      UploadMethod ftp  ArchiveMode upload  Type file    UploadMethod ftp scp sftp  ArchiveMode upload  Type file Remote Password Password Specify the password for the account or user name for non-public key authentication. Public key authentication can be configured through the default instance of the User Agent.  remote-directory    UploadMethod ftp scp sftp  ArchiveMode upload  Type file Remote Directory Directory on the remote server  Specify an existing writable directory on the remote server to which to upload files.  To denote an absolute directory from the root directory, specify a single forward slash character (/) or equivalent encoded character (%2F) before the fully qualified path. 
                                      For SCP or SFTP, enter / to resolve to //. For FTP, enter %2F to resolve to /%2F. To denote a directory that is relative to the user's home directory, do not specify a forward slash character or encoded character before the fully qualified file name.  local-address   Type smtp syslog-tcp   Type syslog soap Local IP Address Local interface address Specify a host alias or IP address of a local interface.  facility user   Type syslog-tcp syslog   syslog Facility syslog facility Set the log facility (per RFC 3164) to include in messages sent to the syslog log target.  rate-limit 0 1000 100   Type nfs smtp soap snmp syslog syslog-tcp Rate Limit The maximum number of events logged events/second  Set the maximum number of events to be logged per second. Enter a value in the range 1 - 1000. The default value is 100.  Remote log targets might receive more than this number of events within a second, depending on network latency and buffering. syslog over TCP log targets are exclusive, because only a single TCP connection is made to the server. In the case of syslog over TCP log targets, the rate limit is the maximum number of events transmitted over the connection within one second. A value of 0 disables rate-limiting by the logging target.  maximum-connections 1 100 1   Type syslog-tcp Maximum Connections Maximum number of concurrent connections to open The maximum number of concurrent connections that can be opened to this syslog-tcp server. The default value is 1.  connect-timeout 1 90 60   Type syslog-tcp Connect Timeout Number of seconds to wait for a connection to the server to be established before generating an error. seconds Set the number of seconds to wait for a connection to the server to be established before generating an error. A log message will be generated in the default log and connection retry attempts will be made. Enter a value in the range 1 - 90. The default value is 60.  idle-timeout 1 600 15   Type syslog-tcp Idle Timeout Number of seconds to wait before closing an established but inactive connection to the server. seconds  Set the number of seconds to wait before closing an established but inactive connection to the server. Enter a value in the range 1 - 600. The default value is 15. Attention: If multiple log targets have the following configuration, they might share connections.  The same local address and port The same remote address and port Because of potential connection-sharing, set the same idle timeout value for these log targets.  active-timeout 0 60 0   Type syslog-tcp Active Timeout Number of seconds to wait before closing an established and active connection to the server. seconds  Set the number of seconds to wait before closing an established and active connection to the server. Enter a value in the range 0 - 60. A value of 0 allows the log target to most efficiently send messages to the server by maintaining a healthy connection indefinitely. The default value is 0. Attention: If multiple log targets have the following configuration, they might share connections.  The same local address and port The same remote address and port Because of potential connection-sharing, set the same active timeout value for these log targets.  feedback-detection off Feedback Detection Whether to suppress events from logging subsystem Indicate whether to suppress events from the logging subsystem itself. A log target always suppresses its own events, but will record events from other log targets. Under certain circumstances with multiple log targets, these events could create a positive feedback loop that could cause resource contention. Enable to suppress all log events from the logging subsystem and prevent resource contention.  event-detection off Identical Event Detection (deprecated) Suppress identical events Indicate whether to suppress identical events from the same object over a set time period. When enabled, the log target records only one instance of the event until the suppression period expires.  suppression-period 1 3600 10   IdenticalEventSuppression on   Event Suppression Period (deprecated) Duration to suppress identical events seconds Set the duration of the suppression period. The default value is 10.  event-code Event Subscription Filter Filter to log specific event codes Subscription filters allow only those log messages that contain the configured event codes to be written to this log target. With this filter, it is possible to create a log target that collects only log messages for a specific set of event codes.  event-filter Event Suppression Filter Filter to suppress specific event codes Suppression filters suppress those log messages that contain the configured event codes to be written to this log target. With this filter, it is possible to create a log target that collects a wide range of log messages except for a specific set of event codes.  object Object Filters Filter to log events for specific objects Object filters allow only those log messages for specific objects to be written to this log target. Object filters are based on object classes. With this filter, you can create a log target that collects only log messages generated by particular instances of the specified object classes.  ip-filter IP Address Filters Filter to log events for specific IP addresses IP address filters allow only those log messages from specific IP addresses to be written to this log target.  trigger Event Triggers Event Trigger Points  Event triggers perform actions only when triggered by a specified message ID or event code. With this filter, it is possible to create a log target that collects only the results of the specified trigger action. For example, to trigger the generation of an error report when a certain event occurs use the  save error-report command.  ssl-client    Type soap syslog-tcp  SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ssl-client-type   Type soap syslog-tcp TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  retry-interval 1 600 1   Type syslog-tcp Retry Interval Time to wait before attempting to reestablish a failed connection seconds Specify the number of seconds to wait before attempting to reestablish a failed connection to the syslog server. Enter a value in the range 1 - 600. The default value is 1.  retry-attempts 0 100 1   Type syslog-tcp Retry Attempts The number of attempts to retry the failed connections attempts  Specify the number of attempts for a failed connection to the syslog server. After the number of attempts is reached, connection attempts use the value set by  Long Retry Interval. When the long interval is disabled, the log target repeatedly attempts to reconnect to the syslog server with the value set by  Retry Interval.  Note: 0 means the  Long Retry Interval will not be used and will retry forever using  Retry Interval.  long-retry-interval 1 600 20   Type syslog-tcp Long Retry Interval Long retry interval before retrying the failed connections seconds  Specify the time to wait before attempting to reestablish a failed connection to the syslog server after the number of attempts is reached. Enter a value in the range 0 - 600. The default value is 20.  Note: The  Long Retry Interval must be greater than the  Retry Interval or it will take no effect.  precision second   Type syslog-tcp   Log Timestamp Precision Log Timestamp Precision Log Timestamp Precision configuration of the format of the timestamp of the log messages.  buffer-size 1024   Type syslog-tcp Connection Event Buffer Size Connection Event Buffer Size entries Size (in number of event entries) of the buffer used to store log events before they are written to the target. For Log Targets that support remote connections, a buffer of this size is allocated for each connection.   logging/target logging target logging   backup    dmObjectName default-log  Type file Backup Log Log Target Sets another Log Target object as a backup to receive redirected events in case of an error on the current file-based log target. This setting has no effect on network-based log targets. For network-based log targets, set a load balancer group as the remote host.  event Event Subscriptions Log event subscription  Subscribes the log target to particular event categories. Some example categories include:  auth Authorization events mgmt Configuration management events xslt XSLT processing events For each event category chosen (including the 
                                         all
                                        category), you can establish a priority level that must be met before the log message will be captured by the log target. Without event subscriptions, no events are included by default. To allow the log target to capture messages, the configuration must include at least one event subscription. The category can be the 
                                         all
                                        category.      Summary                 General Configuration      Source Configuration            Destination Configuration      Archival       Connection Management     Retry Behavior     Security Main    Event Filters     Log Target Configured log target  Log targets capture messages that are posted by the various objects and services that are running on the appliance. Target types enable additional capabilities that include rotating files, encrypting and signing files or messages, and sending files to remote servers. Messages in log targets can be restricted (filtered) by priority, event code, event category, object type, or IP address. By default, a log target cannot accept messages until it is subscribed to one or more events.   tracing target logging   backup   dmObjectName default-trace Backup trace Backup Trace Target Allows setting of a backup trace target to redirect events to in case of an error on the current trace target  event Event subscriptions Trace event subscription Defines the log events the current trace target is subscribed to Trace target Represents a configured trace target Allows the configuration of a trace target.  webapp/forms-login-policy forms-login-policy mpgw IDG   summary Comments Brief summary for user annotation.  login-url /LoginPage.htm Login URL fragment of login form The URL fragment of the login page on the application server. The login page collects user name and password information. The default is /LoginPage.htm.  use-cookie-attribute no Attach Cookie Attribute Policy Indicate whether to attach a policy that describes cookie attributes. Whether to attach a cookie attribute policy. If you do not use a cookie attribute policy, the configuration use the properties of the forms login policy. The default behavior is not to attach a cookie attribute policy.  cookie-attributes   UseCookieAttributes yes   Cookie Attributes Set the policy that describes cookie attributes.  Use a cookie attribute policy to allow predefined or custom attributes to be included in forms login cookie. Properties in the policy override common attributes of the forms login policy. 
                                   Max-Age
                                    overrides inactivity timeout and session lifetime.  Path
                                    replaces the form POST action URL.  Secure
                                    replaces the use TLS for login.  use-ssl on   FormSupportType static   Use TLS for Login Whether to use TLS for the login Whether to use a secure connection for the login exchange. If enabled, you must provide the TLS port. The default is enabled.  enable-migration off Enable Session Migration Whether to allow sessions to migrate between cluster members if a DataPower Gateway fails Whether to permit session failover between cluster members. If enabled, you must specify a shared secret. The default is disabled.  ssl-port 1 65535 8080    FormSupportType static  UseSSLForLogin on   TLS Port Port for TLS login redirection The port the service uses for TLS redirection during the login transaction. Specify the port of the HTTPS handler that the Web application firewall uses for secure communication. The default is 8080.  shared-secret   EnableMigration off Shared Secret Shared secret, common to all DataPower Gateways to which a session may migrate Shared secret object that will be used to protect the migration cookie. All cluster members must specify the same shared secret.  error-url /ErrorPage.htm Error URL fragment of error page The URL fragment of the error page on the application server. The error page is displayed after a login failure. The default is /ErrorPage.htm.  logout-url /LogoutPage.htm Logout URL of logout page The URL fragment of the logout page on the application server. An empty string disables logout. The default is /LogoutPage.htm.  default-url / Default URL URL fragment to go to after successful login The URL fragment to visit after a successful login when no other target is available. In most cases, login is triggered via an attempt to access a URL in the application, and the client is redirected to this URL after successfully logging in. However, if users explicitly visit the URL of the login form, they are redirected to this URL after logging in. This URL fragment is relative to the root directory. Although the default is /, you must specify the filename of the page to go after a successful login.  forms-location backend   FormSupportType static   Forms Storage Location Location of HTML pages The location for where the DataPower Gateway retrieves the login, logout and error pages. The default is the remote application server.  local-login-page store:///LoginPage.htm    FormsLocation appliance  FormSupportType static    FormSupportType static  FormsLocation backend  local store On-DataPower Gateway Login Form Location of local login form The location of the login form on the DataPower Gateway. The default is store:///LoginPage.htm.  local-error-page store:///ErrorPage.htm    FormsLocation appliance  FormSupportType static    FormSupportType static  FormsLocation backend  local store On-DataPower Gateway Error Page Location of local error page The location of the error page on the DataPower Gateway. The default is store:///ErrorPage.htm.  local-logout-page store:///LogoutPage.htm    FormsLocation appliance  FormSupportType static    FormSupportType static  FormsLocation backend  local store On-DataPower Gateway Logout Page Location of local logout page The location of the logout page on the DataPower Gateway. The default is store:///LogoutPage.htm.  username-field j_username User Name Field Name Attribute value of the user name field The value of the 'name' attribute for the user name field on the login form. The default is j_username.  password-field j_password Password Field Name Attribute value of the password field The value of the 'name' attribute for the password field on the login form. The default is j_password.  redirect-field originalUrl Target URL Field Name Attribute value of the hidden field for the target URL The value of the 'name' attribute for the hidden field on the login form. This field stores the original target URL, which is the URL that the client is attempting to access. The default is originalUrl.  post-action-url /j_security_check Form POST Action URL Processing URL fragment The URL fragment to which the login form posts its results when a user submits the request. The default is /j_security_check.  inactivity-timeout 600   UseCookieAttributes no   Inactivity Timeout Allowable duration for an inactive session Seconds The number of seconds before an inactive session is invalidated. The default is 600. A value of 0 disables the inactivity timer.  session-lifetime 10800   UseCookieAttributes no   Session Lifetime Maximum time before requiring re-authentication Seconds The maximum time in seconds that a session can persist before that session becomes invalid and requires re-authentication. The minimum value is 1. The default is 10800.  redirect-url-type urlin   FormSupportType static   Redirect URL Type How to retrieve host information for HTTP URL-redirects Control how the service retrieves host information for HTTP URL-redirects. The default behavior is to use the variable value.  custom-url 1 256 https://hostname.yourcompany.com:8888  support-type static Source for Form-processing Source for HTML pages Manage the source for HTML pages. The default behavior is to use static HTML pages from an explicit location.  script-location store:///Form-Generate-HTML.xsl   FormSupportType custom   FormSupportType custom  local store Custom Processing for Form Location of the custom processing to generate HTML pages and form  Specify the location of the custom XSLT stylesheet or GatewayScript file that generates the HTML pages. This stylesheet or GatewayScript file must generate the following HTML pages:  A login form request allows processing to generate a login form with the 
                                     login
                                    operation. A logout page request allows processing to generate a logout page with the 
                                     logout
                                    operation. An error page request allows processing to generate an error page with the 
                                     error
                                    operation.        General        Security      Client-side URL fragments      Location of HTML pages      Login form properties    Timeouts Main HTML Forms Login Policy Policy that defines HTML form behavior The HTML forms login policy defines the details for collecting user authentication information.  network/ftp-quote-command-list ftp-quote-command-list useragent IDG   summary Comments Brief summary for user annotation.  quoted-command Quoted Commands Quoted Commands The list of commands to send to the remote FTP server. FTP Quoted Commands FTP Quoted Command List The configturation creates a named list of FTP commands to be quoted to a remote FTP server before a file transfer. These commands are referenced by the FTP Policies section of a User Agent configuration.   mpgw IDG   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  front-protocol Front Side Protocol Protocol handler Specify a protocol handler to determine the network communication protocol, address, port, and other protocol-specific settings.  xml-manager default XML Manager XML manager  An XML Manager manages the compilation and caching of style sheets, the caching of documents, and provides configuration constraints on the size and parsing depth of documents. You can enable streaming operation by configuring an XML Manager to use a Streaming Compile Option Policy. Optionally, an XML Manager can employ a User Agent. The User Agent settings, in turn, can affect the behavior of the gateway when communicating with remote servers or with clients when sending back responses.  urlrewrite-policy URL Rewrite Policy URL rewrite policy  Define a URL Rewrite Policy that defines rules for the following rewrite and replacement operations:  Rewrite the entire URL or a portion of the URL Replace a header value in a message Rewrite the HTTP POST body in a message The rewrite rules are applied before document processing. Therefore, the evaluation criteria in the Matching Rule is against the rewritten value.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl   SSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile with the cryptographic profiles to secure connections.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  fwcred Crypto Credentials Crypto Credentials list Specify a credentials list for the service. The credentials specify which keys and certificates are available to support processing. In the absence of credentials, all locally-stored key and certificates are available to the service.  inject HTTP Header Injection  suppress HTTP Header Suppression  parameter Stylesheet Parameter Style sheets used in processing policies can take stylesheet parameters. These parameters can be passed in by this object. You can define more than one parameter.  default-param-namespace http://www.datapower.com/param/config Default parameter namespace If a stylesheet parameter is defined without a namespace (or without explicitly specifying the null namespace), then this is the namespace into which the parameter will be assigned.  query-param-namespace http://www.datapower.com/param/query Query parameter namespace The namespace in which to put all parameters that are specified in the URL query string.  backend-url   Type static-backend Backend URL Backend address and port  Specify the URL of the static backend server. The URL is parsed to determine the protocol to use. To use a load balancer, specify the name of an existing Load Balancer Group instead of the address-port pair in the URL. To use the on demand router, specify http://ODR-LBG instead of the address-port pair in the URL.  When the URL starts with http:// or https://, the DataPower service uses the HTTP protocol. When the URL starts with amqp-broker://, the DataPower service uses the AMQP protocol. When the URL starts with ftp://, the DataPower service uses the FTP protocol. 
                                      For a relative path to the login directory of the user, specify the URL in the ftp://user:password@host:port/path format. For an absolute path to the root directory, specify the URL in the ftp://user:password@host/%2Fpath format. %2F is the URL encoding of a forward slash. Include a password in the URL with caution. The use of user:/password@host results in a server connection. However, with this configuration, the connection could be unable to send multiple commands to the FTP server. For a stable connection, define a basic authentication policy in the user agent. The user agent is in the XML manager associated with the DataPower service. When the URL starts with dpmq://, dpmqfte, idgmq://, or idgmqmft://, the DataPower service uses the IBM MQ protocol. The referenced queue manager in the URL must exist in the current domain. When the URL starts with dpims:// or dpimsssl://, the DataPower service uses the IMS protocol. These protocols are available with the IMS feature. When the URL starts with dpkafka://, the DataPower service uses the Kafka protocol. When the URL starts with dpnfs://, the DataPower service uses the NFS protocol. 
                                      For static mounts, specify the URL in the dpnfs://mount format, where mount is the name of an existing NFS mount. For dynamic mounts, specify the URL in the dpnfs://host or dpnfs://host/path format. When the URL starts with sftp://, the DataPower service uses the SSH FTP protocol. 
                                      For an absolute path to the root directory, specify the URL in the sftp://host:port/path format. For a relative path to the login directory of the user, specify the URL in the sftp://host:port/~/path format. If password authentication is desired, specify the password in the SFTP Client Policy of the User Agent. If Public key authentication is desired, specify the user's private key in the SFTP Client Policy of the User Agent. When no SFTP Client Policy is specified, the Basic-Auth Policy and Pubkey-Auth Policy take effect. When the URL starts with dptibems://, the DataPower service uses the TIBCO EMS protocol. The referenced server in the URL must exist. These protocols are available with the TIBCO EMS feature. When the URL starts with dpwasjms://, the DataPower service uses the WebSphere JMS protocol. The referenced server in the URL must exist. For assistance in building a URL, click the appropriate Helper button. URL  propagate-uri on Propagate URI Controls URI propagation  URI propagation is meaningful only when:  The service uses a static backend. The service uses a dynamic backend and routing is set with a route with stylesheet (route-action) action. In this case, use dp:set-target() to define the backend server. 
                                     For the other routing options that are available with route-action and route-set, the URI is absolute. When set to  on, the service rewrites the URI of the backend URL to the URI in the client request. If the client submits http://host/service and the backend URL is http://server/listener, the URL is rewritten to http://server/service. If the backend URL employs AMQP, IBM MQ, Kafka, TIBCO EMS, or WebSphere JMS, set to  off.  monitor-service Service Monitors Specifies a list of Web Services Monitors for the service. Web Services Monitors target Web Services endpoints. Use the Web Services wizard on the Control Panel to supply a WSDL and configure a Monitor for an endpoint. The Monitor collects statistics, establishes count and duration monitors and can take action when thresholds are met or exceeded. A Monitor must be included here to be activated. Note that this is not the same Monitor as a Service Level Monitor (SLM) that can be included in the Processing Policy of this service.  monitor-count Count Monitors Specify the count monitors to define messaging events and increment counters each time the event occurs. When a certain threshold is reached, the monitor can either post a notification to a log or block service for a configured amount of time.  monitor-duration Duration Monitors Specify the duration monitors to watch for events that meet or exceed a configured duration. When a duration is met or exceeded, the monitor can either post a notification to a log or block service for a configured amount of time.  monitor-processing-policy terminate-at-first-throttle Monitors evaluation method Monitors evaluation method Select the way that the system behaves when more than one monitor is attached to a service.  request-attachments strip   RequestType unprocessed Request attachment processing mode Attachment processing mode for client requests Select how to treat client requests with attachments. The default is strip.  response-attachments strip   ResponseType unprocessed Response attachment processing mode Attachment processing mode for server responses Select how to treat server responses with attachments. The default is strip.  request-attachments-flow-control off    RequestAttachments unprocessed  RequestType unprocessed   Request attachment flow control mode Flow control mode for client request attachments Specify whether to enable or disable flow control for attachments in requests to servers. The default is off.  response-attachments-flow-control off    ResponseAttachments unprocessed  ResponseType unprocessed   Response attachment flow control mode Flow control mode for server response attachments Specify whether to enable or disable flow control for attachments in responses to clients. The default is off.  root-part-not-first-action process-in-order    RequestAttachments streaming  ResponseAttachments streaming Action when required root part is not first When streaming MIME messages, the action to take when the root part is not the first part of the message. If the root part must be first (for example to do BSP conformance checking) and the action is set to "process in order" the DP device will buffer attachments up to the root.  front-attachment-format dynamic Front attachment processing format Attachment processing format for client requests Select how to interpret client requests with attachments.  back-attachment-format dynamic Back attachment processing format Output attachment processing format Select the attachment output format to backend servers.  mime-front-headers on Front Side MIME Header Processing Processing of MIME Package Headers  The body of a message (that is, the payload, independent of any protocol headers) can sometimes contain MIME headers before any preamble and before the first MIME boundary contained in the body of the message. These MIME headers can contain important information not available in the protocol headers, such as the string identifying the MIME boundary. If this property is set to on, then these MIME headers will be processed by the service. Note that if this is on and there are no MIME headers contained in the message, the device will continue to try and parse the message, using the protocol header information, if available. When this is off and MIME headers are present in the body of the message, these MIME headers will be considered part of the preamble and not used to parse out the message. If the protocol headers (such as HTTP) indicate the MIME boundaries, the device can parse and process individual attachments. If such information is not available, no attachments can be parsed from the body of the message.  mime-back-headers on Back Side MIME Header Processing Processing of MIME Package Headers  The body of a message (the payload independent of protocol headers) can sometimes contain MIME headers before any preamble and before the first MIME boundary in the body of the message. These MIME headers can contain important information that is not available in the protocol headers, such as a string that identifies the MIME boundary. If this property is set to on, these MIME headers are processed by the service. When set to on and there are no MIME headers in the message, the device continues to try and parse the message, using the protocol header information, if available. When set to off and MIME headers are present in the body of the message, these MIME headers are considered part of the preamble and not used to parse the message. If protocol headers, such as HTTP, indicate MIME boundaries, the device can parse and process individual attachments. If such information is not available, no attachments can be parsed from the body of the message.  stream-output-to-back buffer-until-verification Stream Output to Back Select the desired streaming behavior.  stream-output-to-front buffer-until-verification Stream Output to Front Select the desired streaming behavior.  max-message-size 0 2097151 0 Maximum Message Size The maximum allowable size in kilobytes of a message KB  Specifies the maximum allowable size in kilobytes of a message. Enter a value in the range 0 - 2097151. The default value is 0. A value of 0 specifies that no limit is enforced, and the message can be of unlimited size. The maximum message size limit applies to JSON, SOAP, XML, and non-XML messages. If the message type is pass-through, no limit is enforced.  gateway-parser-limits off Parser limits Use service-defined parser limits instead of XML Manager parser limits. Use the server-defined parser limits instead of the parser limits in the XML manager for this DataPower service. Service-defined limits override XML Manager limits.  element-depth 512   GatewayParserLimits on   XML Element Depth XML parser maximum element depth Defines the maximum depth of element nesting in XML parser. If any of the parser limits are set in the DataPower service, they will override those on the XML Manager.  attribute-count 128   GatewayParserLimits on   XML Attribute Count XML parser maximum attribute count Defines the maximum number of attributes of a given element. If any of the parser limits are set in the service, they will override those on the XML Manager.  max-node-size 1024 4294967295 33554432   GatewayParserLimits on   XML Maximum Node Size XML parser maximum node size bytes Defines the maximum size any one node may consume. The default is 32 MB. Sizes which are powers of two result in the best performance. If any of the parser limits are set in the DataPower service, they will override those on the XML Manager. Although you set an explicit value, the DataPower Gateway uses a value that is the rounded-down, largest power of two that is smaller than the defined value.  forbid-external-references on   XML Forbid External References XML parser forbid external references toggle Defines if the XML parser will abort when an input document specifies to resolve an external reference such as an external entity or external DTD definition.  external-references forbid   GatewayParserLimits on   XML External Reference Handling Special handling for external references in XML Select the special handling for input documents that contain external references, such as an external entity or external DTD definition.  max-prefixes 1024   GatewayParserLimits on   XML Maximum Distinct Prefixes XML parser maximum distinct prefixes Enter an integer that defines the maximum number of distinct XML namespace prefixes in a document. This limit counts multiple prefixes defined for the same namespace, but does not count multiple namespaces defined in different parts of the input document under a single prefix. Enter a value in the range 0 - 262143. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-namespaces 1024   GatewayParserLimits on   XML Maximum Distinct Namespaces XML parser maximum distinct namespaces Enter an integer that defines the maximum number of distinct XML namespace URIs in a document. This limit counts all XML namespaces, regardless of how many prefixes are used to declare them. Enter a value in the range 0 - 65535. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-local-names 60000   GatewayParserLimits on   XML Maximum Distinct Local Names XML parser maximum distinct local names Enter an integer that defines the maximum number of distinct XML local names in a document. This limit counts all local names, independent of the namespaces they are associated with. Enter a value in the range 0 - 1048575. The default value is 60000. A value of 0 indicates that the limit is 60000.  attachment-byte-count 2000000000   GatewayParserLimits on   Attachment Byte Count Limit Maximum byte count per attachment Defines the maximum number of bytes allowed in any single attachment. Attachments that exceed this size will result in a failure of the whole transaction. If this value is 0, no limit is enforced.  attachment-package-byte-count 0   GatewayParserLimits on   Attachment Package Byte Count Limit Maximum byte count for all parts Defines the maximum number of bytes allowed for all parts of an attachment package, including the root part. Attachment packages that exceed this size will result in a failure of the whole transaction. If this value is 0, no limit is enforced.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                 off
                                . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on   Probe Mode Probe Mode Select the probe mode.  debugger-url   DebuggerType external   Server URL External Server URL Configures the URL for external probe mode  debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostic mode in the probe Set the number of records for transaction diagnostic mode in the probe. Enter a value in the range 10 - 250. The default value is 25.  debug-trigger   DebugMode on Probe Triggers Probe Triggers The probe captures transactions that meet one or more of the conditions defined by the triggers. These triggers examine the direction or type of the message flow and examine the message for an XPath expression match. When a message meets one of these conditions, the transaction is captured in diagnostics mode and becomes part of the list of transactions that can be viewed.  flowcontrol off    RequestType soap xml  ResponseType soap xml Flow Control Enables flow control on message bodies when in streaming mode.  Use flow control to manage the transmission of large files when the front side and back end have different latencies and throughput while in streaming mode. This option is available when the request type and the response type are Pass-Thru or Non-XML. By default, flow control is disabled. Note that the streaming behavior for output to back and output to front must be set to Stream Messages. Also, if either the front side or the back end will use the HTTP(S) protocol, allow chunked uploads must be set to on.  soap-schema-url store:///schemas/soap-envelope.xsd    RequestType soap  ResponseType soap SOAP Schema URL Specifies which W3C XML Schema will be used to validate SOAP documents When a firewall is in SOAP mode, either on the request or response side, it will validate the incoming messages against a W3C Schema that defines what a SOAP message is supposed to look like. It is possible to customize which schema is used on a per-firewall basis by changing this property; this can be used to accommodate non-standard configurations or other special cases.  front-timeout 1 86400 120 Front Side Timeout Idle time a front side connection is allowed before being canceled during a transaction. seconds Controls the amount of time a front side client connection can be idle before being abandoned within a transaction.  back-timeout 1 86400 120 Back Side Timeout Idle time a back side connection is allowed before being canceled during a transaction. seconds Controls the amount of time a back side client connection can be idle before being abandoned within a transaction.  front-persistent-timeout 0 86400 180 Front Persistent Timeout Maximum Idle Time Between Front Persistent Uses seconds Specify the maximum number of seconds that the service maintains an idle persistent TCP connection on the front side. Enter a value in the range 0 - 86400. The default value is 180.  back-persistent-timeout 0 86400 180 Back Persistent Timeout Maximum maximum inter-transaction idle time for service-to-server connections seconds  Specify the maximum inter-transaction idle time in seconds for service-to-server connections. Enter a value in the range 0 - 86400. The default value is 180. This value is the maximum idle time between the completion of a TCP transaction and the initiation of a new TCP transaction on this connection. If the specified idle time is exceeded, the connection is torn down.  Note: For HTTP GET and HEAD requests, the service attempts the connection again after the specified value, Therefore, the actual timeout is twice the specified value. An idle TCP connection can remain in the idle state for 20 seconds after the expiration of the persistence timer.  include-content-type-encoding off Include charset in response-type Include the character set encoding in any content-type headers Specify whether to enable or disable including the character set encoding in any content-type header or description produced. For example, when sending a UTF-8 encoded XML document: If this property is disabled, 'text/xml' will be sent. If this property is enabled, 'text/xml; charset=UTF-8' will be sent.  persistent-connections on Persistent Connections Enable/Disable persistent connections on backside Specify whether to enable or disable persistent connections where appropriate on back side.  loop-detection off Loop Detection Enable/Disable gateway loop detection Some protocols provide a loop detection mechanism that can be used to detect gateway loops. This is a good policy, but it can cause each gateway to be publicly recorded in the transmitted message, which might be considered an information leak.  host-rewriting on Rewrite Host Names when Redirecting Enable or disable rewriting of host names when accessing remote server Some protocols have distinct name-based elements, separate from the URL, to demultiplex. HTTP uses the 
                             Host
                            header for this purposes. If this feature is enabled, the remote server will receive a request that reflects the final route; otherwise, it will receive a request that reflects the information as it arrived at the DataPower service. Web servers that issue redirects might want to disable this feature, as they often depend on the 
                             Host
                            header for the value of their redirect.  chunked-uploads off Allow Chunked Uploads Enabled/Disable HTTP/1.1 Chunked Request Bodies Specify whether to enable (on) or disable (off) the ability to send Content-Type Chunked Encoded documents to the back end server. When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either Content-Length or chunked encodings. While all servers will understand how to interpret Content-Length, many applications will fail to understand Chunked encoding. For this reason, Content-Length is the standard method used. However doing so interferes with the ability of the device to fully stream. To stream full documents towards the back end server, this property should be turned on. However, the back end server must be RFC 2616 compatible, because this feature cannot be renegotiated at run time, unlike all other HTTP/1.1 features which can be negotiated down at runtime if necessary. This property can also be enabled by configuring a User Agent to enable it on a per-URL basis.  process-http-errors on Process Backend Errors Whether to continue processing after a non-successful response from the backend  In some cases, the backend server returns a response code that indicates an error. When enabled, the default, the service ignores the error condition and processes the response rule. If successful, returns the successful response to the client. When disabled, the DataPower service notices the error condition and processes the error rule. If successful, propagates the response code from the backend server to the client.  http-client-ip-label X-Client-IP HTTP Client IP Label HTTP header label containing client IP address Enter the name of an HTTP Header to read to determine the IP address of the requesting client (for example X-Forwarded-For). This value defaults to X-Client-IP.  http-global-tranID-label X-Global-Transaction-ID HTTP Global Transaction ID Label HTTP header label containing global transaction ID Enter the name of an HTTP Header to read to determine the global transaction ID for chained services. This value defaults to X-Global-Transaction-ID.  load-balancer-hash-header Load Balancer Hash Header Header for Load Balancer Hash Algorithm Enter the name of an HTTP Header to use rather than a Client IP address when load balancing traffic to the back end servers using a hash algorithm. The value of the header identified here will be used to calculate a hash rather than the IP address. If blank, the client IP address will be used for hash calculation.  inorder-mode Message Processing Modes Enables in-order (serial) message processing Enables in-order (serial) processing of queue-based messages during different parts of transactions through the service. When enabled the service respects the sequential order of the messages when writing them to queues.  wsa-mode sync2sync WS-Addressing Mode Web Services Addressing Mode Select the mode of Web Services Addressing (WS-Addressing). The mode specifies the WS-Addressing support that is provided by the DataPower service. The level of support is determined by the associated client and server devices. Support for a particular mode of WS-Addressing does not preclude simultaneous support for traditional addressing formats. WS-Addressing requires SOAP messages. The default is No WS-Addressing.  wsa-require-aaa on    WSAMode wsa2sync wsa2wsa sync2wsa  Type dynamic-backend Require AAA for WS-Addressing trust Require that an AAA policy successfully execute before establishing any new channels specified by the message.  Require successful execution of an AAA policy before trusting the WS-Addressing 
                                 To
                                SOAP header from the client to select the server URL to connect to. This property is relevant when WS-Addressing is enabled and the type is a dynamic-backend (dynamic routing enabled). In this case, the 
                                 To
                                SOAP header determines the default URL for connecting to the remote server. When this property is off and the type is dynamic-backend, clients can route SOAP messages to 
                                 any
                                remote server for this DataPower service, which can be a significant security risk. For this reason, the default is on. When this property is on and the type is dynamic-backend, the follow behavior occurs based on the AAA policy. 
                                  If the AAA policy runs successfully, the 
                                     To
                                    address will be accepted. If the AAA Policy fails (but continues processing) the back-end address determined from configuration will be used. If there is no AAA Policy configured (or executed) in the processing rules, WS-Addressing processing will proceed as if the AAA Policy had executed and failed.  wsa-replyto-rewrite   WSAMode wsa2sync wsa2wsa Rewrite WS Addressing Reply To Header Rewrite WS Addressing Reply To Header  Identifies the URL Rewrite Policy used to rewrite the contents of the WS-Addressing 
                                 ReplyTo
                                header of the SOAP request, if present. Use this property to modify the contents of an incoming WS-Addressing 
                                 ReplyTo
                                SOAP header that identifies the recipient endpoint of response messages. This typically will be used to change the 
                                 ReplyTo
                                address to one that will send the response to this service. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional or WS-Addressing to WS-Addressing. Use the values-list to select the URL Rewrite Policy used to manipulate the contents of the original 
                                 ReplyTo
                                header.  wsa-faultto-rewrite   WSAMode wsa2sync wsa2wsa Rewrite WS Addressing Fault To Header Rewrite WS Addressing Fault To Header  Identifies the URL Rewrite Policy used to rewrite the contents of the WS-Addressing 
                                 FaultTo
                                header of the SOAP request, if present. You can use this property to modify the contents of an incoming WS-Addressing 
                                 FaultTo
                                SOAP header that identifies the recipient endpoint of fault messages. This typically will be used to change the 
                                 FaultTo
                                address to one that will send the response to this service. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional, or WS-Addressing to WS-Addressing. Use the values-list to specify the URL Rewrite Policy used to manipulate the contents of the original 
                                 FaultTo
                                header.  wsa-to-rewrite   WSAMode wsa2sync wsa2wsa Rewrite WS Addressing To Header Rewrite WS Addressing To Header  Identifies the URL Rewrite Policy used to rewrite the contents of the WS-Addressing 
                                 To
                                header of the SOAP request, if present. You can use this property to modify the contents of an incoming WS-Addressing 
                                 To
                                SOAP header that identifies the message destination. If dynamic routing is not in use, this will typically be used to change the 
                                 To
                                header from an address that matches the front side of this service to one that addresses the back-side server. If the 
                                 To
                                header does not match any of the rewrite rules and the type is not dynamic-backend, the 
                                 To
                                will be based on the backend URL. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional, or WS-Addressing to WS-Addressing. Use the values-list to specify the URL Rewrite Policy used to manipulate the contents of the original 
                                 To
                                header.  wsa-strip-headers on   WSAMode wsa2sync sync2wsa Strip WS-Addressing Headers Remove incoming WSA headers before forwarding  Control whether to remove WS-Addressing headers when sending a request or response without using WS-Addressing.  When on,the default setting, the WS-Addressing headers ( 
                                     To
                                    , 
                                     From
                                    , 
                                     ReplyTo
                                    , 
                                     FaultTo
                                    , 
                                     Action
                                    , 
                                     MessageID
                                    , and 
                                     RelatesTo
                                    ) are stripped when sending synchronously. When off, the WS-Addressing headers will not be removed. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional, or Traditional to WS-Addressing. If the WS-Addressing mode is WS-Addressing to Traditional and this is on, WS-Addressing headers are stripped from incoming client SOAP requests before they are sent to the server. If the WS-Addressing mode is Traditional to WS-Addressing and this is on, WS-Addressing headers are stripped from incoming server SOAP responses before they are sent to the client.  wsa-default-replyto http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous    WSAMode wsa2sync wsa2wsa  WSAForce on Default WS-Addressing Reply-To  Provide a default value of the WS-Addressing 
                                 ReplyTo
                                SOAP header in request messages when Force Incoming WS-Addressing is enabled. Because the WS-Addressing specifications do not require the inclusion of the 
                                 ReplyTo
                                header, the service might receive WS-Addressing messages that do not contain a 
                                 ReplyTo
                                header, or that contain the header with no value. If the SOAP request has no WS-Addressing 
                                 ReplyTo
                                or 
                                 From
                                SOAP header, this will provide a default value of the 
                                 ReplyTo
                                header. That header identifies the recipient endpoint of the response message. When this happens, the service modifies the Web Service Addressing message to include a 
                                 ReplyTo
                                header that contains the URL value specified by this property. If a default recipient endpoint of response messages is not explicitly identified by this command, the default value is 
                                 http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
                                . This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional or Traditional to WS-Addressing and Force Incoming WS-Addressing is enabled.  wsa-default-faultto http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous   WSAMode wsa2sync wsa2wsa Default WS-Addressing Fault-To  Provide a default value of the WS-Addressing 
                                 FaultTo
                                SOAP header in request messages. Because the WS-Addressing specifications do not require the inclusion of the 
                                 FaultTo
                                header, the service might receive WS-Addressing requests that do not contain a 
                                 FaultTo
                                SOAP header, or that contain the header with no value. If the SOAP request has no WS-Addressing 
                                 FaultTo
                                , 
                                 ReplyTo
                                , or 
                                 From
                                SOAP header, this will provide a default value of the 
                                 FaultTo
                                header. That header identifies the recipient endpoint of an error message. If a default recipient endpoint of fault messages is not explicitly identified by this command, the default value is 
                                 http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous This property is relevant when the WS-AddressingMode is WS-Addressing to Traditional, or Traditional to WS-Addressing.  wsa-force off   WSAMode wsa2sync wsa2wsa Force Insertion of WS-Addressing Headers  Force the insertion of WS-Addressing headers into traditionally addressed SOAP requests. The service generally handles a mix of Web services addressed and traditionally addressed messages. You can use this property to ensure that all messages use WS-Addressing. When enabled (on), the DataPower service converts traditionally addressed messages to the WS-Addressing format through the addition of 
                                 To
                                , 
                                 ReplyTo
                                , 
                                 FaultTo
                                , and 
                                 MessageID
                                WS-Addressing headers to the traditionally addressed message. The 
                                 ReplyTo
                                header will be that configured in the Default WS-Addressing Reply-To property. The 
                                 FaultTo
                                header will be that configured in the Default WS-Addressing Fault-To property. When disabled (off, the default), there is no insertion of WS-Addressing headers into traditionally addressed messages. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional, or Traditional to WS-Addressing.  wsa-genstyle sync   WSAMode sync2wsa wsa2wsa WS-Addressing Message Generation Pattern  Select the message exchange model between the DataPower service and a target server that uses WS-Addressing. The default is Synchronous. This property is relevant when the WS-Addressing Mode is Traditional to WS-Addressing or WS-Addressing to WS-Addressing.  wsa-http-async-response-code 200 599 204   WSAMode wsa2sync wsa2wsa sync2wsa   WSAMode wsa2sync wsa2wsa sync2wsa Asynchronous HTTP ResponseCode  Specify the HTTP Response Code sent to a client device prior to transmitting the actual asynchronous server response. If the server response to an HTTP client request is asynchronous, the DataPower service must close the original HTTP client channel with a valid response code. After the channel is closed, the DataPower service forwards the server-generated response or fault message to the client over a new channel. Enter a value in the range 200 - 599. The default value is 204, which specifies the HTTP response code used to close the original client channel. While 204 is the default, 202 is more commonly required by current standards. This property is relevant when the WS-Addressing mode is either Traditional to WS-Addressing or WS-Addressing to WS-Addressing.  wsa-back-protocol    WSAGenStyle async  WSAMode wsa2sync wsa2wsa sync2wsa   WSAMode wsa2sync wsa2wsa sync2wsa WS-Addressing Reply Point Specify the protocol handler that receives asynchronous server responses.  Specify the protocol handler that receives asynchronous server responses and forward the response to the original client. This handler must be a protocol handler on which this DataPower service already listens. The protocol handler specified by this property can be programmatically overridden by the 
                                 var://context/__WSA_REQUEST/replyto
                                variable, which will change the WS-Addressing 
                                 ReplyTo
                                header on the request to the server. This property is relevant when the WS-Addressing mode is either Traditional to WS-Addressing or WS-Addressing to WS-Addressing and the message generation pattern is asynchronous.  wsa-timeout 1 4000000 120    WSAMode wsa2wsa sync2wsa  WSAGenStyle async WS-Addressing Asynchronous Reply Timeout Asynchronous timeout value  Specify the maximum period of time in seconds to wait for an asynchronous response from the server before abandoning the transaction with an error. Use any value of 1 - 4000000. The default value is 120. This value can be programmatically overridden by the 
                                 var://service/wsa/timeout
                                variable. The establishment of this timer can be programmatically overridden by the 
                                 var://service/soap-oneway-mep
                                variable, which eliminates waiting for a response. This can be applied to messages known to use the SOAP 1.2 one-way message exchange pattern. This property is relevant when the WS-Addressing mode is either Traditional to WS-Addressing WS-Addressing to WS-Addressing and the message generation pattern is asynchronous.  wsrm off WS-ReliableMessaging Enable Web Services Reliable Messaging Mode Enable the Web Services Reliable Messaging feature (WS-ReliableMessaging 1.1). WS-ReliableMessaging requires SOAP messages. The default is No WS-ReliableMessaging.  wsrm-sequence-expiration 10 86400 3600   WSRMEnabled on Target Sequence Expiration Interval Set target sequence expiration interval for RM Destination and RM Source seconds  Set the target expiration interval for all WS-ReliableMessaging Sequences. If an incoming CreateSequence SOAP message has an Expires interval longer than this configured value, it will be reduced to this value in the SequenceResponse SOAP message. The same applies to the Expires interval in any accepted Offer in an incoming CreateSequence. This is also used for the requested Expires value in any CreateSequence SOAP call made to the client or server from a RM Source. This implementation will never request or accept a non-expiring sequence (the value "PT0S", representing zero seconds). This property is relevant only when WS-ReliableMessaging is enabled.  wsrm-aaa-policy   WSRMEnabled on WS-RM AAA Policy AAA policy for validating WS-ReliableMessaging control messages  Specify the AAA Policy to perform authentication of incoming WS-ReliableMessaging (WS-RM) messages. While this is focused on protecting the WS-RM control SOAP messages, such as CreateSequence and TerminateSequence, it is also run on incoming WS-RM data messages with a Sequence header. This prevents unauthorized clients from using system resources by issuing CreateSequence requests, or from disrupting existing WS-RM sequences using CloseSequence or TerminateSequence messages, or from falsely acknowledging messages using SequenceAcknowledgement messages. This would normally be the same AAA Policy used in later processing by the request or response rules, the results are cached so it is not evaluated again. Note that this also applies to a CreateSequence request received from the server. If the server is not providing this authentication information, configure to have the RM Source make offers. This property is relevant only when WS-RM is enabled.  wsrm-destination-accept-create-sequence on   WSRMEnabled on Destination Accept Incoming CreateSequence Enable or disable the creation of RM destinations on this service by incoming CreateSequence requests  Accept incoming WS-ReliableMessaging (WS-RM) 
                                 CreateSequence
                                SOAP request, and create an RM Destination when one is received. If this is enabled, both the client and the server can use WS-RM to send messages to this gateway. If disabled, the client cannot use WS-RM to communicate with this DataPower service. If disabled, the only way that an RM Destination can be created on this service is if the RM Source was configured to make offers, in which case an 
                                 Offer
                                and 
                                 Accept
                                can create an RM Destination for the server to send WS-RM messages to. This property is relevant only when WS-RM is enabled.  wsrm-destination-maximum-sequences 1 2048 400    WSRMEnabled on  WSRMDestinationAcceptCreateSequence on Destination Maximum Simultaneous Sequences Set maximum simultaneous active Sequences to WS-RM destinations on this service sequences  Set a limit on the maximum number of WS-ReliableMessaging (WS-RM) destinations that can be created on this DataPower service by 
                                 CreateSequence
                                SOAP requests. Attempts by clients to create sequences in excess of this limit will result in a SOAP Fault. This controls memory resource utilization. This limit does not apply to WS-RM destinations that are created by peer acceptance of offers made in 
                                 CreateSequence
                                SOAP requests sent by this DataPower service. This property is relevant only when WS-RM and Destination Accept Incoming CreateSequence are enabled.  wsrm-destination-inorder off    WSRMEnabled on   WSRMDestinationAcceptCreateSequence on  WSRMSourceMakeOffer on Destination InOrder Delivery Assurance Enable the InOrder delivery assurance for WS-RM destinations  Enable the 
                                 InOrder
                                delivery assurance for WS-ReliableMessaging (WS-RM) destinations, in addition to the standard 
                                 ExactlyOnce
                                delivery assurance. No messages will be passed from the receive queue for further processing unless their sequence number assigned by the client is one greater than the last one processed.  InOrder
                                delivery assurance increases memory and resource use by the WS-RM destination. This property is relevant only when WS-RM is enabled and Destination Accept Incoming CreateSequence or Source Make Two-Way Offer are enabled.  wsrm-destination-maximum-inorder-queue-length 1 256 10    WSRMEnabled on  WSRMDestinationInOrder off Destination Maximum InOrder Queue Length Set maximum RM Destination queue length for InOrder Delivery Assurance messages Sets the maximum length of a RM Destination queue when Destination InOrder Delivery Service is enabled. This is the maximum number of messages held in the queue beyond a gap in the received sequence numbers. This controls memory use.  wsrm-destination-accept-offers off    WSRMEnabled on  WSRMDestinationAcceptCreateSequence on Destination Accept Two-Way Offers Enable accepting Offers in received CreateSequence  Accept offers for two-way WS-ReliableMessaging (WS-RM) contained in CreateSequence SOAP request. If an offer is included, the creation of an WS-RM Destination will also result in the creation of an RM Source to reliably send responses to the client. This property is relevant only when WS-RM and Destination Accept Incoming CreateSequence are enabled.  wsrm-request-force off    WSRMEnabled on  WSRMDestinationAcceptCreateSequence on WS-RM Required on Request Require WS-ReliableMessaging to be used on SOAP messages processed by the request rules  Require the use of WS-ReliableMessaging (WS-RM) for all SOAP messages being processed by the request rules. The client must establish a sequence using CreateSequence SOAP call and must include a Sequence in each SOAP header. Any SOAP request messages without a Sequence header will result in a SOAP fault. This property is relevant only when WS-RM and Destination Accept Incoming CreateSequence are enabled.  wsrm-response-force off    WSRMEnabled on   WSRMDestinationAcceptCreateSequence on  WSRMSourceMakeOffer on WS-RM Required on Response Require WS-ReliableMessaging to be used on SOAP messages processed by the response rules  Require the use of WS-ReliableMessaging (WS-RM) for all SOAP messages being processed by the response rules. Any SOAP response messages without a Sequence header will result in a SOAP fault. When WS-Addressing is in use, SOAP messages without a WS-Addressing RelatesTo SOAP Header will be processed by the request rule, not the response rule, even if they come from the back-side server. This property is relevant only when WS-RM is enabled and Destination Accept Incoming CreateSequence or Source Make Two-Way Offer are enabled.  wsrm-source-request-create-sequence off   WSRMEnabled on Source Create Sequence on Request Create an RM Source for requests to server  Create an RM Source from the back side to the server. The RM Source is creating by sending a CreateSequence SOAP request to the server address, when there is SOAP data to send and there is no RM Source that was created by a MakeOffer from the server. This property is relevant only when WS-RM is enabled.  wsrm-source-response-create-sequence off    WSRMEnabled on  WSAMode wsa2sync wsa2wsa Source Create Sequence on Response Create an RM Source for responses to client  Create an RM Source from the front side to the client. The RM Source is created by sending a CreateSequence SOAP request to the WS-Addressing 
                                 ReplyTo
                                address, when there is SOAP data to sent to the client and there is no RM Source that was created by a MakeOffer from the client. To create this two-way connection, WS-Addressing must be in use on the front side. This property is relevant only when WS-ReliableMessaging is enabled and the WS-Addressing mode is WS-Addressing to Traditional or WS-Addressing to WS-Addressing.  wsrm-source-make-offer off    WSRMEnabled on  WSRMBackCreateSequence on Source Make Two-Way Offer Include offer for Two-Way WS-RM in CreateSequence  Include an Offer for two-way WS-ReliableMessaging (WS-RM) in CreateSequence SOAP requests made to the server as a result of request processing. This may result in creating an RM Destination for the server to send responses on when the gateway creates an RM Source to send requests to the server. If the server does not Accept the Offer, no RM Destination will be created. This property is relevant only when WS-ReliableMessaging and Source Create Sequence on Response are enabled.  wsrm-source-sequence-ssl off    WSRMEnabled on   WSRMFrontCreateSequence on  WSRMBackCreateSequence on  WSRMDestinationAcceptOffers on Source use SSL/TLS Session Binding Use SSL/TLS to protect sequence integrity  Use the WS-ReliableMessaging (WS-RM) SSL/TLS security model for protecting the integrity and security of messages sent from RM Sources for this gateway. This provides confidentiality (through SSL/TLS) and protects the WS-RM state from alteration by unauthorized parties. Outgoing CreateSequence control messages will have the UsesSequenceTLS SOAP header block. This will tell the peer RM Destination that all control and data messages for this conversation must use the same SSL/TLS session. Any message to that RM Destination Identifier that is not associated with the same SSL/TLS session will be rejected. The lifetime of a SSL/TLS protected Sequence will be limited by the lifetime of the SSL/TLS session that is used to protect that Sequence. Acceptance and enforcement of UsesSequenceTLS on incoming WS-RM connections to RM Destinations is automatic if TLS is enabled. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-front-acks-to    WSRMEnabled on   WSRMFrontCreateSequence on  WSRMDestinationAcceptOffers on Source Front Reply Point  Selects a particular front-side protocol handler to request to receive asynchronous acknowledgments and control messages responses on the front side of the gateway. If not configured, they will be requested to be received at the URL of the original request message that causes the creation of the RM Source. The handler must be one that is already configured as one of the active ones for this service. It can be the one that incoming requests are arriving on or can be any other one that the client WS-ReliableMessaging (WS-RM) implementation can reach. An URL will be generated from the base URL of the protocol handler, which may also have a path added due to the WSDL describing the service. This generated URL is used as the value of 
                                 CreateSequence/AcksTo
                                when sending a Create Sequence SOAP request, it is used as the 
                                 CreateSequenceResponse/Accept/AcksTo
                                when accepting an offer from the client. This generated URL is also used as the WS-Addressing 
                                 ReplyTo
                                address for WS-RM control SOAP messages ( 
                                 CreateSequence
                                , 
                                 CloseSequence
                                , and 
                                 TerminateSequence
                                ) sent by the RM Source to the client. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Response or Destination Accept Two-Way Offers are enabled.  wsrm-source-back-acks-to    WSRMEnabled on   WSRMBackCreateSequence on  WSRMDestinationAcceptOffers on Source Back AcksTo Reply Point  Selects a particular handler to receive asynchronous WS-ReliableMessaging (WS-RM) 
                                 SequenceAcknowledgement
                                messages. If this is not configured, but there is a WS-Addressing Reply Point configured, it will be used to receive 
                                 SequenceAcknowledgements
                                . If neither is set, the back side RM Source will expect synchronous 
                                 SequenceAcknowledgments
                                in response messages. The handler must be one that is already configured as active for this DataPower service. It can be the one that incoming front side requests are arriving on or can be any other one that the server WS-RM implementation can reach. When configured, the 
                                 AcksTo
                                field in WS-RM 
                                 CreateSequence
                                SOAP messages sent to the server will be the base URL of this handler. If not configured but WS-Addressing Reply Point is configured, the 
                                 AcksTo
                                field will come from that handler. If neither is configured, the 
                                 AcksTo
                                field will be 
                                 http://www.w3.org/2005/08/addressing/anonymous
                                . This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request or Destination Accept Two-Way Offers are enabled.  wsrm-source-maximum-sequences 1 2048 400    WSRMEnabled on   WSRMFrontCreateSequence on  WSRMBackCreateSequence on  WSRMDestinationAcceptOffers off Source Maximum Simultaneous Sequences Set maximum simultaneous active Sequences from RM Sources on this Gateway sequences  Set a limit on the maximum number of simultaneously active Sequences from RM Sources of this Gateway. Each remote RM Destination Endpoint Reference (URL) requires one sequence. This controls memory resource utilization. Transactions requiring to creating sequences in excess of this limit will result in a SOAP fault. Incoming CreateSequence SOAP requests with an Offer will have the offer ignored if accepting the offer would exceed this limit. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-retransmission-interval 2 600 10    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Retransmission Interval How long RM Source waits for Ack before message retransmission seconds  How long a RM Source will wait for an Ack before retransmitting the message. This also applies to the retransmission of a CreateSequence, CloseSequence, or TerminateSequence SOAP requests. If Front Exponential Backoff is enabled, this is the initial timeout. Use any value of 2 - 600. The default is 10. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-exponential-backoff on    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Exponential Backoff Whether RM Source uses exponential backoff for retransmission  Controls whether exponential backoff is used to increase the interval between subsequent retransmissions on unacknowledged messages by a RM Source. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-retransmit-count 1 256 4    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Maximum Retransmissions How many times a RM Source will retransmit a message before declaring a failure  How many times a RM Source will retransmit a message before declaring a failure. This also controls retransmission of CreateSequence, CloseSequence, and TerminateSequence SOAP requests. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-maximum-queue-length 1 256 30    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Maximum Queue Length How many messages a RM Source will hold waiting for Acks messages  Maximum length of a RM Source queue for responses. This is the maximum number of messages held in the queue awaiting Ack messages. This controls memory use. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-request-ack-count 1 256 1    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Request Ack Count Set how many messages sent by a RM Source before requesting Ack messages  How many messages the a RM Source will send before including the AckRequested SOAP header to request an acknowledgment. The AckRequested SOAP header is always included when a message is retransmitted. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-inactivity-close-interval 10 3600 360    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Inactivity Close Interval How long a RM Source waits for more messages before closing sequence seconds  How long the a RM Source will wait for an another message to be sent before closing the sequence by sending a CloseSequence or TerminateSequence SOAP message. Use any value of 10 - 3600. The default is 10. CloseSequence is sent when the inactivity timer expires if there are outstanding unacknowledged messages, otherwise Terminate sequence is sent. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  force-policy-exec off Process Messages Whose Body Is Empty Bypasses the one way exchange pattern  Some message patterns could include bodyless request and response messages. This approach is common with RESTful Web services where messages might not include a body but still requires the processing policy to run. To enable this capability for services whose request and response type is XML, JSON, or marked as non-XML, set this option to 'on'. By doing so, the processing policy rules will always be run.  rewrite-errors on Rewrite Error Messages Whether to rewrite error messages to avoid providing a padding oracle. Error messages after a decryption action can provide an attacker who is using the padding oracle attack method with enough information to determine the contents of the plain-text data. When enabled, the default, the client receives error messages without the internal information that could lead to a discovery. When disabled, the client receives the original message with this information.  delay-errors on   RewriteErrors on Delay Error Messages Whether to delay error messages to avoid providing a padding oracle. The timing difference of the error messages returned after a decryption action can provide an attacker with enough information to determine the contents of the plain-text data. When enabled, the default, the DataPower Gateway delays error messages for the defined duration. When disabled, the DataPower Gateway does not delay error messages.  delay-errors-duration 250 300000 1000    DelayErrors on  RewriteErrors on   Duration to Delay Error Messages How long to delay error messages from the start of the transaction. ms When enabling the delay of error messages, specify the delay duration in milliseconds. If delaying messages for 3000ms, the DataPower Gateway will not send error messages to the client until 3 seconds have elapsed since the DataPower Gateway performed decryption on the requests. Enter a value in the range 250 - 300000. The default value is 1000.   services/multiprotocol-gateway mpgw mpgw IDG   http-server-version HTTP/1.1 HTTP version to server Server-side HTTP version Select the HTTP version to use on the server-side connection. The default value is HTTP/1.1.  http2-required off   BackHTTPVersion HTTP/2 HTTP/2 required Require HTTP/2 connection Select whether an HTTP/2 connection is required when connecting to the server. Only applicable when the HTTP version to the server is set to HTTP/2 and the connection uses TLS. The default value is off.  request-type soap Request type Characterize client-originated traffic Characterizes the traffic that originates from the client. The default value is SOAP.  response-type soap Response type Characterize server-originated traffic Characterizes the traffic that originates from the server. The default value is SOAP.  follow-redirects on Follow redirects Whether to resolve gateway redirects Some protocols generate redirects as part of the protocol - for example HTTP response code 302. If this property is enabled the gateway tries to transparently resolve those redirects.  rewrite-location-header off   FollowRedirects on Rewrite Location URL Whether to rewrite the Location header when not following redirects  When you enable this property and the following conditions are true, the gateway rewrites the host name and port in the 
                                         Location
                                        response header with the gateway's host name and port.  The host name and port in the 
                                             Location
                                            header matches that of the target server. The request contains a 
                                             Host
                                            header. After the rewrite of the 
                                         Location
                                        response header, subsequent requests are always sent to the gateway.  stylepolicy default Processing policy Assign the processing policy Assign the processing policy to the service. The processing policy defines the actions to take against messages that flow through the service.  type static-backend Type Mode for gateway operation Specify the mode of the gateway. The default value is static backend.  compression off Compression Enable/Disable GZIP compression on the backside Specify whether to enable or disable the GZIP compression functionality on backside.  enable-compressed-payload-passthrough off Enable pass through of compressed payload Enable or disable the decompression of the response payload when the backside response is compressed Specify whether to enable or disable the decompression of the response payload when the backside response is compressed. When enabled, the payload is not decompressed but passed through compressed.  allow-cache-control off Allow Cache-Control header Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. Specify whether to allow the HTTP GET method to pass the 
                                     Cache-Control
                                    header through to the back end. If disabled, a 
                                     Cache-Control: no-transform
                                    header is passed. If enabled, the client request can specify the cache control behavior, or if the client request does not specify the 
                                     Cache-Control
                                    header, a 
                                     Cache-Control: no-transform
                                    header is passed.  wsrr-saved-search-subscription WSRR saved search subscriptions Obtain service definitions using a WSRR saved search subscription The Gateway services endpoints based on the metadata returned by the saved search or named query.  wsrr-subscription WSRR subscriptions Obtain service definitions using a WSRR subscription The Gateway services endpoints based on the metadata obtained using these subscriptions.  policy-attachments Policy attachments Configuration for policies associated with this gateway Select an existing policy attachment object to configure the handling of XML element attached policies and to create external policy attachments to this gateway.  policy-parameters Policy parameters Controls the assignment of policy parameters to the gateway Policy parameters influence the enforcement of policy in the gateway   wsmagent-monitor off Monitor with Web Services Management agent Collect records for monitoring with Web Services Management agent Control the collection of monitoring records for this service. The automatic collection of Web Services Management records applies to only transactions over HTTP protocols.  wsmagent-monitor-capture-mode all-messages   WSMAgentMonitor off Message capture with Web Services Management agent Captures the message for monitoring records with Web Services Management agent  Select messages to capture for analysis. Because not all Web Services Management protocols can accommodate full message-capture, configure this property only if the spooler can forward full messages. Full message-capture incurs a performance penalty.  proxy-http-response off Proxy HTTP response Whether to pass the HTTP response code from the server to the client When you enable this setting, the service passes the response code from the server to the client without modification. If an error occurs when the service runs the response rule, the service does not pass the response code but returns the default error code, which is an HTTP 500. If you require the service to pass the response code in this error condition, set the 
                                     var://service/mpgw/proxy-http-response
                                    variable to 1 in the request or response rule. However, when you set a custom response code in the error rule with the 
                                     var://service/error-protocol-response
                                    variable, the service passes this custom response code instead.  error-policy Error policy Error policy Assign an error policy to the service. The error policy defines the actions to take against errors in an HTTP or HTTPS flow that no precedent error handler handles.  transaction-timeout 0 Transaction timeout The duration for a transaction in milliseconds before it is canceled ms Sets the duration for a transaction in milliseconds before it is canceled. The transaction starts when the handler receives the request. You can override this timeout dynamically during processing with the 
                                     var://service/mpgw/transaction-timeout-ms-threshold
                                    variable or adjust the current timer value with the 
                                     var://service/mpgw/transaction-timeout-ms-count variable
                                    .                                    Proxy settings                 HTTP options             Parser limits      Monitors               WS-Addressing                          WS-ReliableMessaging (deprecated) WS-ReliableMessaging support is deprecated.    Probe settings Click this tab to display optional probe settings  The probe allows developers to view the changing value of variables and the changing contents of processing contexts. The developer can step through each action for any given transaction, up to a configured number of transactions. The Probe Settings page turns on this debugging tool and also sets the number of concurrently captured transactions.  Note: The number of concurrent xml sessions is limited to the value of the transaction history size.       Quiesce state           Multi-Protocol Gateway Multi-Protocol Gateway  A Multi-Protocol Gateway service can accept client-originated messages in a variety of protocols. The Gateway can subsequently pass messages to a back end server using a variety of protocols. The protocol used on the client side need not be the same as that on the back side. A Gateway can support more than one client, or Front Side, protocol. Similarly, the Gateway can support more than one back side, or server protocol. The messages may be processed and routed using any of the standard Document Processing Actions available to a firewall or a proxy.  services/ws-proxy wsgw webservice IDG   http-server-version HTTP/1.1 HTTP Version to Server Server-side HTTP version Select the HTTP version to use on the server-side connection. The default is HTTP 1.1.  request-type soap Request Type Characterize client-originated traffic Characterizes the traffic that originates from the client. The default is SOAP.  response-type soap Response Type Characterize server-originated traffic Characterizes the traffic that originates from the server. The default is SOAP.  follow-redirects on Follow Redirects Enable/Disable gateway redirect resolution Some protocols generate redirects as part of the protocol - for example HTTP response code 302. If this property is enabled the gateway will try and transparently resolve those redirects.  compression off Compression Enable/Disable GZIP compression functionality on the backside Specify whether to enable or disable the GZIP compression functionality on the backside.  enable-compressed-payload-passthrough off Enable passthrough of compressed payload Enable or disable the decompression of the response payload when the backside response is compressed Specify whether to enable or disable the decompression of the response payload when the backside response is compressed. When enabled, the payload is not decompressed but passed through compressed.  allow-cache-control off Allow Cache-Control Header Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. If disabled, a "Cache-Control:no-transform" header is passed. If enabled, the client request can specify the cache control behavior, or if the client request does not specify the Cache-Control header, a "Cache-Control:no-transform" header is passed.  type static-from-wsdl Type Mode for proxy operation Select the mode of operation for the Web Service Proxy. The default is Static from WSDL.   autocreate-sources off Auto-create Source Protocols Automatically create missing source protocols The front side ports that accept connections must have configured Front Side Protocol Source Handlers. If no Front Side Protocol Handler is configured and auto-create is enabled, a default Protocol Handler will be created. Currently only auto-creates HTTP sources.  ssl-config-type proxy   AutoCreateSources off TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server     AutoCreateSources off  SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server     AutoCreateSources off  SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  endpoint-rewrite-policy Endpoint Rewrite Policy Endpoint Rewrite Policy  An Endpoint Rewrite Policy determines the URL that clients use to send requests for the services described in the WSDL file(s); the URL published to directory services; and can also determine the URL of the back end application services. This policy allows you to define service endpoint URLs for more than one local interface. You can define the URLs published to directory services, which may be different than the locally defined interface when load balancers are used. You can override the URLS defined in the WSDL files for the Web Services endpoints, redefining these URLS to a different location. This is useful for maintenance windows. A configured Endpoint Rewrite Policy takes precedence over any Local Endpoint Rewrite and Remote Endpoint Rewrite policies.  frontside-port-rewrite Local endpoint rewrite URL rewrite policy to rewrite the wsdl:port address  Specify a URL Rewrite Policy used to modify the wsdl:port address specified in the source WSDL when the service is loaded. If no URL Rewrite Policy is specified, the default local address is the IP address of the device and the relative URI and the original port number from the wsdl:port address used in the source WSDL. For example, the WSDL may specify 
                                         *:2100/search/find
                                        and this URL Rewrite Policy might rewrite it to 
                                         *:2100/searchsvc/find
                                        . Client requests to the web service would be rewritten to 
                                         http://dpdeviceaddr:2100/searchsvc/find
                                        .  backside-port-rewrite Remote endpoint rewrite URL Rewrite Policy to rewrite the remote wsdl:port address  Specify a URL Rewrite Policy used to modify the wsdl:port address specified in the source WSDL when the service is loaded. If no URL Rewrite Policy is specified, the default remote address is exactly the same wsdl:port address used in the source WSDL. For example, the WSDL may specify 
                                         http://api.beagle.com:2100/search/find"
                                        and this URL Rewrite Policy might rewrite it to 
                                         http://192.168.2.21:2000/search/find"
                                        .   aaa-policy Authorization AAA Policy Service-wide AAA policy Specify the AAA policy to provide only authentication and authorization to all messages that the service endpoints handle. Unlike a AAA policy in the processing policy that can modify messages and perform postprocessing, this AAA policy does not employ any selective matching rules. Therefore, this AAA policy processes all messages.  stylepolicy default Processing Policy Custom processing policy  The service can apply a user-defined processing policy to messages processed by the service. This policy may take a wide range of action on messages. Matching rules select messages for particular processing actions, as with a firewall or proxy service. This policy takes effect in addition to the processing applied automatically by the service. Select an existing policy from the list or click the + button to create a new policy.  Note: The processing policy for a Web Service Proxy works with only Web Service Proxy services, not any other service type on the DataPower Gateway.  remote-retry Remote Fetch Retry Policy for controlling how a remote WSDL should be fetched.  wsdl-cache-policy WSDL Cache Policy WSDL Cache Policy A WSDL that is part of the cache policy is refreshed when its TTL to is reached. Refresh retrieves the WSDL from the source location and refreshes the web service proxy state. Depending upon the changes in the WSDL file itself, the Proxy may reconfigure itself in any number of ways, including adding new endpoints or removing existing endpoints.  wsdl WSDL File WSDL File for this WS-Proxy A proxy may use one or more WSDL files to define the service the proxy handles. Those WSDL files are defined on this page.  user-policy User policy Component level user configuration  Each WSDL Operation of the web service proxied by a Web Service Proxy can have a user policy defined for that component. Components are specified by the combination of Target Namespace, WSDL file, Service, PortType, Binding and Operation. For example, to specify all operations in the target namespace MySvc, enter "MySvc" in the Target Namespace field and set all other inputs to *. To specify only one particular operation, named GetLottoPick for example, enter "wsdl:definitions//wsdl:operation/@GetLottoPick" in the Operations field and set all others to *. The policy applied to the specified component consists of six options: Enable, Publish, Validate Faults, Validate Headers, Validate Requests and Validate Responses. See below for more information about policy options.  client-principal Kerberos Encryptor Principal Full name of Kerberos client principal Specify the full name of the client principal when the Web Services Proxy needs to decrypt automatically encrypted requests. Use this property when the encryption uses a Kerberos session key or uses a key that was derived from the session key.  server-principal Kerberos Decryptor Principal Full name of Kerberos server principal Specify the full name of the server principal when the Web Services Proxy needs to decrypt automatically encrypted requests. Use this property when the encryption uses a Kerberos session key or uses a key that was derived from the session key.  kerberos-keytab Kerberos Keytab Kerberos keytab Select the Kerberos keytab file that contains the principals that the Web Services Proxy uses to decrypt automatically encrypted requests.  decrypt-key Decrypt Key Crypto key that decrypts encrypted operations The ws-proxy will automatically decrypt encrypted requests. Configure the decrypt key to explicitly select the private key used in the decryption.  wssec11-enckey-cache 0 604800 0 EncryptedKeySHA1 Cache Lifetime Cache Lifetime for decrypted generated key This is the Cache Lifetime for the decrypted generated key. Setting the value to 0 means the decrypted generated key will not be cached.  preserve-key-chain off Preserve EncryptedKey Chain Control the output of xenc:EncryptedKey after the decrypt action Select 'on' to output the chain of elements being used by the decrypted Encrypted Data, such as xenc:EncryptedKey, wsc:DerivedKeyToken. Otherwise all the xenc:EncryptedKey elements will be removed after decryption, even some of the Encrypted Data may not be decrypted successfully.  decrypt-with-key-from-ed off Decrypt with Key from EncryptedData Attempts to decrypt with the key present inside the EncryptedData element In scenarios where the key is inside an EncryptedData element (such as 'encrypted SAML Assertion'), the decrypt action cannot locate the key to decrypt the corresponding EncryptedData elements. Select 'on', to enable decrypt action to attempt decryption with the key that is inside the EncryptedData element.  soap-action-policy lax SOAPAction Policy Select how to handle the SOAPAction HTTP header.  uddi-subscription UDDI Subscriptions (deprecated) Obtain web services via a UDDI subscription Load and proxy services obtained via these subscriptions.  wsrr-subscription WSRR Subscriptions Obtain web services via a WSRR subscription Load and proxy services obtained via these subscriptions.  wsrr-saved-search-subscription WSRR Saved Search Subscriptions Obtain web services via a WSRR saved search subscription The Web Service Proxy virtualizes Web service endpoints based on the WSDL files returned by the saved search.  operation-priority Operation Priority Control the scheduling priority and resource allocation for a specified web service operation Operation Priority  operation-conformance Operation Conformance Policy Configuration of conformance checking of received messages for a specified web service operation Operation Conformance Policy  operation-policy-opt-out Operation Policy Subject Opt Out Configuration to ignore one or more policy subjects for a web service operation Operation Policy Subject Opt Out  policy-parameters Policy Parameters Controls the assignment of policy parameters to WSDL files Policy Parameters  reliable-messaging Reliable Messaging Control reliable messaging properties for a specified web service operation Reliable Messaging  wsmagent-monitor on Monitor with Web Services Management Agent Collect records for monitoring with Web Services Management agent Control the collection of monitoring records for this service.  wsmagent-monitor-capture-mode all-messages   WSMAgentMonitor off Message capture with Web Services Management Agent Captures the message for monitoring records with Web Services Management agent  Select messages to capture for analysis. Because not all Web Services Management protocols can accommodate full message-capture, configure this property only if the spooler can forward full messages. Full message-capture incurs a performance penalty.  process-response-rule-for-oneway-wsdls off Enable response rule processing for one-way WSDLs. Allows the processing of response rules for one-way WSDLs.                                  Proxy Settings             HTTP Options             Parser Limits      Monitors               WS-Addressing         Dynamic Endpoints                          WS-ReliableMessaging WS-ReliableMessaging support is deprecated.    Probe Settings       Quiesce State           Web Service Proxy Web Service Proxy  A Web Service Proxy virtualizes web services described by WSDL files. The Proxy provides alternate endpoint URLs, message validation, service level monitoring and automatic updating when provided with only one or more WSDL files. Base Gateway Object  services/gateway-peering gateway-peering configuration IDG   summary Comments Descriptive summary for the configuration Specifies a brief, descriptive summary for the configuration.  password-alias Password alias Password alias to secure the data store Specifies the password alias to secure the data store. If not specified, a system default is used.  local-address ^(?!(127.0.0.1|0.0.0.0|::)).*$    EnablePeerGroup on  PrimaryCount 1 Local address Management address that the gateway service listens on  Specifies the management address of the member that the gateway service listens on. The IP address can be the address of any DataPower network interface and must be accessible by other peers in the peer group. The IP address cannot be 127.0.0.1, 0.0.0.0 or ::. When gateway peering is peer group mode, this IP address uniquely identifies the API gateway among a peer group. You can use a local host alias instead of a static IP address. A host alias resolves a locally configured alias to a static IP address. Aliasing can help when you move configurations.  local-port 16380 Local port TCP port that the gateway service listens on Indicates the TCP port that the gateway service listens on. The default port is 16380. When gateway peering is peer group mode, ensure that all peers in a group use the same TCP port.  primary-count 1 Primary count Number of primaries for the gateway peering The number of primaries for the gateway peering. The defined value indicates whether the gateway peering is peer-based or cluster-based.  monitor-port 26380    PrimaryCount 1   EnablePeerGroup on  EnablePeerGroup off   PrimaryCount 1 Monitor port Monitor port that is used for state synchronization Specifies the port to listen for state synchronization. The default port is 26380. When gateway peering is peer group mode, ensure that all peers in a group use the same monitor port.  cluster-auto-config on   PrimaryCount 1 Cluster auto-configuration Whether to automatically managed the cluster configuration Indicates whether to automatically managed the cluster configuration. Auto-configuration is enabled by default. Unless directed by IBM Support when troubleshooting and resolving a problem, use the default value.  enable-peer-group on   PrimaryCount 1 Peer group mode Whether to enable the peer group mode Indicates whether the API gateway is defined to work in peer group mode. 
                              When disabled, the API gateway works in standalone mode. When enabled, you can add peers for the API gateway. In peer group mode, distributed state and configuration data is synchronized across API gateway members of the peer group. This setting is the default setting.  peer ^(?!(127.0.0.1|0.0.0.0|::)).*$    EnablePeerGroup off  PrimaryCount 1 Peers Management address of the peer members  Specifies a list of peers for the current member. To add a peer, enter the management address of the target member. The member connects to each peer in the order that the peers are added in the list. It is not necessary to specify all peers in the list. When you add a peer into the group, the DataPower Gateway checks whether this peer is defined for any existent peer group.  When no existent group is found, the current member is the primary member of a new peer group. When an existent group is found, the current member joins the existent group as a secondary member. You can use a local host alias instead of a static IP address. A host alias resolves a locally configured alias to a static IP address. Do not specify the IP address or host alias of this gateway peering configuration.  cluster-node   PrimaryCount 1   PrimaryCount 1 Cluster nodes List of cluster nodes for the current member  Define the list of cluster nodes for the current member. When you assign nodes to the cluster, specify its local IP address or host alias, its local port, and whether the node is in the local data center. Because the primary count is 3, the configuration requires a minimum of 6 nodes that are generally in 2 data centers. Each node is defined on a different DataPower Gateway. The minimal configuration is 3 primary-secondary node pairs. Each node pair is a shard that manages a subset of slots. Each primary node can have more than secondary node, but each primary node requires the same number of secondary nodes. In other words, you can define an environment of 9 nodes, which is a configuration of 3 primary nodes and 6 secondary nodes. In this configuration, each primary node has 2 secondary nodes.  priority 0 255 100    EnablePeerGroup on  PrimaryCount 1    EnablePeerGroup off  PrimaryCount 1 Priority Priority of the peer member Indicates the priority that is used to elect the new primary. When failover occurs, the secondary member with the lowest priority number is promoted as the new primary. Enter a value in the range 0 - 255. The default value is 100. A secondary member with priority of 0 can never be promoted.  enable-ssl on Enable TLS Whether to enable TLS for secure connection Indicates whether to use TLS to secure the connection among the members in the peer group. By default, TLS is enabled. When gateway peering is peer group mode, ensure that all peers in a group use the same TLS configuration.  idcred    EnableSSL on  SSLCryptoKey   SSLCryptoCertificate    EnableSSL off Identification credentials Identification credentials that contains the credentials that the current member uses to identify itself to other peers. Optionally specifies the identification credentials that the current member uses to identify itself to other peers. Client authentication uses mutual TLS.  valcred   EnableSSL off Validation credentials Validation credentials to validate the client certificate during the handshake. Specify the validation credentials to validate the client certificate during the handshake.  ssl-key    EnableSSL on  Idcred   PrimaryCount 1    EnableSSL off  Idcred   SSLCryptoKey   PrimaryCount 1 Crypto key (deprecated) Private key alias Specifies the alias of the private key that the current member uses to secure the connection with its peers.  ssl-cert    EnableSSL on  Idcred   PrimaryCount 1    EnableSSL off  Idcred   SSLCryptoCertificate   PrimaryCount 1 Certificate (deprecated) Certificate alias Specifies the alias of the public key that the peers use to negotiate secure connection to the current member.  persistence memory Persistence location Whether to store the data in the memory, local filestore, or RAID volume  Specifies where the peering data resides. When in the peer group mode, ensure that all peers in a group store data in the same location. 
                                  When you select 
                                     memory
                                    , the data is stored in the memory and cannot persist across a restart. This setting is the default value. When you select 
                                     local
                                    , the data is stored in the local filestore and can persist across a restart. When you select 
                                     raid
                                    , the data is stored in the RAID partition that can persist across a restart.  local-directory local:/// ^(local):   PersistenceLocation local   Local directory Local filestore directory to persist the peering data in When the persistence location is 
                             local
                            , specifies the local filestore directory to persist the peering data in. Example: 
                             local:///my_directory  raid-volume RAID volume RAID volume to persist the peering data in When the persistence location is 
                             raid
                            , specifies the RAID volume to persist the peering data in. Example: 
                             raid0
                            .  log-level internal Log Level  Specifies the gateway peering log level.  max-memory 0 1048576 0   PersistenceLocation memory Max memory Maximum memory allowed for use by the gateway peering. The default value is 0, which means no limits. MB Do not allow the gateway peering to use more memory than the specified amount of bytes. When the memory limit is reached, gateway peering will attempt to remove keys according to least recently used (LRU) algorithm.                            Switch primary    Remove stale peers     Transfer different primary     Remove stale node Gateway Peering Enters gateway peering mode to configure a gateway peering that synchronizes distributed state.  The gateway peering can work in standalone, peer group mode, or in a cluster. 
                          Standalone mode should be used for only development or testing purposes. For peer group mode, add peers and configure the connection among the peers. For a cluster, add the cluster nodes and configure the relationship between primary and secondary nodes.  config/gateway-peering-manager gateway-peering-manager configuration IDG   summary Comments Descriptive summary for the Gateway Peering Manager Specifies the descriptive summary for the Gateway Peering Manager.  apic-gw-service API Connect Gateway Service Gateway peering that synchronizes distributed state and configuration data Specifies the gateway peering that synchronizes distributed state and configuration data across peer group members in this domain.  rate-limit API rate limiting Gateway peering configuration that manages API rate limits Specifies the gateway peering that manages count limits, rate limits, and burst limits that are defined by the API collection, API plans, API operation rate limits, and assembly rate limit actions in this domain.  subscription API subscription Gateway peering that manages subscribers Specifies the gateway peering that manages subscribers in this domain.  apiprobe API probe Gateway peering that manages API probe data Specifies the gateway peering that manages API probe data in this domain.  ratelimit-module GatewayScript rate limiting Gateway peering configuration that manages keys that are defined by the GatewayScript ratelimit module Specifies the gateway peering that manages keys for rate thresholds, counters, and concurrent transactions that are defined by APIs in the GatewayScript 
                             ratelimit
                            module in this domain. Gateway Peering Manager Configure and manage gateway peering for rate limit, subscription, API probe, and ratelimit module objects.  The gateway peering manager provides storage configuration to rate limit, subscription, API probe, and ratelimit module objects.   generated-policy configuration IDG   summary Comments Brief summary for user annotation.  Gateway Class   Gateway Name   Dependent Processing Rules List of Processing Rules on which Generated Policy depends The list of Processing Rules contains the set of rules that the Generated Policy depends on for operational state. This automatically generated list cannot be changed. Generated Policy Generated policy configuration. The Generated Policy consists of generated configuration objects, such as Processing Rules. Generated configuration objects are automatically created based on the policy associated with a service. An example of a generated policy is a WS-Policy attached to a WSDL binding in a Web Service Proxy. This configuration ensures that the operational state of the service depends on the state of the Generated Policy and the state of the generated configuration objects.  config/graphql-schema-options graphql-schema-options configuration IDG   visibility-list Visibility List Visibility of certain GraphQL elements. List describing the visibility of specified GraphQL element for this plan.  api API API to apply these GraphQL schema options to. The API to apply these GraphQL schema options to. GraphQL Schema Options Plan specific options to apply to the GraphQL schema. Set of options that are applied to the GraphQL schema during validation and introspection.  system/gatewayscript-settings gatewayscript-settings system IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  freeze-prototype on Freeze prototype Whether to freeze the GatewayScript built-in object prototypes  Controls whether to freeze the built-in object prototypes. 
                                  When frozen, you cannot modify, add or removal prototypes. This is the default setting. When not frozen, you can manipulate prototypes.  freeze-status on Freeze status Whether to freeze the GatewayScript built-in object prototypes before restarting the DataPower Gateway  Controls whether to freeze the built-in object prototypes before restarting the DataPower Gateway. 
                                  When enabled, freezes the object prototypes. You cannot modify, add or removal prototypes. This is the default setting. When not enabled, does not freeze the object prototype. You can manipulate prototypes.  untrusted-code-mitigations on Untrusted code mitigations Whether to enable untrusted code mitigations to protect against SSCA  Controls whether to enable untrusted code mitigations to protect against Speculative Side-Channel Attacks (SSCA) vulnerabilities. 
                                  When enabled, untrusted code is protected against SSCA. This is the default setting. When not enabled, untrusted code is not protected against SSCA.  reload-needed off System reload Whether GatewayScript that contains pending changes requires system reload. A read-only toggle indicates whether GatewayScript that contains pending changes requires system reload.  max-processing-duration 0 300 0 Maximum processing duration Maximum allowed synchronous processing duration seconds Specifies the maximum allowed number of seconds that the GatewayScript action can continuously use the CPU, without yielding back to the system event loop. When the maximum synchronous execution duration elapses and the GatewayScript action is still processing, the action is terminated and causes the transaction to throw an error. Enter a value in the range 1 - 300. The default value is 0 second, which indicates an unlimited duration. GatewayScript Settings Configure GatewayScript settings You can configure the following GatewayScript settings: 
                      Whether to freeze the GatewayScript built-in objects. Freeze means preventing the modification of existing property attributes and values, the addition of new properties, or the removal of existing properties of the built-in objects. The maximum allowed number of seconds that the GatewayScript action can continuously use the CPU.  xml/input-conversion-map input-conversion-map input-conversion IDG   summary Comments Brief summary for user annotation.  default-encoding Default Encoding The default Encoding that each value is assumed to have. Select the default encoding to use for any name-value pair in an HTTP form where the name does not match any of the patterns in the Encoding Map.  rule Encoding Map A map from HTTP form name patterns to Encoding rule. This allows selecting the Encoding for values based on their name. The names are matched by PCREs. Each PCRE is associated with an Encoding that controls how the value is mapped to the contents of an <arg> element in the resulting XML. This is an ordered list, comparision of the name proceeds until the first match. If there is no match, the Encoding will be selected by the Default Encoding of this HTTP Input Conversion Map. HTTP Input Conversion Map Input Conversion Map for HTTP Forms. This defines the rules for handling HTTP to XML conversion of form values in an HTTP GET or POST of a form. There are different conversion (Encoding) rules for the values. They control how the value is mapped to the contents of its <arg> element in the resulting XML. There is a default Encoding, which is all that is required. There can also be specific Encodings applied to values based on the name associated with a value, which is done using an ordered list of PCREs.  network/user-agent user-agent useragent IDG   summary Comments Brief summary for user annotation.  identifier HTTP Request-Header User Agent request-header field contents An optional string that specifies the contents of the User-Agent request-header field. By default, a User Agent request-header field is not transmitted.  max-redirects 0 128 8 Maximum Redirects Maximum number of redirects An integer (within the range 0 through 128, with a default of 8) that specifies the maximum number of HTTP redirect messages received before the target URL is declared unreachable.  timeout 1 86400 300 Timeout Seconds of Idle time Allowed An integer (within the range 1 through 86400, with a default of 300) that specifies the maximum amount of idle time on an established connection before the connection is aborted.  proxy Proxy Policy User Agent policy definition Configure a proxy policy that associates a set of URLs with a specific HTTP proxy  ssl TLS Profile Policy User Agent TLS policy definition Configure a policy that associates a set of URLs with a specific TLS Profile. Whenever the Agent is given a URL that matches the set defined, it will use the corresponding TLS Profile for TLS communications with the resource.  basicauth Basic-Auth Policy User Agent policy definition Configure a proxy policy that associates a set of URLs with a specific username and password for Basic-Auth authentication.  soapaction Soap-Action Policy User Agent policy definition Configure a policy that associates a set of URLs with a specific Soap-Action HTTP header  pubkeyauth Pubkey-Auth Policy User Agent policy definition Configure a proxy policy that associates a set of URLs with a specific private key for Pubkey authentication. Note that this setting defines the private key used in Pubkey authentication; the remote host to which the Agent is connecting must possess and reference the corresponding certificate in order to successfully communicate.  compression-policy Allow-Compression Policy Enable Compression policy definition The User Agent will compress messages that are sent to URLs that match the URL Matching Expression.  headerretention-policy 0x0 Header-Retention Policy Header Retention policy definition The User Agent retains the specified headers in messages that are sent to URLs that match the URL Matching Expression.  restrict-http-policy Restrict to HTTP 1.0 Policy (deprecated) Restrict to HTTP 1.0 Policy Associate a set of URLs with a specific policy limiting http request versions to 1.0. This policy is cumulative - if any transaction, url match, or gateway should have a restrictive policy, that transaction will be carried out at HTTP/1.0.  http-version-policy HTTP version policy HTTP version policy Associate a set of URLs with a specific policy selecting the http request version to be used when communicating with the backend server. This policy is cumulative - if any transaction, url match, or gateway should have an HTTP version policy, that transaction will be carried out at the requested HTTP version.  add-header-policy Inject Header Policy Inject Header Policy Configure one or more URL Match Expressions and corresponding Header Injection Policies. If the URL matches the expression, the corresponding HTTP Header is injected into the message.  chunked-uploads-policy Chunked Uploads Policy Enabled/Disable HTTP/1.1 Chunked Request Bodies When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either Content-Length or chunked encodings. While all servers will understand how to interpret Content-Length, many applications will fail to understand Chunked encoding. For this reason, Content-Length is the standard method used. However doing so interferes with the ability of the device to fully stream. To stream full documents towards the back end server, this property should be turned on. However, the back end server must be RFC 2616 compatible, because this feature cannot be renegotiated at run time, unlike all other HTTP/1.1 features which can be negotiated down at runtime if necessary.  ftp-policy FTP Client Policies FTP Client Policies Associate a set of FTP URLs with a specific policy that controls the default values of many client options for outgoing connections. These settings override the compiled-in defaults and can be further overridden by query parameters in the URL that initiates the file transfer.  smtp-policy SMTP Client Policies SMTP Client Policies Associate a set of SMTP URLs with a specific policy that controls the default values of many client options for outgoing connections. These settings override the compiled-in defaults and can be further overridden by query parameters in the URL that sends the e-mail message.  sftp-policy SFTP Client Policies SFTP Client Policies Associate a set of SFTP URLs with a specific policy that controls the default values of many SSH client options for outgoing connections. These settings override the compiled-in defaults and can be further overridden by query parameters in the URL that initiates the file transfer. User Agent Client Configuration  Use this page to configure a User Agent, which the device uses to retrieve resources (for example, stylesheets or XML documents) from remote servers. A User Agent can also affect the messages emitted by a Multi-Protocol Gateway  system/ilmt-scanner ilmt-scanner system  vmware  developers IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  scan-interval 1 31 7 Scan interval Set the interval between scans. Days The interval in day between the creation of ILMT packages. At the defined interval, an ILMT package is created with the scan results. Enter a value in the range 1 - 31. The default value is 7.   ILMT Disconnected Scanner Configure the disconnected ILMT scanner.  For DataPower Gateway for VMware, you can create IBM License Metric Tool packages on a schedule or on demand. Independent of how you create packages, these packages with the scan results are created in the 
                         local:///ilmt/output
                        directory. The package name includes the time stamp of when the package was created. By default, the DataPower Gateway does not create ILMT packages. 
                          To create packages on a schedule, you must enable the disconnected ILMT scanner. When enabled, packages are once a week. You can change scan interval. To create a package on demand, you force a scan.  config/import-package import-package config-management IDG   summary Comments Brief summary for user annotation.  source-url URL of Configuration Package Enter the URL of the import package. The import tool does not support SCP and SFTP URL protocols. All other URL protocols are available; for example, HTTP, HTTPS, or FTP.  import-format ZIP Format of Configuration Package Select the format of the package.  overwrite-files on Overwrite Files When enabled, any files in the package will overwrite any files of the same path and name that already exist on the device.  overwrite-objects on Overwrite Objects When enabled, any objects in the package will overwrite any objects of the same class and name that already exist on the device.  destination-domain   Destination Domain Select a domain from the list of domains that exist on the device. The import package will be imported into the selected domain, regardless of any domain indicated in the package configurationm files.  deployment-policy Deployment Policy Configuration of Deployment Policy Select a deployment policy from the list of configuration deployment policies. The configuration contained in the import package will be preprocessed according to the policy prior to being imported.  deployment-policy-variables Deployment Policy Variables Configuration of Deployment Policy Variables Select a deployment policy variables binding map from the list. The deployment policy contained in the import package will be preprocessed according to the variables binding map to replace any variable names with their associated values, prior to being applied to the configuration.  local-ip-rewrite on Local IP Rewrite Rewrite the local IP on import. When enabled, the local IP addresses contained in the import package are rewritten to match the local configuration when imported. In other words, a service bound to eth1 on the device exporting the configuration will be rewritten to bind to eth1 on the local device the configuration is imported in.  auto-execute on Import On Startup Execute the import on startup. When enabled, the configuration package is imported at startup. The configuration is marked external and cannot be saved locally. It is equivalent to 'import-always'. When disabled, executing the import has to be triggered manually. The configuration is not marked external and can be saved locally. It is equivalent to 'import-once'.      Import Configuration File  Import Package allows the system to import a configuration package from an external server, such as a centralized configuration server, when the configuration of the DataPower system is reloaded (such as during a reboot). This package can optionally overwrite existing files or objects. An import package object specifies a source, content type and import parameters for a single import bundle.  network/ims ims mpgw IMS   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  hostname Host Host name or IP address Specify the host name or IP address of the IMS Connect server.  port Port Port number Specify the port on which the IMS Connect server is running.  username ^[^ ]+$ RACF ID Host security ID to use for connecting to the IMS Connect The plaintext string sent to the server for identifying the client.  password   Password  RACF Password (deprecated) RACF Password The host security password to login to the IMS Connect server. Enter the password twice to confirm its accuracy.  password-alias RACF Password Alias RACF Password Alias The password alias of the host security password used to login to the IMS Connect server.  tran-code Transaction Code Transaction Code The IMS transaction code to invoke.  group RACF Group RACF Group The group the Host security ID belongs to.  datastore Data Store Data Store of the IMS Server It specifies the Datastore name (IMS destination ID).  clientid Client ID Client ID A string of 1 to 8 uppercase alphanumeric (A through Z, 0 to 9) or special (@, #, $) characters, left justified, and padded with blanks. The string specifies the name of the client ID that is used by IMS Connect. If this string is not supplied from the client, the user exit generates it.  lterm-name Logical Terminal Name Logical Terminal name LTERM override value to be used by OTMA.  exit-program Exit Identifier Exit Identifier to use for all the IMS connections.  Specify the exit identifier to use for all the IMS connections. If no exit identifier is specified, *SAMPLE* is used. The appliance supports the standard exit identifiers *SAMPLE* and *SAMPL1* and any identifiers that implement exits that conform to these wire protocols. If *SAMPL1*, or an identifier that conforms to *SAMPL1* wire protocol, is specified, set the Expect LLLL Response Header property to "on". Otherwise, the Expect LLLL Response Header property must be set to "off".  ebcdic-conversion off EBCDIC Header Conversion Convert headers to EBCDIC This option can be turned on for converting the headers to EBCDIC. The IMS Connect exit should be able to process EBCDIC data. Some IMS Connect exits can handle both UTF-8 and EBCDIC. This conversion affects only the headers. Any data conversion should be done in the policy using transformation.  encoding-scheme Encoding scheme Encoding scheme Select the Unicode encoding schema. Leave as (none) to be set dynamically in the IMS header. (For example, in the IMS proxy scenario, incoming IMS header value could be used directly.)  irm-timer 0 255 IRM Timer IRM Timer values Set the IRM_TIMER value to an appropriate wait time for IMS to return data to IMS Connect. See the IMS Connect documentation for details. An example value of 21 sets an IRM Timer value of 0.21 sec.  client-id-prefix 2 2 Generate Client ID Prefix Generate Client ID Prefix Two letter prefix for the generated client ID. "DP" is used if not specified.  segment-size 0 32 0 Maximum Segment Size Maximum Segment Size Specify "0" (OFF) or an integer in the range 1 - 32 that represents the segment size in kilobytes. The default value is 0, which disables segmentation.  expect-llll off Expect LLLL Response Header Expect 4-Byte LLLL Response Message Header Indicates whether the response message includes an extra 4-byte LLLL header that specifies the total response message size back from IMS Connect. The default value is off.  sync-level Sync Level Sync Level: 0x00 (NONE) or 0x01 (CONFIRM)  Indicates whether the Sync Level is 0x00 (NONE) or 0x01 (CONFIRM). The default value is 0x00 (NONE). When communicating with the IMS Connect server and a transaction is specified with a Sync Level of 0x01 (CONFIRM), the client must send an ACK (successful) or a NAK (unsuccessful) after processing the response. The IMS Connect server then sends DEALLOCATE CONFIRM (successful) or DEALLOCATE ABORT (unsuccessful) back to the client. The appliance always sends an ACK upon receiving the response and then checks for the DEALLOCATE CONFIRM.  commit-mode   SyncLevel 0x00 Commit Mode Commit Mode: 0 or 1 Commit mode 0 (CM0) is known as commit-then-send, which is the IMS standard flow. When set to 0, IMS processes the transaction and commits the data before the response is returned to the DataPower service. The default commit mode is 1.  purge-not-deliverable off   CommitMode 0 Purge Not Deliverable Whether to purge or queue undeliverable transactions  Indicates whether to purge or queue undeliverable IMS transaction output that use commit mode 0. Undeliverable transaction output is when the IMS output cannot be returned to the OTMA client application that initiated the transaction. The OTMA client application is the DataPower service that initiated the original transaction. The default behavior is to queue undeliverable transaction output.  When purge, the IRM_F3_PURGE flag is set in the IRM_F3 field. This flag with commit mode 0 configures IMS to purge transaction output when the IMS output cannot be delivered or returned to the DataPower appliance. When queue, IMS stores undeliverable transaction output on the asynchronous hold queue. The undeliverable IMS output message remains on the IMS hold queue until you run the /DEQ TMEMBER TPIPE command to clean up the queue.             Default Headers IMS Connect IMS Connect properties. Properties on the Advanced tab are default values. Some of these properties can be overridden in the URL and others through header injection.  config/include-config include-config config-management IDG   summary Comments Brief summary for user annotation.  config-url URL of Configuration File URL of Included Configuration File Enter the URL of the configuration file to include. The file must be a configuration file of type .cfg. The URL should take the form 'protocol://username:password@host/path' if a username and password is required to retrieve the file.  auto-execute on Execute On Startup Execute the include on startup. When set to 'on' the configuration is executed at startup. The configuration will be marked external and cannot be saved locally. It is equivalent to 'include-always'. When set to 'off' executing the configuration has to be executed manually. The configuration will not be marked external and can be saved locally. It is equivalent to 'include-once'.  interface-detection off   OnStartup on   Interface Detection Wait for operational interface. This setting only affects the execution of configuration files from remote servers. If set to 'on' the remote file is executed asynchronously. It will be executed after the associated IP interface is operational.      Include Configuration File Allows the inclusion of external configuration files during startup. The included configuration files may reside on the local device or on a remote host.  mgmt/iop-mgmt iop-mgmt device-management IDG   summary Comments Brief summary for user annotation.  xml-manager Custom XML Manager Custom XML manager You can specify an existing XML Manager, or create a new XML Manager and assign that XML Manager to the Interoperability Test Service instead of the default one.  aaa-policy AAA Policy AAA Policy Edit the AAA Policy to customize the authentication and authorization policy to Interoperability Test Service.  http-service on HTTP Service Enable the Interoperability Test Service via HTTP. When set to enabled, the Interoperability Test Service is available via HTTP.  http-ip-address 0.0.0.0   HttpService on   HttpService off Local IP Address Local IP address Specify the address that the service listens on. The default value "0.0.0.0" indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. See Host Alias under Networking for more information.  http-port 1000 61000 9990 LocalAddress   HttpService on   HttpService off Port Number Port that the Interoperability Test Service listens on Specify the port that the Interoperability Test Service listens on.  http-acl   HttpService off Access Control List Specify an Access Control List. Access Control List is used to allow or deny access to the service based on the IP address of the client.  https-service off HTTPS Service Enable the Interoperability Test Service via HTTPS. When set to enabled, the Interoperability Test Service is available via HTTPS.  https-ip-address 0.0.0.0   HttpsService on   HttpsService off Local IP Address Local IP address Specify the address that the secured service listens on. The default value "0.0.0.0" indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. See Host Alias under Networking for more information.  https-port 1000 61000 9991 HttpsLocalAddress   HttpsService on   HttpsService off Port Number Port that the secured Interoperability Test Service listens on Specify the port that the secured Interoperability Test Service listens on.  https-acl   HttpsService off Access Control List Specify an Access Control List. Access Control List is used to allow or deny access to the service based on the IP address of the client.  ssl    HttpsService on  SSLServerConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile to secure connections between clients and the DataPower Gateway.  ssl-config-type server   HttpsService on   TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server    HttpsService on  SSLServerConfigType server   TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server    HttpsService on  SSLServerConfigType sni   TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.       General      Over HTTP          Over HTTPS Main Interoperability Test Service This page shows the configuration of the Interoperability Test Service. Interoperability Test Service is used to test stylesheets or maps. The service is available via HTTP or HTTPS, and it is disabled by default.   interface   arp on NONTRANSLATABLE - ARP support (read-only) NONTRANSLATABLE - ARP support is always enabled NONTRANSLATABLE - A read-only property that indicates Address Resolution Protocol (ARP) support. Support is always enabled.  ipv6 off NONTRANSLATABLE - Support IPv6 addresses (read-only) NONTRANSLATABLE - IPv6 address support is always enabled NONTRANSLATABLE - A read-only property that indicates IPv6 address support. Support is always enabled.  dhcp off   LinkAggMode on NONTRANSLATABLE - Use DHCP (read-only) NONTRANSLATABLE - IPv4 autoconfiguration with DHCP is controlled by the IP address configuration mode NONTRANSLATABLE - A read-only property that indicates whether to support DCHP autoconfiguration for IPv4 IP addresses. IPv4 autoconfiguration with DHCP is control by the IP address configuration mode.  slaac off   LinkAggMode on NONTRANSLATABLE - Use SLAAC (read-only) NONTRANSLATABLE - IPv6 autoconfiguration with SLAAC is controlled by the IP address configuration mode NONTRANSLATABLE - A read-only property that indicates whether to support SLAAC autoconfiguration for IPv6 IP addresses. IPv6 autoconfiguration with SLAAC is control by the IP address configuration mode.  summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  ip-config-mode static    LinkAggMode on IP address configuration mode Set the configuration mode for the interface.  The configuration mode of the interface. Although you can set multiple modes, only one mode is supported.  With static configuration, you must define the configuration for the physical interface. 
                                      Assign the primary network address. Manage secondary, or auxiliary, network addresses. Assign the default IPv4 gateway. Assign the default IPv6 gateway, if you define IPv6 IP addresses. Manage static routes in the routing table. With DHCP autoconfiguration, the appliance ignores configuration data about the physical interface. With SLAAC autoconfiguration, the appliance ignores configuration data about the physical interface.  Set the configuration mode for the interface. Although you can set multiple modes, only one mode is supported.  With static configuration, you must define the configuration for the physical interface. With DHCP autoconfiguration, the appliance ignores configuration data about the physical interface. With SLAAC autoconfiguration, the appliance ignores configuration data about the physical interface.  ip-address    IPConfigMode dhcp slaac  LinkAggMode on Primary IP Address Set the primary IP address and netmask.  The IP address and netmask of the primary IP address. Specify the netmask with CIDR notation.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  Set the IP address and netmask of the primary IP address. Specify the netmask with CIDR notation.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  ipv4-default-gateway    IPConfigMode dhcp slaac  LinkAggMode on Default IPv4 gateway Set the IPv4 address for the default IPv4 gateway. The IPv4 address for the default IPv4 gateway. All IPv4 network addresses use this gateway. Set the IPv4 address for the default IPv4 gateway. All IPv4 network addresses use this gateway.  ipv6-default-gateway    IPConfigMode dhcp slaac  LinkAggMode on Default IPv6 gateway Set the IPv6 address for the default IPv6 gateway. The IPv6 address for the default IPv6 gateway. All IPv6 network addresses use this gateway. If you do not use IPv6 network addresses, do not define this property. Set the IPv6 address for the default IPv6 gateway. All IPv6 network addresses use this gateway.  ip-secondary-address    IPConfigMode dhcp slaac  LinkAggMode on Secondary Addresses Set secondary IP addresses and netmasks.  The IP addresses and netmasks of secondary IP addresses. Specify the netmask with CIDR notation.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  Set the IP address and netmask of the secondary IP address. Specify the netmask with CIDR notation.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  ip-route    IPConfigMode dhcp slaac  LinkAggMode on Static routes Manage the static routes in the routing table. The static routes in the routing table. Add a static route to a remote IP prefix through a router connected to this network. When the appliance connects to a remote address, the static route with the longest prefix match is used. If multiple routes have the same prefix match, the static route with the lowest metric is used. If the metric is the same, the static route is chosen randomly. Manage the static routes in the routing table. Add a static route to a remote IP prefix through a router connected to this network.  ipv6-dadtransmits 1 3 1   LinkAggMode on IPv6 DAD attempts Set the number of IPv6 duplication address detection attempts. The number of IPv6 duplication address detection (DAD) attempts. The default value is 1.  ipv6-nd-retransmit-timer 100 3000 1000   LinkAggMode on IPv6 neighbor discovery delay Set the delay between IPv6 neighbor discovery (ND) attempts. Milliseconds The delay between IPv6 Neighbor Discovery (ND) attempts. The default value is 1000. This property affects duplication address detection (DAD) and other ND operations. Set the delay between IPv6 Neighbor Discovery (ND) attempts. This property affects duplication address detection (DAD) and other ND operations.  standby-enable off    IPConfigMode dhcp slaac  LinkAggMode on Enable standby control Indicate whether to allow a standby configuration.  Whether to allow a standby configuration. The standby configuration defines the policies for the group that this interface is a member. A standby group is the collection of interfaces on different appliances in the multicast domain that share the responsibility for one virtual IP address. When at least one member of a standby group can reach the multicast domain, the virtual IP group receives the traffic.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-group 1 255 1    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Group number Set the number of the standby group in the multicast domain.  The number of the standby group in a multicast domain. The multicast domain is a group of interfaces that receive traffic from each other on the IP address 224.0.0.2 (the all-routers IP multicast group). If the multicast domain becomes partitioned, which is an unusual situation, a member in each partition becomes the active member to handle connections in its partition.  Attention: Do not use a group number that conflicts with the number of an existing standby group or any network group that uses Hot Standby Router Protocol (HSRP). The interfaces of a standby group are on the same network segment and share the responsibility for one virtual IP address. Interfaces in the standby group require the following configuration.  Belong to the same group. Use the same primary virtual IP address. Use the same authentication, or security token.  standby-virtual-ip    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Primary virtual IP address Set the primary virtual IP address of standby group.  The primary virtual IP address of the standby group. The active member of the standby group uses this IP address. All interfaces in the standby group must use the same virtual IP address. External clients that contact the active member of the standby group should use this IP address.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-secondary-virtual-ip    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Secondary virtual IP addresses Manage secondary virtual IP addresses that follow the active virtual IP address to the active interface.  Auxiliary, or secondary, virtual IP addresses to the standby configuration. Secondary addresses follow the active virtual IP address to the active interface. Secondary addresses are on the same interface as the primary address and are enabled and disabled in coordination with the primary address.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-preempt off    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Enable preemption Indicates whether to support preemption in the standby group.  Whether to support preemption in the standby configuration for the initially active interface. Depending on the preemption setting, the follow activity occurs when the initially active member returns to service after a failure.  When preemption is enabled, the interface resumes its active role. The standby interface becomes a passive member. When preemption is disabled, the interface is a passive member.  Attention: Do not enable preemption.  Indicates whether to support preemption in the standby group.  Attention: Do not enable preemption.  standby-priority 0 255 100    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Priority Set the priority of the interface in the standby group.  The priority of the interface in the standby group. Enter a value in the range 0 - 255. The default value is 100. Use the default value unless one system or interface is in some way better than another one. For each standby group, there is one active member and one or more passive members. The interface with the highest priority seeks to be the active member. If multiple interfaces have the same priority, one becomes the active member. Set the priority of the interface in the standby group. Enter a value in the range 0 - 255. Use the default value unless one system or interface is in some way better than another one.  standby-self-balance off    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Enable self-balancing Indicates whether to use self-balancing in the standby group.  Whether to use self-balancing in the standby group.  When enabled, the active member distributes connections to available members. When disabled, all connections go to the active member. The active member receives all TCP connections and processes all requests and responses. If the active member becomes unavailable, the standby member becomes the active members. The active member manages all TCP connections to virtual IP addresses. When a client initiates a new TCP connection, the active member selects a member to act as the connection endpoint. The active member tracks member capabilities to distribute traffic appropriately. The selected member completes the establishment of the connection. The active member forwards all segments of the TCP connection to the member that is acting as the connection endpoint.  In a non-graceful transition, if the active member becomes unavailable, the passive member with the next highest priority becomes the active member. The active member might become unavailable because of network issues, an appliance crash, power outage, or similar cause. In a graceful transition, such as for scheduled maintenance, most connections can be preserved if the appliance that terminates the connection remains available. In practice, quiesce the active appliance to ensure that established connections complete before you start maintenance; for example, apply firmware. In some environments, the time for the takeover exceeds the client timeout value. Similarly, if the appliance timeout value is aggressive, connections can be lost because the appliance terminated the connection because of a timeout.  Indicates whether to use self-balancing in the standby group.  When enabled, the active member distributes connections to available members. When disabled, all connections go to the active member. The active member receives all TCP connections and processes all requests and responses. If the active member becomes unavailable, the standby member becomes the active members.  standby-authentication 0x5841333500000000    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Authentication data Set the authentication string for the interface in the standby group. The authentication string, or security token in hex. The default value is 0x5841333500000000. Every member in the standby group must use the same security token. Set the authentication string, or security token in hex. Every member in the standby group must use the same security token.  standby-hello-timer 2 40 3    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Hello timer Set the frequency to broadcast hello messages Seconds The frequency to broadcast hello messages. Set this value to at least one third the duration of the hold timer. Enter a value in the range 2 - 40. The default value is 3. Set the frequency to broadcast hello messages. Set this value to at least one third the duration of the hold timer. Enter a value in the range 2 - 40.  standby-hold-timer 6 120 10    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Hold timer Set the duration to wait before the standby member attempts a failover. Seconds The duration to wait before the standby member attempts a failover. Set this value to at least three times the interval of hello messages. Enter a value in the range 6 - 120. The default value is 10. Set the duration to wait before the standby member attempts a failover. Set this value to at least three times the interval of hello messages. Enter a value in the range 6 - 120.  standby-distribution-algorithm wlc    StandbyControl on  SelfBalance on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Distribution algorithm Set the distribution algorithm for incoming connections when self-balancing is enabled. The algorithm to distribute incoming connections to available members when self-balancing is enabled.   network/interface ethernet interface  container software   link-aggregation-mode off Enable for link aggregation Indicate whether the interface is part of a link aggregation interface. Whether the interface is part of a link aggregation interface. When part of a link aggregation interface, the appliance ignores configuration data about the physical interface.  mtu 576 16128 1500 MTU Set the maximum transmission unit for the Ethernet interface. Bytes  The maximum transmission unit (MTU) for the Ethernet interface. The MTU is determined regardless of the length of the layer 2 encapsulation. Set the value greater than 1500 bytes only when you know that all other interfaces on this network are similarly configured. Enter a value in the range 576 - 16128. The default value is 1500.  When the Ethernet interface is part of a VLAN interface, the MTU of the VLAN interface cannot be greater than the MTU for the Ethernet interface The appliance adds 4 bytes when a VLAN interface is enabled on this interface. When the Ethernet interface is part of a link aggregation interface, the MTU of the aggregate interface overrides the MTU of the Ethernet interface.  mac-address ^[0-9a-fA-F]{0,1}[02468aceACE]:[0-9a-fA-F]{0,2}:[0-9a-fA-F]{0,2}:[0-9a-fA-F]{0,2}:[0-9a-fA-F]{0,2}:[0-9a-fA-F]{0,2}$ MAC address Override the assigned 48-bit MAC address. The MAC address of the Ethernet interface. By default, the appliance uses the burned-in MAC address from the network interface controller that was assigned when the system was manufactured. Enter a 48-bit hex MAC address in the 00:12:34:56:78:9c format. The value must be a unicast address, where the first byte must be even.  mode Auto Physical mode Set the Ethernet physical mode. The physical mode is the interface speed and direction of the Ethernet unshielded twisted pair physical (PHY) layer. Use this property to set speed and direction explicitly when your networking equipment does not negotiate properly. If you manually configure one end of the link, you must manually configure the other end of the link to the same setting.  force-mode off   Mode Auto Force physical mode Indicate whether to force Ethernet physical mode instead of autonegotiation behavior. Whether to force Ethernet physical mode instead of autonegotiation behavior. By default, this option is disabled, which means that autonegotiation is used. When this option is enabled, the physical mode is forced, and there is no autonegotiation performed at the Ethernet driver level. Enable this option only when IBM Support diagnoses that you are encountering a problem.  hardware-offload on Offload processing to hardware Indicate whether to offload TCP/IP packet processing to hardware.  Whether to offload TCP/IP packet processing. By default, offloading is enabled.  When enabled, offloads TCP/IP packet processing of Ethernet device drivers and chips. Hardware offload can improve performance. When disabled, does not offload TCP/IP packet processing. Disable this option only when IBM Support diagnoses that you are encountering a problem. If you disable the hardware offload and then re-enable offloading, you must restart the appliance for the change to take effect.  flow-control auto Flow control mode Set the flow control mode. The flow control mode of the Ethernet interface. The default value is  Auto. Disable this option only when IBM Support diagnoses that you are encountering a problem.  lldp-hardware-offload off  vmware Offload LLDP to hardware Indicate whether the NIC offloads responses to LLDP packets to the operating system.  Whether the NIC offloads responses to Link Layer Discovery Protocol (LLDP) packets to the operating system. By default, the NIC offloads responses to the operating system.  When set to  on, the NIC responds to LLDP packets. Having the hardware responding can improve performance. Use only when directed by IBM Support. When set to  off, the NIC offloads responses to LLDP packets to the operating system. If you set the NIC to respond to LLDP packets, you must restart the appliance for the change to take effect.       Basic configuration    IP addressing     IP routing Main           Basic properties for standby control     Advanced properties for standby control Standby control           Advanced           Start packet capture    Stop packet capture    Disable hardware offload    Yield standby Ethernet Interface Configure and manage Ethernet interfaces. Configure and manage Ethernet interfaces.  network/link-aggregation link-aggregation interface  container software   type Aggregation mode Set the mode for link aggregation. The mode to use for link aggregation. When the link aggregation interface uses LACP, you can change the selection policy and the distribution algorithm for outbound packets.  link Ethernet links Manage Ethernet interfaces in the link aggregation interface.  The Ethernet interfaces in the link aggregation interface. Although you can add members in the following situations, the operational state of the link aggregation interface is down. 
                                          The Ethernet interface is part of a VLAN interface. The Ethernet interface is part of another link aggregation interface. The Ethernet interface is not enabled for link aggregation.  mtu 576 16128 1500 MTU Set the maximum transmission unit for the link aggregation interface. The maximum transmission unit (MTU) for the link aggregation interface. The MTU of the link aggregation interface overrides the MTU of the Ethernet interface. Enter a value in the range 576 - 16128. The default value is 1500. The MTU is determined regardless of the length of the layer 2 encapsulation. Set the maximum transmission unit (MTU) for the link aggregation interface. The MTU of the link aggregation interface overrides the MTU of the Ethernet interface. Enter a value in the range 576 - 16128.  lacp-select   Type LACP   LACP selection policy Set the algorithm for the LACP selection policy. The algorithm for the Link Aggregation Control Protocol (LACP) selection policy. When there is more than one LACP aggregator for the members of an LACP aggregation, the appliance uses the algorithm to determine which aggregator to use. In other words, the algorithm determines which group of link aggregation interfaces is active. Set the algorithm for the Link Aggregation Control Protocol (LACP) selection policy. When there is more than one LACP aggregator for the members of an LACP aggregation, the appliance uses the algorithm to determine which aggregator to use. In other words, the algorithm determines which group of link aggregation interfaces is active.  lacp-hash   Type LACP   LACP distribution algorithm Set the distribution algorithm for outbound packets among the active physical interfaces in an LACP aggregation. The distribution algorithm for outbound packets among the active physical interfaces in an Link Aggregation Control Protocol (LACP) aggregation. The default algorithm uses uses both MAC addresses and IP addresses.  lacp-rate   Type LACP   LACP rate Set the rate in the LACP aggregation. The rate of the LACP aggregation, which can be slow (every 30 seconds) or fast (every 1 second).  hardware-offload on Offload processing to hardware Indicate whether to offload TCP/IP packet processing to hardware.  Whether to offload TCP/IP packet processing. By default, offloading is enabled.  When enabled, offloads TCP/IP packet processing of Ethernet device drivers and chips. Hardware offload can improve performance. When disabled, does not offload TCP/IP packet processing. Disable this option only when IBM Support diagnoses that you are encountering a problem. If you disable the hardware offload and then re-enable offloading, you must restart the appliance for the change to take effect. Indicate whether to offload TCP/IP packet processing to hardware. Disable this option only when IBM Support diagnoses that you are encountering a problem.               Basic configuration    IP addressing     IP routing Main           Basic properties for standby control     Advanced properties for standby control Standby control      Advanced           Start packet capture    Stop packet capture    Yield standby    Disable hardware offload Link Aggregation Interface Configure and manage link aggregation interfaces. A link aggregation interface combines multiple Ethernet ports. When combined and used in parallel, the aggregate interface increases link speed beyond a single Ethernet port. Because the aggregate interface combines Ethernet ports, redundancy is increased to provider higher availability.  network/vlan vlan interface  container software   over ethernet VLAN hosted on Set the parent interface type. The parent interface type for the VLAN interface.  ethernet-interface   OverType ethernet   OverType link-aggregation Ethernet interface Set the parent Ethernet interface. The parent Ethernet interface for the VLAN interface.  link-aggregation-interface   OverType link-aggregation   OverType ethernet Link aggregation interface Set the parent link aggregation interface. The parent link aggregation interface for the VLAN interface.  identifier 1 4094 2 VLAN identifier Set the unique VLAN identifier. The unique VLAN identifier to send and receive traffic. The identifier must be unique among all VLAN interfaces on the same Ethernet interface. Enter a value in the range 1 - 4094. The default value is 2. Set the VLAN identifier that is unique among all VLAN interfaces on the same Ethernet interface. Enter a value in the range 1 - 4094.  outbound-priority 0 7 0 Outbound priority Set the priority for outbound packets.  The priority value for outbound VLAN headers for packets. These packets are sent on this VLAN interface. This value is placed in the 
                                         user_control
                                        field of the Tag Control Information (TCI). The exact interpretation of the value depends on the VLAN switch configuration. Enter a value in the range 0 - 7. The default value is 0.  Set the priority value for outbound VLAN headers for packets. These packets are sent on this VLAN interface. This value is placed in the 
                                         user_control
                                        field of the Tag Control Information (TCI). Enter a value in the range 0 - 7.  mtu 576 16128 1500 MTU Set the maximum transmission unit for the VLAN interface. Bytes The maximum transmission unit (MTU) for the VLAN interface. The MTU for the VLAN interface cannot be greater than the MTU of the parent interface. The MTU is determined regardless of the length of the layer 2 encapsulation. Enter a value in the range 576 - 16128. The default value is 1500. Set the maximum transmission unit for the VLAN interface. Enter a value in the range 576 - 16128.  hardware-offload on Offload processing to hardware Indicate whether to offload TCP/IP packet processing to hardware.  Whether to offload TCP/IP packet processing. By default, offloading is enabled.  When enabled, offloads TCP/IP packet processing of VLAN device drivers and chips. Hardware offload can improve performance. When disabled, does not offload TCP/IP packet processing. Disable this option only when IBM Support diagnoses that you are encountering a problem. If you disable the hardware offload and then re-enable offloading, you must restart the appliance for the change to take effect. Indicate whether to offload TCP/IP packet processing to hardware. Disable this option only when IBM Support diagnoses that you are encountering a problem.                  Basic configuration    IP addressing     IP routing Main           Basic properties for standby control     Advanced properties for standby control Standby control      Advanced           Start packet capture    Stop packet capture    Yield standby    Disable hardware offload VLAN Interface Configure and manage VLAN interfaces. A VLAN interface allows multiple logical LANs to coexist on the same Ethernet segment. VLAN packets are identified by the IEEE 802.1Q protocol. You can define multiple VLAN interfaces on a single parent interface. The parent interface can be an Ethernet interface or a link aggregation interface. Interface Base Interface properties Configure network Ethernet interfaces  mgmt/ipmi-lan-channel ipmi-lan-channel device-management IPMI-LAN   summary Comments Brief summary for user annotation Brief summary for user annotation.  maximum-channel-privilege-level user Maximum Privilege Level Maximum privilege level allowed on channel. The maximum privilege level for all users on the LAN channel. Each IPMI command has a minimum privilege level. This property sets the maximum privilege level that a user can attain on the LAN channel even when that user has a greater privilege level.  sol-enabled on Support Serial over LAN LAN channel can support serial over LAN Whether to support the serial over LAN protocol over Remote Control and Management Protocol Plus (RCMP+) on this channel.  sol-required-user-privilege-level user   SolEnabled off Serial-over-LAN Privilege Level Privilege level for Serial-over-LAN The required privilege level for users to use the serial over LAN protocol (payload) over RCMP+ on this LAN channel.  allowed-user Allowed Users Users allowed to use this channel The users allowed to use this LAN channel. For each user, include the maximum privilege level, whether to allow serial over LAN, and the maximum number of simultaneous sessions.  ip address IP Address IP Address and mask The IPv4 IP address and subnet mask to this interface. This IP address must be distinct from all IP addresses on the appliance and from all IP address on the connected subnet (broadcast domain).  ip default-gateway Default Gateway Default IP Gateway The IPv4 default gateway that communicate with systems not on the local subnet. Without a default gateway, the LAN channel cannot communicate with clients that are not on the same local subnet (broadcast domain). IPMI LAN Channel IPMI LAN Channel An Intelligent Platform Management Interface (IPMI) LAN channel allows access to the Baseboard Management Controller (BMC) on the appliance over a LAN. IPMI allows remote management access and can provide serial over LAN to the console serial port. The LAN channel must use the 'mgt0' management Ethernet connector.  mgmt/ipmi-user ipmi-user device-management IPMI-LAN   summary Comments Brief summary for user annotation. Brief summary for user annotation.  user-id 3 10 3 User ID IPMI identifier for the IPMI user The IPMI identifier for the IPMI user. Each user must have a unique User ID. All configuration for the user in the BMC is indexed by this User ID. Use any value of 3 - 10. The default value is 3.  password 8 16   UserID 0 Password Password for remote authentication The password that the remote user must present for authentication. The password must be between 8 and 16 characters in length. Because the password is in only the BMC, it will not be included as part of an export or backup operation. Because the password is not part of an export, it will not be added during an import or restore operation. IPMI User IPMI User  An Intelligent Platform Management Interface (IPMI) user can create, change, or destroy user authentication records in the Baseboard Management Controller (BMC). Authentication records allow users to communicate using IPMI protocols over external channels, such as an IPMI LAN channel. On an appliance, there can be eight IPMI users.  Note: If you apply the configuration but do not save it, the IPMI user data is written to the BMC but not saved to the startup configuration. In this situation, the IPMI user can connect to the serial port over the IPMI LAN channel.  network/ip-multicast ip-multicast config-management IDG   summary Comments Brief summary for user annotation.  multicast-group ^((([fF][fF]).*)|(((22[4-9])|(23[0-9]))\..*))$ Multicast Group Specifies the multicast IP group address. Specifies the multicast IP group address. For IPv4, enter an address in the range 224.0.0.0 - 239.255.255.255. For IPv6, enter an address beginning with FF.  interface Local Interface Specifies the local IP address, host name, or host alias that is used to transmit and receive multicast messages. The local IP interface address, host name, or host alias of the Ethernet interface or VLAN interface that is used to transmit and receive multicast messages. Specify an IP address, a host name, or an existing host alias that is mapped to an IP address.  port 1 0xFFFF Port Specifies the IP port used to transmit and receive multicast packets. The IP port used to transmit and receive multicast packets. Enter a value in the range 1 - 0xFFFF.  key Shared Secret Key The shared secret key to sign and verify packets. The key is optional. If a key is not specified, the packets are not signed and verified. All peers in the peer group must be configured with an identical key.  max-data-size 200 65535 512 Maximum Transmit Data Size Specifies the maximum allowable size of a transmitted data block. bytes The maximum size of a transmitted data block within a multicast packet. The sum of the maximum transmit data size and the IP header should not exceed the MTU of the network.  nak-time 100 60000 200 NAK Retransmission Time Specifies the length of time to wait before an NAK is initially transmitted or is retransmitted. ms The length of time before the first NAK packet is transmitted or the length of time between subsequent NAK transmissions. Enter a value in the range 100 - 60000. The default value is 200.  nak-retries 0 100 5 NAK Retries Specifies the number of times a missing NAK packet is retransmitted. The number of times that an NAK packet is retransmitted. Enter a value in the range 0 - 100. The default value is 5.  buffer-resend-time 1 60 2 Buffer Resend Time Specifies the number of seconds that a transmitted packet remains buffered. seconds The number of seconds that a transmitted multicast packet remains buffered. Enter a value in the range 1 - 60. The default value is 2.             Advanced IP Multicast IP Multicast IP Multicast mode defines the properties for the multicast configuration used to transmit and receive peering update messages.  isam/isam-reverseproxy isam-reverseproxy configuration ISAMProxy   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  runtime default Access Manager Runtime The runtime controls access by components to a single configuration of IBM Security Access Manager. The runtime controls access by components to a single configuration of IBM Security Access Manager.  local-host Host Enter the host name that is used by the IBM Security Access Manager policy server to contact the DataPower Gateway. The host name that is used by the IBM Security Access Manager policy server to contact the DataPower Gateway. Valid values include any valid host name, IP address, or host alias. For example, libra.dallas.ibm.com  resolved-local-host  ip-pref  ip-pref-forced no  local-port 7234 Listening Port Enter the listening port number for the administration service of the Access Manager Reverse Proxy. The listening port number for the administration service of the Access Manager Reverse Proxy. The listening port is the port on which the Reverse Proxy and the Access Manager policy server communicate.  primary-interface Interface Address Enter the network interface on which the Reverse Proxy listens for requests. The network interface on which the Reverse Proxy listens for requests.  resolved-primary-interface  admin sec_master Administrator Name Enter the name of the IBM Security Access Manager administrative user. The name of the IBM Security Access Manager administrative user.  password Administrator Password Alias Enter the alias of the IBM Security Access Manager administrative user password. The alias of the IBM Security Access Manager administrative user password. You can configure the password alias in the Password Map.  resolved-password  isam-domain Default Domain Enter the name of the IBM Security Access Manager management domain. The name of the IBM Security Access Manager management domain.  enable-http off   EnableHTTPS off HTTP Indicate whether HTTP access is allowed to the Access Manager Reverse Proxy instance. Whether HTTP access is allowed to the Access Manager Reverse Proxy instance.  http-port 80   EnableHTTP on   HTTP Port Enter the port number for insecure HTTP access. The port number for insecure HTTP access.  enable-https off   EnableHTTP off HTTPS Indicate whether HTTPS access is allowed to the Access Manager Reverse Proxy instance. Whether HTTPS access is allowed to the Access Manager Reverse Proxy instance.  https-port 443   EnableHTTPS on   HTTPS Port Enter the port number for secure HTTP access. The port number for secure HTTP access.  cluster-is-master on Cluster is Master Indicate whether this proxy server acts as the cluster master when the proxy clustering functionality is used. If the proxy clustering functionality is used, controls whether this proxy server acts as the cluster master.  master-instance   ClusterMaster off   Master Instance Name Enter the server name for the proxy instance that acts as the master in the cluster. The server name for the proxy instance that acts as the master in the cluster.  client-persistent-conn-timeout 0 5 Persistent Connection Timeout Enter the maximum number of seconds that a persistent connection with a client can remain inactive before it is closed by the server. Seconds The maximum number of seconds that a persistent connection with a client can remain inactive before it is closed by the server. Enter a value in the range 0 - 2147483647. The default value is 5.  worker-threads 1 300 Worker Threads Enter the number of threads to allocate to service requests. The number of threads that are allocated to service requests. The minimum value is 1. The default value is 300.  user-registry-ssl off Enable SSL Indicate whether to enable TLS communication between the proxy server and the LDAP server. Specifies whether to enable TLS communication between the proxy server and the LDAP server.  user-registry-ssl-port 636   UserRegistrySSL on   Port Enter the port number on which TLS communication takes place between the proxy server and the LDAP server.  Specifies the port number on which TLS communication takes place between the proxy server and the LDAP server.  Note: The 
                                 ssl-port
                                parameter of the [ldap] stanza of the Access Manager Runtime's ldap.conf file takes precedence of the value that you enter here.  user-registry-cert-db ^isamcert:(/{3})?keytab/.+\.kdb$    UserRegistrySSL on    isamcert Key File Name Set the LDAP key file. Specifies the LDAP key file.  user-registry-cert-label    UserRegistrySSL on Certificate Label Enter the LDAP client certificate label. Specifies the LDAP client certificate label. When TLS communication is enabled between the proxy and the LDAP server, TLS does not require an LDAP client certificate label.  ssl-cert-key-file isamcert:///keytab/pdsrv.kdb ^isamcert:(/{3})?keytab/.+\.kdb$    EnableHTTPS on    isamcert TLS Certificate Key File Specify the key database which is used to store the certificates that the Access Manager Reverse Proxy presents to the client The key database which is used to store the certificates that the Access Manager Reverse Proxy presents to the client.  ssl-server-cert    EnableHTTPS on  SSLCertKeyfile  TLS Server Certificate The name of the TLS certificate, in the key database, which is presented to the client The name of the TLS certificate, in the key database, which is presented to the client.  junction-cert-key-file ^isamcert:(/{3})?keytab/.+$  isamcert JCT Certificate Key File Specify the key database to store the certificates that the Access Manager Reverse Proxy presents to the junctioned web server The key database which is used to store the certificates that the Access Manager Reverse Proxy presents to the junctioned web server.  junction Junctions Specify one or more Access Manager junctions. Access Manager junctions.  junction-http-timeout 120 HTTP Timeout Enter the maximum number of seconds that the DataPower Gateway waits to send to and read from a TCP junction. Seconds The maximum number of time for sending to and reading from a TCP junction. The default value is 120.  junction-https-timeout 120 HTTPS Timeout Enter the maximum number of seconds that the DataPower Gateway waits to send to and read from a TLS junction. Seconds The maximum number of time for sending to and reading from a TLS junction. The default value is 120.  junction-max-cached-persistent-conns 0 Maximum Cached Persistent Connections Enter the maximum number of connections between the proxy and a junctioned web server to cache for future use The maximum number of connections that can be cached for future use between the proxy and a junctioned web server.  junction-persistent-conn-timeout 1 5 Persistent Connection Timeout Enter the maximum length of time that a cached connection with a junctioned web server can remain idle before it is closed by the Access Manager Reverse Proxy. Seconds The maximum length of time that a cached connection with a junctioned web server can remain idle before it is closed by the Access Manager Reverse Proxy. The default value is 0, which means disabled.  managed-cookie-list Managed Cookie List A pattern matched and comma separated list of cookie names for those cookies that are stored in the Access Manager Reverse Proxy cookie jar. A pattern matched and comma separated list of cookie names for those cookies that are stored in the Access Manager Reverse Proxy cookie jar. Other cookies that do not match these patterns are returned to the client.  health-check-ping-interval 300 Ping Interval Enter the interval between requests that the Access Manager Reverse Proxy sends to junctioned web servers to determine the state of the junctioned web servers. Seconds The interval between requests that the Access Manager Reverse Proxy sends to junctioned web servers to determine the state of the junctioned web servers.  health-check-ping-method HEAD ^[a-zA-Z0-9!#$%&'*+-.^_`|~]*$   HealthCheckPingInterval 0 Ping Method Enter the HTTP method that the Access Manager Reverse Proxy uses when it sends health check requests to the junctioned web server. The HTTP method that the Access Manager Reverse Proxy uses when it sends health check requests to the junctioned web server.  health-check-ping-uri /   HealthCheckPingInterval 0 Ping URI Enter the URI that the Access Manager Reverse Proxy uses when sending health check requests to the junctioned web server. The URI that the Access Manager Reverse Proxy uses when it sends health check requests to the junctioned web server.  basic-auth-transport https Basic Authentication Transport The transport protocol over which basic authentication is supported. The transport protocol over which basic authentication is supported.  basic-auth-realm Security Access Manager for DataPower ^[\x20-\x7E]*$   BasicAuthTransport none Realm Name Enter the realm name for basic authentication. Realm name for basic authentication.  client-cert-accept never Accept Client Certificates Indicate how the Access Manager Reverse Proxy handles client certificate from clients. Defines how the Access Manager Reverse Proxy handles client certificate from clients.  client-cert-eai-uri   ClientCertData    ClientCertAccept never Certificate EAI URI Enter the resource identifier of the EAI application that is invoked to perform external client certificate authentication The resource identifier of the External Authentication Interface (EAI) application that is invoked to perform external client certificate authentication.  client-cert-data   ClientCertEAIURI    ClientCertAccept never Certificate Data Specify the client certificate data that is passed to the EAI application. The client certificate data that is passed to the External Authentication Interface (EAI) application.  eai-transport none EAI Transport The transport protocol for EAI. The transport protocol for the External Authentication Interface (EAI).  eai-trigger-url   EAITransport none   Trigger URL A URL pattern that is used to determine whether a response should be examined for EAI authentication headers A URL pattern that is used to determine whether a response should be examined for External Authentication Interface (EAI) authentication headers.  auth-levels password Authentication Levels Set the authentication levels. The authentication levels.  forms-auth-transport none Forms Authentication Transport The transport over which forms authentication is supported The transport over which forms authentication is supported.  kerberos-transport none Kerberos Transport Specifies the transport for which authentication using the SPNEGO authentication mechanism is enabled Specifies the transport for which authentication using the SPNEGO authentication mechanism is enabled.  kerberos-keytab ^isamcert:(/{3})?kerberos/.+$  isamcert Keytab File Specify the name of the Kerberos keytab file. The name of the Kerberos keytab file. The keytab file must contain keys for each of the SPNs used for SPNEGO authentication.  kerberos-use-qdn off Use Domain Qualified Name Indicate whether to include the domain portion of the principal name as part of the user ID. Whether to include the domain portion of the principal name as part of the user ID. Kerberos authentication provides a principal name in the shortname@domain.com form. By default, only the short name portion is used as the user ID. When enabled, the domain portion is also included as part of the user ID.  kerberos-service-names Kerberos Service Names Specifies the list of the Kerberos Service Principal Names (SPNs) for the server. Specifies the list of the Kerberos service principal names for the server.  session-reauthen-for-inactive off Re-authentication for Inactive Prompt users to re-authenticate if their entry in the server credential cache times out because of inactivity.  Prompt users to re-authenticate if their entry in the server credential cache times out because of inactivity.  When disabled, entries in the cache are deleted when the inactivity timeout is reached. When enabled, entries in the cache are retained until the cache lifetime timeout is reached. If the inactivity timeout is reached and the client makes another request before the cache lifetime timeout is reached, users are prompted to re-authenticate.  session-max-cache-entries 4096 Maximum Cache Entries Enter the maximum number of concurrent entries in the session cache. The maximum number of concurrent entries in the session cache. The default value is 4096.  session-lifetime-timeout 3600 Lifetime Timeout Enter the maximum lifetime for an entry in the session cache. Seconds Maximum lifetime for an entry in the session cache.  session-inactive-timeout 600 Inactive Timeout Enter the maximum time that a session can remain idle before it is removed from the session cache. Seconds The maximum time that a session can remain idle before it is removed from the session cache.  session-tcp-cookie PD-H-SESSION-ID TCP Session Cookie Name The name of the cookie to be used to hold the HTTP session identifier The name of the cookie to be used to hold the HTTP session identifier.  session-ssl-cookie PD-S-SESSION-ID TLS Session Cookie Name The name of the cookie to be used to hold HTTPS session identifier The name of the cookie to be used to hold HTTPS session identifier.  session-use-same off Use Same Session Indicate whether to use the same session for both HTTP and HTTPS requests. Whether to use the same session for both HTTP and HTTPS requests.  html-redirect off Enable HTML Redirect Indicate whether to enable the HTML redirect functionality. Whether to enable the HTML redirect functionality.  local-resp-redirect off Enable Local Response Redirect Indicate whether to enable the local response redirect functionality. Whether to enable the local response redirect functionality.  local-resp-redirect-uri   LocalRespRedirect on   Local Response Redirect URI Enter the URI to which the client is redirected for generated responses. The URI to which the client is redirected for generated responses.  local-resp-redirect-macros   LocalRespRedirect off Local Response Redirect Macros Specify the macro information to include in the local response redirect. The macro information that are included in the local response redirect.  failover-transport none Transport The transport over which failover authentication is supported The transport over which failover authentication is supported.  failover-cookies-lifetime 1 60   FailoverTransport none Cookie Lifetime Enter the maximum lifetime for failover cookies. Minutes Maximum lifetime for failover cookies.  failover-cookies-key-file ^isamcert:(/{3})?tam-keys/.+$   FailoverTransport none  isamcert Cookie Key File The key file to encrypt the failover cookies The key file that encrypts the failover cookies.  cdsso-transport none Transport The transport over which CDSSO authentication is supported The transport over which cross-domain single sign-on (CDSSO) authentication is supported.  cdsso-transport-gen none Transport (generation) The transport over which the creation of CDSSO tokens is supported The transport over which the creation of cross-domain single sign-on (CDSSO) tokens is supported.  cdsso-peer    CDSSOTransport none  CDSSOTransportGen none Peers The name of the other proxy servers in the CDSSO domain, along with the name of the key file for the various proxy servers. The name of the other proxy servers which are participating in the CDSSO domain, along with the name of the key file which will be used by the various proxy servers.  ltpa-transport none Transport The transport over which LTPA authentication is supported The transport over which LTPA authentication is supported.  ltpa-cookie Ltpatoken2   LTPATransport none Cookie Name The name of the cookie that transports the LTPA token The name of the cookie that is used to transport the LTPA token.  ltpa-key-file ^isamcert:(/{3})?ltpa-keys/.+$   LTPATransport none  isamcert Key File The key file used to access LTPA cookies The key file used when accessing to access LTPA cookies.  ltpa-key-file-pw    LTPATransport none  LTPAKeyFilePw  Key File Password (deprecated) The password used to access the LTPA key file The password used to access the LTPA key file.  ltpa-key-file-pw-alias    LTPATransport none  LTPAKeyFilePw    LTPATransport none Key File Password Alias The password alias of the password used to access the LTPA key file The password alias of the password used to access the LTPA key file.  resolved-ltpa-key-file-pw  ecsso-transport none Transport The transport over which e-community SSO authentication is supported The transport over which e-community single signon (ECSSO) authentication is supported.  ecsso-name ^[^=&]*$   ECSSOTransport none Name Enter the name of the e-community Name of the e-community.  ecsso-is-master-auth-server on Is Master Authentication Server Indicate whether this Access Manager Reverse Proxy instance is the master for the e-community. Whether this Access Manager Reverse Proxy instance is the master for the e-community.  ecsso-master-auth-server    ECSSOTransport none  ECSSOIsMasterAuthServer off   Master Authentication Server Enter the name of the Access Manager Reverse Proxy server that acts as the master of the e-community. The name of the Access Manager Reverse Proxy server that acts the master of the e-community.  ecsso-domain   ECSSOTransport none Domain Keys The name of the other Access Manager Reverse Proxy servers in the e-community, along with the name of the key file for the various proxy servers. The name of the other Access Manager Reverse Proxy servers that participate in the e-community, along with the name of the key file for the various proxy servers.  agent-logging off Enable Agent Logging Indicate whether to enable the agent log. Whether to enable the agent log.  referer-logging off Enable Referer Logging Indicate whether to enable the referrer log. Whether to enable the referrer log.  request-logging on Enable Request Logging Indicate whether to enable the request log. Whether to enable the request log.  request-log-format %h %l %u %t \"%r\" %s %b ^[^#]*$   RequestLogging off Request Log Format Specify the format of the entries in the request log. The format of the entries in the request log.  max-log-size 2097152 2000000 Maximum Log Size Enter the maximum size of the log file. Bytes The maximum size of the log file before it is rolled over. The default value is 2000000.  flush-log-time 1 600 20 Flush Time The period that the Access Manager Reverse Proxy caches log entries before writing the entries to the log file. Seconds The period that the Access Manager Reverse Proxy caches the log entries before writing the entries to the log file.  audit-logging off Enable Audit Log Indicate whether to enable the generation of audit events. Whether to enable the generation of audit events.  audit-log-type   AuditLogging on   Audit Log Type Select the events to be audited Select the events to be audited.  max-audit-log-size 2097152 2000000 Audit Log Size Enter the maximum size of the auditing log files. Bytes The maximum size of the auditing log files.  flush-audit-log-time 1 600 20 Audit Log Flush The frequency to force a flush of the auditing buffers Seconds The frequency to force a flush of the auditing buffers.  secondary-int Secondary Interfaces Configure and manage secondary interfaces. Configure and manage secondary interfaces on which the Access Manager Reverse Proxy can receive requests.  config-file Configuration File Configuration file View and edit the configuration file.  routing-file Routing File Routing file View and edit the routing file.            Client Connection   Primary Interface    Cluster    Threads and Connections Server          TLS Settings User Registry        Configure SSL SSL    Junction Management    HTTP    Persistent Connections   Cookies     Health Check Junction     Basic Authentication     Client Certificates    EAI   Authentication Levels   Forms      Kerberos Authentication         Session       Account Response      Failover     CDSSO       LTPA       ECSSO SSO         Logging      Audit Logging    Secondary Interfaces Interfaces    Manage Files     Force Unconfigure Reverse Proxy Access Manager Reverse Proxy (deprecated) Configure and manage Access Manager Reverse Proxy instances. A DataPower Gateway can support multiple Access Manager Reverse Proxy instances per domain.  isam/isam-reverseproxy-junction isam-reverseproxy-junction configuration ISAMProxy   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  junction-point-name Junction Point Name Enter the name of the location in the Access Manager Reverse Proxy namespace where the root of the back-end application server namespace is mounted. Name of the location in the Access Manager Reverse Proxy namespace where the root of the back-end application server namespace is mounted.  junction-type Junction Set the type of the junction. Type of the junction.  transparent-path-junction off   JunctionType virtual Create Transparent Path Junction Indicate whether the configured junction name must match the name of a subdirectory under the root of the back-end server document space. Whether the configured junction name must match the name of a subdirectory under the root of the back-end server document space.  stateful-junction off Stateful Junction Indicate whether this junction is stateful. Whether this junction is stateful.  dsc-environment   JunctionType standard DSC Environment Enter the the replica set that sessions on the virtual host junction are managed under. The replica set that sessions on the virtual host junction are managed under. Provides the ability to group or separate login sessions among multiple virtual hosts.  virtual-host-label   JunctionType standard Virtual Host Label Enter the label name of the virtual host junction. Causes a second additional virtual host junction to share the same protected object space as the initial virtual host junction.  virtual-host   JunctionType standard Virtual Host Enter the value of the Host header of the request that is sent to the back-end server. The value of the Host header of the request that is sent to the back-end server.  virtual-host-port   JunctionType standard Virtual Host Port Required if the virtual host uses a non-standard port for the protocol. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TCP is 80; standard port for TLS is 443.  junction-type-standard tcp   JunctionType standard   Junction Type Set the type of the standard junction. Type of the standard junction.  junction-type-virtual tcp   JunctionType virtual   Junction Type Set the type of the virtual junction. Type of the virtual junction.  target-backend-servers-standard    JunctionType standard  JunctionTypeStandard tcp ssl   Target Back-end Servers Target back-end servers for a standard junction Specifies target back-end servers for a standard junction.  target-backend-servers-standard-proxy    JunctionType standard  JunctionTypeStandard tcpproxy sslproxy   Target Back-end Servers Target back-end servers for a standard junction Specifies target back-end servers for a standard junction.  target-backend-servers-standard-mutual    JunctionType standard  JunctionTypeStandard mutual   Target Back-end Servers Target back-end servers for a standard junction Specifies target back-end servers for a standard junction.  target-backend-servers-virtual    JunctionType virtual  JunctionTypeVirtual tcp ssl   Target Back-end Servers Target back-end servers for a virtual junction Specifies target back-end servers for a virtual junction.  target-backend-servers-virtual-proxy    JunctionType virtual  JunctionTypeVirtual tcpproxy sslproxy   Target Back-end Servers Target back-end servers for a virtual junction Specifies target back-end servers for a virtual junction.  basic-auth off     JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth on Enable Basic Authentication Indicate whether to use BA header information to authenticate to the target server. Whether the Access Manager Reverse Proxy uses basic authentication (BA) header information to authenticate to the target server.  basic-auth-user      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth off  BasicAuth on   User Name Enter the Access Manager Reverse Proxy user name. Access Manager Reverse Proxy user name.  basic-auth-pass      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth on  BasicAuth off  BasicAuthPass  Password (deprecated) Enter the Access Manager Reverse Proxy password. Access Manager Reverse Proxy password.  basic-auth-pass-alias      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth off  BasicAuth on  BasicAuthPass       JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth on  BasicAuth off Password Alias The password alias of the Access Manager Reverse Proxy password. Access Manager Reverse Proxy password alias.  resolved-basic-auth-pass  mutual-auth off     JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  BasicAuth on Enable mutual authentication to junctioned Access Manager Reverse Proxy servers Indicate whether to use mutual authentication between a front-end Access Manager Reverse Proxy server and a junctioned Access Manager Reverse Proxy server over SSL. Enable or disable mutual authentication between a front-end Access Manager Reverse Proxy server and a junctioned Access Manager Reverse Proxy server over SSL.  mutual-auth-key-file ^isamcert:(/{3})?keytab/.+$      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  BasicAuth on  MutualAuth on    isamcert Key File Specify the key file to use for mutual authentication. The key file that contains the Access Manager Reverse Proxy's client-side certificate to authenticate to the back-end server.  mutual-auth-key-label     JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  BasicAuth on  MutualAuth on Key Label Specify the key label to use for mutual authentication. The key label of the Access Manager Reverse Proxy's client-side certificate to authenticate to the back-end server.  mutual-auth-valcred      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  BasicAuth on  MutualAuth on  MutualAuthKeyFile    Validation Credential Specify the validation credential configuration that contains the Access Manager Reverse Proxy's client-side certificate. The validation credential configuration that contains the Access Manager Reverse Proxy's client-side certificate to authenticate to the back-end server.  basic-auth-header filter HTTP Basic Authentication Header Indicate how the Access Manager Reverse Proxy server passes client identity information in HTTP basic authentication (BA) headers to the back-end server. How the Access Manager Reverse Proxy server passes client identity information in HTTP basic authentication (BA) headers to the back-end server.  gso-resource   BasicAuthHeader gso   GSO Resource or Group Enter the name of the global sign-on (GSO) resource or resource group. The name of the global sign-on resource or resource group.  header-identity-info HTTP Header Identity Information How the Access Manager Reverse Proxy server passes client identity information in HTTP basic authentication (BA) headers to the back-end virtual host Defines how the Access Manager Reverse Proxy server passes client identity information in HTTP basic authentication (BA) headers to the back-end virtual host.  header-encoding none HTTP Header Encoding Set the encoding to use when generating HTTP headers for junctions. Specifies the encoding to use when generating HTTP headers for junctions.  junction-cookie-js-block none   JunctionType virtual Junction Cookie JavaScript Block Controls the junction cookie JavaScript block. Controls the junction cookie JavaScript block.  unique-cookie-names off   JunctionType virtual Ensure Unique Cookie Names Indicate whether to ensure unique Set-Cookie header name attribute. Whether to ensure that the Set-Cookie header name attribute is unique.  preserve-junction-name off   JunctionType virtual Preserve Junction Name for Non-domain Cookies Indicate whether to make modification to the names of non-domain cookies. Whether to preserve the names of non-domain cookies.  include-session-cookie off Include Session Cookie Indicate whether to send session cookie to back-end portal server. Whether to send session cookie to the back-end portal server.  include-junction-name off   JunctionType virtual Include Junction Name in Cookies Indicate whether to supply junction identification in a cookie to handle script generated server-relative URLs. Whether to supply junction identification in a cookie to handle script generated server-relative URLs.  insert-client-ip off Insert Client IP Address Indicate whether to insert incoming IP address in HTTP header across the junction. Whether to insert the incoming IP address in HTTP headers across the junction.  tfim-sso off Enable TFIM SSO Indicate whether to enable Tivoli Federated Identity Manager single-signon (SSO) for the junction. Whether to enable Tivoli Federated Identity Manager single-signon (SSO) for the junction.  ltpa-cookie off Enable LTPA Cookie Support Indicate whether to enable junctions to support LTPA cookies. Whether to enable junctions to support LTPA cookies.  ltpa-v2-cookie off   LTPACookie off Use Version 2 Cookies Indicate whether to use LTPA version 2 cookies (LtpaToken2) Whether LTPA version 2 cookies (LtpaToken2) are used.  ltpa-key-file ^isamcert:(/{3})?ltpa-keys/.+$   LTPACookie off  isamcert LTPA Key File Specify the location of the key file used to encrypt LTPA cookie data. The location of the key file that is used to encrypt LTPA cookie data.  ltpa-key-file-pw    LTPACookie off  LTPAKeyFilePw  LTPA Key File Password (deprecated) Enter the password for the key file used to encrypt LTPA cookie data. The password for the key file that is used to encrypt LTPA cookie data.  ltpa-key-file-pw-alias   LTPACookie off LTPA Key File Password Alias The password alias of the password for the key file used to encrypt LTPA cookie data. The password alias of the password for the key file that is used to encrypt LTPA cookie data.  resolved-ltpa-key-file-pw  fsso-config-file ^isamconfig:(/{3})?fsso/.+$  isamconfig FSSO Configuration File Specify the location of forms single sign-on (FSSO) configuration file. The location of forms single sign-on configuration file.  percent-hard-limit-wt 0 100 100 Percentage Value for Hard Limit of Worker Threads Enter the hard limit for consumption of worker threads. The hard limit for consumption of worker threads. The limit is expressed as a percentage. Enter an integer value in the range 0 - 100.  percent-soft-limit-wt 0 100 90 Percentage Value for Soft Limit of Worker Threads Enter the soft limit for consumption of worker threads. The soft limit for consumption of worker threads. The limit is expressed as a percentage. Enter an integer value in the range 0 - 100.  include-auth-rules off Include Authorization Rules Decision Information Indicate whether to allow denied requests and failure reason information from authorization rules to be sent in the Boolean Rule header (AM_AZN_FAILURE) across the junction. Whether to allow denied requests and failure reason information from authorization rules to be sent in the Boolean Rule header (AM_AZN_FAILURE) across the junction.               Creation of a junction for an initial server Junction       Servers        Mutual authentication over Basic Authentication     Configure SSL Basic Authentication              Supply identity information in HTTP headers Identity        WebSphere single sign-on (LTPA) junctions SSO and LTPA       General Junction Options General Access Manager Junction (deprecated) Configure and manage Access Manager junctions. An Access Manager junction logically combines the Web space of the Web application server with the Web space of the Access Manager Reverse Proxy server, resulting in a unified view of the entire Web object space. A junction allows the Access Manager Reverse Proxy to provide protective services on behalf of the Web application server.  isam/isam-runtime isam-runtime configuration ISAMProxy   policy-server-type remote Policy Server Set the type of the policy server. The policy server type.  user-registry-type-local ldap-remote   PolicyServerType local   User Registry Set the user registry type for local policy server. User registry type for local policy server.  user-registry-type-remote ldap   PolicyServerType remote   User Registry Set the user registry type for remote policy server. User registry type for remote policy server.  policy-server-host   PolicyServerType remote   Host Name Specifies the host name or IP address of the IBM Security Access Manager policy server (pdmgrd)  Specifies the host name or IP address of the IBM Security Access Manager policy server (pdmgrd). The policy server manages the policy database (sometimes referred to as master authorization database), updates the database replicas whenever a change is made to the master database, and replicates the policy information throughout the domains. The policy server also maintains location information about other resource managers that operate in the domain. You must define at least one policy server for each domain. You can specify the host name with or without the domain extension. You can specify the fully qualified host name with or without the domain extension. Examples: pdmgr or pdmgr.tivoli.com  policy-server-port 7135   PolicyServerType remote   Port Specifies the port number on which the policy server listens for TLS requests Specifies the port number on which the policy server listens for TLS requests. The default port number is 7135.  management-suffix   PolicyServerType remote Management Suffix Specifies the LDAP suffix to hold the ISAM secAuthority data Specifies the LDAP suffix that is used to hold the ISAM secAuthority data.  management-domain Default Management Domain Specifies the domain name Specifies the domain name. The default value is Default, which indicates the management domain.  admin-password   PolicyServerType local   Administrator Password Specifies the ISAM security administrator's password Specifies the ISAM security administrator's password.  ssl-server-cert-lifetime 1 7299 1460   PolicyServerType local   TLS Server Certificate Lifetime Specifies the lifetime for the TLS server certificate Days Specifies the lifetime for the TLS server certificate.  ssl-compliance none   PolicyServerType local   TLS Compliance Specifies any additional TLS compliance Specifies any additional TLS compliance.  ldap-host     PolicyServerType local  UserRegistryTypeLocal ldap-remote   PolicyServerType remote  UserRegistryTypeRemote ldap   Host name Specifies the fully qualified host name of the LDAP server Specifies the fully qualified host name of the LDAP server. For example: ldapserver.tivoli.com  ldap-port 389     PolicyServerType local  UserRegistryTypeLocal ldap-remote   PolicyServerType remote  UserRegistryTypeRemote ldap   Port Specifies the port number on which the LDAP server listens Specifies the port number on which the LDAP server listens. The default value is 389.  ldap-dn cn=root    PolicyServerType local  UserRegistryTypeLocal ldap-remote   DN Specifies the DN that is used to contact the user registry Specifies the distinguished name (DN) that is used to contact the user registry.  ldap-password    PolicyServerType local  UserRegistryTypeLocal ldap-remote   Password Specifies the password for the DN Specifies the password for the distinguished name (DN).  ldap-ssl off    PolicyServerType local  UserRegistryTypeLocal ldap-remote Enable SSL Indicate whether to enable TLS to secure the communication between the server and the user registry. Specifies whether the server uses TLS when it communicates with the user registry.  ldap-ssl-cert-db ^isamcert:/{0,3}[-_a-zA-Z]+/.+$    PolicyServerType local  UserRegistryTypeLocal ldap-remote  LDAPSSL on    isamcert Certificate Database Specifies the KDB file that contains the certificate to communicate with the user registry Specifies the KDB file that contains the certificate that is used to communicate with the user registry.  ldap-ssl-cert-label    PolicyServerType local  UserRegistryTypeLocal ldap-remote  LDAPSSL on   Certificate Label Specifies the label of the TLS certificate to use to communicate with the user registry Specifies the label of the TLS certificate that is used when communicating with the user registry.  ldap-ssl-crypto-profile    PolicyServerType local  UserRegistryTypeLocal ldap-remote  LDAPSSL on  LDAPSSLCertDB    Crypto Profile Specifies the cryptogrphic profile that is used when communicating with the user registry Specifies the cryptographic Profile that is used when communicating with the user registry.  federated-dir Federated Directories Configure and manage federated directories. Specifies the federated directories.  federated-dir-key-file ^isamcert:/{0,3}[-_a-zA-Z]+/.+$  isamcert Key File Specifies the key file for TLS communication with the federated directories Specifies the key file for TLS communication with the federated directories.  pd-conf isamconfig:///pd.conf pd.conf pd.conf pd.conf  ivmgrd-conf   PolicyServerType local ivmgrd.conf ivmgrd.conf ivmgrd.conf  ldap-conf isamconfig:///ldap.conf ldap.conf ldap.conf ldap.conf  routing-file   PolicyServerType local Routing File Routing File Routing File  vendor ISAM   Summary      Main         Policy Server             TLS Settings LDAP       Manage Files     Unconfigure Runtime Access Manager Runtime (deprecated) Configure and manage the IBM Security Access Manager runtime environment. Each DataPower Gateway domain can include a single Access Manager Runtime configuration. Each Access Manager Runtime is configured independently against a remote IBM Security Access Manager policy server and can support one or more Access Manager Reverse Proxy instances.  network/iscsi-chap-obsolete iscsi-chap system iSCSI   summary Comments Brief summary for user annotation.  username User Name User name Specify the user name for the CHAP.  password Password Password Specify the password for the user for the CHAP. iSCSI CHAP iSCSI Challenge Handshake Authentication Protocol  The iSCSI protocol is deprecated. The configuration of the Challenge Handshake Authentication Protocol (CHAP) for iSCSI targets.  network/iscsi-hba-obsolete iscsi-hba system iSCSI   summary Comments Brief summary for user annotation.  iname 1 224 iSCSI Name iSCSI Name  Specify a valid iSCSI Name for this HBA instance. The name can be between 1 and 244 characters in length. Sample formats of an ISCSI qualified name (IQN), based on IETF RFC 3720, are: 
                                  iqn.2001-04.com.example iqn.2001-04.com.example:storage.disk2.sys1.xyz  dhcp off Use DHCP Enable or disable DHCP Set whether to use Dynamic Host Configuration Protocol (DHCP). When set to "on", enables DHCP. When set to "off", the default value, disables DHCP.  ip-address   UseDHCP off   UseDHCP on IP Address IP address for HBA instance Specify the IP address for this HBA instance.  ip default-gateway   UseDHCP on Default Gateway IP address of default gateway Specify the IP address of the default gateway for this HBA instance.     iSCSI Host Bus Adapter iSCSI Host Bus Adapter configuration  The iSCSI protocol is deprecated. The configuration of the iSCSI Host Bus Adapter (HBA). The iSCSI HBA is the hardware that is responsible for the management of iSCSI communications.  network/iscsi-initiator-obsolete iscsi-initiator system iSCSI   summary Comments Brief summary for user annotation.  iname 1 224 iSCSI Name iSCSI Name  Specify a valid iSCSI Name for the Initiator. If changed, this value overrides the default value that was assigned when the system was manufactured. The name can be between 1 and 244 characters in length. Sample formats of an ISCSI qualified name (IQN), based on IETF RFC 3720, are: 
                                  iqn.2001-04.com.example iqn.2001-04.com.example:storage.disk2.sys1.xyz iSCSI Initiator iSCSI Initiator  The iSCSI protocol is deprecated. The configuration of the iSCSI Initiator. The Initiator can only be modified if there are no active iSCSI targets.  >network/iscsi-target-obsolete iscsi-target system iSCSI   summary Comments Brief summary for user annotation.  target-name 1 224 Target Name iSCSI Name for a remote target  Specify a valid iSCSI Name for the iSCSI target. The name can be between 1 and 244 characters in length. Sample formats of an ISCSI qualified name (IQN), based on IETF RFC 3720, are: 
                                  iqn.2001-04.com.example iqn.2001-04.com.example:storage.disk2.sys1.xyz  hostname Host Host name or IP address Specify the host name or IP address of the remote iSCSI target.  port Port Port number Specify the IP port number to connect to the remote iSCSI target. If not specified, the value defaults to 3260.  session-reestablish-timeout 0 86400 120 Session Reestablish Timeout Session reestablish timeout in seconds seconds  The amount of time that the DataPower iSCSI initiator will attempt to reestablish a connection to this remote iSCSI target. Specify the number of seconds to wait for an operation on this iSCSI target to complete before considering the operation to have failed. The default is 120 seconds. Setting this value too low may cause operations that would have completed successfully to fail due to intermittent network issues. If the appliance fails to establish a connection to the iSCSI target within this timeout threshold, the default value of 120 seconds can lead to appliance-level hang-detection being triggered. If this occurs, set the iSCSI Target object's Session Reestablish Timeout to a lower value.  hba   Host Bus Adapter HBA instance to which to bind Select the HBA instance to which to bind this target instance.  chap CHAP CHAP entry to which to assign Select the CHAP entry to which to assign this target instance. iSCSI Target iSCSI Target  The iSCSI protocol is deprecated. Defines the configuration of the connection instance to a remote iSCSI target.  >network/iscsi-volume-obsolete iscsi-volume system iSCSI   summary Comments Brief summary for user annotation.  read-only off Read-Only Allow only file reads on this iSCSI Volume. Set the access permission to files on the storage volume. When set to "on", the access permission is read-only. When set to "off", the default value, the access permission is read-write.  directory ^[-_a-zA-Z0-9][-_a-zA-Z0-9.]{0,63}$ Directory Directory name Specify the subdirectory in the local: and logstore: directories where the files on the storage volume are available. Each application domain contains these subdirectories. These subdirectories are not shared across application domains. The name can be up to 64 characters long. The name cannot start with a period. The name can consist of uppercase letters, lowercase letters, numeric digits, dashes, underscores, and periods.  lun 0 255 LUN Logical Unit Number Specify the Logical Unit Number (LUN). Use an integer in the range of 0 through 255.  target iSCSI Target iSCSI target instance Select the iSCSI target instance to which to bind this iSCSI volume.     Initialize File System    Repair File System iSCSI Volume File system operations for iSCSI  The iSCSI protocol is deprecated. File system operations for iSCSI devices.   mpgw IDG   summary Comments Brief summary for user annotation.  username ^[^ ]+$ User Name Username to use for connecting to the server Specifies the account name used to access the remote server.  password   Password  Password (deprecated) Password to use for connecting to the server Specifies the password used to access the remote server.  password-alias Password Alias Password alias of the password to use for connecting to the server Specifies the password alias of the password used to access the remote server.  transactional off Transactional Acknowledges messages only if transaction was successful. Enables (on) or disables (off) transaction-based processing in which messages are acknowledged only after the transaction has succeeded. Transaction-based processing is disabled by default.  memory-threshold 10485760 1073741824 268435456 Memory Threshold Maximum memory size allowed for pending messages bytes Specifies the maximum memory allocation for pending messages. Enter a value in the range 1048576 - 1073741824 that specifies the maximum memory in bytes to allocate for pending messages. By default, the maximum memory allocation is set at 268435456.  maximum-message-size 0 1073741824 1048576 Maximum Message Size Maximum message size the DataPower Gateway sends to the remote server bytes Specifies the maximum message size that the DataPower Gateway supports over a connection to the remote server. Enter a value in the range 0 - 1073741824 that specifies the maximum message size in bytes. By default, the maximum message size is set at 1048576 bytes. You can use the special value, 0, to disable the enforcement of maximum message sizes.  default-message-type byte Default Message Type Default Message Type  Select the default message type. This property is used only when the message type cannot be determined from the message headers. On the transaction level, the DP_JMSMessageType header can change this setting.  total-connection-limit 1 64 Total Connection Limit Total number of connections limit  Specifies the maximum number of simultaneous open connections to the remote server. Session requests in excess of the total allowable number of sessions per connection trigger the establishment of a new connection to the remote server. The DataPower Gateway cannot establish a new connection unless the number of concurrent connections is less than the allowable total number of connections. For example, with values of 20 for sessions per connection, 5 for connection limit and 3 active fully-subscribed connections, then a new session request generates the establishment of a 4th connection.  sessions-per-connection 1 100 Maximum number of Sessions per Connection Maximum number of sessions per connection  Specifies the maximum number of concurrent multiplexed sessions supported by a single connection to the remote server. Enter a value in the range 1 - 65535. The default is 100. Session requests in excess of the value set by this property trigger the establishment of a new connection to the remote server. The DataPower Gateway cannot establish a new connection unless the number of concurrent connections is less than the allowable total number of connections. For example, with values of 20 for sessions per connection, 5 for connection limit and 3 active fully-subscribed connections, then a new session request generates the establishment of a 4th connection.  auto-retry on Automatic Retry Advanced recovery after critical error. Enables (on, the default state) or disables (off) an automatic critical error-recovery procedure that attempts to re-establish a connection that has been broken in response to an error condition.  retry-interval 1 1 Retry Interval Seconds to wait before retrying failing connections. seconds  If 
                                 Automatic Retry
                                is enabled (the default state), specifies the interval in seconds between connection re-establishment attempts.  ssl   SSLClientConfigType client Crypto Profile (deprecated) The cryoto profile is deprecated. Use a TLS client profile.  Identifies the client crypto profile to establish a secured (TLS-enabled) connection to the server. Without a crypto profile, the DataPower Gateway establishes a nonsecure connection (no TLS support) to the server. When defined for a WebSphere JMS Server, the cipher suite associated with the profile is replaced by an IBM default cipher suite (SSL_RSS_WITH_NULL_MD5).  enable-logging off Enable JMS-Specific Logging Enable JMS-specific logging Enables (on) or disables (off, the default state) an expanded JMS logging facility.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  xml-manager default XML Manager XML Manager Invisible dependency on default XML Manager.                   network/tibems-server tibems-server mpgw Tibco-EMS   loadbalance-faulttolerance Load Balancing/Fault-Tolerance Load Balancing/Fault-Tolerance  Defines a series of servers for load-balancing, each with an optional backup servers for fault-tolerance. For load-balancing, select the algorithm from the  Load Balancing Algorithm list on the  Main tab.  Note: The definition of any server for load-balancing or fault-tolerance overrides the value of the  TIBCO EMS Server Host property on the  Main tab.  hostname TIBCO EMS Server Host Host name or IP address  Specify the host name or IP address with the listening port of the server in the 
                                         host
                                        : 
                                         port
                                        format. Without the port specification, the default is port 7222.  Note: This property is a required property. However if this configuration defines load-balancing or fault-tolerance behavior on the  Load Balancing/Fault-Tolerance tab, this property is ignored.  connection-client-id TIBCO EMS Connection Client ID Connection Client identifier Specify the string to set as the TIBCO EMS Connection Client identifier.  load-balancing-algorithm none Load Balancing Algorithm Algorithm to balance the real servers. Select the algorithm to use to balance the real servers.      TIBCO EMS TIBCO EMS Server is responsible for messaging services for communicating applications by periodically monitoring/polling queues, by ensuring that sent messages are directed to the correct receive queue, or that messages are routed to another queue manager.  network/wasjms-server wasjms-server mpgw WebSphere-JMS   endpoint WebSphere JMS Endpoint WebSphere JMS Endpoint  Identifies the connection host, port, and protocol to use for the bootstrap process. A service integration bus (SIB) supports applications using message-based and service-oriented architectures. A bus is a group of interconnected servers and clusters that have been added as members of the bus. Applications connect to a bus at one of the messaging engines associated with its bus members. A messaging engine is a component, running inside a server, that manages messaging resources for a bus member. Applications are connected to a messaging engine when accessing a SIB. Applications (such as the JMS object) running outside the WebSphere environment cannot locate directly a suitable messaging engine to connect to the target bus. In such cases the remote clients or servers must access the bus through a bootstrap server that is a member of the target bus. A bootstrap server is an application server running the SIB process, but need not be running any message engines. Rather the bootstrap server selects a messaging engine that is running in an application server that supports the bootstrap protocol requested by the remote device. To connect to a messaging engine the remote application first connects to a bootstrap server. The bootstrap server selects a messaging engine and tells the client application to connect to that message engine to gain bus access. A bootstrap server uses a host name or IP address, a port number, and a bootstrap transport chain (which identifies the protocol stack offered by the bootstrap server) to define an endpoint address. The transport chain used for bootstrap access does not need to match the transport chain that is used for message exchange. You can add multiple nondefault bootstrap servers. For failover capability, the endpoints must be members of the same WebSphere Application Server cluster.  target-transport-chain InboundBasicMessaging WebSphere JMS Target Transport Chain WebSphere JMS Target Transport Chain  Identifies the predefined transport chain provided by the WebSphere Application Server, and used for message exchange between the application server and the WAS JMS object. This property takes one of the following values.  InboundBasicMessaging (The default) Specifies the predefined InboundBasicMessaging transport chain (JFAP-TCP/IP).  InboundHTTPMessaging Specifies the predefined InboundHTTPMessaging transport chain (tunnels JFAP using HTTP wrappers).  InboundHTTPSMessaging Specifies the predefined InboundHTTPSMessaging transport chain (tunnels JFAP using HTTPS wrappers).  InboundSecureMessaging Specifies the predefined InboundSecureMessaging transport chain (JFAP-SSL-TCP/IP). If you have access to the WebSphere Administrative Console, you can view transport chain information through the 
                                         Application Servers/serverName/Transport Chain
                                        menu. The transport chain used for message exchange need not match the chain used for bootstrap access.  messaging-bus WebSphere JMS Messaging Bus WebSphere JMS Messaging Bus  Identifies the Service Integration Bus (SIB) used to access the remote WebSphere Application Server. A bus supports applications using message-based and service-oriented architectures. A bus is a group of interconnected servers and clusters that have been added as members of the bus. Applications connect to a bus at one of the messaging engines associated with its bus members. If you have access to the WebSphere Administrative Console, you can view bus information, to include bus members and messaging engines, queues and topics, and the bus-specific default topic space through the 
                                         Service integration/Buses
                                        menu.  ssl-cipher     SSLClientConfigType proxy  SSLProfile    SSLClientConfigType client  SSLClient  WebSphere JMS TLS Cipher Specification WebSphere JMS TLS Cipher Specification Select the IBM cipher specification that the assigned client crypto profile uses when establishing a secure connection to the WebSphere Application Server. The selected specification replaces the cipher suite that is assigned in the TLS profile configuration. The selected cipher must be compatible with the protocol of the client crypto profile.  ssl-fips off     SSLClientConfigType proxy  SSLProfile    SSLClientConfigType client  SSLClient  FIPS compliant ciphers suite FIPS compliant ciphers suite  Forces (on) or makes optional (off, the default value) the use of IBM FIPS-compliant cipher specifications. Setting this property to on prevents the usage of non-FIPS compliant cipher specifications, and requires the use of one of the following cipher specifications.  TLS_RSA_WITH_AES_128_CBC_SHA TLS_RSA_WITH_AES_256_CBC_SHA TLS_RSA_WITH_AES_128_CBC_SHA256 TLS_RSA_WITH_AES_256_CBC_SHA256           TLS WebSphere JMS WebSphere JMS is responsible for messaging services for communicating applications by periodically monitoring/polling queues, by ensuring that sent messages are directed to the correct receive queue, or that messages are routed to another queue manager.  json/json-settings json-settings configuration IDG   summary Comments Brief summary for user annotation Brief summary for user annotation.  max-nesting-depth 64 256 64 Maximum nesting depth Maximum number of levels to nest label-value pairs. levels The maximum nesting depth provides threat protection by limiting the number of nested label-value pairs allowed in the JSON message. Enter a value in the range 64 - 256. The default value is 64.  max-label-string-length 256 8192 256 Maximum label length Maximum length of the label portion of label-value pairs. bytes The maximum label length limits the number of bytes in the label portion of the JSON label-value pair. The length includes any white space that is contained between quotation marks. Enter a value in the range 256 - 8192. The default value is 256.  max-value-string-length 8192 5368709121 8192 Maximum value length for strings Maximum number of bytes for string values of label-value pairs. bytes The maximum value length limits the number of bytes in the value portion of a label-value pair when the value is a string. The length includes any white space that is contained between quotation marks. Enter a value in the range 8192 - 5368709121. The default value is 8192.  max-number-length 128 256 128 Maximum value length for numbers Maximum number of bytes for number values of label-value pairs. bytes The maximum number length limits the number of bytes in the value portion of a label-value pair when the value is a number. The number must be a contiguous string of bytes that contain no white space. The number can include a minus sign and a positive or negative exponent. Enter a value in the range 128 - 256. The default value is 128.  max-document-size 4194304 5368709121 4194304 Maximum document size Maximum size of the JSON message in bytes. bytes The maximum document size provides threat protection by limiting the number of bytes in the body of the JSON message. If the message is converted to JSONx, the maximum document size specifies the size before conversion to JSONx. Note that the document size of the JSON message and the size of the JSONx equivalent might differ. Enter a value in the range 4194304 - 5368709121. The default value is 4194304.     General     Label-Value pairs    Threat Protection Main JSON Settings JSON Settings The JSON settings specify constraints for parsing JSON messages. JSON settings work in conjunction with the parser limits specified in the XML Manager. The more restrictive limits apply.  network/kafka-cluster kafka-cluster mpgw IDG   summary Comments Brief summary for user annotation.  protocol plaintext Protocol Transport protocol for the Kafka bootstrap connection Indicates the transport protocol for the Kafka bootstrap connection. The selected protocol is used for the exchange of information between the Kafka server and the bootstrap server.  endpoint Kafka endpoint Endpoint for the bootstrap process Identifies the endpoint for the bootstrap process. A bootstrap server uses a host name or IP address and a port to define an endpoint address. You can add multiple nondefault bootstrap servers. For failover capability, the endpoints must be members of the same cluster.  sasl-mechanism plain    Protocol sasl_plaintext  Protocol sasl_ssl    Protocol plaintext  Protocol ssl SASL mechanism Simple Authentication and Security Layer mechanism to communicate with the Kafka cluster Sets the Simple Authentication and Security Layer (SASL) mechanism to communicate with the Kafka cluster. The default value is plaintext.  username ^[^ ]+$    Protocol sasl_plaintext  Protocol sasl_ssl    Protocol plaintext  Protocol ssl User name Account name to access the Kafka cluster Specifies the account name to access the Kafka cluster.  password-alias    Protocol sasl_plaintext  Protocol sasl_ssl    Protocol plaintext  Protocol ssl Password alias Password alias of the password to access the Kafka cluster Specifies the password alias of the password to access the Kafka cluster.  autocommit on Autocommit Whether to commit offsets at the defined interval or at process-completion Indicates whether to commit offsets at the defined interval or at process-completion. 
                              When enabled, commits offsets at the defined interval. The default interval is 5 seconds. To change the interval, set the 
                                 auto.commit.interval.ms
                                property. When disabled, commits offsets at process-completion. You can use the batch size setting for the Kafka handle to define the number of messages to attempt to receive from the consumer.  ssl-client    Protocol ssl  Protocol sasl_ssl    Protocol plaintext  Protocol sasl_plaintext TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  memory-threshold 10485760 1073741824 268435456 Memory threshold maximum memory allocation for pending messages bytes Specifies the maximum memory to allocate in bytes. Enter a value in the range 1048576 - 1073741824. The default value is 268435456.  maximum-message-size 0 1073741824 1048576 Maximum message size maximum message size for the Kafka cluster bytes Specifies the maximum message size in bytes Enter a value in the range 0 - 1073741824. The default value is 1048576. A value of 0 disables the enforcement of a maximum message size.  total-connection-limit 2 2048 Total connection limit Total connection limit Total connection limit  auto-retry on Automatic retry Automatic error-recovery procedure for the connection with the Kafka cluster Controls the automatic error-recovery procedure that attempts to re-establish a connection that was broken in response to an error condition.  retry-interval 1 10 Retry interval Interval between attempts to re-establish a connection with the Kafka cluster seconds When automatic error-recovery is enabled, the interval in seconds between attempts to re-establish a downed connection. Enter a value in the range 1 - 65535. The default value is 10.  property Properties Additional property for the connection to the Kafka server Defines the additional properties to configure the connection to the Kafka server. Use this property for each additional property that is required. Some properties are unsupported and will cause a configuration failure.                  Threat protection    Connection retry   Additional properties Advanced Kafka Cluster Define a Kafka cluster that is responsible for the messaging services A Kafka cluster is responsible for the messaging services. The Kafka cluster periodically monitors and polls topics. The Kafka cluster ensures that sent messages are directed to the correct response topic or are routed to another server.  system/language language system Language   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration. Language Manage available languages. The available languages. Before the appliance can support a language, its administrative state must be enabled. When a language is enable, you can set it as the system locale in the System Settings configuration. When multiple languages are enabled, browsers that connect to the appliance can view the interface in an enabled language.  access/ldap-connection-pool ldap-connection-pool configuration IDG   summary Comments Brief summary for user annotation Brief summary for user annotation.  idle-timeout 1 86400 120 Idle Timeout Timeout in seconds for idle LDAP connections seconds Indicates the length of time that an LDAP connection can remain idle in the LDAP connection pool before the connection is removed from the connection pool. Enter a value in the range 1-86400. The default value is 120.  max-pool-size 1 2000 35 Maximum Pool Size The maximum number of LDAP connections for a server:port:BindDN combination Indicates the maximum number of LDAP connections that can exist for a server:port:BindDN combination in an LDAP connection pool. Enter a value in the range 1-2000. The default value is 35.  reject-on-pool-limit off Reject on Pool Limit Whether to reject an incoming LDAP connection when pool limit is reached Determines whether to reject an incoming LDAP request when the LDAP connection pool reaches the maximum pool size for a server:port:BindDN combination.        General Main LDAP Connection Pool LDAP Connection Pool The LDAP Connection Pool settings specify the LDAP connection pool to use.   llm IDG  Policy   llm IDG Route  network/loadbalancer-group loadbalancer-group load-balancer   summary Comments Contains a brief summary for user annotation.  algorithm round-robin Algorithm Algorithm to balance the real servers. Select the algorithm to use to balance the real servers.  retrieve-wlm-info off Retrieve Workload Management Information Retrieve Workload Management Information Use this setting to control whether this Load Balancer Group has membership and weight information automatically retrieved from the work load management repository WebSphere Cell. When disabled, the static configuration is used.  wlm-type use-websphere   RetrieveInfo off Workload Management Retrieval Workload Management Retrieval Contains the back end work load management repository selection type. Select 'WebSphere Cell' if your back-end is a WebSphere Application Server (WAS) Network Deployment (ND) or WAS Virtual Enterprise (VE).  websphere-cell    RetrieveInfo off  WLMRetrieval use-websphere WebSphere Cell WebSphere Cell If you selected 'WebSphere Cell' for Workload Management Retrieval, you need to select a WebSphere Cell object that retrieves this information. If no objects are available in the pull down, you must create one.  wlm-group   RetrieveInfo off Workload Management Group Name Workload Management Group Name The Workload Management Group Name is used to define a group. In a WebSphere Application Server environment, the back end group is a cluster name. Once specified, the Load Balancer Group will be populated with the members and weights retrieved from the back end.  wlm-transport http    RetrieveInfo off  WLMRetrieval use-websphere Protocol Protocol used for this Load Balancer Group Specify either HTTP or HTTPS for the Load Balancer Group protocol. This protocol is used to forward traffic between the DataPower Gateway and the members of the Load Balancer Group.  damp 1 86400 120 Damp Time Timeout for down server Seconds When a real server is observed to be non-functioning, it is temporarily disabled. When the damp time has elapsed, it is re-enabled. Allowable values are in the range 1 - 86400.  giveup-when-all-members-down off Do not Bypass Down State Block Connection Attempt When All Members Are Down During normal operation, when all members of the load-balancing group are down and a new request for that group is made, the first member of the group is automatically selected. If this property is turned on, no attempt will be made to connect under these circumstances.  server Members Group Membership  try-every-server off Try Every Server Before Failing Try Every Server In Group Before Failing This property applies only when none of the group members are in the "up" state. If this value is set, every server in the group is tried before failing the connection attempt. It is a "last best-effort" attempt.  health-check Health Checks Periodically Executed Health Check The members of a Load Balancer Group can be periodically polled to verify the health of the server. If the server is found to be unresponsive, it is removed from the list of actively available servers until the unresponsive server passes a health check.  masquerade off Masquerade As Group Name If you set this value, the host name presented to the server will be the name of the group instead of the name of the member being used for that specific transaction.  appl-routing off    RetrieveInfo off  WLMRetrieval use-websphere Enable Application Routing Enables application routing with a WebSphere Cluster  If set to on, the load balancer group will route to the back end cluster depending on the following conditions.  the application for which this request is targeted the application status on the back end servers Application Routing is required for Application Edition (group or atomic) rollout. If you need Application Edition support, set the Update Type to Subscribe in the WebSphere Cell object.  session-affinity Session Affinity Session Affinity Session affinity allows applications to maintain sessions with clients.  monitored-cookie    AffinityWLMOverride off  AffinityMode activeConditional Monitored Cookies Monitored Cookies The DataPower Gateway enforces session affinity when the application server attempts to establish session affinity using one of these cookie names.   Health    Session Affinity Load Balancer Group Configure the members of a virtual group  The DataPower device distributes traffic to members of a Load Balancer Group. These are back end servers and not additional DataPower devices. A Load Balancer Group lists members of a virtual server group and sets the algorithm for balancing them. Periodic health checks can be performed. Load Balancers may also be used to provide redundant LDAP server access. When created, a DataPower service can use a Load Balancer Group by associating it with an XML manager that is associated with this service. The back end destination URL is set to the name of the Load Balancer Group (example: "BackEndServers").  logging/category logging category logging   summary Comments Brief summary for user annotation.  user Type Log Category Type Type of Log Category    Log Category Configuration of custom log categories Allows for the configuration of custom log categories  networkhsm/luna luna system IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  host Host Enter the IP address or host name of the Luna HSM. The IP address or host name of the Luna HSM to store RSA keys.  server-cert  cert Encryption certificate Specify the certificate of the Luna HSM. The public key that DataPower Gateway uses to encrypt the data it sends to the Luna HSM.  option none Security option Select the security options for the Luna HSM connect. The security option for Luna HSM connection.  ott ^config:/{0,3}([^/]+)|local:/{0,3}([^/].*)   SecurityOption htl   SecurityOption htl One-time token Specify the location of the one-time token file. The location of the one-time token file. The token is required when you use host trust link (HTL) to provide an extra verification layer to secure the connection between the DataPower Gateway and the Luna HSM.               SafeNet Luna HSM SafeNet Luna Network HSM You can use a network-attached SafeNet Luna Network HSM appliance as the HSM to provide secure storage for RSA keys and accelerate RSA operations remotely. The configuration of the Luna HSM sets up the connection between the DataPower Gateway and the Luna HSM.  networkhsm/luna-ha-group luna-ha-group configuration IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  group 1 32 ^[^ ]+$ Label Specifies the label that identifies the HA group on Luna HSM. The HA group appears as one single logical partition that is identified by the label on the Luna HSM. The minimum length of the label is one character. The maximum length is 32 characters. The group name must be unique across domains.  member Members Specify the members for HA group An HA group member is an HSM partition that the DataPower Gateway can access. The first member is the primary member. The Luna HSM balances cryptographic requests from DataPower Gateway across the members in the HA group.  standby Standby members Specify the standby HSM partition. Standby members are not active for load balancing until all non-standby members fail. You must add the HSM partition as a member of the HA group before you can specify the partition as standby.        SafeNet Luna HSM HA Group An HA group on the SafeNet Luna Network HSM appliance allows you to define multiple Luna HSM partitions as a group for load balancing and failover.  networkhsm/luna-ha-settings luna-ha-settings system IDG   recovery-mode activeBasic Recovery mode The HA recovery mode Sets the HA recovery mode.  recovery-count -1 500 0 Recovery count The maximum number of recovery attempts for failed members Sets the number of recovery attempts for failed members in the Luna HA group. Enter a value in the range 0 - 500. The default value of 0 disables automatic recovery.  recovery-interval 60 1200 60 Recovery interval The interval between recovery attempts seconds Sets the interval in seconds between recovery attempts for failed members in the Luna HSM HA group. Enter a value in the range 60 - 1200. The default value is 60. SafeNet Luna HSM HA Settings Defines the high availability (HA) settings for the SafeNet Luna Network HSM HA group.  networkhsm/luna-partition luna-partition configuration IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  partition 1 32 ^[^ ]+$ Partition name Enter the partition name. Specifies the name of the partition that is assigned to the DataPower Gateway for key storage. The name identifies the partition on the Luna HSM. The minimum length of the name is 1 character. The maximum length is 32 characters.  serial 9 16 Partition serial Enter the serial number. Specifies the serial number of the Luna HSM partition.  password-alias Password alias Select the alias of the password required to access the partition. Specifies the alias of the cleartext password that is required to access the partition.  login-role co Login role The operator role to access the partition. Specifies the operator role to access the partition.        SafeNet Luna HSM Partition The SafeNet Luna Network HSM appliance stores the RSA keys in independent partitions. The configuration of the Luna HSM partition specifies the partition that the DataPower Gateway accesses in the Luna HSM.  xml/matching matching matching IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  match Rules Manage the rules in the matching rule. The rules in the matching rule.  match-with-pcre off Match with PCRE Control whether the evaluation uses shell style expressions or PCREs. Whether the evaluation uses shell style expressions or PCREs. This setting does not apply to XPath or HTTP method evaluations.  combine-with-or off Combine with Boolean OR Control whether to use Boolean OR or AND semantics during evaluation.  Whether to use Boolean OR or AND operations during evaluation.  When enabled, combine with OR semantics. Only one match must evaluate to true for success. When disabled, combine with AND semantics. All matches must evaluate to true for success.       Main Matching Rule Manage a matching rule   mpgw IDG   summary Comments Brief summary for user annotation   policy/mcf-customrule mcf-customrule mpgw IDG   rulename Rule The name of the processing rule to invoke to retrieve the value.  value Value The value to match  Enter the value to match against the value that is retrieved from the named processing rule. Enter either a string that must match the outcome of the rule or enter an asterisk (*) to match any value. When the value is a string, an identical literal string comparison result is a match. When the value is an asterisk, any value other than NULL or an empty string results in a match. Custom Rule Message Content Filter Filter based on a user created custom rule A custom message content filter calls a processing rule to retrieve a specified value. The filter value is matched to the contents of variable 'var://context/policy/mcf/RULE-NAME'  policy/mcf-httpheader mcf-httpheader mpgw IDG   location HTTP Header Name Designate the name of the http header to retrieve the value for comparison.  value Header Value The value used for comparison for a HTTP header value match. HTTP Header Message Content Filter Filter based on HTTP header Filter based on HTTP header. A specific header value is used to match the request message.  policy/mcf-httpmethod mcf-httpmethod mpgw IDG   value HTTP Method Designate an HTTP method to specify as a service provider matching criteria. HTTP Method Message Content Filter Filter based on the HTTP method Filter based on the HTTP method. The filter value is matched to the HTTP method in the request message.  policy/mcf-httpurl mcf-httpurl mpgw IDG   value URL Match Designate an expression to use to detect a URL match. HTTP URL Message Content Filter Filter based on the request URL Filter based on the request URL. The filter value is matched to the request URL.  policy/mcf-xpath mcf-xpath mpgw IDG   location XPath Expression Designate the XPath used to retrieve the value for comparison.  value XPath Value The value used for comparison for a XPath value match. XPath Message Content Filter Filter based on specific data in the message Filter based on specific data in the message. An XPath expression defines a data element to be matched in the request message. Message Content Filter Base Object Type  policy/mcfilters mcfilters webservice IDG   summary Comments Brief summary for user annotation  filter Message Content Filter Message content filters objects reference by the group Defines the group of message content filter objects.  mcfilter Message Content Filter Message content filters in the group Defines the group of message content filters.     MCF 1.2   MCF 1.1 Message Content Filters Manage a group of message content filters A Message Content Filters is a group of HTTP header-based and XPath-based filters. 
                      For HTTP header-based filters, the filter succeeds when the name and value of an HTTP header field match. For XPath-based filters, the filter succeeds when a document matches the element structure and content of the XPath expression and value.   configuration IDG   monitor/monitor-action monitor-action monitors IDG   summary Comments Brief summary for user annotation.  type notify Type Action (Control procedure) Select the action to take The default is notify.  log-priority debug Log priority Log message priority Specify the priority of the log message that is generated when a monitored message type exceeds a threshold value.  block-interval 0   Type notify Block interval The amount of time a monitor stays triggered ms Specify an optional interval during which an over-threshold message type is denied service. Meaningful only when the message is rejected due to policy or shaping queue overflow. This value is the duration of service denial in milliseconds. The default value is 0, indicates that over-threshold messages are dropped but no service denial penalty is imposed. Message Filter Action Defines the administrative action to take A message filter action defines the administrative action to take. Filters can be cautionary or stringent.  monitor/message-matching message-matching messages IDG   summary Comments Brief summary for user annotation.  ip IP Addresses Included address range Use an IP network address and prefix length to define a contiguous range of IP addresses included in this traffic definition (for example, 10.10.100.0/28 specifies IP addresses 10.10.100.0 through 10.10.100.15, and 10.10.100.19/32 specifies a single host address).  ip-exclude Excluded IP Addresses Excluded address range Use an IP network address and prefix length to define a contiguous range of IP addresses excluded from this traffic definition (for example, 10.10.100.0/28 specifies IP addresses 10.10.100.0 through 10.10.100.15, and 10.10.100.19/32 specifies a single host address).  method any HTTP Method HTTP method Select the HTTP method included in this traffic definition. The default value is any, which indicates that HTTP method is not a match criteria.  http-header HTTP Headers Included HTTP header field/values Click this tab to add match criteria for inclusive HTTP header fields to the traffic definition. The field with its corresponding value must appear in the HTTP header of the message to qualify for inclusion.  http-header-exclude Excluded HTTP Headers Excluded HTTP header field/values Click this tab to add match criteria for exclusive HTTP header field to the traffic definition. The field with its corresponding value cannot appear in the HTTP header of the message to qualify for exclusion.  request-url Request URL Included URL set Provide a literal or wildcard expression to define a URL set included in this traffic definition. The following wildcard characters are available when defining the URL set. 
                                       asterisk (*) Matches 0 or more occurrences of any character  question mark (?) Matches one occurrence of any single character  brackets ( [ ] ) Defines a character or numeric range. For example, [1-5] matches 1, 2, 3, 4, or 5, while xs[dl] matches xsd or xsl. Message Matching  Message Matching determines what messages will be monitored by any monitor that uses the Message Matching object. It is a definition of the traffic flow that is monitored. To capture all messages, set the HTTP Method field to 'any' and leave all other fields blank.   monitors IDG   summary Comments Brief summary for user annotation. A Message Monitor observes traffic that is incuded by the Message Type definition (which in turn is a collection of Message Matching objects). The Monitor measures only that traffic selected by the Measure field. On the Filters page, traffic which meets the filter criteria causes the Monitor to take the corresponding action (which is defined by a Message Filter Type object).  message-type Message Type Message type Select the message type monitored by this message-count monitor.   monitor/monitor-count monitor-count monitors IDG   measure requests Measure Increment methods Select the action that advances the counter. The default is Requests.  source all Source Aggregate/disaggregate IP addresses Select how monitoring is applied to IP addresses. This setting is meaningful only if an associated traffic definition contains and inclusive or exclusive IP address criterion. The default is All.  header X-Client-IP   source ip-from-header Header The name of the header to extract IP address The name of the HTTP header to read to determine the value of the source IP address.  filter Thresholds/Filters Click this tab to define a message-count monitor threshold and assign an action (Message Filter Action) that is taken when the threshold is reached.  distinct-sources 10000   Source each-ip ip-from-header Maximum Distinct Sources When utilizing the each-ip aggregate addressing policy the system organizes the counts per address by the addresses most recently used. When too many distinct counts have been observed, the Addresses not seen in the longest time are discarded. This parameter specifies how many distinct addresses are tracked. Message Count Monitor On-Line Help for Message-Count Monitors  monitor/monitor-duration monitor-duration monitors IDG   measure messages Measure Transaction cycle Select which portion of the transaction cycle to monitor. The default is Messages.  filter Thresholds/Filters Click this tab to define a message-duration monitor threshold and assign an action taken when the threshold is reached. Message Duration Monitor On-Line Help for Message-Duration Monitors. Duration Monitors observe the duration, or amount of time, taken to process submissions.  monitor/message-type message-type messages IDG   summary Comments Brief summary for user annotation.  message-matching Message Matchings A list of traffic definitions assigned to this message type Use the values list (a list of traffic definitions), in conjunction with the Add and Delete buttons, to add one or more traffic definitions to this message type. Click the + button to create a new traffic definition (Message Matching object). Select an object and click ... to edit it. Message Type On-Line Help for Message Types  config/mpgw-erroraction mpgw-error-action mpgw IDG   summary Comments Brief summary for user annotation.  type static Mode Error handling mode Select which mode to handle the errors and generate the responses. The default mode is "Static (Local)".  remote-url   Type redirect proxy    "NONE"  http https Remote URL Remote error page URL Specify the URL of the remote error page.  local-url   Type static    local store Local page location Local error page URL Specify the URL of the local error page.  rule   Type error-rule   Error Rule Processing rule for errors Specify the custom error rule that the appliance runs to handle errors.  status-code 100 999   Type proxy static Response Code HTTP status code Specify the HTTP status code that the appliance returns to the client. Enter a value in the range 0 - 999.  reason-phrase   Type proxy static Reason Phrase HTTP reason phrase Specify the HTTP reason phrase that the appliance returns to the client. For a proxy mode, the specified reason phrase overrides the fetched value.  header-inject   Type proxy static HTTP Header Injection HTTP header to be injected Specify the name and the value for the HTTP header that the appliance injects. Multi-Protocol Gateway Error Action Multi-Protocol Gateway Error Action Define how the Multi-Protocol gateway handles errors and generates error responses to the client.  config/mpgw-errorpolicy mpgw-error-handling mpgw IDG   summary Comments Brief summary for user annotation  match Policy Maps A list of matching rules and error actions The policy maps contain a list of error response action rules and their corresponding matching rules. When the policy evaluates the matching rules and finds a match, it runs the corresponding error response action. The policy runs the first error response action with a successful match.     Main Multi-Protocol Gateway Error Policy Multi-Protocol Gateway Error Policy Configured action to generate error responses for web requests A Multi-Protocol gateway error policy consists of one or more error actions. A service runs an error action depending on whether or not a corresponding matching rule selects the action for processing. A service can have one policy active at a time. When an error occurs in the Multi-Protocol Gateway from an HTTP or HTTPS request flow and no precedent error handler handles the error, the service calls the error policy.  mq/qmgr qmgr system IMQA   summary MQ Queue Manager MQ Queue Manager   mq/webadmin system IMQA   summary MQ Web Administration MQ Web Administration Access Policy Resource   mq/mftwebadmin system IMQA   summary MQ MFT Web Administration MQ MFT Web Administration Access Policy Resource    configuration IDG     IDG                    IDG                                                      mq-qm IDG   network/idg-mq-qm idg-mq-qm mq-qm MQ   summary Comments Brief summary for user annotation.  hostname Host name Host name or IP address with port  Specify the host name or IP address with the listening port of the IBM MQ server where the queue manager is running. If you do not specify the port, the default is 1414. The value depends on IP family.  For IPv4 
                                                      hostname:port -- For example, server1:1414 hostname(port) -- For example, server1(1414) hostname -- For example, server1 address:port -- For example, 10.10.1.2:1414 address(port) -- For example, 10.10.1.2(1414) address -- For example, 10.10.1.2 For IPv6 
                                                      hostname:port -- For example, server1:1414 hostname(port) -- For example, server1(1414) hostname -- For example, server1 [address]:port -- For example, [2202::148:248]:1414 address(port) -- For example, 2202::148:248(1414) address -- For example, 2202::148:248  queue-manager Queue manager name Name of queue manager Specify the name of the queue manager when the queue manager is not the default on the identified host.  ccsid 819 Coded character set ID Coded character set identifier (CCSID) Specify the CCSID to present to the queue manager when the DataPower Gateway connects to it. This setting has the same effect as setting the MQCCSID environment variable for an IBM MQ client. Refer to the IBM MQ Knowledge Center for more information and a list of specific CCSID values. Unless necessary, use the default value.  channel-name 20 SYSTEM.DEF.SVRCONN Channel name Name of channel connection Specify the name of the channel to use as an alternative to the default SYSTEM.DEF.SVRCONN.  mqcsp-userid 1024 ^[^ ]+$   CSPPassword  MQCSP user ID User ID value of the MQCSP connection security parameter  Specify the user ID value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the local queue manager. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, the DataPower Gateway connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the queue manager is not up.  mqcsp-password 1024   CSPPassword  MQCSP password (deprecated) Password value of the MQCSP connection security parameter  Specify the password value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the IBM MQ Queue Manager configuration. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, DataPower connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the local queue manager is not up.  mqcsp-password-alias 127    CSPUserId   CSPPassword  MQCSP password alias Password alias of the password value of the MQCSP connection security parameter  Specify the password alias of the password value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the IBM MQ Queue Manager configuration. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, DataPower connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the queue manager is not up.  heartbeat 0 999999 300 Channel heartbeat Time between heartbeat flows seconds Specify the approximate time in seconds between heartbeat flows on a channel when waiting for a message on a queue. Enter a value in the range 0 - 999999. If 0, there will not be heartbeat flows exchanged when waiting for a message on the channel. This property does not set the heartbeat on the channel. Instead, it is used to negotiate the heartbeat value with the channel. The greater of the two values is used.  maximum-message-size 1024 104857600 1048576 Maximum message size Maximum size of messages to accept bytes Specify the maximum size in bytes of allowed messages. Use a value that is equal to or greater than the MaxMsgLength attribute of the channel and of the queue on the IBM MQ server. Messages that are bigger than this size are rejected. Enter a value in the range 1024 - 104857600.  cache-timeout 0 60 Cache timeout Maximum period to retain a dynamic connection in the connection cache seconds  Specify the number of seconds that the DataPower Gateway retains (keeps alive) a dynamic connection in the connection cache. Enter a value in the range 0 - 65535. The default value is 60. Enter 0 to disable the timer. Use a value that is greater than the negotiated heartbeat interval but less than the keep alive interval.  The negotiated heartbeat interval is between the DataPower Gateway and the IBM MQ server. The channel heartbeat defines the starting value for the negotiation. The keep alive (timeout) interval is on the IBM MQ server. The 
                                                     KAINT
                                                    attribute on the IBM MQ server defines the timeout value for a channel. Not all channels have a defined, explicit keep alive interval on the IBM MQ server. Some queue managers use an automatic timeout setting when the 
                                                     KAINT
                                                    attribute set to 
                                                     AUTO
                                                    . In these cases, the keep alive interval is the negotiated heartbeat interval plus 60 seconds. When an inactive connection reaches this threshold, the DataPower Gateway removes that dynamic connection from the cache. When the cache no longer contains dynamic connections, the DataPower Gateway deletes the dynamic queue manager. Without a dynamic queue manager, there is no connection with the IBM MQ server. The cache timeout value is the only way to configure a timeout value from the DataPower Gateway to the IBM MQ server. No other configuration setting on the DataPower Gateway can time out an IBM MQ connection.  units-of-work 0 1 0 Units-of-work Whether to use units-of-work  When set to 0, the default value, the DataPower Gateway gets and puts messages with no provision for rollback. Either the operation succeeds or not. Undeliverable messages are silently discarded, which leaves higher level protocols with the responsibility to detect and retransmit lost packets When set to 1, the DataPower Gateway uses syncpoints. A syncpoint commits and rolls back each IBM MQ message, not the entire transaction. When specified, the DataPower Gateway does not remove the message that it gets from a queue until it completes its transaction using that message (such as placing the message on a server queue for processing). If the transaction fails and the message is left available on the queue, the DataPower Gateway can attempt to get the message and process it again.  automatic-backout off   UnitsOfWork 1 Automatic backout Enables automatic routing of undeliverable messages  Use the radio buttons to enable (on) or disable (off) the automatic backout of poison messages. A poison message is any message that the receiving application does not know how to process. Usually an application rolls back the get of this message, which leaves the message on the input queue. However, the backout count ( 
                                                 MQMD.Backoutcount
                                                ) is incremented. As the queue manager continues to re-get the message, the backout count continues to increase. When the backout count exceeds the backout threshold, the queue manager moves the message to the backout queue. If disabled, the poison message remains on the get queue and continues to be reprocessed by the DataPower Gateway until the queue manager that manages the get queue removes it or the DataPower Gateway reroutes the offending message. The message could be rerouted by a custom stylesheet in the request rule.  backout-threshold 1    UnitsOfWork 1  AutomaticBackout on Backout threshold Number of processing attempts  Specify the total number of processing attempts. After this number of processing attempts fails, the following actions occur.  The poison message is moved to the backout queue. The unit of work that contains this message is committed. Enter a value that is equal to or greater than 1.  backout-queue 48    UnitsOfWork 1  AutomaticBackout on Backout queue name Queue for undeliverable messages Specify the queue to contains messages that exceeded the backout threshold. This queue must be managed by the same IBM MQ Queue Manager as the defined GET queue. The backout queue, typically SYSTEM.DEAD.LETTER.QUEUE contains messages that cannot be processed or delivered.  total-connection-limit 1 10000 250 Total connection limit Total number of TCP connections Specify the total number of open TCP connections to allow. Enter a value in the range 1 - 10000. The default value is 250.  initial-connections 0 10000 1 Initial connections Number of preallocated TCP connections Specify the number of TCP connections to open immediately with the IBM MQ server. Enter a value in the range 0 - 10000. The default value is 1.  sharing-conversations 1 5000 1 Sharing conversations Maximum number of conversations to share in a TCP connection Specify the maximum number of conversations to share a single TCP/IP connection. Enter a value in the range 1 - 5000. The default value is 1.  ssl-key  cert sharedcert TLS key repository File name of the key database  Specify the location of the key database file in which keys and certificates are stored. Use this property with the TLS Cipher property to enable TLS communication when the TLS artifacts were created with IBM Global Security Kit (GSKit).  Note: To integrate with IBM MQ for z/OS, do not use these properties. Use the TLS Client Profile property. Each key database file has an associated stash file. The stash file holds encrypted passwords that allow programmatic access to the key database. The stash file must reside in the same directory as the key database file, have the same file name as the key database file, and have the 
                                                 .sth
                                                file extension. For example, if the key database file is 
                                                 MQkeys.pem
                                                or 
                                                 MQkeys.kidb
                                                , the stash file must be 
                                                 MQkeys.sth
                                                . If these file are not on the DataPower Gateway, upload or fetch them.  permit-insecure-servers off   SSLkey  Permit insecure connections Permit connections to insecure TLS servers when TLS key repository is used When using the TLS key repository, specifies whether to permit connections to IBM MQ servers that do not support RFC 5746. Such servers are vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. The default is off which means reject insecure connections during the TLS handshake.  ssl-cipher TLS cipher specification Cipher suite  Select the cipher suite for TLS communication when using a TLS key repository. The cipher suite must match the ciphers in use by the remote queue manager. Use this property with the TLS key repository property to enable TLS communication when the TLS artifacts were created with IBM Global Security Kit (GSKit).  Note: To integrate with IBM MQ for z/OS, do not use these properties. Use the TLS client profile.  ssl-cert-label 64 TLS certificate label Unique identifier of the certificate in the key database file Specify the unique identifier of the certificate in the key database file.  auto-recovery off Auto recovery mode Advanced recovery after critical error.  convert on Convert input Enable conversion of the incoming message to the default CCSI  Indicates whether the queue manager can convert input messages to a different CCSI (Coded Character Set Identifier) than the one in the incoming message. This conversion is done by the remote queue manager, not the DataPower Gateway. Click  off to disable automatic conversion of incoming messages to the CCSI established for this queue manager.  auto-retry on Automatic retry Advanced recovery after critical error  Define whether to attempt to reconnect to remote server after a connection failure. When enabled, the DataPower Gateway automatically attempt to reconnect to the remote host. This is on by default. This setting does not affect attempts to put or get messages over an established connection.  retry-interval 1 10   AutoRetry on Retry interval Specify the time interval in seconds between attempts to retry the failed connections to a remote host. seconds  Specify the time interval in seconds between attempts to retry the failed connections to a remote host. The default value is 10. This setting does not affect attempts to put or get messages over an established connection.  retry-attempts 0 6   AutoRetry on Retry attempts The number of attempts to retry the failed connections attempts  Specify the number of attempts to retry the failed connections. After the number of attempts is reached, the long interval is used. The default value is 6. When 0, the long retry interval is not used. The retry interval is used forever.  long-retry-interval 1 600   AutoRetry on Long retry interval Long retry interval before retrying the failed connections seconds  Specify the retry interval to use after the number of retry attempts is reached. The default value is 600. The long retry interval must be greater than the retry interval, or it will take no effect.  reporting-interval 1 10   AutoRetry on Reporting interval Log a connection failure as an error at this interval seconds Specify the number of seconds between the creations of log messages at the error level when failed connections are retried. This setting filters the generation of identical error messages to IBM MQ logging targets. The default value is 10.  alternate-user on Alternate user Enables ALTERNATE_USER_AUTHORITY flag  Determines whether to use the 
                                                 MQOD.AlternateUserId
                                                as the value of the  User name property. When enabled (on), uses 
                                                 MQOD.AlternateUserId
                                                . When disabled, uses 
                                                 MQMD.UserIdentifier
                                                .  local-address ^[^ ]+([(][1-9][0-9]*(,[0-9]+)?[)])?$ Local address Local address for channel  Specify the local address for outbound connections to a specific local interface and port. Supported formats are 1.1.1.1 or 1.1.1.1(1) or just (1) to tell TCP to bind to port 1 and for a range of ports use (1,10) or 1.1.1.1(1,10).  Note: If the port is set, the range must be greater than the total number of allowed connections.  polling-tolerance 10 300 10 Added polling tolerance The extra network tolerance time that is added to the polling interval of MQGET call seconds  Adds the extra network tolerance time to the polling interval of IBM MQ MQGET call  Note: Big tolerance value might impact performance if the transaction is hold to wait MQGET reply from IBM MQ server.  xml-manager default XML manager XML manager Select an XML Manager.  ssl-client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.      Summary             General configuration      Units-of-work and backout Main       Open connections       Retry behavior    Conversation sharing       Security Secure communication with the remote queue manager in one of two ways. If both, TLS client profile takes precedence. 
                                              With a TLS client profile: Specify the TLS client profile. Must use this method for IBM MQ for z/OS. With artifacts from GSKit: Specify the TLS key repository, cipher specification, and certificate label. Connections    CCSI     MQCSP IBM MQ v9+ Queue Manager In IBM MQ, distributed send and receive queues are managed by a component called a queue manager. The queue manager provides messaging services for communicating applications by periodically monitoring/polling queues, by ensuring that sent messages are directed to the correct receive queue, or that messages are routed to another queue manager. This queue manager object corresponds to a queue manager that is running on an IBM MQ server in your network. These properties enable communication between the DataPower Gateway and the queue manager on the remote IBM MQ server.  network/idg-mq-qm-group idg-mq-qm-group mq-qm MQ   summary Comments Brief summary for user annotation.  primary Primary queue manager The queue manager to serve as the primary queue manager Specify the queue manager to serve as the primary queue manager for this group. All connections for this group go to the designated queue manager. If the primary queue manager becomes unavailable, a backup queue manager is selected.  backup Backup queue managers The queue managers to serve as backup queue managers Specify one or more queue managers to provide redundancy if the primary queue manager becomes unavailable. IBM MQ v9+ Queue Manager Group Configuration of an IBM MQ v9+ queue manager group  An IBM MQ queue manager group enables automatic failover between queue managers when a queue manager becomes unavailable. When you define multiple backup queue managers, the first active queue manager in the group replaces the primary queue manager. You can configure the queue manager to work with the multi-instance feature in the IBM MQ server. Connect the primary queue manager to one of the instances of a queue manager in the IBM MQ server, and the backup queue manager to the other instance. All connections for the queue manager group go to the queue manager connected to the active instance. If the active instance in the IBM MQ server fails, the queue manager connected to the standby instance automatically takes over all the data and logs from the queue manager connected to the original active instance. Base IBM MQ v9+ Queue Manager    IDG                                                                        mq-qm IDG   network/mq-qm mq-qm mq-qm MQ   summary Comments Brief summary for user annotation.  hostname Host name Host name or IP address with port  Specify the host name or IP address with the listening port of the IBM MQ server where the queue manager is running. If you do not specify the port, the default is 1414. The value depends on IP family.  For IPv4 
                                                      hostname:port -- For example, server1:1414 hostname(port) -- For example, server1(1414) hostname -- For example, server1 address:port -- For example, 10.10.1.2:1414 address(port) -- For example, 10.10.1.2(1414) address -- For example, 10.10.1.2 For IPv6 
                                                      hostname:port -- For example, server1:1414 hostname(port) -- For example, server1(1414) hostname -- For example, server1 [address]:port -- For example, [2202::148:248]:1414 address(port) -- For example, 2202::148:248(1414) address -- For example, 2202::148:248  queue-manager Queue manager name Name of queue manager Specify the name of the queue manager when the queue manager is not the default on the identified host.  ccsid 819 Coded character set ID Coded character set identifier (CCSID) Specify the CCSID to present to the queue manager when the DataPower Gateway connects to it. This setting has the same effect as setting the MQCCSID environment variable for an IBM MQ client. Refer to the IBM MQ Knowledge Center for more information and a list of specific CCSID values. Unless necessary, use the default value.  channel-name 20 SYSTEM.DEF.SVRCONN Channel name Name of channel connection Specify the name of the channel to use as an alternative to the default SYSTEM.DEF.SVRCONN.  mqcsp-userid 1024 ^[^ ]+$   CSPPassword  MQCSP user ID User ID value of the MQCSP connection security parameter  Specify the user ID value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the local queue manager. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, the DataPower Gateway connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the queue manager is not up.  mqcsp-password 1024   CSPPassword  MQCSP password (deprecated) Password value of the MQCSP connection security parameter  Specify the password value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the IBM MQ Queue Manager configuration. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, DataPower connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the local queue manager is not up.  mqcsp-password-alias 127    CSPUserId   CSPPassword  MQCSP password alias Password alias of the password value of the MQCSP connection security parameter  Specify the password alias of the password value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the IBM MQ Queue Manager configuration. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, DataPower connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the queue manager is not up.  heartbeat 0 999999 300 Channel heartbeat Time between heartbeat flows seconds Specify the approximate time in seconds between heartbeat flows on a channel when waiting for a message on a queue. Enter a value in the range 0 - 999999. If 0, there will not be heartbeat flows exchanged when waiting for a message on the channel. This property does not set the heartbeat on the channel. Instead, it is used to negotiate the heartbeat value with the channel. The greater of the two values is used.  username 12 ^[^ ]+$ User name Name that identifies this client Specify the plaintext string to send to the server for identifying the client.  maximum-message-size 1024 104857600 1048576 Maximum message size Maximum size of messages to accept bytes Specify the maximum size in bytes of allowed messages. Use a value that is equal to or greater than the MaxMsgLength attribute of the channel and of the queue on the IBM MQ server. Messages that are bigger than this size are rejected. Enter a value in the range 1024 - 104857600.  cache-timeout 0 60 Cache timeout Maximum period to retain a dynamic connection in the connection cache seconds  Specify the number of seconds that the DataPower Gateway retains (keeps alive) a dynamic connection in the connection cache. Enter a value in the range 0 - 65535. The default value is 60. Enter a value of 0 to indicate that connections in the cache do not time out. Use a value that is greater than the negotiated heartbeat interval but less than the keep alive interval.  The negotiated heartbeat interval is between the DataPower Gateway and the IBM MQ server. The channel heartbeat defines the starting value for the negotiation. The keep alive (timeout) interval is on the IBM MQ server. The 
                                                     KAINT
                                                    attribute on the IBM MQ server defines the timeout value for a channel. Not all channels have a defined, explicit keep alive interval on the IBM MQ server. Some queue managers use an automatic timeout setting when the 
                                                     KAINT
                                                    attribute set to 
                                                     AUTO
                                                    . In these cases, the keep alive interval is the negotiated heartbeat interval plus 60 seconds. When an inactive connection reaches this threshold, the DataPower Gateway removes that dynamic connection from the cache. When the cache no longer contains dynamic connections, the DataPower Gateway deletes the dynamic queue manager. Without a dynamic queue manager, there is no connection with the IBM MQ server. The cache timeout value is the only way to configure a timeout value from the DataPower Gateway to the IBM MQ server. No other configuration setting on the DataPower Gateway can time out an IBM MQ connection.  units-of-work 0 0 Units-of-work Whether to use units-of-work  When set to 0, the default value, the DataPower Gateway gets and puts messages with no provision for rollback. Either the operation succeeds or not. Undeliverable messages are silently discarded, which leaves higher level protocols with the responsibility to detect and retransmit lost packets When set to 1, the DataPower Gateway uses syncpoints. A syncpoint commits and rolls back each IBM MQ message, not the entire transaction. When specified, the DataPower Gateway does not remove the message that it gets from a queue until it completes its transaction using that message (such as placing the message on a server queue for processing). If the transaction fails and the message is left available on the queue, the DataPower Gateway can attempt to get the message and process it again.  Note: Only the values 0 or 1 are valid.  automatic-backout off   UnitsOfWork 1 Automatic backout Enables automatic routing of undeliverable messages  Use the radio buttons to enable (on) or disable (off) the automatic backout of poison messages. A poison message is any message that the receiving application does not know how to process. Usually an application rolls back the get of this message, which leaves the message on the input queue. However, the backout count ( 
                                                 MQMD.Backoutcount
                                                ) is incremented. As the queue manager continues to re-get the message, the backout count continues to increase. When the backout count exceeds the backout threshold, the queue manager moves the message to the backout queue. If disabled, the poison message remains on the get queue and continues to be reprocessed by the DataPower Gateway until the queue manager that manages the get queue removes it or the DataPower Gateway reroutes the offending message. The message could be rerouted by a custom stylesheet in the request rule.  backout-threshold 1    UnitsOfWork 1  AutomaticBackout on Backout threshold Number of processing attempts  Specify the total number of processing attempts. After this number of processing attempts fails, the following actions occur.  The poison message is moved to the backout queue. The unit of work that contains this message is committed. Enter a value that is equal to or greater than 1.  backout-queue 48    UnitsOfWork 1  AutomaticBackout on Backout queue name Queue for undeliverable messages Specify the queue to contains messages that exceeded the backout threshold. This queue must be managed by the same IBM MQ Queue Manager as the defined GET queue. The backout queue, typically SYSTEM.DEAD.LETTER.QUEUE contains messages that cannot be processed or delivered.  total-connection-limit 1 10000 250 Total connection limit Total number of TCP connections Specify the total number of open TCP connections to allow. Enter a value in the range 1 - 10000. The default value is 250.  initial-connections 0 10000 1 Initial connections Number of preallocated TCP connections Specify the number of TCP connections to open immediately with the IBM MQ server. Enter a value in the range 0 - 10000. The default value is 1.  sharing-conversations 0 5000 0 Sharing conversations Maximum number of conversations to share in a TCP connection  Specify the maximum number of conversations to share a single TCP/IP connection. Enter a value in the range 0 - 5000. The default value is 0. To enable conversation sharing, enter a value that is greater than 1. A value of 0 or 1 disables conversation sharing.  share-single-conversation off   SharingConversations 1 Share single conversation Use a single shared conversation Specifies whether to enable conversation sharing between the DataPower Gateway and the IBM MQ server when the number of shared conversations is 1.  ssl-key  cert sharedcert TLS key repository File name of the key database  Specify the location of the key database file in which keys and certificates are stored. Use this property with the TLS Cipher property to enable TLS communication when the TLS artifacts were created with IBM Global Security Kit (GSKit).  Note: To integrate with IBM MQ for z/OS, do not use these properties. Use the TLS Client Profile property. Each key database file has an associated stash file. The stash file holds encrypted passwords that allow programmatic access to the key database. The stash file must reside in the same directory as the key database file, have the same file name as the key database file, and have the 
                                                 .sth
                                                file extension. For example, if the key database file is 
                                                 MQkeys.pem
                                                or 
                                                 MQkeys.kidb
                                                , the stash file must be 
                                                 MQkeys.sth
                                                . If these file are not on the DataPower Gateway, upload or fetch them.  permit-insecure-servers off   SSLkey  Permit insecure connections Permit connections to insecure TLS servers when TLS key repository is used When using the TLS key repository, specifies whether to permit connections to IBM MQ servers that do not support RFC 5746. Such servers are vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. The default is off which means reject insecure connections during the TLS handshake.  permit-ssl-v3 off Permit SSL v3 When using TLS key repository, specifies whether to allow SSL v3 cipher to be used. The default is off which means no SSL v3 Cipher allowed.  ssl-cipher TLS cipher specification Cipher suite  Select the cipher suite for TLS communication when using a TLS key repository. The cipher suite must match the ciphers in use by the remote queue manager. Use this property with the TLS key repository property to enable TLS communication when the TLS artifacts were created with IBM Global Security Kit (GSKit).  Note: To integrate with IBM MQ for z/OS, do not use these properties. Use the TLS client profile.  ssl   SSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile.  Select a TLS proxy profile. The following table maps the relationship between the TLS cipher specification property and the setting required on the crypto profile of the TLS proxy profile that is assigned to the local queue manager. Use this information when configuring the TLS proxy profile to communicate with the IBM MQ server.   IBM MQ TLS Ccipher TLS cipher specification TLS options  NULL_MD5 NULL-MD5 OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  NULL_SHA NULL-SHA OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  RC4_MD5_US RC4-MD5 OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  RC4_SHA_US RC4-SHA OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  TRIPLE_DES_SHA_US DES-CBC3-SHA OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  TLS_RSA_WITH_AES_128_CBC_SHA AES128-SHA OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1d1+Disable-TLSv1d2  TLS_RSA_WITH_AES_256_CBC_SHA AES256-SHA OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1d1+Disable-TLSv1d2  AES_SHA_US AES128-SHA OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1d1+Disable-TLSv1d2  TLS_RSA_WITH_NULL_SHA256 NULL-SHA256 OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1+Disable-TLSv1d1  TLS_RSA_WITH_AES_128_CBC_SHA256 AES128-SHA256 OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1+Disable-TLSv1d1  TLS_RSA_WITH_AES_256_CBC_SHA256 AES256-SHA256 OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1+Disable-TLSv1d1  auto-recovery off Auto recovery mode Advanced recovery after critical error.  convert on Convert input Enable conversion of the incoming message to the default CCSI  Indicates whether the queue manager can convert input messages to a different CCSI (Coded Character Set Identifier) than the one in the incoming message. This conversion is done by the remote queue manager, not the DataPower Gateway. Click  off to disable automatic conversion of incoming messages to the CCSI established for this queue manager.  auto-retry on Automatic retry Advanced recovery after critical error  Define whether to attempt to reconnect to remote server after a connection failure. When enabled, the DataPower Gateway automatically attempt to reconnect to the remote host. This is on by default. This setting does not affect attempts to put or get messages over an established connection.  retry-interval 1 10   AutoRetry on Retry interval Specify the time interval in seconds between attempts to retry the failed connections to a remote host. seconds  Specify the time interval in seconds between attempts to retry the failed connections to a remote host. The default value is 10. This setting does not affect attempts to put or get messages over an established connection.  retry-attempts 0 6   AutoRetry on Retry attempts The number of attempts to retry the failed connections attempts  Specify the number of attempts to retry the failed connections. After the number of attempts is reached, the long interval is used. The default value is 6. When 0, the long retry interval is not used. The retry interval is used forever.  long-retry-interval 1 600   AutoRetry on Long retry interval Long retry interval before retrying the failed connections seconds  Specify the retry interval to use after the number of retry attempts is reached. The default value is 600. The long retry interval must be greater than the retry interval, or it will take no effect.  reporting-interval 1 10   AutoRetry on Reporting interval Log a connection failure as an error at this interval seconds Specify the number of seconds between the creations of log messages at the error level when failed connections are retried. This setting filters the generation of identical error messages to IBM MQ logging targets. The default value is 10.  alternate-user on Alternate user Enables ALTERNATE_USER_AUTHORITY flag  Determines whether to use the 
                                                 MQOD.AlternateUserId
                                                as the value of the  User name property. When enabled (on), uses 
                                                 MQOD.AlternateUserId
                                                . When disabled, uses 
                                                 MQMD.UserIdentifier
                                                .  local-address ^[^ ]+([(][1-9][0-9]*(,[0-9]+)?[)])?$ Local address Local address for channel  Specify the local address for outbound connections to a specific local interface and port. Supported formats are 1.1.1.1 or 1.1.1.1(1) or just (1) to tell TCP to bind to port 1 and for a range of ports use (1,10) or 1.1.1.1(1,10).  Note: If the port is set, the range must be greater than the total number of allowed connections.  polling-tolerance 10 300 10 Added polling tolerance The extra network tolerance time that is added to the polling interval of MQGET call seconds  Adds the extra network tolerance time to the polling interval of IBM MQ MQGET call  Note: Big tolerance value might impact performance if the transaction is hold to wait MQGET reply from IBM MQ server.  xml-manager default XML manager XML manager Select an XML Manager.  API gateway API gateway Used internally API gateway when an API assembly uses an MQ URL Opener.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.      Summary              General configuration      Units-of-work and backout Main       Open connections       Retry behavior    Conversation sharing         Security Secure communication with the remote queue manager in one of two ways. If both, TLS client profile takes precedence. 
                                              With a TLS client profile: Specify the TLS client profile. Must use this method for IBM MQ for z/OS. With artifacts from GSKit: Specify the TLS key repository and cipher specification. Connections    CCSI     MQCSP IBM MQ Queue Manager In IBM MQ, distributed send and receive queues are managed by a component called a queue manager. The queue manager provides messaging services for communicating applications by periodically monitoring/polling queues, by ensuring that sent messages are directed to the correct receive queue, or that messages are routed to another queue manager. This queue manager object corresponds to a queue manager that is running on an IBM MQ server in your network. These properties enable communication between the DataPower Gateway and the queue manager on the remote IBM MQ server.  network/mq-qm-group mq-qm-group mq-qm MQ   summary Comments Brief summary for user annotation.  primary Primary queue manager The queue manager to serve as the primary queue manager Specify the queue manager to serve as the primary queue manager for this group. All connections for this group go to the designated queue manager. If the primary queue manager becomes unavailable, a backup queue manager is selected.  backup Backup queue managers The queue managers to serve as backup queue managers Specify one or more queue managers to provide redundancy if the primary queue manager becomes unavailable. IBM MQ Queue Manager Group Configuration of an IBM MQ queue manager group  An IBM MQ queue manager group enables automatic failover between queue managers when a queue manager becomes unavailable. When you define multiple backup queue managers, the first active queue manager in the group replaces the primary queue manager. You can configure the queue manager to work with the multi-instance feature in the IBM MQ server. Connect the primary queue manager to one of the instances of a queue manager in the IBM MQ server, and the backup queue manager to the other instance. All connections for the queue manager group go to the queue manager connected to the active instance. If the active instance in the IBM MQ server fails, the queue manager connected to the standby instance automatically takes over all the data and logs from the queue manager connected to the original active instance. Base IBM MQ Queue Manager  xml/mtom mtom configuration IDG   summary Comments Brief summary for user annotation.  mode MTOM Mode MTOM Mode Specify the optimization mode. 
                             The encode option optimizes (serializes) input messages. For serialization, provide an XPath expression or a list of XPath expressions to identify the content to extract. Optionally, per XPath expression, exercise control over the Content Type and Content ID values. These two values can be determined automatically using the xmlmime:contentType declaration and namespace declaration. The decode option decodes (deserializes) attachment parts of an optimized message. Deserialization, by default, reassembles the original infoset, which results in either a SOAP document or MIME document depending on whether all attachments were referenced by <Include/> elements. Optionally, you can specify a Content ID to select individual attachment parts to reassemble.  include-content-type on Include Content Type Include Content Type Attribute  Select whether to include the xmlmine:contentType declaration in output messages when the input message does not contain this declaration. If the input message contains this declaration, the MTOM policy passes through the attribute regardless of the setting for this property.  Select "on", the default value, to add the contentType declaration to the output message. Select "off" to not add the contentType declaration to the output message.  rule MTOM Rules MTOM Rules Each MTOM rule describes which message elements to optimize. A single XPath expression selects one or more elements for optimization. MTOM Policy MTOM Policy An MTOM policy provides a mechanism for optimizing the transmission and wire format of an XML/SOAP message. Optimization is performed by selecting elements with base64-encoded character data. The selected elements are decoded and attached as MIME attachment parts before transmission. Decoding before transmission reduces the overhead that is associated with base64-encoded data.  webapp/name-value-profile webapp-gnvc mpgw IDG   summary Comments Brief summary for user annotation.  max-attributes 1 256 Maximum Count Maximum Number of Name/Value Pairs The maximum number of name value pairs allowed in a single entity (header, cookie set, body, and so forth).  max-aggregate-size 1 128000 Total Size Maximum total size of name value submission bytes The lengths of all the names and values in a single entity (header, cookie set, body, query string, and so forth) in aggregate must not exceed this property.  max-name-size 1 512 Maximum Name Length Maximum length of an individual name bytes The maximum size of a name attribute used in this profile.  max-value-size 1 1024 Maximum Value Length Maximum length of an individual value bytes The maximum size of a value attribute used in this profile.  validation Validation List Validations Specification List Each pair submitted to this profile consults this validation list, looking for the first regular expression match of the name against the name expression in the list. When that is found, the corresponding value constraint is matched against the value portion of the name-value pair. If that does not match, the policy applies the 'fixup' attribute to the submitted value. That may result in no change, the pair being removed, an error being generated, or the value being mapped to a known constant.  unvalidated-fixup-policy strip No Match Policy Policy for names that are in validation list Select the action to taken when no matching entry in the validation list is found. The default is Strip.  unvalidated-fixup-map   DefaultFixup set No Match Map Value Map unmatched value to this constant An value that does not have a matching entry in the validation list is changed to this value if the no match policy is 'set'.  unvalidated-xss-check off No Match XSS Policy Check the value for Cross Site Scripting signatures on values without a validation entry This property allows the value to be checked for Cross Site Scripting (XSS) signatures. These signatures are malicious attempts to input client-side script as the input to a web application. If this client-side script is later displayed in a browser, the script executes and can perform malicious activities. Enable this feature to filter input for malicious content that might get stored and displayed again later, such as the contents of a comment form. The check looks for invalid characters and various forms of the term <script that is often used to engage JavaScript on a browser without the user knowing.  unvalidated-xss-patternsfile store:///XSS-Patterns.xml   DefaultXSS on   DefaultXSS on  local store XSS (Cross Site Scripting) Protection Patterns File XSS (Cross Site Scripting) Protection Patterns File Specifies the patterns file that will be used by the XSS filter when No Match XSS is selected. The default file, store:///XSS-Patterns.xml, checks for invalid characters and various forms of the term <script. Specify a custom XML patterns file with PCRE patterns to be used by the XSS filter. Name-Value Profile Validation Criteria for Name-Value pairs Many HTTP things are expressed as name value pairs. These include HTTP headers, cookie values, url-encoded query strings, and url-encoded request messages. This profile provides a mechanism for what kinds of names are expected and for each kind of name what properties should be enforced on the corresponding values. When a name-value pair is not validated successfully that may generate an error, the pair might be stripped from the transaction, or the value may be mapped to another default value.   network   network/dns dns network   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  search-domain Search domains Manage the list of search domains. A list of domain names to use as the search criteria to resolve partial host names.  name-server DNS servers Manage the list of DNS servers. The list of DNS servers to contact to resolve host names. If you define multiple servers, ensure that the sequence to contact the servers is your preferred order. Manage the list of DNS servers. If you define multiple servers, ensure that the sequence to contact the servers is your preferred order. To change the sequence, use the up and down arrows to move a server to the wanted position.  static-host Static hosts Manage the static host name to IP address map. A map of host names to host IP addresses that do not use DNS resolution. Because the local resolver uses a cache, Static hosts do not improve performance.  ip-preference IP preference Set the preferred IP version. The preferred IP version to resolve host names. When a host name resolves to both IPv4 and IPv6 addresses, this setting determines which version to use.  force-ip-preference off Force IP preference Indicate whether to restrict DNS queries to the preferred IP version. Whether to restrict DNS queries to the preferred IP version to resolve host names. You want to force the IP preference except when both IPv4 and IPv6 addresses are in use. When not forced, the appliance resolves each host name by querying A and AAAA records and waiting for both responses or a timeout. Waiting for the response or timeout for both records can introduce unnecessary latency in DNS resolution.  load-balance first-alive Load balancing algorithm Set the load balancing algorithm. The load balancing algorithm to use to resolve host names. The default algorithm is first-alive.  retries 0 2   LoadBalanceAlgorithm first-alive   LoadBalanceAlgorithm first-alive Attempts Set the maximum number of resolution attempts. For the first alive algorithm, the maximum number of times to send a query to the list of name servers before an error is returned. By default, an unacknowledged resolution request is attempted 3 times.  timeout 5   LoadBalanceAlgorithm first-alive   LoadBalanceAlgorithm first-alive Timeout Set the response timer. Seconds For the first alive algorithm, the time that the resolver waits for a response from a DNS server. After expiry, the resolver attempts the query to a different DNS server. The default value is 5.            Main   Flush DNS Cache DNS Settings Configure DNS client Configure the DNS name resolution service  network/host-alias host-alias network   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  ip-address IP address Enter the local IP address that corresponds to the alias. The local IP address that corresponds to the alias.     Host Alias Host aliases allow services that bind to a particular local IP address to use the alias for the binding. A host alias is a map between a local IP address to a local alias. The host alias is resolved like a static host entry. Host aliases provide a level of abstraction between concrete network addresses and configuration. You can use host aliases where you can define local IP addresses. Host aliases ease the export and migration of service among DataPower appliances. The alias is exported, but the alias map is not. If the alias is defined on the destination system, the alias resolves to the IP address that is defined on the destination system.  network/network network network  container software   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  block-traffic on Block nonmanagement traffic for invalid interface configuration Indicate whether to block nonmanagement traffic for invalid interface configuration.  When at least one network interface has an invalid configuration, whether to block nonmanagement traffic or allow all network traffic.  When enabled, nonmanagement traffic is blocked. When disabled, all network traffic is allowed. In a production environment, always enable this property to support only management traffic over Telnet, SSH, web management interfaces (GUIs), and the XML management interface. Until you correct the problem, client requests cannot be accepted and processed.  icmp-disable Disable ICMP Indicate which ICMP replies to disable. Which Internet Control Message Protocol (ICMP) requests to disable the generation of ICMP reply messages.  ecn-disable off Disable ECN Indicate whether to disable ECN TCP indication. Whether to disable the generation of ECN-capable TCP sessions. By default, TCP sessions are ECN enabled.  destination-routing off Enable destination-based routing Indicate how the route is determined to return the response to the originating client.  How the route is determined to return the response to the originating client. The route to return the response is the outbound packet. The originating client is the destination of the outbound packet.  When enabled, interface selection is based on the best path to the client, irrespective of the service or receiving interface. The best path is determined by static routes that are bound to the available interfaces. 
                                              Note: Destination-based routing is for compatibility with an earlier version only. Enable destination-based routing only if an upgrade disables existing connectivity. When disabled, the default, interface selection is based on the interface that is bound to the address of the service that generated the response. 
                                              If the service is bound to a single address, responses are routed through the interface that is assigned to that address. If the service is bound to multiple addresses, responses are routed through the receiving interface instead of the interface for the service that generated the response.  relax-interface-isolation on Relax interface isolation Indicate whether to allow packets from a wrong interface when both interfaces are on the same subnet. Whether to relax the restriction on interface isolation. As a security policy, the interface that receives a packet must be configured with the IP address that is the destination address of the packet. Enabling this option relaxes that restriction. The packet is allowed if the interface it arrives on contains an IP address in the same subnet as the destination address of the packet. Relax interface isolation when destination-routing is enabled.  disable-interface-isolation off Disable interface isolation Indicate whether to allow packets from one interface that are destined for a service on another interface. Whether to allow interface isolation. By default, an interface refuses to accept a packet other than the one bound to the destination address of the packet. As a security policy, the interface that receives a packet must be configured with the IP address that is the destination address of the packet. Enabling interface isolation relaxes the restriction.  tcp-retries 1 32 5 TCP attempts Set the number of times to send a failed TCP SYN request. The number of times the local system attempts to send a TCP SYN that receives no response. Enter a value in the range 1 - 32. The default value is 5.  arp-retries 1 64 8 ARP attempts Set the number of times to attempt a failed ARP request. The number of times to attempt a failed ARP request. Enter a value in the range 1 - 64. The default value is 8.  arp-interval 500 5000 500 ARP attempt interval Set the interval between ARP attempts. Milliseconds The interval to wait before the next attempt for a failed ARP request. Enter a value in the range 500 - 5000. The default value is 500.  tcp-segmentation-offload on NONTRANSLATABLE - TCP segmentation offload on Ethernet NONTRANSLATABLE - Whether Ethernet devices perform TCP segmentation offload NONTRANSLATABLE - Control whether Ethernet devices perform TCP segmentation offload (TSO). By default, all of the Ethernet device drivers and chips are allowed to perform TSO. This Ethernet chip feature improves performance on large TCP writes to the network. On rare occasions, this feature might interact poorly on a deployed network by causing link layer resets. This option allows disabling TSO on all Ethernet interfaces. Disable this only if customer support has diagnosed that you are encountering this problem. After re-enabling TSO, a restart is required for the change to take effect.  reverse-path-filtering off Enable reverse path filtering Indicate whether to ignore incoming packets with a source address that the interface cannot route.  Whether incoming packets with a source address that cannot be routed by that interface are accepted and processed.  When enabled, the interface ignores incoming packets with a source address that it cannot route. When disabled, the interface accepts and processes incoming packets with a source address that it cannot route.  tcp-window-scale on Enable TCP window scaling Indicate whether to enable TCP window scaling. Whether to enable TCP window scaling. Window scaling allows the negotiation of window sizes greater than 64 KB. Disabling this option might help to work around TCP systems that do not understand or misinterpret window scaling.  mac-takeover off NONTRANSLATABLE - Standby control MAC takeover NONTRANSLATABLE - Whether to use virtual MAC address takeover  NONTRANSLATABLE - Control, in the event of a standby control group takeover, whether to use virtual MAC address takeover. This option is relevant for appliances that are members of a standby control group. When enabled, a standby control takeover moves the group-defined virtual MAC address to the newly active appliance. When disabled, all standby control groups use ARP takeover.  Attention: Do not use this option for any appliance that is active in a standby group. Before DataPower version 4.0.2, only virtual MAC address takeover is available. Therefore, MAC address takeover must be enabled for compatibility with earlier versions. For new deployments, the default is preferred because it does not require that the network support rapid spanning tree, and takeovers can occur more quickly. However, when MAC address takeover is disabled, stations on the local network must permit and honor gratuitous ARP for a standby control takeover to be effective.  ephemeral-port-range 10000 32768 10000 Starting ephemeral port Set the starting port for the ephemeral port range. The starting port of the ephemeral port range. The system can use ephemeral ports in the range 10000 - 61000 to send data over TCP and UDP. You can define a subset of ephemeral ports to not be ephemeral ports. These ports are ephemeral ports in the range 10000 - 32768. The system always has control of the ephemeral ports in the range 32769 - 61000.                Main Network Settings Configure network settings. Configure system-wide network settings.  network/ntp-service ntp-service network  container software   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  mode on NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  remote-server   mAdminState enabled NTP server Enter the host name or IP address of the NTP server. The host name or IP address of an NTP server. If you define multiple servers, ensure that the sequence to contact the servers is your preferred order.  refresh-interval 60 86400 900   mAdminState enabled Refresh interval Modify the interval between clock synchronizations. Seconds The interval between clock synchronizations. Enter a value in the range 60 - 86400. The default value is 900.  Local time, last applied Current local time when last applied. The current local time when last applied. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page.  timeout 750 3000 750   mAdminState enabled Timeout Modify the timeout for a response from an NTP server. Milliseconds The time to wait for a response from an NTP server before trying the next server in the list. Enter a value in the range 750 - 3000. The default value is 750. NTP Service Configure NTP settings Configure remote NTP (Network Time Protocol) server. This allows the automatic synchronization of the system clock.  network/nfs-client nfs-client system   summary Comments Brief summary for user annotation.  mount-refresh-time 1 1000 10 Mount Refresh Time Time between NFS mount revalidations. seconds The status of each NFS mount is checked at this interval. This is done to quickly detect NFS servers that are down, so that there will not be application-level NFS timeouts waiting for them. This is also how often they are checked when they are down, trying to bring them back up. NFS Client Settings NFS Client Settings Use this page to configure global NFS client parameters. This is the global configuration for enabling NFS.  network/nfs-dynamic-mounts nfs-dynamic-mounts file-management IDG   summary Comments Brief summary for user annotation.  version 2 4 3 NFS Version Preferred NFS protocol version for dynamic NFS mounts. Preferred NFS protocol version for dynamic NFS mounts. If the Version is 3, but the server only implements Version 2, the client will fall back to Version 2. But if the Version is 4, there is no fallback, since the remote export paths are not the same.  transport tcp   Version 4 Transport Protocol Starting transport protocol Transport protocol to start with for dynamic NFS mounts. If TCP is selected and it is not available on the NFS server, UDP will be used instead. When NFS version 4 is selected, this option is ignored and always defaults to TCP.  mount-type hard Mount Type Type of NFS mount to use Select the type of NFS mount to use. The default behavior is to use NFS hard mounts, which is generally the appropriate behavior.  read-only off Read-Only Allow only file reads on dynamic NFS mounts.  rsize 1024 32768 4096 Read Size Size of read operations for dynamic NFS mounts. bytes  wsize 1024 32768 4096 Write Size Size of write operations for dynamic NFS mounts. bytes  timeo 1 600 7 Retransmission Timeout Time until first retransmission is sent on an RPC timeout, for dynamic NFS mounts. tenths of seconds  retrans 1 60 3 Maximum Retransmissions Number of minor RPC timeouts and retransmissions until major timeout, for dynamic NFS mounts.  inactivity-timeout 900 Inactivity Timeout How many seconds an dynamic NFS mount will be left mounted with no file activity until it gets unmounted. Setting it to 0 disables automatic unmounting. seconds  mount-timeout 10 240 30 Mount Timeout How many seconds the system will attempt to retry a dynamic NFS mount until it gives up, and causes the related file open(s) to fail. seconds NFS Dynamic Mounts NFS Dynamic Mounts Use this page to configure the parameters of dynamic NFS mounts for dpnfs: URL fetches. These mounts support access via URLs of the form dpnfs://hostname/path/file, causing the directory hostname:/path to be automatically mounted by NFS. It remains mounted until it times out for inactivity.  network/nfs-static-mount nfs-static-mount file-management   summary Comments Brief summary for user annotation.  remote ^[^:/]+:/[^/]*(/[^/]+)*$ Remote NFS Export Exported NFS file system to mount. Specifies remote NFS-exported filesystem to mount. In the form host:/path, where host is the DNS name or IP address of the NFS server, and path is the path exported by the host to mount.  local-filesystem-access off Local Filesystem Access Allow local filesystem access through folder nfs-name:. If enabled, makes the NFS mount available for filesystem access through the command line interface, under the folder name nfs- 
                             mountName
                            , where 
                             mountName
                            is the name of this mount.  version 2 4 3 NFS Version Preferred version of NFS protocol to use. Preferred NFS protocol version for this mount. If the Version is 3, but the server only implements Version 2, the client will fall back to Version 2. But if the Version is 4, there is no fallback, since the remote export paths are not the same.  transport tcp   Version 4 Transport Protocol Starting transport protocol Select the transport protocol to start with. For NFS versions 2 and 3, if TCP is selected and it is not available on the NFS server, UDP will be used instead. When NFS version 4 is selected, this option is ignored and always defaults to TCP.  mount-type hard Mount Type Type of NFS mount to use Select the type of NFS mount to use. The default behavior is to use NFS hard mounts, which is generally the appropriate behavior.  read-only off Read-Only Allow only file reads on this mount.  rsize 1024 32768 4096 Read Size Size of NFS read operations. bytes  wsize 1024 32768 4096 Write Size Size of NFS write operations. bytes  timeo 1 600 7 Retransmission Timeout Time until first retransmission on RPC timeout. tenths of seconds  retrans 1 60 3 Maximum Retransmissions Number of minor RPC timeouts and retransmissions until major timeout. NFS Static Mounts NFS Static Mounts Use this page to create a static NFS mount, for URL or filesystem access. These mounts will be kept mounted whenever their application domain is up.  config/oauth-provider oauth-provider-settings configuration IDG   summary Comments A brief descriptive summary for the configuration Enter a descriptive summary for the configuration.  enable-debug-mode off Enable debug headers Whether to enable debug mode to put security error details in response headers When you use a validation endpoint, specifies whether to enable debug mode. In debug mode, security error details are sent in the 
                             x-apic-debug-oauth-error
                            and 
                             x-apic-debug-oauth-error-desc
                            response headers.  provider-type Provider type The type of the provider Specifies the type of the OAuth provider.  scopes-allowed Allowed scopes The scopes that the access token is valid to access Specifies the scopes that the access token is valid to access. To specify multiple scopes, use a space between each scope. The order of scopes does not matter. Scopes ensure that the granted access token is valid to access only specific protected resources.  default-scopes   ProviderType third_party Default scopes The default scopes to apply when the request does not contain a scope  Specifies the default scopes to apply when the request does not contain a scope. To specify multiple scopes, use a space between each scope. The order of scopes does not matter. The default scopes must be a subset of the allowed scopes that are defined by the API security OAuth requirement configuration. When no default scope is defined and the request does not contain a scope, an invalid scope error is returned for the request. Scopes ensure that the granted access token is valid to access only specific protected resources.  supported-grant-types Supported grant types Supported methods to grant authorization Specifies the supported grant types where each grant type defines a method to grant authorization to client applications.  supported-client-types   ProviderType native   Supported client types Types of client who can obtain access tokens Specifies the supported client types that are authorized to obtain an access token.  apic-provider-base-path /   ProviderType native   Provider base path Base path URL for the OAuth provider API When the provider type is API Connect, specifies the base path on which the OAuth provider API is served. The default base path is 
                             /
                            .  apic-authorize-endpoint /oauth2/authorize   ProviderType native   Authorization endpoint URL to the authorization endpoint When the provider is API Connect, specifies the endpoint where the client application obtains authorization grant. The default authorization endpoint is 
                             /oauth2/authorize
                            .  apic-token-endpoint /oauth2/token   ProviderType native   Token endpoint URL to the token endpoint When the provider is API Connect, specifies the endpoint where the client application exchanges an authorization grant for an access token. The default token endpoint is 
                             /oauth2/token
                            .  apic-enable-introspection off   ProviderType native Enable token introspection Whether to enable introspection of access tokens When the OAuth provider is API Connect, specifies whether to enable the introspection of access tokens. When enabled, authorized protected resources can introspect the access token to determine the metadata for making appropriate authorization decisions. By default, token introspection is disabled.  apic-introspect-endpoint /oauth2/introspect    ProviderType native  APICEnableIntrospection on   Introspection endpoint URL to the introspection endpoint When the provider is API Connect, specifies the endpoint through which the token introspection operation is accomplished. The default introspection endpoint is 
                             /oauth2/introspect
                            .  apic-enable-revocation off   ProviderType native Enable token revocation When to enable token revocation When the OAuth provider is API Connect, specifies whether to enable the revocation of access tokens. When enabled, users can revoke the access token when they change their mind and decide that they do not want the client application to continue to have access to their resources. By default, token revocation is disabled.  apic-revocation-endpoint /oauth2/revocation    ProviderType native  APICEnableRevocation on   Revocation endpoint URL to the revocation endpoint When the provider is API Connect, specifies the endpoint through which the token revocation is accomplished. The default revocation endpoint is 
                             /oauth2/revocation
                            .  apic-token-secret   ProviderType native   Token secret The secret of the token When the provider is API Connect, specifies the secret of the generated token.  apic-enable-one-time-use-access-token off   ProviderType native   One-time use access token Whether to enable the one-time use of an access token When the OAuth provider is API Connect, controls whether to set access tokens to one-time use.  apic-access-token-ttl 1 63244800 3600   ProviderType native   Access token TTL The lifetime for the access token Seconds When the provider is API Connect, specifies the time that an access token remains valid in seconds. The default value is 3600.  apic-auth-code-ttl 1 600 300    ProviderType native  SupportedGrantTypes access_code   Authorization code TTL The lifetime for the authorization code Seconds When the provider is API Connect, specifies the time that an authorization code remains valid in seconds. The default value is 300.  apic-enable-refresh-token off   ProviderType native Enable refresh tokens Whether to enable the use of refresh tokens When the OAuth provider is API Connect, controls whether to enable issuing refresh tokens. Refresh tokens are issued to the client. Refresh tokens are used to obtain a new access token when the current access token becomes invalid or expires or are used to obtain additional access tokens with identical or narrower scope. By default, this setting is disabled.  apic-enable-one-time-use-refresh-token on    ProviderType native  APICEnableRefreshToken on One-time use refresh token Whether to disable the one-time use of a refresh token When the OAuth provider is API Connect, controls whether a refresh tokens is one-time use. 
                              When enabled, the refresh token is one-time use. This setting is the default value. When disabled, the refresh token can be reused until it expires or is revoked.  apic-refresh-token-limit 1 4096 10   APICOneTimeUseRefreshtoken on    ProviderType native  APICOneTimeUseRefreshtoken off APIC refresh token count The maximum number of refresh tokens allowed Specifies the number of refresh tokens allowed to be generated. The default value is 10.  apic-refresh-token-ttl 2 252979200 5400    ProviderType native  APICEnableRefreshToken on   Refresh token TTL The lifetime for the refresh token Seconds When the provider is API Connect and the refresh token is enabled, specifies the time that a refresh token remains valid in seconds. The default value is 5400.  apic-maximum-consent-ttl 0 2529792000 0    APICEnableRefreshToken on  ProviderType native Consent TTL The lifetime for the consent When the provider is API Connect, specifies the time that a consent remains valid in seconds. The default value is 0 which disables maximum consent.  advanced-scope-validation-enabled off Enable advanced scope validation Whether to enable advanced scope validation Indicates whether to enable advanced scope validation that you can use to provide additional scope checking.  advanced-scope-url-from-security off   AdvScopeValidationEnabled on Use URL from API Security Definition Whether to use the URL from the API Security Definition or from the OAuth Provider Settings Indicates whether to use the URL from the API Security Definition or from the OAuth Provider Settings.  advanced-scope-url    AdvancedScopeURLOverride off  AdvScopeValidationEnabled on   AdvScopeValidationEnabled on Advanced scope URL Advanced scope URL to send updated scope for validation Adds the ability to send scope information to an external endpoint where the given scope is verified. The property is required when advanced scope validation is enabled.  advanced-scope-tls-profile   AdvScopeValidationEnabled on TLS profile to access advanced scope URL TLS client profile to secure the HTTPS connection to the advanced scope URL When the advanced scope URL uses the HTTPS protocol, specifies the TLS client profile to secure the connection.  advanced-scope-request-query empty   AdvScopeValidationEnabled on Request query Custom query to set for the advanced scope validation request Adds ability to send customized query parameters in the advanced scope validation step. Context variables must be replaced with a string.  advanced-scope-url-security-enabled off   AdvScopeValidationEnabled on Enable advanced scope endpoint security Whether to enable security on the advanced scope endpoint Indicates whether to secure connections to the advanced scope endpoint.  advanced-scope-url-security basic-auth    AdvScopeURLSecurityEnabled on  AdvScopeValidationEnabled on Advanced scope endpoint security How to secure the advanced scope endpoint Specifies how to secure connections to the advanced scope endpoint.  advanced-scope-basic-auth-username    AdvScopeValidationEnabled on  AdvScopeURLSecurityEnabled on  AdvScopeURLSecurity basic-auth Basic authentication user name User name for authentication When the security type is basic authorization header, specifies the user name for authentication.  advanced-scope-basic-auth-password-alias    AdvScopeValidationEnabled on  AdvScopeURLSecurityEnabled on  AdvScopeURLSecurity basic-auth Basic authentication password Password for authentication When the security type is basic authorization header, specifies the password for authentication.  advanced-scope-basic-auth-headername    AdvScopeValidationEnabled on  AdvScopeURLSecurityEnabled on  AdvScopeURLSecurity basic-auth Basic authentication header name Header name to use for sending encoded or non-encoded authentication string in the header When the security type is basic authorization header, specifies the header name to use in the 
                             curl
                            command when you want to append encoded or non-encoded authentication string in the header. For example, 
                             x-basic-authorization-header
                            .  advanced-scope-request-headers   AdvScopeValidationEnabled on Request headers Custom headers to send with the advanced scope validation request Adds ability to send additional headers in the advanced scope validation step. Use a regular expression match to include headers from the initial request.  advanced-scope-response-contexts   AdvScopeValidationEnabled on Response context variables Custom context variables that can be selected with the advanced scope validation request Adds ability to save headers in the advanced scope validation step as context variables. Use a regular expression to include headers from the advanced scope endpoint response.  apic-enable-oidc on    ProviderType native   SupportedGrantTypes access_code  SupportedGrantTypes implicit Enable OIDC Whether to enable OIDC for authentication When the OAuth provider is API Connect, specifies whether to enable OIDC to verify the identity of the user. When enabled, the client application verifies the identity of the user based on the requirement of an OIDC provider before requesting access to client resources. By default, OIDC token generation is enabled. OIDC is only available for Implicit and Authorization Code grant types.  apic-oidc-hybrid-response-types    ProviderType native   SupportedGrantTypes access_code  SupportedGrantTypes implicit  APICEnableOIDC on OIDC Hybrid Flow Response Types Which artifacts are supported with the OIDC Hybrid Flow When the OAuth provider is API Connect, specifies which OIDC Hybrid Flow artifacts can be returned from the authorization endpoint.  apic-support-pkce on    ProviderType native  SupportedGrantTypes access_code Support PKCE Whether application will support PKCE When the grant type is Authorization code, indicates whether the application should enforce PKCE if provided by the client. For more information, see RFC 7636.  apic-require-pkce off    ProviderType native  SupportedGrantTypes access_code  APICSupportPKCE on Require PKCE Whether application must enforce PKCE When the grant type is Authorization code, indicates whether the application must enforce PKCE. For more information, see RFC 7636.  apic-support-pkce-plain off    ProviderType native  SupportedGrantTypes access_code  APICSupportPKCE on Support PKCE 'plain' challenge method Whether to support the PKCE 'plain' code challenge transform method When the grant type is Authorization code, indicates whether to support the PKCE 
                             plain
                            code challenge transform method. For more information, see RFC 7636.  apic-token-type-to-generate   ProviderType native Type of token to generate The type of access token to generate When the provider is API Connect, specifies the type of access token to generate.  metadata-from   ProviderType native Obtain metadata from Where to obtain custom metadata When the provider is API Connect, specifies where to obtain custom metadata of the access tokens.  metadata-url    ProviderType native  MetadataFrom external_url   External metadata URL The URL to a remote server where to obtain the metadata, which can contain context variables When the provider is API Connect, specifies the URL to a remote server where the custom metadata is stored. The value can include one or more runtime context variables in the 
                             $(variable)
                            format.  metadata-ssl-profile    ProviderType native  MetadataFrom external_url TLS profile to access metadata URL TLS client profile to secure the HTTPS connection to a remote metadata provider When the external metadata URL uses the HTTPS protocol, specifies the TLS client profile to secure the connection.  mdheader-for-accesstoken X-API-OAuth-Metadata-For-AccessToken    ProviderType native  MetadataFrom authentication_url external_url Response header for access token Response header for access token Specifies which value, among the response header values that the authentication or metadata URL returns, to place in the access token.  mdheader-for-payload X-API-OAuth-Metadata-For-Payload    ProviderType native  MetadataFrom authentication_url external_url Response header for payload Response header for payload Specifies which value, among the response header values that the authentication or metadata URL returns, to place in the response payload.  external-revocation-enabled off   ProviderType native External management service Whether to make use of an external management service Indicates whether to enable the use of an external service for token management decisions.  external-revocation-url    ProviderType native  EnableTokenManagement on  TokenManagerType external   External management URL URL to an external management endpoint, which can include context variables Specifies an external endpoint through which the token management is accomplished. The value can include one or more runtime context variables in the 
                             $(variable)
                            format.  external-revocation-ssl-profile    ProviderType native  EnableTokenManagement on  TokenManagerType external External management TLS client profile TLS client profile to secure connection to the external management service Specifies the client profile to use for TLS connection to the external management service.  external-revocation-url-security basic-auth    ProviderType native  EnableTokenManagement on  TokenManagerType external External management security How the external management endpoint is secured When the native OAuth provider uses an external management service, specifies how to secure connections to the service endpoint.  external-revocation-basic-auth-username    ProviderType native  EnableTokenManagement on  TokenManagerType external  ExternalRevocationURLSecurity basic-auth Basic authentication user name User name for authentication When the security type is basic authorization header, specifies the user name for authentication.  external-revocation-basic-auth-password-alias    ProviderType native  EnableTokenManagement on  TokenManagerType external  ExternalRevocationURLSecurity basic-auth Basic authentication password Password for authentication When the security type is basic authorization header, specifies the password for authentication.  external-revocation-basic-auth-headername    ProviderType native  EnableTokenManagement on  TokenManagerType external  ExternalRevocationURLSecurity basic-auth Basic authentication header name Header name to use for sending encoded or non-encoded authentication string in the header When the native OAuth provider uses an external management service, specifies the header name to use in the 
                             curl
                            command when you want to append encoded or non-encoded authentication string in the header. For example, 
                             x-external-basic-authorization-header
                            .  external-revocation-custom-headername-format    ProviderType native  EnableTokenManagement on  TokenManagerType external Custom header pattern Pattern of header names to use for sending additional information in the header When the native OAuth provider uses an external management service, this specifies the pattern of header names to include from the original message. For example, 
                             x-external-management-*
                            .  external-revocation-cache-type NoCache    ProviderType native  EnableTokenManagement on  TokenManagerType external Cache type How to cache external management service responses When the native OAuth provider uses an external management service, controls how to cache management responses.  external-revocation-cache-ttl 900    ProviderType native  EnableTokenManagement on  TokenManagerType external  ExternalRevocationCacheType TimeToLive Time to live The validity period for external management service responses in the cache Seconds Sets the validity period in seconds for external management service responses in the cache. The default value is 900.  external-revocation-protocol-format JSON    ProviderType native  EnableTokenManagement on  TokenManagerType external Protocol format The data format in communication with the external management service Specifies the format for the data passed in communication with the external management service. The default is JSON.  external-revocation-fail-on-error on    ProviderType native  EnableTokenManagement on  TokenManagerType external Fail on error Indicates whether to stop processing if connection to external management service fails Whether to stop processing if external management query fails. If failed, stops the token generation or use and returns an error.  enable-token-management on   ProviderType third_party Enable token management Specify if security token details should be managed and stored Enabling token management for security token details provides the ability to create one-time use tokens, prevent AZ code reuse, and support allow listing through the use of the token manager.  token-manager-type native    EnableTokenManagement off  ProviderType third_party Token manager type Token manager type Specifies the token manager type to manage and store security token details.  api-security-token-manager default    EnableTokenManagement on  TokenManagerType native  ProviderType native   API security token manager The security token manager The security token manager that stores security token details. This property is read-only.  apic-app-revoke-enable off    EnableTokenManagement on  TokenManagerType native  ProviderType native   Application revocation Enable revocation by application Enabling application revocation will allow the application to revoke the consent provided before the token expires.  apic-app-revoke-endpoint /oauth2/revoke    EnableApplicationRevocation on  EnableTokenManagement on  TokenManagerType native  ProviderType native   Application revocation endpoint The application revocation endpoint The endpoint that will process application revocations.  apic-owner-revoke-enable off    EnableTokenManagement on  TokenManagerType native  ProviderType native   Resource owner revocation Enable revocation by resource owner Enabling resource owner revocation will allow the resource owner to revoke the consent provided before the token expires.  apic-owner-revoke-endpoint /oauth2/issued    EnableOwnerRevocation on  EnableTokenManagement on  TokenManagerType native  ProviderType native   Resource owner revocation endpoint The resource owner revocation endpoint The endpoint that will process resource owner revocations.  token-management-url    EnableTokenManagement on  TokenManagerType external   -unused- -not used- -never used-  token-validation-requirement   ProviderType third_party   Token validation requirement Requirement to indicate when a token is valid When checking responses from the third-party endpoint, specify the requirement that must be satisfied to prove that a token is valid.  third-party-az-url   ProviderType third_party Authorization endpoint URL to the authorization endpoint When the OAuth provider type is third-party, specifies the endpoint where the client application obtains authorization grant.  third-party-token-url   ProviderType third_party Token endpoint URL to the token endpoint When the OAuth provider type is third-party, specifies the endpoint where the client application exchanges an authorization grant for an access token.  third-party-introspect-url   ProviderType third_party   Introspection endpoint URL to the introspection endpoint, which can include context variables When the OAuth provider type is third-party, specifies the endpoint through which the token introspection operation is accomplished. The value can include one or more runtime context variables in the 
                             $(variable)
                            format.  third-party-introspect-cache-type NoCache   ProviderType third_party   Cache type How to cache third-party provider responses When the OAuth provider type is third-party, controls whether to cache successful responses on the gateway, and for how long.  third-party-introspect-cache-ttl 900    ProviderType third_party  ThirdPartyIntrospectCacheType TimeToLive   Time to live The validity period for third party provider responses in the cache Seconds Sets the validity period in seconds for third-party provider responses in the cache. The default value is 900.  third-party-authorization-header-pass-thru off   ProviderType native Retain Authorization header Controls whether to retain the Authorization header for a bearer token When the OAuth provider type is third-party, whether to retain or remove the 
                             Authorization
                            header for a bearer token. The default behavior is to remove this header.  third-party-introspect-url-security basic-auth   ProviderType native Introspection endpoint security How to secure the introspection endpoint When the OAuth provider type is third-party, specifies how to secure connections to the introspection endpoint.  third-party-introspect-basic-auth-username    ProviderType third_party  ThirdPartyIntrospectURLSecurity basic-auth Basic authentication user name User name for authentication When the security type is basic authorization header, specifies the user name for authentication.  third-party-introspect-basic-auth-password-alias    ProviderType third_party  ThirdPartyIntrospectURLSecurity basic-auth Basic authentication password Password for authentication When the security type is basic authorization header, specifies the password for authentication.  third-party-introspect-basic-auth-headername    ProviderType third_party  ThirdPartyIntrospectURLSecurity basic-auth Basic authentication header name Header name to use for sending encoded or non-encoded authentication string in the header When the OAuth provider type is third-party and the security type is basic authorization header, specifies the header name to use in the 
                             curl
                            command when you want to append encoded or non-encoded authentication string in the header. For example, 
                             x-introspect-basic-authorization-header
                            .  third-party-introspect-custom-headername-format   ProviderType third_party Custom header pattern Pattern of header name to use for sending additional information in the header When the OAuth provider type is third-party, specifies the pattern of header name to use in the 
                             curl
                            command when you want to append additional information in the header. For example, 
                             x-introspect-*
                            .  third-party-introspect-ssl-profile   ProviderType native TLS client profile TLS client profile to secure connection to a remote endpoint Specifies the client profile to use for TLS connection.          General               Third-party provider    OpenID Connect (OIDC)     Proof Key for Code Exchange (PKCE)                    Token management   Debug mode Main         Endpoints            Tokens              Advanced scope        Metadata External URLs OAuth Provider Settings Configure and manage the provider of OAuth tokens  An OAuth provider settings configuration defines how a client application is authorized to access resources on behalf of the resource owner.  network/odr-group odr network AppOpt   summary Comments Descriptive summary for the configuration Enter a descriptive summary for the configuration.  odr-server-name dp_set ODR routing rules server name Name of the ODR routing rules server  Enter the name of the ODR routing rules server that is used to determine whether routing rules are delivered to the DataPower Gateway. If the DataPower Gateway is not using routing rules, you can use any server name. You must define the 
                                 RoutingRulesConnectorClusterName
                                custom property to set the name of the ODR connector group from which routing rules are accepted. The web server name is configured in on one of the following ways. 
                                  In a Liberty Collective, defined as an attribute of the 
                                     routingRules
                                    element. In a WebSphere cell as the value of the 
                                     serverName
                                    parameter of 
                                     WebServerRoutingRule
                                    command.  odr-connector-groups Connector groups Connector groups Define one ODR connector group for each WebSphere cell or Liberty Collective. Each connector group establishes the communications with an Intelligent management service. The DataPower Gateway retrieves topology information, application information, routing rules, and other information over the connectors in the connector group.  odr-custom-properties Custom properties Custom property name-value strings to connect to Liberty Collective or WebSphere cell  Defines custom property name-value strings to connect to Liberty Collective or WebSphere cell to define which ODR connection group accepts routing rules.  The scheme that the DataPower ODR feature uses to connect to WebSphere Application Server does not apply to Liberty Collective. For any HTTP or HTTPS request to connect to Liberty Collective, you must define the 
                                     profileType
                                    property. 
                                      Set the  Name to 
                                         profileType
                                        . Set the  Value to 
                                         Liberty
                                        . To set the name of the ODR connector group from which routing rules are accepted, you must define the 
                                     RoutingRulesConnectorClusterName
                                    property. The following example shows setting the 
                                     liberty-collective-node03
                                    connector group as the group that accepts routing rules. 
                                      Set the  Name to 
                                         RoutingRulesConnectorClusterName
                                        . Set the  Value to 
                                         liberty-collective-node03
                                        . Beyond these situations, use custom properties only when directed by IBM Support. On Demand Router On Demand Router  Specifies an on demand router (ODR). The ODR feature acts as a collection of load balancer groups that distribute traffic to various clusters within a WebSphere cell or Liberty Collective. If multiple ODR connector groups are defined, the ODR distributes traffic to any of the clusters. The ODR feature on the DataPower Gateway supports a subset of On Demand Router in Intelligent Management.  network/odr-connector-group odr-connector-group network AppOpt   summary Comments Contains a brief summary for user annotation.  odr-connector ODR connectors Define the ODR connectors that are used to retrieve ODR information The ODR connectors that are used to retrieve ODR information. An ODR connector defines a connection to the Intelligent Management service. The DataPower Gateway retrieves topology, weights, session affinity, and other information from the WebSphere cell over the connection. If multiple connectors are configured, the top most connection is tried first, followed by the second, and so on. After a connection is established, other endpoints might be retrieved and used if the configured connector endpoint is down. You must define at least one connector in an ODR connector group but cannot define more than 16 connectors.  ssl   SSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Sets the TLS proxy profile with the cryptographic profiles to secure connections.  max-retry-interval 1 120 60 Maximum retry interval Set the time to wait before attempting to reestablish a connection to the Intelligent Management service seconds The time to wait before attempting to reestablish a connection to the Intelligent Management Service. Enter a value in the range 1 - 120. The default value is 60.  xml-manager default XML manager Set the XML manager to use when processing transactions with the Intelligent management service The XML manager to use when processing transactions with the Intelligent management service.  odr-conn-group-properties Custom properties Define the custom properties that are associated with the ODR connector group The custom properties that are associated with the ODR connector group.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.          Main ODR Connector Group Collection of on demand router connectors A collection of on demand router (ODR) connectors used to communicate with the Intelligent Management service.  config/operation-rate-limit api-operation-rate-limit configuration IDG   summary Comments Enter a brief descriptive summary for the API Operation Rate Limit configuration. A descriptive summary for the API Operation Rate Limit Action configuration.  operation API operation Name of the API operation Specifies the name of the API operation.  rate-limit Rate limit Rate limit scheme Specifies the rate limit scheme for the API operation. This setting overrides the rate limit scheme setting of the plan.    Summary      Main API Operation Rate Limit Configure the operation-specific rate limit scheme An API Operation Rate Limit configuration defines the operation-specific rate limit scheme. By default, the rate limit scheme setting for the plan applies to all operations in the associated APIs. However, you can define a different rate limit scheme for an operation.  parse/parse-settings parse-settings configuration IDG   summary Comments Enter a descriptive summary for the settings. A descriptive summary for the settings  document-type detect Document type Type of document to parse Specifies the type of document to parse. By default, the document type is automatically detected.  document-size 0 5368709121 4194304 Maximum document size Maximum document size that the parse action accepts bytes Specifies the maximum document size in bytes that the parse action accepts. This setting provides threat protection by enforcing the maximum document size. Enter a value in the range 0 - 5368709121. The default value is 4194304. A document is rejected when its size exceeds the maximum size. A value of 0 indicates an unlimited document size. When you set the value to 0, the action result does not return the document size. This setting is applicable to binary, JSON, XML, or GraphQL input documents.  nesting-depth 0 4096 512 Maximum nesting depth Maximum nesting depth of the XML, JSON, or GraphQL message that the parse action accepts  Specifies the maximum level of nested element depth in an XML, JSON, or GraphQL message that the parse action accepts. This setting provides threat protection by enforcing limits in the message. 
                                  For XML, it is the maximum level of element depth. For JSON, it is the maximum number of nested label-value pairs, the maximum number of nested arrays, or the maximum number of combination of label-value pairs and arrays. For GraphQL, the nesting depth specifies the maximum level of nested selection sets. Enter a value in the range 0 - 4096. The default value is 512. A document is rejected when its nesting depth exceeds the maximum depth. A value of 0 indicates unlimited nesting depth. When you set the value to 0, the action result does not return the nesting depth of a document.  width 0 65535 4096 Maximum width Maximum width of a payload that the parse action accepts  Specifies the maximum width of a payload that the parse action accepts. This constraint is relevant only when the input document is XML, JSON, or GraphQL. 
                                  When the input document is XML, this property specifies: 
                                      The maximum number of attributes on an element The maximum number of child elements for an element When the input document is JSON, this property specifies: 
                                      The maximum number of properties on a JSON object The maximum number of JSON items in a JSON array When the input document is GraphQL, this property specifies the maximum number of selections in a selection set. Enter a value in the range 0 - 65535. The default value is 4096. The document is rejected when its width exceeds the maximum width. A value of 0 indicates unlimited width. When you set the value to 0, the action result does not return the width of the document.  name-length 0 8192 256 Maximum name length Maximum name length that the parse action accepts bytes  Specifies the maximum name length in bytes that the parse action accepts. This constraint is relevant only when the input document is XML, JSON, or GraphQL. 
                                  For XML, it is the length of the name portion of a tag. For JSON, it is the length of the label portion of the JSON label-value pair. For GraphQL, it is the length of the identifiers, including field names and directive names. The length includes any white space that is contained between tags in XML or quotation marks in JSON. Enter a value in the range 0 - 8192. The default value is 256. A document is rejected when its name length exceeds the maximum length. A value of 0 indicates unlimited name length. When you set the value to 0, the action result does not return the name length of a document.  value-length 0 5368709121 8192 Maximum value length Maximum value length that the parse action accepts bytes  Specify the maximum value length in bytes that the parse action accepts. This constraint is relevant only when the input document is XML, JSON, or GraphQL. 
                                  For XML, it is the length of an attribute or the length of a text value. For JSON, it is the length of a string value. For GraphQL, it is the number of bytes in any string from which GraphQL is composed. The length includes any white space that is contained between tags in XML or quotation marks in JSON. Enter a value in the range 0 - 5368709121. The default value is 8192. A document is rejected when its value length exceeds the maximum length. A value of 0 indicates unlimited value length. When you set the value to 0, the action result does not return the value length of a document.  unique-prefixes 0 262143 1024 Maximum number of unique prefixes Maximum number of unique prefixes that the parse action accepts Specifies the maximum number of unique XML namespace prefixes in a document that the parse action accepts. This limit counts multiple prefixes defined for the same namespace, but does not count multiple namespaces defined in different parts of the input document under a single prefix. Enter a value in the range 0 - 262143. The default value is 1024. A document is rejected when the number of unique prefixes in the document exceeds the maximum number. A value of 0 indicates an unlimited number of unique prefixes. When you set the value to 0, the action result does not return the number of unique prefixes in a document.  unique-namespaces 0 65535 1024 Maximum number of unique namespaces Maximum number of unique namespaces that the parse action accepts Specifies the maximum number of unique XML namespace URIs that the parse action accepts. This limit counts all XML namespaces, regardless of how many prefixes are used to declare them. Enter a value in the range 0 - 65535. The default value is 1024. A document is rejected when the number of unique namespaces in the document exceeds the maximum number. A value of 0 indicates an unlimited number of unique namespaces. When you set the value to 0, the action result does not return the number of unique namespaces in a document.  unique-names 0 1048575 1024 Maximum number of unique names Maximum number of unique names that the parse action accepts  Specify the maximum number of unique names that the parse action accepts. 
                                  For XML, it is the number of unique XML local names. For JSON, it is the number of unique JSON labels. Enter a value in the range 0 - 1048575. The default value is 1024. A document is rejected when the number of unique names in the document exceeds the maximum number. A value of 0 indicates an unlimited number of unique names. When you set the value to 0, the action result does not return the number of unique names in a document.  number-length 0 256 128 Maximum number length Maximum number length that the parse action accepts bytes The maximum number length limits the number of bytes in the value portion of a label-value pair when the value is a number. The number must be a contiguous string of bytes that contain no white space. The number can include a minus sign and a positive or negative exponent. Enter a value in the range 0 - 256. The default value is 128. A document is rejected when the number length in the document exceeds the maximum length. A value of 0 indicates unlimited number length. When you set the value to 0, the action result does not return the number length in a document.     General         Common    XML   JSON Main Parse Settings Configure parse settings Specifies the constraints for parsing the document. The set constraints overwrite the parser limits that are specified in the XML Manager.  config/password-alias password-alias configuration   summary Comments Enter a descriptive summary for the configuration. Enter a descriptive summary for the configuration.  password 127 Password Enter the plaintext password to alias. Enter the plaintext password to alias.  password-encrypted 512           Password Map Alias Manage the mapping of aliases to passwords  The Password Map Alias provides the mapping of an alias to a plaintext password. The alias is a publicly known reference that is included in configuration files and exports. With an alias you keep the real password secret because the plaintext value for the password is stored in an encrypted file. The password for the alias cannot be viewed or accessed by anyone. Only the appliance can extract the password that it uses internally. No passwords that are aliased are written to configuration files. The mapping of aliases to passwords is not part of a backup or export operation, but it is part of the secure backup-restore operations.  config/password-map password-alias-map configuration   pair Password Aliases Alias-to-password entry that links an alias to a password The alias-to-password entry that links an alias to a password.     Main Password Map Configure Password Map  The Password Map, also known as a password-to-alias map, provides the mapping of aliases to passwords. The alias is a publicly known reference that is included in configuration files and exports. With an alias you keep the real password secret because the plaintext value for the password is stored in an encrypted file. The password for the alias cannot be viewed or accessed by anyone. Only the appliance can extract the password that it uses internally. No passwords in a map are written to configuration files. The password-to-alias map is not part of a backup or export operation, but it is part of the secure backup-restore operations.  config/pattern pattern configuration IDG   name ^.{0,128}$ Pattern name Pattern name Brief summary of the Pattern. Specify the name of the pattern that is displayed in the user interface.  description Documentation Brief summary for user annotation Specifies the user annotation of the pattern. The documentation for the pattern in html or plain text, which appears on the Pattern browser.  createDate Created on Time of creation Indicates when the pattern is created.  modifyDate Last Modified on Time of last modification Indicates when the pattern is last modified.  author Author User id of the pattern author Indicates the user ID of the pattern author.  owner Owner Owner of the pattern Indicates which person or entity owns this pattern. Person or entity that owns the pattern.  category Category Category of the pattern Specifies which category the pattern belongs to. Specify which category the pattern belongs to. Select an existing category or enter a new category.  version Version Version of the pattern A version is a string that can be any combination of any characters. Specify the version of the pattern. A version is a string that can be any combination of any characters.  tags Keywords Keywords of the pattern Specifies the keywords that are associated with the pattern. A pattern can have multiple keywords. Specify the keywords to associate with the pattern. A pattern can have multiple keywords. To add a keyword, press Enter or Space after you enter the keyword.  deployment-policy Deployment Policy Deployment policy of the pattern Specifies the policy that is enforced when deploying the pattern.  pov POVs Points of variability   pov-category POV categories    pov-var POV variables    shared-obj Shared Objects    export-file Exemplar service export file    exemplar-class Source service class    exemplar-instance Source service name    target-role deployer Target Role    exemplar-services Additional source services    predefined off Pre-defined    complex-pov Complex PoV   Pattern Pattern configuration Patterns simplify service creation by enabling you to create services from reusing predefined configurations with minimum customized inputs.  network/peer-group peer-group config-management IDG   summary Comments Brief summary for user annotation.  type slm Type Type of peer group The type of peer group that exchange data.  url URL URL of peer  The URL of each peer in the 
                                 protocol://address:port
                                format for an Ethernet interface or a VLAN interface. For unicast peering, peers exchange SLM data over the XML management interface as SOAP over HTTPS. Multicast peering shares the initial SLM state using SOAP over HTTPS; the data transfers are done using multicast. The default port for the XML Management Interface is 5550. If this port is changed on any peer, the URL must reflect the correct port. When defining the collection of peers, include all peers, including the local appliance.  ip-multicast   Type slm-multicast   IP Multicast IP Multicast An IP Multicast object that handles the underlying transmission of packets used for data exchange between the peers.  update-interval 1 10000 10   Type slm-multicast   Update Interval Update Interval ms The time interval in milliseconds that data is transmitted between the peers. Peer Group Peer Group A collection of appliances that automatically update each other with real time data of the types selected. For example, members in the group exchange data to allow the enforcement of a policy across the collection.  policy/policy-attachments policy-attachments webservice IDG   summary Comments Brief summary for user annotation.  enforcement-mode enforce Policy Enforcement Mode How to ensure that messages meet security requirements Enforcement Mode defines how the service uses WS-Policy to ensure that messages meet security requirements. The default behavior is enforce.  policy-references Policy References Controls WSDL-defined policy references. Enable policies attached to WSDL using PolicyURI attributes and PolicyReference elements. These attachments are sometimes called XML element attachments. If 'off', all PolicyURI attributes and PolicyReference elements are ignored and only external policies are enforced.  ignore-attachment-point   PolicyReferences off Ignore Embedded Policy Disables an external policy for a service or port. Disable all policies attached by policy references at a configured attachment point leaving other policy references intact.  external-policy External Policy Associates an external policy with a service or port. Associate an external policy with a service.  sla-enforcement-mode allow-if-no-sla SLA Enforcement Mode Controls the application of SLA Policies to transactions. SLA Enforcement Mode controls the application of SLA Policies to transactions. Transactions are either allowed or rejected based on whether an SLA rule is applied to the transaction. Policy Attachment WS-Policy Internal and External Policy Attachment Create and configure ws-policy attachments for WSDLs  policy/policy-parameters policy-parameters webservice IDG   summary Comments Brief summary for user annotation.  parameter Policy Parameter A key-value pair. The key specifies a policy parameter in a policy mapping stylesheet formatted {policy-domain-ns}key. Policy Parameters WS-Policy Parameter Bindings Configuration to persist the values of ws-policy parameters.  cloud/product-insights-obsolete system IDG   summary Comments   host example.ibm.com Service host    ssl-cert Service host certificate    credentials xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx Service credentials    http-proxy HTTP proxy server    http-proxy-userid HTTP proxy user ID    http-proxy-password-alias HTTP proxy password alias    Product Insights (OBSOLETE)    monitor/quota-enforcement-action quota-enforcement-action webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Action method Action method. Action method  error   Method reject Error code Error code Error code  url    Method redirect  Method post    Method redirect  Method post URL URL URL  email   Method notify   Method notify E-mail E-mail. E-mail  data   Method post Data Data Data Quota Enforcement Action Quota enforcement action. Quota enforcement action  monitor/quota-enforcement-algorithm quota-enforcement-algorithm webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Algorithm method Algorithm method Algorithm method  quota    Method above-request-rate  Method above-request-size    Method above-request-rate  Method above-request-size Quota Quota Quota  interval    Method above-request-rate  Method above-request-size    Method above-request-rate  Method above-request-size Interval Interval Interval  maximum   Method above-request-rate Maximum quota Maximum quota Maximum quota Quota Enforcement Algorithm Quota enforcement algorithm. Quota enforcement algorithm  monitor/quota-enforcement-group quota-enforcement-group webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Group method Group method Group method  key Group key Group key Group key  value Group value Group value Group value Quota Enforcement Group Class Quota enforcement Group class. Quota enforcement group class  monitor/quota-enforcement-match quota-enforcement-match webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Match method Match method Match method  type Match type Match type Match type  key Match key Match key Match key  value Match value Match value Match value Quota Enforcement Match Class Quota enforcement match class. Quota enforcement match class.   webservice IDG   monitor/quota-enforcement-policy quota-enforcement-policy webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  match Match with    group Group by    quota Policy quota    schedule Policy schedule    action Policy action   Quota Enforcement Policy Quota enforcement policy. Quota enforcement policy.  monitor/quota-enforcement-policy-group quota-enforcement-policy-group webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  policy Policy   Quota Enforcement Policy Group Quota enforcement policy group.  Quota enforcement policy group. Quota Enforcement Policy  monitor/quota-enforcement-schedule quota-enforcement-schedule webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Schedule method Schedule method Schedule method  date    Method starting-at  Method ending-at    Method starting-at  Method ending-at Date Date Date  start   Method during   Method during Start Start Start  end   Method during   Method during End End End Quota Enforcement Schedule Quota enforcement schedule Quota enforcement schedule  system/quota-enforcement-server quota-enforcement-server system IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  password-alias Password alias The password alias to secure the data store Specifies the password alias to secure the data store. If not specified, a system default is used.  raid-volume Data storage location Whether data storage is persisted on the RAID volume or is in-memory.  Specifies whether data storage is persistent or in-memory. 
                                  For persistent storage, select the RAID volume that must be 
                                     raid0
                                    . For in-memory storage, do not select the RAID volume.  server-port 16379 Server port Server port of the quota enforcement server Indicates the listening port used by the GatewayScript module to communicate with the quota enforcement server. The default port value is 16379.  monitor-port 26379 Monitor port Monitor port of the quota enforcement server Indicates the listening port for operational state monitoring for the quota enforcement server. The default port is 26379.  enable-peer-group off Peer group mode Whether to enable the peer group mode Indicates whether the DataPower Gateway is enabled to work in peer group mode. By default, peer group mode is disabled, which indicates that the DataPower Gateway works in standalone mode.  enable-ssl on   EnablePeerGroup off Enable TLS Whether to enable the TLS to secure connection Indicates whether TLS is used to secure connection among the peers of the peer group. By default, the TLS is enabled.  ssl-key    EnablePeerGroup on  EnableSSL on    EnablePeerGroup off  EnableSSL off Crypto key Private key alias Indicates the key alias for the DataPower Gateway to authenticate a peer of the DataPower Gateway during the TLS handshake.  ssl-cert    EnablePeerGroup on  EnableSSL on    EnablePeerGroup off  EnableSSL off Certificate Certificate alias Indicates the certificate alias that is sent to a peer when the DataPower Gateway negotiates a TLS connection with the peer.  ip-address ^(?!(127.0.0.1|0.0.0.0|::)).*$   EnablePeerGroup on   EnablePeerGroup off IP address IP address of the DataPower Gateway  Indicates the IP address of the DataPower Gateway for other peers to connect to. The IP address can be the IP address on any interface of the DataPower Gateway and must be accessible by other peers in the peer group. The IP address cannot be 127.0.0.1, 0.0.0.0 or ::. This IP address uniquely identifies the DataPower Gateway. You can use a local host alias instead of a static IP address. A host alias resolves a locally configured alias to a static IP address.  peer ^(?!(127.0.0.1|0.0.0.0|::)).*$   EnablePeerGroup off Peers The IP address or hostname of peers of the DataPower Gateway  Specifies peers of the DataPower Gateway in the peer group. The DataPower Gateway connects to each peer in the order in which peers are added in the list. It is not necessary to specify all peers in the Peers list.  When the DataPower Gateway connects to no peer in the list, this DataPower Gateway is the first active server and joins the peer group as the primary node. When the DataPower Gateway connects to any peer in the list, it joins the peer group as a replica. You can use a local host alias instead of a static IP address. A host alias resolves a locally configured alias to a static IP address. Aliasing can help when you move configurations among appliances. Note: Do not specify the IP address or hostname of this DataPower Gateway.  priority 0 255 100   EnablePeerGroup on   EnablePeerGroup off Priority The priority of the DataPower Gateway  Indicates the priority that is used to decide which replica is promoted to the primary node when failover occurs. Enter a value in range 0 - 255. The default value is 100. The replica with the lowest priority number is promoted. A replica with the value of 0 can never be promoted.  strict-mode on   EnablePeerGroup off Strict mode Whether to enable or disable the strict mode Based on your requirements for quota enforcement, enable or disable strict mode. By default, the strict mode is enabled.  log-level internal Log Level  Specifies the quota enforcement log level.   Quota Enforcement Server Quota enforcement server working in standalone mode or peer group mode.  On each DataPower Gateway, you configure the quota enforcement server to store the thresholds and associated metadata in memory or persist them on the RAID volume. The quota enforcement server can work in standalone mode or peer group mode. A peer group is collection of at least three nodes across which quota enforcement is implemented. In each peer group, one DataPower Gateway is the primary node and others are replicas. Failover might occur when the primary node becomes unavailable. When you enable the peer group mode, the appropriate configuration properties are displayed. You must configure the connection among peers. Based on your requirements for quota enforcement, you can enable or disable strict mode. Strict mode affects data-consistency across the peer group. When strict mode is enabled, the following effects are caused: 
                          When the primary node is operational and when strict mode of all nodes in a peer group is enabled, threshold synchronization is more frequent to ensure data-consistency across the peer group. However, more network bandwidth is used. Therefore, strict mode is suitable for peers in the same data center. When the primary node becomes unavailable, before failover occurs, the replica with enabled strict mode cannot process the request. 
                             If service performance and availability are more important than data-consistency, you can disable strict mode for the replica so that this replica can process the request. The replica with disabled strict mode writes the threshold and associated metadata to the local data storage. After failover occurs, the connection is resumed between the replica and the new primary node. The threshold and associated metadata stored by the replica might be overwritten by the new primary node when the new primay node synchronizes the data to all replicas. Data-consistency might be affected across the peer group. By default, data is stored in memory and quota enforcement server works in standalone mode.  system/raid-disk-volume raid-volume device-management RaidVolume   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  read-only off  xb60 Set to read-only Set the access permission to files on the storage volume.  The access permission to files on the storage volume.  When enabled, access permission is read-only. With the B2B feature, access permission must be read/write. B2B storage requires write access to the RAID volume. Setting to read-only is ignored but generates a warning. When disabled, the default value, access permission is read/write.  directory ^[-_a-zA-Z0-9][-_a-zA-Z0-9.]{0,63}$ Directory Enter the name of the subdirectory. The subdirectory where the files on the storage volume are available. The name can be up to 64 characters long. The name cannot start with a period. The name can use all alphanumeric characters and the following special characters: . - _.     Initialize array    Synchronize array    Make hot spare    Perform battery-learning    Delete array    Activate array    Initialize file system    Initialize File System       Repair file system    Change Partition Encryption    Reconcile Partition Encryption RAID Array Configure the RAID array for data storage.  Configure a RAID volume for data storage.  The access permission to files on the storage volume. With the B2B feature, access permission must be read/write. B2B storage requires write access. Setting to read-only is ignored but generates a warning. The subdirectory where files on the storage volume are available in the 
                             local:
                            and 
                             logstore:
                            directories. Each domain contains these subdirectories, and these subdirectories are not shared across domains.  config/rate-limit-config rate-limit-config configuration IDG   parameter Parameters Tuning parameters Defines the domain-scoped tuning parameters for the rate limit algorithm.  gateway-peering-manager default Gateway peering manager Gateway peering manager for a cluster of API gateways Specifies the gateway peering manager for a cluster of API gateways.     Rate Limit Configuration Domain-scoped tuning parameters for the rate limit algorithm  Domain-scoped tuning parameters for the rate limit algorithm.  config/rate-limit-definition rate-limit-definition configuration IDG   summary Comments Brief summary for rate limit definition A brief summary for the rate limit definition.  rate Rate Maximum number of requests to handle Indicates the maximum number of requests that the API Gateway will handle within a time interval. The value of 0 indicates no limit.  interval 1 1   Rate 0 Interval Time interval for the rate limit Indicates the time interval for the rate limit. Specify a value that is greater than or equal to 1. The default value is 1.  unit minute   Rate 0 Unit Time unit for the rate limit Indicates the time unit for the rate limit. The default value is minute.  hard-limit on   Rate 0 Enable hard limit Whether to enable hard limit  Indicates whether to reject requests when the specified rate limit is exceeded.  When enabled, the API Gateway rejects requests when the limit is exceeded. When disabled, the API Gateway still handles requests when the limit is exceeded but produces a warning message. By default, the API Gateway rejects requests when the limit is exceeded.  is-client on   Rate 0 Is client Whether to apply the rate limit to the client Indicates whether to apply the rate limit to the client or to an internal component. Client rate limits return a 429 error when exceeded. Non-client rate limits return a 503 error when exceeded. When set to off, rate limit information is not included in the response header.  use-api-name off   Rate 0 Use API name Whether to use the API name as part of the rate limit key Indicates whether to use the API name as part of the rate limit key.  use-app-id off   Rate 0 Use application ID Whether to use the application ID as part of the rate limit key Indicates whether to use the application ID as part of the rate limit key.  use-client-id off   Rate 0 Use client ID Whether to use the client ID as part of the rate limit key Indicates whether to use the client ID as part of the rate limit key.  dynamic-value    Rate 0 Dynamic value The dynamic value for the rate limit Indicates the dynamic value string for the rate limit, which should contain one or more context variables. The dynamic value makes it possible to use a context variable to enforce the rate limit based on parameters other than those defined in the rate limit scheme, such as a user name, incoming IP address, or server name. The context variable can be set in a GatewayScript action and then included in the dynamic value. 
                             The following example uses the context object in a GatewayScript action to add the 
                             my.server
                            variable to the API context.  context.set("my.server", "server34") The dynamic value can then include the variable 
                             my.server
                            , which resolves to the server name 
                             server34
                            . The default value is an empty string.  weight 1   Rate 0 Weight expression Expression determining how much weight to apply to the limit. Specifies a JSONata expression that assigns a weight value to the transaction. For each API call, the value computed by the weight expression is applied to the rate limit. The default value is 1. If the weight expression evaluates to a value that is less than or equal to 0, it is set to 1. An empty string results in an error.  use-interval-offset on Use interval offset Use interval offset Indicates whether to allow limit intervals to start at differing offsets.  allow-cache-fallback on Allow cache fallback Use cache as a fallback Indicates whether to allow a cache to enforce the rate limit when gateway peering instances cannot be contacted, even when use of a cache is disabled for this limit.  use-cache off Use cache Use cache Indicates whether to allow a cache to be used to store rate limit information. Using a cache may be faster when the number of API calls is low, but a cache can cause degraded performance when the number of API calls is exceptionally high.  parameter Parameters Defines tuning parameters for the rate limit Defines tuning parameters for the rate limit.                   Main      Advanced Rate Limit Definition The rate limit to be enforced  A rate limit definition contains the parameters used to enforce a rate limit.   network   enable-sharing on Enable sharing Enable this runtime to be shared Enable sharing by allowing other sql objects to utilize this runtime. If disabled every object requiring a runtime will be assigned its own, which will have resource implications.  profiles Profile The profile is characterized by the name and the maximum memory. The profile is characterized by the name and the maximum memory.  enable-jrtedump off Enable diagnostic logs for the runtime environment. Enable diagnostic logs for runtime environment Enable Java Runtime Environment dumps to diagnose SQL Data Source Runtime problems.   network/sql-runtime-settings sql-runtime-settings network DCO SQL Data Source Runtime Settings SQL Runtime environment global configuration settings Configure global sql runtime settings. A runtime environment is a container object that hosts objects within the system.  config/secure-mode secure-mode device-management IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  mode Backup mode The backup mode to support  Sets the backup mode to support, when this operational mode is not previously set. The creation of a secure backup is available only when secure backup mode is enabled. Unlike a standard backup, a secure backup contains private data (certificates, keys, and user data), which the DataPower Gateway encrypts with a customer-provided and a DataPower certificate.      General This configuration is provided for platforms that do not provide the script to initially setup the DataPower firmware. Generally, secure backup mode is enabled during the initial firmware setup of the DataPower Gateway. If secure backup mode is not enabled, you can enable this mode in the following ways. 
                              Reinitialize the DataPower Gateway. Open a service ticket to receive the tool to enable secure backup mode.
                            If you make a change and the mode is already set, it is silently ignored. Main Backup Mode Backup operational mode Sets the backup operational mode. This mode controls whether a secure-backup is allowed. After this mode is set, it cannot be changed. Operational modes are set the first time the DataPower Gateway is started.  scc/scc-deprecated scc configuration AppOpt   summary Comments Deprecated - Brief summary for user annotation.  remote-address Remote Host Deprecated - Host name or IPv4 address Deprecated - Specifies the host name or IPv4 address of the cloud server instance for Secure Cloud Connector communications.  remote-port 1 0xFFFF 22 Remote Port Deprecated - Port number Deprecated - Specifies the remote TCP port number of the cloud server instance's SSH server.  ssh-client-profile SSH Client Profile Deprecated - SSH Client Profile Deprecated - Specifies the name of an SSH Client Profile to be used by this Secure Cloud Connector connection.  local-tun-ip Local Tunnel IPv4 Address Deprecated - The configured local IPv4 address. Deprecated - Specifies the IPv4 address of the local tunnel endpoint.  remote-tun-ip Remote Tunnel IPv4 Address Deprecated - The configured remote IPv4 address. Deprecated - Specifies the IPv4 address of the remote tunnel endpoint.  remote-tun-id 0 2147483645 0 Remote Tunnel Identifier Deprecated - Optional remote tunnel identifier. Deprecated - Specifies an optional remote tunnel identifier. When specified this value must be in the range of 0 and 2,147,483,645 inclusive. A value of 0 indicates that the remote tunnel identifier will be generated internally when the Secure Cloud Connection is enabled.  remote-auto-config on Remote Auto Configuration Deprecated - Optional remote auto configuration. Deprecated - Specifies whether to automatically configure the remote tunnel and remote routing rules on the remote host.  icmp-liveness-check on ICMP Liveness Check Deprecated - Optional ICMP liveness check. Deprecated - Specifies whether an icmp liveness check should be periodically performed to test the health of the Secure Cloud Connectior. When enabled icmp echo requests will be sent periodically over the Secure Cloud Connector. If the icmp echo requests go unanswered the Secure Cloud Connector will be deemed unresponsive. The Secure Cloud Connector will be terminated and an attempt will be made to restart the Secure Cloud Connector. Cloud Instance (deprecated) Deprecated - Use this page to configure and manage a Secure Cloud Connector for a single cloud server instance.  cloud/sgclient sgclient configuration  software IDG   summary Comments Brief summary for user annotation.  gateway-id ^[_a-zA-Z0-9-.@:]*$ Gateway ID Gateway ID The Gateway ID generated by IBM Cloud for this Secure Gateway.  security-token ^[_a-zA-Z0-9-.]*$ Security token Security token The Security Token assigned by Cloud for this Secure Gateway  acl Access control list Access control list The list of destination hosts and ports that are either allowed or denied access through this client.           General   Access Control List Main     Secure Gateway Client (deprecated) Secure Gateway client The Secure Gateway client is deprecated. The Secure Gateway client creates a secure tunnel to IBM Cloud for establishing TCP/IP communication with backend systems.   configuration IDG   ip-address 0.0.0.0 Local address Enter the local IP address or host alias.  Enter a host alias or the IP address that the service listens on. Host aliases can ease migration tasks among appliances.  0 or 0.0.0.0 indicates all configured IPv4 addresses. :: indicates all configured IPv4 and IPv6 addresses.  Attention: For management services, the value of 0.0.0.0 or :: is a security risk. Use an explicit IP address to isolate management traffic from application data traffic.    configuration   system/gatewayscript-remote-debug gatewayscript-remote-debug system IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  port 1 0xFFFF 9229 Local port The listening port for the local debug endpoint Sets the port that the local GatewayScript debug endpoint monitors. The default value is 9229.  GatewayScript Remote Debugger The connection details for a remote GatewayScript debugger Modify the connection details for a remote GatewayScript debugger. This configuration defines the local GatewayScript debug endpoint for remote debugging.  mgmt/xml-mgmt xml-mgmt device-management IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  port 1 0xFFFF 5550 Port number Enter the TCP port that the XML management interface monitors. The TCP listening port that the XML management interface monitors. The default value is 5550.  ssl   SSLConfigType proxy   Custom TLS proxy profile (deprecated) The custom TLS proxy profile is deprecated. Use a custom TLS server profile or custom TLS SNI server profile. The TLS proxy profile that the web management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  user-agent Custom user agent Assign a custom user agent. The user agent that the web management service uses.  acl xml-mgmt Access control list Edit the access control list. The access control list uses the defined client IP addresses to allow or deny access. Edit the "xml-mgmt" access control list to define client IP addresses to allow or deny access.  ws-management off   NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE   slm-peering 10   Mode slm   SLM update interval Enter the frequency to push SLM updates to peers. Seconds The interval sets the frequency that the scheduled task pushes SLM updates to peers.  mode Enabled services Select which service endpoints to enable. Select which service endpoints to enable. For each enabled endpoint, the interface listens for requests from those services.  3.0  ssl-config-type server Custom TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLConfigType server Custom TLS server profile Assign a custom TLS server profile. The TLS server profile that the web management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  ssl-sni-server   SSLConfigType sni   Custom TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.      Main       Advanced   SLM XML Management Interface Configuration of the XML management interface. Modify the configuration of the XML management interface. This interface is described in the store:///xml-mgmt.wsdl file in the 'default' domain.          mgmt/rest-mgmt rest-mgmt device-management   summary Comments Brief summary for user annotation.  port 1 0xFFFF 5554 Port Number Change the listening port for the REST management interface Changes the listening port for the REST management interface. The default value is 5554.  ssl   SSLConfigType proxy   Custom TLS Proxy Profile (deprecated) The custom TLS proxy profile is deprecated. Use a custom TLS server profile or custom TLS SNI server profile. Allows users to specify an existing TLS proxy profile and assign the TLS proxy profile to rest-mgmt (REST Management Interface) instead of the default profile, or create a new TLS proxy profile and assign that TLS proxy profile to rest-mgmt instead of the default profile.  acl rest-mgmt Access Control List Modify the rest-mgmt access control list Modifies the rest-mgmt access control list to allow or deny access based on the IP address of the client.  ssl-config-type server Custom TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLConfigType server Custom TLS server profile Assign a custom TLS server profile. The TLS server profile that the REST management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  ssl-sni-server   SSLConfigType sni   Custom TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.           REST Management Interface Configure the REST management interface.  mgmt/ssh ssh device-management   mode off NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  port 1 0xFFFF 22 LocalAddress Port number Enter the TCP port that the SSH server monitors. The TCP listening port that the SSH server monitors. The default value is 22.  acl ssh Access control list Edit the access control list. The access control list uses the defined client IP addresses to allow or deny access. Edit the "ssh" access control list to define client IP addresses to allow or deny access. SSH Service Configuration of the SSH server. Modify the configuration of the SSH server.  mgmt/telnet cli telnet device-management IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  port 1 0xFFFF 2300 LocalAddress Port number Enter the TCP port that the Telnet handler monitors. The TCP listening port that the Telnet handler monitors. The default value is 2300.  acl Access control list Assign the access control list. The access control list uses the defined client IP addresses to allow or deny access. Create or edit the access control list to define client IP addresses to allow or deny access.            Main Telnet Service Create a Telnet handler. Telnet services on the appliance are Telnet handlers. They are available for compatibility with earlier versions. A Telnet handler supports client-initiated access to the CLI. Telnet is an unsecure protocol and should be used with extreme caution. Telnet should be enabled only on the trusted management port or on a secure network segment. To ensure an encrypted connection and verify the cryptographic authenticity of the server, SSH is a more secure choice.  b2b/b2b-viewer-mgmt b2b-viewer-mgmt device-management B2B   summary Comments Brief summary for user annotation.  port 1 0xFFFF 9091 LocalAddress Port Number Change the listening port for the B2B viewer Changes the listening port for the B2B viewer. The default value is 9091.  ssl   SSLServerConfigType proxy Custom TLS Proxy Profile (deprecated) The custom TLS proxy profile is deprecated. Use a custom TLS server profile or custom TLS SNI server profile. Allows users to specify an existing TLS proxy profile and assign the TLS proxy profile to b2bViewer-mgmt instead of the default profile, or create a new TLS proxy profile and assign that TLS proxy profile to b2bViewer-mgmt instead of the default profile.  user-agent Custom User Agent User Agent Allows users to specify an existing User Agent and assign the User Agent to b2bViewer-mgmt, or create a new User Agent and assign that User Agent to b2bViewer-mgmt.  idle-timeout 0 65535 600 Idle Timeout Idle session logout time seconds The time after which an idle session will be invalidated, requiring reauthentication. To disable the idle timer altogether, use the value '0'.  acl web-b2b-viewer Access Control List Modify the web-b2b-viewer access control list Modifies the web-b2b-viewer access control list to allow or deny access based on the IP address of the client.  ssl-config-type proxy Custom TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server Custom TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni   Custom TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.       main       Advanced     Generate Certificate (deprecated) Web B2B Viewer Management Service Configure the web B2B Viewer Management interface.  mgmt/web-mgmt web-mgmt device-management   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  port 1 0xFFFF 9090 LocalAddress Port number Enter the TCP port that the web management service monitors The TCP port that the web management service monitors. The default value is 9090.  ssl   SSLServerConfigType proxy   Custom TLS proxy profile (deprecated) The custom TLS proxy profile is deprecated. Use a custom TLS server profile or custom TLS SNI server profile. The TLS proxy profile that the web management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  user-agent Custom user agent Assign a custom user agent. The user agent that the web management service uses.  save-config-overwrite on Save configuration overwrites Whether saved configurations overwrite the startup configuration. When enabled, saving a configuration overwrites the startup configuration with the running configuration. When disabled, a manual step is required that prevents overwriting the manually edited startup configuration.  idle-timeout 0 65535 600 Idle timeout Enter the time after which to invalidate idle sessions. Seconds The time after which to invalidate idle sessions. When invalidated, requires reauthentication. Enter a value in the range 0 - 65535. The default value is 600. A value of 0 disables the timer.  acl web-mgmt Access control list Edit the access control list. The 
                                             web-mgmt
                                            access control list defines the client IP addresses to allow or deny.  ssl-config-type server Custom TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server Custom TLS server profile Assign a custom TLS server profile. The TLS server profile that the web management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  ssl-sni-server   SSLServerConfigType sni   Custom TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  disable-csrf off Disable CSRF protection    enable-sts on Enable HTTP Strict Transport Security Whether to enable HTTP Strict Transport Security headers. When enabled, responses from the web management service inject HTTP Strict Transport Security headers.       Main       Advanced     Generate Certificate (deprecated) Web Management Service Configuration of the web management service. Modify the configuration of the web management service.   http http IDG   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  port 1 0xFFFF LocalAddress Port Number Port number Specify the local port to monitor for incoming client requests.  remote-ip-address   Type static-backend   Remote Host Host name, IP address, or Load Balancer Group Specify the host name or IP address of the specific server supported by this DataPower service. If using load balancers, specify the name of the Load Balancer Group. If using the On Demand Router, specify the keyword ODR-LBG. Load balancer groups and the On Demand Router can be used only when Type is static-backend.  remote-port 1 0xFFFF   Type static-backend   Remote Port Port number Specify the port number to monitor. Used only when Type is static-backend.  acl Access Control List This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  http-timeout 1 86400 120 HTTP Timeout HTTP idle timer seconds Specifies the maximum number of seconds (within the range 1 through 86400, with a default of 120) that a firewall or proxy maintains an idle HTTP connection.  persistent-timeout 0 7200 180 HTTP Persistent Timeout TCP idle timer seconds Specifies the maximum number of seconds (within the range 0 through 7200, with a default of 180) that a firewall or proxy maintains an idle TCP connection.  host-rewriting on Host Rewrite Enable/Disable host rewrite When enabled, the device will rewrite the Host: header to be the address of the back-end server. This is not what a strict proxy would do, and may not be appropriate for all topologies.  silence-warning off HTTP Warning Suppression Enable/Disable 214 warnings Toggle to enable or disable the generation of Transformation Applied (Warning Code: 214) messages by the HTTP service.  compression off HTTP Compression Enable/Disable GZIP compression Toggle to enable or disable the GZIP compression function.  include-response-type-encoding off HTTP Include charset in response-type Include the character set encoding in the HTTP content-type header Toggle to enable or disable including the character set encoding in the HTTP content-type header produced. For example, when sending a UTF-8 encoded XML document: If this property is disabled, 'content-type=text/xml' will be sent. If this property is enabled, 'content-type=text/xml; charset=UTF-8' will be sent.  always-show-errors off Always provide full errors Provide full error reports even when inline with other documents. If set, HTTP responses may be generated with errors appended to partially generated documents. If not set error responses will only be sent to the browser if no other output has been created.  disallow-get off Disallow GET (and HEAD) Do not allow clients to do GET and HEAD If set, only methods with incoming data (such as POST) are allowed.  disallow-empty-reply off Don't allow empty response bodies Require all responses to have bodies If set, only responses with message bodies are allowed (that is, not 304 and so forth).  persistent-connections on HTTP Persistent Connections Enable/Disable HTTP persistent connections Toggle to enable or disable HTTP persistent connections.  client-address X-Client-IP HTTP Client IP Label HTTP header label containing client IP address Retain the default value (X-Client-IP) or provide an other value (for example, X-Forwarded-For).  http-global-tranID-label X-Global-Transaction-ID HTTP Global Transaction ID Label HTTP header label containing global transaction ID Enter the name of an HTTP Header to read to determine the global transaction ID for chained services. This value defaults to X-Global-Transaction-ID.  httpproxy-address Proxy Host Host name or IP address Specify the host name or IP address of the HTTP proxy to use when the remote server can be accessed only through another HTTP proxy.  httpproxy-port 1 0xFFFF 800 Proxy Port Port number Specify the port number on the HTTP proxy server.  version HTTP Version HTTP version  chunked-uploads off Allow Chunked Uploads Enabled/Disable HTTP/1.1 Chunked Request Bodies Use the radio buttons to enable (on) or disable (off) the ability to send Content-Type Chunked Encoded documents to the back end server. When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either Content-Length or chunked encodings. While all servers will understand how to interpret Content-Length, many applications will fail to understand Chunked encoding. For this reason, Content-Length is the standard method used. However doing so interferes with the ability of the device to fully stream. To stream full documents towards the back end server, this property should be turned on. However, the back end server must be RFC 2616 compatible, because this feature cannot be renegotiated at run time, unlike all other HTTP/1.1 features which can be negotiated down at runtime if necessary. This property can also be enabled by configuring a User Agent to enable it on a per-URL basis.  inject HTTP Header Injection  suppress HTTP Header Suppression HTTP Headers can be suppressed (removed) from the message flow using this property. For example, the Via: header, which contains the name of the DataPower service handling the message, may be suppressed from messages sent by the DataPower device back to the client.  parameter Stylesheet Parameter Stylesheets used in Processing Policies can take stylesheet parameters. These parameters can be passed in by this object. More than one parameter can be defined.  default-param-namespace http://www.datapower.com/param/config Default parameter namespace If a stylesheet parameter is defined without a namespace (or without explicitly specifying the null namespace), then this is the namespace into which the parameter will be assigned.  query-param-namespace http://www.datapower.com/param/query Query parameter namespace The namespace in which to put all parameters that are specified in the URL query string.  force-policy-exec off Process Messages Whose Body Is Empty Bypasses the one way exchange pattern  Some message patterns may include bodyless request and response messages. This is common with RESTful web services where messages may or may not include a body but still requires the processing policy to run. To enable this capability for services whose request and response type is XML (or marked as non-XML i.e. JSON), set this option to 'on'. By doing so, the processing policy rules will always be executed.  monitor-count Count Monitors Count Monitors watch for defined messaging events and increment counters each time the event occurs. When a certain threshold is reached, the monitor can either post a notification to a log or block service for a configured amount of time. Select a Count Monitor from the list to activate that monitor for this firewall. Click the + button to create a new Count Monitor.  monitor-duration Duration Monitors Duration Monitors watch for events meeting or exceeding a configured duration. When a duration is met or exceeded, the monitor can either post a notification to a log or block service for a configured amount of time. Select a Duration Monitor from the list to activate that monitor for this firewall. Click the + button to create a new Duration Monitor.  monitor-processing-policy terminate-at-first-throttle Monitors evaluation method Monitors evaluation method Select the way that the system behaves when more than one monitor is attached to a service.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                         off
                                        . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on   Probe Mode Probe Mode Select the probe mode.  debugger-url   DebuggerType external   Server URL External Server URL Configures the URL for external probe mode  debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostic mode in the probe Set the number of records for transaction diagnostic mode in the probe. Enter a value in the range 10 - 250. The default value is 25.  debug-trigger   DebugMode on Probe Triggers Probe Triggers The probe captures transactions that meet one or more of the conditions defined by the triggers. These triggers examine the direction or type of the message flow and examine the message for an XPath expression match. When a message meets one of these conditions, the transaction is captured in diagnostics mode and becomes part of the list of transactions that can be viewed.  webgui-mode off WebGUI Mode Enable/Disable WebGUI Extensions When enabled, WebGUI extension functions are supported.   services/xmlfirewall xmlfirewall xmlfirewall IDG   type dynamic-backend Type Type of operation Specify the mode of the XML Firewall. The default is Dynamic Backend.  xml-manager default XML Manager XML manager An XML Manager manages the compilation and caching of stylesheets, the caching of documents, and provides configuration constraints on the size and parsing depth of documents. You can enable streaming operation by configuring an XML Manager to use a Streaming Compile Option Policy. More than one firewall may use the same XML Manager. Select an existing XML Manager from the list to assign the Manager to this firewall. Click the + button to create a new XML Manager that is assigned to this firewall. A default Manager is used if you do not create one.  urlrewrite-policy URL Rewrite Policy URL rewrite policy A URL Rewrite Policy applies the rules established in the named policy to rewrite the URL used by the client to connect to the service this firewall represents. This helps to mask the URL and location of the actual service. Select an existing URL rewrite policy from the list of available policies. Click the + button to create a new URL rewrite policy that is then assigned to this firewall.  ssl   SSLConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile and a TLS server profile or TLS SNI server profile. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this firewall. Click the + button to create a new TLS proxy profile and assign that TLS proxy profile to the firewall. TLS Proxy profiles can be used in either client or server communications.  stylesheet-policy default Processing Policy Assign the processing policy Assign the processing policy to the service. The processing policy defines the actions to take against messages that flow through the service.  max-message-size 0 2097151 0 Maximum Message Size The maximum allowable size in kilobytes of a message KB  Specifies the maximum allowable size in kilobytes of a message. Enter a value in the range 0 - 2097151. The default value is 0. A value of 0 specifies that no limit is enforced, and the message can be of unlimited size. The maximum message size limit applies to JSON, SOAP, XML, and non-XML messages. If the message type is pass-through, no limit is enforced.  request-type soap Request Type Characterize client-originated traffic Characterizes the type of traffic that originates from the client. The default is SOAP.  response-type soap Response Type Characterize server-originated traffic Characterizes the type of traffic that originates from the server. The default is SOAP.  fwcred Firewall Credentials Firewall credentials list Specifies an optional Firewall Credentials list. A Firewall Credentials list specifies which keys and certificates are available to support firewall processing. In the absence of an identified Firewall Credentials list, all locally-stored key and certificates are available to the firewall.  monitor-service Service Monitors Specifies a list of Web Service Monitors. Web Service Monitors target Web Service endpoints. Use the Web Services wizard on the Control Panel to supply a WSDL and configure a Monitor for an endpoint. The Monitor collects statistics, establishes count and duration monitors and can take action when thresholds are met or exceeded. A Monitor must be selected here to be activated. Click + to create a new Web Services Monitor. Note that this Monitor is not the Service Level Monitor (SLM) used by a Multi-Protocol Gateway or Web Service Proxy.  request-attachments strip   RequestType unprocessed Request attachment processing mode Attachment processing mode for client requests Select how to treat client requests with attachments. The default is Strip.  response-attachments strip   ResponseType unprocessed Response attachment processing mode Attachment processing mode for server responses Select how to treat server responses with attachments. The default is Strip.  root-part-not-first-action process-in-order    RequestAttachments streaming  ResponseAttachments streaming Action when required root part is not first When streaming MIME messages, the action to take when the root part is not the first part of the message. If the root part must be first (for example to do BSP conformance checking) and the action is set to "process in order" the DP device will buffer attachments up to the root.  front-attachment-format dynamic Front attachment processing format Attachment processing format for client requests Select how to interpret client requests with attachments. If an attachment arrives that is not of the type chosen, the attachment will be rejected.  back-attachment-format dynamic Back attachment processing format Output attachment processing format Select the attachment output format to backend servers. If an attachment arrives that is not of the type chosen, the attachment will be rejected.  mime-headers on MIME Header Processing Processing of MIME Package Headers  The body of a message (that is, the payload, independent of any protocol headers) can sometimes contain MIME headers before any preamble and before the first MIME boundary contained in the body of the message. These MIME headers can contain important information not available in the protocol headers, such as the string identifying the MIME boundary. If this property is set to on, then these MIME headers will be processed by the Firewall. Note that if this is on and there are no MIME headers contained in the message, the device will continue to try and parse the message, using the protocol header information, if available. When this is off and MIME headers are present in the body of the message, these MIME headers will be considered part of the preamble and not used to parse out the message. If the protocol headers (such as HTTP) indicate the MIME boundaries, the device can parse and process individual attachments. If such information is not available, no attachments can be parsed from the body of the message.  rewrite-errors on Rewrite Error Messages Whether to rewrite error messages to avoid providing a padding oracle. Error messages after a decryption action can provide an attacker who is using the padding oracle attack method with enough information to determine the contents of the plaintext data. When enabled, the default, the client receives error messages without the internal information that could lead to a discovery. When disabled, the client receives the original message with this information.  delay-errors on   RewriteErrors on Delay Error Messages Whether to delay error messages to avoid providing a padding oracle. The timing difference of the error messages returned after a decryption action can provide an attacker with enough information to determine the contents of the plain-text data. When enabled, the default, the DataPower Gateway delays error messages for the defined duration. When disabled, the DataPower Gateway does not delay error messages.  delay-errors-duration 250 300000 1000    DelayErrors on  RewriteErrors on   Duration to Delay Error Messages How long to delay error messages from the start of the transaction. ms When enabling the delay of error messages, specify the delay duration in milliseconds. If delaying messages for 3000 ms, the DataPower Gateway will not send error messages to the client until 3 seconds have elapsed since the DataPower Gateway performed decryption on the requests. Use any value of 250 - 300000. The default value is 1000.  soap-schema-url store:///schemas/soap-envelope.xsd    RequestType soap  ResponseType soap SOAP Schema URL Specifies which W3C XML Schema will be used to validate SOAP documents When a firewall is in SOAP mode, either on the request or response side, it will validate the incoming messages against a W3C Schema that defines what a SOAP message is supposed to look like. It is possible to customize which schema is used on a per-firewall basis by changing this property; this can be used to accommodate non-standard configurations or other special cases.  wsdl-response-policy off WSDL Response Policy Policy for responding to .NET WSDL requests Select how the firewall handles requests for .NET WSDL requests via the http://domain.com/service?wsdl convention. The default is Off.  wsdl-file-location   WSDLResponsePolicy serve WSDL file location Location of post-filter WSDL URL of the file to return when WSDL response policy is set to serve local.  firewall-parser-limits off Firewall parser limits Use firewall parser limits instead of XML Manager parser limits. Use the firewall parser limits instead of the parser limits in the XML Manager for this firewall. Firewall limits override XML Manager limits.  bytes-scanned 4194304   FirewallParserLimits on   XML Bytes Scanned XML parser maximum bytes scanned bytes Defines the maximum number of bytes scanned by the XML parser. This applies to any XML document that is parsed. If any of the parser limits are set in the XML Firewall, they will override those on the XML Manager. If this value is 0, no limit is enforced.  element-depth 512   FirewallParserLimits on   XML Element Depth XML parser maximum element depth Defines the maximum depth of element nesting in XML parser. If any of the parser limits are set in the XML Firewall, they will override those on the XML Manager.  attribute-count 128   FirewallParserLimits on   XML Attribute Count XML parser maximum attribute count Defines the maximum number of attributes of a given element. If any of the parser limits are set in the XML Firewall, they will override those on the XML Manager.  max-node-size 1024 4294967295 33554432   FirewallParserLimits on   XML Maximum Node Size XML parser maximum node size bytes Defines the maximum size any one node may consume. The default is 32 MB. Sizes which are powers of two result in the best performance. If any of the parser limits are set in the XML Firewall, they will override those on the XML Manager. Although you set an explicit value, the DataPower Gateway uses a value that is the rounded-down, largest power of two that is smaller than the defined value.  forbid-external-references on   XML Forbid External References XML parser forbid external references toggle Defines if the XML parser will abort when an input document specifies to resolve an external reference such as an external entity or external DTD definition.  max-prefixes 1024   FirewallParserLimits on   XML Maximum Distinct Prefixes XML parser maximum distinct prefixes Enter an integer that defines the maximum number of distinct XML namespace prefixes in a document. This limit counts multiple prefixes defined for the same namespace, but does not count multiple namespaces defined in different parts of the input document under a single prefix. Enter a value in the rage 0 - 262143. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-namespaces 1024   FirewallParserLimits on   XML Maximum Distinct Namespaces XML parser maximum distinct namespaces Enter an integer that defines the maximum number of distinct XML namespace URIs in a document. This limit counts all XML namespaces, regardless of how many prefixes are used to declare them. Enter a value in the range 0 - 65535. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-local-names 60000   FirewallParserLimits on   XML Maximum Distinct Local Names XML parser maximum distinct local names Enter an integer that defines the maximum number of distinct XML local names in a document. This limit counts all local names, independent of the namespaces they are associated with. Enter a value in the range 0 - 1048575. The default value is 60000. A value of 0 indicates that the limit is 60000.  attachment-byte-count 2000000000   FirewallParserLimits on   Attachment Byte Count Limit Maximum byte count per attachment bytes Defines the maximum number of bytes allowed in any single attachment. Attachments that exceed this size will result in a failure of the whole transaction. If this value is 0, no limit is enforced.  attachment-package-byte-count 0   FirewallParserLimits on   Attachment Package Byte Count Limit Maximum cumulative byte count for all parts bytes Defines the maximum number of bytes allowed for all parts of an attachment package, including the root part. Attachment packages that exceed this size will result in a failure of the transaction. If this value is 0, no limit is enforced.  external-references forbid   FirewallParserLimits on   XML External Reference Handling Special handling for external references in XML Select the special handling for input documents that contain external references, such as an external entity or external DTD definition.  credential-charset protocol Credential Character Set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. Defaults to Protocol which is ISO-8859-1, Latin 1.  ssl-config-type proxy TLS type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  ssl-client   SSLConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                                       Main      Monitors       Attachments     Probe Settings                  HTTP Options             XML Parser       Quiesce State              XML Firewall Create or edit an XML Firewall on local IP/port. This XML Firewall can communicate with a dynamically identified servers, a static back end server or as a loopback. The XML Firewall applies the selected processing policy to messages. The XML Firewall can rewrite client request URLs byusing a URL rewrite policy. The XML Firewall can use TLS communications to client, server or both directions if applicable.  services/xslproxy xslproxy xslproxy IDG   type static-backend Type    xml-manager default XML Manager    urlrewrite-policy URL Rewrite Policy    ssl   SSLConfigType proxy TLS proxy profile (deprecated)    stylesheet-policy default Processing Policy    credential-charset protocol Credential Character Set    ssl-config-type proxy TLS type    ssl-server   SSLConfigType server TLS server profile    ssl-sni-server   SSLConfigType sni TLS SNI server profile    ssl-client   SSLConfigType proxy TLS client profile                          Main          Monitors    Probe Settings                 HTTP Options              XSL Proxy  The XSL Proxy is obsolete. HTTP Proxy HTTP connection properties Defines an HTTP Proxy Service.  services/httpserv httpserv httpserv IDG   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  port 1 0xFFFF 80 LocalAddress Port Number The local TCP port number that supports server operations An integer (within the range 1 through 65535, with a default of 80) that specifies the port monitored by the HTTP server.  mode normal Mode HTTP Server Mode Selects the HTTP server mode. The default is Normal.  identifier Identifier HTTP Server Identifier This value is returned in the HTTP headers that Identify the HTTP Server.  local-directory store:/// ^(store|config|image|temporary|logtemp|logstore|audit|local): store:///subdir Base Directory Base Directory Specify the local flash directory from which the server serves documents (including the Start Page). This value is typically "local:///" (note the triple slashes) or "store:///". If no Start Page file exists in this directory, the server will return an automatically generated index of the contents of the directory.  start-page  store config image local temporary Start Page Start Page in base directory Specify the page to display when the client first accesses the server. The HTML file has to be located in the configured base directory. If this is left blank, the server will return an automatically generated list of the contents of the Base Directory.  acl Access Control List This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.              Quiesce State           HTTP Service Creates an HTTP server. This server delivers documents stored on the local system.  services/sslforwarder sslforwarder sslforwarder IDG   summary Comments Descriptive summary for the configuration. Enter a descriptive summary for the configuration.  priority normal Service priority Service-scheduling priority Select the service scheduling priority. When system resources are in high demand, "high" priority services are favored over lower priority services.  local-port 1 0xFFFF LocalAddress Local port Local listening port Specify the local listening port for the service.  remote-address Remote host Hostname or IP address of the server. Specify the hostname or IP address of the remote server.  remote-port 1 0xFFFF Remote port Listening port on the server Specify the listening port number of the remote server.  ssl-proxy   SSLConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile and a TLS server profile or TLS SNI server profile. Select a TLS proxy profile to manage TLS communications with the peer. The TLS proxy profile identifies the keys and certificates for the handshake.  front-timeout 0 86400 0 Client-side timeout Maximum idle time for client connections in a transaction Seconds Specify the maximum idle time for client connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  back-timeout 0 86400 0 Server-side timeout Maximum idle time for a server connection in a transaction Seconds Specify the maximum idle time for server connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  connection-timeout 0 86400 0 Transaction timeout Maximum duration for transactions Seconds Specify the maximum duration for transactions. This timer monitors the duration of end-to-end transactions. If the specified connection time is exceeded, the client connection is torn down. Enter a value in the range of 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  maximum-connections 0 65535 100 Maximum client connections Maximum number of concurrent client connections Specify the maximum number of concurrent client connections to the service. Enter a value in the range of 0 - 65535. The value of 0 indicates an unlimited number of connections. The default value is 100.  ssl-config-type proxy TLS type The TLS type for securing the communication between two parties. TLS configuration type for securing communication between two parties.  ssl-server   SSLConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  ssl-client   SSLConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                      General       Client connections      Server connection Main                  TLS Proxy Service  Creates a TLS Proxy service. This service can be used to wrap or unwrap a TCP stream in TLS. This service requires TLS profiles to secure the connections.  When the DataPower Gateway is a TLS client, use a forward TLS proxy profile or a TLS client profile to secure connections between the clients and its targets. When the DataPower Gateway is a TLS server, use a reverse TLS proxy profile or a TLS server profile to secure connections between clients and the DataPower Gateway. When the server supports Server Name Indication (SNI), you use a TLS SNI server profile. When the DataPower Gateway is both a TLS client and TLS server, use a two-way TLS proxy profile, or a TLS client profile and a TLS server profile or TLS SNI server profile to secure both connections.  services/tcpproxy tcpproxy tcpproxy IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  1 0xFFFF LocalAddress Port Number The TCP port number An integer (within the range 1 through 65535) that specifies the port monitored by the TCP proxy  Remote Host Host name or IP address Specify the host name or IP address of the remote host for which this proxy is accepting TCP traffic. TCP traffic sent to the proxy will in turn be sent to this host. Click Ping to verify connectivity.  1 0xFFFF Remote Port Port number Specify the port number of the remote host, specify with Remote Host, for which this proxy is accepting TCP traffic.  0 86400 360 Idle timeout Maximum idle time seconds Specify the maximum idle time that is allowed for the front side connection and the server side connection. After the time is reached, the idle connections are terminated. Enter a value in the range 0 - 86400. The default value is 360. A value of 0 disables the idle timer.                  Main       Quiesce State              TCP Proxy Service Creates a TCP Proxy service.  services/xslcoproc xslcoproc xslcoproc IDG   summary Comments    priority normal Service Priority    port 1 0xFFFF LocalAddress Port Number    xml-manager default XML Manager    urlrewrite-policy URL Rewrite Policy    stylesheet-rule Processing Rule    connection-timeout 3 7200 60 Connection Timeout     intermediate-result-timeout 1 600 20 Intermediate Result Timeout     cache-relative-url off Cache Relative URL    use-client-resolver on Use URI Resolver    crypto-extensions off Crypto Extensions    default-param-namespace http://www.datapower.com/param/config Default parameter namespace    ssl   SSLServerConfigType proxy TLS Profile (deprecated)    debug-mode off Probe setting    debugger-type internal   DebugMode on   Probe Mode    debugger-url   DebuggerType external   Server URL    debug-history 10 250 25   DebugMode on   Transaction History    debug-trigger   DebugMode on Probe Triggers    ssl-config-type proxy TLS type    ssl-server   SSLServerConfigType server TLS server profile    ssl-sni-server   SSLServerConfigType sni TLS SNI server profile                              Probe Settings       Quiesce State           XSL Coprocessor  The XSL Coprocessor is obsolete.  config/alias alias configuration IDG   Command sequence Enter the sequence of commands to invoke. Use a semicolon to separate commands. The macro invokes the commands in the specified sequence. For example, configure terminal; backup latest.zip appdomain. Shell Alias (deprecated)  The Shell Alias command is deprecated. Creates a user-defined macro that runs the specified sequence of commands when invoked from the CLI. You can use the GUI to create and modify macros, but you can invoke these macros from only the CLI.  webapp/rate-limiter simple-rate-limiter mpgw IDG   summary Comments Brief summary for user annotation.  tps 1 500 Rate Rate Limit transactions-per-second The rate of acceptable traffic, per user, expressed in transactions per second.  action reject Enforcement Style Style of enforcement action Select the action to take when the rate limit is exceeded. The default is Reject.  distinct-sources 10000 Distinct Users Number of Distinct Users Tracked The system organizes the counts user by the identity most recently used. When too many distinct counts have been observed, the users not seen in the longest time are discarded. This parameter specifies how many distinct users are tracked before discard.  concurrent-connection-limit 0 Concurrent Connections Number of Connections per User The number of simultaneous connections allowed per user. Set to 0 to disable this enforcement. Rate Limiter Simple Rate Limiter A simple TPS based message monitor that limits the transaction rate any single user may achieve.  monitor/slm-action slm-action webservice IDG   summary Comments Brief summary for user annotation.  type log-only Type Control procedure to trigger The control procedure (action) to trigger in addition to generating a log message for transactions in excess of the maximum rate.  log-priority debug Log Priority Log message priority The priority (severity) of the generated message when a monitored transaction type exceeds its threshold. SLM Action SLM Action An SLM action defines the control procedure to trigger for transactions in excess of the maximum transaction rate. As part of any control procedure, the monitor writes an event to the log for each transaction that exceeds a threshold.  monitor/slm-cred slm-cred webservice IDG   summary Comments Brief summary for user annotation.  type aaa-mapped-credential Credential Type Manner to obtain credentials The manner to obtain the credential value (user identity) for each transaction. The default is a mapped credential from an AAA action.  match-type   CredType custom-stylesheet   Match Type Matching algorithm to apply The matching algorithm to determine which credentials to apply an SLM policy.  value    CredMatchType exact-match regexp-match  CredType custom-stylesheet Credential Value Credential values to match One or more credential values to match when the matching algorithm is for an exact match or regular expression.  stylesheet   CredType custom-stylesheet   Custom Style Sheet Location of style sheet The location of the style sheet when the credential type is for a custom style sheet.  header   CredType ip-from-header request-header   Request Header Name of request header The name of the header when the credential type is for a request header. SLM Credential Class SLM Credential Class  An SLM credentials class identifies a set of users (credentials) to be subject to an SLM policy. An SLM credentials class consists of the following types and properties:  A credential type that specifies the manner to obtain user credentials A match type that determines to which credentials to apply the SLM policy Depending on the credential and match type, properties that identify specific instances of credentials  monitor/slm-policy slm-policy webservice IDG   summary Comments Brief summary for user annotation.  eval-method execute-all-statements Evaluation Method Operational behavior of policy The operational behavior of the policy. The default behavior is to process all policy statements.  statement Statement Policy statement to select messages The policy statement that establishes criteria for selecting messages, sets a measurement interval, sets thresholds, and determines the action to take when the threshold is met for the selected messages. A policy can have multiple statements that run in the sequence defined by the statement identifier (index).  peer-group Peer Group Peer Group An SLM Policy may be enforced across a group of devices handling load-balanced traffic destined for the same resources. A Peer Group establishes a data sharing protocol among these devices such that each device includes the traffic that has passed through the other peers when calculating whether or not a threshold has been reached.  api-mgmt off API Management API Management An internal hidden flag indicating that the SLM policy is used by API Management. SLM Policy SLM Policy  An SLM policy counts messages or measures latency for messages that match a set of select criteria and that pass through the appliance during a configured interval. The policy can take action when configured thresholds are reached. Messages can be selected based on credential class, resource class, or both. If neither, all messages are selected. A policy consists of one or more statements. Each statement establishes the credential class, resource class, thresholds, and actions to take when thresholds are met during an interval. Examples:  A policy that throttles all traffic that arrives at a rate faster than 1000 messages per second. A policy that generates a log message for all messages that arrive during the last elapsed second that originated from a specific IP address and requested use of a specific resource.  monitor/slm-rsrc slm-rsrc webservice IDG   summary Comments Brief summary for user annotation.  type Resource Type Manner to identify resources The manner to identify the group of resources that is subject to the SLM policy.  match-type   RsrcType xpath-filter request-message response-message soap-fault custom-stylesheet concurrent-connections concurrent-transactions uddi-subscription wsrr-subscription wsrr-saved-search-subscription   Match Type Matching algorithm to apply The matching algorithm to determine which resources to apply an SLM policy.  value     RsrcMatchType exact-match  RsrcMatchType regexp-match  RsrcType uddi-subscription wsrr-subscription wsrr-saved-search-subscription request-message response-message soap-fault xpath-filter custom-stylesheet concurrent-connections concurrent-transactions Resource Value List of values to match The list of one or more resource values to match.  stylesheet   RsrcType custom-stylesheet   Custom Style Sheet Location of style sheet The location of the style sheet when the resource type is for a custom style sheet.  xpath-filter   RsrcType xpath-filter   XPath Filter XPath filter to apply The XPath expression to use as the filter when the resource type is for an XPath expression.  subscription   RsrcType uddi-subscription   UDDI Subscription (deprecated) UDDI subscription key  The UDDI subscription is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) subscription. The subscription key when the resource type is a UDDI subscription.  wsrr-subscription   RsrcType wsrr-subscription   WSRR Subscription WSRR Subscription The subscription when the resource type is a WSRR subscription.  wsrr-saved-search-subscription   RsrcType wsrr-saved-search-subscription   WSRR Saved Search Subscription WSRR Saved Search Subscription The subscription when the resource type is a WSRR Saved Search subscription. SLM Resource Class SLM Resource Class  An SLM resource class identifies a set of resources to be subject to an SLM policy. A resource class consists of the following types and properties:  A resource type that specifies the manner to identify resources A match type that determines to which resources to apply the SLM policy Depending on the resource and match type, properties that identify specific instances of resources  monitor/slm-schedule slm-sched webservice IDG   summary Comments Brief summary for user annotation.  days Week Days Days of the week to enforce The days of the week to enforce the schedule. The time and duration apply to all selected days. Enter  Saturday and  Sunday to define a weekend schedule.  start ^(([01][0-9])|(2[0-3])):[0-5][0-9]:[0-5][0-9]$ 12:34:00 Start Time Start time to enforce hh:mm:ss The start time to enforce the schedule in the current timezone in the 24-hour format. To enforce from 8:00 AM to 8:30 PM, enter 08:00:00.  duration 1 1440 1440 Duration Number of minutes after the start time to enforce Minutes The number of minutes to enforce the schedule. Enter any value of 1 - 1440. The default is 1440. To enforce from 8:00 AM to 8:30 PM, enter 750.  start-date ^20[0-9][0-9]-((0[1-9])|(1[0-2]))-((0[1-9])|([12][0-9])|(3[01]))$ 2011-08-24 Start Date Start date to enforce The start date to enforce the schedule in the current timezone.  stop-date ^20[0-9][0-9]-((0[1-9])|(1[0-2]))-((0[1-9])|([12][0-9])|(3[01]))$ 2011-08-27 Stop Date Stop date to enforce The stop date to enforce the schedule in the current timezone. The enforcement period does not include the stop date.  timezone LOCAL Time Zone Time zone, relative to UTC The time zone used to enforce the schedule. The default is the device local time zone. SLM Schedule SLM Schedule An SLM schedule defines the time period (hours and days) during which to enforce the statements in an SLM policy. Schedules allow the application of different statements during different time periods.  network/smtp-server-connection smtp-server-connection config-management B2B   summary Comments Brief summary for user annotation.  server-host Outgoing Mail Server (SMTP) Host IP address or host name of outgoing mail server The IP address or host name of the SMTP server to send outgoing e-mail messages.  server-port 25 Mail Server Port Listening port on outgoing mail server The listening port on the SMTP server to send outgoing e-mail messages.  ssl   SSLClientConfigType proxy TLS Proxy (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile to use to establish a secured connection with the mail server. If blank, the configuration uses the setting from the TLS proxy profile policy in the associated user agent.  options Options SMTP options to enable The SMTP options to enable for the SMTP client. If blank, the configuration uses the setting from the SMTP client policy in the associated user agent.  auth plain   Options Auth Authentication Method Method to authenticate SMTP client With the client authentication option, the method to authenticate the SMTP client. If blank, the configuration uses the setting from the SMTP client policy in the associated user agent.  username   Options Auth   Options Auth Account Name Account or user name to authenticate The account or user name of the SMTP client to authenticate on the SMTP server. The account generally takes the 
                             name@domain.com
                            form. If blank, the configuration uses the setting from the basic authentication policy in the associated user agent.  password    Options Auth  AccountPassword  Account Password (deprecated) Password for account The password for the SMTP client account or user name that is authenticated to the SMTP server. If either password or alias are blank, the configuration uses the setting from the basic authentication policy in the associated user agent.  password-alias   Options Auth Account Password Alias Password alias for account The password alias of the password for the SMTP client account or the user name that is authenticated to the SMTP server. If password or alias are blank, the configuration uses the setting from the basic authentication policy in the associated user agent.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.             Main SMTP Server Connection SMTP Server Connection  The SMTP server connection defines the connection details for a Simple Mail Transport Protocol (SMTP) server. The DataPower Gateway uses the SMTP server connection for the following purposes  B2B partners use this configuration to send an e-mail message to an AS1 or ESMTP destination. B2B gateways use this configuration to request an AS1 MDN. For ease of configuration, the DataPower Gateway provides the 
                         default
                        SMTP server connection configuration in each domain. By default, this configuration is empty and disabled.  access/snmp snmp snmp   summary Comments Brief summary for user annotation.  version 2c Version The running SNMP version Specifies the running SNMP software version. The default is version 2c.  ip-address 0.0.0.0 Local IP Address IP address monitored for incoming SNMP requests A specific IP address monitored by the SNMP agent or engine for incoming SNMP requests. The default value of 0.0.0.0 allows the agent or engine to listen on all interfaces. Selecting the address of one interface restricts SNMP to that interface.  port 161 Local Port UDP port monitored for incoming SNMP requests A specific UDP port monitored by the SNMP agent or engine for incoming SNMP requests. By default, the agent or engine monitors port 161.  community SNMPv1/v2c Communities Define access policies for SNMPv1 and SNMPv2c by communities, and their mapping to an application domain.  snmp-community SNMPv1/v2c Communities Define access policies for SNMPv1 and SNMPv2c by communities.  trap-target Trap and Notification Targets Specify SNMP Trap and Notification recipients  user SNMPv3 Users Define SNMPv3 users The name of a user (which must have SNMP credential parameters) which is authorized to use SNMPv3 to access the MIBs on this system.  context SNMPv3 Contexts Create non-default SNMPv3 contexts, and define their mapping to an application domain. The default (empty string) context is always mapped to the default application domain. SNMPv3 context definitions, which provide SNMPv3 access to non-default application domains.  security-level authPriv SNMPv3 Security Level Set minimum security level required for incoming SNMPv3 requests. The minimum security level required for incoming SNMPv3 Get and Set requests. The default is Authentication, Privacy.  access-level read-only SNMPv3 Access Level Set limits on MIB access for incoming SNMPv3 requests. The type of access allowed to MIB objects for incoming SNMPv3 Get and Set requests.  trap-default-subscriptions on Enable Default Event Subscriptions Enable Default Event Subscriptions Enable or Disable the default list of event codes that generate traps. The default is Enable Trap Subscriptions.  trap-priority error   EnableDefaultTrapSubscriptions on Minimum Priority Minimum trap event priority Select a minimum trap event priority. The priorities are hierarchical. The lowest is listed last. Set to the minimum that is required for your trap events.  trap-code   EnableDefaultTrapSubscriptions on Event Subscriptions Trap event-code subscriptions The list of event codes generating traps. You can add event codes which will be triggering traps send to the configured trap targets.  config-mib /drConfigMIB.txt Configuration Link to the DataPower Enterprise Configuration MIB.  config-mib /mqConfigMIB.txt Configuration Link to the IBM MQ DataPower Gateway Enterprise Configuration MIB.  status-mib /drStatusMIB.txt Status Link to the DataPower Enterprise Status MIB.  status-mib /mqStatusMIB.txt Status Link to the IBM MQ DataPower Gateway Enterprise Status MIB.  notification-mib /drNotificationMIB.txt Notifications Link to the DataPower Enterprise Notification MIB.  notification-mib /mqNotificationMIB.txt Notifications Link to the IBM MQ DataPower Gateway Enterprise Notification MIB.        Enterprise MIBs     Trap Event Subscriptions SNMP Settings SNMP basic properties Use this page to establish SNMP connectivity to the device, and to set values used by SNMP.   mpgw IDG   protocol/amqp source-amqp mpgw  APIGateway IDG   summary Comments Brief descriptive summary for the configuration Enter a descriptive summary for the configuration.  broker AMQP broker AMQP broker name Select an AMQP broker from the list.  from Source terminus Name of the source terminus to retrieve the message Specify the name of the terminus to retrieve the message that might be the reply to a posted message.  to Target terminus Name of the target terminus to post the message Specify the name of the target terminus to post the message.  maximum-message-size 0 104857600 0 Maximum message size Maximum message size to allow Bytes Specify the maximum message size in bytes. EEnter a value in the range 0 - 104857600. The default value is 0, which indicates to use the value set in the referenced AMQP broker.  credit 1 100 Credit Number of concurrent messages that a receiver can handle Specify the number of concurrent messages that a receiver can handle. The minimum value is 1. The default value is 100.  ignore-reply-to on Ignore reply-to Whether to ignore the AMQP reply-to property  Indicate whether to ignore the AMQP 
                                         reply-to
                                        property. The default value is on. 
                                          When enabled, ignores the 
                                             reply-to
                                            address when sending an AMQP response message. When disabled, uses the 
                                             reply-to
                                            address instead of the address of the target terminus.                 General Main       Quiesce State           AMQP Handler AMQP Handler In AMQP, distributed source and target termini are managed by a broker. The broker periodically monitors and polls termini. The broker ensures that sent messages are directed to the correct target terminus or are routed to another server. The AMQP broker configuration on the DataPower Gateway corresponds to an AMQP broker that is running on another host in the network.  protocol/as2-proxy source-as2-proxy mpgw  MultiProtocolGateway IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  local-address 0.0.0.0 Local IP address Enter the IP address or host alias on which the service listens. Specifies the address to listen on for incoming HTTP traffic. The default value indicates that the service listens on all IP addresses.  port 1 0xFFFF 80 LocalAddress Port The local TCP port number that supports server operations Specifies the port to listen on for incoming HTTP traffic. Enter a value in the range 1 - 65535. The default value is 80.  http-client-version HTTP/1.1 HTTP version to client HTTP version for client side connections Select the HTTP version for client side connections. The default value is HTTP 1.1.  allowed-features 0x0603 Allowed methods and versions Methods and versions to allow for incoming requests Specifies the methods and versions to allow for incoming HTTP requests.  persistent-connections on Negotiate persistent connections Whether to negotiate persistent connections on the front end Indicates whether to negotiate persistent connections where appropriate on the front end. The default value is enabled.  max-persistent-reuse 0   PersistentConnections off Maximum persistent reuse The maximum number of times a persistent connection is reused on the front end Specifies the maximum number of times a persistent connection is reused on the front end. When the maximum reuse count is reached, an explicit 
                                     HTTP Connection: close
                                    header is sent in the response and the TCP connection is closed. The default value is 0, which means unlimited reuse.  compression off Enable compression Indicate whether to negotiate GZIP compression for client side connections.  Whether to negotiate GZIP compression for client side connections. The default value is off. If enabled, the DataPower service uses GZIP to compress HTTP transmissions when the 
                                         Accept-Encoding
                                        HTTP header indicates that compressed documents can be processed. The 
                                         Transfer-Encoding
                                        HTTP header indicates compression.  max-url-len 1 128000 16384 Maximum URL length The length of the longest incoming URL to accept Bytes Specifies the length of the longest incoming URL to accept. The length includes any query string or fragment identifier. Enter a value in the range 1 - 128000. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Maximum aggregate length of incoming HTTP headers to allow Bytes Specifies the maximum aggregate length of incoming HTTP headers to allow. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum number of headers Maximum number of headers to allow in HTTP requests Specifies the maximum number of headers to allow in the incoming request messages. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Maximum length of the name part of an HTTP header Bytes Specifies the maximum length of HTTP header names. Each HTTP header is expressed as a name-value pair. This setting specifies the maximum length of the name portion for HTTP headers. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Maximum length of the value part of an HTTP header Bytes Specifies the maximum length of HTTP header values to allow. Each HTTP header is expressed as a name-value pair. This setting specifies the maximum length of the value portion of that header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Maximum length of the HTTP query string to allow The portion of the URL after the question mark (?) is known as the query string. This property specifies its maximum length in bytes. The default value is 0, which indicates no limit.  acl Access control list The access control list to allow or deny access to this service Specifies the access control list to allow or deny access to this service based on the IP address of the client. When attached to a service, an access control list denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  credential-charset Credential character set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value is Protocol, which represents ISO-8859-1, Latin 1.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. Specifies a TLS proxy profile for securing the communication between the requesting client and the DataPower Gateway.  remote-hostname Host IP address, host name, or load balancer group name of the Multi-Enterprise Integration Gateway server. Specifies the IP address, host name, or name of a load balancer group of the Multi-Enterprise Integration Gateway server.  remote-port 1 0xFFFF Port Destination port on the Multi-Enterprise Integration Gateway server. Specifies the destination port on the Multi-Enterprise Integration Gateway server.  remote-ssl   SSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile.  Specifies a TLS proxy profile for securing the communication between the DataPower Gateway and the remote Multi-Enterprise Integration Gateway server.  remote-connect-timeout 1 86400 60 Connection timeout Connection timeout seconds Specifies the number of seconds that the DataPower Gateway waits to establish a connection to the Multi-Enterprise Integration Gateway server. Enter a value in the range 1 - 86400. The default value is 60.  xml-manager default XML manager An XML manager Specifies an existing XML manager. An XML manager obtains and manages XML documents, stylesheets, and other document resources on behalf of one or more services.  enable-passthrough on Enable passthrough Whether to pass the original AS2 requests to DataPower service processing policy Controls whether to pass the original AS2 requests to the processing policy of DataPower service. 
                                      When enabled, the AS2 proxy handler passes the original AS2 requests to DataPower service processing policy. When disabled, the AS2 proxy handler first uses the cryptographic information in the partner exchange profile to decrypt the incoming AS2 requests and verify the signature. The AS2 proxy handler then passes the decrypted request body with signature removed to DataPower service for processing.  enable-visibility-event on Send visibility event Whether to send visibility events to the MEIG visibility event endpoint Controls whether to send the visibility events generated by the AS2 proxy handler to the MEIG visibility event endpoint. These visibility events are correlated to those generated by the Multi-Enterprise Integration Gateway server in one transaction thread.  visibility-event-endpoint   EnableVisibilityEvent on   EnableVisibilityEvent on Visibility event endpoint The location of the MEIG visibility event endpoint Specifies the URL of the MEIG visibility event endpoint. Enter the URL in the format of static IBM MQ URL that provides the information about the IBM MQ server name, queue manager name, and name of the channel configured in the Multi-Enterprise Integration Gateway server. For example, dpmq://NAME_OF_MQ_OBJECT/?RequestQueue=QUEUE_NAME_FOR_VISIBILITY_EVENT  enable-hmac-authentication on   EnableVisibilityEvent on Enable HMAC authentication Whether to use HMAC to secure visibility event delivery Controls whether to use Hash-based Message Authentication Code (HMAC) to secure all visibility events sent to the visibility event endpoint. If HMAC is enabled in the Multi-Enterprise Integration Gateway server, you must enable HMAC authentication in the AS2 proxy handler to avoid message rejection.  hmac-passphrase     EnableVisibilityEvent on  EnableHmacAuthentication on  HmacPassphrase  HMAC passphrase (deprecated) HMAC passphrase Specifies the passphrase used to calculate the HMAC token for message authentication and integrity check in the Multi-Enterprise Integration Gateway server.  hmac-passphrase-alias     EnableVisibilityEvent on  EnableHmacAuthentication on  HmacPassphrase     EnableVisibilityEvent on  EnableHmacAuthentication on HMAC passphrase alias HMAC passphrase alias Specifies the password alias of the passphrase used to calculate the HMAC token for message authentication and integrity checking in the Multi-Enterprise Integration Gateway server.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and the remote Multi-Enterprise Integration Gateway server.  The TLS profile type to secure connections between the DataPower Gateway and the remote Multi-Enterprise Integration Gateway server. This communication must be TLS protected. You can define the TLS proxy profile for this communication in one of the following places:  Define the TLS profile in the user agent that is assigned to the XML manager for the DataPower service service. Define the TLS profile here. Ensure that the TLS profile is defined in one of these places. Without the remote TLS profile, processing is stopped and an error is logged.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                            Main     General         Exchange profile        Visibility event Multi-enterprise integration gateway server       Quiesce state           MEIG AS2 Proxy Handler MEIG AS2 proxy handler A MEIG AS2 proxy handler receives AS2 requests over HTTP or HTTPS and forwards them to the back end which is assumed to be an IBM Multi-Enterprise Integration Gateway (MEIG) server. AS2 proxy handlers conform to gateway specifications of RFC 2616 and AS2 specification of RFC 4130.  protocol/as2 source-as2 mpgw  B2BGateway B2B   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default value is 0, which indicates that the service is active on all addresses. You can use a local host alias to help ease migration.  port 1 0xFFFF 80 LocalAddress Port The local port on which the service listens Specifies the port that this service monitors. Enter a value in the range 1 - 65535. The default value is 80.  http-client-version HTTP/1.1 HTTP version to client Front side HTTP version Select the HTTP version to use on the front (client) side connection. The default value is HTTP/1.1.  allowed-features 0x0617 Allowed methods and versions Request methods and versions must be of only the allowed types Specifies the allowed methods and versions for incoming HTTP requests.  persistent-connections on Persistent connections Enable or disable persistent connections on front side Toggle to enable or disable persistent connections where appropriate on front side.  compression off Compression Enable or disable GZIP compression Toggle to enable or disable the GZIP compression functionality on front side.  max-url-len 1 128000 16384 Maximum allowed URL length The longest incoming URL that will be accepted The longest incoming URL that will be accepted in bytes. The length includes any query string or fragment identifier.  max-total-header-len 5 128000 128000 Maximum allowed total header length Maximum aggregate size of incoming headers The maximum aggregate byte size of incoming HTTP headers.  max-header-count 0 Maximum number of HTTP request headers allowed Maximum number of HTTP request headers allowed The maximum number of headers allowed in the request message. 0 means unlimited.  max-header-name-len 0 Maximum allowed length of HTTP header name Maximum allowed length of HTTP header name Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the name portion of that header. 0 means unlimited.  max-header-value-len 0 Maximum allowed length of HTTP header value Maximum allowed length of HTTP header value Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the value portion of that header. 0 means unlimited.  max-querystring-len 0 Maximum allowed length of HTTP query string Maximum allowed length of HTTP query string The portion of the URL after a ? is the query string. This property specifies its maximum length in bytes. 0 means unlimited.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS server profile or TLS SNI server profile. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this handler.  acl Access control list Access control list This access control list allows or denies access based on the IP address of the client.  aaa-policy AAA policy AAA policy This AAA policy to authenticate inbound messages.  credential-charset protocol Credential character set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. Defaults to Protocol which is ISO-8859-1, Latin 1.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.      Summary               Main          Advanced       Quiesce state           AS2 Handler AS2 handler The configuration for an AS2 handler receives HTTP requests and forwards them to the appropriate gateway. This handler conforms to RFC 2616.  protocol/as3 source-as3 mpgw  B2BGateway B2B   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local IP address Local IP address  Enter the address on which the FTP server service listens. The default value is 0.0.0.0, which indicates that the service is active on all addresses. You can use a local host alias to help ease migration. If the FTP server service is listening on a virtual IP address managed by a standby control group with the self-balancing feature enabled, incoming control and data connections will always go to the active member of the standby control group.  port 1 0xFFFF 21 LocalAddress Port Local TCP port for the FTP server Enter the port that is monitored by the FTP Server service. This port is the port on which FTP control connections can be established. This port does not control the TCP port that is used for the data connections. If the FTP client uses the PASV command, data connections will use an arbitrary, unused TCP port. Enter a value in the range 1 - 65535. The default value is 21.  filesystem virtual-ephemeral File system type The type of file system the FTP server will present  Select the file system type that is presented by the FTP server.  If virtual ephemeral or virtual persistent is chosen, the client can write files to all directories. These files are shown in directory listings but cannot be retrieved. For file system responses, the responses are shown and can be retrieved, renamed, and deleted by the client. If transparent is chosen, the file system shows the contents of the equivalent path of the server on the back-end of the Multi-Protocol Gateway with which this FTP server is associated.  persistent-filesystem-timeout 1 43200 600   FilesystemType virtual-persistent Persistent file system timeout Controls how long a virtual persistent file system with no active connections is retained seconds Enter the duration in seconds that a connection to a virtual file system is retained after all FTP control connections from user identities are disconnected. When the timeout expires, the virtual file system object is destroyed. All of the response files that were not deleted by the FTP client are deleted from their storage area. Enter a value in the range 1 - 43200. The default value is 600.  virtual-directory   FilesystemType virtual-ephemeral virtual-persistent Virtual directories Create directory in virtual file system of FTP server In virtual mode, create a directory in the virtual file system that is presented by this FTP server. The FTP client can use all of these directories to write file to be processed. The root directory (/) is always present and cannot be created. Its response directory is always the root directory.  default-directory / Default directory Default for current working directory Enter the initial working directory on the FTP server (after users connect and authenticate). When using a virtual file system and the working directory is not the root directory, the specified directory must be one of the configured virtual directories. The default is the root directory (/).  max-filename-len 1 4000 256 Maximum filename length Maximum length of a file name on the server Enter the maximum file name length on the FTP server. Enter a value in the range 1 - 4000. The default value is 256.  acl Access control list Select an access control list to apply. The ACL allows or denies access to the FTP server based on the IP address of the FTP client.  require-tls off Require TLS Control whether FTP control connections require TLS encryption Specify whether FTP control connections require TLS encryption. For implicit or explicit FTP, you must complete the configuration by specifying the TLS profile to secure the connection.  ssl    RequireTLS explicit implicit  SSLServerConfigType proxy   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS server profile or TLS SNI server profile.  Specify an TLS proxy profile to secure connections between clients and the DataPower Gateway.  password-aaa-policy Username-password AAA policy AAA policy for validating user name and password Select the AAA policy to perform authentication of user names and passwords provided to the FTP server by the client with the USER and PASS commands. If the authentication succeeds, the FTP client may use all the features of the FTP server. If the authentication fails, a 530 error is returned, and the user can attempt to authenticate again. Without this AAA policy, any user name and password will be accepted.  certificate-aaa-policy Password-required AAA policy AAA policy to determine whether password is required Selects the AAA policy to perform secondary authentication of the information provided in the TLS certificate provided during negotiation after the AUTH TLS command to the FTP server. Primary authentication is done by the TLS profile, which can reject a certificate. This authentication stage controls whether an FTP password will be demanded or not. If the result of this authentication succeeds, the FTP client will only have to use the USER command to login after the AUTH TLS. If this authentication fails, the FTP client will have to use both the USER and PASS commands to complete the login process. Without this AAA policy, USER and PASS are required. If the AUTH TLS command is not used by the FTP client, USER and PASS are required.  allow-ccc on Allow CCC command Control use of CCC command Specify whether the FTP CCC command can be used to turn off TLS encryption of the FTP control connection after user authentication. If allowed, the CCC command can be used to turn off encryption after authentication. Disabling encryption is necessary when the FTP control connection crosses a firewall or NAT device that needs to sniff the control connection. Disabling encryption eliminates the secrecy of the files being transferred and allows TCP packets injection attacks.  passive allow Passive (PASV) command Control use of passive mode Control use of the FTP PASV and EPSV commands by the FTP client, as an alternative to the PORT and EPRT commands. The default is to allow PORT, EPRT, PASV, and EPSV. Other settings either require PASV or EPSV, or require PORT or EPRT. If an acceptable PORT, EPRT, PASV, or EPSV command is not received, the STOR, STOU, RETR, LIST, and NLST data transfer commands will fail. This FTP server will never attempt to connect to the deprecated default FTP data port at TCP port 20.  passive-port-range off   Passive disallow Limit port range for passive connections Enable using a limited range of TCP port numbers for passive connections.  When enabled, when a PASV or EPSV command is received from the FTP client, instead of selecting any free listening TCP port in the range 1024 - 65534, allow configuration of a restricted port range. This may be used when a firewall wants to allow incoming FTP data connections only on a limited range of ports, particularly when it cannot "sniff" the FTP control connection. Note that the size of the range specified limits how many FTP clients can be in the state between receiving the 227 response code to the PASV or EPSV command, and establishing the FTP data TCP connection. Pressure on this limited resource can be controlled by adjusting the passive data connection idle timeout. While it is perfectly legal to configure multiple FTP servers on the same system to use the same (or overlapping) passive port ranges, realize that they are contending for a common resource in the TCP implementation. However, it is not wise to use a port range that overlaps with other services (HTTP servers, etc.) that are configured on the system. There is no configuration checking for such conflicts, and other configured services will allocate the ports first, and they will not be available for the FTP server. The FTP server allocates these listening ports dynamically.  passive-port-min 1024 65534 1024    Passive disallow  UsePasvPortRange off Minimum passive port Lowest port value for the passive port range Specify the lowest listening TCP port number to use for passive FTP data connections. Any value from 1024 to 65534 is valid, as long as this not greater than maximum passive port.  passive-port-max 1024 65534 1050    Passive disallow  UsePasvPortRange off Maximum passive port Highest port value for the passive port range Specify the highest listening TCP port number to use for passive FTP data connections. Any value from 1024 to 65534 is valid, as long as this not less than minimum passive port.  passive-idle-timeout 5 300 60   Passive disallow Passive data connection idle timeout Idle timeout for a passive data connection seconds  Specifies the number of seconds that the server waits for a client to establish a passive connection. Enter a value in the range 5 - 300. The default value is 60. This setting controls the amount of time in seconds between when the FTP server issues code 227 (Entering Passive Mode) in response to the PASV or EPSV command from the FTP client and when the FTP client must establish a TCP data connection to the listening port and issue a data transfer command.  If the data connection is not established within the timeout period, the listening port will be closed. If a data transfer command is issued after the port is closed, the command fails with code 425 and the 
                                             Failed to open data connection
                                            message. If the data connection is established but no data transfer command is issued within the timeout period, the TCP data connection will be closed. Any data transfer command after the timeout will be treated as if the PASV or EPSV command was never issued. The command fails with code 425 and the 
                                             Require PASV or PORT command first
                                            message.  passive-promiscuous off   Passive disallow Disable passive data connection (PASV) IP security check Disable passive data connection (PASV) IP security check  This option will disable the IP security check that is done when processing the FTP PASV command. The check verifies that the IP address of the client connecting to the data connection is the same as the one that established the control connection. The default value is off, which is the expected behavior for an FTP server. Turn the option on if there is a specific reason the incoming connection will not be coming from the same client as the control connection (i.e. from a load balancer). This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  port-promiscuous off   Passive require Disable active data connection (PORT) IP security check Disable active data connection (PORT) IP security check  This option will disable the IP security check that verifies that outgoing data connections can only connect to the client. The default value is off, which is the expected behavior for an FTP server. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  allow-passive-addr off   Passive disallow Use alternate PASV IP address Use alternate PASV IP address  When on, this option will enable the ability to override the IP address that is presented to the FTP client when the server is in passive mode. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  passive-addr    UseAlternatePASVAddr on   Alternate PASV IP address Alternate PASV IP address  The numeric IP address that will be returned to the FTP client in response to a PASV command. This does not change the IP address that the FTP server will listen on, which is always the IP address that the FTP data connection was made to. This is used in certain situations when the FTP server is behind a firewall that is not FTP-aware.  list-cmd off   FilesystemType transparent Enable LIST command support Enable LIST command support  When on, the server will make a distinction between the LIST and NLST commands. When off, the server will always respond with an NLST when requesting a file listing. The default value is off This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  dele-cmd off   FilesystemType transparent Enable delete support Enable DELE (delete) support  When on, allows the DELE (delete) command to be passed to the FTP back-end server. This is only valid in transparent file system type. The default value is off This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  data-encryption allow File transfer data encryption Control use of data encryption for file transfers Select the use of encryption for data connections (file transfers). Data encryption is controlled by the FTP PROT P command.  allow-compression on Allow compression Control use of MODE Z command to compress data transfer Specify whether the FTP client can use FTP MODE Z compression. After enabling FTP compression, the FTP client can use the zlib method to compress data transfers.  allow-unique-filename off Allow unique file name (STOU) Control use of STOU command for unique file names Specify whether the FTP client can use the FTP STOU command. When enabled, the FTP server generates a unique file name for each transferred file.  unique-filename-prefix  ^[^/]*$   AllowSTOU on Unique file name prefix Prefix of all unique filenames generated by STOU  Enter the prefix (leading characters) for file names that are generated when using the FTP STOU command. When defining the prefix, the directory separator (/) is not allowed. The default is to not add a prefix, which is an empty string.  Note: The software adds a numeric suffix.  allow-restart off   FilesystemType virtual-persistent Allow restart (REST) Control use of the REST command for interrupted file transfers  Controls whether the FTP client can use the FTP REST command to continue the transfer of a file after an interruption in the data transfer. This is supported in the BSD stream style described in draft-ietf-ftpext-mlst-16.txt. (The MODE B style that is described in RFC 959 is not supported.) The FTP server must be configured with a virtual persistent file system. For written files, the server will delay the actual processing until a timeout expires or until the next FTP command other than a SIZE or REST command. This processing allows the FTP client can return and resume to the transfer using the SIZE, REST, and STOR commands. The argument to the REST command must be the same as the byte count returned by the SIZE command.  Note: The response code to all STOR commands on this server will always be 226. The response codes does not reflect the success of the transaction. This capability is also supported for reading the response files, if the server is configured for a response type of virtual file system.  Note: The generation of response files are delayed until the transaction is completed.  restart-timeout 240    AllowREST on  FilesystemType virtual-persistent Restart timeout Time that the STOR command waits for a restart When restart (REST) is enabled, the number of seconds that the FTP client has to reconnect to the server and use the SIZE, REST, and STOR commands to continue an interrupted file transfer. If this period of time elapses, the data that was received to this point on the TCP data connection will be passed to the Multi-Protocol Gateway. This timeout is canceled if another command (other than SIZE or REST) is received on the FTP control connection.  idle-timeout 0 65535 0 Idle timeout Inactivity limit on FTP control connection seconds Enter the number of seconds that the FTP control connection can be idle. After the specified duration elapses, the FTP server closes the control connection. Defaults to 0, which disables the timeout.  response-type none   FilesystemType virtual-ephemeral virtual-persistent Response type How to make response available to FTP client Select how to make response files available for gateway transactions started by an FTP STOR or SOUT operation.  response-storage temporary    ResponseType virtual-filesystem  FilesystemType virtual-ephemeral virtual-persistent Response storage Where to store response files Select where response files are stored.  filesystem-size 1 2048 32    ResponseStorage temporary  FilesystemType virtual-ephemeral virtual-persistent Temporary storage size Maximum size of temporary file system MB Enter in megabytes the maximum size for the temporary file system size. Enter a value in the range 1 - 2048. The default value is 32.  response-nfs-mount    ResponseType virtual-filesystem  ResponseStorage nfs  FilesystemType virtual-ephemeral virtual-persistent Response NFS mount NFS mount to store response files in When the response type is virtual file system and response storage is NFS, select an NFS static mount to apply. Each response file will have a unique file name in the NFS directory. The name of the response file is not related to the file name that the virtual file system presents to the FTP client. Generally, this NFS directory is not made available through the FTP server. This directory should not be used for any other purpose.  response-suffix  ^[^/]*$    ResponseType virtual-filesystem ftp-client  FilesystemType virtual-ephemeral virtual-persistent Response suffix URL file name suffix to response file When the response type is a virtual file system or an FTP client, enter the suffix to add when generating response files. The directory separator (/) is not allowed. If the response type is a virtual file system and the FTP client is writing in virtual directories that do not have a response directory or if the response directory is the same as the virtual directory, this value must have a non-empty value. If empty, the response would try to overwrite the request, which is not allowed. Defaults to an empty string.  response-url  ^ftp://[^/]+(/[^/]+)*$    ResponseType ftp-client  FilesystemType virtual-ephemeral virtual-persistent Response URL URL for generating a response via FTP client  When Response Type is FTP Client, enter the URL to use when generating response files. This URL enables a response to be written using FTP commands. The URL must be an FTP URL that starts with 
                                         ftp://
                                        . The URL should include a directory, but not a file name. The URL cannot include query parameters. The default is to have no response generated (an empty string).  ssl-config-type proxy   RequireTLS explicit implicit TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server    RequireTLS explicit implicit  SSLServerConfigType server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server    RequireTLS explicit implicit  SSLServerConfigType sni   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.     Summary                                         Main    Control connection authorization       Quiesce state           AS3 Handler AS3 handler AS3 handler  protocol/ebms2 source-ebms2 mpgw  B2BGateway B2B   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default value of 0.0.0.0 indicates that the service is active on all addresses. Local host aliases help to ease migration tasks between machines.  port 1 0xFFFF 80 LocalAddress Port The local TCP port number that supports server operations Specifies the port monitored by the HTTP service. Enter a value in the range 1 - 65535. The default value is 80.  http-client-version HTTP/1.1 HTTP version to client Front side HTTP version Select the HTTP version to use on the front (client) side connection. The default is HTTP 1.1.  persistent-connections on Negotiate persistent connections Whether to enable persistent connections Controls whether to enable persistent connections on the front side. The default is enabled.  compression off Enable compression Whether to enable GZIP compression Controls whether to enable GZIP compression on the front side. The default is disabled.  max-url-len 1 128000 16384 Maximum URL length Longest incoming URL that is accepted An integer in the range 1 to 128000 that specifies the longest incoming URL that is accepted in bytes. The length includes any query string or fragment identifier. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Maximum aggregate size of incoming headers Specifies the maximum aggregate size of incoming HTTP headers in bytes. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum number of headers Maximum number of HTTP request headers Specifies the maximum number of headers that is allowed in the request message. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Maximum length of HTTP header name Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the name portion of the header. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Maximum length of HTTP header value Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the value portion of the header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Maximum query string length The maximum length of the query string that is allowed in the client requests. The query string is the portion of the URL after the question mark (?) character. The default value is 0, which indicates no limit.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this handler. Click the + button to create a new TLS proxy profile and assign that TLS proxy profile to the handler.  acl Access control list Access control list that controls accesses to the service The access control list (ACL) allows or denies access to this service based on the IP address of the client. When attached to a service, an ACL denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  aaa-policy AAA policy AAA policy that authenticates the received messages Specifies the AAA Policy to use to authenticate the ebMS2 messages that are received on this handler.  credential-charset protocol Credential character set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value is Protocol, which indicates ISO-8859-1, Latin 1.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                            Main       Quiesce State           ebMS2 Handler ebMS2 Handler The configuration for an ebMS2 handler.  protocol/ebms3 source-ebms3 mpgw  B2BGateway B2B   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default value of 0.0.0.0 indicates that the service is active on all addresses. Local host aliases help to ease migration tasks between machines.  port 1 0xFFFF 80 LocalAddress Port The local TCP port number that supports server operations Specifies the port monitored by the HTTP service. Enter a value in the range 1 - 65535. The default value is 80.  http-client-version HTTP/1.1 HTTP version to client Front side HTTP version Select the HTTP version to use for front (client) side connection. The default is HTTP 1.1.  persistent-connections on Negotiate persistent connections Whether to enable persistent connections Controls whether to enable persistent connections on the front side. The default is enabled.  compression off Enable compression Whether to enable GZIP compression Controls whether to enable GZIP compression on the front side. The default is disabled.  max-url-len 1 128000 16384 Maximum URL length Longest incoming URL that is accepted An integer in the range 1 to 128000 that specifies the longest incoming URL that is accepted in bytes. The length includes any query string or fragment identifier. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Maximum aggregate size of incoming headers Specifies the maximum aggregate size of incoming HTTP headers in bytes. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum number of headers Maximum number of HTTP request headers Specifies the maximum number of headers that is allowed in the request message. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Maximum length of HTTP header name Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the name portion of the header. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Maximum length of HTTP header value Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the value portion of the header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Maximum query string length The maximum length of the query string that is allowed in the client requests. The query string is the portion of the URL after the question mark (?) character. The default value is 0, which indicates no limit.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this handler. Click the + button to create a new TLS proxy profile and assign that TLS proxy profile to the handler.  acl Access control list Access control list that controls accesses to the service The access control list (ACL) allows or denies access to this service based on the IP address of the client. When attached to a service, an ACL denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  aaa-policy AAA policy AAA policy that authenticates the received messages Specifies the AAA Policy to use to authenticate the ebMS3 messages that are received on this handler.  credential-charset protocol Credential character set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value is Protocol, which indicates ISO-8859-1, Latin 1.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                            Main       Quiesce State           ebMS3 Handler ebMS3 Handler The configuration for an ebMS3 handler.   mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  target-dir Target directory The directory to poll.  Specify the directory to poll. The path must end in a slash. The path denotes a directory.  FTP examples: 
                                              Absolute to the root directory: 
                                                 "ftp://user:password@host:port/%2Fpath/" If the user name or password contains the characters colon (:), at symbol (@), or slash (/), use their URL-encoded values in accordance with the specification. Relative to the home directory of the user: 
                                                 "ftp://user:password@host:port/path/" Include a password in the URL with caution. The use of user:/password@host results in a server connection. However, with this configuration, the connection could be unable to send multiple commands to the FTP server. For a stable connection, define a basic authentication policy in the user agent. The user agent is in the XML manager associated with the DataPower service. NFS example: 
                                               "dpnfs://static-mount-name/path/" SFTP examples: 
                                              Absolute to the root directory: 
                                                 "sftp://host:port/path/" Relative to the home directory of the user: 
                                                 "sftp://host:port/~/path/" Do not configure one poller to point at a host name that is a virtual name of a load balancer group. This configuration is not the correct way to poll multiple hosts. To poll multiple hosts, use the same DataPower service and configure one poller object for each real host.  delay-time 25 100000000 60000 Delay between polls Interval between polling sequences ms  Enter the number of milliseconds to wait after the completion of one poll sequence before starting the next one. A 
                                         polling sequence
                                        is the actual polling action plus the time to complete all transactions that were started by the poll action. The next polling action will start the specified number of milliseconds after the last transaction completes. Enter a value in the range 25 - 100000000. The default value is 60000.  match-pattern Input file match pattern File name pattern to base poll search criteria.  Enter the PCRE to use to match the contents of the directory being polled. If there is file-renaming or there is a response, this PCRE must create PCRE back references using () pairs. For example, if the input files are 
                                         NNNNNN.input
                                        , the match pattern would be 
                                         "([0-9]{6})\.input$"
                                        .  processing-rename-pattern Processing file renaming pattern File name pattern used to rename a file that is being processed.  Enter the PCRE to use to rename a file that is being processed. This functionality allows multiple pollers to poll the same directory with the same match pattern. There is no lack of atomicity if the rename operation on the server is atomic. The poller that succeeds in renaming the input file will proceed to process the file. Any other poller that tries to rename the file at the same time will fail to rename the file and will proceed to try the next file that matches the specified match pattern. To ensure uniqueness, the resulting file name will be in the following format:  filename
                                        . 
                                         hostname
                                        . 
                                         serial
                                        . 
                                         domain
                                        . 
                                         poller
                                        . 
                                         timestamp    filename The file name for the renamed input file.  hostname The hostname (system identifier) of the configured DataPower device.  serial The serial number of the configured DataPower device.  domain The domain of the polling object.  poller The name of the polling object.  timestamp The timestamp  Note: File renaming cannot be used with an FTP server that supports only 8.3 file names. For example if the input files are 
                                         NNNNNN.input
                                        and you want to rename them to 
                                         NNNNNN.processing
                                        , then the match pattern would be 
                                         "([0-9]{6})\.input$"
                                        and the processing pattern would be 
                                         "$1.processing"
                                        . The resultant file name on the server would be:  NNNNNN.processing. 
                                             hostname
                                            . 
                                             serial
                                            . 
                                             domain
                                            . 
                                             poller
                                            . 
                                             timestamp  Note: If no processing rename pattern is configured, the file will still be renamed. The only difference is that the 
                                         filename
                                        portion of the resulting file is the name of the original input file, not the renamed input file.  success-delete off Delete input file on success Delete an input file after successful processing.  Select whether to delete the input file after successful processing.  When enabled, deletes the input file. When not enabled, renames the input file using the renaming pattern specified by Success File Renaming Pattern.  success-rename-pattern $1.processed.ok   DeleteOnSuccess on Success file renaming pattern File name pattern used to rename a file that has been processed successfully.  When Delete File on Success is off, enter the PCRE to use to rename the input file on success. This PCRE will normally have a back reference for the base input file name. For instance, if input files are 
                                         NNNNNN.input
                                        and you want to rename them to 
                                         NNNNNN.processed
                                        , the match pattern would be 
                                         "([0-9]{6})\.input$"
                                        and the rename pattern would be 
                                         "$1.processed"
                                        . Some servers might allow this pattern to indicate a path that puts the file in a different directory, if it allows cross-directory renames. For instance, the match pattern would be 
                                         "(.*)"
                                        and the rename pattern would be 
                                         "../processed/$1"
                                        .  error-delete off Delete file on processing error Delete a file after failure to process.  Select whether to delete the input or processing rename file when it could not be processed.  When enabled, deletes the file. When not enabled, renames the input or processing rename file using the renaming pattern specified by Error File Renaming Pattern.  error-rename-pattern $0.processed.error   DeleteOnError on Error file renaming pattern File name pattern used to rename a file that could not be processed. When Delete File on Processing Error is not enabled, enter the PCRE to use to rename a file when it could not be processed.  result on Generate result file Create a result file after processing an input file.  Select whether to create a result file after processing an input file.  When enabled, creates the result file using the naming pattern specified by Result File Name Pattern. When not enabled, does not create the result file.  result-name-pattern   GenerateResultFile on   Result file name pattern File name pattern used to build the name of a response file.  When Generate Result File is on, enter the PCRE to use as the match pattern to build the name of the result file. This PCRE will normally have a back reference for the base input file name. For instance, if input files are 
                                         NNNNNN.input
                                        and the desired result file name is 
                                         NNNNNN.result
                                        , then the match pattern would be 
                                         "([0-9]{6})\.input$"
                                        and the result pattern would be 
                                         "$1.result"
                                        . Some servers might allow this pattern to indicate a path that puts the file in a different directory, if it allows cross-directory renames. For instance, the match pattern would be 
                                         "(.*)"
                                        and the result pattern would be 
                                         "../result/$1"
                                        .  processing-seize-timeout 0 1000 0 Processing seize timeout Time to wait to process a file that is in the processing state. seconds  Enter the time to wait before processing a file that is already in the processing state. Enter a value in the range 0 - 1000. The default value is 0, which means disabled. Processing seizure allows failure handling of a poller when more than one poller polls the same target. If another poller renames a file and does not process and rename or delete it in the specified time, another poller can take over processing. A poller attempts to take over processing when the following conditions are met when compared to the processing seize pattern.  The seize pattern includes the portion of the file name with the configured processing suffix to match. The time stamp is further in the past than the wait time specified by the timeout. When these conditions are met, another poller renames the file with a fresh time stamp and processes the file. The processing assumes that the rename operation succeeded.  processing-seize-pattern   ProcessingSeizeTimeout 0   ProcessingSeizeTimeout 0 Processing seize pattern PCRE to find files that were renamed to indicate that they are in the "being processed" state but the processing never completed.  Enter the PCRE to find files that were renamed to indicate that they are in the "being processed" state but the processing was never completed. The seize pattern contains two phrases. The first phrase is the portion of the file name with the configured processing suffix. The second phrase is the time stamp. For example: 
                                         (.*.processing).*[.*]([0-9]*)
                                        . This assumes that 
                                         $1.processing
                                        was supplied as the renaming pattern.  xml-manager default XML manager An XML manager An XML Manager manages the compilation and caching of stylesheets and documents. The XML Manager can also control the size and depth of messages processed by this host. Specify an existing XML Manager. More than one service may use the same XML Manager.  max-transfers-per-poll 0 100 0 Maximum file transfers per poll cycle Maximum number of files to be transferred during each cycle of the poller connection  The number of allowed concurrent client connections in a polling sequence. Enter a value in the range 0 - 100. The value must be less than the number of simultaneous connections that the polled server accepts. The default value is 0 which means unlimited number of connections based on available system resources. To avoid the consumption of all the systems resources, enter a value other than 0.   protocol/ftppoller source-ftp-poller mpgw  APIGateway IDG           Quiesce state           FTP Poller Handler FTP poller handler Use this handler to have file based input from a configured FTP directory. The directory must exist and have the appropriate permission to perform the designated operations. For these configured directories, ensure that the read, write, and delete permissions are available, as required.  protocol/nfspoller source-nfs-poller mpgw  APIGateway IDG           Quiesce state           NFS Poller Handler NFS poller handler Use this handler to have file based input from an NFS mount. The mount point must exist and have the appropriate permissions to perform the designated operations. For these configured mount points, ensure that the read, write, and delete permissions are available, as required.  protocol/sftppoller source-sftp-poller mpgw  APIGateway IDG   ssh-client-connection SSH client connection SSH Client Connection profile Specifies the name of the SSH client profile which describes how SSH connections are made from the SSH client to an SSH server.                       Main       Quiesce state           SFTP Poller Handler SFTP poller handler Use an SFTP poller handler to have file based input from a configured SFTP directory. The directory must exist and have the appropriate permission to perform the designated operations. For these configured directories, ensure that the read, write, and delete permissions are available, as required.   mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local IP address Local IP address  Enter the address on which the FTP server service listens. The default of 0.0.0.0 indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. Local host aliases can help ease migration tasks among machines. If the FTP server service is listening on a virtual IP address managed by a standby control group with the self-balancing feature enabled, incoming control and data connections will always go to the active member of the standby control group.  port 1 0xFFFF 21 LocalAddress Port Local TCP port for the FTP server  Enter the port that is monitored by the FTP server service. This port is the port on which FTP control connections can be established. This port does not control the TCP port that is used for the data connections. If the FTP client uses the 
                                         PASV
                                        command, data connections will use an arbitrary, unused TCP port. Defaults to 21. Valid range is 1 through 65535.  filesystem virtual-ephemeral File system type The type of file system the FTP server will present  Select the file system type that is presented by the FTP server.  If Virtual Ephemeral or Virtual Persistent is chosen, the client can write files to all directories. These files are shown in directory listings but cannot be retrieved. For file system responses, the responses are shown and can be retrieved, renamed, and deleted by the client. If Transparent is chosen, the file system shows the contents of the equivalent path of the remote server of the DataPower service with which this FTP server is associated. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  persistent-filesystem-timeout 1 43200 600   FilesystemType virtual-persistent Persistent file system timeout Controls how long a virtual persistent file system with no active connections is retained Enter the duration in seconds that a connection to a virtual file system is retained after all FTP control connections from user identities are disconnected. When the timeout expires, the virtual file system object is destroyed. All of the response files that were not deleted by the FTP client are deleted from their storage area. Default to 600 (10 minutes). Valid range is 1 to 43,200 seconds (12 hours).  virtual-directory   FilesystemType virtual-ephemeral virtual-persistent Virtual directories Create directory in virtual file system of FTP server In virtual mode, create a directory in the virtual file system that is presented by this FTP server. The FTP client can use all of these directories to write file to be processed. The root directory (/) is always present and cannot be created. Its response directory is always the root directory.  default-directory / Default directory Default for current working directory Enter the initial working directory on the FTP server (after users connect and authenticate). When using a virtual file system and the working directory is not the root directory, the specified directory must be one of the configured virtual directories. The default value is the root directory (/).  max-filename-len 1 4000 256 Maximum filename length Maximum length of a file name on the server Enter the maximum file name length on the FTP server. Defaults to 256 characters. Valid range is 1 through 4000.  acl Access control list Select an access control list to apply. The ACL allows or denies access to the FTP server based on the IP address of the FTP client. When attached to a server, the default for an ACL is to deny all access. To deny access to only select IP addresses, first grant access to all addresses (allow 0.0.0.0). Then, create deny entries for the desired hosts.  require-tls off Require TLS Control whether FTP control connections require TLS encryption Specify whether FTP control connections require TLS encryption. For implicit or explicit FTP, you must complete the configuration by specifying the TLS profile to secure the connection.  ssl    RequireTLS explicit implicit  SSLServerConfigType proxy   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  password-aaa-policy Username-password AAA policy AAA policy for validating user name and password  Selects the AAA Policy to perform authentication of user names and passwords provided to the FTP server by the client with the 
                                         USER
                                        and 
                                         PASS
                                        commands. If the authentication succeeds, the FTP client may use all the features of the FTP server. If the authentication fails, a 530 error is returned, and the user can attempt to authenticate again. Without this AAA Policy configured, any user name and password will be accepted.  certificate-aaa-policy Password-required AAA policy AAA Policy for determining whether password is required  Selects the AAA Policy to perform secondary authentication of the information provided in the TLS certificate provided during TLS negotiation after the 
                                         AUTH TLS
                                        command to the FTP server. Primary authentication is done by the TLS Profile, it can completely reject a certificate. This authentication stage controls whether an FTP password will be demanded or not. If the result of this authentication succeeds, the FTP client will only have to use the 
                                         USER
                                        command to login after the 
                                         AUTH TLS
                                        . If this authentication fails, the FTP client will have to use both the 
                                         USER
                                        and  PASS commands to complete the login process. If no Certificate AAA Policy is configured, 
                                         USER
                                        and  PASS will always be required. If the 
                                         AUTH TLS
                                        command is not used by the FTP client, 
                                         USER
                                        and  PASS will always be required.  allow-ccc on Allow CCC command Control use of CCC command  Specify whether the FTP  CCC command can be used to turn off TLS encryption of the FTP control connection after user authentication. If allowed, the  CCC command can be used to turn off encryption after authentication. Turning off encryption is necessary when the FTP control connection crosses a firewall or NAT device that needs to sniff the control connection. Turning off encryption eliminates the secrecy of the files being transferred and allows TCP packets injection attacks.  passive allow Passive (PASV) command Control use of passive mode Control use of the FTP PASV and EPSV commands by the FTP client, as an alternative to the PORT and EPRT commands. The default behavior is to allow PORT, EPRT, PASV, and EPSV. Other settings either require PASV or EPSV, or require PORT or EPRT. If an acceptable PORT, EPRT, PASV, or EPSV command is not received, the STOR, STOU, RETR, LIST, and NLST data transfer commands will fail. (This FTP server will never attempt to connect to the deprecated default FTP data port at TCP port 20.)  passive-port-range off   Passive disallow Limit port range for passive connections Enable using a limited range of TCP port numbers for Passive connections.  When enabled, when a PASV or EPSV command is received from the FTP client, instead of selecting any free listening TCP port in the range 1024 to 65534, allow configuration of a restricted port range. This may be used when a firewall wants to allow incoming FTP data connections only on a limited range of ports, particularly when it cannot "sniff" the FTP control connection. Note that the size of the range specified limits how many FTP clients can be in the state between receiving the 227 response code to the PASV or EPSV command, and establishing the FTP data TCP connection. Pressure on this limited resource can be controlled by adjusting the passive data connection idle timeout. While it is perfectly legal to configure multiple FTP servers on the same system to use the same (or overlapping) passive port ranges, realize that they are contending for a common resource in the TCP implementation. However, it is not wise to use a port range that overlaps with other services (HTTP servers, etc.) that are configured on the system. There is no configuration checking for such conflicts, and other configured services will allocate the ports first, and they will not be available for the FTP server. (The FTP server allocates these listing ports dynamically.)  passive-port-min 1024 65534 1024    Passive disallow  UsePasvPortRange off Minimum passive port Lowest port value for the passive port range Specify the lowest listening TCP port number to use for passive FTP data connections. Enter a value in the range 1024 - 65534 as long as this value is not greater than the value for the maximum passive port.  passive-port-max 1024 65534 1050    Passive disallow  UsePasvPortRange off Maximum passive port Highest port value for the passive port range Specify the highest listening TCP port number to use for passive FTP data connections. Enter a value in the range 1024 - 65534 as long as this value is not less than the value for the minimum passive port.  passive-idle-timeout 5 300 60   Passive disallow Passive data connection idle timeout Idle timeout for a passive data connection seconds  Specifies the number of seconds that the server waits for a client to establish a passive connection. Enter a value in the range 5 - 300. The default value is 60. This setting controls the amount of time in seconds between when the FTP server issues code 227 (Entering Passive Mode) in response to the 
                                         PASV
                                        or 
                                         EPSV
                                        command from the FTP client and when the FTP client must establish a TCP data connection to the listening port and issue a data transfer command.  If the data connection is not established within the timeout period, the listening port will be closed. If a data transfer command is issued after the port is closed, the command fails with code 425 and the 
                                             Failed to open data connection
                                            message. If the data connection is established but no data transfer command is issued within the timeout period, the TCP data connection will be closed. Any data transfer command after the timeout will be treated as if the 
                                             PASV
                                            or 
                                             EPSV
                                            command was never issued. The command fails with code 425 and the 
                                             Require PASV or PORT command first
                                            message.  passive-promiscuous off   Passive disallow Disable passive data connection (PASV) IP security check Disable passive data connection (PASV) IP security check  This option will disable the IP security check that is done when processing the FTP PASV command. The check verifies that the IP address of the client connecting to the data connection is the same as the one that established the control connection. The default value for this option is off, which is the expected behavior for an FTP server. Turn the option on if there is a specific reason the incoming connection will not be coming from the same client as the control connection (i.e. from a load balancer). This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  port-promiscuous off   Passive require Disable active data connection (PORT) IP security check Disable active data connection (PORT) IP security check  This option will disable the IP security check that verifies that outgoing data connections can only connect to the client. The default value for this option is off, which is the expected behavior for an FTP server. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  allow-passive-addr off   Passive disallow Use alternate PASV IP address Use alternate PASV IP address  When on, this option will enable the ability to override the IP address that is presented to the FTP client when the server is in passive mode. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  passive-addr    UseAlternatePASVAddr on   Alternate PASV IP address Alternate PASV IP address The numeric IP address that will be returned to the FTP client in response to a PASV command. This does not change the IP address that the FTP server will listen on, which is always the IP address that the FTP data connection was made to. This is used in certain situations when the FTP server is behind a firewall that is not FTP-aware.  list-cmd off   FilesystemType transparent Enable LIST command support Enable LIST command support  When on, the server will make a distinction between the LIST and NLST commands. When off, the server will always respond with an NLST when requesting a file listing. The default value for this option is off This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  dele-cmd off   FilesystemType transparent Enable delete support Enable DELE (delete) support  When on, allows the DELE (delete) command to be passed to the FTP server. This is only valid in transparent file system type. The default value for this option is off This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  data-encryption allow File transfer data encryption Control use of data encryption for file transfers Select the use of encryption for data connections (file transfers). Data encryption is controlled by the FTP PROT P command.  allow-compression on Allow compression Control use of MODE Z command to compress data transfer  Specify whether the FTP client can use FTP 
                                         MODE Z
                                        compression. After enabling FTP compression, the FTP client can use the zlib method to compress data transfers.  allow-unique-filename off Allow unique file name (STOU) Control use of STOU command for unique file names  Specify whether the FTP client can use the FTP 
                                         STOU
                                        command. When enabled, the FTP server generates a unique file name for each transferred file.  unique-filename-prefix  ^[^/]*$   AllowSTOU on Unique file name prefix Prefix of all unique filenames generated by STOU  Enter the prefix (leading characters) for file names that are generated when using the FTP 
                                         STOU
                                        command. When defining the prefix, the directory separator (/) is not allowed. The default behavior is to not add a prefix, which is an empty string.  Note: The software adds a numeric suffix.  allow-restart off   FilesystemType virtual-persistent Allow restart (REST) Control use of the REST command for interrupted file transfers  Controls whether the FTP client can use the FTP 
                                         REST
                                        command to continue the transfer of a file after an interruption in the data transfer. This is supported in the BSD stream style described in draft-ietf-ftpext-mlst-16.txt. (The MODE B style that is described in RFC 959 is not supported.) The FTP server must be configured with a virtual persistent file system. For written files, the server will delay the actual processing until a timeout expires or until the next FTP command other than a 
                                         SIZE
                                        or 
                                         REST
                                        command. This processing allows the FTP client can return and resume to the transfer using the 
                                         SIZE
                                        , 
                                         REST
                                        , and 
                                         STOR
                                        commands. The argument to the 
                                         REST
                                        command must be the same as the byte count returned by the 
                                         SIZE
                                        command.  Note: The response code to all 
                                         STOR
                                        commands on this server will always be 226. The response codes does not reflect the success of the transaction. This capability is also supported for reading the response files, if the server is configured for a response type of virtual file system.  Note: The generation of response files are delayed until the transaction is completed.  restart-timeout 240    AllowREST on  FilesystemType virtual-persistent Restart timeout Time that the STOR command waits for a restart  When restart ( 
                                         REST
                                        ) is enabled, the number of seconds that the FTP client has to reconnect to the server and use the 
                                         SIZE
                                        , 
                                         REST
                                        , and 
                                         STOR
                                        commands to continue an interrupted file transfer. If this period of time elapses, the data that was received to this point on the TCP data connection will be passed to the DataPower service. This timeout is canceled if another command (other than 
                                         SIZE
                                        or 
                                         REST
                                        ) is received on the FTP control connection.  idle-timeout 0 65535 0 Idle timeout Inactivity limit on FTP control connection seconds Enter the number of seconds that the FTP control connection can be idle. After the specified duration elapses, the FTP server closes the control connection. Defaults to 0, which disables the timeout.  response-type none   FilesystemType virtual-ephemeral virtual-persistent Response type How to make response available to FTP client Select how to make response files available for gateway transactions started by an FTP STOR or SOUT operation.  response-storage temporary    ResponseType virtual-filesystem  FilesystemType virtual-ephemeral virtual-persistent Response storage Where to store response files Select where response files are stored.  filesystem-size 1 2048 32    ResponseStorage temporary  FilesystemType virtual-ephemeral virtual-persistent Temporary storage size Maximum size of temporary file system Enter in megabytes the maximum size for the temporary file system size. Defaults to 32 MB. Valid range is 1 MB through 2048 MB.  response-nfs-mount    ResponseType virtual-filesystem  ResponseStorage nfs  FilesystemType virtual-ephemeral virtual-persistent Response NFS mount NFS mount to store response files in  When Response Type is Virtual File System and Response Storage is NFS, select an NFS static mount to apply. Each response file will have a unique file name in the NFS directory. The name of the response file is not related to the file name that the virtual file system presents to the FTP client. Generally, this NFS directory is not made available through the FTP server. This directory should not be used for any other purpose.  response-suffix  ^[^/]*$    ResponseType virtual-filesystem  FilesystemType virtual-ephemeral virtual-persistent Response suffix URL file name suffix to response file When the response type is a virtual file system, enter the suffix to add when generating response files. The directory separator (/) is not allowed. If the response type is a virtual file system and the FTP client is writing in virtual directories that do not have a response directory or if the response directory is the same as the virtual directory, this value must have a non-empty value. If empty, the response would try to overwrite the request, which is not allowed. Defaults to an empty string.  ssl-config-type proxy   RequireTLS explicit implicit TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway  The TLS profile type to secure connections between clients and the DataPower Gateway. If a TLS profile is assigned, the FTP 
                                         AUTH TLS
                                        server command will be enabled, and the client will be able to start TLS encryption of the FTP control connection. The chosen TLS profile controls the TLS credentials that the FTP server will present to the client after the 
                                         AUTH TLS
                                        command, and how the TLS credentials presented by the client will be evaluated.  ssl-server    RequireTLS explicit implicit  SSLServerConfigType server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server    RequireTLS explicit implicit  SSLServerConfigType sni   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                                                Main   protocol/ftp-server source-ftp-server mpgw  APIGateway IDG                                               Main    Control connection authorization       Quiesce state           FTP Server Handler FTP server handler  The FTP server handler provides an FTP server that can be used to submit files for processing by the system. Each file that is written results in one transaction. There can be multiple FTP servers, but only one server can listen on the default port 21 on a given IP address. There can be multiple simultaneous connections from FTP clients to the same FTP server.  Notes:  The 226 FTP response code at the end of an FTP 
                                             STOR
                                            or 
                                             STOU
                                            command is conditional on successful completion of the internal steps and backside operation of the transaction. Changes in the configuration affect only new connections to this FTP server. Existing connections continue to use their current configuration until they disconnect.  protocol/http source-http mpgw IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  local-address 0.0.0.0 Local IP address Enter the IP address or host alias on which the HTTP handler listens. The address on which the HTTP handler listens. The default value indicates that The handler listens on all IPv4 addresses.  port 1 0xFFFF 80 LocalAddress Port Enter the port on which the HTTP handler listens. The port on which the HTTP handler listens. The default value is 80.  socket-path 107 Unix domain socket path Unix domain socket path. Unix domain socket path.  http-client-version HTTP/1.1 HTTP version to client Set the HTTP version for the client side connection. The HTTP version for the client side connection. The default value is HTTP 1.1. For the HTTP/2 protocol, requests and responses are always HTTP/2. When HTTP/2, this setting is ignored.  allowed-features 0x0617 Allowed methods and versions Set the methods and versions to allow for incoming requests. The methods and versions to allow for incoming requests.  persistent-connections on Negotiate persistent connections Indicate whether to negotiate persistent client side connections. Whether to negotiate persistent client side connections. The HTTP/2 protocol controls persistent connections and reuse. Therefore, these settings are ignored.  max-persistent-reuse 0   PersistentConnections off Maximum persistent reuse Enter the maximum number of times a persistent client side connection is reused. The maximum number of times a persistent client side connection is reused. When the maximum reuse count is reached, an explicit 
                                     HTTP Connection: close
                                    header is sent in the response, and the TCP connection is closed. The default value is 0, which means unlimited reuse.  compression off Enable compression Indicate whether to negotiate GZIP compression for client side connections.  Whether to negotiate GZIP compression for client side connections. If enabled, the DataPower service uses GZIP to compress HTTP transmissions when the 
                                         Accept-Encoding
                                        HTTP header indicates that compressed documents can be processed. The 
                                         Transfer-Encoding
                                        HTTP header indicates compression.  websocket-upgrade off   HTTPVersion HTTP/1.0 Allow WebSocket upgrade Indicate whether to allow WebSocket upgrade requests from clients. Whether to allow WebSocket upgrade requests from clients. The default value is disabled. This request is to switch the existing connection to use the WebSocket protocol. WebSocket upgrade requests require that The handler allows GET methods.  websocket-idle-timeout 0 86400 0    AllowWebSocketUpgrade on  HTTPVersion HTTP/1.0   WebSocket idle timeout Enter the maximum idle time for client connections. Seconds The maximum idle time for client connections. This timer monitors the idle time in the data transfer process. When the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The default value is 0, which indicates that the timer is disabled.  max-url-len 1 128000 16384 Maximum URL length Enter the length of the longest incoming URL to accept. Bytes The length of the longest incoming URL to accept. The length includes any query string or fragment identifier. Enter a value in the range 1 - 128000. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Enter the maximum aggregate length of HTTP headers to allow. Bytes The maximum aggregate length of HTTP headers to allow. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum request headers Enter the maximum number of headers to allow in client requests. The maximum number of headers to allow in client requests. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Enter the maximum length of a header name to allow in client requests. Bytes The maximum length of a header name to allow in client requests. Each HTTP header is expressed as a name-value pair. This setting sets the maximum length of the name portion of a header. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Enter the maximum length of a header value to allow in client requests. Bytes The maximum length of a header value to allow in client requests. Each HTTP header is expressed as a name-value pair. This setting sets the maximum length of the value portion of a header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Enter the maximum length of the query string to allow in client requests. The maximum length of the query string to allow in client requests. The query string is the portion of the URL after the question mark (?) character. The default value is 0, which indicates no limit.  acl Access control list Assign the access control list. The access control list uses the defined client IP addresses to allow or deny access.  credential-charset Credential character set Set the character encoding of the original basic authentication values. The character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value represents ISO-8859-1 Latin 1.  http2-max-streams 1 500 100 HTTP/2 maximum streams Enter the maximum number of current streams that a client can have  The maximum number of concurrent streams that the client can have outstanding at the same time with The handler. The limit applies to the number of streams that the client allows the target to create. The greater the number of streams in use, the more resources the client uses. Resources include memory and the network connections to the destination. Enter a value in the range 1 - 500. The default value is 100.  http2-max-frame 16384 16777215 16384 HTTP/2 maximum frame size Enter the largest payload frame size that clients can send Octets The largest payload frame size that the client can send. Enter a value in the range 16384 - 16777215. The default value is 16384.  http2-stream-header off Enable HTTP/2 stream header Whether to enable the HTTP/2 stream identifier header in the request or response  Indicates whether to enable the HTTP/2 stream identifier header in the request or response. When enabled, the HTTP/2 stream identifier is included in the 
                                         X-DP-http2-stream
                                        header. With this header, you can correlate the HTTP/2 stream. The default behavior is disabled.  chunked-encoding on Enable chunked encoding responses Whether to enable the responses to use Transfer-Encoding: chunked When enabled, the HTTP response will use Transfer-Encoding: chunked. The default behavior is enabled.  header-timeout 0 3600000 30000 Request headers processing timeout Enter the maximum duration to allow for request headers processing milliseconds The maximum duration in milliseconds to allow for request headers processing. When the value is greater than 0, request header processing must complete before the duration elapses. Enter a value in the range 0 - 3600000, where a value of 0 disables the timer. The default value is 30000.            Quiesce State           HTTP Handler Manage HTTP handlers An HTTP handler receives HTTP requests that are not over TLS and forwards them to the appropriate DataPower service. HTTP handlers conform to RFC 2616.  protocol/https source-https mpgw IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  local-address 0.0.0.0 Local IP address Enter the IP address or host alias on which the HTTPS handler listens. The address on which the HTTPS handler listens. The default value 0.0.0.0 indicates that The handler listens on all IPv4 addresses.  port 1 0xFFFF 443 LocalAddress Port Enter the port on which the HTTPS handler listens. The port on which the HTTPS handler listens. The default value is 443.  http-client-version HTTP/1.1 HTTP version to client Set the HTTP version for client side connections. The HTTP version for client side connections. The default value is HTTP 1.1. For the HTTP/2 protocol, requests and responses are always HTTP/2. When HTTP/2, this setting is ignored.  allowed-features 0x0617 Allowed methods and versions Set the methods and versions to allow for incoming requests. The methods and versions to allow for incoming requests.  persistent-connections on Negotiate persistent connections Indicate whether to negotiate persistent client side connections. Whether to negotiate persistent client side connections. The default behavior is enabled. The HTTP/2 protocol controls persistent connections and reuse. Therefore, these settings are ignored.  max-persistent-reuse 0   PersistentConnections off Maximum persistent reuse Enter the maximum number of times a persistent client side connection is reused. The maximum number of times a persistent client side connection is reused. When the maximum reuse count is reached, an explicit 
                                     HTTP Connection: close
                                    header is sent in the response, and the TCP connection is closed. The default value is 0, which means unlimited reuse.  compression off Enable compression Indicate whether to negotiate GZIP compression for client side connections.  Whether to negotiate GZIP compression for client side connections. The default value is disabled. If enabled, the DataPower service uses GZIP to compress HTTP transmissions when the 
                                         Accept-Encoding
                                        HTTP header indicates that compressed documents can be processed. The 
                                         Transfer-Encoding
                                        HTTP header indicates compression.  websocket-upgrade off   HTTPVersion HTTP/1.0 Allow WebSocket upgrade Indicate whether to allow WebSocket upgrade requests from clients. Whether to allow WebSocket upgrade requests from clients. The default value is disabled. This request is to switch the existing connection to use the WebSocket protocol. WebSocket upgrade requests require that The handler allows GET methods.  websocket-idle-timeout 0 86400 0    AllowWebSocketUpgrade on  HTTPVersion HTTP/1.0   WebSocket idle timeout Enter the maximum idle time for client connections. Seconds The maximum idle time for client connections. This timer monitors the idle time in the data transfer process. When the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The default value is 0, which indicates that the timer is disabled.  max-url-len 1 128000 16384 Maximum URL length Enter the length of the longest incoming URL to accept. Bytes The length of the longest incoming URL to accept. The length includes any query string or fragment identifier. Enter a value in the range 1 - 128000. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Enter the maximum aggregate length of HTTP headers to allow. Bytes The maximum aggregate length of HTTP headers to allow. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum number of headers Enter the maximum number of headers to allow in client requests. The maximum number of headers to allow in client requests. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Enter the maximum length of a header name to allow in client requests. Bytes The maximum length of a header name to allow in client requests. Each HTTP header is expressed as a name-value pair. This setting sets the maximum length of the name portion of a header. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Enter the maximum length of a header value to allow in client requests. Bytes The maximum length of a header value to allow in client requests. Each HTTP header is expressed as a name-value pair. This setting sets the maximum length of the value portion of a header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Enter the maximum length of the query string to allow in client requests. Bytes The maximum length of the query string to allow in client requests. The query string is the portion of the URL after the question mark (?) character. The default value is 0, which indicates no limit.  acl Access control list Assign the access control list. The access control list uses the defined client IP addresses to allow or deny access.  credential-charset protocol Credential character set Set the character encoding of the original basic authentication values. The character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value represents ISO-8859-1 Latin 1.  ssl   SSLServerConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile with the cryptographic profiles to secure connections.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server   TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway  The TLS server profile to secure connections between clients and the DataPower Gateway.  Note: The TLS server profile that secures the HTTP/2 connection must use the TLS 1.2 or better protocol with a cipher that is secure according to RFC 7540.  ssl-sni-server   SSLServerConfigType sni   TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway  The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  Note: The TLS SNI server profile that secures the HTTP/2 connection must use the TLS 1.2 or better protocol with a cipher that is secure according to RFC 7540.  http2-max-streams 1 500 100 HTTP/2 maximum streams Enter the maximum number of current streams that a client can have  The maximum number of concurrent streams that the client can have outstanding at the same time with The handler. The limit applies to the number of streams that the client allows the target to create. The greater the number of streams in use, the more resources the client uses. Resources include memory and the network connections to the destination. Enter a value in the range 1 - 500. The default value is 100.  http2-max-frame 16384 16777215 16384 HTTP/2 maximum frame size Enter the largest payload frame size that clients can send Octets The largest payload frame size that the client can send. Enter a value in the range 16384 - 16777215. The default value is 16384.  http2-stream-header off Enable HTTP/2 stream header Whether to enable the HTTP/2 stream identifier header in the request or response  Indicates whether to enable the HTTP/2 stream identifier header in the request or response. When enabled, the HTTP/2 stream identifier is included in the 
                                         X-DP-http2-stream
                                        header. With this header, you can correlate the HTTP/2 stream. The default behavior is disabled.  chunked-encoding on Enable chunked encoding responses Whether to enable the responses to use Transfer-Encoding: chunked When enabled, the HTTP response will use Transfer-Encoding: chunked. The default behavior is enabled.  header-timeout 0 3600000 30000 Request headers processing timeout Enter the maximum duration to allow for request headers processing milliseconds The maximum duration in milliseconds to allow for request headers processing. When the value is greater than 0, request header processing must complete before the duration elapses. Enter a value in the range 0 - 3600000, where a value of 0 disables the timer. The default value is 30000.                      Main                   Advanced       Quiesce State           HTTPS Handler Manage HTTPS handlers An HTTPS handler receives HTTP requests over TLS and forwards them to the appropriate DataPower service. HTTPS handlers conform to RFC 2616.  protocol/ims-callout source-ims-callout mpgw  software  MultiProtocolGateway IMS   summary Comments Descriptive summary Specifies a descriptive summary.  host Host Host name or IP address of remote IMS Connect server Specify the host name or IP address of the target IMS Connect server.  port Port Listening port on the remote IMS Connect server Specifies the listening port on the remote IMS Connect server.  datastore 8 ^[a-zA-Z0-9@#$]*$ Data store Name of the IMS data store Specifies the name of the IMS data store. The value can be up to eight characters in length and cannot be blank. The value can use all alphanumeric characters and the following special characters: @ # $.  tpipe 8 ^[a-zA-Z0-9@#$]*$ OTMA tpipe names IMS OTMA tpipe names Specifies the IMS OTMA tpipe names. A tpipe is also known as an alternate client ID. The value can be up to eight characters in length and cannot be blank. The value can use all alphanumeric characters and the following special characters: @ # $.  user-id 8 ^[a-zA-Z0-9@#$]*$ SAF user name SAF user name Specifies the security authorization facility (SAF) user name. The value can be up to eight characters in length and cannot be blank. The value can use all alphanumeric characters and the following special characters: @ # $.  password   Password  SAF password (deprecated) SAF password Specifies the security authorization facility (SAF) password. The value can use all alphanumeric characters and the following special characters: @ # $.  password-alias SAF password alias SAF password alias Specifies the password alias of the security authorization facility (SAF) password.  group 8 ^[a-zA-Z0-9@#$]*$ SAF group Name of SAF group Specifies the name of the security authorization facility (SAF) group. The value can be up to eight characters in length and cannot be blank. The value can use all alphanumeric characters and the following special characters: @ # $.  retry-attempts 1 5 Retry attempts Number of times to attempt to resume a tpipe Specifies the number of times to attempt to resume a transaction pipe (tpipe) after processing encounters an error. Enter a value in the range 1 - 256. The default value is 5.  retry-interval 1 3 Retry interval Interval to wait before processing attempts to resume the tpipe seconds Specifies the number of seconds to wait before processing attempts to resume the transaction pipe (tpipe). The minimum value is 1. The default value is 3.  connect-timeout 10 Connection timeout Time to wait to establish a connection seconds Specifies the number of seconds that the DataPower Gateway waits to establish a connection to IMS Connect. A value of 0 disables the timeout. The default value is 10.  response-concurrency 1 32 1 Response concurrency Number of response processors to allocate for concurrent transactions processing.  Specifies the number of response processors to allocate for each tpipe for concurrent transaction processing. Enter a value in the range 1 - 32. The default value is 1. For example, when you set response concurrency to 2 and you have 5 tpipe definitions, the number of response processors is 10. The maximum number of response processors is 50.  trace-file  logtemp logstore temporary Trace file Location for the trace file Enables IMS tracing and specifies the location of the trace file. You can use the following directories as the location when you enable tracing: 
                                      logtemp logstore temporary  Note: Enable tracing when instructed by IBM Support to help in problem determination. If you enabled tracing and want to disable, remove the directory and apply the configuration.  vendor IBM_IMS Vendor name Vendor name  source-internal HTTP FSPH HTTP dplane link  input-message-timeout -1 3600000 60000 Input message timeout Value for IRM_TIMER to wait for the input message milliseconds  Sets the value for the IRM_TIMER field in milliseconds to wait for the input message from the client. Enter a value in the range -1 to 3600000. The default value is 60000. The specified value is internally set to the following incremental duration. 
                                          Entered value as the 1-millisecond boundary when the value is in the range 1 - 25. Increments to the nearest 5-millisecond boundary when the value is in the range 26 - 95. Increments to the nearest 100-millisecond (1-second) boundary when the value is in the range 96 - 60000. Increments to the nearest 60000-millisecond (1-minute) boundary when the value is in the range 60001 - 3600000. The following values have specific meaning. 
                                          -1 (0x00) Use default values. The default for all RESUME_TPIPE is 2 seconds. The default for all RESUME_TPIPE non-single ACK is .25 seconds. The value of the TIMEOUT parameter in the IMS Connect TCPIP configuration statement for all others. 0 (0xFF) Wait indefinitely. This setting is intended to support the auto option of the asynchronous output function.  otherprops Other properties Other properties    Advanced IMS Callout Handler IMS Callout handler An IMS Callout handler allows a DataPower service to make asynchronous requests to an IMS application with the ICAL protocol. An IMS handler can retrieve IMS Callout messages from an IMS application and send response data to the IMS application.  protocol/imsconnect source-imsconnect mpgw  APIGateway IMS   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the IMS connect handler listens. The default of 0.0.0.0 indicates that The handler listens on all IPv4 addresses.  port 1 0xFFFF 3000 LocalAddress Port The local TCP port number that supports server operations An integer (within the range 1 through 65535, with a default of 3000) that specifies the port monitored by the IMS Connect handler.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  persistent-connections on Persistent connections Enable or disable persistent connections on the front end Whether to negotiate persistent client side connections. The default value is enabled. The HTTP/2 protocol controls persistent connections and reuse. Therefore, these settings are ignored.  ebcdic-input off EBCDIC input header encoding Input headers encoding is EBCDIC Indicates if input headers are in EBCDIC or ASCII. Note that payload is not automatically processed.  acl Access control list Assign the access control list. The access control list uses the defined client IP addresses to allow or deny access.  segment-size 0 32 0 Maximum segment size Maximum segment size Specifies the maximum segment size to split the response into before sending back to the IMS client. A value of 0 (OFF) means that DataPower processing performs no segmentation. Enter a value in the range 1 - 32 to represent the segment size in KB.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                       Main       Quiesce state           IMS Connect Handler IMS Connect Handler An IMS Connect Handler object handles IMS protocol communications with DataPower services.   mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  get-queue Get queue The name of the get queue that the JMS handler monitors for incoming client requests  Enter the name of the get queue associated with the WebSphere JMS or TIBCO EMS object supported by this handler. The handler monitors the get queue for incoming client requests. Upon message receipt, The handler forwards the extracted message to the DataPower object that will gateway the message to a remote message provider.  put-queue Put queue The name of the put queue that contains the reply messages originated by the remote JMS message provider  Enter the name of the put queue associated with the WebSphere JMS or TIBCO EMS object supported by this handler. The put queue contains server-originated WAS JMS or TIBCO EMS reply messages. Such messages are originated by a remote WAS JMS or TIBCO EMS message provider and put into this queue by a local WebSphere JMS or TIBCO EMS object. Configuration of a put queue is optional. A put queue should be configured if server replies are expected; if reply messages are not expected, a put queue need not be configured. In the absence of a put queue, any received replies are dropped.  selector Selector The conditional expression that filters messages from a queue or a subscription by message properties. The selector uses the SQL92 conditional expression syntax.  Provide an SQL-like expression to filter messages from the GET queue. For example, 
                                         DeliveryMode LIKE PERSISTENT This expression specifies that only client requests that have a DeliveryMode of PERSISTENT are forwarded to the WebSphere JMS or TIBCO EMS object for processing; all other messages are dropped from the get queue. The message selector is a conditional expression based on a subset of SQL92 conditional expression syntax. The conditional expression enables the handler to identify 
                                         messages of interest
                                        . The conditional expression does not operate on the body of the message, rather it examines message headers and properties (proprietary user-created headers that might appear between the required headers and the message body). The required headers are as follows:   Destination
                                            - contains the destination (queue) to which the message is being sent  DeliveryMode
                                            - contains the delivery mode (PERSISTENT or NON_PERSISTENT)  Expiration
                                            - contains a message TTL or a value of 0 indicating an unlimited TTL  Priority
                                            - contains the message priority expressed as a digit from 0 (lowest priority) to 9 (highest priority)  MessageID
                                            - contains a unique message identifier starting with the prefix ID:, or a null value, effectively disabling message ID  Timestamp
                                            - contains the time the message was handed off for transmission, not the time it was actually sent  CorrelationID
                                            - contains a means of associating one message (for example, a response) with another message (for example, the original request)  ReplyTo
                                            - contains the destination (queue) to which a reply to this message should be sent  Type
                                            - contains a message identifier provided by the application  Redelivered
                                            - contains a boolean indicating that the message has been delivered in the past, but not yet acknowledged Configuration of a message selector is optional. If a message selector is not specified, all incoming client request messages are transferred by The handler to the DataPower object for processing.  async-message-processing off Asynchronous message processing  If enabled messages taken from the get queue will be processed not necessarily in the same order as they were queued. This property may be set to improve performance only if associated Multi-Protocol Gateway or WS-Proxy isn't configured to process messages in order.   protocol/tibems source-tibems mpgw  APIGateway Tibco-EMS   server TIBCO EMS server TIBCO EMS server Select the TIBCO EMS server.  batch-size 0 0 Batch size The number of messages to process as a batch. The number of messages to process as a batch. The handler gets as many messages as specified and processes the messages as a batch.  connection-client-id TIBCO EMS connection client ID Connection client identifier Specify the string to set as an identifier for the TIBCO EMS connection client.  sub-name Subscription name The subscription name of a durable subscription associated with the identified TIBCO EMS server. Enter the subscription name of a durable subscription associated with the identified TIBCO EMS server.  unsubscribe never   SubscriptionName  Unsubscribe Unsubscribe options for the durable subscriber. Select the conditions under which to unsubscribe the durable subscriber.             Quiesce state           TIBCO EMS Handler TIBCO EMS handler TIBCO EMS handler  protocol/wasjms source-wasjms mpgw  APIGateway WebSphere-JMS   server WebSphere JMS server WebSphere JMS server Select the WebSphere JMS server object supported by this handler.  request-topic-space Topic space for request Topic space for request  Use this property to disambiguate a topic if the request destination is a topic whose name appears in multiple topic spaces. A topic space is a hierarchy of topics used for publish/subscribe messaging. Topics with the same name can exist in multiple topic spaces, but there can be only one topic space with a given name in a service integration bus. For example, consider a topic hierarchy split into the following topic spaces:  library - topics for document management sales - topics for marketing and sales tracking engineering - topics for engineering and technology The topic 
                                                 volumes
                                                can appear in all three topic spaces, and have a different meaning in each. Enter the name of the target topic space if necessary.  reply-topic-space Topic space for reply Topic space for reply  Use this property to disambiguate a topic if the response destination is a topic whose name appears in multiple topic spaces. A topic space is a hierarchy of topics used for publish/subscribe messaging. Topics with the same name can exist in multiple topic spaces, but there can be only one topic space with a given name in a service integration bus. For example, consider a topic hierarchy split into the following topic spaces:  library - topics for document management sales - topics for marketing and sales tracking engineering - topics for engineering and technology The topic 
                                                 volumes
                                                can appear in all three topic spaces, and have a different meaning in each. Enter the name of the target topic space if necessary.  strict-message-order off   AsyncMessageProcessing on Strict message ordering Enable strict message ordering mode.  Enable to work smoothly with WebSphere server when the "Strict Message Ordering" option in the corresponding destination is checked.             Quiesce state           WebSphere JMS Handler WebSphere JMS handler   protocol/kafka source-kafka mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  cluster Kafka cluster Kafka cluster to associate with the handler Specify the Kafka cluster to associate with the handler.  request-topic Request topic name of the request topic to monitor for incoming client requests Enter the name of the request topic to monitor for incoming client requests. On receipt, the handler forwards the extracted message to the DataPower service for processing.  response-topic Response topic Name of the response topic to send responses after processing Enter the name of the response topic to send responses after processing by the DataPower service. When the Kafka server does not expect responses, leave blank. When blank, responses are dropped.  consumer-group Consumer group Name of the consumer group for retrieving messages Specify the name of the consumer group for retrieving messages from the Kafka server.  batch-size 1 1 Batch size Number of messages to retrieve and processes as a batch Enter the number of messages that the Kafka handler processes as a batch. The handler attempts to retrieve the number of specified messages from the consumer and processes these messages as a batch. Enter a value in the range 1 - 65535. The default value is 1.               Quiesce state           Kafka Handler Kafka handler A Kafka handler monitors the request topic for incoming client requests.  protocol/mqfte source-mqfte mpgw  APIGateway MQ   summary Comments Brief summary for user annotation.  queue-manager Queue manager The name of a local queue manager Select the queue manager that provides messaging services for communicating applications by periodically monitoring or polling queues, and by ensuring that messages are directed to the correct receive queue or routed to another queue manager. The local queue manager corresponds to a queue manager running on another host on the network.  get-queue Get queue The get queue associated with the queue manager Enter the name of the get queue associated with the identified queue manager. The handler will get messages from this queue.  get-message-options 32769 Get message options Options flags for the MQGMO structure Specifies the cumulative value of the MQGET options that are applicable to an IBM MQ message in decimal or hex format. The value is passed directly to the IBM MQ API. The default value is 32769, which is the decimal value for the 
                                     MQGMO_WAIT
                                    and 
                                     MQGMO_LOGICAL_ORDER
                                    options.  concurrent-connections 1 1 Concurrent conversations The number of concurrent IBM MQ conversations allocated for this handler The number of concurrent IBM MQ conversations allocated for this handler. The default value is 1 but can be increased to improve performance.  polling-interval 1 30 Polling interval The duration to wait after processing all messages before attempting to retrieve messages from the get queue. seconds The number of seconds to wait after processing all messages before attempting to retrieve messages from the get queue.  retrieve-backout-settings off Retrieve backout settings Controls retrieval of backout settings from the IBM MQ server  Controls whether to retrieve backout setting from the IBM MQ server. When enabled, retrieves the  Backout threshold and  Backout requeue queue name settings from the IBM MQ server and checks these values. On a reattempt, the handler uses the higher priority backout settings from the server. If the server does not contain backout settings, the handler uses any existing backout values, either empty or populated, from the local queue manager. If there are no backout settings, the backout function is disabled. When an alias queue is used, its attributes are retrieved, not those of the base queue.  ignore-backout-errors off Ignore backout errors Controls whether to ignore backout errors  Controls whether to ignore backout errors When disabled, the default, roll back and retry the transfer. When enabled, ignore the error in sending the transfer to the backout queue and commit the transfer from the get queue.  use-qm-in-url off Use queue manager in URL Whether to use the queue manager or the queue manager group in the front-end URL  Indicates whether the var://service/URL-in variable returns the name of the local queue manager or queue manager group when this configuration defines a queue manager group as the queue manager.  When  on, the variable returns the name of the queue manager. When  off, the default, the variable returns the name of the queue manager group.                 General Main       Quiesce state           IBM MQ FTE Handler IBM MQ FTE handler   protocol/mq source-mq mpgw  APIGateway MQ   summary Comments Brief summary for user annotation.  queue-manager Queue manager Name of a local queue manager Select the queue manager that provides messaging services for communicating applications by periodically monitoring or polling queues and by ensuring that messages are directed to the correct receive queue or routed to another queue manager. The local queue manager corresponds to a queue manager running on another host on the network.  get-queue   SubscribeTopicString  Get queue The get queue associated with the queue manager Enter the name of the get queue associated with the identified queue manager. The handler will get client-originated request messages from this queue.  subscribe-topic-string   GetQueue  Subscribe topic string The subscribe topic string associated with the queue manager Enter the topic string associated with the identified queue manager. The handler will subscribe to this topic string and get messages from it.  sub-name Subscription name The subscription name of a durable subscription Enter the subscription name of a durable subscription associated with the identified queue manager. This name identifies the subscription after reestablishing a lost connection.  put-queue Put Queue The put queue associated with the queue manager Enter the name of the put queue associated with the identified queue manager. The handler will put server-originated reply messages to this queue.  publish-topic-string Publish topic string The publish topic string associated with the queue manager. The topic string describes the subject of the information that is published in a publish or subscribe message.  Enter the topic string associated with the identified queue manager. The handler will publish messages to this topic string. If the put queue is specified, this property is ignored.  ccsi 0 CCSI Coded character set identifier  Specifies the coded character set identifier to which the remote IBM MQ queue manager converts output data. This property is meaningful only when the queue manager has the convert property set to on. The CCSI will be put in the CodeCharSetId field of MQMD. The default CCSI is for ISO-8859-1 (latin-1). For MQCCSI_EMBEDDED enter 4294967295; for MQCCSI_INHERIT enter 4294967294. For the other CCSIDs, refer to the IBM Code Pages in the Information Center.  get-message-options 1 Get message options Options flags for the MQGMO structure Specifies the cumulative value of the MQGET options that are applicable to an IBM MQ message in decimal or hex format. The value is passed directly to the IBM MQ API. The default value is 1, which is the decimal value for the MQGMO_WAIT option.  selector Selector The selector that filters the messages delivered from a queue or a subscription A selector filters the messages delivered from a queue or a subscription by their properties. The selector uses the SQL92 conditional expression syntax. The selector enables the handler to filter messages delivered from a queue or a subscription.  parse-properties off Parse properties Parse the message properties Parse the properties of the incoming messages from a queue or a subscription. By default, the properties are not parsed.  async-put off Async put Asynchronously put a message to a queue. Asynchronously put a message to a queue without waiting for a response from the queue manager.  exclude-headers Exclude message headers Messages header to strip Select which headers after MQMD to strip from the message. By default only the MQMD header is parsed.  concurrent-connections 1 1    GetQueue   SubscribeTopicString  Concurrent conversations The number of concurrent IBM MQ conversations allocated for this handler The number of concurrent IBM MQ conversations allocated for this handler. The default value is 1 but can be increased to improve performance.  polling-interval 1 30 Polling interval The duration to wait after processing all messages before attempting to retrieve messages from the get queue. seconds The number of seconds to wait after processing all messages before attempting to retrieve messages from the get queue.  batch-size 0 0 Batch size The number of messages to process as a batch. The number of messages to process as a batch. The handler gathers the specified number of messages and processes them as a batch.  content-type-header Header to extract Content-Type IBM MQ Header to extract Content-Type with XPath expression IBM MQ Header to extract Content-Type with XPath expression.  content-type-xpath   ContentTypeHeader MQRFH MQRFH2   ContentTypeHeader None XPath expression to extract Content-Type from IBM MQ header XPath expression to extract Content-Type from IBM MQ header XPath expression to extract Content-Type from IBM MQ header  retrieve-backout-settings off Retrieve backout settings Controls retrieval of backout settings from the IBM MQ server  Controls whether to retrieve backout setting from the IBM MQ server. When enabled, retrieves the  Backout threshold and  Backout requeue queue name settings from the IBM MQ server and checks these values. On a reattempt, the handler uses the higher priority backout settings from the server. If the server does not contain backout settings, The handler uses any existing backout values, either empty or populated, from the local IBM MQ queue manager. If there are no backout settings, the backout function is disabled. When an alias queue is used, its attributes are retrieved, not those of the base queue.  use-qm-in-url off Use queue manager in URL Whether to use the queue manager or the queue manager group in the front-end URL  Indicates whether the var://service/URL-in variable returns the name of the local queue manager or queue manager group when this configuration defines a queue manager group as the queue manager.  When  on, the variable returns the name of the queue manager. When  off, the default, the variable returns the name of the queue manager group.                       General     Publish and subscribe       Properties and headers    Advanced Main       Quiesce state           IBM MQ Handler IBM MQ handler   protocol/idgmqmft source-idg-mqmft mpgw  APIGateway MQ   summary Comments Brief summary for user annotation.  queue-manager Queue manager An IBM MQ queue manager name Select the queue manager that provides messaging services for communicating applications by periodically monitoring or polling queues, and by ensuring that messages are directed to the correct receive queue or routed to another queue manager. The local queue manager corresponds to a queue manager running on another host on the network.  get-queue Get queue The get queue associated with the queue manager Enter the name of the get queue associated with the identified queue manager. The handler will get messages from this queue.  get-message-options 32769 Get message options Options flags for the MQGMO structure Specifies the cumulative value of the MQGET options that are applicable to an IBM MQ message in decimal or hex format. The value is passed directly to the IBM MQ API. The default value is 32769, which is the decimal value for the 
                                     MQGMO_WAIT
                                    and 
                                     MQGMO_LOGICAL_ORDER
                                    options.  concurrent-connections 1 1 Concurrent conversations The number of concurrent IBM MQ conversations allocated for this handler The number of concurrent IBM MQ conversations allocated for this handler. The default value is 1 but can be increased to improve performance.  polling-interval 1 30 Polling interval The duration to wait after processing all messages before attempting to retrieve messages from the get queue. seconds The number of seconds to wait after processing all messages before attempting to retrieve messages from the get queue.  retrieve-backout-settings off Retrieve backout settings Controls retrieval of backout settings from the IBM MQ server  Controls whether to retrieve backout setting from the IBM MQ server. When enabled, retrieves the  Backout threshold and  Backout requeue queue name settings from the IBM MQ server and checks these values. On a reattempt, the IBM MQ handler uses the higher priority backout settings from the server. If the server does not contain backout settings, the handler uses any existing backout values, either empty or populated, from the local IBM MQ queue manager. If there are no backout settings, the backout function is disabled. When an alias queue is used, its attributes are retrieved, not those of the base queue.  ignore-backout-errors off Ignore backout errors Controls whether to ignore backout errors  Controls whether to ignore backout errors When disabled, the default, roll back and retry the transfer. When enabled, ignore the error in sending the transfer to the backout queue and commit the transfer from the get queue.  use-qm-in-url off Use queue manager in URL Whether to use the queue manager or the queue manager group in the front-end URL  Indicates whether the var://service/URL-in variable returns the name of the local queue manager or queue manager group when this configuration defines a queue manager group as the queue manager.  When  on, the variable returns the name of the queue manager. When  off, the default, the variable returns the name of the queue manager group.                 General Main               IBM MQ v9+ MFT Handler IBM MQ v9+ MFT Handler   protocol/idgmq source-idg-mq mpgw  APIGateway MQ   summary Comments Brief summary for user annotation.  queue-manager Queue manager An IBM MQ queue manager name Select the queue manager that provides messaging services for communicating applications by periodically monitoring or polling queues, and by ensuring that messages are directed to the correct receive queue or routed to another queue manager. The local queue manager corresponds to a queue manager running on another host on the network.  get-queue   SubscribeTopicString  Get queue The get queue associated with the queue manager Enter the name of the get queue associated with the identified queue manager. The handler will get client-originated request messages from this queue.  subscribe-topic-string   GetQueue  Subscribe topic string The subscribe topic string associated with the queue manager Enter the topic string associated with the identified queue manager. The handler will subscribe to this topic string and get messages from it.  sub-name Subscription name The subscription name of a durable subscription Enter the subscription name of a durable subscription associated with the identified queue manager. This name identifies the subscription after reestablishing a lost connection.  put-queue Put queue The put queue associated with the queue manager Enter the name of the put queue associated with the identified queue manager. The handler will put server-originated reply messages to this queue.  publish-topic-string Publish topic string The publish topic string associated with the queue manager. The topic string describes the subject of the information that is published in a publish or subscribe message.  Enter the topic string associated with the identified queue manager. The handler will publish messages to this topic string. If the  Put queue field is specified, this field is ignored.  ccsi 0 CCSI Coded character set identifier  Specifies the coded character set identifier to which the remote queue manager converts output data. This property is meaningful only when the queue manager has the convert property set to on. The CCSI will be put in the 
                                         CodeCharSetId
                                        field of MQMD. The default CCSI is for ISO-8859-1 (latin-1). For MQCCSI_EMBEDDED enter 4294967295; for MQCCSI_INHERIT enter 4294967294. For the other CCSIDs, refer to the IBM Code Pages in the Information Center.  get-message-options 1 Get message options Options flags for the MQGMO structure Specifies the cumulative value of the MQGET options that are applicable to an IBM MQ message in decimal or hex format. The value is passed directly to the IBM MQ API. The default value is 1, which is the decimal value for the MQGMO_WAIT option.  selector Selector The selector that filters the messages delivered from a queue or a subscription A selector filters the messages delivered from a queue or a subscription by their properties. The selector uses the SQL92 conditional expression syntax. The selector enables the handler to filter messages delivered from a queue or a subscription.  parse-properties off Parse properties Parse the message properties Parse the properties of the incoming messages from a queue or a subscription. By default, the properties are not parsed.  async-put off Async put Asynchronously put a message to a queue. Asynchronously put a message to a queue without waiting for a response from the queue manager.  exclude-headers Exclude message headers Messages header to strip Select which headers after MQMD to strip from the message. By default only the MQMD header is parsed.  concurrent-connections 1 1    GetQueue   SubscribeTopicString  Concurrent conversations The number of concurrent IBM MQ conversations allocated for this handler The number of concurrent IBM MQ conversations allocated for this handler. The default value is 1 but can be increased to improve performance.  polling-interval 1 30 Polling interval The duration to wait after processing all messages before attempting to retrieve messages from the get queue. seconds The number of seconds to wait after processing all messages before attempting to retrieve messages from the get queue.  batch-size 0 0 Batch size The number of messages to process as a batch. The number of messages to process as a batch. The handler gathers the specified number of messages and processes them as a batch.  content-type-header Header to extract Content-Type IBM MQ Header to extract Content-Type with XPath expression IBM MQ Header to extract Content-Type with XPath expression.  content-type-xpath   ContentTypeHeader MQRFH MQRFH2   ContentTypeHeader None XPath expression to extract Content-Type from IBM MQ header XPath expression to extract Content-Type from IBM MQ header XPath expression to extract Content-Type from IBM MQ header  retrieve-backout-settings off Retrieve backout settings Controls retrieval of backout settings from the IBM MQ server  Controls whether to retrieve backout setting from the IBM MQ server. When enabled, retrieves the  Backout threshold and  Backout requeue queue name settings from the IBM MQ server and checks these values. On a reattempt, the IBM MQ handler uses the higher priority backout settings from the server. If the server does not contain backout settings, the handler uses any existing backout values, either empty or populated, from the local queue manager. If there are no backout settings, the backout function is disabled. When an alias queue is used, its attributes are retrieved, not those of the base queue.  use-qm-in-url off Use queue manager in URL Whether to use the queue manager or the queue manager group in the front-end URL  Indicates whether the var://service/URL-in variable returns the name of local queue manager or queue manager group when this configuration defines a queue manager group as the queue manager.  When  on, the variable returns the name of the queue manager. When  off, the default, the variable returns the name of the queue manager group.                       General     Publish and subscribe       Properties and headers    Advanced Main       Quiesce state           IBM MQ v9+ Handler IBM MQ v9+ handler    mpgw  APIGateway B2B   summary Comments Brief summary for user annotation.  mail-server Mail server Host name or IP address The host name or IP address of the mail server.  port Port Listening port on the server. Normally, 110 for unsecured connections or STARTTLS negotiation and 995 for implicit TLS. The listening port on the mail server. STARTTLS negotiation and an unsecured connection generally use port 110. An implicit, secured connection generally uses port 995.  connection-security none Connection security Security setting for server connection   ssl    ConnSecurity none  SSLClientConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  auth-method basic Authentication method Type of authentication to use The type of authentication to use. If authentication fails, no connection is made.  account Account name Name for e-mail account The name to access the mailbox on the server; for example, user@example.com.  password   Password  Password (deprecated) password for the account The password for the account that accesses the mailbox on the server.  password-alias   Password  Password alias The password alias of the password for the account The password alias of the password for the account that accesses the mailbox on the server.  delay-time 1 65535 300 Delay between polls Interval between polling sequences seconds  The number of seconds to wait after the completion of one polling sequence before starting the next one. A 
                                         polling sequence
                                        is the time to retrieve the messages plus the time to complete their processing. Enter a value in the range 1 - 65535. The default value is 300.  Note: Some mail servers restrict the number of times an account can establish a connection during a specific time period. Ensure that the configured interval complies with any restriction.  max-messages-per-poll 1 100 5 Maximum messages per poll Maximum number of messages to retrieve in each polling cycle The maximum number of mail messages to retrieve in each polling cycle. Enter a value in the range 1 - 100. The default value is 5.  ssl-client-type proxy   ConnSecurity none   ConnSecurity none TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    ConnSecurity none  SSLClientConfigType client   TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.         protocol/as1-poller source-as1-poller mpgw  B2BGateway B2B                      Main       Quiesce State           AS1 Poller Handler AS1 Poller Handler The AS1 handler is a Post Office Protocol (POP) handler. The handler manages the polling of a mailbox on a mail server. The mailbox receives mail messages from external partners. The handler retrieves and deletes mail messages on each polling cycle. Each mail message that the handler retrieves results in one transaction.  protocol/pop-poller source-pop-poller mpgw  APIGateway B2B                     Main       Quiesce state           POP Poller Handler POP poller handler The Post Office Protocol (POP) handler manages the polling of a mailbox on a mail server. The mailbox receives mail messages from external partners. The handler retrieves and deletes mail messages on each polling cycle. Each mail message that The handler retrieves results in one transaction.  protocol/ssh-server source-ssh-server mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local IP address Local IP address Specifies the address on which the SFTP server service listens. The default of 0.0.0.0 indicates that the service is active on all addresses. An alias name can be used to specify the address. Local host aliases can help ease migration tasks among machines.  port 1 0xFFFE 22 LocalAddress Port Local TCP port for the SFTP server Specifies the port that is monitored by the SFTP server service. This port is the port on which SFTP connections can be established. This port does not control the TCP port that is used for the data connections. Enter a value in the range 1 - 65535. The default value is 22.  acl Access control list Access control list  Specifies an Access Control List to apply. The ACL allows or denies access to the SFTP server based on the IP address of the SFTP client. When attached to a server, the default for an ACL is to deny all access. To deny access to only select IP addresses, first grant access to all addresses (allow 0.0.0.0). Then, create deny entries for the desired hosts. If an ACL with the same name as this handler exists, the system DataPower Gateway might inadvertently use that ACL rather than the one specified here.  host-private-key Host private keys The private keys to use for host authentication Specifies the private keys to use for Host authentication. Keys used as host private keys cannot be password protected.  user-auth 0x03 User authentication Allowable user authentication types Specifies the type(s) of SSH user authentication available for use by the client.  allow-backend-listings on   FilesystemType transparent Allow back-end listings Indicates whether back-end directory listings are allowed In transparent mode, determines whether or not SFTP directory listing (SSH_FXP_READDIR) requests to remote servers are allowed. Requires a remote FTP or SFTP server.  allow-backend-delete off   FilesystemType transparent Allow file deletes Indicates whether requests to delete files are allowed In transparent mode, determines whether or not requests to delete files (SSH_FXP_REMOVE) to remote servers are allowed. Requires a remote FTP or SFTP server.  allow-backend-stat off   FilesystemType transparent Allow stat operations Indicates whether requests to query file statistics are allowed In transparent mode, determines whether or not SFTP directory listings requests to remote servers would query the remote server to obtain file attributes (SSH_FXP_STAT/SSH_FXP_LSTAT/SSH_FXP_FSTAT), or use default values. Querying the remote server may reduce performance, but is necessary for SFTP clients that do not follow the DataPower SFTP URL naming conventions. Requires a remote FTP or SFTP server.  allow-backend-mkdir off   FilesystemType transparent Allow directory creates Indicates whether requests to create directories are allowed In transparent mode, determines whether or not requests to create directories (SSH_FXP_MKDIR) on remote servers are allowed. Requires a remote FTP or SFTP server.  allow-backend-rmdir off   FilesystemType transparent Allow directory deletes Indicates whether requests to delete directories are allowed In transparent mode, determines whether or not requests to delete directories (SSH_FXP_RMDIR) from remote servers are allowed. Requires a remote FTP or SFTP server.  allow-backend-rename off   FilesystemType transparent Allow file/directory renames Indicates whether requests to rename files are allowed In transparent mode, determines whether or not requests to rename files or directories (SSH_FXP_RENAME) on remote servers are allowed. Requires a remote FTP or SFTP server.  aaa-policy AAA policy AAA policy for SSH user authentication Specifies the AAA policy to perform SSH user authentication of the information provided during SSH key exchange.  filesystem transparent File system type The type of file system the SFTP server will present Specifies the file system type that is presented by the SFTP server.  default-directory / ^/([^/]+(/[^/]+)*)?$ Default directory Default for current working directory Specifies the initial working directory on the SFTP server after users connect and authenticate.  idle-timeout 0 65535 0 Idle timeout Inactivity limit on SFTP connection seconds Specifies the number of seconds that the SFTP connection can be idle. After the specified duration elapses, the SFTP server closes the control connection. Enter a value in the range 0 - 65535. The default value is 0, which disables the timeout.  persistent-filesystem-timeout 1 43200 600   FilesystemType virtual-persistent Persistent file system timeout Controls how long a virtual persistent file system with no active connections is retained seconds Specifies the duration in seconds that a connection to a virtual file system is retained after all SFTP control connections from user identities are disconnected. When the timeout expires, the virtual file system object is destroyed. Enter a value in the range 1- 43200. The default value is 600.  virtual-directory   FilesystemType virtual-ephemeral virtual-persistent Virtual directories Create directory in virtual file system of SFTP server In virtual mode, create a directory in the virtual file system that is presented by this SFTP server. The SFTP client can use all of these directories to write file to be processed. The root directory (/) is always present and cannot be created.              Allowed commands       Quiesce state           SFTP Server Handler SFTP server handler  The SFTP server handler provides an SSH SFTP server that can be used to submit files for processing by the system. Each file that is written results in one transaction. There can be multiple SFTP servers, but only one server can be configured to listen on the default SSH port 22 on a given interface. There can be multiple simultaneous connections from SFTP clients to the same SFTP server.  Note: Changes in the configuration affect only new connections to this SFTP server. Existing connections continue to use their current configuration until they disconnect.  protocol/tcp source-raw mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default of 0.0.0.0 indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. Local host aliases help to ease migration tasks between machines. See Local Host Alias under Networking for more.  port 1 0xFFFF 4000 LocalAddress Port The local TCP port number that supports server operations An integer (within the range 1 through 65535, with a default of 4000) that specifies the port monitored by the service.  persistent-connections on Persistent connections Enable/Disable persistent connections on the front end Enable or disable persistent connections where appropriate the front end.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  acl Access control list This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  trim-whitespace on Trim whitespace Controls whether to trim leading whitespace. The default behavior is to trim whitespace.                     Main       Quiesce state           Stateless Raw XML Handler Stateless raw XML handler  The configuration for the stateless TCP handler. This protocol uses raw XML - where the close of the root node delineates the document - PI and comments outside of the root node are not allowed.  protocol/xtc source-stateful-tcp mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default value is 0.0.0.0, which indicates that the service is active on all addresses. You can use a local host alias that helps to ease migration.  port 1 0xFFFF 3000 LocalAddress Local port The local TCP port number that supports server operations An integer in the range 1 - 65535 that specifies the port monitored by the stateful raw XML over TCP service. The default value is 3000.  remote-address Remote host Host name or IP address Specify the host name or IP address of the backend stateful TCP server.  remote-port 1 0xFFFF 12000 Remote port Remote TCP port number of the backend stateful TCP server Specify the remote TCP port number of the backend stateful TCP server.  close-on-fault off Terminate session on fault Terminate session on fault If enabled, both the front and back TCP connections are closed when the DataPower device generates a fault; otherwise only a connection termination, timeout, or error closes the session.  ssl   SSLConfigType proxy TLS proxy profile(deprecated) The TLS proxy profile is deprecated. Use an TLS client profile and an TLS server profile or TLS SNI server profile. The TLS proxy profile references the required cryptographic configurations for the secure connection. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this handler. Click the + button to create a new TLS proxy profile and assign that TLS proxy profile to the handler.  acl Access control list This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  ssl-config-type proxy TLS type Set the TLS profile type to secure connections between the DataPower Gateway with another party The TLS profile type to secure connections between the DataPower Gateway with another party.  ssl-client   SSLConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ssl-server   SSLConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                       Main       Quiesce state           Stateful Raw XML Handler Stateful raw XML handler  The configuration for the stateful TCP protocol handler. This protocol uses raw XML - where the close of the root node delineates the document - PI and comments outside of the root node are not allowed. The source protocol also specifies the destination address and any single TCP connection will use the same TCP session on the backside for all of its transactions (one transaction per document). Any gateway that employs one of these handlers must use a dynamic backend. Source Protocol Handler  network/sqlsource sql-source sql SQL-ODBC   summary Comments Brief summary for user annotation.  db Database Type Type (vendor) of data server The database type (vendor name) of the data server.  username Connection User Name User to establish connection The name of the user to establish the connection to the data source. The data server maintains this information, not the appliance.  password   Password  Connection Password (deprecated) Password for user to establish connection The password for the user to establish the connection to the data source. The data server maintains this information, not the appliance.  password-alias   Password  Connection Password Alias Password alias of the password for user to establish connection Specify the password alias to use to look up the password for the user to establish the connection to the data source. This information is maintained on the data server, not the appliance.  id Data Source ID Identifier of the data source  The identifier of the data source. The terminology the vendor uses differs depending on the type of database.   Db2 - The Db2 database alias  Oracle - The Oracle system identifier (SID) or service name  Sybase - The name of the Sybase database  Microsoft SQL Server - The name of the Microsoft SQL Server data source  IMS - The IMS data store name  host Data Source Host Host name or IP address of data server The host name or IP address of the server where the data source resides.   port Data Source Port Listening port on data server The TCP port on which the data source listens for requests.  limit off Limit Returned Data Whether to limit data from an operation  Whether to limit the amount of data that a  SELECT statement can return. To limit, enable (select the check box), and set the maximum amount to allow. The default value is disabled.  limit-size 1 128   LimitReturnedData on Returned Data Size Limit Maximum amount of data to allow from an operation KB The maximum number of kilobytes of data to allow for a  SELECT statement. The default value is 128.  sql-config-param Data Source Configuration Parameters Optional but valid data source connection (or CLI) configuration parameters The collection of name-value pairs for optional but valid data source connection (or CLI) configuration parameters for your data server connection. Configuration parameters modify the behavior of the services that run with a data server. Some parameters in the configuration file are informational and define characteristics about the environment. These parameters cannot be modified.  maximum-connections 1 10 Maximum Connections Maximum number of concurrent connections to allow The maximum number of concurrent connections that can be opened to this data source. The default value is 10.  oracle-datasource-type 0   Database Oracle   Database Oracle Oracle Identifier Type Type of identifier for an Oracle data source The type of identifier that configuration uses to refer to an Oracle data source.  oracle-objects off   Database Oracle   Database Oracle Enable Object Support Enable Oracle-specific object support  Set the check box to include support for ancillary servers and for additional Oracle database objects. This feature should remain disabled unless the extra functionality is required. When enabled, this feature can have performance and memory implications. This option is available for only Oracle databases. Define ancillary servers for high availability or load balancing. For advanced Oracle object-based data types, the following objects are supported:  OBJECT VARRAY TABLE When enabled the SQL Data Source instance is hosted in a runtime environment. There are additional configuration options that you can define in the Runtime Settings for the 
                                 default
                                domain.  connect-timeout 0 15 Connection Timeout The length of time to wait to establish a new connection  A connection timeout indicates the number of seconds that the appliance waits to establish a new connection to the remote data server. The minimum value is 0, which disables the timeout. The default value is 15. The connection timeout should be less than the query timeout. With this configuration, the initial query has time to establish the connection to the remote data server.  query-timeout 0 0 Query Timeout The length of time to wait for an SQL request to complete  A query timeout indicates the number of seconds that the appliance waits for an SQL request to complete. The measured duration is from when the service sends the request to and receives the results from the SQL data server. The minimum and default value is 0. The value of 0 uses the standard timeout in the user agent. The query timeout should be greater than the connection timeout. With this configuration, the initial query has time to establish the connection to the remote data server.  idle-timeout 0 180 Idle Connection Timeout The length of time that a connection can remain idle before it is released An idle timeout indicates the minimum length of time that a connection from the connection pool can remain idle before the appliance might release the connection. The minimum value is 0, which will disable the timeout. The default value is 180.  load-balancing off   Database DB2 Load Balancing Enable load balancing for only Db2 on z/OS For Db2 on z/OS, enables Db2 workload balancing and Db2 automatic client reroute. The "Data Source Host" field should refer to the Sysplex DVIPA when load balancing is enabled.  ancillary-server    OracleObjects on  Database Oracle Ancillary Servers Ancillary servers for high availability or load balancing  Define ancillary servers for high availability or load balancing configurations. The effect of ancillary servers depends on the database vendor and other SQL data source configuration options. Ancillary servers are only supported for the following configurations:  Oracle with Oracle object support enabled. Each ancillary server specifies a remote ONS daemon on Oracle RAC nodes. The host and port fields are the only required fields.                     main       Advanced SQL Data Source SQL Data Source  A SQL data source provides the configuration to establish a direct connection to a database instance on a remote data server. When configured, it is possible to dynamically perform database operations, such as  SELECT and  INSERT, on the remote database instance. A SQL data source is used by a SQL action in a processing policy. The SQL action retrieves the data for further processing by the processing policy. Conversely, the processing policy can store the processed data in the configured database instance. When configuring a SQL data source you can define optional but valid data source connection (or CLI) configuration parameters for your data server. Configuration parameters modify the behavior of the services that run with a data server. Some configuration parameters in the configuration file are informational and define characteristics about the environment. These configuration parameters cannot be modified.  network/standalone-standby-control standalone-standby-control interface  container software store:///dp/ssc-marker IDG   summary Comments (read-only) This property is read-only. This property is read-only.  interface Interface The network interface for the standby group. The network interface that the standby group uses.  on  standby-group 1 255 1 Group number Set the number of the standby group in the multicast domain.  The number of the standby group in a multicast domain. The multicast domain is a group of interfaces that receive traffic from each other on the IP address 224.0.0.2 (the all-routers IP multicast group). If the multicast domain becomes partitioned, which is an unusual situation, a member in each partition becomes the active member to handle connections in its partition.  Attention: Do not use a group number that conflicts with the number of an existing standby group or any network group that uses Hot Standby Router Protocol (HSRP). The interfaces of a standby group are on the same network segment and share the responsibility for one virtual IP address. Interfaces in the standby group require the following configuration.  Belong to the same group. Use the same primary virtual IP address. Use the same authentication, or security token.  standby-virtual-ip Primary virtual IP address Set the primary virtual IP address of standby group.  The primary virtual IP address of the standby group. The active member of the standby group uses this IP address. All interfaces in the standby group must use the same virtual IP address. External clients that contact the active member of the standby group should use this IP address.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-secondary-virtual-ip Secondary virtual IP addresses Manage secondary virtual IP addresses that follow the active virtual IP address to the active interface.  Auxiliary, or secondary, virtual IP addresses to the standby configuration. Secondary addresses follow the active virtual IP address to the active interface. Secondary addresses are on the same interface as the primary address and are enabled and disabled in coordination with the primary address.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-preempt off Enable preemption Indicates whether to support preemption in the standby group.  Whether to support preemption in the standby configuration for the initially active interface. Depending on the preemption setting, the follow activity occurs when the initially active member returns to service after a failure.  When preemption is enabled, the interface resumes its active role. The standby interface becomes a passive member. When preemption is disabled, the interface is a passive member.  Attention: Do not enable preemption.  Indicates whether to support preemption in the standby group.  Attention: Do not enable preemption.  standby-priority 0 255 100 Priority Set the priority of the interface in the standby group.  The priority of the interface in the standby group. Enter a value in the range 0 - 255. The default value is 100. Use the default value unless one system or interface is in some way better than another one. For each standby group, there is one active member and one or more passive members. The interface with the highest priority seeks to be the active member. If multiple interfaces have the same priority, one becomes the active member. Set the priority of the interface in the standby group. Enter a value in the range 0 - 255. Use the default value unless one system or interface is in some way better than another one.  standby-self-balance off Enable self-balancing Indicates whether to use self-balancing in the standby group.  Whether to use self-balancing in the standby group.  When enabled, the active member distributes connections to available members. When disabled, all connections go to the active member. The active member receives all TCP connections and processes all requests and responses. If the active member becomes unavailable, the standby member becomes the active members. The active member manages all TCP connections to virtual IP addresses. When a client initiates a new TCP connection, the active member selects a member to act as the connection endpoint. The active member tracks member capabilities to distribute traffic appropriately. The selected member completes the establishment of the connection. The active member forwards all segments of the TCP connection to the member that is acting as the connection endpoint.  In a non-graceful transition, if the active member becomes unavailable, the passive member with the next highest priority becomes the active member. The active member might become unavailable because of network issues, an appliance crash, power outage, or similar cause. In a graceful transition, such as for scheduled maintenance, most connections can be preserved if the appliance that terminates the connection remains available. In practice, quiesce the active appliance to ensure that established connections complete before you start maintenance; for example, apply firmware. In some environments, the time for the takeover exceeds the client timeout value. Similarly, if the appliance timeout value is aggressive, connections can be lost because the appliance terminated the connection because of a timeout.  Indicates whether to use self-balancing in the standby group.  When enabled, the active member distributes connections to available members. When disabled, all connections go to the active member. The active member receives all TCP connections and processes all requests and responses. If the active member becomes unavailable, the standby member becomes the active members.  standby-authentication 0x5841333500000000 Authentication data Set the authentication string for the interface in the standby group. The authentication string, or security token in hex. The default value is 0x5841333500000000. Every member in the standby group must use the same security token. Set the authentication string, or security token in hex. Every member in the standby group must use the same security token.  standby-hello-timer 2 40 3 Hello timer Set the frequency to broadcast hello messages. Seconds The frequency to broadcast hello messages. Set this value to at least one third the duration of the hold timer. Enter a value in the range 2 - 40. The default value is 3. Set the frequency to broadcast hello messages. Set this value to at least one third the duration of the hold timer. Enter a value in the range 2 - 40.  standby-hold-timer 6 120 10 Hold timer Set the duration to wait before the standby member attempts a failover. Seconds The duration to wait before the standby member attempts a failover. Set this value to at least three times the interval of hello messages. Enter a value in the range 6 - 120. The default value is 10. Set the duration to wait before the standby member attempts a failover. Set this value to at least three times the interval of hello messages. Enter a value in the range 6 - 120.  standby-distribution-algorithm wlc   SelfBalance on Distribution algorithm Set the distribution algorithm for incoming connections when self-balancing is enabled. The algorithm to distribute incoming connections to available members when self-balancing is enabled.     Yield standby Standalone Standby Control Indicate whether to allow a standby configuration.  The standby configuration defines the policies for the group that this interface is a member. A standby group is the collection of interfaces on different appliances in the multicast domain that share the responsibility for one virtual IP address. When at least one member of a standby group can reach the multicast domain, the virtual IP group receives the traffic.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  network/standalone-standby-control-interface standalone-standby-control-interface interface  container software store:///dp/ssc-marker IDG   summary Comments This is not a configurable item. A StandaloneStandbyControlInterface exists for each kernel interface that is capable of being used with StandaloneStandbyControl. The standalone standby control interface.  There is a StandaloneStandbyControlInterface for each kernel interface that is capable of being used with StandaloneStandbyControl. This is the interface being referred to in StandaloneStandbyControl and YieldStandaloneStandby.  system/statistics statistics configuration IDG   load-interval 500 5000 1000 Load Interval Statistics sampling interval ms The load interval may have a minimum of 500 msec and a maximum of 5000 msec. Statistic Settings Statistics settings Use this page to establish Statistics settings. Statistics must be enabled for some of the monitors to work correctly.  xml/stylepolicy stylepolicy stylesheetpolicy IDG   summary Comments Brief summary for user annotation. Enter a comment. This appears on the Policy catalog page.  filter store:///filter-reject-all.xsl Default style sheet for SOAP Identify the default style sheet used for SOAP filtering. Identify the default style sheet used for SOAP filtering. The default rejects all SOAP documents.  xsldefault store:///identity.xsl Default style sheet for XSL transforms Identify the default style sheet used for XSL transformation Identify the default style sheet used for XSL transformation. The default mirrors all documents.  xquerydefault store:///reject-all-json.xq Default XQuery style sheet for JSON Identify the default XQuery style sheet used for JSON transformation Identify the default XQuery style sheet used for JSON transformation. The default rejects all JSON documents.  match Policy Maps A list of processing rules their corresponding matching rule that this policy will evaluate. If a match is found, the corresponding processing rule is run. The policy runs the first processing rule with a successful match. Therefore, the order of rules in this list is important.   Processing Policy Create, Edit or Delete a Processing Policy. A policy consists of one or more Processing Rules. Rules execute depending upon the direction of the message and on whether or not a corresponding matching rule selects the document for processing. A service may have only one policy active at a time. Click Services in the left-hand navigation menu and then click the appropriate policy link to use the graphical interface to create and edit policies.   configuration    configuration IDG   title Title The title for the API action.  correlation-path Correlation path The path which correlates the API action to a specific part of the API specification. The correlation path specifies the part of the API definition that correlates with the API action. This path is exposed in the debug data by the API Gateway for use by debugging tools. For example, for an API configuration that is retrieved from API Connect and specified in an OpenAPI (Swagger 2.0) document with IBM extensions, this path is the JSON path to the assembly policy in the IBM extensions section of the document. The path can be expressed in any form that the debugging tool can correlate to the API definition.   api/api-client-identification api-client-identification assembly IDG   summary Comments Enter a brief descriptive summary for the API Client Identification Action configuration. A descriptive summary for the API Client Identification Action configuration.    Summary    Main API Client Identification Action Configure and manage the API Client Identification action An API client identification action examines the API key credentials that are carried in the API request and validates the subscription of the client.  api/api-cors api-cors assembly IDG   summary Comments Enter a brief descriptive summary for the API CORS Action configuration. A descriptive summary for the API CORS Action configuration.    Summary    Main API CORS Action Configure and manage the API CORS action An API CORS action handles cross-origin resource sharing (CORS) requests that are required by the API.  api/api-execute api-execute assembly IDG   summary Comments Enter a brief descriptive summary for the API Execute Action configuration. A descriptive summary for the API Execute Action configuration.    Summary    Main API Execute Action Configure and manage the API Execute action An API execute action executes the assembly rule that is identified at the runtime for the incoming API request.  api/api-rate-limit api-rate-limit assembly IDG   summary Comments A descriptive summary for the configuration Specifies a brief, descriptive summary for the configuration.  apic default API Connect Gateway Service  The name of the API Connect Gateway Service.  gateway-peering-manager default Gateway Peering Manager        Summary      Main API Rate Limit Action Configure and manage the API rate limit action An API rate limit action enforces the rate limit schemes that are defined for an API or operation.  api/api-result api-result assembly IDG   summary Comments Enter a brief descriptive summary for the API Result Action configuration. A descriptive summary for the API Result Action configuration.  output OUTPUT Output The destination context Identifies the destination context that receives variables from the API context. The API result action uses the variables in the destination context to prepare the final response to the client. The default value OUTPUT indicates to transmit the context variables to the destination context. When the value is changed or removed, the context variables are not transmitted to the destination context, and therefore, no response is returned to the client.    Summary     Main API Result Action Configure and manage the API result action An API result action prepares responses to the client based on the result from the API execute action.  api/api-routing api-routing assembly IDG   summary Comments Enter a brief descriptive summary for the API Routing Action configuration. A descriptive summary for the API Routing Action configuration.    Summary    Main API Routing Action Configure and manage the API routing action An API routing action examines the information that is carried in the API request and matches the API and operation to respond to the request.  api/api-security api-security assembly IDG   summary Comments Enter a brief descriptive summary for the API Security Action configuration. A descriptive summary for the API Security Action configuration.    Summary    Main API Security Action Configure and manage the API security action An API security action enforces the security requirements that are defined for the target API or operation.   configuration IDG   summary Comments Brief summary for Assembly action.  title Title The title for Assembly action.  correlation-path Correlation path The path which correlates the assembly action to a specific part of the API specification. The correlation path specifies the part of the API definition that correlates with the assembly action. This path is exposed in the debug data by the API Gateway for use by debugging tools. For example, for an API configuration that is retrieved from API Connect and specified in an OpenAPI (Swagger 2.0) document with IBM extensions, this path is the JSON path to the assembly policy in the IBM extensions section of the document. The path can be expressed in any form that the debugging tool can correlate to the API definition.  debug off Enable debugging Whether to enable GatewayScript debugger in assembly actions  Controls whether to enable the GatewayScript debugger to troubleshoot the following GatewayScript file or script. 
                                          Troubleshoot the GatewayScript file that is called from the assembly GatewayScript action. Troubleshoot the GatewayScript file that is invoked by the GatewayScript associated XSLT extension functions or elements, such as the 
                                             gatewayscript()
                                            extension function, from the assembly XSLT action. Troubleshoot the GatewayScript script that is invoked through the 
                                             value
                                            or the 
                                             default
                                            property in the JSON file from the assembly map action. To debug a file or script, the following conditions must be met:  The file contains one or more 
                                             debugger;
                                            statements at the points in your script where you want to start debugging. The GatewayScript debugger is enabled. Then you can run the 
                                         debug-action
                                        command to debug.    configuration IDG   assembly/client-security assembly-client-security assembly IDG   enforce-api-security off Enforce API security Indicates whether the API security configuration from the routed API definition or operation is enforced. The API security definitions and requirements are configured on the API definition or operation. The routed definition and operation dictate the security that the transaction must fulfill.  stop-on-error on Stop on error Controls whether to stop processing if client security fails. Whether to stop processing if client security fails. If failed, stops the assembly and return an error.  secret-required on Secret required Controls whether to require the client secret. Whether to require the client secret. When required, the secret is compared to the registered secret on the application that is identified by the client ID.  extract-credential-method header Credentials extraction method Specifies the method to extract client credentials from the request  The method to extract client credentials from the request.  For all methods except HTTP, use the ID name and the Secret name to specify the locations that contains the ID and the location that contain the secret. 
                                                              When cookie, specify which cookie. When context variable, specify which runtime context variable. When form data, specify the form data. When header, specify which header. When query parameter, specify which query parameter. For the HTTP method, use the HTTP type to specify the format of the 
                                                             Authorization
                                                            header, which expects the basic form in the 
                                                             Basic 
                                                             base64_id:secret
                                                            format.  id-name    ExtractCredentialMethod header  ExtractCredentialMethod cookie  ExtractCredentialMethod query  ExtractCredentialMethod form  ExtractCredentialMethod context-var   ID name Specifies the location where to find the client ID to extract.  The location where to find the client ID to extract.  When cookie, specify which cookie. When context variable, specify which runtime context variable. When form data, specify the form data. When header, specify which header. When query parameter, specify which query parameter.  secret-name    SecretRequired on   ExtractCredentialMethod header  ExtractCredentialMethod cookie  ExtractCredentialMethod query  ExtractCredentialMethod form  ExtractCredentialMethod context-var    ExtractCredentialMethod http Secret name Specifies the location where to find the secret to extract.  The location where to find the secret to extract.  When cookie, specify which cookie. When context variable, specify which runtime context variable. When form data, specify the form data. When header, specify which header. When query parameter, specify which query parameter.  http-type   ExtractCredentialMethod http   HTTP type Specifies the format of the Authorization header. The format of the 
                                                     Authorization
                                                    header.  client-auth-method native Authenticate client method Specifies the method to authenticate the extracted client credentials The method to authenticate the extracted client credentials. When third-party, specify the user-registry to authenticate the extracted client credentials.  user-registry   AuthenticateClientMethod third-party   User registry Specifies the API registry to authenticate the extracted client credentials. The API registry to authenticate the extracted client credentials. The supported registries are API authentication URL and API LDAP. Assembly Client Security Action Use the client security policy to define the client security policy to extract and authenticate client credentials.  assembly/function-call assembly-function-call assembly IDG   function Called Action The called assembly function. Specifies the assembly function that is called by the assembly function call action.  parameter Parameters The parameters to pass to the assembly function. Specifies the parameters to pass to the assembly function that is called by the assembly function call action. Assembly Function Call Action Call a Function Call Assembly Action. An assembly function call action specifies an assembly function that contains custom logic to add to an assembly.  assembly/gatewayscript assembly-gatewayscript assembly IDG   gatewayscript-location GatewayScript file The name and location of the GatewayScript file Specifies the name and location of the GatewayScript file to process. 
                                                     You can specify the location with a URL or by referencing the variable in the API context with the 
                                                     $(variable)
                                                    format, such as 
                                                     $(request.headers.URL)
                                                    . The URL must start with 
                                                     local:
                                                    , 
                                                     store:
                                                    , or 
                                                     temporary:
                                                    . For example, 
                                                     local:///test.js
                                                    . Assembly GatewayScript Action Configure and manage the GatewayScript action for the assembly  Use the GatewayScript action to run a GatewayScript file. This action is not supported in IBM Cloud. Any assembly that includes it will fail.  assembly/graphql-introspect assembly-graphql-introspect assembly IDG   description Description Description of the GraphQL introspect. Specifies a description of the GraphQL introspect.  input message Input message The name of a variable in the API context. Data represented by the variable is a GraphQL query. The GraphQL query can be used to introspect a GraphQL schema. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the input and is a GraphQL query for the GraphQL introspect action. The default variable name is 
                                                     message
                                                    .  output Output message The name of a variable in the API context where the result of GraphQL introspection is stored. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable represents the GraphQL introspection result. The default variable name is the same as that of the variable specified in the 
                                                     Input message
                                                    property. Therefore, by default, the input message for parsing is overwritten by the output message. Assembly GraphQL Introspect Action Configure and manage the GraphQL introspect action for the assembly You use the GraphQL introspect action to introspect a GraphQL schema.  assembly/html-page assembly-html-page assembly IDG   description Description Description of the HTML page. Specifies the description of the HTML page.  output message Output The name of a variable in the API context to store the result of the HTML page action. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the result of the action. The default variable name is 
                                                     message
                                                    . Assembly HTML Page Action Configure and manage the HTML page action for the assembly You use the HTML page action to return a static HTML page.  assembly/invoke assembly-invoke assembly IDG   url URL The URL to be invoked. Specifies the URL to be invoked. You can also reference a custom API property that resolves as the value. To reference an API property, use the 
                                                     $(api.properties.property_name)
                                                    format, where 
                                                     property_name
                                                    is the name of the property to reference. You can also use the short 
                                                     $(property_name)
                                                    format when the assembly action does not have a property with the same name.  ssl-client TLS client profile The TLS client profile to secure connections between the DataPower Gateway and the target URL Specifies the TLS client profile to secure connections between the DataPower Gateway and the target URL.  timeout 60 Timeout The time to wait for a reply from the target seconds Specifies the duration in seconds to wait before the DataPower Gateway receives a reply from the target. The default value is 60.  username ^[^ ]+$ User name The user name for HTTP basic authentication Specifies the user name to use for HTTP basic authentication.  password Password alias The password alias of the user password for HTTP basic authentication Specifies the password alias of the user password to use for HTTP basic authentication.  method Keep HTTP method The HTTP method for the invocation Specifies the HTTP method to use for the invocation.  websocket-upgrade off    UseHTTP10 on  HTTPVersion HTTP/1.1 Allow WebSocket upgrade (deprecated) Indicate whether to allow WebSocket upgrade requests to the server. Whether to allow WebSocket upgrade requests to the server. When allowed, the existing connection uses the WebSocket protocol. WebSocket upgrade requests require that the HTTP method is GET. When the WebSocket protocol is used, further actions are skipped. By default, WebSocket upgrade requests are not allowed.  backend-type detect Backend type The message type of backend payload The message type of backend payload.  graphql-send-type     Method Keep  Method POST   BackendType detect  BackendType graphql     Method Keep  Method POST   BackendType detect  BackendType graphql GraphQL send type GraphQL send type The type of payload to send for GraphQL POST requests. When set to GraphQL or JSON, this setting overrides the message type of the payload.  compression off Enable compression Whether to enable HTTP compression. Controls whether to enable HTTP compression.  cache-type Protocol Cache type How to cache documents Controls how to cache documents. This property takes effect only when a response is received from the target. When it is set, the invoke action always returns the non-expired response that is previously saved in cache.  ttl 900   CacheType TimeToLive   CacheType TimeToLive Time to live The validity period for documents in the cache. seconds Sets the validity period in seconds for documents in the cache. The default value is 900.  cache-unsafe-response off   CacheType TimeToLive Cache response to POST and PUT requests Cache response to POST and PUT requests Caches responses to POST and PUT requests when the cache policy type is set to time to live. The response to these requests is the result of an action on the server that might change its resource state. You might want to cache responses to these requests when you know that the action (for example: HTTP POST) will not change the server state.  cache-key Cache key The string to use as a key for the cache. The string to use as a key for the cache. If omitted, the entire URL string is used as the key.  follow-redirects off Follow redirects Whether to follow the redirects. Some protocols generate redirects as part of the protocol; for example, an HTTP 304 response code. When enabled, the invoke action attempts to transparently resolve redirects.  use-http-10 off Restrict to HTTP/1.0 (deprecated) Restrict to HTTP/1.0 Controls whether to restrict transactions to HTTP/1.0. Use HTTP Version instead.  http-version HTTP/1.1 HTTP version to server Server-side HTTP version Select the HTTP version to use on the server-side connection. The default value is HTTP/1.1.  http2-required off   HTTPVersion HTTP/2 HTTP/2 required Require HTTP/2 connection Select whether an HTTP/2 connection is required when connecting to the server. Only applicable when the HTTP version to the server is set to HTTP/2 and the connection uses TLS. The default value is off.  chunked-uploads on Allow chunked uploads Whether to enable uploading of HTTP/1.1 chunked-encoded documents Controls the ability to send chunked-encoded documents to the target server. When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either 
                                                     Content-Length
                                                    or chunked encoding. While all servers understand how to interpret 
                                                     Content-Length
                                                    , many applications fail to understand chunked encoding. For this reason, 
                                                     Content-Length
                                                    is the standard method used. However, the use of 
                                                     Content-Length
                                                    interferes with the ability of the device to fully stream. To stream full documents to the target server, set this property to on. However, the target server must be RFC 2616 compatible. Unlike all other HTTP/1.1 features that can be negotiated down at run time, you must know beforehand that the target server is RFC 2616 compatible. The default value is on.  persistent-connection on Persistent connection Whether to enable HTTP persistent connections to the invoke target Specifies whether to enable HTTP persistent connections.  stop-on-error off Stop on error Whether the flow stops when a particular type of error occurs Controls whether the flow stops when a particular type of error occurs during the assembly execution.  error-types   StopOnError on   StopOnError on Error types The type of error on which the flow stops Specifies the type of error on which the flow stops. Use this property when the stop on error is enabled.  output message Output The name of a variable to store the invoke action output Specifies the name of a variable to store the invoke action output. By default, the output is stored the 
                                                     message.body
                                                    , 
                                                     message.headers
                                                    , 
                                                     message.statuscode
                                                    respectively.  decode-request-params off Decode request parameters Whether to decode the request parameters Controls whether to decode the request parameters that are referenced in the target URL. If set to on, request parameters are decoded. The default value is off.  encode-plus-char off Encode plus characters in query Whether to encode plus characters in query strings Controls whether to encode 
                                                     +
                                                    characters in query strings. If set to on, 
                                                     +
                                                    characters in the query parameter values of the target URL are encoded to 
                                                     %2F
                                                    . The default value is off.  keep-payload off Keep payload Whether to include the payload for DELETE requests Controls whether to include the payload for DELETE requests. If set to on, the invoke action includes the payload for DELETE requests. The default value is off.  inject-user-agent on Inject User-Agent header Whether to inject the default User-Agent header When the 
                                                     User-Agent
                                                    header is not found in the incoming request, whether to inject it to the API request.  inject-proxy-headers off Inject proxy headers Whether to inject proxy-related headers When the 
                                                     X-Forwarded-For
                                                    , 
                                                     X-Forwarded-Host
                                                    , and 
                                                     X-Forwarded-Port
                                                    headers are not found in the incoming request, whether to inject them to the API request.  header-control-list default-accept-all Header control list Whether to accept or reject based on headers Indicates the control list that manages whether to accept or reject based on headers. The default behavior is to accept all headers.  parameter-control-list default-reject-all Parameter control list Whether to accept or reject based on URL parameters Indicates the control list that manages whether to accept or reject based on URL parameters. The default behavior is to reject all URL parameters. Assembly Invoke Action Configure and manage the invoke actions for the assembly You use the invoke action to call another service from within your assembly.  assembly/json2xml assembly-json-to-xml assembly IDG   conversion-format badgerfish Conversion type Conversion type that determines the target format of the XML output. Specifies the conversion type that determines the target format of the XML output.  input message Input message The name of a variable where the JSON input is stored. Specifies the name of a variable in the API context that contains the input message to convert. The content of the 
                                                     body
                                                    field is the input. The default variable is 
                                                     message
                                                    , so the input to convert is 
                                                     message.body
                                                    .  output Output message The name of a variable where the result of the conversion is stored. Specifies the name of a variable in the API context to store the conversion results. The conversion results are written to the 
                                                     body
                                                    field of the specified variable. The output variable cannot be a read-only variable. 
                                                      When you want the converted output to be returned to the client, you must use 
                                                         message
                                                        as the output variable. When you do not specify an output variable, the variable name matches the input variable name. For example, if the input variable is 
                                                         message
                                                        , the output variable is also 
                                                         message
                                                        . Therefore, if the input variable is 
                                                         foo
                                                        , the output variable is also 
                                                         foo
                                                        . When you use an output variable other than 
                                                         message
                                                        , the content is converted but not returned to the client.  root-element json Root element name The name of the root element wrapping the resulting XML document. Specifies the name of the root element that wraps the resulting XML document. The default value is 
                                                     json
                                                    . 
                                                     The root element is generated with the specified name in the resulting XML document when one of the following conditions is met: 
                                                      When the action allows always to output the root element When the input JSON document does not have a root object  output-root off Always output root element Whether always to output the root element in the resulting XML document Controls whether the action allows always to output the root element in the resulting XML. When this property is enabled, the conversion action always outputs the root element in the resulting XML.  unnamed-element element Unnamed element name The name of an XML element Specifies the name of the XML element that is the result of converting JSON array values to an XML format. The default value is 
                                                     element
                                                    . Assembly JSON to XML Action Configure and manage the JSON to XML action for the assembly You use the JSON to XML action to convert the payload of an API message from JSON format to equivalent XML format.  assembly/jwt-generate assembly-jwt-generate assembly IDG   jwt generated.jwt JWT output location The variable to store the generated JWT Specifies the variable to store the generated JWT. The default value is 
                                                     generated.jwt
                                                    . When the variable is not set, the generated JWT is written to the Authorization Header as a Bearer token.  jti-claim off JWT ID claims Whether to add a JWT ID claim to the JWT Controls whether to add a JWT ID (jti) claim to the JWT. When enabled, a UUID is generated and set as the value of the JWT ID claim.  iss-claim 256 iss.claim Issuer claim Where to retrieve the Issuer claim value Specifies the variable from which to retrieve the Issuer (iss) claim value. The default value is 
                                                     iss.claim
                                                    . The maximum length is 256 characters.  sub-claim 256 Subject claim Where to retrieve the Subject claim value Specifies the variable from which to retrieve the Subject (sub) claim value. The maximum length is 256 characters.  aud-claim 256 Audience claim Where to retrieve the Audience claim value Specifies the variable from which to retrieve the Audience (aud) claim value. The maximum length is 256 characters. The value of this variable can be a single string, a comma-separated string of values, or an array of one or more values when you set the variable with GatewayScript.  exp-claim 1 31622400 3600 Validity period The validity period for calculating the expiration (exp) claim seconds Specifies the length of time, that is added to the current date and time, in which the JWT is considered valid. Enter a value in the range 1 - 31622400. The default value is 3600.  private-claims 256 Private claim Where to retrieve the private claim value Specifies the variable from which to retrieve a valid set of JSON claims. These claims are added to any set of claims that are specified previously.  jws-jwk JWK for JWT signature The context variable that contains the JWK to sign the JWT Specifies the context variable that contains the JWK to use to sign the JWT.  jws-alg Crypto algorithm for JWT signature The cryptographic algorithm to use  The cryptographic algorithm to use. Use one of the following values.   HS256
                                                            - HMAC using SHA-256  HS384
                                                            - HMAC using SHA-384  HS512
                                                            - HMAC using SHA-512  RS256
                                                            - RSASSA-PKCS-v1_5 using SHA-256  RS384
                                                            - RSASSA-PKCS-v1_5 using SHA 384  RS512
                                                            - RSASSA-PKCS-v1_5 using SHA-512  ES256
                                                            - ECDSA using P-256 and SHA-256  ES384
                                                            - ECDSA using P-384 and SHA-384  ES512
                                                            - ECDSA using P-521 and SHA-512  none
                                                            - Do not sign the JWT, which is unsecured and provides no integrity protection but can be used for a nest JWT An inline parameter to read at runtime  jws-crypto Crypto object for JWT signature The cryptographic object to sign the JWT Specifies the cryptographic object (a shared secret key or certificate) to use to sign the JWT.  jwe-enc Encrypt algorithm for JWT encryption The encryption algorithm to use  The encryption algorithm to use. Use one of the following values.   A128CBC-HS256
                                                            - AES_128_CBC_HMAC_SHA_256 authenticated encryption algorithm  A192CBC-HS384
                                                            - AES_192_CBC_HMAC_SHA_384 authenticated encryption algorithm  A256CBC-HS512
                                                            - AES_256_CBC_HMAC_SHA_512 authenticated encryption algorithm  A128GCM
                                                            - AES GCM using 128-bit key  A192GCM
                                                            - AES GCM using 192-bit key  A256GCM
                                                            - AES GCM using 256-bit key An inline parameter to read at runtime  jwe-jwk JWK for JWT encryption The context variable that contains the JWK to encrypt the JWT Specifies the context variable that contains the JWK to use to encrypt the JWT.  jwe-alg Key encrypt algorithm for JWT encryption The key encryption algorithm to use  The key encryption algorithm to use. Use one of the following values.   RSA1_5
                                                            - RSAES-PKCS1-V1_5  RSA-OAEP
                                                            - RSAES OAEP using default parameters  RSA-OAEP-256
                                                            - RSAES OAEP using SHA-256 and MGF1 with SHA-256  A128KW
                                                            - AES Key Wrap with default initial value using 128 bit key  A192KW
                                                            - AES Key Wrap with default initial value using 192 bit key  A256KW
                                                            - AES Key Wrap with default initial value using 256 bit key  dir
                                                            - Direct use of a shared symmetric key as the CEK An inline parameter to read at runtime  jwe-crypto Crypto object for JWT encryption The cryptographic object to encrypt the JWT Specifies the cryptographic object (a shared secret key or certificate) to use to encrypt the JWT. Assembly Generate JWT Action Configure and manage the generate JWT actions  The generate JSON Web Token (JWT) action generates JWT claims and specifies the cryptographic material for generating a JWT during API processing.  assembly/jwt-validate assembly-jwt-validate assembly IDG   jwt request.headers.authorization JWT location The context variable that contains the JSON Web Token (JWT) to be validated Specifies the context variable that contains the JWT to be validated. The default value is 
                                                     request.headers.authorization
                                                    . The format of the authorization header must be 
                                                     Authorization: Bearer jwt-token
                                                    where 
                                                     jwt-token
                                                    indicates the encoded JWT.  output-claims decoded.claims Output claims The context variable to store all the claims that the JWT contains Specifies a context variable to store all the claims that the JWT contains when the validation of the JWT succeeds. The default value is 
                                                     decoded.claims
                                                    .  iss-claim 256 Issuer claim PCRE to use to validate the issuer claim Specifies the optional PCRE to use to validate the issuer "iss" claim. When specified, the issuer claim in the JWT is validated. If the issuer claim fails, the JWT validation fails. The maximum length of the value is 256 characters.  aud-claim 256 Audience claim PCRE to use to validate the audience claim Specifies the optional PCRE to use to validate the audience "aud" claim. When specified, the audience claim in the JWT is validated. If the audience claim fails, the JWT validation fails. The maximum length of the value is 256 characters.  jwe-crypto Crypto object for JWT decryption The cryptographic object to decrypt the JWT Specifies the cryptographic object (a shared secret key or certificate) to use to decrypt the JWT.  jwe-jwk JWK for JWT decryption The context variable that contains the JWK to decrypt the JWT Specifies the context variable that contains the JWK to use to decrypt the JWT.  jws-crypto Crypto object for JWT verification The cryptographic object to verify the JWT Specifies the cryptographic object (a shared secret key or certificate) to use to verify the JWT.  jws-jwk JWK for JWT verification The context variable that contains the JWK to verify the JWT Specifies the context variable that contains the JWK to use to verify the JWT. Assembly Validate JWT Action Configure and manage the validate JWT actions  The validate JSON Web Token (JWT) action specifies credentials and methods to validate a JWT in the request. The following guidelines apply. 
                                                  All claims that are specified in the validate JWT action are validated. If any specified claim fails, the JWT validation fails. You can use a cryptographic object or a JWK to decrypt or verify the JWT. When both are specified, the cryptographic object is used. If the original message is signed with a shared secret key, the cryptographic object that is specified must also be a shared secret key. If the original message is signed with a private key, the cryptographic object that is specified must be a crypto certificate (public certificate). If a JWK header parameter is included in the header of the JWT, the parameter must match the cryptographic object or JWK that is specified in the action. Otherwise, the JWT validation fails.  assembly/log assembly-log assembly IDG   mode Mode Mode to use for the assembly log action  Specifies the mode to use for the assembly log action. Analytics data must strictly conform to the format required by your analytics server. If you modify the format, you must use gather only mode. When you use the IBM API Connect analytics server without offloading data to a third-party log server, the format is correct. If you redact the input and output payloads, ensure that you do not modify the format. When you offload data to a third-party analytics server, you can redact any aspect of the event data. When you use API Connect analytics, you can redact only the input and output payloads.  log-level default Log level Type of content to log  Specifies the type of content to log. The value can be one of none, activity, header, payload, default, or an inline parameter in the format $(value) to retrieve a value from the API context. Assembly Log Action Configure and manage the log action for the assembly  An assembly log action writes transaction data to the API context to send to the analytics server. The API activity logging settings specified in the API definition determine the type of transaction data that is gathered. This action is not supported in IBM Cloud. Any assembly that includes it will fail.  assembly/map assembly-map assembly IDG   location  local temporary Map file location Location of the map file for transformation Specifies the name and location of the map file. The file must be in the 
                                                     local:///
                                                    directory, the 
                                                     temporary:///
                                                    directory, or one of their subdirectories. Assembly Map Action Configure and manage the map action for the assembly  A map action applies data transformations to the assembly flow according to a specified map file. The map file is a JSON file that defines all mapping operations. Prepare a valid map file as follows: 
                                                  If you do not get the map file automatically, you need to create the map file manually. See the reference information about map file examples on IBM API Connect Knowledge center. Make sure that the map file is JSON formatted. If the map file is YAML formatted, convert it to JSON format. Import the JSON file to the DataPower Gateway. The file must be in the 
                                                     local:///
                                                    directory, the 
                                                     temporary:///
                                                    directory, or one of their subdirectories.  assembly/oauth assembly-oauth assembly IDG   oauth-provider-settings-ref OAuth token provider settings The OAuth token provider settings to use Specifies the OAuth token provider settings to use for OAuth action. You can use one or more of the following methods, precedence rules apply when you configure the same aspect of the OAuth provider settings through multiple methods.  supported-oauth-components Supported OAuth components Supported OAuth components Specifies the OAuth components that the action supports. When the action does not support a component but that component is requested, the unsupported component is not run. Assembly OAuth Action Configure and manage the assembly OAuth action  An OAuth action performs the requested OAuth flow based on the defined OAuth provider settings.  assembly/parse assembly-parse assembly IDG   parse-settings-reference Parse Settings Specifies the parse settings configuration for the parse action A parse settings configuration defines the constraints on the documents to parse. You can configure the constraints by specifying a URL reference from which to retrieve the constraints definition. You can also specify a literal configuration string in XML management interface or REST management interface format that contains the constraints definition. You can also select a parse settings configuration from the list in Object reference to retrieve constraints definition. Precedence rules apply when the constraint for the same aspect of an input document is configured with more than one method.  input message Input message The name of a variable in the API context. Data represented by the variable can be parsed. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the input to the parse action. The default variable name is 
                                                     message
                                                    .  warn-on-empty-input off Warn on empty input Whether to generate a warning-level log message instead of an error when the payload of the input message is empty. Specifies whether to generate a warning-level log message instead of an error when the payload of the input message is empty.  use-content-type off Use Content Type Whether to attempt a parse with the specified content-type Specifies whether to attempt a parse with the specified content-type. This is only applicable if the expected content-type is either json or xml. With this option enabled, a parse action will result in failure if content-type does not match the parse-settings (i.e Content-type:application/json and parse-settings is configured for xml). If the parse-setting is configured to detect input content, it will be forced to the specified content-type.  output Output message The name of a variable in the API context where the result of parsed data is stored. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable represents the parse result. The parse metrics of the parsed document can be stored in different parts of the message. The default variable name is the same as that of the variable specified in the 
                                                     Input message
                                                    property. Therefore, by default, the input message for parsing is overwritten by the output message. Assembly Parse Action Configure and manage the parse action for the assembly You use the parse action to parse a request or a message as XML or JSON, or parse binary data into a binary large object (BLOB).  assembly/rate-limit assembly-rate-limit assembly IDG   source plan-default Source Source of limits The source of the rate limits, burst limits, and count limits to apply to the assembly rate limit action. The default value is plan-default.  burst-limit    Source plan-default  Source domain-named Burst limits Names of burst limits The assembly burst limit names that are defined in the API collection.  rate-limit    Source plan-default  Source domain-named Rate limits Names of rate limits The assembly rate limit names that are defined in the API collection.  count-limit    Source plan-default  Source domain-named Count limits Names of count limits The assembly count limit names that are defined in the API collection.  rate-limit-definition    Source plan-default  Source gateway-named  Source collection-named  Source plan-named Rate Limit Definitions Rate limit definitions and modes The rate limits that are defined in the application domain.               Assembly Rate Limit Action Define rate limiting, burst limiting, and count limiting  An assembly rate limit action applies rate limiting, burst limiting, count limiting, or any combination of these to subsequent actions in the assembly. This action is not supported in IBM Cloud. Any assembly that includes it will fail.  assembly/redact assembly-redact assembly IDG   root Root The data source that contains the content Specifies the data source that contains the content to redact or remove. If the root is not specified, the action is applied to the entire API context.  redact-action Redactions The path expression and the action to perform Specifies the path expression that identifies the content and the action to perform. Assembly Redact Action Redact or remove content from the request, the response, or the logs You use the Redact action to redact or remove specified fields from the request body, the response body, or the activity logs.  assembly/setvar assembly-setvar assembly IDG   variable Variables Setting, adding, or clearing an API context variable Specifies setting, adding, or clearing a variable. Assembly Set Variable Action Configure and manage the set variable action for the assembly You use the set variable action for setting, adding, or clearing an API context variable within your assembly.  assembly/user-security assembly-user-security assembly IDG   factor-id default Factor identifier Enter the string that identifies the results of factor authentication The string that identifies the results of factor authentication in the API context.  extract-identity-method basic Identity extraction method Determines which identity extraction method to use The method to extract end user credentials.  ei-stop-on-error on   ExtractIdentityMethod disabled   Stop on error Indicates whether to stop processing if identity extraction fails Whether to stop processing if identity extraction fails. If failed, stops the assembly and return an error.  user-context-var   ExtractIdentityMethod context-var   User name context variable Enter the period-delimited string to locate the context variable that contains the user's name The period-delimited string to navigate the API context to locate the context variable that contains the user's name.  pass-context-var   ExtractIdentityMethod context-var   Password context variable Enter the period-delimited string to locate the context variable that contains the user's password The period-delimited string to navigate the API context to locate context variable that contains the user's password.  redirect-url   ExtractIdentityMethod redirect   Redirect URL Enter the URL fragment to redirect the request, which can include context variables The URL fragment to redirect the request to obtain user credentials. The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  redirect-time-limit 10 600 300   ExtractIdentityMethod redirect   Redirect time limit Enter the allowable time for the transaction to complete before the redirect fails Seconds The allowable time in seconds for the transaction to complete before the redirect fails.  query-parameters   ExtractIdentityMethod redirect Query parameters Query parameters to append to the redirect Enter query parameters to append to the redirect. Query parameters provide additional information.  ei-default-form on   ExtractIdentityMethod html-form   Use default form? Indicates whether to use the default form or a custom form Whether to use the default form or a custom form. When enabled, returns the default login page to obtain credentials. When disabled, define the configuration to return the custom login page.  ei-custom-form    ExtractIdentityMethod html-form  EIDefaultForm off   Custom form location Enter the URL fragment of the custom login page, which can include context variables The URL fragment of the custom login page. This page collects user name and password information. The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  ei-custom-form-tls-client-profile    ExtractIdentityMethod html-form  EIDefaultForm on Custom form TLS client profile Specify the TLS client profile to secure the connection to retrieve the custom login page The TLS client profile to secure the connection to the remote server to retrieve the custom login page.  ei-custom-form-csp default-src 'self'    ExtractIdentityMethod html-form  EIDefaultForm on Custom form Content-Security-Policy Specify the value to use for the HTTP Content-Security-Policy response header for the custom login page The value to use for the HTTP 
                                                     Content-Security-Policy
                                                    response header for the custom login page. This response header allows you to control which resources the user agent can load. Generally, you set server origins and script endpoints to detect and mitigate cross-site scripting (XSS), clickjacking, and other injection attacks.  ei-form-time-limit 10 600 300   ExtractIdentityMethod html-form   HTML form time limit Enter the time to limit the transaction Seconds The time to limit the transaction before the identity extraction request fails.  user-auth-method user-registry Authentication method Specify which authentication method to use Which authentication method to use.  au-stop-on-error on   UserAuthMethod disabled   Stop on error Indicates whether to stop processing if authentication fails Whether to stop processing if authentication fails. If failed, stops the assembly and return an error.  user-registry   UserAuthMethod disabled   User registry The user registry to authenticate the incoming API request Specifies the API user registry to authenticate incoming API requests. The supported registries are API authentication URL and API LDAP.  auth-response-headers-pattern (?i)x-api*   UserAuthMethod user-registry Authentication response headers pattern Enter the regular expression to select which response headers to add to the API context, which can include context variables The regular expression to select which response headers to add to the API context for access by subsequent actions. The default value is a case-insensitive search on the 
                                                     x-api
                                                    prefix. The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  auth-response-header-credential X-API-Authenticated-Credential   UserAuthMethod user-registry Authenticated credential header Enter the response header that contains the authenticated credentials, which can include context variables The response header that contains the authenticated credentials. The default value is 
                                                     X-API-Authenticated-Credential
                                                    . The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  user-az-method authenticated Authorization method Specify which authorization method to use Which authorization method to use.  az-stop-on-error on   UserAZMethod disabled   Stop on error Indicates whether to stop processing if authorization fails Whether to stop processing if authorization fails. If failed, stops the assembly and return an error.  az-default-form on   UserAZMethod html-form   Use default form? Indicates whether to use the default form or a custom form Whether to use the default form or a custom form. When enabled, returns the default authorization page to obtain authorization. When disabled, define the configuration to return the custom authorization page.  az-custom-form    UserAZMethod html-form  AZDefaultForm off   Custom form location Enter the URL fragment of the custom authorization page, which can include context variables The URL fragment of the custom authorization page. This page obtains permission from the end user. The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  az-custom-form-tls-client-profile    UserAZMethod html-form  AZDefaultForm on Custom form TLS client profile Specify the TLS client profile to secure the connection to retrieve the custom authorization page The TLS client profile to secure the connection to the remote server to retrieve the custom authorization page.  az-custom-form-csp default-src 'self'    UserAZMethod html-form  AZDefaultForm on Custom form Content-Security-Policy Specify the value to use for the HTTP Content-Security-Policy response header for the custom authorization page The value to use for the HTTP 
                                                     Content-Security-Policy
                                                    response header for the custom authorization page. This response header allows you to control which resources the user agent can load. Generally, you set server origins and script endpoints to detect and mitigate cross-site scripting (XSS), clickjacking, and other injection attacks.  az-form-time-limit 10 600 300   UserAZMethod html-form   HTML form time limit Enter the time to limit the transaction Seconds The time to limit the transaction before the authorization request fails.  az-table-display-checkboxes off   UserAZMethod html-form Display table check boxes Add check boxes to the entries Allows entries to be selected.  az-table-dynamic-entries user.default.az.dynamic_entries   UserAZMethod html-form Dynamic table entries Enter a period-delimited context variable that adds dynamic entries to display The period-delimited context variable supports space delimited names, a JSON array of names, or a JSON array of objects with name and description.  az-table-default-entry   UserAZMethod html-form Default table entry Add an entry to the table. The entry contains a name and description The table displays entries that are being authorized.  hostname    ExtractIdentityMethod redirect  ExtractIdentityMethod html-form  UserAZMethod html-form Hostname The hostname to set instead of the incoming hostname The hostname for the original URL in the redirect or HTML form requests.          General              Identity extraction settings       Authentication settings            Authorization settings Main Assembly User Security Action Configure the identity extraction, authentication, and authorization of end users  assembly/validate assembly-validate assembly IDG   validate-against url Validate Against How the schema is specified. The type of schema to validate against.  error-policy all GraphQL error policy GraphQL error policy The behavior of the assembly validate action when the GraphQL backend server returns an error.  schema   ValidateAgainst url   Schema The schema object to validate the message. The schema object to validate the message.  input message Input message The name of a variable in the API context. Data represented by the variable can be validated. The name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the input to validate. The default variable name is 
                                                     message
                                                    .  output  Output message The name of a variable in the API context where the result of validation data, with defaults added, is stored.  The name of a variable in the API context. If the validation passes, the 
                                                         body
                                                        field of the output variable stores the output of the assembly validate action.  If the schema to validate is a JSON schema, the validation also adds any default values that are missing from the payload. If an output variable is not specified, the results of the validation are not stored. By default, no output variable is specified. If the validation fails, no output is stored.  definition    ValidateAgainst definition   Definition The path to a schema in the API definition. The path to a schema in the API definition. Use the format 
                                                     #/definitions/mySchema
                                                    or 
                                                     mySchema
                                                    to specify a previously defined schema to be used for validation.  compile-settings-validate Compile settings The compiler option for the assembly validate action. Specifies the compile settings reference that defines the compile options for the assembly validate action. Assembly Validate Action Validate JSON and XML payload You use the assembly validate action to validate payloads against a schema.  assembly/websocket-upgrade assembly-websocket-upgrade assembly IDG   url URL The URL to be invoked Specifies the URL to be invoked. You can also reference a custom API property that resolves as the value. To reference an API property, use the 
                                                     $(api.properties.property_name)
                                                    format, where 
                                                     property_name
                                                    is the name of the property to reference. You can also use the short 
                                                     $(property_name)
                                                    format when the assembly action does not have a property with the same name.  ssl-client TLS client profile The TLS client profile to secure connections between the DataPower Gateway and the target URL Specifies the TLS client profile to secure connections between the DataPower Gateway and the target URL.  timeout 60 Timeout The time to wait for a reply from the target seconds Specifies the duration in seconds to wait before the DataPower Gateway receives a reply from the target. The default value is 60.  username ^[^ ]+$ User name The user name for HTTP basic authentication Specifies the user name to use for HTTP basic authentication.  password Password alias The password alias of the user password for HTTP basic authentication Specifies the password alias of the user password to use for HTTP basic authentication.  follow-redirects off Follow redirects Whether to follow the redirects Some protocols generate redirects as part of the protocol; for example, an HTTP 304 response code. When enabled, the assembly WebSocket action attempts to transparently resolve redirects.  decode-request-params off Decode request parameters Whether to decode the request parameters Controls whether to decode the request parameters that are referenced in the target URL. When enabled, request parameters are decoded. The default value is off.  encode-plus-char off Encode plus characters in query Whether to encode plus characters in query strings Controls whether to encode 
                                                     +
                                                    characters in query strings. When enabled, 
                                                     +
                                                    characters in the query parameter values of the target URL are encoded to 
                                                     %2F
                                                    . The default value is off.  inject-user-agent on Inject User-Agent header Whether to inject the default User-Agent header When the 
                                                     User-Agent
                                                    header is not found in the incoming request, whether to inject it to the API request.  inject-proxy-headers off Inject proxy headers Whether to inject proxy-related headers When the 
                                                     X-Forwarded-For
                                                    , 
                                                     X-Forwarded-Host
                                                    , and 
                                                     X-Forwarded-Port
                                                    headers are not found in the incoming request, whether to inject them to the API request.  header-control-list default-accept-all Header control list Whether to accept or reject headers Specifies the control list that manages whether to accept or reject headers. The default behavior is to accept all headers.  parameter-control-list default-reject-all Parameter control list Whether to accept or reject URL parameters Specifies the control list that manages whether to accept or reject URL parameters. The default behavior is to reject all URL parameters.  request-processing-assembly API request processing assembly Assembly that processes API requests Specifies the assembly to process API requests.  response-processing-assembly API response processing assembly Assembly that processes API responses Specifies the assembly to process API responses. Assembly WebSocket Upgrade Action Configure and manage the WebSocket upgrade action for the assembly You use the WebSocket upgrade action to process API requests and responses through a WebSocket connection.  assembly/wsdl assembly-wsdl assembly IDG   description Description Description of the WSDL. Specifies the description of the WSDL.  output message Output The name of a variable in the API context to store the result of the WSDL action. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the result of the action. The default variable name is 
                                                     message
                                                    . Assembly WSDL Action Configure and manage the WSDL action for the assembly You use the WSDL action to return a static WSDL.  assembly/xml2json assembly-xml-to-json assembly IDG   conversion-format badgerfish Conversion type The conversion type for converting XML input to JSON output Indicates the supported conversion type that determines the target format of the JSON output. The default setting is 
                                                     badgerfish
                                                    .  input message Input message The name of a variable where the XML input is stored. Specifies the name of a variable in the API context that contains the input message to convert. The content of the 
                                                     body
                                                    field is the input. The default variable is 
                                                     message
                                                    , so the input to convert is 
                                                     message.body
                                                    .  output Output message The name of a variable where the result of the conversion is stored. Specifies the name of a variable in the API context to store the conversion results. The conversion results are written to the 
                                                     body
                                                    field of the specified variable. The output variable cannot be a read-only variable. 
                                                      When you want the converted output to be returned to the client, you must use 
                                                         message
                                                        as the output variable. When you do not specify an output variable, the variable name matches the input variable name. For example, if the input variable is 
                                                         message
                                                        , the output variable is also 
                                                         message
                                                        . Therefore, if the input variable is 
                                                         foo
                                                        , the output variable is also 
                                                         foo
                                                        . When you use an output variable other than 
                                                         message
                                                        , the content is converted but not returned to the client. Assembly XML to JSON Action Configure and manage the XML to JSON action for the assembly You use the XML to JSON action to convert the payload of an API message from XML format to equivalent JSON format.  assembly/xslt assembly-xslt assembly IDG   payload off Use current payload as input Whether to use the current payload as the XSLT input Indicates whether to use the current payload as the XSLT input. When enabled, the XSLT input document uses the current payload. When not enabled, there is no input.  stylesheet Stylesheet Location of the stylesheet to run Specifies the location of the stylesheet to apply to the payload from API context.  serialize-output off Serialize output Whether to serialize the XSLT output Specifies whether to serialize the XSLT output tree into binary data after the transformation. The serialized output is not accessible as XML unless it is re-parsed. To access the output as XML after serialization, the API rule must contain an assembly parse action after the XSLT action.  compile-settings-xslt Compile settings The compiler option for the assembly XSLT action. Specifies the compile settings reference that defines the compile options for the assembly XSLT action. Assembly XSLT Action Configure and manage the XSLT actions for the assembly  You use the XSLT action to run a stylesheet from within your assembly. This action is not supported in IBM Cloud. Any assembly that includes it will fail.   configuration IDG   assembly/throw assembly-throw assembly IDG   error-id Error identifier The identifier of the error  Specifies the identifier of the thrown error. The identifier contains a maximum of 64 characters. The following characters are valid: 
                                                          a - z A - Z 0 - 9 Underscore(_) Dash(-) You can also reference a custom API property that resolves as the value. To reference an API property, use the $(api.properties.property_name) format, where 
                                                         property_name
                                                        is the name of the property to reference. You can also use the short form $(property_name) when the assembly action does not have a property with the same name.  error-text Error text The text for the error message Specifies the text for the error message. You can also reference a custom API property that resolves as the value. To reference an API property, use the $(api.properties.property_name) format, where 
                                                     property_name
                                                    is the name of the property to reference. You can also use the short form $(property_name) when the assembly action does not have a property with the same name.  error-status-code Error status code The HTTP status code to return to the client for the error Specifies the HTTP status for the error. You can also reference a variable in the API context with the 
                                                     $(variable)
                                                    format, such as 
                                                     $(message.status.code)
                                                    .  error-status-reason Error reason phrase The HTTP reason phrase to return to the client for the error Specifies the HTTP reason phrase for the error. You can also reference a variable in the API context with the 
                                                     $(variable)
                                                    format, such as 
                                                     $(message.status.reason)
                                                    . Assembly Throw Action Configure and manage the throw action for a custom error message You can customize an error in the throw action. When the throw action is triggered, the custom error is thrown. After the throw action is triggered, the API Gateway does not run subsequent assembly actions and the current assembly rule is ended. The thrown error, including the error identifier and text for the error message, is saved in the API context.  assembly/operation-switch assembly-operation-switch assembly IDG   case Case The condition to evaluate and the API rule to run when the condition matches the operation ID or API path and HTTP method. Specifies the condition to evaluate and the API rule to run when the condition matches the operation ID or API path and HTTP method. Conditions are evaluated in order. The API rule of the first condition that evaluates to true is run. If an error occurs during the execution of the selected rule, the transaction is aborted.  otherwise Otherwise The API rule to run when none of the conditions match the API context Specifies API rule to run when none of the conditions in the assembly switch action match operation ID or API path and HTTP method.    Summary        Main Assembly Operation Switch Action Configure and manage the assembly operation switch action The switch action evaluates a list of conditions and runs the API rule that is associated with the first condition that matches the API context.  assembly/switch assembly-switch assembly IDG   case Case The condition to evaluate and the API rule to run when the condition matches the API context  Specifies the condition to evaluate and the API rule to run when the condition matches the API context. Conditions are evaluated in order. The API rule of the first condition that evaluates to true is run. If an error occurs during the execution of the selected rule, the transaction is aborted. You use a subset of JSONata notation to define a condition. For more information about the supported subset of JSONata notation, see the "JSONata and assembly actions" topic in IBM Knowledge Center.  otherwise Otherwise The API rule to run when none of the conditions match the API context Specifies API rule to run when none of the conditions in the assembly switch action match the API context.    Summary        Main Assembly Switch Action Configure and manage the assembly switch action The switch action evaluates a list of conditions and runs the API rule that is associated with the first condition that matches the API context.  xml/action action stylesheetaction IDG   summary Comments Brief summary for user annotation.  type xform Action Type Action Select an action to be performed by the processing rule. The default is Transform.  input   Type rewrite route-set on-error method-rewrite   Input The target context Input identifies the context that contains the document acted upon by this action. Enter the context name or string PIPE used for streaming execution mode, or the string INPUT which identifies the original input into this policy rule. 
                                     Not used when the action type is rewrite, method-rewrite, or route-set and otherwise required.  transform    Type filter cryptobin   Type xformng  TransformLanguage none     Type xformng  TransformLanguage none  Type route-action xformpi xformbin xformng xform sql Transform File Location of the XSL stylesheet or transform file  Specify the location of the XSL stylesheet or transform file to use for document filtering or transformations. Specify the location with one of the following formats: 
                                          Use a URL, for example, 
                                             store:///myTest.xsl Use a context variable that expands to a URL, for example, 
                                             var://context/contextName/varName Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context runs as a stylesheet.  parse-settings-reference   Type parse Parse settings Use any or all of the following ways to define the parse settings configuration for the parse action. A parse settings configuration defines the constraints on the documents to parse. You can configure the constraints by specifying a URL reference from which to retrieve the constraints definition. You can also specify a literal configuration string in XML management interface or REST management interface format that contains the constraints definition. You can also select a parse settings configuration object from the list in Object reference to retrieve constraints definition. Precedence rules apply when the constraint for the same aspect of an input document is configured with more than one method.  parse-settings-result-type none   Type parse Parse metrics result type Specifies the language format to save the parse metrics results Specifies the language format to save the parse metrics results.  parse-settings-result-location    Type parse  ParseMetricsResultType none   Type parse Parse metrics result location Specifies the name of the context to save parse metrics results When "XML" or "JSON" is specified for parse metrics result type, the parse metrics results are saved in the specified context in the requested language format.  dfdl-settings-reference     Type xformng  InputLanguage dfdl   Type xformng  OutputLanguage dfdl DFDL Settings Specify the DFDL Settings to use when processing binary content with DFDL schemas. Identifies the DFDL Settings used by this action when processing data as understood by a DFDL schema. This reference, if provided, overrides the reference on the XML manager. If no DFDL Settings are specified on both objects, the default values are applied.  input-language none   Type xformng   Type xformng Input Language Language of input to the transformation  input-root-name    Type xformng  InputLanguage dfdl DFDL Input Root Name Set the root element in the DFDL model from which to start a parse.  Set the root element in the DFDL model from which to start a parse. This property is only meaningful in the context of a DFDL parse. For the input root name, specify the global xsd:element in the XSD file to use to begin parsing the binary input. The input root name can be selected from the specified XSD file or specified as a variable. If a variable is used, it must resolve to a valid namespace URL written with the name between braces ({}) as a prefix to the local part. For instance, if in the DFDL Schema, the target namespace is "http://example.com/messages" and the local element is <xsd:element name="Message">...</xsd:element>, the variable must resolve to {http://example.com/messages}Message. The schema author might specify the root parse element by using the ibmSchExtn:docRoot="true" element within the schema. For instance, <xsd:element ibmSchExtn:docRoot="true" name="Message">...</xsd:element>. In this case, the input root name shows in the selection as the element name followed by (@ibmSchExtn:docRoot="true"). Use of another value for the DFDL input root name overrides the value that is specified in the schema.  input-descriptor    Type xformng  InputLanguage xsd dfdl Input Descriptor Descriptor of the input to the transformation as understood according to the input language  Specify the input descriptor, understood according to the input language.  If input language is DFDL, the input descriptor must be a URL to a schema file that defines the input. The input descriptor can be a URL to a directory from which you can select a schema file, or the input descriptor can be a variable that resolves to a schema at run time. If input language is XML, do not specify an input descriptor because the input is not type-assessed. If input language is XSD, the input descriptor must be a URL to an XML schema for type assessing the input to the transformation. If input language is JSON, do not specify an input descriptor because the input is not type-assessed.  output-descriptor    Type xformng  OutputLanguage dfdl Output Descriptor Descriptor of the output from the transformation as understood according to the output language Specify the output descriptor, understood according to the output language. If output language is DFDL, then output descriptor must be a URL to a DFDL schema for serializing the output from the transformation.  transform-language none   Type xformng   Type xformng Transform Language Language of the transformation  Specifies that the transform is specified either as an XQuery file or as None to indicate an identity transformation that is only changing the message via input or output descriptors.  If transform language is None, do not specify a Transform. If transform language is XQuery, then specify a way to find that XQuery script in the Transform property.  output-language none   Type xformng Output Language Language of output from the transformation  Specify the output language, to Default or DFDL.  tx-map   Type xformbin ITX Map file Location of Transformation Extender map file  Enter the URL of the IBM Transformation Extender map file for the transform. You must create the map file by exporting the file from Design Studio. In DPA mode, the generated map file is hosted locally on the DataPower Gateway or on a remote HTTP or HTTPS server. Use one of the following formats.  When the file is local, use <directory>:///<file> When the file is remote, use HTTP://<path_qualified_file> or HTTPS://<path_qualified_file> Do not specify an XSL stylesheet when you use a map file.  gatewayscript-location   Type gatewayscript jose-sign jose-verify jose-encrypt jose-decrypt   GatewayScript file Location of the GatewayScript file  Specify the location of the GatewayScript file. The file location can be specified in one of the following formats.  Use a URL. Select the local:, store:, or temporary: directory, and select, upload, or fetch the script file. Use a context variable that expands to a URL, such as 
                                             var://context/contextName/varName
                                            . Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context content runs as GatewayScript.  debug off   Type gatewayscript Enable GatewayScript Debug Enable GatewayScript Debug   tx-tlm    Type xformbin  TxMode dpa Top-Level Map Name Name of the Transformation Extender map to run Enter the name of the specific IBM Transformation Extender map in the map file for the transform. A map file might contain more than one map. When not specified, the transform uses the first map in the file.  tx-mode   Type xformbin ITX Map Mode Transformation Extender mode in which to run the map Select the IBM Transformation Extender mode in which to run the map. DPA is the recommended mode.  tx-audit-log 30 ^[_a-zA-Z0-9-]+$    Type xformbin  TxMode dpa ITX Audit Log The context name to save the Transformation Extender audit log Enter the context name to save the IBM Transformation Extender audit log. This property is valid only in DPA mode.  output   Type xformpi xformbin xformng cryptobin xform convert-http fetch extract call gatewayscript jose-sign jose-verify jose-encrypt jose-decrypt   Type results-async setvar rewrite route-set strip-attachments on-error checkpoint conditional event-sink method-rewrite Output The destination context Output identifies the destination context that receives the document upon completion of the specified action. Enter the context name or string PIPE used for streaming execution mode (except for the last action), or the string OUTPUT which identifies the final input output from this policy rule. Depending on the rule's direction, OUTPUT specifies the transmission to the requesting client or responding server. If the action type is results, and no output is specified, the target context is transmitted to OUTPUT.  charset-transparency off   Type convert-http Retain input encoding Whether the output from the convert action retains the input encoding or uses ISO 8859-1 Control whether the output from the convert action retains the input encoding or is converted to ISO 8859-1. An encoding is also known as a character set. For illustrative purposes, assume UTF-8 is the input encoding. 
                                      When enabled and the input encoding is UTF-8, the output is UTF-8. When disabled and the input encoding is UTF-8, the output is ISO 8859-1. This behavior is the default behavior.  named-inouts default   Type xformbin Locate Named Inputs and Outputs Locate Named Inputs and Outputs Named Inputs and Outputs can be specified explicitly or dynamically, or can default to the unnamed regular input and output. Select the value appropriate for your IBM Transformation Extender configuration.  named-input    NamedInOutLocationType explicit  Type xformbin Named Inputs Create all of the named inputs needed for the Transformation Extender transform. Create all of the named inputs that are needed for the IBM Transformation Extender transform.  named-output    NamedInOutLocationType explicit  Type xformbin Named Outputs Create all of the named outputs needed for the Transformation Extender transform. Create all of the named outputs that are needed for the IBM Transformation Extender transform.  destination   Type results-async fetch route-set   Type results log External URL A remote URL  Specify the location of the resource (source or destination). Specify the location as either a URL or as a variable that expands to a URL. If a variable, use the var://context/name form. Required for a fetch, log, results-async, or route-set action. Optional for a results action. When not defined for a results action, the input context is written to the output context. Not used for all other actions.  For fetch, specify the source. For route-set, specify the destination. For log, results, and results-async, specify the destination (a foreign server to which to send the data).  schema-url   Type validate Schema URL An XML schema  Used only when the action type is validate, identifies an XML schema used for document validation regardless of any 
                                         xsi:schemaLocation
                                        attributes contained with the document. Identify the schema with one of the following formats.  Use a URL, for example, 
                                             store:///valHigh.xsd Use a context variable that expands to a URL, for example, 
                                             var://context/contextName/varName Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context runs as a schema validation.  json-schema-url   Type validate JSON Schema URL A JSON schema  Used only when the action type is validate, identifies a JSON schema used for JSON document validation. Identify the schema with one of the following formats.  Use a URL, for example, 
                                             local:///valHigh.jsv Use a context variable that expands to a URL, for example, 
                                             var://context/contextName/varName Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context runs as a JSON schema validation.  wsdl-url   Type validate WSDL URL The URL of the WSDL file  The URL of the WSDL file that defines the operations to use during the validate action. The WSDL file can reside on the local system or on the network. By default, the WSDL validation always applies to the entire input message. This can be modified by compile options on the XML manager. Identify the WSDL with one of the following formats.  Use a URL, for example, 
                                             local:///myTest.wsdl Use a context variable that expands to a URL, for example, 
                                             var://context/contextName/varName Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context runs as a WSDL validation.  urlrewrite-policy   Type rewrite   Type validate xformpi xformbin xformng xform URL Rewrite Policy A URL Rewrite Policy Specifies the URL rewrite policy to change the active URL of the current transaction.  aaa-policy   Type aaa   AAA Policy AAA policy to use Select an AAA Policy to assign the authentication and authorization policy to the DataPower service.  aaa-policy-via-variable AAA Policy Via Variable Use the AAA policy that this variable resolves to at runtime. Resolve a AAA Policy to assign the authentication and authorization policy to the DataPower service with a variable.  dynamic-schema   Type validate Dynamic Schema A dynamic schema Select a dynamic schema from the values list.  dynamic-stylesheet   Type filter route-action xformpi xformbin xformng xform Dynamic Stylesheet Dynamic stylesheet Specifies the dynamic stylesheet to transform an input document.  input-conversion   Type convert-http Input Conversion An HTTP Input Conversion Map Select an HTTP Input Conversion Map that provides encoding rules.  xpath   Type extract XPath An XPath expression Specifies the XPath expression that is applied to the context identified by Input. Enter the XPath expression or a variable in the form var://context/name which expands to an XPath expression.  variable 
                                    ^var://(context/[^/ ]+(/[^/ ][^ ]*)+|(system/[^/ ]+|local|service)/[^/ ][^ ]*)$ var://context/CONTEXT-NAME/VAR-NAME    Type extract setvar sql   Type sql  SQLSourceType variable Variable Name Create a variable  Enter the variable URL, in one of the following forms. 
                                          var://context/CONTEXT-NAME/VAR-NAME var://local/VAR-NAME var://system/CONTEXT-NAME/VAR-NAME var://service/SERVICE-NAME var://context/CONTEXT-NAME/VAR-NAME is the primary way to reference variables. var://context/CONTEXT-NAME/_roottree is a special variable that holds the value of the context when used as an input to an action. var://context/CONTEXT-NAME (or var://context/CONTEXT-NAME/) is treated as shorthand for var://context/CONTEXT-NAME/_roottree. var://local/VAR-NAME can be used to reference variables in the Input context for this action (when reading the variable) or in the Output context for this action (when writing the variable). Because this reference is context-sensitive, The use of var://context/CONTEXT-NAME/VAR-NAME is recommended. var://system/CONTEXT-NAME/VAR-NAME is used to reference global variables. These variables are rarely used. var://service/SERVICE-NAME is used to reference certain internal state variables. These variables are defined by the firmware and cannot be created by users. Refer to the manuals or the resource CD for details.  value   Type setvar Variable Assignment Assigns a value to Variable Name Enter the variable value. The value can be a number, a string (for example, a URL), or another variable URL in one of the formats that is described in the help for the Variable property.  sslcred    Type route-set  SSLClientConfigType proxy TLS Credential (deprecated) The TLS credential is deprecated. Use a TLS client credential. Specifies a TLS Proxy Profile used to establish a secure connection with the destination URL. Enter the name of a TLS Proxy Profile.  ssl-client-type proxy   Type route-set TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    Type route-set  SSLClientConfigType client TLS Client Credential TLS client profile Specifies a TLS Client Profile to establish a secure connection with the destination URL. Enter the name of a TLS client profile.  attachment-uri   Type strip-attachments Attachment URI URI specifying an attachment This specifies which attachment to strip. If omitted, all attachments are stripped from the specified context.  parameter   Type filter route-action xformpi xformbin xformng cryptobin xform gatewayscript Stylesheet Parameter Stylesheets used in Processing Policies can take stylesheet parameters. These parameters can be passed in by this object. More than one parameter can be defined.  error-mode   Type on-error   Error Mode Select whether to continue on error.  error-input   Type on-error Error Input The input context for the error rule.  error-output   Type on-error Error Output The output context for the error rule.  rule   Type call   Type on-error Processing Rule Processing Rule to call Specify which rule to call.  output-type   Type xformpi xformbin xformng xform results log fetch Output Type How to interpret a server response Select how to interpret the response from the server, if any.  log-level   Type log   Log Level Log Level The log levels of the messages that was generated by the operation.  log-type   Type log   Log Type Log Type This is the log type of the messages generated by the log operation.  transactional off   Type results results-async Transactional Transactional Asynchronous Operation Defines if the asynchronous operation should be committed or rolled back as part of the entire session transaction.  event   Type checkpoint   Event Event that triggers the checkpoint Select the event that triggers the checkpoint action.  slm   Type slm   SLM Policy SLM policy to enforce Configure the Service Level Monitoring policy to enforce.  quota-enforcement-policy   Type quota-enforcement   Quota Enforcement Policy Quota enforcement policy to enforce Configure the Service Level Monitoring policy to enforce.  sql-source   Type sql   SQL Data Source SQL Data Source The SQL Data Source object to use when executing this action.  sql-text    SQLSourceType static  Type sql    Type sql  SQLSourceType stylesheet variable SQL Text SQL Text When the SQL input method is static, enter the literal text of the SQL statement that the SQL action runs.  soap-validation body    Type validate  WsdlURL  SOAP Validation Method to validate SOAP documents and faults  Select which parts of the SOAP message to validate. This setting does not affect validating the input context to ensure that it is a valid document. If you are validating an intermediate context, such as the result of a transform or a fetched document, this setting is not implicitly validated as SOAP. You might want to select validate the entire document. Similarly, WSDL validation always applies to the entire document, except as modified by WSDL compiler options.  sql-source-type static   Type sql   Type sql SQL Input Method Select the SQL input source Select the source of the SQL statement for the SQL action.  serialization   Type jose-sign jose-encrypt   Serialization JSON Web Serialization format The JSON Web Serialization format in the JSON Web Sign and the JSON Web Encrypt actions.  jwe-enc   Type jose-encrypt   Algorithm JWE encrypt algorithm Assign a JWE encrypt algorithm in the JSON Web Encrypt action.  jws-signature   Type jose-sign   Signature Add a JWS signature object to the JSON Web Sign action Add a JWS signature object to the JSON Web Sign action.  jwe-header   Type jose-encrypt   JWE Header Add a JWE header object to the JSON Encrypt action Add a JWE header object to the JSON Encrypt action.  jose-verify-type   Type jose-verify Identifier Type The identifier type used to verify the signature in the JSON Web Verify action The identifier type used to verify the signature in the JSON Web Verify action.  jose-decrypt-type   Type jose-decrypt Identifier Type The identifier type used to verify the recipient in the JSON Web Decrypt action The identifier type used to verify the recipient in the JSON Web Decrypt action.  signature-identifier    Type jose-verify  JOSEVerifyType identifiers   Signature Identifiers Add a signature identifier object to the JSON Web Verify action Add a signature identifier object to the JSON Web Verify action. This property is mutually exclusive from Single Identifier - Certificate and Single Identifier - Shared Secret Key.  recipient-identifier    Type jose-decrypt  JOSEDecryptType identifiers   Recipient Identifiers Add a recipient identifier object to the JSON Web Decrypt action Add a recipient identifier object to the JSON Web Decrypt action. This property is mutually exclusive from Single Identifier - Private Key, Single Identifier - Shared Secret Key and Direct Key.  single-cert    Type jose-verify  JOSEVerifyType single-cert   Certificate Add a certificate object to the JSON Web Verify action Add a certificate object to the JSON Web Verify action. This property is mutually exclusive from Signature Identifiers and Single Identifier - Shared Secret Key.  single-key    Type jose-decrypt  JOSEDecryptType single-key   Private Key Add a private key object to the JSON Web Decrypt Add a private key object to the JSON Web Decrypt. This property is mutually exclusive from Recipient Identifiers, Single Identifier - Shared Secret Key and Direct Key.  single-sskey     Type jose-decrypt  JOSEDecryptType single-sskey   Type jose-verify  JOSEVerifyType single-sskey   Shared Secret Key Add a shared secret key object to the JSON Web Decrypt or the JSON Web Verify action Add a shared secret key object to the JSON Web Decrypt or the JSON Web Verify action. The JSON Web Verify action is mutually exclusive from Signature Identifiers and Single Identifier - Certificate. The JSON Web Decrypt action is mutually exclusive from Recipient Identifiers, Single Identifier - Private Key and Direct Key.  direct-key    Type jose-decrypt  JOSEDecryptType direct-key   Direct Key Add a shared secret key object to the JSON Web Decrypt action Add a shared secret key object to the JSON Web Decrypt action. This property is mutually exclusive from Recipient Identifiers, Single Identifier - Private Key and Single Identifier - Shared Secret Key. This property is used when the algorithm is 'dir'.  strip-signature on   Type jose-verify Strip Signature Write the payload in the JWS object to the output context Write the payload in the JWS object to the output context.  asynchronous off   Type results-async event-sink method-rewrite gatewayscript jose-sign jose-verify jose-encrypt jose-decrypt Asynchronous Marks this action as asynchronous Marks this action as asynchronous. It will not need to complete for the next action to begin.  condition   Type conditional Condition XPath condition to check and action to run if it is found. A single condition which maps an XPath condition to search for in the input context to an action to run if it is found. If it is not found, then other conditions can be checked.  results-mode first-available   Type results results-async Multi-Way Results Mode How to handle multiple results targets  Specify whether to use the first available target from the target list or to try to send to all targets. If "first-available", the action sends to potential targets one at a time, and stops with success when the input has been sent to any single target. If "require-all", the action sends to all of the potential targets, and fails if any one of the targets fails. If "attempt-all", the action succeeds even if some or all of the targets fail.  retry-count 0   Type results results-async Number of Retries Number of times to retry the operation  If connecting to a target fails, the connection attempt may be retried after an interval. This indicates the number of retry attempts; the default is 0, which indicates that the operation fails immediately if the connection fails.  retry-interval 1000   Type results results-async Retry Interval Time between operation retries ms  If connecting to a target fails, the connection attempt may be retried after an interval. This indicates the time between retries in milliseconds. The default value is 1000.  multiple-outputs off    Type results for-each   Type results  Destination  Use Multiple Outputs Place parallel outputs into separate contexts  A results action can target several targets simultaneously by specifying a variable containing an XML node-set as the results target. If this option is true, the context named as the output context of the action is ignored, but the status of individual attempts to reach the targets are recorded in separate contexts by appending a number to the provided name, resulting in context names such as "ctx_1" for an output context name of "ctx". If this option is false, only one result is kept: in require-all mode, it is the first target to have failed and have no retries left, or the last target on success; in attempt-all mode, the last target to be attempted; in first-available mode, the first target to succeed or the last failing target.  iterator-type XPATH   Type for-each   Type for-each Iterator Type Type of iterator, an XPath expression or a loop count Specify the type of the iterator. It will either be an XPath expression or a number designating the number of times to execute the loop.  iterator-expression    Type for-each  IteratorType XPATH    Type for-each  IteratorType XPATH XPath Expression Iterator to operate on: an XPath expression An XPath expression defining the content to iterate on.  iterator-count 1 32768    Type for-each  IteratorType COUNT    Type for-each  IteratorType COUNT Iterator Count Number of times to run the loop action Specify the number of times to run the loop action. Enter a value in the range 1 - 32768.  loop-action   Type for-each   Loop Action The action to execute within the loop  async-action   Type event-sink Async Action List of asynchronous actions to wait for  timeout 0   Type event-sink Timeout The time in milliseconds to wait for asynchronous actions to complete ms Wait for this number of milliseconds for listed asynchronous actions to complete. Time out after this period and raise an error. Enter 0 to wait forever.  wsdl-port   Type validate WSDL Port QName Validate messages from a specific wsdl:port The QName of the WSDL port that defines the service traffic to validate. The value should be a QName in the form "{namespace-uri}local-part" or "*" for all ports that are defined in the WSDL file. If specified and not "*", only messages that are defined for the named port are considered valid.  wsdl-operation   Type validate WSDL Operation Name Validate messages that match the specified wsdl:operation The name of the WSDL operation that defines the service traffic to validate. The value should be the unqualified name of the operation or "*" for all operations that are defined in the WSDL file. If specified and not "*", only messages that are defined for operations that match the specified name are considered valid.  wsdl-message-direction-or-name   Type validate WSDL Message Direction or Name Validate messages from wsdl:input, wsdl:output, or wsdl:faults that match the given name or direction  The name or direction of the WSDL input, output, or fault that defines the service traffic to validate. Use one of the following values.  The name of one or more WSDL input, output, or fault components.    operation
                                                Request
                                                for a specific request.   operation
                                                Response"
                                                for a specific response. The value of the 
                                                 name
                                                attribute for the 
                                                 <fault>
                                                element.  #input
                                            for the request direction in the WSDL file.  #output
                                            for the response direction in the WSDL file.  *
                                            for all inputs, outputs, and faults in the WSDL file. When specified and not *, only messages that are defined for inputs, outputs, and faults that match the specified name or direction are considered valid. Faults are considered valid for the response direction.  wsdl-attachment-part   Type validate WSDL Attachment Part Name Validate messages defined by mime:content in the WSDL that match the specified message part name The name of the WSDL message part that defines the content of a MIME attachment (mime:content/@part). The value should be the unqualified name of the message part. The name is the same as the part attribute on the corresponding mime:content component in the WSDL file. When this property is not defined or has the special value "*", the root MIME part is validated. The root MIME part is bound to a soap:body.  http-method GET   Type method-rewrite fetch   Type method-rewrite fetch Method The HTTP method type The HTTP method type to use.  http-method-limited POST    Type results-async   Type results  Destination     Type results results-async   Type results  Destination  Method The HTTP method type The HTTP method type to use.  http-method-limited2 POST   Type log   Type log Method The HTTP method type The HTTP method type to use.  policy-key Policy identifier (for internal use) Identifier that associates action output for external monitoring  Do not modify this value. The DataPower Gateway uses this identifier to store the output from the action. The output can be used for external monitoring by products such as Tivoli Composite Application Manager.      Parse Settings The static and dynamic pieces of the parse settings. There are three pieces of the Parse Settings. 
                                   Default: A static Parse Settings object for defaults.  Literal: A literal XML or JSON string with overrides. Use this to avoid duplicating static objects when there's only a small change.  URL: A URL to XML or JSON definition of dynamic override properties.     Test URL Processing Action Define XSL filters and/or transformations   stylesheetrule IDG   summary Comments Brief summary for user annotation.   config/api-rule api-rule configuration IDG   dynamic-actions-mode off Use dynamic actions Specifies whether to use dynamic actions instead of explicit actions. Dynamic actions take configuration values at run time and override the default properties in API actions. API rules that contain dynamic actions can be included in user-defined policies that API Connect advertises and makes available in the API Connect assembly editor.  action   DynamicActionsMode on API actions Specifies the processing actions to associate with the API rule. When multiple actions are specified, ensure that the actions are in the correct processing sequence.  dynamic-action   DynamicActionsMode on   DynamicActionsMode off API dynamic actions Specifies the dynamic actions to associate with the API rule. When multiple dynamic actions are specified, ensure that the actions are in the correct processing sequence.           API Rule Configure and manage the API rule. An API rule completes the processing of API requests or completes the operations that are required by the API requests.  xml/rule rule stylesheetrule IDG   action Rule Action Define XSL filters and/or transformations. Select the desired existing action from the list and click Add to add the action to the rule. Actions are executed in the order (top to bottom) in which they are listed in the box. Click the + button to create a new Action; select an action and click the ... button to edit an existing action. To delete an action, select it from the list and click Delete.  type rule Rule Direction A rule type Select a rule type. The default is Rule.  input-filter none Input Filter Filter or preprocess Processing Rule input Select a decompression algorithm to apply to all messages before any other processing occurs (a preprocess step). All messages are decompressed using the selected algorithm. If the message is not compressed with this algorithm, an error is raised. This setting is independent of transport-level decompression. The default is None.  output-filter none Output Filter Filter or post-process Processing Rule output Select a compression algorithm to apply to all messages after any other processing occurs (a post-process step). All messages are compressed using the selected algorithm. The resulting archive contains only one file. This setting is independent of transport-level compression. The default is None.  non-xml-processing off   Unprocessed on Non-XML Processing Should Rule Apply to Non-XML traffic too Normally, processing is only performed on XML content. This option allows processing actions to be performed on Non-XML content as well.  unprocessed off   NonXMLProcessing on Unprocessed Permit rule to pass-through data unprocessed Permit rule to pass-through data unprocessed   Processing Rule Create, edit, or delete processing policy rules. Rules can also be created and edited using a drag and drop interface by opening the Services menu area on the left-hand navigation bar. Click the appropriate Policy link which will then present an opportunity to create both Rules and Actions.  wsm/wsm-rule wsm-rule stylesheetrule IDG   action Rule Actions The full action pipeline that includes the actions generated from the WSDL as well as the rules configured by the user.  type rule Rule Direction A rule type Select a rule type. The default is Rule.  input-filter none Input Filter Filter or preprocess Processing Rule input Select a decompression algorithm to apply to all messages before any other processing occurs (a preprocess step). All messages are decompressed using the selected algorithm. If the message is not compressed with this algorithm, an error is raised. This setting is independent of transport-level decompression. The default is None.  output-filter none Output Filter Filter or post-process Processing Rule output Select a compression algorithm to apply to all messages after any other processing occurs (a post-process step). All messages are compressed using the selected algorithm. The resulting archive contains only one file. This setting is independent of transport-level compression. The default is None.  non-xml-processing off   Unprocessed on Non-XML Processing Should Rule Apply to Non-XML traffic too Normally, processing is only performed on XML content. This option allows processing actions to be performed on Non-XML content as well.  unprocessed off   NonXMLProcessing on Unprocessed Permit rule to pass-through data unprocessed Permit rule to pass-through data unprocessed   WS-Proxy Processing Rule Create, edit, or delete processing policy rules. Rules can also be created and edited using a drag and drop interface by opening the Services menu area on the left-hand navigation bar. Click the appropriate Policy link which will then present an opportunity to create both Rules and Actions.  system/tenant tenant system Tenant   summary Comments Descriptive summary for the configuration Enter a descriptive summary for the configuration.  cpus 2 4 CPU threads CPU threads to allocate for the tenant Enter the number of CPU threads to allocate for the tenant. The minimum value is 2. The default value is 4.  memory 4 8 Memory Memory to allocate GiB Enter the amount of memory to allocate for the tenant. The minimum value is 4. The default value is 8.  telnet-name Telnet service name Name of the Telnet handler Enter the name for the Telnet handler.  telnet-address Telnet address Address for the Telnet handler Enter the IP address that the Telnet handler on the tenant listens on.  telnet-port 1 0xFFFF TelnetAddress Telnet port Listening port for the Telnet handler Enter the port that the Telnet handler on the tenant listens on.  ssh-address SSH address Address for the SSH service Enter the IP address that the SSH service on the tenant listens on.  ssh-port 1 0xFFFF SSHAddress SSH port Listening port for the SSH service Enter the port that the SSH service on the tenant listens on.  webmgmt-address Web management address Address for the web management interface Enter the IP address that the web management interface on the tenant listens on.  webmgmt-port 1 0xFFFF WebMgmtAddress Web management port Listening port for the web management interface Enter the port that the web management interface on the tenant listens on.  xmlmgmt-address XML management address Address for the XML management interface Enter the IP address that the XML management interface on the tenant listens on.  xmlmgmt-port 1 0xFFFF XMLMgmtAddress XML management port Listening port for the XML management interface Enter the port that the XML management interface on the tenant listens on.  restmgmt-address REST management address Address for the REST management interface Enter the IP address that the REST management interface on the tenant listens on.  restmgmt-port 1 0xFFFF RESTMgmtAddress REST management port Listening port for the REST management interface Enter the port that the REST management interface on the tenant listens on.  qes-server-port 1 0xFFFF QESServerPort Quota enforcement server port >Server port of the quota enforcement server Enter the port that is used by the GatewayScript module to communicate with the quota enforcement server on the tenant.  qes-monitor-port 1 0xFFFF QESMonitorPort Quota enforcement monitor port >Monitor port of the quota enforcement server Enter the port for monitoring the operational state of the quota enforcement server on the tenant. Tenant Connection details for a tenant  Modify the connection details for a tenant. Each tenant and the landlord have different management interfaces and a different quota enforcement server.  When you define the addresses for tenant management interfaces, use an explicit IP address to isolate tenant management traffic from landlord management traffic. Tenant services that use the IP address values of 
                             0.0.0.0
                            or 
                             ::
                            can cause port contention on the landlord. When you define listening ports for tenant management interfaces and for the quota enforcement server, ensure that they are unique across the tenants and the landlord.  system/throttle throttle system IDG   summary Comments Brief summary for user annotation.  on   Mode  memory-throttle 0 100 20 Memory Throttle At Memory throttle inbound traffic threshold % Enter a value of 0 - 100 to establish the threshold of minimal available memory (in percent) at which traffic is throttled. When the threshold is reached, the system waits for the timeout period before rebooting, to allow memory usage to recover.  memory-terminate 0 100 5 Memory Terminate At Memory terminate operation threshold % Enter a value of 0 - 100 to establish the threshold of minimal available memory (in percent) at which the system reboots.  temp-fs-throttle 0 100 0 Temp File Space Throttle At Temporary file space throttle inbound traffic threshold % Enter a value of 0 - 100 to establish the threshold of minimal available temporary file space (in percent) at which traffic is throttled. When this threshold is reached, the system waits for the timeout period before rebooting, to allow temporary file space to recover.  temp-fs-terminate 0 100 0 Temp File Space Terminate At Temporary files space terminate operation threshold % Enter a value 0 - 100 to establish the threshold of minimal available temporary file space (in percent) at which the system reboots.  qcode-warn 5 100 10 XML Names and JSON Keys Warn At XML Names and JSON Keys warn threshold % Enter a value in the range 5 - 65 to establish the threshold of minimal available XML Names and JSON Keys (in percent) for any of the pools. As this threshold is approached, the system attempts to free unused XML Names and JSON Keys resources, so that this threshold is never reached. If this threshold is reached, then the system logs an alert. Note that the system reboots with less than 5% free XML Names or JSON Keys available, for any of the pools. To see the percentage currently available, use the XML Names and JSON Keys status provider.  timeout 30 Timeout Timeout period seconds Enter a value to set the number of seconds the system waits to take action when a throttling threshold is reached.  status-log off Status Log Periodic status Log This setting controls the generation of throttle log messages. Select on or off.  status-loglevel debug   Statistics on Log Level Status log level Configure the level of the periodic status log.  sensors-log on Environmental Monitor Monitor Environmental Sensors This setting monitors system fan speeds and power supply status and generates log messages when a failure event occurs. Select on or off.  backlog-size 0 500 0 Backlog Size Backlog Size Enter a value of 0 - 500 to specify the size of the backlog queue where incoming requests are routed if a throttling threshold is reached. If the size is set to 0, no requests are routed to the backlog queue.  backlog-timeout 30 Backlog Timeout Backlog Timeout seconds Enter a value to specify the number of seconds that a request remains in the backlog queue before it is rejected if a throttling threshold is reached. Throttle Settings Memory throttle setting This setting throttles, or disallows, traffic when the total memory available to the system reaches the thresholds established here.  config/uddi-registry uddi-registry webservice IDG   summary Comments Brief summary for user annotation.  hostname Host Host name or IP address Specify the host name or IP address of the UDDI registry.  port 80 Port Port Specify the port of the SOAP over HTTP interface on the UDDI Registry.  use-ssl Publish Use TLS Use TLS Select when to use HTTPS connections to the remote UDDI registry.  ssl-port 443 Port (TLS) Port (TLS) The port number of the registry's SOAP over HTTPS interface. The default is 443.  ssl   SSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Select an existing TLS Proxy Profile from the list of existing profiles. Click the + button to create a new profile. Select a profile and click the ... button to edit an existing profile.  inquiry-url /uddi/inquiry Inquiry URL The local path (URI) part of the inquiry URL. The local path (URI) portion of the URL used to query the Registry. UDDI inquiry requests will be sent to http(s)://hostname:port/inquiry-url. A typical default looks like https://192.18.1.120:443/uddi/inquiry.  publish-url /uddi/publishing Publish URL The local path (URI) part of the publish URL. The local path (URI) portion of the URL used to publish to the Registry. UDDI Publish requests will be sent to http(s)://hostname:port/publish-url. A typical default looks like https://192.18.1.120:443/uddi/publishing.  subscription-url /uddi/subscription Subscription URL The local part of the URL of the subscription API The local path (URI) portion of the URL used to subscribe to the Registry. UDDI subscription requests will be sent to http(s)://hostname:port/subscription-url. A typical default looks like https://192.18.1.120:443/uddi/subscription.  security-url /uddi/security Security URL The local part of the URL of the security API The local path (URI) portion of the URL used to subscribe to the Registry. UDDI security requests will be sent to http(s)://hostname:port/security-url. A typical default looks like https://192.18.1.120:443/uddi/security.  version UDDIv2 Version Version Select the API version that is in use by the registry. This value must agree with the version that is running on the registry.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                    UDDI Registry (deprecated) UDDI Registry  The UDDI registry is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) server. Configuration required for locating and accessing a UDDI registry. To configure a UDDI Subscription, the UDDI registry must support the UDDI Subscription API set.  xml/urlmap urlmap urlmap IDG   summary Comments Brief summary for user annotation.  match URL Map Rule Add, edit or delete a URL map match pattern     Test URL Map URL Map Configure/Edit URL maps. URL Maps are used by Processing Actions and by XML Manager Compile Options Policies.  xml/urlrefresh urlrefresh urlrefresh IDG   summary Comments Brief summary for user annotation.  rule URL Refresh Rule Add, edit or delete a refresh rule     Test URL Refresh Policy    Test URL URL Refresh Policy Configure/Edit URL Refresh Policies  xml/urlrewrite urlrewrite urlrewrite IDG   direction all URL Rewrite Direction URL Rewrite Direction Restricts the URL Rewrite Policy to a specified direction. Direction is applied at the service object level and has no effect on policies used from multistep or elsewhere.  rule URL Rewrite Rule Add, edit, or delete a URL rewrite rule     Test URL Rewrite Policy URL Rewrite Policy Configure/Edit URL Rewrite Policies  access/username user usergroup   summary Comments Enter a descriptive summary for the configuration. Enter a descriptive summary for the configuration.  password 1 128   Password Enter the password for the user account. Enter the password for the account. The password must comply to the password policy in RBM settings.  password-hashed ^\$1\$.+|^\$5\$.+$    suppress-password-change off    Suppress initial password change Indicate whether to force a change to the account password after the first ever successful login.  Indicate whether to force a change to the account password after the first ever successful login.  When enabled, the account owner does not need to change the account password. When disabled, the account owner must change the account password. This setting is the default behavior. This property is available only when you create the configuration.  access-level group-defined Access level Set the access level of the user account. Set the access level for the user account.  group   AccessLevel group-defined   User group Set the user group for the user account. Set the user group for the user account. Each user group has an access profile to manage access rights. A user account inherits access rights from its user group.  snmp-cred SNMP V3 credentials Manage SNMP V3 credentials for the user account.  SNMP V3 users are a type of user account with SNMP V3 credentials. This type of user account creates an account and adds SNMP V3 credentials. Each account can have multiple SNMP V3 credentials, one for each SNMP V3 engine that is identified by an engine ID value. The current implementation supports an SNMP V3 credential for the local engine ID only. Therefore, define only one SNMP V3 credential for each account. SNMP V3 requests can use authentication with the 
                                 AuthKey
                                and can use privacy (encryption and decryption) with the 
                                 PrivKey
                                . The use of these keys is between the user and the local SNMP engine. 
                                  The 
                                     AuthKey
                                    provides data integrity and data origin authentication. The 
                                     PrivKey
                                    provides data encryption and decryption. The 
                                 AuthKey
                                and the 
                                 PrivKey
                                can be explicit values or be generated by the DataPower Gateway. Specifying explicit values is useful when the key is created on another system. 
                                  When the authentication protocol is MD5, enter the hex representation of the 16-byte key. When the authentication protocol is SHA, enter the hex representation of the 20-byte key. When the DataPower Gateway generates and stores the appropriate length key, enter a plaintext string that is at least 8 characters long as the hash.  snmp-cred-hashed    domain   dmObjectName admin dp-technician Domain restriction (deprecated) Deprecated - Set which application domains to grant access. Deprecated - Set which application domains to grant access. The user account can log in to only these application domains. Without an application domain, the user account can log in to any application domain.                  Main     Reset password    Force password change    Reset failed login User Account Manage a local user account.  Create or edit a local user account. When you modify a local user account, the changes do not affect remote user accounts in a role-based management XML information file. An administrator can change the password for the account. An administrator can force the account owner to change the password during the next log in attempt.  access/usergroup usergroup usergroup   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  access-policy */*/*?Access=r ^[-_a-zA-Z0-9.:*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Access=r+w&Name=foo.* Access profile Manage the set of access policies that define the access privileges for members of the group.  The set of access policies that define the access privileges for members of the group. When more than one policy applies to a resource, the most specific policy is used. To create access policies, enter a correctly formatted policy statement. A policy statement takes the 
                                  address
                                / 
                                 domain
                                / 
                                 resource
                                ?Access= 
                                 privileges
                                & 
                                 field
                                = 
                                 value
                                general format.   address The complete local IP address or host alias. Use an asterisk (*) to designate any address.  domain The complete name of the application domain. Use an asterisk (*) to designate any application domain. resource The complete value for the resource type. Use an asterisk (*) to designate any resource type.  privileges The privileges to apply. Separate permissions with the plus sign (+). For example, 
                                     a+d+x+r+w
                                    defines add, delete, execute, read, and write privileges.  field The complete name of a specific property in the configuration; for example, 
                                     Name
                                    .  value The PCRE match expression for the property value; For example, 
                                     foo(.*)bar
                                    .  add Command group Manage the command groups to which the user group has CLI access. The command groups to which the user group has CLI access. This property is superceded by the access profile when role-based management is applied to the CLI. User Group Manage user groups and their access privileges. Create or edit user groups and their access privileges.  config/visibility-list visibility-list configuration IDG   type Type Type of visibility list. The type of visibility that should be applied to the values on the list.  value Value GraphQL element path. Path to a GraphQL element. Visibility List Visibility of graphql elements. List describing visibility of certain GraphQL elements.  config/wcc-service wcc-service webservice AppOpt   summary Comments Contains a brief summary for user annotation.  odc-info-hostname Deployment Manager Host Host name or IP address Host name or IP address of the Deployment Manager. It is used to communicate with the ODCInfo servlet. The ODCInfo servlet must be installed in a WebSphere Application Server environment.  odc-info-port Deployment Manager Port number Destination port of ODCInfo servlet Specifies the listening port of the ODCInfo servlet on the deployment manager. To determine the listening port number, log in to the WebSphere Application Server administrative console and click System Administration > Deployment Manager > ports. From the list, use the port associated with WC_adminhost for HTTP or the port associated with WC_adminhost_secure for HTTPS.  ssl   SSLClientConfigType proxy TLS Proxy Profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. You must select a TLS proxy profile if you are using TLS (HTTPS) to connect to the ODCInfo servlet. If you do not specify a profile, an HTTP connection is used.  update-method poll Update Method Method for retrieving WebSphere information Specifies the method for retrieving WebSphere information. The method defines the responsiveness of the updates received by the DataPower Gateway. The method also affects the amount of system resource used for providing those updates. The default is poll.  time-interval 1 86400 10 Time Interval Interval for updates seconds  If the update method is poll, the time interval specifies the amount of time in seconds between poll requests. If the update method is subscribe, the time interval specifies the maximum duration of the request in seconds. Use any value of 1 - 86400. The default is 10.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.           WebSphere Cell WebSphere Cell Object Use the WebSphere Cell configuration to retrieve configuration information and runtime information from a Network Deployment or Virtual Enterprise product. Load balancer groups use this information to automate configuration and updates.  webapp/error-policy webapp-error-handling mpgw IDG   summary Comments Brief summary for user annotation.  type standard Mode Error Handling Mode Select how to handle errors. The default is Standard.  error-url   Type redirect proxy   URL Error Page URL This is the fully qualified URL (for example, http://host/..) that the user will either be redirected to or the contents of that URL will be proxied for depending on the setting of the mode property.  error-rule   Type error-rule   Error Rule Assign a processing rule for errors Custom error rule to be run if mode is error-rule.  error-monitor Monitor Error Monitor Message Monitor for rejected messages. It will be incremented each time this error handling policy is invoked, regardless of the overall mode of the policy. It can be used to implement a rate limiter for errors that will block IPs based on excessive error count. Web Application Firewall Error Policy Custom Error Handling Policy When an error occurs this policy specifies how to handle the response to the user.  services/web-app-firewall web-application-firewall mpgw IDG   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.   default  listen-on Source Addresses The addresses and ports on which the Web Application Firewall listens.  remote-address Remote Host Host name or IP address Specify the host name or IP address of the backend server. If the backend requires TLS, ensure that the TLS client profile is configured for client (forward) connections.  remote-port 1 0xFFFF 80 Remote Port Port number Specify the port on the remote server.  security-policy Security Policy Select a security policy from the list of available policies. Click + to create a new Policy. This policy controls which profiles are enforced.  xml-manager default XML Manager XML manager  An XML Manager manages the compilation and caching of stylesheets, the caching of documents, and provides configuration constraints on the size and parsing depth of documents. You can enable streaming operation by configuring an XML Manager to use a Streaming Compile Option Policy. Note that an XML Manager can optionally employ a User Agent. The User Agent settings, in turn, can affect the behavior of the gateway when communicating with back end servers or with clients when sending back responses. More than one firewall may use the same XML Manager. Select an existing XML Manager from the list to assign the Manager to this firewall. Click the + button to create a new XML Manager that is assigned to this firewall. A default Manager is used if you do not create one.  error-policy Error Policy Error Handling Policy If any policy is violated, this is the default policy that will handle the response sent to the client. It might be overridden in the profile that fails.  uri-normalization on Normalize URI If this property is enabled the URI is rewritten to make sure the URI is RFC compliant by escaping certain characters. Additionally, characters that are escaped that do not need to be are unescaped. This makes checking for attack sequences such as .. more reliable.  rewrite-errors on Rewrite Error Messages Whether to rewrite error messages to avoid providing a padding oracle. Error messages after a decryption action can provide an attacker who is using the padding oracle attack method with enough information to determine the contents of the plain-text data. When enabled, the default, the client receives error messages without the internal information that could lead to a discovery. When disabled, the client receives the original message with this information.  delay-errors on   RewriteErrors on Delay Error Messages Whether to delay error messages to avoid providing a padding oracle. The timing difference of the error messages returned after a decryption action can provide an attacker with enough information to determine the contents of the plain-text data. When enabled, the default, the DataPower Gateway delays error messages for the defined duration. When disabled, the DataPower Gateway does not delay error messages.  delay-errors-duration 250 300000 1000    DelayErrors on  RewriteErrors on   Duration to Delay Error Messages How long to delay error messages from the start of the transaction. ms When enabling the delay of error messages, specify the delay duration in milliseconds. If delaying messages for 3000ms, the DataPower Gateway will not send error messages to the client until 3 seconds have elapsed since the DataPower Gateway performed decryption on the requests. Use any value of 250 - 300000. The default value is 1000.  stream-output-to-back buffer-until-verification Stream Output to Back Select the desired streaming behavior.  stream-output-to-front buffer-until-verification Stream Output to Front Select the desired streaming behavior.  front-timeout 1 86400 120 Front Side Timeout Idle time a front side connection is allowed before being canceled during a transaction. Controls the amount of time a front side client connection can be idle before being abandoned within a transaction.  back-timeout 1 86400 120 Back Side Timeout Idle time a back side connection is allowed before being canceled during a transaction. Controls the amount of time a back side client connection can be idle before being abandoned within a transaction.  front-persistent-timeout 0 86400 180 Front Persistent Timeout Maximum Idle Time Between Front Persistent Uses seconds Specifies the maximum number of seconds (within the range 0 through 86400, with a default of 180) that a gateway maintains an idle persistent TCP connection on the front side.  allow-cache-control off Allow Cache-Control Header Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. If disabled, a "Cache-Control:no-transform" header is passed. If enabled, the client request can specify the cache control behavior, or if the client request does not specify the Cache-Control header, a "Cache-Control:no-transform" header is passed.  back-persistent-timeout 0 86400 180 Back Persistent Timeout Maximum maximum inter-transaction idle time for service-to-server connections seconds  Specify the maximum inter-transaction idle time in seconds for service-to-server connections. Enter a value in the range 0 - 86400. The default value is 180. This value is the maximum idle time between the completion of a TCP transaction and the initiation of a new TCP transaction on this connection. If the specified idle time is exceeded, the connection is torn down.  Note: For HTTP GET and HEAD requests, the service attempts the connection again after the specified value, Therefore, the actual timeout is twice the specified value. An idle TCP connection can remain in the idle state for 20 seconds after the expiration of the persistence timer.  http-front-version HTTP/1.1 HTTP Response Version Client-side HTTP response version Select the HTTP version to be use on client responses. Incoming version 1.0 requests will always be replied to with 1.0 compatible responses regardless of this setting. The default is HTTP 1.1.  http-back-version HTTP/1.1 HTTP Version to Server Server-side HTTP request version Select the HTTP version to use on the server-side connection. The default is HTTP 1.1.  request-security on Request Security If this property is disabled, no request side security policies will be enforced and all requests will be allowed through.  response-security on Response Security If this property is disabled, no response side security policies will be enforced and all responses will be allowed through.  chunked-uploads off Allow Chunked Uploads Enabled/Disable HTTP/1.1 Chunked Request Bodies Use the radio buttons to enable (on) or disable (off) the ability to send Content-Type Chunked Encoded documents to the back end server. When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either Content-Length or chunked encodings. While all servers will understand how to interpret Content-Length, many applications will fail to understand Chunked encoding. For this reason, Content-Length is the standard method used. However doing so interferes with the ability of the device to fully stream. To stream full documents towards the back end server, this property should be turned on. However, the back end server must be RFC 2616 compatible, because this feature cannot be renegotiated at run time, unlike all other HTTP/1.1 features which can be negotiated down at runtime if necessary. This property can also be enabled by configuring a User Agent to enable it on a per-URL basis.  follow-redirects on Follow Redirects Enable/Disable gateway redirect resolution Some protocols generate redirects as part of the protocol - for example HTTP response code 302. If this property is enabled the firewall will try and transparently resolve those redirects.  http-client-ip-label X-Client-IP HTTP Client IP Label HTTP header label containing client IP address Retain the default value (X-Client-IP) or provide an other value (for example, X-Forwarded-For).  http-global-tranID-label X-Global-Transaction-ID HTTP Global Transaction ID Label HTTP header label containing global transaction ID Enter the name of an HTTP Header to read to determine the global transaction ID for chained services. This value defaults to X-Global-Transaction-ID.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                 off
                                . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on   Probe Mode Probe Mode Select the probe mode.  debugger-url   DebuggerType external   Server URL External Server URL Configures the URL for external probe mode  debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostics in the probe Set the number of records for transaction diagnostics in the probe. Enter a value in the range 10 - 250. The default value is 25.  debug-trigger   DebugMode on Probe Triggers Probe Triggers The probe captures transactions that meet one or more of the conditions defined by the triggers. These triggers examine the direction or type of the message flow and examine the message for an XPath expression match. When a message meets one of these conditions, the transaction is captured in diagnostics mode and becomes part of the list of transactions that can be viewed.  urlrewrite-policy Header and URL Rewrite Policy Header and URL rewrite policy A Rewrite Policy can be used to modify the values of certain headers before the security policies are executed. One common use for this is to rewrite the contents of an HTTP Location header to reflect external DNS names. By using a Rewrite Policy, it is possible to intercept and rewrite URLs that might send a browser directly to the back end web site, rather than through the Web Application Firewall.  host-rewriting on Rewrite Host Names When Gatewaying Enable/Disable rewriting of host names when accessing back side server Some protocols have distinct name based elements, separate from the URL, to de multiplex. HTTP uses the Host header for this purposes. If this feature is enabled the backside server will receive a request reflecting the final route, otherwise it will receive a request reflecting the information as it arrived at the DataPower device. Web servers issuing redirects may want to disable this feature, as they often depend on the host header for the value of their redirect.  ssl-config-type proxy TLS type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-profile   SSLConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile and a TLS server profile or TLS SNI server profile. The TLS proxy profile with the cryptographic profiles to secure connections.  ssl-server   SSLConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  ssl-client   SSLConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                        Main          Proxy Settings          HTTP Options    Probe Settings       Quiesce State     Test URL Rewrite Policy          Web Application Firewall The web application firewall provides filtering, security, and input validation for HTTP transactions.  webapp/request-profile webapp-request-profile mpgw IDG   summary Comments Brief summary for user annotation.  policy-type admission Style Satisfaction Style Select the satisfaction policy for the profile. The default value is Admission.  request-ssl-policy allow Allow SSL Select how the client side of the inspected transaction handles SSL. The default value is Allow.  aaa-policy AAA Policy AAA policy to enforce If this property references a AAA policy, then that AAA policy will be run as a filter on this transaction and the success of that AAA run will be required to continue processing. Any input to this transaction as XML, application/www-url-encoded, or multipart/form-data MIME types will be automatically provided to the AAA processing policy.  ss-key Shared Secret Key Shared Secret Key used for Value or Cookie protection Select the Shared Secret Key for both signing or encrypting.  ratelimiter-policy Rate Limiting Rate Limiting Policy A rate limiting policy restricts identities (as determined by AAA or the client IP address if AAA is not available) to a specific number of transactions per second.  acl Access Control List This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  request-methods 0x000B Methods Allowable Request Methods Specify which HTTP methods are acceptable from the client acceptable.  request-versions 0x03 Versions Allowable Request Versions Specify which HTTP versions are acceptable from the client.  request-body-min 0 Minimum Size Minimum Request Body Size bytes Specify the minimum size of the request body.  request-body-max 128000000 Maximum Size Maximum Request Body Size bytes Specify the maximum size of the request body.  request-xml-policy nothing XML Processing Processing policy when encountering XML Specify how the device handles requests that contain an XML MIME type.  request-xml-rule   XMLPolicy xml soap   XML Transformation Rule Assign an additional processing rule for xml This is the transformation rule that is run when the request contains an XML MIME type and the XML processing policy is set to XML or SOAP.  request-nonxml-policy nothing Non-XML Processing Processing policy when encountering Non-XML Specify how the device handles requests that do not contain an XML MIME type.  request-nonxml-rule   NonXMLPolicy side binary   Non-XML Processing Rule Assign an additional processing rule for non-xml This is the transformation rule that is run when the request does not contain an XML MIME type and the Non-XML processing policy is set to binary or side-effect.  error-policy-override Error Policy Error Handling Policy If this request policy is violated the firewall error policy will be invoked unless this more specific error policy is provided, in which case this policy takes precedence.  session-policy Session Policy The session management policy enforces the start pages acceptable for requests that match this security profile. If no policy is referenced, any page is an acceptable start page.  request-header-profile Header Name-Value Profile The name-value profile for request headers The name-value profile allows you to specify what headers are expected, what headers should be stripped, and what headers should be mapped to known values. If no profile is specified, any header is allowed.  request-body-profile URL-Encoded Body Name-Value Profile The name-value profile for application/www-url-encoded body members The name-value profile allows you to specify what form elements are expected, what form elements should be stripped, and what form elements should be mapped to known values. If no profile is specified, any set of pairs is allowed.  request-qs-policy allow Allow Query String Select how the client URL handles query strings. The default is Allow.  request-qs-profile   QueryStringPolicy require   QueryStringPolicy allow QueryString Name-Value Profile The name-value profile for query string The name-value profile for query-string. If not present, no profile is enforced. The profile allows you to validate data members of the query string, filter out unknown ones, or map certain names to known values.  request-sql-policy off SQL Injection Filter SQL Injection Filter on all data parameters Data parameters from the query string, application/www-urlencoded requests, and multipart/form-data requests will be passed through the standard SQL Injection filter if this property is enabled.  request-uri-max 1024 Maximum URI Length The URI may be no longer than the value specified here.  request-uri-filter-unicode on Filter Unicode Filter Requests with Unicode in the URI If Unicode is detected in the URI and this property is enabled then the transaction will be rejected  request-uri-filter-dotdot on Filter Dot Dot Filter Requests with .. in the URI Filter Requests with .. in the URI after URI normalization  request-uri-filter-exe on Filter .exe Filter Requests with .exe in the URI Filter Requests with .exe in the URI after URI normalization  request-uri-filter-fragment truncate Fragmented URI Policy Policy for how to Handle Requests with # in the URI Select how to handle URI fragments in requests. A URI fragment is the portion of a URI after the # symbol. The default is Truncate  request-content-type application/www-url-encoded Content-Type List List of Acceptable Content-Type Expressions A list of PCRE regular expressions that indicate acceptable content-type MIME headers on the request. If this list is empty, any content-type is acceptable. If the request does not have a content type that will be represented as an empty string for matching purposes. Requests without a body (GET, HEAD, and so forth) are not subject to this constraint. An empty list will match all content types.  multipart-form-data Multipart/Form-Data Profile  cookie-policy Cookie Profile Cookie Management Profile The cookie management profile allows you to specify validation profiles for incoming cookies, whether cookies should be allowed at all, and the signature and encryption policies for cookies.  process-all-cookie on Sign or Encrypt All Cookies Sign or Encrypt cookies header The process will sign or encrypt all cookies when enabled. The default is enabled.  cookie-namelist   ProcessAllCookie off   ProcessAllCookie on Cookie Names List of the cookies, by name, to process The list of cookies, by name, that the process signs and encrypts.  sql-injection-patterns-file store:///SQL-Injection-Patterns.xml   SQLInjection on   SQLInjection on  local store SQL Injection Patterns File SQL Injection Patterns File The patterns file that the SQL injection filter uses.             Profile    Methods & Versions      Processing      Name-Value     Cookie   Multipart Form           Threat Protection Web Request Profile The web request profile specifies various properties about the request side of the transaction that must be satisfied.  webapp/response-profile webapp-response-profile mpgw IDG   summary Comments Brief summary for user annotation.  policy-type admission Style Satisfaction Style Select the satisfaction policy for the profile. The default is Admission.  response-codes 0xAD5D Response Codes Allowable Response Codes Specify which response codes from the backend server are acceptable.  response-versions 0x03 Response Versions Response Versions Specify which HTTP versions are acceptable from the backend server.  response-body-min 0 Minimum Size Minimum Response Body Size bytes Specify the minimum size of the response body.  response-body-max 128000000 Maximum Size Maximum Response Body Size bytes Specify the maximum size of the response body.  response-header-profile Header Name-Value Profile Name/Value validation profile for response headers The validation profile allows you to specify what headers are expected, what headers should be stripped, and what headers should be mapped to known values. If no profile is specified, any header is allowed.  response-content-type .* Content-Type List List of Acceptable Content-Type Expressions A list of PCRE regular expressions that indicate acceptable content-type MIME headers on the response. If this list is empty, any content-type is acceptable. If the response does not have a content type that will be represented as an empty string for matching purposes. An empty list will match all content types.  response-xml-policy nothing XML Processing Processing policy when encountering XML Specify how the device handles responses that contain an XML MIME type.  response-xml-rule   XMLPolicy xml soap   XML Transformation Rule Assign an additional processing rule for xml This is the transformation rule that is run when the response contains an XML MIME type and the XML processing policy is set to XML or SOAP.  response-nonxml-policy nothing Non-XML Processing Processing policy when encountering Non-XML Specify how the device handles responses that do not contain an XML MIME type.  response-nonxml-rule   NonXMLPolicy side binary   Non-XML Processing Rule Assign an additional processing rule for non-xml This is the transformation rule that is run when the response does not contain an XML MIME type and the Non-XML processing policy is set to binary or side-effect.  error-policy-override Error Policy Error Handling Policy If this response policy is violated the firewall error policy will be invoked unless this more specific error policy is provided, in which case this policy takes precedence.       Profile    Codes & Versions      Processing   Name Value    Threat Protection Web Response Profile The web response profile specifies various properties about the response side of the transaction that must be satisfied.  webapp/session-management webapp-session-management mpgw IDG   summary Comments Brief summary for user annotation.  auto-renew on Auto Renew Renew session on each click If this property is enabled, the session lifetime is renewed on each use of the session. Otherwise the session lifetime is the total amount of time allowed before returning to the login sections.  lifetime 1 864000 3600 Session Lifetime Length of time a login session is considered active. seconds The login cookie is only good for the amount of time specified by this property. It may be automatically renewed during activity depending on the value of the Auto Renew property.  allow-cookie-sharing off Address Independent Sessions Allow use of a single session across different IP Address Normally the session cookie contains the client IP address and this prevents them from using the session on any other host. Some proxy server environments may make this undesirable. Turning this property on will make the session cookie address independent.  matching-policy Start Pages Valid Start Pages Select the matching rule that is used to identify start pages. Start pages are pages that can be accessed without a session cookie and if their security policy passes will issue a session cookie. Session Management Policy Session Management Policy Session policy - specify a series of start pages that the a web application firewall protected host use as initial browsing points. Accessing these pages issues a signed and time limited cookie which must be presented for accessing any pages not designated as a starting point.  monitor/service-monitor service-monitor service-monitor IDG   wsdl WSDL URL WSDL URL The URL of the WSDL file that defines the Endpoints, Transport Type and Operations watched by this monitor. The WSDL file may reside on the local system or elsewhere on the network.  operation Operations to Monitor Operations Select the operations that you wish to monitor by checking the check box to the left of the operation name.  endpoint-name Endpoint Name of the Endpoint this monitor will watch Enter the name of the Endpoint, as defined in the WSDL file identified above, this monitor will watch.  endpoint-url Endpoint URL The URL of the desired endpoint Enter the URL of the Endpoint, as defined in the WSDL file identified above, this monitor will watch.  frontend-url Front End URL URL employed by the client to access the Web Service This is the URL used by the client to access the Web Service endpoint. This may not be the same as the Endpoint URL. Wildcards (such as *) may be used; a value is required.  transport Transport Type The transport type used by the selected endpoint Select the transport type used by the identified Endpoint. This transport type must agree with the transport type specified in the WSDL file.  summary Comments Brief summary for user annotation.    Web Services Monitor Web Services Service Level Monitor Web Service SLM (Service Level Monitor) Object 
                     An SLM watches Web Services traffic destined for the Endpoint URL defined in the Endpoint URL field using the transport method defined in the Transport Type field. The monitor watches only traffic the client sent to the Front End URL (which accepts wildcards). The Endpoint, Endpoint URL and Transport Type must agree with the definitions provided in the WSDL file identified by the WSDL URL field.  mgmt/wsm-agent wsm-agent wsm-agent IDG   summary Comments Brief summary for user annotation.  max-records 3000 Maximum records to buffer Maximum number of transaction records to buffer records  Specifies the maximum number of transaction records to buffer. Buffering controls the behavior of the agent when there are no registered consumers of transaction events. Records are accumulated until they reach the configured threshold. After this threshold is reached, new records are dropped. The loss of records are visible to web service managers that understand the concept.  max-memory 64000 Maximum buffer memory Maximum memory to buffer transaction records KB  Specifies the maximum memory to use to buffer transaction records. Buffering controls the behavior of the agent when there are no registered consumers of transaction events. Records are accumulated until they reach the configured threshold. After this threshold is reached, new records are dropped. The loss of records are visible to web service managers that understand the concept.  capture-mode faults Capture mode Message capture mode  Select which messages to capture for further analysis. Because not all Web Services Management protocols can accommodate full message-capture, configure this property only if the spooler can forward full messages. Full message-capture incurs a performance penalty. Keep this in mind when performing load testing of the managed service.  buffer-mode discard Buffering mode (deprecated) Buffering mode Select the behavior of the Agent when there are no registered consumers of the transaction events.  mediation-enforcement-metrics off Mediation enforcement metrics Controls the collection of Mediation Enforcement metrics Select this option to enable the collection of Mediation Enforcement metrics. No collection of metrics is the default.  max-payload-size 0 Maximum payload size Maximum payload size for a transaction record KB Specifies the maximum total payload size of a buffered transaction record. The total payload size is the sum of the payloads that are collected at the following points in time during a transaction. 
                              When the DataPower service accepts the request When the DataPower service sends the processed request to its target When the DataPower service accepts the response When the DataPower service sends the processed response to the client A record is dropped when its total payload size exceeds the maximum value. The default value of 0 indicates no limit.  push-subscribers Push subscribers Push Subscribers Push Subscribers  push-interval 10 60000 100 Push interval Push Interval Push interval  push-priority normal Push priority Controls the push scheduling priority. Web Services Management Agent Web Services Management Agent The Web Services Management Agent provides manageability for Web Services by providing status, metrics, and transaction history to external management stations.   webservice IDG   summary Comments Brief summary for user annotation.   services/uddi-subscription uddi-subscription webservice IDG   registry UDDI Registry The UDDI Registry object identifying a UDDI Registry offering the subscriptions desired.  key Subscription Key  This is a subscriptionKey for the subscription, which must already exist in the registry. In order to track services that are modeled in UDDI, serveral subscriptions may be required if, for example, you wish to receive updates for both the service and tModel components. All of these subscriptions must use the same Username and Password.  username Username Username The username used to authenticate with the Registry.  password   Password  Password (deprecated) Password The password used to authenticate with the Registry. Enter the password twice to confirm its accuracy.  password-alias   Password Alias Password Alias The password alias of the password used for authentication with the Registry.     UDDI Subscription (deprecated) UDDI Subscription  The UDDI subscription is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) subscription. Configuration required for a UDDI subscriber to receive notifications from a UDDI Server. In addition to configuring the UDDI Subscription, you must also enable UDDI Subscription as a service in the configuration of the XML Management Interface in the default domain. Web Service Proxies are automatically built and updated based on the UDDI subscription. Web Service Proxy virtualizes the Web Service endpoints detailed in the WSDLs returned by the subscription.  services/wsrr-savedsearchsubscription wsrr-saved-search-subscription webservice IDG   server WSRR Server  Specifies the WSRR Server that stores the saved searches, WSRR resources, and possibly associated XSD or XML files, required for WS-Proxy operations. WSRR server  saved-search-name Saved Search or Named Query  Specifies the name of an existing saved search or named query on the WSRR server that returns the subscribed-to resource. Saved search  params 1 255 Query Parameters  Specifies the parameters for the saved search or named query that requires parameters. The parameters are used in the query that is sent to the WSRR server. A parameter can be up to 255 characters in length. You can define a maximum of 9 parameters for a query. If a saved search or named query requires query parameters, you must specify the required parameters. It is an error to define parameters for a saved search or named query that does not require parameters.  Note: In WSRR, a named query and a saved search can have the same name. WSRR matches named queries before saved searches. Therefore, WSRR never finds a saved search with the same name as a named query. See the WebSphere Service Registry and Repository information center for information about creating a saved search or named query with parameters or modifying an existing saved search or named query to accept parameters. Saved search parameters  method poll Synchronization Method  Specifies the method for synchronizing updates from the saved search result set stored on the remote WSRR server.  refresh-interval 60 4294967 86400   Method poll Refresh Interval seconds  Specify the refresh interval in seconds. Enter any value of 60 - 4294967. The default is 86400. Used only with the Poll method, the refresh interval is the interval in seconds between regularly-scheduled WSRR queries used to synchronize updates from the saved search result set stored on the remote WSRR server.  auto-renew-interval 1 30 1   Method automatic Automatic Renewal Interval day(s)  Specify the auto renewal interval in days of WSRR event notification registrations to WSRR server. Used only with the Automatic method, the auto-renewal interval is the internal interval in days that appliance will renew WSRR event notification registration which is needed to receive event notifications from WSRR server of changes to registry documents being monitored.  fetch-policy-attachments Fetch Policy Attachments  Fetch attached policy from the registry. If enabled, the subscription will query the registry for external WS-Policy PolicyAttachments that apply to the retrieved WSRR resources. Retrieved policies will be processed by any DataPower service that is using this subscription and is configured to allow external policy attachments.                 Main     Synchronize WSRR Saved Search Subscription WSRR Saved Search Subscription  Use this screen to provide the required configuration properties for a WSRR (WebSphere Service Registry and Repository) saved search subscription. The Saved Search Subscription is useful when you want to deploy services with an indirect reference to a set of WSRR resources required for DataPower service operations. The configuration requires a reference to a WSRR server and the name of an existing saved search or named query from the WSRR server. The management of the service documents is controlled from the WSRR server. DataPower services associated with the saved search subscription are updated based on the synchronization method specified in the subscription. A DataPower service virtualizes the service bindings based on the WSRR resources returned by executing the configured saved search.  services/wsrr-subscription wsrr-subscription webservice IDG   server WSRR Server  Use the values-list, a list of all WSRR server objects, to identify the WSRR Server that stores the WSRR resources, and possibly associated XSD or XML files, required for WS-Proxy operations. WSRR server  namespace   ObjectType service-version Namespace  Use the Namespace property in conjunction with the Object Name property to unambiguously identify the subscribed-to WSSR resource. Both the resource namespace and name are assigned when a resource is first loaded to a WSRR, or when a collection of resources is aggregated as a concept.If the namespace is specified, it must mach the Namespace on WSRR.  object-type Subscription Object Select the WSRR resource type.  object-name Object Name  Use the Object Name property in conjunction with the Namespace property to unambiguously identify the subscribed-to WSSR resource. Both the resource name and namespace are assigned when a resource, such as a WSDL file, is first loaded to a WSRR, or when a collection of resources is aggregated as a concept. Object name  method poll Synchronization Method Select the method to synchronize the the local copy of the subscribed object with the version stored on the remote WSRR server.  refresh-interval 60 4294967 86400   Method poll Refresh Interval seconds  Specify the refresh interval in seconds. Used only with the Poll method, the refresh interval is the interval in seconds between regularly-scheduled WSRR queries used to synchronize the local copy of the subscribed resource with the WSSR-resident version.  auto-renew-interval 1 30 1   Method automatic Automatic Renewal Interval day(s)  Specify the auto renewal interval in days of WSRR event notification registrations to WSRR server. Used only with the Automatic method, the auto-renewal interval is the internal interval in days that appliance will renew WSRR event notification registration which is needed to receive event notifications from WSRR server of changes to registry documents being monitored.  use-version off Use Object Version  Use the version field of the WSRR resurce provided by WSRR If enabled, the subscription will query the registry for version specified in the Object Version field. Otherwise, it will not use the version field. This field needs to be enabled when more than one version of the object exists on the WSRR server  version   UseVersion off Object Version Version of the WSRR resource that applies to this subscription. WSDL version  fetch-policy-attachments Fetch Policy Attachments  Fetch attached policy from the registry. If enabled, the subscription will query the registry for external WS-Policy PolicyAttachments that apply to the retrieved WSRR resources. Retrieved policies will be processed by any WS-Proxy that is using this subscription and is configured to allow external policy attachments.             Synchronize WSRR Subscription WSRR Subscription  Use this screen to provide the required configuration properties for a WSRR (WebSphere Service Registry and Repository) subscription. The WSRR Subscription is useful when you want to deploy web services with a direct reference to a service document required for DataPower service operations. The configuration requires the reference to a WSRR server, the name of the WSRR resource, and its namespace. If there is more than one version of the service document, you must specify the version to reference. DataPower services associated with the subscription are updated based on the synchronization method specified in the subscription. A DataPower service stores a local copy of the subscribed object. Changes performed on the WSRR server to service document attributes such as the name of the WSRR resource, namespace, or version will require updating the WSRR Subscription. For an indirect reference to a set of WSRR resources see WSRR Saved Search Subscription. Web Service Subscription Web Service Subscription  services/web-token-service web-token-service mpgw IDG   summary Comments Specify the descriptive comment Specify a brief, descriptive comment.  priority normal Service priority Set the service-level priority Set the service-level priority. When resources are in high demand, the appliance handles transactions for higher priority services over lower priority services.  xml-manager default XML manager Assign the XML manager Assign the XML manager that obtains and manages documents on behalf of the service. The user agent, which is referenced by this XML manager, controls access to remote destinations. Unless you have service-specific needs, use the 
                             default
                            XML manager.   request-type preprocessed Request Type Characterize client-originated traffic Characterizes the traffic that originates from the client. The default is Non-XML.  listen-on Source addresses Define addresses and ports that the service listens on Define the addresses and ports that the service listens on. You can define listening sources for HTTP and HTTPS requests. For HTTPS request, set the listening source to use TLS parameter and assign the TLS profile.  stylepolicy default Processing Policy Assign the processing policy Assign the processing policy to the service. The processing policy defines the actions to perform on security token requests.  rewrite-errors on Rewrite error messages Whether to rewrite error messages to avoid providing a padding oracle. Error messages after a decryption action can provide an attacker who is using the padding oracle attack method with enough information to determine the contents of the plain-text data. When enabled, the default, the client receives error messages without the internal information that could lead to a discovery. When disabled, the client receives the original message with this information.  delay-errors on   RewriteErrors on Delay error messages Whether to delay error messages to avoid providing a padding oracle. The timing difference of the error messages returned after a decryption action can provide an attacker with enough information to determine the contents of the plain-text data. When enabled, the default, the appliance delays error messages for the defined duration. When disabled, the appliance does not delay error messages.  delay-errors-duration 250 300000 1000    DelayErrors on  RewriteErrors on   Duration to delay error messages How long to delay error messages from the start of the transaction. ms When enabling the delay of error messages, specify the delay duration in milliseconds. If delaying messages for 3000 ms, the appliance will not send error messages to the client until 3 seconds have elapsed since the appliance performed decryption on the requests. Enter any value in the range 250 - 300000. The default value is 1000.  front-timeout 1 86400 120 Front Side Timeout Set the intra-transaction timeout for service-to-client connections seconds Set the intra-transaction timeout for service-to-client connections. This value is the maximum idle time to allow in a transaction on the service-to-client connection. This timer monitors idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 1 - 86400. The default value is 120.  front-persistent-timeout 0 86400 180 Front Persistent Timeout Set the inter-transaction timeout for service-to-client connections seconds Set the inter-transaction timeout for service-to-client connections. This value is the maximum idle time to allow between the completion of a TCP transaction and the initiation of a new TCP transaction on the service-to-client connection. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The default value is 180. A value of 0 disables persistent connections.  http-front-version HTTP/1.1 HTTP Version to Client Set the HTTP version for client-to-service connections Set the HTTP version for client-to-service connections. If the client submits an HTTP 1.0 request, the service on the DataPower appliance always replies with HTTP 1.0 compatible responses regardless of this setting. The default version is HTTP 1.1.  http-client-ip-label X-Client-IP HTTP Client IP Label Set the HTTP header that contains the client IP address Set the HTTP header that contains the client IP address. When defined, the client IP address is read from this HTTP header. This IP address will then be used for monitoring and logging. Retain the default value 
                             X-Client-IP
                            or specify another value; for example, 
                             X-Forwarded-For
                            .  http-global-tranID-label X-Global-Transaction-ID HTTP Global Transaction ID Label HTTP header label containing global transaction ID Enter the name of an HTTP Header to read to determine the global transaction ID for chained services. This value defaults to X-Global-Transaction-ID.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                 off
                                . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on   ?Type?    debugger-url   DebuggerType external   ?URL? External Server URL Configures the URL for external probe mode  debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostic mode in the probe Set the number of records for transaction diagnostic mode in the probe. Enter a value in the range 10 - 250. The default value is 25.       General    Endpoints Main      Client Settings     HTTP Options     Padding Oracle Protection Advanced    Probe Settings Set probe settings The probe allows service developers to view the value of variables and the contents of processing contexts. The developer can step through each action for any given transaction.       Quiesce State           Web Token Service The web token service provides on-box HTTP services.  wsm/wsm-endpointrewrite wsm-endpointrewrite webservice IDG   summary Comments Brief summary for user annotation.  listener-rule Local Rewrite Rules Add, edit, or delete a local endpoint rewrite rule. These rules evaluate services in a deployed WSDL file and specify the URL the appliance should use locally for matched services. They convert addresses in WSDL files to local endpoints.  backend-rule Remote Rewrite Rules Add, edit, or delete a remote endpoint rewrite rule. These rules evaluate services in deployed WSDL file and specify the URL the appliance should use remotely for matched services. They convert address in WSDL files to remote endpoints.  publisher-rule Publish Rewrite Rules Add, edit, or delete a publish endpoint rewrite rule. These rules evaluate services in deployed WSDL file and specify the URL the appliance should publish when producing its own WSDL files. Use this if you wish to publish an address different from the local address, for example the address of a load balancer in front of appliance.  subscription-listener-rule Subscription Local Rewrite Rule Add, edit, or delete a subscription rewrite rule.  subscription-backend-rule Subscription Remote Rewrite Rule Add, edit, or delete a subscription rewrite rule.  subscription-publisher-rule Subscription Publish Rewrite Rule Add, edit, or delete a subscription rewrite rule. WS-Proxy Endpoint Rewrite Create or edit WS Endpoint Rewrite Policies Create or edit WS Endpoint Rewrite Policy  config/wsrr-server wsrr-server webservice IDG   summary Comments Brief summary for user annotation.  soap-url https://host:9443/WSRRCoreSDO/services/WSRRCoreSDOPort SOAP URL URL of the WSRR SOAP API endpoint. The URL used to communicate with the Registry via WSRR SOAP API. A typical default looks like https://192.18.1.120:9443/WSRRCoreSDO/services/WSRRCoreSDOPort or http://192.18.1.120:9080/WSRRCoreSDO/services/WSRRCoreSDOPort depending on whether WebSphere global security is enabled.  server-prefix WSRR Instance Prefix Prefix of the WSRR server if configured to use one. The prefix configured on the WSRR instance.  ssl   SSLClientConfigType proxy TLS Proxy Profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Select the TLS proxy profile to secure connections to the WSRR server.  username Username Username The username used to login to the WSRR server. Leave this field empty if authentication is not required.  password   Password  Password (deprecated) Password The password used to login to the WSRR server. Leave this field empty if authentication is not required.  password-alias Password Alias Password Alias The password alias of the password used to login to the WSRR server. Leave this field empty if authentication is not required.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                       Test Connection WSRR Server WebSphere Service Registry and Repository Configuration required to locate and access WSRR (WebSphere Service Registry and Repository).  wsm/wsm-stylepolicy wsm-stylepolicy stylesheetpolicy IDG   summary Comments Brief summary for user annotation. Enter a comment. This appears on the Policy catalog page.  filter store:///filter-reject-all.xsl Default Stylesheet for SOAP Identify the default stylesheet used for SOAP filtering. Identify the default stylesheet used for SOAP filtering. The default rejects all SOAP documents.  xsldefault store:///identity.xsl Default Stylesheet for XSL Transforms Identify the default stylesheet used for XSL transformation Identify the default stylesheet used for XSL transformation. The default mirrors all documents.  match Policy Maps A list of Policy Rules and corresponding Matching Rules that this policy will execute. If a Match is found, the corresponding Rule runs. The policy executes the first Rule with a successful Match. The order in this list is therefore important.   WS-Proxy Processing Policy Create, Edit or Delete a Processing Policy. A policy consists of one or more Processing Rules. Rules execute depending upon the direction of the message and on whether or not a corresponding matching rule selects the document for processing. A service may have only one policy active at a time. Click Services in the left-hand navigation menu and then click the appropriate policy link to use the graphical interface to create and edit policies.  xml/xmlmgr xmlmgr xmlmgr IDG   summary Comments Brief summary for user annotation.    TLS Proxy A TLS proxy Optionally assigns a TLS proxy to the XML manager. The proxy is used as a TLS helper by the manager, and might also be used as a default TLS proxy when fetching documents over TLS and there is no explicit matching TLS policy in the User Agent configuration. This parameter cannot be modified after the XML Manager is created.  xslrefresh URL Refresh Policy A Stylesheet refresh policy Optionally, assigns a Stylesheet Refresh Policy to the XML manager. Stylesheets cached by this manager are refreshed in accordance with policy rules.  xslconfig Compile Options Policy The Compile Options Policy assigned to this XML Manager  Optionally, assigns a Compilation Options Policy to the XML Manager. Stylesheets cached by this manager are compiled in accordance with policy rules. Compile Options allow the administrator to manage profiling and debug modes, which are helpful during development and troubleshooting sessions. Profiling and debug modes should not be left on for production purposes. Compile Options Policy also enables streaming mode, which might be a valid choice for production environments that regularly encounter very large documents.  xsl cache memorysize 0 2147483647 Stylesheet cache size Maximum size of stylesheet cache bytes Enter the maximum size of the stylesheet cache. The default value is 2147483647. A value of 0 disables caching. Stylesheets are purged when either the cache size or the cache count is reached.  xsl cache size 5 250000 256 Stylesheet cache count Maximum number of stylesheets cached stylesheets Enter the maximum number of stylesheets to cache. Enter a value in the range 5 - 250000. The default value is 256. Stylesheets are purged when either the cache size or the cache count is reached.  xsl checksummed cache on SHA1 Caching Enable/disable SHA1-assisted caching Enables/disables SHA1-assisted stylesheet caching. With SHA1 caching enabled, stylesheets are cached by both URL and SHA1 message digest value. With SHA1 caching disabled, stylesheets are cached only by URL.  static-document-calls on Static Document Call Manage static document calls The latest XSLT specifications require that multiple document calls in the same transformation return the same result. Disable to allow all document calls to operate independently.  search results on XSLT Expression Optimization XSLT expression optimization Configures optimization of '//' in XPath expressions  tx-warn off Support ITX Warnings Enables the support of Transformation Extender warning conditions Enables the XML manager to support IBM Transformation Extender warning conditions. The DataPower Gateway sets the warning message to the 
                             var:///service/multistep/tx-warn
                            variable and continues the map-processing when it encounters a warning condition.  loadbalancer-group Load Balancer Groups Load Balancer Groups Select a Load Balancer Group and assign that group to this XML manager. A Load Balancer Group, or server pool, provides redundancy among backside resources.  memoization on XSLT Memoization Optimization XSLT Memoization Optimization Configures optimization of invariant XPath expressions.  Extension Functions Defines XSLT extension functions Defines a mapping for XSLT extension functions used in custom stylesheets to DataPower-defined extension functions. The most common example is the node-set extension function, offered by several vendors. A namespace-function pair is mapped to the DataPower-supported namespaces, including exslt, and function.  bytes-scanned 4194304 XML Bytes Scanned XML parser maximum bytes scanned bytes Enter the maximum number of bytes scanned in one message. This property applies to any XML document that is parsed. If the value is 0, no limit is enforced. The default value is 4194304.  element-depth 512 XML Element Depth XML parser maximum element depth Enter the maximum depth of element nesting in XML parser. The default value is 512.  attribute-count 128 XML Attribute Count XML parser maximum attribute count Enter the maximum number of attributes of a given element. The default value is 128.  max-node-size 1024 4294967295 33554432 XML Maximum Node Size XML parser maximum node size bytes Enter the maximum size that any one node can consume. Enter a value in the range 1024 - 4294967295. The default value is 33554432. Sizes which are powers of two result in the best performance. Although you define a value, the DataPower Gateway uses a value that is the rounded-down to the largest power of two that is smaller than the defined value.  forbid-external-references on   XML Forbid External References XML parser forbid external references toggle Defines whether the XML parser stops when an input document specifies to resolve an external reference such as an external entity or external DTD definition.  external-references forbid XML External Reference Handling Special handling for external references in XML Select the special handling for input documents that contain external references, such as an external entity or external DTD definition.  max-prefixes 0 262143 1024 XML Maximum Distinct Prefixes XML parser maximum distinct prefixes Enter the maximum number of distinct XML namespace prefixes in a document. This limit counts multiple prefixes defined for the same namespace, but does not count multiple namespaces defined in different parts of the input document under a single prefix. Enter a value in the range 0 - 262143. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-namespaces 0 65535 1024 XML Maximum Distinct Namespaces XML parser maximum distinct namespaces Enter the maximum number of distinct XML namespace URIs in a document. This limit counts all XML namespaces, regardless of how many prefixes are used to declare them. Enter a value in the range 0 - 65535. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-local-names 0 1048575 60000 XML Maximum Distinct Local Names XML parser maximum distinct local names Enter the maximum number of distinct XML local names in a document. This limit counts all local names, independent of the namespaces they are associated with. Enter a value in the range 0 - 1048575. The default value is 60000. A value of 0 indicates that the limit is 60000.  maxdocs 1 250000 5000 Document Cache Count Maximum number of documents cached documents Enter the maximum number of documents to cache. Enter a value in the range 1 - 250000. The default value is 5000.  size 0 Document Cache Size Maximum size of document cache bytes Enter the maximum size of the document cache. Regardless of the specified size, no document that is greater than 1073741824 bytes is cached. This restriction applies even if the cache has available space.  max-writes 1 32768 32768 Maximum concurrent writes Maximum number of concurrent writes to create documents in the cache Enter the maximum number of concurrent write requests to create documents or refresh expired documents in the document cache. Enter a value in the range 1 - 32768. The default value is 32768. After the maximum number is reached, requests are forwarded to the target server and the response is not written to the cache.  policy Document Cache Policy Document Cache Policy A document cache policy allows the administrator to determine how documents are cached by the XML manager. The policy offers time-to-live, priority, and type configuration values. This document cache is distinct from the stylesheet cache for the XML manager. Documents and stylesheets that the XML manager retrieves can be cached.  validate Schema Validation Rules Schema validation rules to apply to all input documents for this manager   schedule-rule Scheduled Processing Policy Rule Run a processing policy rule periodically. Certain applications might require the running of a scheduled processing rule. Integration with a CA Unicenter Manager is facilitated by a regularly scheduled processing rule that obtains relationship data from the Unicenter Manager.  user-agent default User Agent Configuration Specify the user agent configuration to use. Identifies the User Agent configuration the XML manager uses to connect to external servers to retrieve resources.  json-parser-settings JSON Settings Specify the JSON Settings to use when processing JSON content Identifies the JSON Settings used by the XML manager when processing a JSON body. If no JSON Settings are specified, the default limits are enforced.  dfdl-settings-reference DFDL Settings Specify the DFDL Settings to use when processing binary content with DFDL schemas. Identifies the DFDL Settings used by the XML manager when processing data as understood by a DFDL schema. The reference to a DFDL Settings object on the Style Policy Action can override this setting. If no DFDL Settings are specified on both objects, the default values are applied.  ldap-pool LDAP Connection Pool Specify the LDAP Connection Pool to use Identifies the LDAP connection pool to be used by the XML Manager when contacting LDAP                              XML Parser These settings do not impact resource allocation. These settings are used only as part of threat protection.     Document Cache          Cached Documents     Flush Stylesheet Cache      Flush Document Cache     Invalidate Document Cache     Flush Expired Documents      Export Document Cache     Import Document Cache    Flush LDAP Cache XML Manager An XML Manager manages the compilation and caching of stylesheets, the caching of documents, and provides configuration constraints on the size and parsing depth of documents. You can enable streaming operation by configuring an XML Manager to use a Streaming Compile Option Policy. More than one firewall can use the same XML Manager.  system/file-capture file-capture system IDG   mode off Mode File Capture Mode Selects the File Capturing diagnostic mode. The default is None. XML File Capture The device can record all, or a subset, of documents that pass through it for later inspection. This should not be turned on in production environments except for problem resolution. File capture can fill the available storage space. Files are cycled FIFO when the available space is exhausted.  zos/sdtargetcontrolservice sysplex-distributor-tcs system  container software AppOpt   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local IP address Local IP address Specify the IPv4 or IPv6 address or the host alias on which the Target Control Service listens. The default of 0.0.0.0 indicates that the service is active on all IPv4 addresses.  port 1 0xFFFF 1702 LocalAddress Local port Local TCP port for the Target Control Service Specify the port on which the Target Control Service listens. The default value is 1702.  ssl   SSLServerConfigType proxy TLS Proxy (deprecated) The TLS proxy profile is deprecated. Use an TLS server profile or TLS SNI server profile. Specify an TLS Proxy Profile to control support of TLS encryption by this Target Control Service.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.          Main Sysplex Distributor Target Control Service (deprecated) Sysplex Distributor Target Control Service  The Sysplex Distributor Target Control Service on the DataPower Gateway establishes control connections with the z/OS Sysplex Distributor that allow the z/OS Sysplex Distributor to intelligently distribute traffic across multiple DataPower Gateway instances. The use of the Sysplex Distributor Target Control Service is deprecated. Multiple z/OS Sysplex Distributors can establish control connections to the single Sysplex Distributor Target Control Service on the DataPower Gateway. When the Sysplex Distributor Target Control Service is disabled, existing z/OS Sysplex Distributor control connections are closed. Ensure that the reverse path filtering property for Network Settings is not selected. If you allow reverse path filtering, the interface cannot correctly route requests from the Sysplex Distributor to use the Target Control Server.  zos/nss zos-nss configuration IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  host Remote Address IP address or hostname of the NSS server Specifies IP address or host name of the NSS server. In conjunction with the Remote Port, identifies the host and listening port of the NSS server. The NSS server must have the XMLAppliance discipline support enabled.  port Remote Port NSS server port Specifies NSS server port. In conjunction with the Remote Address, identifies the host and listening port of the NSS server.  ssl   SSLClientConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile.  Select an existing TLS proxy profile from the list to assign the TLS proxy profile to use for a secure connection. To create a new TLS Proxy Profile, click the + button. To edit an existing TLS Proxy Profile, click the ... button.  client-id 1 24 Client ID Specifies the Client ID for registration with the NSS server.  Specifies the client ID to be used for registration with the NSS server. Minimum length is 1. Maximum length is 24. Valid characters are:   a through z A through Z 0 through 9 _ (underscore) - (dash) Embedded spaces are invalid. The Client ID identifies the client ID to register the appliance with the NSS server. The NSS client ID is a unique string used by the NSS Server to track clients. The Client ID does not have to correspond to any preexisting object. It is provided to the server at the time of registration. If another client attempts to register with the same client ID to the same NSS Server, the NSS server will send a heartbeat to the first client. If the first client responds to the heartbeat, the second client's registration will be rejected. If the first client does not respond, the connect to the first client will be severed and the second client will be registered.  system-name 1 8 System Name Specifies a name that identifies the NSS client to the NSS server.  Specifies a name for the NSS client. Minimum length is 1. Maximum length is 8. Valid characters are:   a through z A through Z 0 through 9 _ (underscore) - (dash) Embedded spaces are invalid. The System Name identifies the NSS client to the NSS server. NSS server commands identify NSS clients by system name in the output when displaying information for connected NSS clients.  user-name 1 8 User Name Specifies a user name to authenticate as in SAF on the NSS server  Specifies a user name to use to authenticate to the NSS server. Minimum length is 1. Maximum length is 8. Valid characters are:   a through z A through Z 0 through 9 _ (underscore) - (dash) Embedded spaces are invalid. The user name must match an existing user ID on the NSS Server.  password 1 8   Password  Password Password to use to authenticate to NSS  Specifies the password to use to authenticate to the NSS server. Minimum length is 1. Maximum length is 8. Valid characters are:   a through z A through Z 0 through 9 _ (underscore) - (dash) Embedded spaces are invalid. The Password specifies the password to use in conjunction with the value provided by the User Name.  password-alias 1 127   Password  Password Alias Password Alias of the password to use to authenticate to NSS  Specifies the password alias of the password to use to authenticate to the NSS server. The associated password is used in conjunction with the value provided by the User Name.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and the NSS server The TLS profile type to secure connections between the DataPower Gateway and the NSS server.  ssl-client   SSLClientConfigType client   TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and the NSS server The TLS client profile to secure connections between the DataPower Gateway and the NSS server.             Main NSS Client The z/OS NSS client object provides the parameters for authentication with SAF on a z/OS Communications Server. NONTRANSLATABLE   status/active-users users   Session ID System-assigned session ID A system-assigned session identifier.  Name User name Username presented during login.  Connection The method used to connect to the device. The method used to connect to the device, such as web-gui (using a browser), cli (through telnet or ssh), or serial (via a serial cable).  IP address The IP address of the user's client machine. The IP address of the user's client machine. Not valid for serial connections.  Login Time of login Time of login.  Domain Application domain Application domain for this user session.         Active Users This is a list of all users currently logged into the device.  status/AMQPBrokerStatus amqp-broker-status IDG   AMQP broker AMQP broker name. AMQP broker name.  Received messages Number of messages received by this AMQP broker. Number of messages received by this AMQP broker.  Sent messages Number of messages sent by this AMQP broker. Number of messages sent by this AMQP broker. AMQP Broker Status AMQP broker status. AMQP broker status.   source-amqp-quiesce-status   Name The name of the AMQP source protocol handler The name of the AMQP source protocol handler  Quiesce state The quiesce state of the AMQP source protocol handler The quiesce state of the AMQP source protocol handler AMQP Source Protocol Handler Summary AMQP source protocol handler summary  status/api-document-cache api-document-cache-status IDG   Gateway The name of the API gateway that cached the document. The name of the API gateway that cached the document. Any single API gateway may be used by many services.  Max count The maximum number of documents allowed in the cache. The maximum number of documents allowed in the cache. When this number is reached, the oldest document is replaced with any new document.  Used count The number of documents in the cache. The number of documents in the cache.  Max size The maximum size in kibibytes of the cache. kibibytes The maximum size in kibibytes of the cache.  Used size The number of kibibytes used in the cache. kibibytes The number of kibibytes used in the cache.  Expired count The number of expired documents in the cache. The number of expired documents in the cache.     Flush API Document Cache Processed documents cached by the device. A report of the processed documents cached by the device. Document caching improves execution times.  status/api-document-status api-document-status IDG   API gateway Name of API gateway The name of the API gateway managing the document.  Identifier Unique document identifier A unique identifier assigned to the document.  URL URL of original document The URL used to obtain the document.  Expiry The expiration time of the document. The time at which the document will expire from the cache.  Cache key The unique key used to lookup the document. The unique key used to lookup the document.  ETag Value of the ETag HTTP response header. The value of the ETag HTTP response header. This value is the unique identifier for a specific version of a document.      Flush API Document Status Displays status information about documents in the document cache. Displays status information about documents in the document cache.  status/api-oauth-caches-status api-oauth-caches-status IDG   Provider OAuth provider name The name of the OAuth provider.  Type Cache type The cache type for the OAuth provider.  Last delete Time of last entries deleted The last time when expired entries were deleted from the cache.  Number of entries Number of entries The number of entries in the cache.      Delete API OAuth Caches List OAuth caches for API Connect List OAuth caches for API Connect.  status/api-stylesheet-cache api-stylesheet-cache-status IDG   Gateway API gateway that manages stylesheets The name of the API gateway that manages stylesheets.  Max size Maximum size of stylesheet cache MB The maximum size of the stylesheet cache in megabytes (MB). This value is an integer value. The following examples explain the integer representation. 
                      When the size in 1 byte less than 1 MB, the value is 0. When the size is 1048575 bytes greater than 2 MB, the value is 2.  Max count Maximum number of stylesheets cached The maximum number of stylesheets that can be cached.  Cached Number of cached stylesheets The number of stylesheets in the cache.  Ready Number of stylesheets in the ready state The number of stylesheets in the cache that are available for use.  Pending Number of stylesheets in the pending state The number of stylesheets in the cache that are pending compilation.  Bad Number of stylesheets in the bad state The number of stylesheets in cache that encountered compilation errors. On error, the stylesheet is cached and marked as bad. Flush these stylesheets to prevent runtime errors.  Duplicate requests Number of requests to compile an existing, cached stylesheet The number of requests to compile an existing, cached stylesheet.  Current size Total memory usage for cached stylesheets KB The total memory used for cached stylesheets in kilobytes.     Flush API Stylesheet Cache The current status of the stylesheet cache. The cache contains a copy of all compiled stylesheets or WSDL files within the refresh time, total cache count, or total cache size.  status/api-stylesheet-profiles IDG   API gateway The name of the API gateway employed The name of the API gateway employed.  Identifier Stylesheet cache identifier number A number that identifies the style sheet in the cache that processed this request.  Output mode The output mode of the compiler. The output mode of the compiler.  URL The URL of the style sheet The URL of the style sheet. This value might refer to a remote location or to a location on the device.  Index An index of the calls made to this style sheet An index of the calls made to this style sheet.  Name The name of the template, global variable, or dp:profile node in the style sheet The name of the template, global variable, or dp:profile node in the style sheet that the entry represents. Each named template in the style sheet is listed if processed by the style sheet. If a style sheet calls the same template from multiple places in the style sheet, each of the multiple entries is listed.  Location Location in style sheet The line number in the style sheet where the template was called or the location of the declaration of a global variable or dp:profile element. For example, a report of local:///mine.xsl:16 indicates a template was called on line 16 of the indicated style sheet. Entries with the 'built-in' location refer to the implicit templates defined by the XSLT 1.0 specification.  Deprecated (for backwards compatibility)  Count The number of times the template runs The number of times the listed entry ran during the processing of a request by the style sheet. A template or dp:profile node can be called more than once during the processing of a style sheet.  Type Type of profiling entry The type of this entry. The value can be either a template, global variable, dp:profile node, or the total for the entire stylesheet execution.  Time Total time spent, in milliseconds ms The total time, measured in milliseconds, spent processing the instructions represented in this entry. The instructions represented by a given entry can run more than once, as indicated by the count. The total time is the sum measured across all runs of the style sheet. As some entries represent nested portions of the stylesheet processing, the sum of all entries do not equal the total time. API Stylesheet Profiles API Stylesheet profiles Table that summarizes profiling information about style sheets. The table reports each template, global variable, and dp:profile element that the style sheet processes in their own entry. No data is available unless an API gateway with a Compile Options Policy with Profiling enabled matches a request or response that the device processed.  status/api-stylesheet-status api-stylesheet-status IDG   API gateway The API gateway controlling the stylesheet. The name of the API gateway associated with the compiled stylesheet or WSDL.  Identifier A unique identifier. A unique identifier assigned by the system to the compiled stylesheet or WSDL.  Output mode The output mode used by the compiler. The output mode used by the compiler.  URL The URL of the stylesheet or WSDL. The URL of the stylesheet or WSDL to compile. The file can be local or remote.  Compile options The compile options that are applied to the stylesheet or WSDL. The compile options that are applied to the stylesheet or WSDL. Compile options are set by the compile settings that are associated with an assembly action.  Status The current status of the compiled stylesheet or WSDL. The current status of the compiled stylesheet or WSDL.  Compile time Time to compile in milliseconds. ms Time to compile in milliseconds.  Refresh interval Time between automatic refreshes in seconds. sec Time between automatic refreshes in seconds. When an automatic refresh is in force, files are fetched and recompiled to maintain a fresh cache.  Flushable Whether the file can be removed, or flushed, from the cache. Indicates whether the file can be removed, or flushed, from the cache. Flushing the compiled version of the file from the cache forces a refresh of the file the next time that the file is called. Forcing a refresh is useful during development and debugging.  Last refresh Timestamp of the last refresh. Timestamp of the last refresh. Indicates length of time in cache.  Message Helpful compiler messages. Helpful compiler messages.  Compiler log Helpful compiler log messages. Helpful compiler log messages. Any compilation errors can be found here.  XML hardware acceleration Status of XML hardware acceleration for stylesheet. Reports use (on) of XML hardware acceleration during compile of particular stylesheet or WSDL.  XML acceleration resources used Status of XML hardware acceleration usage. % Reports usage percentage of XML hardware acceleration during compile of particular stylesheet or WSDL.  Memory Memory used by the compiled stylesheet KB The memory used by the compiled stylesheet in KB.      API Stylesheet Status A status report of XSL stylesheets and WSDL files that were compiled during processing. The compiler log messages are helpful for debugging and development. After compilation, these files are cached for speed. The compiled files can be flushed from the cache or refreshed periodically.  status/subscriber-cache-status subscriber-cache-status IDG   API collection API collection The API collection that the subscriber belongs to.  Organization Organization The name of the organization that the API collection belongs to.  Catalog Catalog The name of the API catalog that the API collection corresponds to.  Capacity Capacity The maximum number of subscriber entries that are allowed in the subscriber cache.  Size Size The number of subscribers entries that have been added to the subscriber cache so far.  Total requests Total requests The total number of API requests that are stored in the subscriber cache.  Cache hit Cache hit The times the cache hit happens in the subscriber cache.  Cache miss percentage Cache miss percentage The percentage value for cache miss that happens in the subscriber cache.  Last flush time Last flush time The last time when the subscriber cache is flushed. API Subscriber Cache Information of the subscriber cache Displays the information of the subscriber cache. The API Gateway maintains a cache for storing API subscriber information.  status/api-subscriber-status api-subscriber-status IDG   API collection API collection name The name of the API collection that the subscriber belongs to.  API organization API organization name The name of the organization that the API collection belongs to.  API catalog API catalog name The name of the API catalog that the API collection corresponds to.  Client ID Identifier of subscriber The client ID that uniquely identifies the subscriber.  Secret hash Secret hash for the subscriber The hash value of the client secret.  Application ID Application ID for the subscriber The application ID for the subscriber.  Application title Application title for the subscriber The name or title of the subscribed application.  Application type Application type The application type for the subscriber.  Application lifecycle state Application lifecycle state The application lifecycle state that is either 
                     development
                    or 
                     production
                    .  Plans Plans A list of plans that the client subscribes to.  Redirect URLs Redirect URLs The redirect URI that is registered by a client, which is used for directing users to the redirection endpoint during the process of an OAuth request.      Delete API Subscriber Status Information about API subscribers for the API collection. Displays the information about API subscribers for the API collection.  status/arp netarp   IP address IP address of the network interface node. The IP address of the network interface node corresponding to the MAC address listed in this ARP entry.    MAC address MAC address of the network interface node. The MAC address of this network interface node.   Interface Device interface The device network interface (such as eth0, eth1) to which this ARP entry corresponds. If the entry is on a VLAN, this is the Ethernet interface that VLAN is on.  Interface type Device interface type The type of the interface this ARP entry is on. Ethernet indicates that it is on the base Ethernet MAC interface. VLAN indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  VLAN The name of the VLAN the ARP entry is on. If this ARP entry is on a VLAN, this is the name of that VLAN.    ARP Table Status of ARP translations on all interfaces, both Ethernet and VLAN. Only complete ARP entries are shown.   source-as1-quiesce-status B2B   Name The name of the AS1 source protocol handler The name of the AS1 source protocol handler  Quiesce state The quiesce state of the AS1 source protocol handler The quiesce state of the AS1 source protocol handler AS1 Source Protocol Handler Summary AS1 source protocol handler summary   source-as2-quiesce-status B2B   Name The name of the AS2 source protocol handler The name of the AS2 source protocol handler  Quiesce state The quiesce state of the AS2 source protocol handler The quiesce state of the AS2 source protocol handler AS2 Source Protocol Handler Summary AS2 source protocol handler summary   source-as3-quiesce-status B2B   Name The name of the AS3 source protocol handler The name of the AS3 source protocol handler  Quiesce state The quiesce state of the AS3 source protocol handler The quiesce state of the AS3 source protocol handler AS3 Source Protocol Handler Summary AS3 source protocol handler summary  status/authcookie-cache-status authcookie-cache-status IDG   Key Hashed key for the cache entry  Value Data value stored in this entry  Expiration time When this cache entry expires  Owner Type of object that owns this cache entry  Domain Domain where this cache entry was created     Delete AuthCookie Cache Status AuthCookie cache status List of AuthCookie cache entries   b2bgw-quiesce-status B2B   Name B2B Gateway name The name of the B2B Gateway.  Quiesce state Quiesce state of the service The quiesce state of the B2B Gateway. B2B Gateway Summary B2B Gateway summary  status/b2b-high-availability b2b-high-availability-status B2B   Persistence state Current state of the persistence store replication state machine Lists the current state of the persistence store state machine.  Connection status Current status of the connection to the backup appliance managed by the persistence store. Lists the current status of the connection to the backup appliance managed by the persistence store. B2B High Availability Status Displays the status of the high availability configuration of the B2B persistence store.  status/b2b-message-archive b2b-message-archive-status B2B   notused notused _Illegal Gateway name Name of the B2B gateway Lists the name of each instance of the B2B Gateway object in the current domain.  notused notused _Illegal Operation type Type of operation Lists the type of operation last performed for the specific gateway. The value can be 
                     Archive & Purge
                    or 
                     Purge Only
                    .  notused notused _Illegal Trigger Trigger for the operation Lists whether the system or an administrator triggered the operation. 
                      If by the system, the value is 
                         Auto
                        followed by the criteria for the trigger (date or size). If by an administrator, the value is 
                         Manual
                        .  notused notused _Illegal Start time Start time of the operation Lists the timestamp when the operation started; for example, 
                     Thu Mar 12 12:58:59 2009
                    . If value is populated when requested. If no operation previously requested, lists 
                     N/A
                    .  notused notused _Illegal End time End time for the operation Lists the timestamp when the operation finished; for example, 
                     Thu Mar 12 13:01:12 2009
                    . If value is populated when requested. If no operation previously requested, lists 
                     N/A
                    .  notused notused _Illegal Status Status of the operation Lists the status of the operation, which can be one of the following values: 
                       Completed
                        -- The operation completed successfully. The operation is complete when the values in the  Records Processed and  File Processed columns report 100%.  Processing
                        -- The operation is currently processing.  Failed ( 
                         code
                        ): ' 
                         reason
                        '
                        -- The operation failed for the reason defined by the code.  notused notused _Illegal Records processed Number of records processed Lists the number of records processed by the operation. The value is percentage complete and records processed; for example, 
                     17% (50 of 300)
                    .  notused notused _Illegal Files processed Amount of file data processed Lists the amount of file data processed by the operation. The value is percentage complete and kilobytes processed; for example, 
                     6% (300KB of 5000KB)
                    . B2B Message Archive Status Displays the status of the expiration operation for each B2B gateway in the domain.  status/b2b-ebms-mpc-status-obsolete B2B   1 2147483647 Submit transaction ID Submit transaction ID Lists the transaction ID of the submit operation for the message.  MPC name MPC name Lists the name of the MPC where the message payload is submitted.  User name User name Lists the user name that is associated with the message.  Sender (ID) Sender name and ID Lists the name and ID of the B2B message sender.  Receiver (ID) Receiver name and ID Lists the name and ID of the B2B message receiver.  Submit time Submit time Lists the time when the message is submitted to the MPC.  Sent time Sent time Lists the time when the message is sent to the B2B message receiver.  Message status Message status Lists the status of the messsage. The status can be one of the following: 
                       Submitted
                        -- The message payload is submitted to the MPC.  Pending
                        -- The message payload is pulled from MPC and encapsulated into an ebMS message that is pending to be sent.  Sent
                        -- The ebMS message is sent.     Delete message   Delete all messages   Delete all messages from all domains B2B ebMS Message Partition Channel Status Deprecated due to incomplete support for authentication with certificates. Displays the status of the ebMS message partition channels (MPCs) for the DataPower Gateway.  status/b2b-ebms-mpc-status b2b-ebms-mpc-status B2B   1 2147483647 Submit transaction ID Submit transaction ID Lists the transaction ID of the submit operation for the message.  MPC name MPC name Lists the name of the MPC where the message payload is submitted.  User name User name Lists the user name that is associated with the message.  Validation credential Validation credential Lists the name of the validation credential that is associated with the message.  Sender (ID) Sender name and ID Lists the name and ID of the B2B message sender.  Receiver (ID) Receiver name and ID Lists the name and ID of the B2B message receiver.  Submit time Submit time Lists the time when the message is submitted to the MPC.  Sent time Sent time Lists the time when the message is sent to the B2B message receiver.  Message status Message status Lists the status of the messsage. The status can be one of the following: 
                       Submitted
                        -- The message payload is submitted to the MPC.  Pending
                        -- The message payload is pulled from MPC and encapsulated into an ebMS message that is pending to be sent.  Sent
                        -- The ebMS message is sent.     Delete message   Delete all messages   Delete all messages from all domains B2B ebMS Message Partition Channel Status Displays the status of the ebMS message partition channels (MPCs) for the DataPower Gateway.  status/b2b-transaction-log B2B   vViewerTransactions GeneratedID Int Transaction set ID System-assigned transaction set ID A system-assigned identifier that is common within same-transaction events.  vViewerTransactions TransactionID Int Transaction ID System-assigned transaction ID A system-assigned identifier.  vViewerTransactions Gateway String Gateway name Name of B2B Gateway Name of B2B Gateway.  vViewerTransactions Domain String Domain Name of domain Name of domain.  tEDIXMLMessageData SenderID String Sender ID ID of B2B message sender. ID of B2B message sender.  vViewerTransactions SenderName String Sender name Name of B2B message sender. Name of B2B message sender.  tEDIXMLMessageData ReceiverID String Receiver ID ID of B2B message receiver. ID of B2B message receiver.  vViewerTransactions ReceiverName String Receiver name Name of B2B message receiver. Name of B2B message receiver.  vViewerTransactions InboundURL URL Inbound URL URL of in-bound message request. URL of in-bound message request.  vViewerTransactions OutboundURL URL Outbound URL URL of out-bound message request. URL of out-bound message request.  vViewerTransactions MessageReceived Timestamp Input time Time message received. Time message received.  vViewerTransactions BeginMessageRetry Timestamp Begin message retry Time message retry. Time message retry.  vViewerTransactions ProcessingCompleted Timestamp Processing complete Time processing complete. Time processing complete.  vViewerTransactions ResultCode Resultcode Result code Processing result code. Processing result code.  vViewerTransactions MDNType String MDN type Type of MDN, if requested If an mdn was associated with this transaction, indicates if it was synchronous or asynchronous  vViewerTransactions MDNStatus String MDN status Status of MDN message. Status of MDN message.  vViewerTransactions MessageSent Timestamp Output time Time message was sent out-bound. Time message was sent out-bound.  vViewerTransactions MDNSent Timestamp MDN sent Time MDN was sent. Time MDN was sent.  vViewerTransactions MDNReceived Timestamp MDN received Time MDN was received. Time MDN was received.  253 tASHeaders MessageIDHeader String Message ID header ID of message header. ID of message header.  tASHeaders ContentTypeHeader String Content type header Type of content header. Type of content header.  tASHeaders ASFromHeader String AS From header 'From' message header information. 'From' message header information.  tASHeaders ASToHeader String AS To header 'To' message header information. 'To' message header information.  tASHeaders DateHeader String Date header Date in message header. Date in message header.  tASHeaders DispositionHeader String Disposition header Disposition header information. Disposition header information.  tASHeaders DispositionOptionsHeader String Disposition options header Disposition options header information. Disposition options header information.  tASHeaders ContentLengthHeader Int Content length header Header content length. Header content length.  tASHeaders ContentDispositionHeader String Content disposition header Header content disposition. Header content disposition.  tASHeaders OriginalMessageIDHeader String Original message ID header Original message ID header. Original message ID header.  tASHeaders MessageVersion Enumset       AS protocol version Version of AS protocol. Version of AS protocol.  tASHeaders IsInbound Int Is transaction inbound? Flag whether transaction is inbound. Flag whether transaction is inbound.  tASHeaders SubjectHeader String Subject header Subject header content. Subject header content.  tEDIXMLMessageData DocID String Document ID ID of message document. ID of message document.  tEDIXMLMessageData Doctype String Document type Type of message document. Type of message document.  tMessageDisposition Disposition String Message disposition Disposition of transaction message. Disposition of transaction message.  tASHeaders MessageWireIn String  tASHeaders MessageBody String  tASHeaders MessageWireOut String  tMessageDisposition MDNBody String  vViewerTransactions FilesCreatedBitMask Int Files created BitMask Files Created BitMask Files created BitMask  vViewerTransactions IntegrationID String Integration ID The ID used to correlate the transactions between this appliance and the backend systems The ID used to correlate the transactions between this appliance and the backend systems  tRetransmitInfo MaxResend Int MaxResend MaxResend MaxResend  tRetransmitInfo ResendStatus Resultcode Resend status The status of the manual resend This shows the status of the last manual resend at transport layer  tRetransmitInfo ResendCount Int Resend count The count of the manual resend The number of times the resend button has been pressed  tEBMSTxInfo MessageID String  tEBMSTxInfo RefToMessageID String  tEBMSTxInfo CPAID String  tEBMSTxInfo FromPartyID String  tEBMSTxInfo ToPartyID String  tEBMSTxInfo FromRole String  tEBMSTxInfo ToRole String  tEBMSTxInfo ConversationID String  tEBMSTxInfo Service String  tEBMSTxInfo ServiceType String  tEBMSTxInfo Action String  tEBMSTxInfo TimeToLive Timestamp  tEBMSTxInfo TimeToPersist Timestamp  tEBMSTxInfo SyncReplyMode Enumset     tEBMSTxInfo DuplicateElimination Toggle  tEBMSTxInfo AckRequested Toggle  tEBMSTxInfo AckUrl URL  tEBMSTxInfo ErrorUrl URL  tASHeaders MessageVersion String           B2B Transaction Log B2B transaction log reports  status/b2b-transaction-log B2B   vViewerTransactions GeneratedID Int Transaction set ID System-assigned transaction set ID A system-assigned identifier that is common within same-transaction events.  vViewerTransactions TransactionID Int Transaction ID System-assigned transaction ID A system-assigned identifier.  vViewerTransactions Gateway String Gateway name Name of B2B Gateway Name of B2B Gateway.  vViewerTransactions Domain String Domain Name of domain Name of domain.  tEDIXMLMessageData SenderID String Sender ID ID of B2B message sender. ID of B2B message sender.  vViewerTransactions SenderName String Sender name Name of B2B message sender. Name of B2B message sender.  tEDIXMLMessageData ReceiverID String Receiver ID ID of B2B message receiver. ID of B2B message receiver.  vViewerTransactions ReceiverName String Receiver name Name of B2B message receiver. Name of B2B message receiver.  vViewerTransactions InboundURL URL Inbound URL URL of in-bound message request. URL of in-bound message request.  vViewerTransactions OutboundURL URL Outbound URL URL of out-bound message request. URL of out-bound message request.  vViewerTransactions MessageReceived Timestamp Input time Time message received. Time message received.  vViewerTransactions BeginMessageRetry Timestamp Begin message retry Time message retry. Time message retry.  vViewerTransactions ProcessingCompleted Timestamp Processing complete Time processing complete. Time processing complete.  vViewerTransactions ResultCode Resultcode Result code Processing result code. Processing result code.  vViewerTransactions MDNType String MDN type Type of MDN, if requested If an mdn was associated with this transaction, indicates if it was synchronous or asynchronous  vViewerTransactions MDNStatus String MDN status Status of MDN message. Status of MDN message.  vViewerTransactions MessageSent Timestamp Output time Time message was sent out-bound. Time message was sent out-bound.  vViewerTransactions MDNSent Timestamp MDN sent Time MDN was sent. Time MDN was sent.  vViewerTransactions MDNReceived Timestamp MDN received Time MDN was received. Time MDN was received.  253 tASHeaders MessageIDHeader String Message ID header ID of message header. ID of message header.  tASHeaders ContentTypeHeader String Content type header Type of content header. Type of content header.  tASHeaders ASFromHeader String AS From header 'From' message header information. 'From' message header information.  tASHeaders ASToHeader String AS To header 'To' message header information. 'To' message header information.  tASHeaders DateHeader String Date header Date in message header. Date in message header.  tASHeaders DispositionHeader String Disposition header Disposition header information. Disposition header information.  tASHeaders DispositionOptionsHeader String Disposition options header Disposition options header information. Disposition options header information.  tASHeaders ContentLengthHeader Int Content length header Header content length. Header content length.  tASHeaders ContentDispositionHeader String Content disposition header Header content disposition. Header content disposition.  tASHeaders OriginalMessageIDHeader String Original message ID header Original message ID header. Original message ID header.  tASHeaders MessageVersion Enumset       AS protocol version Version of AS protocol. Version of AS protocol.  tASHeaders IsInbound Int Is transaction inbound? Flag whether transaction is inbound. Flag whether transaction is inbound.  tASHeaders SubjectHeader String Subject header Subject header content. Subject header content.  tEDIXMLMessageData DocID String Document ID ID of message document. ID of message document.  tEDIXMLMessageData Doctype String Document type Type of message document. Type of message document.  tMessageDisposition Disposition String Message disposition Disposition of transaction message. Disposition of transaction message.  tASHeaders MessageWireIn String  tASHeaders MessageBody String  tASHeaders MessageWireOut String  tMessageDisposition MDNBody String  vViewerTransactions FilesCreatedBitMask Int Files created BitMask Files Created BitMask Files Created BitMask  vViewerTransactions IntegrationID String Integration ID The ID used to correlate the transactions between this appliance and the backend systems The ID used to correlate the transactions between this appliance and the backend systems  tRetransmitInfo MaxResend Int MaxResend MaxResend MaxResend  tRetransmitInfo ResendStatus Resultcode Resend status The status of the manual resend This shows the status of the last manual resend at transport layer  tRetransmitInfo ResendCount Int Resend count The count of the manual resend The number of times the resend button has been pressed  tEBMSTxInfo MessageID String  tEBMSTxInfo RefToMessageID String  tEBMSTxInfo CPAID String  tEBMSTxInfo FromPartyID String  tEBMSTxInfo ToPartyID String  tEBMSTxInfo FromRole String  tEBMSTxInfo ToRole String  tEBMSTxInfo ConversationID String  tEBMSTxInfo Service String  tEBMSTxInfo ServiceType String  tEBMSTxInfo Action String  tEBMSTxInfo TimeToLive Timestamp  tEBMSTxInfo TimeToPersist Timestamp  tEBMSTxInfo SyncReplyMode Enumset     tEBMSTxInfo DuplicateElimination Toggle  tEBMSTxInfo AckRequested Toggle  tEBMSTxInfo AckUrl URL  tEBMSTxInfo ErrorUrl URL  tASHeaders MessageVersion String           B2B Transaction Log B2B transaction log reports  status/battery battery IDG  SailFish HS23   Battery installation date The date the battery was last replaced The date that the system battery was last marked as replaced. This will read "Unavailable" on DataPower 9001 and 9002 systems, as they do not track battery status. Battery Battery status Provides information about the battery.  status/change-groups change-groups-retry   Queue identifier Index of the entry in the queue An identifier for this particular queue change entry.  Queue position Position in the Queue The position in the queue of the current change entry.  Changing object domain Changing object domain The domain of the object needing a change group  Changing object class Changing object class The class (CLI) of the object needing a change group  Changing object name Changing object name The name of the object needing a change group  High water mark High water mark The deepest the queue has reached since boot  Event type Event type The type of change that is occurring (either for Commit or op-state change). Change Group Retry Queue Change group retry queue Changing objects that are awaiting a change group.  status/change-groups change-groups   Change group ID Change group ID The ID under which the object is held.  Flagged object (domain, class CLI, and object name) Flagged object The domain, class (CLI), and name of the object currently held in a change group.  Change group ID counts Change group ID counts The number of outstanding changes for the object in the change group.  Create time Create time The number of milliseconds since boot that the change group was created. Change Groups Change groups Outstanding/Held change groups.   cloud-connector-service-quiesce-status   Name The name of the Cloud Connector Service The name of the Cloud Connector Service  Quiesce state The quiesce state of the Cloud Connector Service The quiesce state of the Cloud Connector Service Cloud Connector Service Summary Cloud Connector Service summary   cloud-gateway-service-quiesce-status   Name The name of the Cloud Gateway Service The name of the Cloud Gateway Service  Quiesce state The quiesce state of the Cloud Gateway Service The quiesce state of the Cloud Gateway Service Cloud Gateway Service Summary Cloud Gateway Service summary  status/config-sequence-status config-sequence-status IDG   Sequence name Name of the configuration sequence object  Location File system location of the configuration script  File name File name of the configuration script  Start When DataPower started to run the script  Duration How long the script took to run (in seconds) seconds  Errors Number of errors caused by running the script  Warnings Number of warnings caused by running the script  Result log Location and name of the output result log file  Objects Number of objects created or modified by the script  Enabled Number of objects whose administrative state is enabled  Up Number of objects whose operational state is up  Status file Location and name of the output status file Configuration Sequence Status Configuration Sequence Object Information This provider shows information about the configuration scripts, their runtime healthiness, and the generated output files.  status/accepted-connections accepted-connections IDG   10 sec Number of connections accepted in the previous 10 seconds. The number of connections accepted in the previous 10 seconds.  1 min Number of connections accepted in the previous minute. The number of connections accepted in the previous minute.  10 min Number of connections accepted in the previous 10 minutes. The number of connections accepted in the previous 10 minutes.  1 hour Number of connections accepted in the previous hour. The number of connections accepted in the previous hour.  1 day Number of connections accepted in the previous 24 hours. The number of connections accepted in the previous 24 hours. Connections Accepted Details of the number of accepted connections Details of the number of accepted connections in the specified time periods.  status/countlimit-assembly-status countlimit-assembly-status IDG   Configuration name Configuration name Lists the name of the configuration where the count limit scheme is defined.  Level Configuration level Lists the configuration level where the count limit scheme is defined. Assembly count limit schemes are defined at the collection level.  Count limit name Count limit name Lists the name of the count limit scheme.  Max count Maximum count Lists the maximum allowed count.  Hard limit Whether requests are rejected when the threshold is exceeded The hard limit setting that determines whether to reject requests when the limit is exceeded.  Cache only Whether to use the cache first The cache setting that determines whether to use the local cache first to enforce the limit.  Is client Whether a client limit Whether to apply the limit to the client or an internal component. Client limits return 429 when exceeded. Non-client limits return 503 when exceeded.  API name The API name Lists the name of the API that the limit applies to.  Application ID Application ID Lists the application ID that the limit applies to.  Client ID Client ID Lists the client ID that the limit applies to.  Dynamic value Dynamic value for the limit The dynamic value for the limit.  Auto decrement Whether limit is auto-decremented Whether this count limit is auto-decremented.  Current count Current count Lists the current value of the counter for this limit.                Delete   Delete all records   Delete all records from all domains Assembly Count Limit Enforcement Metrics Assembly count limit enforcement status for the API Gateway Displays the assembly count limit enforcement status for the API Gateway.  status/cpu cpu IDG   10 sec Average CPU usage over the previous 10 seconds. % The average CPU usage over the the previous 10 seconds.  1 min Average CPU usage over the previous minute. % The average CPU usage over the the previous minute.  10 min Average CPU usage over the previous 10 minutes. % The average CPU usage over the the previous 10 minutes.  1 hour Average CPU usage over the previous hour. % The average CPU usage over the the previous hour.  1 day Average CPU usage over the previous day. % The average CPU usage over the the previous day. CPU Usage Details of CPU usage Details of CPU usage. The DataPower appliance is designed to efficiently use all of the available CPU. Values close to 100% are not necessarily indicative of a problem, provided that transaction latencies are not affected.  status/crypto-engine-deprecated IDG   Crypto accelerator type The crypto accelerator type. The hardware type that is installed. Type 2 is a pure accelerator. HSM, which is a module for secure storage of private keys, also performs on-board cryptographic operations.  Crypto accelerator status The crypto accelerator status. A status message from the accelerator. If the message is "HSM is uninitialized", you must initialize the HSM into one of the two FIPS 140-2 levels before you can use it.  Crypto accelerator FIPS 140-2 level Crypto accelerator FIPS 140-2 level. This information is applicable only to an appliance that has an HSM attached. Not initialized applies if the status message is "HSM is uninitialized". Levels 2 and 3 refer to the FIPS 140-2 level to which the HSM is initialized.  Crypto accelerator FIPS 140-2 role Crypto accelerator FIPS 140-2 role. This information is applicable only to an appliance that has an HSM attached. The HSM role that the appliance has assumed. Appliances with an HSM of type hsm1 never assume the role of Crypto Officer. Appliances with an HSM of type hsm2 need to assume the role of Crypto Officer in order to execute KWK cloning. All other operations require the role of Crypto User.  Disabled hardware features How much of the crypto hardware is diabled. Parts of the cryptographic hardware functionality may be be disabled either at user request or by entering certain crypto modes. This field shows what cryptographic hardware functionality is currently disabled. Crypto Accelerator Status (deprecated - use CryptoEngineStatus2) Crypto accelerator status This provider lists the type, status, and FIPS 140-2 level of the crypto accelerator.  status/crypto-engine crypto-engine IDG   Crypto accelerator type The crypto accelerator type. The hardware type that is installed. Type 2 is a pure accelerator. HSM, which is a module for secure storage of private keys, also performs on-board cryptographic operations.  Crypto accelerator status The crypto accelerator status. A status message from the accelerator. If the message is "HSM is uninitialized", you must initialize the HSM into one of the two FIPS 140-2 levels before you can use it.  Crypto accelerator FIPS 140-2 level Crypto accelerator FIPS 140-2 level. This information is applicable only to an appliance that has an HSM attached. Not initialized applies if the status message is "HSM is uninitialized". Levels 2 and 3 refer to the FIPS 140-2 level to which the HSM is initialized.  Crypto accelerator FIPS 140-2 role Crypto accelerator FIPS 140-2 role. This information is applicable only to an appliance that has an HSM attached. The HSM role that the appliance has assumed. Appliances with an HSM of type hsm1 never assume the role of Crypto Officer. Appliances with an HSM of type hsm2 need to assume the role of Crypto Officer in order to execute KWK cloning. All other operations require the role of Crypto User.  Disabled hardware features How much of the crypto hardware is disabled. Parts of the cryptographic hardware functionality may be be disabled either at user request or by entering certain crypto modes. This field shows what cryptographic hardware functionality is currently disabled. Crypto Accelerator Status Crypto accelerator status This provider lists the type, status, and FIPS 140-2 level of the crypto accelerator.  status/crypto-hw-disable crypto-hw-disable IDG   Target Target current disablement mode of cryptographic hardware Indicates the aspects of the cryptographic hardware that are expected to be currently disabled after the previous firmware reload.  Current Actual current disablement mode of cryptographic hardware Indicates the aspects of the cryptographic hardware that are actually disabled now. Current disablement mode should be equivalent to the target disablement mode unless a problem occurred during the previous firmware reload.  Pending target Target disablement mode of cryptographic hardware for next firmware reload Indicates the aspects of the cryptographic hardware that are expected to be disabled after the next firmware reload. Cryptographic Hardware Disablement Status Disablement status about cryptographic hardware This table provides status about cryptographic hardware disablement.  status/crypto-mode crypto-mode   Target Target current cryptographic mode Indicates the cryptographic mode that the firmware is expected to be running in currently. This is the mode that is requested in the previous run of the firmware and this mode is expected to take effect at the previous firmware reload.  Current Actual current cryptographic mode Indicates the cryptographic mode that the firmware is actually running in. The current mode should be equivalent to the target mode unless a problem occurred during the previous firmware reload.  Pending target Target cryptographic mode for next firmware reload Indicates the cryptographic mode that the firmware is expected to run in after the next firmware reload. Cryptographic Mode Status Status about cryptographic mode This table provides status about the appliance-wide cryptographic mode.  status/current sensors-current  90051U 90052U 9006 9007   Name The name of the current sensor. The name of the current sensor that is being monitored.  Value The most recent current reading. mA The most recent reading of the current sensor in milliamperes. There are only three significant digits.  Upper limit The maximum allowable current reading. mA The maximum allowable reading of the current sensor in milliamperes.  Status Status of the current reading. An indicator of whether the current reading is OK or the reading exceeds the upper critical threshold. If the status is not OK, check whether the temperature is too high or the fan does not work. If the temperature is normal and the fan works, the appliance must have failed. Replace the appliance. Current Sensors Current sensors Sensors that read electrical currents, from the power supplies and other components of the appliance.  status/date-time time   Local time Current local time. The current local time. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page.  Uptime: reload The time in seconds since the last reload or reboot. The total amount of time the appliance has been up since the last reload or reboot. Note that a 
                     shutdown and reload
                    resets this counter.  Time zone The name of the current effective time zone. The name of the time zone currently in effect, as set on the Time Settings page.  Time zone spec POSIX.1 timezone specification string. The POSIX.1 timezone specification. See time settings for more information.  Uptime: reboot The time in seconds that the appliance has been up since the last reboot. The total amount of time in seconds since the last reboot. Note that this counter is reset by a 
                     shutdown and reboot
                    , but not by a 
                     shutdown and reload
                    .  Uptime: reload The time in seconds since the last reload or reboot. The total amount of time the appliance has been up since the last reload or reboot. Note that a 
                     shutdown and reload
                    resets this counter.  Uptime: reboot The time in seconds that the appliance has been up since the last reboot. The total amount of time in seconds since the last reboot. Note that this counter is reset by a 
                     shutdown and reboot
                    , but not by a 
                     shutdown and reload
                    . Date and Time Date and time information. Date and time information. The  uptime: reload and  uptime: reboot values differ significantly if the system has undergone a reload since the last reboot.  status/date-time-deprecated   Local Time Current local time. The current local time. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page.  Time Zone The name of the current effective time zone. The name of the time zone currently in effect, as set on the Time Settings page.  Time Zone Spec POSIX.1 timezone specification string. The POSIX.1 timezone specification. See time settings for more information.  Uptime: reload The time in seconds since the last reload or reboot. The total amount of time the appliance has been up since the last reload or reboot. Note that a 
                     shutdown and reload
                    resets this counter.  Uptime: reboot The time in seconds that the appliance has been up since the last reboot. The total amount of time in seconds since the last reboot. Note that this counter is reset by a 
                     shutdown and reboot
                    , but not by a 
                     shutdown and reload
                    . Date and Time Date and time information. Date and time information. The  uptime: reload and  uptime: reboot values differ significantly if the system has undergone a reload since the last reboot.  status/debug-actions debug-actions IDG   Session ID Session ID The session identifier uniquely identifes a debug session.  Transaction ID Transaction ID The transaction identifier matches the "tid" that can be found in the system log.  Service name Service name The service name which the debug session is running in.  File location The file to be debugged The file location specifies the stylesheet or script to be debuged.  Remote address Source IP address The remote address shows the source IP address of the transaction that activates the debugger.  In use Debug session status Each debug session can have one connection. The In Use property indicates whether there is an active connection attached to the session.  Remote user The user who is connecting to the debug session. If the session is in use, the Remote User shows the name of the user who is connecting to this session.  User location IP address of the debugging user. If the session is in use, the User Location shows the IP address of the remote user.  Elapsed time Elapsed time in seconds The elapsed time specifies the time in seconds that has elapsed since the debug session started.     Cancel Debug Action Status Debug action status This status provider lists the active debug sessions in the current domain or in all domains.  status/dns-cache-host-obsolete IDG   Host name  IP address    DNS Cached Hosts  deprecated due to indexing problems  status/dns-cache-host-obsolete   Host name Host name cached during a successful DNS lookup The host name that the appliance located on a configured DNS server using a configured DNS search domain.  IP address The numeric address cached during a successful lookup of the host name The numeric IP address corresponding to the given host name.    DNS Cached Hosts List of DNS cache contents. The host name/IP address pairs that are currently stored in the DNS cache. A new entry is stored each time DataPower successfully looks up a host name on a DNS server. The name can be either fully qualified (for example, 
             servername.uk.ibm.com
            ), or a partial host name (for example, 
             servername
            ).  status/dns-cache-host-obsolete   Host name Host name cached during a successful DNS lookup The host name that the appliance located on a configured DNS server using a configured DNS search domain.  IP version IP address version The version of the IP address: ipv4 or ipv6.  IP address The numeric address cached during a successful lookup of the host name The numeric IP address corresponding to the given host name.  TTL Time to live from the DNS server for this host name The time to live that the DNS server provided for the host name.  IP preference Preferred IP address version The preferred IP address version.    DNS Cached Hosts List of DNS cache contents. The host name/IP address pairs that are currently stored in the DNS cache. A new entry is stored each time DataPower successfully looks up a host name on a DNS server. The name can be either fully qualified (for example, 
             servername.uk.ibm.com
            ), or a partial host name (for example, 
             servername
            ).  status/dns-cache-host dns-cache   Host name Host name cached during a successful DNS lookup The host name that the appliance located on a configured DNS server using a configured DNS search domain.  IP version IP address version The version of the IP address: ipv4 or ipv6.  IP address The numeric address cached during a successful lookup of the host name The numeric IP address corresponding to the given host name.  IP preference Preferred IP address version The preferred IP address version.  TTL Time to live from the DNS server for this host name The time to live that the DNS server provided for the host name.    DNS Cached Hosts List of DNS cache contents. The host name/IP address pairs that are currently stored in the DNS cache. A new entry is stored each time DataPower successfully looks up a host name on a DNS server. The name can be either fully qualified (for example, 
             servername.uk.ibm.com
            ), or a partial host name (for example, 
             servername
            ).  status/dns-name-server-obsolete   IP address IP address of the DNS server The numeric IP address for any DNS server that is configured for use on this appliance.  UDP port UDP port of the DNS server The UDP port number of the DNS server. (The default DNS UDP port is 53.) When the load balancing algorithm is first alive, this value is ignored.  TCP port The TCP port of the DNS server The TCP port number of the DNS server. (The default DNS TCP port is also 53.) When the load balancing algorithm is first alive, this value is ignored.  Maximum retries Number of connection retries to DNS target before failure is reported The maximum number of lookup requests that are sent to a given DNS name server before a connection failure is reported. However, if the load balancing algorithm is first alive, the individual host uses the top-level retry setting from DNS settings. DNS Servers A list of configured and acquired name servers.  status/dns-name-server name-servers   Search order index Index of the search order. The name servers will be searched for in the specified order.  IP address IP address of the DNS server The numeric IP address for any DNS server that is configured for use on this appliance.  UDP port UDP port of the DNS server The UDP port number of the DNS server. (The default DNS UDP port is 53.) When the load balancing algorithm is first alive, this value is ignored.  TCP port The TCP port of the DNS server The TCP port number of the DNS server. (The default DNS TCP port is also 53.) When the load balancing algorithm is first alive, this value is ignored.  Max retries Number of connection retries to DNS target before failure is reported The maximum number of lookup requests that are sent to a given DNS name server before a connection failure is reported. However, if the load balancing algorithm is first alive, the individual host uses the top-level retry setting from DNS settings. DNS Servers List of configured and acquired name servers. List of configured and acquired name servers.  status/dns-search-domain search-domains   Search domains Configured and acquired domain names A list of configured and acquired domain names. The list is used if a partial host name is submitted to the DNS service. Each domain name is appended to the partial host name, and a DNS host name lookup is attempted for the 
                     host.domain
                    pair until a name lookup succeeds or until the list is exhausted. DNS Search Domains List of configured and acquired search domains.  status/dns-static-host static-hosts   Host name Configured DNS host name or host alias The host name that represents a DNS static host or a host alias.  IP address The corresponding IP address The IP address that corresponds to the given host name.  Type Type of host entry The type of configured host entry. DNS Static Hosts A list of configured static hosts. A list of configured static hosts.  status/document-cache document-cache-status IDG   Manager The name of the XML manager that cached the document. The name of the XML manager that cached the document. Any single XML manager may be used by many services.  Max count The maximum number of documents allowed in the cache. The maximum number of documents allowed in the cache. When this number is reached, the oldest document is replaced with any new document.  Used count The number of documents in the cache. The number of documents in the cache.  Max size The maximum size in bytes of the cache. The maximum size in bytes of the cache.  Used size The number of bytes used in the cache. The number of bytes used in the cache.  Max size The maximum size in kibibytes of the cache. kibibytes The maximum size in kibibytes of the cache.  Used size The number of kibibytes used in the cache. kibibytes The number of kibibytes used in the cache.  Expired count The number of expired documents in the cache. The number of expired documents in the cache.     Flush Document Cache Processed documents cached by the device. A report of the processed documents cached by the device. Document caching improves execution times.  status/document-cache-global document-cache-status-global IDG   Domain The name of the domain. The name of the domain.  manager The name of the XML Manager that cached the document. The name of the XML Manager that cached the document. Any single XML Manager may be used by many services.  max count The maximum number of documents allowed in the cache. The maximum number of documents allowed in the cache. When this number is reached, the oldest document is replaced with any new document.  used count The number of documents in the cache. The number of documents in the cache.  max size The maximum size in kibibytes of the cache. kibibytes The maximum size in kibibytes of the cache.  used size The number of kibibytes used in the cache. kibibytes The number of kibibytes used in the cache. Global Document Cache Processed documents cached by the device. A report of the processed documents cached by the device. Document caching improves execution times.  status/document-status-obsolete IDG   Manager The name of the XML manager that cached the document. The name of the XML manager that cached the document. XML managers may be used by multiple services.  URL Location of the cached document. Location of the cached document.  Expiry Date and time at which this document will expire from the cache. Date and time at which this document will expire from the cache. Document Status Displays status information about documents in the document cache. Displays status information about documents in the document cache.  status/document-status document-status IDG   XML manager Name of XML manager The name of the XML manager managing the document.  Identifier Unique document identifier A unique identifier assigned to the document.  URL URL of original document The URL used to obtain the document.  Expiry The expiration time of the document. The time at which the document will expire from the cache.  Cache key The unique key used to lookup the document. The unique key used to lookup the document.  ETag Value of the ETag HTTP response header. The value of the ETag HTTP response header. This value is the unique identifier for a specific version of a document.      Flush Document Status Displays status information about documents in the document cache. Displays status information about documents in the document cache.  status/chkpoints chkpoints IDG   Date The date on which the configuration checkpoint was saved. The date on which this configuration checkpoint was saved.  Time The time at which the configuration checkpoint was saved. The time at which this configuration checkpoint was saved.  Checkpoint name The name given to this configuration checkpoint. The name of this configuration checkpoint.     Rollback    Remove Configuration Checkpoints Shows saved configuration checkpoints. A configuration checkpoint contains configuration data from a specific point in time. You can use configuration checkpoints to return to the configuration that was in place at the time that the checkpoint was created. Each checkpoint is uniquely identified by its name, date and time. The checkpoints are stored in the 
             chkpoints:
            directory.  status/memory-domains-deprecated IDG   Domain Domain name The name of the domain.  Services Current Current total memory usage by services. kilobytes Current total memory being used by all services of this domain.  Services 1 min Peak memory usage by services over the previous minute. kilobytes The peak memory usage by services of this domain over the previous minute.  Services 1 min - 5 min Peak memory usage by services in the interval between 1 and 5 minutes ago. kilobytes The peak memory usage by services of this domain in the interval between 1 and 5 minutes ago.  Services 5 min - 10 min Peak memory usage by services in the interval between 5 and 10 minutes ago. kilobytes The peak memory usage by services of this domain in the interval between 5 and 10 minutes ago.  Services 10 min - 1 hour Peak memory usage by services in the interval between 10 minutes and 1 hour ago. kilobytes The peak memory usage by services of this domain in the interval between 10 minutes and 1 hour ago.  Services 1 hour - 12 hours Peak memory usage by services in the interval between 1 and 12 hours ago. kilobytes The peak memory usage by services of this domain in the interval between 1 and 12 hours ago.  Services 12 hours - 1 day Peak memory usage by services in the interval between 12 hours and 1 day ago. kilobytes The peak memory usage by services of this domain in the interval between 12 hours and 1 day ago.  Services lifetime Peak memory usage by services. kilobytes The peak memory usage by services of this domain over its lifetime.  Document caches Memory usage by document caches. kilobytes Total memory usage by all document caches in this domain.  Stylesheet caches Memory usage by stylesheet caches. kilobytes Total memory usage by all stylesheet caches in this domain. Domains Memory Usage (deprecated - use DomainsMemoryStatus2) Details of memory usage by domain objects. Details of memory usage by services and caches for a specific domain.  status/memory-domains domains-memory IDG   Domain Domain name The name of the domain.  Services current Current total memory usage by services. megabytes Current total memory being used by all services of this domain.  Services 1 min Peak memory usage by services over the previous minute. megabytes The peak memory usage by services of this domain over the previous minute.  Services 1 min - 5 min Peak memory usage by services in the interval between 1 and 5 minutes ago. megabytes The peak memory usage by services of this domain in the interval between 1 and 5 minutes ago.  Services 5 min - 10 min Peak memory usage by services in the interval between 5 and 10 minutes ago. megabytes The peak memory usage by services of this domain in the interval between 5 and 10 minutes ago.  Services 10 min - 1 hour Peak memory usage by services in the interval between 10 minutes and 1 hour ago. megabytes The peak memory usage by services of this domain in the interval between 10 minutes and 1 hour ago.  Services 1 hour - 12 hours Peak memory usage by services in the interval between 1 and 12 hours ago. megabytes The peak memory usage by services of this domain in the interval between 1 and 12 hours ago.  Services 12 hours - 1 day Peak memory usage by services in the interval between 12 hours and 1 day ago. megabytes The peak memory usage by services of this domain in the interval between 12 hours and 1 day ago.  Services lifetime Peak memory usage by services. megabytes The peak memory usage by services of this domain over its lifetime.  Document caches Memory usage by document caches. kilobytes Total memory usage by all document caches in this domain.  Stylesheet caches Memory usage by stylesheet caches. kilobytes Total memory usage by all stylesheet caches in this domain. Domains Memory Usage Details of memory usage by domain objects. Details of memory usage by services and caches for a specific domain.  status/domain-status domains   Domain The name of the domain. The name of the domain.  Needs save Indicates whether the domain contains unsaved changes. Indicates whether the domain contains unsaved changes.  File capture Indicates whether the XML File Capture utility is enabled. Indicates whether the XML File Capture utility is enabled. This utility can only be enabled in the default domain.  Debug log Indicates whether the domain is using the debug logging level. Indicates whether the domain is employing debug logging level. At this level many messages are written to the log, which impacts performance.  Probe enabled Indicates whether a service in the domain has the probe enabled. Indicates whether a service in the domain has the probe enabled.  Diagnostics Indicates whether diagnostic tracing is enabled. Indicates whether diagnostic tracing is enabled. Note that diagnostic tracing applies to all domains.  Command Lists commands currently running on the domain. Provides a list of commands that are currently running on the domain. Use this column to confirm whether long-running commands have completed. Possible values are: 
                       no value
                        - there are no commands running on the domain. no domain - an Application Domain object is being deleted. restart domain - the domain is being restored to a state defined in a saved configuration file. reset domain - objects in the domain configuration are being deleted. write memswitch - the configuration is being saved. import-execute - importing an Import Package object. exec - a configuration script is running. domain - the domain is being created. backup - an archive of configuration data is being generated. save chkpoint - a checkpoint configuration file is being generated. test schema - an XML file is being tested against a schema. umount - a file system is being unmounted. configuring - the domain is being configured. secure-backup - the domain is being securely backed up. secure-restore - the domain is being restored from a secure backup.  Quiesce state Indicates the quiesce state of the domain. Indicates the quiesce state of the domain. Individually quiesced services within a domain are not reported here. Possible values are: 
                       Quiesce not in progress - this is the default status if the system is not quiesced. This will also be the status if individual services within the domain have been quiesced but the domain has not been quiesced.  Stopping new connections - the domain is being quiesced. Note that this state is only briefly active.  Waiting for persistent connections to complete - the domain is waiting for existing connections to complete before entering the 
                         Quiesced
                        state. Note that a timeout value is associated with the quiesce domain request. If the timeout value is reached before the existing connections complete then the domain will be forced into the 
                         Quiesced
                        state.  Waiting for services to stop The domain is waiting for all the services and protocols to reach an operational state of 
                         down
                        .  Quiesced - the domain is quiesced. The operational states of the domain and its services are 
                         down
                        . If the entire device is quiesced: all domains are in the 
                         Quiesced
                        state, all non-default domains have an operational state of 
                         down
                        , and new services in all non-default domains will not accept requests.  Unquiesce started - the domain has begun to start up from a quiesced state.  Unquiesce done - the domain is up and running after being quiesced. After a brief time this state will change to 
                         Quiesce not in progress
                        .  Error - there has been an error. Report this error to IBM support.  Unknown quiesce state - An internal has occurred, report this to IBM support.  Interface state Indicates the state of the networking interfaces of the appliance. Indicates the state of the networking interfaces of the appliance which affects all domains. Connections to only management interfaces is permitted when networking has an invalid configuration. Any values that indicate errors are present means the appliance is in this state and the value gives an indication as to which networking objects require attention. Possible values are:  Failsafe mode Indicates the failsafe startup mode of the appliance. Indicates the failsafe startup mode of the appliance. Failsafe modes are entered after the appliance unexpectedly restarts one or more times. Until you correct the problem, the appliance cannot accept and process client requests. Contact IBM support. Possible values are: Domain Status Information about the status of the domain. Information about the status of the domain. The data includes whether there are unsaved changes and whether any debugging option has been enabled.   domain-quiesce-status IDG   Name The name of the domain The name of the domain  Quiesce state The quiesce state of the domain The quiesce state of the domain Domain Summary Domain summary  status/qm dynamic-mqqm MQ   Queue manager Name of the dynamic IBM MQ queue manager Name of the dynamic IBM MQ queue manager.  Established connections Number of connections established Number of connections established.  Received messages Number of messages received by this queue manager Number of messages received by this queue manager.  Sent messages Number of messages sent by this queue manager Number of messages sent by this queue manager.  Received faults Number of errors detected by this queue manager during receive operations Number of errors detected by this queue manager during receive operations.  Sent faults Number of errors detected by this queue manager during send operations Number of errors detected by this queue manager during send operations. Dynamic IBM MQ Queue Manager Status Message statistics for dynamic IBM MQ queue managers Message statistics for dynamic IBM MQ queue managers.  status/dynamic-tibco-ems dynamic-tibco-ems Tibco-EMS   Queue manager Name of the TIBCO EMS server object Name of the TIBCO EMS server object.  Received messages Number of messages received by this server Number of messages received by this server.  Sent messages Number of messages sent by this server Number of messages sent by this server.  Received faults Number of errors detected by this server during receive operations Number of errors detected by this server during receive operations.  Sent faults Number of errors detected by this server during send operations Number of errors detected by this server during send operations. Dynamic TIBCO EMS Status Status of the Dynamic TIBCO Enterprise Message Service Status of the Dynamic TIBCO Enterprise Message Service.   source-ebms2-quiesce-status B2B   Name The name of the EBMS2 source protocol handler The name of the EBMS2 source protocol handler  Quiesce state The quiesce state of the EBMS2 source protocol handler The quiesce state of the EBMS2 source protocol handler EBMS2 Source Protocol Handler Summary EBMS2 source protocol handler summary   source-ebms3-quiesce-status B2B   Name The name of the EBMS3 source protocol handler The name of the EBMS3 source protocol handler  Quiesce state The quiesce state of the EBMS3 source protocol handler The quiesce state of the EBMS3 source protocol handler EBMS3 Source Protocol Handler Summary EBMS3 source protocol handler summary  status/sensors-fans sensors-fans  90051U 90052U 9006 9007   Fan ID The identification for the fan.  Speed RPM The speed of the fan in revolutions per minute (RPM).  Minimum The minimum allowable fan speed. The lowest allowable reading of the fan speed sensor.  Status Status of the current fan speed reading. An indicator of whether the current fan speed is OK or the fan speed is below the lower critical threshold. If the status is not OK, replace the fan (if replacing the fan is applicable on the machine type of the appliance); otherwise, replace the appliance.  Maximum The maximum allowable fan speed. The highest allowable reading of the fan speed sensor. If the maximum speed for a fan does not exist, no value is displayed. Fan Sensors System fan speeds Sensors that read fan speeds, from the fans in the appliance.  status/environment-obsolete RealHardware   Ambient temperature C  CPU 1 temperature C  CPU 2 temperature C  CPU 1 fan speed RPM  CPU 2 fan speed RPM  Chassis fan 1 speed RPM  Chassis fan 2 speed RPM  Chassis fan 3 speed RPM  Intrusion detected  3.3 Voltage V  5 Voltage V  12 Voltage V  Power supply status  Battery installation date  Check intrusion detection Environmental Sensors Temps, speeds, etc Obsolete status provider for temperatures, fan speeds, and other environmental measurements. It only reads the sensors of the older platforms, and is not updated. See EnvironmentalSensors2Table.  status/ethernet-counters ethernet-counters RealHardware   1 2147483647 ifIndex The SNMP ifIndex The value of the SNMP ifIndex column in the ifTable for this interface.  Name The interface name The configuration name of this interface.  Received unicast packets Received unicast packets packets The number of unicast packets received on this interface.  Received multicast packets Received multicast packets packets The number of multicast packets received on this interface.  Received broadcast packets Received broadcast packets packets The number of broadcast packets received on this interface.  Transmitted unicast packets Transmitted unicast packets packets The number of unicast packets transmitted on this interface.  Transmitted multicast packets Transmitted multicast packets packets The number of multicast packets transmitted on this interface.  Transmitted broadcast packets Transmitted broadcast packets packets The number of broadcast packets transmitted on this interface.  Received octets Received octets bytes The number of bytes received on this interface at the MAC level.  Transmitted octets Transmitted octets bytes The number of bytes transmitted on this interface at the MAC level.  Receive errors Receive errors The total number of receive errors on this interface.  Transmit errors Transmit errors The total number of transmit errors on this interface.  Transmit discards Transmit discards The number of packets not transmitted for flow control reasons.  Receive alignment errors Receive alignment errors The number of packets received on this interface that were not an integral number of bytes in length.  Receive checksum errors Receive checksum errors The number of packets received on this interface with an invalid Frame Check Sequence (checksum). This does not include FCS errors on packets that were too long or too short.  Transmitted with single collsion Transmitted with single collsion The number of packets sucessfully transmitted on this interface after a single collision. This can only happen when the interface is running in Half-Duplex mode.  Transmitted with multiple collsions Transmitted with multiple collsions The number of packets sucessfully transmitted on this interface after multiple collisions, but less than 16 collisions. This can only happen when the interface is running in Half-Duplex mode.  Transmit SQE test errors Transmit SQE test errors The number of times that an SQE test error was encountered. This only can happen when the link is operating in 10BASE-T Half-Duplex.  Deferred transmissions Deferred transmissions The number of frames for which the first transmission attempt was deferred because the medium was busy. This can only happen when the interface is running in Half-Duplex mode.  Late collisions Late collisions The number of times that a collision was detected later than one slot time after the transmission of a packet. This can only happen when the interface is running in Half-Duplex mode.  Excessive collisions Excessive collisions The number of times that transmission of a packet failed because it encountered sixteen collisions in a row. This can only happen when the interface is running in Half-Duplex mode.  Internal MAC transmit errors Internal MAC transmit errors The number of times that transmission of packets failed due to errors inside the MAC layer of the Ethernet interface. These may be due to temporary resource limitations.  Carrier sense errors Carrier sense errors The number transmitted packets during which there were failures of carrier sense. This can only happen when the interface is running in Half-Duplex mode.  Received frame too shorts Received frame too shorts The number of received packets that were shorter than 64 bytes. This can be the result of a collision. Such packages are also known as runts.  Received frame too longs Received frame too longs The number of received packets that were longer than the configured MTU. This can be the result of a collision, as well as due to incompatible configuration.  Internal MAC receive errors Internal MAC receive errors The number of times that reception of packets failed due to errors inside the MAC layer of the Ethernet interface. These may be due to temporary resource limitations.  Received pause frames Received pause frames The number of pause frames received.  Transmitted pause frames Transmitted pause frames The number of pause frames transmitted. Ethernet Counters Statistics for each Ethernet device on the system. This table provides the detailed statistics available for each Ethernet device on the system. Note that different interfaces on different models keep different statistics, so some entries in this table may have no value.  status/interface-obsolete IDG   Interface Name of the Ethernet interface The name of the Ethernet interface.  IP address IP address for the interface The IP address for the interface.  MAC address Physical address of the interface The working physical address of the Ethernet interface. The default value is programmed in the Ethernet hardware. Interfaces configured for standby mode use a configured physical address.  Status Current link state of the interface The current link state of the interface.  Negotiate Current negotiation status The current Ethernet negotiation status of the interface.  Mode Ethernet port operational mode The actual fixed, configured, or negotiated Ethernet PHY mode of the interface. The value includes the speed and the duplex mode.  MTU Current Maximum Transmission Unit The current Maximum Transmission Unit (MTU) for the interface.  RX kbytes Kilobytes of traffic received The number of kilobytes of traffic that the interface received. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  RX packets Number of packets received The number of packets that the interface received. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  RX errors Number of errors encountered during reception The number of errors that the interface encountered during reception. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  RX drops Number of received packets dropped The number of received packets that the interface dropped. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  TX kbytes Kilobytes of traffic transmitted The number of kilobytes of traffic that the interface transmitted. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  TX packets Number of packets transmitted The number of packets that the interface transmitted. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  TX errors Number of transmission errors The number of errors that the interface encountered during transmission. When read via SNMP, Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  TX drops Number of packets dropped during transmission The number of packets that the interface dropped during transmission. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  Collisions Number of collisions encountered The number of collisions on the interface. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  RX bytes Bytes of traffic received The number of bytes of traffic that the interface received.  RX packets Number of packets received The number of packets that the interface received.  RX errors Number of errors encountered during reception The number of errors that the interface encountered during reception.  RX drops Number of received packets dropped The number of received packets that the interface dropped.  TX bytes Bytes of traffic transmitted The number of bytes of traffic that the interface transmitted.  TX packets Number of packets transmitted The number of packets that the interface transmitted.  TX errors Number of transmission errors The number of errors that the interface encountered during transmission.  TX drops Number of packets dropped during transmission The number of packets that the interface dropped during transmission.  Collisions Number of collisions encountered The number of collisions on the interface.  Flow control negotiate Status of Ethernet flow control autonegotiation Specifies whether IEEE 802.3x Ethernet PAUSE frame autonegotiation been performed on this interface.  Flow control Status of Ethernet flow control Status of IEEE 802.3x Ethernet flow control using PAUSE frames, as configured or auto-negotiated on this interface. Ethernet Interfaces Status of all Ethernet network interfaces on the appliance. This table provides the status of all Ethernet network interfaces on the appliance.  status/ethernet-mau ethernet-mau RealHardware   1 2147483647 ifIndex The SNMP ifIndex The value of the SNMP ifIndex column in the ifTable for this interface.  Name The interface name The configuration name of this interface.  1 32 MAU index The index of this MAU on this Ethernet interface The index of this particular MAU on this Ethernet interface.  Link status Current MAU link status The current MAU link status.  Jabber Current MAU jabber state The current MAU jabber error state.  Remote auto-negotiation Remote end auto-negotiation support Does the remote end support auto-negotiation. Will be notDetected if no FLP bursts received.  Auto-negotiation status Current status of auto-negotiation The current status of the auto-negotiation process.  Capabilities The capabilities of this Ethernet MAU The capabilities of this Ethernet MAU.  Capabilities advertised The capabilities of this Ethernet MAU advertised in auto-negotiation The capabilities of this Ethernet MAU being advertised in auto-negotiation.  Link partner capabilities The capabilities this Ethernet MAU received in auto-negotiation The capabilities of the peer Ethernet MAU received by auto-negotiation.  Advertising remote fault Local fault causing advertising of remote fault Whether a local fault is causing advertising of remote fault to peer.  Receiving remote fault Remote fault causing reception of remote fault Whether a remote fault is causing reception of remote fault from peer. Ethernet MAU This table provides the device-specific status of Ethernet MAUs on the system. This table provides the device-specific status of Ethernet MAUs on the system. Note that some interfaces do not support this feature.  status/ethernet-mii-registers ethernet-mii-registers RealHardware   1 2147483647 ifIndex The SNMP ifIndex The value of the SNMP ifIndex column in the ifTable for this interface.  Name The interface name The configuration name of this interface.  1 32 MAU index The index of this MAU on this Ethernet interface The index of this particular MAU on this Ethernet interface.  Control register Value of MII control register The current read value of the MII control register on this MAU.  Status register Value of MII status register The current read value of the MII status register on this MAU.  PHY identifier high register Value of PHY identifier high register The current read value of the MII PHY identifier high register on this MAU.  PHY identifier low register Value of PHY identifier low register The current read value of the MII PHY identifier low register on this MAU.  Auto-negotiation advertisement register Value of MII auto-negotiation advertisement register The current read value of the MII auto-negotiation advertisement register on this MAU.  Auto-negotiation link partner base page ability register Value of MII auto-negotiation link partner base page ability register The current read value of the MII auto-negotiation link partner base page ability register on this MAU.  Auto-negotiation expansion register Value of MII auto-negotiation expansion register The current read value of the MII auto-negotiation expansion register on this MAU.  Auto-negotiation next page transmit register Value of MII auto-negotiation next page transmit register The current read value of the MII auto-negotiation next page transmit register on this MAU.  Auto-negotiation link partner received next page register Value of MII auto-negotiation link partner received next page register The current read value of the MII auto-negotiation link partner received next page register on this MAU.  Master slave control register register Value of MII master slave control register register The current read value of the MII master slave control register register on this MAU.  Master slave status register register Value of MII master slave status register register The current read value of the MII master slave status register register on this MAU.  PSE control register Value of MII PSE control register The current read value of the MII PSE control register on this MAU.  PSE status register Value of MII PSE status register The current read value of the MII PSE status register on this MAU.  MMD access control register Value of MII MMD access control register The current read value of the MII MMD access control register on this MAU.  MMD access address data register Value of MII MMD access address data register The current read value of the MII MMD access address data register on this MAU.  Extended status register Value of MII extended status register The current read value of the MII extended status register on this MAU.  Vendor register 16 Value of MII vendor register 16 The current read value of the MII vendor register 16 on this MAU.  Vendor register 17 Value of MII vendor register 17 The current read value of the MII vendor register 17 on this MAU.  Vendor register 18 Value of MII vendor register 18 The current read value of the MII vendor register 18 on this MAU.  Vendor register 19 Value of MII vendor register 19 The current read value of the MII vendor register 19 on this MAU.  Vendor register 20 Value of MII vendor register 20 The current read value of the MII vendor register 20 on this MAU.  Vendor register 21 Value of MII vendor register 21 The current read value of the MII vendor register 21 on this MAU.  Vendor register 22 Value of MII vendor register 22 The current read value of the MII vendor register 22 on this MAU.  Vendor register 23 Value of MII vendor register 23 The current read value of the MII vendor register 23 on this MAU.  Vendor register 24 Value of MII vendor register 24 The current read value of the MII vendor register 24 on this MAU.  Vendor register 25 Value of MII vendor register 25 The current read value of the MII vendor register 25 on this MAU.  Vendor register 26 Value of MII vendor register 26 The current read value of the MII vendor register 26 on this MAU.  Vendor register 27 Value of MII vendor register 27 The current read value of the MII vendor register 27 on this MAU.  Vendor register 28 Value of MII vendor register 28 The current read value of the MII vendor register 28 on this MAU.  Vendor register 29 Value of MII vendor register 29 The current read value of the MII vendor register 29 on this MAU.  Vendor register 30 Value of MII vendor register 30 The current read value of the MII vendor register 30 on this MAU.  Vendor register 31 Value of MII vendor register 31 The current read value of the MII vendor register 31 on this MAU. Ethernet MII Registers The MII registers of all Ethernet MAUs on the system having access to the MII registers. This table provides the MII registers of all Ethernet MAUs on the system having access to the MII registers. Note that some interfaces provide data only for a subset of the registers and some interfaces don't provide any register data at all.  status/failure-notification-obsolete   Date created Date and time the error report was created Date and time the error report was created.  Reason Event that triggered the creation of this error report Date and time the error report was created.  Upload status Upload attempted success or failure status Date and time the error report was created.  Location Location the error report was written to Date and time the error report was created. Failure Notification Failure notification history. Deprecated due to indexing problems  status/failure-notification failure-notification-status   Date created Date and time the error report was created Date and time the error report was created, in the format of YYYYMMDDHHMMSSMILTMZ where MIL is millisecond and TMZ is timezone.  Reason Event that triggered the creation of this error report Event that triggered the creation of this error report.  Upload status Upload attempted success or failure status Upload attempted success or failure status.  Location Location the error report was written to Location the error report was written to. Failure Notification Status Failure notification history Failure notification maintains a history of recently generated error reports. The number of entries maintained depends on the configuration of report history kept under failure notification. Status is only available when upload report option is enabled.  status/fibre-channel-luns fibre-channel-luns FibreChannel   LUID Unique LUN ID. Unique ID of a SAN LUN.  HBA Host Bus Adapter instance. Host Bus Adapter instance.  SCSI LUN Logical unit number. Logical unit number assigned by the operating system to the logical unit.  WWPN World-wide port number of the target. World-wide name of the target port to be queried for information about the logical unit. Discovered fibre channel LUNs List of discovered fibre channel LUNs. List of discovered fibre channel LUNs.  status/fibre-channel-volume-status fibre-channel-volume-status FibreChannel   Volume Fibre Channel volume name. Name of the Fibre Channel volume.  LUID LUN ID of the volume. Unique LUN ID used by the volume.  OpStatus Operational state of the volume object. Operational state of the volume object.  Link Status Link status for the volume. Status of the link to the Fibre Channel volume. Fibre Channel Volumes Show the status of Fibre Channel volumes. Show the status of Fibre Channel volumes.  status/file-poller file-poller IDG   Type The type of file poller The type of file poller.  Name The name of the file poller The name of the file poller.  Directory to poll The directory to poll The directory on the remote server to poll.  Number of polls The number of times the target directory was polled The number of times that the file handler polled the target directory.  Average transactions per poll The average number of transactions that the poll sequence started The average number of transactions that the poll sequence started.  Seized files Number of transactions started by another poller but finished by this one The number of transactions that another poller started but this poller finished.  Polls without transactions The number of poll sequences that yielded no transactions The number of poll sequences that yielded no transactions. File Poller Status File poller status Status of all file pollers.  status/filessystem filesystem   Free encrypted space Free, or unused and available, encrypted storage space on the device. Mbytes Free, or unused and available, encrypted storage space on the device. All files placed in encrypted storage are automatically encrypted for security by the device.  Total encrypted space Total encrypted storage space on the device. Mbytes Total encrypted storage space on the device (the maximum capacity). All files placed in encrypted storage are automatically encrypted for security by the device.  Free unencrypted space Free, or unused and available, unencrypted storage space on the device. Mbytes Free, or unused and available, unencrypted storage space on the device. All files placed in unencrypted storage are not encrypted for security by the device.  Total unencrypted space Total unencrypted storage space on the device. Mbytes Total unencrypted storage space on the device. All files placed in unencrypted storage are not encrypted for security by the device.  Free temporary space Free, or unused and available, temporary storage space on the device. Mbytes Free, or unused and available, temporary storage space on the device. The device uses temporary storage for processing, logging and debugging.  Total temporary space Total temporary storage space on the device. Mbytes Total temporary storage space on the device. The device uses temporary storage for processing, logging and debugging.  Free internal space Free, or unused and available, internal storage space on the device. Mbytes Free, or unused and available, internal storage space on the device. The device uses internal storage for import, export, firmware upgrades and debug captures.  Total internal space Total internal storage space on the device. Mbytes Total internal storage space on the device. The device uses internal storage for import, export, firmware upgrades and debug captures. Filesystem Information A report of the current usage of storage capacity on the device.  status/firmware-deprecated   Install The type of the firmware installation type The type of the firmware installation type. Can be primary or secondary. The secondary firmware image is used when rolling back the firmware.  Version The version of this firmware image The version of this firmware image.  Build The specific build of this firmware image The specific build of this firmware image.  Build date Date of the firmware build Date of the firmware build.  Install date Date that this firmware was installed Date that this firmware was installed.  Restart count Number of times this firmware images has been restarted The number of times the firmware image was restarted through an appliance reboot or a firmware reload. The count is from the initial firmware load on the appliance till the current time. The count is independent of firmware version. Firmware Information Information about current firmware installations Information about the current firmware installations.  status/firmware firmware   Install The type of the firmware installation type The type of the firmware installation type. Can be primary or secondary. The secondary firmware image is used when rolling back the firmware.  Version The version of this firmware image The version of this firmware image.  Build The specific build of this firmware image The specific build of this firmware image.  Build date Date of the firmware build Date of the firmware build.  Delivery type Delivery type of the firmware. Indicates the delivery type.  Install date Date that this firmware was installed Date that this firmware was installed.  Restart count Number of times this firmware images has been restarted The number of times the firmware image was restarted through an appliance reboot or a firmware reload. The count is from the initial firmware load on the appliance till the current time. The count is independent of firmware version. Firmware Information Information about current firmware installations Information about the current firmware installations.  status/firmware-version-deprecated IDG   Serial The serial number of the appliance. The serial number of the appliance. This number is unique to each appliance.  Version The version of the firmware. The version of the firmware.  Level The level of the firmware. The level of the firmware.  Build The build number of the firmware. The build number of the firmware.  Build date The date of the build. The date on which the firmware was built.  Watchdog build The build number of the system health monitor. The build number of the system health monitor.  Installed DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  Running DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  XML accelerator The type of XML accelerator. The type of XML accelerator.  Machine type Machine type of the appliance. The IBM machine type of the appliance.  Model type Model type of the appliance. The IBM model type of the appliance.  Tenant name Name of DP tenant. The name of DP tenant, '--' for drouter-0 (a.k.a. "landlord"). Version Information (deprecated - use FirmwareVersion2) Firmware version and components as well as machine and model types. This provider lists the version of the firmware and its components as well as the machine and model type for the appliance. You will need this information to report problems.  status/firmware-version-deprecated   Serial The serial number of the appliance. The serial number of the appliance. This number is unique to each appliance.  Version The version of the firmware. The version of the firmware.  Level The level of the firmware. The level of the firmware.  Build The build number of the firmware. The build number of the firmware.  Build date The date of the build. The date on which the firmware was built.  Watchdog build The build number of the system health monitor. The build number of the system health monitor.  Installed DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  Running DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  XML accelerator The type of XML accelerator. The type of XML accelerator.  Machine type Machine type of the appliance. The IBM machine type of the appliance.  Model type Model type of the appliance. The IBM model type of the appliance.  Tenant name Name of DP tenant. The name of DP tenant, '--' for drouter-0 (a.k.a. "landlord"). Version Information (deprecated - use FirmwareVersion3) Firmware version and components as well as machine and model types. This provider lists the version of the firmware and its components as well as the machine and model type for the appliance. You will need this information to report problems.  status/firmware-version firmware-version   Serial The serial number of the appliance. The serial number of the appliance. This number is unique to each appliance.  Version The version of the firmware. The version of the firmware.  Level The level of the firmware. The level of the firmware.  Build The build number of the firmware. The build number of the firmware.  Build date The date of the build. The date on which the firmware was built.  Delivery type Delivery type of the firmware. Indicates the delivery type.  Watchdog build The build number of the system health monitor. The build number of the system health monitor.  Installed DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  Running DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  XML accelerator The type of XML accelerator. The type of XML accelerator.  Machine type Machine type of the appliance. The IBM machine type of the appliance.  Model type Model type of the appliance. The IBM model type of the appliance.  Tenant name Name of DP tenant. The name of DP tenant, '--' for drouter-0 (a.k.a. "landlord"). Version Information Firmware version and components as well as machine and model types. This provider lists the version of the firmware and its components as well as the machine and model type for the appliance. You will need this information to report problems.   source-ftp-poller-quiesce-status   Name The name of the FTP file poller source protocol handler The name of the FTP file poller source protocol handler  Quiesce state The quiesce state of the HTTP source protocol handler The quiesce state of the HTTP source protocol handler FTP File Poller Source Protocol Handler Summary FTP file poller source protocol handler summary FTP file poller source protocol handler summary   source-ftp-server-quiesce-status   Name The name of the FTP server source protocol handler The name of the FTP server source protocol handler  Quiesce state The quiesce state of the FTP server source protocol handler The quiesce state of the FTP server source protocol handler FTP Server Source Protocol Handler Summary FTP server source protocol handler summary FTP server source protocol handler summary  status/gateway-peering-cache-status gateway-peering-cache-status IDG   Gateway Peering Name of the gateway peering instance The name of the gateway peering instance that the cache belongs to.  Component Component that represents the cache data  The component that represents the cache data for the gateway peering instance.  When 
                             API-Rate-Limit
                            , the 
                             preflow
                            data during the processing of the API rate limit action. When 
                             Assembly-Rate-Limit
                            , the 
                             assembly
                            data during the processing of the assembly rate limit action. When 
                             Subscription
                            , the data is for subscribers.  Entries Number of entries in the cache The number of entries in the cache for the gateway peering instance. Gateway Peering Cache Status Information about the cache for gateway peering instances Displays status information about the cache for gateway peering instances.  status/gateway-peering-cluster gateway-peering-cluster-status IDG   Address Member IP address The IP address that identifies the member in a cluster group.  Primary Primary Whether this member is primary in the peer group.  Link status Link healthiness Healthiness of the network connection from this member to the primary.  Node ID Node ID The ID for the node.  Secondary list Secondary list List of the secondary nodes for the specific address when the address is primary.  Slots Slots Display the slots information for the node.  Key count Key count The total number of keys that are stored across all databases.  Bytes per key Bytes per key The ratio between net memory use and the key count. Gateway Peering Cluster Status Gateway peering cluster status Displays the list of cluster members and their individual status.  status/gateway-peering-key-status gateway-peering-key-status IDG   Gateway peering Name of the gateway peering instance The name of the gateway peering instance that the keys belong to.  Component Component that represents the key data  The component that represents the key data in the gateway peering instance.  When 
                             API-Rate-Limit
                            , the 
                             preflow
                            data during the processing of the API rate limit action. When 
                             Assembly-Rate-Limit
                            , the 
                             assembly
                            data during the processing of the assembly rate limit action. When 
                             Assembly-Count-Limit
                            , the 
                             assembly
                            data during the processing of the assembly count limit action. When 
                             GatewayScript-Concurrent
                            , the concurrent transaction data during the processing of GatewayScript rate limiting. When 
                             GatewayScript-Count
                            , the counter data during the processing of GatewayScript rate limiting. When 
                             GatewayScript-Rate
                            , the rate-based data during the processing of GatewayScript rate limiting. When 
                             GatewayScript-TokenBucket
                            , the token bucket data during the processing of GatewayScript rate limiting. When 
                             Subscription
                            , the data is for subscribers.  Keys Number of keys in the gateway peering instance The number of keys in the gateway peering instance. Gateway Peering Key Status Information about the keys in gateway peering instances Displays status information about the keys in gateway peering instances.  status/gateway-peering gateway-peering-status IDG   Address Member IP address The IP address that identifies the member in a peer group.  Configuration name Gateway Peering configuration name The name of the gateway Peering configuration that defines the member.  Pending updates Pending updates Number of outstanding commands on this member.  Replication offset Replication offset  The replication offset of a member will match the offset of the primary when they share the same data replication.  Note: Data is replicated asynchronously as a constant stream of updates, so small deltas are expected between each of the members in the peer group.  Link status Link healthiness Healthiness of the network connection from this member to the primary.  Primary Primary Whether this member is primary in the peer group. Gateway Peering Status Gateway peering status Displays the list of peer members and their individual status.  status/gatewayscript gatewayscript-status IDG   Available run times Available run times Number of available run times, which is total minus in-use.  In-use run times In-use run times Number of in-use run times that are currently processing GatewayScript.  Queued work Queued work Number of pending work items awaiting an available run time.  Runtime failures Runtime failures Number of times that a run time exited due to a fatal error. GatewayScript Runtime Status GatewayScript runtime status Displays the GatewayScript runtime status.  status/gateway-transactions gateway-transactions IDG   Application domain Application domain transaction is in The Application domain that the underlying service configuration object for this transaction is configured in.  Class CLI name of the type of Gateway The name used in the CLI for this class of Gateway (type of object).  Name Object name The name of the service configuration object that this transaction was created from.  Transaction ID Transaction ID The unique Transaction ID of this transaction, as used in logging.  Transaction count Transaction count The count of the number of transactions already completed on this service object.  Start time Start time The time at which the transaction started.  Front URL Front side URL The URL of the front side of the transaction.  Front original URL Front side original URL The original URL of the front side of the transaction.  Front file des Front side file descriptor The file descriptor of the front side TCP socket. Will be -1 if there is none.  Remote addr type Front remote address type The type of address of the remote end of the front-side TCP connection.  Remote address Front remote address The IP address of the remote end of the front-side TCP connection.  Remote port Front remote port The TCP port of the remote end of the front-side TCP connection.  Local addr type Front local address type The type of address of the local end of the front-side TCP connection.  Local address Front local address The IP address of the local end of the front-side TCP connection.  Local port Front local port The TCP port of the local end of the front-side TCP connection.  Back URL Back side URL The URL of the back side of the transaction, if any.  Back file des Back side file descriptor The file descriptor of the back side TCP socket. Will be -1 is there is none.  Result code Result code The current result code of this transaction.  Deferred error Deferred error result code The deferred result code of this transaction.  Major state Major state Proprietary internal major state.  Flags 1 Flags 1 Proprietary flags.  Flags 2 Flags 2 Proprietary flags.  Flags 3 Flags 3 Proprietary flags. Gateway Active Transactions This table provides a list of active transactions. This table provides a list of currently active Gateway transactions. It is primarily for IBM Customer Service use in debugging problems. It is subject to change without advance notice of deprecation. Do not depend on this table.  status/graphql-status graphql-status IDG   API definition API definition The name of the API definition.  Overestimation threshold percentage Overestimation threshold percentage The percentage used to determine the overestimation threshold.  Overestimated field cost Overestimated field cost The number of transaction responses that have a field cost that is less than the field cost threshold of the request.  Overestimated type cost Overestimated type cost The number of transaction responses that have a type cost that is less than the type cost threshold of the request.  Underestimated field cost Underestimated field cost The number of transaction responses that have a field cost that is greater than the field cost threshold of the request.  Underestimated type cost Underestimated type cost The number of transaction responses that have a type cost that is greater than the type cost threshold of the request.  Total number of transactions Total number of transactions The total number of GraphQL transactions for the API.  HTML transaction HTML transaction The number of transactions for GraphQL HTML page.  Standard introspection Standard introspection The number of transactions that were recognized as standard GraphQL introspection.  Custom introspection Custom introspection The number of transactions that were recognized as custom GraphQL introspection.  No introspection No introspection The number of transactions that did not contain introspection fields. GraphQL Status GraphQL status for the appliance Displays the status of GraphQL transactions for the APIs in the domain.  status/hsm-keys hsm-keys HSM   Key handle Handle provided for this key. Handle provided for this key.  Key type Type of key. Type of key.  Key URL URL of the key. URL of the key.  Bit length Bit length used by this key. Bit length used by this key.  Exportable Identifies whether this key can be exported Identifies whether this key can be exported.      Delete HSM Keys List of keys in the HSM. List of keys in the HSM.  status/http-connections http-connections IDG   XML manager The XML manager for the HTTP connection The XML manager for the HTTP connection.  Request 10s Number of requests in the previous 10 seconds Number of requests in the previous 10 seconds.  Request 1m Number of requests in the previous minute Number of requests in the previous minute.  Request 10m Number of requests in the previous 10 minutes Number of requests in the previous 10 minutes.  Request 1hr Number of requests in the previous hour Number of requests in the previous hour.  Request 1day Number of requests in the previous day Number of requests in the previous day.  Reuse 10s Number of reused connections in the previous 10 seconds Number of reused connections in the previous 10 seconds.  Reuse 1m Number of reused connections in the previous minute Number of reused connections in the previous minute.  Reuse 10m Number of reused connections in the previous 10 minutes Number of reused connections in the previous 10 minutes.  Reuse 1hr Number of reused connections in the previous hour Number of reused connections in the previous hour.  Reuse 1day Number of reused connections in the previous day Number of reused connections in the previous day.  Create 10s Number of connections created in the previous 10 seconds Number of connections created in the previous 10 seconds.  Create 1m Number of connections created in the previous minute Number of connections created in the previous minute.  Create 10m Number of connections created in the previous 10 minutes Number of connections created in the previous 10 minutes.  Create 1 hr Number of connections created in the previous hour Number of connections created in the previous hour.  Create 1 day Number of connections created in the previous day Number of connections created in the previous day.  Return 10s Number of returns in the previous 10 seconds Number of returns in the previous 10 seconds.  Return 1m Number of returns in the previous minute Number of returns in the previous minute.  Return 10m Number of returns in the previous 10 minutes Number of returns in the previous 10 minutes.  Return 1hr Number of returns in the previous hour Number of returns in the previous hour.  Return 1day Number of returns in the previous day Number of returns in the previous day.  Offer 10s Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Offer 1m Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Offer 10m Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Offer 1hr Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Offer 1day Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Destroy 10s Number of connections destroyed in the previous 10 seconds Number of connections destroyed in the previous 10 seconds.  Destroy 1m Number of connections destroyed in the previous minute Number of connections destroyed in the previous minute.  Destroy 10m Number of connections destroyed in the previous 10 minutes Number of connections destroyed in the previous 10 minutes.  Destroy 1hr Number of connections destroyed in the previous hour Number of connections destroyed in the previous hour.  Destroy 1day Number of connections destroyed in the previous day Number of connections destroyed in the previous day. HTTP Connection Statistics HTTP connection statistics HTTP connection statistics                          status/http-mean-transaction IDG   Proxy Proxy service name  10 sec Mean over last 10 seconds msec The mean transaction time over the last 10 seconds.  1 min Mean over last minute msec The mean transaction time over the last minute.  10 min Mean over last 10 minutes msec The mean transaction time over the last 10 minutes.  1 hour Mean over last hour msec The mean transaction time over the last hour.  1 day Mean over last day msec The mean transaction time over the last day. Transaction Times Mean transaction times msec Mean transaction times  status/http-mean-transaction2 mean-transaction-time IDG   Service Service name Service name  Proxy Proxy service name Proxy service name  10 sec Mean over last 10 seconds ms The mean transaction time over the last 10 seconds.  1 min Mean over last minute ms The mean transaction time over the last minute.  10 min Mean over last 10 minutes ms The mean transaction time over the last 10 minutes.  1 hour Mean over last hour ms The mean transaction time over the last hour.  1 day Mean over last day ms The mean transaction time over the last day. Transaction Times Mean transaction times ms Mean transaction times   httpserv-quiesce-status   Name The name of the HTTP service The name of the HTTP service  Quiesce state The quiesce state of the HTTP service The quiesce state of the HTTP service HTTP Service Summary HTTP service summary   source-http-quiesce-status   Name The name of the HTTP source protocol handler The name of the HTTP source protocol handler  Quiesce state The quiesce state of the HTTP source protocol handler The quiesce state of the HTTP source protocol handler HTTP Source Protocol Handler Summary HTTP source protocol handler summary HTTP source protocol handler summary   source-https-quiesce-status   Name The name of the HTTPS source protocol handler The name of the HTTPS source protocol handler  Quiesce state The quiesce state of the HTTPS source protocol handler The quiesce state of the HTTPS source protocol handler HTTPS Source Protocol Handler Summary HTTPS source protocol handler summary  status/http-transactions IDG    10 sec tps  1 min tps  10 min tps  1 hour tps  1 day tps Transaction Rate Transaction rate tps Transaction rate  status/http-transactions2 transaction-rate IDG   Service type Service type The type of service.  Service name Service name The name of the service.  10 seconds Transactions per second over the previous 10 seconds tps The transactions per second over the previous 10 seconds.  1 minute Transactions per second over the previous minute tps The transactions per second over the previous minute.  10 minutes Transactions per second over the previous 10 minutes tps The transactions per second over the previous 10 minutes.  1 hour Transactions per second over the previous hour tps The transactions per second over the previous hour.  1 day Transactions per second over the previous day tps The transactions per second over the previous day. Transaction Rate Transaction rates for services Transaction rates for services. The rates are integers that represent the number of transactions per second (tps) over the specified time periods. Because of rounding and the 10 second refresh interval, the status provider displays 0 tps for services although these services processed transactions during that time period. Note that the status provider does not include current transactions.  status/hypervisor Virtual   Edition Virtual appliance edition Shows whether this virtual appliance is Production Edition, Non-Production Edition, or Developers Edition.  Hypervisor Hypervisor hosting this virtual appliance The hypervisor that this virtual appliance is running on. This information is provided by the hypervisor in the DMI information.  Virtual CPU count Virtual CPU count The number of virtual CPUs that are emulated by the hypervisor.  Memory Virtual memory amount Gigabytes The amount of virtual memory that is emulated by the hypervisor.  UUID Virtual appliance UUID The UUID of this virtual appliance that is assigned by the hypervisor. This information is provided by the hypervisor in the DMI information. Hypervisor Information Information about virtual appliance Information about this virtual appliance and the hypervisor that this virtual appliance is running on.  status/hypervisor Virtual   Edition Virtual appliance edition Shows whether this virtual appliance is Production Edition, Non-Production Edition, or Developers Edition.  Hypervisor Hypervisor hosting this virtual appliance The hypervisor that this virtual appliance is running on. This information is provided by the hypervisor in the DMI information.  Virtual CPU count Virtual CPU count The number of virtual CPUs that are emulated by the hypervisor.  Memory Virtual memory amount Gigabytes The amount of virtual memory that is emulated by the hypervisor.  UUID Virtual appliance UUID The UUID of this virtual appliance that is assigned by the hypervisor. This information is provided by the hypervisor in the DMI information. Hypervisor Information Information about virtual appliance Information about this virtual appliance and the hypervisor that this virtual appliance is running on.  status/hypervisor hypervisor Virtual   Edition Virtual appliance edition Shows whether this virtual appliance is Production Edition, Non-Production Edition, or Developers Edition.  Hypervisor Hypervisor hosting this virtual appliance The hypervisor that this virtual appliance is running on. This information is provided by the hypervisor in the DMI information.  Virtual CPU count Virtual CPU count The number of virtual CPUs that are emulated by the hypervisor.  Memory Virtual memory amount Gigabytes The amount of virtual memory that is emulated by the hypervisor.  UUID Virtual appliance UUID The UUID of this virtual appliance that is assigned by the hypervisor. This information is provided by the hypervisor in the DMI information.  CPU cores CPU cores The number of CPU cores. Hypervisor Information Information about virtual appliance Information about this virtual appliance and the hypervisor that this virtual appliance is running on.  status/igmp-table igmp-table   Interface index The index of the local interface associated with the group.  Interface The local interface associated with the group.  Device interface type The type of device interface used for this route. The type of device interface used for this route. Ethernet indicates that it is on the base Ethernet MAC interface. VLAN indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  RefCount Reference count  Group IGMP group IGMP Status This table describes all Internet Group Management Protocol (IGMP) status on the system.   source-imsconnect-quiesce-status IDG  xg45   Name The name of the IMS Connect source protocol handler The name of the IMS Connect source protocol handler  Quiesce state The quiesce state of the IMS Connect source protocol handler The quiesce state of the IMS Connect source protocol handler IMS Connect Source Protocol Handler Summary IMS Connect source protocol handler summary  status/imsconnect imsconnect IMS   IMS Connect IMS Connect object IMS Connect object.  Requests Number of requests sent to IMS Connect The number of requests successfully received and sent to IMS Connect.  Responses Number of responses received from IMS Connect The number of responses received from IMS Connect.  Request errors Number of errors during processing of requests The number of errors during processing of requests.  Response errors Number of errors during processing of responses The number of errors during processing of responses. IMS Connect Status IMS Connect status IMS Connect status.  status/ipaddress ipaddress   Name Interface name in the configuration Indicates the name of the interface in the configuration.  ifIndex SNMP ifIndex. The value of the SNMP ifIndex column in the ifTable for the interface.  IP version Version of IP address Indicates the version of IP Address for the interface.  Prefix length The IP address's prefix length. Indicates the prefix length for the interface. The prefix length represents the configured netmask for the interface.  IP address IP address Indicates the IP address for the interface. IP address status Status of all interfaces on the appliance This table provides status about all interfaces on the appliance.  status/ipmi-sel-events ipmi-sel-events IPMI   Index Index into this table The simple sequential index into this table.  Timestamp Timestamp when event occured Timestamp when this event was written to the SEL in the IPMI BMC.  0 255 Record type Record type The record type in hex of this record.  Sensor type Sensor type The type of sensor that generated this event.  0 255 Sensor number Sensor number The internal IPMI BMC sensor number of the sensor that generated this event.  Sensor name Sensor name The name of the sensor that generated this event.  Event type Event type The type of event transition that the sensor made that caused this event record to be added to the BMC SEL. The presence of a enumeration value does not imply that the enumeration value is used by the product.  Event data 2 Event data 2 Additional data for some event types from the Event Data 2 field of the SEL entry.  Event direction Event direction The direction of the sensor event that caused this event record to be added to the BMC SEL.  Extra Extra information Extra information used for some event types.      IPMI SEL Events This table provides the Intelligent Platform Management Interface (IPMI) System Event Log (SEL) events that the Baseboard Management Controller (BMC) collected. The IPMI events pertain to memory errors, out-of-bound sensors, power cycling, restart failures, and other like events. The contents of this status provider are cryptic. This information is primarily for IBM Support and included in error reports. IBM Support can use this information to determine whether there was a hardware failure.  status/ip-multicast ip-multicast-status IDG   IP Multicast The name of the object being transmitted.  Multicast sender IP address The IP address of the sender (remote peer).  Valid packets received The number of valid packets received at the local peer.  Invalid packets received The number of invalid packets received (for example, duplicate, invalid format, length, signature or, bad encryption) at the local peer.  Packets lost The number of packets detected as lost.  NAKs sent The number of NAK packets sent to the multicast sender.  NAKs received The number of NAK packets received from the multicast sender. IP Multicast Status IP multicast status Counts of traffic exchange through IP multicast  status/iscsi-hba-obsolete iscsi-hba-status iSCSI   HBA Host bus adapter instance. Host bus adapter instance.  Op-state The intended state of the interface. The intended state of the interface.  iSCSI name iSCSI qualified name for this HBA instance. A valid iSCSI name for this HBA instance.  IP address IP address for this HBA instance. IP address for this HBA instance.  Default gateway Default gateway Default IP gateway for this HBA instance.  MAC address MAC address for this HBA. MAC address for this HBA.  Status Link state of the HBA. Link state of the HBA.  DHCP enabled Indicates if DHCP is enabled. Indicates if DHCP is enabled. iSCSI Host Bus Adapter Show status of iSCSI host bus adapter. Show status of iSCSI host bus adapter.  status/iscsi-initiator-obsolete iscsi-initiator-status iSCSI   iSCSI name iSCSI qualified name for this initiator. iSCSI qualified name for this initiator. iSCSI Initiator Status Show status of iSCSI initiator.  status/iscsi-target-obsolete iscsi-target-status iSCSI   Target iSCSI target instance. iSCSI target instance.  Op-state The intended state of the interface  Connection state Connection state for this instance. Connection state for this instance.  Target name iSCSI target name for this instance. iSCSI target name for this instance.  Host address Host address of this target instance. Host address of this target instance.  Port number Port number of this target instance. Port number of this target instance. iSCSI Target Status Show status of iSCSI targets.  status/iscsi-volume-obsolete iscsi-volume-status iSCSI   Volume iSCSI volume instance. iSCSI volume instance.  Op-state The state of the interface  Read only Indicates if the mount is in read-only mode.  Directory Mount point for this volume instance. Mount point for this volume instance.  LUN Logical Unit Number (LUN) LUN for this volume instance. iSCSI Volume Status Show status of iSCSI volumes.  status/kafkacluster kafka-cluster-status IDG   Cluster  Received messages  Sent messages  Received faults  Sent faults Kafka Cluster Status   source-kafka-quiesce-status   Name The name of the Kafka source protocol handler The name of the Kafka source protocol handler  Quiesce state The quiesce state of the Kafka source protocol handler The quiesce state of the Kafka source protocol handler Kafka Source Protocol Handler Summary Kafka source protocol handler summary  status/kerberos-tickets-obsolete IDG   Realm Kerberos realm Kerberos realm  Client principal Kerberos client principal Kerberos client principal  Server principal Kerberos server principal Kerberos server principal  Expiration time Expiration time Expiration time Kerberos Tickets List of cached Kerberos service tickets. List of cached Kerberos service tickets.  status/kerberos-tickets kerberos-tickets IDG   Realm Kerberos realm Identifies the Kerberos realm in the ticket.  Owner principal Kerberos owner principal Identifies the Kerberos principal that owns the ticket.  Client principal Kerberos client principal Identifies the Kerberos client principal in the ticket.  Server principal Kerberos server principal Identifies the Kerberos server principal in the ticket.  Expiration time Expiration time Identifies when the ticket expires.  Ticket flags Kerberos ticket flags Identifies the Kerberos flags in the ticket.        Delete Kerberos Tickets List of cached Kerberos tickets. List of cached Kerberos tickets.  status/ldap-pool-entries ldap-pool-entries IDG   Pool name The name of the LDAP connection pool associated with the XML manager Indicates the name of the LDAP Connection Pool configuration.  State The state of the LDAP client entry Indicates whether the LDAP client currently handles a transaction or not.  Local port The local port used by LDAP client Indicates the local port that the LDAP client uses to connect to the LDAP server.  Times connection reused The number of times that this LDAP client has been reused Indicates the number of times that the appliance reused the LDAP client.  Key The key value entries for this pool Indicates the key 
                      server:port:BindDN
                    combination in the LDAP connection Pool. When the LDAP connection pool works with a load balancing group, the server name in the key is empty. LDAP Connection Pool Entries LDAP connection pool entries for all LDAP connection pools in the domain The LDAP connection pool entries status provider shows the key 
              server:port:BindDN
            combinations for all connections in all LDAP connection pools in the domain.  status/ldap-pool-status ldap-pool-status IDG   Name The name of the LDAP connection pool associated with the XML manager. Indicates name of the LDAP connection pool configuration.  Current size The number of the available LDAP connections in the pool Indicates the total number of LDAP client connections in the connection pool. This value includes in-use and idle connections.  Times maximum size reached The number of times that the maximum pool size is reached Indicates the number of times that the appliance reached the maximum pool size for this pool.  Connections rejected The number of times that a new connection is rejected Indicates the number of times that the appliance rejected an LDAP request.  In-use connections The number of LDAP connections in use in the pool Indicates the number of in-use LDAP connections in the connection pool.  Created connections The total number of LDAP connections Indicates the total number of LDAP connections that the appliance created from the LDAP connection Pool. LDAP Connection Pool Status LDAP connection pool status for this domain. The status of all LDAP connection pools in the domain. The use of LDAP connection pool use decrease the search time with LDAP servers by reusing connections from the pool. The values are for all LDAP 
              server:port:BindDN
            combinations  status/library-version library-version IDG   Library The name of the library. The name of the library.  Version The version of the library. The version of the library. Library Information Version information of installed libraries. Version information of installed libraries.  status/license features   Feature The name of the feature. The name of the feature.  Enabled Whether the feature is enabled. The enabled status of this feature.  Available Whether the feature is available. Even though it is licensed, the availability of this feature. A feature is unavailable when the installed firmware image does not include the code to support the feature. Device Features This provider displays information about available and enabled features. Some features are available because of the type of appliance, but some must be purchased to be enabled.  status/link-aggregation-member link-aggregation-member-status   Aggregate index Interface index of the aggregation The index that identifies the link aggregation.  Kernel name Interface name in kernel Indicates the name of the inteface in the system kernel.  Configuration name Interface name in the configuration Indicates the name of the interface in the configuration.  Member index Interface index of the member interface The index that identifies the member interface.  Member name System name of the member interface The system name of the member interface.  Aggregator ID Aggregator ID assigned to the interface Aggregator ID assigned to the interface. Link Aggregation Member Status This table provides a mapping of links to aggregates on the system.  status/agg link-aggregation-status   Index Interface index of the aggregation Identifies the index that identifies the aggregate interface.  Kernel name Interface name in kernel Indicates the name of the inteface in the system kernel.  Configuration name Interface name in the configuration Indicates the name of the interface in the configuration.  MTU Maximum Transmission Unit Identifies the maximum transmission unit (MTU) for the aggregation.  Mode Mode for link aggregation Indicates the mode for link aggregation.  Status Link state of the aggregation Indicates the link state of the aggregate interface.  Primary interface Primary interface Indicates which link, if any, is primary when the link aggregation mode is active-backup.  Active interface Active interface Indicates the active link when the link aggregation mode is transmit-based load balancing or active-backup.  LACP hash policy The transmit hash policy used for member selection in LACP mode With the LACP aggregation mode, indicates the distribution algorithm for outbound packets among the active physical interfaces. The policy should match the configuration.  LACPDU rate Rate to transmit LACPDU frames With the LACP aggregation mode, indicates the transmission rate that members send LACP frames. The rate can be either fast or slow. In LACP, the frame uses the term LACPDU.  LACP selection policy Selection policy for LACP aggregation With the LACP aggregation mode, indicates the selection policy. The policy should match the configuration.  Aggregator ID ID of the active aggregator With the LACP aggregation mode, indicates the ID of the active aggregator.  Number of ports Number of available ports for the active aggregator With the LACP aggregation mode, indicates the number of available ports for the active aggregator.  Actor key Operational key value assigned to the port by the Actor With the LACP aggregation mode, identifies the value of the operational key that the Actor assigned to the port.  Partner key Physical MAC address of the Partner With the LACP aggregation mode, identifies the physical MAC address of the Partner.  Partner MAC address The physical MAC address of the Partner The physical MAC address of the Partner  MII status MII status of the aggregation Indicates the MII link state of the aggregation. Link Aggregation Status Statics for aggregate interfaces This table provides statistics for aggregate interfaces.  status/link link   Name Interface name in the configuration Indicates the name of the interface in the configuration.  ifIndex Link index Identifies the 
                     ifIndex
                    for the interface.  Status Link state Identifies the current link state for the interface.  Mode Ethernet PHY mode Identifies the actual fixed, configured, or negotiated Ethernet PHY mode, including speed and duplex.  Type Interface type Indicates the type of interface: Ethernet, VLAN, Tunnel, or Other.  MTU Maximum Transmission Unit Identifies the maximum transmission unit (MTU) for the interface.  Aggregate interface Aggregate interface Indicates the associated aggregate interface, if any.  Link address Physical IP address Identifies the physical IP address for the interface. The default value for Ethernet interfaces is programmed in the Ethernet hardware. Link status Status for all interfaces on the appliance This table provides status for all interfaces on the appliance.  status/loadbalancer-status-obsolete   Group  Host  Port  Status Load Balancer Status  Deprecated due to indexing problems (port property not indexed).  status/loadbalancer-status loadbalancer-status   Group Name of the load balancer group The name of the load balancer group.  Host Name of the load balancer member The IP address or host name of the load balancer member.  Port Mapped port The member-specific target port or 0 if using the DataPower service-defined port.  Operational state Health status of the server The health status of a given load balancer member. Possible values are: up, softdown, or down.  Weight Weight associated with the server The weight given to this server. Weights are used in weighted load balancing decisions for algorithms such as Weighted Round Robin or Weighted Least Outstanding Connections.  Administrative state Administrative state associated with the server The administrative state overrides the health of the server. Load Balancer Status Displays the status of load balancer groups Displays the status of all load balancer groups.  status/logging-target-connections   Name Name of the log target Name of the log target.  Connection Connection index Numeric index of the connection within the log target.  Local port Local port The local ephemeral port for the connection.  Status Status for the connection The status of the connection. When the status indicates an error, check the error information column.  Processed events Number of processed events The number of events that this connection processed.  Dropped events Number of dropped log events The number of events that this connection dropped because there are too many pending events.  Pending events Number of pending log events The number of pending events for this connection. These events are waiting to be stored at the destination.  Highest pending events Highest Number of pending log events for the connection The highest ever number of pending events for this connection. Consider adding connections or increasing the event buffer size if this value reaches 50% or more of the configured event buffer size.  Rate limited Rate limited Whether the connection has ever reached the configured rate limit.  Error count Error count The number of errors the connection has seen.  Current error Error information about the connection Error information about the status for the connection.             Log Target Connection Status Log target connection status This table gives the status of connections for each log target in the domain.  status/logging-target   Name Name of the log target Name of the log target.  Status Status for the log target The status of the log target. When the status indicates an error, check the error information column.  Processed events Number of processed events The number of events that this log target processed.  Dropped events Number of dropped log events The number of events that this log target dropped because there are too many pending events.  Pending events Number of pending log events The number of pending events for this log target. These events are waiting to be stored at the destination.  Error information Error information about the status Error information about the status for the log target.  Memory The requested memory KB The requested memory for this log target. This measurement represents the high watermark of memory requested.  Highest pending events Highest Number of pending log events The highest ever number of pending events for this log target.     Log Target Status Log target status This table gives the status for each log target in the domain.  status/luna-lat luna-latency IDG  software   Partition Partition name The name of the Luna HSM partition that the DataPower Gateway accesses for cryptographic transactions.  Last Latency of last transaction ms The latency in milliseconds of the last transaction.  Average Average latency of recent transactions ms A decayed average of the last 10 transactions in milliseconds where more weight is applied to the newest transaction.  Count Transaction counter The number of cryptographic transactions that are processed by the partition. SafeNet Luna HSM Transaction Latency SafeNet Luna HSM transaction latency Information about the cryptographic transactions that are processed by the SafeNet Luna Network HSM partitions.  status/memory memory IDG   Memory usage The percentage of memory used. % The instantaneous memory usage as a percentage of the total memory.  Total memory The total memory of the system. kilobytes The total memory of the system in kilobytes. The total memory equals the amount of installed memory minus the amount of reserved memory.  Used memory The amount of memory that is currently in use. kilobytes The amount of memory that is currently in use. The used memory equals the amount of total memory minus the amount of free memory. The used memory does not include any hold memory.  Free memory The amount of memory that is currently not in use. kilobytes The amount of memory that is currently not in use and is therefore available. The free memory value includes any hold memory that is not currently in use.  Requested memory The amount of memory requested. kilobytes The amount of memory that has been requested. Requested memory is not reported as used memory until the memory is actually in use.  XML hardware accelerator resource usage The percentage of memory off-loaded to the accelerator card. % If an XML accelerator is available, the percentage of memory that is off-loaded to the XML accelerator.  Hold memory The amount of memory that the appliance reserves for its own use. kilobytes The amount of memory that is reserved by the appliance itself.  Reserved memory The amount of installed memory minus the amount of total memory. kilobytes The reserved memory equals the amount of installed memory minus the amount of total memory.  Installed memory The amount of physical memory in the appliance. kilobytes The amount of physical memory in the appliance. Memory Usage Memory usage information. Detailed information about memory usage. The appliance must reserve some memory (the 
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            ) for its own needs. Some of the memory measures include this hold memory and some do not.  status/message-count-filters message-count-filters IDG   Monitor The name of the Count Monitor activated. The name of the Count Monitor activated.  Message-type The type of message counted, as defined by Message Types configuration. The type of message counted, as defined by Message Types configuration.  Measure  Source The IP address on the DP device. The IP address assigned to the DP device that received the message. An address of 0.0.0.0 indicates any or all interfaces.  Filter The name of the Filter Action object. This is the name of the Filter Action object invoked by this Count Monitor.  Total Total number of messages processed by the monitor. The total number of messages processed by the monitor. This may be larger than the value in the Filter hits column.  Filter-hits Number of messages that activated the listed Filter Action. The number of messages processed by the monitor that activated the listed Filter Action. Message Count Filters Message monitor count filters. Message monitor count filters information.  status/message-counts message-counts IDG   Monitor Name of the message count monitor. Name of the message count monitor.  Message-type The target message class for this count monitor. The target message class for this count monitor.  Measure The increment specification for this count monitor. Specifies the circumstances under which this count monitor increments.  10 sec Messages counted over the previous 10 seconds. Messages counted over the previous 10 seconds.  1 min Messages counted over the previous minute. Messages counted over the previous minute.  10 min Messages counted over the previous 10 minutes. Messages counted over the previous 10 minutes.  1 hour Messages counted over the previous hour. Messages counted over the previous hour.  1 day Messages counted over the previous day. Messages counted over the previous day.  Total Total number of messages counted. Total number of messages counted by this monitor. Message Counts Message count monitor. Message count monitor.  status/message-duration-filters message-duration-filters IDG   Monitor The name of the duration monitor. The name of the duration monitor.  Message-type The name of the message type triggering the monitor. The name of the message type triggering the monitor.  Measure The duration segments measured by the monitor. The duration segments measured by the monitor.  Filter The name of the Filter Action object This is the name of the Filter Action object invoked by the listed duration monitor.  Total Total messages processed by the monitor The total number of messages processed by the monitor. This may be larger than the value in the Filter hits column.  Filter-hits Number of messages that activated the listed Filter action. The number of messages processed by the monitor that activated the listed Filter Action. Message Duration Filters Message monitor duration filters Message monitor duration filters  status/message-durations message-durations IDG   Monitor Name of the duration monitor. Name of the duration monitor.  Message-type The target message class for the duration monitor. The target message class for the duration monitor.  Measure The type of transaction monitored by this duration monitor. The portion of the client-to-server roundtrip of interest to this duration monitor.  Count The number of times that this duration monitor has been activated. The number of times that this duration monitor has been activated.  Minimum The shortest transaction time recorded by this duration monitor. ms The shortest transaction time recorded by this duration monitor for transactions of the specified type and message class.  Maximum The longest transaction time recorded by this duration monitor. ms The longest transaction time recorded by this duration monitor for transactions of the specified type and message class.  Average The average transaction time recorded by this duration monitor. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class.  10 sec The average transaction time recorded by this duration monitor over the previous 10 seconds. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous 10 seconds.  1 min The average transaction time recorded by this duration monitor over the previous minute. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous minute.  10 min The average transaction time recorded by this duration monitor over the previous 10 minutes. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous 10 minutes.  1 hour The average transaction time recorded by this duration monitor over the previous hour. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous hour.  1 day The average transaction time recorded by this duration monitor over the previous day. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous day. Message Durations Message monitor durations Message monitor durations  status/message-sources message-sources IDG   Monitor Name of the monitor. Name of the monitor.  Source IP address that receives the messages. The IP address assigned to the DP device that received the message. An address of 0.0.0.0 indicates any or all interfaces.  Total Total number of messages counted by this monitor. Total number of messages counted by this monitor.  Last The last time that this monitor was incremented. The last time that this monitor was incremented Message Sources Message monitor sources Message monitor sources  status/mq-connections mq-connections MQ   Queue manager IBM MQ queue manager name. IBM MQ queue manager name.  Total connection limit Total number of open TCP connections to allow by this IBM MQ queue manager. Total number of open TCP connections to allow by this IBM MQ queue manager.  Total connections Total TCP connections established by this IBM MQ queue manager. Total number of TCP connections established by this IBM MQ queue manager.  Total idle connections Total idle TCP connections established by this IBM MQ queue manager. Total number of idle TCP connections established by this IBM MQ queue manager.  Total active connections Total active TCP connections established by this IBM MQ queue manager. Total number of active TCP connections established by this IBM MQ queue manager.  Active front-end connections Active front-end TCP connections established by this IBM MQ queue manager. Number of active front-end TCP connections established by this IBM MQ queue manager.  Active back-end connections Active back-end TCP connections established by this IBM MQ queue manager. Number of active back-end TCP connections established by this IBM MQ queue manager. IBM MQ Connection Status IBM MQ TCP connection status. IBM MQ TCP connection status.   source-mqfte-quiesce-status MQ   Name The name of the IBM MQ FTE handler The name of the IBM MQ FTE handler  Quiesce state The quiesce state of the IBM MQ FTE handler The quiesce state of the IBM MQ FTE handler IBM MQ FTE Handler Summary IBM MQ FTE handler summary. IBM MQ FTE handler summary  status/idg-mq-conversations idg-mq-conversations MQ   Queue manager IBM MQ v9+ queue manager name. IBM MQ v9+ queue manager name.  Total conversation limit Total number of open MQ conversations to allow by this IBM MQ queue manager. Total number of open MQ conversations to allow by this IBM MQ queue manager.  Total conversations Total MQ conversations established by this IBM MQ queue manager. Total number of MQ conversations established by this IBM MQ queue manager.  Total idle conversations Total idle MQ conversations established by this IBM MQ queue manager. Total number of idle MQ conversations established by this IBM MQ queue manager.  Total active conversations Total active MQ conversations established by this IBM MQ queue manager. Total number of active MQ conversations established by this IBM MQ queue manager.  Front MQ conversations Front MQ conversations established by this IBM MQ queue manager. Number of front MQ conversations established by this IBM MQ queue manager.  Back MQ conversations Back MQ conversations established by this IBM MQ queue manager. Number of back MQ conversations established by this IBM MQ queue manager.  Front MFT conversations Front MFT conversations established by this IBM MQ queue manager. Number of front MFT conversations established by this IBM MQ queue manager.  Back MFT conversations Back MFT conversations established by this IBM MQ queue manager. Number of back MFT conversations established by this IBM MQ queue manager. IBM MQ v9+ Queue Manager Conversation Status IBM MQ v9+ queue manager conversation status. IBM MQ v9+ queue manager conversation status.  status/idg-mqqm idg-mqqm MQ   Queue manager IBM MQ queue manager name. IBM MQ queue manager name.  Received messages Messages received by this IBM MQ queue manager. Number of messages received by this IBM MQ queue manager.  Sent messages Messages sent by this IBM MQ queue manager. Number of messages sent by this IBM MQ queue manager.  Receive faults Messages received with faults. Number of messages received with faults.  Send faults Messages sent with faults. Number of messages sent with faults. IBM MQ v9+ Queue Manager Status IBM MQ v9+ queue manager status. IBM MQ v9+ queue manager status.  status/mqqm mqqm MQ   Queue manager IBM MQ queue manager name. IBM MQ queue manager name.  Received messages Messages received by this IBM MQ queue manager. Number of messages received by this IBM MQ queue manager.  Sent messages Messages sent by this IBM MQ queue manager. Number of messages sent by this IBM MQ queue manager.  Receive faults Messages received with faults. Number of messages received with faults.  Send faults Messages sent with faults. Number of messages sent with faults. IBM MQ Queue Manager Status IBM MQ queue manager status. IBM MQ queue manager status.   source-mq-quiesce-status MQ   Name The name of the IBM MQ handler. The name of the IBM MQ handler.  Quiesce state The quiesce state of the IBM MQ handler. The quiesce state of the IBM MQ handler. IBM MQ Handler Summary IBM MQ handler summary. IBM MQ handler summary.  status/mq MQ   IBM MQ service type The type of IBM MQ service. The type of IBM MQ service.  IBM MQ service name Name of the IBM MQ service. The type of IBM MQ service.  Received messages Messages received by this IBM MQ service. Messages received by this IBM MQ service.  Sent messages Messages sent by this IBM MQ service. Messages sent by this IBM MQ service.  Receive faults Messages received with faults by this IBM MQ service. Messages received with faults by this IBM MQ service.  Send faults Messages sent with faults by this IBM MQ service. Messages sent with faults by this IBM MQ service.  Request latency Latency of requests to the IBM MQ service. sec The time taken for requests to reach the IBM MQ service form the DataPower appliance.  Response latency Latency of responses from the IBM MQ service. sec The time taken for responses to reach the DataPower appliance form the IBM MQ service.  Round-trip latency Round-trip latency for communications with the IBM MQ service. sec The round-trip time for communications with the IBM MQ service. IBM MQ Status Status of the IBM MQ service. Status of the IBM MQ service.  status/mq-resources mq-resources IMQA   Total storage The total storage available for MQ data. MB The total storage in megabytes available for MQ data.  Used storage The amount of MQ data storage in use. MB The amount of MQ storage in use in megabytes.  Total errors storage The total storage available for MQ error logs. MB The total storage in megabytes available for MQ error logs.  Used errors storage The amount of MQ error log storage in use. MB The amount of MQ error log storage in use in megabytes.  Total trace storage The total storage available for MQ trace. MB The total storage in megabytes available for MQ trace.  Used trace storage The amount of MQ trace storage in use. MB The amount of MQ trace storage in megabytes in use.  HA status Status of this MQ appliance in the High Availability group. Status of this MQ appliance in the High Availability group, if any.  HA partner Name and status of the High Availability partner. Name and status of the partner appliance in the High Availability group, if any. MQ System Resources MQ system resource usage information. Detailed information about MQ system resource usage.   source-idg-mqmft-quiesce-status MQ   Name The name of the IBM MQ v9+ MFT handler The name of the IBM MQ v9+ MFT handler  Quiesce state The quiesce state of the IBM MQ v9+ MFT handler The quiesce state of the IBM MQ v9+ MFT handler IBM MQ v9+ MFT Handler Summary IBM MQ v9+ MFT handler summary. IBM MQ v9+ MFT handler summary   source-idg-mq-quiesce-status MQ   Name The name of the IBM MQ v9+ handler. The name of the IBM MQ v9+ handler.  Quiesce state The quiesce state of the IBM MQ v9+ handler. The quiesce state of the IBM MQ v9+ handler. IBM MQ v9+ Handler Summary IBM MQ v9+ handler summary. IBM MQ v9+ handler summary.   mpgw-quiesce-status   Name The name of the Multi Protocol Gateway. The name of the Multi Protocol Gateway.  Quiesce state The quiesce state of the Multi Protocol Gateway. The quiesce state of the Multi Protocol Gateway. Multi Protocol Gateway Summary Multi Protocol Gateway summary. Multi Protocol Gateway summary.  status/ND-cache IPv6   IP address IPv6 address of the network interface node. The IPv6 address of the network interface node corresponding to the MAC address listed in this ND cache entry.  MAC address MAC address of the network interface node. The MAC address of this network interface node.  Interface Device interface The device network interface (such as eth0, eth1) to which this cache entry corresponds. If the entry is on a VLAN, this is the Ethernet interface that VLAN is on.  1 2147483647 ifIndex The cache entry ifIndex The index of the interface holding the cache entry.  Interface type Device interface type The type of the interface this cache entry is on. Ethernet indicates that it is on the base Ethernet MAC interface. VLAN indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  VLAN The name of the VLAN the cache entry is on. If this ND cache entry is on a VLAN, this is the name of that VLAN.  State The state of the cache entry. The life cycle state of the destination address as it pertains to the cache.    Flush ND Cache Table Status of IPv6 Neighbor Discovery translations on all interfaces. Only complete cache entries are shown.  status/ND-cache2 ndcache IPv6   IP version IP address version The version of the IP address: ipv4 or ipv6.  IP address IPv6 address The IPv6 address that corresponds to the MAC address.  Prefix length Prefix lenght for the interface The prefix length of the IP address that represents the configured netmask.  MAC address MAC address The MAC address.  Interface Interface The name of the interface.  1 2147483647 Index Index of the interface The index of the interface.  Interface type Interface type The interface type: Ethernet, VLAN, aggregation, or other.  VLAN Name of the VLAN the cache entry is on. When the entry is on a VLAN interface, the name of the VLAN interface.  State State of the cache entry. The lifecycle state for the entry.    Flush ND Cache Table Cache status about IPv6 Neighbor Discovery translations This table provides status about IPv6 Neighbor Discovery (ND) translations on all interfaces. The table shows only complete cache entries.  status/networkinterface network-interface   ifIndex SNMP ifIndex. The value of the SNMP ifIndex column in the ifTable for the interface.  Type Interface type The interface type of the network interface.  Name Interface name The configuration name of the interface.  Administrative status Configured administrative state The configured administrative state of the interface.  Operational status Current operational state The current operational state of the interface.  IP version IP address version The IP address version: ipv4 or ipv6.  IP address Primary IP address The primary IP address for the interface.  Prefix length IP address's prefix length. The prefix length of the IP address that represents the configured netmask.  MAC address physical address of the interface The current MAC address of the interface. The address can be the preprogrammed one, overridden by your configuration, or overridden by standby control if the interface is the active member of the standby group.  MTU Maximum transmission unit. bytes Maximum transmission unit for the interface.  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  RX bytes Amount of successfully received data The amount of data successfully received on the interface, which includes MAC framing overhead.  RX packets Number of successfully received packets The number of packets successfully received on the interface that were passed up to the network layer for processing.  RX errors Number of packets not received due to errors The number of packets that could not be received due to errors in the packet or in the hardware.  RX drops Number of packets received that were dropped The number of received packets that were not in error, but were not passed up to the network layer due to resource constraints.  TX bytes Amount of successfully transmitted data The amount of data successfully transmitted on the interface, which includes MAC framing overhead.  TX packets Number of successfully transmitted packets The number of packets successfully transmitted on the interface.  TX errors Number of packets not transmitted successfully due to errors The number of packets that were not successfully transmitted due to errors on the network or in the hardware.  TX drops Number of packets that were not transmitted The number of packets that were not transmitted because the network layer was generating packets faster than the physical network could accept them. Network Interfaces Generic status of all network interfaces on the appliance. This table provides the generic status of all network interfaces on the appliance.  status/receive-kbps2 receive-kbps IDG   Interface type Type of interface The type of this interface.  Interface name Name of interface The management name of this interface.  10 sec Average over last 10 seconds Kibit/s The average receive throughput over the last 10 seconds.  1 min Average over last minute Kibit/s The average receive throughput over the last minute.  10 min Average over last 10 minutes Kibit/s The average receive throughput over the last 10 minutes.  1 hour Average over last hour Kibit/s The average receive throughput over the last hour.  1 day Average over last day Kibit/s The average receive throughput over the last day. Rx Throughput Receive throughput in kbits/sec Kibits/sec This table gives the receive throughput, in kibibit per second, for all network interfaces on the system.  status/receive-packets2 receive-packets IDG   Interface type Type of interface The type of this interface.  Interface name Name of interface The management name of this interface.  10 sec Average over last 10 seconds packets/sec The average receive throughput over the last 10 seconds.  1 min Average over last minute packets/sec The average receive throughput over the last minute.  10 min Average over last 10 minutes packets/sec The average receive throughput over the last 10 minutes.  1 hour Average over last hour packets/sec The average receive throughput over the last hour.  1 day Average over last day packets/sec The average receive throughput over the last day. Rx Packet Throughput Receive throughput in packets/sec packets/sec This table gives the receive throughput, in packets per second, for all network interfaces on the system.  status/transmit-kbps2 transmit-kbps IDG   Interface type Type of interface The type of this interface.  Interface name Name of interface The management name of this interface.  10 sec Average over last 10 seconds Kibit/s The average transmit throughput over the last 10 seconds.  1 min Average over last minute Kibit/s The average transmit throughput over the last minute.  10 min Average over last 10 minutes Kibit/s The average transmit throughput over the last 10 minutes.  1 hour Average over last hour Kibit/s The average transmit throughput over the last hour.  1 day Average over last day Kibit/s The average transmit throughput over the last day. Tx Throughput Transmit throughput in kbits/sec Kibits/sec This table gives the transmit throughput, in kibibit per second, for all network interfaces on the system.  status/transmit-packets2 transmit-packets IDG   Interface type Type of interface The type of this interface.  Interface name Name of interface The management name of this interface.  10 sec Average over last 10 seconds packets/sec The average transmit throughput over the last 10 seconds.  1 min Average over last minute packets/sec The average transmit throughput over the last minute.  10 min Average over last 10 minutes packets/sec The average transmit throughput over the last 10 minutes.  1 hour Average over last hour packets/sec The average transmit throughput over the last hour.  1 day Average over last day packets/sec The average transmit throughput over the last day. Tx Packet Throughput Transmit throughput in packets/sec packets/sec This table gives the transmit throughput, in packets per second, for all network interfaces on the system.   source-nfs-poller-quiesce-status   Name The name of the NFS File Poller source protocol handler The name of the NFS File Poller source protocol handler  Quiesce state The quiesce state of the NFS File Poller source protocol handler The quiesce state of the NFS File Poller source protocol handler NFS File Poller Source Protocol Handler Summary NFS File Poller source protocol handler summary NFS File Poller source protocol handler summary  status/nfs-mount nfs-mount   Type The type of mount service this NFS mount provides.  Name The configuration identifier for this NFS mount.  Remote NFS export The remote NFS mount point for this mount.  State The state of this NFS mount. If the state is up, Files can be opened over this mount.  NFS version The version of the NFS protocol being used for this mount.  IP address The IP address of the interface of the NFS server that NFS RPC traffic is being sent to, or was last sent to.  Transport Transport type The transport protocol being used under the RPC protocol for this NFS mount.  NFS port number The UDP or TCP port number that RPC data for this NFS mount is sent to.  Files opened for read The number of files that were opened for reading over this NFS mount.  Files opened for write The number of files that were opened for write (create) over this NFS mount.  Files currently open The number of files that are currently open for read or write (create) over this NFS mount. NFS Mount Status NFS mount status  status/ntp-refresh ntp-refresh  container software   Last server tried IP address of the last server contacted as an NTP server. IP address of the last server contacted as an NTP server.  Last result received Result of the last server contact. Result of the last server contact.  Time after refresh Time after the last refresh. Time after the last refresh.  Local Time Current local time. The current local time. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page. NTP Refresh Status Status of most recent NTP refresh. Status of most recent NTP refresh.  status/oauth-caches-status oauth-caches-status IDG   Client ID Client identifier The client ID of the OAuth client.  Type Cache type The type of cache that the appliance deletes.  Last flushed Time of last deletion The time when the appliance last deletes the expired entries.  Number of entries Number of entries The number of entries in the cache.      Delete OAuth Caches List of OAuth caches List of OAuth cache tickets.  status/object-status op-state   Type Configuration object type  Op-state Configuration object operational state  Admin-state Configuration object administrative state  Name Configuration object name  Detail Configuration object event detail  Event-text Configuration object event text  Status Configuration status  Last-modified  Last-saved  Last-deleted Object Status Configuration object operational state Configuration object operational state  status/ODRConnectorGroup-status-deprecated AppOpt   Connector group Name of the ODR connector group The name of the ODR connector group.  Group state State of the ODR connector group The state of the ODR connector group.  1 100 Connector host Host name of the ODR connector The IP address or host name of the ODR connector.  Connector port Connector port The port number of the ODR connector.  Currently active Current status of the connector Indicates whether the given ODR connector is active. Possible values are: yes or no. ODR Connector Group Status (deprecated - use ODRConnectorGroupStatus2) Displays the status of ODR connector groups Displays the status of all ODR connector groups.  status/ODRConnectorGroup-status odr-connectorgroup-status AppOpt   Connector group Name of the ODR connector group The name of the ODR connector group.  Group state State of the ODR connector group The state of the ODR connector group.  1 100 Connector host Host name of the ODR connector The IP address or host name of the ODR connector.  Connector port Connector port The port number of the ODR connector.  Currently active Current status of the connector Indicates whether the given ODR connector is active. ODR Connnector Group Status Displays the status of ODR connector groups Displays the status of all ODR connector groups.  status/ODRLoadBalancer-status odr-loadbalancer-status AppOpt   Group Name of the ODR load balancer group The name of the ODR load balancer group. Only a single ODR load balancer group is supported, so this value is always "ODR-LBG".  Connector group Name of the ODR connector group The name of the ODR connector group that each Load Balancer group member belongs to.  1 100 Host Name of the ODR load balancer group member The IP address or host name of the ODR load balancer group member.  Port Mapped port The member-specific target port.  Operational state Health status of the server The health status of a given ODR load balancer group member. Possible values are: up, softdown, or down.  Administrative state Administrative state associated with the server The administrative state overrides the health of the server. ODR Load Balancer Status Displays the status of the ODR load balancer group members Displays the status of the ODR load balancer group members.  status/other-sensors sensors-other RealHardware   Name The name of the sensor. The name of the sensor that is being monitored. The name is in the form of a descriptive predicate. If the value of the sensor is true, the descriptive predicate is true; if the value of the sensor is false, the descriptive predicate is false. For example, the sensor name 
                     Intrusion detected
                    with a value of 
                     false
                    means that intrusion is not detected.  Value The value of the sensor. The value of the sensor. The value is either true or false.  Status Status of the sensor. The current status of the sensor. The status can be one of the following values: 
                       OK: The reading of the sensor is normal.  Failure: The reading of the sensor indicates a problem or a failure in the appliance.  No reading: No reading of the sensor is available at this time. An internal hardware or software error might occur. Contact IBM Support.  Invalid: The DataPower software requested a sensor reading by using an invalid sensor identifier. An internal DataPower software error might occur. Contact IBM Support. Other Sensors Other sensors Sensors that have true or false values.  status/pcibus pci-bus   Address PCI address The PCI address of this function. This is a series of hexadecimal numbers, in the format xxxx:xx:xx.x, with each group being domain, bus, target, and function in turn. So 0000:01:02.3 is domain 0, bus 1, target 2, and function 3.  Vendor ID Vendor identification The vendor identification of this PCI function.  Device ID Device identification The device identification of this PCI function. Each vendor assigns their own device identifications.  Class Class The class of this PCI function. Class values are assigned by the PCI SIG.  0 256 Revision Revision The Revision of this PCI function.  0 256 Interrupt line Interrupt Lline The interrupt line assigned to this PCI function, if any. If none is assigned, no value is displayed. PCI Bus PCI bus List of the PCI functions on the system. They are identified by domain, bus, device, and function.  status/policy-domains-supported policy-domains-supported IDG   Identifier Unique identifier. Unique identifier.  Policy domain description Policy domain name The name of the policy domain.  Policy domain namespace Namespace of the domain The namespace for the policy domain.  Policy domain implementation URL Domain URL The URL for custom policy domains, built-in policy domains display 'System'. Policy Domains Supported Displays all the policy domains (custom policy domains and built-in policy domains) supported.   source-pop-poller-quiesce-status B2B   Name The name of the POP Poller source protocol handler The name of the POP Poller source protocol handler  Quiesce state The quiesce state of the POP Poller source protocol handler The quiesce state of the POP Poller source protocol handler POP Poller Source Protocol Handler Summary POP Poller source protocol handler summary  status/port-status           Port Status  status/power sensors-power IDG  SailFish HS23 9007   Name The name of the power sensor. The name of the power sensor that is being monitored.  Value The current power reading. mW The most recent reading of the power sensor in milliwatts. There are only three significant digits. Power Sensors Power sensors Sensors that read electrical power, from the power supplies and other components of the appliance.  status/qm-status qm-status IMQA   Name Queue manager name. Queue manager name.  Status Queue manager status. Run time status of the queue manager.  CPU usage The percentage of CPU used. % The instantaneous CPU usage by the queue manager as a percentage of the CPU load.  Used memory The amount of memory that is currently in use by the queue manager. MB The amount of memory that is currently in use by the queue manager.  Used File System The amount of file system that is currently in use by the queue manager. MB The amount of file system that is currently in use by the queue manager.  Total File System Total amount of file system allocated for the queue manager. MB The amount of file system allocated for the queue manager.  HA Role HA role of the queue manager. HA role of the queue manager.  HA Status HA status of the queue manager. HA status of the queue manager.  DR Role DR role of the queue manager. DR role of the queue manager.  DR Status DR status of the queue manager. DR status of the queue manager. Queue Managers Status Status of available queue managers. Detailed status of the available queue managers.  status/quota-enforcement-status quota-enforcement-status IDG   Operational state Operational state Lists the operational state of the quota enforcement server. The operational state is up or down.  Mode Working mode Lists the mode that the quota enforcement server works in. The mode is standalone or peer group.  Role Role Lists the role. The role is primary or replica.  Primary server Primary server in the peer group Lists the IP address of the primary node in the peer group. When the quota enforcement server is in standalone mode, this information is unavailable.  Connected replicas Connected replicas Lists the number of replicas that the primary node is connected with. When a replica, the value is 0.  Size (bytes) Size in bytes Lists the size of database in persistent storage. The unit is byte.  Total keys Total keys Lists the total number of keys in database. Each key represents a threshold defined for the specific traffic type. Quota Enforcement Server Status Quota enforcement status for the DataPower Gateway Displays the quota enforcement status for the DataPower Gateway.  status/raid-array raid-array  90051U 90052U HS23 9006 9007   1 Controller ID RAID controller ID The reference number of the RAID card. The value is always 1.  1 Array ID Reference of array The referece number of the this array. Numbering starts with 1.  Logical drive ID Identifier of the logical driver The identifier of the logical driver of which this array is part.  RAID level RAID level of the array The RAID level of this array configuration.  Number of physical drives Number of the physical drives for this array The number of the physical drives for this array.  Total size Coerced size of array MB The normalized size of this array in megabytes. The value is rounded down to an even multiple, which allows you to swap drives of the same nominal size but might not be the same raw size. RAID Array Status Show status of RAID array Details about the status of the RAID array.  status/raid-battery-backup raid-battery-backup IDG  90051U 90052U   1 Controller ID RAID controller ID The reference number of the RAID controller. The value is always 1.  Battery type Battery type The type of the BBU.  Serial number Serial number The serial number of the BBU.  Name Name The product name of the BBU.  Status Status The status of the BBU.  Voltage Voltage mV The actual voltage of the battery in millivolts.  Current Current mA The current that flows through the battery terminals in milliamperes.  Temperature Temperature C The temperature of the battery in degrees Celcius.  Design capacity Design capacity mAh The designed capacity of the battery in milliampere-hour.  Design voltage Design voltage mV The designed voltage of the battery in millivolts.  Remaining capacity Remaining capacity mAh The predicted capacity remaining in the battery in milliampere-hour.  Full charge capacity Full charge capacity mAh The predicted capacity of the battery when fully charged in milliampere-hour.  Run time to empty Run time to empty minutes The relative gain or loss of the battery in response to a change in the power policy in minutes.  Average time to empty Average time to deplete the battery minutes The time in minutes to deplete the battery. The time is calculated based on the 1-minute rolling average of the power that is being charged to the battery.  Average time to full Average time to fully charge the battery minutes Time in minutes to fully charge the battery. The time is calculated based on the 1-minute rolling average of the power that is being charged to the battery.  Cycle count Number of charge cycles occurred The number of charge cycles that the battery has experienced.  Remaining capacity alarm Remaining capacity alarm mAh The threshold of the remaining capacity in milliampere-hour. When the threshold is reached, the system will throw an alarm. If the 'Battery Type' is iBBU08, this is deprecated and does not display any value.  Remaining time alarm Remaining time alarm minutes The threshold of the remaining time in minutes. When the threshold is reached, the system will throw an alarm. If the 'Battery Type' is iBBU08, this is deprecated and does not display any value. RAID Battery Backup Status Details about the RAID battery backup unit The details about the battery backup unit (BBU) of the RAID controller. The BBU protects against the loss of cached data in the event of a power failure.  status/raid-battery-module raid-battery-module  9006 9007   1 Controller ID RAID controller ID The reference number of the RAID controller. The value is always 1.  BBU type BBU type The type of the BBU.  Serial number Serial number The serial number of the BBU.  Name Name The product name of the BBU.  Status Status The status of the BBU.  Voltage Voltage mV The actual voltage of the battery in millivolts.  Current Current mA The current that flows through the battery terminals in milliamperes.  Temperature Temperature C The temperature of the battery in degrees Celcius.  Design capacity Design capacity mAh The designed capacity of the battery in milliampere-hour.  Design voltage Design voltage mV The designed voltage of the battery in millivolts. RAID Battery Backup Unit Status Details about the RAID battery backup unit The details about the battery backup unit (BBU) of the RAID controller. The BBU protects against the loss of cached data in the event of a power failure.  status/raid-logical-drive raid-logical-drive  90051U 90052U HS23 9006 9007   1 Controller ID RAID controller ID The reference number of the RAID card. The value is always 1.  1 Logical drive ID Reference number of the logical drive The reference number of this logical drive.  Logical drive name Name of logical drive The name of the logical drive. The value is always 'raid0'.  RAID level RAID level of the logical disk in the volume The configuration of the RAID level for the logical disk in the RAID volume.  Number of physical drives Number of physical drives for the logical drive The number of physical drives in the logical drive.  State State of a logical disk in the volume The state of a logical disk in a RAID volume.  Initialization progress Progress of the initialization The progress of the initialization of the logical drive.  Read policy Current read policy The read policy in effect.  Write policy Current write policy The write policy in effect.  Cache policy Current cache policy The cache policy in effect.  Access policy The access policy The access policy in effect for the logical drive.  Bad block exists Indicator that bad block exists An indicator of whether there are bad blocks in the logical drive.  Total size Total size of logical drive MB The total size of the logical drive in megabytes. RAID Logical Drive Status Status of the RAID logical drive Details about the RAID logical drive.  status/raid-partition raid-partitions RaidFSModify   Volume name Name of the RAID volume The name of the RAID volume.  1 8 Partition Index of the partition The index of the partition on the RAID volume.  Purpose Use of partition The contents of the partition.  Encryption algorithm Algorithm to encrypt the partition The algorithm used to encrypt the partition, if application.  Encryption method Method to encrypt the partition The method used to encrypt the partition, if any.  Total size Total size of partition KB The total size of the partition in kilobytes, including file system overhead.  Free space Free space on partition KB The free space that is available on the partition for storing data. RAID Partition Status RAID partition status Details about the RAID partition.  status/raid-phys-disk-obsolete RaidVolumeMpt   Volume number  Disk number  Physical disk number  Target  Location  State  RAID-1 role  Vendor ID  Product ID  Revision  Identifier  Out of synchronization  Quiesced  Inactive volume  Optimal previous RAID Physical Disks Deprecated due to indexing problems.  status/raid-phys-disk raid-phys-disks RaidVolumeMpt   Volume number RAID volume of which the physical disk is a part The RAID volume of which this physical disk is a part. Each physical disk is in only one RAID volume.  1 Disk number Number of the disk in the RAID volume The number of the disk in the RAID volume. Numbering starts with 1.  Physical disk number Physical disk number of the disk The physical disk number of this disk. The RAID controller assigns this number.  Target SCSI target of the disk The SCSI target of the disk.  Location Location of this disk The physical location of this disk. "HDD0" is the top disk in the module, and "HDD1" is the bottom disk in the module.  State Current state of the disk The current state of the physical disk.  RAID role RAID role of the disk The role of the disk in the RAID volume. When the contents on the disks disagree, the primary disk wins and the secondary disk is synchronized to match the primary disk.  Vendor ID Vendor identifier of disk drive The vendor identification string for the hard disk drive.  Product ID Product identifier The product identification string for the hard disk drive.  Revision Hard disk drive revision The revision string of the hard disk drive from the vendor.  Identifier Identifier string The vendors identifier string that is read from the hard disk drive. Generally, the identifier is unique for each physical drive.  Out of synchronization Drives out of synchronization For the secondary drive, means that it is not fully sycnhronized with the primary drive.  Quiesced Drive quiesced Indicates whether the disk drive is quiesced, which prevents it from receiving read/write commands.  Inactive volume Drive inactive due to inactive volume If true, the physical disk is not a member of the RAID volume.  Optimal previous Optimal previous True if the previous state was optimal, else false. RAID Physical Disks Status of physical disks in the RAID volume Details about the phyusical disks that are part of the RAID volume.  status/raid-physical-drive raid-physical-drive  90051U 90052U HS23 9006 9007   1 Controller ID RAID controller ID The RAID controller ID. Numbering starts with 1.  1 Device ID Device ID of physical drive The device identifier of the physical drive. Numbering starts with 1.  Array ID RAID array ID The RAID array identifier to which this physical drive joins.  Logical drive ID Logical drive ID The logical drive identifier of which this physical drive is a part.  Logical drive name Logical drive name The name of the logical drive. The value is always 'raid0'.  Position Location of drive The location of the physical drive from the front panel point-of-view of the appliance.  State Current state of drive The current state of the physical drive.  Progress Progress of current operation % The current progress percentage of the operation on the physical drive. Operations can be rebuild, copyback, patrol, or clear.  Raw size Raw size MB The exact size of the drive in megabytes.  Coerced size Coerced size MB The normalized size in megabytes. The value is rounded down to an even multiple, which allows you to swap drives of the same nominal size but might not be the same raw size.  Drive type Drive interface type The interface type of the drive.  Interface speed SAS interface speed The SAS interface speed negotiated between the RAID controller and the physical drive.  SAS address SAS address The SAS address of a physical drive.  Vendor ID Vendor identifier The vendor identification string for the hard disk drive.  Product ID Product identifier The product identification string for the hard disk drive.  Revision Hard disk drive revision The revision string of the hard disk drive from the vendor.  Specific information Vendor-specific information The vendor specific information string that is read from the hard drive. Generally, the identifier is unique for each physical drive.  Failure The hard disk failure state If the hard disk failure state shows Yes, replace this drive as soon as possible to avoid possible data loss.  Temperature The temperature of hard disk drive Degree C/Degree F The temperature of the hard disk drive. RAID Physical Drive Status Status of RAID physical drive Details about the RAID physical drives  status/raid-ssd raid-ssd IMQA   1 Disk Number Number of the disk in the RAID volume The number of the disk in the RAID volume. Numbering starts with 1.  SN Serial number The serial number string for the drive.  Total Written Total data written GiB The total data in gibibytes written to the drive since manufacture.  Life Left Life remaining gauge % Estimate of the remaining drive lifetime. SSD Status Information SSD Status Information Information useful in gauging remaining SSD lifetime  status/raid-volume-obsolete RaidVolumeMpt   Number  Type  Volume ID  Disks  State  Enabled  Quiesced  Resync in progress  Resync percentage  Inactive status  Bad block table full  Write caching enable RAID Volumes Deprecated due to indexing problems.  status/raid-volume raid-volumes RaidVolumeMpt   Number Number of RAID volume The number of the RAID volume in the system. Numbering starting with 0.  Type Type of RAID volume The type of RAID volume. The incorporation of a particular type does not mean that the software supports creating or using this type of volume.  Volume ID Identifier of the RAID volume The volume identifier that the RAID controller assigned to the volume.  Disks Number of physical disks in RAID volume The number of physical disks that are configured to be part of the RAID volume.  State State of RAID volume The overall state of the RAID volume.  Enabled Whether RAID volume is enabled Whether the RAID volume is enabled. If not enabled, there is no file system access to the volume.  Quiesced Whether RAID volume is quiesced Whether the RAID volume is quiesced. When quiesced, the volume is enabled but no commands (read, write) can be sent to it.  Resync in progress Whether resynchronization is in progress Whether resynchronization of the RAID volume is in progress. Resynchronization occurs when the data on the secondary drive is not the same that on the primary drive. Resynchronization copies blocks from the primary drive to the secondary drive until they match.  Resynchronization percent Percentage of resynchronization completed % The percentage of the total blocks that are not the same on the primary and secondary drives. The value is rounded to the nearest percent, except that the result will never be 100% unless resynchronization is absolutely complete.  Inactive status Inactive status of volume If the RAID volume is active, the status will be "active". If the volume is inactive, it gives the reason why it is inactive.  Bad block table full Whether the bad block table is full Whether the bad block table on the RAID volume is full.  Write caching enable Whether write caching is enabled Whether write caching on the RAID volume is enabled. RAID Volumes Status of RAID volumes Details about the RAID volumes  status/ratelimit-api-status ratelimit-api-status IDG   Subscriber Subscriber name Lists the subscriber name that triggers rate limiting.  API name API name Lists the API name.  Configuration name Configuration name Lists the configuration name where the rate limit or burst limit scheme is defined.  Level Configuration level Lists the configuration level where the rate limit or burst limit scheme is defined. A rate limit scheme can be defined at the plan, operation, and collection level. A burst limit scheme can be defined at the plan level.  Rate limit name Rate limit name Lists the configuration name where the rate limit is defined.  Rate Maximum number of allowed API requests in an interval Lists the maximum number of allowed API requests in an interval.  Interval Rate interval Lists the interval between enforcements.  Hard limit Whether requests are rejected when the threshold is exceeded Lists the hard limit setting.  Interval start Starting time of the interval Lists the starting time of the interval.  Remaining requests Number of remaining API requests that can be accepted in the current interval Lists the number of remaining API requests that can be accepted in the current interval.            Delete   Delete all records   Delete all records from all domains API Rate Limit Enforcement Metrics API rate limit enforcement status for the API Gateway Displays the API rate limit enforcement status for the API Gateway.  status/ratelimit-assembly-status ratelimit-assembly-status IDG   Subscriber (plan-default) Subscriber name (plan-default) For plan-default limits, lists the subscriber name that triggers rate limiting or burst limiting.  API name (plan-default) API name (plan-default) For plan-default limits, lists the expanded API name.  Configuration name Configuration name Lists the name of the configuration where the rate limit or burst limit scheme is defined.  Level Configuration level Lists the configuration level where the rate limit or burst limit scheme is defined. Assembly rate limit and burst limit schemes are defined at the collection level.  Rate limit name Rate limit name Lists the name of the rate limit or burst limit scheme.  Rate Capacity per interval Lists the maximum number of allowed API requests in an interval.  Interval Rate interval Lists the interval between enforcements.  Hard limit Whether requests are rejected when the threshold is exceeded Lists the hard limit setting that determines whether to reject requests when the limit is exceeded.  Cache only Whether to use the cache first Lists the cache setting that determines whether to use the local cache first to enforce the limit.  Is client Whether this is a client limit Whether to apply the limit to the client or an internal component. Client limits return 429 when exceeded. Non-client limits return 503 when exceeded.  API name The API name Lists the name of the API that the limit applies to.  Application ID Application ID Lists the application ID that the limit applies to.  Client ID Client ID Lists the client ID that the limit applies to.  Dynamic value Dynamic value for the limit Lists the dynamic value for the limit.  Interval start Starting time of the interval Lists the starting time of the interval.  Remaining requests Number of remaining API requests that can be accepted in the current interval Lists the number of remaining API requests that can be accepted in the current interval.                  Delete   Delete all records   Delete all records from all domains Assembly Rate Limit Enforcement Metrics Assembly rate limit enforcement status for the API Gateway Displays the assembly rate limit enforcement status for the API Gateway.  status/ratelimit-concurrent-status ratelimit-concurrent-status IDG   Key name Key name Lists the key name that identifies concurrent transactions.  Current value The current counter value for concurrent transactions Lists the current counter value for concurrent transactions.  Peak value The highest counter value for concurrent transactions Lists the highest counter value for concurrent transactions since the GatewayScript 
                     ratelimit
                    module was called.     Delete   Delete all keys   Delete all keys from all domains Quota Enforcement Concurrent Transactions Metrics Quota enforcement concurrent transactions status for the DataPower Gateway Displays the quota enforcement concurrent transactions status for the DataPower Gateway.  status/ratelimit-count-status ratelimit-count-status IDG   Key name Key name Lists the key name that identifies the counter.  Current value The current counter value Lists the current counter value.     Delete   Delete all keys   Delete all keys from all domains Quota Enforcement Counter Metrics Quota enforcement counter status for the DataPower Gateway Displays the quota enforcement counter status for the DataPower Gateway.  status/ratelimit-rate-status ratelimit-rate-status IDG   Key name Key name Lists the key name that identifies the rate-based threshold.  Interval type Interval type Lists the interval type. The type is fixed or rolling.  Interval start Starting time of the interval Lists the starting time of the interval.  Interval Interval in seconds Seconds Lists the interval between quota enforcements.  Remaining tokens Number of remaining tokens in the current interval Lists the number of remaining tokens in the current interval.  Tokens per interval Maximum number of tokens that can be requested per interval Lists the maximum number of tokens that can be requested per interval.  Expiration Expiration time of the key Lists the expiration time of the key.     Delete   Delete all keys   Delete all keys from all domains Quota Enforcement Rate-based Threshold Metrics Quota enforcement rate-based threshold status for the DataPower Gateway Displays the quota enforcement rate-based threshold status for the DataPower Gateway.  status/ratelimit-tokenbucket-status ratelimit-tokenbucket-status IDG   Key name Key name Lists the key name that identifies the token bucket threshold.  Interval type Interval type Lists the interval type. The type is fixed or rolling.  Interval Start Starting time of the interval Lists the starting time of the interval.  Interval Interval in seconds Seconds Lists the interval between quota enforcements.  Tokens refilling the bucket per interval Tokens refilling the bucket per interval Lists the number of tokens that refill the bucket per interval.  Remaining tokens Remaining tokens in the current interval Lists the number of remaining tokens in the current interval.  Maximum bucket capacity Maximum number of tokens that a bucket can contain Lists the maximum number of tokens that a bucket can contain.  Expiration Expiration time of the key Lists the expiration time of the key.     Delete   Delete all keys   Delete all keys from all domains Quota Enforcement Token Bucket Threshold Metrics Quota enforcement token bucket threshold status for the DataPower Gateway Displays the quota enforcement token bucket threshold status for the DataPower Gateway.  status/receive-kbps   Interface  10 sec kbits/sec  1 min kbits/sec  10 min kbits/sec  1 hour kbits/sec  1 day kbits/sec Dead Rx Throughput Receive throughput in kbits/sec kbits/sec Receive throughput in kbits/sec for all physical Ethernet interfaces. For physical and VLAN interfaces, see drStatusNetworkRecieveDataThroughput.  status/receive-packets   Interface  10 sec packets/sec  1 min packets/sec  10 min packets/sec  1 hour packets/sec  1 day packets/sec Dead Rx Packet Throughput Receive throughput in packets/sec packets/sec Receive throughput in packets/sec for all physical Ethernet interfaces. For physical and VLAN interfaces, see drStatusNetworkRecievePacketThroughput.  status/routing   Destination The destination IP subnet of this route. The IP subnet that is the destination of this route.  Interface The Ethernet interface this route is via. The Ethernet interface this route is via.  Gateway The next hop gateway for this route. The next hop gateway that traffic using this route is sent to. If the next hop is 0.0.0.0, then the route is via the interface (no next-hop router).  Metric The metric for this route. The metric for this route. Typically configured in units of hops, but it is really user-selected. Given ultiple routes with the same destination, the one with the lowest metric is used.       Dead Routing Table This table describes all the static IP routes on the system. This table was deprecated because it could not support VLANs.  status/routing2   Destination The destination IP subnet of this route. The IP subnet or aggregate that is the destination of this route.  Device interface type The type of device interface used for this route. The type of device interface used for this route. Ethernet indicates that it is on the base Ethernet MAC interface. VLAN indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface. Tunnel indicates that it is on a tun interface.  Device interface The Ethernet interface ( for example, eth0, eth1) used for this route. The Ethernet interface used for this route. If it is via a VLAN interface, this is the Ethernet interface that VLAN is running over. If it is via a tun interface this is empty.  Name The name of the VLAN or tun interface used for this route. The name of the VLAN or tunnel interface for this route. If not using a VLAN or tun interface, this is empty.  Gateway The next hop gateway for this route. The next hop gateway for traffic using this route. For routes with a Route Type of local, this will be 0.0.0.0 for IP Version 4 or :: for IP Version 6.  Metric The metric for this route. The metric for this route. Given multiple routes with the same destination, the one with the lowest metric is used.        Route type The type of route. The type of route. The value local means that the Gateway is the final destination. The value remote means that the Gateway is not the final destination.  Route protocol How route was learned. The protocol by which this route was learned. Only routes created by management can be deleted through the user interface. Routing Table This table describes the IP routes on the system. This includes static and default routes created by configuration, and dynamic routes from discovery protocols.  status/routing3 route   IP version IP address version The version of the IP address: ipv4 or ipv6.  Destination Destination subnet of the route The IP subnet or aggregate that is the destination of the route.  Prefix length IP address's prefix length. The prefix length of the IP address that represents the configured netmask.  Interface type The interface type for the route The type of device interface used for this route. For example, Ethernet indicates that the interface is on the base Ethernet MAC interface and VLAN indicates that the interface is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  Interface Configured name of the interface The configured name of the interface for the route.  Next hop version IP address version of next hop gateway The IP address version that corresponds to the next hop gateway: ipv4 or ipv6.  Next hop Next hop gateway The next hop gateway for traffic that uses the route. For routes with a local route type, the value i 0.0.0.0 for IPv4 and :: for IPv6.  Metric Route metric The metric for the route. When the same destination has multiple routes, the route with the lowest metric is used.  Flags Route state flag string  String that shows flags that are associated with the route, one character for each flag that is set. Possible characters are as follows.  U - Route is up G - Route is via a gateway (router) ! - Route is a reject route H - Route is to a host R - Route will be reinstated after timeout D - Route is dynamic, from ICMP redirect M - Route is modified by routing protocol d - IPv6 route is a default c - IPv6 route is an addrconf learned from Router Advertisement o - IPv6 route has no next hop e - IPv6 route can expire c - IPv6 route is cache f - IPv6 route is flow-significant p - IPv6 route is policy route l - IPv6 route is local u - Route has MTU w - Route has window clamping i - Route has IRTT Routing Table This table describes the IP routes on the appliance. The table includes static and default routes from interface configuration and dynamic routes from discovery protocols.  status/secure-cloud-connector-status-table-deprecated scc-status-table AppOpt   Configuration Name of Secure Cloud Connector The name of Secure Cloud Connector.  Admin-state Administrative state of the Secure Cloud Connector The administrative state of the Secure Cloud Connector.  Op-state Operational state of the Secure Cloud Connector The operational state of the Secure Cloud Connector.  Interface Interface name The name of the interface.  Remote peer host Remote host name The remote host name of the cloud server instance for Secure Cloud Connector communications.  Port Remote port The remote IP port number of the SSH server of the cloud server.  Local tunnel IP address Local tunnel IPv4 address The Local tunnel IPv4 address of the local tunnel endpoint.  Remote tunnel IP address Remote tunnel IPv4 address The Remote tunnel IPv4 address of the remote tunnel endpoint.  Start time Start time of the connection Lists the timestamp when the connection started.  RX kbytes Kilobytes of traffic received The kilobytes of traffic received.  RX packets Number of packets received The number of packets received.  RX errors Number of errors encountered during reception The number of errors encountered during reception.  RX drops Number of received packets dropped The number of received packets that were dropped.  TX kbytes Kilobytes of traffic transmitted The kilobytes of traffic transmitted.  TX packets Number of packets transmitted The number of packets transmitted.  TX errors Number of transmission errors The number of transmission errors.  TX drops Number of packets dropped during transmission The number of packets dropped during transmission. Secure Cloud Connector (deprecated) Displays the status of Secure Cloud Connectors Displays the status of all configured Secure Cloud Connectors.  status/self-balanced-status AppOpt   Virtual IP address Virtual IP address The Virtual IP address that the service is accepting requests on.  Port Port The port that the service is accepting requests on.  Target IP address Target IP address The IP address of the target appliance.  Target state Target state The state of the target in the standby control group.  Domain Domain The domain where the service object exists.  Type Type The type of the service object.  Name Name The name of the service object.  Weight Weight The weight of this target. The weight is determined by the processing capabilities of each appliance, and is used in the connection distribution decisions by the active member of the standby control group.  Active connections Active connections The number of connections in a TCP ESTABLISHED state to this target. This information will only be displayed on the row for the active member of the standby control group, and might differ from the actual number of connections because self balancing is not the endpoint for TCP connections.  Inactive connections Inactive connections The number of connections that are not established to this target. This includes previously active connections that have closed but not yet timed out. There might be a large number of inactive connections depending on the number of connections per second received and the connection time out. This information will only be displayed on the row for the active member of the standby control group and might differ from the connections in TIME_WAIT because self balancing is not the endpoint for TCP connections. Self-Balanced Service Status Self-balanced service status Status of self-balanced services in standby control groups.  status/self-balanced-status2 self-balanced-status AppOpt   Virtual IP address Virtual IP address The Virtual IP address that the service is accepting requests on.  Port Port The port that the service is accepting requests on.  Target IP address Target IP address The IP Address of the target appliance.  Target state Target state The state of the target in the standby control group.  Domain Domain The domain where the service object exists.  Type Type The type of the service object.  Name Name The name of the service object.  Weight Weight The weight (processing capabilities) of this target. The processing capabilities of each appliance are used in the connection distribution decisions by the active member of the standby group. For standby members in the standby group, this value is always 0.  Active connections Active connections The number of connections in a TCP ESTABLISHED state to this target. This information is available for only the active member of the standby group. The actual number can differ because self balancing is not the endpoint for TCP connections.  Inactive connections Inactive connections Indicates the number of connections of established, idle connection to this target. This number includes previously active connections that are closed but not yet timed out. Depending on the number of connections per second that were received and the connection timeout, there might be many inactive connections. This information is available for only the active member of the standby group. The actual number can differ from the connections in the TCP TIME_WAIT state because self balancing is not the endpoint for TCP connections. Self-Balanced Service Status Self-balanced service status Status of self-balanced services in standby control groups.  status/local-self-balanced-services local-self-balanced-services AppOpt   Virtual IP address The virtual IP address upon which connections are being accepted. An address of 0.0.0.0 means that connections will be accepted at any IP address of the system, a specific address indicates that connections will only be accepted at that virtual IP address.  Port The port number of the listener.  Uses TLS Denotes whether the local listener supports the TLS protocol.  Domain The domain that the configuration object that created the listener is in.  Type The type of configuration object that created the listener.  Name The name of the configuration object that created the listener. Local Self-Balanced Services This table describes all local services that are listening for incoming connections on a self-balanced standby control virtual IP address. For each entry in the table, the configuration object that created the listener is shown.  status/memory-services-deprecated IDG   Service Service type The type of service being considered.  Name Service name Name of the service.  Current Current memory usage. kilobytes Current memory being used by this service.  1 min Peak memory usage over the previous minute. kilobytes The peak memory usage by the service over the previous minute.  1 min - 5 min Peak memory usage in the interval between 1 and 5 minutes ago. kilobytes The peak memory usage by the service in the interval between 1 and 5 minutes ago.  5 min - 10 min Peak memory usage in the interval between 5 and 10 minutes ago. kilobytes The peak memory usage by the service in the interval between 5 and 10 minutes ago.  10 min - 1 hour Peak memory usage in the interval between 10 minutes and 1 hour ago. kilobytes The peak memory usage by the service in the interval between 10 minutes and 1 hour ago.  1 hour - 12 hours Peak memory usage in the interval between 1 and 12 hours ago. kilobytes The peak memory usage by the service in the interval between 1 and 12 hours ago.  12 hours - 1 day Peak memory usage in the interval between 12 hours and 1 day ago. kilobytes The peak memory usage by the service in the interval between 12 hours and 1 day ago.  Lifetime Peak memory usage. kilobytes The peak memory usage by the service over its lifetime. Services Memory Usage (deprecated - use ServicesMemoryStatus2) Details of memory usage by services Details of memory usage by services.  status/memory-services services-memory   Service Service type The type of service being considered.  Name Service name Name of the service.  Current Current memory usage. megabytes Current memory being used by this service.  1 min Peak memory usage over the previous minute. megabytes The peak memory usage by the service over the previous minute.  1 min - 5 min Peak memory usage in the interval between 1 and 5 minutes ago. megabytes The peak memory usage by the service in the interval between 1 and 5 minutes ago.  5 min - 10 min Peak memory usage in the interval between 5 and 10 minutes ago. megabytes The peak memory usage by the service in the interval between 5 and 10 minutes ago.  10 min - 1 hour Peak memory usage in the interval between 10 minutes and 1 hour ago. megabytes The peak memory usage by the service in the interval between 10 minutes and 1 hour ago.  1 hour - 12 hours Peak memory usage in the interval between 1 and 12 hours ago. megabytes The peak memory usage by the service in the interval between 1 and 12 hours ago.  12 hours - 1 day Peak memory usage in the interval between 12 hours and 1 day ago. megabytes The peak memory usage by the service in the interval between 12 hours and 1 day ago.  Lifetime Peak memory usage. megabytes The peak memory usage by the service over its lifetime. Services Memory Usage Details of memory usage by services Details of memory usage by services.  status/active-services services   Local IP IP address being used by this service. IP address being used by this service.  Local port Port being used by this service. Port being used by this service.  Type Type of service. Type of service.  Name Name of the service. Name of the service. Active Services Active services Status of active services.  status/services-plus-obsolete   Local IP IP address being used by this service. IP address being used by this service.   Local port Port being used by this service. Port being used by this service.  Type Type of front side handler. Type of front side handler.  Name Name of front side handler. Name of front side handler.  Status Status of front side handler. Status of front side handler.  Directory Details of front side handler. Details of front side handler.  GET queue Details of front side handler. Details of front side handler.  Topic Details of front side handler. Details of front side handler.  Topic selection Details of front side handler. Details of front side handler.  Remote server Details of front side handler. Details of front side handler.  Remote port Details of front side handler. Details of front side handler.  Service type Type of service. Type of service.  Service name Name of the service. Name of the service.   Summary Summary of the service. Summary of the service.            Services Plus Active services Status of active services.  status/ws-serviceversion-status ws-serviceversion-status IDG   MPGW  Identifier  Service version source URL  Status  Last refresh  Processing log  Policy correlator Service Version Status   source-sftp-poller-quiesce-status   Name The name of the SFTP source protocol handler The name of the SFTP source protocol handler  Quiesce state The quiesce state of the SFTP source protocol handler The quiesce state of the SFTP source protocol handler SFTP Source Protocol Handler Summary SFTP source protocol handler summary  status/sgclient-conn-status sgclient-conn-status IDG  software   Secure Gateway client Name of the Secure Gateway client. Name of the Secure Gateway client.  Destination host Host name or IP address of the destination of this connection. Host name or IP address of the destination of this connection.  Destination port Port number of the destination of this connection. Port number of the destination of this connection.  Bytes sent Number of bytes sent over this connection. Number of bytes sent from the cloud to the destination over this connection  Bytes received Number of bytes received over this connection. Number of bytes received from the destination, and forwarded to the cloud, through this connection. Secure Gateway Client Connection Status (deprecated) Secure Gateway client connection status is deprecated. The Secure Gateway client is deprecated. Displays the status of Secure Gateway client connections.  status/sgclient-status sgclient-status IDG  software   Secure Gateway client Name of the Secure Gateway client. Name of the Secure Gateway client.  Total connections Total number of connections. Total number of connections that have ever been active since this Secure Gateway client was enabled.  Active connections Number of active connections. Number of currently active connections.  Bytes sent Number of bytes sent over this gateway. Cumulative number of bytes sent from the cloud to any client through this secure gateway.  Bytes received Number of bytes received over this gateway. Cumulative number of bytes received from any client and forwarded to the cloud through this secure gateway. Secure Gateway Client Status (deprecated) Secure Gateway client status is deprecated. The Secure Gateway client is deprecated. Displays the status of Secure Gateway clients.  status/slm-peering slm-peering IDG   SLM policy The name of the SLM Policy invoked  Peer The SLM Peer with which monitoring data updated  First update Timestamp of first update with Peer  Last updated Timestamp of last update with Peer  Count The number of updates exchanged with Peer SLM Peering Status SLM peering status Counts of traffic exchange with SLM peers  status/slm-summary slm-summary IDG   SLM policy Name of the SLM policy The name of the SLM policy.  SLM statement ID SLM statement ID. The ID of the SLM statements in the SLM policy.  1 minute messages Number of messages the statement processed in 1 minute The number of messages that the statement processed in the previous minute.  1 minute errors Number of messages the statement processed with errors in 1 minute The number of messages processed that the statement processed with errors in the previous minute.  1 minute throttled Number of messages the statement throttled in 1 minute The number of messages that the statement throttled in the previous minute.  1 minute response average Average response time for all messages the statement processed in 1 minute The average response time in milliseconds for all messages that the statement processed in the previous minute.  1 minute response minimum Minimum response time in milliseconds for any message the statement processed in 1 minute The minimum response time in milliseconds for any message that the statement processed in the previous minute.  1 minute response maximum Maximum response time for messages the statment processed in 1 minute The maximum response time in milliseconds for any message that the statement processed in the previous minute.  Total messages Total number of messages the statement processed The total number of messages that the statement processed.  Total errors Total number of messages the statement processed with errors The total number of messages that the statement processed with errors.  Total throttled Total number of messages the statment throttled The total number of messages that the statement throttled.  Total response average The average response time for all messages the statement processed The average response time in milliseconds for all messages that the statement processed.  Total response minimum Minimum response time for any message the statement processed The minimum response time in milliseconds for any message that the statement processed.  Total response maximum Maximum response time for any message the statement processed The maximum response time in milliseconds for any message that the statement processed. SLM Summary Status Service Level Monitor (SLM) summary Service Level Monitor (SLM) summary  status/snmp-status snmp-status   SNMPv3 engineID The engineID for the local SNMPv3 engine.  SNMPv3 engine boots The number of reboots for the local SNMPv3 engine. SNMP Status SNMP status  status/sql-connections sql-connections SQL-ODBC   SQL data source Name of the SQL data source. Name of the SQL data source.  Total connections Total number of connections to this SQL data source. Total number of connections to this SQL data source.  Idle connections Idle connections to this SQL data source. Number of idle connections to this SQL data source.  Active connections Active connections to this SQL data source. Number of active connections to this SQL data source. SQL Data Source Connection Pool Status SQL data source connection pool statistics. SQL data source connection pool statistics.  status/sqlruntime sqlruntime DCO   Instance Identifier for this runtime. An automatic identifier for this runtime. There may be multiple runtimes for each profile.  Profile name Name of the profile. Name given to the profile in the runtime settings.  Maximum memory Maximum memory allowed for runtimes in this profile. kibibytes The maximum memory allowed for any runtime in this profile. This value is configurable in the runtime settings. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  Available memory The amount of currently available free memory. kibibytes The amount of free memory currently available to the runtime environment. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  Total memory The total memory consumed by this runtime. kibibytes The total memory consumed by this runtime, including all the services running in this runtime. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  Maximum memory Maximum memory allowed for runtimes in this profile. kibibytes The maximum memory allowed for any runtime in this profile. This value is configurable in the runtime settings.  Available memory The amount of currently available free memory. kibibytes The amount of free memory currently available to the runtime environment.  Total memory The total memory consumed by this runtime. kibibytes The total memory consumed by this runtime, including all the services running in this runtime. SQL Data Source Runtime Status SQL data source runtime status information The memory status of each sql runtime environment is reported. There may be more than one runtime running under the same profile.  status/sql sql SQL-ODBC   SQL data source Name of the SQL data source. Name of the SQL data source.  Number of read requests Number of read requests to this SQL data source. Number of read requests to this SQL data source.  Number of modify requests Number of modify requests to this SQL data source. Number of modify requests to this SQL data source.  Number of failed read requests Number of failed read requests to this SQL data source. Number of failed read requests to this SQL data source.  Number of failed modify requests Number of failed modify requests to this SQL data source. Number of failed modify requests to this SQL data source. SQL Data Source Status SQL data source statistics. SQL data source statistics.  status/client-known-host-summary-obsolete client-known-host-summary IDG   Domain The domain name associated with the table.  SSH client profile The SSH client profile name associated with the table.      Delete Table SSH Client Known Host Table Summary SSH client known host table summary SSH known host tables for the SSH client profile. If the table is no longer needed, it can be deleted using the "Delete Table" button.  status/client-known-host-summary client-known-host-summary IDG   Domain The domain name associated with the table.  SSH client profile The SSH client profile name associated with the table.      Delete Table SSH Client Known Host Table Summary SSH client known host table summary SSH known host tables for the SSH client profile. If the table is no longer needed, it can be deleted using the "Delete Table" button.  status/client-known-hosts client-known-hosts IDG   Host The IP address of the SSH peer.  Type The key type recorded for the SSH peer.  Client name The SSH client profile associated with the SSH peer.      Delete SSH Client Known Host Tables SSH client known host tables SSH known host tables for the SSH client profile. If the host key of an SSH server changes, delete the SSH client known host entry, then add an SSH client known host to the SSH client profile.   source-ssh-server-quiesce-status   Name The name of the SSH server source protocol handler The name of the SSH server source protocol handler  Quiesce state The quiesce state of the SSH server source protocol handler The quiesce state of the SSH server source protocol handler SSH Server Source Protocol Handler Summary SSH server source protocol handler summary  status/trusted-hosts known-hosts   Host The hostname of the peer.  Type The key type recorded for peer.     Delete SSH Known Host Table SSH known host table SSH known host table   sslproxy-quiesce-status   Name The name of the TLS Proxy The name of the TLS Proxy  Quiesce state The quiesce state of the TLS Proxy The quiesce state of the TLS Proxy TLS Proxy Summary TLS Proxy summary  status/standby IDG   Interface The physical Ethernet interface The physical Ethernet interface assigned to standby  Group The standby group number. An integer used to identify a standby group; allowable identifiers are in the range 1 through 255.  Virtual IP address The virtual IP address assigned to the group The virtual IP address managed by this group, which will be active on one member of the group at any given time. This is the address external clients use to contact the group.  Priority Priority level of the interface within the group The priority value (an integer within the range 100 through 255, with a default of 100) determines the device's eligibility for the active role. The device within the standby group with the highest assigned priority assumes the active role.  State Current state of this standby member. The current state of this member of this standby control group. If it is active, this member is the one receiving traffic for the group's IP address. If it is standby, some other member of the group is active.  Preempt Regain active status enabled With preempt mode enabled, a previously active (rather than standby) device regains its active status provided it has a high enough priority when returned to service following a failure. With preempt mode disabled (the default state), a previously active device assumes the standby role when returned to service following a failure.  VIP owner The machine currently responding to virtual IP address The address or host name of the machine in the group that currently responds to the virtual IP address  Type The type of interface standby control is on. The type of the interface this standby control is on. This may be Ethernet or VLAN.  VLAN name The VLAN the standby control is on. If this standby control is on a VLAN, the name of that VLAN.  Self-balancing Distribute incoming connections to all members of the standby group, rather than just the active With self-balancing enabled, the active device distributes incoming requests across all members of the standby group with the self-balancing feature enabled.  Distribution algorithm Algorthim used for distributing incoming connections The active device uses chosen algorithm to distribute connections to members of the standby group with the self-balancing feature enabled. All members in the standby group must use the same algorithm. Interface Standby Status Status of standby control protocol on Ethernet interfaces or VLANs on top of Ethernet interfaces.  status/standby2 standby IDG store:///dp/ssc-marker   ifIndex SNMP ifIndex. Indicates the value of the SNMP ifIndex column in the ifTable for the interface that is running standby. The ifIndex is a unique value that is greater than zero for each interface.  Type Interface type Indicates the interface type of the network interface that is running standby. Same numeric value as ifType in ifTable.  Name Interface name Indicates the configuration name of the interface that is running standby.  1 255 Group Standby group number Indicates the identifier for the standby group.  Virtual IP address Virtual IP address for the group Indicates the virtual IP address for the group, which is active on only one member of the standby group. This IP address is the address that external clients use to contact the group.  0 255 Priority Priority level of the interface Indicates the priority value. The appliance within the standby group with the highest assigned priority assumes the active role when there is an election.  State Current state of this standby member. Indicates the current state of this member in the standby group. If it is active, this member is the one that receives traffic for the IP address of the group. In other states, some other member of the group is active.  Preemption state Preemption state Indicates whether preemption is enabled. Do not enable preemption.  VIP owner The machine currently responding to virtual IP address Indicates the underlying IP address of the appliance in the group that is active and is receiving traffic to the virtual IP address.  Self-balancing Active appliance for distributing incoming connections With self-balancing enabled, indicates the active appliance that distributes incoming requests across all members of the standby group that have the self-balancing feature enabled.  Distribution algorithm Algorthim to distribute incoming connections Indicates the algorithm to distribute connections to members of the standby group that have the self-balancing feature enabled. All members in the standby group must use the same algorithm. Standby Status Interface standby status Status of standby control protocol on Ethernet interfaces or VLANs on top of Ethernet interfaces.   source-raw-quiesce-status   Name The name of the Stateless TCP source protocol handler The name of the Stateless TCP source protocol handler  Quiesce state The quiesce state of the Stateless TCP source protocol handler The quiesce state of the Stateless TCP source protocol handler Stateless TCP Source Protocol Handler Summary Stateless TCP source protocol handler Summary  status/stylesheet-cache-obsolete IDG   XML manager XML manager that manages stylesheets The name of the XML manager that manages stylesheets. More than one service can use an XML manager.  Max count Maximum number of stylesheets cached The maximum number of stylesheets that can be cached.  Cached Number of cached stylesheets The number of stylesheets in the cache.  Ready Number of stylesheets in the ready state The number of stylesheets in the cache that are available for use.  Pending Number of stylesheets in the pending state The number of stylesheets in the cache that are pending compilation.  Bad Number of stylesheets in the bad state The number of stylesheets in cache that encountered compilation errors. On error, the stylesheet is cached and marked as bad. Flush these stylesheets to prevent runtime errors.  Duplicate requests Number of requests to compile an existing, cached stylesheet The number of requests to compile an existing, cached stylesheet.  Current size Total memory usage for cached stylesheets KB The total memory used for cached stylesheets.     Flush Stylesheet Cache The current status of the stylesheet cache. The cache contains a copy of all style sheets or WSDL files compiled within the refresh time, total count limit, or total cache size.  status/stylesheet-cache stylesheet-cache-status IDG   XML manager XML manager that manages stylesheets The name of the XML manager that manages stylesheets. More than one service can use an XML manager.  Max size Maximum size of stylesheet cache MB The maximum size of the stylesheet cache in megabytes (MB). This value is an integer value. The following examples explain the integer representation. 
                      When the size in 1 byte less than 1 MB, the value is 0. When the size is 1048575 bytes greater than 2 MB, the value is 2.  Max count Maximum number of stylesheets cached The maximum number of stylesheets that can be cached.  Cached Number of cached stylesheets The number of stylesheets in the cache.  Ready Number of stylesheets in the ready state The number of stylesheets in the cache that are available for use.  Pending Number of stylesheets in the pending state The number of stylesheets in the cache that are pending compilation.  Bad Number of stylesheets in the bad state The number of stylesheets in cache that encountered compilation errors. On error, the stylesheet is cached and marked as bad. Flush these stylesheets to prevent runtime errors.  Duplicate requests Number of requests to compile an existing, cached stylesheet The number of requests to compile an existing, cached stylesheet.  Current size Total memory usage for cached stylesheets KB The total memory used for cached stylesheets in kilobytes.     Flush Stylesheet Cache The current status of the stylesheet cache. The cache contains a copy of all compiled stylesheets or WSDL files within the refresh time, total cache count, or total cache size.  status/stylesheet-executions-obsolete IDG    Output mode   10 sec  1 min  10 min  1 hour  1 day Stylesheet Executions Stylesheet execution counts Stylesheet execution counts  status/stylesheet-executions stylesheet-executions IDG   XML manager The XML manager managing the stylesheet  Identifier The stylesheet cache index identifier  Output mode The output mode for the stylesheet. The output mode used by the compiler. The value 'general' indicates general-purpose compilation mode, no specialization. The value 'stream' indicated specialized compilation mode for direct output to a network stream. The value 'context' indicates specialized compilation mode for output to a temporary context variable. The value 'events' indicates specialized compilation mode for event-driven output.  URL Stylesheet location URL The stylesheet source may reside on the device or remotely. This URL indicates the source location of the stylesheet in the cache  10 sec Count of executions during the last 10 seconds Count of executions during the last 10 seconds  1 min Count of executions during the last 1 minute Count of executions during the last 1 minute  10 min Count of executions during the last 10 minutes Count of executions during the last 10 minutes  1 hour Count of executions during the last 1 hour Count of executions during the last 1 hour  1 day Count of executions during the last 1 day Count of executions during the last 1 day Stylesheet Executions Stylesheet execution counts This display reports stylesheet execution counts.  status/stylesheet-mean-execution-obsolete IDG    Output mode   10 sec msec  1 min msec  10 min msec  1 hour msec  1 day msec Stylesheet Execution Times Stylesheet mean execution times msec Stylesheet mean execution times  status/stylesheet-mean-execution stylesheet-execution-means IDG   XML manager The name of the XML manager The name of the XML manager executing the stylesheets.  Identifier Cache index identifier Cache index identifier  Output mode The output mode for the stylesheet. The output mode used by the compiler. The value 'general' indicates general-purpose compilation mode, no specialization. The value 'stream' indicated specialized compilation mode for direct output to a network stream. The value 'context' indicates specialized compilation mode for output to a temporary context variable. The value 'events' indicates specialized compilation mode for event-driven output.  URL The URL of the stylesheet or WSDL. The URL of the stylesheet or WSDL. This may refer to a location off the device or to a location on the device.  10 sec Average execution time over the last 10 seconds ms Average execution time over the last 10 seconds.  1 min Average execution time over the last minute ms Average execution time over the last minute.  10 min Average execution time over the last 10 minutes ms Average execution time over the last 10 minutes.  1 hour Average execution time over the last 1 hour ms Average execution time over the last 1 hour.  1 day Average execution time over the last day ms Average execution time over the last day. Stylesheet Execution Times Stylesheet mean execution times ms Stylesheet mean execution times  status/stylesheet-profiles-obsolete IDG   Manager  Output mode  URL  Index  Name  Location  Deprecated (for backwards compatibility)  Count  Type  Time(ms) Stylesheet Profiles Stylesheet profiles Profiling of the Execution Time for a Stylesheet  status/stylesheet-profiles IDG   XML manager The name of the XML manager employed The name of the XML manager employed.  Identifier Stylesheet cache identifier number A number that identifies the style sheet in the cache that processed this request.  Output mode The output mode of the compiler. The output mode of the compiler.  URL The URL of the style sheet The URL of the style sheet. This value might refer to a remote location or to a location on the device.  Index An index of the calls made to this style sheet An index of the calls made to this style sheet.  Name The name of the template, global variable, or dp:profile node in the style sheet The name of the template, global variable, or dp:profile node in the style sheet that the entry represents. Each named template in the style sheet is listed if processed by the style sheet. If a style sheet calls the same template from multiple places in the style sheet, each of the multiple entries is listed.  Location Location in style sheet The line number in the style sheet where the template was called or the location of the declaration of a global variable or dp:profile element. For example, a report of local:///mine.xsl:16 indicates a template was called on line 16 of the indicated style sheet. Entries with the 'built-in' location refer to the implicit templates defined by the XSLT 1.0 specification.  Deprecated (for backwards compatibility)  Count The number of times the template runs The number of times the listed entry ran during the processing of a request by the style sheet. A template or dp:profile node can be called more than once during the processing of a style sheet.  Type Type of profiling entry The type of this entry. The value can be either a template, global variable, dp:profile node, or the total for the entire stylesheet execution.  Time Total time spent, in milliseconds ms The total time, measured in milliseconds, spent processing the instructions represented in this entry. The instructions represented by a given entry can run more than once, as indicated by the count. The total time is the sum measured across all runs of the style sheet. As some entries represent nested portions of the stylesheet processing, the sum of all entries do not equal the total time. Stylesheet Profiles Stylesheet profiles Table that summarizes profiling information about style sheets. The table reports each template, global variable, and dp:profile element that the style sheet processes in their own entry. No data is available unless an XML Manager with a Compile Options Policy with Profiling enabled matches a request or response that the device processed.  status/stylesheet-status-obsolete IDG   Manager  Output mode  URL  Compile options  Status  Compile time msec  Refresh interval sec  Flushable  Last refresh  Message  Compiler log  XML hardware acceleration  XML hardware acceleration resources used % Stylesheet Status  status/stylesheet-status stylesheet-status IDG   Manager The XML manager controlling the stylesheet. The name of the XML manager associated with the compiled stylesheet or WSDL.  Identifier A unique identifier. A unique identifier assigned by the system to the compiled stylesheet or WSDL.  Output mode The output mode used by the compiler. The output mode used by the compiler.  URL The URL of the stylesheet or WSDL. The URL of the stylesheet or WSDL to compile. The file can be local or remote.  Compile options The compile options that are applied to the stylesheet or WSDL. The compile options that are applied to the stylesheet or WSDL. Compile options are set by the compile options policy that is associated with the XML manager.  Status The current status of the compiled stylesheet or WSDL. The current status of the compiled stylesheet or WSDL.  Compile time Time to compile in milliseconds. ms Time to compile in milliseconds.  Refresh interval Time between automatic refreshes in seconds. sec Time between automatic refreshes in seconds. When an automatic refresh is in force, files are fetched and recompiled to maintain a fresh cache.  Flushable Whether the file can be removed, or flushed, from the cache. Indicates whether the file can be removed, or flushed, from the cache. Flushing the compiled version of the file from the cache forces a refresh of the file the next time that the file is called. Forcing a refresh is useful during development and debugging.  Last refresh Timestamp of the last refresh. Timestamp of the last refresh. Indicates length of time in cache.  Message Helpful compiler messages. Helpful compiler messages.  Compiler log Helpful compiler log messages. Helpful compiler log messages. Any compilation errors can be found here.  XML hardware acceleration Status of XML hardware acceleration for stylesheet. Reports use (on) of XML hardware acceleration during compile of particular stylesheet or WSDL.  XML acceleration resources used Status of XML hardware acceleration usage. % Reports usage percentage of XML hardware acceleration during compile of particular stylesheet or WSDL.  Memory Memory used by the compiled stylesheet KB The memory used by the compiled stylesheet in KB.      Refresh Stylesheet Status A status report of XSL stylesheets and WSDL files that were compiled during processing. The compiler log messages are helpful for debugging and development. After compilation, these files are cached for speed. The compiled files can be flushed from the cache or refreshed periodically.  status/system-cpu system-cpu IMQA   Current CPU usage The percentage of CPU currently used. % The instantaneous CPU usage as a percentage of the CPU load.  Load average (1m) Average CPU load over the last minute. % Shows the average CPU load over the last minute.  Load average (5m) Average CPU load over the last 5 minutes. % Shows the average CPU load over the last 5 minutes.  Load average (15m) Average CPU load over the last 15 minutes. % Shows the average CPU load over the last 15 minutes. CPU usage System CPU usage information. Detailed information about CPU usage.  status/system-memory system-memory IMQA   Memory usage The percentage of memory used. % The instantaneous memory usage as a percentage of the total memory.  Total memory The total memory of the system. MB The total memory of the system in magabytes. The total memory equals the amount of installed memory minus the amount of reserved memory.  Used memory The amount of memory that is currently in use. MB The amount of memory that is currently in use. The used memory equals the amount of total memory minus the amount of free memory. The used memory does not include any hold memory.  Free memory The amount of memory that is currently not in use. MB The amount of memory that is currently not in use and is therefore available. The free memory value includes any hold memory that is not currently in use. Memory usage System memory usage information. Detailed information about memory usage.  status/system IDG   Interval The interval of measurement, in milliseconds. msec The device collects and displays load statistics over the interval, expressed in milliseconds, given here.  Load Percent of load on the device. % The percentage of total load on the device during the measurement interval. A load above 90 indicates the device is at or near load capacity.  Work list The number of pending messages. The number of pending messages in queue for processing by the device. Pending messages may include such activities as off-box logging and stylesheet or WSDL retrieval from remote locations. System Usage Percentage load on the device. The percentage of load on the device. Capacity planning should be made with reference to all of CPU, Load, Memory and transaction latencies.  status/systemusage load IDG   Task ID Task Instance ID. Instance of the task.  Task name The task or component name. The name of the task or component.  Load Percentage of load on the appliance. % The percentage of total load for the task during the measurement interval. A load above 90 indicates that the task is at or near load capacity. High load values are not necessarily indicative of a problem, provided that transaction latencies are not affected. Low load values mean that the task is looking for work; high load values mean that the task is doing work.  Work list The number of pending work items including internal communication. The number of pending work items including internal communication in the queue for processing by the appliance. This number is for internal diagnostics and is not intended for purposes of capacity planning.  CPU Percentage of CPU used. % The percentage of CPU used by this task.  Memory Percentage of memory used. % The percentage of memory used by this task. This ratio is relative to the amount of memory accessible to each task, rather than the memory accessible to the appliance as a whole. The cumulative task memory is not comparable to the memory usage as reported by the memory usage status provider.  File count Number of open file handles. Number of open file handles. The file count increases when the appliance accepts new connections, or opens a file for reading. The count decreases when this file handle is closed. The file count helps to identify which tasks are contributing to high open file counts. System Usage Component level system usage. Component level system usage.  status/systemusage-obsolete IDG   Task name The task or component name. The name of the task or component.  Load Percentage of load on the device. % The percentage of total load on the device during the measurement interval. A load above 90 indicates that the device is at or near load capacity. High load values are not necessarily indicative of a problem, provided that transaction latencies are not affected. Low load values means that the appliance is looking for work; high load means that the appliance is doing work.  Work list The number of pending work items including internal communication. The number of pending work items including internal communication in the queue for processing by the device. This number is for internal diagnostics is not intended for purposes of capacity planning.  CPU Percentage of CPU used. % The percentage of CPU used by this component.  Memory Percentage of memory used. % The percentage of memory used by this component. The cumulative task memory is not comparable to the memory usage as reported by the memory usage status provider. This value helps to identify which components are contributing to memory usage.  File count Number of open file descriptors. Number of open file descriptors. The file count increases when the device accepts new connections, or opens a file for reading and decreases when this descriptor is closed. This value helps to identify which components are contributing to high open file counts. System Usage Component level system usage. Component level system usage.   tcpproxy-quiesce-status   Name The name of the TCP Proxy The name of the TCP Proxy  Quiesce state The quiesce state of the TCP Proxy The quiesce state of the TCP Proxy TCP Proxy Summary TCP Proxy summary  status/tcp-connections tcp-connections   Established The number of TCP connections in the established state. The number of TCP connections in the established state. Connections in this state have completed all handshakes and can transfer data in either direction.  Syn-sent The number of TCP connections in the syn-sent state. The number of TCP connections in the syn-sent state. Connections in this state are waiting for a matching connection request after sending a connection request.  Syn-received The number of TCP connections in the syn-received state. The number of TCP connections in the syn-received state. Connections in this state are waiting for a confirming connection request acknowledgment after both receiving and sending a connection request.  Fin-wait-1 The number of TCP connections in the fin-wait-1 state. The number of TCP connections in the fin-wait-1 state. Connections in this state are waiting for a connection termination request from the remote TCP or an acknowledgment of the connection termination request previously sent.  Fin-wait-2 The number of TCP connections in the fin-wait-2 state. The number of TCP connections in the fin-wait-2 state. Connections in this state are waiting for a connection termination request from the remote TCP.  Time-wait The number of TCP connections in the time-wait state. The number of TCP connections in the time-wait state. Connections in this state are waiting for enough time to pass to be sure that the remote TCP received the acknowledgment of its connection termination request.  Closed The number of TCP connections in the closed state. The number of TCP connections in the closed state. This state represents no connection state at all.  Close-wait The number of TCP connections in the close-wait state. The number of TCP connections in the close-wait state. Connections in this state are waiting for a connection termination request from the local user.  Last-ack The number of TCP connections in the last-ack state. The number of TCP connections in the last-ack state. Connections in this state are waiting for an acknowledgment of the connection termination request previously sent to the remote TCP (which includes an acknowledgment of its connection termination request).  Listen The number of TCP connections in the listen state. The number of TCP connections in the listen state. Connections in the listen state are waiting for a connection request from any remote TCP and port.  Closing The number of TCP connections in the closing state. The number of TCP connections in the closing state. Connections in this state are waiting for a connection termination request acknowledgment from the remote TCP. TCP Port Summary The number of TCP connections in each state on this appliance. This provider lists the number of TCP connections on this appliance in each of the states defined in the TCP specification, RFC 793.  status/tcp-table tcp-table   Local IP address Local IP address for this connection. The local IP address of this TCP connection. For connections in the listen state, an IP address of 0.0.0.0 means that connections will be accepted at any IP address of the system. A specific IP address indicates that connections will only be accepted at that IP address.  Local port Local TCP port for this connection. The local TCP port number of this TCP connection.  Remote IP address Remote IP address for this connection. The remote IP address of this TCP connection. The value is 0.0.0.0 for connections in the listen state. The value is a specific IP address for established connections.  Remote port Remote TCP port for this connection. The remote TCP port number of this TCP connection.  State The state of the connection. The state of the TCP connection as defined in RFC 793.    Domain Domain of the configuration object. For TCP connections that were created by a configuration object this value indicates the domain that the configuration object that created the listener is in. Only applies to connections in the listen state.  Type The type of the configuration object. The type of configuration object that created the listener. For all connections not in the listen state this value will be configBase.  Name The name of the configuration object. The name of the configuration object that created the listener. Only applies to TCP connections in the listen state. TCP Port Status Table describing all TCP connections. This table describes all TCP connections on the system. Active connections and listeners are included. For listeners that are related to router configuration objects, the table indicates with what object the listener is associated.  status/temperature sensors-temperature  90051U 90052U 9006 9007 SailFish   Name The name of the temperature sensor. The name of the temperature sensor that is being monitored.  Value The current temperature reading. Degrees C The most recent reading of the temperature sensor in degree Celsius. There are only three significant digits.  Warning temperature Overtemperature warning threshold. The temperature at which a warning of high temperature occurs. If the current temperature is above this value, investigate the cause and correct the problem.  Danger temperature Overtemperature damage threshold. The temperature at which a risk of permanent damage to the appliance exists. If the current temperature is above this threshold, correct the problem immediately; otherwise, turn off the power supply of the appliance.  Status Status of the current temperature reading. An indicator of whether the current temperature is OK or exceeds the warning, danger, or critical threshold.  Critical temperature Overtemperature critical threshold. The temperature at which a critical error of high temperature occurs. If the current temperature is above this value, correct the problem immediately.        Temperature Sensors Temperature sensors Sensors that read temperatures, both of the air flowing through the appliance and of key components in the appliance.  status/tenantlicenses tenant-licenses Tenant   Available Number of tenants that can be installed Number of tenant that can be installed.  Installed Number of tenants that are installed Number of tenants that are installed. Tenant Licenses This provider displays information about the number of tenants that can be installed and are installed on the DataPower Gateways product. The installation of tenants require the purchase and activation of the Tenant feature.  status/tenant-memory tenant-memory IDG  9006 9007   Name The name of the tenant. The name of the tenant.  Total Total memory allocated bytes The total memory allocated to the landlord and tenants in bytes.  Current Current memory usage bytes The tenant's current memory usage in bytes.  Current (%) The tenant's current memory usage as a percentage of its limit. The tenant's current memory usage as a percentage of its limit.  Maximum Maximum memory usage bytes The tenant's maximum allowable memory usage in bytes.  Maximum (%) The tenant's maximum memory usage as a percentage of its limit. The tenant's maximum allowable memory usage as a percentage of the limit.  State Admin state (enabled or disabled) of the tenant. Admin state (enabled or disabled) of the tenant. Tenant Memory Status Information about the memory usage of tenants. Information about the memory usage of tenants.   tibems-server-quiesce-status Tibco-EMS   Name The name of the TIBCO EMS source protocol handler The name of the TIBCO EMS source protocol handler  Quiesce state The quiesce state of the TIBCO EMS source protocol handler The quiesce state of the TIBCO EMS source protocol handler TIBCO EMS Source Protocol Handler Summary TIBCO EMS source protocol handler summary  status/tibco-ems tibco-ems Tibco-EMS   Server Name of the TIBCO EMS server. Name of the TIBCO EMS server.  Received messages Number of messages received by this server. Number of messages received by this server.  Sent messages Number of messages sent by this server. Number of messages sent by this server.  Received faults Number of errors detected by this server during receive operations. Number of errors detected by this server during receive operations.  Sent faults Number of errors detected by this server during send operations. Number of errors detected by this server during send operations. TIBCO EMS Status TIBCO Enterprise Message Service (EMS) status. TIBCO Enterprise Message Service (EMS) status.  status/transmit-kbps   Interface  10 sec kbits/sec  1 min kbits/sec  10 min kbits/sec  1 hour kbits/sec  1 day kbits/sec Dead Tx Throughput Transmit throughput in kbits/sec kbits/sec Transmit throughput in kbits/sec for all physical Ethernet interfaces. For physical and VLAN interfaces, see drStatusNetworkTransmitDataThroughput.  status/transmit-packets   Interface  10 sec packets/sec  1 min packets/sec  10 min packets/sec  1 hour packets/sec  1 day packets/sec Dead Tx Packet Throughput Transmit throughput in packets/sec packets/sec Transmit throughput in packets/sec for all physical Ethernet interfaces. For physical and VLAN interfaces, see drStatusNetworkTransmitPacketThroughput.  status/uddi-subscription-key-status uddi-subscription-key-status IDG   Subscription  Subscription key status  Status Status of last update  Last update coverage start  Last update coverage end  Last initialization request coverage end  Notification interval UDDI Subscription Key Status (deprecated)  status/uddi-subscription-service-status uddi-subscription-service-status IDG   Subscription  UDDI BindingTemplate key for service/port  Status  WSDL address obtained from registry  WSDL service name obtained from registry  WSDL port name obtained from registry  Namepsace for WSDL service and port obtained from registry  UDDI key for WSDL binding  WSDL URL  WSDL binding name obtained from registry  Namepsace for WSDL binding obtained from registry UDDI Subscription Service Status (deprecated)  status/uddi-subscription-status uddi-subscription-status IDG   Subscription  Status of subscribed services  Status of subscription notifications  Total subscribed services  Services added by last update  Services deleted by last update  Services modified by last update UDDI Subscription Status (deprecated)  status/version version   Version  Build  Build date  Watchdog build  Installed DPOS  Running DPOS  IBM MQ library  Access Manager library  Coproc library  Netegrity library  ODBC library  TIBCO EMS library  WebSphere JMS library  Serial  XML accelerator   Version Information  status/virtual-platform-obsolete Virtual   Edition Virtual appliance edition Shows whether the virtual appliance is Production Edition, Non-Production Edition, or Developers Edition.  Hypervisor Hypervisor hosting the virtual appliance Shows the hypervisor that this virtual appliance is running on. The hypervisor provides the information in the DMI data. The value is none when the appliance is hosted on a cloud platform.  Virtual CPU count Virtual CPU count Shows the number of virtual CPUs that are available to the virtual appliance.  Memory Virtual memory amount Gigabytes Shows the amount of virtual memory that is available to the virtual appliance.  UUID Virtual appliance UUID Shows the UUID of this virtual appliance that is assigned by the hypervisor. The hypervisor provides the information in the DMI data.  Platform Platform provider Shows the name of the cloud platform provider. The host system provides the information. The value is none when the appliance is running in a hypervisor.  OS OS distribution When the virtual appliance is hosted on a cloud platform, shows the name of the cloud OS Linux distribution. The host system provides the information. Virtual Appliance Information Information about virtual appliance Information about the virtual appliance and the hypervisor or cloud platform that the virtual appliance is running on.  status/virtual-platform-obsolete Virtual   Product Product Shows the product name.  Hypervisor Hosting hypervisor Shows the hypervisor that the DataPower Gateway is running on. The value is always 
                     none
                    when platform is 
                     docker
                    or 
                     linux
                    .  Virtual CPU count Virtual CPU count Shows the number of virtual CPUs that are available.  Memory Virtual memory amount Gigabytes Shows the amount of virtual memory that is available.  UUID UUID Shows the assigned UUID.  Platform Platform Shows the platform type that is defined for the DataPower Gateway. The value is always blank for hypervisors.  OS Operating system distribution The Linux operation system distribution that the DataPower Gateway is running. The value is always blank for hypervisors. Virtual Platform Information Information about the DataPower Gateway platform Information about the DataPower Gateway platform.  status/virtual-platform virtual-platform Virtual   Product Product Shows the product name.  Hypervisor Hosting hypervisor Shows the hypervisor that the DataPower Gateway is running on. The value is always 
                     none
                    when platform is 
                     docker
                    or 
                     linux
                    .  Virtual CPU count Virtual CPU count Shows the number of virtual CPUs that are available.  Memory Virtual memory amount Gigabytes Shows the amount of virtual memory that is available.  UUID UUID Shows the assigned UUID.  Platform Platform Shows the platform type that is defined for the DataPower Gateway. The value is always blank for hypervisors.  OS Operating system distribution The Linux operation system distribution that the DataPower Gateway is running. The value is always blank for hypervisors.  CPU cores CPU cores The number of CPU cores. Virtual Platform Information Information about the DataPower Gateway platform Information about the DataPower Gateway platform.  status/vlan   Name VLAN interface name Indicates the name of the VLAN interface in the configuration.  SNMP ifIndex VLAN SNMP ifIndex Indicates the SNMP ifIndex value of the row in the SNMP ifTable that corresponds to the VLAN interface.  Ethernet Ethernet the VLAN is over Indicates the Ethernet interface that this VLAN interface is operating on.  Identifier VLAN identifier Indicates the VLAN identifier that uniquely identifies this particular VLAN interface on its associated physical Ethernet network. VLAN Interface Status Status for all VLAN interfaces This table provides status for all VLAN interfaces.  status/vlan2 vlan-status   Kernel name Interface name in kernel Indicates the name of the inteface in the system kernel.  Configuration name Interface name in the configuration Indicates the name of the interface in the configuration.  ifIndex VLAN SNMP ifIndex The SNMP ifIndex value of the row in the SNMP ifTable for the VLAN interface.  Parent ifIndex VLAN parent interface SNMP ifIndex The SNMP ifIndex of the parent interface of the VLAN interface.  Parent VLAN parent interface name The name of the parent interface of the VLAN interface.  Identifier VLAN identifier The VLAN identifier that uniquely identifies the VLAN interface on its associated physical Ethernet network. VLAN Interface Status Status for all VLAN interfaces This table provides status for all VLAN interfaces.  status/voltage sensors-voltage RealHardware   Name The name of the voltage sensor. The name of the voltage sensor that is being monitored.  Value The current voltage reading. mV The most recent reading of the voltage sensor in millivolts. There are only three significant digits.  Lower limit The minimum allowable voltage reading. mV The lowest allowable reading of the voltage sensor in millivolts.  Upper limit The maximum allowable voltage reading. mV The highest allowable reading of the voltage sensor in millivolts.  Status Status of the current voltage reading. An indicator of whether the current voltage is OK or the voltage exceeds the upper or lower critical threshold. If the status is not OK, check whether the temperature is too high or the fan does not work. If the temperature is normal and the fan works, the appliance must have failed. Replace the appliance. Voltage Sensors Voltage sensors Sensors that read voltages, from the power supplies and other components of the appliance.  status/webappfirewall-accepted webapp-allowed IDG   Firewall Firewall Firewall  10 sec Number of approvals in the previous 10 seconds. Number of approvals in the previous 10 seconds.  1 min Number of approvals in the previous minute. Number of approvals in the previous minute.  10 min Number of approvals in the previous 10 minutes. Number of approvals in the previous 10 minutes.  1 hour Number of approvals in the previous hour. Number of approvals in the previous hour.  1 day Number of approvals in the previous day. Number of approvals in the previous day. Web Application Firewall Approvals Web Application Firewall approvals. The number of approvals by the Web Application Firewall.  status/webappfirewall-rejected webapp-rejected IDG   Firewall Firewall Firewall  10 sec Number of rejections in the previous 10 seconds. Number of rejections in the previous 10 seconds.  1 min Number of rejections in the previous minute. Number of rejections in the previous minute.  10 min Number of rejections in the previous 10 minutes. Number of rejections in the previous 10 minutes.  1 hour Number of rejections in the previous hour. Number of rejections in the previous hour.  1 day Number of rejections in the previous day. Number of rejections in the previous day. Web Application Firewall Rejections Web Application Firewall rejections The number of rejections by the Web Application Firewall.   web-application-firewall-quiesce-status IDG   Name The name of the Web App Firewall The name of the Web App Firewall  Quiesce state The quiesce state of the Web App Firewall The quiesce state of the Web App Firewall Web App Firewall Summary Web App Firewall summary  status/websocket-connections websocket-connections IDG   Handler Handler for the connection The handler for connection.  Action class Action class for the connection The action class for the connection.  Action name Action name for the connection The action name for the connection.  Current active connections Current number of the active connections The current number of the active connections.  Peak active connections Highest number of the active connections The highest number of the active connections.  Longest active connection time Longest duration for an active connection seconds The longest duration for an active connection in seconds.  Average active connection time Average duration for active connections seconds The average duration for active connections in seconds.  Shortest active connection time Shortest duration for an active connection seconds The shortest duration for an active connection in seconds.  Longest connection time Longest duration for a connection seconds The longest duration for a connection in seconds.  Average connection time The average duration for connections seconds The average duration for connections in seconds.  Shortest connection time Shortest duration for a connection seconds The shortest duration for a connection in seconds.  Successful upgrades Number of successful upgrade requests The number of successful upgrade requests.  Failed upgrades Number of failed upgrade requests The number of failed upgrade requests.  Client to server assembly name Client to server assembly name Client to server assembly name.  Client to server received data Client to server received data Client to server received data.  Client to server sent data Client to server sent data Client to server sent data.  Client to server success count Client to server success count Client to server success count.  Client to server failure count Client to server failure count Client to server failure count.  Server to client assembly name Server to client assembly name Server to client assembly name.  Server to client received data Server to client received data Server to client received data.  Server to client sent data Server to client sent data Server to client sent data.  Server to client success count Server to client success count Server to client success count.  Server to client failure count Server to client failure count Server to client failure count.         WebSocket Connection Status WebSocket connection status WebSocket connection status   source-wasjms-quiesce-status WebSphere-JMS   Name The name of the WebSphere JMS source protocol handler The name of the WebSphere JMS source protocol handler  Quiesce state The quiesce state of the WebSphere JMS source protocol handler The quiesce state of the WebSphere JMS source protocol handler WebSphere JMS Source Protocol Handler Summary WebSphere JMS source protocol handler summary  status/wasjms websphere-jms WebSphere-JMS   Server  Received messages  Sent messages  Received faults  Sent faults WebSphere JMS Status   web-token-service-quiesce-status   Name The name of the Web Token Service. The name of the Web Token Service.  Quiesce state The quiesce state of the Web Token Service. The quiesce state of the Web Token Service. Web Token Service Summary Web Token Service summary. Web Token Service summary.   wsgw-quiesce-status   Name The name of the WS Gateway The name of the WS Gateway  Quiesce state The quiesce state of the WS Gateway The quiesce state of the WS Gateway WS Gateway Summary WS Gateway summary  status/wsm-spooler wsm-spooler IDG   Index An identifier for this Subscriber, unique since the WSM Agent started.  Context The identifying string provided by the Subscriber; not always meaningful to a human reader.  Protocol Identifies which protocol the Subscriber is using.  SubProtocol Identifies which variant protocol the Subscriber is using.  PollInterval ms For Push mode Subscribers, the maximum interval between notifications.  Records Number of messages on the queue which have not yet been successfully acknowledged by the subscriber.  LastReadIndex The transaction ID of the last record read by the subscriber.  LastAckedIndex The transaction ID of the last record successfully acknowledged by the subscriber.  LastReadTime Timestamp of the last Read event for this subscriber.  LastAckTime Timestamp of the last Ack event for this subscriber. WSM Agent Subscribers Web Services Management Agent Spooler status  status/wsm-agent-status wsm-agent-status IDG   Active subscribers The total number of active subscribers for this Application Domain.  Polled subscribers The total number of Push mode subscribers for this Application Domain.  Records seen The total number of messages successfully enqueued since the WSM Agent was restarted.  Records lost The total number of messages dropped due to resource constraints since the WSM Agent was restarted.  Pending records The total number of messages currently in the queue for transactions which have not completed. This number is normally very low, and is approximately a product of the current transaction rate and external latency.  Complete records The total number of messages currently in the queue for completed transactions. This number is approximately a product of the current transaction rate and subscriber polling interval.  Memory used kbytes The amount of memory (in kilobytes) used by this Agent for transaction records and buffered messages. This number is compared to the configured Max Memory property of the Agent to limit resource usage.  Mediation enforcement metrics Mediation enforcement metrics WSM Agent Status Web Services Management Agent status One WSM Agent exists per application domain.  status/ws-operation-metrics-obsolete IDG   Service endpoint  PortType  Operation  Number of requests  Number of failed requests  Number of successful requests  Service time msec  Maximum response time msec  Last response time msec  Max request size bytes  Last request size bytes  Max response size bytes  Last response size bytes Web Services Operation Metrics Web services operation metrics Common metrics for web service endpoints  status/ws-operation-metrics ws-operation-metrics IDG   Identifier Unique Web Service Operation identifier A unique identifier assigned to the WS Operation.  Service endpoint  PortType  Operation  Number of requests  Number of failed requests  Number of successful requests  Service time ms  Maximum response time ms  Last response time ms  Maximum request size bytes  Last request size bytes  Maximum response size bytes  Last response size bytes Web Services Operation Metrics Web services operation metrics Common metrics for web service endpoints  status/ws-operation-status-obsolete IDG   WSProxy  Interface  Port  URL  SOAP action  SOAP body  Status  Backend address Web Services Operations  status/ws-operation-status ws-operation-status IDG   WSProxy  Index  Interface  Port  URL  SOAP action  SOAP body  Status  Backend address  Frontside protocol  Backside protocol Web Services Operations  status/wsrr-saved-search-subscription-policyattchments-status wsrr-saved-search-subscription-attachment-status IDG   Subscription Name of the saved search subscription object.  Policy attachment point  Policy attachment URLs WSRR Saved Search Subscription Policy Attachments Status Shows WSRR saved search subscription policy attachments status.  status/wsrr-saved-search-subscription-service-status wsrr-saved-search-subscription-service-status IDG   Subscription The name of the WSRR saved search subscription that is assigned during the configuration of the subscription.  bsrURI The document identifier assigned by WSRR.  WSDL name The logical name of the WSDL file assigned by WSRR.  Location The location value assigned by WSRR. Typically, the value is the file name.  Description The file or resource description assigned by WSRR.  Version The version description assigned by WSRR. WSRR Saved Search Subscription Service Status Shows WSDL file data for active WSRR saved search subscriptions.  status/wsrr-saved-search-subscription-status wsrr-saved-search-subscription-status IDG   Subscription The name of the WSRR saved search subscription that is assigned during the configuration fo the subscription.  Status The status of the last synchronization. The status is one of the following values:  Last refresh Timestamp of the last refresh. The timestamp of the last synchronization with the Service Registry. Use the Synchronize action to immediately refresh the subscription.  Synchronization method The method to keep WSRR saved search subscription up-to-date.  Refresh interval (sec) The refresh interval. This value is meaningful only when the synchronization method is poll.  WSDLs Number of WSDLs in the saved search subscription. Number of WSDLs found in the Registry for this subscription. See WSRR Subscription Service Status screen for more information about individual WSDLs.  Service Versions Number of Service Versions in the saved search subscription. Number of Service Versions found in the Registry for this saved search subscription.     WSRR Saved Search Subscription Status Shows operational details for active WSRR saved search subscriptions.  status/wsrr-subscription-policyattchments-status wsrr-subscription-attachment-status IDG   Subscription The name of the WSRR saved search subscription.  Policy attachment point The location in the subscribed Web service where the policy reference is attached. The notation uses WSDL 1.1 URI element notation  Policy attachment URLs The URL reference to the WS-Policy document in WSRR which is applied to the policy attachment point. WSRR Subscription Policy Attachments Status Shows detailed policy attachment information for WSRR saved search subscriptions.  status/wsrr-subscription-service-status wsrr-subscription-service-status IDG   Subscription Name of the subscription object.  bsrURI Document identifier assigned by WSRR.  WSDL name  Location The location value assigned by WSRR. Typically, the value is the file name.  Description The file or resource description assigned by WSRR.  Version The version description assigned by WSRR. WSRR Subscription Service Status Shows active WSRR subscription services.  status/wsrr-subscription-status wsrr-subscription-status IDG   Subscription Name of the subscription object.  Status Status of the subscription.  Last refresh Timestamp of the last refresh. Timestamp of the last synchronization with the Service Registry. Use the Synchronize button to immediately refresh the subscription.  Synchronization method Method to keep WSRR subscription up-to-date.  Refresh interval (sec) Auto-refresh interval.  WSDLs Number of WSDLs in the subscription. Number of WSDLs found in the Registry for this subscription. See WSRR Subscription Service Status screen for more information about individual WSDLs.  Service Versions Number of Service Versions in the subscription. Number of Service Versions found in the Registry for this subscription.     WSRR Subscription Status Shows active WSRR subscriptions.  status/ws-wsdl-status-obsolete   WSProxy  WSDL source URL  Status  Refresh interval sec  Last refresh  Processing log Web Services WSDLs  status/ws-wsdl-status ws-wsdl-status IDG   Web Service Proxy  Identifier  WSDL source URL  Status  Refresh interval seconds  Last refresh  Processing log  Policy correlator      Refresh Web Services WSDLs Click  Refresh to retrieve and compile a static WSDL file. You cannot use the refresh action for subscriptions.  status/wxs wxs-grid-status IDG   Grid Name of the eXtreme Scale Grid. Name of the eXtreme Scale Grid.  Read requests Number of read requests to this grid. Number of read requests to this grid.  Write requests Number of write requests to this grid. Number of write requests to this grid.  Delete requests Number of delete requests to this grid. Number of delete requests to this grid.  Cache hits Number of requests served by this grid. Number of requests served by this grid.  Cache misses Number of requests unable to be served by this grid. Number of requests unable to be served by this grid.  Failed read requests Number of failed read requests to this grid. Number of failed read requests to this grid.  Failed write requests Number of failed write requests to this grid. Number of failed write requests to this grid.  Failed delete requests Number of failed delete requests to this grid. Number of failed delete requests to this grid. eXtreme Scale Grid Status eXtreme Scale Grid statistics. eXtreme Scale Grid statistics.  status/xc10 xc10-grid-status IDG   Grid  OBSOLETE XC10Grid  Read requests  OBSOLETE ReadRequests  Write requests  OBSOLETE WriteRequests  Delete requests  OBSOLETE DeleteRequests  Cache hits  OBSOLETE CacheHits  Cache misses  OBSOLETE CacheMisses  Failed read requests  OBSOLETE FailedReadRequests  Failed write requests  OBSOLETE FailedWriteRequests  Failed delete requests  OBSOLETE FailedDeleteRequests xc10_grid status (OBSOLETE)  OBSOLETE XC10GridStatus   xmlfirewall-quiesce-status   Name The name of the XML Firewall The name of the XML Firewall  Quiesce state The quiesce state of the XML Firewall The quiesce state of the XML Firewall XML Firewall Summary XML Firewall summary  status/xml-names xml-names-status IDG   Type  Used  % Free  Maximum XML Names   xslcoproc-quiesce-status   Name The name of the XSL Coproc The name of the XSL Coproc  Quiesce state The quiesce state of the XSL Coproc The quiesce state of the XSL Coproc XSL Coproc Summary XSL Coproc summary   xslproxy-quiesce-status   Name The name of the XLS Proxy The name of the XLS Proxy  Quiesce state The quiesce state of the XLS Proxy The quiesce state of the XLS Proxy XLS Proxy Summary XLS Proxy summary   source-stateful-tcp-quiesce-status   Name The name of the Stateful TCP source protocol handler The name of the Stateful TCP source protocol handler  Quiesce state The quiesce state of the Stateful TCP source protocol handler The quiesce state of the Stateful TCP source protocol handler Stateful TCP Source Protocol Handler Summary Stateful TCP source protocol handler summary  status/sysplexdistributor sysplexdistributor AppOpt  container software   SD-IP Sysplex Distributor IP address The IP address of the Sysplex Distributor that initiated the connection.  SD-port Sysplex Distributor port The Sysplex Distributor port on the control connection to the Target Control Service.  DVIPA Distributed Virtual IP address The Distributed Virtual IP Address of the Sysplex Distributor.  DPort Service port The port on which the service is listening.  Ready Port state Indicates whether the service is listening on the Service Port.  CurrConns Number of connections The number of connections currently opened on the Target Control Service.  TotConns Total connections The total number of connections to the service from the time Sysplex Distributor registered with the Target Control Service. Sysplex Distributor Target Control Service Status Status of the services load balanced by Sysplex Distributor  status/safstatus safstatus IDG   NSS client  Authentication requests  Authorization requests NSS Client Status        The Log Event Code defined by the system or by users          Log level Log level                     Encapsulates a generic DataPower logging message in SNMP notification.           Encapsulates a DataPower logging message in an SNMP notification.   config/api-application-add configuration api-application-add submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[0-9a-z-]{1,36}$ Application ID Identifier of application Specifies the application ID that uniquely identifies the application.  48 Application name Name for the application Specifies the name for the application.  Application enabled Enabled/Disabled of the application Specifies the enabled/disabled for the application.  11 Application lifecycle state Application lifecycle state Specifies the lifecycle state of the application that is either 
                     development
                    or 
                     production
                    .  146 Application type Application type of the subscriber Specifies the application type for the subscriber.  48 Developer organization ID Identifier of the developer organization Specifies the ID that identifies the developer organization.  48 Developer organization name Name of the developer organization Specifies the name that identifies the developer organization.  48 Developer organization title Title of the developer organization Specifies the title that identifies the developer organization.  (^\.\*$|^http(s?):\/\/[^,]+(,http(s?):\/\/[^,]+)*$) Redirect URLs URL to the redirection endpoint Specifies the redirect URI of the OAuth client to register with the authorization server. This value is used when the client needs to pass an OAuth security check. A client must register its redirection endpoint before utilizing the authorization endpoint.  ^(?:[A-Za-z0-9+/]{4})*(?:[A-Za-z0-9+/]{2}==|[A-Za-z0-9+/]{3}=)?|,$ Application Certificate The certificate that verify the application identification Specifies the certificate that will used to verify the client's identification of accessing this application.  146 Metadata The metadata for the application Specifies the metadata for this application.   Add the application '${AppID}' to the API collection '${APICollection}'?   Add API application Add an API application entry in an API collection.  config/api-client-add configuration api-client-add submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[-0-9a-z]{1,36}$ Client ID Identifier of subscriber Specifies the client ID that uniquely identifies the subscriber.  Client secret Client secret for the subscriber Specifies the client secret for the subscriber.  48 Title Title of the subscriber Specifies the description about the subscriber. The maximum length is 48 characters.  ^[0-9a-z-]{1,36}$ App ID Application ID of the subscriber Specifies the application ID for the subscriber.   Add the client '${ClientID}' to the API collection '${APICollection}'?   Add API client Add an API client entry in an API collection.  crypto/known-host crypto client-known-host button IDG   SSH Client Profile SSH Client Profile Specifies the SSH Client Profile associated with the SSH peer.  Host IP address for the SSH peer Specifies the IP address for the SSH peer.  Type Key type Specifies the key type for peer.  Key Key value Specifies the host key value for the SSH peer.   Add ${Type} key for host ${Host}?   Add SSH Known Host Defines an SSH peer as an SSH client known host. The host specified and its host key is added to the SSH client known host list. When strict host key checking is on, the SSH client connects only to known hosts with valid SSH host keys that are stored in the known hosts list. Host keys not listed in the known host list are rejected.  crypto/add-password-map crypto add password-map   Alias Name An alias for an encrypted password.  Password A password to associate with the alias. Add Password Map Add new password to password map Adds a password to the existing password map. The password alias can be used in the configuration to refer to the password.  device/add-ipmi-sel-test-entry device-management add-ipmi-sel-test-entry IPMI  Add IPMI BMC SEL Test Entry Adds an event to the IPMI SEL This action adds an event to the Intelligent Platform Management Interface (IPMI) System Event Log (SEL). SEL events are collected by the Baseboard Management Controller (BMC). Use this action to test the code that captures events from the SEL. When run, this action creates an OEM SEL record of hex type 'DF' with an OEM-defined value of 'DPTest'.  system/trusted-host system known-host button   Host IP address for the SSH peer Specifies the IP address for the SSH peer.  Type Key type Specifies the key type for peer.  Key Key value Specifies the host key value for the SSH peer.   Add SSH known host '${Host}'?  Add SSH Known Host Defines an SSH peer as an SSH client known host. The host specified and its host key is added to the SSH client known host list. When strict host key checking is on, the SSH client connects only to known hosts with valid SSH host keys that are stored in the known hosts list. Host keys not listed in the known host list are rejected.  crypto/api-oauth-cache-delete crypto api-oauth-cache-delete button IDG   oauth-provider-name-id Provider OAuth provider name The name of the OAuth provider.  3rdparty Type Cache type The type of cache to delete.   Delete ${CacheType} cache for ${Provider}?   Delete API OAuth Cache Deletes an API OAuth cache  device/boot-image flash boot image  software button   I accept the terms of the license agreements. Acknowledge acceptance of the license agreements   image Firmware File Firmware File  on   Reboot System Reboot system after upgrading firmware   Boot Image ${File}?[br/]For a firmware image, system will reload after clicking "Confirm".[br/][br/]Note: This action may take a few minutes.[br/]Please refrain from performing other actions during this time.  Boot Image  crypto/authcookie-cache-delete crypto authcookie-cache-delete button IDG   cache-key-hash Key Hashed key for the cache entry   Delete cache entry for ${Key}?  Delete AuthCookie Cache Entry Deletes an AuthCookie cache entry  b2b/b2bp-archive-purge-now b2b b2bp-archive-purge-now B2B   Include Incomplete Transactions Whether to expire data for all transactions Indicates whether to expire all transaction or only transactions that are complete. If the value is on, expire all transactions. If the value is off, expire only transactions that are complete.  off   All Gateways      B2B Gateway Name    Include Unexpired ebMS Transactions Whether to archive data for all ebMS transactions Indicates whether to archive data for all ebMS transactions. If the value is on, archive all ebMS transactions, including expired and unexpired ones. If the value is off, archive only expired ebMS transactions (the TimeToPersist time < CurrentTime).   Archive/purge messages based on archive configuration? Archive/purge transactions Based on the configuration of the B2B Gateway, the data will either be archived or purged immediately. The expiration process removes both messages and message metadata. After transferring to a permanent archive, the data cannot be imported into the appliance and cannot be viewed through the Transaction Viewer.  b2b/ebms-status-request b2b B2B  Send ebMS StatusRequest  b2b/get-document b2b B2B  Get B2B Transaction Document  b2b/b2bp-initialize-secondary b2b b2bp-initialize-secondary B2B   This action will destroy all transactional data! Initialize as High Availability Secondary This command *PERMANENTLY DESTROYS* all persisted B2B messages on this appliance. Any data destroyed using this command cannot be recovered.  b2b/b2bp-ha-switch-primary b2b b2bp-ha-switch-primary B2B   Are you sure you want to switch the persistence store to primary? Mark as High Availability Primary Mark this appliance as primary. Designates the current appliance as the primary appliance in a high availability environment.  b2b/ebms-mpc-delete-msg-domain b2b b2b-ebms-mpc-delete-msg-domain B2B    Do you want to delete all B2B message payloads from MPCs in the current domain? Delete all B2B message payloads from MPCs in the current domain  b2b/ebms-mpc-delete-msg-domain-all b2b b2b-ebms-mpc-delete-msg-domain-all B2B    Do you want to delete all B2B message payloads from MPCs in all domains? Delete all B2B message payloads from MPCs in all domains  b2b/ebms-mpc-delete-msg b2b b2b-ebms-mpc-delete-msg B2B     Do you want to delete the message payload that is submitted in Transaction ID ${SubmitTransID}?  Delete the B2B message payload from the MPC  b2b/ebms-mpc-view-msg b2b B2B   Get the B2B message from the MPC  b2b/resend-transaction b2b B2B  Resend B2B Transaction  config/backup config-management backup IDG      Create a backup of the configuration? Backup Configuration  device/boot-delete flash boot delete  software Delete previous firmware install  device/boot-switch flash boot switch  software button   You are about to switch the installation image on the appliance. Until this action completes, do not use the appliance for any other activity.[br/][br/][b]Attention:[/b] Switching to an earlier firmware version might prevent all B2B gateways from becoming operational and will require you to reinitialize the B2B persistence store. Switch Installation Image  device/boot-update flash boot update  software button   write/append write or append   config Config File Config File Boot Update  cache/cache-apigw-schema configuration cache-apigw-schema submit IDG    Source URL Fetch from the specified URL Cache Schema Compiles the identified schema and adds it to the cache of an API gateway Compiles the identified schema and adds it to the cache of an API gateway.  cache/cache-apigw-stylesheet configuration cache-apigw-stylesheet submit IDG    Source URL Fetch from the specified URL  Mode stream or general Cache Stylesheet Compiles the identified stylesheet, and adds it to the cache of an API gateway Compiles the identified stylesheet and adds it to the cache of an API gateway.  cache/compile-apigw-wsdl configuration cache-apigw-wsdl submit IDG      Do you want to compile WSDL ${URL} with the compile policy of ${APIGateway}?   Compile WSDL Compiles the identified WSDL, and adds it to the cache of the API gateway Compiles the identified WSDL, and adds it to the cache of the API gateway.  cache/cache-schema configuration cache schema submit IDG    Source URL Fetch from the specified URL. Cache Schema  cache/cache-stylesheet configuration cache stylesheet submit IDG    Source URL Fetch from the specified URL.  Mode stream or general Cache Stylesheet  cache/compile-wsdl configuration cache wsdl submit IDG      Compile WSDL ${URL} using the compile policy of ${XMLManager}?   Compile WSDL  access/change-password password-change user-password button   128 Old Password Enter old password for current user  1 128 New Password Enter new password for current user   Do you want to change the password? Change User Password  device/clear-ipmi-sel device-management clear-ipmi-sel IPMI    Do you want to delete all IPMI SEL events? These events might be valuable for diagnosing future hardware problems. Clear IPMI BMC SEL Deletes all events from the IPMI SEL. This action deletes all events from the Intelligent Platform Management Interface (IPMI) System Event Log (SEL). SEL events are collected by the Baseboard Management Controller (BMC).  crypto/convert-certificate crypto convert-certificate button   Certificate Name Name of Crypto Certificate object to be converted Specify the name of the Crypto Certificate object to be converted.  ^temporary:///[-_a-zA-Z0-9.]+$ temporary:///mycert.pub Output File Name Name of the output file Specify the name of the output file.  Output Format Format for the converted certificate Specify the format of the output file.   Convert the certificate named ${ObjectName} to ${Format} format and write it to ${OutputFilename}?    Convert Crypto Certificate Object Writes a Crypto Certificate object to a file in a specific format.  crypto/convert-key crypto convert-key button   Key Name Name of Crypto Key object to be converted Specify the name of the Crypto Key object to be converted.  ^temporary:///[-_a-zA-Z0-9.]+$ temporary:///mykey.pub Output File Name Name of the output file Specify the name of the output file. If the output format includes private fields of the key then the file must be in the same directory as the private key object's configured file.  Output Format Format for the converted key Specify the format of the output file.   Convert the key named ${ObjectName} to ${Format} format and write it to ${OutputFilename}?    Convert Crypto Key Object Writes a Crypto Key object to a file in a specific format.  crypto/tamdb tam manage-local-tam-db button TAM   tam-object ^[-_a-zA-Z0-9.]+$ Access Manager client The name of the IBM Security Access Manager client that references a local policy database.  copy-database on Copy local policy database Copy the local policy database to the temporary: directory.  remove-database off Remove local policy database Remove the local policy database from memory.   Manage Local Access Manager policy database? Manage local Access Manager policy database  This action allows an administrator to manage the the local policy database for an IBM Security Access Manager client. For troubleshooting purposes, you might need to copy the local policy database for Access Manager clients to the file system or remove the local policy database.  If you choose to copy the local database, the action copies the local policy database to the temporary: directory. If you choose to remove the local database, the action removes the local policy database. If you select both copy and remove, the action copies the local policy database to the temporary: directory and then removes the local policy database.  Attention: When you run this action, the identified client is stopped, if running, and restarted when the action completes.  config/assembly-countlimit-delete-current-domain configuration assembly-countlimit-delete-current-domain submit IDG    Do you want to delete all keys from the current domain? Delete all assembly count limit keys from the current domain  config/assembly-countlimit-delete-current-domain-batch configuration assembly-countlimit-delete-current-domain-batch submit   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all assembly count limit keys from the current domain in batch  config/assembly-countlimit-delete-domain configuration assembly-countlimit-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all assembly count limit keys from all domains  config/assembly-countlimit-delete-domain-batch configuration assembly-countlimit-delete-domain-batch submit   1000 50000 10000   Do you want to delete all keys from all domains? Delete all assembly count limit keys from all domains in batch  config/assembly-countlimit-delete-key configuration assembly-countlimit-delete-key submit IDG                Do you want to delete the key?             Delete the assembly count limit key  config/assembly-countlimit-delete-key-batch configuration assembly-countlimit-delete-key-batch submit               1000 50000 10000   Do you want to delete the key?             Delete the assembly count limit key in batch  config/rmi-create-apiprobe-capture-setting configuration apiprobe-create-capture-setting submit IDG   API Gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture setting.  Capture count The number of transactions to be captured Specifies the number of transactions to be captured.  Interval The interval in seconds between which the data for two consecutive transactions can be captured. Seconds Specifies the interval in seconds between which the data for two consecutive transactions can be captured. No two transactions in the same interval are captured. Specify a value in the range 
                     0 - 3600
                    . The default value is 
                     0
                    , which removes the restriction.  Require Debug Header Whether to capture data only for transactions that include the 'APIm-Debug: true' header. Specifies whether to capture data only for transactions that include the 
                     APIm-Debug: true
                    header.  Response Probe ID Whether to return the probe ID in the response header. Specifies whether to return the probe ID in the response header. The default value is 
                     false
                    .  Encryption Algorithm Algorithm to encrypt the captured probe data. Specifies the algorithm that encrypts captured probe data.  Encryption certificate Certificate to encrypt the captured probe data for the recipient. Specifies the certificate that encrypts the probe data for the recipient. If the URL for the encryption algorithm is specified, the certificate is required.  Log Level The log level of the probe data to be captured. Specifies the API probe log level.  Filter by API Filter transactions by the API name. Specifies the PCRE to filter transactions by the API name.  Filter by Catalog Filter transactions by the API catalog name. Specifies the PCRE to filter transactions by the API catalog name.  Filter by IP Filter transactions by the client IP. Specifies the PCRE to filter transactions by the client IP address.  Filter by path Filter transactions by the request path. Specifies the PCRE to filter transactions by the request path. The request path must include the full URI to access the APIs, including the base path specified in the API definition and the operation path specified in the API path configuration. Routing prefixes specified in the API collection are not supported in the request path.  Filter by client ID Filter transactions by the client ID. Specifies the PCRE to filter transactions by the client ID. Create API probe capture setting Create the capture setting for a specified API Gateway to enable debugging for API transactions.  device/create-dir file-management mkdir   ^local:[-_a-zA-Z0-9/.]*$ local:///subdir Directory Name Name of the new directory   Create the directory ${Dir}?  Create Directory  crypto/create-luna-clientcert crypto create-luna-clientcert button IDG   CN Common name (CN) Common name Specifies the common name for the certificate. The value must be a fully qualified host name or IP address of the DataPower Gateway. The Luna HSM registers the DataPower Gateway by the common name. The NTL connection breaks when the provided common name is incorrect. The value is limited to 64 characters.  C ^[a-zA-Z]{2}$ US Country name (C) Two-character country code Specifies the ISO two-character country code for the certificate.  ST State (ST) Unabbreviated name of state or province Specifies the unabbreviated name of the state or province for the certificate. The value is limited to 64 characters.  L Locality (L) Name of city or town Specifies the name of the city or town for the certificate. The value is limited to 64 characters.  O Organization (O) Organization name Specifies the name of the organization for the certificate. The value is limited to 64 characters.  OU Organizational unit (OU) Organizational unit name Specifies the name of the organizational unit for the certificate. The value is limited to 64 characters.  Email Email address Email address Specifies the email address for the certificate.  key-name ^[-_a-zA-Z0-9.]+$ mykey.pem Private key file name File name for the private key Specifies the file name for the private key. Do not specify a directory or a file extension. If not specified, the common name is used.  cert-name ^[-_a-zA-Z0-9.]+$ mycert.pem Certificate file name File name for the certificate Specifies the file name for the certificate. Do not specify a directory or a file extension. If not specified, the file name is the common name with a 'Key' suffix.  export-key off Export private key Whether to export a copy of the key file to the temporary: directory Specifies whether the action writes a copy of the key file to the temporary: directory in addition to the cert: directory. The default value is off.   When you re-create the key and certificate, you must remove and reregister the DataPower Gateway on each Luna HSM that the DataPower Gateway is registered with. Do you want to continue? Create Luna Client Certificate Create Luna client certificate Create the SafeNet Luna Network HSM client certificate and key pair for the DataPower Gateway to establish network trust link (NTL) connection to the Luna HSM.  crypto/tam tam create-tam-files button TAM   create-copy off Create file copies to download  Whether to create copies of the Access Manager key database and stash files in also the 
                         temporary:
                        directory. The default behavior is to create the files in only the 
                         cert:
                        directory. When enabled, the action places a copy of these files in the 
                         cert:
                        and 
                         temporary:
                        directories. 
                          You can download files from the 
                             temporary:
                            directory. You cannot download files from the 
                             cert:
                            directory.  file ^[-_a-zA-Z0-9.]*$ Output configuration file name  The base name for the created Access Manager files. File naming uses the following convention. 
                          The Access Manager client authorization file must be a 
                             .conf
                            suffix. This file is placed in the 
                             local:
                            directory. An obfuscation file for the Access Manager configuration file has a 
                             .conf.obf
                            suffix. This file is placed in the 
                             local:
                            directory. The Access Manager client key database file has the 
                             .kdb
                            suffix. This file is placed in the 
                             cert:
                            directory. The Access Manager client stash file has a 
                             .sth
                            suffix. This file is placed in the 
                             cert:
                            directory.  admin sec_master Access Manager administrator  The user name of the Access Manager administrator. This user must have permission to register the Access Manager client application. The default value is 
                         sec_master
                        .  password Administrator password The password for the Access Manager administrator.  tam-version Access Manager Version  The version of Access Manager to be used. The default value is 9.0.3.  tam-domain Default Access Manager domain  The operating domain of the Access Manager client. The default value is 
                         Default
                        .  application Access Manager application ID  The application ID used to create the unique client identifier in the Access Manager policy server.  If the DataPower Gateway has a system identifier, the system identifier is appended to the application ID. The system identifier is a System Settings property. Use this approach, for it identifies which DataPower Gateway has this client. If the DataPower Gateway does not have a system identifier, the host name of the policy server is appended to the application ID.  Attention: If the client identifier is not unique, the Access Manager policy server generates an error and the action fails.  host Policy server The host name or IP address of the Access Manager policy server.  port 7135 Policy server manager port The listening port on the Access Manager policy server. The default value is 7135.  ssl-key-expiry 1 7200 183 TLS key file lifetime Days The length of time in days that the password for the generated TLS key file is valid. Enter a value in the range 1 - 7200. The default value is 183.  ssl-timeout 1 86400 7200 TLS session timeout Seconds The length of time in seconds between requests to perform an TLS handshake. This timeout controls how often to complete a full TLS handshake between Access Manager clients and servers. Enter a value in the range 1 - 86400. The default value is 7200.  local-mode off Use local authorization database Indicates whether the authorization mode is local or remote. The default value indicates that the authorization mode is remote. When the authorization mode is local, use the accept policy update notification property to indicate whether to accept notifications of policy updates from the Access Manager policy server.  listen-mode off   LocalMode on   LocalMode off Accept policy update notifications  Indicates whether to accept notifications of policy updates when the authorization mode of the Access Manager client is local. The default value is to not accept notifications of policy updates. When enabled: 
                          For the local authorization server, enter the host name or IP address of the DataPower Gateway that receives notifications of policy updates. For the local authorization port, enter the listening port on the DataPower Gateway that receives notifications of policy updates. This property is available only when you use a local authorization server.  local-host   ListenMode on   ListenMode off Local authorization server Specifies the host name or IP address of the DataPower Gateway that receives notifications of policy updates. If using a host name, it must be the relevant Domain Name System (DNS) name of the DataPower Gateway from the Access Manager policy server.  local-port 0   ListenMode on   ListenMode off Local authorization port Specifies the listening port on the DataPower Gateway that receives notification of policy updates from the Access Manager policy server.  use-ad-registry off    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default Use Active Directory Indicates whether to use Active Directory as the registry type. Active Directory is not supported after ISAM version 7.0.  ad-primary-domain    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Active Directory primary domain Specifies the name of the primary domain in distinguished name format.  ad-primary-host    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Active Directory primary domain host Specifies the name or IP address of the primary domain host.  ad-primary-replicas    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Active Directory primary domain replica hosts Specifies the host names or IP addresses of replica hosts. To specify multiple replica hosts, separate entries with the vertical bar (|) character.  ldap-host    UseADRegistry off   UseADRegistry on LDAP server Specifies the FQDN or IP address of the Access Manager LDAP directory server.  ldap-port 389   UseADRegistry off   UseADRegistry on LDAP server port Specifies the listening port on the Access Manager LDAP directory server. The default value is 389.  ldap-password   UseADRegistry off   UseADRegistry on LDAP administrator password Specifies the password for the LDAP administrator that corresponds to the entered distinguished name.  ldap-auth-timeout 1 600 30   UseADRegistry off   UseADRegistry on LDAP authentication timeout Seconds Specifies the length of time in seconds that an authentication request to the Access Manager LDAP server waits before timing out. Enter a value in the range 1 - 600. The default value is 30.  ldap-search-timeout 1 600 30   UseADRegistry off   UseADRegistry on LDAP search timeout Seconds Specifies the length of time in seconds that a search request to the Access Manager LDAP server waits before timing out. Enter a value in the range 1 - 600. The default value is 30.  ldap-search-timeout 1 900 30    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Active Directory client timeout Seconds Specifies the timeout value in seconds for any call made to the Active Directory registry. Enter a value is the range 1 - 900. The default value is 30.  use-ldap-cache off Enable registry cache Indicates whether to use a client-side registry LDAP cache for similar queries.  ldap-user-cache-size 0 0xFFFF 256    UseADRegistry off  EnableRegistryCache on     TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  EnableRegistryCache off Number of entries in the LDAP user cache Specifies the maximum number of entries in the client-side LDAP user cache. Enter a value in the range 1 - 65535. The default value is 256. The special value of 0 disables caching.  ldap-policy-cache-size 0 0xFFFF 20    UseADRegistry off  EnableRegistryCache on    EnableRegistryCache off  UseADRegistry on Number of entries in the LDAP policy cache Specifies the maximum number of entries in the client-side LDAP policy cache. Enter a value in the range 1 - 65535. The default value is 20. The special value of 0 disables caching.  ad-ldap-cache-size 3 65535 251    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  EnableRegistryCache on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  EnableRegistryCache off Number of object entries in the Active Directory cache  Specifies the maximum number of Active Directory object entries or type-specific object entries to cache. For type-specific object entries, specify a semicolon-separate list of object-type pairs.  To set the cache to a total of 251 object, enter 
                             251
                            . To set the cache to 251 objects for each of the 
                             user
                            and 
                             group
                            objects and not to cache entries for other object types, enter 
                             user:251;group:251
                            . For total entries or the numeric portion of type-specific entries, enter a value in the range 3 - 65535. The default value is 251. The number specified is rounded up to the next higher prime number.  ad-ldap-cache-life 1 86400 300    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  EnableRegistryCache on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  EnableRegistryCache off Lifetime of object entries in the Active Directory cache Seconds Specifies the maximum amount of time that an object is kept in the cache. Enter a value in the range 1 - 86400. The default value is 300.  ad-dnforpd    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseMultiDomain on Active Directory Access Manager distinguished name Specifies the distinguished name of the registry entry where Access Manager data is stored.  ad-use-multi-domain off    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Enable for Active Directory multi-domain configuration Indicates whether to enable secondary domain configuration. To enable this behavior, Active Directory must be configured for multi-domain operation. When enabled, the secondary domain configuration is enabled. By default, this behavior is disabled.  ad-domain-domain     TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  ADUseMultiDomain on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseMultiDomain off Active Directory secondary domain Specifies the name of the secondary domain in distinguished name format.  ad-domain-host    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  ADUseMultiDomain on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseMultiDomain off Active Directory secondary domain host Specifies the host name or IP address of the secondary domain host.  ad-domain-replicas    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseMultiDomain off Active Directory secondary domain replica hosts Specifies the host names or IP addresses of replica hosts. To specify multiple replica hosts, separate entries with the vertical bar (|) character.  ad-use-email-uid off    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Allow email format for userPrincipalName attribute Indicates whether to support the alternate format of the userPrincipalName registry attribute. By default, the alternate format is not supported.  ad-gc-host    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  ADUseEmailUid on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseEmailUid off Active Directory global catalog host Specifies the host name or IP address of the global catalog host.  Note: This option is available only when you allow email format for the userPrincipalName.   Create Access Manager configuration files? Create Access Manager configuration  This action registers an IBM Security Access Manager client configuration.  Attention: This action stop all clients in the domain, if running, and restarts them when the action completes. An Access Manager client configuration consists of a unique identity in the secure Access Manager domain. The registration process creates client configuration files, a key database file, and a stash file. After these files are created, you can use them to configure an Access Manager client on the DataPower Gateway.  Attention: Use these files for only one Access Manager client to ensure that each client has its own unique identity in the secure Access Manager domain. This approach avoids discrepancies when the key database and key stash files are refreshed.  crypto/crypto-export crypto crypto-export button   Object Type Type of object to export Select the type of object to export.  ^[-_a-zA-Z0-9.]+$ mycert Object Name Name of the object to export Specify the name of the object to export.  ^[-_a-zA-Z0-9.]+$ mycert-export.xml Output File Name Name of the export package Specify the name of the export package. This file will contain the exported cryptographic object.  mechanism   ObjectType key   Encryption Mechanism Encryption method for the export package Specify the encryption method to apply to the export package when it contains a key object.   Export the ${ObjectType} named ${ObjectName} to ${OutputFilename}?    Export Crypto Object Creates an export package for a cryptographic object  This action creates an export package for a certificate or key object. When the action completes, the export package is in the temporary: directory on the appliance. You can then copy this file from the appliance.  You can export certificate objects on any appliance. You can export key objects on only HSM-equipped appliance. On non-HSM appliances, the interface does not display properties associated with keys.  crypto/crypto-hw-disable crypto crypto-hw-disable button IDG   Cryptographic Hardware Disablement Mode Aspects of cryptographic hardware to disable Aspects of the cryptographic hardware to disable for the next firmware reload. Disable Cryptographic Hardware Disable cryptographic hardware for next firmware reload Disable cryptographic hardware for the next firmware reload.  crypto/crypto-import crypto crypto-import button   Object Type Type of object to import Select the type of object to import.  ^[-_a-zA-Z0-9.]+$ mycert Object Name Name of the object to import Specify the name of the object to import.   cert sharedcert temporary Input File Name Name and location of the export package Specify the name and location of the export package. This file contains the exported cryptographic object to import.  password   ObjectType cert Password Password to access the file Specify the password to access the file. Any entity or agent that needs to access the file must provide this password. This property is mutually exclusive to the password alias.  password-alias   ObjectType cert Password Alias Password alias to access the file Specify the alias to access the file. An alias provides a level of indirection and therefore additional security. If an alias is established, you can use it instead of the actual password. This property is mutually exclusive to the password.   Import a ${ObjectType} from ${InputFilename} creating an object named ${ObjectName}?    Import Crypto Object Imports an export package that contains a cryptographic object  This action imports an export package that contains a certificate or key object. To use this action, the export package needs to be on the appliance.  You can import an export package for certificate objects on any appliance. You can import an export package for key objects on only HSM-equipped appliance. On non-HSM appliances, the interface does not display properties associated with keys.  crypto/crypto-mode-set crypto crypto-mode-set button   Cryptographic Mode Cryptographic mode for the next firmware reload Select the cryptographic mode that takes effect at the next firmware reload. Set Cryptographic Mode Set cryptographic mode for the next firmware reload Set the appliance-wide cryptographic mode. The change takes effect at the next firmware reload.  debugger/debug-action configuration debug-action IDG     Debug the session '${ID}'?  Debug Action  config/api-application-delete configuration api-application-delete submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[0-9a-z-]{1,36}$ Application ID Identifier of application Specifies the application ID that uniquely identifies the application.   Delete the application '${AppID}' from API collection '${APICollection}'?   Delete API application Delete an API application entry in an API collection.  config/api-client-delete configuration api-client-delete submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[-0-9a-z]{1,36}$ Client ID Identifier of subscriber Specifies the client ID that uniquely identifies the subscriber.   Delete the client '${ClientID}' from API collection '${APICollection}'?   Delete API client Delete an API client entry in an API collection.  config/rmi-delete-apiprobe-capture-setting configuration apiprobe-delete-capture-setting submit IDG   API gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture setting.  Capture ID The ID of the capture setting Specifies the ID of the capture setting. Delete API probe capture setting Delete the capture setting for a specified API Gateway to disable debugging for API transactions.  config/api-subscription-delete configuration api-subscription-delete submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[0-9a-z-]{1,36}$ App ID Application ID of the subscriber Specifies the application ID for the subscriber.  ^[a-zA-Z0-9_\-.]+(,[a-zA-Z0-9_\-.]+)*$   Delete the API subscription '${Plan}' from API collection '${APICollection}'?   Delete API subscription Delete an API subscription entry in an API collection.  device/delete-file file-management delete   File File to delete   Delete the file ${File}?  Delete File  crypto/hsm-delete-key crypto hsm-delete-key button HSM      Do you want to delete the ${KeyType} key ${KeyHandle}?   Delete HSM Key  crypto/no-known-host crypto no client-known-host button   Client  Host   Delete SSH known host '${Host}'?  Delete SSH Known Host  crypto/no-known-host-table crypto no client-known-host-table button   Domain  SSH Client Profile   Delete SSH known host table '${ClientName}' for domain '${DomainName}'?   Delete SSH Known Host Table  crypto/delete-password-map crypto delete password-map   Alias Name The Alias name stored in the password map. Delete Password Map Delete an existing password from password map Deletes an existing password from the password map.  system/no-trusted-host system no known-host button   Host   Delete SSH known host '${Host}'?  Delete SSH Known Host  crypto/device-cert crypto button IDG   Common Name (CN)  on Generate Self-Signed Certificate   Generate device management certificate? Generate Device Certificate (deprecated)  config/rmi-diff config-management REST Compare Configurations  debug/disable-ethernet-hardware-offload interface disable-ethernet-hardware-offload button   Ethernet interface Ethernet Interface to disable hardware offload on Ethernet interface to disable hardware offload on temporarily. Whether to use the hardware offload function is part of the interface configuration and controls whether to offload TCP/IP packet processing of Ethernet device drivers and chips. This action does not modify the configuration of the Ethernet interface.   Do you want to disable Ethernet hardware offload temporarily on Ethernet interface ${Interface}?  Disable hardware offload Disable Ethernet hardware offload Temporarily disable Ethernet hardware offload.  debug/disable-aggregation-hardware-offload interface disable-aggregation-hardware-offload button   Link Aggregation interface Link Aggregation Interface to disable hardware offload on Link Aggregation interface to disable hardware offload on temporarily. Whether to use the hardware offload function is part of the interface configuration and controls whether to offload TCP/IP packet processing of Link Aggregation device drivers and chips. This action does not modify the configuration of the Link Aggregation interface.   Do you want to disable Link Aggregation hardware offload temporarily on Link Aggregation interface ${Interface}?  Disable hardware offload Disable Link Aggregation hardware offload Temporarily disable Link Aggregation hardware offload.  debug/disable-vlan-hardware-offload interface disable-vlan-hardware-offload button   VLAN interface VLAN Interface to disable hardware offload on VLAN interface to disable hardware offload on temporarily. Whether to use the hardware offload function is part of the interface configuration and controls whether to offload TCP/IP packet processing of VLAN device drivers and chips. This action does not modify the configuration of the VLAN interface.   Do you want to disable VLAN hardware offload temporarily on VLAN interface ${Interface}?  Disable hardware offload Disable VLAN hardware offload Temporarily disable VLAN hardware offload.  access/disconnect usergroup disconnect button   Session id  Session type   Disconnect ${connection} session ${id}?   Disconnect  config/domainquiesce configuration domain-quiesce button IDG   Domain Name Name of the domain  60 Timeout Timeout in seconds seconds Specifies the length of time in seconds to wait for all transactions to complete. Specify a long enough timeout value to handle long living transactions. The minimum is 60.  0 60 0 Delay Delay in seconds seconds Specifies the interval of time in seconds to wait before initiating the quiesce action. This could be used in self-balancing where the intent to quiesce is propagated to the distributor before initiating the quiesce action. This allows new connections to be routed to other nodes before quiesce is initiated. Specify a long enough time to propagate to the distributor. In general a value less than 10 seconds should be sufficient. The minimum is 0 (quiesce immediately).   Quiesce ${name}?  Quiesce Transitions the operational state of a domain, and the services and handlers associated with the domain, to down in a controlled manner. When the default domain is quiesced, it does not change to the down operational state.  config/domainunquiesce configuration domain-unquiesce button IDG   Domain Name Name of the domain   Unquiesce ${name}?  Unquiesce  Transitions the quiesced domain, and all services and handlers associated with the domain, to the up operational state. The running configuration reflects any changes that were applied while the domain was in the quiesced state.  debug/ebms2-ping b2b ebms2-ping B2B   From Partner Id From Partner Id  To Partner Id To Partner Id  CPA ID The CPA ID between two partners  The ebMS2 URL of External Partner The ebMS2 URL of External Partner Ping ebMS2 External Partner  debug/error-report configuration save error-report button   off  off   Generate error-report? Generate Error Report Generate an error report used in problem determination. Generate an error report. An error report contains the current configuration, status providers, and the current contents of various log files.  config/exec-config config-management exec button    config Configuration File Configuration file to execute   Execute configuration file ${URL}?  Execute Configuration  config/rmi-export config-management REST Export  config/rmi-export-apigw-config config-management apigw-export-config submit IDG   API Gateway The API gateway to be selectively exported Specifies the name of the API Gateway to export.  API Collection The API collection under the API gateway to be exported Specifies the API collection under the API gateway. Export the API Gateway configuration Export the configuration of the API Gateway  cache/export-apigw-document-cache configuration export-apigw-document-cache submit IDG   API gateway Name of API gateway name The API gateway that contains the document cache.  ^(local:|temporary:)/{0,3}(.+) File name File name to create The file name to create for the export package that contains the contents of the document cache.  * Match pattern Match pattern that identifies documents to export from the document cache Enter a shell-style match pattern that identifies documents to export from the document cache. The default pattern is *, which exports all documents.   Do you want to export from the document cache for ${APIGateway}?  Export Document Cache Exports the contents of the document cache from an API gateway Exports the identified documents for the document cache of an API gateway.  cache/export-document-cache xmlmgr export-document-cache submit IDG   XML Manager XML manager name XML manager that contains the document cache.  ^(local:|temporary:)/{0,3}(.+) File Name File name The file name for the document cache export to generate.  * Match Pattern Match pattern that identifies documents to export from the document cache Enter a shell-style match pattern that identifies documents to export from the document cache. The default pattern is *, which exports all documents.   Export the document cache for ${XMLManager}?  Export Document Cache Exports the contents of the document cache Exports the identified documents for the document cache of an XML manager.  device/fetch-file file-management copy   Source URL Fetch from the specified URL.  Destination File Copy to the specified file.  off Overwrite Overwrite the existing file.  XML Manager Name XML Manager Name Specifies the name of the XML manager.   Fetch from ${URL} to ${File}?   Fetch File  debug/file-capture system file-trace button IDG   xmltrace Mode Mode   XML File Capture mode is '${Mode}'.  XML File Capture Configure file capture mode. Allow the configuration of system-wide file-capture mode. The file capture facilitates the visibility of erroneous XML and XSLT content.  cache/flush-aaa configuration clear aaa cache submit IDG     Flush the AAA cache for ${PolicyName}?  Flush AAA Cache  cache/flush-apigw-document configuration flush-apigw-document submit IDG   API gateway Name of API gateway The API gateway that contains the document cache.  * Match pattern Match pattern that identifies documents to remove from the document cache Enter a shell-style match pattern that identifies documents to delete from the document cache. The default pattern is *, which deletes all documents.   Do you want to flush the document cache for ${APIGateway}?  Flush Document Cache Removes documents from the document cache Removes the identified documents from the document cache of an API gateway  cache/flush-apigw-ldap-cache configuration flush-apigw-ldap-cache submit IDG   API gateway Name of API gateway The API gateway that contains the LDAP pool cache.   Flush the LDAP pool cache for ${APIGateway}?  Flush LDAP Cache Flushes the LDAP pool cache of an API gateway Flushes the LDAP pool cache of the identified API Gateway.  cache/flush-apigw-stylesheet configuration flush-apigw-stylesheet submit IDG   API gateway Name of API gateway The API gateway that contains the stylesheet cache.  * Match pattern Match pattern that identifies stylesheets to remove from the stylesheet cache Enter a shell-style match pattern that identifies stylesheets to delete from the stylesheet cache. The default pattern is *, which deletes all stylesheets.   Do you want to flush the stylesheet cache for ${APIGateway}?  Flush Stylesheet Cache Removes stylesheets from the stylesheet cache Removes the identified stylesheets from the stylesheet cache of an API gateway  cache/flush-subscriber-cache configuration clear subscriber cache submit IDG   API collection The API collection to flush cache for Specifies which API collection to flush cache for.   Flush the subscriber cache for API Collection '${APICollection}'?  Flush API subscriber cache Flush the API subscriber cache for the API collection.  cache/flush-arp interface clear arp   Flush the system ARP cache? Flush ARP Cache  cache/flush-dns configuration clear dns-cache   Flush the system DNS cache? Flush DNS Cache  cache/flush-document xmlmgr clear submit IDG   XML Manager XML manager name XML manager that contains the document cache.  * URL Match Pattern URL Match pattern that identifies documents to remove from the document cache Enter a shell-style match pattern that identifies documents to delete from the document cache. The default pattern is *, which deletes all documents.  Cache Key Remove only the documents associated with this cache key This is an exact match of a cache key. The default is "*" which means to ignore the cache key and just match the pattern for the entire cache.  off Expire Entries Toggle that controls whether matched entries are removed or expired from the document cache Set the toggle to on to expire the entries that match the pattern; set to off to remove the entries that match the pattern from the document cache. The default is off.   Flush the document cache for ${XMLManager}?  Flush Document Cache Removes documents from the document cache Removes the identified documents for the document cache of an XML manager.  cache/flush-expired-apigw-documents configuration flush-expired-apigw-documents submit IDG   API gateway Name of API gateway The API gateway that contains the document cache.  * Match pattern Match pattern that identifies documents to flush from the document cache Enter a shell-style match pattern that identifies documents to flush from the document cache if they are expired. The default pattern is *, which flushes all expired documents.  Cache key Cache key that identifies the document to remove Enter the cache key for an exact match to a specific document. The default value is *, which means to ignore the cache key and matches the pattern for the entire cache.   Do you want to flush expired documents from the document cache for ${APIGateway}?  Flush Expired Documents Flushes the expired documents from the document cache of an API gateway Flushes the identified expired documents from the document cache of an API gateway  cache/flush-expired-documents xmlmgr flush-expired-documents submit IDG   XML Manager XML manager name XML manager that contains the document cache.  * Match Pattern Match pattern that identifies documents to flush from the document cache Enter a shell-style match pattern that identifies documents to flush from the document cache if they are expired. The default pattern is *, which flushes all expired documents.  Cache Key Remove only the documents associated with this cache key This is an exact match of a cache key. The default is "*" which means to ignore the cache key and just match the pattern for the entire cache.   Flush expired documents from the document cache for ${XMLManager}?  Flush Expired Documents Flushes the expired documents from the document cache Flushes the identified expired documents for the document cache of an XML manager.  cache/flush-gatewayscript configuration clear gatewayscript cache IDG     Flush the GatewayScript ${Type} cache?  Flush GatewayScript Cache  cache/flush-ldappool configuration clear ldap cache submit IDG     Flush the LDAP Pool cache for ${XMLManager}?  Flush LDAP Cache  cache/flush-ndcache interface clear ndcache   Do you want to flush the IPv6 Neighbor Discovery (ND) cache? Flush ND-Cache  cache/flush-nss-cache configuration flush nss cache button IDG   ZOS/NSS Client ZOS NSS Client   Flush the NSS cache? Flush NSS Cache  cache/flush-pdp configuration clear pdp cache IDG     Flush the XACML PDP cache for ${XACMLPDP}?  Flush PDP Cache  cache/flush-ratelimit-cache configuration clear ratelimit cache submit IDG   Rate limit level The rate limit level to flush cache for Specifies which rate limit level to flush cache for.  Rate limit cache target The rate limit cache target to flush cache for Specifies which rate limit cache target to flush cache for.   Flush the rate limit cache? Flush rate limit cache Flush rate limit cache  cache/flush-rbm configuration clear rbm cache   Flush the system RBM cache? Flush RBM Cache  cache/flush-stylesheet configuration clear xsl cache submit IDG     Flush the stylesheet cache for ${XMLManager}?  Flush Stylesheet Cache  config/gateway-peering-cluster-remove-stale-node configuration gateway-peering-cluster-remove-stale-node IDG   Gateway peering Name of the gateway peering.  Node ID Value of the stale node ID.   Do you want to remove the stale node from the cluster? Remove Stale Node Remove the stale node in the cluster by its node ID. Use this action to remove the stale node in the cluster by its node ID. Ensure that this node is not a valid primary or secondary node.  config/gateway-peering-cluster-replicate configuration gateway-peering-cluster-replicate IDG   Gateway peering Name of the gateway peering.  Primary node ID Value of the primary node ID.   Do you want to transfer this gateway peering as secondary to a different primary in the cluster? Transfer to Different Primary Transfers the secondary node to a different primary node in the gateway peering cluster. Use this action to transfer the secondary node to a different primary node in the gateway peering cluster. Ensure that this gateway peering is not primary and that its operational state is up.  config/gateway-peering-remove-stale-peers configuration gateway-peering-remove-stale-peers IDG   Gateway Peering configuration name Name of the Gateway Peering configuration   Do you want to remove stale peers ? Remove stale peers Use the action to remove stale peers from the Gateway Peering.  Removes all known information about peers from the current member.  config/gateway-peering-switch-primary configuration gateway-peering-switch-primary IDG   Gateway peering Name of the gateway peering.   Do you want to switch this gateway peering to primary? Switch to Primary Switches this gateway peering to primary. Use this action to designates this gateway peering as primary. Ensure that this gateway peering is not primary and that its operational state is up.  config/rmi-get-apiprobe-data configuration apiprobe-download-all submit IDG   API gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture setting.  Capture ID The ID of the capture setting Specifies the ID of the capture setting.  First transaction The index position of the first transaction to return Specifies the index position of the first transaction to return. The index starts at 1. If not specified, the default value is 1. Get the API probe data Download the captured probe data for the specified capture setting. The returned data is compressed and Base64 encoded.  config/rmi-get-debug-probe-data config-management apiprobe-get-data submit IDG   Capture ID The ID of the capture setting Specifies the ID of the capture setting.  Transaction ID The transaction ID in the response Specifies the 
                     APIm-Debug-Trans-Id
                    header value in the response. Get the debug probe data Download probe data for a transaction.  config/rmi-get-apiprobe-capture-setting configuration apiprobe-get-capture-setting submit IDG   API Gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture setting.  Capture ID The ID of the capture setting Specifies the ID of the capture setting. Get the API probe capture setting Retrieve the details of a specified capture setting in the API Gateway and the IDs of the associated probe data.  crypto/crypto-hsm-clone-kwk crypto hsm-clone-kwk button HSM    temporary Input File Name The input file containing the output of this command from the other machine.  ^[-_a-zA-Z0-9.]+$ step1.kwk Output File Name The destination file to which the output will be written. Clone HSM Key Wrapping Key  crypto/crypto-hsm-reinit crypto hsm-reinit HSM   3 fips-level Optionally specifies FIPS 140-2 Level 3.  so-password Optionally specifies the password of the Crypto Officer (CO). The default behavior is to randomly generate the password.  user-password Optionally specifies the password of the Crypto User (CU). The default behavior is to randomly generate the password.  datapower hsm-domain Optionally specifies the key sharing domain of the HSM. For improved security, specify a nondefault name for the sharing domain and secure the domain name as part of the protection against key theft. The default value is 
                     datapower
                    . For two HSM-equipped appliances to share private keys, the HSMs must have the same value for this argument.  so-name Optionally specifies the name of the CO (also known as the Security Officer). On Type 8441 appliances, the name can use all alphanumeric characters and the _ special character. The default behavior is to randomly generate the name.  user-name Optionally specifies the name of the CU. On Type 8441 appliances, the name can use all alphanumeric characters and the _ special character. The default behavior is to randomly generate the name. HSM Reinitialize  crypto/hsm-set-role crypto hsm-set-role button HSM   FIPS 140-2 Role FIPS 140-2 role. The HSM role that the appliance assumes on the next boot. Generally, the role is Crypto User except for KWK cloning that requires the Crypto Officer role. Set HSM FIPS Role    system/ilmt-force-scan system ilmt-force-scan  vmware  developers IDG   Immediately create of an ILMT package? ILMT Force Scan Force the creation of an ILMT package. Force the creation of an ILMT package. When run, a compressed package with the scan results is created in the 
             local:///ilmt/output
            directory. The name of the package includes the time stamp of when the package was created.  config/rmi-import config-management IDG REST Import  config/rmi-import-apigw-config config-management apigw-import-config submit IDG Import the API Gateway configuration Import the configuration of the API Gateway  cache/import-apigw-document-cache configuration import-apigw-document-cache submit IDG   API gateway Name of API gateway. The API gateway that contains the document cache.  ^(local:|temporary:|store:)/{0,3}(.+) File name File name to import export package to import The file name of the export package to import.   Do you want to import to the document cache for ${APIGateway}?  Import Document Cache Imports the contents of the document cache of an API Gateway Imports the documents for the document cache of an API Gateway.  cache/import-document-cache xmlmgr import-document-cache submit IDG   XML Manager XML manager name XML manager that contains the document cache.  ^(local:|temporary:|store:)/{0,3}(.+) File Name The file name to import Enter the file name to be imported into the document cache which was previously exported via the export-document-cache command.   Improt the document cache for ${XMLManager}?  Import Document Cache Imports the contents of the document cache Imports the documents for the document cache of an XML manager.  config/import-execute config-management import-execute IDG     Execute import package '${ImportPackageName}'?  Import Execute  crypto/import-luna-clientcert crypto import-luna-clientcert button IDG   key ^cert:/{2,3}([^/]+) Private key Location of private key file Specifies the location of the private key file. The key must be in the 
                     cert:
                    directory.  cert ^cert:/{2,3}([^/]+) Certificate Location of certificate file Specifies the location of the certificate file. The certificate must be in the 
                     cert:
                    directory.   The import action will break the NTL connection that you configured with the existing private key and certificate pair. You must remove and reregister the DataPower Gateway on each Luna HSM that the DataPower Gateway is registered. Do you want to continue? Import Luna Client Certificate Import Luna client certificate Import the private key and certificate pair that is generated on another DataPower Gateway to establish the NTL connection to the SafeNet Luna Network HSM.  network/fibre-channel-fs-init device-management fibre-channel-fs-init FibreChannel   Volume Name Fibre Channel Volume Name   This will destroy all files and data on this Fibre Channel device ${VolumeName}! Are you sure?  Initialize Filesystem on Fibre Channel device Initialize Filesystem on Fibre Channel device Initializes the file system for the specified Fibre Channel Volume  device/initialize-compact-flash-filesystem device-management compact-flash-initialize-filesystem Compact-Flash   Volume Name Volume name for compact flash   This action will destroy all files and data on the compact flash ${VolumeName}! Are you sure?  Initialize File System on Compact Flash  device/initialize-raid-volume-filesystem device-management raid-volume-initialize-filesystem RaidVolumeMpt   Volume name Name of array volume Select the name of the volume.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array  device/initialize-raid-volume-filesystem device-management raid-volume-initialize-filesystem  90051U 90052U 9006 9007 virtual container RaidFSModify     Volume name Name of array volume Select the name of the volume.  Enable for B2B Storage Whether to create the filesystem for B2B storage When on, the action creates the file system on the Hard Disk Array with two partitions; the second partition is private to B2B document storage, and optionally encrypted using specified passphrase. When off, the action creates the file system on the Hard Disk Array with one partition of the entire disk space.    EnableB2BStorage on   EnableB2BStorage off Encryption method Method for encryption Sets the B2B document storage partition to be unencrypted or be encrypted using passphrase.  1 128    EnableB2BStorage on  LocalDriveEncryptionMethod passphrase    EnableB2BStorage on  LocalDriveEncryptionMethod passphrase Passphrase Passphrase for encryption Specifies the passphrase to encrypt the B2B document storage partition.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array Initialize the file system on the RAID array. You can intialize the file system for B2B document storage when you have not installed the B2B feature. When you enable for B2B storage, the document storage partition can be encrypted or unencrypted. When encrypted, you specify the encryption passphrase.  device/initialize-raid-volume-filesystem-obsolete device-management raid-volume-initialize-filesystem  xb60 RaidVolumeSr   Volume name Name of array volume Select the name of the volume.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array  device/initialize-raid-volume-filesystem device-management raid-volume-initialize-filesystem  xb60 RaidVolumeMpt2Sas   Volume name Name of array volume Select the name of the volume.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array  device/initialize-raid-volume-filesystem-obsolete device-management raid-volume-initialize-filesystem  xb60 Virtual   Volume name Name of array volume Select the name of the volume.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array  network/iscsi-fs-init-obsolete system iscsi-fs-init-obsolete iSCSI   Volume Name iSCSI Volume Name   This will destroy all files and data on this iSCSI device ${VolumeName}! Are you sure?  Initialize Filesystem on iSCSI device  cache/invalidate-apigw-document configuration invalidate-apigw-documents submit IDG   API gateway Name of API gateway The API gateway that contains the document cache.  * Match pattern Match pattern that identifies documents to invalidate in the document cache Enter a shell-style match pattern that identifies documents to invalidate in the document cache. The default pattern is *, which invalidates all documents.  Cache key Invalidate only the documents associated with this cache key This is an exact match of a cache key. The default value is *, which means to ignore the cache key and match the pattern for the entire cache.  ^var://system/[-_a-zA-Z0-9]+/[-_a-zA-Z0-9]+$ System variable name Update a system variable value Set the system variable name to be updated with this parameter.  1 System variable value Set system variable to this value Set the system variable value associated with the system variable name.   Do you want to invalidate the document cache for ${APIGateway}?  Invalidate Document Cache Invalidates documents from the document cache of an API gateway Invalidates the identified documents for the document cache of an API gateway. A system variable can programmatically set the desired value.  cache/invalidate-document xmlmgr invalidate-docs submit IDG   XML Manager XML manager name XML manager that contains the document cache.  * Match Pattern Match pattern that identifies documents to invalidate in the document cache Enter a shell-style match pattern that identifies documents to invalidate in the document cache. The default pattern is *, which invalidates all documents.  Cache Key Invalidate only the documents associated with this cache key This is an exact match of a cache key. The default is "*" which means to ignore the cache key and just match the pattern for the entire cache.  ^var://system/[-_a-zA-Z0-9]+/[-_a-zA-Z0-9]+$ System Variable Name Update a system variable value Set the system variable name to be updated with this parameter.  1 System Variable Value Set system variable to this value Set the system variable value associated with the system variable name selected in the previous parameter.   Invalidate the document cache for ${XMLManager}?  Invalidate Document Cache Invalidates documents from the document cache Invalidates the identified documents for the document cache of an XML manager. Optionally, it can set a system variable to a desired value that can be used programmatically.  crypto/kerberos-ticket-delete crypto kerberos-ticket-delete button IDG   REALM Kerberos Realm Kerberos Realm Kerberos Realm of the ticket(s) to delete  owner@REALM Owner Principal Owner Principal Owner Principal of the ticket(s) to delete  client@REALM Client Principal Client Principal Client Principal of the ticket(s) to delete  server@REALM Server Principal Server Principal Server Principal of the ticket(s) to delete   Delete the ticket in realm ${Realm} owned by ${Owner} from ${Client} to ${Server}?     Delete Cached Kerberos Ticket Deletes a Cached Kerberos Ticket  crypto/keygen crypto keygen button   off LDAP (reverse) Order of RDNs Whether to create the entry in reverse RDN order. Indicate whether to create the LDAP entry in reverse RDN order. The default value is off.  C ^[a-zA-Z]{2}$ US Country Name (C) Two-character country code Specify the ISO two-character country code for the CSR.  ST State or Province (ST) Unabbreviated name of state or province Specify the unabbreviated name of the state or province for the CSR. The value is limited to 64 characters.  L Locality (L) Name of city or town Specify the name of the city or town for the CSR. The value is limited to 64 characters.  O Organization (O) Name of organization Specify the name of the organization for the CSR. The value is limited to 64 characters.  OU Organizational Unit (OU) Name of primary organizational unit Specifies the name of the primary organizational unit for the CSR. The value is limited to 64 characters.  OU Organizational Unit 2 (OU) Name of additional organization unit Specify the name of an additional organization unit. The value is limited to 64 characters.  OU Organizational Unit 3 (OU) Name of additional organization unit Specify the name of an additional organization unit. The value is limited to 64 characters.  OU Organizational Unit 4 (OU) Name of additional organization unit Specify the name of an additional organization unit. The value is limited to 64 characters.  CN Common Name (CN) Common name Specify the common name for the CSR. The value is generally the fully qualified domain name of the server. The value is limited to 64 characters.  key-type Key type What type of key to generate Select the type of key to generate.  rsa   KeyType RSA   RSA key length Length of generated RSA key Specify the length of the generated RSA key. The generation of a 4096-bit key can take up to 30 seconds. The default value is 2048-bit.  digest    KeyType RSA  GenSSCert on   Hash Algorithm Hash Algorithm to use Specify the hash algorithm of the generated RSA certificate.  ecdsa-curve secp256r1   KeyType ECDSA   Elliptic curve Elliptic curve to use to generate ECDSA key Select the elliptic curve to use to generate the ECDSA key.  file-name ^[-_a-zA-Z0-9.]+$ mykey.pem File Name Name of the key file to generate Specify a common prefix for the generated private key, CSR, and self-signed certificate. The value takes the 
                      name
                    format. Do not specify a directory or a file extension. Based on the specified options, the action generates the required files with the appropriate file extensions. If not specified, the value for the "Object Name" property is used.  days 1 3650 365 Validity Period Days for which the self-signed certificate is valid days Specify the validity period in days for the self-signed certificate. The default value is 365.  password   Password  Password Password for key encryption Not available in the GUI. Replaced by the Password Alias property.  password-alias Password Alias Password alias that defines the alias that maps to the cleartext password Specify the existing password alias map that defines the alias that maps to the cleartext password. The password in the map encrypts the files, and the alias in the map decrypts the password to access the file.  export-key off Export Private Key Whether the action writes the key file to the temporary: directory Specify whether the action writes a copy of the key file to the temporary: directory in addition to the cert: directory. The default value is off.  gen-sscert on Generate Self-Signed Certificate Whether to generate a self-signed certificate Specify whether to create a self-signed certificate in addition to the private key and CSR. The default value is on.  export-sscert on   GenSSCert off Export Self-Signed Certificate Whether to export the self-signed certificate Specify whether the action writes a copy of the self-signed certificate to the temporary: directory in addition to the cert: directory. The default value is on.  gen-object on Generate Key and Certificate Objects Whether to create objects from the generated file Specify whether the action creates key and certificate objects from the specified file. The default value is on.  object-name ^[-_a-zA-Z0-9.]+$ mykey   GenObject off Object Name Name to use for the objects Specify the name to use for the objects. If not specified, the action uses the value of the common name (CN).  hsm off Generate Key on HSM Whether to create the key on the HSM  Specify whether to create the key on the HSM. There is no default value.  When created on the HSM, the URL is in the 
                             hsm://hsm1/ 
                             name
                            format. When created on the appliance, the URL is in the 
                             cert:/// 
                             name
                            format.  using-key ^[-_a-zA-Z0-9.]+$ mykey Using Existing Key Object Name of an existing key for which to create a new certificate and CSR Specify the name of an existing key. The action creates a new certificate and CSR for this key. The action does not create a new key.  config-file Configuration File Configuration file to use to generate requested cryptographic material. Optionally, when generating a CSR or self-signed certificate, specifies the configuration file to read the DN and OIDs from. The configuration file must be in the OpenSSL CNF format. You must upload the configuration file to the 
                     temporary:
                    directory. When you specify this parameter, you must specify the common name, file name, or object name.   Generate an ${KeyType} key pair and a CSR?  Generate Key Generate a private key and optionally a self-signed certificate  This action generates a private cryptographic key and optionally a self-signed certificate. By default, the action creates the Certificate Signing Request (CSR) needed by a certificate authority (CA). Because CA policies can vary with the amount of information they require in a CSR, check with the CA before you generate a CSR to ensure that you provide sufficient information. If the action creates the files in only the cert: directory, then the files cannot be edited. If the files are in the local: or temporary: directory, then they can be edited.  Note: Use a password alias in environments that require password-protected files. Before you use a password alias, ensure that a password map exists to encrypt the private key password (plaintext) and associate an alias with the encrypted password. An attempt to reference an encrypted password that is not in the password map results in failure. In environments that use encrypted passwords, the password map is queried and its associated encrypted password is identified. The encrypted password, in turn, is decrypted by using the locally generated host key to yield the plaintext password that is used to open and read the key file  debug/packet-capture interface packet-capture button       Interface name Link Aggregation interface for the packet capture Specify the Link Aggregation interface to enable the packet capture on.   Do you want to start a packet capture on Link Aggregation ${Interface} with the default settings (temporary:///capture.pcap, 30 seconds, 10000 KB)? The link to download the file is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.  Start packet capture Start a Link Aggregation packet capture Start a packet capture on a Link Aggregation interface. Packet capture is a tool that troubleshoots network connectivity, TCP sequencing, and other network-level problems.  debug/packet-capture interface no packet-capture button    Interface name Link Aggregation interface of the active packet capture Link Aggregation interface to stop the packet capture on.   Do you want to stop the packet capture on Link Aggregation ${Interface}?  Stop packet capture Stop the Link Aggregation packet capture Stop the capture of IP packets on the Link Aggregation interface.  config/rmi-list-apiprobe-capture-settings configuration apiprobe-list-capture-settings submit IDG   API Gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture settings. List the API probe capture settings List the API probe capture settings on the API Gateway.  config/rmi-load-config config-management REST Load Configuration  device/locate-device system locate-device button LocateLED   off Blue Locator LED   Control the blue locate LED? Control Locate LED  networkhsm/luna-ha-recover configuration luna-ha-recover IDG   group   Group name Group name The name of the SafeNet HA Group to recover. Recover HA group Recover HA group Manually recover a SafeNet HA group after you remove a permanently failed member and add a new member to the group.  networkhsm/luna-ha-sync configuration luna-ha-sync IDG   group   Group name Group name The name of the SafeNet HA group to synchronize.  Enable automatic synchronization Whether to enable automatic synchronization Specifies whether to enable the automatic synchronization among group members. Synchronize HA group Synchronize HA group Manually synchronize the data among all members of the SafeNet HA group.  networkhsm/luna-ott-update system luna-ott-update IDG     SafeNet HSM Name of the SafeNet HSM The name of the SafeNet HSM configuration to update the one-time token for.   Use this action only when the one-time token expires. Otherwise, the host trust link will break. Do you want to continue? Update one-time token Update one-time token for HTL Update the one-time token that is used for HTL. Use this action only when the existing token expires.  debug/debug-probe configuration Debug Probe  device/move-file file-management move   Source URL Move the file from the specified URL.  Destination URL Move the file to the specified URL.  off Overwrite Overwrite the existing file.   Move from ${sURL} to ${dURL}?   Move File  mq/webuser configuration IMQA MQ Web User   mq/cli configuration mqcli IMQA MQ CLI Administration   debugger/no-debug-action configuration no debug-action submit IDG     Cancel the debug session '${ID}'?  No Debug Action  crypto/no-password-map crypto no password-map No Password Map  crypto/oauth-cache-delete crypto oauth-cache-delete button IDG   application-client-id Client Id Client identifier The client ID of the OAuth client.  refresh Type Cache type The type of cache that the appliance deletes.   Delete cache elements for ${ClientId} for ${CacheType}?   Delete OAuth Cache Deletes an OAuth cache  debug/packet-capture interface packet-capture button       Interface name Ethernet interface for the packet capture Specify the Ethernet interface to enable the packet capture on.   Do you want to start a packet capture on Ethernet ${Interface} with the default settings (temporary:///capture.pcap, 30 seconds, 10000 KB)? The link to download the file is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.  Start packet capture Start an Ethernet packet capture Start a packet capture on an Ethernet interface. Packet capture is a tool that troubleshoots network connectivity, TCP sequencing, and other network-level problems.  debug/packet-capture interface packet-capture button       Interface Interface to enable packet capture on. Interface to enable packet capture on.  timed Mode The timing mode for the packet capture. The timing mode for the packet capture. The default is timed.  30 Maximum Duration Maximum duration of the packet capture in timed mode. seconds Maximum duration of the packet capture in timed mode. The minimum value is 5 seconds and the maximum value is 86400 seconds.  10000 Maximum Size Maximum size of the packet capture. KB Maximum size of the packet capture.  Filter Expression Packet Capture Filter Expression. The packet capture filter expression is a string that defines how the packet capture should be filtered. Full details of the syntax can be found by searching the Web for "pcap-filter(7) format".   Start ${CaptureMode} packet capture on ${Interface} using the following settings: temporary:///capture.pcap, ${MaxTime} seconds (if timed), ${MaxSize} KB. The link to download the file (temporary:///capture.pcap) is available before the capture completes. Before downloading the file, wait 30 seconds after the capture completes or after manually stopping the capture.     Start Packet Capture Configure an IP packet capture. Configure an IP packet capture. This tool is ideal for troubleshooting network connectivity, TCP sequencing, and other network-level problems.  isam/pdadmin configuration pdadmin ISAMProxy  debug/ping common ping   Remote host Specify the IP address or host name of the target. Specify the IP address or host name of the target for the connection test.  Use IP version Select the IP version to use when resolving an ambiguous host name. When you specify a host name, specify the IP version to use when resolving an ambiguous host name to an IP address. Ambiguity occurs when the DNS publishes an IPv4 address and an IPv6 address. Although you specify IPv6, the output shows the IPv4 address when the DNS published only an IPv4 address. Conversely, when you specify IPv4 and the DNS publishes only an IPv6 address, the output shows the IPv6 address.  Local address Specify the IP address or host alias of the local interface. Specify the IP address or host alias of the local interface to use for the connection test.   Ping remote host ${RemoteHost}?  Ping Remote Determine whether the network can reach a remote target. Send Internet Control Message Protocol (ICMP) echo-request messages to the remote target to determine whether the network can reach a remote target.  network/quiesce interface quiesce button   Interface Interface to Quiesce   Quiesce the interface ${Interface}. Quiesce will prevent new connections to be sent to Standby Controls in the interface. Existing connections will continue to function.  Quiesce  config/quiesce configuration appliance-quiesce button IDG   60 Timeout Timeout in seconds seconds Specifies the length of time in seconds to wait for all transactions to complete. Specify a long enough timeout value to handle long living transactions. The minimum is 60.  0 60 0 Delay Delay in seconds seconds Specifies the interval of time in seconds to wait before initiating the quiesce action. This could be used in self-balancing where the intent to quiesce is propagated to the distributor before initiating the quiesce action. This allows new connections to be routed to other nodes before quiesce is initiated. Specify a long enough time to propagate to the distributor. In general a value less than 10 seconds should be sufficient. The minimum is 0 (quiesce immediately).   Quiesce? Quiesce Transitions the operational state of the domains, services, and handlers on the appliance to down in a controlled manner. Does not quiesce the default domain.  qe/quota-enforcement-switch-primary configuration quota-enforcement-switch-primary IDG   Do you want to switch this node to the primary node for the peer group? Switch to primary for peer group Switch this node to the primary node in the peer group. Designates this DataPower Gateway as the primary node in the peer group. Before you invoke this action, ensure that this DataPower Gateway is a replica and its operational state is up.  qe/quota-enforcement-switch-primary configuration quota-enforcement-switch-primary IDG   Do you want to switch this node to the primary node for the peer group? Switch to primary for peer group Switch this node to the primary node in the peer group. Designates this DataPower Gateway as the primary node in the peer group. Before you invoke this action, ensure that this DataPower Gateway is a replica and its operational state is up.  device/raid-activate device-management raid-activate RealRaid   Volume name Name of array volume Select the name of the volume.   This action activates the RAID array as volume ${VolumeName}, which might have been initialized on another machine. Do you want to continue?  Activate RAID array  device/raid-change-encryption-settings device-management raid-change-encryption-settings  90051U 90052U 9006 9007 virtual container RaidFSModify      Encrypt local drive Whether to encrypt the partition. Indicates whether to encrypt the document storage partition. When enabled, encrypts the partition. When disabled, makes the partition unencrypted.    LocalDriveEncryption on   LocalDriveEncryption off Encryption method Method for encryption When encryption is enabled, set the encryption method.  1 128    LocalDriveEncryption on  LocalDriveDefaultPassphrase passphrase    LocalDriveEncryption off Passphrase Passphrase for encryption When encryption uses a user passphrase, specify the passphrase to use.          Change encryption settings of RAID array ${VolumeName}. After you click 'Confirm', do not close this dialog until you receive the message, 'Action Completed Successfully.' Do you want to continue?  Change partition encryption settings Change partition encryption settings After installation, changes the encryption settings for the document storage partition of the RAID array: Encrypted with a passphrase or unencrypted. After you change settings, the appliance rebuilds the array.  device/raid-delete device-management raid-delete RealRaid   Volume name Name of array volume Select the name of the volume.   This action deletes all files and data on the RAID array ${VolumeName}. Do you want to continue?  Delete RAID array  device/raid-initialize device-management raid-initialize RealRaid   Volume name Name of RAID array Select the name of the RAID array.   This action initializes the RAID array ${VolumeName}. The result in the loss of all files and data on the RAID array. Do you want to continue?  Initialize RAID array  device/raid-learn-battery device-management raid-learn-battery RaidVolumeSr    This action requests the Battery Backup Unit (BBU) to start the learning cycle. This action will take approximately 6 hours. Request Learning Cycle for BBU  device/raid-make-hot-spare device-management raid-make-hot-spare RaidVolumeSr   Volume name Name of RAID array Select the name of the RAID array.   This action creates hot spares for the RAID array ${VolumeName}. Do you want to continue?  Make hot spare for RAID array  device/raid-rebuild device-management raid-rebuild RealRaid   Volume name Name of RAID array Select the name of the RAID array.   This action forces a rebuild of the RAID array ${VolumeName}. Do you want to continue?  Rebuild RAID Array  device/raid-reconcile-encryption-settings device-management raid-reconcile-encryption-settings  90051U 90052U 9006 9007 RaidFSModify     Volume name Name of RAID array Select the name of the RAID array.  Encrypt local drive Whether to encrypt the partition. Indicates whether to encrypt the document storage partition. When enabled, encrypts the partition. When disabled, makes the partition unencrypted.    LocalDriveEncryption on   LocalDriveEncryption off Encryption method Method for encryption When encryption is enabled, set the encryption method.  1 128    LocalDriveEncryption on  LocalDriveDefaultPassphrase passphrase    LocalDriveEncryption off Passphrase Passphrase for encryption When encryption uses a user passphrase, specify the passphrase that encrypted the partition.         Reconcile encryption settings of the RAID array ${VolumeName}?  Reconcile partition encryption settings Reconcile partition encryption settings When an administrator changed the encryption setting on the document storage partion of the RAID array and the appliance has a complete RAID array failure, reconcile the encryption settings on the hard disk drive to match the configuration on the appliance before you initialize the RAID array.  config/api-ratelimit-delete-current-domain configuration api-ratelimit-delete-current-domain submit IDG    Do you want to delete all keys from the current domain? Delete all API rate limit keys from the current domain  config/api-ratelimit-delete-current-domain-batch configuration api-ratelimit-delete-current-domain-batch submit   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all API rate limit keys from the current domain in batch  config/api-ratelimit-delete-domain configuration api-ratelimit-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all API rate limit keys from all domains  config/api-ratelimit-delete-domain-batch configuration api-ratelimit-delete-domain-batch submit   1000 50000 10000   Do you want to delete all keys from all domains? Delete all API rate limit keys from all domains in batch  config/api-ratelimit-delete-key configuration api-ratelimit-delete-key submit IDG            Do you want to delete the key?         Delete the API rate limit key  config/api-ratelimit-delete-key-batch configuration api-ratelimit-delete-key-batch submit           1000 50000 10000   Do you want to delete the key?         Delete the API rate limit key in batch  config/assembly-ratelimit-delete-current-domain configuration assembly-ratelimit-delete-current-domain submit IDG    Do you want to delete all keys from the current domain? Delete all assembly rate limit keys from the current domain  config/assembly-ratelimit-delete-current-domain-batch configuration assembly-ratelimit-delete-current-domain-batch submit   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all assembly rate limit keys from the current domain in batch  config/assembly-ratelimit-delete-domain configuration assembly-ratelimit-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all assembly rate limit keys from all domains  config/assembly-ratelimit-delete-domain-batch configuration assembly-ratelimit-delete-domain-batch submit   1000 50000 10000   Do you want to delete all keys from all domains? Delete all assembly rate limit keys from all domains in batch  config/assembly-ratelimit-delete-key configuration assembly-ratelimit-delete-key submit IDG                  Do you want to delete the key?               Delete the assembly rate limit key  config/assembly-ratelimit-delete-key-batch configuration assembly-ratelimit-delete-key-batch submit                 1000 50000 10000   Do you want to delete the key?               Delete the assembly rate limit key in batch  config/ratelimit-concurrent-delete-domain configuration ratelimit-concurrent-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all concurrent transaction keys from all domains  config/ratelimit-concurrent-delete-domain-batch configuration ratelimit-concurrent-delete-domain-batch submit IDG   1000 50000 10000   Do you want to delete all keys from all domains? Delete all concurrent transaction keys from all domains in batch  config/ratelimit-concurrent-delete-key configuration ratelimit-concurrent-delete-key submit IDG     Do you want to delete the key ${KeyName}?  Delete the concurrent transaction key  config/ratelimit-concurrent-delete-key-batch configuration ratelimit-concurrent-delete-key-batch submit IDG    1000 50000 10000   Do you want to delete the key ${KeyName}?  Delete the concurrent transaction key in batch  config/ratelimit-concurrent-delete-type configuration ratelimit-concurrent-delete-type submit IDG    Do you want to delete all keys from the current domain? Delete all concurrent transaction keys from the current domain  config/ratelimit-concurrent-delete-type-batch configuration ratelimit-concurrent-delete-type-batch submit IDG   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all concurrent transaction keys from the current domain in batch  config/ratelimit-count-delete-domain configuration ratelimit-count-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all count keys from all domains  config/ratelimit-count-delete-domain-batch configuration ratelimit-count-delete-domain-batch submit IDG   1000 50000 10000   Do you want to delete all keys from all domains? Delete all count keys from all domains in batch  config/ratelimit-count-delete-key configuration ratelimit-count-delete-key submit IDG     Do you want to delete the key ${KeyName}?  Delete the count key  config/ratelimit-count-delete-key-batch configuration ratelimit-count-delete-key-batch submit IDG    1000 50000 10000   Do you want to delete the key ${KeyName}?  Delete the count key in Batch  config/ratelimit-count-delete-type configuration ratelimit-count-delete-type submit IDG    Do you want to delete all keys from the current domain? Delete all count keys from the current domain  config/ratelimit-count-delete-type-batch configuration ratelimit-count-delete-type-batch submit IDG   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all count keys from the current domain in batch  config/ratelimit-rate-delete-domain configuration ratelimit-rate-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all rate-based keys from all domains  config/ratelimit-rate-delete-domain-batch configuration ratelimit-rate-delete-domain-batch submit IDG   1000 50000 10000   Do you want to delete all keys from all domains? Delete all rate-based keys from all domains in batch  config/ratelimit-rate-delete-key configuration ratelimit-rate-delete-key submit IDG     Do you want to delete the key ${KeyName}?  Delete the rate-based key  config/ratelimit-rate-delete-key-batch configuration ratelimit-rate-delete-key-batch submit IDG    1000 50000 10000   Do you want to delete the key ${KeyName}?  Delete the rate-based key in batch  config/ratelimit-rate-delete-type configuration ratelimit-rate-delete-type submit IDG    Do you want to delete all keys from the current domain? Delete all rate-based keys from the current domain  config/ratelimit-rate-delete-type-batch configuration ratelimit-rate-delete-type-batch submit IDG   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all rate-based keys from the current domain in batch  config/ratelimit-tokenbucket-delete-domain configuration ratelimit-tokenbucket-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all token bucket keys from all domains  config/ratelimit-tokenbucket-delete-domain-batch configuration ratelimit-tokenbucket-delete-domain-batch submit IDG   1000 50000 10000   Do you want to delete all keys from all domains? Delete all token bucket keys from all domains in batch  config/ratelimit-tokenbucket-delete-key configuration ratelimit-tokenbucket-delete-key submit IDG     Do you want to delete the key ${KeyName}?  Delete the token bucket key  config/ratelimit-tokenbucket-delete-key-batch configuration ratelimit-tokenbucket-delete-key-batch submit IDG    1000 50000 10000   Do you want to delete the key ${KeyName}?  Delete the token bucket key in batch  config/ratelimit-tokenbucket-delete-type configuration ratelimit-tokenbucket-delete-type submit IDG    Do you want to delete all keys from the current domain? Delete all token bucket keys from the current domain  config/ratelimit-tokenbucket-delete-type-batch configuration ratelimit-tokenbucket-delete-type-batch submit IDG   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all token bucket keys from the current domain in batch  cache/refresh-apigw-document config submit IDG      Do you want to flush ${Document} in the document cache of ${APIGateway}?   Flush Document  cache/refresh-apigw-stylesheet configuration refresh-apigw-stylesheet submit IDG      Do you want to refresh ${Stylesheet} in the stylesheet cache of ${APIGateway}?   Refresh Stylesheet  cache/refresh-document xmlmgr submit IDG      Flush ${Document} in the document cache of ${XMLManager}?   Flush Document  cache/refresh-stylesheet configuration refresh stylesheet submit IDG      Refresh ${Stylesheet} in the stylesheet cache of ${XMLManager}?   Refresh Stylesheet  crypto/tamcerts tam refresh-tam-certs button TAM   tam-object  ^[-_a-zA-Z0-9.]+$ Access Manager client The name of the Access Manager client that uses the client certificate.  admin sec_master Access Manager administrator The user name of an Access Manager administrator. This administrator must have permission to register the Access Manager client. The default value is 
                     sec_master
                    .  password Administrator password The password for the Access Manager administrator.   Refresh client certificate? Refresh Access Manager client certificate  Refreshing the IBM Security Access Manager client certificate affects the key database (*.kdb) and stash (*.sth) files.  The key database file contains the client certificate that the Access Manager policy and authorization servers recognize. The stash file contains the password for the key database file. When you run this action, it performs the following operations: 
                  Updates the password for the key database file with a randomly generated value. Updates the stash file with the new password. Renews the certificate in the key database file.  Attention: This client and any other client in the same domain are stopped, if running, and restarted when the refresh completes.  crypto/tamkeypwd tam refresh-tam-keystore-pwd button TAM   tam-object ^[-_a-zA-Z0-9.]+$ Access Manager client The name of the Access Manager client that uses the key database file.   Refresh Access Manager keystore password? Refresh Access Manager keystore password  Refreshes the password of the IBM Security Access Manager key database file. The key database file is secured by an internal password in the key stash file. If the password expires, it is reset using this action.  Attention: This client and any other client in the same domain are stopped, if running, and restarted when the refresh completes.  services/refresh configuration wsdl-refresh IDG   WSGateway Web Service Proxy Gateway  WSDL WSDL   Refresh WSDL ${WSDL} in Web Service Proxy Gateway ${WSGateway}? This action cannot refresh WSDL files from subscriptions.   Refresh Refresh WSDL.  config/remove-chkpoint config-management remove chkpoint IDG     Remove Configuration Checkpoint '${ChkName}'?  Remove Checkpoint  device/remove-dir file-management rmdir   ^local:[-_a-zA-Z0-9/.]*$ local:///subdir Directory Name Name of the directory to remove   Remove the directory ${Dir}?  Remove Directory  cache/remove-stylesheet configuration no stylesheet submit IDG   XML Manager Name XML Manager Name Specifies the name of the XML manager.  Match Pattern Match pattern for the stylesheet Specifies the pattern against which to match style sheets. Remove Stylesheet Removes styles sheets Specifies which style sheets to remove.  device/repair-compact-flash-filesystem device-management compact-flash-repair-filesystem Compact-Flash   Volume Name Volume name for compact flash   Repair compact flash ${VolumeName} file system?  Repair File System on Compact Flash  network/fibre-channel-fs-repair device-management fibre-channel-fs-repair FibreChannel   Volume Name Volume name for Fibre Channel Volume   Repair Fibre Channel volume ${VolumeName} file system?  Repair File System on Fibre Channel Volume Repair File System on Fibre Channel Volume Repairs the file system for the specified Fibre Channel Volume  network/iscsi-fs-repair-obsolete system iscsi-fs-repair-obsolete iSCSI   Volume Name Volume name for iSCSI Volume   Repair iSCSI volume ${VolumeName} file system?  Repair File System on iSCSI Volume  device/repair-raid-volume-filesystem device-management raid-volume-repair-filesystem  software RaidFSModify   Volume name Name of RAID array Select the name of the RAID array.   This action repairs the file system on RAID array ${VolumeName}. Do you want to continue?  Repair file system on RAID array     config/reset-domain configuration reset domain submit IDG     Reset the application domain '${Domain}'? Reset will delete all configured services within the domain.  Reset Domain  config/reset-thisdomain configuration reset domain submit IDG   Reset this application domain? Reset will delete all configured services within the domain. Reset Domain  config/reset-websocket-connections-all-counters configuration reset websocket-connections-all-counters submit IDG    Do you want to reset all counters from the current domain? Reset all counters in domain  config/reset-websocket-connections-counter configuration reset websocket-connections-counter submit IDG       Do you want to reset the counter from '${Handler}', '${ActionClass}' and '${ActionName}'?    Reset counter  config/restart-domain configuration restart domain submit IDG     Restart the application domain '${Domain}'? Restart will affect all configured services within the domain.  Restart Domain  config/restart-domain configuration restart domain submit IDG   Restart this application domain? Restart will affect all configured services within the domain. Restart Domain  config/rollback-chkpoint config-management rollback chkpoint IDG     Rollback to Configuration Checkpoint '${ChkName}'?  Rollback Checkpoint  config/save-chkpoint config-management save chkpoint IDG   ^[-_a-z0-9A-Z]*$   Save Configuration Checkpoint as '${ChkName}'?  Save Checkpoint  config/save-config config-management write memory   Save running configuration to flash? Save Configuration  config/saveinternlstate configuration save internal-state Save Internal State  config/secure-backup configuration secure-backup  software button IDG   Crypto certificate Crypto Certificate contains the public key used in encrypting the secure backup  ^(temporary|local):/{2,3}|^ftp://[^/]+(/[^/]+)*$ Destination Specify the URL of a directory to place the multiple files that comprise the backup. The URL must specify a schema identifier for one of the supported file system folders, or the URL must specify a supported protocol. The supported file system folders are local: and temporary:. The supported protocol is ftp:. For the ftp: protocol, use the ftp://user:pw@host/ format.  on Include iSCSI Whether to back up the iSCSI device  on Include RAID Whether to back up the RAID device   The secure backup will copy off certificates from the appliance to ${destination}. This backup should be secured with all other installation certificates.[br/]The credential corresponding to the certificate ${cert} will be required for the secure restore.[br/]OK?   Secure Backup  config/secure-restore configuration secure-restore  software button IDG   Crypto credentials Specify the identification credentials that contains the credentials to decrypt the secure backup.  ^(temporary|local):/{2,3}|^ftp://[^/]+(/[^/]+)*$ Source Specify the URL of the source directory to restore the backup files from. The supported file system locations are the local: or temporary: directory. The supported remote location is an FTP server. For the FTP protocol, use the ftp://user:password@host/ format.  off Only validate the backup Indicate whether to validate the backup files or restore from the backup files. When enabled, validates the backup files without restoring from the backup files.  \s*5725T09|719832X|7199(4|6)2X|84365(2|3)X|84415(2|3)X\s* Backup machine type model Machine type model where the backup image was created Specify the machine type model where the backup image was created. Open the manifest of the backup image to find the machine type and model type. The following table lists the values for most, if not all, DataPower products. 
                       Product name Machine type model  Type 8441 DataPower Gateway without HSM 844152X  Type 8436 DataPower Gateway without HSM 843652X  Type 8441 DataPower Gateway with HSM 844153X  Type 8436 DataPower Gateway with HSM 843653X  DataPower Gateway for VMware 5725T09  DataPower Gateway for Linux 5725T09C 
                    To perform the secure backup and restore process, the source and target must meet the following requirements. 
                       They must be at the same firmware level and have the same features. When the backup image contains RAID data, the target must have equal or greater RAID volume than the source. Otherwise, the RAID data is not completely restored. When the backup image contains data related to features, the target must have licenses for the same features. Otherwise, the restore fails. You can use a backup image from a Type 8436 to restore a Type 8436 or Type 8441. You can use a backup image from a Type 8441 to restore a Type 8436 or Type 8441. You can use a backup image from a nonphysical DataPower Gateway to restore a nonphysical DataPower Gateway. The following cases are supported. 
                          Use a production backup image to restore a production, nonproduction, or developers system. Use a nonproduction backup image to restore a production, nonproduction, or developers system. Use a developers backup image to restore a production, nonproduction, or developers system. You cannot use a backup image from a physical DataPower Gateway to restore a nonphysical DataPower Gateway. You cannot use a backup image from a nonphysical DataPower Gateway to restore a physical DataPower Gateway.   When the action is to restore the backup image, the secure restore deletes all data on the DataPower Gateway. Therefore, ensure that you have a secure backup image in case you need any data from this DataPower Gateway. Quiesce the DataPower Gateway before the secure restore to stop all active work on the DataPower Gateway.[br/][br/]When the action is to validate the backup image, the data on the DataPower Gateway are not changed.[br/][br/]OK? Secure Restore  config/select-config flash boot config button    config Configuration File Configuration file to use at startup   Use configuration file ${File} at startup?  Select Configuration  debug/send-error-report configuration send error-report button   ^(?!(127.0.0.1|localhost)).*$ smtp.mycompany.com SMTP Server Specify the IP address or host name of the SMTP server. Specify the IP address or host name of an SMTP server to receive the error report.  Subject Specify the subject line of the email. Specify the subject line of the email.  Email Address Specify the email address of the recipient. Specify the e-mail address of the recipient.  Email Sender Address Specify the email address of the sender. Specify the email address of the sender.   Send error report to '${EmailAddress}' using '${SmtpServer}'?   Send Error Report Send the generated error report to a specific location. Send the generated error report to a specific location.  device/sendfile file-management send file   Location  SMTP Server  Email Address   Send file to '${EmailAddress}' using '${SmtpServer}'?   Send File  debug/send-logevent logging test logging button   Log Category Specify the log category of the generated event. Specify the log category of the generated event.  Log Level Specify the log level of the generated event. Specify the log level of the generated event. Log targets capture log messages at or above the configured level.  Log Message Specify the log message of the generated event. Specify the log message of the generated event.  Event Code Include an event code for the generated event. Optional: include an event code for the generated event.   Generate log event of type '${LogType}', priority '${GenLogLevel}', and message '${LogEvent}'?    Generate Log Event This tool is used to verify that log targets are active and able to capture events. This tool is used to verify that log targets are active and able to capture events.  debug/send-test-message common Send a Test Message  config/servicequiesce configuration service-quiesce button IDG     60 Timeout Timeout in seconds seconds Specifies the length of time in seconds to wait for all transactions to complete. Specify a long enough timeout value to handle long living transactions. The minimum is 60.  0 60 0 Delay Delay in seconds seconds Specifies the interval of time in seconds to wait before initiating the quiesce action. This could be used in self-balancing where the intent to quiesce is propagated to the distributor before initiating the quiesce action. This allows new connections to be routed to other nodes before quiesce is initiated. Specify a long enough time to propagate to the distributor. In general a value less than 10 seconds should be sufficient. The minimum is 0 (quiesce immediately).   Quiesce ${name}?  Quiesce Transitions the operational state of a service or handler to down in a controlled manner. If quiescing a service, all handlers associated with the service are also placed in the down operational state. The handlers that are quiesced as a result of the service quiesce are not available for use in other services.  config/servicefehquiesce-obsolete configuration service-feh-quiesce-obsolete button   Service Type Service class name (for example, 'XMLFirewallService'  Service Name Name of the service  Front End Handler Type Front end handler class name (for example, 'HTTPSourceProtocolHandler'  Front End Handler Name Front End Handler name  60 Timeout Timeout in seconds   Quiesce ${name} ${fehname}?   Quiesce  Deprecated action; available via other actions.  config/servicefehunquiesce-obsolete configuration service-feh-unquiesce-obsolete button   Service Type Service class name (for example, 'XMLFirewallService')  Service Name Name of the service  Front End Handler Type Front end handler class name (for example, 'HTTPSourceProtocolHandler')  Front End Handler Name Front End Handler name   Unquiesce ${name} ${fehname}?   Unquiesce  Deprecated action; available via other actions.  config/serviceunquiesce configuration service-unquiesce button IDG      Unquiesce ${name}?  Unquiesce Places the service or handler in the up operational state. If unquiescing a service, all handlers associated with the service are also placed in the up operational state. The running service configuration reflects any changes that were applied while the service was in the quiesced state.  debug/set-loglevel logging loglevel button   LogTarget default-log LogEvents Priority Class all Log Level Log level of the default system log. Log level of the default system log.  LogTarget default-log LogEvents Priority Class webgui off Enable Internal Logging Enable internal logging. Enable internal logging to troubleshoot failing requests through the XML management interface. Internal logging provides detailed error messages for requests that are submitted to the XML management interface. When enabled, the system log in the default domain contains debug-level messages in the webgui category. Available only in the default domain.  off Enable RBM Debug logging Enable role-based management debug logging. Enable role-based management debug logging to troubleshoot RBM issues such as user authentication failures or credential mapping errors. Available only in the default domain.  SystemSettings GlobalIPLogFilter Global IP Address Log Filter Specify the IP address against which to filter for the global IP address log filter Specify the IP address against which to filter. Global IP address filtering affects all log targets in all domains. Use this function for advanced troubleshooting only.   Set default system log level to ${LogLevel}?  Set Log Level Set the logging level for the current domain. Set the logging level for the current domain.  debug/set-rbmlog logging button   RBM Debug Logging Enable role-based management debug logging to troubleshoot RBM issues such as user authentication failures or credential mapping errors. Available only in the default domain.    Configure RBM debug logging Enable RBM Debug Logging Enables RBM debug logging.  debug/set-system-var configuration set-system-var button IDG   ^var://system/[-_a-zA-Z0-9]+/[-_a-zA-Z0-9]+$  0   Set system variable ${Var} to ${Value}?   Set System Variable  device/time-date system clock  container software button   ^20[0-9][0-9]-((0[1-9])|(1[0-2]))-((0[1-9])|([12][0-9])|(3[01]))$ 2003-08-24 Date  ^(([01][0-9])|(2[0-3])):[0-5][0-9]:[0-5][0-9]$ 12:34:56 Time hh:mm:ss   Set the device's clock to ${Date} ${Time}?   Set Time and Date  device/shutdown system shutdown  software button   Mode  0 65535 10 Delay seconds   Confirm ${Mode} in ${Delay} seconds?   Shutdown  monitor/slmresetstats webservice slm-reset-stats button IDG   SLM Policy SLM Policy Name The name of the SLM Policy where the SLM Statement is configured.  SLM Statement ID SLM Statement ID The ID of the SLM Statement.  .* SLM Credential SLM Credential The SLM Credential to reset.  .* SLM Resource SLM Resource The SLM Resource to reset. Reset SLM Counters Reset the counts for the specified credential/resource combination for a given SLM Statement.  debug/packet-capture interface packet-capture button IDG       Interface name Standalone interface for the packet capture Specify the standalone interface to enable the packet capture on.   Do you want to start a packet capture on standalone interface ${Interface} with the default settings (temporary:///capture.pcap, 30 seconds, 10000 KB)? The link to download the file is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.  Start packet capture Start a standalone packet capture Start a packet capture on a standalone interface. Packet capture is a tool that troubleshoots network connectivity, TCP sequencing, and other network-level problems.  debug/packet-capture interface no packet-capture button IDG    Interface name Standalone interface of the active packet capture Standalone interface to stop the packet capture on.   Do you want to stop the packet capture on standalone interface ${Interface}?  Stop packet capture Stop a standalone packet capture Stop the capture of IP packets on the standalone interface.  debug/packet-capture interface no packet-capture button    Interface name Ethernet interface of the active packet capture Ethernet interface to stop the packet capture on.   Do you want to stop the packet capture on Ethernet ${Interface}?  Stop packet capture Stop the Ethernet packet capture Stop the capture of IP packets on the Ethernet interface.  debug/tcp-connection-test common test tcp-connection   Remote host Specify the IP address or host name of the target. Specify the IP address or host name of the target for the connection test.  Remote port Specify the listening port on the target. Specify the listening port on the target for the connection test.  Timeout Specify how long to wait for a response. Seconds Specify the number of seconds to wait for a response.  Use IP version Select the IP version to use when resolving an ambiguous host name. When you specify a host name, specify the IP version to use when resolving an ambiguous host name to an IP address. Ambiguity occurs when the DNS publishes an IPv4 address and an IPv6 address. Although you specify IPv6, the output shows the IPv4 address when the DNS published only an IPv4 address. Conversely, when you specify IPv4 and the DNS publishes only an IPv6 address, the output shows the IPv6 address.  Local address Specify the IP address or host alias of the local interface. Specify the IP address or host alias of the local interface to use for the connection test.   Test TCP connectivity to ${RemoteHost} port ${RemotePort}?   TCP Connection Test Verify TCP connectivity to a specific port on a remote target. Verify TCP connectivity to a specific port on a remote target.  device/tenant-install flash tenant-install button Tenant   off I accept the terms of the license agreements. Acknowledge acceptance of the license agreements  Name of the Tenant Gateway Name of the Tenant Gateway   image Tenant firmware file Tenant firmware file   Install tenant firmware ${File}?[br/]Note: This action can take several minutes.[br/]Refrain from performing other actions during this time.  Install Tenant Firmware  debug/test-hardware configuration test hardware RealHardware Hardware Diagnostics  crypto/test-password-map crypto test password-map   Alias Name An alias for an encrypted password.  Type cert or key  Test Password Map  debug/test-radius radius test radius button IDG   Username  Password   Authenticate user with Radius Test Radius Test radius connectivity Tests connectivity to the configured CLI Radius servers and attempts to authenticate the specific user.  debug/test-urlmap urlmap test urlmap button IDG   URL Map  Test URL   Test URL Map ${URLMap}?  Test URL Map  debug/test-urlrefresh urlrefresh test urlrefresh button IDG   URL Refresh Policy  Test URL   Test URL Refresh Policy ${URLRefreshPolicy}  Test URL Refresh  debug/test-urlrewrite urlrewrite test urlrewrite button IDG   URL Rewrite Policy  Test URL   Test URL Rewrite Policy ${URLRewritePolicy}  Test URL Rewrite  debug/test-schema configuration test schema button IDG   XML File XML source document to validate   store local temporary XSD Schema File XSD schema to use as validating schema Test Schema  debug/traceroute common traceroute   Remote host Specify the IP address or host name of the target. Specify the IP address or host name of the target for the connection test.  Use IP version Select the IP version to use when resolving an ambiguous host name. When you specify a host name, specify the IP version to use when resolving an ambiguous host name to an IP address. Ambiguity occurs when the DNS publishes an IPv4 address and an IPv6 address. Although you specify IPv6, the output shows the IPv4 address when the DNS published only an IPv4 address. Conversely, when you specify IPv4 and the DNS publishes only an IPv6 address, the output shows the IPv6 address.  Local address Specify the IP address or host alias of the local interface. Specify the IP address or host alias of the local interface to use for the connection test.   Trace route to remote host ${RemoteHost}?  Trace Route Trace the network path to a remote target. Trace the network path to a remote target. The output shows the IP address of the hops and the round trip time.  device/unconfigure-reverse-proxy configuration unconfigure-reverse-proxy button ISAMProxy   Reverse Proxy Access Manager Reverse Proxy Access Manager Reverse Proxy to be force unconfigured. Force Unconfigure Access Manager Reverse Proxy Force unconfigure of the Access Manager Reverse Proxy for this domain and return it to its uninitialized state.  device/unconfigure-reverse-proxy-internal configuration unconfigure-reverse-proxy-internal button ISAMProxy      device/unconfigure-runtime configuration unconfigure-runtime button ISAMProxy   default Runtime Access Manager Runtime Access Manager Runtime to be unconfigured.  on Unconfigure Access Manager Runtime Unconfigure the Access Manager Runtime for this domain and return it to its uninitialized state.  config/undo-config configuration undo   Object Type  Object Name   Revert '${Name}' to the last saved configuration?  Undo Configuration  debug/packet-capture interface packet-capture-advanced button           Ethernet Interface type Type of interface to enable packet capture on. Type of interface to enable packet capture on.    InterfaceType Ethernet   Interface name Ethernet interface to enable packet capture on. Ethernet interface to enable packet capture on.    InterfaceType VLAN   Interface name VLAN interface to enable packet capture on. VLAN interface to enable packet capture on.    InterfaceType Aggregate   Interface name Link aggregation interface for the packet capture Specify the link aggregation interface for the packet capture.    InterfaceType Standalone   Interface name Network interface configured by the underlying operating system for the packet capture. Specify the network interface for the packet capture.  timed Mode The timing mode for the packet capture. The timing mode for the packet capture. Can be continuous or timed mode. In timed mode the packet capture stops after the specified time or earlier if another criterion is met. In continuous mode the capture continues until it is manually stopped.  5 86400 30   CaptureMode timed   CaptureMode timed Maximum duration Maximum duration of packet capture in timed mode. seconds Maximum duration of the packet capture in timed mode. Enter a value in the range 5 - 86400.  10 500000 10000 Maximum size Maximum size of packet capture. KB The maximum size of the entire packet capture. When this size is reached, the packet capture stops. Enter a value in the range 10 - 500000.  20 9000 9000 Maximum packet size Maximum size of each packet recorded bytes  Specifies the maximum size of each captured packet of data in bytes. Enter a value in the range 20 - 9000. The default value is 9000. The special value -1 sets the size to the maximum transmission unit (MTU) for the interface.  Filter expression Packet capture filter expression. The packet capture filter expression is a string that defines how the packet capture should be filtered. Full details of the syntax can be found by searching the web for "pcap-filter(7) format".  off Log TLS key Whether to capture the TLS master secret for TLS sessions. Indicates whether to capture the TLS master secret for TLS sessions. When you capture the TLS master secrets, the logtemp:///sslkeyfile.log file contains the master secrets. You can use a network protocol analyzer to decrypt TLS encrypted traffic to help with problem determination. During the packet capture, all TLS sessions have their master secret logged.   Do you want to start a ${CaptureMode} packet capture on ${InterfaceType} with the following settings: temporary:///capture.pcap, ${MaxTime} seconds, if timed, and ${MaxSize} KB? The link to download the file is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.     Start Packet Capture Start a packet capture session. Start a packet capture session to monitor traffic on the DataPower Gateway.  debug/packet-capture interface no packet-capture-advanced button     Interface type Type of interface to stop packet capture on Type of interface where the packet capture is running.    InterfaceType Ethernet   Interface name Ethernet interface to stop packet capture on Ethernet interface where the packet capture is running.    InterfaceType VLAN   Interface name VLAN interface to stop Packet Capture on VLAN interface where the packet capture is running.    InterfaceType Aggregate   Interface name Link Aggregation interface to packet capture Link Aggregation interface where the packet capture is running.    InterfaceType Standalone   Interface name Standalone interface to packet capture Standalone interface where the packet capture is running.   Do you want to stop the packet capture on ${InterfaceType}?  Stop packet capture Stop the packet capture Stop the capture of IP packets on the interface.  network/fibre-channel-unlock-volume device-management fibre-channel-unlock-volume FibreChannel   Volume Name Volume name for Fibre Channel Volume   Unlock Fibre Channel volume ${VolumeName} file system?  Unlock File System on Fibre Channel Volume Unlock File System on Fibre Channel Volume Unlocks the specified Fibre Channel Volume  network/unquiesce interface quiesce button   Interface Interface to Unquiesce   Unquiesce the interface ${Interface}. Unquiesce will allow connections to flow back on the Standby Control  Unquiesce  config/unquiesce configuration appliance-unquiesce button IDG   Unquiesce? Unquiesce  Transitions the quiesced domains, services, and handlers on the appliance to the up operational state. The running configuration reflects any changes that were applied while the appliance was in the quiesced state.  config/api-application-update configuration api-application-update submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[0-9a-z-]{1,36}$ Application ID Identifier of application Specifies the application ID that uniquely identifies the application.  48 Application name Name for the application Specifies the name for the application.  Application enabled Enabled/Disabled of the application Specifies the enabled/disabled for the application.  11 Application lifecycle state Application lifecycle state Specifies the lifecycle state of the application that is either 
                     development
                    or 
                     production
                    .  146 Application type Application type of the subscriber Specifies the application type for the subscriber.  48 Developer organization ID Identifier of the developer organization Specifies the ID that identifies the developer organization.  48 Developer organization name Name of the developer organization Specifies the name that identifies the developer organization.  48 Developer organization title Title of the developer organization Specifies the title that identifies the developer organization.  (^\.\*$|^http(s?):\/\/[^,]+(,http(s?):\/\/[^,]+)*$) Redirect URLs URL to the redirection endpoint Specifies the redirect URI of the OAuth client to register with the authorization server. This value is used when the client needs to pass an OAuth security check. A client must register its redirection endpoint before utilizing the authorization endpoint.  ^(?:[A-Za-z0-9+/]{4})*(?:[A-Za-z0-9+/]{2}==|[A-Za-z0-9+/]{3}=)?|,$ Application Certificate The certificate that verify the application identification Specifies the certificate that will used to verify the client's identification of accessing this application.  146 Application Metadata The metadata for the application Specifies the metadata for this application.   Update the application '${AppID}' to the API collection '${APICollection}'?   Update API application Update an API application entry in an API collection.  config/api-client-update configuration api-client-update submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[-0-9a-z]{1,36}$ Client ID Identifier of subscriber Specifies the client ID that uniquely identifies the subscriber.  Client secret Client secret for the subscriber Specifies the client secret for the subscriber.  48 Title Title of the subscriber Specifies the description about the subscriber. The maximum length is 48 characters.  ^[0-9a-z-]{1,36}$ App ID Application ID of the subscriber Specifies the application ID for the subscriber.   Update the client '${ClientID}' to the API collection '${APICollection}'?   Update API client Update an API client entry in an API collection.  config/api-subscription-update configuration api-subscription-update submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to update the subscriber entry for.  ^[0-9a-z-]{1,36}$ App ID Application ID of the subscriber Specifies the application ID for the subscriber.  ^[a-zA-Z0-9_\-.]+(,[a-zA-Z0-9_\-.]+)*$ Plans Subscribed API plans Associates a list of plans that the client subscribes to.  Status Status for subscribed API plans Associates the status for a list of plans that the client subscribes to.   Update the API subscription '${Plans}' to the API collection '${APICollection}'?   Update API subscription Update an API subscription entry in an API collection.  device/watchdog-image flash button    image Firmware File Firmware File  on Reboot System Reboot system after upgrading watchdog firmware   Watchdog Firmware ${File}?[br/]System will reboot after choosing "Confirm".  Upgrade Watchdog  access/force-password-change usergroup user-expire-password button   Username   Force user ${User} to change their password?  Force Password Change  access/reset-failed-login usergroup reset failed-login button   Username   Reset failed login count for user ${User}?  Reset Failed Login Counter Reset Failed Login Counter Resets the Failed Login Counter for a user.  access/reset-username usergroup reset username button   Username  1 128 New Password Enter new password for current user   Reset password for user ${User}?  Reset Password Reset Password Changes the password of an existing user to a new password. The user will have to change the password on initial login.     device/verify-firmware flash verify-firmware button  config/rmi-view-details config-management View Certificate Details Displays the full details of a certificate object's certificate  debug/packet-capture interface packet-capture button       Interface name VLAN interface to enable packet capture on   Do you want to start a packet capture on VLAN ${Interface} with default settings (temporary:capture.pcap, 30sec, 10000kbytes)? The link to download the packet capture is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.  Start packet capture Start a VLAN packet capture Start a packet capture on a VLAN interface. Packet capture is a tool that troubleshoots network connectivity, TCP sequencing, and other network-level problems.  debug/packet-capture interface no packet-capture button    Interface name VLAN interface to stop packet capture on   Do you want to stop the packet capture on VLAN ${Interface}?  Stop packet capture Stop the VLAN packet capture Stop the capture of IP packets on the VLAN interface.  services/wsrr-synchronize configuration wsrr-synchronize IDG   WSRR Subscription WSRR Subscription   Synchronize WSRR Subscription ${WSRRSubscription}?  Synchronize  services/wsrr-validate-server configuration test wsrr-server IDG   WSRR Server WSRR Server   Test connection to WSRR server: ${WSRRServer}?  Test Connection  cache/clear-grid configuration xc10-clear-grid IDG   Grid     Are you sure?  clear_xc10_grid (OBSOLETE)    cache/create-grid configuration xc10-create-grid IDG   Grid     Are you sure?  create_xc10_grid (OBSOLETE)    cache/discover-collective configuration xc10-discover-collective IDG   Grid    xc10 host name     Are you sure? discover_xc10_collective (OBSOLETE)    debug/yield-ethernet-standby interface yield-ethernet-standby button IDG   Ethernet interface Ethernet interface to remove  Specify the Ethernet interface to remove from the standby group. The state of the interface in the standby group controls what happens after you run the action.  When the active appliance, the following changes occur. 
                              The active appliance resigns from the standby group and a standby control takeover occurs, which potentially breaks in flight connections and transactions. The standby appliance becomes the active appliance. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When standby appliance, the following changes occur. 
                              The standby appliance is temporarily removed from the standby group. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When a listen appliance, that appliance is removed without an observable difference.   Do you want to remove Ethernet interface ${Interface} from the standby group?  Yield standby Yield Ethernet interface from standby control. Removes this appliance from the standby group. This action does not modify the configuration of the Ethernet interface.  debug/yield-link-aggregation-standby interface yield-aggregation-standby button IDG   Link Aggregation interface Link Aggregation interface to remove  Specify the Link Aggregation interface to remove from the standby group. The state of the interface in the standby group controls what happens after you run the action.  When the active appliance, the following changes occur. 
                              The active appliance resigns from the standby group and a standby control takeover occurs, which potentially breaks in flight connections and transactions. The standby appliance becomes the active appliance. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When standby appliance, the following changes occur. 
                              The standby appliance is temporarily removed from the standby group. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When a listen appliance, that appliance is removed without an observable difference.   Do you want to remove Link Aggregation interface ${Interface} from the standby group?  Yield standby Yield Link Aggregation interface from standby control. Removes this appliance from the standby group. This action does not modify the configuration of the Link Aggregation interface.  debug/yield-standalone-standby interface yield-standalone-standby button IDG   Standalone Standby Control interface Standalone Standby Control interface to remove  Specify the Standalone Standby Control interface to remove from the standby group. The state of the interface in the standby group controls what happens after you run the action.  When the active appliance, the following changes occur. 
                              The active appliance resigns from the standby group and a standby control takeover occurs, which potentially breaks in flight connections and transactions. The standby appliance becomes the active appliance. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When standby appliance, the following changes occur. 
                              The standby appliance is temporarily removed from the standby group. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When a listen appliance, that appliance is removed without an observable difference.   Do you want to remove Standalone Standby Control interface ${Interface} from the standby group?  Yield standby Yield the standalone standby control interface from standby control. Removes this appliance from the standby group. This action does not modify the configuration of the Standalone Standby Control configuration.  debug/yield-vlan-standby interface yield-vlan-standby button IDG   VLAN interface VLAN interface to remove  Specify the VLAN interface to remove from the standby group. The state of the interface in the standby group controls what happens after you run the action.  When the active appliance, the following changes occur. 
                              The active appliance resigns from the standby group and a standby control takeover occurs, which potentially breaks in flight connections and transactions. The standby appliance becomes the active appliance. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When standby appliance, the following changes occur. 
                              The standby appliance is temporarily removed from the standby group. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When a listen appliance, that appliance is removed without an observable difference.   Do you want to remove VLAN interface ${Interface} from the standby group?  Yield standby Yield VLAN interface from standby control. Removes this appliance from the standby group. This action does not modify the configuration of the VLAN interface.
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        temporary:///capture.pcap 
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      clixform TenantInstall:   
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                           ERROR
                           
                               Ping packets dropped to remote host "
                               
                               ". Please check system log or use
                              the CLI command for more details.
                          
                      
                       
                           ERROR
                           
                               Ping failed to resolve remote host "
                               
                               ". Please check system log or use
                              the CLI command for more details.
                          
                      
                       
                           ERROR
                           
                               Ping failed unreachable remote host "
                               
                               ". Please check system log or use
                              the CLI command for more details.
                          
                      
                       
                           ERROR
                           
                               Could not ping remote host "
                               
                               ". Please check system log.
                          
                      
                  
              
               
                   OK
                   
                       Successful ping to remote host "
                       
                       ".
                  
              
          
      
  

   
       
           
           
           
               
          
           
               
          
      
       
  

   
       
           
               
                   ERROR
                   
                       
                           
                               TCP connection failed (connection refused)
                          
                      
                       
                           
                               TCP connection failed (dns lookup failed)
                          
                      
                       
                           
                               TCP connection failed (connection timeout)
                          
                      
                       
                           
                               TCP connection failed
                          
                      
                  
              
               
                   OK
                   
                       TCP connection successful
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                   OK
                   
                     Connection to WSRR server successful.
                  
              
          
      
  

    
    
    

     
         
         
         

         

         
         

         
             
             
        

         
    

   
   
   

   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   
   







local/AAAInfo.xml

 
   1
   store:///AAAInfo.xml
   This is an example of the file format.

   
     fred
     smith
     admin
  

   
     tonyf
     tonyf
     tonyf
  

   
     CN=Alice, O=DataPower, L=Cambridge, ST=MA, C=US
     admin
  

   
     127.0.0.1
     admin
  

   
     ::1
     admin
  


   
     Eve
     password
     guest
  

   
     guest
     bar/.*html$
     allow
  
   
     guest
     .*.cgi
     deny
  

   
     admin
     foo/.*
     allow
  
   
     admin
     .* echo
     allow
  
   
     admin
     /cgi-bin/x top
     allow
  
   
     admin
     .*
     deny
  
   
      3 0 sha1WithRSAEncryption C=US, ST=MA, L=Cambridge, O=DataPower, CN=Alice 2002-11-23T01:15:33Z 2012-11-23T01:15:33Z C=US, ST=MA, L=Cambridge, O=DataPower, CN=Alice rsaEncryption 
     /* top
     allow
  








export.xml

Exported Configurationadminapic-domain5725IDGIDGIBM DataPower GatewayIBM DataPower GatewayIBM DataPower Gateway0000000IDG.10.0.1.9IDG.10.0.1.9344832LTS2022/08/18 19:34:342023-01-2318:29:29 EST2022-12-3011:40:20 EST
enabled


on
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off




login
off

off

xmlfile





proxy





xmlfile

local:///AAAInfo.xml



absolute
3





on


1.1
cn=











userPassword

off
on
off





off

1.2
off

off
32
off
32
off
off




0
off
60
proxy



webagent

off
off

off
off

default

none






off
on
off
off
off
off
off



none



WebSEAL



anyauthenticated







any


absolute
3



1.1



member


subtree
(objectClass=*)
2.0
deny-biased
on


custom



off

T

off

r

0
tfim

off
on
off
off
60
proxy


webagent

off
off

off
off

default

off

off
XS

off



off
on
0
off
2.0
off


off
Digest
0
0
on
off
LTPA2
600



off
http://docs.oasis-open.org/wss/oasis-wss-kerberos-token-profile-1.1#GSS_Kerberosv5_AP_REQ
off

off

off

off
1000
off
all
CallTFIM
hmac-sha1
sha1
off
random

0
off
off
off
off

off
assertion

wssec-replace

on
on
off
bearer
on



off
off
off

0
AllHTTP

on
off
iv-creds
0
off

off
mc-output




as-is-string


proxy


off

sha1
rsa

on
info
on
warn
off
3
v2
on

none
enabled
aaa
INPUT




none
json
none
default
off
OUTPUT
off
AAA-UDP
proxy
default
off
body
static
compact
A128CBC-HS256
identifiers
identifiers
on
off
first-available
0
1000
off
XPATH
0
GET
POST
POST
enabled
AAA Authentication
AAA-UDP-action
rule
none
none
on
off


image6.emf
AAA-UDP-main.yaml


AAA-UDP-main.yaml
policy: 1.0.0



info:

  title: AAA-UDP-main

  name: aaa-udp-main

  version: 1.0.0

  description: A policy to secure using AAA policy.

  contact: 

    name: Vyasavardhan

    url: https://pronteff.com

    email: vyasavardhan.ramagiri@pronteff.com



attach:

  - rest

  - soap



gateways:

  - datapower-api-gateway



properties:

  $schema: "http://json-schema.org/draft-04/schema#"

  type: object

  properties:

    source:

      label: "AAA-UDP"

      description: "AAA-UDP"

      type: string

      default: local:///AAAInfo.xml

  required:

    - source
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AAA-UDP-main.zip


AAA-UDP-main.zip


implementation/AAA-UDP-main.zip




dp-aux/basetypes.xml


 






         
            
             0
             0xFFFFFFFF
             number
        
         
             0
             0xFFFFFFFFFFFFFFFF
             number
        
         
             0
             0xFFFFFFFF
             number
        
         
             0
             0xFFFFFFFFFFFFFFFF
             number
        
        
         
             0
             0xFFFFFFFF
             seconds
        
         
             0
             0xFFFFFFFF
             hundredths-seconds
        
         
             0
             0xFFFFFFFF
             timeticks
              
         
             0
             0xFFFFFFFF
             timeticksiso
              
         
             0
             0xFFFFFFFF
             milliseconds
        
        
         
             0
             0xFFFFFFFF
             timestamp
        
         
             0
             0xFFFF
             number
        
         
             0
             0xFFFF
             ip-port
                        
        
         
             (a.b.c.d or 0 for any)
            
             dotted-ip or 0 for any
                        
        
         
             (a.b.c.d)
            
             dotted-ip
            
        
         
             (a.b.c.d/e)
            
             dotted-ip/mask
            
        
         
             (a.b.c.d or hostname)
            
             dotted-ip or hostname
        
         
             string
        
         
             formatted string
        
	 
	     password-alias
	
         
             pcre
        
         
             xpath
        
         
             event-code
        
         
             event-code match
        
         
             url
            
        
         
             (a:b:c:d:e:f)
            
             MAC a:b:c:d:e:f
        
         
             directory
        
         
             file
            
        
         
           
             
                 enabled
            
             
                 disabled
            
          
          
           enabled | disabled
                    
        
         

           
             
                 up
            
             
                 down
            
          
          
           up | down
                    
        
         
           
             
                 on
                       
             
                 off
            
          
          
           on | off
        
         
             object
        
         
             object class
        
         
             resource uri
            
        
         
             WSM Identifier
             Network unique resource id
             WSM identifiers are used by Datapower products to specify and correlate resources.
        
         
             HH:MM
             Time of day in minute resolution using 24 hour time semantics
             Time of day in minute resolution using 24 hour time semantics.
            
             time HH:MM
            
        
         
             XML Local Name
             The local name for an XML element or attribute.
             Set the local name for an XML element or attribute.
            
             localname
            
        
         
            
            
             0x80000000
             2147483647
             number
        
         
             0
             0xFFFFFFFF
             number
            
        
         
             WSDL Fragment Identifier
             The WSDL Fragment Identifier
             Set the WSDL Fragment Identifier
            
             fragmentid
        
        
        
         
             
                 
                   unknown
            
                   An unknown address type
                
            
                 
                   ipv4
            
                   An IPv4 address
                
            
                 
                   ipv6
            
                   An IPv6 address
                
            
                 
                   ipv4z
            
                   A nonglobal IPv4 address with a zone index
                
            
                 
                   ipv6z
            
                   A nonglobal IPv6 address with a zone index
                
            
                 
                   dns
            
                   A DNS domain name
                
            
            
             unknown | ipv4 | ipv6 | ipv4z | ipv6z | dns
        

         
             date yyyy-MM-dd
        
         
             IP address or DNS name
        
         
             0
             2040
             IP prefix length
        
         
             port number
        
         
             0
             65535
             TCP or UDP port number
        
         
             
                 
                     Other
                     Other interface type
                     Indicates it is on some generic interface type.
                
                 
                     Ethernet
                     Physical Ethernet port
                     Indicates that it is on the base Ethernet MAC interface.
                
                 
                     Software Loopback
                     Software Loopback port
                     Indicates that it is on the software loopback interface.
                
                 
                     Tunnel
                     Tunnel Interface
                     Indicates that it is on a encapsulation interface.
                
                 
                     VLAN
                     IEEE 802.1q Virtual LAN
                     Indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.
                
                 
                     Link Aggregation
                     Link Aggregation virtual interface
                     Indicates that it is on a Link Aggregation interface.
                
            
             other | ethernetCsmacd | softwareLoopback | tunnel | l2vlan | ieee8023adLag
        
         
             dateTime 'yyyy/MM/dd hh:mm:ss'
            
        











dp-aux/drMgmt.xml


      Absolute Use the explicit TTL Caches the results for the period of time that is specified by the cache lifetime. The lifetime is the explicit time-to-live (TTL).  Disabled Disable Disables caching. The system does not cache results.  Maximum Use the configured TTL as the maximum possible TTL Compares the explicit TTL to the protocol TTL, if any. The effective TTL is the lesser of the two values. If the explicit TTL is 5 and the protocol TTL is 10, uses 5. Without a protocol TTL, equivalent to absolute.  Minimum Use the configured TTL as the minimum possible TTL Compares the explicit TTL to the protocol TTL, if any. The effective TTL is the greater of the two values. If the explicit TTL is 5 and the protocol TTL is 10, uses 10. Without a protocol TTL, the effective TTL is 86400.    method ldap Method Authentication method. Select a method for authenticating the extracted identity.  custom-url   AUMethod custom   Custom URL Location of the stylesheet or GatewayScript file for custom processing. The location of the stylesheet or GatewayScript file for authentication purposes.  xmlfile-url   AUMethod xmlfile   AAA information file URL Mapping details in the DataPower AAA information file. The location of the AAA information file. This XML file contains a list of authenticated identities and the various values needed to authenticate successfully.  remote-host    AUMethod ldap oblix netegrity  AULDAPLoadBalanceGroup     AUMethod ldap netegrity oblix  AULDAPLoadBalanceGroup  Host Host name or IP address. Specify the host name or IP address of the authentication server.  remote-port    AUMethod ldap oblix netegrity  AULDAPLoadBalanceGroup     AUMethod ldap netegrity oblix  AULDAPLoadBalanceGroup  Port Server port. The port number to use for the authentication server.  valcred   AUMethod client-ssl TLS client validation credentials The optional validation credentials to authenticate the certificate sent by a remote TLS peer during the TLS handshake. TLS validation credentials  cache-type absolute Cache authentication results Enable caching of authentication results.  Select how to control caching of AAA authentication results. The authentication cache stores authentication data to minimize the overhead of re-authenticating the same identity. Each entry in the cache must have a unique key. This key is the output from the identity extraction phase plus any ancillary data for the defined authentication method. When there is a match against a unique key, the cache returns the results from the previous authentication of this identity. A protocol TTL is available only with SAML and LTPA.  cache-ttl 1 86400 3   AUCacheAllow disabled Cache lifetime Time to cache authentication decisions. Seconds  kerberos-principal   AUMethod kerberos Kerberos principal name Principal name that must appear as the server name in the Kerberos ticket. This must be a full principal name, including the Kerberos realm (for example, "foo/bar@REALM").     Kerberos principal password Password for the Kerberos server principal. This password is required to decrypt the client's Kerberos ticket.  cleartrust-url   AUMethod cleartrust   ClearTrust server URL URL for accessing the ClearTrust server for authentication.     ClearTrust application name Name of the application put in the authentication request to the ClearTrust server.  saml-artifact-responder   AUMethod saml-artifact SAML Artifact responder URL of the SAML Artifact responder.   on   Verify signature with Kerberos session key Verify signature with Kerberos session key. If enabled, the message must be signed with an HMAC signature based on the Kerberos session key. If the signature cannot be verified, authentication fails.  netegrity-base-uri    AUMethod netegrity CA Single Sign-On Base URI URI sent to CA Single Sign-On server. The Base URI is combined with the host and port to form the URL for attempting CA Single Sign-On authentication. The Base URI should equal the concatenation of the servlet-name and its url-pattern set in its web.xml configuration file. If the servlet name is "datapoweragent" and the url-pattern is /, the Base URI is "datapoweragent/".  saml-authen-query-url    AUMethod saml-authen-query SAML Authentication query server SAML Authentication query server. URL to which to post an SAML Authentication query  saml-version   AUMethod saml-artifact saml-authen-query   SAML version Select the version of the SAML messages.  ldap-prefix cn=    AUMethod ldap  AULDAPSearchForDN on LDAP DN prefix The prefix to construct the lookup DN. Distinguished name prefix  ldap-suffix    AUMethod ldap  AULDAPSearchForDN on LDAP DN suffix The suffix to construct the lookup DN. Distinguished name suffix  ldap-lbgroup   AUMethod ldap LDAP load balancer group The LDAP load balancer group. Load balancer group  kerberos-keytab   AUMethod kerberos   Kerberos keytab Keytab for the Kerberos server principal. This keytab is required to decrypt the client Kerberos ticket.  ws-trust-url   AUMethod ws-trust   WS-Trust token server URL of the WS-Trust server.     SAML 2 Issuer The Identifier of the SAML 2.x protocol message Issuer.  valcred   AUMethod validate-signer Signature validation credentials The validation credentials for a signing certificate. An optional set of validation credentials to verify the signature validity for the incoming message. With validation credentials, the signer certificate must be in these validation credentials or the signature is rejected as untrusted.  signed-xpath   AUMethod validate-signer XPath expression XPath expression for the XML entity protected by signature. If the incoming message is digitally signed, first verify the signature validity; when the signature is valid, optionally verify if the specific XPath expression, defined with this optional property, is part of the signed message.  ssl     AUMethod cleartrust ldap netegrity saml-artifact saml-authen-query ws-trust   AUMethod saml-signature validate-signer  AUAllowRemoteTokenReference off  AUSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection with the specified external authentication provider.       ldap-bind-dn   AUMethod ldap LDAP bind DN Distinguished name used to bind to LDAP server. This property is only used when the password from the identity extraction stage is a WS-Security UsernameToken PasswordDigest. In this case, the LDAP server is searched for the corresponding password so the PasswordDigest can be verified. This DN is used to bind to the LDAP server for the LDAP search.  ldap-bind-password    AUMethod ldap  AULDAPBindPassword  LDAP bind password (deprecated) Password to bind to LDAP server. This property is only used when the password from the identity extraction stage is a WS-Security UsernameToken PasswordDigest. In this case, the LDAP server is searched for the corresponding password so the PasswordDigest can be verified. This bind password is the password to bind to the LDAP server for the LDAP search.  ldap-search-attr userPassword   AUMethod ldap LDAP search attribute Attribute to search for. This property is only used when the password from the identity extraction stage is a WS-Security UsernameToken PasswordDigest. In this case, the LDAP server is searched for the corresponding password so the PasswordDigest can be verified. This search attribute is the attribute used in the LDAP search. Search attribute  lpta-version LTPA2   AUMethod ltpa   Acceptable LTPA versions Versions of LTPA token that to accept. Select which LTPA token versions are acceptable. For additional information about LTPA tokens, see to the information center.  lpta-key-file   AUMethod ltpa    local store cert sharedcert LTPA key file The location of the key file that can validate the incoming LTPA token during AAA authentication. The LTPA key file contains the cryptographic material to create an LTPA token for use by WebSphere (v1 and v2) or Domino. For WebSphere token creation, you must export the LTPA key file from WebSphere; this file will have portions encrypted by a password you enter below. For Domino token creation, the key file should contain only the base 64-encoded Domino shared secret. Specify the location of the LTPA key file that can validate the incoming LTPA token during AAA authentication.  lpta-key-password    AUMethod ltpa   AULTPATokenVersionsBitmap LTPA LTPA2  AULTPATokenVersionsBitmap LTPADomino  AULTPAKeyFilePassword  LTPA key file password (deprecated) The password that decrypts the LTPA key file. The key file password decrypts certain entries in a WebSphere LTPA key file (v1 and v2). This password is not applicable to Domino key files. Enter the password that decrypts the LTPA key file. Key file password  lpta-stash-file   LTPA stash file The stash file with the LTPA key file password.  x509-bin-token-valcred   AUMethod binarytokenx509   X.509 BinarySecurityToken validation credentials The validation credentials to validate the X.509 certificate in the BinarySecurityToken.  tam   AUMethod tivoli   IBM Security Access Manager client Select the IBM Security Access Manager client.  remote-token-allowed off   AUMethod saml-signature validate-signer Retrieve remote WS-Security token Whether to allow the retrieval of a remote security token. If the message indicates that the WS-Security token is at a remote location; for example, the SAML assertion that holds the signer public certificate or the SAML assertion that the signed Security Token Reference (STR de-reference transform) pointing at is not with the local message, this setting determines whether retrieval of remote WS-Security token is allowed or prohibited.  remote-token-url    AUMethod saml-signature validate-signer  AUAllowRemoteTokenReference off URL to process remote token The URL for a service that can process the remote security token. The remote WS-Security token could be signed, encrypted, or encoded. A firewall or proxy service with different actions can be used to process the remote token, either decrypting pieces of a remote SAML assertion, doing a XSLT transform, or using AAA to assert the token. This property is the URL for the service that accepts the security token as the request of the SOAP call and provides the final security token as the response, if successful.  ws-trust-version   AUMethod ws-trust WS-Trust compatibility version The version of WS-Trust or WS-SecureConversation to use. Usually both specifications are updated at the same time. Specify the WS-Trust or WS-SecureConversation version to use when WS-Trust authentication sends a request to a remote STS. The default version is v1.2.  ldap-search-for-dn off   AUMethod ldap Search for DN Whether to retrieve the user DN with an LDAP search. If enabled, search for the DN. The process uses the login-name and the LDAP search parameters as part of an LDAP search to retrieve the user DN. If disabled, the login-name and the LDAP prefix and the LDAP suffix construct the user DN. 
                     When you use an LDAP search, you can configure an LDAP connection pool at the service level and assign it to the AAA policy's XML manager. The AAA policy can reuse the connections in the LDAP connection pool when the DataPower Gateway connects to an LDAP server.  ldap-search-param    AUMethod ldap  AULDAPSearchForDN on    AUMethod ldap  AULDAPSearchForDN off LDAP search parameters The parameters for the LDAP search. The LDAP search parameters to perform an LDAP search to retrieve the user DN. If the "LDAP Search For DN" option is enabled, this property is required; otherwise, this property is not used. Search parameters  trust-require-client-entropy off   AUMethod ws-trust Require client entropy Require client entropy in the WS-Trust request. A WS-Trust entropy element is sent by the client as part of the security token request exchange. If a WS-Trust encryption certificate is used, the client entropy material is encrypted. If the certificate is not configured, a WS-Trust BinarySecret element contains the entropy material. In this case, us an TLS profile to secure the exchange with the WS-Trust server.  trust-client-entropy-size 8 128 32    AUMethod ws-trust  AUWSTrustRequireClientEntropy off Client entropy size Length of the WS-Trust client entropy value. bytes If client entropy is configured, this property determines the size of the entropy material. The size refers to the length of the entropy prior to base 64-encoding.  trust-require-server-entropy off   AUMethod ws-trust Require server entropy Require server entropy in the WS-Trust response. A WS-Trust entropy element must be returned to the client as part of the security token request exchange.  trust-server-entropy-size 8 128 32    AUMethod ws-trust  AUWSTrustRequireServerEntropy off Server entropy size Minimum length of the WS-Trust server entropy value. bytes If server entropy is required, this property determines the minimum allowable size of the received entropy material. The size refers to the length of the entropy before base 64-encoding.  trust-require-rstc off   AUMethod ws-trust Require RequestSecurityTokenCollection Generate a WS-Trust RequestSecurityTokenCollection request. This property determines whether a WS-Trust RequestSecurityToken or RequestSecurityTokenCollection element is sent by the client as part of the message exchange.  trust-require-applies-to-header off   AUMethod ws-trust Require AppliesTo SOAP header Generate a WS-Addressing AppliesTo header. This parameter allows configuration of a WS-Addressing AppliesTo header.  trust-applies-to-header    AUMethod ws-trust  AUWSTrustRequireAppliesToHeader off AppliesTo SOAP header Value for the WS-Addressing AppliesTo header. The value of the WS-Addressing AppliesTo header. The header element is included in the WS-Trust request security token message sent to the WS-Trust server.  trust-encryption-certificate   AUMethod ws-trust  cert sharedcert WS-Trust encryption certificate Certificate to encrypt WS-Trust elements for the recipient. If client entropy was configured, the certificate public key encrypts the material for the recipient. If client entropy is configured and this certificate is not specified, use an TLS profile to secure the message exchange.  zos-nss-au   AUMethod zosnss   z/OS NSS client configuration z/OS NSS client configuration for SAF communication. Select a SAF Client.  au-ldap-attributes   AUMethod ldap User auxiliary LDAP attributes The list of the extra user attributes retrieved from LDAP for AAA processing. Define the list of LDAP attributes as the auxiliary information for AAA processing. Use the comma sign (',') as the delimiter. For example: "email, cn, userPassword". These attributes are retrieved from the LDAP user store and kept in the 'var://context/ldap/auxiliary-attributes' context variable for future use, such as AAA postprocessing.  au-skew-time 0   AUMethod saml-artifact saml-authen-query saml-signature Skew time Set the skew time between the DataPower Gateway and other systems. Seconds  Skew time is the difference between the DataPower Gateway clock time and other system times. When the skew time is set, SAML assertion expiration takes the time difference into account when the DataPower Gateway consumes SAML tokens.   NotBefore
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                            .  tam-pac-return off   AUMethod tivoli   Return Privilege Attribute Certificate Whether to return an IBM Security Access Manager attribute token for further use. If selected, returns an IBM Security Access Manager Privilege Attribute Certificate (PAC) token on a successful authentication. The PAC token can be used in the authorization and postprocessing phases.  ldap-readtimeout 0 86400 60   AUMethod ldap LDAP Read Timeout Number of seconds to wait for a response from LDAP server before closing the connection. seconds Specify the number of seconds to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out. 
                     If you configure an LDAP connection pool and assign it to the AAA Policy's XML manager, the AAA Policy can use this LDAP connection pool. The LDAP read timer of the AAA Policy can work with the idle timer of the LDAP connection pool to remove idle LDAP connections from the LDAP connection pool.  ssl-client-type    AUMethod cleartrust ldap netegrity saml-artifact saml-authen-query ws-trust   AUMethod saml-signature validate-signer  AUAllowRemoteTokenReference off TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client     AUMethod cleartrust ldap netegrity saml-artifact saml-authen-query ws-trust   AUMethod saml-signature validate-signer  AUAllowRemoteTokenReference off  AUSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ldap-bind-password-alias   AUMethod ldap LDAP bind password alias Password alias of the password to bind to LDAP server. This property is only used when the password from the identity extraction stage is a WS-Security UsernameToken PasswordDigest. In this case, the LDAP server is searched for the corresponding password so the PasswordDigest can be verified. This bind password is the password to bind to the LDAP server for the LDAP search.  ltpa-key-password-alias    AULTPAKeyFilePassword    AUMethod ltpa  AULTPATokenVersionsBitmap LTPA LTPA2    AUMethod ltpa   AULTPATokenVersionsBitmap LTPA LTPA2  AULTPATokenVersionsBitmap LTPADomino LTPA key file password alias The password alias of the password that decrypts the LTPA key file. The key file password decrypts certain entries in a WebSphere LTPA key file (v1 and v2). This password is not applicable to Domino key files. Enter the password alias of the password that decrypts the LTPA key file. Key file password alias  sm-request-type webagent   AUMethod netegrity   AUMethod netegrity Request type The type of authentication request to make Specifies the type of authentication request to make. You can make the request against the CA Single Sign-On authentication web service or CA Single Sign-On web agent.  sm-cookie-flow    AUMethod netegrity Session cookie flow Which flow to include the authentication session cookie Identifies the flow to include the authentication session cookie. When selected, the session cookie is included in the DataPower Gateway request, response, or both.  sm-header-flow    AUMethod netegrity CA Single Sign-On header flow Which flow to include the CA Single Sign-On HTTP headers Identifies the flow to include the CA Single Sign-On HTTP headers that are generated during authentication. The CA Single Sign-On HTTP headers start with 
                     SM_
                    . When selected, the 
                     SM_
                    HTTP headers are included in the DataPower Gateway request, response, or both.  cookie-attributes    AUSMCookieFlow frontend frontend+backend backend+frontend Cookie attribute policy Cookie attributes for CA Single Sign-On cookies Specifies the cookie attribute policy that allows predefined or custom attributes to be included in CA Single Sign-On cookies.  cache-control default Authentication caching Set the way to manage the caching of authentication failures Set the way to manage the caching of authentication failures. How to authenticate the identity.    Use AAA information file The requester is authenticated by an DataPower AAA information file. This file is an XML file that contains a list of authenticated users. The XML file can authenticate UserName, Password, IP Host, DN, or CustomToken. When selected, specify the URL of the file.  Bind to LDAP server The requester is authenticated by an LDAP server. When selected, specify the details relevant to connecting to the LDAP server. The extracted identity should conform to the LDAP DN format (such as, CN=Alice).  Contact IBM Security Access Manager The requester is authenticated by IBM Security Access Manager. A valid IBM Security Access Manager client must exist on the DataPower Gateway to use this method. When selected, specify the IBM Security Access Manager client.  Contact CA Single Sign-On (formerly Netegrity SiteMinder) The requester is authenticated by a CA Single Sign-On server. When selected, specify the details relevant to connecting to the CA Single Sign-On server.  Contact Oblix server Not supported.  Contact ClearTrust server The requester is authenticated by a ClearTrust server. When selected, specify the details relevant to connecting to the ClearTrust server.  Use RADIUS server The requester is authenticated by a RADIUS server. The device automatically contacts the RADIUS servers that are configured for use. A least one AAA RADIUS server must be configured.  Validate TLS certificate from connection peer The requested is authenticated by its client TLS credentials. When selected, specify the Validation Credential object.  Validate signer certificate for digitally signed message The requester is authenticated via the certificate that is passed as part of the x509 element of the digitally signed message. When selected, specify the XPath expression to extract the signed portion of the message to verify. Optionally, specify the validation credentials to validate the certificate presented by the document signer.  Accept SAML assertion with valid signature The requester is authenticated by an SAML assertion with a valid signature. When selected, optionally specify the validation credentials.  Retrieve SAML assertions that corresponds to SAML Browser Artifact The requester is authenticated by an SAML responder. When selected, specify the details required to identify the issuer of the artifact.  Contact SAML server for SAML Authentication statement The requester is authenticated by an SAML server. If authentication succeeds, an SAML Authentication statement is returned and used for further communication. When selected, specify the details to retrieve the Authentication statement from the SAML Authentication server.  Contact WS-Trust server for WS-Trust token The requester is authenticated by a WS-Trust server. The server authenticates the requester and returns a WS-Trust token that is then used for further communication. When selected, specify the details relevant to access the WS-Trust server.  Use established WS-SecureConversation security context The requester is authenticated by reference to an establish WS-SecureConversation security context. This context must already be established before invoking a AAA policy.  Pass identity token to authorization phase The extracted identity is passed to the authorization phase for disposition. Authentication, in effect, succeeds.  Validate Kerberos AP-REQ for server principal The requester is authenticated via a Kerberos AP-REQ in the WS-Security header. When selected, specify the Kerberos keytab.  Accept LTPA token The requester is authenticated by an encrypted LTPA token. When selected, specify the format and decryption details.  Use certificate from BinarySecurityToken The requester is authenticated by a certificate that is included with a BinarySecurityToken. When selected, specify the validation credentials to validate the extracted certificate.  Contact NSS for SAF authentication The requester is authenticated by SAF through NSS. A valid NSS client configuration must exist on the DataPower Gateway to use this method.  Use verified JWT, access token, or ID token The requester is authenticated by using the verified JWT, access token, or ID token. If a social login policy is configured in the AAA identity extraction phase, the access token or ID token from the specified social login provider is validated.  Custom template The requester is authenticated by an unlisted resource, for example, a stylesheet or GatewayScript file. When selected, specify the URL of this unlisted resource.    method anyauthenticated Method Authorization method. Select the authorization method.  custom-url   AZMethod custom   Custom URL URL for custom processing.  xmlfile-url   AZMethod xmlfile   AAA information file URL Specify the URL of the DataPower AAA information file for mapping.  remote-host    AZMethod ldap oblix netegrity  AZLDAPLoadBalanceGroup     AZMethod ldap netegrity oblix  AZLDAPLoadBalanceGroup  Host Host name or IP address. Specify the host name or IP address of the authorization server.  remote-port    AZMethod ldap oblix netegrity  AZLDAPLoadBalanceGroup     AZMethod ldap netegrity oblix  AZLDAPLoadBalanceGroup  Port Port number. Specify the listening port on the authorization server.  ldap-group-dn   AZMethod ldap   LDAP Group DN DN of required LDAP group. Group distinguished name     Validation credentials Optional TLS certificates.  saml-server-url   AZMethod saml-attr saml-authz   SAML server URL URL of SAML server.  saml-type any   AZMethod saml-attr saml-authz use-authen-attr   SAML match Match for SAML attributes. Select the way to match SAML attribute names and values. The default is Any.  saml-xpath    AZSAMLType xpath  AZMethod saml-attr saml-authz use-authen-attr    AZSAMLType xpath  AZMethod saml-attr saml-authz use-authen-attr SAML XPath The XPath expression to run against the SAML statement.  saml-name-qualifier   AZMethod saml-attr saml-authz SAML NameQualifier The value of the NameQualifier attribute of the NameIdentifier in the generated SAML query. Although an optional attribute, some SAML implementations require this attribute to be present.  cache-type absolute Cache authorization results Enable caching of authorization results.  Select how to control caching of AAA authorization results. The authorization cache stores authorization data to minimize the overhead of reauthorization the same credentials-resource pair. Each entry in the cache must have a unique key. When there is a match against a unique key, the cache returns the results from the previous authorization. A protocol TTL is available only with SAML, LTPA or OAuth with a Tivoli Federated Identity Manager endpoint.  cache-ttl 1 86400 3   AZCacheAllow disabled Cache lifetime Time to cache Authorization decisions. seconds  netegrity-base-uri    AZMethod netegrity CA Single Sign-On Base URI URI sent to CA Single Sign-On server. The CA Single Sign-On Base URI is combined with the host, port, and CA Single Sign-On operation name extension to form the URL for attempting CA Single Sign-On authentication. The URL is of the form: http://Host:Port/NetegrityBaseURI/operationNetegrityOpNameExtension where NetegrityOpNameExtension is concatenated directly with the operation name.  netegrity-opname-ext     AZMethod netegrity  AZSMRequestType webservice Operation name extension Extension for URI sent to CA Single Sign-On server. The CA Single Sign-On Base URI is combined with the host, port and CA Single Sign-On operation name extension to form the URL for attempting CA Single Sign-On authentication. The URL is of the form: http://Host:Port/NetegrityBaseURI/operationNetegrityOpNameExtension where NetegrityOpNameExtension is concatenated directly with the operation name.  cleartrust-server-url   AZMethod cleartrust   ClearTrust server URL URL for accessing the ClearTrust server for authorization.  saml-version   AZMethod saml-attr saml-authz SAML version Select the version to use for SAML messages.  ldap-lbgroup   AZMethod ldap LDAP load balancer group The LDAP load balancer group. Load balancer group  ldap-bind-dn   AZMethod ldap LDAP bind DN Distinguished name to bind to LDAP server.  ldap-bind-password    AZMethod ldap  AZLDAPBindPassword  LDAP bind password (deprecated) Password to bind to LDAP server.  ldap-group-attr member   AZMethod ldap LDAP group attribute The LDAP group's attribute name to check for membership. The authorizing identity must exist as an attribute value in the group. Group attribute  ssl    AZMethod cleartrust ldap netegrity saml-attr saml-authz  AZSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection with the specified external authorization provider.       ldap-search-scope subtree   AZMethod ldap LDAP search scope LDAP search scope. Select the scope of the search relative to the input. The default value is subtree. Search scope  ldap-search-filter (objectClass=*)   AZMethod ldap LDAP search filter LDAP search filter. The LDAP search filter for the search. Search filter  xacml-version 2.0   AZMethod xacml   XACML version Version used for XACML messages. Select the XACML version to use for the communication between the PDP and the AAA policy. The AAA policy acts as an XACML Policy Enforcement Point (PEP). The default value is 2.0.  xacml-pep-type deny-biased    AZMethod xacml  AZXACMLVersion 1.0   PEP type PEP type. Select how the AAA policy processes the PDP authorization response. The AAA policy acts as an XACML PEP. The default value is deny-biased PEP.  xacml-use-builtin on   AZMethod xacml   Use on-box PDP Whether to use the built-in XACML policy decision point. If enable, the DataPower Gateway uses the built-in XACML policy decision point (PDP). The configuration of an XACML PDP or the external XACML PDP service URL is required.  xacml-pdp    AZMethod xacml  AZXACMLUseOnBoxPDP on   Policy decision point The name of the PDP configuration for built-in PDP feature. Specify the name of the XACML policy decision point (PDP) configuration. This property takes effect only if the "Use on-box PDP" setting is set.  xacml-url    AZMethod xacml  AZXACMLUseOnBoxPDP off   URL for external policy decision point The external service URL that this XACML PEP sends the authorization request to and gets authorization response from. Specify the external service URL that this XACML PEP sends the authorization request to and gets authorization response from. This setting takes effect only if the "Use on-box PDP" setting is not set.  xacml-binding-method   AZMethod xacml XACML binding method Method to generate context request. Select the method to use to generate the XACML context request. The default value is custom processing.  xacml-binding-object   XACML binding The name of the AAA XACML Binding configuration. Specify the name of the AAA XACML Binding configuration that defines how the DataPower Gateway maps AAA results and input messages to the XACML context request. This property takes effect only if the XACML binding method uses the XACML binding tool.  xacml-binding-custom-url    AZMethod xacml  AZXACMLBindingMethod dp-pdp   Custom processing to bind AAA and XACML The URL of a custom stylesheet or GatewayScript file that can generate the XACML context request. Specify the URL of a custom stylesheet or GatewayScript file that can map AAA results and input messages to the XACML context request. This request is used to contact the PDP for an XACML decision. This property takes effect only if XACML binding method uses custom processing.  xacml-obligation-custom-url   AZMethod xacml Custom obligation fulfillment processing The URL of the custom obligation fulfillment stylesheet or GatewayScript file. The custom stylesheet or GatewayScript file that can understand the obligations from the PDP and then take actions to fulfill the obligations base on the request context. When the obligations are fulfilled, the stylesheet or GatewayScript file should output text of <xsl:value-of select="true()"/>, otherwise, output text of <xsl:value-of select="false()"/>.  xacml-use-saml2 off    AZMethod xacml  AZXACMLVersion 2.0  AZXACMLUseOnBoxPDP off   PDP requires SAML 2.0 Use SAML2.0 Profile to communicate with the external PDP service.  If the custom binding XSLT already generated the SAML 2.0 query, Set this property to 'off'. This property is for the external PDP only. If 'on', this property forces the PEP to talk with the external PDP by using <xacml-samlp:XACMLAuthzDecisionQuery> defined by SAML 2.0 Profile of XACML 2.0. You can combine this property with SOAP enveloping if the xacml-samlp:XACMLAuthzDecisionQuery needs to be wrapped by a SOAP Body element.  tam   AZMethod tivoli   IBM Security Access Manager client IBM Security Access Manager client. Select the IBM Security Access Manager client.  tam-action-default T   AZMethod tivoli Default action Default IBM Security Access Manager action. Select the default IBM Security Access Manager action. The default value is T (traverse).  tam-action-map   AZMethod tivoli Resource-action map The XML file that contains the ISAM resource-action map. The XML file that contains the IBM Security Access Manager resource-action map. This file contains an ordered set of regular expression-action pairs. The mapped resource is evaluated against the regular expressions. When a match is found, the corresponding IBM Security Access Manager action is used as the authorization action for the current request. If no match is found, the setting for the default action is used. The map file must be in the local: or store: directory.  xacml-use-soap off    AZMethod xacml  AZXACMLUseOnBoxPDP off   SOAP enveloping Whether the external PDP requires SOAP envelope.  If the custom binding XSLT already generated the SOAP envelope, set this property to 'off'. This setting is for the external PDP only. If 'off', the PEP directly posts the xacml-context:Request, whether or not wrapped by SAML Profile element <xacml-samlp:XACMLAuthzDecisionQuery>, to the external PDP via HTTP POST method; otherwise, the request is additionally wrapped by a SOAP Body. You can combine this property with PDP requires SAML 2.0 if the XACML request should be wrapped by xacml-samlp:XACMLAuthzDecisionQuery.  zos-nss-az   AZMethod zosnss   z/OS NSS client configuration z/OS NSS client configuration for SAF communication. Select a SAF Client configuration.  zos-nss-default-action r   AZMethod zosnss Default action Default action. Select the default action. The default value is R (Read).  az-ldap-attributes   AZMethod ldap User auxiliary LDAP attributes The list of the extra user attributes retrieved from LDAP for AAA processing. Define the list of LDAP attributes as the auxiliary information for AAA processing. Use the comma sign (',') as the delimiter. For example: "email, cn, userPassword". These attributes are retrieved from the LDAP user store and kept in the 'var://context/ldap/auxiliary-attributes' context variable for future use, such as by AAA postprocessing.  az-skew-time 0   AZMethod saml-authz saml-attr Skew time The skew time between the DataPower Gateway and other systems. Seconds  Skew time is the difference between the DataPower Gateway clock time and other system times. When the skew time is set, SAML assertion expiration takes the time difference into account when the DataPower Gateway consumes SAML tokens.   NotBefore
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                            .  az-oauth-endpoint-type tfim   AZMethod oauth OAuth endpoint type Validation endpoint type for OAuth access token. Specifies the validation endpoint type for the OAuth access token.  az-tfim-endpoint   AZMethod oauth   Tivoli Federated Identity Manager endpoint Tivoli Federated Identity Manager configuration. Specifies the Tivoli Federated Identity Manager configuration that acts as the OAuth secure token service.  az-oauth-enforce-scope off   AZMethod oauth   Enforce scope Enforce scope locally. Specifies how to enforce the scope of the access token. When set to 'on', the mapped resource is enforced locally against the scope. When set to 'off', scope enforcement is performed by the back end. The default value is 'off'.  az-oauth-export-headers on   AZMethod oauth   Export response attributes Export Tivoli Federated Identity Manager response attributes. Specifies whether to export the response attributes that is returned by the Tivoli Federated Identity Manager STS as HTTP headers in the back-end request. When set to 'on', all response attributes are exported to HTTP headers. The default value is 'on'.  tam-pac-return off   AZMethod tivoli   Return Privilege Attribute Certificate Whether to return an IBM Security Access Manager attribute token for further use. If selected, returns an IBM Security Access Manager Privilege Attribute Certificate (PAC) token on a successful authorization. The PAC token can be used in the postprocessing phase. This property is mutually exclusive to the same property in the authentication phase. If you select this property for both authentication and authorization, the setting will be automatically cleared for authorization when applied. Return privilege attribute certificate  use-tam-pac off   AZMethod tivoli   Use Privilege Attribute Certificate Whether to use an existing IBM Security Access Manager attribute token.  If selected, uses the IBM Security Access Manager Privilege Attribute Certificate (PAC) token that was returned in a previous AAA phase. To use this property, the authentication or map credentials phase must return a PAC token. You can use the PAC token in the postprocessing phase. If not selected, uses the existing identity. Use privilege attribute certificate  ldap-readtimeout 0 86400 60   AZMethod ldap LDAP Read Timeout Number of seconds to wait for a response from LDAP server before the DataPower Gateway closes the connection. seconds Specify the number of seconds to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out. 
                     If you configure an LDAP connection pool and assign it to the AAA Policy's XML manager, the AAA Policy can use this LDAP connection pool. The LDAP read timer of the AAA Policy can work with the idle timer of the LDAP connection pool to remove idle LDAP connections from the LDAP connection pool.  ssl-client-type   AZMethod cleartrust ldap netegrity saml-attr saml-authz TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    AZMethod cleartrust ldap netegrity saml-attr saml-authz  AZSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ldap-bind-password-alias   AZMethod ldap LDAP bind password alias Password alias of the password to bind to LDAP server.  sm-request-type webagent   AZMethod netegrity   AZMethod netegrity Request type The type of authorization request to make Specifies the type of authorization request to make. You can make the request against the CA Single Sign-On authorization web service or CA Single Sign-On web agent.  sm-cookie-flow    AZMethod netegrity Session cookie flow Which flow to include the authorization session cookie Identifies the flow to include the authorization session cookie. When selected, the session cookie is included in the DataPower Gateway request, response, or both.  sm-header-flow    AZMethod netegrity CA Single Sign-On header flow Which flow to include the CA Single Sign-On HTTP headers Identifies the flow to include the CA Single Sign-On HTTP headers that are generated during authorization. The CA Single Sign-On HTTP headers start with 
                     SM_
                    . When selected, the 
                     SM_
                    HTTP headers are included in the DataPower Gateway request, response, or both.  cookie-attributes    AZSMCookieFlow frontend frontend+backend backend+frontend Cookie attribute policy Cookie attributes for CA Single Sign-On cookies Specifies the cookie attribute policy that allows predefined or custom attributes to be included in CA Single Sign-On cookies.  cache-control default Authorization caching Set the way to manage the caching of authorization failures Set the way to manage the caching of authorization failures. Information to authorize the request.    Allow any authenticated client All messages from any authenticated client are forwarded to the server.  Always allow All messages are forwarded to the server.  Contact IBM Security Access Manager The requester is authorized by IBM Security Access Manager. An IBM Security Access Manager client must exist. When selected, specify the IBM Security Access Manager client, the default action, and the XML file that contains the resource-action map.  Contact CA Single Sign-On (formerly Netegrity SiteMinder) The requester is authorized by a CA Single Sign-On server. When selected, specify the details relevant to connect to the CA Single Sign-On server.  Contact Oblix server Not supported.  Contact ClearTrust server The requester is authorized by a ClearTrust server. When selected, specify the details relevant to connect to the ClearTrust server.  Custom template The requester is authorized by an unlisted resource. When selected, specify the URL of the unlisted resource.  Check membership in LDAP group The requester is authorized by an LDAP server. When selected, specify the details relevant to connect to the LDAP server. When you use an LDAP search, you can configure an LDAP connection pool at the service level and assign it to the AAA policy's XML manager. The AAA policy can reuse the connections in the LDAP connection pool when the DataPower Gateway connects to an LDAP server.  Generate SAML Authorization query The requester is authorized by an SAML Authorization query. When selected, specify the details relevant to generate the query against the SAML server.  Generate SAML Attribute query The requester is authorized by an SAML attribute query. When selected, specify the details relevant to generate the query against the SAML server.  Use SAML attributes from authentication The requester is authorized using the SAML attributes from the authentication phase. These attributes are compared to the SAML attributes that are configured for this policy. When selected, specify the match criteria.  Use XACML Authorization decision The requester is authorized by an internal or external XACML Policy Decision Point (PDP). When selected, specify the details relevant to policy enforcement points for the policy decision points.  AAA information file The requester is authorized by a DataPower AAA information file, which is an XML file, as the authorization resource. When selected, specify the URL of the XML file.  Contact NSS for SAF authorization The requester is authorized by SAF through NSS. A valid NSS Client configuration must exist in the system to use this method.  Contact OAuth STS The requester is authorized by an OAuth STS.    HTTP Authentication header Use the username and password from the "Authorization:" header sent in the HTTP request. When selected, use TLS to prevent the password from being sent as cleartext.  Password-carrying UsernameToken element from WS-Security header If the SOAP header contains a WS-Security UsernameToken element that carries a password or password-digest, extract the username and password from the element. (When using this method, it is strongly suggested to use TLS to prevent the password from being sent as cleartext.)  Derived-key UsernameToken element from WS-Security header If the SOAP header contains a WS-Security UsernameToken element that specifies a password-derived symmetric key, extract the username and regenerate the key.  BinarySecurityToken element from WS-Security header If the SOAP header contains a WS-Security BinarySecurityToken element, use the string value of the element as the identity token.  WS-SecureConversation identifier Use the established WS-SecureConversation context.  WS-Trust Base or Supporting token Use the token or referenced in the WS-Trust Base or Supporting elements.  Kerberos AP-REQ from WS-Security header If the SOAP header contains a WS-Security BinarySecurityToken element of type Kerberosv5_AP_REQ, use the string value of the element as the identity token.  Kerberos AP-REQ from SPNEGO token Use the SPNEGO token from the "Authorization: Negotiate" header sent in the HTTP request. It must include an optimistic Kerberos mechType token. The string value of the SPNEGO token is used as the identity token.  Subject DN of TLS certificate from connection peer If the peer, being connected with the device on the other end, sent a certificate in the TLS handshake, use the Subject DN in the certificate as the identity.  Name from SAML Attribute assertion If the message contains an SAML assertion that contains an SAML Attribute statement, use the name in the Subject element of the Attribute statement as the identity.  Name from SAML Authentication assertion If the message contains an SAML assertion that contains an SAML Authentication statement, use the name in the Subject element of the Authentication statement as the identity.  SAML Artifact Use an SAML Artifact as described in the SAML Browser Artifact Profile.  Client IP address Use the IP address of the client for authentication.  Subject DN from certificate in message signature If the incoming message is digitally signed, verify the signature validity. If the signature is valid, use the Subject DN extracted from the certificate associated with the signature as the identity.  Token extracted from message Apply the specified XPath expression to the incoming message. The result, which should be a string, is the identity token.  Token extracted as cookie value Find the named cookie in the HTTP Cookie header in the incoming message. The result, which is a URL decoded string, is the identity token.  LTPA token Extract the user identity from an LTPA token. To use a token that is in the message, rather than in the HTTP header, also click "Use WS-Security Token First".  Processing metadata Extract the identity from the processing metadata, such as protocol headers, system variables, and other custom metadata sources. Uses a processing metadata configuration to identify extracted items. Must use a custom stylesheet or GatewayScript file for authentication.  JWT Extract the identity from the JSON Web Token (JWT).  Custom processing Apply the specified stylesheet or GatewayScript file to the incoming message to determine the identity.  HTML forms-based authentication Use the username and password from an HTML login page.  Redirect to a social login provider Redirect the client to the specified endpoint in the social login policy. AAA policy extracts the identity from the ID token that the specified endpoint sends.  OAuth Support OAuth 2.0 protocol.    URL sent to back end The URL that is presented to the server. This URL reflects the result of applying the configured URL rewrite policy to the original URL.  URL sent by client The original URL from the client request before applying the URL rewrite policy.  URI of top level element in message If the message is a SOAP message, the namespace URI of the name of the child element of the SOAP Body element. Otherwise, the namespace URI of the name of the root element of the message.  Local name of request element If the message is a SOAP message, the local name of the child element of the SOAP Body element. Otherwise, this the local name of the root element of the message.  HTTP operation (GET or POST) The HTTP request type from the client request.  XPath expression Apply the specified XPath expression to the incoming message. The result should be a string.  Processing metadata Extract the resource requested from the processing metadata, which includes protocol headers, system variables, or custom items. Requires a processing metadata configuration. Must use custom stylesheet or GatewayScript file for authorization.    method Methods Select the types of identity data to extract.  custom-url   EIBitmap custom   Custom processing URL URL for custom processing. The request is forwarded to the specified URL for extracting an identity. The custom process should return an identity.  xpath   EIBitmap token   XPath expression XPath expression for token. When XPath is enabled for identity extraction, this XPath expression will be applied to the entire message. The value of this expression (as a string) will be used as the extracted identity.  valcred   EIBitmap signer-dn Validation credentials for signing certificate The optional validation credentials to validate the signer certificate when the method "Subject DN from certificate in message signature" is in use.  cookie-name   EIBitmap cookie-token   Cookie name The name of the cookie in the HTTP Cookie header to extract and use as the identity token.  basic-auth-realm login   EIBitmap http-basic-auth HTTP Basic Authentication Realm The name of the HTTP Basic Authentication Realm as described by RFC 2617. A browser might show this name to help the user determine which credentials to supply.  use-wssec-token off   EIBitmap ltpa   Use WS-Security token first If there is more than one token available, use the token from the appropriate WS-Security Security header. By default, the token is extracted somewhere other than WS-Security <Security/> header. For example, an LTPA token is extracted from the Cookie header, set this option to 'on' to use the token from the WS-Security here, if available.  metadata   EIBitmap metadata Processing metadata items Extract the identity from processing metadata, such as variables, protocol headers and so on. For this configuration, only metadata items contained by this configuration are fetched and returned. Unless you select this method, all metadata items applicable for the current processing rule are returned.  remote-token-allowed off   EIBitmap signer-dn Retrieve remote WS-Security token Whether allow this action to get a remote security token or not. If the message indicates that the WS-Security token is at a remote location, for example, the SAML assertion that holds the signer public certificate or the SAML assertion that the signed Security Token Reference (STR de-reference transform) pointing at is not with the local message, this setting will determines whether retrieval of remote WS-Security token is allowed or prohibited.  remote-token-url    EIBitmap signer-dn  EIAllowRemoteTokenReference off URL to process remote token The URL for a service that can process the remote security token. The remote WS-Security token can be signed, encrypted, or encoded. A firewall or proxy service with different actions can be used to process the remote token, either decrypting pieces of a remote SAML assertion, doing a XSLT transform, or using AAA to assert the token. This setting is the URL for that service that accepts the security token as the request of the SOAP call and, if successful, provides the final security token as the response.  password-retrieval-method   EIBitmap wssec-derived-key   Password-retrieval method XPath expression for token.  Select the method to obtain the user password. The password is required to calculate the derived symmetric key. The property is available when the identity extraction method is "Derived-key UsernameToken element from WS-Security header".  password-retrieval-custom-url    EIBitmap wssec-derived-key  EIPasswordRetrievalMechanism custom   Password-retrieval processing URL URL for custom processing. The specified stylesheet or GatewayScript file is invoked to obtain the password.  password-retrieval-xmlfile-url    EIBitmap wssec-derived-key  EIPasswordRetrievalMechanism xmlfile   AAA information file URL URL for DataPower AAA information file. The password is obtained from the specified file.  ssl    EIBitmap signer-dn  EIAllowRemoteTokenReference off  EISSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  forms-login-policy   EIBitmap html-forms-auth   HTML forms-based login policy Name of an HTML forms-based login policy. The name of the HTML forms-based login policy that specifies the form to collect username and password information.  oauth-client-group   EIBitmap oauth   Registered OAuth clients Specifies the name of the OAuth client group. When supporting OAuth through the DataPower DataPower Gateway, specify the name of the OAuth client group. OAuth  ssl-client-type    EIBitmap signer-dn  EIAllowRemoteTokenReference off TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    EIBitmap signer-dn  EIAllowRemoteTokenReference off  EISSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  validate-jwt   EIBitmap jwt   JWT validator Configure how to verify the JWT. Specify the JWT validator configuration that defines how to verify the JWT, such as the JWT credentials and validation methods.  social-login-policy   EIBitmap social-login   Social login policy Configure the social login policy Specify the social login policy. If you want to choose the social login policy object at run time, you can set the object name in the context variable "var:///context/AAA/social-login-policy-name" prior to invoking this AAA action. The object specified in the context variable takes precedence over the object configured here  saml-response-valcred     EIBitmap saml-attr-name  EIBitmap saml-authen-name SAML response validation credentials Validation credentials to verify the signature of the SAML response Specify the validation credentials to verify the signature of the SAML response that wraps up the SAML assertion.    method Resource information Items to identify the resource.  xpath   ERBitmap XPath   XPath expression XPath expression to map resources. When "XPath" is selected for resource extraction, the XPath expression to apply to the entire message. The resultant string is used as the resource.  metadata   ERBitmap metadata Processing metadata items Use the processing metadata as the resource to authorize access, such as variables, protocol headers, and so forth. If configured, only the metadata items in this configuration are fetched and returned. If not selected, all metadata items applicable for the current processing rule are returned. Information to extract to identify the resource.    method none Method Select the mapping method to use.  custom-url   MCMethod custom   Custom URL URL for custom processing.  xmlfile-url   MCMethod xmlfile   AAA information file URL URL of mapping file.  xpath   MCMethod xpath   XPath expression XPath expression for mapping.  tfim   MCMethod TFIM   Tivoli Federated Identity Manager endpoint Name of Tivoli Federated Identity Manager endpoint configuration. How to map credentials or resources.    None Does not perform credential mapping.  Custom Identifies a custom mapping resource such as a stylesheet or GatewayScript file. When selected, specify the URL of the custom resource.  AAA information file Identifies a DataPower information file, which is an XML file, as the mapping resource. When selected, specify the URL of the XML file.  Apply XPath expression Identifies an XPath expression as the mapping resource. When selected, specify the XPath expression to apply to the extracted identity.  Credentials from WS-SecureConversation token Identifies that credentials are taken from the WS-SecureConversation context token.  Credentials from Tivoli Federated Identity Manager Identifies that credentials are from a Tivoli Federated Identity Manager endpoint. When selected, specify the Tivoli Federated Identity Manager endpoint configuration.    method none Method Mapping method to use.  custom-url   MRMethod custom   Custom URL URL for custom processing. Custom  xmlfile-url   MRMethod xmlfile   AAA information file URL DataPower AAA information file as the mapping.  xpath   MRMethod xpath   XPath expression XPath expression for mapping.  tam-mapping   MRMethod tivoli   ISAM object space mapping Object space prefix style. IBM Security Access Manager organizes resources into a hierarchical protected object space. Each protected object space has a defined convention. Select which style of object space to concatenate with the extracted resource. 
                     Custom: <prefix> TAMBI: /PDMQ/<prefix> TFIM: /itfim-wssm/wssm-default/<prefix> WebSEAL: /WebSEAL/<prefix> These different options help in mapping the extracted resource to a resource string that follow IBM Security Services naming conventions.  tam-prefix   MRMethod tivoli   ISAM object space instance prefix Object space prefix. The prefix to use in the naming convention. The value of the entered property customizes the naming convention to your specific environment. 
                     Custom: Any user defined prefix TAMBI: The queue manager and queue separated with a forward slash TFIM: The name of the Tivoli Federated Identity Manager domain WebSEAL: The name of the WebSEAL instance  webseal-dynurl-file     MRMethod tivoli  MRTAMMap WebSEAL  local store WebSEAL DynURL mapping file WebSEAL DynURL file. When configured and an entry is matched for a request, the DynURL output replaces the output of the extracted resource string that is appended to the IBM Security Access Manager object space prefix. How to map credentials or resources.    None Does not perform resource mapping.  Custom Identifies a custom mapping resource. When selected, specify the URL of the stylesheet or GatewayScript file.  AAA information file Identifies a DataPower AAA information file, which is an XML file, as the mapping resource. When selected, specify the URL of the XML file.  Apply XPath expression Identifies an XPath expression as the mapping resource. When selected, specify the XPath expression to apply to the extracted resource.  IBM Security Access Manager Identifies an IBM Security Access Manager style mapping resource. When selected, specify the style of object space prefix to concatenate to the extracted resource.    custom-processing off Run postprocessing custom processing Run postprocessing stylesheet or GatewayScript file.  custom-url   PPEnabled on   Custom processing URL for custom postprocessing stylesheet or GatewayScript file.  saml-generate-assertion off Generate SAML assertion with only Authentication statement Generate an SAML Authentication statement as provided by 3.8.0.x and later releases.  Generate an SAML Authentication assertion for the authenticated identity. If a custom stylesheet or GatewayScript file successfully generates an SAML assertion, features with this setting will not generate additional SAML Assertions. This setting is functionally disabled if a custom stylesheet or GatewayScript file already provides this feature. Enable this option to generate an SAML assertion that contains an SAML authentication statement for the authenticated user identity. The destination system might choose to rely on this SAML assertion to determine the user identity. This setting is functionally disabled if a custom stylesheet or GatewayScript file for postprocessing already generated SAML assertions. You can enable this setting so that the custom stylesheet or GatewayScript file can customize the generation of the SAML assertion by using same configurations. To enable the option of placing the SAML assertion within a WS-Security header, the SAML version must be 1.1.  saml-server-name XS    PPSAMLIdentityProvider off  PPSAMLAuthAssertion off  PPSAMLSendSLO off SAML Issuer identity The value of the Issuer attribute of the generated saml:Assertion or SAML SLO request.  The value of the <saml:Issuer> element. The default value is XS.  If generating an SAML assertion, identifies the server that is making the assertion. If sending an SLO request, identifies the issuer that is sending the request.  saml-name-qualifier     PPSAMLAuthAssertion off   PPSAMLIdentityProvider off  PPSAMLNameID off SAML name qualifier The value of the NameQualifier attribute of the NameIdentifier in the generated SAML assertion. Although an optional attribute, some SAML implementations require this attribute to be present.  kerberos-include-token off Include a WS-Security Kerberos AP-REQ token Include a WS-Security Kerberos AP-REQ BinarySecurityToken for the specified client and server principals in the WS-Security header.  kerberos-client-principal     PPKerberosTicket on  PPKerberosSPNEGOToken on   PPKerberosUseS4U2Proxy off   PPKerberosUseS4U2Proxy on  AUMethod kerberos   PPKerberosUseS4U2SelfAndS4U2Proxy off   PPKerberosUseS4U2SelfAndS4U2Proxy on  AUMethod kerberos   Kerberos client principal The principal name in the client portion of the Kerberos ticket.     Kerberos client password The password for the client. This password is required to authenticate the client to the KDC.  kerberos-server     PPKerberosTicket on  PPKerberosSPNEGOToken on  PPKerberosServerSource custom-url  PPKerberosServerSource ctx-var   Kerberos server principal The principal name in the server portion of the Kerberos ticket.  ws-trust-generate-resp off Process WS-Trust SCT STS request For a valid WS-Trust SecurityContextToken request, generate the appropriate security token response. This postprocessing works as WS-Trust STS. Currently only WS-SecureConversation SCT is supported.  ws-trust-add-timestamp on   PPWSTrust off Output WS-Trust token timestamp Whether to output the timestamp for the generated security context token.  ws-trust-timestamp-expiry 0 31622400 0    PPWSTrust off  PPWSTrustNeverExpire on Security context validity Allow an explicit validity interval for the generated WS-Trust security context token. If the "defaultexpiry" system variable is set, use the value of 0 as the duration in seconds while issuing a new security context or renewing a context instance with new instance; if that system variable is not set, uses the value of 14400 (4 hours). If you use this setting to renew an existing security context or instance, the default value 0 means to use the old duration for the renewed cycle. The maximum validity is 31622400 (366 days). seconds  ws-trust-allow-renewal off    PPWSTrust off  PPWSTrustNeverExpire on Allow WS-Trust token renewal If selected, issued WS-Trust tokens can have their lifetime period reset without a new bootstrapping authentication event. If the WS-Trust request specifically asks that the issued should be renewable, this setting is ignored.  saml-version 2.0    PPSAMLIdentityProvider off  PPSAMLAuthAssertion off SAML version Select the version of SAML assertion to generate.  saml-send-slo off Send SAML Single Logout request (SAML 2.0 only) Send an SAML 2.0 Single Logout request.  Sends an SAML 2.0 Single Logout (SLO) request to revoke the SAML Assertion token used for single-sign-on (SSO). The SLO is a request-response that the DataPower Gateway handles differently when it is working as a service provider (SP) or identity provider (IdP).  When an SP, the DataPower Gateway sends an SLO request to the SAML SLO endpoint (IdP). On response, the DataPower Gateway processes the SLO response for its status. When an IdP, the request to the DataPower Gateway contains the SLO request. The DataPower Gateway postprocessing validates against the SAML metadata file and sends the corresponding endpoint the SLO response.  saml-slo-endpoint   PPSAMLSendSLO off SAML SLO service URL Endpoint URL for SAML 2.0 SLO request. The endpoint URL for SAML 2.0 Single Logout (SLO) messages. This endpoint is the authority that authenticated the assertion subject.  ssl    PPSAMLSendSLO off  PPSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection with the specified SAML Single Logout (SLO) session authority.  wssec-add-user-name-token off Add WS-Security UsernameToken Add WS-Security UsernameToken. Add an WS-Security UsernameToken to the message. The username and password are taken from the output from the credential mapping phase.  wssec-user-name-token-type    PPWSUsernameToken off  PPWSUsernameTokenIncludePwd off WS-Security UsernameToken password type Select the type of password that the UsernameToken provides.  saml-validity 0    PPSAMLIdentityProvider off  PPSAMLAuthAssertion off Assertion validity The value of the SAML assertion validity. This value and the skew time are for fine control of assertion validity duration. seconds  saml-skew 0    PPSAMLIdentityProvider off  PPSAMLAuthAssertion off Skew time The IdP and SP system clocks can have a skew time. When the SAML assertion is generated, the expiration takes the skew time setting value into account. NotBefore has the value of (CurrentTime - SkewTime). NotOnOrAfter has the value of (CurrentTime + Validity + SkewTime). seconds  wssec-user-name-token-contains-pwd on   PPWSUsernameToken off Include password in UsernameToken Whether the password must be included in the WS-Security UsernameToken. Whether the password must be included in WS-Security UsernameToken.  lpta-generate-token off Generate LTPA token Generate an LTPA token. Generate an LTPA token.  lpta-version LTPA2   PPLTPA off LTPA token version Version of the LTPA token to create. Select the LTPA token version to generate. For additional information about LTPA tokens, see the information center.  lpta-expiry 1 628992000 600   PPLTPA off LTPA token expiry Lifetime of LTPA token. seconds  lpta-key-file   PPLTPA on   PPLTPA off  local store cert sharedcert LTPA key file The location of the LTPA key file that can protect the LTPA token generated by the postprocessing action. The LTPA key file contains the cryptographic material to create an LTPA token that can be consumed by WebSphere (v1 and v2) or Domino. For WebSphere token creation, you must export the LTPA key file from WebSphere. This file has portions encrypted by a password you enter. For Domino token creation, the key file should contain only the base 64-encoded Domino shared secret. Specify the location of the LTPA key file that can protect the LTPA token generated by the postprocessing action.  lpta-key-file-password     PPLTPA off   PPLTPAVersion LTPA LTPA1FIPS LTPA2 LTPA2WAS7  PPLTPAVersion LTPADomino  PPLTPAKeyFilePassword  LTPA key file password The password that decrypts the LTPA key file. The key file password decrypts certain entries in a WebSphere LTPA key file (v1 and v2). This password is not applicable to Domino key files. Enter the password that decrypts the LTPA key file. Key file password  lpta-stash-file   LTPA stash file The stash file with the LTPA key file password.  kerberos-generate-spnego off Generate Kerberos SPNEGO token Generate a Kerberos SPNEGO token to be inserted into the WWW-Authenticate HTTP header.  kerberos-value-type http://docs.oasis-open.org/wss/oasis-wss-kerberos-token-profile-1.1#GSS_Kerberosv5_AP_REQ   PPKerberosTicket on   ValueType for generated Kerberos BinarySecurityToken Value of the ValueType attribute in the Kerberos AP-REQ message. Select the value for the ValueType attribute of the WS-Security BinarySecurityToken. The Kerberos AP-REQ message contains the ValueType attribute.  saml-in-wssec off   PPSAMLAuthAssertion off Wrap SAML assertion in WS-Security Security header Generate a WS-Security Security header to wrap the token. By default, the SAML assertion is inserted as a child element of the SOAP header. Setting to 'on' places the SAML assertion in a WS-Security compliant header, as detailed in the WS-Security SAML token profile.  kerberos-client-keytab     PPKerberosTicket on  PPKerberosSPNEGOToken on   PPKerberosUseS4U2Proxy off   PPKerberosUseS4U2Proxy on  AUMethod kerberos   PPKerberosUseS4U2SelfAndS4U2Proxy off   PPKerberosUseS4U2SelfAndS4U2Proxy on  AUMethod kerberos   Kerberos client keytab The keytab for the client. This keytab is required to authenticate the client to the KDC.  wssec-header-wrap-token off     PPLTPA off  PPLTPAVersion LTPADomino Wrap token in WS-Security Security header Generate a WS-Security Security header to wrap the token. By default, the token cannot be wrapped by the WS-Security standard <Security/> header. Set to 'on' to generate a WS-Security header that contains the token. Otherwise, the default wrapping for that token type is used. Use this setting for the LTPA token.  wssec-actor-role-id      PPWSUsernameToken on  PPTFIMTokenMapping on  PPICRXToken on  PPSAMLIdentityProvider on   PPLTPA on  PPLTPAVersion LTPADomino  PPUseWSSec on Actor or role identifier Specify the actor role identifier for the WS-Security Security header. Specify the identifier for the SOAP1.1 actor or SOAP1.2 role for the DataPower DataPower Gateway in processing a WS-Security Security header. The DataPower Gateway works as that actor or role in consuming the input and generating the output for the next SOAP endpoint. This property is only effective when a SOAP message is being used for WS-Security 1.0 or 1.1. Some well-known values are as follows: 
                       http://schemas.xmlsoap.org/soap/actor/next Every one, including the intermediary and ultimate receiver, receives the message should be able to processing the Security header.  http://www.w3.org/2003/05/soap-envelope/role/none No one should process the Security Header.  http://www.w3.org/2003/05/soap-envelope/role/next Every one, including the intermediary and ultimate receiver, receives the message should be able to processing the Security header.  http://www.w3.org/2003/05/soap-envelope/role/ultimateReceiver The message ultimate receiver can process the Security header. This is the default value if such setting is not configured.  <blank or empty string> The empty string "" (without quotes) indicates that no "actor/role" identifier is configured. If no actor/role setting is configured, the ultimateReceiver is assumed when processing the message, and no actor/role attribute will be added when generating the WS-Security Security header. Note: This value will NOT generate an attribute with an empty value, which is the behavior as defined by constant string "USE_MESSAGE_BASE_URI". There should not be more than one Security header omitting the actor/role identifier.  USE_MESSAGE_BASE_URI The constant value "USE_MESSAGE_BASE_URI" without quotes indicates that the actor/role identifier will be the base URL of the message. If the SOAP message is transported using HTTP, the base URI is the Request-URI of the http request.  any other customized string You can input any string to identify the Security header's actor or role.  tfim-token-mapping off Request Tivoli Federated Identity Manager token mapping Request Tivoli Federated Identity Manager token mapping.  tfim-endpoint    PPTFIMTokenMapping on  PPTFIMRetrieveMode FromMC   Tivoli Federated Identity Manager endpoint Tivoli Federated Identity Manager endpoint configuration.  wssec-use-derived-key off    PPWSUsernameToken on  PPWSUsernameTokenIncludePwd off   Use Derived-Key variant of WS-Security UsernameToken Add WS-Security Derived-Key UsernameToken. Add a WS-Security Derived-Key UsernameToken to the message, and add an HMAC signature using the derived key. The username and password are taken from the output of the credential mapping phase.  wssec-derived-key-hash-iter 2 1000    PPWSUsernameToken on  PPWSUsernameTokenIncludePwd off  PPWSDerivedKeyUsernameToken on   Hashing iteration count Number of rounds of hashing to perform. Number of rounds of hashing to use when generating a derived key from a password. The default value is 1000. The minimum value is 2.  wssec-replace-existing off   PPWSUsernameToken off Replace existing UsernameToken Whether to replace an existing UsernameToken. If postprocessing requests the generation of a UsernameToken but the message already contains a UsernameToken, the default behavior is to retain the original token and not generate a new one. Setting to 'on' causes the generated token to replace any existing ones.  tfim-replace-method all   PPTFIMTokenMapping on   Replacement method Method to use with Tivoli Federated Identity Manager responses. Select how to handle the token that Tivoli Federated Identity Manager returns.  tfim-retrieval-method CallTFIM   PPTFIMTokenMapping on   Retrieval method Method to retrieve token from Tivoli Federated Identity Manager. Select the method to retrieve the token from Tivoli Federated Identity Manager.  hmac-signing-algorithm    PPWSUsernameToken on  PPWSUsernameTokenIncludePwd off  PPWSDerivedKeyUsernameToken on   HMAC signing algorithm The algorithm to sign the token. Select the HMAC algorithm to sign the token. This option is available if WS-Security UsernameToken was requested in postprocessing and WS-Security Derived-Key UsernameToken is added to the message with an HMAC signature.  message-digest-algorithm    PPWSUsernameToken on  PPWSUsernameTokenIncludePwd off  PPWSDerivedKeyUsernameToken on   Signing message digest algorithm Signing message digest algorithm. Select the algorithm for the message digest when generating a digital signature. This algorithm is used with only the UsernameToken postprocessing method.  ws-trust-in-header off   PPWSTrust off Return the WS-Trust token as SOAP header Return the WS-Trust token in the SOAP header rather than in the SOAP body. Rather than being put inside the SOAP Body, the wst:RequestedSecurityToken is wrapped by a wst:IssuedToken element and returned as a SOAP header.  ws-trust-key-source random   PPWSTrust off Source of shared secret to initialize SecurityContext Where to get the shared secret to initialize the WS-Trust or WS-SecureConversation SecurityContext. With the WS-Trust postprocessing method, processing works as an on-box WS-Trust STS backed by WS-SecureConversation. A symmetric shared secret key is needed to initialize the WS-SecureConversation SecurityContext. This key can be an authenticated token from the request message (such as Kerberos token), a token generated by the DataPower DataPower Gateway (not supported), a randomness key, or a static shared secret.  ws-trust-shared-key   PPWSSCKeySource static Shared secret key Static shared secret defined by the Shared Secret Key configuration. A shared secret key that can be used to initialize the SecurityContext. This setting specifies a static symmetric key to use for every SecurityContext. Therefore, this method is less secure than any other key types and not recommended.  ws-trust-renewal-wait 0 2678400 0    PPWSTrust off  PPWSTrustNeverExpire on  PPAllowRenewal off Wait time for renewal How long the service can keep the expired token before a renewal is requested. Specify the number of seconds that you allow STS to keep the expired SecurityContext. By default, after a WS-Trust token expires, it can be removed from the STS and is not allowed to renew after expiration. Therefore, you would have to renew it before a token expires. If the WS-Trust request specifically asks that the issued can be renewed after expiration and this setting has a value of 0, the token is issued or renewed with 1 hour (3600 seconds) wait time. The default value is 0. The maximum TTL is 2678400 (31 days).  ws-trust-new-instance off    PPWSTrust off  PPWSTrustNeverExpire on  PPAllowRenewal off Issue new Instance for WS-Trust renewal Issue a new Instance when the request is to renew the WS-Trust token. When set to 'on', the SCT renewal request creates a new Instance of the current context, if the request does not have an Instance name. If the request is for a valid existing Instance, renews that Instance.  ws-trust-new-key off    PPWSTrust off  PPWSTrustNeverExpire on  PPAllowRenewal off  PPWSTrustNewInstance off Update context key for WS-Trust renewal Use a different key than the current one for requests to renew the WS-Trust token. When set to 'on', the SCT renewal request does not use the existing shared secret key of the renewed context.  ws-trust-never-expire off   PPWSTrust off WS-Trust SecurityContext never expires Force the SecurityContext or Instance to live forever unless explicitly changed afterwards. When set to 'on', the SCT or Instance will be initialized to live forever. The duration can still be changed afterwards with an explicit number of seconds.  generate-icrx off Generate ICRX token for z/OS identity propagation Create an ICRX token from the authenticated credentials. Create an ICRX token from the authenticated credentials. When generated, the WS-Security binary token with an ICRX token is inserted into the WS-Security header. This token can be used for interoperability with the CICS Transaction Server for z/OS identity propagation support.  icrx-user-realm   PPICRXToken on ICRX realm ICRX realm as defined in the SAF configuration. The ICRX realm as defined in the SAF configuration. Generally, this value is the equivalent of the prefix for a DN in a user registry.  generate-saml-assertion off Generate SAML assertion or response Generate a general SAML assertion with flexible format.  This postprocessing method provides more flexible features than the "Generate SAML assertion with only Authentication statement" postprocessing method, which is kept to support earlier releases. Enable this option to generate an SAML assertion in a more flexible format. The SAML assertion can contain an authentication statement, an authorization statement, or an attribute statement. The SAML attribute value can be a user LDAP attribute value, which can be fetched directly by the LDAP authentication or authorization method with the list of LDAP attribute names defined by user auxiliary LDAP attributes, or available indirectly with the 'var://context/ldap/auxiliary-attributes' variable by a custom stylesheet or GatewayScript file, such as the dp:ldap-search call to the LDAP, and put the <attribute-value/> elements of the LDAP results to the variable. This postprocessing method provides options so that different SAML subject confirmation method can be configured. To sign the SAML assertion, configure a WS-Security sign action or SAML enveloped sign action after the AAA action in the processing rule.  saml-protocol assertion   PPSAMLIdentityProvider off SAML protocol or profile Scenario to generate the SAML assertion for. Select the SAML protocol to wrap up the SAML assertion.  saml-response-destination     PPSAMLIdentityProvider off  PPSAMLVersion 2.0  saml-protocol assertion Response destination Value of the optional destination attribute for the SAML 2.0 Response element. A URI reference that indicates the address where this request was sent. This attribute is useful to prevent malicious forwarding of requests to unintended recipients, which is a required protection by some protocol bindings. If present, the actual recipient must check that the URI reference identifies the location at which the message was received. If the location is not checked, the request must be discarded. Some protocol bindings require the use of this attribute  result-wrapup wssec-replace   PPSAMLIdentityProvider off Wrap up result Define how to wrap up the result being generated. Select the method to output the result being generated. When the DataPower DataPower Gateway is configured for SOAP or WS-Security processing, different output methods are used.  saml-assertion-type authentication+attribute   PPSAMLIdentityProvider on   PPSAMLIdentityProvider off SAML assertion type Which SAML statements to include. Specify the SAML statement types to generate for the SAML assertion.  saml-subject-confirm bearer   PPSAMLIdentityProvider off SAML subject confirmation method Subject confirmation method for the SAML assertion. Specify the methods so that the destination system can confirm the subject of the SAML assertion.  saml-nid on   PPSAMLIdentityProvider off SAML subject contains Name Identifier Whether the generated token contains a Name Identifier.  The SAML Subject element cannot contain a Name Identifier, especially if the Subject confirmation method is holder of key. If holder of key, the key represents the same entity as the subject. In this case, the Name Identifier can be omitted. Set to 'off' if the SAML assertion expected by the SAML SP, for any reason, decided not to require a Name Identifier for the SAML Subject element.  saml-nid-format     PPSAMLIdentityProvider off  PPSAMLNameID off SAML Name Identifier format The value of the optional Format attribute of the Name Identifier in the generated SAML query.  Specify a URI reference that represents the classification of string-based identifier information. Any standard or arbitrary URI is allowed. If the value is an empty string, the DataPower Gateway attempts to determine the value from the AAA context. Some SAML protocols require a specified value, such as 'urn:oasis:names:tc:SAML:2.0:nameid-format:entity' or 'urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified'.  saml-recipient    PPSAMLIdentityProvider off SAML Recipient The value of the Recipient for SAML1.x Response or SAML 2.0 SubjectConfirmationData.  A URI that specifies the entity or location where an attesting entity can present the assertion. Any standard or arbitrary URI is allowed.  If the value is an empty string, the optional attribute is not generated. If the generated SAML assertion is in version 2.0, specifies the value for the Recipient attribute of the SubjectConfirmationData element. If the generated SAML assertion is in version 1.x, specifies the value for the Recipient attribute of the Response element.  saml-audience    PPSAMLIdentityProvider off SAML Audience Optional SAML Audience for the assertion.  SAML Audience is a URI reference that identifies an intended audience. Specify any number of audience URIs to process the generated SAML assertion.  If the value is an empty string, the SAML audience is not restricted. If there are more than one audience URIs, use the '+' character as the delimiter between URIs. In this case, if a URI contains real '+' characters, convert each '+' to '\+'.  saml-omit-notbefore off   PPSAMLIdentityProvider off Omit NotBefore attribute Whether the assertion is considered valid in the past.  If true, the 
                         NotBefore
                        attribute in the SAML assertion is omitted. The assertion is considered as valid in all its past, even before the time it was issued. This behavior is a behavior being required to respond an 
                         AuthnRequest
                        .  one-time-use off    PPSAMLIdentityProvider off  PPSAMLVersion 1.0 One time use only Whether the generated token is for only one time use.  If true, the destination system or relying party should not cache the generated token. The token being generated might contain the property for this characteristic, which is especially practical for SAML assertions.  saml-proxy off    PPSAMLIdentityProvider off  PPSAMLVersion 2.0 Allow SAML ProxyRestriction Whether SAML ProxyRestriction is needed. If true, the generated SAML assertion provides limitations that the asserting party imposes on relying parties that in turn wish to act as asserting parties and issue subsequent assertions of their own on the basis of the information in the original assertion. A relying party acting as an asserting party must not issue an assertion that itself violates the restrictions specified in this condition on the basis of an assertion containing such a condition.  saml-proxy-audience     PPSAMLIdentityProvider off  PPSAMLProxy off  PPSAMLVersion 2.0 SAML proxy audience Who can issue subsequent assertions of their own on the basis of this assertion.  Specifies the set of audiences (proxy) to whom the asserting party permits new assertions to be issued on the basis of this assertion.  If the value is an empty string, the assertion does not contain the Audience element in the ProxyRestriction element. If there are more than one audience URIs, use the '+' character as the delimiter between URIs. If a URI contains real '+' characters, convert each '+' to '\+'.  saml-proxy-count 0 65535 0    PPSAMLIdentityProvider off  PPSAMLProxy off  PPSAMLVersion 2.0 SAML proxy count How many times can new assertions be issued before the ultimate use.  Specifies the maximum number of indirections that the asserting party permits between this assertion and the assertion that is ultimately issued on this basis. A value of zero indicates that a relying party must not issue an assertion to another relying party on the basis of this assertion. If greater than zero, any assertions issued must contain a ProxyRestriction element with a Count value of at most one less than this value. The maximum value is 65535.  saml-authz-action AllHTTP    PPSAMLIdentityProvider off  PPSAMLAssertionType authorization Action for SAML Authorization decision Specify what action the subject can take on the resource. Specify what standard action the subject is authorized to take on the resource. The SAML specification has defined a list of the action identifiers with corresponding namespace URI. Select an action identifier to generate the SAML Authorization statement action.  saml-attributes     PPSAMLIdentityProvider on  PPSAMLAssertionType attribute   SAML Attribute definition A list of SAML Attribute elements for the SAML assertion postprocessing method. Define the information to put in the SAML assertion to generate the Attribute statement. Each SAML attribute requires the Name, NameFormat/Namespace, and Value. The value can be from a DataPower variable carrying predefined format, from a static string, or from the input message.  ltpa-insert-cookie on    PPLTPA off  PPUseWSSec on Insert LTPA Set-Cookie Insert a Set-Cookie header in the response. Insert a Set-Cookie header in the response that contains the LTPA token that is generated during the postprocessing phase.  propagate-tam-pac off Generate IBM Security Access Manager Privilege Attribute Certificate token Place the existing IBM Security Access Manager Privilege Attribute Certificate token in a HTTP header. The IBM Security Access Manager Privilege Attribute Certificate returned from a prior Authentication or Authorization is added to a HTTP header  tam-header iv-creds   PPTAMPACPropagate on   PPTAMPACPropagate off Privilege Attribute Certificate header name The name of the HTTP header to store the token in. The Privilege Attribute Certificate is stored in the HTTP header with the entered name. The default name is that used by IBM Security Access Manager WebSeal when placing the header in back-end connections.  tam-header-size 0   PPTAMPACPropagate on   PPTAMPACPropagate off Privilege Attribute Certificate header value size The maximum size of Privilege Attribute Certificate token allowed in a single header entry. Some servers limit the size of HTTP header values. If the size is not zero then the Privilege Attribute Certificate token will be broken down to multiple headers of this length  kerberos-use-s4u2proxy off    AUMethod kerberos   PPKerberosTicket off  PPKerberosSPNEGOToken off Use constrained delegation when generating Kerberos AP-REQ or SPNEGO tokens in this step. Uses S4U2Proxy (constrained delegation) during the authentication step to generate Kerberos tokens in this step. Define whether to use constrained delegation during the authentication step to generate this step's Kerberos tokens in order to preserve the identity from the original incoming Kerberos token.  cookie-attributes     PPLTPA on  PPLTPAInsertCookie on Cookie attribute policy Use a cookie attribute policy to include additional attributes in the cookie Defines a policy for including standard or custom attributes in the cookie. The response message that contains a Set-Cookie header is updated with the attributes defined in the selected policy.  kerberos-use-s4u2self off    AUMethod kerberos   PPKerberosTicket off  PPKerberosSPNEGOToken off Use protocol transition and constrained delegation when generating Kerberos AP-REQ or SPNEGO tokens in this step. Uses S4U2Self (protocol transition) to generate a token to the DataPower DataPower Gateway and subsequently uses S4U2Proxy (constrained delegation) to generate Kerberos tokens in this step. Controls whether to use protocol transition to generate this step's Kerberos tokens to the DataPower DataPower Gateway to transition from non-Kerberos authentication to Kerberos authentication and subsequently preserve the client identity in the Kerberos token that is generated in this step.  kerberos-client-source     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on   Kerberos client principal source Where to get the Kerberos client principal Specifies the source of the principal name of the Kerberos client. By default, the output of credential mapping in this AAA policy is used as the client principal name. The client principal is based on the authenticated identity that is followed by the corresponding realm name. For example, if the authenticated user is alice, the client principal name can be HTTP/alice.datapower.com@DATAPOWER.COM. The client principal must be present in the KDC for S4U2Self (protocol transition) to work.  kerberos-self-principal     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on   Kerberos self principal The principal name of the DataPower Gateway Specifies the principal name of the DataPower Gateway when the DataPower Gateway supports S4U2Self that is known as protocol transition. S4U2Self allows the DataPower Gateway to obtain a service ticket from the KDC to itself on behalf of the user that authenticates to the DataPower Gateway by using a non-Kerberos mechanism, for example, by using an LTPA token.  kerberos-self-keytab     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on   Kerberos self keytab The keytab for the DataPower DataPower Gateway Specifies the name of an existing Kerberos keytab configuration that defines the keytab for the DataPower DataPower Gateway. This keytab is required to authenticate the DataPower Gateway to the KDC.  kerberos-client-custom-url     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on  PPKerberosClientSource custom-url   Kerberos client principal - custom processing Specify the URL of the custom stylesheet or GatewayScript file to use the value of its output as the Kerberos client principal Specifies the URL of a custom stylesheet or GatewayScript file. This stylesheet or GatewayScript file returns the client principal name within the 
                     kerberos-client-principal
                    element. This stylesheet or GatewayScript file gets the following input: 
                      The output of all the steps that are executed in this AAA action The incoming request message  kerberos-client-ctx-var     PPKerberosTicket on  PPKerberosSPNEGOToken on  AUMethod kerberos  PPKerberosUseS4U2SelfAndS4U2Proxy on  PPKerberosClientSource ctx-var   Kerberos client principal - context variable Enter a context variable to use its value as the Kerberos client principal Specifies the context variable. The value of this context variable is used as the Kerberos client principal. This context variable must be specified in the var://context/name format. For example, var://context/AAA/krb-client-princ. You can use the set variable action to set this variable before you define the AAA policy.  kerberos-server-source    PPKerberosTicket on  PPKerberosSPNEGOToken on   Kerberos server principal source Where to get the Kerberos server principal Specifies the source of the principal name of the Kerberos server. By default, the server principal name is the value that is specified by the Kerberos server principal property.  kerberos-server-custom-url     PPKerberosTicket on  PPKerberosSPNEGOToken on  PPKerberosServerSource custom-url   Kerberos server principal - custom processing Specify the URL of the custom stylesheet or GatewayScript file to use the value of its output as the Kerberos server principal  Specifies the location of a custom stylesheet or GatewayScript file. This stylesheet or GatewayScript file returns the server principal name within the 
                         kerberos-server-principal
                        element. This stylesheet or GatewayScript file gets the following input:  If constrained delegation is used, the output of only the identity extraction step If constrained delegation is not used, the output of all the steps that are executed in this AAA action The incoming request message  kerberos-server-ctx-var     PPKerberosTicket on  PPKerberosSPNEGOToken on  PPKerberosServerSource ctx-var   Kerberos server principal - context variable Enter a context variable to use its value as the Kerberos server principal Specifies a context variable. The value of this context variable is used as the Kerberos server principal. This context variable must be specified in the var://context/name format. For example, var://context/AAA/krb-server-princ. You can use the set variable action to set this variable before you define the AAA policy.  ssl-client-type   PPSAMLSendSLO off TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    PPSAMLSendSLO off  PPSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ltpa-key-file-password-alias    PPLTPAKeyFilePassword    PPLTPA on  PPLTPAVersion LTPA LTPA1FIPS LTPA2 LTPA2WAS7    PPLTPA off   PPLTPAVersion LTPA LTPA1FIPS LTPA2 LTPA2WAS7  PPLTPAVersion LTPADomino LTPA key file password alias The password alias of the password that decrypts the LTPA key file. The key file password decrypts certain entries in a WebSphere LTPA key file (v1 and v2). This password is not applicable to Domino key files. Enter the password alias of the password that decrypts the LTPA key file. Key file password alias  jwt off Generate a JWT token Specify whether to generate a JWT token. Control whether to generate a JWT token.  generate-jwt   PPJWT on   JWT Generator settings Configure the JWT Generator. Configure settings for JWT Generator, such as the credentials and generating methods. Postprocessing to perform.    Credential name Mapped credential name  Transaction priority Control the transaction scheduling priority. When system resources are in high demand. High priority services are favored over lower priority services.  off Require authorization Require authorization    XACML binding tool Not supported.  Custom processing Use a custom stylesheet or GatewayScript file to map the AAA result and the input message to an XACML context and to generate the XACML context request to an XACML Policy Decision Point (PDP).    Local address Enter the local management address as an IP address or host alias. Leave blank for any.  Application domain Set the application domain. Set to (none) for any.   Type config/domain access/radius access/rbm logging/audit-log system/b2b-persistence network/cluster system/compactflash crypto/cert-monitor crypto/crl system/failure-notification system/system system/timezone status/stylesheet-status-obsolete system/gatewayscript-settings hybridservices/waxhn-applications system/ilmt-scanner mgmt/iop-mgmt network/interface network/link-aggregation network/vlan mgmt/ipmi-lan-channel mgmt/ipmi-user network/iscsi-hba-obsolete network/iscsi-initiator-obsolete system/language networkhsm/luna networkhsm/luna-ha-settings network/dns network/host-alias network/network network/ntp-service network/nfs-client network/odr-group network/odr-connector-group cloud/product-insights-obsolete system/quota-enforcement-server system/raid-disk-volume network/sql-runtime-settings config/secure-mode scc/scc-deprecated cloud/sgclient system/gatewayscript-remote-debug mgmt/xml-mgmt mgmt/rest-mgmt mgmt/ssh mgmt/telnet b2b/b2b-viewer-mgmt mgmt/web-mgmt config/alias access/snmp network/standalone-standby-control network/standalone-standby-control-interface system/tenant system/throttle access/username access/usergroup hybridservices/waxhn-proxy system/xm70-persistence system/file-capture zos/sdtargetcontrolservice status/crypto-hw-disable status/crypto-mode status/date-time-deprecated status/interface-obsolete status/gatewayscript status/ODRConnectorGroup-status status/ODRLoadBalancer-status status/secure-cloud-connector-status-table-deprecated status/self-balanced-status status/self-balanced-status2 status/sgclient-conn-status status/sgclient-status status/client-known-host-summary-obsolete status/client-known-host-summary status/stylesheet-status-obsolete system/trusted-host device/boot-image b2b/ebms-mpc-delete-msg-domain-all device/boot-delete device/boot-switch device/boot-update config/assembly-countlimit-delete-domain config/assembly-countlimit-delete-domain-batch crypto/create-luna-clientcert crypto/no-known-host-table system/no-trusted-host crypto/device-cert access/disconnect debug/file-capture cache/flush-arp cache/flush-dns cache/flush-ndcache cache/flush-rbm config/rmi-import-apigw-config crypto/import-luna-clientcert device/locate-device networkhsm/luna-ott-update config/quiesce config/api-ratelimit-delete-domain config/api-ratelimit-delete-domain-batch config/assembly-ratelimit-delete-domain config/assembly-ratelimit-delete-domain-batch config/ratelimit-concurrent-delete-domain config/ratelimit-concurrent-delete-domain-batch config/ratelimit-count-delete-domain config/ratelimit-count-delete-domain-batch config/ratelimit-rate-delete-domain config/ratelimit-rate-delete-domain-batch config/ratelimit-tokenbucket-delete-domain config/ratelimit-tokenbucket-delete-domain-batch config/secure-backup config/secure-restore config/select-config device/time-date device/shutdown device/tenant-install config/unquiesce device/watchdog-image device/verify-firmware  Resource type Set the resource type. Set to (all resources) for any.  Name match Enter the name match for the resource as a PCRE.   Type all login/serial login/telnet login/ssh login/web-mgmt login/xml-mgmt login/rest-mgmt login/b2b-viewer-mgmt access/radius access/rbm services/apic-gw-service config/apiprobe-settings config/api-security-token-manager logging/audit-log system/b2b-persistence crypto/cert-monitor crypto/crl crypto/sshdomainclientprofile crypto/sshserverprofile system/failure-notification system/system system/timezone config/domain-availability config/domain-settings config/gateway-peering-manager system/gatewayscript-settings hybridservices/waxhn-applications system/ilmt-scanner mgmt/iop-mgmt isam/isam-runtime network/iscsi-initiator-obsolete networkhsm/luna-ha-settings network/dns network/network network/ntp-service network/nfs-client network/nfs-dynamic-mounts network/odr-group cloud/product-insights-obsolete system/quota-enforcement-server config/rate-limit-config network/sql-runtime-settings config/secure-mode scc/scc-deprecated cloud/sgclient system/gatewayscript-remote-debug mgmt/xml-mgmt mgmt/rest-mgmt mgmt/ssh b2b/b2b-viewer-mgmt mgmt/web-mgmt config/alias access/snmp system/statistics system/throttle hybridservices/waxhn-proxy mgmt/wsm-agent system/xm70-persistence system/file-capture zos/sdtargetcontrolservice status/active-users status/AMQPBrokerStatus status/api-document-cache status/api-document-status status/api-oauth-caches-status status/api-stylesheet-cache status/api-stylesheet-profiles status/api-stylesheet-status status/subscriber-cache-status status/api-subscriber-status status/arp status/authcookie-cache-status status/b2b-high-availability status/b2b-message-archive status/b2b-ebms-mpc-status-obsolete status/b2b-ebms-mpc-status status/b2b-transaction-log status/b2b-transaction-log status/battery status/config-sequence-status status/accepted-connections status/countlimit-assembly-status status/cpu status/crypto-engine status/crypto-hw-disable status/crypto-mode status/current status/date-time status/date-time-deprecated status/debug-actions status/dns-cache-host-obsolete status/dns-cache-host-obsolete status/dns-cache-host status/dns-name-server-obsolete status/dns-name-server status/dns-search-domain status/dns-static-host status/document-cache status/document-status-obsolete status/document-status status/chkpoints status/memory-domains status/domain-status status/qm status/dynamic-tibco-ems status/sensors-fans status/environment-obsolete status/ethernet-counters status/interface-obsolete status/ethernet-mau status/ethernet-mii-registers status/failure-notification-obsolete status/failure-notification status/fibre-channel-hba status/fibre-channel-luns status/fibre-channel-target status/fibre-channel-volume-status status/file-poller status/filessystem status/firmware status/firmware-version status/gateway-peering-cache-status status/gateway-peering-cluster status/gateway-peering-key-status status/gateway-peering status/gatewayscript status/gateway-transactions status/graphql-status status/waxhn-app-stats status/waxhn-cache-purge-status status/waxhn-cache-objects status/hsm-keys status/http-connections status/http-mean-transaction status/http-mean-transaction2 status/http-transactions status/http-transactions2 status/hypervisor status/igmp-table status/imsconnect status/ipaddress status/ipmi-sel-events status/ip-multicast status/iscsi-hba-obsolete status/iscsi-initiator-obsolete status/iscsi-target-obsolete status/iscsi-volume-obsolete status/kafkacluster status/kerberos-tickets-obsolete status/kerberos-tickets status/ldap-pool-entries status/ldap-pool-status status/library-version status/license status/link-aggregation-member status/agg status/link status/llm-instance status/llm-selection status/loadbalancer-status-obsolete status/loadbalancer-status status/logging-target-connections status/logging-target status/luna-lat status/memory status/message-count-filters status/message-counts status/message-duration-filters status/message-durations status/message-sources status/mq-connections status/idg-mq-conversations status/idg-mqqm status/mqqm status/mq status/mq-resources status/multipath-status status/ND-cache status/ND-cache2 status/networkinterface status/receive-kbps2 status/receive-packets2 status/transmit-kbps2 status/transmit-packets2 status/nfs-mount status/ntp-refresh status/oauth-caches-status status/object-status status/ODRConnectorGroup-status status/ODRLoadBalancer-status status/other-sensors status/pcibus status/policy-domains-supported status/power status/qm-status status/quota-enforcement-status status/raid-array status/raid-battery-backup status/raid-battery-module status/raid-logical-drive status/raid-partition status/raid-phys-disk-obsolete status/raid-phys-disk status/raid-physical-drive status/raid-ssd status/raid-volume-obsolete status/raid-volume status/ratelimit-api-status status/ratelimit-assembly-status status/ratelimit-concurrent-status status/ratelimit-count-status status/ratelimit-rate-status status/ratelimit-tokenbucket-status status/receive-kbps status/receive-packets status/routing status/routing2 status/routing3 status/secure-cloud-connector-status-table-deprecated status/self-balanced-status status/self-balanced-status2 status/local-self-balanced-services status/memory-services status/active-services status/ws-serviceversion-status status/sgclient-conn-status status/sgclient-status status/slm-peering status/slm-summary status/snmp-status status/sql-connections status/sqlruntime status/sql status/client-known-host-summary-obsolete status/client-known-host-summary status/client-known-hosts status/trusted-hosts status/standby status/standby2 status/stylesheet-cache-obsolete status/stylesheet-cache status/stylesheet-executions-obsolete status/stylesheet-executions status/stylesheet-mean-execution-obsolete status/stylesheet-mean-execution status/stylesheet-profiles-obsolete status/stylesheet-profiles status/stylesheet-status-obsolete status/stylesheet-status status/system-cpu status/system-memory status/system status/systemusage status/systemusage-obsolete status/tcp-connections status/tcp-table status/temperature status/tenantlicenses status/tenant-memory status/tibco-ems status/trv-route-cmledger status/transmit-kbps status/transmit-packets status/uddi-subscription-key-status status/uddi-subscription-service-status status/uddi-subscription-status status/udp-table status/version status/virtual-platform status/vlan status/vlan2 status/voltage status/webappfirewall-accepted status/webappfirewall-rejected status/websocket-connections status/wasjms status/wsm-spooler status/wsm-agent-status status/ws-operation-metrics-obsolete status/ws-operation-metrics status/ws-operation-status-obsolete status/ws-operation-status status/wsrr-saved-search-subscription-policyattchments-status status/wsrr-saved-search-subscription-service-status status/wsrr-saved-search-subscription-status status/wsrr-subscription-policyattchments-status status/wsrr-subscription-service-status status/wsrr-subscription-status status/ws-wsdl-status-obsolete status/ws-wsdl-status status/wxs status/xc10 status/xml-names status/sysplexdistributor status/safstatus config/api-application-add config/api-client-add crypto/known-host crypto/add-password-map device/add-ipmi-sel-test-entry system/trusted-host crypto/api-oauth-cache-delete device/boot-image crypto/authcookie-cache-delete b2b/b2bp-archive-purge-now b2b/b2bp-ha-switch-primary b2b/ebms-mpc-delete-msg-domain b2b/ebms-mpc-delete-msg-domain-all b2b/ebms-mpc-delete-msg b2b/ebms-mpc-view-msg config/backup device/boot-delete device/boot-switch device/boot-update cache/cache-apigw-schema cache/cache-apigw-stylesheet cache/compile-apigw-wsdl cache/cache-schema cache/cache-stylesheet cache/compile-wsdl access/change-password device/clear-ipmi-sel crypto/convert-certificate crypto/convert-key crypto/tamdb config/assembly-countlimit-delete-current-domain config/assembly-countlimit-delete-current-domain-batch config/assembly-countlimit-delete-domain config/assembly-countlimit-delete-domain-batch config/assembly-countlimit-delete-key config/assembly-countlimit-delete-key-batch config/rmi-create-apiprobe-capture-setting crypto/create-luna-clientcert crypto/tam crypto/crypto-export crypto/crypto-hw-disable crypto/crypto-import crypto/crypto-mode-set debugger/debug-action config/api-application-delete config/api-client-delete config/rmi-delete-apiprobe-capture-setting config/api-subscription-delete crypto/hsm-delete-key crypto/no-known-host crypto/no-known-host-table crypto/delete-password-map system/no-trusted-host crypto/device-cert config/rmi-diff debug/disable-ethernet-hardware-offload debug/disable-aggregation-hardware-offload debug/disable-vlan-hardware-offload access/disconnect config/domainquiesce config/domainunquiesce debug/ebms2-ping debug/error-report config/exec-config config/rmi-export config/rmi-export-apigw-config cache/export-apigw-document-cache cache/export-document-cache debug/file-capture cache/flush-aaa cache/flush-apigw-document cache/flush-apigw-ldap-cache cache/flush-apigw-stylesheet cache/flush-subscriber-cache cache/flush-arp cache/flush-dns cache/flush-document cache/flush-expired-apigw-documents cache/flush-expired-documents cache/flush-gatewayscript cache/flush-ldappool cache/flush-ndcache cache/flush-nss-cache cache/flush-pdp cache/flush-ratelimit-cache cache/flush-rbm cache/flush-stylesheet config/gateway-peering-cluster-remove-stale-node config/gateway-peering-cluster-replicate config/gateway-peering-remove-stale-peers config/gateway-peering-switch-primary config/rmi-get-apiprobe-data config/rmi-get-debug-probe-data config/rmi-get-apiprobe-capture-setting hybridservices/no waxhn-cache-search hybridservices/waxhn-cache-purge hybridservices/no waxhn-cache-purge hybridservices/waxhn-reset-cache hybridservices/waxhn-cache-search hybridservices/waxhn-reset-app-stats hybridservices/waxhn-update-metadata crypto/crypto-hsm-clone-kwk crypto/crypto-hsm-reinit crypto/hsm-set-role system/ilmt-force-scan config/rmi-import config/rmi-import-apigw-config cache/import-apigw-document-cache cache/import-document-cache config/import-execute crypto/import-luna-clientcert network/fibre-channel-fs-init device/initialize-compact-flash-filesystem device/initialize-raid-volume-filesystem device/initialize-raid-volume-filesystem device/initialize-raid-volume-filesystem-obsolete device/initialize-raid-volume-filesystem-obsolete device/initialize-raid-volume-filesystem-obsolete device/initialize-raid-volume-filesystem device/initialize-raid-volume-filesystem-obsolete network/iscsi-fs-init-obsolete cache/invalidate-apigw-document cache/invalidate-document crypto/kerberos-ticket-delete crypto/keygen debug/packet-capture debug/packet-capture config/rmi-list-apiprobe-capture-settings llm/trv-policy-delete-ledger llm/trv-route-delete-ledger config/rmi-load-config device/locate-device networkhsm/luna-ha-recover networkhsm/luna-ha-sync networkhsm/luna-ott-update debug/debug-probe mq/webuser mq/cli debugger/no-debug-action crypto/no-password-map crypto/oauth-cache-delete debug/packet-capture debug/packet-capture isam/pdadmin debug/ping network/quiesce config/quiesce qe/quota-enforcement-switch-primary qe/quota-enforcement-switch-primary device/raid-activate device/raid-change-encryption-settings-obsolete device/raid-change-encryption-settings device/raid-change-encryption-settings-mpt2sas-obsolete device/raid-delete device/raid-initialize device/raid-learn-battery device/raid-make-hot-spare device/raid-rebuild device/raid-reconcile-encryption-settings-obsolete device/raid-reconcile-encryption-settings device/raid-reconcile-encryption-settings-mpt2sas-obsolete config/api-ratelimit-delete-current-domain config/api-ratelimit-delete-current-domain-batch config/api-ratelimit-delete-domain config/api-ratelimit-delete-domain-batch config/api-ratelimit-delete-key config/api-ratelimit-delete-key-batch config/assembly-ratelimit-delete-current-domain config/assembly-ratelimit-delete-current-domain-batch config/assembly-ratelimit-delete-domain config/assembly-ratelimit-delete-domain-batch config/assembly-ratelimit-delete-key config/assembly-ratelimit-delete-key-batch config/ratelimit-concurrent-delete-domain config/ratelimit-concurrent-delete-domain-batch config/ratelimit-concurrent-delete-key config/ratelimit-concurrent-delete-key-batch config/ratelimit-concurrent-delete-type config/ratelimit-concurrent-delete-type-batch config/ratelimit-count-delete-domain config/ratelimit-count-delete-domain-batch config/ratelimit-count-delete-key config/ratelimit-count-delete-key-batch config/ratelimit-count-delete-type config/ratelimit-count-delete-type-batch config/ratelimit-rate-delete-domain config/ratelimit-rate-delete-domain-batch config/ratelimit-rate-delete-key config/ratelimit-rate-delete-key-batch config/ratelimit-rate-delete-type config/ratelimit-rate-delete-type-batch config/ratelimit-tokenbucket-delete-domain config/ratelimit-tokenbucket-delete-domain-batch config/ratelimit-tokenbucket-delete-key config/ratelimit-tokenbucket-delete-key-batch config/ratelimit-tokenbucket-delete-type config/ratelimit-tokenbucket-delete-type-batch cache/refresh-apigw-document cache/refresh-apigw-stylesheet cache/refresh-document cache/refresh-stylesheet crypto/tamcerts crypto/tamkeypwd services/refresh config/remove-chkpoint cache/remove-stylesheet device/repair-compact-flash-filesystem network/fibre-channel-fs-repair network/iscsi-fs-repair-obsolete device/repair-raid-volume-filesystem config/reset-domain config/reset-thisdomain config/reset-websocket-connections-all-counters config/reset-websocket-connections-counter config/restart-domain config/restart-domain config/rollback-chkpoint config/save-chkpoint config/save-config config/saveinternlstate config/secure-backup config/secure-restore config/select-config debug/send-error-report debug/send-logevent debug/send-test-message config/servicequiesce config/servicefehquiesce-obsolete config/servicefehunquiesce-obsolete config/serviceunquiesce debug/set-loglevel debug/set-rbmlog debug/set-system-var device/time-date device/shutdown monitor/slmresetstats debug/packet-capture debug/packet-capture debug/packet-capture debug/tcp-connection-test device/tenant-install debug/test-hardware crypto/test-password-map debug/test-radius debug/test-urlmap debug/test-urlrefresh debug/test-urlrewrite debug/test-schema llm/trv-route-remove-listener debug/traceroute device/unconfigure-reverse-proxy device/unconfigure-runtime config/undo-config debug/packet-capture debug/packet-capture network/fibre-channel-unlock-volume network/unquiesce config/unquiesce config/api-application-update config/api-client-update config/api-subscription-update device/watchdog-image access/force-password-change access/reset-failed-login access/reset-username device/verify-firmware config/rmi-view-details debug/packet-capture debug/packet-capture hybridservices/waxhn-activate services/wsrr-synchronize services/wsrr-validate-server cache/clear-grid cache/create-grid cache/discover-collective debug/yield-ethernet-standby debug/yield-link-aggregation-standby debug/yield-standalone-standby debug/yield-vlan-standby  Local address match Enter the local address match for the service as a PCRE.   Type all services/apic-gw-service services/cloud-gateway logging/target services/gateway-peering mgmt/iop-mgmt network/idg-mq-qm network/mq-qm system/gatewayscript-remote-debug mgmt/xml-mgmt mgmt/rest-mgmt mgmt/ssh mgmt/telnet b2b/b2b-viewer-mgmt mgmt/web-mgmt services/xmlfirewall services/xslproxy services/httpserv services/sslforwarder services/tcpproxy services/xslcoproc access/snmp protocol/as2-proxy protocol/as2 protocol/as3 protocol/ebms2 protocol/ebms3 protocol/ftp-server protocol/http protocol/https protocol/imsconnect protocol/ssh-server protocol/tcp protocol/xtc zos/sdtargetcontrolservice debug/ping debug/tcp-connection-test debug/traceroute  Local port match Enter the local port match for the service as a PCRE.   Type all services/apic-gw-service services/cloud-gateway services/gateway-peering mgmt/iop-mgmt isam/isam-reverseproxy system/gatewayscript-remote-debug mgmt/xml-mgmt mgmt/rest-mgmt mgmt/ssh mgmt/telnet b2b/b2b-viewer-mgmt mgmt/web-mgmt services/xmlfirewall services/xslproxy services/httpserv services/sslforwarder services/tcpproxy services/xslcoproc access/snmp protocol/as2-proxy protocol/as2 protocol/as3 protocol/ebms2 protocol/ebms3 protocol/ftp-server protocol/http protocol/https protocol/imsconnect protocol/ssh-server protocol/tcp protocol/xtc zos/sdtargetcontrolservice status/ldap-pool-entries status/logging-target-connections status/active-services crypto/tam    Type all file/local file/temporary file/store file/image file/config file/logtemp file/logstore file/audit file/tasktemplates file/cert file/pubcert file/sharedcert file/fcvolumes file/mqbackup file/mqdiag file/mqerr file/mqpubcert file/mqqmdata file/mqtemporary file/mqtrace file/mqwebui device/delete-file device/fetch-file device/create-dir device/remove-dir Directory match Enter the directory match for files as a PCRE.  File name match Enter the file name match for files as a PCRE.   Type all crypto/cert crypto/kerberos-keytab crypto/key crypto/sskey config/backup debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture debug/packet-capture  Privileges Set the access privileges for resources that match the statement.      Read Allow read access.  Write Allow write access.  Add Allow add access.  Delete Allow delete access.  Execute Allow run (or execute) access.    Access With allow selected, the range of IP addresses is granted access to the service. With deny selected, the range of IP address is denied access to the service.  Address Range An IP address and network mask that defines a contiguous range of IP addresses, either granted or denied access to the current service. ACL Access Control Entry    Allow  Deny ACE Access Type ACE access type    Default Examine the content-type and determine whether to parse the response. Examines the content-type in the response. If it indicates XML or is not provided, parse the response as XML. For any other value, store the response without parsing.  Binary Store without parsing Stores the response without parsing.  XML Parse as XML Parses the response as XML. Action Output Type Action Output Type    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Header Name Header Name Enter the Header field name here.  Header Value Header Value Enter the Header value (a string) here.    active Active session affinity Forces session affinity for every HTTP request irrespective of the need for session affinity by the remote application.  active-conditional Active-conditional session affinity Forces session affinity when the remote application indicates that session affinity is required. The list of monitored cookies is used to verify that the remote server is requesting session affinity.          URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Allow Compression Allow Compression If set to on and the protocol allows it, transactions matching this policy will use compression    Never Never allow or reprocess a duplicate message.  Always Always allow and reprocess a duplicate message. The DataPower Gateway uses a new record for the reprocessed transaction instead of updating the record for the previous transaction.  On error Allow and reprocess a duplicate message only when an error occurs during the previous transaction. The error excludes failures in sending asynchronous MDN, ACK, or Receipt.    Confidential Confidential client - web application Confidential clients are capable of maintaining the confidentiality of their credentials, or capable of secure client authentication using other means. A web application is a confidential client.  Public Public client - native application or user-agent-based application Public clients are incapable of maintaining the confidentiality of their credentials, and incapable of secure client authentication via any other means. Native applications and user-agent-based applications are public clients. 
                      A native application is installed and executed on the device used by the resource owner. In a user-agent-based application, the client code is downloaded from a web server and executes within a user-agent (for example, a web browser) on the device used by the resource owner.    None No authentication. This setting is the default value.  Anonymous Use anonymous authentication.  Plain Use basic authentication credentials, which are user and password. Authorization    Memory Memory  IO IO  Event Event  Amqp Aqmp  SSL SSL  SASL SASL  Binding Binding Log category    Critical Critical  Error Error  Warning Warning  Info Info  Debug Debug  Trace Trace  Frame Frame  Raw Raw Log level    Category Log Category   Level Log Level     Name Name of the burst limit scheme Indicates the name of the burst limit scheme.  Burst Maximum allowed burst rate Indicates the maximum allowed burst rate. The value of 0 indicates no limit. A message is rejected when the burst limit is exceeded.  1 1   Burst 0 Interval Time interval for the burst limit Indicates the time interval for the burst limit. Specify a value that is greater than or equal to 1. The default value is 1.  second   Burst 0 Unit Time unit for the burst limit Indicates the time unit for the burst limit. The default value is second.  on   Burst 0 Cache only Use the local cache first to enforce the burst limit Specifies whether to use the local cache first to enforce the burst limit. In peer group mode, using the local cache first can prevent transaction delays if communication problems arise across the peer group. However, the transaction count is less precise when this setting is enabled.  on   Burst 0 Is Client Whether to apply the burst limit to the client Indicates whether to apply the burst limit to the client or to an internal component. Client burst limits return a 429 error when exceeded. Non-client burst limits return a 503 error when exceeded. When set to 
                     off
                    , burst limit information is not included in the response header.  off   Burst 0 Use API Name Whether to use the API name as part of the burst limit key Indicates whether to use the API name as part of the burst limit key.  off   Burst 0 Use Application ID Whether to use the application ID as part of the burst limit key Indicates whether to use the application ID as part of the burst limit key.  off   Burst 0 Use Client ID Whether to use the client ID as part of the burst limit key Indicates whether to use the client ID as part of the burst limit key.     Burst 0 Dynamic Value The dynamic value for the burst limit Indicates the dynamic value string for the burst limit, which should contain one or more context variables. The dynamic value makes it possible to use a context variable to enforce the burst limit based on parameters other than those defined in the burst limit scheme, such as a user name, incoming IP address, or server name. The context variable can be set in a GatewayScript action and then included in the dynamic value. 
                     The following example uses the context object in a GatewayScript action to add the 
                     my.server
                    variable to the API context.  context.set("my.server", "server34") The dynamic value can then include the variable 
                     my.server
                    , which resolves to the server name 
                     server34
                    . The default value is an empty string.  1   Burst 0 Weight expression Expression determining how much weight to apply to the limit. Specifies a JSONata expression that assigns a weight value to the transaction. For each API call, the value computed by the weight expression is applied to the burst limit. The default value is 1. If the weight expression evaluates to a value that is less than or equal to 0, it is set to 1. An empty string results in an error.    second per second The time unit for the burst limit is second.  minute per minute The time unit for the burst limit is minute.    Name Name of the count limit Indicates the name of the count limit scheme.  Count Maximum count allowed Indicates the maximum count that this limit will allow.  on Enable hard limit Whether to enable hard limit  Indicates whether to reject requests when the specified count limit is reached.  When enabled, the API Gateway rejects requests when the limit is exceeded. When disabled, the API Gateway still handles the requests but produces a warning message. By default, the API Gateway rejects requests when the limit is exceeded.  on Cache only Use the local cache first to enforce the count limit Specifies whether to use the local cache first to enforce the count limit. In peer group mode, using the local cache first can prevent transaction delays if communication problems arise across the peer group. However, the transaction count is less precise when this setting is enabled.  off Is Client Whether to apply the count limit to the client Indicates whether to apply the count limit to the client or to an internal component. Client count limits return a 429 error when exceeded. Non-client count limits return a 503 error when exceeded. When set to 
                     off
                    , count limit information is not included in the response header.  off Use API Name Whether to use the API name as part of the count limit key Indicates whether to use the API name as part of the count limit key.  off Use Application ID Whether to use the application ID as part of the count limit key Indicates whether to use the application ID as part of the count limit key.  off Use Client ID Whether to use the client ID as part of the count limit key Indicates whether to use the client ID as part of the count limit key.   Dynamic Value The dynamic value for the count limit Indicates the dynamic value string for the count limit, which should contain one or more context variables. The default value is an empty string.  1 Weight expression Expression determining how much weight to apply to the limit. Specifies a JSONata expression that assigns a weight value to the transaction. For each API call, the value computed by the weight expression is applied to the count limit. The default value is 1. If the weight expression evaluates to a value that is less than or equal to 0, it is set to 1. An empty string results in an error.  on Auto decrement Whether to automatically decrement the count limit Indicates whether to automatically decrement this count limit in each transaction.    Name Name of the data type Specifies the name of the data type.  Schema Schema of the data type Specifies the API schema object. Data type definition Definition of the API data type    running The API is running The API is running.  suspended The API is suspended The API is suspended. When an API is suspended, you cannot access the API through any plan. Deployment state Deployment state of the API    yes Share rate limit count among all APIs under an application. When set to yes, share rate limit count among all APIs under an application.  no Do not share rate limit count among all APIs under an application. When set to no, don't share rate limit count among all APIs under an application. Share rate limit count Share rate limit count among all APIs under an application. Share rate limit count among all APIs under an application.    HTTP header Use the value from a specific HTTP header. Use the value from a specific HTTP header.  TLS client Use the client certificate from the handshake. Use the client certificate from the handshake. API Protection Source Source of API protection data    Third Party Third Party For caching third party provider responses.  External External For caching external token management responses. Type APIC OAuth cache type    Name The name of the parameter Specifies a name for your parameter. Parameter names are case sensitive.  off Required Whether this parameter is mandatory Controls whether the parameter is required for a call to be valid. By default, a parameter is optional.  Type The type of the parameter Specifies the type of the parameter.  Where The location of the parameter Specifies the location of the parameter.  Format Extending format of the parameter type The extending format of the parameter type. If DataPower Gateway does not recognize the specified format, then only the type is used. The following formats are supported. 
                      For 
                         number
                        parameters, 
                         float
                        and 
                         double
                        . For 
                         integer
                        parameters, 
                         int32
                        and 
                         int64
                        . For 
                         string
                        parameters, 
                         date
                        , 
                         dateTime
                        , and 
                         password
                        .    integer integer  int32  long long  int64  float float  float  double double  double  string string  string  byte byte  byte  binary binary  binary  boolean boolean  boolean  date date As defined by 
                     full-date
                    - RFC3339  dateTime dateTime As defined by 
                     date-time
                    - RFC3339  password password  password  array array  array  object object  object  file file  file  number number  number    path Path parameter A path parameter is part of the operation's URL but does not include the host or base path of the API. A path parameter should take the whole section or segment of the path URI. For example, in 
                     /items/{itemId}
                    , the path parameter is 
                     itemId
                    .  query Query parameter A query parameter is appended to the request URL. For example, in 
                     /items?id=###
                    , the query parameter is 
                     id
                    .  body Body parameter A body parameter is the payload that is appended to the HTTP request. You can define only one body parameter. The name of the body parameter has no effect on the parameter itself and is used for documentation purposes only. Because form parameters are also in the payload, body and form parameters cannot exist together for the same operation.  form Form parameter A form parameter is used to describe the payload of an HTTP request when the consumable MIME type of the request content contains 
                     application/x-www-form-urlencoded
                    or 
                     multipart/form-data
                    or both. This is the only parameter type that can be used to send files. Because body parameters are also in the payload, body and form parameters cannot exist together for the same operation. 
                      When the content type is 
                         application/x-www-form-urlencoded
                        , the parameter format is similar to the format of query parameters but as a payload. For example, 
                         foo=1&bar=swagger
                        indicates that both 
                         foo
                        and 
                         bar
                        are form parameters. This is normally used for simple parameters that are being transferred. When the content type is 
                         multipart/form-data
                        , each parameter takes a section in the payload with an internal header. For example, for the header 
                         Content-Disposition: form-data; name="submit-name"
                        the name of the parameter is 
                         submit-name
                        . This type of form parameters is more commonly used for file transfers.  header Custom headers Custom headers that are expected as part of the request.    payload  Specifies to log only the request and response payloads.  debug  Specifies to log verbose debug data. Log Level Log Level Log level.    ^[a-zA-Z0-9_$]( *[a-zA-Z0-9_$-])*$ Property name Name of the property Specifies the name of the property. After a custom property is added, the assembly actions can reference the property through the property name.  * Catalog Name of the API catalog that you want to set property value for Specifies the name of an API catalog. The name must match the catalog name of an existing API collection. The default of asterisk (*) indicates that the value applies to all catalogs.   Value Property value for the specified API catalog Specifies the property value for the API catalog. Custom properties Configure and manage API properties    http Allow HTTP protocol Protocol identifier for HTTP.  https Allow HTTPS protocol Protocol identifier for HTTPS.  ws Allow WS protocol Protocol identifier for WebSocket. When allowed, the HTTP handler must also be configured to allow WebSocket upgrade requests.  wss Allow WSS protocol Protocol identifier for WebSocket Secure. When allowed, the HTTPS handler must also be configured to allow WebSocket upgrade requests. Allowed API protocols Protocols that can be used to invoke the API The protocols that incoming requests can use to invoke the API. The API routing action rejects requests that do not match one of the allowed protocols.    URL matching expression A shell-style match pattern for matching URLs Specifies a shell-style match pattern that defines a URL set. The URL set is assigned to a specific HTTP proxy.  off Skip Define an exception policy Specifies how to treat the URL set that is defined by the match pattern. When set to on, the URL set is not forwarded to an HTTP proxy, and the remote host and remote port of a proxy are not defined. When set to off, the URL set is forwarded to the HTTP proxy designated by the remote host and remote port.    Skip off   Remote host host name or IP address Specifies the name or IP address of an HTTP server. With the port, this setting designates the HTTP proxy that services the URL set defined by the match pattern. When Skip is on, the remote host is not used.    Skip off   Remote port Port number Specifies a port on the HTTP server. With the server name or IP address, this setting designates the HTTP proxy that services the URL set defined by the match pattern. When Skip is on, the port number is not used.  ^[^ ]+$   Skip off User name A user name Specifies the user name for proxy authentication.    Skip off Password Password Specifies the password map alias for proxy authentication.    Name Name of the rate limit Indicates the name of the rate limit scheme.  Rate Maximum number of requests to handle Indicates the maximum number of requests that the API Gateway can handle within a time interval. The value of 0 indicates no limit.  1 1   Rate 0 Interval Time interval for the rate limit Indicates the time interval for the rate limit. Specify a value that is greater than or equal to 1. The default value is 1.  second   Rate 0 Unit Time unit for the rate limit Indicates the time unit for the rate limit. The default value is second.  off   Rate 0 Enable hard limit Whether to enable hard limit  Indicates whether to reject requests when the specified rate limit is reached.  When enabled, the API Gateway rejects requests when the limit is exceeded. When disabled, the API Gateway still handles the requests but produces a warning message. By default, the API Gateway does not reject requests when the limit is exceeded.  on   Rate 0 Cache only Use the local cache first to enforce the rate limit Specifies whether to use the local cache first to enforce the rate limit. In peer group mode, using the local cache first can prevent transaction delays if communication problems arise across the peer group. However, the transaction count is less precise when this setting is enabled.  on   Rate 0 Is Client Whether to apply the rate limit to the client Indicates whether to apply the rate limit to the client or to an internal component. Client rate limits return a 429 error when exceeded. Non-client rate limits return a 503 error when exceeded. When set to 
                     off
                    , rate limit information is not included in the response header.  off   Rate 0 Use API Name Whether to use the API name as part of the rate limit key Indicates whether to use the API name as part of the rate limit key.  off   Rate 0 Use Application ID Whether to use the application ID as part of the rate limit key Indicates whether to use the application ID as part of the rate limit key.  off   Rate 0 Use Client ID Whether to use the client ID as part of the rate limit key Indicates whether to use the client ID as part of the rate limit key.     Rate 0 Dynamic Value The dynamic value for the rate limit Indicates the dynamic value string for the rate limit, which should contain one or more context variables. The dynamic value makes it possible to use a context variable to enforce the rate limit based on parameters other than those defined in the rate limit scheme, such as a user name, incoming IP address, or server name. The context variable can be set in a GatewayScript action and then included in the dynamic value. 
                     The following example uses the context object in a GatewayScript action to add the 
                     my.server
                    variable to the API context.  context.set("my.server", "server34") The dynamic value can then include the variable 
                     my.server
                    , which resolves to the server name 
                     server34
                    . The default value is an empty string.  1   Rate 0 Weight expression Expression determining how much weight to apply to the limit. Specifies a JSONata expression that assigns a weight value to the transaction. For each API call, the value computed by the weight expression is applied to the rate limit. The default value is 1. If the weight expression evaluates to a value that is less than or equal to 0, it is set to 1. An empty string results in an error.    second per second The time unit for the rate limit is second.  minute per minute The time unit for the rate limit is minute.  hour per hour The time unit for the rate limit is hour.  day per day The time unit for the rate limit is day.  week per week The time unit for the rate limit is week.    ^(default|[1-9][0-9]{2})$ Status Code Status code Enter the HTTP status code of the response message that this schema describes. The value can be the string "default", or any valid HTTP status code, like 200.  Response schema Response schema Specifies the API schema to describe the response message.    ID The credential type is client ID.  Secret The credential type is client secret. Type The type of client credentials    Header Client credentials are sent in the request header.  Query Client credentials are sent as query parameters. Client secrets cannot be sent in the query. Where The location of client credentials    Implicit The Implicit flow corresponds to the implicit OAuth grant type. In the implicit flow, the client receives the access token directly from the resource owner.  Password The Password flow corresponds to the OAuth grant type of Resource Owner Password Credentials. In the resource owner password credentials flow, the client uses password credentials of the resource owner to obtain authorization.  Application The Application flow corresponds to the Client Credentials OAuth grant type. In the client credentials flow, the client uses its own credentials to obtain authorization.  Access code The Access code flow corresponds to the Authorization Code OAuth grant type. In the authorization code flow, the client directs the resource owner to an intermediary authorization server. The server issues access token to the client after authenticating the client. API OAuth Flow Defines different types of OAuth flows. You create an OAuth security definition of a specific type according to the required OAuth grant type. Each of the flows corresponds to an OAuth grant type.    unset Use the value set at API Gateway. Use the value set at API Gateway.  yes Share rate limit count among all APIs under an application. When set to yes, share rate limit count among all APIs under an application.  no Do not share rate limit count among all APIs under an application. When set to no, do not share rate limit count among all APIs under an application. Share rate limit count Share rate limit count among all APIs under an application.    REST API REST API Indicates a REST API that is compliant with version 2.0 of the Swagger specification.  SOAP API SOAP API Indicates a SOAP API to an existing web service.  GraphQL API GraphQL API Indicates a GraphQL API that is compliant with the GraphQL specification. API Type Select the API type    GET Specifies the HTTP GET method  POST Specifies the HTTP POST method  PUT Specifies the HTTP PUT method  DELETE Specifies the HTTP DELETE method  HEAD Specifies the HTTP HEAD method  PATCH Specifies the HTTP PATCH method  OPTIONS Specifies the HTTP OPTIONS method HTTP method Select the HTTP method to perform    Enabled Sets the application to enabled. Sets the application to enabled.  Disabled Sets the application to disabled. Sets the application to disabled.    Allow Remain agnostic  Require Require the presence  Deny Prohibit from being under Allow, Require, or Deny    front-protocol Front Side Protocol Front Side Protocol Specifies the name of the handler to assign.  mdn-receiver Set as MDN Receiver Whether to use this handler as the MDN receiver Indicates whether to set the handler as the default MDN receiver.    name Name Name of the parameter. Specifies the name of the parameter.  value Value Value of the parameter. Specifies the default parameter value as a string. The default value is used when no value is passed in the request. If you specify a JSON value as the default, enter the value as a JSON string. The default parameter value is required in the assembly function call action if no default value is specified in the assembly function. Passed Parameter Parameter to pass to the assembly function call action A parameter to pass to the assembly function that is called by the assembly function call action.    path Path The path that identifies the content to redact or remove  Indicates the JSONata path expression that identifies the content to redact or remove. You use a subset of JSONata notation to define the path. For more information about the supported subset of JSONata notation, see the "JSONata and assembly actions" topic in IBM Knowledge Center.  action Action The type of action to perform Specifies whether to redact or remove the content.    action Action The actions for managing a variable Indicates that you can set, add, or clear a variable.  name Variable name The variable name Specifies the name of the variable that you want to set, add, or clear. You can also reference a custom API property that resolves as the value. To reference an API property, use the $(api.properties.property_name) format, where 
                     property_name
                    is the name of the property to reference. You can also use the short form $(property_name) when the assembly action does not have a property with the same name.  type   Action clear Variable type The data type of the variable Specifies the data type of the variable that you want to set or add.  value   Action clear   Action clear Variable value The value of the variable  Specifies the value of the variable that you want to set or add. You can also reference a custom API property that resolves as the value. To reference an API property, use the $(api.properties.property_name) format, where 
                         property_name
                        is the name of the property to reference. You can also use the short form $(property_name) when the assembly action does not have a property with the same name. When you assign value to the variable, follow these rules. Otherwise, error occurs and the current set variable action is terminated. 
                          The value must match the specified data type: number, string, or Boolean. When you assign value to the 
                             message.status.code
                            variable, the value must be a valid HTTP status code.    Error name The name of a custom error Specifies the name of a custom error.  Error handler The error handler for the custom error Specifies the name of the error handler for the custom error. The assembly catch How to handle a specific error in the assembly    name Name Name of the parameter. Specifies the name of the parameter.  label Label Label of the parameter. Specifies the label to use for the parameter to explain it to API developers.  description Description Description of the parameter. Specifies a description of the parameter that can be used to advertise the parameter to API developers.  schema API schema API schema that is used to verify the parameter type. Specifies the API schema that is used to verify the parameter type.  value Value Default value of the parameter.  Specifies the default parameter value that is passed to the assembly function as a string. The default value is used when no value is passed in the request. The default parameter value is required if the assembly function is called in an assembly function call action and no parameter value is defined in the action.  If the default value is a JSON payload, enter the value as a JSON string. If the default value is an empty string, it is treated as not specified. If the assembly function parameter specifies an API schema, the default parameter value overrides the default value defined in the schema.  value-type string Value type The type of the parameter value. Specifies the type of the parameter value.  required on   Value  Required Indication that this parameter is required. Indicates that this parameter requires a value in an assembly function call. Passed parameter Parameter to pass to the assembly function. A parameter to pass to the assembly function.    string Indicates that the value type is a string. The value is set on the parameter as a JSON string. For example, if the parameter name is 
                     foo
                    , the value is set on 
                     local.parameter.foo
                    in the API context. This setting is the default value.  payload Indicates that the value type is a payload. The payload is set on the 
                     body
                    key of the parameter as a binary blob. For example, if the parameter name is 
                     foo
                    , the payload is set on 
                     local.parameter.foo.body
                    in the API context. If the root of the payload value is a JSON object, it must include a space after the first opening curly bracket 
                     {
                    . For an XML tree or JSON document, the payload must be explicitly parsed before being used.  message Indicates that the value type is a message. The message contents are copied and set on the parameter. For example, if the message is 
                     foo
                    and the parameter name is 
                     bar
                    , then the keys and values of 
                     foo
                    are copied and set on 
                     local.parameter.bar
                    in the API context. The message must be a JSON object. The message must have a payload set to the 
                     body
                    key. The payload cannot be a stream. Parameter value type The type of the parameter value    all Specifies that the assembly function is available at both the API assembly and catalog levels in API Connect.  api Specifies that the assembly function is available at the API assembly level in API Connect.  catalog Specifies that the assembly function is available at the catalog level in API Connect.    Condition The JSONata expression to match against the input Specifies the JSONata expression to match against the input.  Execute The name of the API rule to run when the JSONata expression evaluates to true Specifies the name of the API rule to run when the JSONata expression evaluates to true. The specified API rule can define further switch actions. The Assembly Logic Execute The Assembly Logic Execute    Execute The name of the API rule to run when the switch case is matched. Specifies the name of the API rule to run when the switch case matches the operation ID or matches the API path and HTTP method. The specified API rule can define further switch actions.  Operation ID The unique identifier of the operation to match. Specifies the operation ID.  API Path The relative API Path to match. Specifies the API path.  HTTP Method The HTTP method to match. Specifies the HTTP method of the operation. Operation Switch Case Operation Switch Case    Gather only Write data to the API context Write transaction data to the 
                     log
                    variable in the API context. You must use this mode if you want to redact data.  Send only Send data to the analytics server Send transaction data from the 
                     log
                    variable in the API context to the analytics endpoint defined in the API collection.  Gather and send Write data to the API context and send the data to the analytics server Write transaction data to the 
                     log
                    variable in the API context and send the data to the analytics endpoint defined in the API collection.    Dynamic Deduce attachment format (MIME or DIME) from content  MIME MIME encapsulated document  DIME DIME encapsulated document XML Firewall Attachment Processing Format XML Firewall Attachment Processing Format    Strip Strip attachments before processing  Reject Reject messages with attachments  Allow Allow attachments and process intact  Streaming Allow attachements, but limit processing Allows messages attachments in streaming mode, but provides limited processing. Client requests in the form of a SOAP message package (that is, a SOAP message transmitted together with accompanying attachments) are supported. Processing can be applied to each attachment individually. The system will not build a manifest of all attachments and attachments must be accessed and processed in the order in which they appear in the document.  Unprocessed Allow attachments, but unprocessed Allows messages with attachements but but does not process the attachments. This option permits forwarding of large attachments. root part of the message (typically containing a SOAP message) is subject to filter or transform actions. Accompanying documents can be passed intact to the server. No processing on parts other than the root part is possible. Attachment Processing Mode Attachment Processing Mode    Standard Standard Audit.  Full Full Audit. Audit Level Audit level of firmware    group B2B Profile Group Name of the profile group. Specifies the name of the profile group to attach.  enabled on Group Enabled Whether to enable the profile group Controls whether the profile group is enabled. This setting does not modify the administrative state in the B2B Partner Profile Group object.    profile B2B Partner Profile Name of the partner profile Specifies the name of the partner profile to attach.  enabled on Profile Enabled? Whether to enable the profile Controls whether the profile is enabled. This setting does not modify the administrative state in the B2B Partner Profile object.  destination Profile Destination Profile Destination  Specific the destination for this partner. The default is 
                         default
                        , which uses the setting in the B2B Profile object. This setting overrides the setting in the B2B Profile object. This setting does not modify the destination in the B2B Partner Profile object.    Archive and Purge Archive before deleting  Purge Only Delete without archiving    AS Inbound Message AS Input message seen from viewer  AS Outbound Message AS Output message seen from viewer  AS Inbound MDN AS MDN seen from viewer  AS Outbound MDN AS MDN seen from viewer  ebMS2 Inbound Message ebMS2 Input message seen from viewer  ebMS2 Outbound Message ebMS2 Output message seen from viewer  ebMS2 Inbound ACK ebMS2 ACK seen from viewer (including positive ACK and negative ACK)  ebMS2 Outbound ACK ebMS2 ACK seen from viewer (including positive ACK and negative ACK)  ebMS3 Inbound Message ebMS3 Input message seen from viewer  ebMS3 Outbound Message ebMS3 Output message seen from viewer  ebMS3 Inbound Receipt ebMS3 Receipt seen from viewer (including positive receipt and negative receipt)  ebMS3 Outbound Receipt ebMS3 Receipt seen from viewer (including positive receipt and negative receipt)    Auto detect The B2B Gateway detects automatically whether the message payload is processed in binary mode or ASCII mode, and then complete the transfer accordingly.  Enforce The B2B Gateway transfers the message payload in binary mode regardless of protocol flags, which ensures that the message payload is transferred unaltered.    family-name 128 ^[_a-zA-Z0-9-. ]+$ Family Name Family name Specifies the family name of the person to contact. A family name is the surname borne by family members.  given-name 128 ^[_a-zA-Z0-9-. ]+$ Given Name Given name Specifies the given name of the person to contact. A given name is the name used to identify an individual within a family.  title 128 ^[_a-zA-Z0-9-. ]+$ Title Title Specifies the title of the person to contact.  phone 128 ^[(0-9][)0-9- ]+[0-9]$ Phone Phone number Specifies the telephone number to use for the person to contact.  email 128 ^[_a-zA-Z0-9-.]+@[_a-zA-Z0-9.]+$ E-mail E-mail address Specifies the e-mail address to use for the person to contact.    cpa CPA CPA Indicates the CPA to attach.  collaboration Service Value of Service element in outbound ebMS request Indicates the service to attach. A service is either a business collaboration service for exchanging business messages, or an MSH signal service for exchanging MSH signals, including Acknowledgment, Error, StatusRequest, StatusResponse, Ping, and Pong. The value of an MSH signal service is "urn:oasis:names:tc:ebxml-msg:service"; A value other than this one represents a business collaboration service.  internal-partner Internal Partner Profile Name of the internal partner profile Indicates the name of the internal partner profile to attach.  external-partner External Partner Profile Name of the external partner profile Indicates the name of the external partner profile to attach.      Summary    name 128 ^[_a-zA-Z0-9.-]+$ Destination name Name to identify the destination Specify the name to identify this destination in the profile.  dest-url  "NONE"  dpmq dpmqfte mq mqfte idgmq idgmqmft dptibems tibems dpwasjms ftp sftp dpnfs http https dpims dpimsssl dpsmtp as1 as2 as2s as3 ebms2 ebms2s ebms3 ebms3s Destination URL URL for the destination  Specify the URL for the destination. The URL is parsed to determine the protocol to use. To use a load balancer, specify the name of an existing Load Balancer Group instead of the address-port pair in the URL. 
                          If the URL starts with as1:// or dpsmtp://, the service uses the ESMTP protocol. These protocols require an SMTP server connection and e-mail address. Specify the URL in either of the following formats: 
                               as1://mailExchange[:port][/queryParameters]  dpsmtp://mailExchange[:port][/queryParameters] If the URL starts with as2://, ebms2://, ebms3://, or http://, the service uses the HTTP protocol. The syntax for the URL is in the format of 
                             hostname:port/uri
                            . If the URL starts with as2s://, ebms2s://, ebms3s://, or https://, the service uses the HTTPS protocol. The syntax for the URL is in the format of 
                             hostname:port/uri
                            . If the URL starts with as3:// or ftp://, the service uses the FTP protocol. 
                              For an absolute path to the root directory, specify the URL in the format of 
                                 ftp://user:password@host/%2Fpath
                                . %2F is the URL encoding of a forward slash. For a relative path to the login directory of the user, specify the URL in the format of 
                                 ftp://user:password@host:port/path
                                . If the URL starts with sftp://, the service uses the SSH FTP protocol. 
                              For an absolute path to the root directory, specify the URL in the format of 
                                 sftp://host:port/path
                                . For a relative path to the login directory of the user, specify the URL in the format of 
                                 sftp://host:port/~/path
                                . If the URL starts with dpnfs://, the service uses the NFS protocol. 
                              For static mounts, specify the URL in the format of 
                                 dpnfs://MountObjectName
                                , where 
                                 MountObjectName
                                is the name of an existing NFS mount. For dynamic mounts, specify the URL in the format of 
                                 dpnfs://host
                                or 
                                 dpnfs://host/path
                                . If the URL starts with dpims:// or dpimsssl://, the service uses the IMS protocol. Specify the URL in either of the following formats: 
                               dpims://Connect-object/?parameters  dpimsssl://Connect-object/?parameters If the URL starts with dpmq://, the service uses the IBM MQ protocol. The queue manager that is referenced in the URL must exist in the current application domain. 
                              To send a message, specify the URL in the format of 
                                 dpmq://mqQueueManagerObject/URI?RequestQueue=requestQueueName;queryParameters
                                . To retrieve a message, specify the URL in the format of 
                                 dpmq://mqQueueManagerObject/URI?ReplyQueue=replyQueueName;queryParameters
                                . If the URL starts with mq://, the protocol is for dynamic routing. If the URL starts with dpmqfte://, the service uses the IBM MQ-FTE protocol. The queue manager that is referenced in the URL must exist in the current application domain. 
                              To send a message, specify the URL in the format of 
                                 dpmqfte://queue_manager_name/?RequestQueue=request_queue_name;queryParameters
                                . To retrieve a message, specify the URL in the format of 
                                 dpmqfte://queue_manager_name/?ReplyQueue=reply_queue_name;queryParameters
                                . If the URL starts with mqfte://, the protocol is for dynamic routing. If the URL starts with dptibems://, the service uses the TIBCO EMS protocol. The server that is referenced in the URL must exist. 
                              To send a message, specify the URL in the format of 
                                 dptibems://server-object/?RequestQueue=queue;RequestReply=queue;query-parameters
                                . To retrieve a message, specify the URL in the format of 
                                 dptibems://server-object/?ReplyQueue=queue;query-parameters
                                . If the URL starts with tibems://, the protocol is for dynamic routing. This protocol is available on licensed DataPower Gateways only. If the URL starts with dpwasjms://, the service uses the WebSphere JMS protocol. The server that is referenced in the URL must exist. 
                              To send a message to a request queue, specify the URL in the format of 
                                 dpwasjms://server-object/?RequestQueue=queue;RequestReply=queue;query-parameters
                                . To send a message to a request topic space, specify the URL in the format of 
                                 dpwasjms://server-object/?RequestTopicSpace=topic-space;RequestReply=queue;query-parameters
                                . To retrieve a message from a reply queue, specify the URL in the format of 
                                 dpwasjms://server-object/?ReplyQueue=queue;query-parameters
                                . To retrieve a message from a reply topic space, specify the URL in the format of 
                                 dpwasjms://server-object/?ReplyTopicSpace=topic-space;query-parameters
                                .  enabled-doc-type EnableXML+EnableX12+EnableEDIFACT+EnableBinary Enabled document type Enabled document type Indicates which document types to support.  smtp-server-connection default   DestURL as1 dpsmtp   DestURL as1 dpsmtp SMTP server connection SMTP server configuration The SMTP server connection to which to send e-mail messages. By default, the gateway uses the default SMTP server connection.  email-address   DestURL as1 dpsmtp   DestURL as1 dpsmtp E-mail address Destination e-mail address for messages The destination e-mail address for messages sent to this partner.  ssh-client-connection   DestURL sftp   DestURL sftp SSH client connection SSH client connection profile Specifies the SSH profile used for SSH client connection and authentication.  use-unique-filenames off   DestURL as3 ftp sftp dpnfs mqfte dpmqfte idgmqmft Use unique file names Use unique file names  Specifies whether to enable the generation of a unique file name for puts to a remote directory. If you enable the use of a unique file name: 
                          Specifying a directory in the destination URL generates a unique file name for puts to a remote directory. Specifying a file name in the destination URL generates a unique file name that is appended to the specified file name for puts to a remote directory. 
                              Note: On the SFTP protocol, if the specified file name is unique to the remote directory, the DataPower Gateway generates the same file name as what you specify in the destination URL. For example, specify 
                             host/01/temp
                            in the SFTP destination URL: 
                              If there is no file named 
                                 temp
                                in the directory, the generated file is 
                                 host/01/temp
                                . If a file named 
                                 temp
                                already exists in the directory, the generated file is 
                                 host/01/temp.unique
                                .  ssl    SSLClientConfigType proxy  DestURL as2s https dpimsssl ebms2s ebms3s    SSLClientConfigType proxy  DestURL as2s as3 https ftp mq mqfte dpimsssl ebms2s TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Sets the TLS proxy profile to establish a TLS-enabled, secured connection.  timeout 3 7200 300   EBMSMessageExchangePattern one-way-pull Connection timeout Override timeout Seconds Specifies the maximum number of seconds to maintain an idle connection. Use any value of 3 - 7200. The default value is 300.  enable-ftp-settings off   DestURL ftp as3 Enable advanced AS3/FTP settings Control for AS3/FTP settings  Indicates whether to override the FTP client policy for the user agent that is associated with the B2B Gateway. This user agent is defined in the XML manager assigned to the B2B Gateway.  When When enabled, define overrides to the original FTP client policy with the advanced AS3 or FTP settings. When disabled, uses the original FTP client policy. The default behavior is off.  username 128 ^[_a-zA-Z0-9-.]+$   DestURL as2 as2s as3 ebms2 ebms2s ebms3 ebms3s http https ftp User name User name Overrides the user name in the basic authentication policy for the user agent that the B2B Gateway uses.  password 128    DestURL as2 as2s as3 ebms2 ebms2s ebms3 ebms3s http https ftp  Password  Password (deprecated) Password Overrides the password for the user in the basic authentication policy for the user agent that the B2B Gateway uses.  password-alias 128   DestURL as2 as2s as3 ebms2 ebms2s ebms3 ebms3s http https ftp Password alias Password alias Overrides the password for the user in the basic authentication policy for the user agent that the B2B Gateway uses.  embs-mpc-auth-method    DestURL ebms3 ebms3s  EBMSMessageExchangePattern one-way-push MPC authentication method How MPC authenticates pull request Specifies how the MPC authenticates the incoming pull requests. By default, the MPC authenticates requests through username token.  username-token 128 ^[_a-zA-Z0-9-.]+$     EBMSMPCAuthMethod cert  EBMSMessageExchangePattern one-way-pull  DestURL ebms3 ebms3s Username token Username token to secure messages For ebMS3, the DataPower Gateway applies the Web Services Security UsernameToken to authorize the received messages. Enter the user name for the wsse:UsernameToken element to be packaged into the SOAP header of the message to send. 
                      For one-way push exchange pattern, specify the username token to be packaged into messages to send. For one-way pull exchange pattern outbound messages, when the MPC authentication method is username token, specify the user name that is used for storing messages in the MPC. For one-way pull exchange pattern inbound messages, specify the username token to be packaged into the pull request.  username-token-password 128    DestURL ebms3 ebms3s  UserNameTokenPassword   EBMSMPCAuthMethod cert Username token password (deprecated) Username token password Enter the password of the user name for the wsse:UsernameToken element.  username-token-password-alias 128     EBMSMPCAuthMethod cert  EBMSMessageExchangePattern one-way-pull  DestURL ebms3 ebms3s Username token password alias Username token password alias Select the password alias of the user name for the wsse:UsernameToken element.  ebms-mpc-verify-valcred    DestURL ebms3 ebms3s  EBMSMPCAuthMethod username-token  EBMSMessageExchangePattern one-way-push MPC validation credential Validation credential to secure messages When the MPC authentication method is validation credential, specifies the certificate to be associated to messages that are submitted to the MPC.  ftp-passive pasv-req    DestURL ftp as3  EnableFTPSettings on Passive mode Controls the use of FTP Passive mode  Overrides the Passive Mode setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use the passive mode with the FTP  PASV command.  ftp-auth-tls auth-off    DestURL ftp as3  EnableFTPSettings on Encrypt command connection Controls the use of TLS to secure connections  Overrides the Encrypt Command Connection setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use authentication and encryption of the command channel with the FTP  AUTH TLS command.  ftp-use-ccc ccc-off    DestURL ftp as3  EnableFTPSettings on  AuthTLS auth-off Stop command encryption after authentication Controls the use of command encryption after authentication  Overrides the Stop Command Encryption After Authentication setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use command channel encryption after user authentication with the FTP  CCC command.  ftp-encrypt-data enc-data-off    DestURL ftp as3  EnableFTPSettings on  AuthTLS auth-off Encrypt file transfers Controls encryption of file transfers  Overrides the Encrypt File Transfers setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use data connection encryption with the FTP  PROT P command.  ftp-data-type binary    DestURL ftp as3  EnableFTPSettings on Data type Data type of file transfers Overrides the Data Type setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to transfer data.  ftp-slash-stou slash-stou-on    DestURL ftp as3  EnableFTPSettings on Write unique filename if trailing slash Controls unique files if name contains a trailing slash  Overrides the unique filename if trailing slash setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use sever-generated unique file names when the URL being written to ends in a slash. Some FTP servers provide the  STOU command. Use the command only if the FTP server supports this command. The  STOU command allows the FTP server to choose the unique file name in the current directory. Using the  STOU command does not require the client to choose a unique file name. When enabled and a URL being written to ends in a /, the FTP server uses the  STOU command instead of the  STOR command.  ftp-quoted-commands    DestURL ftp as3  EnableFTPSettings on Quoted commands FTP quoted commands list  Overrides the Quoted Commands setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, specify the FTP Quoted Commands List to send to the FTP server before each  STOU,  STOR, or  RETR command. A typical use would be to use  SITE commands, such as 
                         SITE RECFM=FB
                        for the MVS domain on a z/OS system. The commands in the list cannot be data-transfer related, such as  STOU,  RETR,  PORT,  PASV, and so forth.  ftp-size-check size-check-optional    DestURL ftp as3  EnableFTPSettings on Size check Constrols the use of a size check after file transfer  Overrides the Size Check setting in the FTP client policy for the user agent that the B2B Gateway uses. If overriding, indicate how to use a size check after a data transfer with the FTP  SIZE command. If optional and the FTP server does not support the  SIZE command, no error results. Some FTP servers, particularly vsftpd in the default configuration, provide inaccurate responses for files transferred in ASCII mode. If you get such errors, disable this feature. Alternatively, you can reconfigure vsftpd.  binary-transfer-mode   DestURL as1 as2 as2s as3 Binary transfer Whether to transfer the message payload in binary mode. Controls whether to transfer the message payload in binary mode.  as-compress off   DestURL as1 as2 as2s as3 Compress messages Whether to compress messages Controls whether to compress the body of outbound AS messages. The default behavior is off.  as-compress-before-sign off    DestURL as1 as2 as2s as3  ASCompress off Compress before sign Whether to compress before signing  Controls whether to compress the body of outbound AS messages before signing. The default behavior is off.  If enabled, compresses the message body before signing. If disabled, signs the message before compressing the message body.  as-send-unsigned off   DestURL as1 as2 as2s as3 Send messages unsigned Whether to override the signing of messages to this destination  Controls whether to override the signing of messages to this destination. Whether to sign outbound message is part of the configuration of the internal partner. This property cannot be used to cause a message to be signed. The default behavior is off.  If enabled, never signs messages. If disabled, signs messages if the sender has signing credentials.  as-encrypt off   DestURL as1 as2 as2s as3 Encrypt messages Whether to encrypt messages Controls whether to encrypt the body of outgoing AS messages. The default behavior is off.  as-encrypt-cert    DestURL as1 as2 as2s as3  ASEncrypt on   Encryption certificate Certificate to encrypt outbound AS messages Sets the certificate that encrypts outbound messages. Use the name of a certificate.  as-mdn-request off   DestURL as1 as2 as2s as3 Request MDN Whether to request an MDN Controls whether to request an MDN for outbound AS messages. The default behavior is off.  as-mdn-request-async off    DestURL as2 as2s  ASMDNRequest off Request asynchronous MDN Whether the MDN request is synchronous or asynchronous  Controls whether the MDN request for outbound AS messages is asynchronous. The default behavior is off.  If enabled, the MDN request is asynchronous If disabled, the MDN request is synchronous  as1-mdn-email    DestURL as1  ASMDNRequest on AS1 MDN redirection E-mail Specifies the redirection e-mail address for an AS1 MDN The explicit, redirection e-mail for the MDN to outbound AS1 messages. The partner that receives the outbound AS1 message will send the MDN to this e-mail address. If not specified, the redirection e-mail will be the From address of the outgoing message (the default e-mail address of the sending internal partner).  as2-mdn-url    DestURL as2 as2s  ASMDNRequest on  ASMDNRequestAsync on  "NONE"  http https AS2 MDN redirection URL Redirection URL for an AS2 MDN Specifies the explicit, redirection URL for the MDN to outbound AS2 messages.  as3-mdn-url    DestURL as3  ASMDNRequest on  "NONE"  ftp AS3 MDN redirection URL Redirection URL for an AS3 MDN Specifies the explicit, redirection URL for the MDN to outbound AS3 messages.  as-mdn-request-signed off    DestURL as1 as2 as2s as3  ASMDNRequest off Request signed MDN Whether to request a signed MDN Controls whether to request a signed MDN, as opposed to an unsigned one. The default behavior is off.  retransmit off    DestURL as1 as2 as2s as3  ASMDNRequest on Attempt message retransmission Whether to retransmit messages Controls whether to enable the logic for the retransmission of messages. The default behavior is off.  ack-time 1 3600 1800    DestURL as1 as2 as2s as3  ASMDNRequest on Time to acknowledge Time to wait before the retransmission of a message. Seconds Specifies the maximum number of seconds to wait for the acknowledgment before the retransmission of a message. Use an integer between 1 through 3600. The default value is 1800.  max-resends 1 30 3    DestURL as1 as2 as2s as3  ASMDNRequest on  Retransmit on Maximum retransmissions Maximum number of retransmissions Specifies the maximum number of times to attempt the retransmission of a message. Use an integer between 1 through 30. The default value is 3.  as-encrypt-alg 3des    DestURL as1 as2 as2s as3  ASEncrypt on Encryption algorithm AS Symmetric encryption algorithm Sets the symmetric encryption algorithm that encrypts outbound AS messages.  as-mdn-request-signed-algs sha1,md5 ^((sha1|sha-1|md5|sha256|sha-256|sha384|sha-384|sha512|sha-512),)*(sha1|sha-1|md5|sha256|sha-256|sha384|sha-384|sha512|sha-512)$    DestURL as1 as2 as2s as3  ASMDNRequest off  ASMDNRequestSigned off Request MDN signing algorithms Which digest algorithms to request for a signed MDN  Controls which digest algorithms to ask for when requesting a signed MDN. The value can be a single algorithm or any combination of two or more different algorithms that are separated by a comma. For example, 
                         md5,sha256
                        . The default value is 
                         sha1,md5
                        . The following algorithms are supported.   md5  sha1
                            or 
                             sha-1  sha256
                            or 
                             sha-256  sha384
                            or 
                             sha-384  sha512
                            or 
                             sha-512  ebms-cpa-id   DestURL ebms2 ebms2s CPA ID CPA ID Specifies the CPA ID in the message that is sent to the destination partner. You can use the value to identify the sender and the recipient. This value is used when the B2B Gateway is not CPA-enforced.  ebms-service   DestURL ebms2 ebms2s Service Value of service element in outbound ebMS2 request Specifies the service that acts on the message. For example, 
                     urn:services:SupplierOrderProcessing
                    . This value is used when the B2B Gateway is not CPA-enforced. The value can be a string or a URI. If a non-URI string is specified, you need to specify the value of  Service Type.  ebms-service-type   DestURL ebms2 ebms2s Service type Value of type attribute associated with Service Specifies the value of the type attribute in the ebMS SOAP message. If you do not specify the service type, make sure that the service value is a URI.  ebms-action   DestURL ebms2 ebms2s Action Value of action element in outbound ebMS2 request Specifies the action in a service. For example, 
                     NewPurchaseOrder
                    . This value is used when the B2B Gateway is not CPA-enforced.  ebms-send-unsigned off   DestURL ebms2 ebms2s ebms3 ebms3s Send messages unsigned Whether to override the signing of messages to this destination  Controls whether to override the signing of messages to this destination. Whether to sign outbound message is part of the configuration of the internal partner. This property cannot be used to cause a message to be signed. The default behavior is off.  If enabled, never signs messages. If disabled, signs messages if the sender has signing credentials.  ebms-encrypt off   DestURL ebms2 ebms2s ebms3 ebms3s Encrypt messages Whether to encrypt messages Controls whether to encrypt the body of outgoing ebMS messages. The default behavior is off.  ebms-encrypt-cert    DestURL ebms2 ebms2s ebms3 ebms3s  EBMSEncrypt on   Encryption certificate Certificate to encrypt outbound messages Sets the certificate that encrypts outbound messages. Use the name of a certificate.  ebms-encrypt-alg    DestURL ebms2 ebms2s ebms3 ebms3s  EBMSEncrypt on Encryption algorithm ebMS2 encryption algorithm Sets the encryption algorithm that encrypts outbound ebMS2 messages.  ebms-duplicate-elimination-request on   DestURL ebms2 ebms2s Request duplicate elimination Whether to request elimination of duplicate messages for outbound messages Controls whether to request the receiving partner to check for duplicate messages for the outbound message. If enabled, the receiving business partner should ignore duplicate message received. The default behavior is on.  ebms-ack-request off   DestURL ebms2 ebms2s Request acknowledgment Whether to request an Acknowledgment Controls whether to request an Acknowledgment for outbound ebMS2 messages. The default behavior is off.  ebms-ack-request-signed off    DestURL ebms2 ebms2s  EBMSAckRequest off Request signed acknowledgment Whether to request a signed Acknowledgment Controls whether to request the Acknowledgment message signed. The default behavior is off.  ebms-syncreply-mode    DestURL ebms2 ebms2s SyncReply mode Whether the response/acknowledgment is synchronous or asynchronous Select syncReplyMode parameter, which can be obtained from CPA, to indicate to the receiving partner whether to return the besiness response or Acknowledgment in the same connection. None means asynchronous by default.  ebms-retry off    DestURL ebms2 ebms2s  EBMSAckRequest on Attempt message retry Whether to retransmit an unacknowledged message Controls whether to enable the logic for the retransmission of unacknowledged outbound messages. The default behavior is off.  ebms-max-retries 1 30 3    DestURL ebms2 ebms2s  EBMSAckRequest on  EBMSRetry off Maximum retries Maximum number of retries Specifies the maximum number of times, which can be obtained from a CPA, to attempt the retransmission of a message. Use an integer between 1 through 30. The default value is 3, which means a message sent can potentially be sent four times (the initiative one and successive 3 retries).  ebms-retry-interval 1 3600 1800    DestURL ebms2 ebms2s  EBMSRetry off Retry interval Time interval of each retry attempt Seconds Specifies the interval in seconds between retry attempts. Use any value of 1 - 3600. This default is 1800.  ebms-include-time-to-live on    DestURL ebms2 ebms2s  EBMSRetry on Include TimeToLive element Lifetime of the message Controls whether the sending partner includes the <TimeToLive> element in the outbound ebMS2 message header. The <TimeToLive> element indicates when the message expires. 
                      If the receiving partner receives the message before it expires, the receiving partner accepts the message. If the receiving partner receives the message after it expires, the receiving partner rejects the message.  ssl-client-type proxy   DestURL as2s as3 https ftp mq mqfte dpimsssl ebms2s ebms3s TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    SSLClientConfigType client  DestURL as2s https dpimsssl ebms2s ebms3s    SSLClientConfigType client  DestURL as2s as3 https ftp mq mqfte dpimsssl ebms2s TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ebms-mep one-way-push   DestURL ebms3 ebms3s   DestURL ebms3 ebms3s Message exchange pattern Message exchange pattern Select the message exchange pattern (MEP) to use. The MEP defines how a business partner exchanges messages with another business partner. The default value is one-way push.  ebms-mpc 128    DestURL ebms3 ebms3s  EBMSMessageExchangePattern one-way-push Message partition channel Message partition channel When the MEP is one-way pull, specify the message partition channel (MPC) to pull message from. In the one-way pull mode, a message remains in the MPC storage until the DataPower Gateway receives an authenticated and authorized pull request.  ebms-outbound-request-receipt off   DestURL ebms3 ebms3s Request receipt Whether to request a receipt for a sent message Controls whether to request a receipt signal for a sent ebMS3 message. The default behavior is off.  ebms-outbound-request-signed-receipt off    DestURL ebms3 ebms3s  EBMSOutboundRequestReceipt off Request signed receipt Whether to request the receipt to be signed Controls whether to request the receipt message to be signed. The default behavior is off.  ebms-outbound-receipt-reply-pattern    DestURL ebms3 ebms3s  EBMSOutboundRequestReceipt off  EBMSMessageExchangePattern one-way-pull Requested receipt reply pattern Specify the pattern to send the receipt signal. Specifies the pattern to send the receipt signal. The default behavior is response.  ebms-reception-awareness-notification off    DestURL ebms3 ebms3s  EBMSOutboundRequestReceipt off Reception awareness error notification Whether to notify the message producer when the receipt for a sent message is not received Controls whether to send a reception awareness error notification to the ebMS3 message producer. The default behavior is off. The DataPower Gateway reports a reception awareness error to the message producer if the receipt signal message is not received for a sent message.  ebms-reception-awareness-timeout 3 7200 300    DestURL ebms3 ebms3s  EBMSOutboundRequestReceipt off  EBMSOutboundReceptionAwarenessNotification off   EBMSOutboundReceiptReplyPattern Response  EBMSMessageExchangePattern one-way-push Reception awareness timeout Maximum number of seconds to wait for the receipt Specifies the maximum number of seconds to wait for the receipt signal. Enter a value in the range 3 - 7200. The default value is 300. If the DataPower Gateway does not receive the receipt signal message for a sent message after this time, the DataPower Gateway sends a reception awareness error notification to the message producer.  ebms-compress off   DestURL ebms3 ebms3s Compress messages Whether to compress messages Controls whether to compress the body of outbound ebMS messages. The default behavior is off.     Summary    Destinations                     Connection      AS Outbound Security               Advanced AS Behavior          Advanced AS3/FTP Settings      Advanced ebMS2 Settings      ebMS Outbound Security               ebMS Reliable Messaging   ebMS Advanced Feature    as1:// AS1 AS1 protocol identifier  as2:// AS2 AS2 protocol identifier  as2s:// AS2 over TLS AS2 over TLS protocol identifier  as3:// AS3 AS3 protocol identifier  ebms2:// ebMS2 ebMS2 protocol identifier  ebms2s:// ebMS2 over TLS ebMS2 over TLS protocol identifier  ebms3:// ebMS3 ebMS3 protocol identifier  ebms3s:// ebMS3 over TLS ebMS3 over TLS protocol identifier  http:// HTTP HTTP protocol identifier  https:// HTTPS HTTPS protocol identifier  ftp:// FTP FTP protocol identifier  sftp:// SFTP SSH FTP protocol identifier  dpnfs:// NFS NFS protocol identifier  dpmq:// IBM MQ, static IBM MQ protocol identifier for static routing  dpmqfte:// IBM MQ-FTE, static IBM MQ-FTE protocol identifier for static routing  mq:// IBM MQ, dynamic IBM MQ protocol identifier for dynamic routing  mqfte:// IBM MQ-FTE, dynamic IBM MQ-FTE protocol identifier for dynamic routing  idgmq:// IBM MQ, dynamic IBM MQ protocol identifier for dynamic routing  idgmqmft:// IBM MQ-FTE, dynamic IBM MQ-FTE protocol identifier for dynamic routing  dpwasjms:// WebSphere JMS WebSphere JMS protocol identifier  dptibems:// TIBCO EMS, static TIBCO EMS protocol identifier for static routing  dpsmtp:// E-mail over SMTP E-mail over SMTP protocol identifier  tibems:// TIBCO EMS, dynamic TIBCO EMS protocol identifier for dynamic routing  dpims:// IMS Connect IMS Connect protocol identifier  dpimsssl:// IMS Connect over TLS IMS Connect over TLS protocol identifier    XML XML  X12 X12  EDIFACT EDIFACT  Binary Binary  MDN MDN    Stylesheet Document Routing Preprocessor run as XSL stylesheet  GatewayScript Document Routing Preprocessor run as GatewayScript    XML XML Enables support for XML message bodies.  X12 X12 Enables support for EDI (Electronic Data Interchange) ANSI X12 message bodies.  EDIFACT EDIFACT Enables support for EDIFACT (Electronic Data Interchange for Administration, Commerce, and Transport) message bodies.  Binary Binary Enables support for Binary message bodies.    profile B2B Partner Profile B2B Partner Profile Specifies the name of the partner profile.  destination Profile Destination Profile Destination Specific the name of a destination for this partner profile. Without this property, the configuration uses the first destination.       HAEnabled on   Replication Remote Hostname Replication Remote Hostname The host name of the other appliance in the high availability cluster.  1 65535 1320   HAEnabled on   Replication Remote Port Replication Remote Port The TCP port of replication listener running on the other appliance in the high availability cluster. Replication Remote Host    Internal Internal partner Sets the partner as an internal partner. An internal partner receives inbound documents from the B2B Gateway and sends outbound documents to the B2B Gateway. An internal partner is a trading partner, probably in the same company, that implements some B2B processing logic and exchanges messages with the B2B Gateway with HTTP, IBM MQ, or some other non-AS protocol.  External External partner Sets the partner as an external partner. An external partner is a trading partner, usually in a separate company, that sends inbound documents to the B2B Gateway and receives outbound documents from the B2B Gateway using one of the supported B2B protocols.    Normal Normal mode.  Secure backup Secure backup with keys and certificates.    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set assigned to a specific HTTP proxy.  User name A user name The user name used for BasicAuth.    Password  Password (deprecated) A password The password associated with the user name used for BasicAuth.  Password Alias A password alias The password alias for the password associated with the user name used for BasicAuth.    2048 2048 2048 entries (the default).  65536 65536 65536 entries.  131072 131072 131072 entries.  262144 262144 262144 entries.  524288 524288 524288 entries.  1048576 1048576 1048576 entries.  2097152 2097152 2097152 entries.  4194304 4194304 4194304 entries.  8388608 8388608 8388608 entries. Internal Enqueue/Dequeue Buffer Sizes (power of 2) Internal Enqueue/Dequeue Buffer Sizes (power of 2)    Default Caches all failures.  Disable for all failures Caches no failures.  Disable for only LDAP connection failures Caches failures except LDAP connection errors.    Undefined The change type is unknown or undefined.  Commit The change is as a result of a call to the Commit method on the object.  Op-state The change is as a result of an op-state change on the object.    Fan CPU 1  Fan CPU 2  Fan chassis 1  Fan chassis 2  Fan chassis 3  Fan chassis 4  Fan chassis 5  Fan chassis 6  Fan chassis 7  Fan chassis 8  Fan tray 1 fan 1  Fan tray 1 fan 2  Fan tray 1 fan 3  Fan tray 1 fan 4  Fan tray 2 fan 1  Fan tray 2 fan 2  Fan tray 2 fan 3  Fan tray 2 fan 4  Fan tray 3 fan 1  Fan tray 3 fan 2  Fan tray 3 fan 3  Fan tray 3 fan 4  Hard disk tray fan 1  Hard disk tray fan 2  Fan 1A  Fan 1B  Fan 2A  Fan 2B  Fan 3A  Fan 3B  Fan 4A  Fan 4B  Fan 1  Fan 2  Fan 3 Chassis fan Identifies a cooling fan.    CPU 1 Fan mounted on CPU 1 This fan is mounted to CPU 1. It is not field replaceable.  CPU 2 Fan mounted on CPU 1 This fan is mounted to CPU 2. It is not field replaceable.  Fan Tray 1 Fan mounted in Fan Tray 1 This fan is mounted in Fan Tray 1. If that Fan Tray is field replaceable, this fan is field replaceable.  Fan Tray 2 Fan mounted in Fan Tray 2 This fan is mounted in Fan Tray 2. If that Fan Tray is field replaceable, this fan is field replaceable.  Hard Disk Drive Tray Fan mounted in Hard Disk Drive Tray This fan is mounted in the Hard Disk Drive Tray. This fan is field replaceable. Chassis Fan Location Identifies a cooling fan location.    OK Fan is OK This fan is present, and the measured speed is within the acceptable range.  Failed, Bad Speed Fan has failed due to speed This fan is present, and there is a speed reading available, and that speed reading is outside the acceptable range. This fan is not field replaceable, the entire unit must be replaced.  Failed, Bad Speed, Replaceable Fan has failed due to speed, field replaceable This fan is present, and there is a speed reading available, and that speed reading is outside the acceptable range. This fan is in a Field Replaceable Unit (FRU), which needs to be replaced. The Location indicates which FRU.  Failed, Missing Fan has failed due to speed There is no sensor reading available for this fan, probably because the Fan Tray is not in or connected to the system. Chassis Fan Status Identifies cooling fan status.    Request Signifies the input of a server-originated document.  Response Signifies the input of a client-originated document.  Fault Signifies a fault condition.  Authentication Complete Signifies the completion of an authentication process.    Name Specify the JWT claim name. Specify the name of the JWT claim. A claim name is always a string.  Value Specify the JWT claim value. Specify the value of the JWT claim.  Type Specify the data type of the JWT claim value. Specify the data type of the JWT claim value. The type can be string, boolean, or number.    String Indicate that the data type of the JWT claim value is string. The data type of the JWT claim value is set as string.  Boolean Indicate that the data type of the JWT claim value is boolean. The data type of the JWT claim value is set as boolean.  Number Indicate that the data type of the JWT claim value is number. The data type of the JWT claim value is set as number.    API Connect Uses API Connect for authentication.  Third-party Uses the specified user registry for authentication. Authenticate client options Options for authenticating client using extracted credentials    Authorization Code Use the authorization code grant type to obtain authorization. Uses the authorization code grant type to obtain authorization. When selected, the authorization request uses the 
                     response_type=code
                    parameter.  Implicit Use the implicit grant type to obtain authorization. Uses the implicit grant type to obtain authorization.  Resource Owner Password Credentials Use the resource owner password credentials grant type to obtain authorization. Uses the resource owner password credential grant type to obtain authorization.  Client Credentials Use the client credentials grant type to obtain authorization. Uses the client credentials grant type to obtain authorization.  Authorization Code with ID Token Response Use the authorization code grant type to obtain an access token and an ID token. Uses the authorization code grant type to obtain an access token and an ID token. When selected, the authorization request uses the 
                     response_type=code id_token
                    parameter.    1 255 Service name Service name Service name associated with the enterprise application.  Application host Host name or IP address of the application server. Specify the host name or IP address of the application server.  1 0xFFFF Application port Listening port on the application server Specify the listening port number of the application server.  0 86400 0 Server-side timeout Maximum idle time for a server connection in a transaction Seconds Specify the maximum idle time for server connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  maximum-connections 0 65535 100 Maximum connections Maximum number of concurrent client connections Specify the maximum number of concurrent client connections to the service. Enter a value in the range 0 - 65535. The value of 0 indicates an unlimited number of connections. The default value is 100.  TLS proxy profile TLS proxy profile to secure the connection to the application server Select a TLS proxy profile defined with the forward direction for TLS communications with the application server. The TLS proxy profile identifies the keys and certificates for the handshake.    3des 3DES EDE CBC algorithm  des DES CBC algorithm  rc2-128 128-bit RC2 CBC algorithm  rc2-64 64-bit RC2 CBC algorithm  rc2-40 40-bit RC2 CBC algorithm  aes-128 128-bit AES CBC algorithm  aes-192 192-bit AES CBC algorithm  aes-256 256-bit AES CBC algorithm    sha1 SHA-1 algorithm  md5 MD5 algorithm  sha256 SHA-256 algorithm  sha384 SHA-384 algorithm  sha512 SHA-512 algorithm    AAA Policy  Access Control List  Assembly Actions  B2B  Common commands  Compile Options  Configuration Management  Configuration  CRL  Quota Enforcement  Cryptography  Device Management  Diagnostics  Document Crypto Map  Domain  Failure Notification  File Management  Firewall Credentials  Flash  HTTP Service  Input Conversion Map  Interface  Load Balancer  Logging  Matching  Messages  Monitors  Multi-Protocol Gateway  IBM MQ Queue Manager  IBM MQ v9+ Queue Manager  Network  RADIUS  RBM  Schema Exception Map  Web Service Monitor  SNMP Settings  SQL Data Source  TLS Proxy Service  Processing Action  Processing Policy  Processing Rule  System  IBM Security Access Manager and Tivoli Federated Identity Manager  TCP Proxy Service  URL Map  URL Refresh Policy  URL Rewrite Policy  User Agent  User and User Group  Validation Credentials  Web Service Proxy  Web Services Management Agent  XML Firewall  XML Manager  XPath Routing Map  XSL Coprocessor  XSL Proxy  http  document-cache  parserlimit  rule  password-change  reserved    1 IMS Commit Mode 1.  0 IMS Commit Mode 0. Commit Mode Commit Mode                    XPath expression The expression to check for this conditional  Action The action to run if the expression was matched Map XPath condition to Action to run XPath condition to check and action to run if it is found. Used for the conditional action, this is a single condition which maps an XPath condition to search for in the input context to an action to run if it is found. If it is not found, then other conditions can be checked.    Device Address Local Management IP Address Identifies the local management IP address of the device to which the statement is applied. Leave blank for all.  Application Domain Application Domain Identifies the application domain to which the statement is applied. Select (none) for all.  Resource Type Resource Type Limits the statement to configuration with matching type. To match all types, select '(all resources)'.  Name Match Name Match PCRE Limits the statement to resources with the specified names. Use a PCRE to select groups of resource instances.  Configuration Property Configuration Property Name Limits the statement to the configuration property with the specified name.  Configuration Value Match Configuration Value Match PCR Limits the statement to configuration with matching property values. Use a PCRE Match Expression to select groups of configuration property values. Configuration Match URI    Add Configuration Add Configuration Setting  Delete Configuration Delete Configuration Setting  Change Configuration Change Configuration Setting    match ^[-_a-zA-Z0-9:.*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Value=myhost Configuration Match Configuration Match Matching configuration is modified. To create a match statement, type a correctly formatted resource match in the horizontal text box select Build. Selecting Build displays the Configuration Match Builder in a popup window. 
                     A match statement takes the following general form: 
                      Addr
                    / 
                     Domain
                    / 
                     Resource
                    [? 
                     Name=resource-name
                    & 
                     Property=property-name
                    & 
                     Value=property-value
                    ]   Addr Device Address. Specifies IP address or host alias. The value (*) matches all IP addresses.  Domain Application Domain. The name of the application domain. The value (*) matches all domains.  Resource Resource Type. The name of the resource type. The value (*) matches all resource types.  Name=resource-name An additional specification field, such as "Name". Limits the match statement to resources of the specified name. Use a PCRE to select groups of resource instances. For example, "Name=foo.*" would match all resources with names that start with "foo".  Property=property-name Property Name. The name of the configuration property. Limits the match statement to resources of the specified property. If change specified, set property-name to null string.  Value=property-value Property Value. Specifies the value for the configuration property. This property limits the match statement to resources with the specified property value.  type Modification Type Modification Type Selects the type of configuration modification.  name   Type add   Configuration Property Configuration Property Specifies the name of the property to add.  value   Type add change   Configuration Value Configuration Value Specifies the value of the added or changed property. To change a property value, you can use an explicit value or a value that contains a variable in the 
                     ${ 
                     variable
                    }
                    format. If you use variables, you need a deployment policy variable configuration to map the variable to its replacement value. For example, when the value is 
                     ${newName}
                    or 
                     ${newName}_Service
                    , a referenced deployment policy variable configuration must map the 
                     newName
                    variable to an explicit replacement value. Configuration Modification    Device Address Local Management IP Address Identifies the local management IP address of the device to which the statement is applied. Leave blank for all.  Application Domain Application Domain Identifies the application domain to which the statement is applied. Select (none) for all.  Resource Type Resource Type Limits the statement to configuration with matching type. To match all types, select '(all resources)'.  Name Match Name Match PCRE Limits the statement to resources with the specified names. Use a PCRE to select groups of resource instances.  Configuration Property Configuration Property Name Limits the statement to the configuration property with the specified name.  Configuration Value Match Configuration Value Match PCR Limits the statement to configuration with matching property values. Use a PCRE Match Expression to select groups of configuration property values. Configuration Match URI    Object Class The class type of the object. Specify the class type of the object.  Object Name The name of the object. Specify the name of the object for the corresponding class type.    Optimize for API Connect processing  Monitor changes for persistence  Apply to all objects  Mark objects as external  Delete files after processing    directory local:///  config local temporary Location Directory in the file system to watch for configuration file changes Specifies the directory where configuration files are stored. DataPower scans the directory for configuration files that match a given PCRE pattern and runs only the matching files. By default, this directory is also where DataPower stores the output files generated by running the configuration files.  access-profile Access profile Access profile that defines permissions to resources in the location Specifies a list of access policies to enforce when running the files in the location, each policy defines permissions to a specific group of resources. Location profile    Invalid Invalid configuration  Saved Persisted configuration  New New configuration  Modified Modified configuration  Deleted Deleted configuration  External External configuration Status Configuration status    WS-I BP 1.0 WS-I Basic Profile 1.0  WS-I BP 1.1 WS-I Basic Profile 1.1  WS-I AP 1.0 WS-I Attachments Profile 1.0  WS-I BSP 1.0 WS-I Basic Security Profile 1.0 Selected profiles Selected profiles    Never Never reject messages  Failure Reject messages with conformance failures  Warning Reject messages with conformance warnings or failures Reject Level Degree of nonconformance to cause the message to be rejected    Never Never record conformance reports  Failure Record conformance reports that indicate conformance failures  Warning Record conformance reports that indicate conformance warnings or failures  Always Always record conformance reports Record Report Level Degree of nonconformance to cause a conformance report to be recorded    Blocklist Blocklist Indicates patterns to reject.  Allowlist Allowlist Indicates patterns to accept. Control Type Select the control type    Domain Include the Domain attribute in the cookie.  Path Include the Path attribute in the cookie.  Secure Include the Secure attribute in the cookie. Indicates that the cookie is transmitted only over an encrypted connection.  HTTPOnly Include the HttpOnly attribute in the cookie. Indicates that the cookie is exposed only through HTTP and HTTPS channels. When this attribute is included, the cookie is not accessible through non-HTTP methods.  Max-Age Include the Max-Age attribute in the cookie.  Expires Include the Expires attribute in the cookie.  Custom attributes Include custom attributes in the cookie. Cookie attributes Select the attributes to include in the cookie.    None Neither sign nor encrypt The device does not perform any cryptographic action on outbound cookies.  Sign Encrypt the contents The device signs outbound cookies with the specified Key. When the client sends back the cookies, the device verifies and removes the signature.  Encrypt Sign the cookie The device encrypts the contents of outbound cookies with the specified Key. When the client sends back the cookies, the device unencrypts the contents. Cookie Security Processing Type    allow Allow Cookies Select how the client side of the inspected transaction handles cookies. The default value is Allow.  none Sign or Encrypt Cookies Specify whether the device signs/verifies, encrypts/decrypts, or neither on the cookies for the application. The default value is None.  secret    UseSharedSecretObject on  Type sign encrypt Secret Key Passphrase Signing or encrypting cookies requires a secret passphrase for the cryptographic operation. If this key is the same on multiple devices, then each device can statelessly verify or decrypt a cookie generated by another device.  on   Type sign encrypt IP Address specific Cookies Normally the signed or encrypted cookie contains the client IP address and this prevents the client from using this cookie from any other host. Some proxy server environments may make this undesirable. Turning this property off will make the generated cookies address independent.  request-cookie-gnvc Cookie Content Name-Value Profile Name-value validation profile for cookie contents The name-value profile for cookie contents. If not present, no profile is enforced. The profile allows you to validate data members of the cookie, filter out unknown ones, or map certain names to known values.  off   Type sign encrypt Use Shared Secret Key Signing or encrypting cookies using the shared secret A shared secret signs or encrypts the cookie when enabled. The default value is disabled.    Increment Increase the current count. When the count limit is exceeded, an error is generated.  Decrement Decrease the current count. If the current count is zero, the count is not changed. Action Action to apply to the count limit.    name Name Count limit name The name of the count limit.  action Action Count limit action The action to apply to the count limit count. Count Limit Information Count limit name and action. Describes a count limit and action.    Name The threshold name Enter the name of the threshold. This name appears in the log files when the threshold is reached.  Interval The measurementinterval ms Enter the measurement interval in milliseconds. One second is expressed as 1000 here.  1 Rate Limit The threshold value messages Specify the threshold value as a number of messages. A monitored message type that exceeds this value over the measurement interval specified by the Interval property is subject to the policy identified by the Action values list.  Burst Limit Maximum allowed burst messages Specify the maximum allowed message burst. Use a value approximately twice the value of Rate Limit.  Action Monitor policy Select the monitor policy implemented by the monitor when the target message type exceeds the threshold value. This is a list of Message Filter Actions. Click the + button to create a new action.    All Source address monitoring and information gathering is aggregated for the address range.  Each IP Source address monitoring and information gathering is individualized for all IP addresses in the address range.  IP from Header Source address monitoring and information gathering is individualized for all IP addresses in the address range. IP addresses are determined by the value of the specified HTTP header. Count Monitor Source    Requests Increase on client request Increases the counter on the receipt of a client request of the target message type.  Responses Increase on server response Increases the counter on the receipt of a server response of the target message type.  XPath Increase on function call Increases the counter on a call to the dp:increment-integer extension function from a custom stylesheet.  Errors Increase on error Increases the counter on specific error responses. Responses that increment the counter are: connection errors, errors returned from the server and error rules from a multistep process. Count Monitor Type    Sender Sender action binding  Receiver Receiver action binding    name 128 Action ID ID of action binding Specifies an ID for naming the action  value 128 Action Value Value of action Specifies the value of Action. For outbound message, the value will be used in the Action element of the ebXML Message Header; for inbound transaction, the Action value will be used to identify the action binding for processing the incoming message within the Service.  capability cansend Capability Type of action binding Specifies the type of this action binding.  sender-setting   Capability cansend   Capability cansend Sender Setting Setting for this sender action Specifies the name of sender setting to bind. A sender setting defines the Message-sending characteristics in Delivery Channels. It consists of document-exchange configurations and transport configurations.  receiver-setting   Capability canreceive   Capability canreceive Receiver Setting Setting for this receiver action Specifies the name of receiver setting to bind. A receiver setting defines the Message-receiving characteristics in Delivery Channels. It consists of document-exchange configurations and transport configurations.     Summary       Action    never Indicates that the incoming message should not have the request element present else it will fail.  always Indicates that the incoming message should have the request element present else it will fail.  perMessage Indicates that whether the request element present is a "perMessage" basis. And the request will be used for processing the inbound message in question.    never Do not make the particular request  always Make the particular request    Protocol Protocol defined character set  ASCII US-ASCII (7 bit)  UTF-8 UTF-8  Big5 Big5 CP950 Chinese (Traditional)  Cp1250 Windows Central European and Eastern European  Cp1251 Windows Cyrillic  Cp1252 Windows Latin-1  Cp1253 Windows Greek  Cp1254 Windows Turkish  Cp1255 Windows Hebrew  Cp1256 Windows Arabic  Cp1257 Windows Baltic, UDB/Latvia, Lithuanian  Cp1258 Windows Vietnamese  EUC-JP EUC-JP Japanese  EUC-KR EUC-KR Korean  GB18030 GB18030 Chinese  GB2312 GB2312 Chinese (Simplified)  ISO-2022-JP ISO-2022-JP Japanese  ISO-2022-KR ISO-2022-KR Korean  ISO-8859-1 ISO-8859-1 Latin 1 including Albanian, Catalan, Danish, Dutch, English, Finnish, French, German, Italian, Norwegian, Portuguese, Spanish, and Swedish  ISO-8859-2 ISO-8859-2 including Bosnian, Croatian, Czech, Hungarian, Polish, Romanian, Slovakian, and Slovenian  ISO-8859-4 ISO-8859-4 including Estonian, Greenlandic, Latvian, Lithuanian, and Sami  ISO-8859-5 ISO-8859-5 including Belarusian, Bulgarian, Kazakh, Macedonian, Russian, Serbian, Turkish, and Ukrainian  ISO-8859-6 ISO-8859-6 Arabic  ISO-8859-7 ISO-8859-7 Greek  ISO-8859-8 ISO-8859-8 Hebrew  ISO-8859-9 ISO-8859-9 UDB/Turkish  ISO-8859-15 ISO-8859-15 Latin9  SJIS Shift-JIS Japanese  TIS620 TIS620 Thai  UTF16-LE UNICODE Little-Endian Credential Character Set Credential Character Set    OK  Revoked Default Certificate Status Default Certificate Status    Ignore Ignores the certificate extension, if present.  Require Requires checks against, but does not fetch, the CRLs in the X.509 CRL Distribution Point extensions. If any CRL in a CRL Distribution Point extension no longer exists in the CRL cache, the certificate validation fails. X.509 CRL Distribution Points Handling X.509 CRL Distribution Points Handling    Policy name The name of the CRL retrieval policy Enter the name of the CRL retrieval policy.  Protocol The protocol to obtain the CRL Select the protocol to obtain the CRL from the authority.  issuer Issuer validation credentials Certificates of CRL issuer The validation credentials to verify the authenticity of the CRL issuer and, therefor, the CRL. The certificate that the CRL issuer uses must be in the validation credentials for the CRL to be valid.  refresh 1 1440 240 Refresh interval Interval between CRL updates minutes The interval in minutes between CRL updates. Enter a value in the range 1 - 1440. The default value is 240.  default-status ok Default status Certificate status if there is no current CRL available The default status of a certificate if no current CRL is available in the cache.  ssl-profile   SSLClientConfigType proxy Cryptographic profile (deprecated) The cryptographic profile is deprecated. Use a TLS client profile. A profile that describes the TLS credentials and configuration to establish a secure connection to fetch the CRL.  fetch-url ^https?://\[?[-_a-z0-9A-Z.:]+\]?(:[0-9]+)?/[ -~]*$ http://foo.com/crl   FetchType http   Fetch URL URL of the Certificate Revocation List A URL that specifies the location of the CRL.  remote-address   FetchType ldap   LDAP server LDAP Host name or IP address Specify the host name or IP address of the LDAP server to obtain the CRL.  389   FetchType ldap   LDAP port LDAP port The remote LDAP port. Enter a value in the range 1 - 65535. The default value is 389. For LDAP over TLS, the standard port is 636.  read-dn   FetchType ldap   LDAP read DN LDAP DN of issuing CA A string containing the DN of the CA that issued the target CRL.  bind-dn   FetchType http LDAP bind DN LDAP DN to login A string containing the DN to login to the LDAP server.  bind-pass    FetchType http  BindPass  LDAP bind password (deprecated) LDAP bind password A string containing the password to login to the LDAP server. Use the LDAP bind password.  bind-pass-alias   FetchType http LDAP bind password alias LDAP bind password alias A string containing the password alias of the password to login to the LDAP server.  ldap-version v2   FetchType http LDAP version LDAP version The LDAP server version.  ldap-readtimeout 0 86400 60   FetchType http LDAP Read Timeout Number of seconds to wait for a response from the LDAP server before the DataPower Gateway closes the connection seconds The number of seconds to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.        HTTP Use HTTP  LDAP Use LDAP CRL Fetch Type CRL fetch protocol    XML Canonicalization, version 1.0 Inclusive XML Canonicalization, version 1.0 (c14n)  Exclusive XML Canonicalization Exclusive XML Canonicalization (exc-c14n)  XML Canonicalization with Comments, version 1.0 Inclusive XML Canonicalization, version 1.0, with comments (c14n-comments)  Exclusive XML Canonicalization with Comments Exclusive XML Canonicalization with comments (exc-c14n-comments)  XML Canonicalization, version 1.1 Inclusive XML Canonicalization, version 1.1 (c14n11)  XML Canonicalization with Comments, version 1.1 Inclusive XML Canonicalization, version 1.1, with comments (c14n11-comments) Canonicalization Algorithm The XML canonicalization algorithm and version used for signing.    OpenSSH pubkey The OpenSSH public key format used in authorized_keys files. Convert Certificate Output Format Output format for a converted certificate    OpenSSH pubkey The OpenSSH public key format used in authorized_keys files. This format does not contain any private fields of the key (only public ones). Convert Key Output Format Output format for a converted key    3DES-CBC http://www.w3.org/2001/04/xmlenc#tripledes-cbc  AES128-CBC http://www.w3.org/2001/04/xmlenc#aes128-cbc  AES192-CBC http://www.w3.org/2001/04/xmlenc#aes192-cbc  AES256-CBC http://www.w3.org/2001/04/xmlenc#aes256-cbc  AES128-GCM http://www.w3.org/2009/xmlenc11#aes128-gcm  AES192-GCM http://www.w3.org/2009/xmlenc11#aes192-gcm  AES256-GCM http://www.w3.org/2009/xmlenc11#aes256-gcm Encryption Algorithm The encryption algorithm to use.    Use Ephemeral Key Transported by Asymmetric Algorithm   Use Symmetric Key Directly   Use Ephemeral Key Wrapped by a Symmetric Key  Encryption Key Type Type of Encryption Key being Used Specify what the bulk encyption key is and how it is protected, whether an ephemeral key transported by X509 key/cert pair with an asymmetric algorithm, a session key protected by a security token, or an ephemeral key being encrypted by a symmetric key from a security token.    Element Encrypt an XML element and its content.  Content Encrypt the content of an XML element but not the element itself. Encryption Type The form of encryption to use.    Not applicable  Not initialized  2  3 Crypto accelerator FIPS 140-2 level Crypto accelerator FIPS 140-2 level    Not applicable  Crypto user (CU)  Crypto officer (CO) Crypto accelerator FIPS 140-2 role Crypto accelerator FIPS 140-2 role    Fully operational  Fully disabled  Partially disabled  Uncertified HSM firmware detected  HSM is uninitialized  HSM needs power cycle  HSM driver reload failed  HSM password login failed  HSM credentials not found  Microcode load failed  Microcode file not found  Runtime error detected    Not detected  Type 1  Type 2  HSM 1  HSM 2  HSM 3  Type 3 Crypto acceleration card    Exclusive XML Canonicalization Exclusive XML Canonicalization (exc-c14n)  Exclusive XML Canonicalization with Comments Exclusive XML Canonicalization with comments (exc-c14n-comments) Canonicalization Algorithm The exclusive XML canonicalization algorithm used for signing.    HSM KWK Use HSM-generated key-wrapping key encryption Encrypts the package with an HSM-generated key wrapping key. Crypto Export Encryption Encryption method for the export package The encryption method for the export package when the package contains a key object.    sha1 http://www.w3.org/2000/09/xmldsig#sha1  sha256 http://www.w3.org/2001/04/xmlenc#sha256  sha512 http://www.w3.org/2001/04/xmlenc#sha512  ripemd160 http://www.w3.org/2001/04/xmlenc#ripemd160  sha224 http://www.w3.org/2001/04/xmldsig-more#sha224  sha384 http://www.w3.org/2001/04/xmldsig-more#sha384  md5 http://www.w3.org/2001/04/xmldsig-more#md5 Message Digest Algorithm The hash algorithm for the generated message digest.    hmac-sha1 http://www.w3.org/2000/09/xmldsig#hmac-sha1  hmac-sha224 http://www.w3.org/2001/04/xmldsig-more#hmac-sha224  hmac-sha256 http://www.w3.org/2001/04/xmldsig-more#hmac-sha256  hmac-sha384 http://www.w3.org/2001/04/xmldsig-more#hmac-sha384  hmac-sha512 http://www.w3.org/2001/04/xmldsig-more#hmac-sha512  hmac-ripemd160 http://www.w3.org/2001/04/xmldsig-more#hmac-ripemd160  hmac-md5 http://www.w3.org/2001/04/xmldsig-more#hmac-md5 HMAC signing algorithm HMAC signing algorithm. The default value is hmac-sha1.    Private Key  Public Key  Secret Key HSM Key Type    Crypto User (CU)  Crypto Officer (CO) FIPS 140-2 Role FIPS 140-2 Role The FIPS 140-2 role to use at the next boot.    None Disable no aspect of the cryptographic hardware.  All Disable all aspects (both the random number generator and the RSA functionality) of the cryptographic hardware.  RSA Only disable the RSA functionality of the cryptographic hardware. The random number generator of the cryptographic hardware is available for pseudo-random number generator seeding. Disable cryptographic Hardware Aspects of the cryptographic hardware to disable for the next firmware reload.    1.1  1.1 (GSS)  1.1 RFC 1510  1.1 RFC 1510 (GSS)  1.1 RFC 4120  1.1 RFC 4120 (GSS)  1.1 Draft  1.1 Draft (GSS)  1.0 Draft WS-Security Kerberos Token Profile BinarySecurityToken ValueType    rsa-pkcs1 http://www.w3.org/2001/04/xmlenc#rsa-1_5  rsa-oaep http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p  rsa-oaep-11 http://www.w3.org/2009/xmlenc11#rsa-oaep Asymmetric Key Encryption Algorithm The asymmetric key encryption algorithm to use.    kw-tripledes http://www.w3.org/2001/04/xmlenc#kw-tripledes  kw-aes128 http://www.w3.org/2001/04/xmlenc#kw-aes128  kw-aes192 http://www.w3.org/2001/04/xmlenc#kw-aes192  kw-aes256 http://www.w3.org/2001/04/xmlenc#kw-aes256 Symmetric Key Encryption Algorithm The symmetric key encryption algorithm to use.    Permissive This mode allows all algorithms.  FIPS 140-2 Level 1 This mode bans the algorithms that are not allowed in FIPS 140-2 Level 1. The banned algorithms include Blowfish, CAST, DES, MD2, MD4, MD5, RC2, RC4, and RIPEMD. This mode also bans RSA keys less than 1024 bits and disables the cryptographic hardware that is not FIPS validated. Appliance-Wide Cryptographic Mode The appliance-wide cryptographic mode.    sha1 http://www.w3.org/2009/xmlenc11#mgf1sha1  sha224 http://www.w3.org/2009/xmlenc11#mgf1sha224  sha256 http://www.w3.org/2009/xmlenc11#mgf1sha256  sha384 http://www.w3.org/2009/xmlenc11#mgf1sha384  sha512 http://www.w3.org/2009/xmlenc11#mgf1sha512 OAEP MGF Algorithm The MGF algorithm to use for OAEP padding with asymmetric key encryption.    Private Key  Certificate Crypto Object Type Crypto Object Type    Encrypt Encrypt, using standard XML encryption, the elements that are indicated by the XPath expression.  Encrypt (WS-Security) Encrypt using WS-Security encryption Encrypts, using WS-Security encryption, the elements that are indicated by the XPath expression.  Decrypt Decrypts the elements that are indicated by the XPath expression.  Sign (WS-Security) Sign using WS-Security signature Signs, using WS-Security signature, the elements that are indicated by the XPath expression.    rsa-sha1 http://www.w3.org/2000/09/xmldsig#rsa-sha1  dsa-sha1 http://www.w3.org/2000/09/xmldsig#dsa-sha1  rsa-sha256 http://www.w3.org/2001/04/xmldsig-more#rsa-sha256  rsa-sha384 http://www.w3.org/2001/04/xmldsig-more#rsa-sha384  rsa-sha512 http://www.w3.org/2001/04/xmldsig-more#rsa-sha512  rsa-ripemd160 http://www.w3.org/2001/04/xmldsig-more/rsa-ripemd160  rsa-ripemd160-2010 http://www.w3.org/2001/04/xmldsig-more#rsa-ripemd160  rsa-md5 http://www.w3.org/2001/04/xmldsig-more#rsa-md5  rsa http://www.w3.org/2000/09/xmldsig#rsa-sha1  dsa http://www.w3.org/2000/09/xmldsig#dsa-sha1 Signing algorithm Signature method for signing. The signature method for signing.    PKIX Public Key Infrastructure (PKIX) standard  MS-WSE Form used in Microsoft WSE version 1 SKI type The form of the Subject Key Identifier to use.    MIME Content Only  Process MIME part content only.  MIME Content and Header  Process both MIME part content and MIME part header. SwA Transform Determines whether only the MIME part content is processed or whether both the MIME part content and header are processed    1.1  1.0 SwA Version The version of WS-Security SOAP Messages with Attachment (SwA) Profile    Match exact certificate or immediate issuer The validation credentials contain either the exact peer certificate to match or the immediate issuer's certificate, which could be an intermediate CA or a root CA. This mode is maintained for backwards compatibility but Exact Match or PKIX are better choices in most cases.  Full certificate chain checking (PKIX) The complete certificate chain is checked from subject to root when using the validation credentials for certificate validation. Validation succeeds only if the chain ends with a root certificate in the validation credentials. Non-root certificates in the validation credentials are used as untrusted intermediate certificates. Additional untrusted intermediate certificates are obtained dynamically from the context at hand (TLS handshake messages, PKCS#7 tokens, PKIPath tokens, and so forth).  Match exact certificate The validation credentials contain the exact peer certificate to match. This mode is useful when you want to match the peer certificate exactly, but that certificate is not necessarily a self-signed (root) certificate.    Direct Reference A BinarySecurityToken is placed in the message and a Reference element with a URI fragment pointing to the BinarySecurityToken is used to refer to it.  KeyIdentifier A reference is made using a KeyIdentifier element with a SubjectKeyIdentifier ValueType and content.  ThumbPrintSHA1 A reference is made using a KeyIdentifier element with a ThumbPrintSHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the "WS-Security Version" is set to at least 1.1.  ThumbprintSHA1 A reference is made using a KeyIdentifier element with a ThumbprintSHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the "WS-Security Version" is set to at least 1.1.  X509IssuerSerial A reference is made using an X509IssuerSerial element that identifies a certificate by its X.509 Issuer and Serial Number. Token Reference Mechanism The method used to reference the security token in a WS-Security message.    Direct Reference A BinarySecurityToken is placed in the message and a Reference element with a URI fragment pointing to the BinarySecurityToken is used to refer to it.  Key Identifier A reference is made using a KeyIdentifier element with a SubjectKeyIdentifier ValueType and content.  ThumbPrintSHA1 A reference is made using a KeyIdentifier element with a ThumbPrintSHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the WS-Security Version is set to at least 1.1.  ThumbprintSHA1 A reference is made using a KeyIdentifier element with a ThumbprintSHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the WS-Security Version is set to at least 1.1.  EncryptedKeySHA1 A reference is made using a KeyIdentifier element with an EncryptedKeySHA1 ValueType and content. This is a WS-Security 1.1 feature. It should only be used if the WS-Security Version is set to at least 1.1.  X509IssuerSerial A reference is made using an X509IssuerSerial element that identifies a certificate by its X.509 Issuer and Serial Number. Token Reference Mechanism The method used to reference the security token in a WS-Security message.    #X509 Generates http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509  #X509v3 Generates http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3 X.509 Token Profile 1.0: BinarySecurityToken ValueType  Controls the value of BinarySecurityToken/@ValueType and of SecurityTokenReference/Reference/@ValueType when referring to a BinarySecurityToken that is an X.509 token. Because of the differences between the final WS-Security 1.0 standards and the multiple draft versions of its errata document, different values of the ValueType attribute are used by different WS-Security implementations. Compatibility with certain versions of .NET Web Services Enhancements (WSE) might require setting this option to #X509v3. Compatibility with certain versions of WebSphere might require setting this option to #X509. This setting is relevant only if the X.509 token type parameter is X.509.    #X509v3SubjectKeyIdentifier Generates http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3SubjectKeyIdentifier  #X509SubjectKeyIdentifier Generates http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509SubjectKeyIdentifier X.509 Token Profile 1.0: KeyIdentifier ValueType  Controls the value of KeyIdentifier/@ValueType. Because of the differences between the final WS-Security 1.0 standards and the multiple draft versions of its errata document, different values of the ValueType attribute are used by different WS-Security implementations. Compatibility with certain versions of .NET Web Services Enhancements (WSE) might require setting this option to #X509SubjectKeyIdentifier. Compatibility with certain versions of WebSphere might require setting this option to #X509v3SubjectKeyIdentifier. This option is relevant only when the WS-Security Version is 1.0 and the Token Reference Mechanism is KeyIdentifier.    X.509 Single certificate An X.509 signature-verfication certificate. (URI #X509v3)  PKCS#7 Set of certificates and CRLs A list of X.509 certificates and (optionally) CRLs packaged in a PKCS#7 wrapper. (URI #PKCS7)  PKIPath Certificate path An ordered list of X.509 certificates that are packaged in a PKIPath. (URI #X509PKIPathv1) X.509 Token Type  Determines the WS-Security X.509 Binary Security Token "TokenType" attribute for the created token    1.3   1.2   1.1  WS-Trust or WS-SecureConversation version The version of WS-Trust or WS-SecureConversation specifications to use. Generally, these specifications are updated at the same time.    On Enables the probe to contain a specified number of transactions Enables the probe to contain the number of transactions that is defined by the debug history.  Off Disables the probe Disables the probe.  Unbounded Enables the probe to contain 250 transactions Enables the probe to contain 250 transactions. This property is equivalent to specifying a debug history value of 250 transactions. Multistep Probe Controls for Multistep Probe Select the behavior of the probe.    Private Key Private Key  Shared Secret Key Shared Secret Key    Long-term support Long-term support Long-term support (LTS) releases are intended for customers who demand the highest level of stability. Updates during the support period contain fixes to identified problems and vulnerabilities.  Continuous delivery Continuous delivery Continuous delivery (CD) releases add new function on a regular cadence and are intended for customers who want to exploit the latest features and capabilities without waiting for the next LTS release. Each CD release contains fixes to identified problems and vulnerabilities. Delivery type Delivery type Delivery type    Variable Name Deployment policy variable name. Specify the name of the deployment policy variable.  Variable Value Deployment policy variable value. Specify the corresponding value of the deployment policy variable.    Enable  Disable    IEEE IEEE Binary Float Representation If binary float representation is not calculated from transport headers, then the value defaults to IEEE.  S/390 S/390 Binary Float Representation If binary float representation is not calculated from transport headers, then the value defaults to S/390. DFDL Default Binary Float Representation    Big Endian Big endian byte ordering If byte order is not calculated from transport headers, then the value defaults to big endian.  Little Endian Little endian byte ordering If byte order is not calculated from transport headers, then the value defaults to little endian. DFDL Default Byte Order    LF Line Feed Line Feed (U+000A)  CR Carriage Return Carriage Return (U+000D)  CRLF Carriage Return / Line Feed Carriage Return / Line Feed (U+000D U+000A)  NEL Next Line Next Line (U+0085)  LS Line Separator Line Separator (U+2028)    sha1 SHA-1 algorithm Indicates SHA-1 algorithm.  sha256 SHA-256 algorithm Indicates SHA-256 algorithm.    IPv4 Prefer IPv4 addresses. IP version 4.  IPv6 Prefer IPv6 addresses. IP version 6.    Round robin Rotate among the DNS servers in listed order. The round robin algorithm contacts DNS servers in the listed order. Each new connection is forwarded to the next server in the list.  First alive Use the first healthy DNS server. The first alive algorithm uses a primary and one or more backup servers. When the primary server is up, all connections are forwarded to this server. When the primary server is not up, connections are forwarded to backup servers. The primary server is the first server in the list. Load Balance Algorithm    match URL Match Expression URL match regular expression Provide a literal or wildcard expression to define a URL set included in the cache policy. The following wildcard characters are available. 
                       asterisk (*) Matches 0 or more occurrences of any character.  question mark (?) Matches one occurrence of any single character.  brackets ( [ ] ) Defines a character or numeric range. For example, 
                             [1-5]
                            matches 1, 2, 3, 4, or 5, while 
                             xs[dl]
                            matches xsd or xsl.  type protocol Policy Type Document cache policy type Select the cache type. The cache type determines whether to cache documents and the mechanism to use to remove cached entries. The default value is Protocol-Based.  ttl 5 31708800 900   Type fixed   Type protocol no-cache TTL Document lifetime seconds Sets the validity period in seconds for documents in the cache. TTL applies to only the 
                     Fixed
                    policy type. Enter a value in the range 5 - 31708800. The default value is 900.  priority 1 255 128 Priority Document priority  Specifies the priority of a document to add to or remove from the cache. The greater the value, the higher its priority. Enter a value in the range 1 - 255. The default value is 128.  When adding documents, the cache uses the policy with the highest priority. If the document matches multiple policies with the same priority, the cache uses the first matching policy in the alphabetized list. When removing documents, the cache removes documents that were added by policies with the lowest priority. If multiple documents have the same priority, the cache removes the document that was least recently accessed. When you define multiple policies, the DataPower Gateway retains the policies in an alphabetized list. The DataPower Gateway evaluates candidate documents against each policy. Consequently, the priority of policies is important to ensure that the DataPower Gateway caches candidate documents for the appropriate validity period.  Use a high priority for policies that you want to cache. Use a low priority for generic policies. For example, set the priority to 1 when 
                             *
                            or 
                             *.xml
                            is the match pattern.  xc10-grid   Type no-cache Cache Grid The name of the Cache Grid The eXtreme Scale grid configuration to use for caching documents.  cache-backend-response off   Type no-cache Cache Back-end Responses Specifies whether to cache back-end responses Caches responses to requests from back-end servers.  http-cache-validation off   Type no-cache HTTP Cache Validation Allow HTTP cache validation with the origin server. When a requested HTTP document results in a cache hit, HTTP cache validation with the origin server is performed.  return-expired off   Type no-cache Return Expired Document Whether to return expired documents  In the following situations, whether to return expired content when a client requests it. 
                          The DataPower Gateway cannot establish a connection with the origin server. The document cache is getting the newest version from the origin server. A document might persist in the cache after the document is expired. When enabled, the cached document is returned even though it is potentially stale. A warning header indicates that the document is stale.  rest-invalidation off    Type no-cache  CacheUnsafeResponse on RESTful Invalidation RESTful invalidation Invalidate document cache on unsafe requests. For example, HTTP GET requests are safe requests that do not change the internal state of the server. When an HTTP POST to the same URL occurs, the cache needs to be invalidated because the internal state of the server might have changed. The next GET request must contact the origin service to update the cache with any changes.  cache-unsafe-response off    Type fixed  RESTInvalidation on Cache Response to POST and PUT Requests Cache Response to POST and PUT Requests Caches responses to POST and PUT requests when the cache policy type is set to fixed. The response to these requests is the result of an action on the server that might change its resource state. You might want to cache responses to these requests when you know that the action (for example: HTTP POST) will not change the server state.    Protocol-Based  Caches documents that match the URL expression. HTTP caching rules, as defined in Section 13 of RFC 2616 "Hypertext Transfer Protocol -- HTTP 1.1", specify the cache-lifetime. Policy is set using the following criteria. 
                          If the document does not contain a 
                             Date
                            or 
                             Last-Modified
                            header, do not cache. If the document contains a 
                             Vary
                            header, do not cache. If the document contains an HTTP 1.1 
                             Cache-Control
                            header, cache and use the contents of that field to determine its cache-lifetime. If the document contains an HTTP 1.0 
                             Expires
                            header, cache and use the contents of that field to determine its cache-lifetime. If the document contains a 
                             Last-Modified
                            header, cache and use the contents of that field in conjunction with the 
                             Date
                            header to determine its cache-lifetime. The cache-lifetime cannot exceed 8 hours.  No Cache Does not cache documents that match the URL expression.  Fixed Caches documents that match the URL expression. The TTL specifies the validity period for the document in seconds. Document Cache Policy Type Document cache policy type    Local The domain configuration is on the DataPower Gateway.  Import from remote server The domain configuration is on a remote server. The configuration is imported each time the domain is started. When selected, enter the URL and format of the configuration file.    Domain scope mode Configuration file permissions are limited to the current domain. That is, configuration files cannot modify the configuration in other domains.  Global access profile mode Configuration file permissions are subject to the global domain access profile.  Specific access profile mode Configuration file permissions are subject to a specific access profile. For example, permissions to configuration files in a certain local are subject to the access profile that is associated to that local.    Allow files to be copied from  Files can be copied from the 
                         local:
                        directory.  Allow files to be copied to  Files can be copied to the 
                         local:
                        directory.  Allow files to be deleted  Files can be deleted from the 
                         local:
                        directory.  Allow file content to be displayed  File content can be displayed for the 
                         local:
                        directory.  Allow files to be run as scripts  Files in the 
                         local:
                        directory can be run as scripts.  Allow subdirectories to be created  Subdirectories can be created in the 
                         local:
                        directory.    Enable auditing Generate audit events.  Enable logging Generate log events.    HIDDEN -Allow HTTP URL protocol HIDDEN -Enable processing of 'http://' URLs in this domain.  HIDDEN -Allow HTTPS URL protocol HIDDEN -Enable processing of 'https://' URLs in this domain.  HIDDEN -Allow SNMP URL protocol HIDDEN -Enable processing of 'snmp://' URLs in this domain.  HIDDEN -Allow FTP URL protocol HIDDEN -Enable processing of 'ftp://' URLs in this domain.  HIDDEN -Allow mailto URL protocol HIDDEN -Enable processing of 'mailto:' URLs in this domain.  HIDDEN -Allow IBM MQ URL protocol HIDDEN -Enable processing of 'mq://' URLs in this domain.    String  NodeSet    Use Dynamically Configured Recipient Certificate For Encryption  Disable Timestamp Check for Signature Verification  Preserve Decryption Key Material  Disable TLS Cipher Suite Check  Enable Verbose Error Reporting  Disable SAML Validation DataPower Specific Features WS-Security Policy: This turns on DataPower specific features    All Signatures Verify all signatures.  HMAC Signatures Verify only the signatures with symmetric signing methods. Verification fails if an RSA/DSA signature is found.  RSA/DSA Signatures Verify only the RSA/DSA signatures with asymmetric signing methods. Verification fails if an HMAC signature is found. Signature Verification Type    Average Required Keyword Duration Filter Type    Name The threshold name Enter the name of the threshold. This name appears in the logs when the threshold action is taken.  average Type Threshold type Retain the default value.  Value The threshold value ms Enter the threshold value in milliseconds.  Action Monitor policy Select the monitor policy (Message Filter Action) implemented by the monitor when the target message type exceeds the threshold value. Click the + button to create a new action.    Messages The time interval between the receipt of a client request to the transmission of the associated server response. This interval is the full transaction cycle.  Requests The time interval between the receipt of a client request to its transmission to the target server. This interval is the time spent by the DataPower device in processing a client request.  Server The interval between the transmission of a client request to the server and the receipt of its associated server response. This interval is the server processing time.  Responses The interval between the receipt of a server response and its transmission to the target client. This interval is the time spent by the DataPower device in processing a server response. Duration Monitor Type    None  Do not use dynamic configuration. Users must define the configuration of the AAA policy at commit time.  Current AAA policy as template  Use dynamic configuration and use the configuration of the current AAA policy as the template. When selected, the properties that the dynamic configuration custom URL returns overwrite those in the current AAA policy.  External AAA policy as template  Use dynamic configuration and use the configuration of an external AAA policy as the template. When selected, the external AAA policy overwrites the current AAA policy. Then the properties that the dynamic configuration URL returns overwrite those in the specified external AAA policy. Dynamic configuration    One-way push One-way push message exchange pattern In the one-way push pattern, the initiator is the business partner that sends the message. The responder is the business partner that receives the message.  One-way pull One-way pull message exchange pattern The initiator is the receiver. The receiver determines which message it wants to receive first and when it is ready to receive messages. The sender becomes the responder. When an initiator is ready to receive messages, the initiator notifies its message service handler (MSH), in our case, the DataPower Gateway, to send a pull request signal to the MSH of the responder.    Username token Username token to authenticate pull request When a username token is selected for authentication, the MPC expects a username to be carried with the pull request and use the username to match the payload.  Validation credential Validation credential to authenticate pull request When a validation credential is selected for authentication, the MPC expects a certificate to be carried in the pull request, matches the certificate against the MPC validation credential, and use the validation credential name to match the payload.    Response Request for synchronous reply of receipt and error signal Request the receiver to send the receipt and error signal messages over a synchronous connection.  Callback Request for asynchronous reply of receipt and error signal Request the receiver to send the receipt and error signal messages over an asynchronous connection.    dsa-sha1 http://www.w3.org/2000/09/xmldsig#dsa-sha1  rsa-sha1 http://www.w3.org/2000/09/xmldsig#rsa-sha1  rsa-sha256 http://www.w3.org/2001/04/xmldsig-more#rsa-sha256  rsa-sha384 http://www.w3.org/2001/04/xmldsig-more#rsa-sha384  rsa-sha512 http://www.w3.org/2001/04/xmldsig-more#rsa-sha512  rsa-ripemd160 http://www.w3.org/2001/04/xmldsig-more/rsa-ripemd160  rsa-ripemd160-2010 http://www.w3.org/2001/04/xmldsig-more#rsa-ripemd160  rsa-md5 http://www.w3.org/2001/04/xmldsig-more#rsa-md5 Signing Algorithm    mshSignalsOnly Request for synchronous reply of Acknowledgment/Error message Request for acknowledgment/error documents to be sent back over a synchronous connection.  none Not request for synchronous reply of Acknowledgment/Error message Do not request receiver to send acknowledgment/error documents back in a synchronous connection.    (none) Uses the encoding set by the IMS Connect Handler or by a transform action in the processing policy.  Default Uses the encoding set by the message.  UTF8 Uses UTF8 encoding.  UCS2 Uses UCS2 encoding.  UTF16 Uses UTF16 encoding. Encoding scheme Unicode encoding schema    Internal System Key Internal System Key Uses the internal system key to encrypt the partition, which is appliance-specific.  User Passphrase User Passphrase Uses the specified passphrase to encrypt the partition, which allows the use of the array in another appliance. Encryption method Method for encryption When enabling encryption, sets the encryption method.    User Passphrase User Passphrase Uses the specified passphrase to encrypt the partition, which allows the use of the array in another appliance. Encryption method Method for encryption When enabling encryption, sets the encryption method.    User Passphrase User Passphrase Sets the document storage partition to be encrypted and uses the specified passphrase to encrypt the partition, which allows the use of the array in another appliance.  none Unencrypted Sets the document storage partition to be unencrypted. Encryption method Method for encryption When enabling B2B storage, sets the encryption method.    Token Mapping Service The Tivoli Federated Identity Manager endpoint is acting as a token mapping service.  OAuth STS The Tivoli Federated Identity Manager endpoint is acting as an OAuth secure token service.    ftp Use FTP protocol  nfs Use NFS mount  raid Use RAID volume  iscsi Use iSCSI volume - Deprecated  smtp Use SMTP protocol  temporary Use the local temporary directory  mqdiag Use the local mqdiag directory Report Destination Protocol Error Report Destination Protocol    Crash System crash occurred  Watchdog System deadlock situation occurred  Memory System crash occurred due to memory exhaustion  File-descriptor System crash or deadlock occurred due to file descriptor exhaustion  User-requested User requested must-gather via generate error report  On-startup User requested on startup, reboot and reload using the failure notification always-on-startup property  On-shutdown User requested on shutdown using the failure notification always-on-shutdown property  Throttle System throttler initiated reload  Descriptor-error System crash occurred due to file descriptor used or closed after already closed  Unknown System generated the report Failure notification reason Failure notification reason Failure notification reason    Success Error report creation and upload successful  Failure Error report upload or creation failed  In-progress Error report upload is in-progress and will complete shortly Failure notification status Failure notification upload status    Auto Auto For interfaces that support autonegotiation, performs standard IEEE 802.3 autonegotiation for flow control.  Disabled Disabled Disables flow control. The interface does not send flow control PAUSE frames and ignores received PAUSE frames. Use this value only when IBM support diagnosed that you are encountering a problem.  Transmit only Transmit only Transmits flow control frames, but ignores received ones.  Receive only Receive only Does not transmit flow control frames, but honors received ones.  Full Full Enables full flow control: Transmits flow control frames and honors received ones. Ethernet Flow Control Mode Ethernet Flow Control Mode    No Ethernet flow control is explicitly configured Ethernet flow control mode is explicitly configured.  Auto Ethernet flow control is negotiated Ethernet flow control mode is autonegotiated by the network interface.  Unknown Ethernet flow control is unknown Ethernet flow control negotiation mode cannot be determined for this network interface.    Disabled Ethernet flow control disabled Ethernet flow control is disabled. The interface does not send PAUSE frames, and it ignores received PAUSE frames.  Transmit Ethernet flow control transmit only The interface sends Ethernet PAUSE frames for flow control, but it ignores received PAUSE frames.  Receive Ethernet flow control receive only The interface honors received PAUSE frames for flow control, but it does not send PAUSE frames.  Full Ethernet flow control fully enabled Full Ethernet flow control is enabled. The interface sends PAUSE frames and honors received PAUSE frames.  Unknown Ethernet flow control unknown The Ethernet flow control mode cannot be determined for this interface. Ethernet flow control status Status of IEEE 802.3x Ethernet flow control Status of IEEE 802.3x Ethernet link-level flow control using PAUSE frames. Flow control is supported for 10 Gb (gigabit) interfaces only.    10BASE-T HD PHY is running 10BASE-T (10 mbps) in half-duplex mode. PHY is running 10BASE-T (10 mbps) in half-duplex mode.  10BASE-T FD PHY is running 10BASE-T (10 mbps) in full-duplex mode. PHY is running 10BASE-T (10 mbps) in full-duplex mode.  100BASE-TX HD PHY is running 100BASE-TX (100 mbps) in half-duplex mode. PHY is running 100BASE-TX (100 mbps) in half-duplex mode.  100BASE-TX FD PHY is running 100BASE-TX (100 mbps) in full-duplex mode. PHY is running 100BASE-TX (100 mbps) in full-duplex mode.  1000BASE-T FD PHY is running 1000BASE-T (1000 mbps) in full-duplex mode. PHY is running 1000BASE-T (1000 mbps) in full-duplex mode.  1000BASE-KX PHY is 1000BASE-KX (1000 mbps) in full-duplex mode over backplane. PHY is 1000BASE-KX (1000 mbps) in full-duplex mode over backplane.  10GBASE-KX4 PHY is 10GBASE-KX4 (10 gbps) in full-duplex mode over backplane. PHY is 10GBASE-KX4 (10 gbps) in full-duplex mode over backplane.  10GBASE-CR PHY is 10GBASE-CR (10 gbps) in full-duplex mode. PHY is 10GBASE-CR (10 gbps) in full-duplex mode.  10GBASE-SR PHY is 10GBASE-SR (10 gbps) in full-duplex mode. PHY is 10GBASE-SR (10 gbps) in full-duplex mode.  40GBASE-CR4 PHY is 40GBASE-CR4 (40 gbps) in full-duplex mode. PHY is 40GBASE-CR4 (40 gbps) in full-duplex mode.  40GBASE-SR4 PHY is 40GBASE-SR4 (40 gbps) in full-duplex mode. PHY is 40GBASE-SR4 (40 gbps) in full-duplex mode.  None No PHY has been negotiated, no link. No PHY has been negotiated, no link. Ethernet port link mode Ethernet port link mode Ethernet port link mode    Auto Auto For interfaces that do autonegotiation, performs standard IEEE 802.3 autonegotiation for interface speed and direction. Preference is given to the highest speed. Preference is for full-duplex over half-duplex.  10000baseTx-FD 10000baseTx-FD Advertises 10000BASE-T PHY (10 Gbps) in full-duplex mode.  1000baseTx-FD 1000baseTx-FD Advertises 1000BASE-T PHY (1 Gbps) in full-duplex mode.  100baseTx-FD 100baseTx-FD Advertises 100BASE-TX PHY (100 Mbps) in full-duplex mode.  100baseTx-HD 100baseTx-HD Advertises 100BASE-TX PHY (100 Mbps) in half-duplex mode.  10baseT-FD 10baseT-FD Advertises 10BASE-T PHY (10 Mbps) in full-duplex mode.  10baseT-HD 10baseT-HD Advertises 10BASE-T PHY (10 Mbps) in half-duplex mode. Ethernet port mode Ethernet port mode        Extension Namespace Extension function namespace Enter namespace of the extension functions used in the custom stylesheets. For example, "http://www.fredspace/extensions".  Extension Function Extension Function Enter the extension function within the namespace to map. For example, "nodeset()".  http://www.datapower.com/extensions Local Namespace Local function namespace Enter the local namespace if it is other than the DataPower default (shown in the box).  Local Function Local Function Enter the local function to use in place of the extension function identified above. For example, "node-set()".    Attachment Manifest Get Attachment Manifest  Buffered Attachments Get Buffered Attachments This variable returns data in the same format as the Attachment Manifest. However it only returns data for attachments that have been buffered in. It will not read more attachment data from the network as is the case for the Manifest.  Attachment Content IDs List of Attachment Content IDs List of attachment identifiers (both content-location and content-id) including those that were processed through the system unbuffered (if multistep is told to save these attachment cids)  var://service/root-swa-ref-node-values  Clone Attachments Copy the Attachments Into the Named Context Copy the attachments in the context to the context with the name of the variable value. If the context does not exist it will be created. If the context does exist, any attachments in that context will be overwritten  Set root part content id Set the content id for the root part Set the content id for the root part  Set the start parameter of MIME content-type header Set the start parameter for the transport level multipart type Set the start parameter for the transport level multipart related content type  AP cid AttachmentProfile content-id Internal variable used when creating the session for schema validating attachments for Attachment Profile. Indicates to current session that input is an attachment with content ID the value of the variable that should be validated against the WDSL  results error message Attachment Schema Validation Results Error Message Internal variable used to store the error message when schema validating an attachment for Attachment Profile. Because the service://error_message will be cleared since we may be onError continue we need an additional variable to store attachment validation session errors  MIME Conformance Results MIME Conformance Results Log Log of Attachment Profile 1.0 conformance failures for the attachments in this context  Context Content Type Get Context Content Type This variable returns the content-type value associated with a processing context. It will return a multipart/related value if the context contains attachments.  Response Code Get Response Code This variable is set on an Output context to indicate the protocol level response code of dp:url-open() extension function as well as results and fetch actions. For instance, if an action of the form "results tmpvar2 http://foo.bar.com/foome.asp tmpvar3" was successful, the value "200" would be automatically written into the variable var://context/tmpvar3/_extension/responsecode.  Request Headers Set Request Headers The variables of the form "_extension/header/*" can be set to append headers to the dp:url-open() extension function as well as results and fetch actions connection when a context containing them is used as the Input context to an action. For example "setvar tmpvar2 var://local/_extension/header/X-foo bar" "results tmpvar2 http://foo.bar.com/foome.asp tmpvar3" would add the http header "X-foo: bar" to the HTTP request.  Request TLS Profile Set Request TLS Profile This variable can be set in the input context of a dp:url-open() extension function or in a results or fetch action to override the TLS profile used for that particular action. For instance, "results tmpvar2 https://foo.bar.com/foome.asp tmpvar3" normally uses the TLS profile for any user-agent that matches against the url "https://foo.bar.com/foome.asp". But if the profile needed to be determined pragmatically, for example, based on AAA, you use the following code to dynamically resolve the value of *sslprofiletouse: "setvar tmpvar2 var://local/_extension/sslprofile var://context/notepad/sslprofiletouse" "results tmpvar2 https://foo.bar.com/foome.asp tmpvar3".  Request Timeout Set Request Timeout This variable can be set to override the default connection timeout parameters for this action when an action uses a context with these variables as its input. It is expressed in seconds.  Attachment Output Format Get Attachment Output Format  xsl:message manifest Get xsl:message manifest  Response Headers Get Response Headers This variable in the output context of a dp:url-open() extension function as well as results and fetch actions that contain the response headers.  Response Header Manifest Get Response Header Manifest This variable in the output context of a dp:url-open() extension function as well as results and fetch actions that contain the response header manifest.  Variable Manifest Get Variable Manifest  Attachment Root URI Get Attachment Root URI  HTTP Compression Enable HTTP Request Compression This variable can be set to allow the compression of the outgoing results content and negotiate the returned document to be compressed if the underlying protocol supports it. If HTTP is being used that means the content-encoding and accept-encoding headers.  HTTP Persistent Connection Disable HTTP Persistent Connection This variable can be set to prevent persistent connections of the outgoing results and fetch calls that are associated with this context. Wherever appropriate, persistent connections are supported by default.  HTTP Follow Redirect Disable HTTP Follow Redirect This variable can be set to prevent the following of protocol level redirect sequences on the outgoing results and fetch calls that are associated with this context. Redirects are followed by default.  HTTP Version 1.0 Restrict to HTTP Version 1.0 This variable can be set to prevent the use of HTTP 1.1 when doing results and fetch actions on the related context.  Error Manifest Get Error Manifest This variable contains the error message, if any, from the last dp:transform(), dp:parse(), or dp:document() invocation. If the variable is empty, no error occurred. If an error occurs in any subsequent call to one of these functions, the existing error message, if any, will be overwritten.  HTTP Host Header Rewrite Disable HTTP Host Header Rewrite This variable can be set to prevent the rewriting of the HTTP Host header on the outgoing results and fetch calls that are associated with this context. The HTTP Host header is rewritten by default. Extension Variables    Component Type Type of Component Select a type of Component    ExternalAttachWSDLComponentType rest   ExternalAttachWSDLComponentType rest WSDL Component Value The name of the WSDL Component Enter the qname of a WSDL component formatted {ns}ncname  Policy URL Location of Policy Document Select a document containing policy to be attached    ExternalAttachWSDLComponentType rest Fragment Identifier Matches Fragment Identifier  Service Consumer MCF The name of the message content filters used to describe a consumer for which the policy should be enforced Enter the name of the message content filters object that specifies the service consumer  Service Provider MCF The name of the message content filters used to describe a provided service for which the policy should be enforced Enter the name of the message content filters object that specifies the service provider External Attached Policy Attach a policy document to a service    Forbid The parser forbids external references. An external reference causes the XML parser to stop when the document contains external references. This setting is the default value.  Ignore The parser accesses and resolves external references, but replaces each for further processing with an empty string. This setting can be a security risk.  Allow The parser allows and resolves external references. This setting is a security risk. XML External Reference Handling    Header Extracts client credentials from the identified header.  Query Extracts client credentials from query parameters.  Form Extracts client credentials from the 
                     x-www-form-urlencoded
                    body.  Cookie Extracts client credentials from the cookie.  HTTP Extracts client credentials from the HTTP 
                     Authorization
                    header.  Context variable Extracts client credentials from the runtime context variable. Extract client option Options for extracting client's credentials    Disabled Skips the identity-extraction step  Basic Extracts identity from basic authorization header  Context variable Extracts identity from context variables  HTML form Extracts identity by using an HTML form  Redirect Extracts identity by using a redirect Extract identity option Options for extracting resource owner's identity    Normal mode The appliance is in normal mode The appliance is not in a failsafe mode and is operating normally.  Failsafe management mode The appliance is in failsafe management mode Only the default domain and configured Telnet, SSH and web management interfaces (WebGUI and Blueprint Console) are available.  Failsafe console mode The appliance is in failsafe management mode Only the default domain and a serial console interface are available.    Yes  No Feature status    NFS file poller Handler that manages the polling of remote NFS servers An NFS poller manages the polling of remote NFS servers.  FTP file poller Handler that manages the polling of remote FTP servers An FTP poller manages the polling of remote FTP servers.  SFTP file poller Handler that manages the polling of remote SFTP servers An SFTP poller manages the polling of remote SFTP servers. Type Type of file poller Type of file poller.    file-management local:  file-management logtemp:  file-management logstore:  file-management temporary:  file-management export:  file-management config:  file-management cert:  file-management chkpoints:  file-management policyframework:  file-management dpnfsstatic:  file-management dpnfsauto:  file-management ftp-response:  file-management store:  file-management pubcert:  file-management sharedcert:  file-management dpcert:  file-management audit:  file-management image:  file-management tasktemplates:  file-management mqerr:  file-management mqdiag:  file-management mqtrace:  file-management mqpubcert:  file-management fcvolumes:  file-management mqqmdata:  file-management mqwebui:  file-management mqbackup:  file-management mqtemporary:  file-management xa35:  file-management webgui:  file-management firmware:  file-management unpack:  file-management probe:  file-management kerberos:  file-management dp:  file-management meta:  file-management mappings:  file-management raid-volume:  file-management compact-flash:  file-management iscsi:  file-management logMQ:  file-management logMQerror:  file-management ramdisketc:  file-management fibre-channel:  file-management backtraces:  file-management extbacktraces:  file-management intisamwebroot:  file-management isamwebroot:  file-management isamconfig:  file-management isamconfig:  file-management isamcert:  file-management isamcert:  file-management fdbacktraces:  file-management lldiag:  file-management dpmon:  file-management dpmonconfig:  file-management internalconfig:    Not applicable Not applicable The encryption method is not applicable.  None None None  Internal key Internal system key Internal system key.  User passphrase User-specified passphrase User-specified passphrase. Encryption method Method to encrypt the partition Method used to encrypt the partition.    None-unsupported None-unsupported None-unsupported  None None None  AES AES encryption AES encryption.  AES with SHA-1 AES encryption with SHA-1 hash AES encryption with SHA-1 hash. Encryption algorithm Algorithm to encrypt the partition Algorithm to encrypt the partition    Local storage Partition for local storage. Partition for local storage.  B2B document storage Partition for B2B document storage. Partition for B2B document storage. Purpose Gives the purpose of the RAID partition. Gives the purpose of the RAID partition.    Notify Log the transaction Adds a log entry at the specified log priority.  Reject Reject the transaction Rejects the transaction and adds a log entry at the specified log priority.  Shape Shape the transaction Adds a log entry at the specified log priority. Messages are buffered and processed at a rate that is less than the threshold. When the buffer is full, messages are rejected. Filter Action Type    Static Backend The XML Firewall communicates with the server that is identified by a remote IP address and remote port. The XML Firewall can process request and response messages using the selected policy. A TLS Client Profile can be used for communication with the server. A TLS Server Profile can be selected to manage TLS communication with the client.  Loopback The XML Firewall processes the incoming request using the selected policy and returns the result to the client. No server is involved. A TLS Server Profile can be selected to manage TLS communication with the client.  Dynamic Backend The XML Firewall identifies the server by examining the request. The XML Firewall can process request and response messages using the selected policy. A TLS Client Profile can be used for communication with the server. A TLS Server Profile can be selected to manage TLS communication with the client. Type Type    Primary Primary firmware install Primary firmware install  Secondary Secondary firmware install Secondary firmware install Firmware install type Firmware install type Firmware install type    Application server Retrieve forms from their mapped locations on the application server.  Appliance Stores forms locally on the file system.    Static Static HTML pages Use static HTML login, logout, and error pages from an explicit location. These HTML pages can be on the DataPower Gateway or on a remote server.  Custom HTML pages from custom processing Use a custom stylesheet or a GatewayScript file that generates the HTML login, logout, error pages, and the form.    0.0.0.0 Local IP Address Local IP address The address on which the service listens. The default of 0 indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. Local host aliases help to ease migration tasks between machines.  1 0xFFFF 3000 LocalAddress Port The local TCP port that supports server operations Specifies the port monitored by the stateful raw XML over TCP service. Enter a value in the range 1 - 65535. The default value is 3000.  off TLS TLS for server connections. Use TLS for this server. Ensure that the TLS server profile or TLS SNI server profile is configured.  credential-charset Credential Character Set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. Defaults to Protocol that is ISO-8859-1, Latin 1.    No authentication Do not request authentication. The username and password are passed in the clear.  Request explicit authentication For explicit FTP, request, but not require, authentication and encryption with the FTP AUTH TLS command.  Require explicit Authentication For explicit FTP, request and require authentication and encryption with the FTP AUTH TLS command. If TLS negotiation fails, the related transaction fails.  Implicit authentication For implicit FTP, the client immediately challenges the server with a TLS ClientHello message. If the TLS handshake fails, the connection fails. FTP Authentication Policy    Leave Encrypted Leave the FTP command connection encrypted after (optional) authentication with the USER and PASS commands. The command connection will remain secure, but will be incompatible with NAT and many firewalls.  Request Stop Encryption Use the FTP CCC command to request the end of encryption on the command connection using TLS, if supported by the server.  Require Stop Encryption Use the FTP CCC command to request the end of encryption on the command connection using TLS, fail if the server does not support CCC. (Very few server support CCC.) Required for compatibility with NAT and many firewalls. FTP Stop Encryption After Authentication Policy    Data encryption not allowed Does not allow the FTP client to encrypt data connections.  Allow data encryption Allows, but does not require, the FTP client to encrypt data connections. TLS must be allowed on data connections.  Require data encryption Requires the FTP client to encrypt data connections. TLS should be required on data connections. FTP server data encryption mode    Unencrypted Data Even when the command channel is encrypted, do not encrypt FTP data connections. Use the FTP PROT C command when the command channel is or has been encrypted.  Request Data Encryption Request encryption of FTP data connections using the FTP PROT P command. Required when the command channel is or has been encrypted. Do not fail if server does not support data encryption.  Require Data Encryption Request encryption of FTP data connections using the FTP PROT P command. Required when the command channel is or has been encrypted. Fail if server does not support data encryption. FTP Data Encryption Policy    ASCII Data Transfer files as ASCII data. This mode allow standardization of end-of-line conventions between different operating systems. This mode increases the overhead at both ends. Uses the FTP TYPE A command.  Image (Binary) Data Transfer files as image data. This mode transfers data as binary 8-bit bytes. This mode is more efficient (less overhead at both ends). Some XML files, such as signed files, must be transferred in this mode. Uses the FTP TYPE I command. FTP Data Type Policy    Virtual ephemeral The FTP server will have an ephemeral virtual file system with subdirectories created by configuration. The contents of this file system are private to an individual FTP control connection to the FTP server. The contents of this file system will not persist after this FTP control connection ends.  Virtual persistent The FTP server will have a persistent virtual file system with subdirectories created by configuration. The contents of this file system are shared by all FTP control connections to this FTP server with the same authenticated user identity. The user identity is determined by the FTP user name and, if used, by the TLS certificate. The contents of this file system will persist after all FTP control connections end for a duration defined by the persistent file system timeout value. This mode is required to support checkpoint/restart using the REST command.  Transparent The FTP server has a transparent file system. The files and directories shown are those on the back end of the associated DataPower service. FTP server file system type    Allow passive mode Allows, but does not require, the FTP client to use the PASV command to open data connections to the FTP server.  Passive mode not allowed Does not allow the FTP client to use the PASV command to open data connections to the FTP server. The FTP server will open all data connections to the FTP client (as directed by the FTP PORT command). This mode is not always compatible with firewalls.  Require passive mode Requires the FTP client to use the PASV command to open all data connections with the FTP server. This mode is useful when the FTP server is behind a firewall device that requires clients to use passive mode. FTP server passive mode    Passive Mode Not Requested Do not use the FTP PASV command to allow the client to open the FTP data connections. The FTP server will open all data connections to the FTP client. Often incompatible with firewalls  Request Passive Mode Use the FTP PASV command to request that the FTP client be allowed to open all data connections to the FTP server, but do not fail if the server does not support PASV.  Require Passive Mode Use the FTP PASV command to request that the FTP client be allowed to open all data connections to the FTP server, and fail if the server does not support PASV. FTP Passive Mode Policy    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  pasv-req Passive Mode Controls use of FTP Passive mode Select how to use the FTP Passive mode to control in which direction FTP data connections are made.  auth-off Encrypt Command Connection Controls use of TLS to secure connections Select how to use TLS to secure FTP command connections.  ccc-off   AuthTLS auth-off Stop Command Encryption After Authentication Stops command encryption after authentication Select how to control the cessation of FTP command channel encryption after user authentication. Encryption must be stopped for compatibility with NAT (Network Address Translation) and other firewall applications. Although this might be a security risk, there is no other option when NAT is in use.  enc-data-off   AuthTLS auth-off Encrypt File Transfers Controls encryption file transfers Select how to control encryption of file transfers. Compatible with NAT in all settings.  binary Data Type Data type of file transfer Select the default file transfer data type. In most cases, the value of binary is appropriate.  slash-stou-on Write Unique Filename if Trailing Slash Creates a unique file if the name contains a trailing slash  Select how to create unique files if the name contains a trailing slash. Some FTP servers provide the STOU command. Use the command only if the FTP server supports this command. The STOU command allows the server to choose the unique file name in the current directory. Using the STOU command does not require the client to choose a unique file name. When enabled and a URL is given to write that ends in a /, the server uses the STOU command instead of the STOR command.  Quoted Commands Quoted Commands This specifies a list of FTP commands to be sent to the server before each FTP STOR, STOU, or RETR command. A typical use would be to use "SITE" commands, such as "SITE RECFM=FB" for the MVS domain on a z/OS system. These commands cannot be data-transfer related, such as STOU, RETR, PORT, PASV, etc.  size-check-optional Size Check Perform Size check after file transfer If set to Optional, do a size check after the file transfer is complete. This uses the SIZE command, and compares the returned number to the number of bytes transferred "over the wire" for the file transfer. If the number is not equal, the file transfer is marked as failing. If the FTP server does not support the SIZE command, no error results. Some FTP servers, particularly vsftpd in the default configuration, provide inaccurate SIZE responses for files transferred in ASCII mode. If you get such errors, you can disable this feature. (Alternately you can reconfigure vsftpd.)    Quoted Command Quoted Command The command to send to the remote FTP server. The command must not be one that would create an FTP data connection. Normally this will be a SITE command. This command must return a result code in the 200 series.    Temporary Stores response files in temporary storage on the system. This storage has limited size. Using temporary storage reduces the available system storage for processing. Temporary storage should not be used when using a virtual persistent file system. In virtual persistent file systems, it is highly unlikely that there would be enough space. After a system restart or power cycle, response files are not available.  NFS Stores response files on the top level directory of the specified NFS server. Only the NFS server limits the storage space. FTP server response storage    No response Indicates that no response is made available to the client. Any response from the remote server is dropped.  Virtual file system Indicates that the response is made available as a file in the virtual file system that can be read by the FTP client. The directory for responses is configured on a per-virtual directory basis. The suffix specified by Response Suffix is added to the input file name and stored in the directory specified by Response Storage. FTP server response type    Off Use FTP without TLS Use FTP without TLS.  Explicit Use explicit FTP over TLS Use explicit FTP over TLS. The client must negotiate encryption with the FTP 
                     AUTH TLS
                    command.  Implicit Use implicit FTP over TLS Use implicit FTP over TLS. The client immediately challenges the server with a TLS 
                     ClientHello
                    message. FTP connection security    ^/[^/]+(/[^/]+)*$ Virtual directory Directory in virtual file system of the FTP server Enter the directory in the virtual file system of the FTP server where the FTP client can find this directory.  ^(|/[^/]+(/[^/]+)*)$ Response directory Virtual directory in which to put responses Enter the directory in the virtual file system of the FTP server where the responses to files that are stored in this directory will go.    Optional If the FTP SIZE command is available, uses this command to check the file transfer size after file transfer.  Disabled Do not check file size after transfer. FTP Size Check Policy    Use Supplied File Name  Always use the supplied file name in the URL to generate the target file name requested on the server. If the URL ends in a slash, the request generally fails. Uses the FTP STOR command to initiate the transfer. The STOR command is only a directory specification, without a file name specification.  Request Unique File Name When Trailing Slash  If the supplied file name ends in a slash, use the STOU command to write a unique file name. The slash must be before the ? that initiates the query parameters or before the ; that begins the suffix. Uses the FTP STOU command to initiate the transfer and requests that the server generate a unique file name within the target directory. This approach is the only safe way to have multiple systems write files to the same directory without overwriting any files. The transfer fails if the FTP server does not support the STOU command. FTP Unique Filename Policy    Dynamic Deduce attachment format (MIME or DIME) from content  MIME MIME encapsulated document  DIME DIME encapsulated document  Detect Detect attachment format from the message data Attachment Processing Format Attachment Processing Format    Front processor complete Front processor complete This flag not documented  Back processor complete Back processor complete This flag not documented  Processing front Processing front This flag not documented  Back stream released Back stream released This flag not documented  Front stream released Front stream released This flag not documented  Error output required Error output required This flag not documented  No connection yet No connection yet This flag not documented  Complete early Complete early This flag not documented  Multistep running Multistep running This flag not documented  Connection running Connection running This flag not documented  Back protocol running Back protocol running This flag not documented  Sink main running Sink main running This flag not documented  Deferred error Deferred error This flag not documented  Produced error headers Produced error headers This flag not documented  Produced error Produced error This flag not documented  Back rule selection running Back rule selection running This flag not documented  Shaper running Shaper running This flag not documented  Pre-processor running Pre-processor running This flag not documented  Pre-processor asynchronous Pre-processor asynchronous This flag not documented  Block connection Block connection This flag not documented  Pre-process running Pre-process running This flag not documented  Force parse complete Force parse complete This flag not documented  WS-Addressing extract to complete WS-Addressing extract to complete This flag not documented  WS-Addressing asynchronous front WS-Addressing asynchronous front This flag not documented  Notify complete out Notify complete out This flag not documented  WS-Addressing redirect ongoing WS-Addressing redirect ongoing This flag not documented  WS-Addressing redirect complete WS-Addressing redirect complete This flag not documented  Require AAA Require AAA This flag not documented  Redirect-to fault Redirect-to fault This flag not documented  WS-Addressing async back WS-Addressing async back This flag not documented  WS-Addressing async running WS-Addressing async running This flag not documented  WS-ReliableMessaging front request processed WS-ReliableMessaging front request processed This flag not documented    WS-ReliableMessaging destination paused WS-ReliableMessaging destination paused This flag not documented  WS-ReliableMessaging Dest control message WS-ReliableMessaging Dest control message This flag not documented  WS-ReliableMessaging source control message WS-ReliableMessaging source control message This flag not documented  WS-ReliableMessaging back response processed WS-ReliableMessaging back response processed This flag not documented  WS-ReliableMessaging source running WS-ReliableMessaging source running This flag not documented  Detecting response length Detecting response length This flag not documented  Detected response length Detected response length This flag not documented  WS-Addressing async armed WS-Addressing async armed This flag not documented  WS-Addresing async waiting WS-Addresing async waiting This flag not documented  Front multistep running Front multistep running This flag not documented  Back multistep running Back multistep running This flag not documented  Front hangup while waiting for back connection Front hangup while waiting for back connection This flag not documented  Buffer errors Buffer errors This flag not documented  Delaying errors Delaying errors This flag not documented  HTTP redirect HTTP redirect This flag not documented  Web Application Firewall skip backside due to AAA Web Application Firewall skip backside due to AAA This flag not documented  Web Gateway error policy initialize Web Gateway error policy initialize This flag not documented  Web Gateway error policy running Web Gateway error policy running This flag not documented    Attachment detection state Attachment detection state This flag not documented  Back header event pending Back header event pending This flag not documented  Back protocol event pending Back protocol event pending This flag not documented  Back rule selector event pending Back rule selector event pending This flag not documented  Gateway done event pending Gateway done event pending This flag not documented  Back WS-Addressing async response event pending Back WS-Addressing async response event pending This flag not documented  XPath eval event pending XPath eval event pending This flag not documented  Error processor event pending Error processor event pending This flag not documented  Front stream has fatal error Front stream has fatal error This flag not documented  Awaiting async action completion Awaiting async action completion This flag not documented    Request rule in order Runs actions in request rule in order Enforces serial processing of the actions defined for request processing, excluding serial transmission of messages to the backend request queue. An action always sends messages to queue-based destinations in the order that they were pulled from the front-side request queue. If a later message arrives for processing by the action before an earlier message, the service buffers this message until after the action completes processing for the earlier message.  Backend in order Transmits to backend in order Enforces serial transmission of messages to the backend request queue. The output of request processing always sends messages to the backend request queue in the order that they were pulled from the front-side request queue. If a later message arrives for transmission before an earlier message, the service buffers this message until after transmitting the earlier message.  Response rule in order Runs actions in response rule in order  Enforces serial processing of the actions defined for response processing, including serial transmission of messages to the front-side reply queue.  An action always sends messages to queue-based destinations in the order that were pulled from the backend reply queue. The output of response processing always sends messages to the front-side reply queue in the order that were pulled from the backend reply queue. If a later message arrives for processing by the action before an earlier message or a later message arrives for transmission to the front-side reply queue before an earlier message, the service buffers the message at this point until after processing the earlier message. In-order mode In-order mode    ^(?!(127.0.0.1|0.0.0.0|::)).*$ Address IP address or host alias of a node Enter the local IP address or host alias of a node.  Port Port of a node Enter the port of the node  on Local node Whether the node is local to the data center Indicates whether the node is local to the data center.    yes Primary This instance is the active or primary member in the peer group.  no Secondary This instance is a standby or secondary member in the peer group.  unknown Unknown Cannot determine the peering role of this member. Primary Primary Primary or secondary member role status.    ok Peering connection healthy The peering network connection from this member to the primary is healthy.  down Peering connection broken The peering network connection from this member to the primary is broken. Link Status Link Status The status of the network connection to the primary.    internal  No logs are logged.  warning  Only important and critical messages are logged.  notice  Moderately verbose.  verbose  Less verbose than debug.  debug  Very verbose. For only problem determination. Log level Log Level Log level.    memory Memory backed persistence Memory backed persistence.  local Local filestore backed persistence Local filestore backed persistence.  raid RAID backed persistence RAID backed persistence. Persistence location Persistence location Persistence location.    Start Start This state not documented  Front protocol pre-process Front protocol pre-process This state not documented  Front pre-process Front pre-process This state not documented  Front processor Front processor This state not documented  Front processor running Front processor running This state not documented  Front post processor Front post processor This state not documented  Front back connection Front back connection This state not documented  Front drain start Front drain start This state not documented  Front drain Front drain This state not documented  Back process header Back process header This state not documented  Back process header running Back process header running This state not documented  Back protocol pre-process Back protocol pre-process This state not documented  Back pre-process Back pre-process This state not documented  Back select rule Back select rule This state not documented  Back select rule running Back select rule running This state not documented  Back processor Back processor This state not documented  Back processor running Back processor running This state not documented  Back drain start Back drain start This state not documented  Back drain Back drain This state not documented  Done Done This state not documented  Error Init Error Init This state not documented  Error local output Error local output This state not documented  Error start drain Error start drain This state not documented  Error drain Error drain This state not documented  Complete early Init Complete early Init This state not documented  Complete early drain Complete early drain This state not documented  Back connection failed Back connection failed This state not documented Gateway transactions state Gateway transactions state Internal state of currently active transactions on Multi-Protocol Gateway and WS-Proxy objects in this application domain.    Static backend The gateway sends all requests to the URL defined by the backend URL. The format of the URL determines the protocol that is used for the backend (server) communication.  Dynamic backend The gateway determines the URL of the backend server dynamically during request processing. The URL determines the protocol used for the backend communication. Use this mode if any of the handlers is Stateful Raw XML.  Static from WSDL  Gateway Type Gateway Type    none Indicates that the assembly validate action stops and the error is returned.  ignore Indicates that the assembly validate action removes the error and validates the payload. If a 
                     Replenish
                    action is applied to the assembly rate limit, the remaining number of requests allowed is increased.  all Indicates that the assembly validate action returns the backend error and validates the payload. If a 
                     Replenish
                    action is applied to the assembly rate limit, the remaining number of requests allowed is not increased. GraphQL error policy The type of GraphQL error policy    REPLAY GSS_C_REPLAY_FLAG from RFC 4121: whether replay of protected messages will be detected  SEQUENCE GSS_C_SEQUENCE_FLAG from RFC 4121: whether out of sequence protected messages will be detected  CONF GSS_C_CONF_FLAG from RFC 4121: whether confidentiality service may be provided  INTEG GSS_C_INTEG_FLAG from RFC 4121: whether integrity service may be provided GSS-API Checksum Flags GSS-API Checksum Flags    Direction Direction of the message Select the direction of the message.  Header Name Name of the injected header Enter the name of the header to inject. Even though the headers are not defined in the original request, the device provides the specified headers to the backend server.  Header Value Value for the injected header Enter the value for the header tag.    TE  Accept-Encoding  Range  MQMD    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Header Retention Header Retention Transactions matching this policy retain this header in the outgoing traffic at the backend.    Direction Direction of the message Select the direction of the message.  Header Tag Name of the suppressed header Enter the name of the header to suppress. When these headers are defined in the original request, the device removes the specified headers before forwarding the request to the backend server.    Host name matching expression A shell-style match pattern for matching host names. Specify a match pattern for use against the host name in the incoming ClientHello SNI extension.  TLS Server Profile TLS server profile Specify the TLS Server Profile to use in response to a host name that matches the pattern. Map Host Name to TLS Server Profile Host Name to TLS Server Profile mapping This map allows virtual TLS server configuration where different TLS Server Profiles can be used in response to the host name value in the TLS client's SNI extension. In this way, a single IP address and TCP port can be used to host multiple TLS Servers with separate cryptographic keys and certificates.    HTTP/1.1 HTTP Version to Client Client-side HTTP version Select the HTTP version to use on the client-side connection. The default is HTTP 1.1.  HTTP/1.1 HTTP Version to Server Server-side HTTP version Select the HTTP version to use on the server-side connection. The default is HTTP 1.1.    Name The name of an HTTP header field Enter the name of the HTTP header field to be examined.  Value Match The value of HTTP Header field  Provide a literal or wildcard expression to define a set of values to include in or exclude from the traffic definition. If the contents of the specified header field fulfill the defined match criterion, the match succeeds. The following wildcard characters are available:   asterisk (*) Matches 0 or more occurrences of any character  question mark (?) Matches one occurrence of any single character  square brackets ([ ]) Defines a character or numeric range. 
                                 For example, [1-5] matches 1, 2, 3, 4, or 5, while xs[dl] matches xsd or xsl.    Front DataPower device to client The message travels from the DataPower device to the client.  Back DataPower device to server The message travels from the DataPower device to the backend server. Message Direction The direction of the message    Plain The expected encoding is plain text and the requested processing is to XML escape the input. All <, >, and & characters are replaced by &lt;, &gt;, and &amp; respectively. This option is synonymous with URL-encoded, because URL-encoding in an HTTP GET or POST is always decoded.  URL-encoded The expected encoding is URL-encoded, as in HTML forms, and the requested processing is to URL unescape, then XML escape the input. All <, >, and & characters are replaced by &lt;, &gt;, and &amp; respectively.  XML The expected encoding is an XML fragment and the requested processing, because the input is a literal, is no processing. If the fragment includes a leading XML declaration (of the form <?xml ?>), the declaration is removed. All other characters are passed unchanged. The input must be a balanced block of XML. If not balanced, the generated XML will not parse correctly. This option is synonymous with URL-encoded XML, because URL-encoding in an HTTP GET or POST is always decoded.  URL-encoded XML The expected encoding is a URL-encoded XML fragment and the requested processing, because the input is a literal, is no processing. If the fragment includes a leading XML declaration (of the form <?xml ?>), the declaration is removed. All other characters are passed unchanged. The input must be a balanced block of XML. If not balanced, the generated XML will not parse correctly.  Base 64 The expected encoding is Base 64 and the requested processing is to pass the input through but add the XML attribute encoding="base64" to the generated <arg> element for each argument which has this input encoding. If the base 64 data should include any illegal <, >, or & character, it is replaced by &lt;, &gt;, and &amp; respectively.  Base 64 text (decoded)  Base 64 XML The value is a Base64 encoded XML fragment (decoded).  JSON The expected encoding is a JSON structure and the requested processing is convert to XML according to the JSONx XML specification. JSON content cannot be specified as part of a multipart form and is only supported as the default encoding. When specifying JSON as the default encoding type, a name-value encoding map is not used. HTTP Input Encoding HTTP Input Encoding Controls how the value in an HTTP form is traslated to generate XML. All of the options start with URL-decoding, except in an HTTP MIME POST. URL-decoding is not required for an HTTP MIME POST.    any  OPTIONS  GET  HEAD  POST  PUT  PATCH  DELETE  TRACE  CONNECT HTTP Method HTTP Method    GET Match against the HTTP GET method.  POST Match against the HTTP POST method.  PUT Match against the HTTP PUT method.  PATCH Match against the HTTP PATCH method.  DELETE Match against the HTTP DELETE method.  HEAD Match against the HTTP HEAD method.  OPTIONS Match against the HTTP OPTIONS method.  TRACE Match against the HTTP TRACE method.  Custom Match against a custom method.  Default Match against the HTTP GET or POST method.    POST Specifies the HTTP POST method type  GET Specifies the HTTP GET method type  PUT Specifies the HTTP PUT method type  PATCH Specifies the HTTP PATCH method type  DELETE Specifies the HTTP DELETE method type  HEAD Specifies the HTTP HEAD method type HTTP method HTTP method types    POST Specifies the HTTP POST method type  GET Specifies the HTTP GET method type  PUT Specifies the HTTP PUT method type  PATCH Specifies the HTTP PATCH method type  DELETE Specifies the HTTP DELETE method type  HEAD Specifies the HTTP HEAD method type HTTP method HTTP method types    Basic Extracts client credentials from the 
                     Authorization
                    header, which expects the basic form in the 
                     Basic 
                     base64_id:secret
                    format HTTP option Options for extracting client's credentials from authorization header    unknown  xSLProxyService  xMLFirewallService  wSGateway  multiProtocolGateway  webAppFW  b2BGateway  webTokenService  apiGateway HTTPProxyNameClass HTTP Proxy Name Class    POST method Allows POST methods in requests  GET method Allows GET methods in requests  PUT method Allows PUT methods in requests  PATCH method Allows PATCH methods in requests  HEAD method Allows HEAD methods in requests  OPTIONS method Allows OPTIONS methods in requests  TRACE method Allows TRACE methods in requests  DELETE method Allows DELETE methods in requests  CONNECT method Allows CONNECT methods in requests HTTP Request Methods Allowed HTTP request methods to allow    100 Continue The client continues with its request  101 Switching Protocols The server uses the Upgrade message header field to change HTTP version or protocol  200 OK The request succeeded  201 Created The request succeeded and created a new resource  202 Accepted The request accepted for processing, but processing not complete  203 Non-Authoritative Information The request accepted, but the returned information is from a local or third-party copy  204 No Content The request accepted and might return meta-information that does not change view  205 Reset Content The request accepted and the view reset  206 Partial Content The server fulfilled the partial GET request for the resource  300 Multiple Choices The request matches one of a set of representations, and a choice must be made  301 Moved The server returned the new permanent URI for a link  302 Found The resource temporarily resides at a different URI  303 See Other The resource resides at a different URI  304 Not Modified The client is using a local, cached copy  305 Use Proxy The request resource accessed through a proxy  307 Temporary Redirect The resource temporarily resides at a different URI  400 Bad Request The server does not understand the request because of syntax  401 Unauthorized The request requires user authentication  402 Payment Required The request requires a charge-to header  403 Forbidden The server understood the request and denied access  404 Not Found The server could not find the resource  405 Method Not Allowed The resource does not allow the specified method  406 Not Acceptable The resource cannot generate a response because the contents are not acceptable  407 Proxy Authentication Required The request requires user authentication through a proxy  408 Request Timeout The client did not response to the server in the allocated time  409 Conflict The request could not complete because of a conflict is resource state  410 Gone The resource is no longer on the server and no redirection known  411 Length required The server refused the request because the Content-Length header is absent  412 Precondition Failed A precondition in a request-header field evaluated to false  413 Request Entity Too Large The server refused the request because it is too large  500 Server Error The server encountered an unexpected error and cannot process request  503 Service Unavailable The server cannot process the request because the service is not available HTTP Response Codes Allowed HTTP response codes that are allowed    normal The server returns the requested documents.  webgui  echo The server returns the GET and POST requests that it receives.  filetrace HTTP Server Mode HTTP Server Mode    HTTP 1.0 HTTP version 1.0  HTTP 1.1 HTTP version 1.1 HTTP Version HTTP Version    HTTP/1.0 HTTP version 1.0  HTTP/1.1 HTTP version 1.1  HTTP/2 HTTP version 2 HTTP Version HTTP Version    HTTP 1.0 HTTP version 1.0  HTTP 1.1 HTTP version 1.1 HTTP Version Mask HTTP versions that are allowed    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  HTTP/1.1 HTTP version HTTP version Select the desired HTTP version to be sent to the backend server.  off   Version HTTP/2 HTTP/2 required HTTP/2 required When set to on, HTTP/2 will be required when communicating with the backend server if the version is set to HTTP/2.    any  OPTIONS  REQMOD  RESPMOD ICAP Method ICAP Method    Echo Indicates whether to reply to ICMP echo requests. Whether to reply to ICMP echo requests.  Timestamp Indicates whether to reply to ICMP timestamp requests. Whether to reply to ICMP timestamp requests.  Information Indicates whether to reply to ICMP information requests. Whether to reply to ICMP information requests.  Address mask Indicates whether to reply to ICMP address mask requests. Whether to reply to ICMP address map requests.    ZIP ZIP bundle Imports the configuration from a compressed ZIP bundle.  XML XML configuration file Imports configuration from the exported XML configuration files. Import Format Import Format    input-name Input Match PCRE The PCRE to match an HTTP form name against. The PCRE pattern that will be matched against the name of an HTTP form field. If the name matches this PCRE, the associated value will be processed by the rules of the Encoding. If a form field has no name, an empty string is used for the pattern matching.  encoding Encoding The Encoding used for values whose name matches the Input Match Select how to translate the value of a form field to the contents of the <arg> element in the generated XML. HTTP Input Conversion Map Entry    Secure   HttpOnly  Cookie attributes    Enabled Enabled The administrative state of the interface is enabled. The goal operational state is down.  Disabled Disabled The administrative state of the interface is disabled. The goal operational state is down.  Testing Testing Some testing mode (not used yet)    Up Up The interface is operationally up.  Down Down The interface is operationally down.  Testing Some testing Some testing mode. After the test completes, the status changes as appropriate.  Unknown Cannot determine Cannot determine the operational state of the interface.  Dormant Waiting for connection The interface is waiting for a connection.  Not present Not present The interface is not present.  Lower Layer Down Required lower layer down The required lower layer is down.    Appliance OK Appliance OK Indicates that all networking is up on the appliance.  Link errors Link errors exist Indicates that one or more ethernet links are misconfigured on the appliance.  VLAN errors VLAN errors exist Indicates that one or more VLANs are misconfigured on the appliance.  Aggregation errors Aggregation errors exist Indicates that one or more Aggregations are misconfigured on the appliance.  Link/VLAN errors Link and VLAN errors exist Indicates that one or more ethernet links and VLANs are misconfigured on the appliance.  Link/Aggregation errors Link/Aggregation errors exist Indicates that one or more ethernet links and Aggregations are misconfigured on the appliance.  VLAN/Aggregation errors Non-VLAN/Aggregation errors exist Indicates that one or more VLANs and Aggregations are misconfigured on the appliance.  All errors Errors exist in all networking types Indicates that one or more ethernet links, VLANs, and Aggregations are misconfigured on the appliance.    Ethernet Physical Ethernet port Indicates that it is on the base Ethernet MAC interface.  Tunnel Tunnel Interface Indicates that it is on a encapsulation interface.  VLAN IEEE 802.1q Virtual LAN Indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  Aggregate IEEE 802.3ad Link Aggregation Indicates that it is on an IEEE 802.3ad Link Aggregation composed of one of the base Ethernet MAC interface.  Other Other  Refers to network interfaces that you cannot configure. Examples of other interface types include 
                         gre0
                        , 
                         ip6tnl0
                        , 
                         lo
                        , 
                         sit0
                        , and 
                         usb0
                        . Not all appliances have all of these other interface types. Interface type Interface types    According to Standard  WebSphere  BEA WebLogic 10  Microsoft .Net 3.5 Interop With Vendor Interop With Vendor    Yes  No Intrusion detection status Intrusion detection status    No  Yes  Quiescing In use status    Detect Detect message type Detects the message type and sends the payload accordingly.  XML XML message type If the message type is XML, packages as XML and sends. If the message type is not XML, the action fails.  JSON JSON message type If the message type is JSON, packages as JSON and sends. If the message type is not JSON, the action fails.  Binary Binary message type Package the payload as binary and send, regardless of the message type.  GraphQL GraphQL message type If the message type is GraphQL, packages as GraphQL and sends. If the message type is not GraphQL, the action fails. Backend Type Backend Type    Protocol Behavior controlled by the Cache-Control header Uses the cache behavior that is defined by the 
                     Cache-Control
                    headers on the request and response.  No cache Disables caching Does not cache documents.  Time-to-live Caches for the specified time Keeps documents in the cache for a specified time. Cache Type Cache Type    Connection error Connection error Indicates that the invoke action cannot establish a connection to the target URL. For example, the host is not reachable or the service is not available.  SOAP error SOAP error Indicates that the invoke action receives a 500 SOAP fault as response.  Operation error Operation error Indicates that the invoke action establishes the connection and receives a non-2xx response as response. Invoke Error Type The errors that can occur to the invoke action    Detect Detect the message type Specifies to detect the payload type and send accordingly.  GraphQL GraphQL message type Specifies to send GraphQL.  JSON JSON message type Specifies to send JSON. GraphQL send type The type of payload to send for GraphQL POST requests    Keep HTTP method from the incoming request Use the HTTP method from the incoming request.  GET HTTP GET method Use the HTTP GET method.  POST HTTP POST method Use the HTTP POST method.  PUT HTTP PUT method Use the HTTP PUT method.  DELETE HTTP DELETE method Use the HTTP DELETE method.  PATCH HTTP PATCH method Use the HTTP PATCH method.  HEAD HTTP HEAD method Use the HTTP HEAD method.  OPTIONS HTTP OPTIONS method Use the HTTP OPTIONS method. HTTP Method The HTTP method to use for the invocation.    Static Use a static configuration The configuration is static. Manually define the required properties.  DHCP Use IPv4 autoconfiguration with DHCP The configuration uses IPv4 autoconfiguration with DHCP.  SLAAC Use IPv6 autoconfiguration with SLAAC The configuration uses IPv6 autoconfiguration with SLAAC.    Callback Callback commands Allows IPMI commands that establish a callback connection.  User User commands Allows IPMI commands that read operational status.  Operator Operator commands Allows IPMI commands that change operational status. Privilege Level An IPMI Privilege Level    None  Unspecified  No system memory installed  No usable system memory  Unrecoverable hard-disk device failure  Unrecoverable system board failure  Unrecoverable diskette subsystem failure  Unrecoverable hard-disk controller failure  Unrecoverable keyboard failure  Removable boot media not found  Unrecoverable video controller failure  No video device detected  Firmware ROM corruption detected  CPU voltage mismatch  CPU speed matching failure  Memory initialization  Hard-disk initialization  Secondary processor initialization  User authentication  User-initiated system startup  USB resource configuration  PCI resource configuration  Option ROM initialization  Video initialization  Cache initialization  SMBus initialization  Keyboard controller initialization  Embedded management controller initialization  Docking station attachment  Enabling docking station  Docking station ejection  Disabling docking station  Calling operating system wakeup vector  Starting operating system boot  Baseboard initialization  Reserved  Floppy initialization  Keyboard test  Pointing device test  Primary processor initialization  Interrupt type SMI  Interrupt type NMI  Interrupt type messaging interrupt    None  Asserted  Deasserted    None  Undefined  Lower non-critical - going low  Lower non-critical - going high  Lower critical - going low  Lower critical - going high  Lower non-recoverable - going low  Lower non-recoverable - going high  Upper non-critical - going low  Upper non-critical - going high  Upper critical - going low  Upper critical - going high  Upper non-recoverable - going low  Upper non-recoverable - going high  Transition to idle  Transition to active  Transition to busy  State deasserted  State asserted  Predictive failure deasserted  Predictive failure asserted  Limit not exceeded  Limit exceeded  Performance met  Performance lags  Transition to OK  Transition to non-criticial from OK  Transition to critical from less severe  Transition to non-recoverable from less severe  Transition to non-critical from more severe  Transition to critical from non-recoverable  Transition to non-recoverable  Monitor  Informational  Device removed / Device absent  Device inserted / Device present  Device disabled  Device enabled  Transition to running  Transition to in test  Transition to power off  Transition to on line  Transition to off line  Transition to off duty  Transition to degraded  Transition to power save  Install error  Fully redundant  Redundancy lost  Redundancy degraded  Non-redundant: Sufficient resources from redundant  Non-redundant: Sufficient resources from insufficient  Non-redundant: Insufficient resources  Redundancy degraded from fully redundant  Redundancy degraded from non-redundant  ACPI D0 power state  ACPI D1 power state  ACPI D2 power state  ACPI D3 power state  Temperature  Voltage  Current  Fan  General chassis intrusion  Drive bay intrusion  I/O card area intrusion  Processor area intrusion  LAN leash lost  Unauthorized dock/undock  Fan area intrusion  Secure mode violation attempt  Pre-boot password violation - user password  Pre-boot password violation attempt - setup password  Pre-boot password violation - network boot password  Other pre-boot password violation  Out-of-band access password violation  IERR  Thermal trip  FRB1/BIST failure  FRB2/Hang in POST failure  FRB3/Processor startup/initialization failure  Configuration error  SMBIOS uncorrectable CPU complex error  Processor presence detected  Processor disabled  Terminator presence detected  Processor automatically throttled  Power supply presence detected  Power supply failure detected  Power supply predictive failure  Power supply AC lost  Power supply AC lost or out-of-range  Power supply AC out-of-range, but present  Power supply configuration error  Power unit power off  Power unit power cycle  Power unit 240VA power down  Power unit interlock power down  Power unit AC lost  Power unit software power control failure  Power unit failure detected  Power unit predictive failure  Correctable ECC / other correctable memory error  Uncorrectable ECC / other uncorrectable memory error  Parity  Memory scrub failed  Memory device disabled  Correctable ECC logging limit reached  Memory presence detected  Memory configuration error  Memory spare  Memory automatically throttled  Memory criticial overtemperature  Drive presence  Drive fault  Drive predictive failure  Drive hot spare  Drive consistency check in progress  Drive in critical array  Drive in failed array  Drive rebuild in progress  Drive rebuild aborted  System firmware error  System firmware hang  System firmware progress  Correctable memory error logging disabled  Event logging disabled  Log area reset/cleared  All event logging disabled  SEL full  SEL almost full  BIOS watchdog reset  OS watchdog reset  OS watchdog shut down  OS watchdog power down  OS watchdog power cycle  OS watchdog NMI / diagnostic interrupt  OS watchdog expired, status only  OS watchdog pre-timeout interrupt  System reconfigured  ORM system boot event  Undetermined system hardware failure  Entry added to auxiliary log  PEF action  Timestamp clock sync  Front panel NMI/diagnostic interrupt  Bus timeout  I/O channel check NMI  Software NMI  PCI PERR  PCI SERT  EISA fail safe timeout  Bus correctable error  Bus uncorrectable error  Fatal NMI  Bus fatal error  Bus degraded  Power button pressed  Sleep button pressed  Reset button pressed  FRU latch open  FRU service request button  Soft power cntrol failure  Boot initiated by power up  Boot initiated by hard reset  Boot initiated by warm reset  User requested PXE boot  Automatic boot to diagnostic  No bootable media  Non-bootable diskette left in drive  PXE server not found  Invalid boot sector  Timeout waiting for user selection of boot source  A: Boot completed  C: boot completed  PXE boot completed  Diagnostic boot completed  CD-ROM boot completed  ROM boot completed  Boot completed - boot device not specified  Stop during OS load/initialization  Run-time stop  Slot fault status asserted  Slot identify status asserted  Slot device installed  Slot ready for device installation  Slot ready for device removal  Slot power is off  Slot device removal request  Slot interlock asserted  Slot is disabled  Slot holds spare  ACPI S0/Go working power state  ACPI S1 power state  ACPI S2 power state  ACPI S3 power state  ACPI S4 power state  ACPI S5/G2 soft-off power state  ACPI S4 or S5 power state  ACPI G3 power state  ACPI sleeping in S1, S2, or S3 power state  ACPI G1 power state  ACPI S5 override state  ACPI legacy ON power state  ACPI legacy OFF power state  ACPI unknown  Watchdog 2 timer expired  Watchdog 2 hard reset  Watchdog 2 power down  Watchdog 2 power cycle  Watchdog 2 timer interrupt  Platform generated page  Platform generated LAN alert  Platform generated IPMI PET  Platform generated SNMP trap  Entity present  Entity absent  Entity disabled  LAN heartbeat lost  LAN heartbeat  Sensor access degraded or unavailable  Controller access degraded or unavailable  Mangement controller offline  Mangement controller unavailable  Battery low (predictive failure)  Battery failed  Battery presence detected  Session activated  Session deactivated  Hardware version change  Firmware version change  Hardware incompatibility  Firmware incompatibility  Entity is unsupported hardware version  Entity is unsupported firmware version  Hardware change successful  Firmware change successful  FRU not installed  FRU inactive  FRU activation requested  FRU activation in progress  FRU active  FRU deactivation requested  FRU deactivation in pogress  FRU communication lost  Kernel panic    Reserved  Temperature  Voltage  Current  Fan  Physical security  Platform security violation attempt  Processor  Power supply  Power unit  Cooling device  Other units-based sensor  Memory  Drive slot  POST memory resize  System firmware progress  Event logging disabled  Watchdog 1  System event  Critical interrupt  Button  Module/Board  Microcontroller/Coprocessor  Add-in card  Chassis  Chip set  Other FRU  Cable/Interconnect  Terminator  System boot/Restart initiated  Boot error  OS boot  OS critcal stop  Slot/Connector  System ACPI power status  Watchdog 2  Platform alert  Entity presence  Monitor ASIC/IC  LAN  Management subsystem health  Battery  Session audit  Version change  FRU state  Kernel    User Name The User Name of the user to enable The name of an IPMI user to enable on this LAN channel.  user Privilege Level Maximum privilege level of user on channel The maximum privilege level to allow the user on this LAN channel. If this value is greater than the maximum privilege level for the channel itself, the maximum privilege level of the channel is the effective limit.  on Allow Serial over LAN User can use serial over LAN on channel Whether to allow the user to use the serial over LAN protocol (payload) over Remote Control and Management Protocol Plus (RCMP+) on this LAN channel. When enabled, The user can use serial over LAN provided that the user has a privilege level equivalent to or greater than the minimum required privilege level for serial over LAN.  0 7 0 Maximum Simultaneous Sessions Maximum simultaneous sessions for user on channel The maximum number of simultaneous sessions to allow the user on this LAN channel. The minimum value is 0, and the maximum value is 7. If 0, there is no limit.    IPv6 Use IPv6. Use IPv6 to identify the remote target.  IPv4 Use IPv4. Use IPv4 to identify the remote target.  default Use the default IP version from DNS settings. Use the IP version that is defined in the DNS settings configuration to identify the remote target.    name Name Enter the name of the new directory. Specifies the name that identifies the new directory.  hostname Host Name Enter the host name of the directory server. Specifies the host name of the directory server.  port Port Enter the port to communicate with the directory. Specifies the port that is used to communicate with the directory.  suffix Suffix Enter the suffixes to add for the new directory. Specifies the suffixes that are added for the new directory. To add multiple suffixes, separate each suffix with a comma (,).  bind-dn Bind DN Enter the DN to authenticate with the directory. Specifies the distinguished name (DN) that is used to authenticate with the directory.  bind-password Bind Password Enter the password to authenticate with the directory. Specifies the password that is used to authenticate with the directory.  ssl off Enable SSL Indicate whether to enable TLS to secure the communication with the directory. Specifies whether to enable TLS to secure the communication with the directory.  client-cert    SSL off Client Certificate Specify the client personal certificate for TLS communication with the federated directory. Specifies the client personal certificate for TLS communication with the federated directory. The key file must be specified in order to specify the client certificate. If the key file is specified, but the client certificate is not, the default client certificate within the key file is used. The client certificate cannot be specified when the client cryptographic profile is specified.  crypto-profile    SSL off  ClientCert  Client Crypto Profile Specify the cryptographic profile for TLS communication with the federated directory. Specifies the cryptographic profile for TLS communication with the federated directory. The cryptographic profile cannot be specified when the client cryptographic profile or the key file are specified.    Local Uses the local policy server on the DataPower Gateway.  Remote Uses a remote policy server.    azn Captures authorization events.  authn Captures authentication events.  http Captures HTTP events.    Unauthenticated Unauthenticated  Password Password  SSL SSL  ext-auth-interface External authentication interface    None None  HTTP HTTP only  HTTPS HTTPS only  Both Both HTTP and HTTPS    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  port 80 TCP or TLS Port Enter the TCP or TLS port of the back-end third-party server. The TCP or TLS port of the back-end third-party server. The default value is 80.  virtual-host Virtual Host Enter the value of the Host header of the request that is sent to the back-end server. The value of the Host header of the request that is sent to the back-end server.  virtual-host-port Virtual Host Port Enter the virtual host port number. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TCP is 80. Standard port for TLS is 443.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  http-port HTTP Port Enter the HTTP port of the back-end third-party server. The HTTP port of the back-end third-party server.  https-port HTTPS Port Enter the HTTPS port of the back-end third-party server. The HTTPS port of the back-end third-party server.  virtual-host Virtual Host Enter the value of the Host header of the request that is sent to the back-end server. The value of the Host header of the request that is sent to the back-end server.  virtual-host-port Virtual Host Port Enter the virtual host port number. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TCP is 80.  virtual-ssl-host Virtual TLS Host Enter the value of the TLS Host header of the request that is sent to the back-end server. The value of the TLS Host header of the request that is sent to the back-end server.  virtual-ssl-host-port Virtual TLS Host Port Enter the virtual TLS host port number. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TLS is 443.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  port 80 TCP or TLS Port Enter the TCP or TLS port of the back-end third-party server. The TCP or TLS port of the back-end third-party server. The default value is 80.  proxy-hostname Proxy Server Host Enter the DNS host name or IP address of the proxy server. The DNS host name or IP address of the proxy server. For example, www.example.com  proxy-port Proxy Server Port Enter the TCP or TLS port of the proxy server. The TCP or TLS port of the proxy server.  virtual-host Virtual Host Enter the value of the Host header of the request that is sent to the back-end server. The value of the Host header of the request that is sent to the back-end server.  virtual-host-port Virtual Host Port Enter the virtual host port number. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TCP is 80. Standard port for TLS is 443.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  port 80 TCP or TLS Port Enter the TCP or TLS port of the back-end third-party server. The TCP or TLS port of the back-end third-party server. The default value is 80.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    hostname Host Enter the DNS host name or IP address of the target server. The DNS host name or IP address of the target server. For example, www.example.com  port 80 TCP or TLS Port Enter the TCP or TLS port of the back-end third-party server. The TCP or TLS port of the back-end third-party server. The default value is 80.  proxy-hostname Proxy Server Host Enter the DNS host name or IP address of the proxy server. The DNS host name or IP address of the proxy server. For example, www.example.com  proxy-port Proxy Server Port Enter the TCP or TLS port of the proxy server. The TCP or TLS port of the proxy server.  local-address Local Address Enter the IP address that is used to communicate with the target server. The local IP address that the Access Manager Reverse Proxy uses when it communicates with the target server.  resolved-local-address  query-contents Query Contents Enter the path for the query_contents program file. Provides the Access Manager Reverse Proxy with the correct name of the query_contents program file and where to find the file.  server-uuid UUID of the Server Enter the UUID of the target server. The Universally Unique Identifier (UUID) of the target server that is connected to the Access Manager Reverse Proxy by using a stateful junction.  distinguished-name Distinguished Name (DN) Enter the distinguished name of the server certificate. The distinguished name (DN) of the server certificate.  windows-fs-support off Windows File System Support Indicate whether to enable Microsoft Windows file system support. Enable or disable Microsoft Windows file system support. When enabled, the server does not allow the 8.3 file name format and trailing dots in directory and file names. In addition, the Access Manager Reverse Proxy automatically treats URLs as case insensitive when it performs authorization checks on a request to a junctioned server.  url-case-insensitive off   WindowsFSSupport on Treat URL as case insensitive Indicate whether to treat URLs as case insensitive. Enable or disable URL case insensitivity. When enabled, the Access Manager Reverse Proxy server treats URLs as not case-sensitive when it performs authorization checks on a request to a target server.    None None  Filter Removes all basic authentication header information from any client requests before forwarding the requests to the back-end server.  Ignore Passes the original client basic authentication header information to the back-end server without modification.  Supply Supplies the authenticated Security Access Manager user name (client's original identity) with a static, generic password.  GSO Supplies the back-end server with authentication information (user name and password) obtained from a server that is set up to handle global sign-on (GSO).    hostname Host name The host name of the peer server.  keyfile ^isamcert:(/{3})?tam-keys/.+$  isamcert Key File Name The name of the peer server's key file.    cert-data Certificate Data Enter the client certificate data. The client certificate data to pass to the External Authentication Interface (EAI) application.  header Header Value Enter the name of the HTTP header that contains the data. The name of the HTTP header that contains the data.    Base64Certificate  Base64Certificate
                    header  SerialNumber  SerialNumber
                    header  SubjectCN  SubjectCN
                    header  SubjectLocality  SubjectLocality
                    header  SubjectState  SubjectState
                    header  SubjectCountry  SubjectCountry
                    header  SubjectOrganization  SubjectOrganization
                    header  SubjectOrganizationUnit  SubjectOrganizationUnit
                    header  SubjectDN  SubjectDN
                    header  SubjectPostalCode  SubjectPostalCode
                    header  SubjectEmail  SubjectEmail
                    header  SubjectUniqueID  SubjectUniqueID
                    header  IssuerCN  IssuerCN
                    header  IssuerLocality  IssuerLocality
                    header  IssuerState  IssuerState
                    header  IssuerCountry  IssuerCountry
                    header  IssuerOrganization  IssuerOrganization
                    header  IssuerOrganizationUnit  IssuerOrganizationUnit
                    header  IssuerDN  IssuerDN
                    header  IssuerPostalCode  IssuerPostalCode
                    header  IssuerEmail  IssuerEmail
                    header  IssuerUniqueID  IssuerUniqueID
                    header  Version  Version
                    header  SignatureAlgorithm  SignatureAlgorithm
                    header  ValidFrom  ValidFrom
                    header  ValidFromEx  ValidFromEx
                    header  ValidTo  ValidTo
                    header  ValidToEx  ValidToEx
                    header  PublicKeyAlgorithm  PublicKeyAlgorithm
                    header  PublicKey  PublicKey
                    header  PublicKeySize  PublicKeySize
                    header  FingerprintAlgorithm  FingerprintAlgorithm
                    header  Fingerprint  Fingerprint
                    header    Never Disable client certificate authentication.  Required Always request a client certificate. Do not accept the connection if the client does not present a certificate.  Prompt as Needed Do not prompt for a client certificate until the client attempts to access a resource that requires certificate authentication.  Optional Always request a client certificate. If presented, use it.    domain Domain Enter the name of the domain. The name of the domain that participates in the e-community.  keyfile ^isamcert:(/{3})?tam-keys/.+$  isamcert Key File Name Enter the file name for the key for the domain. The file name for the key for the domain that participates in the e-community.    None Disables header encoding.  UTF-8 binary Send the headers in UTF-8 binary.  UTF-8 URI Encoded Send the headers in UTF-8 binary and URI encodes them.  Local Code Page Binary Send the headers in the local code page of the Access Manager Reverse Proxy server.  Local Code Page, URI Encoded Send the headers in the local code page of the Access Manager Reverse Proxy server and URI encodes them.    IV-USER Provides the user name (short form) to the iv-user HTTP header of the request.  IV-USER-L Provides the full distinguished name of the user (long form) to the iv-user-l HTTP header of the request.  IV-GROUPS Provides the user's list of groups to the iv-groups HTTP header of the request.  IV-CREDS Provides the user's credential information to the iv-creds HTTP header of the request.    None None  Trailer Append the JavaScript block to the HTML page that is returned from the junctioned server.  Trailer Onfocus Append the onfocus event JavaScript block to the HTML page that is returned from the junctioned server.  Trailer XHTML10 Append the HTML 4.01 and XHTML 1.0 compliant JavaScript block to the HTML page that is returned from the junctioned server.  Inhead Insert the JavaScript block between the head tags for HTML 4.01 compliance.  Inhead XHTML10 Insert the XHTML 1.0 compliant JavaScript block between the head tags for HTML 4.01 compliance.  Inhead Onfocus Insert the onfocus event JavaScript block between the head tags for HTML 4.01 compliance.  Onfocus Use the onfocus event handler in the JavaScript to ensure that the correct junction cookie is used in a multiple-junction or multiple-browser-window scenario.  XHTML10 Insert a JavaScript block that is HTML 4.01 and XHTML 1.0 compliant.    Standard Create a standard junction.  Virtual Create a virtual junction.    TCP Standard junction over a TCP connection.  SSL Standard junction over a TLS connection.  TCP Proxy Standard junction over a TCP connection by using HTTP proxy server.  TLS Proxy Standard junction over a TLS connection by using HTTPS proxy server.  Mutual Standard junction over a HTTP or HTTPS connection depending on the communication protocol over which the request is received.    TCP Virtual junction over a TCP connection.  SSL Virtual junction over a TLS connection.  TCP Proxy Virtual junction over a TCP connection by using HTTP proxy server.  TLS Proxy Virtual junction over a TLS connection by using HTTPS proxy server.    USERNAME USERNAME  METHOD METHOD  URL URL  REFERER REFERER  HOSTNAME HOSTNAME  AUTHNLEVEL AUTHNLEVEL  FAILREASON FAILREASON  PROTOCOL PROTOCOL  ERROR_CODE ERROR_CODE  ERROR_TEXT ERROR_TEXT  OLDSESSION OLDSESSION  EXPIRE_SECS EXPIRE_SECS    secondary-interface Application Interface IP Address Enter the network interface on which the Access Manager Reverse Proxy listens for requests. The network interface on which the Access Manager Reverse Proxy listens for requests.  resolved-secondary-interface  http-port HTTP Port Enter the port on which the Access Manager Reverse Proxy listens for HTTP requests. The port on which the Access Manager Reverse Proxy listens for HTTP requests.  https-port HTTPS Port Enter the port on which the Access Manager Reverse Proxy listens for HTTPS requests. The port on which the Access Manager Reverse Proxy listens for HTTPS requests.  web-http-port Web HTTP Port Enter the port that the client uses to connect to the Access Manager Reverse Proxy for requests that the Access Manager Reverse Proxy receives on a TCP interface. The port that the client uses to connect to the Access Manager Reverse Proxy for requests that the Access Manager Reverse Proxy receives on a TCP interface.  web-http-protocol Web HTTP Protocol Set the protocol that the client uses to connect to the Access Manager Reverse Proxy for requests that the Access Manager Reverse Proxy receives on a TCP interface. The protocol that the client uses to connect to the Access Manager Reverse Proxy for requests that the Access Manager Reverse Proxy receives on a TCP interface.  cert-label Certificate Label Enter the label of the TLS server certificate. Specifies the label of the TLS server certificate that the Access Manager Reverse Proxy presents to the client.  client-cert-accept Accept Client Certificates Indicates how to handle certificates from HTTPS clients. The condition under which the Access Manager Reverse Proxy requires the client certificates.  worker-threads 1 300 Worker Threads Enter the number of threads that are allocated to service requests. The number of threads that are allocated to service requests. The minimum value is 1. The default value is 300.    None None  HTTP HTTP only  HTTPS HTTPS only    No additional compliance No additional compliance  FIPS 140-2 Enable FIPS 140-2 compliance.  NIST SP800-131a Transition Enable NIST SP800-131a support at the transition level.  NIST SP800-131a Strict Enable NIST SP800-131a support at the strict level.  NSA Suite B 128 bit Enable NSA Suite B at the 128-bit support level.  NSA Suite B 192 bit Enable NSA Suite B at the 192-bit support level.    LDAP Remote Uses a remote LDAP user registry.    LDAP Uses LDAP as the user registry.    XPath Expression XPath Expression which is applied against input context to derive a nodeset of nodes, then loop with one iteration per node in the nodeset.  Count Integer count, there is one loop iteration for each number from one (1) through the count, inclusive. Iterator Type Type of loop iteration    Byte The message payload is accessed as a Java byte array.  Text The message payload is accessed as a Java string value. This message type is suitable for SOAP and XML input. JMS Message Type    Never Never perform unsubscribe operation. Never perform an unsubscribe operation.  On Delete Perform unsubscribe operation when The handler is deleted. Perform an unsubscribe operation when The handler is deleted. Durable subscriber unsubscribe    Recipient Identifiers Use Recipient Identifiers property Use Recipient Identifier property  Single Identifier - Private Key Use Single Identifier - Private Key property Use Single Identifier - Private Key property  Single Identifier - Shared Secret Key Use Single Identifier - Shared Secret Key property Use Single Identifier - Shared Secret Key property  Direct Key Use Direct Key property Use Direct Key property Identifier Type Identifier Type    Name Name Name of a JOSE header.  Value Value Value of a JOSE header. If Name is 'crit', the value can be a comma separated list to have more than one value set to 'crit'. Other headers' values only accept string.    Compact Compact serialization Compact serialization  General JSON General JSON serialization General JSON serialization  Flattened JSON Flattened JSON serialization Flattened JSON serialization JSON serialization JSON serialization The JSON serialization format in the JSON Web Sign and the JSON Web Encrypt actions.    Signature Identifiers Use Signature Identifiers property Use Signature Identifiers property  Single Identifier - Certificate Use Single Identifier - Certificate property Use Single Identifier - Certificate property  Single Identifier - Shared Secret Key Use Single Identifier - Shared Secret Key property Use Single Identifier - Shared Secret Key property Identifier Type Identifier Type    Integer  Boolean  String  Hex String    badgerfish Converts the input to XML with the 
                     BadgerFish
                    convention.  relaxed badgerfish Converts the input to XML with the 
                     BadgerFish
                    convention and special conversion rules for broader compatibility with non-BadgerFish input. These rules include the conversion of plain JSON to XML. JSON to XML Conversion Type The conversion type for converting JSON input to XML output    A128CBC-HS256 AES_128_CBC_HMAC_SHA_256 authenticated encryption algorithm AES_128_CBC_HMAC_SHA_256 authenticated encryption algorithm  A192CBC-HS384 AES_192_CBC_HMAC_SHA_384 authenticated encryption algorithm AES_192_CBC_HMAC_SHA_384 authenticated encryption algorithm  A256CBC-HS512 AES_256_CBC_HMAC_SHA_512 authenticated encryption algorithm AES_256_CBC_HMAC_SHA_512 authenticated encryption algorithm  A128GCM AES GCM using 128-bit key AES GCM using 128-bit key  A192GCM AES GCM using 192-bit key AES GCM using 192-bit key  A256GCM AES GCM using 256-bit key AES GCM using 256-bit key JSON Web Encrypt cryptographic algorithm JSON Web Encrypt cryptographic algorithm Cryptographic algorithm for JSON Web Encrypt.    RSA1_5 RSAES-PKCS1-V1_5 RSAES-PKCS1-V1_5  RSA-OAEP RSAES OAEP using default parameters RSAES OAEP using default parameters  RSA-OAEP-256 RSAES OAEP using SHA-256 and MGF1 with SHA-256 RSAES OAEP using SHA-256 and MGF1 with SHA-256  A128KW AES Key Wrap with default initial value using 128 bit key AES Key Wrap with default initial value using 128 bit key  A192KW AES Key Wrap with default initial value using 192 bit key AES Key Wrap with default initial value using 192 bit key  A256KW AES Key Wrap with default initial value using 256 bit key AES Key Wrap with default initial value using 256 bit key  dir Direct use of a shared symmetric key as the CEK Direct use of a shared symmetric key as the CEK JSON Web Encrypt algorithm for key management JSON Web Encrypt algorithm for key management The key management algorithm for JSON Web Encrypt.    HS256 HMAC using SHA-256 HMAC using SHA-256  HS384 HMAC using SHA-384 HMAC using SHA-384  HS512 HMAC using SHA-512 HMAC using SHA-512  RS256 RSASSA-PKCS-v1_5 using SHA-256 RSASSA-PKCS-v1_5 using SHA-256  RS384 RSASSA-PKCS-v1_5 using SHA 384 RSASSA-PKCS-v1_5 using SHA 384  RS512 RSASSA-PKCS-v1_5 using SHA-512 RSASSA-PKCS-v1_5 using SHA-512  ES256 ECDSA using P-256 and SHA-256 ECDSA using P-256 and SHA-256  ES384 ECDSA using P-384 and SHA-384 ECDSA using P-384 and SHA-384  ES512 ECDSA using P-521 and SHA-512 ECDSA using P-521 and SHA-512  PS256 RSASSA-PSS using SHA-256 and MGF1 with SHA-256 RSASSA-PSS using SHA-256 and MGF1 with SHA-256  PS384 RSASSA-PSS using SHA-384 and MGF1 with SHA-384 RSASSA-PSS using SHA-384 and MGF1 with SHA-384  PS512 RSASSA-PSS using SHA-512 and MGF1 with SHA-512 RSASSA-PSS using SHA-512 and MGF1 with SHA-512 JSON Web Signature algorithm JSON Web Signature algorithm The signature method for JSON Web Signature.    Audience Add an audience claim. Specify an audience, "aud", claim.  Not before Add a not before claim. seconds Specify a not before, "nbf", claim.  Issued at Add an issued at claim. seconds Specify an issued at, "iat", claim.  JWT ID Add a JWT ID claim. Specify a JWT ID, "jti" claim.  Nonce Add a nonce claim. Specify a "nonce" claim.  Custom Add the custom claim. Specify one or more custom claims.    PKIX Specify the public and private keypair for JWT validation.  Shared secret key Specify the shared secret key for JWT validation.  JWK Specify a file containing the JSON Web Key (JWK) or key set for JWT validation.  Remotely retrieve JWK Specify a remote URL, with the form of http or https, for remotely retrieving the JWK for JWT validation.  Custom Provide custom processing by retrieving the crypto materials from a custom GatewayScript or XSLT file.    Sign Sign the JWT Specify how to sign the JWT.  Encrypt Encrypt the JWT Specify how to encrypt the JWT.    Decrypt Decrypt the encrypted JWT. Specify how to decrypt the encrypted JWT.  Verify Verify the signed JWT. Specify how to verify the signed JWT.  Custom processing Use the custom processing mechanism to validate the JWT. Specify a custom processing to validate the JWT, by processing a GatewayScript or XSLT file. This provides additional customized verification after the DataPower Gateway has verified the JWT successfully.    Kafka host Host name or IP address Host name or IP address of a bootstrap server.  Kafka port Port for bootstrap connection Port that the bootstrap server monitors for incoming bootstrap requests. Kafka endpoint    Name  Name of the property.  Value  Value for the property. Kafka property    Plaintext  Uses non-encrypted transport.  TLS  Uses TLS-encrypted transport.  SASL plaintext  Uses non-encrypted transport with SASL authentication.  SASL TLS  Uses TLS-encrypted transport with SASL authentication. Communication protocol    PLAIN  Uses a cleartext password.  SCRAM-SHA-256  Uses Salted Challenge Response Authentication Mechanism with SHA-256.  SCRAM-SHA-512  Uses Salted Challenge Response Authentication Mechanism with SHA-512. SASL mechanism    Reserved  Forwardable  Forwarded  Proxiable  Proxy  May-postdate  Postdated  Invalid  Renewable  Initial  Pre-authent  Hw-authent  Transited-policy-checked  Ok-as-delegate Kerberos ticket flags Kerberos ticket flags    1024 bits 1024 bits Indicates a key length of 1024 bits.  2048 bits 2048 bits Indicates a key length of 2048 bits.  4096 bits 4096 bits Indicates a key length of 4096 bits.    RSA RSA Indicates RSA key type.  ECDSA ECDSA Indicates Elliptic Curve Digital Signing Algorithm (ECDSA) key type.    Predefined Predefined label  User-defined User-defined label Label Type Label Type    Stable Use a constant aggregator. The policy never changes aggregators. The aggregator remains constant even when a better one is available.  Count Use the aggregator with the most NICs. The policy selects the aggregator with the most NICs.  Bandwidth Use the aggregator with the highest bandwidth. The policy selects the aggregator with the highest bandwidth.    Fast Fast aggregation rate Uses the fast link aggregation control protocol rate (every 1 second)  Slow Slow aggregation rate Uses the slow link aggregation control protocol rate (every 30 seconds)    enable-affinity on Enable Session Affinity Enable Session Affinity Enables or disables session affinity operations.  i-cookie-name DPJSESSIONID Insertion Cookie Name Insertion Cookie Name Name of the cookie inserted into the response when active or active-conditional session affinity is required.  i-path / Insertion Path Insertion Path The path added to the insertion cookie in the response when active or active-conditional session affinity is required.  i-domain datapower.com Insertion Domain Insertion Domain The domain added to the insertion cookie in the response when active or active-conditional session affinity is required. The domain name cannot begin with a dot.  override-wlm-affinity off Override WebSphere Cell Session Affinity Override WebSphere Cell Session Affinity Overrides the WebSphere Cell Session Affinity cluster configuration with the DataPower Gateway configuration information below.  affinity-mode   AffinityWLMOverride off Mode Set the session affinity mode The mode of session affinity applied to this load balancer group.  i-cookie-attributes  Insert cookie attributes Which attributes to insert in the cookie Specifies the attributes to insert in the cookie in the response when active or active-conditional session affinity is required. LB Group Affinity    admin-state off Enabled Enable this health check? Enables or disables a health check. The check will not run unless enabled  target-uri /   SSL LDAP IMSConnect TCPConnection URI XXX in http://www.foobar.com/XXX The relative URI to test for each member of the group. XXX in http://www.foobar.com/XXX.  target-port 80 Remote Port Port to test Enter the TCP Port number to test. The remote port and the member server health port interact differently depending on the type of the health check. 
                      Standard: The member server health port is used if specified. If not specified, the remote port in the load balancer group health check is used. LDAP: The remote port in the load balancer group health check only is used. A specification of a health port for the member server is ignored. IMS: The health port of the member only is used. The remote port in the load balancer group health check is ignored.  type Health Check Type Type of health check operation Type of health check to perform. In TCP mode (TCP Connection health check type), a health check is performed with a TCP connection request. In HTTP mode (Standard health check type), a health check is performed with an HTTP GET or HTTP POST.  use-soap on    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks on Send SOAP Request? Send SOAP Request? When set to on, the SOAP Request Document will be submitted to the web service via an HTTP POST operation. When set to off (without a request document), an HTTP Get operation is sent. The expected response is always valid XML and it is then analyzed using the Xpath Expression to verify the state of health of the server.  send-soap store:///healthcheck.xml    Post off  GatewayScriptChecks on  SSL LDAP IMSConnect TCPConnection SOAP Request Document The SOAP Request Document is only used if the send SOAP request is true. Enter the URL of the SOAP Request Document. This may be a file on the local flash filesystem (for example, local:///healthcheck.xml). This document is POSTed to the server if Send SOAP Request is on.  timeout 2 86400 10 Timeout Number of seconds to allocate for check seconds Enter an integer between 2 and 86400 to indicate the number of seconds to wait for a response to a health check post. The default is 10.  frequency 5 86400 180 Frequency Number of seconds between checks seconds Enter an integer between 5 and 86400 to indicate the number of seconds to wait between health check posts. The default is 180.  xpath /    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks on XPath Expression An XPath Expression for a healthy SOAP response Enter an XPath Expression that verifies the health of the server. The expression is applied to the server's response to the health check POST. If the expression is true, the server is healthy. Otherwise, the server health state is softdown until it passes a health check.  filter store:///healthcheck.xsl    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks on XSL Health Check Filter Filter that analyzes response Enter the URL of the stylesheet that evaluates the server response using the XPath Expression entered above. The default is supplied on this DataPower device.  sslproxy    SSLClientConfigType proxy  SSL Standard TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Select an existing TLS proxy profile for use with this health check. This is required if the back end server is using TLS communications with the DataPower device.  enforce-timeout off   SSL LDAP IMSConnect TCPConnection Enforce Health Check Timeouts Enforce Health Check Timeouts Indicates whether the health check timeout value is used to interrupt and end a health transaction. By default, the health check timeout only compares the actual time that the request took. With the default behavior, the health check timeout is not used to interrupt the transaction.  independent-checks off   SSL LDAP IMSConnect TCPConnection Independent Health Checks Independent Health Checks Indicates whether the health checks within a Load Balancer Group run independently of one another. By default, health checks within a Load Balancer Group run sequentially. With the default behavior, if a server hangs, all the other health checks for the other members are delayed.  gatewayscript-checks off   SSL LDAP IMSConnect TCPConnection Process with GatewayScript Enable GatewayScript Health Check Processing Enables or disables GatewayScript health check processing. If enabled, content of health check requests and responses can be of any type and the response evaluator will be a GatewayScript file.  request-method    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off HTTP Method Set the HTTP method for health check requests The HTTP method to use for Standard health checks with GatewayScript. If Custom is selected, a custom method name must also be specified.  request-custom-method    SSL Standard  GatewayScriptChecks on  GatewayScriptReqMethod Custom    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off  GatewayScriptReqMethod GET POST PUT HEAD Custom Method Enter the custom method The name of the custom method to use for Standard health check requests when GatewayScript processing is enabled.  request-doc store:///healthcheck.json    SSL Standard  GatewayScriptChecks on  GatewayScriptReqMethod POST PUT    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off  GatewayScriptReqMethod GET HEAD Request Document The Request Document is only used if the HTTP method is POST, PUT, or Custom Enter the URL of the Request Document. This might be a file on the local flash filesystem (for example, local:///healthcheck.xml). This document is included in the request to the server if the POST, PUT, or Custom method is selected for Standard health checks with GatewayScript. If the HTTP method is Custom, the request document is optional.  request-content-type application/json    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off  GatewayScriptReqMethod GET HEAD Content Type The content type of the Request Document Enter the content type of the Request Document for Standard health checks with GatewayScript.  response-evaluator-metadata    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off Response Evaluator Metadata Metadata used by the GatewayScript response evaluator Enter a string to be used by the GatewayScript Response Evaluator to help determine the state of the server's health. Enter a string (UTF-8). The value entered can be accessed via the evaluator session parameter. The GatewayScript Response Evaluator must issue the following: "session.parameters.evaluator" to retrieve this data.  response-evaluator store:///healthcheck.js    GatewayScriptChecks on  SSL Standard    SSL LDAP IMSConnect TCPConnection  GatewayScriptChecks off  local store temporary GatewayScript Response Evaluator The GatewayScript file used to evaluate the health check response Enter the URL of the GatewayScript file that evaluates the server response using the Response Evaluator Metadata. The default GatewayScript file is supplied on the DataPower Gateway.  tcp-conn-type   SSL TCPConnection   SSL LDAP IMSConnect Standard TCP Connection Type Type of TCP connection to attempt for health check operation When set to full, a TCP Connection health check will perform a complete three-way handshake to establish a connection, followed by a four-way handshake to close the connection. When set to partial, a TCP Connection health check will perform a half-open connection to check a member's health. The three-way handshake to establish a connection will not be completed for partial connection types.  ssl-client-type proxy   SSL Standard TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    SSLClientConfigType client  SSL Standard TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets. Health Check    server Actual Host Host name or IP address Specifies the host name or IP address of the real server.  weight 1 65000 1 Weight Weight  When balancing with Weighted Round Robin, the weight property indicates the relative priority of this server versus the other members of the group. The greater the weight indicates the higher the preference. Use an integer between 1 and 65000. For example, assume three server pool members, A, B, and C, with assigned weights of 5, 3, and 2 respectively. As a result of this weighting, server A can expect to receive approximately 50% of client requests, server B can expect to receive approximately 30% of client requests, with server C receiving the remaining 20%.  0 Mapped Server Port Port number  Specifies the port on the real server. If non-zero, the associated real server is contacted on this port. Normally the real server is contacted on the same port number as that of the virtual server and this should not be set to a value other than zero. However, if you have services that run on different ports for different members of the group, you might need to define this value. The DataPower Gateway checks this port when the health check type is IMS Connect.    Status DEPRECATED.  0 Health Port Port number Specifies the TCP Port number to test.  admin-state enabled Administrative State Administrative State of the Load Balancer Member Enable or Disable the Load Balancer Member. If the Administrative State is disabled, the member are not used in health or forwarding checks. Group Membership    GET Use the HTTP GET method for the health check request.  HEAD Use the HTTP HEAD method for the health check request.  POST Use the HTTP POST method for the health check request.  PUT Use the HTTP PUT method for the health check request.  Custom Use a custom method for the health check request.    Full Full TCP Connection Perform a three-way handshake to establish a connection and a four-way handshake to close the connection.  Partial Partial TCP Connection Perform an incomplete three-way handshake, or half-open connection, by responding to a member's SYN-ACK with a RST.    Standard The server is checked with an HTTP GET or a SOAP request to the server's health port, or if one is not specified, to the remote port.  LDAP (deprecated) Deprecated - The load balancer group contains LDAP servers. The health check is performed with a TCP connection request on the remote port.  IMS Connect (deprecated) Deprecated - The load balancer group contains IMS Connect servers. The health check is performed with a TCP connection request on the mapped server port.  TCP Connection The server is checked by sending a TCP connection request to the server's health port, or if one is not specified, to the remote port.  On  Off    Enabled This load balancer member is administratively enabled. The server participates in load balancing and health check decisions.  Disabled This load balancer member is administratively disabled. The server is not included in any load balancing decisions.    Compose DN Compose DN from user name Indicates to compose the DN from the user name.  Compose UPN Compose UPN from user name Indicates to compose the UPN from the user name.  Search DN Search LDAP for DN of user name Indicates to query the LDAP server to retrieve user information. LDAP authentication method    Dynamic Dynamic filter and base DN Indicates to build group authentication dynamically.  Static Static filter and base DN Indicates to build group authentication from predefined configuration. ComposeUPN does not support this option. LDAP Group Authentication Type Type of group authentication configuration provided    Subtree Searches the entry-level of the tree and any of its descendants.  One Level Searches the entry-level of the tree and any object that is one level below.  Base Searches the entry-level of the tree only. LDAP Search Scope    v2 LDAP v2  v3 LDAP v3 LDAP Version    No Do not enable legacy key exchange algorithms. Do not enable support for weaker key exchange algorithms supported by legacy clients.  Yes Enable legacy key exchange algorithms. Enable support for weaker key exchange algorithms. Note that these algorithms may be considered vulnerable.    No Do not accept the terms of the license agreements. Do not accept the terms of the license agreements.  Yes Accept the terms of the license agreements. Accept the terms of the license agreements.  Yes Accept the terms of the license agreements. Accept the terms of the license agreements.    Unknown feature  IBM MQ support  Access Manager client  Binary processing support  Java API for XML processing support  Hardware security module available  PKCS #7 and S/MIME support  Netegrity SiteMinder  SQL-ODBC support  TIBCO EMS support  WebSphere JMS support  XML hardware accelerator available  Compact flash available  Hard disk array available  iSCSI support  Locate LED light available  Application Optimization support  TIBCO Rendezvous support  Fibre Channel  Intelligent Platform Management Interface  Database Connectivity Option support  MPTSAS RAID support  ServeRAID RAID support  Intrusion Detection support  Intelligent Platform Management Interface LAN channel  zBX support  IPv6 support  System running on real hardware  System running on virtual hardware  Hard Disk Array backed by a real hardware  IMS Callout  Language support  SNMP EngineID source options  Extended Oracle support for the Database Connectivity Option  MPT2SAS RAID support  Business-to-Business services  IMS support  Access Manager Proxy  Data Format Description Language  Base IBM DataPower Gateways product  Base IBM MQ Appliance  Modify RAID storage filesystems  Tenant installation  IBM Transformation Extender  MAX for array index  Represents an internal suppressed feature Licensed feature    Yes  No  Error License status    Plan default Use the rate limiting and burst limiting that are defined in the API plan.  Collection named Use assembly-specific rate limiting, burst limiting, and count limiting from the API collection.  Plan named Use assembly-specific rate limiting, burst limiting, and count limiting from the API plan.  Gateway named Use assembly-specific rate limiting, burst limiting, and count limiting from the API Gateway.  Domain named Use assembly-specific rate limiting from the domain configuration. Source The source of rate limiting, burst limiting, and count limiting to apply.    Active-backup Active-backup mode Indicates that the mode is active-backup. One link is active, and the other link is standby.  LACP LACP mode Indicates that the mode uses the Link Aggregation Control Protocol (LACP). The IEEE 802.1AX-2008 standard defines LACP.  Transmit load balancing Transmit load balancing mode Indicates that the mode uses transmit-based load balancing.  Unsupported Mode is unsupported Indicates that the mode is not supported. Contact IBM Support. Aggregation mode Aggregation mode Operating mode of the link aggregation    Active-backup Use active-backup links. Link aggregation is active-backup. One link is active, and the other link is backup. If the active link is lost, switches to the backup link.  Transmit-based Use transmit-based load balancing. Link aggregation uses transmit-based load balancing. This mode uses a single link for incoming traffic but distributes outgoing traffic among all links.  LACP Use LACP. Link aggregation uses the Link Aggregation Control Protocol (LACP). The IEEE 802.1AX-2008 standard defines LACP. This mode requires support on the network switch.    Aggregate member Aggregate member Indicates that the link is controlled by another link.  Aggregate interface Aggregate interface Indicates that the link controls itself.  Virtual Virtual Indicates that the link is a virtual interface on top of another interface.  None No flags Indicates that there are no relevant flags. Flags Various flags Flags that can be set on the interface    OK Interface responding The interface is responding to the network.  No link Interface not responding The interface is not responding to the network. Link State Link State    Round Robin Rotate the servers in order Maintains a simple list of servers and forwards a new connection to the next server in the list.  Weighted Round Robin Balance the servers proportionally according to weight Maintains a weighted list of servers and forwards new connections in proportion to the weight that is assigned to each server.  Hash Base on IP address or HTTP header of the client  Uses the IP address of the client or the value of an HTTP header as the basis for server selection. With the hash algorithm, the same client is served by the same server. Use this algorithm only when clients access applications that require the storage of server-side state information, such as cookies. Hashing algorithms cannot ensure even distribution. The HTTP header approach is applicable with only Multi-Protocol Gateway and Web Service Proxy services.  Least Connections Server with fewest outstanding connections Maintains a record of current active server connections and creates a new connection to the server with the least number of active connections.  First Alive First live server Based on the concept of a primary and some number of backup servers. Assuming that the primary server is up, all connections are forwarded to this server. Connections are forwarded to backup servers only if the health state of the primary server is down or softdown.  Weighted Least Connections Server with fewest weighted outstanding connections Maintains a record of the number of active server connections and creates a new connection to the server with the least number of current connections. The weighting provides a distribution of connections whereby the percentage of connections sent to any given server will match the relative weight assigned to that server. When 'persistent connections' is disabled, the number of connections in use is roughly equal to the number of requests that are outstanding. Therefore, the distribution of the requests will closely follow the weight distribution. When 'persistent connections' are enabled, the long lived connection may be reused many times before a new connection is established. In the case of persistent connections, the number of individual requests to any given server may not match the weight distribution.    up Member is up  softdown Member is dampened  down Member is down Health Status Health Status    evtlog Eventlog Subsystem  webgui Web Management Interface  all All Events  usr0 User Type 0  usr1 User Type 1  usr2 User Type 2  usr3 User Type 3  usr4 User Type 4  usr5 User Type 5  usr6 User Type 6  usr7 User Type 7  usr8 User Type 8  usr9 User Type 9  usr10 User Type 10  usr11 User Type 11  usr12 User Type 12  usr13 User Type 13  usr14 User Type 14  usr15 User Type 15  usr16 User Type 16  usr17 User Type 17  usr18 User Type 18  usr19 User Type 19  usr20 User Type 20  usr21 User Type 21  usr22 User Type 22  usr23 User Type 23  usr24 User Type 24  usr25 User Type 25  usr26 User Type 26  usr27 User Type 27  usr28 User Type 28  usr29 User Type 29  usr30 User Type 30  usr31 User Type 31  usr32 User Type 32  usr33 User Type 33  usr34 User Type 34  usr35 User Type 35  usr36 User Type 36  usr37 User Type 37  usr38 User Type 38  usr39 User Type 39  usr40 User Type 40  usr41 User Type 41  usr42 User Type 42  usr43 User Type 43  usr44 User Type 44  usr45 User Type 45  usr46 User Type 46  usr47 User Type 47  usr48 User Type 48  usr49 User Type 49  usr50 User Type 50  usr51 User Type 51  usr52 User Type 52  usr53 User Type 53  usr54 User Type 54  usr55 User Type 55  usr56 User Type 56  usr57 User Type 57  usr58 User Type 58  usr59 User Type 59  usr60 User Type 60  usr61 User Type 61  usr62 User Type 62  usr63 User Type 63  usr64 User Type 64  usr65 User Type 65  usr66 User Type 66  usr67 User Type 67  usr68 User Type 68  usr69 User Type 69  usr70 User Type 70  usr71 User Type 71  usr72 User Type 72  usr73 User Type 73  usr74 User Type 74  usr75 User Type 75  usr76 User Type 76  usr77 User Type 77  usr78 User Type 78  usr79 User Type 79  usr80 User Type 80  usr81 User Type 81  usr82 User Type 82  usr83 User Type 83  usr84 User Type 84  usr85 User Type 85  usr86 User Type 86  usr87 User Type 87  usr88 User Type 88  usr89 User Type 89  usr90 User Type 90  usr91 User Type 91  usr92 User Type 92  usr93 User Type 93  usr94 User Type 94  usr95 User Type 95  usr96 User Type 96  usr97 User Type 97  usr98 User Type 98  usr99 User Type 99  usr100 User Type 100  usr101 User Type 101  usr102 User Type 102  usr103 User Type 103  usr104 User Type 104  usr105 User Type 105  usr106 User Type 106  usr107 User Type 107  usr108 User Type 108  usr109 User Type 109  usr110 User Type 110  usr111 User Type 111  usr112 User Type 112  usr113 User Type 113  usr114 User Type 114  usr115 User Type 115  usr116 User Type 116  usr117 User Type 117  usr118 User Type 118  usr119 User Type 119  usr120 User Type 120  usr121 User Type 121  usr122 User Type 122  usr123 User Type 123  usr124 User Type 124  usr125 User Type 125  usr126 User Type 126  usr127 User Type 127  usr128 User Type 128  usr129 User Type 129  usr130 User Type 130  usr131 User Type 131  usr132 User Type 132  usr133 User Type 133  usr134 User Type 134  usr135 User Type 135  usr136 User Type 136  usr137 User Type 137  usr138 User Type 138  usr139 User Type 139  usr140 User Type 140  usr141 User Type 141  usr142 User Type 142  usr143 User Type 143  usr144 User Type 144  usr145 User Type 145  usr146 User Type 146  usr147 User Type 147  usr148 User Type 148  usr149 User Type 149  usr150 User Type 150  usr151 User Type 151  usr152 User Type 152  usr153 User Type 153  usr154 User Type 154  usr155 User Type 155  usr156 User Type 156  usr157 User Type 157  usr158 User Type 158  usr159 User Type 159  usr160 User Type 160  usr161 User Type 161  usr162 User Type 162  usr163 User Type 163  usr164 User Type 164  usr165 User Type 165  usr166 User Type 166  usr167 User Type 167  usr168 User Type 168  usr169 User Type 169  usr170 User Type 170  usr171 User Type 171  usr172 User Type 172  usr173 User Type 173  usr174 User Type 174  aaa AAA Policy  audit Audit Trace  auth Authentication  cert-monitor Crypto Certificate Monitor  cli CLI Trace  crypto Crypto Subsystem  file File Management  file-capture XML File Capture content  ftp FTP Message Exchange  http HTTP Proxy  ldap LDAP Server Query  mgmt Configuration Management  mime MIME Message Processing  monitor Message Monitoring  mq IBM MQ  multistep Multistep Transformations  network Network Subsystem  ocsp OCSP  ssl SSL  schema Schema Validation  smtp SMTP Message Exchange  system System Events  tam Tivoli Access Manager  user User Management  useragent User-Agent Subsystem  xslcoproc   xmlfilter XML Message Filtering  xmlfirewall XML-Firewall Service  xslt XSLT Compilation  xsltmsg XSLT User Message  xmlparse General XML Parsing  xslproxy XSL-Proxy Service  xmlroute XML Message Routing  ws-proxy Web Service Proxy  wsm-agent Web Service Management Agent  mpgw Multi-Protocol Gateway  kerberos Kerberos  slm SLM  sql SQL  netegrity CA Single Sign-On (formerly Netegrity SiteMinder)  network-file Network Filesystem  icap ICAP  webapp-firewall Web Application Firewall  http-convert HTTP to XML Converter  tibco-ems TIBCO EMS  xacml XACML  ltpa LTPA  latency Transactional Latency  wasjms WebSphere JMS  file-poller File Poller  tfim Tivoli Federated Identity Manager  uddisub UDDI Subscription (deprecated)  wsrr WebSphere Service Registry and Repository  rbm Role-based Management  rpcsec-gss RPC Security - Generic Security Service for NFS  secure-conversation WS-SecureConversation Security Context  ims Information Management System  iscsi iSCSI  wtx WTX  zosnss zOS NSS Client  llm Low Latency Message  ssh Secure Shell  sftp SSH File Transfer Protocol  b2bgw B2B Gateway  b2bp B2B Message Persistence  cms B2B Crypto Message Syntax  UDDI UDDI Registry (deprecated)  wcc WebSphere Cell Configuration  self-balancing Self-Balancing  sysplexdistributor Sysplex Distributor Target Control Service  quiesce quiesce  fibre-channel Fibre Channel  cluster-service Cluster Service  secure-cloud-connector Secure Cloud Connector  ipmi Intelligent Platform Management Interface  memory-report Memory Report Memory report  waxhn   wag   ip-multicast IP Multicast  peer-group Peer Group  web-token-service Web Token Service  oauth OAuth  xc10-grid   odr-connector-group On Demand Router Connector Group  odr On Demand Router  odr On Demand Router Library  GatewayScript GatewayScript  gatewayscript-user GatewayScript User  extlatency Enhanced Transactional Latency  cloud-gateway   cloud-connector   isamproxy   wxs-grid eXtreme Scale Grid  secure-gateway-client Secure Gateway Client  apiconnect API Connect  redis Redis  quota-enforcement Quota Enforcement  networkhsm-luna SafeNet Luna Network HSM  dfdl Data Format Description Language  xformng XFormNG  xquery XQuery  qmgr MQ Queue Manager  parse Parsing  tenant Tenant Management  product-insights   apigw API Gateway  apic-gw-service API Connect Gateway Service  gateway-peering Gateway Peering  ilmt-scanner ILMT Disconnected Scanner  ilmt-force-scan Force ILMT create package scan  gateway-peering-manager Gateway Peering Manager  opentracing Jaeger Client for Open Tracing  AMQP AMQP  kafka Kafka  api-stats API Stats Log Event Class Class of log event    Active Active Normal operation state, no failures.  Retrying Retrying Retrying to establish the connection. Messages might be dropped.  Failure Failure Connection failed. No messages collected.  Disabled Disabled The connection is disabled because the log target is disabed. Log connection status Log connection status    none Does not log any content Indicates that no logging occurs.  activity Logs invocation only Logs invocation only (only the resource URI is recorded).  header Logs activity and header Logs activity and header.  payload Logs activity, header, and payload Logs activity, header, and payload (body of the message). Log Content The type of content to be logged    Event Category Log event category Sets an event category.  Minimum Event Priority Sets the minimum priority for log event Sets the minimum event priority. The priorities are hierarchical. From lowest to highest, the hierarchy is debug, information, notice, warning, error, critical, alert, emergency.    Rotate Rotate the log file when the maximum size is reached. The DataPower Gateway creates a copy of the file and starts a new file. The DataPower Gateway retains the archived copies up to the specified number of rotations. After reaching the maximum number of rotations and the log file reaches its maximum size, the DataPower Gateway deletes the oldest file and copies the current file.  Upload Upload the log file when the maximum size is reached. The DataPower Gateway uploads the file using the specified upload method. Archive Mode Archive mode for log files    FTP File Transfer Protocol (FTP) Use the File Transfer Protocol (FTP) to upload the file.  SCP (deprecated) Secure Copy Use the SSH Secure Copy (SCP) protocol to upload the file.  SFTP SSH File Transfer Program Use the SSH File Transfer Protocol (SFTP) to upload the file.  SMTP Simple Mail Transfer Protocol Use the Simple Mail Transfer Protocol (SMTP) to upload the file. Upload Method Upload method for log files    Text Events as formatted text  Raw Events as unformatted text  XML Events in XML format  JSON (IBM Cloud Private) Events in JSON for IBM Cloud Private format  CBE Events in IBM Common Base Event (CBE) format  CSV Events in Comma Separated Value (CSV) format  Audit Internal use only  Diagnostic Internal use only Log format Log format    IP Address IP Address The explicit IP address on which to filter.    emergency System unusable An emergency-level message. The system is unusable.  alert Immediate action required An alert-level message. Immediate action must be taken.  critical Critical condition A critical message. Immediate action should be taken.  error Error condition An error message. Processing might continue, but action should be taken.  warning Warning condition A warning message. Processing should continue, but action should be taken.  notice Normal but significant condition A notice message. Processing continues, but action might need to be taken.  information Informational message An information message. No action required.  debug Debug message A debug message for processing information to help during troubleshooting. Log Level Log level    Emergency Emergency: system is unusable  Alert Alert: action must be taken immediately  Critical Critical: critical condition  Error Error: error condition  Warning Warning: warning condition  Notice Notice: normal but significant condition  Information Information: informational messages  Debug Debug: debug-level messages Log level Log level    Object Type Object type Specify the object type, which is the object class. With this filter, the log target collects log messages for only the specified object classes or for only particular instances of the specified object class.    Object Name Object name  Optionally enter the name of an existing object of the selected type.  To collect log messages for all instances of an object class, do not specify an object name. To collect log messages for a specific instance of an object class, specify its object name.  off Add Referenced Objects Whether to include log messages for objects that the specified object instance references.  Indicate whether to include log messages for objects that the specified object instance references.  When enabled, includes referenced objects. When disabled, excludes referenced objects. Included objects are a static snapshot when you apply the object filter. If referenced objects are added after you apply the object filter, messages for these referenced objects are not logged. For example, if you specify a particular service that has handlers and a handler is added after you apply the object filter, messages are not logged for the added handler.    Second One second precision Write log entries with one second precision. Fractional seconds are not shown in the timestamp.  Microsecond Microsecond precision Write log entries with microsecond precision. Six digits of subsecond precision are shown in the timestamp. Log Timestamp Precision Timestamp precision of the log entry    Active No failure Normal operation state, no failures.  Warning Warning Target is approaching failure conditions. Messages might be dropped.  Failure Failure Target failed. No messages collected.  Suspended Suspended The target is busy because it is sending messages. Log status Log status    syslog syslog-style timestamp Uses the syslog-style timestamp.  Numeric Numeric timestamp Uses a numeric timestamp.  zulu ISO UTC format Milliseconds used as the timestamp format in Coordinated Universal Time (UTC) in log messages yyyymmddThhmmss+oo:oo. Log timestamp format Log timestamp format    Message ID msgid Specify the message ID or event code to trigger the CLI command.    Regular Expression regexp Optional: specify a regular expression as an additional trigger criteria. When a regular expression is provided, the expression must match the log message to trigger the CLI command.  on Only Once Only once If enabled, the specified CLI command will only execute the first time the trigger conditions are met.  on Only this Trigger Stop processing further rules on match If enabled, when this command is triggered, other commands that have the same trigger criteria will not be processed. If disabled, subsequent commands that share the same trigger criteria will process.  CLI Command CLI command Specify the command to execute if the trigger criteria are met.    Console Writes to the screen Writes log entries to the screen when using Telnet, SSH, or command-line access through the serial port.  Cache Writes to system memory Writes log entries to system memory.  syslog Forwards to a remote syslog daemon (UDP) Forwards log entries using UDP to a remote syslog daemon. The local address, remote address, remote port, syslog facility can be set. The processing rate can be limited.  syslog-tcp Forwards to a remote syslog daemon (TCP) Forwards log entries using TCP to a remote syslog daemon. The local address, remote address, remote port, syslog facility can be set. a TLS connection to the syslog host can be created. The processing rate can be limited.  SMTP Forwards as email Forwards log entries as email to the configured remote SMTP servers and email addresses. Before sending, the contents of the log can be encrypted or signed. The processing rate can be limited.  File Writes to a file in the DataPower file system Writes log entries to a file in the DataPower file system. The file can be archived using the rotate or upload method. The file can be sent as email. The entire file can be encrypted and signed.  SOAP Forwards as SOAP messages Forwards log entries as SOAP messages. The log format must be XML or IBM Common Base Event (CBE). The URL can be set. The processing rate can be limited. Select a remote SOAP target. Routing logging messages to a local SOAP service can cause a large amount of logging feedback and increased resource consumption.  SNMP Forwards as SNMP traps Forwards log entries as SNMP traps to configured recipients. The processing rate can be limited.  NFS Writes to a file on an NFS server Writes log entries to a file on a remote NFS server. The file can be archived using the rotate method. The processing rate can be limited. Note that network-file type messages are not logged to NFS log targets. Log type Type of log target    WebSphere version 1 LTPA token version used by WebSphere Application Server release earlier than version 5.1.0.2 (for z/OS) and prior to version 5.1.1 for other platforms. The default format for releases prior to version 6.1.  WebSphere version 2 LTPA token version introduced in WebSphere Application Server version 5.1.0.2 (for z/OS) and version 5.1.1 for other platforms. The default format for version 6.1 and later.  Domino The LTPA-like Domino Session ID cookie. Domino can consume WebSphere version 1 tokens. LTPA token version    WebSphere version 1 LTPA token version used by WebSphere Application Server releases earlier than version 5.1.0.2 (for z/OS) and earlier than version 5.1.1 for other platforms. The default format for releases earlier than version 6.1.  WebSphere version 1 - FIPS LTPA token version that is FIPS compliant and used by WebSphere Application Server releases. This version is supported in WebSphere Application Server version 6.0 and later.  WebSphere version 2 LTPA token version introduced in WebSphere Application Server version 5.1.0.2 (for z/OS) and version 5.1.1 for other platforms. The default format for version 6.1 and later.  WebSphere 7.0 version 2 LTPA token version 2 introduced in WebSphere Application Server version 7.0. This version is the same as previous LTPA token version 2. The difference is in the ValueType attribute of the BinarySecurityToken.  Domino The LTPA-like Domino Session ID cookie. Domino can consume WebSphere version 1 tokens. LTPA token version    LTPA user attribute name Name of the user attribute included in the LTPA token. Specify the name of the user attribute included in the generated token. LTPA attributes are relevant for only WebSphere LTPA tokens.  LTPA user attribute type Type of the LTPA user attribute. Select the type of user attribute.    LTPAUserAttributeType static LTPA user attribute static value Static value of the user attribute included in the LTPA token. Specify the fixed value of the LTPA user attribute. If the value contains the characters '$', ':', or '%', these characters are escaped.    LTPAUserAttributeType xpath LTPA user attribute XPath value XPath expression that evaluates to the value of the user attribute included in the LTPA token. Specify the XPath expression or use the XPath Tool to create the XPath expression to be evaluated against the input message at runtime. The result of which will be set as the value of the attribute.    Static Attribute value known at configuration time. The attribute value is known at configuration time. When selected, specify a fixed value for the named attribute.  XPath Attribute value resolved at runtime with an XPath expression. The attribute value is resolved at runtime. When selected, specify the XPath expression in the input message to evaluate. LTPA user AttributeType    LTPA  Use the following namespace for all LTPA token versions:  http://www.ibm.com/websphere/appserver/tokentype/5.0.2/#LTPA  LTPA or LTPAv2  Use one of the following namespaces based on the LTPA token version:  http://www.ibm.com/websphere/appserver/tokentype/5.0.2/#LTPA http://www.ibm.com/websphere/appserver/tokentype/#LTPAv2    activeBasic Default HA automatic recovery mode Checks the status of HA members. If required, runs synchronization.  activeEnhanced Enhanced HA automatic recovery mode Checks the status of HA members. If required, runs synchronization. During synchronization, restores all sessions and their login states.    Crypto Officer (CO)  Access with the Crypto Officer role.  Crypto User (CU)  Access with the Crypto User role. Login role    None  Does not use security option other than the network trust link (NTL).  HTL  Use Host Trust Link (HTL). An HTL provides an additional verification layer that uses a one-time-token to secure the connection between the DataPower Gateway and the Luna HSM. For more information about host trust link, see the SafeNet Luna HSM documentation. Security Option    Weighted least connections Weighted least connections algorithm The weighted least connection algorithm uses an internal CPU-based weight with the number of current connections to each member to distribute incoming connections among available member. A member receives a new connection that is based on a combination of its weight (or preference) and its number of active connections. The algorithm attempts to balance the connection completion rate across members so that each member has the same number of active connections.  Round robin Round robin algorithm The round robin algorithm maintains a list of members and evenly distributes incoming connections among available members. The algorithm attempts to balance the incoming connection rate across members. Distribution algorithm Distribution algorithm    CPU Based CPU Based  Equal Equal Weight Algorithm Weight Algorithm    Matching type Set the match type for evaluation. The match type for evaluation.    Type http   HTTP header Enter the name of the HTTP header to examine. For HTTP matching, the name of the HTTP header to examine.    Type http   HTTP value match Enter the value match for the HTTP header. For HTTP matching, the value match for the HTTP header. Enter a match pattern or a literal string.    Type url fullyqualifiedurl host   URL match Enter the URL match expression. The URL match expression.    Type errorcode   Error code Enter the error code match expression. The error code match expression.    Type xpath   XPath expression Enter the XPath match expression. The XPath match expression.    Type method   HTTP method Set the HTTP method. The HTTP method.  ^[a-zA-Z0-9!#$%&'*+-.^_`|~]{1,8192}$   Method custom   Custom method Enter the custom HTTP method. For a custom method, the custom HTTP method.    URL Use the URL match pattern against the path part of a URL.  HTTP Use the name of the HTTP header and the value match pattern against the values for HTTP headers.  Error Code Use the event code match pattern against event codes.  XPath Use the XPath expression match pattern against file contents.  Full URL Use the URL match pattern against the full URL, which includes the protocol.  Host (deprecated) Use the URL match pattern against the host and port portions of the URL. The match occurs against the HTTP host header, which is the way that HTTP 1.1 does virtual hosting. Deprecated: Use an HTTP match.  HTTP method Compare the HTTP method against the value of the HTTP request line.    Other Other Other  Configuring Configuring, auto-negotiation in progress Configuring, auto-negotiation in progress  Complete Complete Complete  Disabled Disabled Disabled  Parallel detection failed Parallel detection failed Parallel detection failed Ethernet MAU auto-negotiation status Ethernet MAU auto-negotiation status Ethernet MAU auto-negotiation status    No error No error No error  Offline Offline Offline  Link failure Link failure Link failure  Auto-negotiation error Auto-negotiation error Auto-negotiation error Ethernet MAU auto-negotiation fault Ethernet MAU auto-negotiation fault Ethernet MAU auto-negotiation fault    10BASE-T half-duplex 10BASE-T half-duplex 10BASE-T half-duplex  10BASE-T full-duplex 10BASE-T full-duplex 10BASE-T full-duplex  100BASE-X half-duplex 100BASE-X half-duplex 100BASE-X half-duplex  100BASE-X full-duplex 100BASE-X full-duplex 100BASE-X full-duplex  100BASE-T4 half-duplex 100BASE-T4 half-duplex 100BASE-T4 half-duplex  100BASE-TX half-duplex 100BASE-TX half-duplex 100BASE-TX half-duplex  100BASE-TX full-duplex 100BASE-TX full-duplex 100BASE-TX full-duplex  100BASE-T2 half-duplex 100BASE-T2 half-duplex 100BASE-T2 half-duplex  100BASE-T2 full-duplex 100BASE-T2 full-duplex 100BASE-T2 full-duplex  1000BASE-T half-duplex 1000BASE-T half-duplex 1000BASE-T half-duplex  1000BASE-T full-duplex 1000BASE-T full-duplex 1000BASE-T full-duplex  1000BASE-X half-duplex 1000BASE-X half-duplex 1000BASE-X half-duplex  1000BASE-X full-duplex 1000BASE-X full-duplex 1000BASE-X full-duplex  Asymmetric PAUSE for full-duplex Asymmetric PAUSE toward link partner for full-duplex Asymmetric PAUSE toward link partner for full-duplex  Symmetric PAUSE for full-duplex Symmetric PAUSE for full-duplex Symmetric PAUSE for full-duplex  Asymmetric and symmetric PAUSE for full-duplex Asymmetric and symmetric PAUSE toward local device for full-duplex Asymmetric and symmetric PAUSE toward local device for full-duplex Ethernet MAU negotiation bits Ethernet MAU negotiation bits Ethernet MAU negotiation bits    Detected Detected, FLP bursts seen Detected, FLP bursts seen  Not Detected Not Detected, no FLP bursts seen Not Detected, no FLP bursts seen Ethernet MAU auto-negotiation remote signaling Ethernet MAU auto-negotiation remote signaling Ethernet MAU auto-negotiation remote signaling    Other Other Other  Unknown Unknown at present time Unknown at present time  No jabber No jabber, normal No jabber, normal  Jabber error Jabber error Jabber error Ethernet MAU jabber status Ethernet MAU jabber status Ethernet MAU jabber status    Other Other Other  Unknown Unknown at present time Unknown at present time  Available Available, normal Available, normal  Not available Not available Not available  Remote fault Down due to remote fault Down due to remote fault  Offline Offline Offline Ethernet MAU link status Ethernet MAU link status Ethernet MAU link status    Name The name for the message content filter Specify the name for the message content filter.  Type The type of message content filter Select the type of the message content filter.    Type http   HTTP Header Name The name of the HTTP header field to match against Enter the name of the HTTP header field. Available for HTTP header-based filters.    Type http   HTTP Header Value The value of the HTTP header field to match against Enter the explicit, literal string value for the HTTP header field. Wildcards are not supported. Available for HTTP header-based filters.    Type xpath   XPath Expression The XPath expression to match against Enter the XPath expression or use the builder to define the XPath expression that is used to evaluate the messages to obtain the XPath value. Available for XPath-based filters.    Type xpath   XPath Value The value of the XPath expression to match against Enter the contents of the element for the XPath expression. Available for XPath-based filters.    HTTP An HTTP header-based message content filter.  XPath An XPath-based message content filter.    All Predefined Categories   IBM MQ IBM MQ Metadata supported by IBM MQ The Metadata category to support IBM MQ services.   TIBCO EMS TIBCO EMS Metadata supported by TIBCO EMS The Metadata category to support TIBCO EMS services.   WebSphere JMS WebSphere JMS Metadata supported by WebSphere JMS The Metadata category to support WebSphere JMS services.   HTTP  HTTPS HTTP, HTTPS Metadata supported by HTTP and HTTPS protocol services The Metadata category to support HTTP and HTTPS protocols.  CUSTOMIZABLE  Custom Header User-defined metadata based on names of protocol headers The Metadata category to support user-defined metadata items from any physical or virtual protocol header.  Custom Variable User-defined metadata based on variable names The Metadata category to support user-defined metadata items from any service, context, or system variable. Processing Metadata Categories    None (Error) TBD TBD  authentication URL From the response headers received from the authentication URL An HTTP GET request is sent to the authentication URL and the metadata is returned in specified response headers.  external metadata URL From the response headers received from an external metadata URL An HTTP GET request is sent to an external metadata URL and the metadata is returned in specified response headers. Metadata obtained from the metadata URL overwrites any existing metadata obtained from the authentication URL.    Metadata Category Category for the Metadata Item Select the category for the Metadata Item. The Metadata Item selections change according to the selected category. To create a custom Metadata Item, select either Custom Header or Custom Variable. For a custom Metadata Item, specify the name of the metadata item and its data source.  Metadata Item Alias for the Metadata Item  For all except custom items, select a Metadata Item. The list provides an alias for the actual name of a protocol header or system variable. The elements contained in the XML nodeset that is returned by the Processing Metadata object have names that correspond to the actual data source For custom items, enter an alphanumeric string for this custom alias. The string cannot contain white space.    MetaCategory header variable   Custom Data Source Data source for a custom item For custom items only, enter the name of the protocol header or the name of the variable (service, context, or system) that contains the data to be returned in the metadata XML nodeset. The provided value is the name of the element in the returned nodeset that contains the data.        Terminate at First Throttle Monitors execute in the order in which they are listed. After any monitor either shapes (buffers to delay) or rejects a message, no further monitors will execute. If there are six monitors and the second monitor executes and rejects the message, the remaining monitors (three to six) do not execute.  Terminate at First Match Monitors execute in the order in which they are listed. After any monitor matches a message and takes any action at all, no further monitors will execute. If there are six monitors and the second monitor executes and logs the message, the remaining monitors (three to six) do not execute. Monitors Processing Policy Monitors Processing Policy    January  February  March  April  May  June  July  August  September  October  November  December    Client Transport Type  Client Get Queue  Client Put Queue  Client Port    None No header to extract Content-Type  MQRFH MQRFH header to extract Content-Type  MQRFH2 MQRFH2 header to extract Content-Type    CICS Bridge Header (MQCIH)  Dead Letter Header (MQDLH)  IMS Information Header (MQIIH)  Rules and Formatting Header (MQRFH)  Rules and Formatting Header (MQRFH2)  Work Information Header (MQWIH) IBM MQ header type    Processing Type Processing Type Select the rule direction or type that will trigger the probe.  XPath Expression XPath expression to match element in message Specify an XPath expression of use the XPath Tool to define an XPath expression to match against messages. Messages that contain the expression will trigger the probe. Debug Triggers Types of triggers that capture transactions    Server Transport Type  Server Get Queue  Server Put Queue  Server Port    IBM MQ Gateway IBM MQ Gateway. IBM MQ Gateway.  MQ Host IBM MQ Host. IBM MQ Host.  IBM MQ Proxy IBM MQ Proxy. IBM MQ Proxy. MQ service type Type of IBM MQ service. Type of IBM MQ service.    None  NULL_MD5  NULL_SHA  RC4_MD5_US  RC4_SHA_US  TRIPLE_DES_SHA_US  TLS_RSA_WITH_AES_128_CBC_SHA  TLS_RSA_WITH_AES_256_CBC_SHA  AES_SHA_US  TLS_RSA_WITH_NULL_SHA256  TLS_RSA_WITH_AES_128_CBC_SHA256  TLS_RSA_WITH_AES_256_CBC_SHA256 IBM MQ TLS cipher specifications The available cipher specifications for use with IBM MQ TLS    Static Backend  Dynamic Backend  Dynamic Response Proxy Type Proxy Type    None  NULL_MD5  NULL_SHA  RC4_MD5_EXPORT  RC4_MD5_US  RC4_SHA_US  RC2_MD5_EXPORT  DES_SHA_EXPORT  RC4_56_SHA_EXPORT1024  DES_SHA_EXPORT1024  TRIPLE_DES_SHA_US  TLS_RSA_WITH_AES_128_CBC_SHA  TLS_RSA_WITH_AES_256_CBC_SHA  AES_SHA_US  TLS_RSA_WITH_NULL_SHA256  TLS_RSA_WITH_AES_128_CBC_SHA256  TLS_RSA_WITH_AES_256_CBC_SHA256  ECDHE_ECDSA_AES_128_CBC_SHA256  ECDHE_RSA_AES_128_CBC_SHA256 IBM MQ TLS cipher specifications The available cipher specifications for use with IBM MQ TLS    Internal Operates in internal mode  External Do not use    Client-IP Match PCRE to match client IP addresses Specify a PCRE to match against client IP addresses. Requests from clients with matching IP addresses will trigger the probe. To create a match for all IP addresses, specify .* instead of * as the PCRE.  Inbound URL Match PCRE to match inbound URL requests Specify a PCRE to match against the inbound URLs. Requests from clients with matching URLs will trigger the probe. To create a match for all URLs, specify .* instead of * as the PCRE.  Outbound URL Match PCRE to match outbound URL responses Specify a PCRE to match against the outbound URLs. Responses from servers with matching URLs will trigger the probe. To create a match for all URLs, specify .* instead of * as the PCRE.  Processing Type Processing rules direction or type to match Select the rule direction or type that will trigger the probe.  Processing Rule Match PCRE to match names of processing rules Specify a PCRE to match against names of processing rules. Rules with matching names will trigger the probe. To create a match for all names, specify .* instead of * as the PCRE.  XPath Expression Match XPath expression to match element in message Specify an XPath expression of use the XPath Tool to define an XPath expression to match against messages. Messages that contain the expression will trigger the probe. Debug Triggers    Encode Optimizes an input message.  Decode Reconstitutes the original message. MTOM Mode    select XPath Expression XPath Expression An XPath expression that defines which schema element or schema elements are subject to this rule. Click XPath Tool to launch the XPath expression builder. To use this tool, upload an example document. After the example document is loaded, the tool allows you to select the elements to construct the corresponding XPath expression. After selecting the elements, click Done to return to the MTOM Rules Properties window.  content-type Content Type Content Type The Content Type for the extracted element data. This option overrides the value that is attained from the xmlmime:contentType attribute. If the provided XPath matches more than one element, each corresponding MIME attachment part will contain a content-type header with this value. If different content-type values are required, selective XPath expressions are required.  content-id Content ID Content ID If not explicitly configured, content IDs are automatically generated. Using this property allows for the explicit configuration of content-id headers and their associated href values. Rules that match multiple data elements result in one attachment part for all matched elements. The resulting attachment part contains data from the last match only. MTOM Rule    4 Maximum Number of Parts Maximum number of parts allowed. Defaults to 4.  5000000 Maximum Size Per Part bytes Maximum size allowed for any one part. Defaults to 5000000.  5000000 Maximum Aggregate Size of All Parts bytes Maximum size allowed for all parts combined. Defaults to 5000000.  off Restrict Sub-Content Types If set, this forces the individual form-data content types to be matched against the general list of request acceptable content-type expressions.    Name  Enter the name of an input or output expected by the map. This must be the same as a cardname identified in the map file. For example, "cardnum1".  Context Enter the name of the DataPower processing context that contains the input data or will contain the output data corresponding to the input or output expected by the map. Use INPUT to designate the context containing the original request. Use OUTPUT to designate the standard DataPower output context.    Default Uses input and output contexts defined at action level The action uses the input and output contexts that are defined for the action. This value works when the map defines only one input and only one output.  Explicit Uses explicitly defined named inputs and named outputs The action uses the contexts that are explicitly defined for the action. The input and output contexts that are defined at the action level are ignored.  Dynamic (Deprecated) For Design Studio testing purposes only (Deprecated). Used by IBM Transformation Extender Design Studio to test its generated maps against a DataPower Gateway. This value is not valid for use on the DataPower Gateway during service or action development. In other words, do not use this value in a development, test, or production environment on a DataPower Gateway.  interop Locate Named Inputs and Outputs Named inputs and outputs can be specified explicitly or dynamically, or can default to the unnamed regular input and output.    IP address Enter the IP address of DNS server. The IP address of a DNS server.  1 65535 53 UDP port Enter the UDP port on the DNS server.  The UDP port that the DNS server monitors. The default value is 53. This setting is ignored with the first alive load balancing algorithm.  1 65535 53 TCP port Enter the TCP port on the DNS server.  The TCP port that the DNS server monitors. The default value is 53. This setting is ignored with the first alive load balancing algorithm.  0  3 Attempts Set the maximum number of resolution attempts.  The maximum number of times to send a query to the DNS server. By default, an unacknowledged resolution request is attempted 3 times. This setting is ignored with the first alive load balancing algorithm. For the first alive algorithm, define this behavior at the DNS settings level rather than the individual server level.        Prefix Prefix for namespace The prefix (Prefix:) used to map namespaces that might be encountered in client requests.  URI URI for namespace The URI (URI:) used to map namespaces that might be encountered in client requests.    INCOMPLETE Incomplete The cache entry is in the incomplete state. It is inaccessible.  REACHABLE Reachable The cache entry is in the reachable state. It is accessible.  STALE Stale The cache entry is in the stale state. It is potentially accessible.  DELAY Delay The cache entry is in the delay state. It is inaccessible.  PROBE Probe The cache entry is in the probe state. It is inaccessible.  FAILED Failed The cache entry is in the failed state. It is inaccessible.  NOARP Noarp The cache entry is in the noarp state. It is inaccessible.  PERMANENT Permanent The cache entry is in the permanent state. It is always accessible. ND cache entry state Gives the state of a ND cache entry.    No No No negotiation  Auto Auto Automatic negotiation  Failed Failed Failure to negotiate  Restarted Restarted Negotiation restarted, and the negotiated mode might change Ethernet negotiation status Ethernet negotiation status Ethernet negotiation status.    auto-retry off Automatic Retry Advanced recovery after network error. The device can automatically retry connecting to the remote host when a TCP connection failure occurs.  retry-interval 1 1 Retry Interval Seconds to wait between retrying failing connections. seconds This sets the number of seconds to wait between attempting to retry failed connections to a remote host.  reporting-interval 1 1 Reporting Interval Only log a failure as an error at this interval. retries The number of failed retries between creation of error log messages.  total-retries 1 1 Total Retries Total number of times to retry. retries Total number of times to retry before giving up.    Hard Makes this NFS mount a hard mount, which is the default behavior. Hard mounts ensure the reliable transfer of data. If the NFS server is unavailable for more than two minutes, the appliance might reboot due to a watchdog error.  Soft Makes this NFS mount a soft mount. Soft mounts can expose the risk of undetected data corruption and the loss of files read or written via NFS. If the NFS server is unavailable and the retransmit timeout and count does not complete in less than two minutes, soft mounts might prevent a reboot due to a watchdog error. Select this behavior only if preventing watchdog errors is more important than data integrity. NFS Mount Type NFS mount type    New The mount is newly created. Mounting has not yet started.  Mounting The mount process in progress.  Up The mount process is complete and healthy. Files can be opened.  Down The mount process is complete, but the server is down or unreachable.  Unmounting The unmount process is in progress.  Unmounting for remount The unmount process is in progress to change mount parameters. When the unmount process is complete, will remount.  Unmounted The unmount process is complete.  Defective The mount process cannot complete because of a corrupt state or because of the configuration. NFS mount state NFS mount state State of an NFS mount.    Static URL  Dynamic URL Type NFS mount type Type of NFS mount service.    TCP Uses TCP. TCP is more reliable and allows larger read and write operations than UDP. If selected and not available, falls back to UDP.  UDP Uses UDP. Some early NFS Version 2 servers support only UDP. NFS Transport NFS transport protocol    FIPS FIPS 140-2 compliance Enable FIPS 140-2 compliance. This is a legacy compliance mode that is deprecated. Use other modes instead.  NIST SP 800-131a transition NIST SP 800-131a support at the transition level Enable NIST SP 800-131a support at the transition level. The transition level has fewer restrictions than the strict level. This is a legacy compliance mode that is deprecated. Use other modes instead.  NIST SP 800-131a strict NIST SP 800-131a support at the strict level Enable NIST SP 800-131a support at the strict level. This enforcement is required by some federal agencies and enterprises that work with the federal government starting in 2014.  NSA Suite B 128 NSA Suite B at the 128-bit support level Enable NSA Suite B at the 128-bit support level.  NSA Suite B 192 NSA Suite B at the 192-bit support level Enable NSA Suite B at the 192-bit support level. NIST Compliance Modes The list of allowable NIST compliance levels for FIPS compliance.    MQ2HTTP  HTTP2MQ    Authorization Code Grant Authorization code to obtain authorization Use the authorization code grant type to obtain authorization.  Implicit Grant Implicit grant to obtain authorization Uses the implicit grant type to obtain authorization.  Resource Owner Password Credential Grant Resource owner password credential to obtain authorization Uses the resource owner password credential grant type to obtain authorization.  Client Credentials Grant Client Credentials to obtain authorization Uses the client credentials grant type to obtain authorization.  JWT Grant JSON Web Token Grant Uses the JWT grant type to obtain authorization.  Disable Validation Grant Disable validation grant type Disables the use of validation grant type to verify an access token.  OpenID Connect ID token for OpenID Connect support Supports OpenID Connect.  SAML 2.0 Bearer SAML 2.0 Bearer to obtain authorization Uses an SAML 2.0 bearer token to obtain authorization    Replay Only Uses replay cache Uses replay cache to prevent replay attacks.  Token Cache Uses system cache Uses system memory to support revocation.  Custom Uses custom processing Uses a custom stylesheet or GatewayScript file that defines how to handle revocation.  Distributed Cache Distributed Cache Uses storage associated with the Quota Enforcement server.    Authorization Form State Authorization Form State For tracking authorization forms.  Authorization Code Authorization Code For tracking authorization codes.  Access Token Access Token For tracking access tokens.  Refresh Token Refresh Token For tracking refresh tokens. Type OAuth cache type    Client Secret Client secret Uses the client secret for authentication.  Client certificate from TLS Client certificate from a mutual TLS communication Uses the client certificate from a mutual TLS communication for authentication.  JWT JWT that the client sends Validates the JWT that the client sends for authentication.    Confidential Confidential Clients can maintain the confidentiality of their credentials or can secure client authentication through other means.  Public Public Clients cannot maintain the confidentiality of their credentials or cannot secure client authentication through other means.    None (Error) None (Error)   Validate request Validate request Validates the incoming request from the client.  Generate authorization code Generate authorization code Generates the authorization code for the client, which represents the resource owner's authorization that grants access to the requested resource.  Verify authorization code Verify authorization code Verifies the authorization code from the client.  Verify refresh token Verify refresh token Verifies the refresh token from the client.  Collect Metadata Collect Metadata Collect metadata from authentication url and metadata url.  Generate access token Generate access token Generates the access token to the client when the authorization code or refresh token is verified.  Introspect token Introspect token Introspects the token to determine its state. When the state is active, introspects its metadata.  Revoke token Revoke token Revokes the token's access.    Custom Use a custom stylesheet or GatewayScript file to define all the details of the OAuth client configuration. Uses a custom stylesheet or GatewayScript file to define all the details of the OAuth client configuration.  Template Use a combination of a stylesheet or GatewayScript file and a client template to define the OAuth client configuration. Uses a combination of a stylesheet or GatewayScript file and a template to define the OAuth client configuration.    Verbose Return verbose details Returns verbose details and the error description if an error occurs. This feature can be enabled by setting the var://context/oauth/features variable to "verboseerror".  One-time use access token Access token is a one-time use token Indicates that the access token is a one-time use token, which requires the support of token cache, distributed cache, or external caching support.  Require PKCE for Authorization Code Proof Key for Code Exchange must be used for Authorization Code Grant Type Indicates application must use Proof Key for Code Exchange for Authorization Code Grant Type.  Allow reuse of refresh token Refresh token can be reused until it expires or is revoked Indicates whether the refresh token can be reused until it expires or is revoked.    None (Error) TBD TBD  Implicit Uses the implicit grant type to obtain authorization In the implicit flow, the client receives the access token directly from the resource owner.  Resource owner - Password Uses the password credential of the resource owner to obtain authorization In the resource owner password credentials flow, the client uses password credentials of the resource owner to obtain authorization.  Resource owner - JSON Web Token Uses JSON Web Token (JWT) Bearer Token to obtain authorization In the JWT flow, the client uses a previously obtained JSON Web Token to obtain authorization.  Client credentials Uses client credentials to obtain authorization In the client credentials flow, the client uses its own credentials to obtain authorization.  Authorization code Uses authorization codes to obtain authorization In the authorization code flow, the client directs the resource owner to an intermediary authorization server. The server issues access token to the client after authenticating the client.    API Connect API Connect Uses IBM API Connect as the OAuth provider.  Third-party Third-party Uses an OAuth provider other than IBM API Connect.    Authorization and Token Endpoints Role is authorization server endpoints: authorization endpoint and token endpoint For requests, the DataPower Gateway is the authorization server endpoints: authorization endpoint and token endpoint.  Enforcement Point for Resource Server Role is the enforcement point for the resource server For requests, the DataPower Gateway is the enforcement point for a resource server.    Resource Owner DP-OWNER header with resource owner information Creates the DP-OWNER HTTP header. This header contains the information about the resource owner.  Client ID DP-CLIENTID header with client_id information Creates the DP-CLIENTID HTTP header. This header contains the information about the client_id.  Scope DP-SCOPE header with scope information Creates the DP-SCOPE HTTP header. This header contains the information about the scope.  Customized Info DP-MISCINFO header with customized information Creates the DP-MISCINFO HTTP header. This header contains the information provided by customer.    OAuth Client Type Supported OAuth client type  API OAuth Flow Supported OAuth flow OAuth Type     Tivoli Federated Identity Manager Authorization endpoint Tivoli Federated Identity Manager is the validation endpoint.    dmgr-host Connector host Sets the host name of the server where the Intelligent management service is enabled The host name of the server where the Intelligent management service is enabled.  dmgr-port Connector port Sets the port on the server where the Intelligent management service is enabled The port on the server where the Intelligent management service is enabled. ODR Connector    Yes  No Connector currently active Connector currently active    Starting Starting The ODR connnector group is starting.  Started Started The ODR connnector group has started.  Partial Start Partial Start The ODR connnector group has partially started.  Failed Failed The ODR connnector group has failed.  Stopping Stopping The ODR connnector group is stopping.  Stopped Stopped The ODR connnector group has stopped. ODR connnector group state ODR connnector group state ODR connnector group state    odr-conn-prop-name Name Set the name for a connector group property The name for a connector group property.  odr-conn-prop-value Value Set the value for the connector group property The value for the connector group property. ODR Connector    odr-prop-name Name Property name Enter the name of a property.  odr-prop-value Value Property value Enter the value of a property. ODR Custom Property    code id_token AZ Code and ID Token Supports request of ID Token as well as AZ Code from authentication endpoint.  code token AZ Code and Access Token Supports request of Access Token as well as AZ Code from authentication endpoint.  code id_token token AZ Code, ID Token and Access Token Supports request of ID Token and Access Token as well as AZ Code from authentication endpoint.    All Monitor all operations that are defined in the WSDL file.    Normal  Common criteria compliance    True The sensor status is true.  False The sensor status is false. Other sensor value    General General-purpose compilation mode without specialization.  Stream Specialized compilation mode for direct output to a network stream.  Context Specialized compilation mode for output to a temporary context variable.  Events Specialized compilation mode for event-driven output. XSLJIT specialized compilation mode    None No AS packaging should be used.  AS2 Use AS2 packaging.  AS3 Use AS3 packaging.    timed The duration is based on the specified time. The packet capture stops after the specified time or earlier if another criterion is met.  continuous The duration is until manually stopped. The capture continues until it is manually stopped. Mode The timing mode for the packet capture.    Detect Detect document type Detects the document type and parses the payload accordingly.  XML Parse as XML Parses the payload as XML.  JSON Parse as JSON Parses the payload as JSON.  Binary Parse as Binary Parse the payload as binary large object (BLOB).  GraphQL Parse as GraphQL  Parse the payload as GraphQL. Query variables can be sent as a JSON string in a query parameter called 
                         variables
                        . If the query contains several named operations, an 
                         operationName
                        query parameter is required to determine which operation is to be executed. Parse Document Type    None Do not save metrics in a context. When set to 'None', the metrics for the parse result are not saved in a context.  XML Save result metrics in XML format. When set to 'XML', the metrics for the parse result are saved in the specified context in XML format.  JSON Save result metrics in JSON format. When set to 'JSON', the metrics for the parse result are saved in the specified context in JSON format.  GraphQL Save result metrics in GraphQL format. When set to 'GraphQL', the metrics for the parse result are saved in the specified context in GraphQL format. Parse metrics result type Language format to save parse metrics result    md5crypt  sha256crypt User Account Password Hash Algorithm The hash algorithm used for user account passwords.    AAA information file Use a DataPower AAA information file  Custom processing Use a custom stylesheet or GatewayScript file Password-retrieval mechanism    None No passwords are emitted or stored in persisted configuration.  Masked All passwords are emitted and stored in the persisted configuration in a masked, obfuscated form. Obfuscation uses a passphrase.    Ethernet interface Physical Ethernet port Indicates that the capture is on the base Ethernet MAC interface. Traffic over any VLAN sub-interface configured on the Ethernet interface is included in the capture.  VLAN interface IEEE 802.1q virtual LAN Indicates that the capture is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  Loopback interface Software loopback interface Indicates that the capture is for localhost traffic. This traffic is on the software loopback interface for Internet Protocol traffic (CIDR 127/8 in IPv4 or ::1/128 in IPv6).  Link aggregation interface IEEE 802.3ad link aggregation interface Indicates that the capture is on an IEEE 802.3ad link aggregation interface, which is composed of one of the base Ethernet MAC interface.  Standalone interface Standalone network interfaces suitable for standalone standby control Indicates that the capture is on standalone interfaces which are configured by the underlying operating system.  All interfaces All interfaces Indicates that the capture is on all Ethernet MAC interfaces. Packets that arrive on any Ethernet MAC interfaces are captured. Interface type Interface types    SLM Unicast An SLM peer group that uses unicast packet transmission for data exchange.  SLM Multicast An SLM peer group that uses multicast packet transmission for data exchange. Peer Group Type Type of the peer group    3DES-CBC  AES128-CBC  AES192-CBC  AES256-CBC  RC2-40-CBC  RC2-64-CBC  RC2-CBC PKCS#7 Encryption Algorithm Select the PKCS#7 algorithm for encryption.    None Raw data. No encoding or decoding.  Base 64 Input data is base 64 decoded. Output data is base 64 encoded. Encoding Format Encoding format for the data that is input to or output from PKCS#7 operations. The format is for the data, not the object itself. The data is decoded from the specified format on input to sign and encrypt before the operation is performed. The data is encoded into the specified format on output from verify and decrypt after the operation is performed.    DER ASN.1 object in raw binary  Base64 encoded DER ASN.1 object in raw binary that is then base 64 encoded.  PEM An ASN.1 object in PEM format that is base64 encoded and then placed between header and trailer lines to identify the content.  S/MIME An S/MIME message. Encoding Format Encoding formats for the PKCS#7 ASN.1 object. The format is for the object, not the data.    dsa-sha1 DSA with SHA-1  rsa-md5 RSA with MD5  rsa-sha1 RSA with SHA-1  rsa-sha256 RSA with SHA-256  rsa-sha384 RSA with SHA-384  rsa-sha512 RSA with SHA-512 PKCS#7 Signing Algorithm Select the algorithm for PKCS#7, CMS, or S/MIME signing.    Enabled Sets the plan status to enabled. Sets the plan status to enabled.  Disabled Sets the plan status to disabled. Sets the plan status to disabled.    WSDL Component Type Type of WSDL Component Select a type of WSDL Component    WSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the qname of a wsdl component formatted {ns}ncname  Fragment Identifier Matches Fragment Identifier WSDL Component Identify a wsdl component    Filter Reject messages that do not satisfy the policy. If a client request or a server response does not satisfy policy, the service rejects the message. Rejection triggers error handling.  Enforce Attempts to transform messages that do not satisfy the policy by using defined policy parameters. If a client request or a server response does not satisfy policy and the configuration defines the required policy parameters, the service modifies the original message to satisfy policy. If the configuration does not contain the required policy parameters, the mode switches to filter behavior and triggers error handling. The log contains a warning message that explains the cause for failure. If the cause is a missing certificate for encryption, the log will contain an entry that is similar to the following warning: WS-SecurityPolicy Mapping: A message cannot be encrypted during enforcement. Enforcement Mode Select an enforcement mode for messages.    Apply Policy to Fault from the backend application Policy Framework Features This turns on DataPower specific features    Matching Rule Select the Matching Rule that defines the matching criteria.  Processing Rule Select the Processing Rule to run.    Name Policy parameter key name Policy key name formated {policy-domain-ns}name  Value Policy parameter value Value for corresponding policy parameter key. Parameter Policy key value pair    Service Subject  Endpoint Subject  Operation Subject  Message Input Subject  Message Output Subject Policy Subjects Policy Subject Selections    Basic authentication   Authenticated POP (APOP)  Authentication method    None Establishes an unsecured connection.  STARTTLS negotiation Uses the POP STARTTLS feature to negotiate a secure connection. If negotiation succeeds, establishes a secure connection using the assigned TLS profile. If negotiation fails, no connection is made.  Implicit TLS Establishes a secure connection using the assigned TLS profile. Connection security    eth0 Ethernet port 0  eth1 Ethernet port 1  eth2 Ethernet port 2  eth3 Ethernet port 3  mgt0 Management Ethernet port 0  eth4 Ethernet port 4  loopback Loopback Ethernet port  eth5 Ethernet port 5  eth6 Ethernet port 6  eth7 Ethernet port 7  eth8 Ethernet port 8  eth9 Ethernet port 9  eth10 Ethernet port 10   This entry is for a tunnel. Tunnels do not use Ethernet interfaces. This field will be empty.  mgt1 Management Ethernet port 1  eth11 Ethernet port 11  eth12 Ethernet port 12  eth13 Ethernet port 13  eth14 Ethernet port 14  eth15 Ethernet port 15  eth16 Ethernet port 16  eth17 Ethernet port 17  eth20 Ethernet port 20  eth21 Ethernet port 21  eth22 Ethernet port 22  eth23 Ethernet port 23  eth24 Ethernet port 24  eth25 Ethernet port 25  eth26 Ethernet port 26  eth27 Ethernet port 27  eth30 Ethernet port 30  eth31 Ethernet port 31  eth32 Ethernet port 32  eth33 Ethernet port 33 Port Name    W  IDLE Port state Port state                                  OK  Power-1-failure  Power-2-failure  Power-1-AC-lost  Power-2-AC-lost Power supply status Power supply status    From the output of the AAA credential mapping step Uses the output of the credential mapping step in this AAA policy as the client principal name The output of the credential mapping step in this AAA policy is used as the client principal name. Ensure that the client principal exists in the KDC and that the format of the client principal is correct. For example, HTTP/s4ualice.datapower.com@DATAPOWER.COM  From custom processing Uses the output of a custom stylesheet or GatewayScript file as the client principal name The output of a specified custom stylesheet or GatewayScript file is used as the client principal name. Ensure that the client principal exists in the KDC and that the format of the client principal is correct. For example, HTTP/s4ualice.datapower.com@DATAPOWER.COM  From a context variable Uses the value of a context variable as the client principal name The value of a specified context variable is used as the client principal name. Ensure that the client principal exists in the KDC and that the format of the client principal is correct. For example, HTTP/s4ualice.datapower.com@DATAPOWER.COM Kerberos client principal source Where to get the Kerberos client principal    As-is string Uses the string specified by the Kerberos server principal property as the server principal name The string that is specified by the Kerberos server principal property is used as the Kerberos server principal name. Ensure that the format of the server principal is correct. For example, HTTP/was-backend.datapower.com@DATAPOWER.COM  From custom processing Uses the output of a custom stylesheet or GatewayScript file as the server principal name The output of a specified custom stylesheet or GatewayScript file is used as the server principal name. Ensure that the format of the server principal is correct. For example, HTTP/was-backend.datapower.com@DATAPOWER.COM  From a context variable Uses the value of a context variable as the server principal name The value of a specified context variable is used as the server principal name. Ensure that the format of the server principal is correct. For example, HTTP/was-backend.datapower.com@DATAPOWER.COM Kerberos server principal source Where to get the Kerberos server principal    1 1 primary Indicate peer-based with 1 primary peer.  3 3 primaries Indicates cluster-based with 3 primary nodes. Primary count Primary count Primary count    Any  Response Response rule (server-originated)  Request Request rule (client-originated)  Call Call processing rule  Error Error rule  Scheduled Scheduled processing rule  Health Health-Check processing rule    internal-partner CPA sender (Internal Partner Profile) Name of the CPA sender (internal partner profile) Indicates the name of the CPA sender (internal partner profile). Outbound ebMS2 messages from an internal partner use the CPA, service, and action that are specified by the CPA binding associated with the internal partner profile.  cpa CPA CPA ID Indicates the CPA to use. This value overrides the default CPA ID of the external partner profile configuration.  collaboration Service Value of Service element in outbound ebMS2 request Indicates the service to use. This value overrides the default service of the external partner profile configuration.  action Action Action Indicates the action to use. This value overrides the default action of the external partner profile configuration. When the action is not set or the action is not defined in the service of the CPA binding, the B2B Gateway uses the first action in the action list of the service.      Summary    default default  other other    disabled Mark this profile inactive.  enabled Mark this profile active.    JSON  JavaScript Object Notation.  XML  Extensible Markup Language.  MIME  Multipurpose Internet Mail Extensions - for silent communication.    Google Use Google as the social login provider Uses Google as the social login provider. When selected, DataPower processes OIDC transactions as specified by Google in https://developers.google.com/identity/protocols/OpenIDConnect  OpenID Connect Use a social login provider that implements the OIDC specification Use a social login provider that implements the OIDC specification, which is similar to Google.  Facebook Use Facebook as the social login provider Uses Facebook as the social login provider.  Custom Use custom social login provider Uses custom social login provider.    URL Matching Expression A shell-style match pattern for matching URLs A required shell-style expression that defines a URL set. This set is then assigned to a specific HTTP proxy.  off Skip Define an exception policy A switch specifying the treatment of the URL set defined by RegExp. If set to on, the URL set is not forwarded to an HTTP proxy, and, consequently, a proxy is not identified in the Remote Address and Remote Port fields. If set to off (the default condition), the URL set is forwarded to the HTTP proxy identified in the Remote Address and Remote Port fields.    Skip off   Remote Host host name or IP address Specify the host name or IP address that in conjunction with Remote Port identifies an HTTP proxy. Not used when Skip is on.    Skip off   Remote Port Port number Specify the remote port that in conjunction with Remote Host identifies an HTTP proxy. Not used when Skip is on.        Static Backend  Loopback Proxy  Strict Proxy  Dynamic Backend Connection Type Connection Type    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Private Key Private Key This is the private key to use for Pubkey authentication. Select a Crypto Key object from the list of available Key objects.    context 1 40 Subscriber Name Name by which the subscriber should be identified.  url WSM Agent record push URL URL for pushing WSM Agent records. This will be used to create a push subscriber in WSM Agent in this domain.  push-processor  local store Push processor file File to process push records before sending to specified URL.  damping-interval 1000 Damping interval Specificies the interval in milliseconds by which retries will be progressively delayed. For example, if the interval is 1sec, retries will be progressively delayed by 1, 2, 3sec till the maximum specified by Maximum Damping Limit is reached beyond which retry will occur by the interval specified by Maximum Damping Limit  max-damping-limit 60000 Maximum damping limit Specificies the fixed interval in milliseconds by which retries will be attempted after the termination of the progressive damping period.  max-push-records 0 Maximum records per push Specificies the maximum number of records per push to the specified URL.  xml-manager XML manager Assign the XML manager for the push processor.     Namespace URI Namespace URI  Local Name Local Name    Buffer Messages Buffer messages until processing is complete Buffers submitted messages until all processing is verified as complete. When verified, forward the messages.  Stream Messages Send messages during processing  Forwards messages before all processing is verified as complete. This setting can potentially increase speed. If the XML Manager associated with this service has streaming enabled, select this option to be certain that the device will stream messages end-to-end. If streaming of attachments is enabled, select this option.    Reject Will be rejected.  Redirect Will be redirected.  Shape Will be shaped.  Defer Will defer.  Notify Will notify.  Post Will post to. Action method Action method    Above request rate Above request rate.  Above request size Above request size.  Above concurrent requests Above concurrent requests. Quota method Quota method    All All.  Source IP Source IP.  Identity Identity.  Request URL Request URL.  Request host Request host.  Request hostname Request hostname.  Request host IP Request host IP.  Request path Request path.  Content-Type Content-Type.  HTTP method HTTP method.  Header parameter Header parameter. Group method Group method    internal  No logs are logged.  warning  Only important and critical messages are logged.  notice  Moderately verbose.  verbose  Less verbose than debug.  debug  Very verbose. For only problem determination. Log level Log Level Log level.    Source IP Source IP.  Identity Identity.  Request URL Request URL.  Request host Request host.  Request hostname Request hostname.  Request host IP Request host IP.  Request path Request path.  Content-Type Content-Type.  HTTP method HTTP method.  Header parameter Header parameter. Match method Match method    Per extracted value Extract and keep a list of all unique values of the specified type. All configured quota enforcement policies apply to each extracted value.  Exact Match exact values. A quota enforcement policy applies to only values that match.  Regular expression Match against a PCRE-style expression. A quota enforcement policy applies to only values that match. Match type Match type    Starting at Starting at.  Ending at Ending at.  During During. Schedule method Schedule method    0 0x7fffffff Number List position of this RADIUS server An integer that specifies the relative position of this RADIUS server within the list of all RADIUS servers known to the client implementation. The lower the number, the more preferred the server (the closer to the top of the list).  Server Address IP address of RADIUS server  1812 Server Port Remote port monitored by RADIUS    Secret Password The password used to login to the RADIUS server. Enter the password twice to confirm its accuracy. RADIUS server properties    Not present Not present The BBU is not present.  IBBU IBBU The type is intelligent BBU (IBBU).  BBU BBU The type is BBU.  ZCR BBU ZCR BBU The type is zero-channel RAID (ZCR) BBU.  ITBBU3 ITBBU3 The type is intelligent transportable BBU (ITBBU3).  iBBU08 iBBU08 The type is intelligent BBU (iBBU08).  Unknown Unknown The type is unknown. Battery type Battery type The BBU type of the RAID controller.    Charge active Charge active The battery is charging.  Discharge active Discharge active The battery is discharging.  I2C errors detected I2C errors detected The battery has inter-integrated circuit (I2C) errors.  Learn cycle active Learn cycle active The battery is in the learning cycle.  Learn cycle failed Learn cycle failed The learning cycle of the battery failed because of errors in the learning cycle.  Learn cycle requested Learn cycle requested A request is submitted for a learning cycle.  Learn cycle timeout Learn cycle timeout The battery learning cycle has timed out.  Pack missing Pack missing The battery is unplugged.  Temperature high Temperature high The battery temperature is high.  Voltage low Voltage low The battery voltage is low.  Periodic learn cycle requested Periodic learn cycle requested A request is submitted for a learning cycle to perform battery maintenance.  Remaining capacity low Remaining capacity low The remaining capacity of the battery is low.  Replace pack Replace pack The battery needs to be replaced.  Normal Normal The battery is in a normal state.  Undefined Undefined The battery state is undefined.  Transparent learn enabled Transparent learn enabled The transparent learn mode of the battery is enabled. Battery status Battery status The BBU status of the RAID controller.    Read Write Access policy is Read Write The access policy is Read Write.  Read Only Access policy is Read Only The access policy is Read Only.  Blocked Access policy is Blocked The access policy is Blocked.  Unknown Access policy is Unknown Cannot determine the access policy of a logical drive. RAID logical drive access policy Access policy of a logical drive. The access policy of a logical drive.    No No bad blocks There is no bad block in the logical drive.  Yes Found bad blocks There is at least one bad block in the logical drive. Bad block indicator of a RAID logical drive Indicator that bad block exists An indicator of whether there are bad blocks in the logical drive.    No Read Ahead Read policy is No Read Ahead The current read policy is No Read Ahead.  Adaptive Read Ahead Read policy is Adaptive Read Ahead The current read policy is Adaptive Read Ahead.  Read Ahead Read policy is Read Ahead The current read policy is Read Ahead.  Write Through Write policy is Write Through The current write policy is Write Through.  Write Back Write policy is Write Back The current write policy is Write Back.  Write caching ok if bad BBU Write policy is Write caching ok if bad BBU The current write policy is Write caching ok if bad BBU.  Cached IO Cache policy is Cached IO The current cache policy is Cached IO.  Direct IO Cache policy is Direct IO The current cache policy is Direct IO. RAID logical drive cache policy Current cache policy The cache policy in effect.    No initialization in progress No initialization in progress There is no initialization in progess for this logical drive.  Quick initialization in progress Quick initialization in progress The logical drive is in the quick initialization state.  Full initialization in progress Full initialization in progress The logical drive is in the full initialization state.  Unknown Unknown Cannot determine the initialization progress for this logical drive. RAID logical drive initialization progress Progress of the initialization The progress of the initialization of the logical drive.    Offline Logical drive is offline The logical drive is offline. Check the physical drive status.  Partially degraded Logical drive is partially degraded One of physical drive in the logical drive is damaged. Replace the physical drive.  Degraded Logical drive degraded One of physical drive in the logical drive is damaged. Replace the physical drive.  Optimal Logical drive is optimal The logical drive is functional.  Unknown Logical drive is in an unknown state Cannot determine the state of the logical drive. RAID logical drive state State of a logical disk in the volume The state of a logical disk in a RAID volume.    RAID 0 RAID 0 The configuration is RAID 0. Data is written without redundancy or fault tolerance.  RAID 1 RAID 1 The configuration is RAID 1. Data is written redundantly.  RAID 1E RAID 1E The configuration is RAID 1E. Data is written redundantly.  RAID 5 RAID 5 The configuration is RAID 5. Data is accessable after a failure to a single drive.  RAID 6 RAID 6 The configuration is RAID 6. Data is accessable after a failure to two drives.  RAID 10 RAID 10 The configuration is RAID 10, which is RAID 1 with spanning.  RAID 50 RAID 50 The configuration is RAID 50, which is RAID 5 with spanning.  RAID 60 RAID 60 The configuration is RAID 60, which is RAID 6 with spanning.  Undefined Undefined RAID level Cannot detect the RAID level. Check your configuration. RAID level RAID level of the logical disk in the volume The configuration of the RAID level for the logical disk in the RAID volume.    Yes The physical drive has an error. The physical drive has an error.  No The physical drive has no errors. The physical drive has no errors. Drive failure state Drive failure state The state of the physical drive.    Unknown Unknown The drive type is unknown.  Parallel SCSI Parallel SCSI The drive type is parallel Small Computer System Interface (SCSI).  SAS SAS The drive type is Serial Attached SCSI (SAS).  SATA SATA The drive type is Serial Advanced Technology Attachment (SATA).  Fiber Channel Fiber Channel The drive type is Fiber Channel.  Not defined Not defined The drive type is not defined. RAID physical drive interface type Physical drive interface type. The interface type of the physical drive.    HDD0 HDD0 marked as 0 on the front panel The HDD0 drive is in the slot marked as 0 on the front panel.  HDD1 HDD1 marked as 1 on the front panel The HDD1 drive is in the slot marked as 1 on the front panel.  HDD2 HDD2 marked as 2 on the front panel The HDD2 drive is in the slot marked as 2 on the front panel.  HDD3 HDD3 marked as 3 on the front panel The HDD3 drive is in the slot marked as 3 on the front panel.  Bay 5 Slot 1 Drive in slot 1 of bay 5 The drive is in the first slot of the bay marked 5.  Bay 5 Slot 2 Drive in slot 2 of bay 5 The drive is in the second slot of the bay marked 5.  Bay 7 Slot 1 Drive in slot 1 of bay 7 The drive is in the first slot of the bay marked 7.  Bay 7 Slot 2 Drive in slot 2 of bay 7 The drive is in the second slot of the bay marked 7.  Unknown Cannot detect position Cannot detect the location of the drive. Drive position Location of drive in appliance The location of the drive in the appliance.    Unconfigured good Unconfigured good The physical drive is good and available to be added in a RAID volume.  Unconfigured good (FOREIGN) Unconfigured good (FOREIGN) The physical drive is good, but the configuration was created by another system.  Unconfigured bad Unconfigured bad The physical drive is bad and cannot be added in a RAID volume. Replace this drive.  Unconfigured bad (FOREIGN) Unconfigured bad (FOREIGN) The physical drive is bad and the configuration was created by another system. Replaced this drive.  Hot spare Hot spare The physical drive is a hot spare disk.  Offline Offline The physical drive is configured and good, but the data is invalid.  Failed Failed The physical drive is configured but bad, all data is invalid and should be replaced.  Rebuild Rebuild The physical drive is configured and rebuilding.  Online Online The physical drive is configured and good.  Copyback Copyback The physical drive is getting copied.  System System The physical drive is exposed and controlled by host.  Undefined Undefined The physical drive state is undefined. RAID physical drive state State of physical drive in the volume. The state of a physical drive in a RAID volume.    Other Other The physical disk is neither the primary or secondary disk.  Primary Primary The physical disk the primary (source) member of the volume. The primary disk is the one to which the other disk is synchronized.  Secondary Secondary The physical disk the secondary member of the volume. When this disk does not match the primary disk, synchronization occurs to make them match. RAID physical disk role Role of a disk in a RAID volume The role of a physical disk in a RAID volume.    Online Online The physical disk is online and available to the RAID volume.  Missing Missing The physical disk is missing or not responding. It is not available to the RAID volume. Replace the disk.  Not compatible Not compatible The physical disk is present, but it is not compatible with the RAID volume. The disk could be too small or of the wrong type. Replace the disk.  Failed Failed The physical disk is present, but it is marked as failed. The failure cause could be too many read/write errors. Replace the disk.  Initializing Initializing The physical disk is in the process of initializing.  Requested offline Offline by request The physical disk is marked as offline due to request by the software.  Requested failed Failed by request The physical disk is marked as failed due to request by the software.  Other offline Offline for unspecified reason The physical disk is offline for an unspecified reason. RAID physical disk state State of a physical disk in a RAID volume The state of a physical disk in a RAID volume.    1.5 Gbps 1.5 Gbps The speed is 1.5 Gbps.  3.0 Gbps 3.0 Gbps The speed is 3.0 Gbps.  6.0 Gbps 6.0 Gbps The speed is 6.0 Gbps.  Not applicable Not applicable Cannot detect the interface speed. Interface speed Negotiated interface speed The SAS interface speed negotiated between a physical drive and RAID controller.    Active Active The volume is active.  Unknown Unknown or not inactive The reason for the volume being inactive is unknown.  Stale metadata State metadata The RAID volume is inactive due to stale metadata.  Foreign volume Foreign volume The RAID volume is inactive because it is a foreign volume, which was initialized on another machine. To accept and activate the volume, use the RAID activate action.  Insufficient resources Insufficient resources The RAID volume is inactive due to insufficient resources.  Clone volume Clone volume The RAID volume is inactive due to clone volume.  Insufficient metadata Insufficient metadata The RAID volume is inactive due to insufficient metadata.  Previously deleted Previously deleted The RAID volume is inactive because it was previously deleted. RAID volume inactive status Inactive status of the RAID volume. The inactive status of the RAID volume.    Optimal Optimal The RAID volume is in the optimal state and operating normally.  Degraded Degraded The RAID volume is in a degraded state and is still accessible, The degraded state might be a missing disk, resynchronization in progress, or too many bad blocks.  Failed Failed The RAID volume has failed and is not acessible.  Missing Missing The RAID volume is missing and is not accessible. RAID volume state State of RAID volume. The state of the RAID volume.    Unknown Unknown The RAID volume is an unknown type.  RAID-0 RAID-0 The configuration is RAID-0, which proves disk striping.  RAID-1 RAID-1 The configuration is RAID-1, which proves disk mirroring. RAID volume type Type of RAID volume. The Type of a RAID Volume.    Consume Decrease the remaining number of requests allowed.  Replenish Increase the remaining number of requests allowed. Action Action to apply to the rate limit.    Consume Decrease the remaining number of requests allowed based on the weight value of the transaction as defined in the assembly rate limit action. Action Action to apply to the rate limit.    name Parameter name Parameter name The name of the parameter.  value Parameter value Parameter value The value of the parameter.    name Parameter name Parameter name Name of the parameter.  value Parameter value Parameter value Value of the parameter.    name Name Rate limit name The name of the rate limit.  action Action Rate limit action The action to apply to the rate limit. Rate Limit Information Rate limit name and action. Describes a rate limit and action.    name Name Rate limit definition name The rate limit definition.  action Action Rate limit action The action to apply to the rate limit. Rate Limit Information Rate limit definition and action. Describes a rate limit definition and an action.    Per application Apply rate limit per application.  Per client ID Apply rate limit per client ID. Rate limit Scope Rate limit Scope    Local user Use the user accounts on the DataPower Gateway.  XML file Use an XML file on the DataPower Gateway.  LDAP Contact an LDAP server.  RADIUS Contact a RADIUS server.  SPNEGO (Deprecated) Use Windows Integrated Authentication.  SAF Contact a z/OS NSS server.  Custom Use a custom stylesheet.  TLS user certificate Use a TLS certificate from a connection peer.    Disabled No local user accounts can log in.  All users All local user accounts can log in.  Specific users Only the defined subset of local user accounts can log in.    Local user group Use the user group on the DataPower Gateway, which is valid only when local user or XML file is the authentication method.  XML file Use an XML file on the DataPower Gateway.  Custom Use a custom stylesheet.    CA-signed user certificate Authenticate using a signed SSH user certificate.  Password Authenticate SSH user and password.    Redact Redact data  Redact data from source  Remove Remove data  Remove data from source    URL-in Value of the var://service/URL-in variable Use the value of the 
                     var://service/URL-in
                    variable as the host information.  Host Value of the Host HTTP header field Use the value of the 
                     Host
                    HTTP header field as the host information.    WS-Security Password Digest Nonce The nonce element for a WS-Security password digest token.  WS-Addressing Message ID The WS-Addressing message ID element.  Custom XPath An XPath expression for the message replay identifier.    (all resources)  Serial  Telnet  Ssh  Web-Mgmt  Xml-Mgmt  Rest-Mgmt  B2B-Viewer-Mgmt  Web Service Endpoint  local:  temporary:  store:  config:  image:  logstore:  logtemp:  audit:  tasktemplates:  cert:  pubcert:  sharedcert:  export:  fcvolumes:  mqbackup:  mqdiag:  mqerr:  mqpubcert:  mqqmdata:  mqtemporary:  mqtrace:  mqwebui:  Access Profile  Access Control List  Change User Password  Disconnect  Force Password Change  LDAP Connection Pool  LDAP Search Parameters  RADIUS Settings  RBM Settings  Reset Failed Login Counter  Reset Password  SNMP Settings  Access Manager Client  Tivoli Federated Identity Manager  User Group  User Account  XACML Policy Decision Point  API Client Identification Action  API CORS Action  API Execute Action  API Rate Limit Action  API Result Action  API Routing Action  API Security Action  Assembly  Assembly Function  Assembly Client Security Action  Assembly Function Call Action  Assembly GatewayScript Action  Assembly GraphQL Introspect Action  Assembly HTML Page Action  Assembly Invoke Action  Assembly JSON to XML Action  Assembly Generate JWT Action  Assembly Validate JWT Action  Assembly Log Action  Assembly Map Action  Assembly OAuth Action  Assembly Operation Switch Action  Assembly Parse Action  Assembly Rate Limit Action  Assembly Redact Action  Assembly Set Variable Action  Assembly Switch Action  Assembly Throw Action  Assembly User Security Action  Assembly Validate Action  Assembly WebSocket Upgrade Action  Assembly WSDL Action  Assembly XML to JSON Action  Assembly XSLT Action  B2B CPA  B2B CPA Collaboration  B2B Gateway  B2B Partner Profile  B2B Partner Profile Group  Web B2B Viewer Management Service  B2B XPath Routing Policy  Archive/purge transactions  Mark as High Availability Primary  Initialize as High Availability Secondary  CPA Receiver Setting  CPA Sender Setting  Delete the B2B message payload from the MPC  Delete all B2B message payloads from MPCs in the current domain  Delete all B2B message payloads from MPCs in all domains  Get the B2B message from the MPC  Send ebMS StatusRequest  Get B2B Transaction Document  Resend B2B Transaction  Cache Schema  Cache Stylesheet  Cache Schema  Cache Stylesheet  clear_xc10_grid (OBSOLETE)  Compile WSDL  Compile WSDL  create_xc10_grid (OBSOLETE)  discover_xc10_collective (OBSOLETE)  Export Document Cache  Export Document Cache  Flush AAA Cache  Flush Document Cache  Flush LDAP Cache  Flush Stylesheet Cache  Flush ARP Cache  Flush DNS Cache  Flush Document Cache  Flush Expired Documents  Flush Expired Documents  Flush GatewayScript Cache  Flush LDAP Cache  Flush ND-Cache  Flush NSS Cache  Flush PDP Cache  Flush rate limit cache  Flush RBM Cache  Flush Stylesheet Cache  Flush API subscriber cache  Import Document Cache  Import Document Cache  Invalidate Document Cache  Invalidate Document Cache  Flush Document  Refresh Stylesheet  Flush Document  Refresh Stylesheet  Remove Stylesheet   software Secure Gateway Client (deprecated)  Shell Alias (deprecated)  Analytics Endpoint  Add API application  Delete API application  API Application Type  Update API application  API Authentication URL Registry  Add API client  Delete API client  Update API client  API Collection  API Definition  API LDAP Registry  API Operation  API Path  API Plan  Delete all API rate limit keys from the current domain  Delete all API rate limit keys from the current domain in batch  Delete all API rate limit keys from all domains  Delete all API rate limit keys from all domains in batch  Delete the API rate limit key  Delete the API rate limit key in batch  API Rule  API Schema  API Security API Key  API Security Basic Authentication  API Security OAuth  API Security OAuth Requirement  API Security Requirement  API Security Token Manager  Delete API subscription  Update API subscription  API Probe Settings  Delete all assembly count limit keys from the current domain  Delete all assembly count limit keys from the current domain in batch  Delete all assembly count limit keys from all domains  Delete all assembly count limit keys from all domains in batch  Delete the assembly count limit key  Delete the assembly count limit key in batch  Delete all assembly rate limit keys from the current domain  Delete all assembly rate limit keys from the current domain in batch  Delete all assembly rate limit keys from all domains  Delete all assembly rate limit keys from all domains in batch  Delete the assembly rate limit key  Delete the assembly rate limit key in batch  Backup Configuration  Control List  CORS policy  CORS Rule  Deployment Policy  Deployment Policy Variables  Application Domain  Domain Availability  Domain Settings  Quiesce  Unquiesce  Execute Configuration  Remove Stale Node  Transfer to Different Primary  Gateway Peering Manager  Remove stale peers  Switch to Primary  GraphQL Schema Options  Import Execute  Import Configuration File  Include Configuration File  Multi-Protocol Gateway Error Action  Multi-Protocol Gateway Error Policy  OAuth Provider Settings  API Operation Rate Limit  Password Map Alias  Password Map  Pattern  Quiesce  Rate Limit Configuration  Rate Limit Definition  Delete all concurrent transaction keys from all domains  Delete all concurrent transaction keys from all domains in batch  Delete the concurrent transaction key  Delete the concurrent transaction key in batch  Delete all concurrent transaction keys from the current domain  Delete all concurrent transaction keys from the current domain in batch  Delete all count keys from all domains  Delete all count keys from all domains in batch  Delete the count key  Delete the count key in Batch  Delete all count keys from the current domain  Delete all count keys from the current domain in batch  Delete all rate-based keys from all domains  Delete all rate-based keys from all domains in batch  Delete the rate-based key  Delete the rate-based key in batch  Delete all rate-based keys from the current domain  Delete all rate-based keys from the current domain in batch  Delete all token bucket keys from all domains  Delete all token bucket keys from all domains in batch  Delete the token bucket key  Delete the token bucket key in batch  Delete all token bucket keys from the current domain  Delete all token bucket keys from the current domain in batch  Remove Checkpoint  Reset Domain  Reset Domain  Reset all counters in domain  Reset counter  Restart Domain  Create API probe capture setting  Delete API probe capture setting  REST Export  Export the API Gateway configuration  Get the API probe capture setting  Get the API probe data  Get the debug probe data  REST Import  Import the API Gateway configuration  List the API probe capture settings  REST Load Configuration  View Certificate Details  Rollback Checkpoint  Save Checkpoint  Save Configuration  Save Internal State   software Secure Backup  Backup Mode   software Secure Restore  Select Configuration  Configuration Sequence  Quiesce  Unquiesce  UDDI Registry (deprecated)  Undo Configuration  Unquiesce  Visibility List  WebSphere Cell  WSRR Server  Add Password Map  Delete API OAuth Cache  Delete AuthCookie Cache Entry  Crypto Certificate  Crypto Certificate Monitor  Convert Crypto Certificate Object  Convert Crypto Key Object  Cookie Attribute Policy  Create Luna Client Certificate  CRL Retrieval  Export Crypto Object  Clone HSM Key Wrapping Key  HSM Reinitialize  Disable Cryptographic Hardware  Import Crypto Object  Set Cryptographic Mode  Delete Password Map  Generate Device Certificate (deprecated)  Crypto Firewall Credentials  Delete HSM Key  Set HSM FIPS Role  Crypto Identification Credentials  Import Luna Client Certificate  Recipient Identifier  Signature Identifier  JWE Header  JWE Recipient  JWS Signature  JWT Generator  JWT Validator  Kerberos KDC Server  Kerberos Keytab  Delete Cached Kerberos Ticket  Crypto Key  Generate Key  Add SSH Known Host  Delete SSH Known Host  Delete SSH Known Host Table  No Password Map  Delete OAuth Cache  OAuth Client Profile  OAuth Client Group  Crypto Profile  Social Login Policy  SSH Client Profile  SSH Domain Client Profile  SSH Server Profile  Crypto Shared Secret Key  TLS Client Profile  TLS Server Profile  TLS Host Name Mapping  TLS SNI Server Profile  TLS Proxy Profile (deprecated)  Create Access Manager configuration  Refresh Access Manager client certificate  Manage local Access Manager policy database  Refresh Access Manager keystore password  Test Password Map  Crypto Validation Credentials  Debug Probe  Disable hardware offload  Disable hardware offload  Disable hardware offload  Ping ebMS2 External Partner  Generate Error Report  XML File Capture  Start packet capture  Ping Remote  Send Error Report  Generate Log Event  Send a Test Message  Set Log Level  Enable RBM Debug Logging  Set System Variable  TCP Connection Test  Hardware Diagnostics  Test Radius  Test Schema  Test URL Map  Test URL Refresh  Test URL Rewrite  Trace Route  Yield standby  Yield standby  Yield standby  Yield standby  Debug Action  No Debug Action  Add IPMI BMC SEL Test Entry   software Delete previous firmware install   software Boot Image   software Switch Installation Image   software Boot Update  Clear IPMI BMC SEL  Create Directory  Delete File  Fetch File  Initialize File System on Compact Flash  Initialize file system  Control Locate LED  Move File  Activate RAID array   90051U 90052U 9006 9007 virtual container Change partition encryption settings  Delete RAID array  Initialize RAID array  Request Learning Cycle for BBU  Make hot spare for RAID array  Rebuild RAID Array   90051U 90052U 9006 9007 Reconcile partition encryption settings  Remove Directory  Repair File System on Compact Flash   software Repair file system on RAID array  Send File   software Shutdown  Install Tenant Firmware   container software Set Time and Date  Force Unconfigure Access Manager Reverse Proxy  UnconfigureReverseProxyInternal  Unconfigure Access Manager Runtime  VerifyFirmware  Upgrade Watchdog  DFDL Settings  Access Manager Reverse Proxy (deprecated)  Access Manager Junction (deprecated)  Access Manager Runtime (deprecated)  PDAdmin  JSON Settings  Audit Log Settings  Log Category  Log Target  Interoperability Test Service  IPMI LAN Channel  IPMI User  REST Management Interface  SSH Service  Telnet Service  Web Management Service  Web Services Management Agent  XML Management Interface  Message Matching  Message Type  Message Filter Action  Message Count Monitor  Message Duration Monitor  Quota Enforcement Action  Quota Enforcement Algorithm  Quota Enforcement Group Class  Quota Enforcement Match Class  Quota Enforcement Policy  Quota Enforcement Policy Group  Quota Enforcement Schedule  Web Services Monitor  SLM Action  SLM Credential Class  SLM Policy  SLM Resource Class  SLM Schedule  Reset SLM Counters  MQ CLI Administration  MQ MFT Web Administration  MQ Queue Manager  MQ Web Administration  MQ Web User  AMQP Broker  DNS Settings  Initialize Filesystem on Fibre Channel device  Repair File System on Fibre Channel Volume  Unlock File System on Fibre Channel Volume  FTP Quoted Commands  Host Alias  IBM MQ v9+ Queue Manager  IBM MQ v9+ Queue Manager Group  IMS Connect   container software Ethernet Interface  IP Multicast  Kafka Cluster   container software Link Aggregation Interface  Load Balancer Group  IBM MQ Queue Manager  IBM MQ Queue Manager Group   container software Network Settings  NFS Client Settings  NFS Dynamic Mounts  NFS Static Mounts   container software NTP Service  ODR Connector Group  On Demand Router  Peer Group  Quiesce  SMTP Server Connection  SQL Data Source Runtime Settings  SQL Data Source   container software store:///dp/ssc-marker Standalone Standby Control   container software store:///dp/ssc-marker StandaloneStandbyControlInterface  TIBCO EMS  Unquiesce  User Agent   container software VLAN Interface  WebSphere JMS  eXtreme Scale Grid  xc10_grid (OBSOLETE)  SafeNet Luna HSM  SafeNet Luna HSM HA Group  Recover HA group  SafeNet Luna HSM HA Settings  Synchronize HA group  Update one-time token  SafeNet Luna HSM Partition  Parse Settings  Custom Rule Message Content Filter  HTTP Header Message Content Filter  HTTP Method Message Content Filter  HTTP URL Message Content Filter  XPath Message Content Filter  Message Content Filters  Policy Attachment  Policy Parameters  AMQP Handler  AS1 Poller Handler  AS2 Handler  MEIG AS2 Proxy Handler  AS3 Handler  ebMS2 Handler  ebMS3 Handler  FTP Server Handler  FTP Poller Handler  HTTP Handler  HTTPS Handler  IBM MQ v9+ Handler  IBM MQ v9+ MFT Handler   software IMS Callout Handler  IMS Connect Handler  Kafka Handler  IBM MQ Handler  IBM MQ FTE Handler  NFS Poller Handler  POP Poller Handler  SFTP Poller Handler  SFTP Server Handler  Stateless Raw XML Handler  TIBCO EMS Handler  WebSphere JMS Handler  Stateful Raw XML Handler  Switch to primary for peer group  Cloud Instance (deprecated)  API Connect Gateway Service  API Gateway  Cloud Gateway Service  Gateway Peering  HTTP Service  Multi-Protocol Gateway  Refresh  TLS Proxy Service  TCP Proxy Service  UDDI Subscription (deprecated)  Web Application Firewall  Web Token Service  Web Service Proxy  WSRR Saved Search Subscription  WSRR Subscription  Synchronize  Test Connection  XML Firewall  XSL Coprocessor  XSL Proxy  Connections Accepted  Active Services  Active Users  Link Aggregation Status  AMQP Broker Status  API Document Cache  API Document Status  API OAuth Caches  API Stylesheet Cache  API Stylesheet Profiles  API Stylesheet Status  API Subscriber Status  AuthCookie Cache Status  B2B ebMS Message Partition Channel Status  B2B High Availability Status  B2B Message Archive Status  B2B Transaction Log   SailFish HS23 Battery  Change Group Retry Queue  Configuration Checkpoints  SSH Client Known Host Table Summary  SSH Client Known Host Tables  Configuration Sequence Status  Assembly Count Limit Enforcement Metrics  CPU Usage  Crypto Accelerator Status  Crypto Accelerator Status (deprecated - use CryptoEngineStatus2)  Cryptographic Hardware Disablement Status  Cryptographic Mode Status   90051U 90052U 9006 9007 Current Sensors  Date and Time  Date and Time  Debug Action Status  DNS Cached Hosts  DNS Servers  DNS Search Domains  DNS Static Hosts  Document Cache  Global Document Cache  Document Status  Domain Status  Dynamic TIBCO EMS Status  Environmental Sensors  Ethernet Counters  Ethernet MAU  Ethernet MII Registers  Failure Notification Status  Discovered fibre channel LUNs  Fibre Channel Volumes  File Poller Status  Filesystem Information  Firmware Information  Firmware Information  Version Information  Version Information (deprecated - use FirmwareVersion2)  Gateway Peering Status  Gateway Peering Cache Status  Gateway Peering Cluster Status  Gateway Peering Key Status  Gateway Active Transactions  GatewayScript Runtime Status  GraphQL Status  HSM Keys  HTTP Connection Statistics  Transaction Times  Transaction Rate  Hypervisor Information  IBM MQ v9+ Queue Manager Conversation Status  IBM MQ v9+ Queue Manager Status  IGMP Status  IMS Connect Status  Ethernet Interfaces  IP Multicast Status  IP address status  IPMI SEL Events  Kafka Cluster Status  Kerberos Tickets  LDAP Connection Pool Entries  LDAP Connection Pool Status  Library Information  Device Features  Link status  Link Aggregation Member Status  Load Balancer Status  Local Self-Balanced Services  Log Target Status  Log Target Connection Status   software SafeNet Luna HSM Transaction Latency  Memory Usage  Domains Memory Usage  Domains Memory Usage (deprecated - use DomainsMemoryStatus2)  Services Memory Usage  Services Memory Usage (deprecated - use ServicesMemoryStatus2)  Message Count Filters  Message Counts  Message Duration Filters  Message Durations  Message Sources  IBM MQ Connection Status  MQ System Resources  IBM MQ Queue Manager Status  ND Cache Table  Network Interfaces  NFS Mount Status   container software NTP Refresh Status  OAuth Caches  Object Status  ODR Connnector Group Status  ODR Connector Group Status (deprecated - use ODRConnectorGroupStatus2)  ODR Load Balancer Status  Other Sensors  PCI Bus  Policy Domains Supported  Port Status   SailFish HS23 9007 Power Sensors  Dynamic IBM MQ Queue Manager Status  Queue Managers Status  Quota Enforcement Server Status   90051U 90052U HS23 9006 9007 RAID Array Status   90051U 90052U RAID Battery Backup Status   9006 9007 RAID Battery Backup Unit Status   90051U 90052U HS23 9006 9007 RAID Logical Drive Status  RAID Partition Status  RAID Physical Disks   90051U 90052U HS23 9006 9007 RAID Physical Drive Status  SSD Status Information  RAID Volumes  API Rate Limit Enforcement Metrics  Assembly Rate Limit Enforcement Metrics  Quota Enforcement Concurrent Transactions Metrics  Quota Enforcement Counter Metrics  Quota Enforcement Rate-based Threshold Metrics  Quota Enforcement Token Bucket Threshold Metrics  Rx Throughput  Rx Packet Throughput  Routing Table  NSS Client Status  Secure Cloud Connector (deprecated)  Self-Balanced Service Status   90051U 90052U 9006 9007 Fan Sensors  Services Plus   software Secure Gateway Client Connection Status (deprecated)   software Secure Gateway Client Status (deprecated)  SLM Peering Status  SLM Summary Status  SNMP Status  SQL Data Source Status  SQL Data Source Connection Pool Status  SQL Data Source Runtime Status  store:///dp/ssc-marker Standby Status  Stylesheet Cache  Stylesheet Executions  Stylesheet Execution Times  Stylesheet Profiles  Stylesheet Status  Stylesheet Status  API Subscriber Cache   container software Sysplex Distributor Target Control Service Status  System Usage  CPU usage  Memory usage  System Usage  TCP Port Summary  TCP Port Status   90051U 90052U 9006 9007 SailFish Temperature Sensors   9006 9007 Tenant Memory Status  Tenant Licenses  TIBCO EMS Status  Tx Throughput  Tx Packet Throughput  SSH Known Host Table  UDDI Subscription Key Status (deprecated)  UDDI Subscription Service Status (deprecated)  UDDI Subscription Status (deprecated)  Virtual Platform Information  VLAN Interface Status  Voltage Sensors  WebSphere JMS Status  Web Application Firewall Approvals  Web Application Firewall Rejections  WebSocket Connection Status  Web Services Operation Metrics  Web Services Operations  Service Version Status  Web Services WSDLs  WSM Agent Status  WSM Agent Subscribers  WSRR Saved Search Subscription Policy Attachments Status  WSRR Saved Search Subscription Service Status  WSRR Saved Search Subscription Status  WSRR Subscription Policy Attachments Status  WSRR Subscription Service Status  WSRR Subscription Status  eXtreme Scale Grid Status  xc10_grid status (OBSOLETE)  XML Names  B2B Persistence  Compact Flash  Failure Notification  XML File Capture  GatewayScript Remote Debugger  GatewayScript Settings   vmware  developers ILMT Force Scan   vmware  developers ILMT Disconnected Scanner  Language  Delete SSH Known Host  Quota Enforcement Server  RAID Array  Statistic Settings  System Settings  Tenant  Throttle Settings  Time Settings  Add SSH Known Host  Web Application Firewall Error Policy  HTML Forms Login Policy  Name-Value Profile  Rate Limiter  Web Request Profile  Web Response Profile  Application Security Policy  Session Management Policy  WS-Proxy Endpoint Rewrite  WS-Proxy Processing Rule  WS-Proxy Processing Policy  AAA Policy  Processing Action  Compile Options Policy  Compile Settings  Conformance Policy  Document Crypto Map  HTTP Input Conversion Map  Matching Rule  Processing Metadata  MTOM Policy  Processing Rule  SAML Attributes  Schema Exception Map  SOAP Header Disposition Table  Processing Policy  URL Map  URL Refresh Policy  URL Rewrite Policy  XML Manager  XPath Routing Map  NSS Client   container software Sysplex Distributor Target Control Service (deprecated)   Login         Device Settings                                   Network Settings                                        Protocol Handlers                            B2B Configuration                     API Processing Action         API Assembly                             Service Configuration                      Parsing   XML Processing                      JSON Processing   DFDL Processing   Web Services      Policy Configuration          Web Applications          Monitoring                     Crypto Configuration                                                             Device Management           Access Settings                   Security Access Manager      Configuration Management                                                                                                                                         Logging Configuration     System Settings                    Cache Management                                        Debug Settings                             Debugger    File Management                        Main            Configuration    System                                                    IP-Network                                Other Network                            Connection       B2B     XML Processing                  Web Service                  Web Application    Debugger Status   Monitoring         Crypto              z/OS Configurations    Network HSM         Cloud   MQ Configuration       MQ      URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Restrict to HTTP/1.0 Restrict to HTTP/1.0 If set to on and the protocol is HTTP the transaction will not go above HTTP/1.0.    First Available Send to only the first available target  Require All Send to all targets, all must succeed  Attempt All Send to all targets, errors are non-fatal Results Multi-Way Mode Method to handle multiple targets in a results action    WS-Security: Replace same type WS-Security token There is a same token in the requesting WS-Security message. Replace that token with the generated result.  WS-Security: Create new WS-Security Security header for token Outputs the result as a new WS-Security Security token. See also the SOAP actor-role property.  WS-Security: Inject to existing WS-Security Security header Outputs the result to an existing WS-Security message. All current messages are preserved.  Output as SOAP Body Outputs the result as the SOAP Body, and replace the original SOAP Body. This choice is applicable if request-response protocol handling is required.  Output directly Directly output the result as a single XML file. Wrap up the output Define how to wrap up the result.    Collection level Collection level Collection level  Gateway level Gateway level Gateway level Rate Limit Level Rate Limit Level Rate Limit Level    Process In Order Process the attachments and root part in the order they appear in the original message. All parts are still processed in streaming mode even though only attachments after the root will be streamed from the network.  Buffer To Root Buffer attachments before the root into memory. Then process the root part, buffered attachments, and subsequent attachments.  Abort Abort the transaction and return an error Root Part Not First Action Action to take when MIME message root part is not first    Other Other, not specified Other routing protocol, which is not specified.  Local Local interface Local interface.  Management Route configuration by static route or default gateway Route configuration, which is either a static route or a default gateway.  ICMP ICMP redirect from router ICMP redirect that a router sent. The router knows a better first hop for the route.  IPv6 ND IPv6 neighbor discovery IPv6 neighbor discovery.  IPv6 RA IPv6 router advertisment IPv6 router advertisment. Route protocol Learning routing protocol The routing protocol that learned about this route.    Other Other, not specified Other type of IP route, which is not specified.  Local Local interface A local interface, which routes to the directly connected subnet.  Remote Remote destination A remote destination through a router. Route type Type of IP route The type of IP route.    Type Type of the routing prefix    Type uri Prefix Routing prefix Specifies the routing prefix that is used for API collection routing. 
                      When the type is URI, the routing prefix is case sensitive and must begin but not end with slash (/). When the type is host name, the prefix must not start or end with period (.). You need to specify only the first part of the host name (with domain name excluded), however, the request must use the complete URL with domain name included. Routing prefix Prefixes of the routing path    URI URI as the routing prefix The routing prefix type is URI.  Host name Host name as the routing prefix The routing prefix type is host name. API Routing Prefix Type Select the API routing prefix type TBD    name Name Name for this profile Enter a name for this profile.  max-memory 256 Max Memory Maximum memory allocated to this runtime. MB Enter the maximum memory allocated to this runtime. This amount of memory act as a cap for allocation resourcing. The value you enter should be sufficiently large that the largest possible transaction can be processed, but as small as possible to maximize resource availability to other parts of the system. Runtime Profile Runtime environment profile description. Profile settings within the global runtime configuration settings.    r (Read)  u (Update)  a (Alter)  c (Control)    All HTTP operations All HTTP operations. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  POST HTTP POST operation. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  GET HTTP GET operation. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  PUT HTTP PUT operation. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  HEAD HTTP HEAD operation. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  All general access All read, write, execute, delete, and control access to the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:ghpp'  Read The subject can read the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Write The subject can write the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Execute The subject can execute the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Delete The subject can delete the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Control The subject can manage the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated read The subject cannot read the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated write The subject cannot write the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated execute The subject cannot execute the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated delete The subject cannot delete the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc'  Negated control The subject cannot manage the resource. Namespace URI is 'urn:oasis:names:tc:SAML:1.0:action:rwedc' Action authorized Specify what action the subject can take on the resource.    Data Source Type The type of data source to get the value of the SAML attribute. Specify the data source to retrieve the value for each SAML attribute. 
                     If the Data Source Type is a variable, configure a DataPower service or context variable name with Data for Attribute Value. That variable must contain a result element with a list of attribute sub elements. Each attribute element must contain a name attribute, which is used to match the Supplementary Data setting. A sample to describe the format of the variable content: <result> <attribute-value name="cn">Alice</attribute-value> <attribute-value name="sn">Alice</attribute-value> <attribute-value name="creatorsName"> cn=Manager,dc=datapower,dc=com</attribute-value> </result>    SourceType var Name The SAML attribute name. Specify the name of the SAML attribute to be generated. 
                     When the Data Source Type is variable, this setting can be an empty string. In that case, the attribute name that is carried by the variable's content is used.  Attribute NameSpace/Format The optional URI to restrict the SAML attribute.  Specify the optional Namespace URI for the SAML 1.x attribute, Optional: Specify the NameFormat value for the SAML 2.0 attribute.    SourceType xpath   XPath to Input Message The XPath expression to extract the value of the SAML attribute from the input message. Specify the XPATH information to get the value for the SAML attribute when the attribute value is From Input Message, and specify the XPath expression to locate the value. 
                     The XML nodes that the XPath expression points to is the value for the SAML attribute.    SourceType xpath Data for Attribute Value The data to get the value for the SAML attribute. Specify the information to get the value for the SAML attribute. 
                     If the attribute contains a Static Value per each AAA Policy, specify the static string value. If the Data Source Type is variable, specify the variable name. You can input an empty string as the variable name to use the default variable var://context/ldap/auxiliary-attributes. That variable is maintained by the LDAP authentication or authorization to query auxiliary LDAP attributes. In any case, the variable that is being used here must contain a result element with a list of attribute sub elements. Each attribute element must contain a name attribute, which is used to match the Supplementary Data setting. The following sample describes the format of the variable content. <result> <attribute-value name="cn">Alice</attribute-value> <attribute-value name="sn">Alice</attribute-value> <attribute-value name="creatorsName"> cn=Manager,dc=datapower,dc=com</attribute-value> </result>    SourceType var Supplementary Data The extra information used to get the value of the SAML attribute.  When the SAML attribute value is retrieved from a variable as defined in Data for Attribute Value setting, specify the value to match the name attribute of the attribute-value elements that are carried by that variable. <result> <attribute-value name="cn">Alice</attribute-value> <attribute-value name="sn">Alice</attribute-value> <attribute-value name="creatorsName"> cn=Manager,dc=datapower,dc=com</attribute-value> </result> When this value is empty, the value of each attribute-value element is treated as one SAML AttributeValue. Therefore, if multiple attribute-values are carried by the DataPower variable, there can be multiple SAML AttributeValues in one SAML Attribute element.  Friendly Name A more meaningful name for the SAML attribute. Specify a meaningful name for the SAML attribute.       Namespace URI Namespace URI for the attribute.  The Namespace URI for the attribute. The Namespace URI must match on a name. If blank, uses the null namespace. For example, "http://www.examples.com" would match a message with the following attribute: <Attribute AttributeName="cats" AttributeNamespace="http://www.example.com"> <AttributeValue>Winchester</AttributeValue><Attribute>    Local name Local name of the attribute.  The local name of the attribute. For example, "cats" would match a message with the following attribute: <Attribute AttributeName="cats" AttributeNamespace="http://www.example.com"> <AttributeValue>Winchester</AttributeValue><Attribute>     Attribute value Value for the attribute.  The value for the attribute with the corresponding name. For example, "Winchester" would match the following attribute: <Attribute AttributeName="cats" AttributeNamespace="http://www.example.com"> <AttributeValue>Winchester</AttributeValue><Attribute>    From Variable Retrieve the value from a DataPower variable. The value of the SAML attribute is identified by the DataPower variable and XML element of an XML doc carried by that variable.  From Input Message Fetch the value from the XML doc with an XPath expression. The value of the SAML attribute is identified by the XPath expression.  Static Value The SAML attribute has a static value. The metadata category to support user-defined metadata items from any physical or virtual protocol header.    XPath XPath expression. Evaluates a custom XPath expression against the SAML attribute statement.  Any Must match at least one name. Ensures the presence of at least one configured SAML attribute.  All Must match all names. Ensures the presence of all configured SAML attributes.  Any value Must match at least one name and value. Ensure at least one configured SAML attribute name and value is found in the SAML attribute statement.  All values Must match all names and values. Ensures all configured SAML attribute names and values are found in the SAML attribute statement.    SAML assertion only Generate only the SAML assertion. No special need for SAML protocols or profiles. The SAML assertion can be put to WS-Security wrap up later. However, the SAML assertion is not required to respond to any SAML specific requests.  SAML response with assertion The SAML assertion is put in to an SAML response element. This choice might indicate that the request message contains some SAML protocol information for the response, such us the AuthnRequest. SAML protocol or profile Define the scenario to generate the SAML assertion for.    Authentication statement  Attribute statement  Authorization decision statement SAML assertion types The type of SAML assertion.    Bearer  Holder of key  Sender vouches SAML Subject Confirmation The Subject Confirmation method for SAML assertion.    2.0  1.1  1.0 SAML Version The version of SAML messages.    Prerequisite Validate this policy and all matching policies before accepting All matching profiles in the Application Security Policy are run. A failure of any of these profiles results in the failure of the transaction. Only when all matching profiles are successful will the transaction be accepted. A typical use of this style would be a broad match that enforces a basic item, such as maximum size, that is followed up with more specific matches with stronger criteria.  Admission Validate this policy only before accepting Only this policy is run. If successful, the transaction is accepted. Satisfaction Policy    Rule A processing rule Select the rule to run.  Interval Seconds between invocations seconds Specify the interval between invocations in seconds. A value of 0 indicates a single invocation.    unknown  high-min  High  A service or transaction assigned this priority setting will receive above normal scheduling priority and resource allocation.  high-max  normal-min  Normal  A service or transaction assigned this priority setting will receive normal scheduling priority and resource allocation.  normal-max  low-min  Low  A service or transaction assigned this priority setting will receive below normal scheduling priority and resource allocation.  low-max Transaction Priority    XPath Expression An XPath Expression selecting elements of the Schema document This is an XPath expression that identifies elements of the Schema document. These are the elements excepted from schema validation.  AllowEncrypted Type Exception Type Select the Exception type for encryption. Schema Exception Rule    Allow Encrypted Indicates that the element might or might not be encrypted in the document that is under validation.  Require Encrypted Indicates that the element must be encrypted in the document that is under validation. If not encrypted, validation fails.    URL Match Matching rule Select the matching rule that is applied to candidate XML documents. Documents whose URL conforms to an expression contained in the matching rule are subject to XML schema validation.  Validation Mode Validation procedure Select the procedure to use to validate a schema.    ValidationMode schema schema-rewrite   ValidationMode attribute-rewrite dynamic-schema default Schema URL The URL of an XML schema Enter the URL of the schema to use for validation. Used only when the Validation Mode is schema or schema-rewrite.    ValidationMode attribute-rewrite schema-rewrite   ValidationMode schema dynamic-schema default URL Rewrite Policy URL rewrite policy Select a URL Rewrite Policy from the list. Used only the Validation Mode is attribute-rewrite or schema-rewrite.    ValidationMode dynamic-schema   ValidationMode schema-rewrite schema attribute-rewrite default Dynamic Schema Dynamic schema Select a dynamic schema used to perform document validation regardless of any validation processing instructions contained within the document. Dynamic schemas used Schema Exception Maps or Document Crypto Maps.    datapower.com Domain name Enter the domain name. The name of a domain to search. Examples are example.com and ibm.com.    allow Allow access to this host and port.  deny Deny access to this host and port.      RemotePort 0 Destination host Host name or IP address of the application server Specify the host name or IP address of the application server. When blank, the rule applies to only the specified port on all hosts.  0 0xFFFF 0 Destination port Listening port on the application server Specify the listening port of the application server. The special value of 0 indicates that the rule applies to all ports on the specified host.  deny Access Indicate whether access to this application server and port should be allowed or denied. Indicate whether to allow or deny access to this application server and port. When you specify allow for any one member, all other destinations are denied except for the ones explicitly allowed.    Strict Strict. Items are added to the security header following the numbered layout rules described in the WS-Security Policy specification.  Lax Lax. Items are added to the security header in any order that conforms to WSS:SOAP Message Security.  LaxTimestampFirst LaxTimestampFirst. As Lax except that the first item in the security header MUST be wsse:Timestamp.  LaxTimestampLast LaxTimestampLast. As Lax except that the last item in the security header MUST be wsse:Timestamp. WS-Security Policy - Security Header Layout Security Header Layout    Basic authentication header Basic authentication header When you use basic authentication header, you require users to provide valid user name and password to access the endpoint.    No Does not include a banner message Does not include a banner message during SSH preauthentication phase.  Yes Includes a banner message Includes a banner message during SSH preauthentication phase.    Other Other type of measurment A measure other than those listed below  Other Unknown measurment Unknown measurement, or abitrary, relative numbers  Volts AC Electric Potential AC Electric potential, Alternating Current  Volts DC Electric Potential DC Electric potential, Direct Current  Watts Watts of Power Electric power in Watts  Hertz Frequency in Hertz Frequency of oscillation measured in Hertz.  Degrees Celsius Temperature in Degrees Celsius Temperature measured in Degrees Celsius.  % Relative Humidity Relative Humidity as a percentage Relative Humidity as a percentage between 0 and 100.  RPM Rotations per Minute Rotational speed in Rotations per Minute.  CMM Cubic Meters per Minute Volume in Cubic Meters per Minute.  true(1) or false(2) Truth Value Truth value, 1 if true, 2 if false. Sensor Data Type Identifies the measurement data type for a sensor.    Below Lower Non-Recoverable Sensor value is dangerously low The current sensor reading value is below the lower non-recoverable threshold, which indicates that there is a risk of damaging the hardware if the device is allowed to remain in this state. If you cannot alleviate the cause of this reading, you should power down the device.  Below Lower Critical Sensor value is too low The current sensor reading value is below the lower critical threshold, which indicates that the system is faulty, and may not be operating properly.  Below Lower Non-Critical Sensor value is at low warning The current sensor reading value is below the lower non-critical threshold, which is a warning that it is getting close to too low. The system should operate normally, but the cause of the sensor value should be investigated.  OK Sensor value is OK The current sensor reading value is OK, and is within all limits.  Above Upper Non-Critical Sensor value is at high warning The current sensor reading value is above the upper non-critical threshold, which is a warning that it is getting close to too high. The system should operate normally, but the cause of the sensor value should be investigated. This is commonly used on temperature sensors, where the investigation would be checking ambient air temperature and air flow.  Above Upper Critical Sensor value is too high The current sensor reading value is above the upper critical threshold, which indicates that the system is faulty, and may not be operating properly.  Above Upper Non-Recoverable Sensor value is dangerously high The current sensor reading value is above the upper non-recoverable threshold, which indicates that there is a risk of damaging the hardware if the device is allowed to remain in this state. If you cannot alleviate the cause of this reading, you should power down the device.  Failure Reading indicates a failure The reading indicates a failure. Used for non-numeric readings.  No Reading No reading to check The attempt to read the sensor failed, so the status cannot be checked.  Invalid (Internal Error) Internal error checking status An internal software error has been detected checking the status. Sensor Reading Status Sensor Reading Failure Status Gives the failure status for the current sensor reading. Indicates whether the reading is acceptable, and if not, why it is unacceptable.    UDP-LISTEN  TCP-LISTEN Port state Port state    var://service/content-type  var://service/urlopener-factory  var://service/max-message-size  var://service/include-charset  var://service/raw-mode  Response Mode Get the flag if the message is a response or not. If the message is a response, this service variable returns the response-mode value.  var://service/webgui-mode  var://service/expect-mime-headers  var://service/url-as-dpurl  var://service/rule-selection-header  Rule Direction Get the direction of traffic that the rule is processing. If the rule is processing a request message, this service variable returns 1. If the rule is processing a response message, this service variable returns 2.  var://service/parser-flags  var://service/log-parser-error-at-debug-level  var://service/back-processing-mode  var://service/error-cause  var://service/soap-schema-url  var://service/soap-enable-mode  var://service/soap-error-level  var://service/next-attachment-uri  var://service/max-attachment-size  var://service/max-attachment-pkg-size  var://service/attachment-detection-offset  var://service/input-is-package-part  var://service/input-is-root-part  var://service/ap_conformance/MIMErequirements  var://serivce/attachment-streaming-mode  var://serivce/json/string/max-value-length  var://serivce/json/string/max-propname-length  var://service/ss-ready-stamp  var://service/doc-ready-stamp  var://service/wsrm/pause  var://service/wsrm/resume  var://service/wsrm/aaa-policy-name  var://service/wsrm/aaa-conditional-xpath  var://service/slm-policy-name Used by SLM logic to associate a particular transaction to its resolved policy name.  var://service/set-ulog  var://service/aaa/ok  var://service/aaa-error-logs  var://service/aaa/username  var://service/aaa/password  var://service/transaction-step  var://service/transaction-session-id  var://service/transaction-trace  var://service/transaction-abort  var://service/trace/call/  var://service/trace/flush  var://service/debug-mode  var://service/config  var://service/system/ident  var://service/system/status/  var://service/system/config/  var://service/cache/  var://service/cache/dynamic-policies  var://service/ws-security-policy/symmetric-binding-info  var://service/ws-security-policy/asymmetric-binding-info  URL-in all Request URL Get URL of Incoming Request  URL-out all Out URL Get Outbound URL to Backend  URI-request all Request URI Get or set the request URI of a transaction  local-service-address all Frontside Service Address Get Frontside Service Address  Client-Address all Frontside Client Address Get Frontside Client Address  Client-Protocol all Frontside Protocol Get Frontside Protocol  Frontside Protocol Method Get/Set Frontside Protocol Method  Timestamp Transaction Start Get Timestamp of Request Received  Timestamp Forwarded Get Timestamp of Request Message Forwarded  Timestamp Transaction End Get Timestamp of Response Complete  Transaction Duration Get Duration of Transaction  Transaction Memory Memory used for Transaction The total memory used for a transaction.  Transaction Token Set Token for Asynchronous Transactions  Transaction Timeout Set Timeout for Asynchronous Transactions  Transaction Name Set Name for Asynchronous Transactions  transaction-error-code all Error Code Get/Set Error Event Code The assigned error code from the Result Code table.  transaction-error-message all Error Message Get/Set Error Message The variable contains the detailed error condition causing the multistep processing to abort. Setting the variable will overwrite the error response to the client in an error condition.  error-protocol-response all Protocol Error Response Set Protocol Error Response Overwrite the protocol response code in an error condition.  XML Processing mode XML Processing mode The XML processing mode could be soap, xml, unprocessed  error-protocol-reason-phrase all Protocol Error Reason Phrase Set Protocol Error Reason Phrase Overwrite the protocol reason phrase in an error condition. The reason phrase is intended to give a short textual description of the protocol error response for human consumption.  error-subcode all Error Subcode Get/Set Error Subcode Often the subcode is the same as var://service/error-code. Sometimes it is a more specific result code. It is used to help disambiguate the reason for invoking an error rule.  Error Headers Get Error Headers The name of the HTTP header field that contains error information.  Formatted Error Response Get Formatted Error Response The error response send back to the client. The response can be overwritten by writing to var://service/error-message.  error-protocol-ignore all Protocol Error Ignore Flag Get/Set Protocol Error Ignore Flag The flag that controls how the Front Side Handler processes error condition. If the value is set and greater than zero, it does not run any error handling actions and produces a regular response. The content of the message is produced by an error rule.  Strict Error Mode Get/Set strict error mode The setting controls the error mode for multistep processing. If set all dp:reject invocations will abort multistep processing. If it is not set, dp:reject with @strict-only = 'true' will only be logged but not abort multistep processing.  SOAP Fault Response Set when response rule input is treated as a soap fault The flag indicates that the input to the response rule was a soap fault.  SOAP one-way Message Exchange Pattern Notify the transaction of a SOAP one-way Message Exchange Pattern Notify the service layer that this transaction is performing a one-way MEP (Message Exchange Pattern) operation. This enables the service layer to optimize resource usage. When using WSA and one-way MEP's, service layer will timeout waiting for a response. Set this variable to true to prevent this.  xmlmgr-name all XML Manager Get XML Manager of Service  domain-name all Domain Name Get Domain of Service  Default Processing Policy Name Get Default Processing Policy Name  service-type all Service Type Get Service Type  service-name all Service Name Get Service Name  Maximum Call Depth Get/Set Maximum Call Depth Defaults to 128 in each transaction. It controls how many levels of called rules can be layered before an error is thrown.  Maximum Loop/Conditional Action Depth Get/Set Maximum Action Depth Defaults to 128 in each transaction. It controls how many levels of directly-invoked actions, such as loops of loops, can be layered before an error is thrown.  Frontside WSDL URL Get Frontside WSDL URL of Service  Frontside Attachment Format Get Frontside Attachment Format  Backside Attachment Format Get Backside Attachment Format  Set Stylesheet Parameter Set Stylesheet Parameter  Delete Stylesheet Parameter Delete Stylesheet Parameter  Loadbalancer Group Member State Set Loadbalancer Group Member State  Loadbalancer Group Name Get Loadbalancer Group Name  Loadbalancer Group Member Get Current Loadbalancer Group Member  var://service/lb/hash  transaction-id all Transaction Identifier Get Identifier of Transaction  Global Transaction Identifier Get Identifier of Global Transaction ID  transaction-client all Transaction Client IP Get IP Address of Transaction Client  transaction-rule-name all Transaction Rule Name Get Transaction Rule Name  transaction-rule-type all Transaction Rule Type Get Transaction Rule Type  transaction-policy-name all Transaction Policy Name Get Transaction Policy Name  Transaction Audit Trail Get Transaction Audit Trail  Current Call Depth Get Current Call Depth Returns the current depth of called rules. The maximum is set in var://service/max-call-depth.  input-message-size all Input Message Size Get Input Message Size  Routing URL Get or set Routing URL This variable is an addition to dp:set-target() for dynamically routed gateways. The latter does not let you specify a protocol, but you express a routing-url just like the gateway backend-url. Whether the URI is honored depends on the propogate-uri property. This variable is implemented for XML Firewall objects, but it generates an error if the protocol is not HTTP or HTTPS. For a Multi-Protocol Gateway, it can be any valid backend protocol. Another key difference is that this variable can only be set once. The set-target can be called multiple times with the last one taking precedence. The advantage is that a connection is started immediately even while other multistep processing is occurring and less data might have to be buffered. Using this variable might cause a wrong determination of the content-type for MIME documents. If you encounter such a problem, use var://service/routing-url-delay-content-type-determination instead.  Routing URL TLS Profile Get or set Routing URL TLS Profile This variable sets the TLS profile that is used for dynamic route. Use this variable when the back side TLS configuration for the service is not sufficient for the dynamic route. Use this variable before var://service/routing-url.  Routing URL Delay Content-Type Determination Get or set Routing URL with delayed Content-Type Determination This variable is a variant of var://service/routing-url. It functions the same as var://service/routing-url, except that it delays the content-type determination for MIME documents, which in certain scenarios helps the DataPower appliance send the content-type of the MIME documents (not the content-type of the root document in the MIME document) to the back-end server. Use var://service/routing-url first. If the appliance sends the wrong content-type to the back-end server, use this variable instead.  Persistent Connection Counter Get Persistent Connection Counter This variable notes the number of transactions that were completed on the current protocol session.  Custom Connection Annotation Get/Set Custom Connection Annotation This variable allows the user to annotate the current protocol session. The annotation could be an identifier which can be used to maintain state based on an existing protocol session.  Multiprotocol Gateway Loopback Set Multiprotocol Gateway Loopback This variable set to 1 in a Multi-Protocol Gateway during front side processing allows to skip the backside from running, which makes a loopback essentially. Any data written to the backside will try and be written to the frontside instead.  Multiprotocol Gateway Backend Timeout Get/Set Multiprotocol Gateway Backend Timeout This variable allows the user to get or set the backend timeout in a Multi-Protocol Gateway. Setting this variable will override the default timeout. It is expressed in seconds, and valid values are 1-86400.  Request Message Size Get Request Message Size The size of the message received by front side protocol handler in bytes, excluding headers.  Response Message Size Get Response Message Size The size of the message received by the back end in bytes, excluding headers.  var://service/mpgw/flow-control-enabled  var://service/mpgw/response-attachment-flow-control-enabled  var://service/mpgw/request-attachment-flow-control-enabled  Proxy Back-end HTTP Response Code Force the service to pass the response code from the server to the client This variable controls whether to force the service to pass the response code from the server to the client. Setting this variable to 1 forces the service to pass the response code without any modification and regardless of any error condition. However, if you set a custom response code in the error rule with the <var://service/error-protocol-response> service variable, the service passes this custom response code instead.  var://service/mpgw/backend-config  Transaction timeout for Multi-Protocol Gateway Override the static transaction timeout for a Multi-Protocol Gateway on a per transaction basis This variable overrides the static transaction timeout for a Multi-Protocol Gateway on a per transaction basis. The transaction timeout is the duration for a transaction in milliseconds before it is canceled. The transaction starts when the handler receives the request. You can check or reset the timer for the transaction timeout with the var://service/mpgw/transaction-timeout-ms-count variable.  Timer in milliseconds for transaction timeout for Multi-Protocol Gateway Gets or sets the timer in milliseconds for the Multi-Protocol Gateway transaction timeout This variable gets or sets the transaction timer in milliseconds for the Multi-Protocol Gateway transactional timeout. When read, it gets the current transaction timer. When written, it sets the transaction timer to the specified value.  Proxy WebSocket upgrade request Force the service to forward the WebSocket upgrade request from the client to the server This variable controls whether to force the service to forward the WebSocket upgrade request from the client to the server. Setting this variable to 0 forces the service to strip the WebSocket upgrade header when sending the request to the server.  Transaction Header Manifest Get Transaction Header Manifest Lists all protocol headers of current transaction.  Protocol Request Header Set Protocol Request Header This variable correlates directly to the dp:set-request-header() extension function. var://service/set-request-header/FOO to value BAR would set the request header FOO to BAR.  Request Header (Append) Append to Request Header  Protocol Response Header Set Protocol Response Header This variable correlates directly to the dp:set-response-header() extension function. var://service/set-response-header/FOO to value BAR would set the request header FOO to BAR.  Response Header (Append) Append to Response Header  original-content-type all Original Request Content-Type Header Get Original Request Content-Type Header Value Returns the original request Content-Type header value. The value remains unmodified and is not subject to both service header rewrites and multistep header rewrites.  TLS connection information Get TLS connection related information Lists various attributes of the current TLS connection, including TLS version and any SNI extension header. This is a read-only service variable.  IBM MQ Reply-To Queue MQMD.ReplyToQ When write changes the dynamic routing.  IBM MQ Reply-To Queue Manager MQMD.ReplyToQMgr When write changes the dynamic routing.  IBM MQFTE Integration ID Set the Integration ID for an IBM MQFTE session  WSM Enabled Get WSM Enabled Flag  WSM WSDL Source Class Get class of WSDL source  WSM WSDL Source Get name of WSDL source  WSM WSDL Get WSM WSDL  WSM Service Name Get WSM Service Name  WSM Service Port Get WSM Service Port  WSM Backend Service Port Get Backend (Original) WSM Service Port  WSM Service Binding Get WSM Service Binding  WSM Backend Service Binding Get WSM Backend (Original) Service Binding  WSM Service Binding data Get WSM Service Binding data  WSM Backend Service Binding data Get WSM Backend (Original) Service Binding data  WSM Service Binding type Get WSM Service Binding type  WSM Service Operation Get WSM Service Operation  WSM Backend Service Operation Get WSM Backend (Original) Service Operation  WSM Service Port Operation Get WSM Service Port Operation  WSM Backend Service Port Operation Get WSM Backend (Original) Service Port Operation  WSM Fault Validation Get WSM Fault Validation  WSM Header Validation Get WSM Header Validation  WSM Strict Fault Document Style Do not expect RPC wrappers on RPC faults  WSM Schema Location Get WSM Schema Location  WSM Part Exists WSM Part Exists Internal variable used to test whether a part is referenced in the wsdl. Returns 1 or 0.  WSM Part Is XML Element WSM Part Is XML Element Internal variable used to test whether a part is referenced in the wsdl and is a schema validatable xml element. Returns 1 or 0.  WSM Number of Subschema Get WSM Number of Subschema  WSM WSDL Error Set WSDL Error  WSM WSDL Warnings Set WSM WSDL Warnings  WSM Validate Message Get WSM Validate Message  WSM Resolve HREFs Get WSM Resolve HREFs  WSM AAA Policy Name Get WSM AAA Policy Name  WS-Policy Required Subjects Internal bitmask of policy subjects that require multistep actions  WS-Policy Enforcement Mode Get policy enforcement mode (filter or enforce)  Service Level Agreement Policy Enforcement Mode Get SLA policy enforcement mode (allow or reject)  Name of the gateway enforcing wspolicy Get the name of the Gateway  Policy Correlator ID for the current transaction Connects the generated Policy with a WSDL.  WS-Policy Endpoint Subject Configuration Name Get Endpoint Subject Configuration Name  WS-Policy Service Subject Configuration Name Get Service Subject Configuration Name  WS-Policy Operation Subject Configuration Name Get Operation Subject Configuration Name  WS-Policy Message Subject Configuration Name Get Message Subject Configuration Name  WS-Policy REST Subject Configuration Name Get REST Subject Configuration Name  WS-Proxy Conformance Policy Name WS-Proxy Conformance Policy Name  WS-Proxy Conformance Policy Name generated from WS-Policy WS-Proxy Conformance Policy Name generated from WS-Policy  WS-Addressing Timeout WS-Addressing Asynchronous Reply Timeout  WS-Addressing Reply Pattern WS-Addressing Asynchronous Reply Pattern  Input context name Input context name to current processing action  Output context name Output context name to current processing action  Client ID Client ID  Client ID Extraction Method Client ID Extraction Method  Client ID Authentication Method Client ID Authentication Method  Client SO CODE Client SO CODE  Client Hop Count Client Hop Count  MY SO CODE MY SO CODE  target SO CODE target SO CODE  ITCAM KD Header version ITCAM KD Header version  Server SO CODE Server SO CODE  Final Hop Count Final Hop Count  Service Flow ID Service Flow ID  For-each Loop Iterator Get Innermost For-Each Loop Iterator Get the loop iterator for the innermost for-each action. If the for-each action is set to run with a fixed iteration count, this variable retrieves the input context of the loop action. If the loop runs over a node-set, this retrieves the current element within the node-set.  For-each Loop Count Get Innermost For-Each Loop Count Get the current loop count for the innermost for-each action. If the current action is the first action run within the loop returns 1; the second action, 2; and so on.  WTX Warnings Get the WTX warnings Get the WTX warning messages from the transforming process. When the DPA file has defined warning conditions and you have enabled the WTX warning option in XML Manager configuration, this variable returns the warning message if the transforming process meets the warning conditions.  Transaction Priority Transaction Priority  WSDL Frontside Protocol WSDL Frontside Protocol  WSDL Backside Protocol WSDL Backside Protocol  WSDL HTTP Binding Parsed URL Replacement Algorithm WSDL HTTP Binding Parsed URL Replacement Algorithm  HTTP Content-Type specified in WSDL The HTTP Content-Type specified by the WSDL  SOAP version for log verb SOAP version for log verb  List of all existing contexts List of all existing contexts  WSM User Data Get/Set WSM User Data  B2B Message ID B2B Message ID The message ID of the received B2B document. For outbound transactions, the value could be set in processing policy to customize the ID.  B2B Custom Message ID B2B Custom Message ID  B2B Partner From B2B Partner From  B2B Partner To B2B Partner To  B2B Partner Destination B2B Partner Destination The destination where the document will be routed. The value of this variable must match an existing destination configured in partner profile.  B2B Allow Signed Messages B2B Allow Signed Messages  Inbound Require Signature Inbound Require Signature  Outbound Verify MDN Signature Outbound Verify MDN Signature  B2B Decoded Content Location B2B Decoded Content Location  SMIME Verifying Valcred SMIME Verifying Valcred  SMIME Verified SMIME Verified  B2B Document Type B2B Document Type Type of EDI message being transferred through a B2B gateway. This may have one of the string values "x12", "edifact", "xml", or "binary".  B2B Document Routing Preprocessor Stylesheet to handle outbound document routing URL of a stylesheet that handles routing for outbound documents. This may determine or override the document type and trading or receiving partner IDs. It is set from configuration.  B2B XPath Routing Info XPaths used for outbound document routing for XML EDI messages The value of this variable is an XML tree containing sets of routing XPaths used for routing outbound XML EDI messages. This may determine or override the document type and trading or receiving partner IDs. It is set from configuration.  B2B Incoming AS B2B Incoming AS True if incoming message came in on AS fsph, false otherwise  B2B Signed Message Base64 Encoded MIC And Algorithm B2B Signed Message Base64 Encoded MIC And Algorithm Base64 encoded string of the mic digest calculated over the data in an incoming signed message, plus the digest algorithm used.  B2B AAA Policy Name B2B AAA Policy Name Name of the AAA Policy attached to the frontside protocol handler, if any.  B2B Process Email Attachment As Payload B2B Process Email Attachment As Payload First attachment in message received over POP3 FSPH is used for B2B payload  B2B Save Sink Protocol Contents B2B Save Sink Protocol Contents Save copy of on-the-wire contents for B2B viewer and archive. True if protocol is AS or incoming is non-AS.  B2B ebMS2 from partyID B2B ebMS2 from partyID  B2B ebMS2 to partyID B2B ebMS2 to partyID  B2B ebMS2 from partyID type B2B ebMS2 from partyID type The type of the ebXML party ID. When this variable is set and the associated party ID is not configured as DUNS or DUNS+4 type, the value is used during ebMS message packaging process.  B2B ebMS2 to partyID type B2B ebMS2 to partyID type The type of the ebXML party ID. When this variable is set and the associated party ID is not configured as DUNS or DUNS+4 type, the value is used during ebMS message packaging process.  internal The current timestamp in UTC format.   internal The timestamp in the incoming message.   internal If the inbound ebXML message requests a sync reply.   internal If the outbound ebXML message to request a sync reply.   internal If the inbound ebXML message requests an acknowledgement.   internal If the outbound ebXML message to request an acknowledgement.   internal If the inbound ebXML message requests the signatures in the acknowledgement.   internal If the outbound ebXML message to request the signatures in the acknowledgement.   internal If the inbound ebXML message requests duplicate elimination.   internal If the outbound ebXML message to request duplicate elimination.   internal The expiration date of the inbound ebXML message.   internal The expiration date of the inbound ebXML message.   internal The type of the ebXML message to send.   internal The type of the received ebXML message.   internal The ebXML message digests generated for the packaging message.   internal The ebXML message digests parsed from incoming message (either an inbound User message, or asynchronous Ack or a synchronous Ack).   internal B2B ebMS Error Code The error code for the ebXML error message. It indicates the nature of the error in the message in error.  internal B2B ebMS Error Description The description for the ebXML error message.  internal B2B ebMS Error Description The severity for the ebXML error message.  internal B2B ebMS2 Error Location The location for the ebXML error message. It points to the part of the ebXML message containing the error.  B2B ebMS2 Acknowledgement Response URL B2B ebMS2 Acknowledgement Response URL The URL to return asynchronous acknowledgement message.  B2B ebMS2 Error Response URL B2B ebMS2 Error Response URL The URL to return asynchronous error message.  B2B ebMS2 From Partner Role B2B ebMS2 From Partner Role The role of the 'from' partner.  B2B ebMS2 To Partner Role B2B ebMS2 To Partner Role The role of the 'to' partner.  B2B ebMS2 CPA Id B2B ebMS2 CPA Id The CPA Id used in the ebXML message. It is a string that identifies the parameters governing the exchange of messages between two parties.  B2B ebMS2 Conversation Id B2B ebMS2 Conversation Id The conversation Id of the ebXML message. It is used to identified the set of related messages that make up a conversation between two parties.  B2B ebMS2 Service B2B ebMS2 Service The service of the ebXML message. It identifies the service that acts on the message.  B2B ebMS2 Type B2B ebMS2 Type The service type of the ebXML message. It identifies the type that acts on the message.  B2B ebMS2 Action B2B ebMS2 Action The action of the ebXML message. It identifies a process within a Service that processes the message.  B2B ebMS2 RefToMessage Id B2B ebMS2 RefToMessage Id The message id of an earlier ebXML message to which this message relates.  NON-TRANSLATABLE - B2B ebMS3 Username Token Username for ebms3 wsse:UsernameToken Username for ebms3 wsse:UsernameToken  NON-TRANSLATABLE - B2B ebMS3 Username Token Password Password for ebms3 wsse:UsernameToken Password for ebms3 wsse:UsernameToken  NON-TRANSLATABLE - B2B ebMS3 Signature Key B2B ebMS3 Signature Key Key used when signing an ebms3 message  NON-TRANSLATABLE - B2B ebMS3 Signature Cert B2B ebMS3 Signature Cert Cert used when signing an ebms3 message  NON-TRANSLATABLE - B2B ebMS3 Signature Algorithm B2B ebMS3 Signature Algorithm Algorithm used when signing an ebms3 message  NON-TRANSLATABLE - B2B ebMS3 Signature Hash Algorithm B2B ebMS3 Signature Hash Algorithm Hash algorithm used to combute digests of signed ebms3 message  NON-TRANSLATABLE - B2B ebMS3 Signature Canonicalization Algorithm B2B ebMS3 Signature Canonicalization Algorithm Canonicalization algorithm used before doing XML Signature  internal Id credential used to verify the incoming ebMS3 message.   internal Default signer certificate used to verify the incoming ebMS3 message.   internal B2B ebMS3 requires signed inbound message   NON-TRANSLATABLE - ebms3 inbound Message Encryption Required  Get whether the incoming messages must be encrypted This variable gets whether the incoming ebms3 message must be encrypted. If yes, returns 1. Otherwise, returns 0.  internal B2B ebMS3 requires compressed inbound message   internal Identify whether the received ebMS3 message is compressed   NON-TRANSLATABLE - ebms3 inbound Message Compression Required  Get whether the incoming messages must be compressed This variable gets whether the incoming ebms3 message must be compressed. If yes, returns 1. Otherwise, returns 0.  internal Set rule state when it is in action sign, encrypt, verify and decrypt   NON-TRANSLATABLE - Get or set ebMS MEP value Message Exchange Pattern Message Exchange Pattern  NON-TRANSLATABLE - Get or set ebMS3 MPC name Message Partition Channel Message Partition Channel  NON-TRANSLATABLE - Get the content type of fetched MPC message payload Content type of fetched MPC message payload   NON-TRANSLATABLE - Get or set ebMS3 MPC validation credential name ValCred name for Message Partition Channel ValCred name Message Partition Channel  B2B ebMS2 Signature Key B2B ebMS2 Signature Key Key used when signing an ebms2 message  B2B ebMS2 Signature Cert B2B ebMS2 Signature Cert Cert used when signing an ebms2 message  B2B ebMS2 Signature Algorithm B2B ebMS2 Signature Algorithm Algorithm used when signing an ebms2 message  B2B ebMS2 Signature Hash Algorithm B2B ebMS2 Signature Hash Algorithm Hash algorithm used to combute digests of signed ebms2 message  B2B ebMS2 Signature Canonicalization Algorithm B2B ebMS2 Signature Canonicalization Algorithm Canonicalization algorithm used before doing XML Signature  B2B ebMS2 Encryption Recipient B2B ebMS2 Encryption Recipient Certificate used to encrypt ebms2 message  B2B ebMS2 Encryption Algorithm B2B ebMS2 Encryption Algorithm Symmetric algorithm used to encrypt ebms2 message  internal Key used to decrypt the incoming ebMS2 message.   internal Id credential used to verify the incoming ebMS2 message.   internal Default signer certificate used to verify the incoming ebMS2 message.   internal Identify whether the received ebMS2 message is encrypted   internal Identify whether the received ebMS2 message is signed   internal The messageStatus to be responded to inbound StatusRequest, or received from outbound StatusRequest.   internal The context to be packaged in ebMS format   internal An internal stage used to match partner profiles and identify CPA collaboration based on inbound ebMS message header at transaction time.   internal Indicator of whether we should generate the start parameter for the Content-Type header of ebMS outbound message   internal Indicator of whether to expose content-disposition header of the body of AS message for filename preservation   internal Configured value of B2B Gateway Document Routing Preprocessor Type   B2B Message Signature Required Get whether the incoming B2B message must be signed This variable gets whether the incoming B2B message must be signed. If yes, returns 1. Otherwise, returns 0.  B2B Message Signature Verified Get whether the B2B message signature is verified This variable gets whether the signature of the incoming B2B message is verified. If yes, returns 1. Otherwise, returns 0.  B2B Message Encryption Required Get whether the incoming messages must be encrypted This variable gets whether the incoming B2B message must be encrypted. If yes, returns 1. Otherwise, returns 0.  B2B Message Decrypted Get whether the B2B message is decrypted This variable gets whether the incoming B2B message is decrypted. If yes, returns 1. Otherwise, returns 0.  B2B MDN Message Received Get whether the received message is an MDN This variable gets whether the incoming message is an MDN (Message Disposition Notification). If true, returns 1. Otherwise, returns 0.  AS2 Proxy Passthrough Mode Enabled Get whether the passthrough mode is enabled in the AS2 Proxy Front Side Handler This variable gets whether the passthrough mode is enabled in the AS2 Proxy Front Side Handler. If yes, returns 1. Otherwise, returns 0.  B2B Proxy Integration ID Get the integration ID This variable gets the auto-generated ID for integration with other B2B systems, for example, IBM Multi-Enterprise Integration Gateway. The integration ID can be used to correlate events associated with one transaction.  B2B From Partner ID Get the B2B From Partner ID This variable gets the from partner's ID that is extracted from the B2B messaging protocol header, such as AS2-From.  B2B To Partner ID Get the B2B To Partner ID This variable gets the to partner' ID that is extracted from the B2B messaging protocol header, such as AS2-To.  B2B Message ID Get the B2B message ID This variable gets the unique message ID that is extracted from the B2B messaging protocol header, such as Message-Id.  Control of opaque SOAP faults Control whether SOAP faults generated within the request rule will be replaced with a generic error text, rather than the reason specified when the fault was generated. If set to 0, rewriting is disabled; if set to 1, rewriting is forced. When set to -1 (the default), rewriting will be done if the processing rule has performed an action that could result in an oracle. In addition to this variable, rewriting may be disabled by the rewrite-errors service configuration parameter.   original-response-content-type all Original Response Content-Type Header Get Original Response Content-Type Header Value Returns the original response Content-Type header value. The value remains unmodified and is not subject to both service header rewrites and multistep header rewrites.  Preserve MIME encapsulation Control whether to preserve MIME encapsulation When enabled and the request or response was encapsulated with MIME, regardless of the number of entity parts, preserve encapsulation. This variable is meaningful with multipart messages with only one part.  var://service/as2proxy/sideeffectonly  Preserve the HTTP Content-Type header Force the service to pass the Content-Type header unchanged This variable controls whether the Content-Type header is preserved and under what conditions it can be modified, based on its value for each processing action and at the end of the processing rule. It can be set on both the request and response rules. If set in a request rule, the setting affects only the header sent to the backend server. The service variable must be set again in the response rule to specify this behavior for the header sent to the client. This variable does not prevent modification of the Content-Type header by applying transformation policy actions.  Controls the GatewayScript debugger Enable or disable the debugger in each GatewayScript action with debugger; statements Controls whether to enable or disable the debugger in each GatewayScript action with debugger; statements within the same transaction at service level. Enable the debugger by specifying this variable to 
                     1
                    with the dp:set-variable() XSLT extension function or to 
                     true
                    in GatewayScript. The default setting is disabled, which is 
                     0
                    or 
                     false
                    .  Enable GatewayScript dynamic code evaluation per transaction Enable GatewayScript dynamic code evaluation per transaction Enable GatewayScript dynamic code evaluation (eval() and function constructor) per transaction  var://service/mpgw/websocket-upgraded  var://service/http/version Returns the HTTP version from the backend response Service Variables    Processing Service Version is being processed for configuration and schema  Okay Service Version was loaded and is running.  Warning A warning was generated while loading the Service Version.  Error An error prevented the Service Version from being loaded. Service Version Status    Set Set a variable  Indicates that you can set a variable. This is the default value.  When the specified variable does not exist, a new variable is added with assigned value. When the specified variable exists and it is not read-only, the assigned value overrides the existing value.  Add Add a variable Indicates that you can add a variable. For example, this can be used to add new headers or to append a new entry of the same header. Note: You cannot add the 
                     message.status.code
                    , 
                     message.status.reason
                    , 
                     policy.gatewayscript.enableDebugger
                    , 
                     error.message
                    , 
                     message.body
                    , or 
                     request.body
                    variable. Instead, you can set it. For details about these variables, see the Variables in the API context topic.  Clear Delete a variable Indicates that you can delete a variable. For example, this can be used to remove a header when the data is processed in the assembly flow.    Any Any value Read the variable value as-is. This is the default value.  String A string value Treat the variable value as a string.  Number A number value Treat the variable value as a number.  Boolean A Boolean value Treat the variable value as a boolean and the value can be 
                     true
                    or 
                     false
                    .    Transparent The SFTP server has a transparent file system. The files and directories shown are those on the back end of the associated DataPower service.  Virtual ephemeral The SFTP server will have an ephemeral virtual file system with subdirectories created by configuration. The contents of this file system are private to an individual SFTP connection to the SFTP server. The contents of this file system will not persist after this SFTP connection ends.  Virtual persistent The SFTP server will have a persistent virtual file system with subdirectories created by configuration. The contents of this file system are shared by all SFTP connections to this SFTP server with the same authenticated user identity. The user identity is determined by the SFTP user name. The contents of this file system will persist after all SFTP connections end for a duration defined by the persistent file system timeout value. SFTP server file system type    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  SSH client profile SSH client profile Specifies the SSH client profile to be used for this SFTP Client policy.  Use unique file names Use unique file names Specifies whether or not to generate a unique file name for files written to an SSH FTP server. When the Backend URL represents a directory, a unique file name is generated. When the Backend URL represents a file name that already exists in the remote server, any transfers result into a new unique file being created and its name will be modified to include a unique prolog.    ^/[^/]+(/[^/]+)*$ Virtual directory Directory in virtual file system of the SFTP server Specifies the directory in the virtual file system of the SFTP server.         Reboot system Restarts the DataPower Gateway.  Reload firmware Reloads the firmware.  Halt system (deprecated) Stops the DataPower Gateway, but power remains on. This mode is deprecated. Use  Power off system instead.  Power off system Stops the DataPower Gateway and turn off the power. Shutdown Mode    main Main system task Main system task  llm Low Latency Messaging task Low Latency Messaging task  b2bp B2B document storage task B2B document storage task  wtx WebSphere Transformation Extender task WebSphere Transformation Extender task  ssh Secure Shell client task Secure Shell client task  odbc ODBC endpoint task ODBC endpoint task  db2cli DB2CLI endpoint task DB2CLI endpoint task  SecureCloudConnector Secure Cloud Connector task Secure Cloud Connector task  dco Database Connectivity endpoint task Database Connectivity endpoint task  waxhn WAXHN task WAXHN task  imscallout IMS Callout task IMS Callout task  jsdebugger GatewayScript debugger GatewayScript debugger  nfs NFS Connector task NFS Connector task  isamrt ISAM Runtime task IBM Security Access Manager Runtime task  sgclient Secure Gateway Client Secure Gateway Client  ssh Secure Shell server task Secure Shell server task  quota-enforcement Quota Enforcement Server Quota Enforcement Server  luna Luna HSM SafeNet Luna Network HSM  lunaClient Luna client SafeNet Luna Network client  launcher System task coordinator System task coordinator  apic-gw-service API Connect gateway service coordinator API Connect gateway service coordinator  gateway-peering Gateway peering and distributed state coordinator Gateway peering and distributed state coordinator  MQ Message Queue Message Queue    Allow Use allow to process all transactions. This is the default.  Reject Use reject to process only the transactions that match at least one SLA policy. SLA Enforcement Mode Controls the application of SLA Policies to transactions.    Send to Log Posts a message to the log target.  Throttle Operations Rejects transactions over the defined threshold.    Log Only No action. Attempt to process subsequent transactions.  Reject Discard transactions until the monitored entity is within conformance levels.  Shape Queue the next 2500 transactions for later transmission when the monitored entity is within conformance levels. After queuing 2500 transactions, discard subsequent transactions. SLM Action Type SLM Action Type    Mapped Credential The result of the credential mapping phase of an AAA policy. The results might be a user name, a client DN, or another value. This credential type requires that the processing policy contains an AAA action before the SLM action.  Extracted Identity The result of the identity extraction phase of an AAA policy. This credential type requires that the processing policy contains an AAA action before the SLM action.  IBM MQ Application The name of the IBM MQ application from the IBM MQ message. This credential type is valid for only IBM MQ transport protocol messages.  Client IP The IP address of the client that submitted the message.  Request Header The value of the HTTP header field that contains the credential. When specified, provide the name of this header field.  IP from Header The value of the HTTP header field that contains the client IP address. When specified, provide the name of this header field (for example, X-Client-IP).  Custom Style Sheet The credential in the message that a style sheet extracts. When specified, provide the location for this style sheet. Credential Type Credential Type    Terminate at First Reject The policy stops processing any statement after the first rejection. A threshold was met.  Terminate at First Action The policy stops processing any statement after the first control procedure (an SLM reject or notify action). A threshold was met.  Execute All Statements The policy processes all policy statements regardless of any action a statement takes. Execution Policy Execution Policy    Fixed A discrete block of time. For example, from 8:00 AM to 9:00 AM. Fixed intervals are from the start of the schedule. Without a schedule, fixed intervals are from 12:00 AM.  Moving A sliding window of time. For example, the last 60 minutes.  Concurrent  Specifies that transactions are measured when they are received rather than in intervals. The threshold level value specifies the number of concurrent transactions that can be processed at a time before the threshold is enforced. This parameter is only valid with the count all threshold type and cannot be used with the token bucket algorithm type. The threshold interval length is not relevant with the interval type is "concurrent". Interval Type Interval Type    Low The low or first limit threshold  High The high or second limit threshold    Per Extracted Value Extract and keep a list of all unique values of the specified type. All configured SLM policies apply to each extracted value.  Exact Match exact values. An SLM policy applies to only values that match.  Regular Expression Match against a PCRE-style expression. An SLM policy applies to only values that match. Match Type Match Type    Mapped Resource The resource identifiers from an AAA map resource action. This resource type requires that the processing policy must include an AAA action before the SLM action.  Front URL The URL that the client requests or the rewritten, client-requested URL.  Destination URL The URL that defines the destination server. This URL might be different from the one requested by the client.  XPath Expression The resources identified by an XPath expression. When specified, provide the expression.  Requests Only All client requests.  Responses Only All server responses.  SOAP Faults All SOAP faults.  Error Code The resources defined by error codes. This error code might be generated by the remote server or by the appliance during message processing.  Custom Style Sheet The resource identifiers from a style sheet. When specified, provide the location of the custom style sheet.  Concurrent Connections  All concurrent TCP connections. The TCP connection is from the requesting client to the DataPower appliance. Generally, a client opens only one connection to the appliance at a time. Concurrent connections are not specific to user credentials. For this parameter, the threshold type must be count all and the algorithm type cannot be token-bucket.  Concurrent Transactions  All other active transactions. For this parameter, the threshold type must be count all and the algorithm type cannot be token-bucket.  WSDL The resources defined by a local WSDL file. A Web Service Proxy service might support more than one WSDL file.  WSDL Service The resources defined by the name of a service in an underlying WSDL file. Only Web Service Proxy services support this resource type.  WSDL Port The resources defined by the port binding in an underlying WSDL file. Only Web Service Proxy services support this resource type.  WSDL Operation The resources defined by the name of an operation in an underlying WSDL file. Only Web Service Proxy services support this resource type.  IBM MQ Request Queue The resources defined by the name of the IBM MQ Queue for client requests.  IBM MQ Reply Queue The resources defined by the name of the IBM MQ Queue for server replies.  UDDI Subscription (deprecated)  The UDDI subscription is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) subscription. The resources defined by the UDDI Subscription key. When specified, provide the subscription key.  WSRR Subscription The resources defined by the WSRR Subscription. When specified, provide the subscription.  WSRR Saved Search Subscription The resources defined by the WSRR Saved Search Subscription. When specified, provide the subscription. Resource Type Resource Type    Identifier Statement index A unique integer that indicates the order in which to process the statement. The policy processes statements from least to greatest. Adding a statement that duplicates the value of a previous identifier replaces the previous statement.  User Annotation User annotation The string or identifier that appears in log messages for this statement.  Credential Class Credential class that defines users The credential class that defines the users (credentials) to be subject to policy restrictions. Without a credential class, the appliance considers all messages as belonging to a single global user. Therefore, the statement applies to all messages that are identified as valid resources without respect to credential classification.  Resource Class Resource class that defines resources The resource class that defines a resources to be subject to policy restrictions. Without a resource class, the statement applies to all messages that pass the credential classification.  Schedule Schedule for policy enforcement The schedule that defines the time frame to enforce the policy.  SLM Action Action to run The action that defines the administrative action for messages that exceed the threshold.  0   ThreshIntervalType concurrent Threshold Interval Length Length of measurement interval Seconds  The length of each measurement interval. The default value is 0, which allows all messages and never triggers the threshold to enforce the action. The threshold interval length is not relevant when the interval type is "concurrent". However, concurrent transactions can also be configured with the resource class type of concurrent transactions. In this case, if the interval type is set to "fixed" (the default), the configuration behaves as concurrent, but an interval length of 0 allows all messages and never triggers the threshold to enforce the action. When the threshold interval type is "moving", the maximum interval length is 65535 seconds.  fixed Threshold Interval Type How to measure intervals How intervals are measured. The default is a fixed interval.  greater-than Threshold Algorithm Methodology that calculates the threshold The methodology that calculates the threshold in the current interval.  count-all Threshold Type How to apply the threshold How to apply the threshold level to the monitored count or latency. For the token-bucket algorithm, latency threshold types do not apply.  0 9007199254740991 0 Threshold Level Threshold that triggers the action  The threshold that triggers the action for all algorithms. The units of measure depends on the threshold type.  If the threshold is a count, enter the aggregate count. If the threshold is latency, enter the latency in milliseconds. If the threshold is payload, enter the payload size in KB. The default is 0, which has different behaviors based on algorithm and threshold type, threshold interval and level.  When algorithm type is  Less Than or threshold type is  Latency, all messages are accepted. When threshold interval is 0, a threshold level of 0 is overridden and all messages are allowed.  0 9007199254740991 0   ThreshAlgorithm high-low-thresholds High-Low Release Level Stop point of the high-low algorithm The stop point (low threshold). The start point (high threshold) is the value of the threshold level property.  0   ThreshAlgorithm token-bucket   Burst Limit Maximum size of the committed burst  The maximum size of the committed burst. The committed burst defines how much traffic can be sent during a reporting interval. The burst size should be at least twice the value of the threshold level. If the burst limit is less than the threshold value, the algorithm acts like greater than. The default is 0, which throttles all messages.  0 Reporting Aggregation Interval Interval to reporting statistics Minutes The base aggregation level in minutes for the reporting statistics. This property is independent of the thresholding interval.  5000 Maximum Records Across Intervals Total number of records per reporting interval Records The total number of records for a reporting interval. A single reporting aggregation interval can contain multiple records; for example, one record per resource or credential. This property allows you to define a maximum memory-consumption threshold. The default is 5000.  off Auto Generated by GUI Whether the GUI created the statement Read-only property that when 
                     on
                    indicates that the WebGUI created the statement as part of a default SLM configuration.  5000 Maximum Credentials-Resource Combinations Number of combinations of credentials and resources Records The maximum number of records for the combination of credentials and resources. This property limits the maximum number of combinations and allows the setting of a maximum memory-consumption threshold. The default is 5000.    Error Count Monitors errors that occur at the front end (or client request) URL.  Transaction Rate Monitors the transaction rate per seconds.    Greater Than A simple numeric algorithm that triggers the action when the threshold level is greater than the defined value. Enforcement continues until reaching the value specified by this threshold.  Less Than A simple numeric algorithm that triggers the action when the threshold level is less than the defined value. Enforcement continues until reaching the value specified by this threshold.  Token Bucket A rate-based algorithm that allows bursting. The algorithm consists of a bucket with a maximum capacity of N tokens. The bucket refills at a rate of R tokens per second. Each token typically represent a quantity of the monitored resource.  High-Low An algorithm that triggers the action after the high threshold and continues to trigger until reaching the high-low threshold. This algorithm uses the values of the threshold level and the high-low release level properties. Algorithm Algorithm    Count All The threshold measures all requests for resources that are defined by the resource class.  Count Errors The threshold measures only errors.  Internal Latency The threshold measures internal latency (processing time).  Back-end Latency The threshold measures appliance-to-server latency.  Total Latency The threshold measures the sum of back-end and internal latency.  Request Message Payload The threshold measures the payload for only the request message. The measure is in KB.  Response Message Payload The threshold measures the payload for only the response message. The measure is in KB.  Total Message Payload The threshold measures the payload for the entire transaction, which is both the request message and the response message. The measure is in KB. Threshold Type Threshold Type    Appliance Local Time  Pacific/Honolulu  America/Anchorage  America/Los_Angeles  America/Denver  America/Chicago  America/New_York  America/Halifax  America/Sao_Paulo  America/Noronha  Atlantic/Azores  Europe/London  Europe/Paris  Europe/Athens  Asia/Riyadh  Europe/Moscow  Asia/Karachi  Asia/Kolkata  Asia/Dhaka  Asia/Novosibirsk  Asia/Shanghai  Australia/Perth  Asia/Tokyo  Australia/Adelaide  Australia/Sydney  Asia/Vladivostok  Pacific/Auckland    Responses Include in responses to the client.  Requests Include in requests to the target.    v3.1 S/MIME Version 3.1 (RFC 3851)  v3.2 S/MIME Version 3.2 (RFC 5751) S/MIME Version    Web Agent Indicates that the request is made against the CA Single Sign-On web agent.  Web Service Indicates that the request is made against the CA Single Sign-On authentication or authorization web service.    PLAIN Use the PLAIN authentication method.  LOGIN Use the LOGIN authentication method. Authentication    STARTTLS Use the POP STARTTLS feature to negotiate a secure connection.  Authentication Use Simple Authentication and Security Layer (SASL) for SMTP client authentication. Options    dpsmtp://* URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Recipient e-mail E-mail address of recipient ("To:") The default e-mail address to which to send e-mails.  Sender e-mail E-mail address of sender ("From:") The default e-mail address that identifies the sender.  Subject Subject line of e-mail The default subject for e-mails.  Options SMTP options The SMTP options to enable for the SMTP client.  plain   Options Auth Authentication Method Authentication method With the client authentication option, the method to authenticate the SMTP client.    none No access is allowed.  read-only SNMPv3 get, get-next, and get-bulk operations are allowed.  read-write SNMPv3 get, get-next, get-bulk, and set operations are allowed. SNMP Access Mode SNMP Access Mode    None The account has no authentication key.  MD5 The account uses HMAC-MD5-96.  SHA The account uses HMAC-SHA-96.    1 32 Context Name The name of an SNMPv3 context An SNMPv3 context that will allow access to an application domain.  Application Domain Local application domain for this context. The local application domain whose SNMP MIB may be accessed via this context using SNMPv3. SNMPv3 Context Properties SNMPv3 context definitions, which provide SNMPv3 access to non-default application domains.    1 64 0 ^(0|[0-9a-fA-F]{10,64})$ Engine ID Set the SNMPv3 engine ID. Set the SNMPv3 engine ID. The value of 0 represents the local engine ID. For any other engine ID, the value is a hex string that represents the 5 - 32 byte value.  sha Authentication protocol Set the authentication protocol. Select the authentication protocol.  password   AuthProtocol none   Authentication value type Set the format of the authentication key.  Select whether the 
                         AuthKey
                        , when the authentication protocol is MD5 or SHA, is generated from a plaintext string or is an explicit key value.  8     AuthProtocol none   AuthProtocol none Authentication value Enter the plaintext string to generate the localized authentication key, or enter the hex representation of the localized authentication key.  The 
                         AuthKey
                        can be an explicit value or generated by the DataPower Gateway. An explicit value is useful when the key is created on another system. Enter the plaintext string to generate the localized key, or enter the hex representation of the localized key.  When the DataPower Gateway generates and stores the appropriate length key, enter a plaintext string that is at least 8 characters long as the hash. When the value type is a localized key, enter the explicit key value. You can use colons (:) between every 2 hex characters.  For MD5 authentication, enter the hex representation of the 16-byte key. For SHA authentication, enter the hex representation of a 20-byte key.  des Privacy protocol Set the privacy protocol. Set the privacy protocol.  password   PrivProtocol none   Privacy value type Set the format of the privacy key.  Select whether the 
                         PrivKey
                        , when the privacy protocol is AED or DES, is generated from a plaintext string or is an explicit key value.  8     PrivProtocol none   PrivProtocol none Privacy value Enter the plaintext string to generate the localized privacy key, or enter the hex representation of the localized privacy key.  The 
                         PrivKey
                        can be an explicit value or generated by the DataPower Gateway. An explicit value is useful when the key is created on another system. Enter the plaintext string to generate the localized key, or enter the hex representation of the localized privacy key.  When the DataPower Gateway generates and stores the appropriate length key, enter a plaintext string that is at least 8 characters long as the hash. When the value type is a localized key, enter the explicit key value. You can use colons (:) between every 2 hex characters.  For MD5 authentication, enter the hex representation of the 16-byte key. For SHA authentication, enter the hex representation of a 20-byte key.    1 64 0 ^(0|[0-9a-fA-F]{10,64})$  sha  password  8  des  password  8    Fixed Sets the Engine ID to "0x8000395d03000000000000". This option is a security risk.  Unique Sets the Engine ID to be uniquely generated. Does not contain security risks SNMP Engine ID Source Selects how to set the SNMP Engine ID    Community The name of an SNMP community Enter the name of a specific SNMP community. All SNMP Version 1 or Version 2c managers identifying themselves as a member of this community will have the Mode permissions set here for the Associated Domains selected here and must originate from the Remote Host Address specified here.  Associated Domain Associated Application Domain Specifies the application domain visible to the SNMP managers belonging to this community. The default value is the default application domain.  Mode SNMP access privileges Select the access privileges accorded to SNMP managers that belong to this community. Use none to disable SNMP access.  0.0.0.0/0 Remote Host Address IP address of an SNMP manager The IP address of an SNMP manager belonging to this community. The default value of '0.0.0.0/0' indicates all hosts, or all SNMP managers claiming membership in the community. SNMP community properties    Community The name of an SNMP community Enter the name of a specific SNMP community. All SNMP Version 1 or Version 2c managers identifying themselves as a member of this community will have the Mode permissions set here for the Associated Domains selected here and must originate from the Remote Host Address specified here.  Mode SNMP access privileges Select the access privileges accorded to SNMP managers that belong to this community. Use none to disable SNMP access.  0.0.0.0/0 Remote Host Address IP address of an SNMP manager The IP address of an SNMP manager belonging to this community. The default value of '0.0.0.0/0' indicates all hosts, or all SNMP managers claiming membership in the community. SNMP community properties    None The account has no privacy key.  DES The account uses CBC-DES  AES The account uses CFB128-AES-128    Generate from plaintext string Generate localized key from a plaintext string. The plaintext string is converted to an intermediate key with a standardized algorithm. The intermediate key is localized against the engine ID.  Localized key Use the provided value for the key. The secret is a fully localized key, which is useful when the key was created on another system.    No Authentication, No Privacy Does not require authentication or encryption.  Authentication, No Privacy Requires authentication, but does not require encryption.  Authentication, Privacy Requires authentication and encryption. SNMP Security Level SNMP Security Level    Remote Host Address IP address of a recipient of SNMP Traps and Notifications Specifies the IP address of a recipient of SNMP Traps and Notifications generated by the local SNMP agent or engine. The IP address must be unique for each recipient.  162 Remote Port Destination port for SNMP traps/notifications Specifies the destination UDP port for SNMP Traps and Notifications generated by the local SNMP agent or engine. By default, SNMP Traps and Notifications are sent to port 162.  0 255 public   TrapVersion 1 2c Community The name of an SNMP community The SNMP community name included in SNMP Version 1 Traps and SNMP Version 2 Notifications. By default, a community name of public is used.  1 Version Version to use for Traps/Notifications Select the SNMP version to use for sending Traps and Notifications to the recipient. The default is version 1.  0 32    TrapVersion 3 Security Name Security name for SNMPv3 notifications The name of the local SNMPv3 user to use for Notifications to this recipient. Determines what authentication and privacy (encryption) protocols are used, and what keys.  authPriv   TrapVersion 3 Security Level The SNMPv3 security level for notifications The SNMPv3 security level at which Notifications are sent to the recipient. The default is Authentication, Privacy.    1 SNMP version 1  2c SNMP version 2c  3 SNMP version 3 SNMP Version SNMP Version    Lax Consider empty headers as matches Allow the SOAPAction header to be an empty header or a header that contains an empty string. The SOAPAction header in the client request can be quoted. For example, SOAPAction: "" would be a match.  Strict An exact match is required Require that the client provides the exact header as specified in the WSDL. The client can quote the SOAPAction header.  Off Ignores SOAPAction Ignore the SOAPAction header when issued by clients. The header is never compared against the contents in the WSDL. SOAPAction Policy Designate if SOAPAction is used    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Soap Action Soap Action Header The value of the SoapAction header. If the value "http://example.org/add" is entered here, the header looks like "SoapAction: http://example.org/add"    Namespace URI The SOAP Header namespace URI Specify the namespace URI of the SOAP header element, the default value is a blank string, which indicates no restriction.  Header Local Name The SOAP Header element local name Specify the local name of the SOAP header element, the default value is a blank string, which indicates no restriction.  Child Element Local Name The SOAP Header's chile element local name Specify the local name of the SOAP header's child element, the default value is a blank string, which indicates no restriction.  Refine Action The action to take for this SOAP header. Specify what action to take for this SOAP header and/or child element. SOAP Header Disposition Item The instruction to dispose a SOAP header Specify what the SOAP header is and how to process it.    The specified element was processed, take default SOAP action   The specified element was not processed, take default SOAP action   Keep this SOAP header or child element   Remove this SOAP header or child element   Generate a SOAP fault if the element exists  SOAP Header Refine Action Type of the actions to refine the SOAP header and children elements. Specify what action to take to handle a SOAP header and or its children elements. By default the processing rule, defined by the SOAP specification, will be used to remove/keep/fault a SOAP header with the assumption that all the SOAP headers are already processed by the prior actions.    Ultimate SOAP Service   Intermediary SOAP Service  SOAP Service Type Is it working as a intermediary or ultimate service provider SOAP Specification defines different SOAP header processing rules for different type of soap nodes or services, those processing rules are also different whether the soap header are successfully consumed by the prior actions or not.    Body Validate Body Validate only the contents of the SOAP Body element. Do not apply special processing to SOAP faults.  Body or Details Validate detail for faults If the document is a SOAP fault, validate the contents of the detail element for SOAP faults. If the document is not a SOAP fault, validate the contents of the Body element.  Ignore Faults Do not validate faults If the document is a SOAP fault, pass it through without validation. If the document is not a SOAP fault, validate the contents of the SOAP Body element.  Envelope Validate entire message Validate the entire message, including the SOAP Envelope (or other wrapper). SOAP Validation How to validate SOAP documents and faults    SOAP 1.1 Use SOAP 1.1 Log target uses SOAP 1.1.  SOAP 1.2 Use SOAP 1.2 Log target uses SOAP 1.2. SOAP version Version of SOAP to use for SOAP log targets    HTTP 1.0 Supports HTTP 1.0 requests  HTTP 1.1 Supports HTTP 1.1 requests  URL with Query Strings Allows requests when the URL contains a ? (query string)  URL with Fragment Identifiers Allows requests when the URL contains a # (fragment identifier)  URL with .. Allows requests when the URL contains a .. (dotdot)  URL with cmd.exe Allows requests when the URL contains cmd.exe HTTP Features Allowed HTTP features that are allowed    HTTP/1.0 Support HTTP/1.0 requests  HTTP/1.1 Support HTTP/1.1 requests  HTTP/2 Support HTTP/2 requests  POST method Allow POST methods in requests  GET method Allow GET methods in requests  PUT method Allow PUT methods in requests  PATCH method Allow PATCH methods in requests  HEAD method Allow HEAD methods in requests  OPTIONS Allow OPTIONS methods in requests  TRACE method Allow TRACE methods in requests  DELETE method Allow DELETE methods in requests  CONNECT method Allow CONNECT methods in requests  Custom methods Allow requests with any other method, which supports protocol extensions  URL with ? Allow requests when the URL contains a ?  URL with # Allow requests when the URL contains a #  URL with .. Allow requests when the URL contains a ..  URL with .. in path Allow requests when the URL path contains a ..  URL with .. after ? Allow requests when the query string contains a ..  URL with cmd.exe Allow requests when the URL contains cmd.exe    Db2 An IBM Db2 product  Oracle An Oracle database product  Sybase A Sybase database product  Microsoft SQL Server A Microsoft SQL Server product  DB2 (version 9)  IMS An IBM IMS product SQL Database Type The database vendor    Name Name of configuration parameter The name of the configuration parameter.  Value Value for configuration parameter The value for the configuration parameter. SQL Data Source Configuration Parameter    SID The identifier is an Oracle system identifier (SID). The SID is a unique name for an Oracle database instance.  Service Name The identifier is an Oracle service name. The service name is a domain-qualified database name. This global database name is defined during installation or database creation. Data Source Type    host Data Source Host Host name or IP address of data server The host name or IP address of the server where the data source resides.  port 1521 Data Source Port Listening port on data server The TCP port on which the data source listens for requests.  type OracleListener Type Type of this server configuration Not all types are valid for all SQL data source configurations and vendors.  id Data Source ID Identifier of the data source  The identifier of the data source. The terminology used by the vendor differs depending on the type of database.   Db2 - The Db2 database alias  Oracle - The Oracle system identifier (SID) or service name  Sybase - The name of the Sybase database  Microsoft SQL Server - The name of the Microsoft SQL Server data source  IMS - The IMS data store name SQL Data Source Connection    Unspecified   Oracle Listener   Oracle ONS Server  Data Source Server Type    Static Run a predefined, static SQL query. The SQL statement is identical each time the action is invoked.  Variable Run an SQL statement that is stored in a named variable. This variable must be set earlier in the processing.  Stylesheet Run an SQL statement that is constructed as the result of processing a stylesheet against the input to the action.  Static_internal SQL Source     chacha20-poly1305@openssh.com  aes128-ctr  aes192-ctr  aes256-ctr  aes128-gcm@openssh.com  aes256-gcm@openssh.com  aes128-cbc  aes192-cbc  aes256-cbc  3des-cbc  arcfour  arcfour128  arcfour256  blowfish-cbc  cast128-cbc  rijndael-cbc@lysator.liu.se    diffie-hellman-group1-sha1  diffie-hellman-group14-sha1  diffie-hellman-group-exchange-sha1  diffie-hellman-group-exchange-sha256  ecdh-sha2-nistp256  ecdh-sha2-nistp384  ecdh-sha2-nistp521  curve25519-sha256@libssh.org    hmac-sha1  hmac-sha1-96  hmac-sha2-256  hmac-sha2-512  hmac-md5  hmac-md5-96  hmac-ripemd160  hmac-ripemd160@openssh.com  umac-64@openssh.com  umac-128@openssh.com  hmac-sha1-etm@openssh.com  hmac-sha1-96-etm@openssh.com  hmac-sha2-256-etm@openssh.com  hmac-sha2-512-etm@openssh.com  hmac-md5-etm@openssh.com  hmac-md5-96-etm@openssh.com  hmac-ripemd160-etm@openssh.com  umac-64-etm@openssh.com  umac-128-etm@openssh.com    SFTP Profile used for Secure FTP.  Deprecated - SCC Deprecated - Profile used for Secure Cloud Connector. SSH Client Profile Usage The intended usage of the SSH Client Profile.    Public key   Password  SSH user authentication methods    RSA_WITH_NULL_MD5  RSA_WITH_NULL_SHA  RSA_WITH_RC4_128_MD5  RSA_WITH_RC4_128_SHA  RSA_WITH_DES_CBC_SHA  RSA_WITH_3DES_EDE_CBC_SHA  DHE_DSS_WITH_DES_CBC_SHA  DHE_DSS_WITH_3DES_EDE_CBC_SHA  DHE_RSA_WITH_DES_CBC_SHA  DHE_RSA_WITH_3DES_EDE_CBC_SHA  RSA_WITH_AES_128_CBC_SHA  DHE_DSS_WITH_AES_128_CBC_SHA  DHE_RSA_WITH_AES_128_CBC_SHA  RSA_WITH_AES_256_CBC_SHA  DHE_DSS_WITH_AES_256_CBC_SHA  DHE_RSA_WITH_AES_256_CBC_SHA  RSA_WITH_NULL_SHA256  RSA_WITH_AES_128_CBC_SHA256  RSA_WITH_AES_256_CBC_SHA256  DHE_DSS_WITH_AES_128_CBC_SHA256  DHE_RSA_WITH_AES_128_CBC_SHA256  DHE_DSS_WITH_AES_256_CBC_SHA256  DHE_RSA_WITH_AES_256_CBC_SHA256  RSA_WITH_AES_128_GCM_SHA256  RSA_WITH_AES_256_GCM_SHA384  DHE_RSA_WITH_AES_128_GCM_SHA256  DHE_RSA_WITH_AES_256_GCM_SHA384  DHE_DSS_WITH_AES_128_GCM_SHA256  DHE_DSS_WITH_AES_256_GCM_SHA384  AES_128_GCM_SHA256 (TLSv1.3)  AES_256_GCM_SHA384 (TLSv1.3)  CHACHA20_POLY1305_SHA256 (TLSv1.3)  AES_128_CCM_SHA256 (TLSv1.3)  AES_128_CCM_8_SHA256 (TLSv1.3)  ECDHE_RSA_WITH_NULL_SHA  ECDHE_RSA_WITH_RC4_128_SHA  ECDHE_RSA_WITH_3DES_EDE_CBC_SHA  ECDHE_RSA_WITH_AES_128_CBC_SHA  ECDHE_RSA_WITH_AES_256_CBC_SHA  ECDHE_RSA_WITH_AES_128_CBC_SHA256  ECDHE_RSA_WITH_AES_256_CBC_SHA384  ECDHE_RSA_WITH_AES_128_GCM_SHA256  ECDHE_RSA_WITH_AES_256_GCM_SHA384  ECDHE_ECDSA_WITH_NULL_SHA  ECDHE_ECDSA_WITH_RC4_128_SHA  ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA  ECDHE_ECDSA_WITH_AES_128_CBC_SHA  ECDHE_ECDSA_WITH_AES_256_CBC_SHA  ECDHE_ECDSA_WITH_AES_128_CBC_SHA256  ECDHE_ECDSA_WITH_AES_256_CBC_SHA384  ECDHE_ECDSA_WITH_AES_128_GCM_SHA256  ECDHE_ECDSA_WITH_AES_256_GCM_SHA384    Proxy Profile  Client Profile    Use SNI Whether to use Server Name Indication (SNI). Indicate whether to send the Server Name Indication (SNI) TLS extension in the client hello message.  Permit connections without renegotiation Whether a connection is successful when renegotiation_info in not included in the server response. Indicate whether a connection is successful when renegotiation_info is not included in the server response during the handshake. When enabled and a connection is successful, you do not know whether the server does not support RFC 5746 or whether the server configuration has renegotiation disabled. Servers that do not support RFC 5746 are vulnerable to man-in-the-middle (MITM) attacks as documented in CVE-2009-3555.  Enable compression Whether to enable TLS compression. Indicate whether to enable TLS compression. Compression in HTTPS is dangerous because the connection becomes vulnerable to CRIME (Compression Ratio Info-leak Made Easy) attacks.    Proxy Profile  Server Profile  SNI Server Profile    address 0.0.0.0 Local address Specify the local address that the service listens on Specify the host alias or local IP address on the appliance that the service listens on. The default value is 0.0.0.0, which denotes all local addresses.  port 1 0xFFFF LocalAddress Port Set the local TCP port that the service listens on Specify the unique, local TCP port that the service listens on. No other service on the DataPower Gateway can use this port. Enter any value in the range 1 - 65535.  use-ssl off TLS Whether to secure the connection. Indicate whether to use the assigned TLS profile to control connections to this TCP port. When enabled, the service expects HTTPS requests on this port.  ssl-profile    UseSSL on  SSLServerConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS server profile or TLS SNI server profile. The TLS proxy profile with the cryptographic profiles to secure connections.  credential-charset Credential Character Set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The appliance transcodes the contents of the authorization header to UTF-8. Defaults to Protocol which is ISO-8859-1, Latin 1.  ssl-config-type proxy   UseSSL on   TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server    UseSSL on  SSLServerConfigType server   TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server    UseSSL on  SSLServerConfigType sni   TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.    X509_CHECK_FLAG_ALWAYS_CHECK_SUBJECT When set, use the subject DN for host name comparison when the Subject Alternative Name (SAN) extension contains one or more DNS names and no match is found.  X509_CHECK_FLAG_NO_WILDCARDS When set, wildcards are not expanded.  X509_CHECK_FLAG_NO_PARTIAL_WILDCARDS When set, prevents the expansion of wildcards when used as a prefix ( 
                     *ibm
                    ) or a suffix ( 
                     ibm*
                    ).  X509_CHECK_FLAG_MULTI_LABEL_WILDCARDS When set, allows the expansion of wildcards to more than one label. For example, when 
                     *.ibm.com
                    allows expansion to 
                     www.ibm.com
                    or 
                     www.dp.ibm.com
                    .  X509_CHECK_FLAG_SINGLE_LABEL_SUBDOMAINS When set, limits matches to direct child subdomains. For example, when 
                     .ibm.com
                    matches 
                     www.ibm.com
                    or 
                     dp.ibm.com
                    but not 
                     www.dp.ibm.com
                    .    Set maximum TLS session duration Whether to enable the option to specify the maximum duration of a TLS session in seconds When enabled, you can specify the maximum time in seconds to maintain a TLS session before it is terminated.  Set maximum number client initiated renegotiation allow Whether to enable the option to specify the maximum number of renegotiation attempts that a client can initiate per session When enabled, you can specify the maximum number of renegotiation attempts that a client can initiate per session.    Enable default settings Enables the default TLS settings  Disable SSL version 2 Disables SSL version 2  Disable SSL version 3 Disables SSL version 3  Disable TLS version 1.0 Disables TLS version 1.0  Permit insecure TLS renegotiation to a legacy TLS client Permit insecure TLS renegotiation to a legacy TLS client that does not support RFC 5746 When acting as a TLS server, specifies whether to allow TLS and TLS renegotiation from legacy TLS clients that do not support RFC 5746. Such clients are vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. The default behavior is to reject renegotiation attempts from TLS clients that do not support RFC 5746. TLS clients which support RFC 5746 or have patched CVE-2009-3555 are permitted to attempt renegotiation regardless of the setting specified.  Enable compression Enables compression Enabling TLS compression in HTTPS is dangerous since the connection becomes vulnerable to the CRIME attack.  Disable TLS version 1.1 Disables TLS version 1.1  Disable TLS version 1.2 Disables TLS version 1.2 TLS Options Enable or disable TLS options    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set assigned to a specific proxy.    SSLClientConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile with the cryptographic profiles to secure connections.  proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.    SSLClientConfigType client   TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.    Enable SSL version 3 Enables SSL version 3  Enable TLS version 1.0 Enables TLS version 1.0  Enable TLS version 1.1 Enables TLS version 1.1  Enable TLS version 1.2 Enables TLS version 1.2  Enable TLS version 1.3 Enables TLS version 1.3    Forward Proxy acts as a TLS client in a TLS communication. The proxy creates TLS over TCP connection to the configured destination.  Reverse Proxy acts as a TLS server in a TLS communication. The proxy accepts TLS over TCP connection and creates TCP connection to the configured destination. Use a reverse proxy profile when you want to do TLS offload.  Two-Way Proxy acts as both a TLS client and a TLS server and connects one TLS to another TLS. The proxy accepts TLS over TCP connection and creates new TLS over TCP connection to the configured destination. TLS Proxy Direction Role of the TLS Proxy in the connection    Proxy Profile  Server Profile  SNI Server Profile    1 255 1 Group Number Standby group number An integer used to identify a standby group; allowable identifiers are in the range 1 through 255. All interfaces in a given standby group must have the same group number. This value must be distinct from all group numbers being used by IP routers or switches in the same broadcast domain. The active interface in the group will change its Ethernet MAC address to 00:00:0C:07:AC:XX, where XX is the group number. This number must also be unique among all standby groups on a given system.  Virtual IP Address The virtual IP address of standby group The IP address that will be used by the active member of the standby group. External clients that want to be able to contact the active member of the standby group should use this IP address. This address must be on the same IP subnet as the primary address of the interface.  3 Hello Timer Interval seconds  10 Hold Timer Interval seconds  off Enable/Disable Preempt Mode  With preempt mode enabled, the operational interface with the highest priority will always be the active interface and have the virtual IP address. Use this when one interface or device is truly better than another, and it is worth increasing the disruption of TCP connections to enforce this. With preempt mode disabled (the default), the active interface remains active unless it goes down. This is desirable as it minimizes the loss of TCP connections caused when the virtual IP address moves from one device or interface to another. However, disabling preemption on standby group does not prevent active member change on link-up event. The configuration of preemption for standby only applies when there is normal negotiation of the active member. It does not apply when there is the repair of a network partition where each of the isolated broadcast domains has an active member. When a network partition is repaired, there are two active members, so the implementation is designed to have the first active member which detects another active member send a message to make that other active member not be active. Disabling preemption will prevent unnecessary changes of the active member when devices are intentionally rebooted, when a device reboots due to a software failure, or when interfaces are administratively enabled or disabled. However, disabling preemption will not prevent unnecessary changes in the active member when a network interface goes down and then up again (link-down event followed by link-up event), because the implementation does not process that event, and the link-up is treated as the repair of a network partition.  0 255 100 Priority The device's priority within the standby group The priority at which this interface will vie for being the active one in the standby group. The range is 0 to 255, with higher values winning over lower values, with a default of 100. There is no need to set the priority unless one system or interface is in some way better than another one.  0x35334158 First four authentication bytes The first four bytes of the Authentication field The hexadecimal representation of an integer representing the first four bytes of the Authentication field. All devices in the same standby group should use the same authentication token. This is very weak authentication, so the default value is normally perfectly suitable.  0x00000000 Last four authentication bytes The last four bytes of the Authentication field The hexadecimal representation of an integer representing the last four bytes of the Authentication field. All devices in the same standby group should use the same authentication token. This is very weak authentication, so the default value is normally perfectly suitable.  Auxiliary Virtual IP Addresses Additional virtual IP addresses that follow the active virtual IP address to the active interface. Additional virtual IP addresses that follow the active virtual IP address to the active interface. These addresses are on the same interface as the primary virtual IP address. They are enabled and disabled in coordination with the primary virtual IP address. Separate multiple addresses with a colon.  off Enable/Disable Self-Balancing Enable to have the active standby group member forward connections to all available standby group members With self-balancing disabled (the default), only the active member of the standby group receives VIP connections. With self-balancing enabled, the active member of the standby group forwards some connections to each available member of the standby group.    SelfBalance on Distribution Algorithm Distribution Algorithm Choose the algorithm for distributing incoming connections to available members.    Active The interface is the active member in the standby control group  Standby The interface is a standby member in the standby control group Interface standby mode Interface standby mode    Initial Initial state Indicates that the interface is in the Initial state. It is not participating in the standby group.  Learn Learn state Indicates that the interface is in the Learn state. It is waiting to hear an authenticated Hello message from the active member of the standby group.  Listen Listen state Indicates that the interface is in the Listen state. It knows the virtual IP address of the standby group. It is listening to Hello messages but is not sending messages. It is neither the active or standby member of the standby group.  Speak Speak state Indicates that the interface is in the Speak state. It is actively sending Hello messages to the standby group.  Standby Standby state Indicates that the interface is in the Standby state. It is the one member of the standby group that is in the Standby state.  Active Active state Indicates that the interface is in the Active state. It is the one member of the standby group that is in the Active state. It is receiving traffic sent to the Virtual IP address.    Host name Enter the host name to map. Specify the host name of the target host.  IP address Enter the IP address for the host name. The IP address of the target host.  Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.     Static host DNS static host The entry is configured as a DNS static host.  Host alias Host alias The entry is configured as a host alias. Static host entry type Static host entry type Static host entry type    Destination IP address and netmask  Specify the IP address and netmask for each destination network address. The netmask is in CIDR format is the integer that specifies the prefix length.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  Next-hop router IP address of next-hop router Specify the IP address of the next-hop router.  0 65536 0 Metric Preference for the route  Optionally specify the preference for the route. The lesser the value, the greater the preference. For each IP family, the supported range differs.  For IPv4, enter a value in the range 0 - 255. The default value is 0. For IPv6, enter a value in the range 0 - 65536. The default value is 512.    Validate Add a validate action Performs schema-based validation against XML documents using a user-specified method.   XSLCoprocService Filter Add a filter action Accepts or rejects check on incoming documents.   XSLCoprocService Route using Stylesheet or XPath Expression Add a route-action action Performs stylesheet-based routing or XPath expression-based routing. For stylesheet-based routing, provide the dynamic stylesheet that specifies the destination. For XPath expression-based routing, provide the XPath Routing Map that specifies the destination.   XSLCoprocService XSLProxyService AAA Add an aaa action Invokes an Access control policy. An access control policy identifies a set of resources and procedures that determine whether a requesting client is granted access to a specific service, file, or document. Access control policies are filters in that they accept or deny requests for specific clients.  Transform with Processing Instruction Add an xformpi action Uses a processing instruction in an XML document to transform that XML document. This action passes embedded parameters to the specified XSLT stylesheet. The stylesheets and parameters are embedded in the document to be processed.  Transform Binary Add an xformbin action Transforms a non-XML document, such as binary or flat text, using an XSL stylesheet. The stylesheet, in turn, uses a flat file descriptor (FFD) file.  Crypto Binary Add a cryptobin action Signs, verifies, encrypts, or decrypts binary data. This action uses the syntax and methodologies described in RFC 2311, S/MIME Version 2 Message Specification, dated March, 1988, and RFC 2315, PKCS #7: Cryptographic Message Syntax 1.5, dated March, 1998.  Transform with XSLT Add an xform action Transforms an XML document using a specified XSLT stylesheet.   XSLCoprocService Convert Query Parameters to XML Add a convert-http action Converts non-XML CGI-encoded input (an HTTP POST, an HTML form, or URI parameters) into an equivalent XML message. This action in the active rule alerts the service to treat input as non-XML CGI-encoded input. For a service to use this action, the request type for that service must be set to XML.  Log Add a log action Sends the contents of the input context as a log message to the identified location. The contents are sent with the log level and log type that are specified. The response, if any, is stored in the output context, if defined. When no output context is defined, this action sends the contents and does not wait for a response.  Results Add a results action Sends a message to a URL. A results action can optionally specify a context in which to store the response.  Results Asynchronous Add a results-async action Asynchronously sends a message to a URL. This action does not support sending a message to an output context. With this action, processing continues without waiting for a response.  Set Variable Add a setvar action Creates a variable for use in subsequent processing in a specified context. Variables are expressed in the var://URL format. Variables cannot be set when the context is the PIPE keyword.  Fetch Add a fetch action Uses a user agent to retrieve a document from a specified location.  Extract using XPath Add an extract action Applies an XPath expression to a specified context and stores the result in another context.   XSLCoprocService Rewrite Header Add a rewrite action Rewrites HTTP headers or URLs using a URL rewrite policy.   XSLCoprocService Route using Variables Add a route-set action Performs dynamic, variable-based routing.   XSLCoprocService XSLProxyService Strip Attachments Add a strip-attachments action Removes all or specified MIME attachments from a specified context.  Call Processing Rule Add a call action Invokes a named, reusable rule. After the action completes, processing continues to the next action, if any.  On Error Add an on-error action  Defines a named rule that enables user-defined error handling when subsequent processing encounters errors. The on-error action either stops processing or continues to the next processing step. Optional, the action calls the named rule to handle the error condition. Without an on-error action, the default error handling is to stop processing and log a message. A processing rule can contain one or more on-error actions. Each action defines error handling for subsequent actions until another on-error action is found. When another action is found, error-handling procedures are set to the new on-error action. As such, this action enables conditional error handling in a procssing context. Note that a processing policy can contain on-error actions and an error rule. When a processing policy contains both on-error actions and an error rule, the on-error action overrides the error rule. An error rule, if the processing policy contains one, is invoked when an error occurs during processing. In this case, the error rule acts as an error handler.   WSGateway Checkpoint Event Add a checkpoint action Collects information for WS-Management agents and Service Level Monitors.   XSLCoprocService XSLProxyService XMLFirewallService SLM Enforce an SLM policy statement Assigns and enforces an SLM Policy Statement to a processing rule. The SLM Policy operates on the Input context.   XSLCoprocService XSLProxyService XMLFirewallService Quota Enforcement Policy Enforce an Quota Enforcement policy statement Assigns and enforces an Quota ENforcement Policy Statement to a processing rule. The Quota ENforcement Policy operates on the Input context.   XSLCoprocService XSLProxyService SQL Run an SQL statement Establishes a connection to a configured database and runs SQL statements against the configured SQL data source. The results can be used for further processing.   XSLCoprocService XSLProxyService Conditional Add a conditional action Evaluates a list of XPath expressions against the input context, and then runs the action that is associated with the first one that matches.   XSLCoprocService XSLProxyService For Each Add a for-each action Loops through either all of the nodes in a nodeset or otherwise all of the natural numbers through the upper count limit. For each loop iteration, it runs the LoopAction.   XSLCoprocService XSLProxyService Event Sink Add an event-sink action Looks through the list of named actions and waits for each of them to complete asynchronously in this session at least once. Once they all have, then if any of them failed, then this action will fail with one of their errors. If they all eventually finish and succeeded, then this action will succeed, and control flow will continue. If this instruction times out while waiting for them to all finish (or even to be started), then this instruction will fail. This instruction can not be Asynchronous, it is inherently part of synchronous processing of asynchronous actions.   XSLCoprocService Method Rewrite Add an HTTP method rewrite action Rewrites the HTTP method to a new method type.  Transform Add a Transform action Transforms an input document (XML or non-XML, such as binary or flat text), using an optional processing control file.   XSLCoprocService GatewayScript Add a GatewayScript action Executes a GatewayScript   XSLCoprocService JSON Web Sign Add a JSON Web Sign action Sign a message using JSON Web Signature standard   XSLCoprocService JSON Web Verify Add a JSON Web Verify action Verify a JSON Web Signature message   XSLCoprocService JSON Web Encrypt Add a JSON Web Encrypt action Encrypt a message using JSON Web Encryption standard   XSLCoprocService JSON Web Decrypt Add a JSON Web Decrypt action Decrypt a JSON Web Encryption message  Parse Parse a payload Parse a payload and apply threat protection settings. Stylesheet Action Type Stylesheet Action Type    Cancel Cancel the processing of the current rule  Continue Continue processing the rule  Alternative Invoke alternative rule Error Mode Action to take on error    Both Directions Applies to both client- and server-originated traffic  Client to Server Applies to client-originated traffic  Server to Client Applies to server-originated traffic  Error Invoked when a processing error occurs Rule Direction Direction to which the Rule applies    None No algorithm for compression or decompression.  gzip Use the gzip algorithms for compression and decompression.  PKZIP Uses the PKZIP algorithms for compression and decompression. Stylesheet Rule Filter Format Stylesheet Rule Filter Format    Parameter Name Name of stylesheet parameter  Specify the name for the stylesheet parameter. The following list identifies common stylesheet parameters:  decrypt-key: For decryption operations, the name of the Key object to be used. keypair-key: For signing operations, the name of the Key object to be used. keypair-cert: For signing operations, the name of the Certificate object to be used. recipient: For encryption operations, the name of the Certificate object for the intended recipient. valcred: For authentication, the name of the Validation Credentials object to be used.  Parameter Value Value for stylesheet parameter Specify the value for the parameter. Typically, the value is the name of a configuration object.    Ready Indicates that the stylesheet ready for execution. Requires no further compilation.  Pending Indicates that the stylesheet is waiting for compilation. The system has a queue for pending compilations.  Failed Indicates that the stylesheet failed to compile. Cannot execute. Check the compiler log for reasons.  Expired Indicates that the stylesheet is expired in the cache. Cannot execute. Expired documents indicates that the file was not required for processing during its cache lifetime. On next request, the stylesheet is automatically recompiled. Stylesheet Status        Use a Key in Security Context   Use an Existing DKT Token   Use a Random Key and Encrypt It for the Recipient   Use the Kerberos Session Key   Use Static SharedSecret Object   Use EncryptedKeySHA1 for the Recipient   Use the Symmetric SAML HoK Token from the Recipient  Symmetric Key Type Type of the Symmetric Key If the crypto action needs a symmetric key such as HMAC signing, configure what type of the symmetric key the message may contain. The fetched symmetric key then can be used directly or can be used as the base for WS-SecureConversation Key Derivation mechanism to generate a wsc:DerivedKeyToken (DKT).    0x00 IMS Sync Level 0x00 (NONE).  0x01 IMS Sync Level 0x01 (CONFIRM). Sync Level Sync Level    user Facility 1, user-level messages  security Facility 4, security and authorization messages  authpriv Facility 10, security and authorization messages  local0 Facility 16, local use 0  local1 Facility 17, local use 1  local2 Facility 18, local use 2  local3 Facility 19, local use 3  local4 Facility 20, local use 4  local5 Facility 21, local use 5  local6 Facility 22, local use 6  local7 Facility 23, local use 7 syslog facility syslog facility, as defined by RFC 3164    de (German)  en (English)  es (Spanish)  fr (French)  it (Italian)  ja (Japanese)  ko (Korean)  pt_BR (Brazilian Portuguese)  zh_CN (Simplified Chinese)  zh_TW (Traditional Chinese)  ru (Russian)    0 6 RBM Debugging Level Get/Set RBM Debugging Level  0 3 Task Template Debugging Level Get/Set Task Template Debugging Level  0 5 WS Management Debugging Level Get/Set WS Management Debugging Level  0 2 WebGUI Debugging Level Get/Set WebGUI Debugging Level  14400 AAA Security Context Default Expiry Get/Set AAA Security Context Default Expiry seconds  XML Management Configuration Get XML Management Configuration  REST Management Configuration Get REST Management Configuration  RBM Configuration Get RBM Configuration  10 SLM Endpoint Period Get SLM Endpoint Update Period seconds  SLM Endpoint Exchange Counter Get SLM Endpoint Exchange Counter  0 3 Policy Mapping Engine Debugging Level Get/Set Policy Mapping Engine Debugging Level  0 86400 0 WSRR Subscriptions Auto-Renewal Interval (in seconds) Get/Set WSRR Subscriptions Auto-Renewal Interval (in seconds) seconds  0 3 Appliance Management Protocol (AMP) Debugging Level Set Appliance Management Protocol (AMP) Debugging Level System Variables    Name Display name of the entry  Description Description of the entry Table entry         T (Traverse)  c (Control)  g (Delegation)  m (Modify)  d (Delete)  b (Browse)  s (Server Admin)  v (View)  a (Attach)  B (Bypass POP)  t (Trace)  r (Read)  x (Execute)  l (List Directory)  N (Create)  W (Password)  A (Add)  R (Bypass AuthAz)  [WebService]i (TFIM Action)  [PDMQ]D (TAMBI Deque)  [PDMQ]E (TAMBI Enque)    host Host TCP host name Specify the TCP host name of the authorization server replica.  port 7136 Port Port number Specify the listening port on the authorization server replica. The default value is 7136.  weight 1 10 10 Weight Preference Specify the weight of the authorization server replica. The greater the weight, the higher the preference. Enter a value in the range 1 - 10. The default value is 10.    federate-name Name Name of the federated directory entry Specify the name of the federated directory entry to uniquely identify the entry in the federation.  suffix Suffix Single search suffix Specify a single LDAP suffix that is to be searched for users.  hostname LDAP host The host name or IP address of the LDAP server Specify the host name or IP address of the LDAP server.  port 389 LDAP port The listening port on the LDAP server Specify the listening port on the LDAP server. The default value is 389.  bind-dn LDAP administrator DN The distinguished name (DN) of an LDAP administrative user Specify the distinguished name (DN) of an LDAP administrative user to bind with the LDAP registry.  bind-pw LDAP administrator password alias The password alias of the password for the LDAP administrative user Enter the password alias of the password for the LDAP administrator that corresponds to the entered distinguished name.  UseSSL off Use TLS Whether to use TLS to secure connections with the LDAP server Control whether to use TLS to connect to the LDAP server.  key-file-label LDAP server TLS key file label Label of the personal certificate in the key file for client authentication  Enter the label of the personal certificate in the key file for client authentication.  When using mutual authentication with the registry server and the personal certificate is not the default personal certificate in the key file, enter the label of the personal certificate. The personal certificate allows client authentication. For server-only authentication, do not enter a value.  basic-principal-attribute uid Basic user principal attribute The attribute to use as the user identifier in the LDAP registry entry Specify the attribute that represents a user in the LDAP registry entry. The attribute overrides the global basic user principal for the client. The attribute is optional when the basic user mode is disabled.    TFIM Prefix Prepends the Tivoli Federated Identity Manager protected object space string.  TAMBI Prefix Prepends the Tivoli Access Manager for Business Integration protected object space string.  WebSEAL Prefix Prepends the WebSEAL protected object space string.  Custom Prepends a user-defined string.    enable-tam-trace off Enable Access Manager Tracing Enable tracing for Access Manager Indicates whether to enable tracing in the client libraries for the Access Manager client.  tam-trace-file   TAMTraceEnable on   TAMTraceEnable off Trace File Base file name for Access Manager trace messages Specifies the base name of the trace file for Access Manager trace messages. The DataPower Gateway writes events to this trace file in the temporary: 
                     client-name
                    directory.  tam-trace-size 100 1000000 100   TAMTraceEnable on   TAMTraceEnable off Trace File Entries Maximum number of entries entries Specifies the maximum number of log entries for the trace file. Enter a value in the range 100 - 1000000. The default value is 100.  tam-trace-type   TAMTraceEnable on   TAMTraceEnable off Trace Format Format of trace messages Specifies the format of trace messages in the file.  tam-trace-components *:*.9   TAMTraceEnable on   TAMTraceEnable off Trace Components Components and levels to trace Specifies the components and debug level. The default value is 
                     *:*.9
                    , which is to trace all components and subcomponents at the highest debug level. Contact IBM Support to set the value needed to help resolve your problem.  enable-ldap-trace off Enable Tracing for LDAP Enable tracing for LDAP Indicates whether to enable LDAP tracing in the client libraries for the Access Manager client.  ldap-trace-file   LDAPTraceEnable on   LDAPTraceEnable off Trace File for LDAP Base file name for LDAP trace messages Specifies the base name of the trace file for LDAP trace messages. The DataPower Gateway writes events to this trace file in the temporary: 
                     client-name
                    directory.  ldap-trace-size 10000 10000000 10000   LDAPTraceEnable on   LDAPTraceEnable off Trace File Size for LDAP Maximum number of characters characters Specifies the maximum number of characters for the trace file. Enter a value in the range 10000 - 10000000. The default value is 10000.  ldap-trace-level 1 65535 1   LDAPTraceEnable on   LDAPTraceEnable off Trace Level for LDAP Level of tracing Specifies the levels for the LDAP trace. Enter a value in the range 1 - 65535. The default value is 1. A value of 65535 enables all levels. Contact IBM Support to set the value needed to help resolve your problem.  enable-gskit-trace off Enable Tracing for GSKit Enable tracing for GSKit Indicates whether to enable GSKit tracing in the client libraries for the Access Manager client.  gskit-trace-file   GSKitTraceEnable on   GSKitTraceEnable off Trace File for GSKit Base file name for the GSKit trace Specifies the base name for the trace file for GSKit messages. The DataPower Gateway writes event to this trace file in the temporary: 
                     client-name
                    directory.  gskit-trace-flush off   GSKitTraceEnable on   GSKitTraceEnable off Flush GSkit Trace to File Flushes trace to file without buffering Indicates whether to sets the NOBUFFERING flag to force the trace to be written to the file without buffering.    Default Default version Uses the version in the configuration file.  7.0 (deprecated) IBM Security Access Manager Version 7.0 or later fix packs Uses version 7.0 as the client version.  8.0.1 (deprecated) IBM Security Access Manager Version 8.0.1 or later fix pack Uses version 8.0.1 as the client version.  9.0.1 (deprecated) IBM Security Access Manager Version 9.0.1 or later fix packs Uses version 9.0.1 as the client version. If possible, upgrade to version 9.0.3.  9.0.3 IBM Security Access Manager Version 9.0.3 or later fix pack Uses version 9.0.3 as the client version. IBM Security Access Manager Version    7.0 (deprecated) IBM Security Access Manager Version 7.0 or later fix packs Uses version 7.0 as the client version.  8.0.1 (deprecated) IBM Security Access Manager Version 8.0.1 or later fix pack Uses version 8.0.1 as the client version.  9.0.1 (deprecated) IBM Security Access Manager Version 9.0.1 or later fix packs Uses version 9.0.1 as the client version. If possible, upgrade to version 9.0.3.  9.0.3 IBM Security Access Manager Version 9.0.3 or later fix pack Uses version 9.0.3 as the client version. IBM Security Access Manager Version    established  syn-sent  syn-received  fin-wait-1  fin-wait-2  time-wait  closed  close-wait  last-ack  listen  closing TCP State TCP State    Version 6.0 Version 6.0  Version 6.1 Version 6.1  Version 6.2 Version 6.2    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  Custom Custom    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  SAML 2.0 SAML Assertion 2.0  Kerberos Token WS-Security Kerberos Token  X.509 Token WS-Security X.509 Token  Binary Security Token WS-Security BinarySecurityToken  Custom Token Custom Token  Custom Custom stylesheet generates the request    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  SAML 2.0 SAML Assertion 2.0  Kerberos Token WS-Security Kerberos Token  X.509 Token WS-Security X.509 Token  Binary Security Token WS-Security BinarySecurityToken  Custom Token Custom Token  Custom Custom stylesheet generates the request    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  Custom Custom    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  SAML 2.0 SAML Assertion 2.0  Custom Custom    Username Token WS-Security Username TokenType  SAML 1.0 SAML Assertion 1.0  SAML 1.1 SAML Assertion 1.1  SAML 2.0 SAML Assertion 2.0  Custom Custom    Call Tivoli Federated Identity Manager Use the results from a call to Tivoli Federated Identity Manager. A call is made to Tivoli Federated Identity Manager. Uses the result from that call.  From credential mapping phase Use token that Tivoli Federated Identity Manager returned during the credential mapping phase. No call is made to Tivoli Federated Identity Manager. Instead, uses the token that Tivoli Federated Identity Manager returned during the credential mapping phase.    All Replace all tokens. Replaces all tokens in the selected WS-Security header with the tokens in the TFIM response.  Replace Replace, if existing; add to beginning, if new. If the token type is not in the WS-Security header, adds the token that Tivoli Federated Identity Manager returns to the beginning of the WS-Security header. If the same token type exists in the message, replaces the original token with the token in the TFIM response.  Preserve Preserve, if existing; add to beginning, if new. If the token type is not in the WS-Security header, adds the token that IBM Ferderated Identity Manager returns to the beginning of the WS-Security header. If the same token type exists in the message, preserves the original token and ignores the token in the TFIM response.    Protocol Uses the cache behavior that is defined by any returned Cache-Control header Uses the cache behavior that is defined by the 
                     Cache-Control
                    header on the response from the external service.  No Cache Disables caching Does not cache documents. This setting is the default value.  Time to Live Caches for the specified time Keeps documents in the cache for the specified time. Cache Type Cache Type    None Load Balancing not enabled Load Balancing not enabled.  Least Connections Server with fewest outstanding connection Creates a connection to the server with the least number of active connections.  Byte Rate Server with lowest total byte rate Creates a connection to the server with the lowest total byte rate (input and output)    TIBCO EMS Server Host Host name or IP address  Specify the host name or IP address with the listening port of the primary server in the 
                         host
                        : 
                         port
                        format. Without the port specification, the default is port 7222.  TIBCO EMS Backup Server Host Backup Host name or IP address  For fault-tolerance only, specify the host name or IP address with the listening port of the backup server in the 
                         host
                        : 
                         port
                        format. Without the port specification, the default is port 7222. TIBCO EMS Load Balancing/Fault Tolerant Pair    East  West    HST (US Hawaii-Aleutian Time)  AKST (US Alaska Time)  PST (US Pacific Time)  MST (US Mountain Time)  CST (US Central Time)  EST (US Eastern Time)  AST (Atlantic Time)  UTC (Coordinated Universal Time)  GMT (United Kingdom)  CET (Central Europe Time)  EET (Eastern Europe Time)  MKS - NONTRANSLATABLE  MSK (Moscow Time)  AST (Saudi Arabia)  KRT (Pakistan)  IST (Indian Standard Time)  NOV (Novosibirsk)  CST (China Coast Time)  WST (Australia Western Time)  WST - NONTRANSLATABLE  JST (Japan Time)  CST/CDT (Australia Central Time)  EST/EDT (Australia Eastern Time)  EST (Australia Eastern Time - Queensland)  Custom (user-defined)    sect163k1 - NIST/SECG/WTLS curve over a 163 bit binary field  sect163r1 - SECG curve over a 163 bit binary field  sect163r2 - NIST/SECG curve over a 163 bit binary field  sect193r1 - SECG curve over a 193 bit binary field  sect193r2 - SECG curve over a 193 bit binary field  sect233k1 - NIST/SECG/WTLS curve over a 233 bit binary field  sect233r1 - NIST/SECG/WTLS curve over a 233 bit binary field  sect239k1 - SECG curve over a 239 bit binary field  sect283k1 - NIST/SECG curve over a 283 bit binary field  sect283r1 - NIST/SECG curve over a 283 bit binary field  sect409k1 - NIST/SECG curve over a 409 bit binary field  sect409r1 - NIST/SECG curve over a 409 bit binary field  sect571k1 - NIST/SECG curve over a 571 bit binary field  sect571r1 - NIST/SECG curve over a 571 bit binary field  secp160k1 - SECG curve over a 160 bit prime field  secp160r1 - SECG curve over a 160 bit prime field  secp160r2 - SECG/WTLS curve over a 160 bit prime field  secp192k1 - SECG curve over a 192 bit prime field  secp192r1 - NIST/X9.62/SECG curve over a 192 bit prime field  secp224k1 - SECG curve over a 224 bit prime field  secp224r1 - NIST/SECG curve over a 224 bit prime field  secp256k1 - SECG curve over a 256 bit prime field  secp256r1 - NIST/SECG curve over a 256 bit prime field  secp384r1 - NIST/SECG curve over a 384 bit prime field  secp521r1 - NIST/SECG curve over a 521 bit prime field  brainpoolP256r1 - Brainpool Prime-Curve  brainpoolP384r1 - Brainpool Prime-Curve  brainpoolP512r1 - Brainpool Prime-Curve    ecdsa_secp256r1_sha256  ecdsa_secp384r1_sha384  ecdsa_secp521r1_sha512  ed25519  ed448  ecdsa_sha224  ecdsa_sha1  rsa_pss_rsae_sha256  rsa_pss_rsae_sha384  rsa_pss_rsae_sha512  rsa_pss_pss_sha256  rsa_pss_pss_sha384  rsa_pss_pss_sha512  rsa_pkcs1_sha256  rsa_pkcs1_sha384  rsa_pkcs1_sha512  rsa_pkcs1_sha224  rsa_pkcs1_sha1  dsa_sha256  dsa_sha384  dsa_sha512  dsa_sha224  dsa_sha1    Native Use internal token manager Manage and store security token details using an internal token manager.  External External token manager Delegate token management operations to an external service.    Bearer access token Bearer access token Generates Bearer access tokens.  JSON web token (JWT) JSON web token (JWT) Generates JSON web tokens.    200 OK Connected successfully Connected successfully to the third-party endpoint.  200 OK + active:true Connected successfully and access token is valid Connected successfully to the third-party endpoint and the access token is valid.  Custom GatewayScript Custom return value Custom return value from the third-party endpoint.    evtlog EventLog events  webgui Web Management interface  all All events  crl  cache-service  dispatcher  dhcp  document-handler  resource-fetcher  ethernet-fix  file-store  first-level  http-latency  http-parser  http-proxy  http-rewriter  http-server  http-useragent  identity-processor  interface  ldap  mac-fix  main  management  monitor  match  mime  multistep  name-service  ntp-service  packet-capture  payload-processor  ping-service  rewrite-policy  rule-processor  schema  server-manager  shell  simple-forwarder  snmp  soap-envelope  soap-processor  soap-validator  ssh-handler  ssl  ssl-forwarder  standby-control  statistics-service  status  stylesheet-policy  stylesheet-service  stream-cache  telnet-handler  thread-manager  throttler  url-opener  user-session  watchdog  xpl-doc  xsl-coproc  xsl-processor  jit-feeder  xslt  mq  tam  acl  crypto  compiler  xml-fetcher  dynamic-schema-loader  cert-monitor  post-fetcher  savefile-processor  ocsp  ws-proxy  mpgw  kerberos  slm  sql  netegrity  supervisor  network-file  icap  webapp-firewall  http-convert  jms  xacml  ltpa  file-poller  ifim  uddisub  wsrr  secure-conversation  fap  serialize-processor  wsrm  ims  platform-mgmt  sidecar  wtx  zosnss  llm  sftp  ssh  b2bp  b2bgw  b2b-retransmit  wcc  pop  sysplexdistributor  failure-notification  fibre-channel  multipath-handler  cluster-service  secure-cloud-connector  b2b-archive  akamai  ip-multicast  peer-group  web-token-service  oauth  xc10-grid  odr-connector-group  odr  GatewayScript  b2b-proxy  cloud-gateway  cloud-connector  isamproxy  wxs-grid  sgclient  redis  quota-enforcement  dfdl  xformng  xquery  parse  tenant  product-insights  apigw  api-gw-service  gateway-peering  dxp  gateway-peering-manager Gateway Peering Manager  AMQP AMQP  HTTP/2 HTTP/2  opentracing opentracing Trace event class Trace event class    Event category Log event category Defines the category of trace events  Minimum event priority Minimum log event priority Defines the minimum required priority of trace events    Text ASCII text Logs events in ASCII text format. Each entry is approximately 200 bytes.  UTF-8 UTF-8 text Logs events in UTF-8 text format. Each entry is approximately 200 bytes  XML Tivoli XML Logs events in the Tivoli XML format. Each entry is approximately 500 bytes ISAM Trace File Formats    emergency System is unusable  alert Action must be taken immediately  critical Critical condition  error Error condition  warning Warning condition  notice Normal, but significant, condition  information Informational messages  debug Debug-level messages  debug1 Debug-level 1 messages  debug2 Debug-level 2 messages  debug3 Debug-level 3 messages Trace level Trace level    MAC addresses Hash function uses only MAC addresses. The hash function uses only MAC addresses, which is layer 2 data.  MAC and IP addresses Hash function uses both the MAC addresses and IP addresses. The hash function uses both MAC addresses and IP addresses. MAC addresses are layer 2. IP addresses are layer 3.  IP addresses and ports Hash function uses IP addresses and TCP/UDP ports. The hash function uses both IP addresses and TCP/UDP ports. IP addresses are layer 3. TCP/UDP ports are layer 4. This approach is not strictly compliant to the LACP standard.    mq Use IBM MQ as the transport protocol  http Use HTTP as the transport protocol    ssh-rsa Retain the default value. Uses RSA Key authentication with SSH. Key Type Key type in SSH Known Host Table    True The status is true.  False The status is false. Boolean    Exported Files (Deprecated) Process the map provided in exported files Processes the map that are in exported files without special options. The map file must be an exported XML file from Design Studio.  Exported Files - Mapping Logic Disabled (Deprecated) Process only input/output TypeTrees without mapping logic  This option is only valid with maps that have exactly one input card and one output card. Further, the type of at least one of the cards must have XML intent. Note that, while legal, if both cards have XML intent, this option disables all transformation, which effectively makes the map an identity transform. If the input is non-XML, the input TypeTree alone is used to transform the input to an XML representation of the underlying binary format. That XML representation is then be sent directly to the output context without transformation. Note that the format of the XML representation corresponds to the 
                         input
                        TypeTree and might not match the XML format described by the output TypeTree. If the output is non-XML, the output TypeTree alone is used to transform the XML input to the output binary format. Note that the format of the XML input must correspond to the 
                         output
                        TypeTree and might not match the XML format described by the input TypeTree. The XML format produced or consumed by the binary-to-XML transformation corresponds directly to the relevant input or output TypeTree, where each ITEM or GROUP is represented by an element whose name is the absolute name of the type. Spaces are replaced by two dashes and other non-NCName characters are escaped as "-nn-", where nn is the decimal value of the character's code-point without leading zeros. If the first character in the name, after any escaping, is not an XML letter or underscore, the name is preceded by an underscore. Therefore, a Type named 
                         Foo Bar Root
                        corresponds to an element named 
                         Foo--Bar--Root
                        , a Type named 
                         Foo_Bar Baz? Root
                        corresponds to an element named 
                         Foo_Bar--Baz-63---Root
                        , and a Type named 
                         #93 Root
                        corresponds to an element named 
                         _-35-93--Root
                        . Only concrete, or unpartitioned, ITEM or GROUP is represented in the XML format. When a binary input ITEM or GROUP is partitioned, the XML representation that is produced has an element corresponding to the actual partition that is seen in the input, not the partitioned base type. When a binary output ITEM or GROUP is partitioned, the input XML must contain an element that corresponds to the actual partition to produce, not the partitioned base type.  DPA Process map in DPA file Processes map in DPA file without special options. The map file must be a map file that was created in Design Studio with the DataPower option and must be compiled in Design Studio before it is transferred to the DataPower Gateway. The map file has the .dpa file extension. ITX Map Mode ITX mapping behavior    Okay Service notifications have supplied all required properties.  Missing Missing WSDL The service references a WSDL (tModel) for which no information was received. This is probably because the service definition in the registry (bindingTemplate) references a different or non-existent WSDL (tModel). UDDI Subscription Service Status (deprecated) Status of the service properties    Initializing Initialization is pending.  Okay The most recent notification or initialization succeeded.  Error An error occurred during notification or initialization. UDDI Subscription Key Status (deprecated) Status of the most recent update to the Subscription (per key)    Always The device uses TLS for all communications.  Publish The device uses TLS for publish requests only. Require TLS Require TLS    Version 2  Version 3 UDDI Version UDDI major version used by the registry    Subscription Select UDDI subscription (deprecated) Select UDDI subscription (deprecated)  Policy Attachment Select WS-Policy attachment Select WS-Policy attachment    Poll Poll for WebSphere Cell information The WebSphere Cell information is retrieved on a fixed time interval regardless of whether the WebSphere Cell configuration has changed.  Subscribe Subscribe for WebSphere Cell information The WebSphere Cell information is retrieved with a request that waits for either the duration of the Time Interval to expire or for the WebSphere Cell information to change, whichever occurs first. After the DataPower Gateway receives the response, the DataPower Gateway immediately sends another request that again awaits for either the time interval expiration or an update. This method might result in several updates within a short amount of time. It consumes more resources on the DataPower Gateway and also on the server that is running the ODCInfo application. This method is more appropriate when application routing is enabled.    URL Matching Expression A shell-style match pattern A required shell-style expression that defines a URL set.  Enable/Disable HTTP 1.1 Chunked Request Bodies Select on to enable RFC 2616-compliant chunked encoding. Note that the receiving server must implement the specification to receive this encoding.    Allow Allow the fragment  Reject Reject the transaction and raise an error  Truncate Remove the fragment Fragment Fixup Policy    Match Pattern A shell-style match pattern A shell-style match pattern that defines the URL set contained within the URL map. The following wildcard characters are available when constructing a match pattern. 
                       asterisk (*) Matches 0 or more occurrences of any character  question mark (?) Matches one occurrence of any single character  brackets ( [ ] ) Defines a character or numeric range. For example, [1-5] matches 1, 2, 3, 4, or 5, while xs[dl] matches xsd or xsl.    attachment  cid  coproc  dpmq  dpmqfte  mq  mqfte  idgmq  idgmqmft  dpnfs  dptibems  tibems  dpwasjms  file  ftp  http  https  icap  icaps  smtp  snmp  sql  thismessage  tcp  tcps  tcpssl  tcpsssl  uuid  webgui  wsrr  xa35  xacmlpolicy  local  store  policyframework  temporary  syslog  syslog-tcp  syslog-tcpssl  dpims  dpimsssl  sftp  saf-cert  saf-key  saf-remote-key  luna-key  luna-remote-key  luna-cert  pop  pops  dpsmtp  dpsmtps  as1  as1s  as2  as2s  as3  ebms2  ebms2s  ebms3  ebms3s  xc10  wxs  network-hsm  net-prefix  net-ssl-prefix  uds  amqp-broker  dpkafka  mqdiag    default Cache until maximum size reached Caches the stylesheet until the maximum cache size is exceeded. Then, the stylesheet is subject to removal from the cache.  no-cache Do not cache Does not cache the stylesheet.  no-flush Cache on preferences Caches the stylesheet on a preferential basis. The stylesheet will never be deleted from the stylesheet cache before its schedule refresh.  protocol-specified Cache using protocol semantics Defers to expiration semantics of protocols, such as HTTP, if they provide such information. URLRefreshPolicy Type URLRefreshPolicy Type    urlmap URL Map A URL map URL maps contain one or more shell-style (wildcard) match patterns. Use the values list to select the URL map that supplies the match criteria for the URL Refresh Policy.  type Refresh Rule Type Type of refresh rule Specify how to cache a stylesheet that is obtained with a URL refresh operation. The default is default.  interval 0   URLRefreshPolicy default no-flush protocol-specified   URLRefreshPolicy no-cache Refresh Interval The refresh frequency in seconds seconds Not used when the refresh rule type is no-cache, specifies the update frequency for stylesheets that fulfill the match criteria.    Both The policy applies to both requests and responses  Request The policy applies to requests only  Response The policy applies to responses only URLRewritePolicy Direction Direction of URL Rewrite Policy    type URL Rewrite Type Rule type Select the type of rule for the URL Rewrite Policy.  match Match Expression PCRE  Specify a PCRE that defines the match condition that triggers the rewrite rule. Depending on the rule type, a candidate URL or header field is matched against the expression.  For  absolute-rewrite ,  content-type , and  post-body , defines the expression to be matched against the URL. For example, .* or * matches any string, while (.*)xsl=(.*)\?(.*) matches a text subpattern followed by xsl= followed by a text subpattern followed by a ? followed by a text subpattern. For  header-rewrite , defines the expression to be matched against the contents of a specific header field. For example, *.* matches any value. PCRE documentation is available at http://www.pcre.org  input-expression   Type header-rewrite Input Replace Expression Perl-style replacement expression  Specify a Perl-style replacement that defines the rewritten URL, header field, or HTTP POST body.  For  absolute-rewrite , defines the rewritten URL. If the match pattern is *, specify the complete replacement. If the match pattern is (.*)xsl=(.*)\?(.*), specify the evaluation replacement for any text subpattern or retain the original subpattern. To retain the first subpattern, specify $1; to retain the second text subpattern, specify $2; and so forth. To replace the second text subpattern only, specify $1xsl=ident.xsl$3. 
                             If a rewritten URL begins with a host name or port that is different from the configured remote address, the host name or port portion of the rewritten URL is ignored. For  content-type , define the replace value for the Content-Type header. For  header-rewrite , define the replacement value for the specified header. For  post-body , define the rewritten body of the HTTP POST. If the match pattern is .*, specify the complete replacement. If the match pattern is (.*)xsl=(.*)\?(.*), specify the evaluation replacement for any text subpattern or retain the original subpattern. To retain the first subpattern, specify $1; to retain the second text subpattern, specify $2; and so forth. To omit the second text subpattern only, specify $1$3.  stylesheet-expression   Type header-rewrite content-type Stylesheet Replace Expression Perl-style replacement expression  Specify a Perl-style replacement that identifies the replacement stylesheet. This option is available for  absolute-rewrite and  post-body only. If the match pattern is .*, specify the complete replacement. If the match pattern is (.*)xsl=(.*)\?(.*), specify the evaluation replacement for any text subpattern or retain the original subpattern. To retain the first subpattern, specify $1; to retain the second text subpattern, specify $2; and so forth. To retain the second text subpattern only and not use the third text subpattern, specify http://mantis:8000$2.  input-unescape off   Type header-rewrite content-type Input URL Unescape Decode/encode input URLs Replace URL-encoded characters (for example, "%2F") with the equivalent literal character. Select on to replace escape sequences, or off to retain them.  stylesheet-unescape on   Type header-rewrite content-type Stylesheet URL Unescape Decode/encode stylesheet URLs Replace URL-encoded characters (for example, "%2F") with the equivalent literal character. Select on to replace escape sequences, or off to retain them.  none   Type header-rewrite   Type post-body rewrite absolute-rewrite content-type Header Name Name HTTP Header to Rewrite  normalize-url off URL Normalization Normalize URL Normalize URL by converting '\' to '/' and compressing '.' and '..'    rewrite This rule type is deprecated.  absolute-rewrite Rewrites the entire URL or a portion of the URL based on a URL match.  post-body Rewrites the body of an HTTP POST request. The POST body contains the input values for a basic HTTP POST request.  header-rewrite Replaces the value of an arbitrary header based on its value.  content-type Rewrites the value of the Content-Type header based on a URL match. URLRewriteRule Type URLRewriteRule Type    url URL URL URL to the remote endpoint  ssl-profile Client TLS profile Client TLS profile The credentials to use to secure the connection to the remote endpoint    No Do not attach a cookie attribute policy. Do not attach a cookie attribute policy.  Yes Attach a cookie attribute policy. Attach a cookie attribute policy.    No Do not use custom server name in the SNI extension Do not use custom server name in the SNI extension in the TLS client hello message. Use the host name of the target in the SNI extension instead.  Yes Use custom server name in the SNI extension Use custom server name in the SNI extension in the TLS client hello message.    HIDDEN - none  Privileged The user account is a privileged account. Grant access to all system functions.  Group defined The user account is a group defined account. Assign the user account to a user group.  HIDDEN - technician  HIDDEN - expired  HIDDEN - config-sequence    Disabled Skips the authentication step  User registry Authenticates users by sending API requests to an API user registry User authentication option Options for authenticating the resource owner's identity    Disabled Skips the authorization step  Authenticated Authorizes any authenticated users implicitly  HTML form Authorizes users by using an HTML form User authorization option Options for authorizing the resource owner    serial  telnet  ssh  web-mgmt  xml-mgmt  system  rest-mgmt  apic-gw-service User Connection User Connection    auto-select unicast System selects the unicast address based on the XML Management Interface configuration.  unicast Specify a unicast address.  multicast Specify a multicast configuration.    URL Indicates that the assembly validate action uses a specified JSON, XML, GraphQL, or WSDL schema to validate payloads.  WSDL Indicates the XML schema in the WSDL file associated with the API. JSON payloads are rejected.  Body Parameter Indicates the schema that is associated with the body parameter of the request. The assembly validate action uses the XML or JSON request schema associated with the API operation or the API path. If a request schema is defined for the API operation, it overrides the request schema defined for the API path, if any.  Response Parameter Indicates the transaction response associated with the response parameter. The assembly validate action uses the transaction response based on the response status code to choose the schema to validate payloads.  Definition Indicates one of the schemas defined in the API definition.  GraphQL Indicates the GraphQL schema associated with the API. XML and WSDL payloads are rejected. Type of Schema to Validate Against The type of schema to validate against    Unprotected  Credential validation is not needed when honoring a validation grant type. You must provide an alternative mean to protect this endpoint.  Introspection Format  The format is defined in OAuth introspection endpoint. 
                     token_type_hint
                    is a MUST. This feature can be enabled with the setting of var://context/oauth/validation to "introspect".    Pass-Through Continue processing the transaction without change  Strip Remove the offending pair from the transaction  Error Raise an error and reject the transaction  Set Change the value to a known constant Validation Fix-up Policy    Default XML documents are validated in accordance with validation processing instructions, if any, that are contained in the XML document.  Schema XML documents are validated against the XML schema that is defined by the Schema URL property.  Schema Rewrite XML documents are validated against a rewritten schema reference. That is, a schema reference that is defined by the Schema URL property is rewritten in accordance with a URL Rewrite Policy that is defined by the URL Rewrite Policy property.  Attribute Rewrite XML documents are validated against a rewritten schema reference. That is, a schema reference that is contained in the XML document is rewritten in accordance with the URL Rewrite Policy that is defined by the URL Rewrite Policy property.  Dynamic Schema XML documents are validated using a Schema Exception Map or Document Crypto Map. One of these maps identifies a schema and excepted elements. XML Schema Validation Mode XML schema validation mode    Name Expression Name Regular Expression The regular expression that the submitted names are matched against. If they match the value must also match against the corresponding value constraint to be passed through.  Value Constraint The regular expression (PCRE style) that is applied to a value input to see if it is an expected input  error Failure Policy Validation Failure Policy Select which action should be taken when a value constraint fails to validate an input. The default is Error.    Fixup set Map Value Map unvalidated value constant An value that fails validation is changed to this value if the failure policy is 'set'.  off Check XSS Check the value for Cross Site Scripting signatures This property allows the value to be checked for Cross Site Scripting (XSS) signatures. These signatures are malicious attempts to input client-side script as the input to a web application. If this client-side script is later displayed in a browser, the script executes and can perform malicious activities. Enable this feature to filter input for malicious content that might get stored and displayed again later, such as the contents of a comment form. The check looks for invalid characters and various forms of the term <script that is often used to engage JavaScript on a browser without the user knowing.  store:///XSS-Patterns.xml   XSS on   XSS on  local store XSS (Cross Site Scripting) Protection Patterns File XSS (Cross Site Scripting) Protection Patterns File Specifies the patterns file that will be used by the XSS filter. The default file, store:///XSS-Patterns.xml, checks for invalid characters and various forms of the term <script. Specify a custom XML patterns file with PCRE patterns to be used by the XSS filter.    Certificate Certificate  Shared Secret Key Shared Secret Key    Production edition of DataPower Gateway Virtual Edition Production edition of DataPower Gateway Virtual Edition The production edition of DataPower Gateway Virtual Edition can be used in a production environment. This product includes IBM Software Subscription and Support.  Nonproduction edition of DataPower Gateway Virtual Edition Nonproduction edition of DataPower Gateway Virtual Edition The nonproduction edition of DataPower Gateway Virtual Edition can be used for only development and test. This product includes IBM Software Subscription and Support.  Developers edition of DataPower Gateway Virtual Edition Developers edition of DataPower Gateway Virtual Edition The developers edition of DataPower Gateway Virtual Edition is a single seat product that can be used for only development and test. This product includes IBM Software Subscription and Support.  DataPower Gateway for Developers DataPower Gateway for Developers DataPower Gateway for Developers is a no cost product that can be used for only development and test. This product does not include IBM Software Subscription and Support.  IBM MQ Appliance M2002 virtual image for demonstration IBM MQ Appliance M2002 virtual image for demonstration The IBM MQ Appliance M2002 virtual image can be used for only demonstration and Early Release evaluation. This product does not include IBM Software Subscription and Support. Virtual Edition Virtual Edition Edition of a virtual appliance    MQMD mq  StrucId mq MQMD - Structure Identifier Metadata item that corresponds to the 'Structure Identifier' MQMD structure item.  Version mq MQMD - Structure Version Number Metadata item that corresponds to the 'structure version number' MQMD structure item.  Report mq MQMD - Options for Report Messages Metadata item for the MQMD information 'Options for Report Messages' Metadata item that corresponds to the 'Options for Report Messages' MQMD structure item.  MsgType mq MQMD - Message Type Metadata item that corresponds to the 'Message Type' MQMD structure item.  Expiry mq MQMD - Message Lifetime Metadata item that corresponds to the 'Message Lifetime' MQMD structure item.  Feedback mq MQMD - Feedback or Reason Code Metadata item that corresponds to the 'Feedback or Reason Code' MQMD structure item.  Encoding mq MQMD - Numeric Encoding of Message Data Metadata item that corresponds to the 'Numeric Encoding of Message Data' MQMD structure item.  CodedCharSetId mq MQMD - Characterset Identifier of Message Metadata item corresponds to the 'Characterset Identifier of Message' MQMD structure item.  Format mq MQMD - Format Name of Message Metadata item that corresponds to 'Format Name of Message' MQMD structure item.  Priority mq MQMD - Message Priority Metadata item thta corresponds to the 'Message Priority' MQMD structure item.  Persistence mq MQMD - Message Persistence Metadata item that corresponds to the 'Message Persistence' MQMD structure item.  MsgId mq MQMD - Message Identifier Metadata item that corresponds to the 'Message Identifier' MQMD structure item.  CorrelId mq MQMD - Correlation Identifier Metadata item that corresponds to the 'Correlation Identifier' MQMD structure item.  BackoutCount mq MQMD - Backout Counter Metadata item that corresponds to the 'Backout Counter' MQMD structure item.  ReplyToQ mq MQMD - Name of Reply Queue Metadata item that corresponds to the 'Name of Reply Queue' MQMD structure item.  ReplyToQMgr mq MQMD - Name of Reply Queue Manager Metadata item that corresponds to the 'Name of Reply Queue Manager' MQMD structure item.  UserIdentifier mq MQMD - User Identifier Metadata item that corresponds to the 'User Identifier' MQMD structure item.  AccountingToken mq MQMD - Accounting Token Metadata item that corresponds to the 'Accounting Token' MQMD structure item.  ApplIdentityData mq MQMD - Application Data Relating to Identity Metadata item that corresponds to the 'Application Data Relating to Identity' MQMD structure item.  PutApplType mq MQMD - Type of Application that Put the Message Metadata item that corresponds to the 'Type of Application that Put the Message' MQMD structure item.  PutApplName mq MQMD - Name of Application that Put the Message Metadata item that corresponds to the Name of Application that Put the Message' MQMD structure item.  PutDate mq MQMD - Date when Message was Put Metadata item that corresponds to the 'Date when Message was Put' MQMD structure item.  PutTime mq MQMD - Time when Message was Put Metadata item that corresponds to the Time when Message was Put' MQMD structure item.  ApplOriginData mq MQMD - Application Data Relating to Origin Metadata item that corresponds to the 'Application Data Relating to Origin' MQMD structure item.  GroupId mq MQMD - Group Identifier Metadata item that corresponds to the 'Group Identifier' MQMD structure item.  MsgSeqNumber mq MQMD - Sequence Number of Logical Message Within Group Metadata item that corresponds to the 'Sequence Number of Logical Message Within Group' MQMD structure item.  Offset mq MQMD - Offset for the Logical Message Metadata item that corresponds to the 'Offset for the Logical Message' MQMD structure item.  MsgFlags mq MQMD - Message Flags Metadata item that corresponds to the 'Message Flags' MQMD structure item.  OriginalLength mq MQMD - Length of Original Message Metadata item that corresponds to the 'Length of Original Message MQMD structure item. MQMD Header The XML fragment that contains all of items for the IBM MQMD structure. The MQMD header is available to all IBM MQ services so that these services can get or set the MQMD structure.  X-MQ-Receive-Q mq DataPower Header X-MQ-Receive-Q Metadata item for the 'X-MQ-Receive-Q' DataPower-defined header.  X-MQ-Send-Q mq DataPower Header X-MQ-Send-Q Metadata item for the 'X-MQ-Send-Q' DataPower-defined header.  JMSCorrelationID tibco wasjms Correlation Identifier Metadata item for the 'JMSCorrelationID' JMS header.  JMSDeliveryMode tibco wasjms Message Persistence Metadata item for the 'JMSDeliveryMode' JMS header.  JMSDestination tibco wasjms Message Destination Metadata item for the 'JMSDestination' JMS header.  JMSExpiration tibco wasjms Expiration Time of the Message Metadata item for the 'JMSExpiration' JMS header.  JMSMessageID tibco wasjms Message Identifier Metadata item for the 'JMSMessageID' JMS header.  JMSPriority tibco wasjms Transmission Priority Metadata item for the 'JMSPriority' JMS header.  JMSRedelivered tibco wasjms Has the Message been previously Delivered? Metadata item for the 'JMSRedelivered' JMS header.  JMSReplyTo tibco wasjms The Destination to Send Reply Metadata item for the 'JMSReplyTo' JMS header.  JMSTimestamp tibco wasjms The Time when Message is Sent Metadata item for the 'JMSTimestamp' JMS header.  JMSType tibco wasjms JMS Message Type Metadata item for the 'JMSType' JMS header.  JMSXUserID tibco wasjms JMSXUserID Metadata item for the 'JMSXUserID' JMS header.  JMSXAppID tibco wasjms JMSXAppID Metadata item for the 'JMSXAppID' JMS header.  JMSXDeliveryCount tibco wasjms JMSXDeliveryCount Metadata item for the 'JMSXDeliveryCount' JMS header.  JMSXGroupID tibco wasjms JMSXGroupID Metadata item for the 'JMSXGroupID' JMS header.  JMSXGroupSeq tibco wasjms JMSXGroupSeq Metadata item for the 'JMSXGroupSeq' JMS header.  JMSXProducerTXID tibco wasjms JMSXProducerTXID Metadata item for the 'JMSXProducerTXID' JMS header.  JMSXConsumerTXID tibco wasjms JMSXConsumerTXID Metadata item for the 'JMSXConsumerTXID' JMS header.  JMSXRcvTimestamp tibco wasjms JMSXRcvTimestamp Metadata item for the 'JMSXRcvTimestamp' JMS header.  JMSXState tibco wasjms JMSXState Metadata item for the 'JMSXState' JMS header.  DP_JMSMessageType tibco wasjms DataPower Defined Header: Message Type Metadata item for the 'DP_JMSMessageType' JMS header.  DP_JMSReplyToServer tibco wasjms DataPower Defined Header: The Server to Send Reply Metadata item for the 'DP_JMSReplyToServer' JMS header.  DP_JMSReplyToTopicSpace tibco wasjms DataPower Defined Header: The Topic Space to Send Reply Metadata item for the 'DP_JMSReplyToTopicSpace' JMS header.  JMS_TIBCO_COMPRESS tibco Header JMS_TIBCO_COMPRESS Metadata item for the 'JMS_TIBCO_COMPRESS' TIBCO EMS special header.  JMS_TIBCO_IMPORTED tibco Header JMS_TIBCO_IMPORTED Metadata item for the 'JMS_TIBCO_IMPORTED' TIBCO EMS special header.  JMS_TIBCO_SENDER tibco Header JMS_TIBCO_SENDER Metadata item for the 'JMS_TIBCO_SENDER' TIBCO EMS special header.  JMS_TIBCO_DISABLE_SENDER tibco Header JMS_TIBCO_DISABLE_SENDER Metadata item for the 'JMS_TIBCO_DISABLE_SENDER' TIBCO EMS special header.  JMS_TIBCO_PRESERVE_UNDELIVERED tibco Header JMS_TIBCO_PRESERVE_UNDELIVERED Metadata item for the 'JMS_TIBCO_PRESERVE_UNDELIVERED' TIBCO EMS special header.  JMS_TIBCO_MSG_EXT tibco Header JMS_TIBCO_MSG_EXT Metadata item for the 'JMS_TIBCO_MSG_EXT' TIBCO EMS special header.  JMS_TIBCO_MSG_TRACE tibco Header JMS_TIBCO_MSG_TRACE Metadata item for the 'JMS_TIBCO_MSG_TRACE' TIBCO EMS special header.  JMS_TIBCO_CM_PUBLISHER tibco Header JMS_TIBCO_CM_PUBLISHER Metadata item for the 'JMS_TIBCO_CM_PUBLISHER' TIBCO EMS special header.  JMS_TIBCO_CM_SEQUENCE tibco Header JMS_TIBCO_CM_SEQUENCE Metadata item for the 'JMS_TIBCO_CM_SEQUENCE' TIBCO EMS special header.  JMS_TIBCO_SS_SENDER tibco Header JMS_TIBCO_SS_SENDER Metadata item for the 'JMS_TIBCO_SS_SENDER' TIBCO EMS special header.  JMS_TIBCO_SS_DELIVERY_MODE tibco Header JMS_TIBCO_SS_DELIVERY_MODE Metadata item for the 'JMS_TIBCO_SS_DELIVERY_MODE' TIBCO EMS special header.  JMS_TIBCO_SS_EXPIRATION tibco Header JMS_TIBCO_SS_EXPIRATION Metadata item for the 'JMS_TIBCO_SS_EXPIRATION' TIBCO EMS special header.  JMS_TIBCO_SS_LB_MODE tibco Header JMS_TIBCO_SS_LB_MODE Metadata item for the 'JMS_TIBCO_SS_LB_MODE' TIBCO EMS special header.  JMS_TIBCO_SS_MESSAGE_ID tibco Header JMS_TIBCO_SS_MESSAGE_ID Metadata item for the 'JMS_TIBCO_SS_MESSAGE_ID' TIBCO EMS special header.  JMS_TIBCO_SS_PRIORITY tibco Header JMS_TIBCO_SS_PRIORITY Metadata item for the 'JMS_TIBCO_SS_PRIORITY' TIBCO EMS special header.  JMS_TIBCO_SS_SENDER_TIMESTAMP tibco Header JMS_TIBCO_SS_SENDER_TIMESTAMP Metadata item for the 'JMS_TIBCO_SS_SENDER_TIMESTAMP' TIBCO EMS special header.  JMS_TIBCO_SS_TYPE_NUM tibco Header JMS_TIBCO_SS_TYPE_NUM Metadata item for the 'JMS_TIBCO_SS_TYPE_NUM' TIBCO EMS special header.  JMS_TIBCO_SS_CORRELATION_ID tibco Header JMS_TIBCO_SS_CORRELATION_ID Metadata item for the 'JMS_TIBCO_SS_CORRELATION_ID' TIBCO EMS special header.  JMS_TIBCO_SS_SEQ_NUM tibco Header JMS_TIBCO_SS_SEQ_NUM Metadata item for the 'JMS_TIBCO_SS_SEQ_NUM' TIBCO EMS special header.  JMS_TIBCO_SS_USER_PROP tibco Header JMS_TIBCO_SS_USER_PROP Metadata item for the 'JMS_TIBCO_SS_USER_PROP' TIBCO EMS special header.  JMS_IBM_Character_Set wasjms Header JMS_IBM_Character_Set Metadata item for the 'JMS_IBM_Character_Set' WebSphere JMS special header.  JMS_IBM_Encoding wasjms Header JMS_IBM_Encoding Metadata item for the 'JMS_IBM_Encoding' WebSphere JMS special header.  JMS_IBM_ExceptionMessage wasjms Header JMS_IBM_ExceptionMessage Metadata item for the 'JMS_IBM_ExceptionMessage' WebSphere JMS special header.  JMS_IBM_ExceptionReason wasjms Header JMS_IBM_ExceptionReason Metadata item for the 'JMS_IBM_ExceptionReason' WebSphere JMS special header.  JMS_IBM_ExceptionTimestamp wasjms Header JMS_IBM_ExceptionTimestamp Metadata item for the 'JMS_IBM_ExceptionTimestamp' WebSphere JMS special header.  JMS_IBM_ExceptionProblemDestination wasjms Header JMS_IBM_ExceptionProblemDestination Metadata item for the 'JMS_IBM_ExceptionProblemDestination' WebSphere JMS special header.  JMS_IBM_Feedback wasjms Header JMS_IBM_Feedback Metadata item for the 'JMS_IBM_Feedback' WebSphere JMS special header.  JMS_IBM_Format wasjms Header JMS_IBM_Format Metadata item for the 'JMS_IBM_Format' WebSphere JMS special header.  JMS_IBM_Last_Msg_In_Group wasjms Header JMS_IBM_Last_Msg_In_Group Metadata item for the 'JMS_IBM_Last_Msg_In_Group' WebSphere JMS special header.  JMS_IBM_MsgType wasjms Header JMS_IBM_MsgType Metadata item for the 'JMS_IBM_MsgType' WebSphere JMS special header.  JMS_IBM_PutApplType wasjms Header JMS_IBM_PutApplType Metadata item for the 'JMS_IBM_PutApplType' WebSphere JMS special header.  JMS_IBM_PutDate wasjms Header JMS_IBM_PutDate Metadata item for the 'JMS_IBM_PutDate' WebSphere JMS special header.  JMS_IBM_PutTime wasjms Header JMS_IBM_PutTime Metadata item for the 'JMS_IBM_PutTime' WebSphere JMS special header.  JMS_IBM_Report_COA wasjms Header JMS_IBM_Report_COA Metadata item for the 'JMS_IBM_Report_COA' WebSphere JMS special header.  JMS_IBM_Report_COD wasjms Header JMS_IBM_Report_COD Metadata item for the 'JMS_IBM_Report_COD' WebSphere JMS special header.  JMS_IBM_Report_Discard_Msg wasjms Header JMS_IBM_Report_Discard_Msg Metadata item for the 'JMS_IBM_Report_Discard_Msg' WebSphere JMS special header.  JMS_IBM_Report_Exception wasjms Header JMS_IBM_Report_Exception Metadata item for the 'JMS_IBM_Report_Exception' WebSphere JMS special header.  JMS_IBM_Report_Expiration wasjms Header JMS_IBM_Report_Expiration Metadata item for the 'JMS_IBM_Report_Expiration' WebSphere JMS special header.  JMS_IBM_Report_NAN wasjms Header JMS_IBM_Report_NAN Metadata item for the 'JMS_IBM_Report_NAN' WebSphere JMS special header.  JMS_IBM_Report_PAN wasjms Header JMS_IBM_Report_PAN Metadata item for the 'JMS_IBM_Report_PAN' WebSphere JMS special header.  JMS_IBM_Report_Pass_Correl_ID wasjms Header JMS_IBM_Report_Pass_Correl_ID Metadata item for the 'JMS_IBM_Report_Pass_Correl_ID' WebSphere JMS special header.  JMS_IBM_Report_Pass_Msg_ID wasjms Header JMS_IBM_Report_Pass_Msg_ID Metadata item for the 'JMS_IBM_Report_Pass_Msg_ID' WebSphere JMS special header.  JMS_IBM_System_MessageID wasjms Header JMS_IBM_System_MessageID Metadata item for the 'JMS_IBM_System_MessageID' WebSphere JMS special header.  Accept http Header Accept Metadata item for the HTTP/HTTPS request header 'Accept'. Specifies which Internet media types are acceptable for the response and assigns preferences to them.  Accept-Charset http Header Accept-Charset Metadata item for the HTTP/HTTPS request header 'Accept-Charset'. Specifies which character encodings are acceptable for the response and assigns preferences to them. Character encodings are called charsets.  Accept-Encoding http Header Accept-Encoding Metadata item for the HTTP/HTTPS request header 'Accept-Encoding'. Specifies which data format transforms are acceptable for the response and assigns preferences to them. Format transforms are called content encodings. For example, compression mechanisms is an encoding.  Accept-Language http Header Accept-Language Metadata item for the HTTP/HTTPS request header "Accept-Language". Specifies which natural languages are acceptable for the response and assigns preferences to them. Useful for language negotiation.  Accept-Ranges http Header Accept-Ranges Metadata item for the HTTP/HTTPS response header 'Accept-Ranges'. Allows the server to indicate its acceptance of range requests for a resource.  Age http Header Age Metadata item for the HTTP/HTTPS response header 'Age'. Conveys the sender's estimate of the amount of time since the response (or its revalidation) was generated at the origin server.  Allow http Header Allow Metadata item for the HTTP/HTTPS entity header 'Allow'. Lists the set of methods supported by the resource identified by the Request-URI. The purpose is to inform the recipient of valid methods associated with the resource.  Authorization http Header Authorization Metadata item for the HTTP/HTTPS request header 'Authorization'. Consists of credentials containing the authentication information of the client for the realm of the resource being requested.  Cache-Control http Header Cache-Control Metadata item for the HTTP/HTTPS general header 'Cache-Control'. Specifies directives that must be obeyed by all caching mechanisms along the request-response chain.  Connection http Header Connection Metadata item for the HTTP/HTTPS general header 'Connection'. Specifies options that are desired for the particular connection and must not be communicated by proxies over further connections.  Content-Encoding http Header Content-Encoding Metadata item for the HTTP/HTTPS entity header 'Content-Encoding'. Used as a modifier to the media-type, to indicate what additional data format transformations such as compression have been applied to the entity-body.  Content-Language http Header Content-Language Metadata item for the HTTP/HTTPS entity header 'Content-Language'. Specifies the natural languages of the intended audience for the enclosed entity. Acording to RFC 3282, specifies the languages of the entity.  Content-Length http Header Content-Length Metadata item for the HTTP/HTTPS entity header 'Content-Length'. Indicates the size, in octets, of the entity-body that is sent or that would be sent if it was requested.  Content-Location http Header Content-Location Metadata item for the HTTP/HTTPS entity header 'Content-Location'. Supplies the location of the resource for the entity that is enclosed in the message when that entity is accessible from a location that is separate from the URI of the requested resource.  Content-MD5 http Header Content-MD5 Metadata item for the HTTP/HTTPS entity header 'Content-MD5'. An MD5 digest of the entity-body for providing an end-to-end message integrity check (MIC) of the entity-body.  Content-Range http Header Content-Range Metadata item for the HTTP/HTTPS entity header 'Content-Range'. Sent with a partial entity-body to specify where in the full entity-body the partial body should be applied.  Content-Type http Header Content-Type Metadata item for the HTTP/HTTPS entity header 'Content-Type'. Specifes the Internet media type of the entity-body that is sent or would be sent if requested. Often includes a charset parameter that specifies the character encoding.  Date http Header Date Metadata item for the HTTP/HTTPS general header 'Date'. The date and time when the message was originated.  ETag http Header ETag Metadata item for the HTTP/HTTPS response header 'ETag'. Provides, for caching purposes, the current value of the entity tag for the requested variant.  Expect http Header Expect Metadata item for the HTTP/HTTPS request 'Expect' header. Indicates that the client requires particular server behaviors.  Expires http Header Expires Metadata item for the HTTP/HTTPS header entity 'Expires'. Provides, for caching purposes, the date and time after which the response is considered stale.  From http Header From Metadata item for the HTTP/HTTPS request header 'From'. The Internet email address of the user who controls the requesting browser or other client.  Host http Header Host Metadata item for the HTTP/HTTPS request header 'Host'. Specifies the Internet host and port number of the resource being requested. Required in all HTTP 1.1 requests.  If-Match http Header If-Match Metadata item for the HTTP/HTTPS request header 'If-Match'. Used to conditionalize a method. A client that previously obtained entities can verify that one of those entities is current by including a list of their associated entity tags as values for the 'If-Match' header.  If-Modified-Since http Header If-Modified-Since Metadata item for the HTTP/HTTPS request header 'If-Modified-Since'. Used to conditionalize a method. If the requested variant has not changed since the specified time, the server does not return the entity. The server returns information about this fact.  If-None-Match http Header If-None-Match Metadata item for the HTTP/HTTPS request header 'If-None-Match'. Used to conditionalize a method. A client that previously obtained entities can verify that none of those entities is current by including a list of their associated entity tags as values for the 'If-None-Match' header.  If-Range http Header If-Range Metadata item for the HTTP/HTTPS request header 'If-Range'. Used with 'Range' to say, "If the entity is unchanged, send me the missing parts. Otherwise, send me the entire new entity."  If-Unmodified-Since http Header If-Unmodified-Since Metadata item for the HTTP/HTTPS request header 'If-Unmodified-Since'. Used to conditionalize a method. If the requested variant was modified since this specified time, the server does not perform the requested operation. The server returns information about this fact.  Last-Modified http Header Last-Modified Metadata item for the "Entity" HTTP/HTTPS entity header 'Last-Modified'. Indicates the date and time at which the origin server believes the variant was last modified.  Location http Header Location Metadata item for the HTTP/HTTPS request header 'Location'. Redirects the recipient to a location other than the Request-URI to complete the request or to identify of a new resource.  Max-Forwards http Header Max-Forwards Metadata item for the HTTP/HTTPS request header 'Max-Forwards'. Provides a mechanism with the TRACE and OPTIONS methods to limit the number of proxies or gateways that can forward the request to the next inbound server.  Pragma http Header Pragma Metadata item for the HTTP/HTTPS general header 'Pragma'. Used to include implementation-specific directives that might optionally apply to any recipient in the request-response chain.  Proxy-Authenticate http Header Proxy-Authenticate Metadata item for the HTTP/HTTPS response header 'Proxy-Authenticate'. Included as part of a 407 "Proxy Authentication Required" response. The header value consists of a challenge that indicates the authentication scheme and parameters that are applicable to the proxy for this Request-URI.  Proxy-Authorization http Header Proxy-Authorization Metadata item for the HTTP/HTTPS request header 'Proxy-Authorization'. Used by a client to identify itself or its user to a proxy that requires authentication.  Range http Header Range Metadata item for the HTTP/HTTPS request header 'Range'. Restricts the request to parts that are specified as ranges of octets in the resource.  Referer http Header Referer Metadata item for the HTTP/HTTPS request header 'Referer' Used by a client to specify, for the benefit of the server, the address (URI) of the resource from which the Request-URI was obtained.  Retry-After http Header Retry-After Metadata item for the HTTP/HTTPS response header 'Retry-After'. Indicates how long the service is expected to be unavailable to the requesting client.  Server http Header Server Metadata item for the HTTP/HTTPS response header 'Server'. Contains information about the software used by the origin server to handle the request.  TE http Header TE Metadata item for the HTTP/HTTPS request header 'TE'. Indicates which extension transfer-codings the client will accept in the response and whether the client will accept trailer fields in a chunked transfer-coding.  Trailer http Header Trailer Metadata item for the HTTP/HTTPS general header 'Trailer'. Indicates that the given set of header fields is present in the trailer of a message that is encoded with chunked transfer-coding.  Transfer-Encoding http Header Transfer-Encoding Metadata item for the HTTP/HTTPS general header 'Transfer-Encoding'. Indicates the type of transform that was applied to the message body to safely transfer it between the sender and the recipient. This differs from 'Content-Encoding' in that the transfer-coding is a property of the message, not a property of the entity.  Upgrade http Header Upgrade Metadata item for the HTTP/HTTPS general header 'Upgrade'. Used by a client to specify which additional communication protocols it supports and wants to use if the server finds it appropriate to switch protocols. The server uses the Upgrade header to indicate the protocols that are being switched.  User-Agent http Header User-Agent Metadata item for the HTTP/HTTPS request header 'User-Agent'. Contains information about the user agent, the client, that originated the request.  Vary http Header Vary Metadata item for the HTTP/HTTPS response header 'Vary'. Indicates the set of request headers that fully determines whether a cache is permitted to use the reponse to reply to a subsequest request without revalidation.  Via http Header Via Metadata item for the HTTP/HTTPS general header 'Via'. Used by the proxies and gateways to indicate the intermediate protocols and recipients between the user agent and the server on requests and between the origin server and the client on responses.  Warning http Header Warning Metadata item for the HTTP/HTTPS general header 'Warning'. Carries additional information about the status or transform of a message that might not be reflected in the message.  WWW-Authenticate http Header WWW-Authenticate Metadata item for the HTTP/HTTPS response header 'WWW-Authenticate'. Used in 401 "Unauthorized" response messages. The value consists of at least one challenge that indicates the authentication schemes and parameters that are applicable to the Request-URI.  SOAPAction all DataPower Header SOAPAction Metadata item for the 'SOAPAction' DataPower-defined special header.  Attachment all DataPower Header X-Attachment Metadata item for the 'X-Attachment' DataPower-defined special header.  Backside-Transport all DataPower Header X-Backside-Transport Metadata item for the 'X-Backside-Transport' DataPower-defined special header.  External-Request all DataPower Header X-DataPower-External-Request Metadata item for the 'X-DataPower-External-Request' DataPower-defined special header.  Forwarded-for all DataPower Header X-Forwarded-for Metadata item for the 'X-Forwarded-for' DataPower-defined special header.    Remove Remove the GraphQL elements  Remove the GraphQL elements during validation and intropsection    Ethernet Indicates that the parent is an Ethernet interface. The parent is an Ethernet interface.  Link aggregation Indicates that the parent is a link aggregation interface. The parent is a link aggregation interface.    Standard Pass the error to the Application Security Policy The device passes the error to the Application Security Policy. If the Application Security Policy contains an Error Map, the Error Map is inspected to locate a match. If a match is found, that action is taken. This mode is useful, even when no Error Map matches the request, when you want to process error handling rules for specific requests and want to enforce monitoring for all errors.  Redirect Redirect to the specified URL The device redirects the client the specified URL.  Proxy Fetch the specified URL The device will fetch the specified URL and return its contents to the client.  Error Rule Invoke the specified error rule The device runs the specified error rule and returns the results to the client. Error Policy Type    No processing Perform no additional processing Performs no additional processing.  Side-Effect Rule Run a processing rule that cannot change message content Runs the specified non-XML processing rule. The rule cannot change the contents of the message. The rule cannot access the INPUT or OUTPUT context. The rule can perform such actions as authenticate and authorize, or can send a copy of the contents of the message to a third destination.  Binary Rule Run the processing rule and submit the payload as unparsed binary Runs the specified non-XML processing rule. The message payload is submitted as an unparsed binary object. The rule can change the contents of the message. The rule can perform such actions as authentication and authorize, can convert to XML, can repackage with additional information, or can send a copy of the contents of the message to a third destination. The results of the rule is used as the payload for further processing. Non-XML Policy Specify the processing of non-XML content    Matching Rule Select the Matching Rule that defines the matching criteria.  Request Profile Select the Web Request Profile to run.    Matching Rule Select the Matching Rule that defines the matching criteria.  Response Profile Select the Web Response Profile to run.    No processing Perform no additional processing Performs no additional processing.  Well Formed XML Ensure that the XML message is well formed Ensures that the XML message is well formed and runs the transform rule that is specified by the XML processing rule.  Well Formed SOAP Ensure that the SOAP message is well formed Ensures that the SOAP message is well formed and runs the transform rule that is specified by the XML processing rule. XML Policy Specify the processing of XML content    Matching Rule Select the matching rule that defines the matching criteria.  Error Action Select the error action that handles the errors and generates responses. Custom error policy for handling an error in an HTTP or HTTPS request flow.    Header Name Name of the injected header Enter the name of the header to inject. The headers are not defined in the original response. The appliance sends the headers to the client.  Header Value Value for the injected header Enter the value for the header name.    Error Rule Call the custom error rule The appliance runs the processing rule and returns the rule's output to the client.  Proxy (Remote) Fetch the remote URL The appliance fetches the remote error page and returns its contents to the client.  Redirect Redirect to the remote URL The appliance redirects the client to the remote URL.  Static (Local) Fetch the local page The appliance fetches the local error page and returns its contents to the client.    WebSphere JMS Host Host name or IP address Specify the host name or IP address of a bootstrap server  WebSphere JMS Port Port for bootstrap connection Specify the port number of a bootstrap server.  WebSphere JMS Transport Protocol Transport Protocol for bootstrap connection Select the predefined transport chain that is supported by the WebSphere bootstrap server and used for information exchange between the WebSphere JMS object and the bootstrap server. WebSphere JMS Endpoint    SSL_RSA_WITH_NULL_MD5  SSL_RSA_EXPORT_WITH_RC2_CBC_40_MD5  SSL_RSA_EXPORT_WITH_RC4_40_MD5  SSL_RSA_WITH_RC4_128_MD5  SSL_RSA_WITH_NULL_SHA  SSL_RSA_EXPORT1024_WITH_RC4_56_SHA  SSL_RSA_WITH_RC4_128_SHA  SSL_RSA_WITH_DES_CBC_SHA  SSL_RSA_EXPORT1024_WITH_DES_CBC_SHA  SSL_RSA_FIPS_WITH_DES_CBC_SHA  SSL_RSA_WITH_3DES_EDE_CBC_SHA  SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA  TLS_RSA_WITH_DES_CBC_SHA  TLS_RSA_WITH_3DES_EDE_CBC_SHA  TLS_RSA_WITH_AES_128_CBC_SHA  TLS_RSA_WITH_AES_256_CBC_SHA  TLS_RSA_WITH_AES_128_CBC_SHA256  TLS_RSA_WITH_AES_256_CBC_SHA256  TLS_RSA_WITH_NULL_SHA256 WebSphere JMS TLS Cipher Specifications The available cipher specifications for use with WebSphere JMS    TCP BootstrapBasicMessaging transport chain Uses the predefined BootstrapBasicMessaging transport chain (JFAP-TCP/IP).  TLS BootstrapSecureMessaging transport chain Uses the predefined BootstrapSecureMessaging transport chain (JFAP-SSL-TCP/IP).  HTTP BootstrapTunneledMessaging transport chain Uses the predefined BootstrapTunneledMessaging transport chain (tunnels JFAP using HTTP wrappers)  HTTPS BootstrapTunneledSecureMessaging transport chain Uses the predefined BootstrapTunneledSecureMessaging transport chain (tunnels JFAP using HTTPS wrappers). WebSphere JMS connection protocol    OAuth 2.0 OAuth 2.0.  Other Other Web Token Service Type    Sunday  Monday  Tuesday  Wednesday  Thursday  Friday  Saturday    Sunday  Monday  Tuesday  Wednesday  Thursday  Friday  Saturday Days of Week Days of Week    WebSphere Cell WebSphere Cell Specifies that the method and format of the information to be retrieved will be that of a WebSphere Cell.    HTTP Use HTTP transport Use the HTTP protocol as the transport protocol to members.  HTTPS Use HTTPS transport The HTTPS protocol as the transport protocol to members.    WS-Addressing to Traditional Mediate transport from WS-Addressing to traditional addressing Mediates transport of messages between host devices that use WS-Addressing to server devices that use traditional addressing. The host device messaging is fully processed as WS-Addressing. You can strip the WS-Addressing headers, or use rewrite rules to modify them.  Traditional to WS-Addressing Mediate transport from traditional addressing to WS-Addressing Mediates transport of messages between host devices using traditional addressing to server devices using WS-Addressing. The host device message is handled in normal synchronous mode. The communication to the server will include WS-Addressing headers.  WS-Addressing to WS-Addressing Mediate transport between devices that use WS-Addressing  Mediates transport of messages between host devices using WS-Addressing to server devices using WS-Addressing. Note that all messages between the host and server are terminated and re-originated. The received client WS-Addressing is replaced by new WS-Addressing for the communication to the server. You must provide rewrite rules for the 
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                        element needs to be rerouted to the server device, the 
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                        elements must point back to the mediator from the server device.  No WS-Addressing Processing Disable support for processing of WS-Addressing  Disables WS-Addressing support. WS-Addressing SOAP headers are ignored. You can use XSLT to modify any WS-Addressing SOAP headers. This option provides minimal processing overhead but should not be selected if you require any asynchronous responses. When selected, no additional configuration is required. WS-Addressing Behavior Select how WS-Addressing transactions should be transported    Synchronous Responses are returned synchronously to the device Indicates a synchronous exchange model. The server response is received over the same communication channel that the DataPower service uses to convey the client request.  Asynchronous Responses are returned asynchronously to the device  Indicates an asynchronous exchange model. The server response is received over a different communication channel than the one that was used by the DataPower service to convey the client request. When selected, use the WS-Addressing Reply Point property to identify the handler to convey the responses to the originating client, and use the WS-Addressing asynchronous reply timeout property to define the maximum time to allow for a server response.  Out-of-Band Responses bypass the device  Indicates an out-of-band exchange model. The routing of the response to the originating client is handled by the target server. The response bypasses the DataPower device. When selected, the values for the client-supplied 
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                        elements must be explicit (non-anonymous). The DataPower service preserves these values and passes them intact to the target server. WS-Addressing Message Exchange Model Select how responses to WS-Addressing messages are returned to the DataPower device.    WSDL Source Location Location of the WSDL file Specify the exact location (URL) of the WSDL file. The WSDL file can be stored on the device or on a remote server. For example, an on-device location might be "local:///searchservice.wsdl".  Local Name Mnemonic for the WSDL file. Specify a mnemonic for this WSDL file. The mnemonic can be be the filename (for example "searchservice.wsdl") or an alias (for example "searchsvc").  Policy Attachments Configuration for policies associated with this WSDL Select an existing policy attachment object to configure the handling of XML element attached policies and to create external policy attachments to this web service.    DocumentLiteral  DocumentEncoded  RPCLiteral  RPCEncoded  Unknown  UnknownEncoding    SOAP over HTTP http://schemas.xmlsoap.org/soap/http  HTTP GET wsdl:binding/http:binding[@verb=GET]  HTTP POST wsdl:bindinb/http:binding[@verb=POST]    default Use the binding protocol that the WSDL specifies.  SOAP 1.1 Use the SOAP 1.1 binding for WSDL 1.1 (http://schemas.xmlsoap.org/wsdl/soap/).  SOAP 1.2 Use the SOAP 1.2 binding for WSDL 1.1 (http://schemas.xmlsoap.org/wsdl/soap12/).  HTTP GET Use the HTTP binding for WSDL 1.1 (http://schemas.xmlsoap.org/wsdl/http/), using the GET verb.  HTTP POST Use the HTTP binding for WSDL 1.1 (http://schemas.xmlsoap.org/wsdl/http/), using the POST verb.    URL Match expression URL Match regular expression Provide a literal or wildcard expression to define a URL set included in this cache policy.  5 86400 900 TTL Document lifetime seconds Configures lifetime in seconds of document. Enter an integer between 5 and 86400. The default value is 900.    All Matches all input. Select all to include all component types in the matching criteria. If all is chosen (the default), the WSDL Component Value field is blank (the default). This combination eliminates the WSDL Component from consideration when selecting a Processing Rule.  Subscription Matches UDDI subscription key.  WSDL The selected Processing Rule will be run only when the operation requested in the current transaction is defined in the WSDL file that is identified by the WSDL Component Value field.  Service The selected Processing Rule will be run only when the operation requested in the current transaction is included in the WSDL service that is identified by the WSDL Component Value field. Matches wsdl:service/@name formatted {serviceNamespace}name  Port Matches wsdl:service/wsdl:port/@name formatted {serviceNamespace}port-name  Operation The selected Processing Rule will be run only when the operation requested in the current transaction is the operation that is identified by the WSDL Component Value field. Matches wsdl:binding/operation/@name formatted {bindingNamespace}name or via wsdl:service/wsdl:port when formatted {serviceNamespace}port-name/operation-name.  Fragment Identifier Match the Fragment Identifier    Service The selected Processing Rule will be run only when the operation requested in the current transaction is included in the WSDL service that is identified by the WSDL Component Value field. Matches wsdl:service/@name formatted {serviceNamespace}name  Port Matches wsdl:service/wsdl:port/@name formatted {serviceNamespace}port-name  Fragment Identifier Match the Fragment Identifier  Rest Policy Policy is for a rest service    Off Do not affect .NET requests for WSDL Does not affect .NET requests for WSDL files. Requests and responses are not touched.  Intercept and Rewrite Rewrite address bindings in server response Rewrites the wsdl:service/wsdl:port/soap:address (address binding in server responses) to point to the proxy.  Serve Local File Serve the local WSDL Serves the local WSDL file without forwarding the request to the server. The WSDL files resides in the local: directory.    Processing WSDL is being processed for configuration and schema  Okay WSDL was loaded and is running.  Warning A warning was generated while loading the WSDL.  Error An error prevented the WSDL from being loaded. WSDL Status    HTTP-GET Uses the HTTP GET operation.  HTTP-SOAP Uses the HTTP POST operation to post SOAP documents.  SOAP-document Uses the SOAP document transport.  SOAP-RPC Uses the SOAP RPC transport.    Enable this component Allows (selected) or disallows (unselected) requests for the operations and services included by this component level. A WSDL component, for example, includes all ports, services, and operation that are defined in the WSDL file.  Publish in WSDL Includes (selected) the component in any WSDL file that is published to external directories or returned in the WSDL file that is produced by the Web Service Proxy in response to requests by external clients. It is possible to enable an operation but not publish it until some other time. Also, it is possible to discontinue publishing an operation after a sunset period.  Schema validate faults messages Validates (selected) fault messages against the schema that is contained in the corresponding WSDL file. Not all WSDL files contain schema information for faults. For this reason, the Web Service Proxy can be configured to allow fault messages to pass when no fault schema information is available. When selected and the WSDL file contains fault schema information, fault messages are checked against that schema and rejected if they do not validate.  Schema validate SOAP headers Validates (selected) SOAP headers. A WSDL file can contain schema information about SOAP headers.  No Request Validation Does not validate (selected) request messages against the schema that is contained in the corresponding WSDL file.  No Response Validation Does not validate (selected) response messages against the schema that is contained in the corresponding WSDL file.  Strict Fault Document Style When enabled, schema for fault messages disallows RPC operation wrapper. This setting applies to the full selected WSDLs.  Opt out of WS-Addressing Opts out of any configured WS-Addressing.  Opt out of WS-ReliableMessaging Opts out of any configured WS-ReliableMessaging.  Accept MTOM/XOP Optimized Messages  When selected, this option modifies message validation to accept messages where base64-encoded binary content was optimized according to the MTOM/XOP specifications. XOP binary-optimization replaces base64-encoded binary data with an xop:Include reference element that references the unencoded binary data located in an attachment.  When disabled, such optimized messages are rejected by validation of the optimized form. Rejection occurs because the schema specifies a simple type that accepts base64-encoded data, such as xs:base64Binary or xs:string, but the message contains an xop:Include element instead. When enabled, an xop:Include element can optionally appear in place of content for any XML Schema simple type that validates base64-encoded binary data. The xop:Include element itself is validated according to the built-in schema in store:///schemas/xop.xsd. This option is enabled by default. User Toggles User Toggles    Strict Disallow message unless it is a match. Validates this part of the message against the WSDL definition. Allows only messages that contain this part and that match the WSDL definition.  Lax Allow message if the WSDL definition is absent. If the definition is present, disallow the message unless it is a match. Validates this part of the message against the WSDL definition. If the message contains this part and the WSDL definition does not define this part, allow the message. If the message contains this part and the WSDL definition defines this part, allow the message only when there is a match.  Skip Disable validation. Disables validation of this part of the message. WSDL Message Part Validation Mode Validation behavior against parts of WSDL messages    service-port-match .* Service Port Match Expression A PCRE to match web service port Specify a PCRE as the match criteria to identify the web services port. When the PCRE matches a Service Port in WSDL, the rewrite rules is applied.  local-endpoint-protocol default   UseFrontProtocol off Local Endpoint Protocol Local Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the local endpoint. The protocol can be different from the one in the WSDL.  local-endpoint-hostname 0.0.0.0   UseFrontProtocol off Local Endpoint Host Host alias or IP address Specify the URL protion of the rewritten web service binding that specifies the host name or IP address. A value of 0.0.0.0 indicates that the Web Service Proxy listens on all of the interfaces. Alternatively, you can specify a Host Alias.  local-endpoint-port 0   UseFrontProtocol off Local Endpoint Port Local Endpoint Port Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  local-endpoint-uri Local Endpoint URI Local Endpoint URI Specify the URL portion of the rewrriten web service binding that specifies the local path. If not specified, uses the value that is specified in the WSDL.    UseFrontProtocol on   Local Endpoint Handler Local Endpoint Handler Select the Front Side Handler to use to determine the IP address, port, and protocol.  off Use Local Endpoint Handler Use Front Protocol Handler Use a Front Side Handler to determine the IP address, port, and protocol for matching WSDL service port. Selecting this mode overrides these values in this rewrite rule.  Local Endpoint WSDL Binding Protocol Local Endpoint WSDL Binding Protocol Specify the WSDL binding protocol to use in the rewritten Web service.  Local Endpoint WSDL Port Name Suffix Local Endpoint WSDL Port Name Suffix Specify a suffix to add to the name of the WSDL port that will be used to represent this service endpoint in the rewritten Web service. If empty, rewrite the original port. The original port can only be rewritten once.    service-port-match .* Service Port Match Expression A PCRE to match web service port Specify a PCRE as the match criteria to identify the web services port. When the PCRE matches a Service Port in WSDL, the rewrite rules is applied.  published-endpoint-protocol Published Endpoint Protocol Published Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the publish endpoint. The protocol can be different from the one in the WSDL.  published-endpoint-hostname Published Endpoint Host Host name or IP address Specify the URL portion of the rewritten web service binding that specifies the host name or IP address.  published-endpoint-port 0 Published Endpoint Port Published Endpoint Port Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  published-endpoint-path Published Endpoint URI Published Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the local path. If not specified, uses the value from the WSDL.    service-port-match .* Service Port Match Expression A PCRE to match web service port Specify a PCRE as the match criteria to identify the web services port. When the PCRE matches a Service Port in WSDL, the rewrite rules is applied.  remote-endpoint-protocol Remote Endpoint Protocol Remote Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the remote endpoint. The protocol can be different from the one in the WSDL.  remote-endpoint-hostname   RemoteEndpointProtocol dpmq dptibems dpwasjms   RemoteEndpointProtocol dpmq dptibems dpwasjms Remote Endpoint Host Host name of IP address Specify the URL portion of the rewritten web service binding that specifies the host name or IP address. If not specified, uses the value from the WSDL.  remote-endpoint-port 0   RemoteEndpointProtocol dpmq dptibems dpwasjms Remote Endpoint Port Port number Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  remote-endpoint-uri Remote Endpoint URI Remote Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the remote path. If not specified, the value from the location attribute of the soap:address element in the WSDL is used. For the IBM MQ, TIBCO EMS, and WebSphere JMS protocols, the URI must specify a RequestQueue parameter. For most web services, the ReplyQueue parameter is required to receive the SOAP response.  remote-mq-qm   RemoteEndpointProtocol dpmq   RemoteEndpointProtocol dpmq IBM MQ IBM MQ Queue Manager Specify the URL portion of the rewritten web service binding that specifies IBM MQ Queue Manager. Required when remote server is IBM MQ.  remote-tibems-server   RemoteEndpointProtocol dptibems   RemoteEndpointProtocol dptibems TIBCO EMS TIBCO EMS Server Specify the URL portion of the rewritten web service binding that specifies TIBCO EMS. Required when remote server is TIBCO EMS.  remote-wasjms-server   RemoteEndpointProtocol dpwasjms   RemoteEndpointProtocol dpwasjms WebSphere JMS WebSpere JMS Server Specify the URL portion of the rewritten web service binding that specifies WebSphere JMS. Required when remote server is WebSphere Application Server.    subscription Subscription The subscription to match against Select the subscription and configure its endpoint.  local-endpoint-protocol default   UseFrontProtocol off Local Endpoint Protocol Local Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the local endpoint. The protocol can be different from the one in the WSDL.  local-endpoint-hostname 0.0.0.0   UseFrontProtocol off Local Endpoint Host Host alias or IP address Specify the URL protion of the rewritten web service binding that specifies the host name or IP address. A value of 0.0.0.0 indicates that the Web Service Proxy listens on all of the interfaces. Alternatively, you can specify a Host Alias.  local-endpoint-port 0   UseFrontProtocol off Local Endpoint Port Local Endpoint Port Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  local-endpoint-uri Local Endpoint URI Local Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the local path. If not specified, uses the value that is specified in the WSDL.    UseFrontProtocol on   Local Endpoint Handler Local Endpoint Handler Select the Front Side Handler to use to determine the IP address, port, and protocol.  off Use Local Endpoint Handler Use Front Protocol Handler Use a Front Side Handler to determine the IP address, port, and protocol for matching WSDL service port. Selecting this mode overrides these values in this rewrite rule.  Local Endpoint WSDL Binding Protocol Local Endpoint WSDL Binding Protocol Specify the WSDL binding protocol to use in the rewritten Web service.  Local Endpoint WSDL Port Name Suffix Local Endpoint WSDL Port Name Suffix Specify a suffix to add to the name of the WSDL port that will be used to represent this service endpoint in the rewritten Web service. If empty, rewrite the original port. The original port can only be rewritten once.    subscription Subscription The subscription to match against Select the subscription and configure its endpoint.  published-endpoint-protocol Published Endpoint Protocol Published Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the publish endpoint. The protocol can be different from the one in the WSDL.  published-endpoint-hostname Published Endpoint Host Host name or IP address Specify the URL portion of the rewritten web service binding that specifies the host name or IP address.  published-endpoint-port 0 Published Endpoint Port Published Endpoint Port Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  published-endpoint-path Published Endpoint URI Published Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the local path. If not specified, uses the value from the WSDL.    subscription Subscription The subscription to match against Select the subscription and configure its endpoint.  remote-endpoint-protocol Remote Endpoint Protocol Remote Endpoint Protocol Select the protocol portion of the rewritten web service binding used by the remote endpoint. The protocol can be different from the one in the WSDL.  remote-endpoint-hostname   RemoteEndpointProtocol dpmq dptibems dpwasjms   RemoteEndpointProtocol dpmq dptibems dpwasjms Remote Endpoint Host Host name of IP address Specify the URL portion of the rewritten rule web service binding that specifies the host name or IP address. If not specified, uses the value from the WSDL.  remote-endpoint-port 0   RemoteEndpointProtocol dpmq dptibems dpwasjms Remote Endpoint Port Port number Specify the URL portion of the rewritten web service binding that specifies the port. If 0, uses the value from the WSDL.  remote-endpoint-uri Remote Endpoint URI Remote Endpoint URI Specify the URL portion of the rewritten web service binding that specifies the remote path. If not specified, the value from the location attribute of the soap:address element in the WSDL is used. For the IBM MQ, TIBCO EMS, and WebSphere JMS protocols, the URI must specify a RequestQueue parameter. For most web services, the ReplyQueue parameter is required to receive the SOAP response.  remote-mq-qm   RemoteEndpointProtocol dpmq   RemoteEndpointProtocol dpmq Remote IBM MQ Queue Manager IBM MQ Queue Manager Specify the URL portion of the rewritten web service binding that specifies IBM MQ Queue Manager. Required when remote server is IBM MQ.  remote-tibems-server   RemoteEndpointProtocol dptibems   RemoteEndpointProtocol dptibems Remote TIBCO EMS TIBCO EMS Server Specify the URL portion of the rewritten web service binding that specifies TIBCO EMS. Required when remote server is TIBCO EMS.  remote-wasjms-server   RemoteEndpointProtocol dpwasjms   RemoteEndpointProtocol dpwasjms Remote WebSphere JMS WebSpere JMS Server Specify the URL portion of the rewritten web service binding that specifies WebSphere JMS. Required when remote server is WebSphere Application Server.    Static Backend The proxy sends all requests to the URL that is defined by the backend URL. The format of the URL determines the protocol that is used for the backend (server) communication.  Dynamic Backend The proxy determines the URL of the backend server dynamically during request processing. The URL determines the protocol that is used for backend communication. Use this mode if any of the handlers is Stateful Raw XML.  Static from WSDL Creates a static backend URL by rewriting the wsdl:service address using the remote endpoint rewrite at configuration and refresh time. Proxy Type Proxy Type    Ignore Disable checking Disables conformance checking.  Warn Log warnings Logs warnings for violations.  Fail Force compliance Forces conformance. Fails if the file contains any violation. WS-I Basic Profile Validation Mode WS-I basic Profile Validation mode    Discard Discards transaction information.  Buffer  Buffers transaction information (records) in case a Web Services Manager connects. Although buffering reduces the loss of records, it consumes more memory. Buffered records are accumulated until a configured limit (records or memory) is reached. After this threshold, new records are dropped. The loss of records will be visible to Web Services Managers that understand the concept.    None Captures no messages.  Faults only (deprecated) Captures only SOAP fault messages.  All Captures all messages.    OneWay  RequestResponse  SolicitResponse  Notification  Unknown    None Captures no messages.  All Captures all messages.  On-Error Captures messages on error or fault.    all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    WSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field. The selected rule will be run only if the component named here would be used in processing the client request.  Match Rule Matching Rule to select the transaction for processing Select an existing Matching Rule.  Stylepolicy Rule A WS-Proxy Processing Rule Select a WS-Proxy Processing Rule to run for matching transactions.    WSDLComponentType subscription   Subscription Subscription Select a subscription. The selected rule will be run for requests that correspond to services that belong to this subscription.  Fragment Identifier Matches Fragment Identifier    Conformance Policy Conformance Policy Conformance Policy  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    ConformancePolicyWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    ConformancePolicyWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier WSDL Operation Conformance Policy Configuration of conformance checking of received messages for a specified web service operation    0x0 Ignored Subjects Ignored Subjects Ignored Subjects  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    PolicySubjectOptOutWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    PolicySubjectOptOutWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier Policy Subject Opt Out Ignore a policy subject for a WSDL component    Reliable Messaging Options Reliable Messaging Options Reliable Messaging Options  exactly-once Reliable Messaging Delivery Assurance Type Reliable Messaging Delivery Assurance Type Reliable Messaging  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    ReliableMessagingWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    ReliableMessagingWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier WSDL Operation Reliable Messaging Control reliable messaging properties for a specified web service operation    normal Service Priority Service Priority Service Priority  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    SchedulerPriorityWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    SchedulerPriorityWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier WSDL Operation Scheduler Priority Control the scheduling priority and resource allocation for a specified web service operation    Registered The operation is registered.  Unregistered The operation is not registered.  Error An error prevented the operation from being registered. Operation Status    Parameters Parameterse Reference to policy parameter object.  all WSDL Component Type Type of WSDL component Select a type of WSDL Component. The default is All.    PolicyParamWSDLComponentType subscription WSDL Component Value The name of the WSDL Component Enter the name of a WSDL-defined component of the type selected in the WSDL Component Type field.    PolicyParamWSDLComponentType subscription   Subscription Subscription Select a subscription.  Fragment Identifier Matches Fragment Identifier WSDL Policy Parameters Associates policy parameters to a wsdl component    url    Default Uses the protocol from the WSDL definition.  HTTP Sets the protocol portion of the binding to http.  HTTPS Sets the protocol portion of the binding to https. WS Binding Protocol Type Protocol type for the WS Binding    Default Uses the protocol from the WSDL definition.  HTTP Sets the protocol portion of the binding to http.  HTTPS Sets the protocol portion of the binding to https.  DPMQ Sets the protocol portion of the binding to IBM MQ.  IBM MQ Sets the protocol portion of the binding to dynamic IBM MQ.  DPTIBEMS Sets the protocol portion of the binding to TIBCO EMS.  TIBEMS Sets the protocol portion of the binding to dynamic TIBCO EMS.  DPWASJMS Sets the protocol portion of the binding to WebSphere JMS. WS Remote Binding Protocol Type Protocol type for the remote WS Binding    Reliable Messaging is optional  RM Sequence must be bound to underlying transport-level security protocol  RM messages must be delivered in the same order as they have been sent by the source  Response messages require RM Sequence headers Reliable Messaging Options Reliable Messaging Options Selections    Message must be delivered exactly once Message must be delivered exactly once Reliable Messaging policy delivery assurance type Reliable Messaging policy delivery assurance type    Saved Search Subscription WSRR saved search subscription Specify a WSRR saved search subscription  Policy Attachment WS-Policy attachment Specify a WS-Policy attachment    Okay Most recent synchronization succeeded  Error An error occurred during synchronization  Synchronizing Synchronization is in progress WSRR subscription status WSRR subscription status    WSDL Document The resource is a single WSDL file.  Concept The resource is a concept that is created and maintained by an WSRR administrator. A concept is a package for metadata and can contain one or more WSDL files. In addition to WSDL files, a concept can contain associated files such as XSD schemas and XML files.     Service Version The resource is a service version. A service version is an object in WSRR that describes a specific version of a service. WSRR Subscription Type    Manual Manually synchronize. Use the Synchronize action located on the WSRR Saved Search Subscription object configuration screen.  Poll Poll the registry for updates. Refreshes the subscription by regularly scheduled WSRR queries that request the latest resource version.  Automatic  Automatically update subscription based on changes to registry server.  Attention: When subscriptions are set to automatic notifications, you must configure the local address of the XML management interface to listen on a specific IP address. When the interface listens on a host alias or 
                         0.0.0.0
                        , the configuration of the subscription is marked down. Synchronization Method    Subscription Select WSRR subscription Select WSRR subscription  Policy Attachment Select WS-Policy attachment Select WS-Policy attachment    Use Key Derivation if a SCT Token is Available   Derive a Key from an Existing DKT Token   Derive a Key from an Encrypted Ephemeral Key   No WS-SecureConversation Key Derivation   Derive a Key from a WS-Security Kerberos Token   Derive a Key from an EncryptedKeySHA1   Use the Symmetric SAML HoK Token from the Recipient  Symmetric Key Derivation Type Type of the WS-SC Key Derivation If the crypto action instead needs a symmetric key, configure it here. The symmetric key will use WS-SecureConversation Key Derivation mechanism, it will generate a wsc:DerivedKeyToken (DKT).    Use WS-Trust client entropy   Authenticated with Kerberos session key   Decrypt the encrypted key from message   Use static shared secret configuration   Generate a random key  Source of shared secret to initialize security context Where to get the shared secret to initialize the WS-Trust or WS-SecureConversation security context.    Message Only  Attachments Only  Message and Attachments    wsu:Id  xml:id WS-Sec ID Reference Type  Select how to generate the ID type for a new element node. The WS-Security specification allows the message sender to use xml:id or wsu:Id to identify an element and reference it locally by a # and the ID value; for example, #foo-id. The generated ID type impacts the TimeStamp, SecurityToken, SecurityTokenReference, or elements that were specifically introduced by the OASIS WS-Security standards. The XML Signature and XML Encryption elements should always use their local Id attributes. The default is wsu:Id (for backward compatibility).    Message and Attachments   Attachments Only      Security Context Identifier Security Context Identifier  Start Time Start Time  Expiry Expiry seconds    Always Always Incldue Token The token must be included in all messages sent between the initiator and recipient. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Always.  Always To Recipient Always Include Token In Recpient Messages The token must be included in all messages sent from the intiator to the recipient; it must not appear in response messages sent by the recipient. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/AlwaysToRecipient.  Always To Initiator Always Include Token In Initiator Messages The token must be included in all messages sent from the recipient to the intiator; it must not appear in response messages sent by the initiator. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/AlwaysToInitiator.  Once Include Token Once The token must be included in only one message sent from the message exchange initiator to the recipient. Subsequent messages should use an external reference to refer to the token. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Once.  Never Never Include Token The token must not be included in any messages; instead, external references should be used instead. This WS-SecurityPolicy assertion attribute is identified by the URI http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Never.    Strict Strict message layout required Any tokens in the SOAP message must occur before they are used. For example, a local (found in the message) signing token must occur before any signature(s) that use it, and a local encryption token must occur before any encrypted elements that use it. Also, any token serving as the source of a derived key token must occur before the derived key token.  Lax Lax message layout allowed Any order of tokens that conform to WS-Security: SOAP message security is allowed.  Lax - Timestamp First Lax with initial timestamp As with the Lax layout option, with the exception that the first item in the security header must be a WS-Security timestamp element. This message layout option requires that the Timestamp property is set to "true" (i.e., the <IncludeTimestamp> element is present in the security policy alternative).  Lax - Timestamp Last Lax with timestamp at end As with the Lax layout option, with the exception that the last item in the security header must be a WS-Security timestamp element. This message layout option requires that the Timestamp property is set to "true" (i.e., the <IncludeTimestamp> element is present in the security policy alternative).    operation all Operation Name Name of the operation to monitor Select the name of the operation, as defined in the WSDL file, to monitor. The current implementation supports only the default value. The default is All.  target Target to Monitor The target activity to monitor Select the target activity to monitor. Define an operation for each activity to monitor.  severity Threshold Level The action-threshold point  Select the action threshold and define its value. For example as transactions rates increase, you could define low and high thresholds. If the low threshold is defined at 100 transactions per second and that limit is reached, some action can be taken. Then if the high threshold is defined at 300 transactions per second and that limit is reached, another action can be taken.  threshold Threshold Value The threshold value required to trigger an action per second Specify the threshold value that is required to trigger the action. The value is the count per second.  action Threshold Action Action to take when the threshold is reached Select the action to take when the threshold is reached. Web Service Service Level Monitor Operation    Cancel Cancel Binding The WS-Trust cancel binidng, as identified by the URI http://docs.oasis-open.org/ws-sx/ws-trust/200512/Cancel.  Amend Amend Binding The WS-SecureConversation amend binding, as identified by the URI http://docs.oasis-open.org/ws-sx/ws-trust/200512/RST/SCT/Amend. Note that this binding applies only to WS-SecureConversation security context tokens.  Renewal Renewal Binding The WS-Trust renewal binding, as identified by the URI http://docs.oasis-open.org/ws-sx/ws-trust/200512/Renew.    Text The actual password for the username, the password hash, or the derived password.  Digest The digest of the password. as specified in the "Web Services Security UsernameToken Profile 1.0" specification. WS-Security UsernameToken password type The type of password in the UsernameToken.    WSDL file WSDL file name or "*" to match all files. This is the local name of the WSDL file, as defined on the WSDL tab.  Service Matches wsdl:service/@name using the format {serviceNamespace}/name. Enter "*" to match all bindings.  Port Matches wsdl:service/wsdl:port/@name using the format {serviceNamespace}/name. Enter "*" to match all ports.  PortType Matches wsdl:portType/@name using the format {portTypeNamespace}name. Enter "*" to match all bindings.  Binding Matches wsdl:binding/@name using the format {bindingNamespace}name. Enter "*" to match all bindings.  Operation Matches wsdl:binding/operation/@name using the format {bindingNamespace}name or wsdl:service/wsdl:port when formatted {serviceNamespace}port-name/operation-name. Enter "*" to match all operations.  0x7 Policy Toggles Policy Toggles Select the policy (availability and behavior) of the component made available by the Web Service Proxy. The established policy cascade (applies to all components that are contained by the current component).  Subscription Matches all of the services obtained via the selected subscription. The selection may be further narrowed by configuring matches against specific wsdl components.  use-fragid off Use Fragment ID Enable or disable the use of Fragment ID Toggle to enable or disable the use of Fragment ID  Fragment Identifier Matches Fragment Identifier    WSDL1.1  WSDL2.0    First Applicable First unambiguous evaluation results in final evaluation Evaluates each policy in the order that it appears in the XACML Policy Set. For an individual Policy or PolicySet element, if the target (resource) evaluates to "TRUE" and the policy conditions evaluate unambiguously to "Permit" or "Deny", the policy combination evaluates to the effect of that individual policy. If the target evaluates to "FALSE" or the policy conditions are determined to be "Not Applicable", the policy combination evaluates to "Not Applicable".  Deny Overrides Any "Deny" evaluation results in a final "Deny" evaluation Evaluates each policy in the order that it appears in the XACML Policy Set. If any Policy or PolicySet element evaluates to "Deny", the policy combination evaluates immediately to "Deny". In other words, a single "Deny" takes precedence over other policy evaluations. If all policies are determined to be "Not Applicable", the policy combination evaluates to "NotApplicable".  Permit Overrides Any "Permit" evaluation results in a final "Permit" evaluation Evaluates each policy in the order that it appears in the XACML Policy Set. If any Policy or PolicySet element evaluates to "Permit", the policy combination evaluates immediately to "Permit". In other words, a single "Permit" takes precedence over other policy evaluations. If all policies are determined to be "Not Applicable", the policy combination evaluates to "Not Applicable".  Only One Applicable Evaluate all policies to render a final evaluation Evaluates each policy in the order that it appears in the XACML Policy Set. Unlike the other combining algorithms, this algorithm evaluates all policies in the Policy Set to render a final evaluation. If no policy is considered applicable after evaluating all policies, the policy combination evaluates to "Not Applicable". If more than one policy is considered applicable after evaluating all policies, the policy combination evaluates to "Indeterminate". If only one single policy is considered applicable after evaluating all policies, the policy combination evaluates to the result of that single policy. XACML Combining Algorithm    Base PEP   If the decision is "Permit", the client is authorized (the PEP permits access). If the "Permit" response is accompanied by obligations, the client is authorized only if the AAA Policy, acting as the PEP, can understand and discharge the obligations. If the decision is "Deny", the client is rejected (the PEP denies access). If the "Deny" response is accompanied by obligations, the client is rejected only if the AAA Policy, acting as the PEP, can understand and discharge the obligations. If the decision is "Not Applicable", the behavior is undefined. If the decision is "Indeterminate", the behavior is undefined.  Deny-biased PEP   If the decision is "Permit", the client is authorized (the PEP permits access). If the "Permit" response is accompanied by obligations, the client is authorized only if the AAA Policy, acting as the PEP, can understand and discharge the obligations. For all other decisions, the client is rejected (the PEP denies access).  Permit-biased PEP   If the decision is "Deny", the client is rejected (the PEP denies access). If the "Deny" "Deny" response is accompanied by obligations, the client is rejected only if the AAA Policy, acting as the PEP, can understand and discharge the obligations. For all other decisions, the client is authorized (the PEP permits access). XACML PEP type    2.0  1.0 XACML version The version to use for XACML messages.    XML Format is XML >The XML option specifies that the relevant data, either an input or output to this transform action, is in XML format. It must be well-formed XML, and can be parsed as XML, but will not be understood according to a XML Schema by this transform action.  DFDL Format is DFDL The DFDL option specifies that the relevant data, either an input or output to this transform action, has a format that is specified by a DFDL Schema. Types should be understood per the DFDL Schema. A DFDL Schema must be specified.  XSD Format is XSD The XSD option specifies that the relevant data, either an input or output to this transform action, has a format that is XML as specified by a W3C XML Schema. Types should be understood per the XML Schema. An XML Schema must be specified.  JSON Format is JSON The JSON option specifies that the relevant data, either an input or output to this transform action, is in JSON format. It must be well-formed JSON, and can be parsed as JSON, but will not be type assessed. Input Language Binary input specification language Specify the input language for the transformation. If the relevant data is a parsed XML or JSON tree, the transformation accepts it regardless of its language.    Default Format Defaults based on the transformation The Default option specifies that the output to this transform action, has a format that will default based on the transformation. It is allowed only on output, not for input.  DFDL Format is DFDL The DFDL option specifies that the relevant data, either an input or output to this transform action, has a format that is specified by a DFDL Schema. Types should be understood per the DFDL Schema. A DFDL Schema must be specified. Output Language Binary output specification language Specify the output language for the transformation.    None (Identity) No additional transformation is specified Input and output mappings may be specified but no additional transformation is applicable.  XQuery Format is XQuery The XQuery option specifies that the transform is specified as an XQuery file. Transform Language Transform specification language Specify the transformation language.    badgerfish Indicates that 
                     BadgerFish
                    convention is used. In this situation, the whitespace text node in the XML input is preserved in the JSON output only when it does not have element node siblings.  API Connect V5 compatibility Indicates that 
                     BadgerFish
                    convention is also used. But special conversion rules apply to achieve compatibility with IBM API Connect Version 5.0. The whitespace text node in the XML input is preserved in the JSON output if the following conditions are met. Otherwise, the whitespace text node is stripped. 
                      An ancestor element of the text node has the 
                         xml:space
                        attribute with the 
                         preserve
                        value. No nearer ancestor element of the text node has the 
                         xml:space
                        attribute with the 
                         default
                        value. XML to JSON Conversion Type The conversion type for converting XML input to JSON output    Embedded Embedded The XML accelerator is embedded in the firmware. XML accelerator type XML accelerator type XML accelerator type    SOAP management URI SOAP management URI Enable processing of messages from any (*) URI for older applications. An example is an application that posts SOAP management requests to '/'.  SOAP configuration management SOAP configuration management Enable support for SOAP configuration management. The URI is /service/mgmt/current.  SOAP configuration management (v2004) Enable support for the older SOAP management format. The URI is /service/mgmt/2004.  AMP endpoint Appliance management protocol endpoint  Expose AMP endpoints. Use the URI for the wanted version.  /service/mgmt/amp/3.0 /service/mgmt/amp/2.0 /service/mgmt/amp/1.0  SLM endpoint Service level management endpoint Expose the management endpoint that supports the SLM protocol. The URI is /service/slm/datashare/1.0. This protocol manages SLM data among appliances and is not a public web service.  WS-Management endpoint Web service management endpoint Expose the management endpoint that supports the WS-Management family of protocols. The URI is /service/ws-management.  WSDM endpoint WSDM management endpoint Expose the management endpoint that supports the WSDM 1.0 family of protocols. The URI is /service/wsdm10  UDDI subscription (deprecated) UDDI subscription endpoint  The UDDI subscription is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) subscription. Expose the service endpoint that is the UDDI subscription listener web service. This service endpoint must be configured in the UDDI registry as the service endpoint of the subscription. Multiple subscriptions can use this endpoint. This endpoint processes subscription updates for all domains. The URI is /service/uddi-subscription.  WSRR subscription WSRR subscription endpoint  Exposes the service endpoint that is a WebSphere Service Registry and Repository listener web service. When exposed, a subscription receives a notification of changes to a subscribed resource in the WebSphere Service Registry and Repository server. Expose this service endpoint when a subscription uses automatic synchronization. Multiple subscriptions can use this endpoint. This endpoint processes subscription updates for all domains. The URI is /service/wsrr-subscription.  Attention: When you enable this service endpoint and subscriptions are set to automatic notifications, you must configure the local address of the XML management interface to listen on a specific IP address. When the interface listens on a host alias or 
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                        , the configuration of these subscriptions are marked down.    SOAP The traffic is XML formatted in accordance with the SOAP schema standards. The service validates the message against SOAP schemas that are currently in use.  XML The traffic is formatted in XML. The service validates the message against XML schemas that are currently in use.  Pass through The traffic is passed unaltered.  Non-XML The traffic can be any format. However, for traffic that is flat file text or binary, you must use this option. The service passes the contents of the message unaltered. Document processing will not operate directly on the message content, but actions that authenticate and authorize access, set a destination, or attach variables to the context can be performed.  JSON The traffic is formatted in JavaScript Object Notation (JSON). The service validates the message as well-formed JSON, and the message is made available both as JSON and as JSONx. Document processing can operate on the JSON message content with JSON schema validation, XQuery transformations with JSONiq Extensions, or GatewayScript, and can access the __JSONASJSONX context to process JSONx. Actions can authenticate and authorize access, set a destination, or attach variables to the context. XML Firewall Request-Response Type XML Firewall Request-Response Type    SOAP The traffic is XML formatted in accordance with the SOAP schema standards. The service validates the message against SOAP schemas that are currently in use.  XML The traffic is formatted in XML. The service validates the message against XML schemas that are currently in use.  Pass through The traffic is passed unaltered.  Non-XML The traffic can be any format. However, for traffic that is flat file text or binary, you must use this option. The service passes the contents of the message unaltered. Document processing will not operate directly on the message content, but actions that authenticate and authorize access, set a destination, or attach variables to the context can be performed. XML Firewall Request-Response Type XML Firewall Request-Response Type    SOAP The traffic is XML formatted in accordance with the SOAP schema standards. The service validates the message against SOAP schemas that are currently in use. WebService Proxy Request-Response Type WebService Proxy Request-Response Type    XML Specify the XML schema for validation.  WSDL Specify the WSDL schema for validation. XML Schema Type The type of XML schema to specify    None Disable Disables the file capture trace utility.  All Capture all traffic Enables the file capture trace utility and provides a trace of all device traffic.  Errors Capture failures only Enables the file capture trace utility and provides a trace for failed transactions. XML Tracing Mode XML Tracing Mode    XSD Validate the entire message against the XML schema.  SOAP Body Validate only the body of a SOAP message against the XML schema. XML Validation Mode The type of XML validation to perform    XPath Expression An XPath Expression  The XPath expression applied to submitted documents. This expression evaluates to true or false. If the expression points to a particular node and that node is present in the submitted document, the expression evaluates to true. This expression cannot exceed 330 characters. Use the Namespace Mapping tab to establish mapping that then allow the use of qualified names in the XPath expression, shortening the expression.  Remote Host Host name or IP address Specify the host name or IP address to which matching documents should be routed.  Remote Port Port number Specify the port to which matching documents should be routed.  off TLS Whether to connect with TLS Specify whether the connection to the target destination uses TLS communications. The default is off. When set to on, the DataPower Gateway uses the TLS profile that is specified at the service level to establish TLS communications to the destination host. XPath routing rules    Static Backend    Loopback Proxy    Strict Proxy    Dynamic Backend   Type Type    XSLT 1.0  XSLT 1.0 (IT23272)  XSLT 2.0  Stylesheet-Specified As specified by each stylesheet    url URL reference Specifies the URL of a resource with one or more properties for the dynamic object Specifies a URL to a file that contains serialized XML or JSON properties to be merged into the dynamic object. These properties override any existing literal or default properties. The URL can contain variable references, and fields within the associated file can also contain variable references.  literal Literal configuration Specifies a literal configuration string with one or more properties for the dynamic object Specifies a literal string that defines serialized XML or JSON properties for merging into the dynamic object. These properties override the existing default properties. The literal string can contain variable references.  default Object reference Specifies an existing object with default property values for the dynamic object Specifies an existing object from which to retrieve default property values for the dynamic object. If an object is not specified, then the URL reference, the literal configuration, or the combination of URL reference and literal configuration fully define the action.    url URL reference Specifies the URL of a resource with one or more properties for the dynamic object Specifies a URL to a file that contains serialized XML or JSON properties to be merged into the dynamic object. These properties override any existing literal or default properties. The URL can contain variable references, and fields within the associated file can also contain variable references.  literal Literal configuration Specifies a literal configuration string with one or more properties for the dynamic object Specifies a literal string that defines serialized XML or JSON properties for merging into the dynamic object. These properties override the existing default properties. The literal string can contain variable references.  default Object reference Specifies an existing object with default property values for the dynamic object Specifies an existing object from which to retrieve default property values for the dynamic object. If an object is not specified, then the URL reference, the literal configuration, or the combination of URL reference and literal configuration fully define the action.    url URL reference Specifies the URL of a resource with one or more properties for the dynamic object Specifies a URL to a file that contains serialized XML or JSON properties to be merged into the dynamic object. These properties override any existing literal or default properties. The URL can contain variable references, and fields within the associated file can also contain variable references.  literal Literal configuration Specifies a literal configuration string with one or more properties for the dynamic object Specifies a literal string that defines serialized XML or JSON properties for merging into the dynamic object. These properties override the existing default properties. The literal string can contain variable references.  default Object reference Specifies an existing object with default property values for the dynamic object Specifies an existing object from which to retrieve default property values for the dynamic object. If an object is not specified, then the URL reference, the literal configuration, or the combination of URL reference and literal configuration fully define the action.    configuration   admin-state enabled Administrative state Set the administrative state of this configuration.  The administrative state of the configuration.  To make active, set to enabled. To make inactive, set to disabled.  Set the administrative state of the configuration.  To make active, set the check box. To make inactive, clear the check box. Enable administrative state    configuration   xml/aaapolicy aaapolicy aaapolicy IDG   summary Comments Brief summary for user annotation.  authorized-counter Authorized counter Monitor for authorized messages. The count monitor should be configured with an XPath as the measure.  rejected-counter Rejected counter Monitor for rejected messages. The count monitor should be configured with an XPath as the measure.  namespace-mapping Namespace mapping Map namespaces to Namespace URIs. Establishes namespace mappings for namespaces that might be encountered in requests. A mapping is a prefix and URI.  extract-identity Identity extraction How to extract identity information. Select a method to extract the identity claimed or asserted in the service request.  authenticate Authentication How to authenticate the identity. Select a method to authenticate the extracted identity.  map-credentials Credential mapping How to map credentials to what can be used for authorization.  extract-resource Resource extraction How to extract resource information.  map-resource Resource mapping How to map resources to what can be used for authorization.  authorize Authorization How to grant or deny a request.  post-process Postprocessing Which postprocessing activities to perform.  saml-attribute SAML attributes Namespace URI, local name, and expected value of SAML attributes.  ltpa-attribute LTPA user attributes User attribute name-value pairs encoded in the generated LTPA token.  transaction-priority Transaction priority Transaction priority.  saml-valcred SAML signature validation credentials SAML signature validation credentials.  saml-sign-key SAML message signing key SAML message signing key.  saml-sign-cert SAML message signing certificate SAML message signing certificate.  saml-sign-hash SAML signing message digest algorithm The hash algorithm used for SAML signing message.  saml-sign-alg SAML message signing algorithm Algorithm to sign SAML messages. Select the algorithm to sign SAML messages. rsa and dsa are supported by older releases. rsa is same as rsa-sha1. dsa is same as dsa-sha1.  sslproxy TLS proxy profile The TLS proxy profile for securing the communication with external SAML entities. The TLS proxy profile references the required cryptographic configurations for the secure connection with external SAML entities. Select an TLS proxy profile for securing the communication with external SAML entities. The TLS proxy profile references the required cryptographic configurations for the secure connection.  ldap-suffix  LDAP suffix LDAP suffix. The string to added to the username (separated by a comma) to form a distinguished name (DN) for LDAP authentication. For example, if the string value is "O=example.com" and the username is "Bob", the LDAP DN is "CN=Bob,O=example.com".  log-allowed on Log allowed Log allowed AAA attempts. Determines whether to log messages about allowed AAA attempts.  log-allowed-level info   LogAllowed on   Log allowed level Level to log allowed AAA attempts. The level to log messages about allowed AAA attempts.  log-rejected on Log rejected Log rejected AAA attempts. Determines whether to log messages about rejected AAA attempts.  log-rejected-level warn   LogRejected on   Log rejected level Level to log rejected Level. The level to log messages about rejected AAA attempts.  wstrust-encrypt-key WS-Trust encryption recipient certificate Certificate that corresponds to the key that encrypts a WS-Trust secret. When generating a WS-Trust token associated with a secret key (such as a WS-SecureConversation token), use this key to encrypt the initial secret.  saml-artifact-mapping  local store SAML Artifact mapping file File that contains the SAML Artifact mapping. The file that contains a mapping of SAML Artifact source IDs to artifact retrieval endpoints. This file is required only if artifacts are retrieved from multiple endpoints and the source ID for these endpoints are encoded in the artifact itself, as per the SAML specification. If there is only one artifact retrieval URL, it can be specified by the SAML Artifact responder URL in the authentication phase.  ping-identity-compatibility off PingIdentity compatibility PingIdentity compatibility. Enable PingIdentity compatibility when using SAML for authentication or authorization.  saml2-metadata  local store SAML 2.0 metadata file File that contains SAML 2.0 metadata. The file that contains metadata used in SAML 2.0 protocol message exchanges. This metadata is used to identify Identity Provider endpoints and certificates needed to secure SAML 2.0 message exchanges. This file must have a <md:EntitiesDescriptor> top-level element, with one or more <EntityDescriptor> child elements (one per Identity Provider).  dos-valve 1 1000 3 DoS flooding attack valve Value to filter out denial-of-service (DoS) attacks. Set the maximum times of same XML processing that AAA policy allows for each user request. The AAA policy assumes that more than this value of the same processing is caused by potential DoS flooding attacks. The AAA policy limits the number of times to process the same request. These processes can include encryption, decryption, message signing, or signature verification. Currently, only identity extraction with subject DN from certificate in message signature and authorization with signer certificate for digitally signed messages support this setting. These methods designate the number of signatures or signing reference URIs. 
                                     The default value is 3. This value means that the AAA policy processes only the first 3 signature and each signature can contain up to 3 reference URIs. Additional signatures or reference URIs are ignored.  ldap-version v2 LDAP version Version of the LDAP protocol for bind. Select the LDAP protocol version to use for the bind operation. The default value is v2.  enforce-actor-role on Enforce actor or role for WS-Security message Enforce the S11::actor or S12:role when the message is a WS-Security message. Most of the times a WS-Security message has an S11:actor or S12:role attribute for its wsse:Security header, we can enforce those attributes when AAA tries to utilize wsse:Security header, for example, there should be only one wsse:Security element having same actor/role, and AAA should only process the wsse:Security header for the designated Actor/Role Identifier. This setting takes effect for all AAA steps except postprocessing, which generally generate new message for next SOAP node. The default value for this setting is 'on', enabling SOAP actor/role enforcement.  actor-role-id    EnforceSOAPActor off WS-Security actor or role identifier The assumed S11:actor or S12:role identifier that the AAA policy act as. If specified, the AAA policy acts as the assumed actor or role when it consumes the wsse:Security headers. This setting takes effect only when the AAA policy tries to process the incoming WS-Security message before making an authorization decision. Postprocessing does not use this setting. Postprocessing uses its own setting in generating WS-Security messages for the next SOAP node. Some well-known values are as follows: 
                                       http://schemas.xmlsoap.org/soap/actor/next Every one, including the intermediary and ultimate receiver, receives the message should be able to processing the Security header.  http://www.w3.org/2003/05/soap-envelope/role/none No one should process the Security Header.  http://www.w3.org/2003/05/soap-envelope/role/next Every one, including the intermediary and ultimate receiver, receives the message should be able to processing the Security header.  http://www.w3.org/2003/05/soap-envelope/role/ultimateReceiver The message ultimate receiver can process the Security header. This is the default value if such setting is not configured.  <blank or empty string> The empty string "" (without quotes) indicates that no "actor/role" identifier is configured. if there is no actor/role setting configured, the ultimateReceiver is assumed when processing the message, and no actor/role attribute will be added when generating the WS-Security header. There should not be more than one Security headers omitting the actor/role identifier.  USE_MESSAGE_BASE_URI The value "USE_MESSAGE_BASE_URI" without quotes indicates that the actor/role identifier will be the base URL of the message, if the SOAP message is transported using HTTP, the base URI is the Request-URI of the http request.  any other customized string You can input any string to identify the actor or role of the Security header. The default value is a blank value.  au-sm-http-header   AUSMHeaderFlow frontend backend frontend+backend HTTP headers HTTP headers of interest from CA Single Sign-on responses to include in responses or requests if configured Specifies the HTTP headers from CA Single Sign-On responses. When specified, these headers are included into the request or response headers based on the setting of the CA Single Sign-on header flow.  az-sm-http-header   AZSMHeaderFlow frontend backend frontend+backend HTTP headers HTTP headers of interest from CA Single Sign-on responses to include in responses or requests if configured Specifies the HTTP headers from CA Single Sign-On responses. When specified, these headers are included into the request or response headers based on the setting of the CA Single Sign-on header flow.  dyn-config none Dynamic configuration type How to obtain the AAA policy configuration dynamically Specifies how to obtain the AAA policy configuration dynamically. Dynamic configuration enables users to configure AAA policy at run time. When enabled, the configuration of AAA is determined dynamically based on the template AAA policy and the parameters that the dynamic configuration custom URL returns.  external-aaa-template   DynConfig external-aaa   External AAA policy template The external AAA policy to use as the template Specifies an external AAA policy to use as the template. When specified, it overwrites the configuration of the current AAA policy.  dyn-config-custom-url    DynConfig current-aaa  DynConfig external-aaa   Dynamic configuration custom URL The location of the custom stylesheet or GatewayScript file  Specifies the location of the custom stylesheet or GatewayScript file where to obtain the AAA policy configuration. The obtained configuration overwrites the configuration that is defined in the template AAA policy. In the custom stylesheet or GatewayScript file, it is recommended that you modify only those properties to be dynamically overwritten in the template AAA policy. See the 
                                         ModifyAAAPolicy
                                        element in the store:///xml-mgmt.xsd schema to construct a schema-compliant AAA configuration. For the nodeset that the custom URL is expected to return and a sample stylesheet, see the topic in IBM Knowledge Center.                           Main     Identity extraction    Authentication   Credential mapping   Resource extraction   Resource mapping    Authorization   Postprocessing     Flush cache AAA Policy A description of the policy for doing authentication and authorization. An AAA policy establishes the configuration to support the authentication and authorization of users requesting resources from the back-end servers. An AAA policy consists of the following components. 
                               Identity extraction One of many methods that discovers which identity is asserted in the service request. This processing phase answers the question, "What is your name?"  Authentication One of many methods that authenticates the asserted identity. Methods include communication with external authorities, such as an LDAP server. The identity is accepted as authentic or rejected. When authenticated successfully, the identity is used as a credential.  Resource extraction One of many methods that discovers which resource service is requested (such as query an account or perform an update) This processing phase answers the question, "What do you want to do?"  Credential mapping While an identity can be authenticated by one authority as valid, this identity or credential might not be known to the authority that authorizes the requested resource. This processing phase allows the mapping of credentials from one form to another for interoperability between systems.  Resource mapping While a resource can be identified from the service request, this resource name might not be known to the authority that authorizes use of the requested resource. This processing phase allows the mapping of resource names from one form to another for interoperability between systems.  Authorization The combination of the authenticated and possibly remapped credential with the requested and possibly remapped resource are submitted to an authority for authorization. That authority could reside elsewhere on the network. The request for service is accepted or rejected.  Postprocessing Additional processing to perform after authorization, such as the generation of a WS-Trust token or SAML assertion.  config/domain domain domain IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  base-dir HIDDEN - Base Directory HIDDEN - Domain Base Directory HIDDEN - Specifies the local directories of the application domain.  config:///   ConfigMode local Configuration directory Domain Configuration File Directory Indicates where the configuration file for this domain is stored. Note this property is read-only here. It is configured in the domain settings of the domain.  config-file HIDDEN - Config File HIDDEN - Domain Configuration File HIDDEN - Specifies the configuration file for the domain.  visible-domain default Visible application domains Manage which application domains have their local: directory visible to this application domain.  Which application domains have their 
                                         local:
                                        directory visible to this application domain. References to visible application domains are explicit, not bidirectional. If application domain 
                                         domainB
                                        is made visible to application domain 
                                         domainA
                                        , the following conditions apply.  Application domain 
                                             domainA
                                            has read-only access to the 
                                             local:
                                            directory of application domain 
                                             domainB
                                            . Application domain 
                                             domainB
                                            cannot see application domain 
                                             domainA
                                            . In this case, you cannot make application domain 
                                         domainA
                                        visible to application domain 
                                         domainB
                                        . References to visible application domains cannot be circular.  Set which application domains have their 
                                         local:
                                        directory visible to this application domain. References to visible application domains are explicit, not bidirectional. References to visible application domains cannot be circular.  domain-user   DEPRECATED -CLI User Access DEPRECATED -Domain CLI User Access DEPRECATED -Specifies a set of CLI users having access to this domain. These users can log into this domain through the CLI. This setting can be superceded by an existing Access Policy of the user.  url-permissions HIDDEN - Allowed URL Protocols HIDDEN - URL Protocol Permissions HIDDEN - Specifies allowed URL protocol types in domain.  file-permissions File permission to the local: directory Set which file permissions to apply to the local: directory.  Which file permissions to apply to the 
                                         local:
                                        directory. When access permissions are defined in this configuration and with role-based management, users are granted the lesser privilege.  file-monitoring File-monitoring of the local: directory Set which types of events to generate when files are added to or deleted from the local: directory.  Which types of events to generate when files are added to or deleted from the 
                                         local:
                                        directory.  config-mode local Configuration mode Indicate whether the configuration file is local or remote. Whether the configuration file is local or remote.  import-url   ConfigMode import   Import URL Set the URL of the configuration file on the remote server. The URL of the configuration file on the remote server.  import-format ZIP   ConfigMode import   Import format Set the format of the remote configuration file. The format of the remote configuration file.  deployment-policy   ConfigMode import Deployment policy Set the deployment policy to preprocess the remote configuration file during import. The deployment policy to preprocess the remote configuration file during import.  deployment-policy-variables   ConfigMode import Deployment policy variables Set the collection of name-value pairs to replace variables in the deployment policy during import. The collection of name-value pairs to replace variables in the deployment policy during import.  local-ip-rewrite on   ConfigMode import   Rewrite local IP addresses Indicate whether to rewrite local IP addresses during import.  Whether to rewrite local IP addresses during import. When enabled, local IP addresses in the import package are rewritten to match the local IP address on the DataPower Gateway. In other words, a service that binds to 
                                         eth10
                                        in the import package is rewritten to bind to the local IP address of 
                                         eth10
                                        on the DataPower Gateway.  Indicate whether to rewrite local IP addresses during import. When enabled, local IP addresses in the import package are rewritten to match the local IP address on the DataPower Gateway. In other words, a service that binds to 
                                         eth10
                                        in the import package is rewritten to bind to the local IP address of 
                                         eth10
                                        on the DataPower Gateway.  maxchkpoints 1 5 3 Configuration checkpoint limit Enter the maximum number of configuration checkpoints to support. The maximum number of configuration checkpoints to support.  config-permissions-mode scope-domain Configuration permissions mode Security context in which configuration files are run in the domain Specifies the the security context for the configuration files that are run in the domain.  config-permissions-profile   ConfigPermissionsMode global-profile   ConfigPermissionsMode global-profile Global permissions profile Access profile that defines permissions for all configuration files run in the domain When the configuration permissions mode is global access profile mode, specify a access profile that applies globally to all configuration files that are run in the domain.               Configuration       Quiesce state               Application Domain  An application domain contains the resources that support DataPower services. A DataPower supports multiple application domains. Application domains can share read access to files in their 
                                 local:
                                directory. All application domains share the contents of the 
                                 store:
                                directory. After a user logs in to an application domain, everything the user does applies to only that application domain. Except for the 
                                 default
                                application domain, all application domains can be restarted independently. For the 
                                 default
                                application domain, you must restart the DataPower Gateway. When an application domain or the DataPower Gateway is restarted, the persisted configuration is used. The persisted configuration can differ from the running configuration. The configuration of an application domain can be locally stored or can be retrieved from a remote server. The use of a remote configuration file enables centralized management of application domains.  access/ldap-search-parameters ldap-search-parameters configuration   summary Comments Brief summary for user annotation.  base-dn LDAP Base DN LDAP base distinguished name  The base distinguished name to begin the search. This value identifies the entry level of the tree used by the  LDAP Scope property.  returned-attribute dn LDAP Returned Attribute The LDAP attribute to be returned The attribute name whose value will be returned for each entry that matches the search filter. The default is dn.  filter-prefix LDAP Filter Prefix The LDAP search filter prefix  Specifies the prefix of the LDAP filter expression. An LDAP filter expression is composed by 
                                         prefix + user name + suffix
                                        . If the prefix is 
                                         (&(uid=
                                        and the user name is 
                                         bob
                                        , the LDAP search filter would be 
                                         (&(uid=bob
                                        .  filter-suffix LDAP Filter Suffix The LDAP search filter suffix  You can optionally specify a suffix for the LDAP filter expression. If the prefix is 
                                         (&(uid=
                                        , the user name is 
                                         bob
                                        , and the suffix is 
                                         )(objectClass=person))
                                        , the LDAP search filter would be 
                                         (&(uid=bob)(objectClass=person))
                                        .  scope subtree LDAP Scope The LDAP scope The depth of the LDAP search. The default is Subtree. LDAP Search Parameters LDAP Search Parameters configuration An LDAP Search Parameters object is a container for the parameters to use to perform an LDAP search operation. When used with authentication, the search retrieves the distinguished name (DN) for the user. When used with credential authorization mapping, the search retrieves the group name (DN or attribute value) based on the DN of the authenticated user.  xml/metadata metadata aaapolicy IDG   summary Comments Brief summary for user annotation.  meta-item Metadata Item Define a metadata item for this Processing Metadata. Define a metadata item by selecting one from the predefined items for a Processing Metadata Category, or configure a custom metadata item for a "customizable" category to retrieve value from any arbitrary headers or variables.    Summary     Main Processing Metadata A Processing Metadata object contains a list of metadata items extracted from a message, such as protocol header values, or from the device processing scope, such as system variables. This list, or manifest, of item values is then returned by the metadata object in an XML nodeset. Currently used by an AAA Policy for Identity and Resource extraction.  access/radius radius radius IDG   summary Comments Brief summary for user annotation.  id Identifier The RADIUS NAS identifier The NAS identifier, usually a fully-qualified domain name, may be used in place of an IP address to identify a RADIUS client within some RADIUS domains.  timeout 1 30000 1000 Timeout RADIUS retransmit interval ms An integer (within the range 1 through 30000, with a default of 1000) that specifies the number of milliseconds that the RADIUS client waits before retransmitting an unacknowledged request.  retries 1 10 3 Retries Maximum number of retries per server An integer (within the range 1 through 10, with a default of 3) that specifies the maximum number of times that the RADIUS client retransmits an unacknowledged request to a server.  server CLI Servers Create/Manage RADIUS servers for CLI Access  aaaserver AAA/RBM Servers Create/manage RADIUS servers for AAA and RBM   Test Radius RADIUS Settings RADIUS basic properties Global RADIUS configuration  access/rbm rbm rbm   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  au-method local Authentication method Set the method to authenticate users. The method to authenticate users.  ssh-au-method SSH authentication method Set the method to authenticate SSH users. The method to authenticate SSH users. 
                                      When no method, the user is prompted for both username and password. When password, the user is prompted for the password. For this method, the username must be part of the invocation. With the ssh command, the invocation is in the ssh username@host format. When user certificate, the user is not prompted for input. The connection is successful when the invocation provides a signed SSH user certificate that is verified by the CA public key file in the 
                                         cert:
                                        directory. With the ssh command, the invocation must include the -i file parameter. When both certificate and password, processing attempts to first authenticate with the provided signed SSH user certificate. If unsuccessful, prompts for the password.  ssh-ca-pubkey-file   SSHAUMethod certificate   SSHAUMethod certificate  cert CA user public key file Specify the CA public key file for SSH authentication. The certificate authority (CA) public key file in the 
                                     cert:
                                    directory for SSH authentication with SSH user certificates. This public key file contains the public key for one or more certificate authorities.  zos-nss-au   AUMethod zosnss   z/OS NSS client Set the local NSS client that defines how to connect to the NSS server for SAF communication. The local NSS client that defines how to connect to the NSS server for SAF communication.  au-kerberos-keytab   AUMethod spnego   Kerberos keytab Set the Kerberos keytab with the server principal to decrypt client tickets. The Kerberos keytab with the server principal to decrypt client tickets.  au-custom-url   AUMethod custom   Custom URL Enter the URL of custom stylesheet. The URL of custom stylesheet.  au-info-url   AUMethod xmlfile   XML file URL Enter the URL of the XML file for authentication. The URL of the XML file for authentication. The XML file can be on the DataPower Gateway or on a remote server. You can use the same XML file to map credentials.  au-valcred   AUMethod client-ssl   Validation credentials Set the validation credentials to authenticate user certificates from TLS peers. The validation credentials to authenticate user certificates from TLS peers during the TLS handshake.  au-server-host    AUMethod ldap  AULDAPLoadBalanceGroup    Server host Enter the host name or IP address of the server. The host name or IP address of the server.  au-server-port    AUMethod ldap  AULDAPLoadBalanceGroup    Server port Enter the listening port on the server. The listening port on the server.  au-ldap-search off   AUMethod ldap Search LDAP for DN Indicate whether to retrieve the user DN with an LDAP search.  Whether to retrieve the user DN with an LDAP search.  When enabled, the login name presented by the user is used with the LDAP search parameters for an LDAP search to retrieve the user DN. When disabled, the login name presented by the user is used with the LDAP prefix and suffix to construct the user DN.  au-ldap-bind-dn    AUMethod ldap  AULDAPSearchForDN off LDAP bind DN Enter the DN to bind to the LDAP server for the LDAP search. The DN to bind to the LDAP server for the LDAP search.  au-ldap-bind-password     AUMethod ldap  AULDAPSearchForDN off  AULDAPBindPassword  LDAP bind password (deprecated) Enter the password for the DN to bind to the LDAP server for the LDAP search. The password for the DN to bind to the LDAP server for the LDAP search.  au-ldap-bind-password-alias    AUMethod ldap  AULDAPSearchForDN off LDAP bind password alias Enter the password alias for the password used by the DN to bind to the LDAP server for the LDAP search. The password alias for the password used by the DN to bind to the LDAP server for the LDAP search.  au-ldap-parameters    AUMethod ldap  AULDAPSearchForDN on    AUMethod ldap  AULDAPSearchForDN off LDAP search parameters Set the LDAP search parameters for the LDAP search. The LDAP search parameters for the LDAP search.  ldap-prefix cn=    AUMethod ldap  AULDAPSearchForDN on LDAP prefix Enter the string to add before the user name to form the DN. The string to add before the user name to form the DN. If this value is 
                                     CN=
                                    and the user name is 
                                     Bob
                                    , the complete DN is 
                                     CN=Bob,O=example.com
                                    when the LDAP suffix is 
                                     O=example.com
                                    .  au-force-dn-ldap-order off   AUMethod client-ssl Convert DN to LDAP format Indicate whether to convert the extracted DN to LDAP format.  Whether to convert the extracted DN to LDAP format. This property is essential when the extracted DN from a TLS certificate is in X.500 format. This format arranges the RDNs of the DNs from left to right with forward slashes as separators; for example, 
                                         C=US/O=My Organization/CN=Fred
                                        . When you retrieve the group name with an LDAP search, the authenticated DN must be in LDAP format. This format arranges the RDNs of the DNs from right to left with commas as separators; for example, 
                                         CN=Fred, O=My Organization, C=US
                                        .  ldap-suffix    AUMethod ldap  AULDAPSearchForDN on LDAP suffix Enter the string to add after the user name to form the DN. The string to add after the user name to form the DN. If this value is 
                                     O=example.com
                                    and the user name is 
                                     Bob
                                    , the complete DN is 
                                     CN=Bob,O=example.com
                                    when the LDAP prefix is 
                                     CN=
                                    .  ldap-sslproxy    AUMethod ldap  LDAPSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile to secure the connection with the LDAP server.  loadbalancer-group    AUMethod ldap  AUMethod custom Load balancer group Set the load balancer group of LDAP servers. The load balancer group of LDAP servers. This setting overrides the settings for the server host and port.  au-cache-mode absolute Authentication cache mode Set how to cache authentication results. How to cache authentication results.  au-cache-ttl 1 86400 600   AUCacheAllow disabled Authentication cache lifetime Enter the expiry for cached authentication decisions. Seconds The expiry for cached authentication decisions. Enter a value in the range 1 - 86400. The default value is 600.  au-ldap-readtimeout 0 86400 60   AUMethod ldap LDAP read timeout Enter the time to wait for a response from the LDAP server before the DataPower Gateway closes the connection. Seconds The time to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out.  mc-method local Credential-mapping method Set the method to map authenticated user credentials to access profiles. The method to map authenticated user credentials to access profiles.  mc-custom-url   MCMethod custom   Custom URL Enter the URL of custom stylesheet. The URL of custom stylesheet.  mc-ldap-search off   MCMethod custom Search LDAP for group name Indicate whether to search LDAP to retrieve all user groups that match the query.  Whether to search LDAP to retrieve all user groups that match the query.  When enabled, the authenticated DN of the user and the LDAP search parameters are used as part of the LDAP search to retrieve all user groups that match the query. When a user belongs to multiple groups, the resultant access policy for this user is additive not most restrictive. When disabled, the authenticated identity of the user (DN or user group of local user) is used directly as the input credential.  mc-server-host    MCLDAPSearchForGroup on  MCMethod custom   Server host Enter the host name or IP address of the server. The host name or IP address of the server.  mc-server-port    MCLDAPSearchForGroup on  MCMethod custom   Server port Enter the listening port on the server. The listening port on the server.  mc-ldap-sslproxy    MCLDAPSearchForGroup on  MCMethod custom  MCLDAPSSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile to secure the connection with the LDAP server.  mc-loadbalancer-group    MCLDAPSearchForGroup on  MCMethod custom Load balancer group Set the load balancer group of LDAP servers. The load balancer group of LDAP servers.  mc-ldap-bind-dn    MCLDAPSearchForGroup on  MCMethod custom LDAP bind DN Enter the DN to bind to the LDAP server for the LDAP search. The DN to bind to the LDAP server for the LDAP search.  mc-ldap-bind-password     MCLDAPSearchForGroup on  MCMethod custom  MCLDAPBindPassword  LDAP bind password (deprecated) Enter the password for the DN to bind to the LDAP server for the LDAP search. The password for the DN to bind to the LDAP server for the LDAP search.  mc-ldap-bind-password-alias    MCLDAPSearchForGroup on  MCMethod custom LDAP bind password alias Enter the password alias for the password for the DN to bind to the LDAP server for the LDAP search. The password alias for the password for the DN to bind to the LDAP server for the LDAP search.  mc-ldap-parameters    MCLDAPSearchForGroup on  MCMethod custom   LDAP search parameters Set the LDAP search parameters for the LDAP search. The LDAP search parameters for the LDAP search.  mc-info-url   MCMethod xmlfile   XML file URL Enter the URL of the XML file to map credentials. The URL of the XML file to map credentials. The XML file can be on the DataPower Gateway or on a remote server. You can use the same XML file for authentication.  mc-ldap-readtimeout 0 86400 60    MCLDAPSearchForGroup on  MCMethod custom LDAP read timeout Enter the time to wait for a response from the LDAP server before the DataPower Gateway closes the connection. Seconds The time to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out.  ldap-version   AUMethod ldap LDAP version Set the LDAP protocol version to use. The LDAP protocol version to use.  fallback-login disabled   AUMethod local Local accounts for fallback Indicate whether to use local user accounts as fallback users if remote authentication fails.  Whether to use local user accounts as fallback users if remote authentication fails. With fallback users, local user accounts can log on to the DataPower Gateway if authentication fails or during a network outage that affects primary authentication. The recommendation is to restrict fallback users to a subset of local user accounts.  Note: When authentication uses a TLS certificate from a connection peer, you cannot enforce RBM on CLI sessions unless fallback users are supported.  fallback-user     AUMethod local  FallbackLogin restricted   Fallback users Set the list of local user accounts that are fallback users. The list of local user accounts that are fallback users.  apply-cli off    AUMethod client-ssl  FallbackLogin disabled Enforce RBM on CLI Indicate whether to enforce the RBM policy on CLI sessions. Whether to enforce the RBM policy on CLI sessions. When authentication uses a TLS certificate from a connection peer, you cannot enforce RBM on CLI sessions unless fallback users are supported.  restrict-admin off Restrict admin to serial Indicate whether to restrict admin user account to serial port.  Whether to restrict the 
                                         admin
                                        user account to the serial port.  pwd-minimum-length 1 128 6 Minimum length Enter the minimum length of a valid password. The minimum length of a valid password. Enter a value in the range 1 - 128. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 14. When common criteria is disabled, the default value is 6.  pwd-mixed-case off Require mixed case Indicate whether passwords must contain both uppercase and lowercase characters. Whether passwords must contain both uppercase and lowercase characters.  pwd-digit off Require number Indicate whether passwords must contain at least one number. Whether passwords must contain at least one number.  pwd-nonalphanumeric off Require non-alphanumeric Indicate whether passwords must contain at least one special, non-alphanumeric character. Whether passwords must contain at least one special, non-alphanumeric character.  pwd-username off Disallow user name substring Indicate whether passwords can never contain the user name as a substring. Whether passwords can never contain the user name as a substring.  pwd-aging off Enable aging Indicates whether passwords expires. Whether passwords expires.  pwd-max-age 1 0xFFFF 30   DoPasswordAging on   Maximum age Enter the expiry for passwords. Days The expiry for passwords. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 90. When common criteria is disabled, the default value is 30.  pwd-history off Control reuse Indicates whether to control the reuse of recent passwords. Whether to control the reuse of recent passwords.  pwd-max-history 1 0xFFFF 5   DoPasswordHistory on   Reuse history Enter the number of recent passwords to track to prevent reuse. The number of recent passwords to track to prevent reuse. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 3. When common criteria is disabled, the default value is 5.  cli-timeout 0 0xFFFF 0 CLI idle timeout Enter the time after which to invalidate idle CLI sessions. Seconds The time after which to invalidate idle CLI sessions. When invalidated, requires re-authentication. Enter a value in the range 0 - 65535. A value of 0 disables the timer. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 900. When common criteria is disabled, the default value is 0.  max-login-failure 0 64 0 Maximum failed logins Enter the number of failed login attempts to allow before account lockout. The number of failed login attempts to allow before account lockout. Enter a value in the range of 0 - 64, where 0 disables account lockout. The default value depends on common criteria mode. 
                                      When common criteria is enabled, the default value is 3. When common criteria is disabled, the default value is 0.  lockout-duration 0 1000 1 Lockout duration Enter the duration to lock out local user accounts after the maximum number of failed login attempts is exceeded. Minutes  The duration to lock out local user accounts after the maximum number of failed login attempts is exceeded. Instead of locking out accounts for a specific duration, the account can be locked out until re-enabled by a privileged user. Enter a value in the range 0 - 1000, where 0 locks out accounts until reset. The default value depends on common criteria mode. 
                                          When common criteria is enabled, the default value is 0. When common criteria is disabled, the default value is 1.  Note: The duration applies to all local accounts, including the 
                                         admin
                                        user account. The only difference is that the 
                                         admin
                                        user account cannot be locked out until reset. When the duration is 0, the 
                                         admin
                                        user account is locked out for 120 minutes or until re-enabled by a privileged user.  mc-force-dn-ldap-order off    AUMethod client-ssl  MCLDAPSearchForGroup on  MCMethod custom Convert DN to LDAP format Indicate whether to convert the extracted DN to LDAP format.  Whether to convert the extracted DN to LDAP format. This property is essential when the extracted DN from a TLS certificate is in X.500 format. This format arranges the RDNs of the DNs from left to right with forward slashes as separators; for example, 
                                         C=US/O=My Organization/CN=Fred
                                        . When you retrieve the group name with an LDAP search, the authenticated DN must be in LDAP format. This format arranges the RDNs of the DNs from right to left with commas as separators; for example, 
                                         CN=Fred, O=My Organization, C=US
                                        .  password-hash-algorithm md5crypt Password hash algorithm Set the hash algorithm to apply to passwords.  The hash algorithm to apply to passwords before they are stored. The hash algorithm affects firmware downgrade and cryptographic modes in the following ways.  For firmware downgrade, sha256crypt is not supported in releases earlier than 6.0.1.0. For cryptographic modes, like FIPS 140-2 Level 1, md5crypt is not supported in FIPS mode.  ssl-client-type   AUMethod ldap TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    AUMethod ldap  LDAPSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  mc-ssl-client-type    MCLDAPSearchForGroup on  MCMethod custom TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  mc-ssl-client    MCLDAPSearchForGroup on  MCMethod custom  MCLDAPSSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                         Method    Fallback    Cache Authentication                  Credential-mapping            Password policy       Account policy    SSH authentication - CLI sessions   Flush RBM cache  Set RBM debug log RBM Settings Manage role-based management settings.  Manage role-based management (RBM) settings: RBM, password policy, and account policy  RBM consists of the following capabilities: Authenticating users, evaluating the access profile, enforcing access to resources The password policy sets the password requirements for local user accounts. The account policy sets the lockout behavior and the timeout for CLI sessions.    Reserved                     xml/samlattr samlattrs aaapolicy IDG   summary Comments Brief summary for user annotation.  attribute SAML Attribute Definition Define an SAML attribute. Define an attribute by selecting the source type and specifying the data source and SAML attribute name.    Summary     Main SAML Attributes Define a list of SAML attributes for the SAML Assertion generator.  xml/soap-disposition soap-disposition stylesheetaction IDG   summary Comments Brief summary for user annotation.  refine SOAP Header Refine Instruction Define an instruction to process a SOAP header and/or child element. Customer specifically asks this transformation to simply remove/keep/fault a SOAP header; or indicates whether a header was processed or not by the prior action, then this action will take the default behaviors. SOAP Header Disposition Table The list of instructions provided by customers to control how the SOAP headers and/or children elements are handled. This object is used by store:///soap-refine.xsl transform stylesheet.  access/tam tam tam TAM   summary Comments Descriptive summary for the configuration Enter the descriptive summary for the configuration.  ad-use-ad off    TAMVersion v801  TAMVersion v901  TAMVersion v903    TAMVersion v801  TAMVersion v901  TAMVersion v903 Use Active Directory Use Active Directory instead of LDAP as the registry  Select whether the Access Manager client uses Microsoft Active Directory instead of LDAP as the registry. The default registry for an Access Manager deployment is LDAP. This selection will cause this client to use Microsoft Active Directory. Active Directory type is not supported after ISAM 7.0 .  Note: The type of registry that an Access Manager deployment supports is determined by the configuration of the Access Manager server. The registry that you define in this configuration is for a client and must match the registry of the server.  tam-version Access Manager Client Version The version of the Access Manager client  Select the Access Manager client version to use. The default value is Default.  file  local store cert sharedcert Configuration File for Access Manager Location of the configuration file for the Access Manager client Select the location of the configuration file for the Access Manager client. To be available for selection, files must have .conf or .cfg as their file extension.  reg_file   ADUseAD true    TAMVersion v801  TAMVersion v901  TAMVersion v903  ADUseAD true  local store cert sharedcert Configuration File for Directories Location of the configuration file for user directories Select the location of the configuration file for user directories. To be available for selection, files must have .conf or .cfg as their file extension.  ssl-key  cert sharedcert TLS Key File Location of the TLS key file Select the location of the key file for TLS communication. To be available for selection, files must have .kdb as their file extension. Generally, these files are in the cert: directory or the sharedcert: directory.  ssl-key-stash  cert sharedcert TLS Key Stash File Location of the TLS key stash file Select the location of the key stash file for TLS communication. To be available for selection, files must have .sth as their file extension. Generally, these files are in the cert: directory or the sharedcert: directory.  use-local-mode off Use Local Policy Database Use the policy database that is cached locally instead of accessed remotely Select whether to create a local copy of the policy database. Set this property to cache the policy database locally instead of accessing the remote policy server. This property must match the behavior defined in the configuration files for the Access Manager client.  cache-refresh-interval default   UseLocalMode on   UseLocalMode off Local Database Refresh Interval Refresh interval for the local policy database Enter the interval between requests to update the local policy database from the remote policy server. 
                                       default - Uses the default value, which is 600 seconds.  disable - Disables requests to the policy database for requests.  seconds
                                        - Specifies the time interval in seconds.  listen-mode off   UseLocalMode on   UseLocalMode off Accept Update Notifications Whether the DataPower Gateway accepts update notifications from the policy server Select whether to accept notifications to update the local policy database from the policy server. When you set this property, it overrides the behavior defined in configuration files for the Access Manager client.  listen-port    ListenMode off  UseLocalMode off Update Notification Port Listening port for update notifications from the policy server Enter the listening port on the DataPower Gateway to receive update notifications from the remote policy server.  return-attributes off Return User Attributes Whether the registry returns user attributes. Select whether the registry returns users attributes for successful authorization requests. When set, the registry returns user attributes.  use-ldap-ssl off Use TLS with Registry Server Whether to use TLS communication with the registry Select whether to use TLS communication between the Access Manager client and the LDAP or Active Directory server.  ldap-ssl-port 636    LDAPUseSSL off  ADUseAD on LDAP TLS Port Listening port for TLS communication on the LDAP server Enter the listening port that the LDAP server uses for TLS communication. This property does not apply for TLS communication with an Active Directory server.  ldap-ssl-key-file   LDAPUseSSL on    cert sharedcert Registry Server TLS Key File Location of the key file with the certificates for TLS communication with the registry server  Select the location of the key file that contains the certificates for TLS communication with the registry server.  For server-only authentication, the key file must contain the signer certificate for the registry server. For mutual authentication, the key file must also contain a personal certificate that the registry server can validate. If the personal certificate is not the default personal certificate in the key file, you must enter the label of the personal certificate. This file must be in the cert: or the sharedcert: directory.  ldap-ssl-key-file-password    LDAPUseSSL off  LDAPSSLKeyFilePassword  Registry Server TLS Key File Password (deprecated) Password for the key file for TLS communication with the registry server. Enter the password for the key file that contains the certificates for TLS communication with the registry server.  ldap-ssl-key-file-password-alias   LDAPUseSSL off Registry Server TLS Key File Password Alias Password alias of the password for the key file for TLS communication with the registry server. Enter the password alias of the password for the key file that contains the certificates for TLS communication with the registry server.  ldap-ssl-key-file-dn   LDAPUseSSL off Registry Server TLS Key File Label Label of the personal certificate in the key file for client authentication  Enter the label of the personal certificate in the key file for client authentication.  When using mutual authentication with the registry server and the personal certificate is not the default personal certificate in the key file, enter the label of the personal certificate. The personal certificate allows client authentication. For server-only authentication, do not enter a value.  use-fips off Run in FIPS Mode Whether secure communication runs in FIPS mode Select whether the secure communication between the Access Manager client and the authorization server runs in FIPS mode.  choose-nist    TAMUseFIPS off   TAMVersion default  TAMVersion v70  TAMVersion v801  TAMVersion v901  TAMVersion v903 Select a NIST Compliance Mode Which compliance mode to use In FIPS mode, there is a mandatory NIST compliance level to select. Select a level that is compatible with the corresponding Access Manager servers and registry servers. Note that the NIST and NSA options are available only in Access Manager versions 7.0 and later.  use-basic-user off Enable basic user mode Whether to support basic users in the client Control whether to support basic users in the client. When enabled, you can use LDAP user entries for authentication or authorization without importing them into the ISAM domain.  user-principal-attribute uid   TAMUseBasicUser on   TAMUseBasicUser off User principal attribute The attribute that identifies the basic user in the LDAP user entry Specify the attribute that identifies the basic user in the LDAP user entry. The default value is uid.  user-no-duplicates on   TAMUseBasicUser off Disallow duplicate principals Whether to allow duplicate principals  Control whether to allow duplicate principals.  When enabled, the search for basic users covers all suffixes to ensure that no users with the same name are found. If duplicate principals are found in this client, the system returns an error. When disabled, the search for basic users ignores possible duplicates. By default, duplicate principals are not allowed.  user-search-suffixes   TAMUseBasicUser off Principal search suffixes The LDAP suffixes to be searched for principals  Specify the ordered list of LDAP suffixes to be searched for principals. When specified and suffix optimization is disabled, the suffixes are searched in entry order. If suffix optimization is enabled, this order is overridden by the suffix optimization order. If you do not specify any suffixes, the system searches all available suffixes.  user-suffix-optimiser off    TAMUseBasicUser off  UserNoDuplicates on Enable suffix optimization Whether to search the suffixes in an optimized order  Control whether to search the suffixes in an optimized order.  When enabled and uplicate principals are allowed, the suffixes are searched in an optimized order based on hit count, with the most hit of the suffix at the head of the search suffix list. This can help reduce the number of suffixes searched. If duplicate principals are not allowed, the suffix optimization setting is disregarded and all suffixes are searched to check for duplicates. When disabled, the search order is provided by the order that is defined by the search suffixes property.  federated-directory    TAMVersion default  TAMVersion v801  TAMVersion v901  TAMVersion v903 Federated directories List of LDAP federated directories Specify a list of federated directories. Each entry describes a unique set of LDAP suffixes and LDAP server. Federated directories define all the suffixes that can be searched for user identities.  replica Authorization Server Replicas List of remote authorization servers  Replicas indicate the network location of remote authorization servers. You must configure at least one replica. You can configure additional replicas for failover purposes.  Note: If you uploaded a file that was created previously, it must define at least one replica.  tam-ras-trace Trace Logging  Trace logging is a useful debugging tool. By default, trace logging is not enabled. Trace logging collects large amounts of data in a short amount of time and might result in a significant performance degradation. Enable trace logging only at the direction of IBM Support. When enabled, the DataPower Gateway creates two trace files for each library. The DataPower Gateway writes the files cyclically. Double the size of the files to obtain the total allowable file size.  auto-retry off Enable Automatic Restart Attempts Whether to attempt starting the client after an initial failure  Select whether to attempt starting the Access Manager client after an initial failure. The DataPower Gateway automatically attempts to start the client after a critical error. This property controls the behavior after the initial attempt to restart.  When enabled, the DataPower Gateway attempts to start the client with the defined configuration. When disabled, the client is marked as 
                                             down
                                            . The default behavior is to not attempt to start the client after an initial failure.  retry-interval 1 180   AutoRetry on Attempt Interval Interval to wait between attempts to start the client. seconds  Enter the number of seconds to wait between attempts to start the Access Manager client. Enter a value in the range 1 - 65535. The default value is 180.  retry-attempts 0 3   AutoRetry on Number of Attempts Number of attempts before using the long attempt interval. attempts Enter the number of attempts to perform for the Access Manager client. After performing these attempts and the client did not start, each additional attempt waits the number of seconds defined by the long interval. Enter a value in the range 0 - 65535. A value of 0 disables the long interval. The default value is 3.  long-retry-interval 1 900   AutoRetry on Long Attempt Interval Long attempt interval before trying the failed connection again seconds Specifies the number of seconds to wait after reaching the number of retry attempts. Enter a value in the range 1 - 65535. The default value is 900.         Federated Directories   Authorization Server Replicas   Trace Logging   Create Access Manager configuration  Refresh Access Manager client certificate  Refresh Access Manager keystore password  Manage local Access Manager policy database Access Manager Client IBM Security Access Manager client for authentication and authorization  A DataPower Gateway can support multiple IBM Security Access Manager registry types: LDAP or Microsoft Active Directory. Support for the registry type is established for each Access Manager client that starts according to its configuration.  access/tfim tfim tam IDG   summary Comments Brief summary for user annotation.  tfim-endpoint-type tokenmapping Endpoint Type TFIM endpoint type Specify the endpoint type configured on the Tivoli Federated Identity Manager server.  tfim-addr Server Host name or IP address Specify the domain-qualified host name or IP address of the Tivoli Federated Identity Manager server.  tfim-port 9080 Port Port number Specify the listening port on the Tivoli Federated Identity Manager server.  tfim-compatible Compatibility Mode Compatibility Mode  Select the currently configured version of Tivoli Federated Identity Manager. The selected value determines the details for the namespace and WS-Trust messages.  For versions 6.0 or 6.1, version 1.2 of the WS-Trust specification is used. For version 6.2, version 1.3 of the WS-Trust specification is used, which corresponds to the "Validate OASIS URI" Request Type. Version 6.2 also supports WS-Trust 1.2. 
                                              Note: To use WS-Trust 1.2 messages with a TFIM version 6.2 server, use 6.1 as the compatibility mode. On a TFIM version 6.2 server, this corresponds to the "Validate" Request Type.  tfim-60-req-tokenformat    mCompatibleMode v6.0  mEndpointType tokenmapping   Request Token Format Request Token Format for version 6.0.1 Select the format of the request token when using Tivoli Federated Identity Manager version 6.0.1.  tfim-61-req-tokenformat    mCompatibleMode v6.1  mEndpointType tokenmapping   Request Token Format Request Token Format for version 6.1 Select the format of the request token when using Tivoli Federated Identity Manager version 6.1.  tfim-62-req-tokenformat    mCompatibleMode v6.2  mEndpointType tokenmapping   Request Token Format Request Token Format for version 6.2 Select the format of the request token when using Tivoli Federated Identity Manager version 6.2.  tfim-custom-req-url     mCompatibleMode v6.2  mReqToken62Format Custom  mEndpointType tokenmapping   mCompatibleMode v6.1  mReqToken61Format Custom  mEndpointType tokenmapping   mCompatibleMode v6.0  mReqToken60Format Custom  mEndpointType tokenmapping    local store Custom Request Custom stylesheet or GatewayScript file for request. When Request Token Format is Custom, upload the custom stylesheet or GatewayScript file to the DataPower Gateway. The custom stylesheet or GatewayScript file must be in the local: or store: directory.  tfim-pathaddr    mEndpointType oauth   mCompatibleMode v6.2  mReqToken62Format Custom   mCompatibleMode v6.1  mReqToken61Format Custom   mCompatibleMode v6.0  mReqToken60Format Custom   Applies-To Address TFIM Applies-To field  When Request Token Format is not Custom, enter the scope for this security token. For example, enter the services to which this token applies. For example:  http://tfim.ibm.com:9080/EchoApplication/services/EchoServiceUsername http://9.33.97.251:9080/EchoApplication/services/EchoServiceUsername Within the Tivoli Federated Identity Manager service, this information specifies the destination of the request. The TFIM trust service uses this information to determine which partner is being accessed. To determine the correct value, consult either the WSDL document or your TFIM administrator. Within the WSDL document, this destination equates to the AppliesTo field.  tfim-issuer     mCompatibleMode v6.2  mReqToken62Format Custom  mEndpointType tokenmapping   mCompatibleMode v6.1  mReqToken61Format Custom  mEndpointType tokenmapping   mCompatibleMode v6.0  mReqToken60Format Custom  mEndpointType tokenmapping   Issuer Issuer  When Request Token Format is not Custom, enter the identity that issued the request. In the WS-Security Management (WSSM) component, the issuer is either the WSSM token generator or the WSSM token consumer. For example:  urn:itfim:wssm:tokenconsumer To determine the correct value, consult either the WSDL document or your Tivoli Federated Identity Manager administrator. Within the WSDL document, this destination equates to the 
                                         Issuer
                                        field.  tfim-porttype    mEndpointType oauth   mCompatibleMode v6.2  mReqToken62Format Custom   mCompatibleMode v6.1  mReqToken61Format Custom  mCompatibleMode v6.0 Port Type Port Type  When Compatibility Mode is version 6.1 or version 6.2 and when Request Token Format is not Custom, enter the Web services port type to use. A port type is a group of Web services operations. For example:  EchoService To determine the correct value, consult either the WSDL document or your Tivoli Federated Identity Manager administrator. Within the WSDL document, this destination equates to the PortType field.  tfim-operation    mEndpointType oauth   mCompatibleMode v6.2  mReqToken62Format Custom   mCompatibleMode v6.1  mReqToken61Format Custom  mCompatibleMode v6.0 Operation Operation  When Compatibility Mode is version 6.1 or version 6.2 and when Request Token Format is not Custom, enter the name of the Web services operation as defined in the WSDL document. For example:  echo To determine the correct value, consult either the WSDL document or your Tivoli Federated Identity Manager administrator.  tfim-sslproxy   mSSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Select the TLS proxy profile to manage TLS communications with the peer. The TLS Proxy Profile identifies the keys and certificates that are used in the handshake.  tfim-schema-validate off   mEndpointType tokenmapping   mEndpointType oauth Schema Validate Response Schema Validate Response Specify whether to schema-validate responses from the Tivoli Federated Identity Manager server. When enabled, responses are schema-validated using the WS-Trust version that is defined by the compatibility mode.  tfim-lpta-valuetype-mode static    mEndpointType oauth     mCompatibleMode v6.2  mReqToken62Format BinarySecurityToken   mCompatibleMode v6.1  mReqToken61Format BinarySecurityToken LTPA Binary Security Token Value Type LTPA Binary Security Token Value Type The namespace mode to use when populating the ValueType field of an LTPA BinarySecurityToken.  tfim-username   mEndpointType oauth Username Enforcement point username Basic authentication user name when connecting to the Tivoli Federated Identity Manager OAuth secure token service.  tfim-password    mEndpointType oauth  mSTSPassword  Password (deprecated) Enforcement point password Basic authentication password when connecting to the Tivoli Federated Identity Manager OAuth secure token service.  tfim-password-alias   mEndpointType oauth Password Alias Enforcement point password alias Password alias for the Basic authentication password when connecting to the Tivoli Federated Identity Manager OAuth secure token service.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   mSSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                       Main      Tivoli Federated Identity Manager Tivoli Federated Identity Manager Configuration  access/xacml-pdp xacml-pdp aaapolicy IDG   summary Comments Brief summary for user annotation.  equal-policies off Evaluate Individual Policies Equally All the policies are evaluated on the same level, there is no general policy-set. In case of a top level policy-set is undefined, all policies are evaluated equally, PDP will use the PolicyCombiningAlg for the final decision.  general-policy   EqualPolicies off   General Policy File The URL of the top level XACML policy/policy-set file. The URL of top level XACML policy/policy-set file, if there is one. This file may reside on the local device (typically as local:///file) or on a remote server. Attempts to retrieve this file from remote servers may be governed by the User Agent in use by the XML Manager of the service. This may be useful for TLS connections, for example.  combining-alg   EqualPolicies on   Dependent Policies Combining The combining algorithm when there is not a top level general-policy. Select the policy-combining algorithm when not using a top-level comprehensive XACML policy file. The default is First Applicable.  dependent-policy Dependent Policy Files The URL of dependent xacml policy/policy-set files to be used by this PDP. Some of the XACML Policies/Policy-Sets are indirectly needed when the PDP evaluates a request. They are called Dependent Policy Files. Specify their URLs with this setting.  directory Other Policy Files from Directory The directory of all the other dependent policy files. List directories that contain dependent files. In these directories, all files with the xml or xacml extension are available to the XACML PDP. Use this option when there are too many policy files to identify independently.  cache-ttl 0 2678400 0 XACML Policies Cache Lifetime Time to cache the XACML policies. Seconds This sets the explicit time to live (TTL) for cached XACML policies, either raw or compiled. The default value 0 means the cache never expire unless PDP explicitly refreshes the policies. The maximum TTL is 31 days (2,678,400 seconds).  pap External PAP The external PAP which will provide any additional xacml policy/policy-set docs.         XACML Policy Decision Point Define the object for a XACML Policy Decision Point The XACML policies can be evaluated on a DataPower device, This on-box XACML Policy Decision Point (PDP) allows customers to define the necessary information so that it can evaluate the corresponding XACML policies against a XACML request for an XACML Policy Enforcement Point (PEP). The DataPower PEP is implemented with AAA action.  access/acl acl acl   entry Entry IP addresses to allow or deny access Defines the range of IP addresses to which to allow access and from which to deny access. Access Control List  An access control list (ACL) consists of a sequence of allow and deny clauses. Each clause identifies an IP address or range of addresses that allow or deny access to a service. After associating an ACL with a service, the ACL grants access to addresses in allow clauses and denies access to all other addresses. Candidate addresses are sequentially evaluated against each clause in the ACL. A candidate address is denied or granted access in accordance with the first clause that matches. Consequently, the order of the clauses in the ACL is vital. An ACL with only deny clauses effectively disables a service by denying access to all addresses. To complete the ACL, include an allow clause to ensure that all addresses that are not explicitly denied access are granted access.  access/accessprofile access-profile configuration IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  access-policy ^[-_a-zA-Z0-9.:*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Access=r+w&Name=foo.* Access policies Manage the set of access policies that define the access privileges for the profile.  The set of access policies that define the access privileges for the profile. When more than one policy applies to a resource, the most specific policy is used. To create access policies, enter a correctly formatted policy statement. A policy statement takes the 
                                  address
                                / 
                                 domain
                                / 
                                 resource
                                ?Access= 
                                 privileges
                                & 
                                 field
                                = 
                                 value
                                general format.   address The complete local IP address or host alias. Use an asterisk (*) to designate any address.  domain The complete name of the application domain. Use an asterisk (*) to designate any application domain. resource The complete value for the resource type. Use an asterisk (*) to designate any resource type.  privileges The privileges to apply. Separate permissions with the plus sign (+). For example, 
                                     a+d+x+r+w
                                    defines add, delete, execute, read, and write privileges.  field The complete name of a specific property in the configuration; for example, 
                                     Name
                                    .  value The PCRE match expression for the property value; For example, 
                                     foo(.*)bar
                                    .  Enter the set of access policies that define the access privileges for the profile. When more than one policy applies to a resource, the most specific policy is used. To create access policies, enter a correctly formatted policy statement. A policy statement takes the 
                                  address
                                / 
                                 domain
                                / 
                                 resource
                                ?Access= 
                                 privileges
                                & 
                                 field
                                = 
                                 value
                                general format.   address The complete local IP address or host alias. Use an asterisk (*) to designate any address.  domain The complete name of the application domain. Use an asterisk (*) to designate any application domain. resource The complete value for the resource type. Use an asterisk (*) to designate any resource type.  privileges The privileges to apply. Separate permissions with the plus sign (+). For example, 
                                     a+d+x+r+w
                                    defines add, delete, execute, read, and write privileges.  field The complete name of a specific property in the configuration; for example, 
                                     Name
                                    .  value The PCRE match expression for the property value; For example, 
                                     foo(.*)bar
                                    . Access Profile Manage an access profile. Create or edit an access profile.  network/amqp amqp-broker mpgw IDG   summary Comments Brief descriptive summary for the configuration Enter a descriptive summary for the configuration.  hostname Host Host name or IP address of remote AMQP server Specify the host name or IP address of the remote AMQP server where the broker is running.  port 1 0xFFFF 5672 Port Listening port on the AMQP server Specify the listening port on the remote AMQP server where the broker is running.  xml-manager default XML manager XML manager Select the XML manager to control access to the remote AMQP server. The XML manager obtaisn and manages documents.  container-id AMQP container ID Identifier for the AMQP container Specify the identifier for the AMQP container.  authorization none Authorization SASL layer to authenticate with the AMQP server Specify the SASL layer that the AMQP broker uses to authenticate with the AMQP server. The default setting in no authentication.  log-setting ?LOGSETTINGS?    user   Authorization plain   Authorization plain User name Account name to access the remote server Specify the account name to access the remote AMQP server.  password-alias   Authorization plain   Authorization plain Password alias Alias of the password to access the AMQP server Specify the password alias of the password to access the remote AMQP server.  maximum-frame-size 512 104857600 104857600 Maximum frame size Maximum frame size to allow bytes Specify the maximum frame size in bytes to allow. Frames Frames that are larger are rejected. When rejected, the connection is closed. Enter a value in the range 512 - 104857600. The default value is 104857600.  maximum-message-size 0 104857600 0 Maximum message size Maximum message size to allow Bytes Specify the maximum message size in bytes to allow. Enter a value in the range 0 - 104857600. The default value is 0, which indicates unlimited.  auto-retry on Automatic retry Whether to enable the automatic retry procedure after an AMQP connection failure Indicates whether to enable the automatic retry procedure after an AMQP connection failure. By default, the automatic retry behavior is enabled. This setting does not affect attempts over an established connection.  retry-interval 1 10   AutoRetry on Retry Interval Interval to wait before attempting to reestablish a failed connection Seconds  Specify the interval in seconds to wait before attempting to reestablish a failed connection. After the number of attempts is reached, attempts to reestablish a failed connection use the interval that is defined by the long retry interval. Enter a value in the range 1 - 65535. The default value is 10. This setting does not affect attempts over an established connection.  retry-attempts 0 6   AutoRetry on Retry attempts Number of attempts for a failed connection to the remote server Attempts Specify the number of attempts for a failed connection to the remote AMQP server. After the number of attempts is reached, the long retry interval is used. Enter a value in the range 0 - 65535. The default value is 6. The special value of 0 disables the long interval, where the retry interval is used forever.  long-retry-interval 1 600   AutoRetry on Long retry interval Interval to use after the number of attempts is reached to attempt to reestablish a failed connection Seconds  Specify the interval in seconds to use after the number of attempts is reached to attempt to reestablish a failed connection. Enter a value in the range 1 - 65535. The default value is 600. This setting does not affect attempts over an established connection.  reporting-interval 1 10   AutoRetry on Reporting interval Interval between writing identical messages for failed connection attempts Seconds Specify the interval in seconds between the writing of identical log message. Enter a value in the range 1 - 65535. The default value is 10.  ssl-client TLS client profile TLS client profile to secure connections with the AMQP broker Specify the TLS client profile to secure connections between the DataPower Gateway and the remote AMQP broker.    Summary               General configuration Main        Retry behavior Connections AMQP Broker AMQP Broker In AMQP, distributed source and target termini are managed by a broker. The broker provides messaging services for communicating applications by periodically monitoring and polling termini. The broker ensures that sent messages are directed to the correct target terminus or are routed to another server. The AMQP broker configuration on the DataPower Gateway corresponds to an AMQP broker that is running on another host in the network. The configured properties enable communication between the DataPower Gateway and the remote AMQP broker.  config/analytics-endpoint analytics-endpoint configuration IDG   summary Comments Specify a brief summary for the configuration.  analytics-server-url  "NONE"  http https dpkafka Analytics server URL Specify the URL to offload the collected API event data.  Specify the URL to offload the collected API event data. The URL can start with 
                                 http
                                or 
                                 https
                                for an Elasticsearch server or start with 
                                 dpkafka
                                for a Kafka server.  For an Elasticsearch server, specify the full URL to the endpoint starting with the 
                                     http
                                    or 
                                     https
                                    protocol identifier. With HTTPS, you must assign a TLS client profile. For a Kafka server, specify only the name of the existing Kafka cluster configuration after the 
                                     dpkafka
                                    protocol identifier. To complete the URL, you must specify which request topic to offload analytics data.  ssl-client   AnalyticsServerURL https   AnalyticsServerURL https TLS client profile Specify the TLS client profile to secure connections.  Specify the TLS client profile to secure connections with the analytics endpoint. With HTTPS, you must assign a TLS client profile. This property is meaningful only when HTTPS is used to connect to the analytics endpoint.  request-topic   AnalyticsServerURL dpkafka   AnalyticsServerURL dpkafka Request topic Specify the name of the Kafka request topic to offload analytics data.  Specify the name of the Kafka request topic to offload analytics data. This property is meaningful only when Kafka is the analytics endpoint.  max-records 256 65536 1024 Maximum records Specify the maximum number of records that can be buffered.  Specify the maximum number of records that can be buffered for each API gateway. The collected analytics data for an API gateway is offloaded when 80% of this value or the defined interval is reached. The value must be a power of 2. Enter a value in the range 256 - 65536. The default value is 1024.  max-record-size 4 1024 512 Maximum size for each record Specify the maximum size for each record in kilobytes. KB Specify the maximum size for each record in kilobytes. Enter a value in the range 4 - 1024. The default value is 512.  max-delivery-size 1 1024 512 Maximum size for each delivery Specify the maximum size for each delivery in megabytes. MB Specify the maximum size for each delivery in megabytes. Enter a value in the range 1 - 1024. The default value is 512.  index-root apic_log Index root Static base name of the indexes Specifies the static base name of the indexes to use to store the offloaded data. When the first event is offloaded to Elasticsearch, an index is created with a name that is constructed from the static index root and suffix.  index-suffix -%{+YYYY.MM} Index suffix Suffix to append to the index root Specifies the syntax that represents a variable value that you want to append to the index root, to construct an index name. You can specify the following types of suffixes: 
                              Date pattern, which partitions your data by date. For example, when you specify a 
                                 -%{+YYYY.MM.dd}
                                suffix, an Elasticsearch index is created daily. So for an index root value of 
                                 apiconnectevents
                                and a suffix of 
                                 -%{+YYYY.MM.dd}
                                , an index is created daily using the naming convention 
                                 apiconnectevents-YYYY.MM.dd
                                . Dynamic value with any field name in an event record, which partitions your data by field. For example, 
                                 -%{org_id}
                                creates an organization-specific Elasticsearch index.  primary-shards 1 5 Primary shards Primary shards allocated for an index Specifies the number of primary shards that are allocated to a new index created in the specified Elasticsearch server. The offloaded data are stored as Elasticsearch documents. Each document is stored in an index, and each index can have one or more primary shards. The specified value determines how many primary shards are used to store the data for a new index, which is created with the static index root value and variable suffix. Existing indexes are not affected. By default, an index has 5 primary shards. Note that you cannot change the number of primary shards in an index after the index is created.  replica-shards 1 1 Replica shards Replica shards allocated for each primary shard Specifies the number of replica shards that are defined for each primary shard, to hold copies of the offloaded data that is stored in each primary shard. One primary shard can have zero or more replicas. By default, a primary shard has 1 replica shard.  interval 1 3600 600 Interval Specify the interval between offloads. Seconds  Specify the interval in seconds between offloads. Data is offloaded at this interval or when an API gateway reaches 80% of the value set for maximum records. Enter a value in the range 1 - 3600. The default value is 600.  delivery-connections 1 100 1   AnalyticsServerURL dpkafka Number of connections per delivery Specify the number of connections to establish per delivery to the remote server.  Specify the number of connections to establish per delivery to the remote server to offload analytics data. Each connection can carry a bulk activity log. Enter a value in the range 1 - 100. The default value is 1. Analytics Endpoint Configure and manage the API analytics endpoint. An analytics endpoint buffers API event data and offloads the collected data as a bulk activity log to a remote server. When offloaded, you can use this data for display and analysis.  config/api-application-type api-application-type configuration IDG   summary Comments Enter a brief descriptive summary for the API Application Type configuration. A descriptive summary for the API Application Type configuration.  title Title Enter a title for the API Application Type configuration. A descriptive title for the API Application Type configuration.  supported-oauth-types Supported OAuth Types OAuth client and grant type pairs. A list of supported OAuth client and grant type pairs.      Main API Application Type    config/api-collection api-collection configuration IDG   summary Comments Enter a brief descriptive summary for the configuration. A descriptive summary for the configuration.  sandbox off Sandbox Whether the type of the catalog is sandbox Indicates whether the APIs in this catalog is for test purposes only. By default, a catalog is not for test purposes.  organization-id Organization ID Identifier of the organization that the API collection belongs to Specifies the ID for the organization that the API collection belongs to.  organization-name Organization name Name of the organization that the API collection belongs to Specifies the name for the organization that the API collection belongs to.  catalog-id default-catalog-id Catalog ID Catalog ID of the API collection Specifies the ID of the catalog that the API collection corresponds to.  catalog-name default Catalog name Catalog name of the API collection Specifies the name of the catalog that the API collection corresponds to.  enable-cache on Enable subscriber caching Whether to cache subscriber data Specifies whether to cache subscriber entries that are retrieved from the API manager. When enabled, retrieved entries are cached on the API gateway. Future inquiries search the cache before querying from the API manager.  full-custom off Enable full customization Whether to support full customization Indicate user preference on whether to fully customize the placement and results of default API actions.  dev-portal-endpoint Developer Portal endpoint Developer Portal endpoint Specifies the URL of the Developer Portal endpoint. This endpoint can be used, for example, to provide security credentials for access to an API.  cache-capacity 8 51200 128   EnableCache on   EnableCache off Subscriber cache capacity Maximum number of subscriber entries allowed in the cache Specifies the maximum number of subscriber entries that can be cached. Enter a value in the range 8 - 51200. The default value is 128. When the limit is exceeded, the least recently used (LRU) entry is removed.  routing-prefix Routing prefixes Prefixes of the routing path The API Gateway uses the routing prefix to determine which API collection to route the request to. 
                             You can use routing prefixes to organize your APIs and plans into collections and subcollections. For example, if you have a collection of APIs serving for a certain purpose, and the APIs are to be used by two segments of your organization, you might create two API collections with the organization name, purpose name, and segment name in the routing prefix. If the organization name is 
                             myorg
                            , the APIs serve for purpose 
                             purpose1
                            , and the two segments under the organization is 
                             section1
                            and 
                             section2
                            , the resulting URL routing prefixes are 
                             /myorg/purpose1/section1
                            and 
                             /myorg/purpose1/section2
                            . The resulting host name routing prefixes are 
                             section1.purpose1.myorg
                            and 
                             section2.purpose1.myorg
                            . The API Gateway uses the routing prefix to form the complete URI 
                             <routing prefix><base path><operation path>
                            and accepts only the incoming requests with this URI. In the complete URI, <base path> is the base path on which the API is served, and <operation path> is the relative path to the base path where the operations are available. The default routing prefix is slash (/) when the type is URI and blank when the type is host name. An API collection becomes the default API collection in the API Gateway when the API collection has a default routing prefix. The API Gateway routes a request to the default API collection when other API collections do not match. An API Gateway can have only one default API collection; therefore, regardless of the prefix type, only one API collection can be configured with the default routing prefix.  default-rate-limit Default rate limit Default rate limit for API requests with no API key Defines the rate limit scheme for the API requests that do not carry API key credentials for client identification. When not defined, requests without API keys are rejected.  assembly-burst-limit Assembly burst limit Burst limit to be used by assembly rate limit action. Defines the scheme for burst limits to be used by the rate limit assembly action.  assembly-rate-limit Assembly rate limit Rate limit to be used by assembly rate limit action. Defines the scheme for rate limits to be used by the rate limit assembly action.  assembly-count-limit Assembly count limit Count limit to be used by assembly rate limit action. Defines the scheme for count limits to be used by the rate limit assembly action.  enforce-pre-assembly-rate-limits on Enforce pre-assembly rate limits Enforce the API rate and burst limits defined in the plan. When disabled, only the limits specified in a rate limit action in the assembly are applied to this API.  processing-rule default-api-rule API processing rule Processing rule to process the API request Defines the processing rule that matches the target API, enforces the rate limiting and security rules of using the API, executes the assembly of the API, and responds to the client. You should always use the default API processing rule. When your API collection requires custom processing, use API Connect global policies to define the custom rules.  error-rule default-api-error-rule API error rule Processing rule to handle the errors during API request processing Defines the error rule that prepares fault messages for errors that occur during API request processing. You should always use the default API error rule. When your API collection requires custom processing, use API Connect global policies to define the custom rules.  assembly-preprocessing Assembly preprocessing Processing rule before the API assembly rule Defines the preprocessing assembly to run before the assembly rule. You should always use the default preprocessing assembly. When your API collection requires custom processing, use API Connect global policies to configure the assembly.  assembly-postprocessing Assembly postprocessing Processing rule after the API assembly rule Defines the postprocessing assembly to run after the assembly rule. You should always use the default postprocessing assembly. When your API collection requires custom processing, use API Connect global policies to configure the assembly.  plan Plans Available API plans Associates a list of plans that are available in the API collection. Each plan contains a list of APIs and defines the rate limit settings for the API operations.  analytics-endpoint Analytic endpoint Endpoint to offload analytic data Associates an Elasticsearch server to offload analytic data that is logged for API transactions occurred by invoking APIs in this collection.  enable-api-mutual-tls off API protection Enable mutual TLS API protection Make mutual TLS protection available for APIs in this collection  application-type Application types Application types supported A list of supported application types that provide configurable properties for applications.  apic default API Connect Gateway Service API Connect Gateway Service This is an internal property.  gateway-peering-manager default Gateway peering manager    parse-settings-reference Parse settings Use any or all of the following ways to define the parse settings configuration. A parse settings configuration defines the constraints on the documents to parse. You can configure the constraints by specifying a URL reference from which to retrieve the constraints definition. You can also specify a literal configuration string in XML management interface or REST management interface format that contains the constraints definition. You can also select a parse settings configuration object from the list in object reference to retrieve constraints definition. Precedence rules apply when the constraint for the same aspect of an input document is configured with more than one method.         Summary                          Main   Parse settings     Flush cache               Add application        Add client       Update subscription API Collection Configure and manage the API collection An API collection is a logical partition of an API gateway that packages the plans and subscribers to make APIs available to a specific group of clients. An API collection in the API gateway corresponds to a catalog in the API manager.  services/apic-gw-service apic-gw-service configuration IDG   summary Comments Enter a brief descriptive summary for the API Connect Gateway Service configuration. A descriptive summary for the API Connect Gateway Service configuration.  local-address 0.0.0.0 Local address IP address or interface to bind this service to IP address or interface through which API Connect will connect to manage the gateway service. The default address is 0.0.0.0.  local-port 3000 Local port TCP port of the API Connect Gateway service  Specifies the TCP port through which API Connect will connect to orchestrate this service. The default port number is 3000.  Note: The gateway service uses four additional consecutive ports after the local port to bind to a loopback address. Therefore, you must clear the conflicts on all five consecutive ports starting from the local port and make sure these ports are available.  ssl-client TLS client TLS client profile  The client profile to use to establish a secure connection to the API manager. The following restrictions apply to this profile. 
                                  Keys and certificates are restricted to PEM and PKCS #12 formats. The validation credentials must use PEM formatted material.  ssl-server TLS server TLS server profile  The server profile to use to allow the secure connection attempts from API Connect to this service. The following restrictions apply to this profile. 
                                  Keys and certificates are restricted to PEM and PKCS #12 formats. The validation credentials must use PEM formatted material.  api-gw-address 0.0.0.0 API gateway address IP address of the API gateway handler Specifies the IP address for the HTTPS handler of the API gateway that is managed by API Connect. The default address is 0.0.0.0.  api-gw-port 9443 API gateway port Port number of the API gateway handler Specifies the port number for the HTTPS handler of the API gateway that is managed by API Connect. The default port number is 9443.  startup-options Startup options Startup options This is an internal property.  gateway-peering   V5CompatibilityMode on Gateway Peering Define peering for a cluster of API gateways  Specifies a gateway peering configuration that defines peers for the current API gateway and the settings to use for synchronizing the distributed state among the peers. The following restrictions apply to this gateway peering configuration. 
                                  When TLS and peer group mode are enabled, all peers must use the same cryptographic material. Keys and certificates are restricted to PEM and PKCS #12 formats.  gateway-peering-manager default   V5CompatibilityMode off   V5CompatibilityMode on Gateway Peering Manager Define gateway peering manager for a cluster of API gateways Define gateway peering manager for a cluster of API gateways  v5-compatibility-mode on V5 compatibility mode Whether to enable compatibility with API Connect V5 Controls the gateway to load for API Connect: 
                              When you enable V5 compatibility, DataPower loads a gateway framework that is compatible with V5. This is the default behavior. When you disable V5 compatibility, DataPower creates an API Gateway that is not compatible with V5.  user-defined-policies   V5CompatibilityMode off User-defined policies User-defined policies to advertise to API Connect. When V5 compatibility mode is disabled, you can use assembly functions to specify user-defined policies to advertise to API Connect for use in the API Connect Assembly Editor. For an assembly function that is a user-defined policy, configure the assembly function with a mechanism other than a watched file processed by a configuration sequence. Objects created through configuration sequence processing are not persisted to the startup configuration. The preferred method for DataPower configuration for user-defined policies is to define them explicitly so that they persist to the startup configuration.  slm-mode autounicast   V5CompatibilityMode on   V5CompatibilityMode off SLM Peer Mode Specifies the peer group type for the SLM policy in V5 compatibility mode. Specifies the peer group type for the SLM policy in V5 compatibility mode.  ip-multicast    V5CSlmMode multicast  V5CompatibilityMode on    V5CSlmMode multicast  V5CompatibilityMode off IP multicast Multicast configuration Specifies the IP multicast configuration to use for the SLM policy in V5 compatibility mode.  ip-unicast     V5CSlmMode unicast  V5CompatibilityMode on    V5CSlmMode unicast  V5CompatibilityMode off IP unicast Unicast peering address. Specifies the SLM policy's unicast peer group address.  xml-mgmt XML Management Interface XML Management Interface When V5 compatibility mode is enabled, the v5 gateway framework uses the XML Management Interface to automate configuration changes.  statistics Statistics service Statistics service When V5 compatibility mode is enabled, the v5 gateway framework uses the Statistics Service to acquire CPU and memory information.  rest-mgmt REST Management Interface REST Management Interface In v6, the api gateway framework uses the REST Management Interface to support exteneded gateway configuration and data handling.  database-mode off Database mode Database mode This is an internal property.  log-strip-non-ascii off Strip non-ASCII from log Strip non-ASCII from log This is an internal property.                 Main API Connect Gateway Service Configure and manage the connection to API Connect  The API Connect Gateway Service defines the connection to API Connect and settings to use for creating the gateway for service. When an API Connect Gateway Service is configured and starts to work, DataPower starts a process that retrieves data from API Connect, transmits into DataPower Gateway, and stores the data as DataPower configurations that the API gateway can subsequently use to handle API calls.  config/apiprobe-settings apiprobe-settings configuration IDG   summary Comments Enter a brief descriptive summary for API Probe Settings configuration. A descriptive summary for API Probe Settings configuration.  max-records 1 10000 1000 Maximum records Maximum number of records to allow Specifies the maximum number of records to allow. Enter a value in the range 1 - 10000. The default value is 1000.  expiration 5 1440 60 Expiration Duration to keep the troubleshooting data. Minutes Specifies the duration in minutes to retain the troubleshooting data. Enter a value in the range 5 - 1440. The default value is 60.  gateway-peering Gateway peering Gateway peering for the probe Specifies the gateway peering instance for the API probe. This gateway peering instance synchronizes distributed probe data across peer group members. If you do not want to persist data across a restart, you can store the data in memory.  gateway-peering-manager default Gateway Peering Manager Define gateway peering manager for a cluster of API probes Define gateway peering manager for a cluster of API probes API Probe Settings Settings to define the API probe to troubleshoot the processing of assembly actions This domain-specific configuration defines the settings for API probe that you can use to troubleshoot the processing of assembly actions by the API Gateway.  config/api-definition api-definition configuration IDG   summary Comments Enter a brief descriptive summary for the configuration. A descriptive summary for the configuration.  id API ID ID of the API Specifies the ID of the API.  name API name Name of the API Specifies the name of the API.  version 1.0.0 API version Version of the API Specifies the version of the API.  base-path / ^\/$||^\/([0-9a-zA-Z-_.~%!$&'()*+,;=:@]+\/)*[0-9a-zA-Z-_.~%!$&'()*+,;=:@]+$ Base path The base path for the API Specifies the base path on which the API is served, which is relative to the host. When the base path is not specified, the APIs are served directly under the host. The base path does not include the host name or any additional segments for paths or operations. The base path must start but not end with slash (/). All resources in a REST API are defined relative to its base path.  html-page  local temporary store HTML page Location of a static HTML page Specifies the name and location of a static HTML page that the API can return. Import the file to the 
                             local:
                            directory, the 
                             store:
                            directory, or the 
                             temporary:
                            directory, or one their subdirectories in the DataPower file system.  type standard Type Type of the API Specifies the API type.  assembly Assembly The assembly for API invocation Specifies the assembly to apply to API calls. An assembly comprises a rule that defines the actions to run against the API call and how to handle the errors during assembly execution.  path Paths Routes to access REST APIs Specifies a list of paths through which users access the API operations. A path consists of one or more HTTP operations.  consume [a-zA-Z0-9][a-zA-Z0-9!#$&\-^_]{0,126}\/[a-zA-Z0-9][a-zA-Z0-9!#$&\-^_+.]{0,126}(;\s*[a-zA-Z0-9][a-zA-Z0-9!#$&\-^_="]{0,126})*$ Consumes MIME types that the API can consume Specifies a list of MIME types that the API can consume. These MIME types apply to all API operations. You can override the setting for specific operations in the API operation.  produce ^(application|audio|image|message|multipart|text|video)\/[a-zA-Z-]+$ Produces MIME types that the API can produce Specifies a list of MIME types that the API can produce. These MIME types apply to all API operations. You can override the setting for specific operations in the API operation.  swagger-location  local temporary Swagger location The name and location of the Swagger document  When you create the API definition from a Swagger document, specify the name and location of the Swagger document. Prepare the document as follows before you specify the location.  When the Swagger document is a YAML file, convert it to JSON format. Import the JSON file to the 
                                     local:
                                    directory, the 
                                     temporary:
                                    directory, or one their subdirectories in the DataPower file system. When you create the API definition by manually specifying the API properties, this field is not applicable.  graphql-schema   Type graphql   Type graphql GraphQL schema location GraphQL schema location. GraphQL schema location.  wsdl-advertised-schema-location   Type wsdl WSDL advertised schema location The name and location of the WSDL file or archive file with a WSDL file, which should be used to advertise the contract for this API. When you create the API definition from a WSDL file, specify the name and location of the WSDL document or archive of the WSDL and its dependencies.  wsdl-validation-schema   Type wsdl WSDL validation schema location The name and location of the top-level WSDL file to use to validate SOAP payloads. When you create the API definition from a WSDL file, specify the name and location of the top-level WSDL document itself, which should be used to validate incoming SOAP payloads.  security-req Security requirements Required security schemes to execute API operations Specifies the alternative security requirements to enforce for the API as a whole (that is, there is a logical OR between the security requirements). By default, the security requirement is applied to all operations in the API. But for each API operation, you can override the API-level security by separately specifying security schemes to enforce on the operation level.  require-api-mutual-tls off API protection Require mutual TLS protection Require mutual TLS protection for this API.  api-mutual-tls-source   RequireAPIMutualTLS on   RequireAPIMutualTLS on API protection sources Sources to obtain the client certificate for mutual TLS Indicates the sources to obtain the client certificate for mutual TLS. Because you can define multiple ways to obtain the source, ensure that you sequence the methods appropriately.  api-mutual-tls-header-name X-Client-Certificate    RequireAPIMutualTLS on  APIMutualTLSSource tls_cert API protection HTTP header HTTP header that contains the client certificate for mutual TLS The HTTP header that contains the client certificate for mutual TLS. The default value is 
                             X-Client-Certificate
                            .  property Custom properties Custom API properties Specifies a list of custom API property entries. An API property is a type of context variable whose value is dependent on the API collection that the API is provisioned in. Collection-specific API properties allow you to use the same API definition in different API collections when a property in a collection requires a unique or different value. A custom property entry specifies one property and the property value for one collection. To add another custom property, or to specify a different property value for another collection, add another entry.  schema Schemas API schemas Specifies a list of API schema objects that define data types for request or message validation. An API data type consists of a name and the API schema object.  cors off Enable CORS Whether to enable the API Gateway to handle CORS requests Indicates whether to enable the API Gateway to handle the the cross-origin resource sharing (CORS) requests. 
                              When enabled, the API Gateway runs the API CORS action to handle all CORS requests that are made to the API. The API routing action matches the API to invoke, determines that the request is a preflight CORS request, and sets the 
                                 request.attributes.isCORSPreflight flag to 
                                 true
                                . When CORS is enabled and a preflight request is received, all assembly actions and many API actions are skipped. Only the following API actions are performed.  The API CORS action configures the appropriate response headers. The API result action sets the response headers. For all preflight requests, the API security and API client identification actions are always skipped, whether CORS is enabled or not enabled.  cors-policy CORS policy The name of a CORS policy The CORS policy to apply to calls to this API.  activity-log on Enable logging Whether to enable logging for API activities  Indicates whether to enable logging for API activities. The API Gateway runs the API activity log action to generate logs. To generate log data for calls that invoke this API, you must first enable this property and ensure that the following conditions are met.  The logging type for successful and unsuccessful API invocations is not set to none. The activity log action is added in the API rule associated with the API definition. When disabled, the API Gateway does not generate any log data for calls that invoke this API.  success-content activity   ActivityLogToggle on Content on success Type of content to be logged when the API invocation is successful Defines the type of content to log when the API invocation is successful. When set to log payload data, you must enable message buffering if you want to ensure that all request and response data is captured.  error-content payload   ActivityLogToggle on Content on error Type of content to be logged when the API invocation completes with error Defines the type of content to log when the API invocation completes with error. When set to log payload data, you must enable message buffering if you want to ensure that all request and response data is captured.  preserved-request-header Request headers to preserve Request headers in the log to preserve at the end of the transaction Specifies the list of request headers in the log to preserve at the end of the transaction.  preserved-response-header Response header to preserve Response headers in the log to preserve at the end of the transaction Specifies the list of response headers in the log to preserve at the end of the transaction.  message-buffering off Enable message buffering Whether to enable message buffering for the API  Indicates whether to buffer API requests and responses before processing.  When enabled, the message payload and the output of the assembly invoke action are read as a binary large object (BLOB). When disabled, the message payload and the output of the assembly invoke action are only read by an asynchronous API call. If you enable API activity logging to capture payload data, you must also enable message buffering if you want to ensure that all request and response data is captured.  deployment-state running Deployment state Deployment state of the API Specifies the deployment state of the API. By default, the deployment state of an API is running.  share-count unset Share rate limit count Share rate limit count among all APIs under an application. Share rate limit count among all APIs under an application.  return-v5-responses off Return v5 responses Return v5 responses. Indicates whether to return v5-compatible responses, such as OAuth and client security error responses.  copy-id-headers-to-message off Copy ID headers to message Copy ID headers to message. Indicates whether to copy security headers to the message context for retrieval by the invoke backend service.  enforce-required-params on Enforce required parameters Enforce required parameter check. Indicates whether to check the request for required parameters during API routing.  allow-chunked-uploads on Allow chunked uploads Allow chunked uploads. Indicates whether to allow the assembly invoke action to send documents to the server with 
                             Transfer-Encoding: chunked
                            . This setting applies only to the 
                             invoke
                            1.5.0 wrapper policy deployed from API Connect using the migration utility. It does not apply to the native API Gateway assembly invoke action.  set-v5-request-headers off Set v5 request headers Set v5 request headers. Indicates whether to populate v5-compatible headers, such as 
                             X-Client-IP
                            and 
                             X-Global-Transaction-ID
                            , in the 
                             request.headers
                            context variable.  get-raw-body-value off Get raw body value Get raw body value. When using the GatewayScript 
                             apim.getvariable()
                            API, indicates whether to get the raw body instead of parsing. The setting applies only when the context is other than 
                             message
                            .  allowed-api-protocols http+https+ws+wss Set allowed API protocols Set allowed API protocols. Specifies allowed API protocol types in API gateway.  allow-trailing-slash off Allow trailing slash Allow trailing slash (/) character. Indicates whether to allow the request URL to end with a / character.       Summary                             Main       API Activity Logging         Compatibility API Definition Configure and manage API Definitions  Configure a REST API definition that uses HTTP requests to GET, PUT, POST, and DELETE data.  services/apigateway apigw configuration IDG   summary Comments Enter a brief descriptive summary for the API gateway. A descriptive summary for the API gateway.  front-protocol Protocol handler Protocol handler (HTTP and HTTPS only) Specifies the protocol handler to handle the traffic between the API requester and the DataPower Gateway. The API gateway can receive requests only through HTTP and HTTPS handlers.  xslrefresh URL refresh policy Stylesheet refresh policy Optionally, assigns a stylesheet refresh policy to the API gateway. Stylesheets cached by this gateway are refreshed in accordance with policy rules.  xsl-cache-memorysize 0 2147483647 Stylesheet cache size Maximum size of stylesheet cache bytes Enter the maximum size of the stylesheet cache. The default value is 2147483647. A value of 0 disables caching. Stylesheets are purged when either the cache size or the cache count is reached.  xsl-cache-size 5 250000 256 Stylesheet cache count Maximum number of stylesheets cached stylesheets Enter the maximum number of stylesheets to cache. Enter a value in the range 5 - 250000. The default value is 256. Stylesheets are purged when either the cache size or the cache count is reached.  xsl-checksummed-cache on SHA1 caching Manages SHA1-assisted caching Enables or disables SHA1-assisted stylesheet caching. With SHA1 caching enabled, stylesheets are cached by both URL and SHA1 message digest value. With SHA1 caching disabled, stylesheets are cached only by URL.  maxdocs 1 250000 5000 Document cache count Maximum number of documents cached documents Enter the maximum number of documents to cache. Enter a value in the range 1 - 250000. The default value is 5000.  size 0 Document cache size Maximum size of document cache bytes Enter the maximum size of the document cache. Regardless of the specified size, no document that is greater than 1073741824 bytes is cached. This restriction applies even if the cache has available space.  max-writes 1 32768 32768 Maximum concurrent writes Maximum number of concurrent writes to create documents in the cache Enter the maximum number of concurrent write requests to create documents or refresh expired documents in the document cache. Enter a value in the range 1 - 32768. The default value is 32768. After the maximum number is reached, requests are forwarded to the target server and the response is not written to the cache.  policy Document cache policy Document cache policy A document cache policy allows the administrator to determine how documents are cached by the API gateway. The policy offers time-to-live, priority, and type configuration values. The document cache is distinct from the stylesheet cache.  collection API collection Applicable API collections Specifies a list of collections where each collection packages the plans and subscribers to serve a specific group of clients.  share-count Yes Share rate limit count Share rate limit count among all APIs under an application. Share rate limit count among all APIs under an application.  assembly-burst-limit Assembly burst limits Burst limits to be used by the assembly rate limit action. Defines the scheme for burst limits to be used by the assembly rate limit action.  assembly-rate-limit Assembly rate limits Rate limits to be used by the assembly rate limit action. Defines the scheme for rate limits to be used by the assembly rate limit action.  assembly-count-limit Assembly count limits Count limits to be used by the assembly rate limit action. Defines the scheme for count limits to be used by the assembly rate limit action.  ldap-pool LDAP connection pool Specify the LDAP connection pool to use Identifies the LDAP connection pool to be used by the API gateway when contacting LDAP.  proxy Proxy policy Proxy policy definition Configure a proxy policy that associates a set of URLs with a specific HTTP proxy. When multiple proxy policies are defined, URLs are evaluated against each policy in order.  service-ready off Service ready Readiness of the API gateway. Showing the readiness of the API gateway.            Main     Rate limiting     Document cache   Connection policy   Document cache policy       Cached Stylesheets      Cached Documents      Flush Stylesheet Cache     Flush Document Cache     Invalidate Document Cache     Flush Expired Documents      Export Document Cache     Import Document Cache    Flush LDAP Cache API Gateway Configure and manage the API gateway An API Gateway matches the API to process the API request and routes the request to the matched API.  config/api-operation api-operation configuration IDG   summary Comments Enter a brief descriptive summary for the API Operation configuration. A descriptive summary for the API Operation configuration.  method Method HTTP method Specifies the HTTP method to perform against the resource.  operation-id Operation ID A unique identifier of the operation Specifies the ID of the operation.  remove-consume off Remove consume Whether to remove the API-level consume declaration Specifies whether to remove the API-level consume declaration. By default, the API-level consume declaration is applied to the operation. When removed, the operation can always be performed regardless of the content type.  consume [a-zA-Z0-9][a-zA-Z0-9!#$&\-^_]{0,126}\/[a-zA-Z0-9][a-zA-Z0-9!#$&\-^_+.]{0,126}(;\s*[a-zA-Z0-9][a-zA-Z0-9!#$&\-^_="]{0,126})*$   RemoveConsume on Consumes MIME types that the operation can consume Specifies a list of MIME types that the operation can consume. This setting overrides the API-level consume declaration that you define for the API definition.  produce ^(application|audio|image|message|multipart|text|video)\/[a-zA-Z-]+$ Produces MIME types that the operation can produce Specifies a list of MIME types that the operation can produce. This setting overrides the API-level produce declaration that you define for the API definition.  request-schema Request Schema The request schema for the API operation Specifies the request schema that describes the valid request messages for the API operation.  response-schema Response Schema The response schema for the API operation Specifies a list of response schemas that describe the possible response messages returned for the API operation.  parameter Parameters Applicable parameters for the API operation Specifies a list of parameters that are applicable for the API operation. The setting here overrides the setting in the API Path configuration for the same parameter.  remove-security off Remove security Whether to remove the API-level security declaration Specifies whether to remove the API-level security declaration that is defined for the API. By default, the API-level security declaration is applied to the operation. When removed, the operation can be performed without security check.  security   RemoveSecurity on Security requirements Security schemes for the operation Specifies the alternative security requirements to enforce for the operation (that is, there is a logical OR between the security requirements). This setting overrides any declared API-level security.  soap-action SOAP Action SOAP Action Specifies the value of the SOAPAction header that would be sent to the backend web service.  soap-element-name SOAP Element Name SOAP Element Name Specifies the name of the root element in SOAP Body of a SOAP request.      Summary                Main API Operation Configure and manage the API operations An API operation configuration describes the actions to perform against the resource.  config/api-path api-path configuration IDG   summary Comments Enter a brief descriptive summary for the API Path configuration. A descriptive summary for the API Path configuration.  path / ^\/$||^\/([0-9a-zA-Z-_.~%!$&'()*+,;=:@\{\}]+\/)*[0-9a-zA-Z-_.~%!$&'()*+,;=:@\{\}]+$ Path The relative path to access the REST APIs  Specifies the route to access the REST APIs. The path is appended to the base path to construct the full URI to access the APIs. The path must start with a / character. When the path contains a parameter, make sure that you define the path parameter at either or both the path and operation levels.  A parameter at the end of the path can contain a + qualifier to match one or more levels as in the following example. 
                                      /petstore/{type}/{+category} The 
                                     {type}
                                    parameter matches one path level. The 
                                     {+category}
                                    parameter matches multiple levels. The following paths match this path template.   /petstore/cats/supplies  /petstore/cats/supplies/health  /petstore/cats/supplies/health/medicines A parameter at the end of the path can contain a * qualifier to match zero or more levels as in the following example. 
                                      /petstore/{type}/{*category} The 
                                     {type}
                                    parameter matches one path level. The 
                                     {*category}
                                    parameter matches multiple levels. The following paths match this path template.   /petstore/cats/  /petstore/cats/supplies  /petstore/cats/supplies/health  /petstore/cats/supplies/health/medicines  operation Operation Operations available on the path Describes the operations that can be executed under the path. When no operation is defined, all operations are accepted under this path.  request-schema Request schema The request schema for the API path Specifies the request schema that describes the valid request messages for the API path.  parameter Parameters Parameters applicable for all operations under this path Specifies the parameters that are applicable for all operations under this path. The setting here can be overridden by the setting in the API Operation configuration for the same parameter.     Summary       Main API Path Configure and manage the API paths An API Path configuration describes the operations that are available on a single path.  config/api-plan api-plan configuration IDG   summary Comments Enter a brief descriptive summary for the API Plan configuration. A descriptive summary for the API Plan configuration.  name Plan name Name for the API plan Specifies the name for the API plan.  product-id Product ID ID of the product that the API plan belongs to Specifies the product ID for the API plan. A product makes a set of APIs and plans into one offering to make available to API developers.  product-name Product name Name of the product that the API plan belongs to Specifies the product name for the API plan.  product-version 1.0.0 Product version Version of the product that the API plan belongs to Specifies the product version for the API plan.  product-title Product title Title of the product that the API plan belongs to Specifies the product title for the API plan.  rate-limit Rate limit Rate limit scheme Specifies the rate limit scheme to enforce. A rate limit scheme defines the maximum rate that is allowed in a specified time interval and the actions to take when the limit is exceeded.  burst-limit Burst limit Burst limit scheme Specifies the burst limit scheme to enforce. A burst limit scheme defines the maximum burst rate that is allowed in a specified time interval. The burst limit scheme helps prevent usage spikes that may damage infrastructure. The burst limit takes higher priority than the rate limit, when a message arrives within an interval, the message is first checked against the burst limit scheme and then against the rate limit scheme.  assembly-burst-limit Assembly Burst limit Burst limit scheme to be used by assembly rate limit action. Specifies the burst limit scheme to enforce. A burst limit scheme defines the maximum burst rate that is allowed in a specified time interval. The burst limit scheme helps prevent usage spikes that may damage infrastructure. The burst limit takes higher priority than the rate limit, when a message arrives within an interval, the message is first checked against the burst limit scheme and then against the rate limit scheme.  assembly-rate-limit Assembly rate limit Rate limit scheme to be used by assembly rate limit action. Specifies the rate limit scheme to enforce. A rate limit scheme defines the maximum rate that is allowed in a specified time interval and the actions to take when the limit is exceeded.  assembly-count-limit Assembly count limit Count limit scheme to be used by assembly rate limit action. Specifies the count limit scheme to enforce. A count limit scheme defines the maximum count that is allowed and the actions to take when the limit is exceeded.  space-id Space ID ID of the space that the product belongs to in the catalog Specifies the space ID for the product. When space is enabled for a catalog, the catalog can be partitioned to spaces, where each space is used by a different API provider development team and has its own set of management capabilities that pertain specifically to the APIs in that space. Spaces enable each team to manage their APIs independently.  space-name Space name Name of the space that the product belongs to in the catalog Specifies the space name for the product. When space is enabled for a catalog, the catalog can be partitioned to spaces, where each space is used by a different API provider development team and has its own set of management capabilities that pertain specifically to the APIs in that space. Spaces enable each team to manage their APIs independently.  api API APIs to package into the plan Specifies a list of APIs to package into the plan. You expose an API through a plan by associating the API to the plan.  exclude Exclude operation Operations to exclude from the plan Specifies a list of operations to exclude from the plan. When you exclude an operation from a plan, this operation is not available for access through this plan.  override Operation rate limit Rate limit scheme for specific operations Specifies a list of operations that have their own rate limit schemes.  rate-limit-scope per-application Rate limit scope The scope to apply the rate limit Indicates the scope that you want to apply the rate limit to.  graphql-schema-options GraphQL Schema Options Plan level GraphQL schema options to apply to a single API. List of plan level GraphQL schema options to apply to each specified API.      Summary                   Main API Plan Configure and manage API plans An API is exposed for access through an API plan. An API Plan packages a list of APIs and defines the rate limit schemes to enforce to access the APIs. By default, the rate limit scheme of the plan applies to all operations. However, you can exclude certain operations from the plan or override the plan-level rate limit schemes by specifying operation-specific rate limit schemes.  config/api-schema api-schema configuration IDG   summary Comments Enter a brief descriptive summary for the API Schema configuration. A descriptive summary for the API Schema configuration.  json-schema JSON schema URL JSON schema URL Specifies the schema URL for JSON message validation. For example, 
                             local:///petstore.json#/definitions/Pet
                            . To accept all input, use the string 
                             accept
                            instead of entering a URL. To reject all input, use the string 
                             reject
                            instead of entering a URL.  graphql-schema GraphQL schema URL GraphQL schema URL Specifies the schema URL for GraphQL message validation. For example, 
                             local:///petstore-Pet.graphql
                            . To accept all input, use the string 
                             accept
                            instead of entering a URL. To reject all input, use the string 
                             reject
                            instead of entering a URL.  xml-type XML type XML type Specifies the type of XML validation to perform, either XML or WSDL.  xml-validation-mode   XMLType xml XML validation mode The mode for XML validation Specifies the mode to validate XML messages: validate the entire message or only the SOAP body of the message.  xml-schema-url   XMLType xml XML schema URL XML schema URL Specifies the schema URL for XML message validation. For example, 
                             local:///petstore-Pet.xsd
                            . To accept all input, use the string 
                             accept
                            instead of entering a URL. To reject all input, use the string 
                             reject
                            instead of entering a URL.  wsdl-schema-url   XMLType wsdl WSDL schema URL WSDL schema URL Specifies the schema URL for WSDL message validation. For example, 
                             local:///petstore-Pet.wsdl
                            . To accept all input, use the string 
                             accept
                            instead of entering a URL. To reject all input, use the string 
                             reject
                            instead of entering a URL.  wsdl-port   XMLType wsdl WSDL Port QName Validate messages from a specific wsdl:port The QName of the WSDL port that defines the service traffic to validate. The value should be a QName in the form "{namespace-uri}local-part" or "*" for all ports that are defined in the WSDL file. If specified and not "*", only messages that are defined for the named port are considered valid.  wsdl-operation   XMLType wsdl WSDL Operation Name Validate messages that match the specified wsdl:operation The name of the WSDL operation that defines the service traffic to validate. The value should be the unqualified name of the operation or "*" for all operations that are defined in the WSDL file. If specified and not "*", only messages that are defined for operations that match the specified name are considered valid.  wsdl-message-direction-or-name   XMLType wsdl WSDL Message Direction or Name Validate messages from wsdl:input, wsdl:output, or wsdl:faults that match the given name or direction The name or direction of the WSDL input (wsdl:input), output (wsdl:output), or fault (wsdl:fault) that defines the service traffic to be validated. The value should be the name of one or more WSDL input, output, or fault components, or "#input" or "#output" for the request and response directions respectively, or "*" for all inputs, outputs, and faults that are defined in the WSDL file. If specified and not "*", only messages that are defined for inputs, outputs, and faults that match the specified name or direction are considered valid. Faults are considered valid for the response direction.  wsdl-attachment-part   XMLType wsdl WSDL Attachment Part Name Validate messages defined by mime:content in the WSDL that match the specified message part name The name of the WSDL message part that defines the content of a MIME attachment (mime:content/@part). The value should be the unqualified name of the message part. The name is the same as the part attribute on the corresponding mime:content component in the WSDL file. When this property is not defined or has the special value "*", the root MIME part is validated. The root MIME part is bound to a soap:body.              Main API Schema Configure and manage the API schemas An API schema configuration defines schemas to validate JSON, XML, WSDL, or SOAP messages for an API path or an API operation.   configuration IDG   config/api-sec-apikey api-sec-apikey configuration IDG   summary Comments Enter a brief descriptive summary for the API Security API Key configuration. A descriptive summary for the API Security API Key configuration.  where Where Location of client credentials  Specifies the location that the client credentials are expected to be found. An API call fails if the credentials are not included in the specified location. Note: Regardless of where the client credentials are sent, you must specify the same location for the client ID and client secret.  type Type Type of client credentials  Specifies the type of the client credential.  key-name ^[a-zA-Z0-9][a-zA-Z0-9-_]*$ Key name The name of the API key  Specifies the name of the request header, basic authentication header, query parameter, or form data, according to the credential type that you select.     Summary       Main API Security API Key Configure and manage the API key security definitions for an API  An API key security definition defines the credentials that an API client must provide to the API Gateway to identify itself when calling the API operations. You can require that the client must provide only the client ID, or both client ID and client secret, to call an API operation. When you require the client to provide both client ID and client secret, you must create two separate API Security API Key configurations, one of type ID and the other of type Secret.  config/api-sec-basic-auth api-sec-basic-auth configuration IDG   summary Comments Enter a brief descriptive summary for the API Security Basic Authentication configuration. A descriptive summary for the API security Basic Authentication configuration.  user-registry User registry The user registry to authenticate the incoming API request. Specifies the API user registry configuration to authenticate incoming API requests. The supported registries are API authentication URL and API LDAP.    Summary     Main API Security Basic Authentication Configure and manage the basic authentication security definitions in an API  A basic authentication security definition selects a user registry to authenticate accesses to the API operations. When you use basic authentication, API users must provide a valid user name and password in the requests to access operations that require basic authentication.  Note: You cannot apply more than one basic authentication security definition to an API.  config/api-sec-oauth-req api-sec-oauth-req configuration IDG   summary Comments A brief descriptive summary for the configuration. Enter a descriptive summary for the configuration.  oauth-definition OAuth security definition The OAuth security definition to use Specifies an OAuth security definition that defines the applicable OAuth provider settings.  allowed-scopes Allowed scopes The scopes that the access token is valid to access  Specifies the scopes that the access token is valid to access. To specify multiple scopes, use a space between each scope. The order of scopes does not matter. The allowed scopes must be a subset of the allowed scopes set for the OAuth provider settings. Scopes ensure that the granted access token is valid to access only specific protected resources.    Summary      Main API Security OAuth Requirement Configure and manage the OAuth security requirement in an API  An OAuth security requirement defines the allowed scopes for controlling access to APIs or operations through the token-based OAuth protocol. By using an OAuth token, a user can grant websites or applications to access their data that are stored with another service provider, without sharing their personal credentials.  Note: You cannot apply more than one OAuth security requirement to an API or operation. API Security Definition  The API Security Definition configuration specifies the security schemes that are available to be used to secure access to the API.  config/api-sec-oauth api-sec-oauth configuration IDG   summary Comments A brief descriptive summary for the configuration. Enter a descriptive summary for the configuration.  oauth-provider OAuth provider The OAuth provider to use Specifies an OAuth provider settings configuration that defines the type of the provider and the authorization details about the provider.  oauth-flow OAuth flow Which OAuth flow to enforce Specifies the OAuth flow to enforce to protect the target. The value should be among the supported grant types that are defined by the referenced OAuth provider.  oauth-scope OAuth scopes The scopes that the access token is valid to access  Specifies the scopes that the access token is valid to access. To specify multiple scopes, use a space between each scope. The order of scopes does not matter.  The allowed scopes for this configuration must be a subset of the allowed scopes set for the API OAuth security definition. The allowed scopes for the API OAuth security definition must be a subset of the allowed scopes set for the OAuth provider settings. Scopes ensure that the granted access token is valid to access only specific protected resources.  oauth-advanced-scope-url OAuth advanced scope URL The URL that overrides the advanced scope URL in the OAuth provider settings When specified the URL that overrides the advanced scope URL in the OAuth provider settings. The value must be a properly formatted URL.  oauth-advanced-scope-tls-profile OAuth TLS profile TLS client profile to secure the HTTPS connection to the OAuth advanced scope URL When the OAuth advanced scope URL uses the HTTPS protocol, specifies the TLS client profile to secure the connection.     Summary         Main API Security OAuth Configure and manage the API OAuth security definition An API OAuth security definition defines the applicable settings for an OAuth provider.  config/api-sec-req api-sec-req configuration IDG   summary Comments Enter a brief descriptive summary for the API Security Requirement configuration. A descriptive summary for the API Security Requirement configuration.  security Security definition Security scheme to use for the operation Specifies the security scheme to enforce.    Summary API Security Requirement Configure and manage the API security requirement An API Security Requirement configuration defines the required security schemes that an API request must pass to execute this operation. Specify the security requirement by selecting from the security schemes that are declared in the Security Definitions configuration. When multiple security schemes are selected, the API request must pass all security checks (that is, there is a logical AND between the schemes).  config/api-security-token-manager api-security-token-manager configuration IDG   summary Comments Enter a descriptive summary for the Security Token Manager. A descriptive summary for the Security Token Manager.  gateway-peering Internal token store Gateway peering instance to use as the store for internal token management Specifies the gateway peering instance to store and manage internal OAuth token data in this domain. Native OAuth tokens that are managed by an external token management service are not stored in this gateway peering instance. This gateway peering instance must be configured to persist data across a restart.  gateway-peering-external External token store Gateway peering instance to use as the store for responses from external token management services Specifies the gateway peering instance to store and manage responses from external OAuth token management services in this domain. This gateway peering instance does not require that data persist across a restart. API Security Token Manager Configure and manage security tokens.  The security token manager provides storage configurations for security objects such as OAuth Providers and User Security.   configuration IDG   config/api-auth-url-reg api-auth-url-reg configuration IDG   summary Comments Enter a brief descriptive summary for the API authentication URL registry. A descriptive summary for the API authentication URL registry.  auth-url Authentication URL Enter the URL of the authentication endpoint to authenticate credentials. The URL of the authentication endpoint to authenticate credentials. The user credentials in the authorization header are validated by the endpoint that is specified in the URL. When the user is authenticated, DataPower expects the authentication endpoint to return an HTTP 200 OK response status code. All other HTTP response status codes result in an authentication failure and access is denied.  tls-client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and the authentication URL. Set the TLS client profile to secure connections between the DataPower Gateway and the authentication URL.    Summary      Main API Authentication URL Registry Configure and manage the API authentication URL registry   config/api-ldap-reg api-ldap-reg configuration IDG   summary Comments Enter a brief descriptive summary for the API LDAP registry. A descriptive summary for the API LDAP registry.  ldap-host Host Host name or IP address of the the LDAP server Specifies the host name or IP address of the LDAP server.  ldap-port 636 Port The listening port on the LDAP server Specifies the listening port on the LDAP server. The default value is 636.  ssl-client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and the LDAP server. Set the TLS client profile to secure connections between the DataPower Gateway and the LDAP server.  ldap-version v3 LDAP version Version of the LDAP protocol for bind Select the LDAP protocol version to use for the bind operation. The default value is v3.  ldap-auth-method searchDN LDAP authentication method Method to create the user for authentication.  Indicates how to create the user for authentication.  Select  Compose DN when the DN can be composed from the user name. For example, 
                                             uid=john,ou=People,dc=company,dc=com
                                            is a DN format that can be composed from the user name. Select  Compose UPN when the UPN can be composed from the user name. For example, as 
                                             john@example.com
                                            is a UPN format that can be composed from the user name. Select  Search DN when the DN cannot be composed from the user name and an LDAP search is required to retrieve information that matches the user name. By default, queries the LDAP server to retrieve user information. Before deciding on the method, contact your LDAP administrator.  ldap-bind-dn LDAP bind DN Distinguished name to bind to the LDAP server Specifies the DN to bind to the LDAP server for the LDAP search.  ldap-bind-password-alias LDAP bind password alias Password alias of the LDAP administrator password Specifies the password alias of the LDAP administrator password to bind to the LDAP server for the LDAP search.  ldap-search-param LDAP search parameters The parameters for the LDAP search Specifies the LDAP search parameters to perform an LDAP search to retrieve the user DN.  ldap-readtimeout 0 86400 60 LDAP read timeout Time to wait for a response from LDAP server before closing the connection seconds Specifies the time to wait for a response from the LDAP server before the DataPower Gateway closes the LDAP connection. Enter a value in the range 0 - 86400. The default value is 60. A value of 0 indicates that the connection never times out.  ldap-group-auth-enabled off Enable LDAP group authentication Whether to enable LDAP group authentication Indicates whether to enable LDAP group authentication to use to check group membership for a user. The default value is off.  ldap-group-auth-type   LDAPGroupAuthEnabled on   LDAPGroupAuthEnabled on LDAP group authentication type The LDAP group authentication type Indicates the type of group authentication configuration to use. The default value is static.  ldap-group-scope subtree   LDAPGroupAuthEnabled off LDAP group scope The LDAP group scope The depth of the LDAP group search. The default value is subtree.  ldap-group-base-dn    LDAPGroupAuthEnabled on  LDAPGroupAuthType static    LDAPGroupAuthEnabled off   LDAPGroupAuthEnabled on  LDAPGroupAuthType dynamic LDAP static group base DN LDAP Group base distinguished name Specifies the base distinguished (DN) name to begin the group authentication search. This value identifies the entry level of the tree used by the LDAP group scope.  ldap-group-filter-prefix    LDAPGroupAuthEnabled on  LDAPGroupAuthType static    LDAPGroupAuthEnabled off   LDAPGroupAuthEnabled on  LDAPGroupAuthType dynamic LDAP static group filter prefix The LDAP group search filter prefix  Specifies the prefix of the LDAP group filter expression. An LDAP group filter expression is composed by 
                                         prefix + user DN + suffix
                                        . When the prefix is 
                                         (&(objectclass=group)(member=
                                        and the user DN is 
                                         CN=bob,DN=ibm,DN=com
                                        , the LDAP search filter is 
                                         (&(objectclass=group)(member=CN=bob,DN=ibm,DN=com))
                                        .  ldap-group-filter-suffix    LDAPGroupAuthEnabled on  LDAPGroupAuthType static    LDAPGroupAuthEnabled off   LDAPGroupAuthEnabled on  LDAPGroupAuthType dynamic LDAP static group filter suffix The LDAP group search filter suffix  Specifies the suffix of the LDAP group filter expression. When the prefix is 
                                         &(objectclass=group)(member=
                                        , the user DN is 
                                         CN=bob,DN=ibm,DN=com
                                        , and the suffix is 
                                         )(CN=ibm-group))
                                        , the LDAP search filter is 
                                         (&(objectclass=group)(member=CN=bob,DN=ibm,DN=com)(CN=ibm-group))
                                        .  ldap-group-dynamic-filter    LDAPGroupAuthEnabled on  LDAPGroupAuthType dynamic    LDAPGroupAuthEnabled off   LDAPGroupAuthEnabled on  LDAPGroupAuthType static LDAP dynamic filter The LDAP group dynamic filter  Specifies the filter expression of the LDAP dynamic group configuration. Only for dynamic. When the filter is 
                                         (memberOf=CN=ibm-group,DC=ibm,DC=com)
                                        , the value is used verbatim for LDAP group dynamic search.      Summary         General configuration       User authentication Configure LDAP user authentication with the preferred method. 
                                      Search DN: Perform LDAP search and bind operations to authenticate user. Compose DN: Perform LDAP bind operation based on the provided user DN. Compose UPN: Perform LDAP search based on the provided user DN.         Group authentication Used for checking group membership for a user authenticated in the LDAP registry. 
                                      Static: Configure with group base DN, group prefix, and group suffix to performed an LDAP search for group membership. Dynamic: Provide the group filter expression to use with the result of user LDAP authentication to perform the group membership LDAP search. Main API LDAP Registry Configure and manage the API LDAP registries  API User Registry  The API user registry specifies the authentication mechanism to validate credentials.  webapp/security-policy application-security-policy mpgw IDG   summary Comments Brief summary for user annotation.  request-match Request Maps A list of Web Request Profile objects and their matching criteria. If the client request meets the matching criteria, its Web Request Profile runs.  response-match Response Maps A list of Web Response Profile objects and their matching criteria. If the server response meets the matching criteria, its Web Response Profile runs.  error-match Error Maps A list of Error Policy objects (Processing Rules) and their matching criteria. If an error meets the matching criteria, its Error Policy runs. Application Security Policy An Application Security Policy establishes the rules to use to enforce security for a Web Application Firewall service. This policy employs request maps, response maps, and error maps that provide a detailed security configuration. Each of these maps, in turn, matches to a Web Request Profile, Web Request Profile, or Error Policy, as the case might be.  assembly/assembly assembly assembly IDG   summary Comments Enter a brief descriptive summary for the assembly configuration. A descriptive summary for the assembly configuration.  rule Rule The API rule to apply to the API call Specifies the API rule that comprises only assembly actions to apply to the API call.  catch Catch How to handle a specific error in the assembly Specifies how to handle a specific error when it occurs during the assembly execution.  default-catch Default catch How to handle errors that are not caught by the catch setting Specifies how to handle errors that are not caught by the catch setting during the assembly execution.    Summary       Main Assembly Configure and manage the assembly An assembly specifies the API rule to apply to the API call and how to handle errors during the assembly execution. The API rule for the assembly comprises only assembly actions that are executed in order to control a specific aspect of processing such as data transformation during API call at run time. When an API is identified for the incoming request, its assembly is executed.  assembly/assembly-function assembly-function assembly IDG   summary Comments A descriptive summary of the assembly function that is not advertised to API developers. Specifies a descriptive summary of the assembly function that is used on the API Gateway.  title Title The title of the assembly function. Specifies the assembly function title that is advertised to API developers. When the title is not provided, DataPower Gateway provides a title to advertise to API Connect.  description Description A description of the assembly function that is advertised to API developers. Specifies a description of the assembly function that is advertised to API developers. When the description is not provided, DataPower Gateway provides a description to advertise to API Connect.  scope Scope The scope of the assembly function. Specifies the level of availability of the assembly function as a user-defined policy in API Connect.  parameter Parameters The parameters passed to the assembly function. Specifies the parameters passed to the assembly function.  assembly Assembly The assembly that implements this assembly function Specifies the assembly to apply to calls to the assembly function. An assembly comprises a rule that defines the actions to run against the call and how to handle errors during assembly execution.         Main Assembly Function An assembly function definition.  An assembly function augments the actions performed by the API Gateway. You can implement an assembly function in one of the following ways.  Define an assembly function to add custom logic to an assembly. After you define the assembly function, you can add it to an assembly function call action. When you configure the API Connect Gateway Service as not V5 compatible, use assembly functions to specify user-defined policies that API Connect advertises and makes available in the API Connect assembly editor. User-defined policies provide custom processing control of APIs in the Gateway server. For an assembly function that is intended to be used as a user-defined policy in the API Connect Gateway Service configuration, it is recommended to configure the assembly function using a mechanism other than a configuration file processed by a configuration sequence. Objects created using configuration files are not persisted to the domain startup configuration.  logging/audit-log audit-log-settings system   size 250 500000 1000 Log Size Maximum log size kilobytes Specify the maximum size of audit log rotations. Enter a value in the range 250 through 500000. The default value is 1000.  rotate 1 100 3 Number of Rotations Maximum number of rotations Specify the maximum number of rotations to permit. Enter a value in the range 1 through 100. The default value is 3.  audit-level standard Audit Level Desired level of audit Specify the level of audit. Full includes all incoming connection information. Audit Log Settings  The audit log settings control the configuration of the audit log of the system. The audit log configuration can be specified to keep a number of rotations of a specific size. This object also controls the level of audit. When set to full level of audit, connection information will be logged. More information is logged when in Common Criteria Compliance mode.  b2b/b2b-cpa b2b-cpa b2b B2B   summary Comments Brief summary for user annotation.  cpa-id CPA ID CPA ID   For outbound transactions, indicates the CPA ID in the outbound ebXML message that you send to the external partner. For inbound transactions, indicates the CPA ID that you use to identify the inbound ebXML message.
                            It is recommended that the CPA ID be a URI.   B2B CPA B2B CPA  b2b/b2b-cpa-collaboration b2b-cpa-collaboration b2b B2B   summary Comments Brief summary for user annotation.  internal-role   Service urn:oasis:names:tc:ebxml-msg:service   Service urn:oasis:names:tc:ebxml-msg:service Internal Role Role of internal party Specifies the authorized role, such as "buyer", of the internal party in particular Business Collaboration. When sending an outbound message, the Internal Role is used as the Role element of the From Party; when receiving an inbound message, the Internal Role is used to authorize the Role element of the To Party. Required for a Business Collaboration. Imported from CPA the Role/@name value under the selected internal party. Correspondence between CPA and ebMS message header: Role/@name value of the To party when receiving an incoming ebMS message or of the From party when sending an outbound ebMS message.  external-role   Service urn:oasis:names:tc:ebxml-msg:service   Service urn:oasis:names:tc:ebxml-msg:service External Role Role of external party Specifies the authorized role, such as "seller", of the external party in particular Business Collaboration. When sending an outbound message, the External Role is used as the Role element of the To Party; when receiving an inbound message, the External Role is used to authorize the Role element of the From Party. Required for a Business Collaboration. Imported from CPA the Role/@name value under the external party. Correspondence between CPA and ebMS message header: Role/@name value of the From party in the received incoming ebMS message or of the From party in the outbound ebMS message to be sent.  process-spec Process Specification    service Service Value of service The required Service identifies the service that acts on the message. For outbound message, the value of the Service is used as the value of the Service element in the ebXML Message Header. For inbound transaction, the Service along with CPAId, Internal Partner, and External Partner are used to identify the CPA Entry; the Service value of Collaboration and the Action value of Action binding then provide routing of received message to correct endpoint. Imported from CPA the Service element under ServiceBinding element. Correspondence between CPA and ebMS message header: Service element.  service-type   Service urn:oasis:names:tc:ebxml-msg:service Service Type Type attribute of service If the type is specified, the value will be present in the type attribute of the Service element within the message being sent. If the type is empty, the value of the Service element should be a URI. Imported from CPA the type attribute within the Service element.  sender-msh-setting   Service urn:oasis:names:tc:ebxml-msg:service   Default MSH Signal Sender Default setting for sending ebMS MSH level signals Specifies the default sender action binding within the MSH Signal Service Collaboration in which the Service attribute is valued "urn:oasis:names:tc:ebxml-msg:service". This identifies the deafult setting for sending standalone MSH level signals (i.e., Acknowledgment, Error, StatusRequest, StatusResponse, Ping, Pong). The default can be overridden by Action entry. Created by referencing to the defaultMshChannelId of both parties when CPA import.  receiver-msh-setting   Service urn:oasis:names:tc:ebxml-msg:service   Default MSH Signal Receiver Default setting for receiving ebMS MSH level signals Specifies the default receiver action binding within the MSH Signal Service Collaboration in which the Service attribute is valued "urn:oasis:names:tc:ebxml-msg:service". This identifies the deafult setting for receiving standalone MSH level signals (i.e., Acknowledgment, Error, StatusRequest, StatusResponse, Ping, Pong). The default can be optionally overridden by the receiver action entry which is named as the MSH level signal identifier. Created by referencing to the defaultMshChannelId of both parties when CPA import.  action   Service urn:oasis:names:tc:ebxml-msg:service Actions Actions Defines the actions to bind. For a business Collaboration, each Action entry identifies an business message that a Party is capable of sending or receiving. For a Collaboration of MSH level signal, override the sending or receiving behaviors of default sender setting or default receiver setting using the value of "Acknowledgment", "MessageError", "StatusRequest", "StatusResponse", "Ping", or "Pong". Created when importing a CPA and are configurable.         CPA Actions B2B CPA Collaboration B2B CPA Collaboration  b2b/cpa-receiver-setting cpa-receiver-setting b2b B2B   summary Comments Brief summary for user annotation.  local-uri Local URI URI to receive the message  Specifies the URI where messages can be received. Implied by CPA the Endpoint element of the internal (receiving) party's TransportReceiver element. If the value is specified, then the incoming URI received by the Frontside Handler should match the pattern specified otherwise the transaction will fail and the gateway will attempt to report the error to the sender.  syncreply-mode none Sync Reply Mode Sync reply mode the receiver expects  Specifies the type of sync reply mode the receiver expects. The value of "none", which is the default value, indicates that all MSH level and Business level messages will be returned as separate asynchronous messages. The value other than "none" indicates the synchronous connection will be used to exchange all messages necessary for conducting the business transaction. Imported from CPA the internal party's DeliveryChannel's syncReplyMode attribute within the MessagingCharacteristics element. If the value configured is not identical to the implied mode requested by the received ebMS message, for example, the value is "none" but a SyncReply element is present in the received ebMS message header, the gateway will attempt to report the error to the sender.  ack-requested perMessage Acknowledgment Requested Whether the receiver expects request for Acknowledgment  Used by the receiver to control whether to expect the incoming message to request an Acknowledgment. If the value is set to "always" (or "never"), then the AckRequested element should (not) be present within the MessageHeader element in the ebMS SOAP Header otherwise it will fail and the gateway will attempt to report the error to the sender. If the value is set to "perMessage", then it means whether the AckRequested element is present or absent can be varied on a "per message" basis and the receiving gateway will return an Acknowledgment signal if requested. Imported from CPA the internal party's DeliveryChannel's ackRequested attribute within the MessagingCharacteristics element.  ack-signature-requested perMessage Signed Acknowledgment Requested   Used by the receiver to control whether to expect the incoming message to request a signed Acknowledgment. If the value is set to "always" (or "never"), then the signed attribute within the AckRequested element should be set to "true" (or "false") otherwise it will fail and the gateway will attempt to report the error to the sender. If the value is set to "perMessage", then it means the receiving gateway will sign the Acknowledgment if requested. Imported from CPA the internal party's DeliveryChannel's ackRequested attribute within the MessagingCharacteristics element.  allow-dup-msg never Allow Duplicate Inbound Message When to allow and reprocess duplicate inbound messages Controls when to allow and reprocess duplicate AS or ebMS inbound messages. Note that this option does not apply to MDN or ACK.  persist-duration 0 6000000 0 Persist Duration Duration of message to be persisted Seconds  Indicates to the receiving gateway the minimum length of time the message should be kept in persistent storage. When receiving inbound message, the Persist Duration is used to compute the expiry time using the formula: Time to Persist = Persist Duration + Current Time. When a message is not expired, it is not eligible to be archived; once a message's expiry time has elapsed, the message will be archivable when performing archive operation. Default to 0 to expire the received document at the time we receive the document. Imported from CPA, the PersistDuration element within ReliableMessaging element under DocExchange/ebXMLReceiverBinding element.  encrypt-required off Require Encryption Whether the incoming message should be encrypted  Controls whether the body of received ebMS messages should be encrypted. The default is off. Note that this option is not applied for the MSH level signals which is not to be encrypted. Implied by CPA the isConfidential attribute within this party action binding's BusinessTransactionCharacteristics element.  decrypt-idcred   EncryptionRequired on Inbound Decryption Identification Credentials Identification credentials used to decrypt inbound messages  Sets the identification credentials to decrypt inbound messages. Created when importing a CPA. Please set the correct identification credentials after import.  sign-required off Require Signature Whether the incoming message should be signed  Controls whether the received ebMS messages should be signed. The default is off. Implied by CPA the isNonRepudiationRequired attribute within this party action binding's BusinessTransactionCharacteristics element.  verify-valcred   SignatureRequired on Inbound Signature Validation Credentials Validation credentials used to verify inbound message  Sets the validation credentials to verify inbound messages' signature. Imported from CPA. If the isNonRepudiationReceiptRequired is set true, the SenderNonRepudiation element under DocExchange/ebXMLSenderBinding and the ReceiverNonRepudiation element under DocExchange/ebXMLReceiverBinding describe the parameters related to the implementation of non-repudiation of origin - which includes the signing certificate, signature algorithm, the hashing algorithm, etc.  default-signer-cert   SignatureRequired on Default Inbound Signature Validation Certificate Default validation certificate used to verify the signature of inbound message Set the default validation certificate to verify the signature of an inbound ebMS message or an acknowledgment. The default signature validation certificate is used if either keyInfo element is missing or signature method is not supported.     Transport Settings      Message Characteristics    Reliable Messaging       Security DocExchange Settings CPA Receiver Setting CPA Receiver Setting  b2b/cpa-sender-setting cpa-sender-setting b2b B2B   summary Comments Brief summary for user annotation.  enabled-doc-type EnableXML+EnableX12+EnableEDIFACT+EnableBinary Enabled Document Type Enabled Document Type Indicates which document types to support.  dest-url  "NONE"  ebms2 ebms2s Destination URL Destination URL  Specify the destination URL for sending the message to the external party's endpoint. The URL is parsed to determine the protocol to use. If the URL starts with 
                                 http://
                                , the service uses the HTTP protocol. If the URL starts with 
                                 https://
                                , the service uses the HTTPS protocol. Imported from CPA the Endpoint element for the external party's TransportReceiver element. To use a load balancer, specify the name of an existing Load Balancer Group instead of the address-port pair in the URL.  ssl    DestEndpointURL ebms2s  SSLClientConfigType proxy   TLS Proxy Profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile.  Sets the TLS proxy profile to establish an TLS-enabled, secured connection. Imported from CPA, the TransportServerSecurity element provides details about establishing the secure connection between the sender and receiver.  username 128 ^[_a-zA-Z0-9-.]+$ User name User name  Overrides the user name in the basic authentication policy for the user agent that the B2B gateway uses. The setting for HTTP Basic Authorization is not imported from CPA.  password 128   Password  Password (deprecated) Password  Overrides the password for the user in the basic authentication policy for the user agent that the B2B gateway uses. The setting for HTTP Basic Authorization is not imported from CPA.  password-alias 128 Password Alias Password Alias  Overrides the password for the user in the basic authentication policy for the user agent that the B2B gateway uses. The setting for HTTP Basic Authorization is not imported from CPA.  timeout 3 7200 300 Connection Timeout Override timeout Seconds  Specifies the maximum number of seconds to maintain an idle connection. Use any value of 3 - 7200. The default is 300. This setting is not imported from CPA.  syncreply-mode none Sync Reply Mode Type of synchronous response  Specifies the type of synchronous response requested by the message which is being sent. The value of "none", which is the default value, indicates that all MSH level and Business level messages will be returned as separate asynchronous messages. For the value of "mshSignalsOnly", the ebMS's SyncReply element will be included in the SOAP Header of the outbound message. Imported from CPA the internal party's DeliveryChannel's syncReplyMode attribute within the MessagingCharacteristics element.  duplicate-elimination always Duplicate Elimination Whether to request duplicate elimination  When sending an outbound ebMS message, this option controls whether the internal sending party requests the external receiving party to check duplicate elimination. If set to "always", the default value, the request for duplicate elimination will be made by presenting the DuplicateElimination element within the MessageHeader element in the ebMS SOAP Header. Imported from CPA the internal party's DeliveryChannel's duplicateElimination attribute within the MessagingCharacteristics element.  ack-requested never Request Acknowledgment Whether to request an Acknowledgment  Used by the sending party to control whether to request the receiving MSH to return the Acknowledgment signal. If set to "always", then the AckRequested element within the MessageHeader element in the SOAP Header is to be present. Imported from CPA the internal party's DeliveryChannel's ackRequested attribute within the MessagingCharacteristics element. As a sender the possible value is "always" (enabled) or "never" (disabled).  ack-signature-requested never Request Signed Acknowledgment Whether to request signed Acknowledgment  Used by the sending party to control whether the receiving MSH should return a signed Acknowledgment signal - containing a Signature element. If set to "always", then the message being sent outbound will have the signed attribute of the AckRequested element set to "true". Imported from CPA the internal party's DeliveryChannel's ackSignatureRequested attribute within the MessagingCharacteristics element. As a sender the possible value is "always" (enabled) or "never" (disabled).  retry off Attempt Message Retry Whether to retransmit an unacknowledged message  Controls whether to enable the logic for the retransmission of unacknowledged outbound messages. The default is off. Imported from CPA, described by the ebXMLSenderBinding element's ReliableMessaging element.  max-retries 1 30 3   Retry on   Retry off Maximum Retries Maximum number of retries  Specifies the permitted number of retransmission of a message. Use an integer between 1 through 30. The default is 3, which means an outbound message can potentially be sent four times (the initiative one and successive 3 retries). Imported from CPA, described by the ebXMLSenderBinding element's ReliableMessaging element.  retry-interval 1 86400 1800   Retry on   Retry off Retry Interval Time interval of each retry attempt Seconds  Specifies the interval in seconds between retry attempts. Use any value of 1 - 86400. This default is 1800. Imported from CPA, described by the ebXMLSenderBinding element's ReliableMessaging element.  persist-duration 0 6000000 0 Persist Duration Duration of message to be persisted Seconds  Indicates to the sending gateway the minimum length of time the message should be kept in persistent storage and is used to compute the TimeToLive value to be packaged in the outbound message. When sending outbound message, the TimeToLive is computed using the formula: with Retry, Current Time + ((Maximum Retries + 2) * Retry Interval); without Retry, Persist Duration + Current Time. When a message is not expired, it is not eligible to be archived; once a message's TimeToLive has elapsed, the message will be archivable when performing archive operation. Default to 0 to expire the sent document at the time it is being sent. Imported from CPA, the PersistDuration element within ReliableMessaging element under DocExchange/ebXMLSenderBinding element.  include-time-to-live on   Retry on Include TimeToLive element Lifetime of the message Controls whether the sending partner includes the <TimeToLive> element in the outbound ebMS message header. The <TimeToLive> element indicates when the message expires. 
                              If the receiving partner receives the message before it expires, the receiving partner accepts the message. If the receiving partner receives the message after it expires, the receiving partner rejects the message.  encrypt-required off Require Encryption Whether to encrypt messages  Controls whether to encrypt the body of outgoing ebMS messages. The default is off. This encryption is not applied for the MSH level signals. Implied by the CPA element SenderDigitalEnvelope under DocExchange element's ebXMLSenderBinding.  encrypt-cert   EncryptionRequired on Outbound Encryption Certificate Certificate used to encrypt outbound messages  Sets the certificate that encrypts outbound messages. Use the name of a certificate. Imported from CPA, the EncryptionCertificateRef which is within the DocExchange/ebXMLReceiverBinding/ReceiverDigitalEnvelope of the other party to point to what the other (external receiving) Party's encryption certificate to be applied.  encrypt-algorithm http://www.w3.org/2001/04/xmlenc#tripledes-cbc   EncryptionRequired on Encryption Algorithm   Sets the encryption algorithm that encrypts outbound ebMS messages. Imported from CPA the EncryptionAlgorithm element under DocExchange/ebXMLSenderBinding identifies the encryption algorithm to be used.  sign-required off Require Signature Whether to sign message being sent  Controls whether to digitally sign the messages being sent from this internal partner. The default is off. Implied by CPA the isNonRepudiationRequired attribute within this party action binding's BusinessTransactionCharacteristics element.  sign-idcred   SignatureRequired on Outbound Signature Identification Credentials Credentials used to sign outbound messages and the MSH signal response.  Sets the identification credentials used by this internal party to digitally sign an outbound message being sent and the MSH level signals being responded from this internal partner when requiring a signature. Created when importing a CPA. Set the correct identification credentials after import.  sign-algorithm rsa-sha1   SignatureRequired on Signature Algorithm Signature algorithm  Sets the algorithm used to sign messages from this internal partner. The default is dsa-sha1 recommended by the ebMS specification. Imported from CPA. The SenderNonRepudiation element under DocExchange/ebXMLSenderBinding and the ReceiverNonRepudiation element under DocExchange/ebXMLReceiverBinding describe the parameters related to the implementation of non-repudiation of origin - which includes the signing certificate, signature algorithm, the hashing algorithm, etc.  sign-digest-algorithm sha1   SignatureRequired on Signing Digest Algorithm Digest algorithm used in the XML Signature when hashing the payloads during signing  Sets the algorithm used to hashing the payloads during signing. The default is sha1. Refer to http://www.w3.org/TR/xmldsig-core/. Imported from CPA. If the isNonRepudiationReceiptRequired is set true, the SenderNonRepudiation element under DocExchange/ebXMLSenderBinding and the ReceiverNonRepudiation element under DocExchange/ebXMLReceiverBinding describe the parameters related to the implementation of non-repudiation of origin - which includes the signing certificate, signature algorithm, the hashing algorithm, etc.  sign-c14n-algorithm exc-c14n   SignatureRequired on Signature Canonicalization Method Signature canonicalization algorithm used before signing process  Sets the algorithm used to canonicalize the SOAP Envelope XML and exclude comments before signing messages. The default is Canonical XML 1.0with Comments, which is recommended by the ebMS specification. Not imported from CPA but is required when Require Signature is set to true.  ssl-client-type proxy   DestEndpointURL ebms2s TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    SSLClientConfigType client  DestEndpointURL ebms2s   TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.            Transport Settings      Message Characteristics        Reliable Messaging          Security DocExchange Settings CPA Sender Setting CPA Sender Setting  b2b/b2b-gateway b2bgw b2b B2B   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  doc-location (default)  local Document Storage Location Storage location for documents  The URL to save copies of inbound documents, outbound documents, and intermediate documents that might be needed for retransmission. The location can be an NFS mount or an iSCSI server (deprecated), which stores documents off of the appliance. However, iSCSI locations cannot be set from the WebGUI.  To use an NFS mount, select the NFS mount point. The list shows these mount points in the 
                                     nfs- 
                                     name
                                    :
                                    format, where 
                                     name
                                    is the name of the NFS static mount. To use an iSCSI mount (deprecated), configure and initialize an iSCSI volume. Because the iSCSI volume is mounted in the local: directory, use the 
                                     local:/// 
                                     directory
                                    format, where 
                                     directory
                                    is the value defined by the directory property while in the iSCSI Volume configuration. If unspecified, these documents are stored in the encrypted area on the RAID volume. If using this location, set the maximum disk use to 30 gigabytes.  as-fsph Front Side Protocol Handlers Front Side Protocol Handlers The front side protocol handlers to assign to the B2B gateway. Handlers determine the network communication protocol, address communication protocol, address, port, and other protocol-specific settings.  as1-mdn-email Default AS1 MDN Return E-mail Default e-mail address for AS1 asynchronous MDN For asynchronous MDN scenarios, the default e-mail address to send an AS1 asynchronous MDN. When sending outbound AS1 e-mail messages that request an MDN, this e-mail address can be used as the default e-mail address to send the response MDN. An e-mail address in the destination overrides this value.  as1-mdn-smtp-server-connection AS1 MDN SMTP Server Connection SMTP server connection to send asynchronous MDN responses When an incoming AS1 message requests an MDN be sent as an e-mail request, the SMTP server connection describes how to send the MDN response to the specified e-mail address.  as2-mdn-url  "NONE"  http https Default AS2 MDN Return URL Default URL for AS2 asynchronous MDN  For asynchronous MDN scenarios, an explicit MDN URL can be provided for AS2 protocol. It can point to gateway itself or a firewall or proxy service that will eventually route the message back to gateway. If the firewall or proxy between the external partner and the appliance does not forward the MDN to the appliance, the B2B gateway will keep retransmitting the message to the external partner. This property can be overridden in the destination configuration for the external partner.  as3-mdn-url  "NONE"  ftp Default AS3 MDN Return URL Default URL for AS3 asynchronous MDN  For AS3 asynchronous MDN scenarios, an explicit MDN URL can be provided for AS3 protocol. It can point to gateway itself or a firewall or proxy service that will eventually route the message back to gateway. If the firewall or proxy between the external partner and the appliance does not forward the MDN to the appliance, the B2B gateway will keep retransmitting the message to the external partner. This property can be overridden in the destination configuration for the external partner.  b2b-profile   B2BGroups  Active Partner Profiles Active partner profiles Assigns B2B Partner Profile objects to the gateway.    b2b-group Active Profile Groups Active profile groups Assigns B2B Partner Profile Groups objects to the gateway.  document-routing-preprocessor-type stylesheet Processor type File type of document routing preprocessor Specifies the file type of the document routing preprocessor to run against messages that are not received through AS or ebMS protocols. The default value is stylesheet.  document-routing-preprocessor store:///b2b-routing.xsl  store local File location Location of the document routing preprocessor file Specifies the location of a stylesheet or a GatewayScript file, based on the processor type, to run against transactions that cannot be handled by B2B-specific handlers. 
                              A stylesheet examines information from transport headers and other non-content sources to select relevant trading partners. The default stylesheet is 
                                 store:///b2b-routing.xsl
                                . A GatewayScript examines information from transport headers and payloads to select relevant trading partners. A Gatewayscript can parse messages of different data types, such as JSON, XML, and non-XML. A sample GatewayScript file is 
                                 store:///gateayscript/example-b2b-routing.js
                                .  document-routing-preprocessor-debug off Enable GatewayScript debugging Whether to enable GatewayScript debugger for document routing preprocessor Specifies whether to enable the GatewayScript debugger to detect and diagnose errors in your document routing preprocessor file. To debug a file, make sure that the file contains one or more debugger; statements at the points in your script where you want to start debugging.  arch-mode Archive Mode Archive mode Indicates whether to perform archive operations before removing messages.  arch-dir   ArchiveMode archpurge   ArchiveMode archpurge Archive Directory URL Location of the message archive Specifies the URL of the directory that contains archive files. Use the fully qualified name of the directory. The supported off-device protocol schemes are: HTTP (http://) and HTTPS (https://), NFS (dpnfs://), FTP and FTPS (ftp://), and SFTP (sftp://). To store locally in RAID volume, specify a subdirectory in the configured Hard Disk Array; for example, local:///ondisk. The message archive is in Binary. When archiving to an FTP (or FTPS) destination, ensure that the FTP policies in the associated XML manager enable "Image (Binary) Data" for data transfer.  arch-file 128 ^[_a-zA-Z0-9.-]+$   ArchiveMode archpurge   ArchiveMode archpurge Archive Filename Template Base file name Specifies the base file name for archive files. When archiving, the archive operation appends the current timestamp.  arch-minimum-size 1024   ArchiveMode archpurge Archive Minimum Size Minimum size KB Specifies the minimum size of the document store before triggering the archive operation. The default is 1024.  arch-document-age 1 3650 90 Archive Document Age Maximum age of processed documents Days Specifies the maximum duration to retain processed documents. After exceeding this duration, automatically archive or purge processed documents. Use any value of 1 - 3650. The default is 90.  arch-minimum-documents 1 100   ArchiveMode archpurge Archive Minimum Documents Minimum number of documents to retain Documents Specifies the minimum number of documents to retain in the document store at the end of an archive operation. The minimum is 1. The default is 100.  diskuse-check-interval 1 1440 60 Disk Use Check Interval Interval between checks Minutes Sets the interval between checks for documents that exceed the maximum age. During the check, documents that exceed the maximum age are archived or purged. Use any value of 1 - 1440. The default is 60.  max-diskuse 1 25165824 Maximum Disk Usage for Documents Maximum storage for documents KB Specifies the maximum storage size for documents. When storage exceeds this value, documents are archived or purged. The default is 25165824.  arch-monitor on Use an Archive Monitor Whether to use a monitor for the archive task The monitor can limit the message injection rate to prevent archive problems in a critical situation like performance testing or on a heavily loaded device. When enabled, specify the threshold for the archive monitor in the  Threshold for Archive Monitor field.  arch-shaping-threshold 10 10000 200   ArchiveMonitor off Threshold for Archive Monitor Threshold for archive monitor in transactions per second TPS Specifies the maximum number of transactions to allow per second during the archive task. When the maximum number is reached, the service queues incoming transactions for later processing. If the queue is full, the service rejects incoming transactions and generates a log message. Use any value in the range 10 - 10000. The default value is 200.  arch-backup-documents   ArchiveMode archpurge Documents to Back Up Types of document to back up Specifies which type of documents to back up. The transaction viewer lists four types of documents: Content, Input, Output, and MDN/ACK/Receipt. Inbound Message, Outbound Message, and Inbound and outbound MDN/ACK/Receipt correspond to "Input", "Output", and "MDN/ACK/Receipt" respectively. This property does not indicate the inbound or outbound transaction to archive, instead, the property indicates the file type to archive. When the Inbound MDN/ACK/Receipt or Outbound MDN/ACK/Receipt is selected, the DataPower Gateway archives the MDN/ACK/Receipt message documents. When none of four AS/ebMS2/ebMS3 document types are selected, the DataPower Gateway does not archive any type of message documents for any transactions.  xpath-routing XPath Routing Policies XPath Routing Policy Specifies the set of policies to extract partner identifiers from XML EDI messages.  xml-manager default XML Manager XML Manager The XML manager to manage the DataPower service. The XML manager contains the reference to a user agent. The user agent defines the default settings for how the service connects to external services.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                 off
                                . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on    debugger-url   DebuggerType external    debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostic mode in the probe Set the number of records for transaction diagnostic mode in the probe. Enter a value in the range 10 - 250. The default value is 25.  cpa-entry CPA CPA Entries Each CPA entry binds an ebXML messaging service (ebMS) to provide partnership interactions between the internal partner and the external partner. If the message is sent by or to the external partner through an ebMS communication protocol (ebms2:// or ebms2s://), specify  CPA ID,  Service,  Internal Partner Profile, and  External Partner Profile to identify the received ebMS message or route the ebMS message to be sent. 
                             You can ping ebMS destination to send an ebMS ping message to the external partner, and requests a synchronous or an asynchronous pong message. The response can be: 
                               Success: The connection to the external partner is successful.  Unexpected Error: An error occurs when getting the pong message. Go to  View Logs from the Control Panel for details about the error. If you request an asynchronous pong message, the timeout for getting the response is 30 seconds. If you do not get any response after 30 seconds, go to  View Logs from the Control Panel to find the response in the system log.  sql-source SQL Data Source SQL Data Source The SQL Data Source object that is associated with current B2B gateway. For transactions using IBM MQFTE destination, IBM MQFTE transfer metadata can be retrieved by clicking the integration ID from B2B viewer as long as IBM MQFTE logger is enabled and this SQL data source object is configured correctly to connect to the database which stores IBM MQFTE transfer metadata. It is recommended that all transactions within one B2B gateway that utilize IBM MQFTE front side handler or IBM MQFTE URL opener should use the same database as IBM MQFTE logger backend database because only one SQL data source object can be associated per B2B gateway.  front-side-timeout 1 86400 120 Front Side Timeout The idle time allowed for a front side connection before the connection is canceled during a transaction. Controls the amount of time when a front side client connection can be idle before the connection is canceled within a transaction. For a B2B outbound transaction, a front side connection means the connection between an internal back-end application and a B2B gateway. For aB2B inbound transaction, a front side connection means the connection between an external partner and a B2B gateway    Summary       General Configuration   Document Routing    Attach Partner Profiles Main             Archive   XML Formats   ebXML    Probe Settings Click Tab to display optional probe settings The MultiStep Probe allows developers to view the changing value of variables and the changing contents of processing contexts. The developer can step through each action for any given transaction, up to a configured number of transactions. The Probe Settings page turns on this debugging tool and also sets the number of concurrently captured transactions. 
                          Note: The number of concurrent xml sessions is limited to the value of the transaction history size.          Advanced     Document Routing Preprocessor Advanced       Quiesce State               B2B Gateway B2B Gateway The configuration for a B2B gateway instance. A B2B gateway can handle B2B messages transmitted over a variety of AS and non-AS protocols for inbound and outbound flows, as well as MDN messages.  system/b2b-persistence b2b-persistence system B2B   summary Comments Brief summary for user annotation.  raid-volume RAID Volume Location of the data store  Specifies the location of the persistent data store. The location must be the 
                                 raid0
                                RAID volume. During firmware initialization, the 
                                 raid0
                                volume is associated with persistent storage.  storage-size 1024 65536 1024 Storage Size Maximum size for the data store Megabytes  Sets the maximum size for the persistent data store in megabytes. This data store is for all B2B Gateway services. These services store transaction metadata on the unencrypted partition of the RAID volume. These services store copies of the messages on the encrypted portion of the RAID volume. The storage location for messages is defined on a service-by-service basis during the configuration of the B2B Gateway object.  Attention: The maximum size for the persistent data store cannot be changed to a smaller value. Changing to a larger value might interrupt transactions that are in flight. Use an integer in the range 1024 - 65536. The default is 1024.  ha-enabled off High Availability Enabled Enables high availability configuration When on, the appliance is in active-passive high availability mode with the configured 'Alternate Host'.  ha-other-hosts   HAEnabled on   HAEnabled off Alternate Host Alternate host Specifies the alternate host name and port of the other appliance in the active-passive high availability configuration.  ha-local-ip 0   HAEnabled on   HAEnabled off Replication Listener Address Replication listener address The IP address that the persistence store uses to support replication of data between appliances in the high availability cluster.  ha-local-port 1320   HAEnabled on   HAEnabled off Replication Listener Port Replication listener port The TCP port that the persistence store uses to support replication of data between appliances in the high availability cluster.  ha-virtual-ip   HAEnabled on   HAEnabled off Virtual IP Address Virtual IP address The virtual IP address that is used by the high availability cluster to process B2B transactions.            High Availability    B2B Persistence B2B data persistence layer Data storage for B2B transaction data  b2b/b2b-profile b2b-profile b2b B2B   summary Comments Brief summary for user annotation.  profile-type internal Profile type Type of trading partner Whether the profile is for an internal or external partner. The default value is internal.  business-id 128 Partner business IDs Identifiers for the partner  Specifies the identifier for the partner. When configuring a trading partner, its identifier (ID) must be unique within a specific B2B Gateway configuration. The identifiers for the trading partner should be equivalent to one of the following values.  In AS messages, a value for an 
                                     AS*-From
                                    or 
                                     AS*-To
                                    header, where * is 1, 2, or 3. In ebMS messages, a value for an 
                                     PartyID
                                    element, where the PartyID element can be under either From or To element. In none of above, a value that is extracted from the body of the EDI message: 
                                     SenderID
                                    or 
                                     ReceiverID
                                    .  business-id-duns ^[0-9]{9}$ Partner business IDs (DUNS) Identifiers for the partner by DUNS Number Specifies the 9-digit D-U-N-S (Data Universal Numbering System) identification number for the partner. When configuring a trading partner, the identifier (ID) should be unique not only within the 3 types of ID System (Freeform, DUNS, and DUNS+4) but also within a specific B2B Gateway configuration.  business-id-duns4 ^[0-9]{13}$ Partner business IDs (DUNS+4) Identifiers for the partner by DUNS+4 Number Specifies the 13-digit D-U-N-S (Data Universal Numbering System + 4) identification number for the partner. When configuring a trading partner, the identifier (ID) should be unique not only within the 3 types of ID System (Freeform, DUNS, and DUNS+4) but also within a specific B2B Gateway configuration.  stylepolicy Processing policy Customer processing policy Select a Document Processing Policy that controls processing actions against submitted messages.  response-type preprocessed Response traffic type Characterize response traffic Characterizes the traffic that originates from 'To' partner. For inbound transaction, this is the traffic type that originates from internal partner. For outbound transaction, this is the traffic type that originates from external partner. The default value is Non-XML.  email-address 128 Partner E-mail addresses E-mail addresses for the partner in AS1 To or From headers The identifier (e-mail address) for the partner. When configuring a trading partner, its e-mail address must be unique within a specific B2B Gateway configuration. The e-mail addresses for the trading partner should be equivalent to one of the following values: 
                              In AS1 messages, a value for a 
                                 From
                                or 
                                 To
                                header In non-AS1 messages, a value that is extracted from the body of the EDI message: 
                                 SenderID
                                or 
                                 ReceiverID
                                .  destination Destinations Destinations Defines routing information for the partner. The first destination is the default destination. The gateway uses the default destination when no specific destination is assigned or when no matching destination is found.  verify-valcred   ProfileType internal Inbound signature validation credentials Validation credentials set Sets the validation credentials set to verify the signature on an MDN or inbound AS message from this external partner.  require-signed off   ProfileType external Require signature Whether to require a signature Indicates whether inbound AS messages to this internal partner must be signed. The default behavior is off.  require-encrypted off   ProfileType external Require encryption Whether to require encryption Indicates whether inbound AS messages to this internal partner must be encrypted. If requiring encryption (on), set the identification credentials to decrypt inbound messages. The default behavior is off.  decrypt-idcred    ProfileType internal  InboundRequireEncrypted on   ProfileType external Inbound decryption identification credentials Identification credentials set Sets the identification credentials set to decrypt inbound AS messages to this internal partner when requiring encryption.  mdn-ssl    MDNSSLClientConfigType proxy  ProfileType internal MDN TLS proxy profile (deprecated) The MDN TLS proxy profile is deprecated. Use an MDN TLS client profile. Sets the TLS proxy profile to establish a TLS-enabled, secured connection to external partners who request asynchronous MDNs sent to HTTPS addresses. This TLS proxy profile will be used for all HTTPS addresses in the inbound Receipt-Delivery-Option header. To specify a TLS proxy profile for specific URLs, configure a user agent for the XML manager associated with the gateway.  sign off   ProfileType external Sign outbound messages Whether to sign outbound messages  Controls whether to sign outbound messages from this internal partner. The default behavior is off.  If enabled, signs outbound messages with the configured identification credentials and algorithm. If the configuration of a destination indicates to send messages unsigned, messages from this partner to that destination will not be signed. If disabled, does not sign outbound messages. This setting has no effect on outbound MDN messages. Regardless of this setting and if a partner requests a signed MDN, the outbound MDN is signed if this partner has a configured identification credentials.  sign-idcred    ProfileType internal  OutboundSign on   ProfileType external Signing identification credentials Credentials to sign outbound messages, and if requested, MDN messages. Sets the identification credentials set to sign an outbound message or outbound MDN from this internal partner when requiring a signature. The outbound MDN is signed if requested by a partner and this setting is configured.  sign-digest-alg sha1    ProfileType external  OutboundSign off Signing digest algorithm Hash algorithm Sets the hash algorithm for the signature on an outbound message from this internal partner when requiring a signature.  sign-micalg-version   ProfileType external Signing S/MIME version Which S/MIME version's micalg parameter value format to use  Specifies the S/MIME specification version to generate the desired format of "micalg" parameter values in a multipart/signed message. The following one is a sample Content-Type header of the multipart/signed message: Content-Type: multipart/signed;protocol="application/pkcs7-signature";micalg=sha1; boundary=... The "micalg" parameter indicates which message digest algorithm (such as, MD5, SHA-1, SHA-256, SHA-384, and SHA-512) is used in the calculation of the Message Integrity Check (MIC). The formats of the micalg value differ between S/MIME Version 3.1 (RFC 3851) and Version 3.2 (RFC 5751).  In Version 3.1, the micalg parameter value has micalg=[md5|sha1|sha256|sha384|sha512]. In Version 3.2, the micalg parameter value has micalg=[md5|sha-1|sha-256|sha-384|sha-512].  contact Contacts Contact information Specifies the contact information for the partner. To define the contact information, you must provide information for at least one of the properties.  override-as-identifier Override AS identifier Override AS identifier  Overrides the identifiers for the partner in AS message headers.  For outbound messages, the value to use for the 
                                     AS*-From
                                    or 
                                     AS*-To
                                    header, where * is 1, 2, or 3. If blank, the transaction retains the identifiers that were extracted from the message payload. For inbound messages, the value becomes another valid identifier for the partner in addition to those already defined for the partner.  as-allow-dup-msg never   ProfileType internal Allow duplicate AS inbound message When to allow and reprocess duplicate AS inbound messages Controls when to allow and reprocess duplicate AS inbound messages. The default behavior is never. This option does not apply to MDN.  preserve-filename off   ProfileType external Preserve filename Whether to expose the Content-Disposition header of inbound AS messages for filename preservation According to RFC 2183, the file name information is optional in Content-Disposition header. When enabled, the Content-Disposition header of the inbound AS message is exposed if the inbound AS message is in S/MIME format. Then, the receiving partner can retrieve the original file name that is contained in the header and transfer the received file to its backend system with the received file name.  ebms-role Role Name of role Specifies the name of authorized role of the party. When sending outbound message, the role associated with internal partner presents the From party and the role associated with external partner presents the To party, respectively. The value is referencing to the Role specified in CPA. A Role is better defined as a URI, for example, http://rosettanet.org/roles/buyer.  ebms-persist-duration 0 6000000 0   ProfileType internal Persist duration Duration of message to be persisted Seconds The time, which can be obtained from a CPA, indicates to the receiving partner the minimum length of time the message should be kept in persistent storage. When receiving inbound message, the Persist Duration is used to compute the expiry time using the formula: Time to Persist = Persist Duration + Current Time. When a message is not expired, it is not eligible to be archived; once a message's expiry time has elapsed, the message will be archivable when performing archive operation. Default to 0 to expire the received document at the time we receive the document.  ebms-ack-url   ProfileType internal  "NONE"  http https Acknowledgment URL Redirection URL for sending an asynchronous ebMS2 Acknowledgment Message Specifies the redirection URL where to send the Acknowledgment message when received ebMS2 message requests for asynchronous response. When an asynchronous reply is requested by the inbound ebMS2 document, this field is required to determine where to send the acknowledgment. Though optional, it is recommended to set the URL.  ebms-error-url   EBMSAckURL    ProfileType internal  "NONE"  http https Error URL Redirection URL for sending an asynchronous ebMS2 Error Message Specifies the redirection URL where to report the Error message when received ebMS2 message requests for asynchronous response. When an asynchronous reply is requested by the inbound ebMS2 document, this field is used as the error reporting location to send the error message - which contains the error code such as MimeProblem, and the description of the problem - when any problem occurs. Error URL should not be empty if the Acknowledgment URL is specified.  ebms-inbound-send-receipt off   ProfileType internal Reply with receipt Whether to reply with a receipt Controls whether to reply to the sending MSH with a receipt signal message for the received ebMS messages. The default behavior is off.  ebms-inbound-send-signed-receipt off    ProfileType internal  EBMSInboundSendReceipt off Reply with signed receipt Whether to reply with signed receipt Controls whether to reply to the sending MSH with a signed receipt signal message for the received ebMS3 message. The default behavior is off.  ebms-inbound-receipt-reply-pattern Response    ProfileType internal  EBMSInboundSendReceipt off Receipt reply pattern Specify the pattern to send the receipt signal. Specifies the pattern to send the receipt signal. The default behavior is response.  ebms-receipt-url    EBMSInboundSendReceipt on  EBMSInboundReceiptReplyPattern Callback  ProfileType external    ProfileType internal  EBMSInboundReceiptReplyPattern Response  EBMSInboundSendReceipt off  "NONE"  http https Receipt URL Receipt URL When the receipt reply pattern is callback, specify the URL to send the receipt signal to.  ebms-inbound-error-url    EBMSInboundSendReceipt on  EBMSInboundReceiptReplyPattern Callback  ProfileType external   ProfileType internal  "NONE"  http https Error URL Error URL When the error is sent asynchronously, specify the URL to send the error signal to.  ebms-verify-valcred   ProfileType internal Inbound signature validation credentials Validation credentials set Sets the validation credentials set to verify the signature on an Acknowledgment or inbound ebMS2 message from this external partner. For ebMS2 messages, the DataPower Gateway supports only 
                             X509Data
                            and 
                             KeyName
                            signature methods.  ebms-default-signer-cert   ProfileType internal Default inbound signature validation certificate Default validation certificate used to verify the signature of inbound message Set the default validation certificate to verify the signature of an inbound ebMS2 message or an acknowledgment. The default signature validation certificate is used if either keyInfo element is missing or signature method is unsupported.  ebms-ack-ssl    EBMSAckSSLClientConfigType proxy  ProfileType internal Acknowledgment/Error TLS proxy profile (deprecated) The Acknowledgment/Error TLS proxy profile is deprecated. Use an Acknowledgment/Error TLS client profile. Sets the TLS proxy profile to establish a TLS-enabled, secured connection to external partners who request asynchronous reply (the response can be an Acknowledgment or an Error Message) sent to HTTPS addresses. To specify a TLS proxy profile for specific URLs, configure a user agent for the XML manager associated with the gateway.  ebms-require-signed off   ProfileType external Require signature Whether to require a signature Indicates whether inbound ebMS2 messages to this internal partner must be signed. The default behavior is off.  ebms-require-encrypted off   ProfileType external Require encryption Whether to require encryption Indicates whether inbound ebMS2 messages to this internal partner must be encrypted. If requiring encryption (on), set the identification credentials to decrypt inbound ebMS2 messages. The default behavior is off.  ebms-decrypt-idcred    ProfileType internal  EBMSInboundRequireEncrypted on   ProfileType external Inbound decryption identification credentials Identification credentials set Sets the identification credentials set to decrypt inbound ebMS2 messages to this internal partner when requiring encryption.  ebms-sign off   ProfileType external Sign outbound messages Whether to sign outbound messages  Controls whether to sign outbound messages from this internal partner. The default behavior is off.  If enabled, signs outbound messages with the configured identification credentials and algorithm. If the configuration of a destination indicates to send messages unsigned, messages from this partner to that destination will not be signed. If disabled, does not sign outbound messages. This setting has no effect on outbound Acknowledgment messages. Regardless of this setting and if a partner requests a signed Ack, the outbound Acknowledgment is signed if this partner has a configured identification credentials.  ebms-sign-idcred    ProfileType internal  EBMSOutboundSign on   ProfileType external Signing identification credentials Credentials to sign outbound messages, and if requested, Acknowledgment messages  Sets the identification credentials set to sign an outbound message or outbound Acknowledgment from this internal partner when requiring a signature. The outbound Acknowledgment is signed if requested by a partner and this setting is configured. For ebMS2 messages, the DataPower Gateway supports only 
                                 X509Data
                                and 
                                 KeyName
                                signature methods.  ebms-signature-alg dsa-sha1    ProfileType external  EBMSOutboundSign off Signature algorithm Signature algorithm used to sign outbound message Sets the algorithm used to sign the outbound ebMS2 message from this internal partner. The default value is dsa-sha1, which is recommended by the ebMS specification.  ebms-signature-c14n-alg c14n    ProfileType external  EBMSOutboundSign off Signature canonicalization method Signature canonicalization algorithm used before signing outbound message Sets the algorithm used to canonicalize the SOAP Envelope XML and exclude comments before signing outbound ebMS2 message. The default value is c14n, which is recommended by the ebMS specification.  ebms-sign-digest-alg sha1    ProfileType external  EBMSOutboundSign off Signing digest algorithm Digest algorithm used in the XML Signature when hashing the payloads during signing. Sets the algorithm used to hashing the payloads during signing. The default value is sha1. See http://www.w3.org/TR/xmldsig-core/  ebms-enable-cpa-bindings off   ProfileType internal Enable CPA bindings Whether to enable CPA bindings When enabled, the CPA, service, and action that are specified by the matched CPA binding are used for the outbound ebMS2 messages instead of the default CPA, service, and action of the external profile. The CPA binding is matched by the internal partner profile.  profile-cpa-binding    ProfileType internal  EBMSEnableCPABinding off CPA Bindings CPA Bindings Specifies the CPA binding that you prefer to use to the external partner profile. A CPA binding binds a CPA entry (CPA, service, and action) that you prefer to use. When a CPA entry is matched through the internal partner profile, outbound messages from the internal partner use the CPA, service, and action that are specified by the matched CPA entry. You must have defined the CPA entry in the ebXML settings of the associated B2B Gateway before you add the entry to the CPA bindings list.  ebms-cpa-id   ProfileType internal Default CPA ID Default CPA ID Sets the CPAId to be packaged in the outbound ebMS2 message header. This value is the default CPA ID to use when the B2B Gateway is CPA-enforced.  ebms-service   ProfileType internal Default service Default service Sets the service to be packaged in the outbound ebMS2 message header. This value is the default service to use when the B2B Gateway is CPA-enforced.  ebms-action   ProfileType internal Default action Default action Sets the action to be packaged in the outbound ebMS2 message header. This value is the default action to use when the B2B Gateway is CPA-enforced.  ebms-start-parameter off Generate start parameter Generate the start parameter when creating the content-type header of an outbound ebMS2 message. Indicates whether to generate a start parameter for the ebMS2 message. The start parameter identifies the root part of the ebMS message. This setting is disabled by default. If enabled, the DataPower Gateway generates a start parameter with its value enclosed in angle brackets.  ebms-allow-dup-msg never   ProfileType internal Allow duplicate ebMS2 inbound message When to allow and reprocess duplicate ebMS inbound messages Controls when to allow and reprocess duplicate ebMS2 inbound messages. The default behavior is never. This option does not apply to ACK.  mdn-ssl-client-type proxy   ProfileType internal MDN TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  mdn-ssl-client    MDNSSLClientConfigType client  ProfileType internal MDN TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ebmsack-ssl-client-type proxy   ProfileType internal Acknowledgment/Error TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ebmsack-ssl-client    EBMSAckSSLClientConfigType client  ProfileType internal Acknowledgment/Error TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ebms3-sign off   ProfileType external Sign outbound messages Whether to sign outbound messages  Controls whether to sign outbound messages from this internal partner. The default behavior is off.  When enabled, signs outbound messages with the configured identification credentials and algorithm. If the configuration of a destination indicates to send messages unsigned, messages from this partner to that destination will not be signed. When disabled, does not sign outbound messages. This setting has no effect on outbound receipt signal messages. Regardless of this setting and whether an external partner requests a signed receipt signal, the outbound receipt signal is signed when this internal partner has a configured identification credentials.  ebms3-sign-idcred    ProfileType internal  EBMS3OutboundSign on   ProfileType external Signing identification credentials Credentials to sign outbound messages, and if requested, receipt signal messages Sets the identification credentials set to sign an outbound message or outbound receipt signal from this internal partner when requiring a signature. The outbound receipt signal is signed if requested by a partner and this setting is configured.  ebms3-sign-digest-alg sha1    ProfileType external  EBMS3OutboundSign off Signing digest algorithm Digest algorithm to use in the XML Signature when hashing the payloads during signing Sets the algorithm to use to hash the payloads during signing. The default value is sha1. See http://www.w3.org/TR/xmldsig-core/  ebms3-signature-alg rsa-sha1    ProfileType external  EBMS3OutboundSign off Signature algorithm Signature algorithm to use to sign outbound message Sets the algorithm to use to sign the outbound ebMS3 message from this internal partner. The default value is dsa-sha1, which is recommended by the ebMS specification.  ebms3-signature-c14n-alg    ProfileType external  EBMS3OutboundSign off Signature canonicalization method Signature canonicalization algorithm to use before signing outbound message Sets the algorithm to use to canonicalize the SOAP Envelope XML and exclude comments before signing outbound ebMS3 message. The default value is exc-c14n, which is recommended by the ebMS specification.  ebms3-verify-valcred   ProfileType internal Inbound signature validation credentials Validation credentials set Sets the validation credentials set to verify the signature on an inbound ebMS3 message or a receipt from this external partner.  ebms3-default-signer-cert   ProfileType internal Default inbound signature validation certificate Default validation certificate to use to verify the signature of inbound message Sets the default validation certificate to verify the signature of an inbound ebMS3 message or a receipt. The default signature validation certificate is used when the keyInfo element is missing or the signature method is unsupported.  ebms3-receipt-ssl    EBMS3ReceiptSSLClientConfigType proxy   EBMSReceiptURL https  EBMSInboundErrorURL https  ProfileType external  EBMSInboundSendReceipt on  EBMSInboundReceiptReplyPattern Callback    EBMS3ReceiptSSLClientConfigType proxy  ProfileType internal Receipt/Error TLS Proxy Profile (deprecated) The Receipt/Error TLS proxy profile is deprecated. Use the Receipt/Error TLS client profile. When the external partner requests an asynchronous reply, specifies the TLS proxy profile to use to establish a TLS-enabled, secured connection to external partners to send the receipt or error signals. To specify a TLS proxy profile for specific URLs, configure a user agent for the XML manager associated with the gateway.  ebms3-require-signed off   ProfileType external Require signature Whether to require a signature Indicates whether inbound ebMS3 messages to this internal partner must be signed. The default behavior is off.  ebms3-require-encrypted off   ProfileType external Require encryption Whether to require encryption Indicates whether inbound ebMS3 messages to this internal partner must be encrypted. The default behavior is off.  ebms3-decrypt-idcred    ProfileType internal  EBMS3InboundRequireEncrypted on   ProfileType external Inbound decryption identification credentials Identification credentials set for decryption When encryption is required, set the identification credentials to decrypt inbound ebMS3 messages.  ebms3-require-compressed off   ProfileType external Require compression Whether to require compression Indicates whether the internal partner requires the inbound ebMS3 messages to be compressed. The default behavior is not to require compression.  ebms3-receipt-ssl-client-type proxy   ProfileType internal Receipt/Error TLS client type TLS profile type for the secure connection to send the receipt or error signals When the external partner requests an asynchronous reply, sets the TLS profile type for the secure connection to send the receipt or error signals.  ebms3-receipt-ssl-client    EBMS3ReceiptSSLClientConfigType client   EBMSReceiptURL https  EBMSInboundErrorURL https  ProfileType external  EBMSInboundSendReceipt on  EBMSInboundReceiptReplyPattern Callback    EBMS3ReceiptSSLClientConfigType client  ProfileType internal Receipt/Error TLS client profile TLS client profile for the secure connection to send the receipt or error signals When the external partner requests an asynchronous reply, specifies the TLS client profile for the secure connection to send the receipt or error signals.  ebms-notification off   ProfileType external Enable notification Whether to enable notification When enabled, send notifications to the message producer or consumer when there are specific errors. The default behavior is off.  ebms-notification-url   EBMSNotification on   ProfileType external  "NONE"  http https Notification URL Notification URL Speficies the destination URL to send the notifications to.  ebms-notification-ssl-client-type proxy    ProfileType external  EBMSNotificationURL https Notification TLS client type TLS profile type to secure the connection to send notifications to the message producer or message consumer. When the message producer or consumer requests the notifications for specific errors, specifies the TLS profile type for the secure connection to send the notifications.  ebms-notification-ssl    EBMSNotificationSSLClientConfigType proxy  EBMSNotificationURL https  ProfileType internal  EBMSNotification on    EBMSNotificationSSLClientConfigType proxy  ProfileType external  EBMSNotificationURL https Notification TLS Proxy Profile (deprecated) The Notification TLS proxy profile is deprecated. Use the Notification TLS client profile. When the message producer or consumer requests the notifications for specific errors, specifies the TLS proxy profile to use to secure the connection to send the notifications. To specify a TLS proxy profile for specific URLs, configure a user agent for the XML manager that is associated with the B2B Gateway.  ebms-notification-ssl-client    EBMSNotificationSSLClientConfigType client  EBMSNotificationURL https  ProfileType internal  EBMSNotification on    EBMSNotificationSSLClientConfigType client  ProfileType external  EBMSNotificationURL https Notification TLS client profile TLS client profile to secure the connection to send the notifications. When the message producer or consumer requests the notifications for specific errors, specifies the TLS client profile to use to establish a TLS-enabled connection to the message producer or consumer to send the notifications.  ebms3-allow-dup-msg never   ProfileType internal Allow duplicate ebMS3 inbound message When to allow and reprocess duplicate ebMS3 inbound messages Controls when to allow and reprocess duplicate ebMS3 inbound messages. The default behavior is never. This option does not apply to the receipt signal messages.  ebms3-duplicate-detection-notification off   ProfileType internal Duplicate detection notification Whether to enable duplicate detection notification When enabled, send notification to the message consumer when the DataPower Gateway detects duplicate messages. The default behavior is off.               Inbound Security      Outbound Security     Advanced Settings AS Settings         CPA Settings     Reliable Messaging          Inbound Security       Outbound Security    Advanced Settings ebMS2 Settings        Reliable Messaging           Inbound Security       Outbound Security       Notification    Advanced Settings ebMS3 Settings B2B Partner Profile B2B Partner Profile  b2b/b2b-profile-group b2b-profile-group b2b B2B   summary Comments Brief summary for user annotation.  b2b-profiles Associated Partner Profiles Associated Partner Profiles Associates the partner profile with this group.    Summary     Main B2B Partner Profile Group B2B Partner Profile Group A group of B2B Partner Profile objects that can be enable or disable at the same time. Each partner profile in the group is identified by its name and optional destination. Without a destination, the configuration uses the first destination for the partner profile.  b2b/b2b-xpath-routing b2b-xpath-routing b2b B2B   summary Comments Brief summary for user annotation.  sender-xpath Sender XPath XPath expression to select the sender Defines the XPath expression to select the identifier of the sending partner from the message.  receiver-xpath Receiver XPath XPath expression to select the receiver Defines the XPath expression to select the identifier of the receiving partner from the message.  document-id-xpath Document ID XPath XPath expression for the unique identifier of the exchange Defines the XPath expression to select the unique identifier of the exchange. Together with the internal partner ID and with the external partner ID, this XPath expression uniquely identifies a specific XML EDI message.  transaction-time-xpath Transaction Timestamp XPath XPath expression for the timestamp Defines the XPath expression to select the timestamp from the message. The results of this expression must be in the form of an 
                             xs:dateTime
                            type. B2B XPath Routing Policy B2B XPath Routing Policy   configuration IDG   network/wxs-grid wxs-grid configuration IDG   summary Comments Descriptive summary of the configuration Specify a brief, but descriptive, summary of the configuration.  collective Collective Load Balancer Group that corresponds to a collective of eXtreme Scale Specify the Load Balancer Group that contains members in the collective of eXtreme Scale. You must define at least one member in the collective.  grid ^[^\\\^\]./,#$@:;"'*?<>|=+&%[\s]+$ Grid Name Name of the eXtreme Scale grid Specify the name of the eXtreme Scale grid. The value cannot contain whitespace or the following characters: 
                                     ^ . \ / , # $ @ : ; * ? < > | = + & % [ ] " '
                                    .  username ^[^<#\s]{1,64}$ User User who connects to the eXtreme Scale collective  Specify the user account of the eXtreme Scale user who connects to the eXtreme Scale collective. The value can be up to 64 characters in length and cannot be blank. You can use all alphanumeric characters and most special characters. You cannot use spaces or the following special characters: 
                                         # <
                                        . The user must have sufficient eXtreme Scale permissions to access the grid.  password-alias Password Alias Password alias of the password for the user who connects to the eXtreme Scale collective Specify the password alias to use to look up the password of the eXtreme Scale user who connects to the eXtreme Scale collective.  timeout 10 86400000 1000 Timeout Time limit to establish a connection ms Specify the maximum time to wait to establish a connection to an eXtreme Scale. If unable to establish a connection, the operation fails. Enter a value in the range 10 - 86400000. The default value is 1000.  ssl-client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  encrypt off Encrypted Data Whether the data in the eXtreme Scale data grid is encrypted Indicates whether the data in the eXtreme Scale data grid is encrypted. If encrypted, the data is encrypted, when writing to, and decrypted, when reading from, the eXtreme Scale data grid.  encrypt-sskey   Encrypt on   Shared Secret Key for Encryption and Decryption Shared secret key for PKCS #7 encryption and decryption Specify the shared secret for PKCS #7 encryption and decryption. When writing data to the data grid, encrypts the data. When reading data from the eXtreme Scale data grid, decrypts the data.  encrypt-alg tripledes-cbc   Encrypt on   PKCS #7 algorithm for encryption and decryption Algorithm that encrypt and decrypt data transfers with the eXtreme Scale collective Specify the PKCS #7 algorithm for encryption and decryption. When writing data to the data grid, encrypts the data. When reading data from the eXtreme Scale data grid, decrypts the data.  key-obfuscation off Hash Key Obfuscation Whether to apply a hash algorithm for key-obfuscation Indicate whether to apply a hash algorithm to obfuscate keys before reading data from or writing data to the eXtreme Scale data grid.  key-obfuscation-alg sha256   KeyObfuscation on   Hash Algorithm for Key Obfuscation Hash algorithm for key-obfuscation Specify the hash algorithm to obfuscate keys before reading data from or writing data to the eXtreme Scale data grid.    Summary eXtreme Scale Grid Connection details to an eXtreme Scale grid in an eXtreme Scale collective The configuration of an eXtreme Scale Grid defines the connection details to an eXtreme Scale grid in an eXtreme Scale collective. To define this configuration, you must define the eXtreme Scale collective, the grid name, and the user and password for the user account who connects to the eXtreme Scale. If you need to secure connections to eXtreme Scale, you must assign a TLS Proxy Profile.  network/xc10-grid xc10-grid configuration IDG   summary Comments    collective Collective    grid ^[^\\\^\]./,#$@:;"'*?<>|=+&%[\s]+$ Grid Name    username ^[^<#\s]{1,64}$ User    password   Password  Password (deprecated)    password-alias   Password  Password Alias    timeout 10 86400000 1000 Timeout     ssl-client-type proxy TLS client type    ssl   SSLClientConfigType proxy TLS Proxy Profile (deprecated)    ssl-client   SSLClientConfigType client TLS client profile    encrypt off Encrypted Data    encrypt-sskey   Encrypt on   Shared Secret Key for Encryption and Decryption    encrypt-alg tripledes-cbc   Encrypt on   PKCS #7 algorithm for encryption and decryption    key-obfuscation off Hash Key Obfuscation    key-obfuscation-alg sha256   KeyObfuscation on   Hash Algorithm for Key Obfuscation      Summary                  Main            xc10_grid (OBSOLETE)     cloud-connector sslforwarder IDG   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local Address Local address  Specify the IPv4 or IPv6 address or the host alias on which the Target Control Service listens. The default of 0.0.0.0 indicates that the service is active on all IPv4 addresses.  priority normal Service priority Service-scheduling priority Select the service scheduling priority. When system resources are in high demand, "high" priority services are favored over lower priority services.  local-port 1 0xFFFF LocalAddress Local port Local listening port Specify the local listening port for the service.  service-name 1 255 Service Name Name of the service, or enterprise application, to connect to. Specify the Service Name of the enterprise application to connect to. This corresponds to a back-end Service Name defined on the Cloud Gateway in the enterprise.  remote-address Cloud Gateway address Hostname or IP address of the Cloud Gateway. Specify the hostname or IP address of the remote server.  remote-port 1 0xFFFF Cloud Gateway port Listening port on the Cloud Gateway Specify the listening port number of the Cloud Gateway.  ssl TLS proxy profile TLS proxy profile to secure connections Select a TLS proxy profile to manage TLS communications with the peers. The TLS proxy profile identifies the keys and certificates for the handshake.  front-timeout 0 86400 0 Client-side timeout Maximum idle time for client connections in a transaction Seconds Specify the maximum idle time for client connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  back-timeout 0 86400 0 Gateway-side timeout Maximum idle time for the Cloud Gateway connection in a transaction Seconds Specify the maximum idle time for Cloud Gateway connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  connection-timeout 0 86400 0 Transaction timeout Maximum duration for transactions Seconds Specify the maximum duration for transactions. This timer monitors the duration of end-to-end transactions. If the specified connection time is exceeded, the client connection is torn down. Enter a value in the range of 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  maximum-connections 0 65535 100 Maximum client connections Maximum number of concurrent client connections Specify the maximum number of concurrent client connections to the service. Enter a value in the range of 0 - 65535. The value of 0 indicates an unlimited number of connections. The default value is 100.                General     Client connections      Cloud Gateway connection Main       Quiesce state              Cloud Connector Service  Creates a Cloud Connector service, which is a type of TLS forwarder. This service can be used with a Cloud Gateway Service to secure traffic from cloud-based clients to enterprise applications. This service requires a TLS proxy profile that defines the connections for secure communication. You must use TLS between the Cloud Connector and its Cloud Gateway, otherwise connection establishment will fail.  If the TLS proxy profile is defined as forward, the data is secured toward the Cloud Gateway, but is not secured toward the client. If the TLS proxy profile is defined as reverse, the connection will fail. If the TLS proxy profile is defined as two way, the data is secured in both directions.  services/cloud-gateway cloud-gateway sslforwarder IDG   summary Comments Brief summary for user annotation.  priority normal Service priority Service-scheduling priority Select the service scheduling priority. When system resources are in high demand, high priority services are favored over lower priority services.  connection-timeout 0 86400 0 Transaction timeout Maximum duration for transactions Seconds Specify the maximum duration for transactions. This timer monitors the duration of end-to-end transactions. If the specified connection time is exceeded, the client connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  address 0.0.0.0 Local address Local address Specify the IPv4 or IPv6 address or the host alias on which the Cloud Gateway service listens. The default value of 0.0.0.0 indicates that the service is active on all IPv4 addresses.  local-port 1 0xFFFF LocalAddress Local port Local listening port Specify the local listening port for the service.  ssl TLS proxy profile TLS proxy profile to secure connections Select a TLS proxy profile defined with the reverse direction to manage TLS communications with the cloud-based clients. The TLS proxy profile identifies the keys and certificates for the handshake.  front-timeout 0 86400 0 Cloud-based client timeout Maximum idle time for cloud-based client connections in a transaction Seconds Specify the maximum idle time for client connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  back-connections Allowed enterprise application connections Allowed enterprise application connections Allowed enterprise application connections. Each enterprise application connection has a unique service name.            General      Cloud Gateway inbound connections   Enterprise application connections Main       Quiesce state           Cloud Gateway Service  Cloud Gateway services are used with IBM Cloud Integration Services to secure traffic from cloud-based applications to enterprise applications or data sources. The Cloud Gateway service requires a TLS proxy profile that defines the secure communication from the cloud into the enterprise network or DMZ. You must use TLS between the cloud-based client and its Cloud Gateway, and you must define the TLS proxy profile as reverse, otherwise the connection establishment fails. The TLS proxy profile references a Crypto Profile that includes both Identification Credentials and Validation Credentials. The Identification Credentials provide the private key and certificate that is associated with the gateway, and the Validation Credentials provide the certificate from the cloud. There can be multiple cloud certificates in the gateway's Validation Credentials, which allow multiple clouds to connect to a single gateway. Each Cloud Gateway service must have one or more enterprise applications defined. When a cloud-based client establishes a connection to a Cloud Gateway service, the client identifies which enterprise application to connect to using the service name.  system/compactflash compact-flash device-management Compact-Flash   summary Comments Brief summary for user annotation.  read-only off Read-Only Access permission to files on the storage volume Set the access permission to files on the storage volume. When set to "on", the access permission is read-only. When set to "off", the default value, the access permission is read-write.  directory ^[-_a-zA-Z0-9][-_a-zA-Z0-9.]{0,63}$ Directory Directory name Specify the subdirectory in the local: and logstore: directories where the files on the storage volume are available. Each application domain contains these subdirectories. These subdirectories are not shared across application domains. The name can be up to 64 characters long. The name cannot start with a period. The name can consist of uppercase letters, lowercase letters, numeric digits, dashes, underscores, and periods.     Initialize File System    Repair File System Compact Flash Compact flash auxiliary data storage The configuration of a compact flash storage card as auxiliary data storage.  xml/compile-options compile-options compile-options IDG   summary Comments Brief summary for user annotation.  xslt-version XSLT10 XSLT Version Select the XSLT processor version.  strict off Strict Enable strict XSLT error-checking; non-strict operation attempts to recover from certain errors such as use of undeclared variables, calling undeclared templates, and so forth.  profile Profile Rule Designates a set of stylesheets to be profiled based on their URL. This should not be used in production environments.  debug Debug Rule Designates a set of stylesheets, XQuery scripts, and JSONiq scripts to be run in debug mode. When a stylesheet, XQuery script, or JSONiq script is run in debug mode, it generates a custom web page instead of displaying its normal output. The web page details exactly what occurred during execution, including the values of variables and where particular pieces of the output came from. This should not be used in production environments.  stream Streaming Rule Designates a set of stylesheets which must be run in streaming mode. Transformation of the document begins before the input is fully parsed. Not all stylesheets can be streamed; if a stylesheet cannot be streamed, an error will be issued and the input will not be processed. See the DataPower manual for suggestions on producing streamable stylesheets.  try-stream Attempt Streaming Rule Designates a set of stylesheets to attempt to run in streaming mode. Transformation of the document begins before the input is fully parsed. Not all stylesheets can be streamed; if a stylesheet cannot be streamed, a warning will be issued during compilation and the stylesheet will read in the entire input as normal at execution time. See the DataPower manual for suggestions on producing streamable stylesheets.  minesc Minimum Output Escaping Rule Select a URL Map from the list. Output produced from stylesheets that meet the URL map criteria are not escaped during processing. Escaping is enabled by default. Minimal escaping is particularly useful when handling non-English character sets.  stack-size 10240 104857600 524288 Maximum Stack Size bytes Indicates the maximum number of bytes the stack is allowed to use while executing a stylesheet or other compiled content. This blocks infinite recursion. The minimum value is 10 kilobytes, or 10,240 bytes. The default is half a megabyte, or 524,288 bytes.  prefer-xg4 XML Hardware Acceleration Preferred Rule  Designates a set of stylesheets or schemas that must use XML hardware acceleration when possible. XML hardware acceleration will be used only if the first action in a processing policy is a schema validation against a fixed schema. Any schemas specified here will use XML hardware acceleration if hardware resources are available. Schemas not specified here may also use XML hardware acceleration, but those schemas will be displaced in favor of schemas specified here. When XML hardware acceleration is disabled in the Systems Settings, the XML Hardware Acceleration Preferred Rule has no effect.  disallow-xg4 XML Hardware Acceleration Disallowed Rule  Designates a set of stylesheets or schemas that will never use XML hardware acceleration. XML hardware acceleration will be used only if the first action in a processing policy is a schema validation against a fixed schema. Any schemas specified here will not use XML hardware acceleration even if hardware resources are available. When XML hardware acceleration is disabled in the Systems Settings, the XML Hardware Acceleration Disallowed Rule has no effect.  wsi-validate ignore WS-I Basic Profile Validation Select the validation behavior to apply to WSDL files that are checked for conformance to section 5 of WS-I Basic Profile (version 1.0, April 2004). The default is Ignore.  wsdl-validate-body strict Validate Message Body Select the validation behavior for the soap:Body. The default is Strict.  wsdl-validate-headers lax Validate Message Headers Select the validation behavior for the soap:Header. The default is Lax.  wsdl-validate-faults strict Validate Message Fault details Select the validation behavior for the fault detail. The default is Strict.  wsdl-wrapped-faults off Require wrappers on fault-details specified by type For compatibility, require a rpc-style wrapper around fault details that are specified by type.  allow-soap-enc-array Specifically Allow xsi:type='SOAP-ENC:Array' Rule Designates a set of schemas that will accept most uses of elements with xsi:type='SOAP-ENC:Array' consistent with SOAP 1.1 Section 5, even when these attributes violate the XML Schema specification. Normally the xsi:type attribute must name a type equal to or derived from the actual type of the element. For schemas compiled with this option, xsi:type is accepted specifically for the SOAP 1.1 Encoding 'Array' complex type if the element's type is derived from SOAP-ENC:Array; this is the opposite of the normal allowable case.  validate-soap-enc-array Validate SOAP 1.1 Encoding Rule Designates a set of schemas that will do extra validation following the encoding rules in SOAP 1.1 Section 5. This validates members of SOAP arrays, allows attributes such as @id and @href even if not allowed by the schema, and checks that @href values have a corresponding @id element.  wildcards-ignore-xsi-type Wildcards Ignore xsi:type Rule Designates a set of schemas where wildcards (xs:any elements) only validate children by element name. The XML Schema specification requires that, if a wildcard matches an element but that element does not have an element declaration, the element is instead validated according to an xsi:type attribute on it. This option ignores those xsi:type attributes. It should be used for cases such as SOAP envelope validation where a further validation step will validate the contents matching the wildcard, possibly using the SOAP 1.1 encoding rules.  wsdl-strict-soap-version off Strict SOAP Envelope Version When on, follow the version of the SOAP Binding in the WSDL, allowing only messages bound to SOAP 1.2 to appear in SOAP 1.2 envelopes and messages bound to SOAP 1.1 to appear in SOAP 1.1 envelopes. The default is off.  xacml-debug off Debug XACML Policy Compile XACML Policy with Debug Info Setting to "on" to make the XACML compiler to put more debugging information when evaluate a policy. Note that the XACML debugging messages are also controlled by the log event in the 'XACML' category. Use the "debug" log level to view the full XACML debugging messages.  allow-xop-include Accept MTOM/XOP Optimized Messages  Designates a set of schema or WSDL documents that accept messages where base64-encoded binary content was optimized according to the MTOM/XOP specifications. XOP binary-optimization replaces base64-encoded binary data with an xop:Include reference element that references the unencoded binary data located in an attachment.  When disabled, such optimized messages are rejected by validation of the optimized form. Rejection occurs because the schema specifies a simple type that accepts base64-encoded data, such as xs:base64Binary or xs:string, but the message contains an xop:Include element instead. When enabled, an xop:Include element can optionally appear in place of content for any XML Schema simple type that validates base64-encoded binary data. The xop:Include element itself will be validated according to the built-in schema in store:///schemas/xop.xsd.        WSDL Compiler Options Click Tab to display WSDL Compiler settings     Test URL    Test URL    Test URL    Test URL Compile Options Policy Configure/Edit Compile Option Policies  xml/compile-settings compile-settings compile-options IDG   summary Comments A descriptive summary for the configuration.  xslt-version XSLT10 XSLT version Specifies the XSLT processor version. The default value is XSLT10.  strict on Strict Specifies whether to enable strict XSLT error checking. Non-strict operations attempt to recover from certain errors, such as use of undeclared variables, calling undeclared templates, and so forth. By default, strict XSLT error checking is enabled.  profile off Profile rule Specifies whether to enable stylesheet profiling. This option should not be used in production environments. By default, stylesheet profiling is disabled.  debug off Debug rule Specifies whether to run the stylesheet, XQuery script, and JSONiq script in debug mode. When a stylesheet, XQuery script, or JSONiq script is run in debug mode, it generates a custom web page instead of displaying its normal output. The web page details exactly what occurred during execution, including the values of variables and where particular pieces of the output came from. This option should not be used in production environments. By default, debug mode is disabled.  stream off Streaming rule Specifies whether the stylesheet must be run in streaming mode. Transformation of the document begins before the input is fully parsed. Not all stylesheets can be streamed. If the stylesheet cannot be streamed, an error is generated and the input is not processed. By default, streaming mode is disabled.  try-stream off Attempt streaming rule Specifies whether to attempt to run the stylesheet in streaming mode. Transformation of the document begins before the input is fully parsed. Not all stylesheets can be streamed. If the stylesheet cannot be streamed, a warning is generated during compilation and the stylesheet is read in the entire input as normal at execution time. By default, attempting to run the stylesheet in streaming mode is disabled.  minesc off Minimum output escaping rule Specifies whether to escape output produced from the stylesheet during processing. Minimal escaping is particularly useful when handling non-English character sets. By default, minimum escaping is disabled.  stack-size 10240 104857600 1048576 Maximum stack size bytes Indicates the maximum number of bytes that the stack is allowed to use while executing a stylesheet or other compiled content. This setting is used to block infinite recursion. The minimum value is 10 kilobytes, or 10,240 bytes. The maximum value is 100 megabytes, or 104,857,600 bytes. The default value is 1 megabyte, or 1,048,576 bytes.  wsi-validate warn WS-I Basic Profile validation Specifies the validation behavior to apply to WSDL files that are checked for conformance to section 5 of WS-I Basic Profile (version 1.0, April 2004). The default setting is Warn.  wsdl-validate-body strict Validate message body Specifies the validation behavior for the soap:Body. The default setting is Strict.  wsdl-validate-headers lax Validate message headers Specifies the validation behavior for the soap:Header. The default setting is Lax.  wsdl-validate-faults strict Validate message fault details Specifies the validation behavior for the fault detail. The default setting is Strict.  wsdl-wrapped-faults off Require wrappers on fault details specified by type Specifies whether to require compatibility with RPC-style wrappers. By default, RPC-style wrappers are not required.  allow-soap-enc-array off Specifically allow xsi:type='SOAP-ENC:Array' rule Specifies whether to allow the schema to accept most uses of elements with xsi:type='SOAP-ENC:Array' consistent with SOAP 1.1 Section 5, even when these attributes violate the XML Schema specification. Normally the xsi:type attribute must name a type equal to or derived from the actual type of the element. For schemas compiled with this option, xsi:type is accepted specifically for the SOAP 1.1 Encoding 'Array' complex type if the element type is derived from SOAP-ENC:Array. The opposite is the normal allowable case. By default, elements with xsi:type='SOAP-ENC:Array' are not accepted.  validate-soap-enc-array off Validate SOAP 1.1 encoding rule Specifies whether to perform extra schema validation following the encoding rules in SOAP 1.1 Section 5. When enabled, members of SOAP arrays are validated, attributes such as @id and @href are allowed even if they are not allowed by the schema, and @href values are checked to ensure that they have a corresponding @id element. By default, the extra validation is not performed.  wildcards-ignore-xsi-type off Wildcards ignore xsi:type rule Specifies whether xs:any elements in the schema validate only child elements by name. The XML Schema specification requires that, if a wildcard matches an element but that element does not have an element declaration, the element is instead validated according to an xsi:type attribute on it. This option ignores those xsi:type attributes. It should be used for cases such as SOAP envelope validation where a further validation step will validate the contents matching the wildcard, possibly using the SOAP 1.1 encoding rules. By default, xsi:type attributes are not ignored.  wsdl-strict-soap-version off Strict SOAP envelope version Specifies whether to strictly follow the SOAP binding in the WSDL. When enabled, only messages bound to SOAP 1.2 appear in SOAP 1.2 envelopes and only messages bound to SOAP 1.1 appear in SOAP 1.1 envelopes. By default, strict SOAP binding is disabled.  xacml-debug off Debug XACML policy Specifies whether to compile XACML policies with debug information. Note that the XACML debugging messages are also controlled by the log event in the XACML category. Use the debug log level to view the full XACML debugging messages. By default, XACML policies are not compiled with debug information.  allow-xop-include off Accept MTOM/XOP optimized messages  Specifies whether the schema or WSDL document accepts messages where base64-encoded binary content was optimized according to the MTOM/XOP specifications. XOP binary-optimization replaces base64-encoded binary data with an xop:Include reference element that references the unencoded binary data located in an attachment. By default, MTOM/XOP optimized messages are disabled.  When disabled, such optimized messages are rejected by validation of the optimized form. Rejection occurs because the schema specifies a simple type that accepts base64-encoded data, such as xs:base64Binary or xs:string, but the message contains an xop:Include element instead. When enabled, an xop:Include element can optionally appear in place of content for any XML Schema simple type that validates base64-encoded binary data. The xop:Include element itself will be validated according to the built-in schema in store:///schemas/xop.xsd.        WSDL compiler options Click Tab to display WSDL Compiler settings Compile Settings Configure customized compile settings.  config/deployment deployment-policy configuration IDG   summary Comments Brief summary for user annotation.  accept ^[-_a-zA-Z0-9:.*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Name=foo.* Accepted Configuration Accepted Configuration Matching configuration is accepted during import. To create a match statement, type a correctly formatted resource match in the horizontal text box or select Build. Selecting Build displays the Configuration Match Builder in a popup window. 
                             A match statement takes the following general form: 
                              Addr
                            / 
                             Domain
                            / 
                             Resource
                            [? 
                             Name=resource-name
                            & 
                             Property=property-name
                            & 
                             Value=property-value
                            ]   Addr Device Address. Specifies IP address or host alias. The value (*) matches all IP addresses.  Domain Application Domain. The name of the application domain. The value (*) matches all domains.  Resource Resource Type. The name of the resource type. The value (*) matches all resource types.  Name=resource-name An additional specification field, such as "Name". Limits the match statement to resources of the specified name. Use a PCRE to select groups of resource instances. For example, "Name=foo.*" would match all resources with names that start with "foo".  Property=property-name Property Name. The name of the configuration property. Limits the match statement to resources of the specified property. If change specified, set property-name to null string.  Value=property-value Property Value. Specifies the value for the configuration property. This property limits the match statement to resources with the specified property value.  filter ^[-_a-zA-Z0-9:.*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Name=foo.* Filtered Configuration Filtered Configuration Matching configuration is filtered during import. Match statements do not control whether to import files that are part of the imported configuration package. Files are imported regardless of whether the filter disallows the resources with which the files are associated. 
                             To create a match statement, type a correctly formatted resource match in the horizontal text box or select Build. Selecting Build displays the Configuration Match Builder in a popup window. A match statement takes the following general form: 
                              Addr
                            / 
                             Domain
                            / 
                             Resource
                            [? 
                             Name=resource-name
                            & 
                             Property=property-name
                            & 
                             Value=property-value
                            ]   Addr Device Address. Specifies IP address or host alias. The value (*) matches all IP addresses.  Domain Application Domain. The name of the application domain. The value (*) matches all domains.  Resource Resource Type. The name of the resource type. The value (*) matches all resource types.  Name=resource-name An additional specification field, such as "Name". Limits the match statement to resources of the specified name. Use a PCRE to select groups of resource instances. For example, "Name=foo.*" would match all resources with names that start with "foo".  Property=property-name Property Name. The name of the configuration property. Limits the match statement to resources of the specified property. If change specified, set property-name to null string.  Value=property-value Property Value. Specifies the value for the configuration property. This property limits the match statement to resources with the specified property value.  modify Modified Configuration Modified Configuration Matching configuration is modified during import. The matching configuration may be changed, added, or deleted. To create a match statement, type a correctly formatted resource match in the horizontal text box or select Build. Selecting Build displays the Configuration Match Builder in a popup window. 
                             A match statement takes the following general form: 
                              Addr
                            / 
                             Domain
                            / 
                             Resource
                            [? 
                             Name=resource-name
                            & 
                             Property=property-name
                            & 
                             Value=property-value
                            ]   Addr Device Address. Specifies IP address or host alias. The value (*) matches all IP addresses.  Domain Application Domain. The name of the application domain. The value (*) matches all domains.  Resource Resource Type. The name of the resource type. The value (*) matches all resource types.  Name=resource-name An additional specification field, such as "Name". Limits the match statement to resources of the specified name. Use a PCRE to select groups of resource instances. For example, "Name=foo.*" would match all resources with names that start with "foo".  Property=property-name Property Name. The name of the configuration property. Limits the match statement to resources of the specified property. If change specified, set property-name to null string.  Value=property-value Property Value. Specifies the value for the configuration property. This property limits the match statement to resources with the specified property value.  shared-object Shared Objects The list of all shared objects. A list of class-name pairs. The 'class' specifies the class type of an object, while the 'name' references a particular object of the given class type. If an object is present within this list, it will not be overwritten during import. Deployment Policy Configuration Deployment Policy A deployment policy contains a set of rules that are applied during a configuration import. A deployment policy can be used to accept, filter, or modify configuration during import.  config/sequence config-sequence configuration IDG   summary Comments Brief summary for user annotation.  location Location profiles Ordered list of locations to watch for changes and load configuration, and associated permissions for each location Each entry specifies a directory in the file system where the configuration files to match are stored. The DataPower Gateway watches the specified location and reloads the configuration when a change is detected in configuration files that match the specified PCRE match pattern. The entries are processed in the order that they appear in the list. The assess profile, when specified, indicates the permissions for the file execution.  match-pattern (.*)\.cfg$ Matching pattern PCRE pattern to match configuration files for the match location Specifies the PCRE match pattern that determines whether a file should be considered part of the match location. For instance, when the configuration files to match are 
                             NNNNNN.input
                            , then the PCRE pattern is 
                             "([0-9]{6})\.input$"
                            .  result-name-pattern $1.log Result file naming pattern PCRE pattern to name the generated result files  Enter the PCRE pattern to use to build the name of the result file. This PCRE pattern normally has a back-reference to the base input file name. For instance, when input files are 
                                 NNNNNN.input
                                and the desired result file name is 
                                 NNNNNN.result
                                , then the pattern is 
                                 "$1.result"
                                .  status-name-pattern $1.status Status file naming pattern PCRE pattern to name the generated status files  Enter the PCRE to use to build the name of the JSON-format object status file. This PCRE pattern normally has a back-reference for the base input file name. For instance, when the input files are 
                                 NNNNNN.input
                                and the desired object status file name is 
                                 NNNNNN.json
                                , then the pattern is 
                                 "$1.json"
                                .  watch on Watch Whether to watch changes in the matching configuration files Specifies whether to watch the specified directory for configuration file changes and automatically reload the configuration when a change is detected. By default, the specified directory is watched.  use-output-location off Use output location Whether to place output log and status files in the configured output location Specifies whether to place output log and status files in the configured output location after the files are processed. By default, output files are stored in the input file location.  output-location logtemp:///   UseOutputLocation on   UseOutputLocation off  logtemp local temporary Output file location Directory to store the output log files and status files Specifies the directory to store the output files that are generated for the execution of the loaded configuration files. When not specified, the input file location is used.  delete-unused on Delete unused Whether to clean up objects no longer needed after configuration events Specifies whether to enable cleaning up objects that are no longer needed. When enabled, the configuration sequence detects and attempts to delete the objects that are no longer modified by any configuration file. By default, the configuration sequence does not delete unneeded objects.  run-sequence-interval 100 60000 100 Configuration execution interval Time delay between a file event occurrence and a new sequence running milliseconds Specifies how long, after a file event occurs, to wait before running this sequence again to load file changes. This delay enables multiple file events to be aggregated and handled within the same sequence run. The unit of the value is milliseconds. Enter a value in the range 100 - 60000. By default, a sequence run will load changes caused by file events that occur during the last 100 milliseconds.   max-log-file-size 1024 50000 1024 Maximum size of output log files The maximum size of the output log file in kilobytes before archival occurs KB Specifies the maximum size of the output log file in kilobytes before archival or wrapping occurs. Enter a value in the range 1024 - 50000. The default value is 1024.  mark-objects-external on Mark objects external Whether to mark objects created by the sequence as external Specifies whether to mark objects created by the sequence as external objects. By default, objects created by the sequence are external.  delete-config off Delete configuration Whether to delete configuration files after processing Specifies whether to delete the matched configuration files after the files are processed. By default, configuration files are not deleted after being processed.  output-cleanup-interval 0 1800 0 Output clean up interval Time delay between configuration execution and output deletion seconds Specifies how long, after the execution of the configuration file, to wait before automatically deleting the related output files, which includes the result logs and object status files. The unit of the value is seconds. Enter a value in the range 0 - 1800. The default of 0 indicates not to delete output files.  serialize-deferred-processing on Serialize deferred processing Whether to run the sequence for deferred events after unused object deletion runs Specifies whether to run the sequence for deferred events after unused object deletion runs. By default, these processes are serialized. The risk of running them concurrently is if later events add an object or objects that were previously marked for deletion by a file event, then the object deletion might erroneously execute after the addition.  optimize-for-apic off Optimize Processing for APIc Whether this configuration sequence runs in an APIc context Specifies whether the sequence is used by APIc for the configuration that it owns and manages. The processing is optimized for that environment if so.  always-run-config on Always run configuration Whether this configuration sequence always runs configuration commands from the configuration files Specifies whether the sequence will always run configuration commands from the configuration files, even if the commands do not change the current configuration.  monitor-persistence off Monitor persistence Whether this configuration sequence always runs configuration commands from the configuration files Specifies whether the sequence monitors for domain persistence and refrains from acting on related file events.  Capabilities List of derived or externally-induced capabilities A read-only list of capabilities that are derived from other properties, or from properties available to external management systems.             Main   Capabilities (read-only) Configuration Sequence Configuration Sequence A sequence of configuration files to load after the start-up configuration. By default, changes on the configuration files are automatically detected and reloaded.  xml/conformancepolicy conformancepolicy logging IDG   summary Comments Brief summary for user annotation.  profiles Profiles Profiles Profiles against which to check conformance  ignored-requirements Ignored Requirements Ignored Requirements Requirements that should not be validated. A requirement is specified by a string of the form "<profile>:<reqid>", where <profile> names the profile and is one of BP1.0, BP1.1, BSP1.0 or AP1.0, and <reqid> names the requirement within that profile, and follows the naming convention used by the profile itself. For example, requirement R4221 in the Basic Security Profile 1.0 would be named as "BSP1.0:R4221".  fixup-stylesheets Corrective Stylesheets Corrective Stylesheets Stylesheets to invoke after conformance analysis. These stylesheets can manipulate the analysis results or repair instances of nonconformance.  assert-bp10-conformance off   Profiles BP10 BP1.0 Conformance Claim Assertion BP1.0 Conformance Claim Assertion to conforming messages Attach a Basic Profile 1.0 conformance assertion to messages that conform to BP 1.0, or remove a Basic Profile 1.0 conformance assertion to the messages that don't conform to BP 1.0.  report-level never Record Report Level Select the degree of nonconformance to cause a conformance report to be recorded.  report-target   ReportLevel never   Destination URL to send conformance report Target URL to which conformance reports will be sent  reject-level never Reject non-conforming messages Level Select the degree of nonconformance to cause the message to be rejected.  reject-include-summary off   RejectLevel never   Include error summary Include summary of conformance analysis in rejection message Usually, a rejection response contains little information about the reason that the message was rejected. Setting this property causes the conformance action to include summary information about the conformance errors found.  result-is-conformance-report off Use analysis as result Deliver conformance analysis report as action result The normal behavior of the conformance action is to deliver the original message, possibly modified by one or more stylesheets, to the next multistep stage. Setting this property will instead cause the analysis result to be used as the output. This is primarily intended for use within a loopback firewall, which will return the analysis results to the client.  response-properties-enabled off Distinct response behavior Allow different logging and rejection behavior to be configured for response messages When placed inside a single conformance check action (as is typical in an XML gateway), a single set of logging and behavior parameters is sufficent. However, sometimes (as in the case of auto-generated WS-Proxy conformance checking), the same policy is used in checks in both the request and response directions. In this case, the conformance reports should likely be sent to different targets. This toggle allows for an alternate set of logging and rejection parameters to be specified for messages in the response direction.  response-report-level never   ResponsePropertiesEnabled off   ResponsePropertiesEnabled off Record Report (response direction) Level Select the degree of nonconformance in a response message to cause a conformance report to be recorded.  response-report-target   ResponseReportLevel never   ResponsePropertiesEnabled off Destination URL to send response conformance report Target URL to which response conformance reports will be sent  response-reject-level never   ResponsePropertiesEnabled off   ResponsePropertiesEnabled off Reject non-conforming response messages Level Select the degree of nonconformance to cause a response message to be rejected.  response-reject-include-summary off    ResponseRejectLevel never   ResponsePropertiesEnabled off Include response error summary Include summary of conformance analysis in response rejection message Usually, a rejection response contains little information about the reason that the message was rejected. Setting this property causes the conformance action to include summary information about the conformance errors found in response messages. Conformance Policy Configuration of conformance checking of received messages  config/control-list control-list configuration IDG   summary Comments Enter a brief descriptive summary for the configuration. A descriptive summary for the configuration.  type Type Whether values are accepted or rejected Specifies whether values are accepted or rejected.  value Value PCRE to evaluate values.  Specifies the PCRE to evaluate values.  An entry of 
                                     ^foo
                                    indicates a match against only values that start with 
                                     foo
                                    . An empty list indicates no match against any value. A list with only 
                                     .*
                                    indicates a match against all values.  case-insensitive off Case-insensitive Whether the specified values are case insensitive. Indicates whether the specified values are case-sensitive or case-insensitive. Control List Configure and manage control lists  A control list uses a value-matching pattern to determine whether values are on the allowlist or blocklist. The value-matching pattern is defined by a PCRE. When you define the control list, you can indicates whether evaluation is case-sensitive or case-insensitive.  config/cors-policy cors-policy configuration IDG   summary Comments Enter a brief descriptive summary for the CORS policy. A descriptive summary for the CORS policy.  rule CORS rules The CORS rules to be applied by this policy A list of CORS rules to be applied. The first rule that is valid for the requested Origin is applied to an incoming CORS request. If no rule applies, the CORS request is rejected.    Summary     Main CORS policy Manage CORS behavior A CORS policy contains one or more CORS rules and allows the user to configure CORS behavior.  config/cors-rule cors-rule configuration IDG   summary Comments Enter a brief descriptive summary for the CORS rule. A descriptive summary for the CORS rule.  allow-origin Allowed Origins Origin request header values that the rule allows. The list of values for the 
                             Origin
                            header that are accepted for cross-origin requests. This rule does not apply to a CORS request when the value for the 
                             Origin
                            header does not match any value in the list.  allow-credentials off Allow Credentials Whether the CORS Access-Control-Allow-Credentials response header has a value of true. By default, the 
                             Access-Control-Allow-Credentials
                            header is not returned in response to a CORS request. To return this header with a value of 
                             true
                            , enable this property.    Summary      Main CORS Rule Manage CORS behavior A CORS rule defines allowed Origins and other CORS properties.   configuration   crypto/jwt-generator jwt-generator crypto IDG   summary Comments Enter a brief descriptive summary for the JWT Generator configuration. A descriptive summary for the JWT Generator configuration.  iss 256 idg Issuer Specify the value for the issuer claim. The issuer claim, "iss", identifies the principal that issues the JWT. The maximum length is 256 characters. The default value is 
                                     idg
                                    .  duration 1 31622400 3600 Validity period Specify the validity period for calculating the expiration time, "exp" claim, of the JWT processing. seconds The validity period identifies the expiration time, "exp" claim. Enter a value in the range 1 - 31622400. The default value is 3600.  add-claims Additional claims Add additional JWT claims.  Additional JWT claims, such as audience "aud" claim, not before "nbf" claim, issued at "iat" claim, JWT ID "jit" claim, "nonce" claim, and custom claim, can be added for JWT. The subject, "sub" claim is added by default. You can override the subject claim value by specifying the "sub" claim in the Custom claims field.  aud 256   AdditionalClaims aud   Audience claim Specify the value for the audience claim. The audience, "aud", claim identifies the recipients that the JWT is intended for. The maximum length of the Audience claim is 256 characters.  nbf 0 480 0   AdditionalClaims nbf   Delta for not before claim Specify a delta used to calculate the not before claim. seconds The not before claim, "nbf", indicates the time before which the JWT must not be accepted for processing. Enter a value in the range 0 - 480. The default value is 0.  custom-claims   AdditionalClaims custom    local store Custom claims Specify custom claims. The GatewayScript or XSLT file is processed to specify the custom claim. The GatewayScript or XSLT file must be stored in the 
                                     local:
                                    or 
                                     store:
                                    directory.  generate-method JWT generation method Specify how to secure and generate a JWT, by using signing and encryption methods. The signing and encryption methods can be used to secure and generate a JWT.  sign-alg RS256   GenMethod sign   Signing algorithm Specify a signing algorithm to generate the JWT signature. Various signing algorithms can be used to generate the JWT signature, such as HS256, HS384, HS512, RS256, RS384, and RS512. The default value is RS256.  sign-key    GenMethod sign  SignAlgorithm RS256 RS384 RS512 PS256 PS384 PS512 ES256 ES384 ES512   Signing key Specify a key alias to sign the JWT. The key alias can be used to sign the JWT. You can get a key alias by configuring the Crypto Key.  sign-sskey    GenMethod sign  SignAlgorithm HS256 HS384 HS512   Signing shared secret Specify a shared secret key alias to sign the JWT. The shared secret key alias can be used to sign the JWT. You can get the shared secret key alias by configuring the Crypto Shared Secret Key.  enc A128CBC-HS256   GenMethod encrypt   Encryption algorithm Specify the encryption algorithms to encrypt the JWT. Various encryption algorithms can be used to encrypt the JWT, such as A128CBC-HS256, A192CBC-HS384, A256CBC-HS512, A128GCM, A192GCM, and A256GCM. The default value is A128CBC-HS256.  enc-alg RSA1_5   GenMethod encrypt   Key management algorithm Specify a key management algorithm to encrypt the JWT. Various key management algorithms can be used to encrypt the JWT, such as RSA1_5, RSA-OAEP, RSA-OAEP-256, A128KW, A192KW, A256KW, and dir. The default value is RSA1_5.  enc-cert    GenMethod encrypt  EncryptAlgorithm RSA1_5 RSA-OAEP RSA-OAEP-256   Encryption certificate Specify a certificate alias to encrypt the JWT. The certificate alias can be used to encrypt the JWT. You can get the certificate alias by configuring the Crypto Certificate.  enc-sskey    GenMethod encrypt  EncryptAlgorithm A128KW A192KW A256KW dir   Encryption key Specify a shared secret key alias to encrypt the JWT. The shared secret key alias can be used to encrypt the JWT. You can get the shared secret key alias by configuring the Crypto Shared Secret Key.             Sign the token      Encrypt the token Main      Advanced JWT Generator Specify JWT content and cryptographic methods to generate a JWT in the AAA postprocessing phase.  The JSON Web Token (JWT) Generator specifies the JWT content and the cryptographic methods, such as signing and encryption methods, used for generating a JWT during the AAA postprocessing phase.  crypto/jwt-validator jwt-validator crypto IDG   summary Comments Enter a brief descriptive summary for the JWT Validator configuration. A descriptive summary for the JWT Validator configuration.  iss 256 Issuer Specify a PCRE used to verify the issuer claim. The optional issuer claim. The "iss" PCRE can be used to verify the JWT. The maximum length of the value is 256 characters.  aud 256 Audience Specify a PCRE used to verify the audience claim. The optional audience claim. The "aud" PCRE can be used to verify the JWT. The maximum length of the value is 256 characters.  validate-method Validation method Specify how to validate the JWT, such as by using verification methods, decryption methods, and a custom GatewayScript or XSLT file. Various methods can be used to validate the JWT. You can decrypt the JWT, verify the JWT signature, and process a custom GatewayScript or XSLT file for further processing.  customized-script   ValMethod customized    local store Custom validation method processing Specify a custom GatewayScript or XSLT file to validate the JWT. A custom GatewayScript or XSLT file is processed to validate the JWT. The GatewayScript or XSLT file must be stored in the 
                                     local:
                                    (the default) or 
                                     store:
                                    directory. This field is meaningful when you select 
                                     Custom processing
                                    in the Validation method field.  decrypt-type   ValMethod decrypt   Decrypt method Specify how to decrypt the JWT. Various decryption methods (such as PKIX, shared secret key, JSON Web Key (JWK), custom processing, remotely retrieve JWK) can be used to decrypt the JWT. The default method is PKIX. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation method field.  decrypt-key    ValMethod decrypt  DecryptCredentialType pkix   Decrypt key Specify the private key for decrypting the JWT. The private key can be used to decrypt the JWT. You can get the key alias by configuring the Crypto Key. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation Method field and choose 
                                     PKIX
                                    from the Decrypt method list.  decrypt-ssecret    ValMethod decrypt  DecryptCredentialType ssecret   Decrypt shared secret Specify the shared secret key for decrypting the JWT. The shared secret key can be used to decrypt the JWT. You can get the shared secret key alias by configuring the Crypto Shared Secret Key. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation method field and choose 
                                     Shared secret
                                    from the Decrypt method list.  decrypt-jwk    ValMethod decrypt  DecryptCredentialType jwk    local store Decrypt JWK Specify the JWK or key set for decrypting the JWT. The file containing the JWK or key set is fetched to decrypt the JWT. The file must be stored in the local: or store: directory. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation method field and choose 
                                     JWK
                                    from the Decrypt method list.  decrypt-fetch-cred-url 7 255 http://example.com/v3/key https://example.com/v3/key    ValMethod decrypt  DecryptCredentialType jwk-remote   Decrypt credential URL Specify the URL where the decryption credentials can be fetched. The URL indicates the source location where the decryption credentials can be fetched for decrypting the JWT. The URL must be in the format of http or https. By default, the URL is http://example.com/v3/key. This field is meaningful when you choose 
                                     Decrypt
                                    in the Validation method field and choose 
                                     Remotely retrieve JWK
                                    from the Decrypt method list.  decrypt-fetch-cred-sslprofile     ValMethod decrypt  DecryptCredentialType jwk-remote Decrypt credential TLS client profile Specify the TLS client profile as a source where the decryption credentials can be fetched. The TLS client profile is specified for fetching the decryption credentials. This field is meaningful when you select 
                                     Decrypt
                                    in the Validation method field and choose 
                                     Remotely retrieve JWK
                                    from the Decrypt method list.  validate-custom     ValMethod verify  VerifyCredentialType custom   ValMethod decrypt  DecryptCredentialType custom    local store Custom decrypt/verify processing Specify a custom GatewayScript or XSLT file to provide the crypto information for decrypting or verifying the JWT. A custom GatewayScript or XSLT file provides the key material information to decrypt or verify the JWT. This field is meaningful when you select 
                                     Custom
                                    for the Decrypt method or Verify method list.  verify-type   ValMethod verify   Verify method Specify how to verify the JWT signature. Various methods (such as PKIX, shared secret key, JWK, custom processing, remotely retrieve JWK) can be used to verify the JWT signature. The default method is PKIX. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field.  verify-certificate    ValMethod verify  VerifyCredentialType pkix   Verify certificate Specify the certificate to verify the JWT signature. The certificate can be used to verify the JWT signature. You can get the certificate by configuring the Crypto Certificate. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     PKIX
                                    from the Verify method field.  verify-certificate-against-valcred off    ValMethod verify  VerifyCredentialType pkix   Signature validation credentials Indicate whether to verify the certificate by using validation credentials. You decide whether to use validation credentials to verify the JWT signature. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     PKIX
                                    from the Verify method list.  valcred    ValMethod verify  VerifyCredentialType pkix  VerifyCertificateAgainstValCred on   Validation credentials Specify validation credentials to verify the signers' certificate for the JWT. The validation credentials can be used to verify the signers' certificate for the JWT. You can get credentials by configuring the Crypto Validation Credentials. This field is meaningful when you select 
                                     on
                                    in the Signature validation credentials field.  verify-ssecret    ValMethod verify  VerifyCredentialType ssecret   Verify shared secret Specify the shared secret key to verify the JWT signature. The shared secret key can be used to verify the JWT signature. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     Shared secret
                                    from the Verify method list.  verify-jwk    ValMethod verify  VerifyCredentialType jwk    local store Verify JWK Specify the JWK or key set for verifying the JWT. The file containing the JWK or key set is fetched to verify the JWT signature. The file must be stored in the local: or store: directory. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     JWK
                                    from the Verify method list.  verify-fetch-cred-url 7 255 http://example.com/v3/certs https://example.com/v3/certs    ValMethod verify  VerifyCredentialType jwk-remote   Verify credential URL Specify an URL to fetch the verification credentials. The URL indicates the source location where the verification credentials can be fetched for verifying the JWT signature. The URL must be in the format of http or https. By default, the URL is http://example.com/v3/certs. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     Remotely retrieve JWK
                                    from the Verify method list.  verify-fetch-cred-sslprofile     ValMethod verify  VerifyCredentialType jwk-remote Verify credential TLS client profile Specify the TLS client profile as a source where the verification credentials can be fetched. The TLS client profile is provided for fetching the verification credentials. This field is meaningful when you select 
                                     Verify
                                    in the Validation method field and choose 
                                     Remotely retrieve JWK
                                    from the Verify method list.  claims Validate claims Specify JWT claims to be validated. JWT claims need to be validated. You must enter the claim name, value, and data type. If the data type is string, specify the PCRE regular expression to verify the claim value.  username-claim sub Claim used as username Specify the JWT claim name. The value of this JWT claim can be used as the extracted identity username. This field is applicable only when the JWT Validator is used in the AAA identity extraction phase. By default, the value of the "sub" claim is populated as the username element of the identity extraction output. Ensure that the claim specified in this field is present in the incoming JWT. If no match is found, no username is populated in the AAA processing.         General        Decrypt the token          Verify the token   Miscellaneous Main    Advanced JWT Validator Specify credentials for validating a JWT.  The JSON Web Token (JWT) Validator specifies credentials and different methods to validate a JWT.  crypto/cert-monitor cert-monitor system   summary Comments Brief summary for user annotation.  poll 1 0xFFFF 1 Polling Interval day Enter an integer indicating the number of days between checks for expired certificates.  reminder 1 0xFFFF 30 Reminder Time day Enter an integer indicating the number of days in advance to send notification that a certificate will expire.  log-level warn Log Level Select the level of log messages sent to warn about certificates that will expire in the Reminder period. Log targets capture message at or above the configured level. The default is notice.  disable-expired-certs off Disable Expired Certificates By default, expired certificate objects are not disabled. Set this to on to disable expired certificates. Any object that uses the certificate object (such as a Validation Credential) will in turn be disabled. Crypto Certificate Monitor The Certificate Monitor periodically checks all X.509 certificates stored on the device for expiration. The monitor automatically creates a log message for each certificate that is within the Reminder time of expiration. Expired certificates may be automatically disabled. Note that the Monitor checks all certificates immediately when the Monitor is first enabled.  crypto/cookie-attribute-policy cookie-attribute-policy crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  cookie-attribute Cookie attributes Select attributes to include in the cookie. Specifies the attributes to include in the cookie. Acceptable values include domain, path, secure, httponly, max-age, expires, and custom. When an attribute is enabled, you can enter its value in the corresponding property and the enabled attribute is included in the cookie.  domain 1 256   CookieAttribute domain   Domain Enter the domain for which the cookie is sent. Identifies domain to which a cookie belongs. A browser accepts cookies only when the current domain matches the value you enter here. The maximum length of the domain is 256 characters.  path 1 256 /   CookieAttribute path   Path Enter the path for which the cookie is sent. Identifies path attribute of a cookie. A browser accepts cookies only when the current path matches the value you enter there. If this policy object is attached to HTML Forms Login Policy, this property overrides Form POST Action URL property. The maximum length of the path is 256 characters.  interval 1 2678400 3600   CookieAttribute max-age expires   Relative expiration interval Enter a value in seconds to set the cookie's maximum age and/or when the cookie expires. seconds  Sets the cookie's maximum age and/or the cookie's expiration date as an interval of seconds, relative to the time the transaction occurred on the object. For example, if this value is set to 3600 and the transaction on this object occurred on Feb 10, 2014 12:00:00 GMT, then the maximum age of the cookie is 3600 seconds and the expiration date is Feb 10, 2014 13:00:00 GMT, depending on whether the Max-Age and the Expires attribute are included. When the maximum age or the expiration date is reached, the cookie is deleted. Enter a value in the range 1 - 2678400. The default value is 3600. Note that the Max-Age attribute in this policy overrides Inactivity Timeout and Session Lifetime attributes in HTML Forms Login policy.  custom-attribute 1   CookieAttribute custom   Custom attributes Enter additional attributes to include in the cookie. The additional attributes to include in the cookie. Enter each attribute in name-value pair. When you enter multiple pairs, use a semicolon (;) to separate them. A name-value pair with an empty value (name-only portion) can also be specified here. You can use variables instead of name-value pair(s). Enter a context variable as var://variablename Cookie Attribute Policy Manage the cookie attributes Cookie attribute policy manages pre-defined and custom attributes of a cookie.  crypto/crl crl crl   CRL update policy Define the configuration of an HTTP-enabled or an LDAP-enabled CRL (Certificate Revocation List) update policy. When HTTP, specify the Fetch URL. When LDAP, specify the LDAP bind information. For both, specify the validation credentials. CRL Retrieval Certificate Revocation List (CRL) retrieval policy  crypto/cert certificate crypto   file-name  cert pubcert sharedcert dpcert local  saf-cert luna-cert File name Name of the file that contains the public key and certificate  Specifies the file that contains the public key and certificate. This name might be the same as the file that contains the private key. You can specify a local certificate file, a remote z/OS certificate file, or a SafeNet certificate file.  For a local certificate file, access a list of files that are contained in the 
                                             cert:
                                            , 
                                             pubcert:
                                            , or 
                                             local:
                                            file repository, and select the file that contains the certificate that is referenced by this Certificate object. 
                                              Attention: Any file in the local: directory can be downloaded or included in an export. Therefore, consider carefully before you store cryptographic files in this directory. For a remote z/OS certificate file, specify the location and the file name. 
                                              Select 
                                                 saf-cert://
                                                from the list of directories. Enter the label name of an existing SAF certificate residing on the z/OS system using the 
                                                  nssclient/ZOSCERTLABEL
                                                format where 
                                                 nssclient
                                                is an existing NSS client. 
                                                 See the z/OS Communications Server: IP Configuration Guide for details on label names. For a certificate file that is stored on the SafeNet HSM, specify the location and the file name. 
                                              Select 
                                                 luna-cert://
                                                from the list of directories. Enter the file name in one of the following formats based on whether the certificate is part of a high availability (HA) group. 
                                                  When part of an HA group, use the 
                                                      group/label
                                                    format. When not part of an HA group, use the 
                                                      partition/label
                                                    format. 
                                                     where, 
                                                       group
                                                        indicates the configuration name of the HA group that contains the certificate.  partition
                                                        indicates the configuration name of the partition that contains the certificate.  label
                                                        indicates the label name of the public key on the HSM. The label name of the public key is specified by the 
                                                         labelPublic
                                                        parameter when you generate the key with the Luna 
                                                         cmu generatekeypair
                                                        command on the Luna HSM. The DataPower Gateway communicates with the SafeNet HSM appliance through the SafeNet HSM configuration. To use a certificate on the SafeNet HSM, the SafeNet HSM configuration must be defined and in the up operational state. The certificate must be stored in a partition that the DataPower Gateway can access. Therefore, the SafeNet HSM partition configuration must be in the up operational state.  password   Password  Password (deprecated) A cleartext password required to access the file containing the public key and certificate.  off   Password alias toggle (deprecated)   password-alias Password alias The alias of the password required to access the file containing the public key and certificate. The password alias of a cleartext password required to access the file containing the public key and certificate.  ignore-expiration off Ignore expiration dates Whether to allow certificate-creation outside of expiration values  Whether to allow the creation of a certificate prior to its activation date (the 
                                         NotBefore
                                        value in the certificate) or after its expiration date (the 
                                         NotAfter
                                        value in the certificate).  When allowed, creates the certificate and places it in the 
                                             up
                                            state. Although the certificate is in the up operational state, objects that reference the certificate use the internal expiration values. In other words, the certificate itself is in the up operational state, but validation credentials, firewall credentials, and identification credentials that references the certificate adhere to the internal expiration values. If the certificate is used for a certificate chain validation from the validation credentials and the certificate is not valid, validation fails. Similarly, if the certificate is used from the identification credentials, the DataPower Gateway sends the certificate to the TLS peer for a secure connection, but the peer can reject the certificate as invalid. When disallowed, prevents the creation of a certificate outside of its internal expiration values.        Crypto Certificate A public key and certificate The public key portion of a private/public key pair, as for RSA or DSA, plus the certificate with which the key pair is used.  crypto/fwcred fwcred firewallcred IDG   key Private Key A private key which may be used for asymmetric key operations with the xmlfirewall.  sskey Shared Secret Key A shared secret key which may be used for symmetric key operations with the xmlfirewall.  certificate Certificate A certificate which may be used for public key operations with the xmlfirewall. Crypto Firewall Credentials Crypto credentials usable with security extension functions The set of crypto credentials (private keys, shared secret keys, and certificates) usable by an xmlfirewall when calling security extension functions to perform actions such as encryption/decryption and digital signing and verification. If a firewall is using a Firewall Credentials object and a particular certificate or key is not included in this list, the cryptographic operation trying to use the key or certificate will fail.  crypto/idcred idcred crypto   key Crypto Key Private key for this identity.  certificate Certificate Certificate for this identity containing the public key matching the specified private key.  ca Intermediate CA certificates A set of one or more intermediate Certification Authority certificates. These are passed to the client so it can establish a trust-chain starting with the certificate containing the public key. CA certificates might be necessary when the CA signing this certificate containing the public key is not a standard, well-known CA. If the intermediate CA certificate is also not signed by a standard, well-known CA, an additional intermediate CA certificate might be required for that CA. As many intermediate CA certs as necessary must be specified.   Crypto Identification Credentials Public-private key pair to identify TLS peers Identification credentials are public-private keys to identify TLS peers. The certificate (public key) is sent to a TLS peer when negotiating the TLS connection. These credentials are used as the identity when signing, encrypting, or decrypting messages.  crypto/kerberos-kdc kerberos-kdc crypto IDG   summary Comments User annotation. Enter a brief, descriptive comment.  realm Kerberos realm name Kerberos realm name The name of the Kerberos realm that the KDC is serving.  server Kerberos KDC Server Host name or IP address Specify the host name or IP address of the remote Kerberos KDC server. Click Ping verify network connectivity.  tcp off Use TCP Use TCP instead of UDP Select to control whether to contact the Kerberos KDC server with UDP (the default, off) or TCP (on).  port 1 0xFFFF 88 Server Port Number TCP or UDP port of the KDC Server Specify the UDP or TCP listening port on the Kerberos KDC server. Use a value in the range 1 - 65535. The default value is 88.  udp-timeout 1 60 5   UseTCP on UDP Timeout UDP Timeout seconds The number of seconds to wait for a UDP response from the KDC before declaring failure.  cache-tickets on Cache Service Tickets Cache Service Tickets Specify whether to cache Kerberos service tickets when generating AP-REQ tokens in this realm.  max-cached-tickets 1 0xFFFF 32   CacheTickets off Maximum Number of Cached Service Tickets Maximum Number of Cached Service Tickets tickets Specify the maximum number of Kerberos service tickets per owner principal to cache in this realm.  min-cached-ticket-validity 1 0xFFFF 60   CacheTickets off Minimum Cached Ticket Validity Minimum Cached Ticket Validity seconds Specify the minimum amount of validity time in seconds that must remain on a Kerberos service ticket for it to be reused from the ticket cache.     Kerberos KDC Server Kerberos Key Distribution Center (KDC)  crypto/kerberos-keytab kerberos-keytab crypto IDG   summary Comments Brief summary for user annotation.  file-name  cert sharedcert local File Name File name  The file containing the Kerberos keytab. You can access the keytab file in the cert: or local: directory.  Attention: Any file in the local: directory can be downloaded or included in an export. Therefore, consider carefully before you store cryptographic files in this directory.  use-replay-cache on Use Replay Cache Use Replay Cache Whether to cache authenticator values from AP-REQ tokens that were verified with this keytab. Caching prevents replay attacks.  generate-gss-checksum off Generate GSS-API Checksum in AP-REQ Generate GSS-API Checksum in AP-REQ Whether to generate a GSS-API checksum when generating AP-REQ tokens with this keytab.  gss-checksum-flags REPLAY+SEQUENCE+CONF+INTEG   GenerateGssChecksum off GSS-API Checksum Flags GSS-API Checksum Flags Which flags to set in GSS-API checksums when generating AP-REQ tokens with this keytab. Refer to RFC 4121 for the flag definitions. Kerberos Keytab Kerberos Keytab  crypto/key key crypto   file-name  cert hsm sharedcert dpcert local  saf-key saf-remote-key luna-remote-key File name Name of the file that contains the private key  Specifies the file that contains the private key. This name might be the same as the file that contains the public key. You can specify a local private key file, a remote z/OS private key file, or a SafeNet Luna key file.  For a local key file, access a list of files that are contained in the 
                                             cert:
                                            or 
                                             local:
                                            directory, and select the file that contains the private key aliased by this key object. 
                                              Attention: Any file in the 
                                             local:
                                            directory can be downloaded or included in an export. Therefore, consider carefully before you store cryptographic files in this directory. For a remote z/OS key file, specify the location and the file name. 
                                              Select 
                                                 saf-key://
                                                or 
                                                 saf-remote-key://
                                                from the list of directories. 
                                                 A 
                                                 saf-key://
                                                must be a SAF key that is not stored in ICSF. A 
                                                 saf-remote-key://
                                                must be a SAF key that is stored in ICSF. Enter the label name of an existing SAF key residing on the z/OS system using the form 
                                                  nssclient/ZOSKEYLABEL
                                                where 
                                                 nssclient
                                                is an existing NSS client. See the z/OS Communications Server: IP Configuration Guide for details on label names. For a remote key file on the SafeNet Luna Network HSM, specify the location and the file name. The DataPower Gateway supports keys that are generated on only the the Luna HSM. 
                                              Select 
                                                 luna-remote-key://
                                                from the list of directories. Enter the file name in one of the following formats based on whether the key is part of a high availability (HA) group. 
                                                  When part of an HA group, use the 
                                                      group/label
                                                    format. When not part of an HA group, use the 
                                                      partition/label
                                                    format. 
                                                     where, 
                                                       group
                                                        indicates the configuration name of the HA group that contains the key.  partition
                                                        indicates the configuration name of the partition that contains the key.  label
                                                        indicates the label name of the private key on the HSM. The label name of the private key is specified by the 
                                                         labelPrivate
                                                        parameter when you generate the key with the Luna 
                                                         cmu generatekeypair
                                                        command on the Luna HSM. The DataPower Gateway communicates with the Luna HSM appliance through the SafeNet Luna HSM configuration. To use a private key on the HSM, the SafeNet Luna HSM configuration must be defined and in the 
                                             up
                                            operational state. The key must be stored in a partition or an HA group that the DataPower Gateway can access. Therefore, the partition or HA group configuration must be in the 
                                             up
                                            operational state.  password   Password  Password (deprecated) A cleartext password required to access the file containing the private key.  off   Password alias toggle (deprecated)   password-alias Password alias The alias of the password required to access the file containing the private key. The password alias of a cleartext password required to access the file containing the private key.        Crypto Key A private key The private key portion of a private/public key pair, as for RSA or DSA.  crypto/profile profile crypto IDG   idcred Identification Credentials The credentials which the device will use to identify itself to a TLS peer.  ssl Validation Credentials An optional set of validation credentials used to authenticate the certificate sent by a remote TLS peer during the TLS handshake.  ciphers HIGH:MEDIUM:!aNULL:!eNULL:!RC4:@STRENGTH Ciphers The cipher list consists of one or more cipher strings separated by colons. Commas or spaces are also acceptable separators but colons are normally used. The actual cipher string can take several different forms. 
                                     It can consist of a single cipher suite such as RC4-SHA. It can represent a list of cipher suites containing a certain algorithm, or cipher suites of a certain type. For example SHA1 represents all ciphers suites using the digest algorithm SHA1 and SSLv3 represents all TLS v3 algorithms. Lists of cipher suites can be combined in a single cipher string using the + character. This is used as a logical and operation. For example SHA1+DES represents all cipher suites containing the SHA1 and the DES algorithms. Each cipher string can be optionally preceded by the characters !, - or +. If the ! character is used, the ciphers are permanently deleted from the list. The deleted ciphers can never reappear in the list even if they are explicitly stated. If the - character is used, the ciphers are deleted from the list, but some or all of the ciphers can be added again by later options. If + is used then the ciphers are moved to the end of the list. This option doesn't add any new ciphers it just moves matching existing ones. If none of these characters is present then the string is just interpreted as a list of ciphers to be appended to the current preference list. If the list includes any ciphers already present they will be ignored: that is they will not moved to the end of the list. Additionally the cipher string @STRENGTH can be used at any point to sort the current cipher list in order of encryption algorithm key length. Note that as of firmware release 7.2.0.0 the default value of this property is now  HIGH:MEDIUM:!aNULL:!eNULL:!RC4:@STRENGTH. Before firmware release 7.2.0.0 the default value was  HIGH:MEDIUM:!aNULL:!eNULL:@STRENGTH. Here are all of the permitted cipher strings and their meanings. 
                                       DEFAULT All cipher suites (including weak export ciphers) except the aNULL and eNULL ciphers.  ALL All ciphers suites except the eNULL ciphers which must be explicitly enabled.  HIGH "high" encryption cipher suites, currently AES or 3DES.  MEDIUM "medium" encryption cipher suites, currently 128 bit RC2 and 128 bit RC4.  LOW "low" encryption cipher suites, currently 64 bit RC4 and 56 bit DES non-export cipher suites.  EXP, EXPORT Export (weak) encryption algorithms including 40 and 56 bits algorithms.  EXPORT40 40 bit export (weak) encryption algorithms.  EXPORT56 56 bit export (weak) encryption algorithms.  eNULL, NULL Cipher suites offering no encryption. Because using no encryption is a security risk they are disabled unless explicitly included.  aNULL Cipher suites offering no authentication. This is currently the anonymous DH algorithms. These cipher suites are vulnerable to a "man in the middle" attack so their use is normally discouraged.  kRSA, RSA Cipher suites using RSA key exchange.  kEDH Cipher suites using ephemeral DH key agreement. These cipher suites are only supported when acting as a client.  aRSA Cipher suites using RSA authentication, that is, the certificates carry RSA keys.  aDSS, DSS Cipher suites using DSS authentication, that is, the certificates carry DSS keys.  TLSv1, SSLv3, SSLv2 TLS v1.0, TLS v3.0 or TLS v2.0 cipher suites respectively.  DH Cipher suites using DH, including anonymous DH.  ADH Anonymous DH cipher suites.  3DES Cipher suites using triple DES.  DES Cipher suites using DES (not triple DES).  RC4 Cipher suites using RC4.  RC2 Cipher suites using RC2.  MD5 Cipher suites using MD5.  SHA1, SHA Cipher suites using SHA1.  AES Cipher suites using AES.  option-string OpenSSL-default+Disable-SSLv2+Disable-SSLv3 Options OpenSSL options Select the OpenSSL options to modify the behavior of TLS connections during the handshake.  clientcalist off Send Client CA List Send CA list to client If this profile is being used for a server (reverse) TLS proxy profile and validation credentials defined in the profile and this switch is enabled, the TLS server sends a list of CAs in the validation credentials to the TLS client during the handshake. Crypto Profile TLS configuration profile A cryptographic profile describes a set of configuration information for creating secure connections.  crypto/sskey sskey crypto   file-name  cert sharedcert local File Name  The file that contains the shared secret key. If the file begins with "0x" then it is assumed the rest of the file contains bytes in hexadecimal, for example, 0xabcd1234. You can access the file in the cert: or local: directory.  Attention: Any file in the local: directory can be downloaded or included in an export. Therefore, consider carefully before you store cryptographic files in this directory.  password   Password  Password A cleartext password required to access the file containing the shared secret key.  password-alias Password Alias The password alias of a cleartext password required to access the file containing the shared secret key.    Crypto Shared Secret Key A shared secret key A shared secret key is a sequence of characters that is pre-shared between users for use with symmetric encryption.  crypto/valcred valcred validation   certificate Certificates Certificate aliases in the validation credentials list Define the certificate aliases for the validation credentials. Each certificate is the validation credentials is the certificate that a TLS peer might send or is the certificate of the Certification Authority (CA) that signed the certificate sent by a peer or is the root certificate.  cert-validation-mode legacy Certificate Validation Mode Method to perform certificate validation Select the method used to perform certificate validation.  use-crl on Use CRL Whether to use CRLs during certificate validation Select whether to check Certificate Revocation Lists (CRLs) during certificate validation. If enabled, CRLs are checked. If disabled, CRLs are not checked.  require-crl off   UseCRL off Require CRL Whether to require CRLs during certificate validation Select whether to mandate the use of Certificate Revocation Lists (CRLs) during certificate validation. If enabled, certificate validation fails if no CRL is available. If disabled, validation succeeds independent of the availability of a CRL.  crldp ignore   UseCRL off CRL Distribution Points Handling How to support Distribution Point certificate extensions Select how to support certificate extensions for X.509 Certificate Distribution Points. This certificate extension specifies how to obtain CRL information. For more information about certificates, see RFC 2527 and RFC 3280.  initial-policy-set 2.5.29.32.0   CertValidationMode pkix Initial Certificate Policy Set Certificate policy for certificate validation  Specify the unique object identifiers for the certificate policy that is associated with the current validation credentials. RFC 3280 refers to the certificate chain validation input variable as 'user-initial-policy-set'. This set of OIDs specifies the allow values of certificate policies at the end of chain processing. To use this functionality, enable 'Require Explicit Policy'. Otherwise, this set is used only if there are policy constraint extensions in the certificate chain. By default, the initial certificate policy set consists of the anyPolicy OID (2.5.29.32.0). All members of the set are used in certificate validation as described in Section 6.1.1 of RFC 3280.  explicit-policy off   CertValidationMode pkix Require Explicit Certificate Policy Require certificate policy Support the initial-explicit-policy variable as defined by RFC 3280. If enabled, the chain validation algorithm must end with a non-empty policy tree. If disabled, the algorithm can end with an empty policy tree unless policy constraint extensions in the chain require an explicit policy.  check-dates on Check Dates Whether to check dates during certificate validation Select whether to check the current date and time against the notBefore and the notAfter values in certificates and CRLs during certificate validation. If enabled, the date values are checked and expired certificates cause validation to fail. If disabled, the date values are ignored and the fact that a certificate is expired does not cause validation to fail.   Crypto Validation Credentials Set of certificates for authenticating peers' certificates  A validation credentials list is used to authenticate certificates that are received from TLS peers. It can also be used to validate certificates that are used in digital signature and encryption operations. a TLS client requires a validation credentials only when it authenticates the certificate presented by the remote TLS server. The TLS standard does not require authentication of the server certificate. a TLS server requires a validation credentials only when it authenticates remote TLS clients. The TLS standard does not require authentication of the client certificate.  crypto/jose-recipient-identifier jose-recipient-identifier crypto IDG   summary Comments Brief summary for user annotation Brief summary for user annotation.  type Key Material Type Key material type used to verify the recipient Key material type used to verify the recipient.  key   Type key   Key Material Private key Use the private key to verify the recipient.  sskey   Type sskey   Key Material Shared secret key Use the shared secret key to verify the recipient.  header-param Header Parameters The JOSE header parameters used to identify the recipient The JOSE header parameters used to identify the recipient.        Main Recipient Identifier JOSE Recipient Identifier object for the JSON Web Decrypt JOSE Recipient Identifier object for the JSON Web Decrypt.  crypto/jose-signature-identifier jose-signature-identifier crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  type Key Material Type Key material type used to verify the signature Key material type used to verify the signature.  sskey   Type sskey   Key Material Shared secret key Use the shared secret key to verify the signature.  cert   Type certificate   Key Material Certificate Use the certificate to verify the signature.  alg Valid algorithms Valid alg header parameter values for the JWS verify action Specifies an array of algorithm values that are valid for signature verification. When specified, the JWS 
                                     alg
                                    header parameter value must match a value in this set. By default, all allowed JWS 
                                     alg
                                    header parameters values are valid.  header-param Header Parameters The JOSE header parameters used to identify the signature The JOSE header parameters used to identify the signature.  verify on Verify (deprecated) Deprecated - Whether to perform verification on the identified signature. Deprecated - The verify toggle indicates whether to perform verification on the identified signature.          Main Signature Identifier JOSE Signature Identifier object for the JSON Web Verify JOSE Signature Identifier object for the JSON Web Verify.  crypto/jwe-header jwe-header crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  protected-header Protected Header Add a JWE protected header to a JWE encrypt action. Add a JWE protected header to a JWE encrypt action.  shared-unprotected-header Shared Unprotected Header Add a JWE shared unprotected header to a JWE encrypt action. Add a JWE shared unprotected header to a JWE encrypt action.  recipient Recipient Add a JWE recipient object to a JWE encrypt action. Add a JWE recipient object to a JWE encrypt action.       Main JWE Header JWE Header object. JWE header object.  crypto/jwe-recipient jwe-recipient crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  alg RSA1_5 Algorithm JWE key management algorithm for the JWE recipient. JWE key management algorithm for the JWE recipient.  sskey   Algorithm A128KW A192KW A256KW dir   Algorithm A128KW A192KW A256KW dir Shared Secret Key Shared secret key. Shared secret key.  cert   Algorithm RSA1_5 RSA-OAEP RSA-OAEP-256   Algorithm RSA1_5 RSA-OAEP RSA-OAEP-256 Certificate Certificate. Certificate.  unprotected-header Unprotected Header Unprotected header for the JWE recipient. Unprotected header for the JWE recipient.        Main JWE Recipient JWE recipient object presents the JWE Encryption and Decryption recipient information. JWE recipient object includes several values required by the JWE JSON Serialization object.  crypto/jws-signature jws-signature crypto IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  alg RS256 Algorithm Algorithm Algorithm.  key   Algorithm RS256 RS384 RS512 PS256 PS384 PS512 ES256 ES384 ES512   Algorithm RS256 RS384 RS512 PS256 PS384 PS512 ES256 ES384 ES512 Private Key Private key Private key.  sskey   Algorithm HS256 HS384 HS512   Algorithm HS256 HS384 HS512 Shared Secret Key Shared secret key Shared secret key.  protected-header Protected Header Add a protected header to the JWS Sign action. Add a protected header to the JWS Sign action.  unprotected-header Unprotected Header Add an unprotected header to the JWS Sign action. Add an unprotected header to the JWS Sign action.         Main JWS Signature JWS signature object JWS signature object.  crypto/oauth-supported-client oauth-supported-client crypto IDG   summary Comments Brief, descriptive summary of the configuration Specifies a brief comment that describes the configuration.  customized off Customized OAuth Whether the configuration is for a customized OAuth client Indicates whether the configuration is for a customized OAuth client. The configuration of the customized OAuth client is defined in a stylesheet or GatewayScript file in the local: or store: directory.  customized-process-url   Customized on    local store Customized OAuth Process Location of the stylesheet or GatewayScript file that defines the customized OAuth client  Specifies the location of the stylesheet or GatewayScript file that defines the customized OAuth client. The stylesheet or GatewayScript file must be in the local: or store: directory When creating a customized OAuth client, the stylesheets or GatewayScript files must define all implementation details based on the role of the client. For information about these stylesheets or GatewayScript files, see the topic in IBM Knowledge Center. You should provide support for the following operations: 
                                          verify-az-request: determine whether the initial OAuth request is supported or not. issue-az-code: issue a temporary authorization code (for the authorization code grant). verify-az-code: verify a temporary authorization. issue-access-token: issue an access_token. verify-access-token: verify an access_token. verify-refresh-token: verify a refresh_token. client-revoke-request: handle client revocation request. owner-revoke-request: handle owner revocation request.  oauth-role   Customized off   OAuth Role Role of the OAuth client Identifies the role of the client when interacting with a request to access a protected resource.  az-grant    Customized on  OAuthRole azsvr   Supported Type How to obtain an authorization grant Identifies the method to obtain the access token for authorization based on the grant type.  client-type confidential    Customized on   Customized off  OAuthRole azsvr  AZGrant code implicit password jwt   Customized off  OAuthRole rssvr   UseValidationUrl on  CheckClientCredential on   Client Type Type of client based on how it authenticates with authorization server endpoints Sets the type of client based on its ability to authenticate securely with authorization server endpoints. The client type is based on the definitions that the authorization server endpoints use for secure authentication and acceptable exposure of client credentials. If the client can securely authenticate, its classification is 
                                     confidential
                                    .  check-client-credential off    Customized on  OAuthRole rssvr Verify Client Credential Whether to verify the client credentials Identifies whether to verify the client credentials when the DataPower Gateway protects the resource server by using access tokens.  use-validation-url off    Customized on  OAuthRole rssvr Use Validation URL Use Validation URL Uses a remote URL to validate the access token.  client-authen-method secret    Customized off   ClientType confidential   OAuthRole azsvr  AZGrant client    OAuthRole azsvr  AZGrant code implicit password client jwt   OAuthRole rssvr   UseValidationUrl on  CheckClientCredential on   Authentication Method How to authenticate this OAuth client Identifies the method to authenticate this client.  client-valcred    Customized off   ClientType confidential   OAuthRole azsvr  AZGrant client  ClientAuthenMethod ssl    OAuthRole azsvr  AZGrant code implicit password client jwt   OAuthRole rssvr  OAuthRole azsvr  CheckClientCredential on   Client TLS Credentials OAuth Client TLS Credentials An TLS credential used to authenticate the OAuth client sent by remote TLS peer during the TLS handshake.  generate-client-secret on    Customized off  OAuthRole azsvr   ClientType confidential   OAuthRole azsvr  AZGrant client  ClientSecret   AZGrant code implicit password client jwt  ClientAuthenMethod secret   Generate Client Secret Whether to generate the client secret for the OAuth client  Indicates whether to generate the client secret for the OAuth client. The specification refers to the client secret as 
                                         client_secret
                                        .  If you generate the passphrase, the passphrase becomes the client secret. If you do not generate the passphrase, you must explicitly define the client secret.  client-secret 4 127    Customized off   ClientType confidential   OAuthRole azsvr  AZGrant client  ClientAuthenMethod secret    OAuthRole azsvr  GenerateClientSecret off  AZGrant code implicit password client jwt saml20bearer   OAuthRole rssvr  OAuthRole azsvr   CheckClientCredential on  UseValidationUrl on   Client Secret Client secret for the OAuth client Specifies the client secret for the OAuth client. The specification references the client secret as 
                                     client_secret
                                    .  saml-decrypt-key    Customized on  OAuthRole rssvr  AZGrant saml20bearer  saml-validation-url    Customized on  OAuthRole rssvr  AZGrant saml20bearer  caching replay    Customized on   OAuthRole azsvr  OAuthRole rssvr  UseValidationUrl on Caching Caching Mechanism Specifies the caching mechanism to be used.  validation-url 7 255 https://\[?[-_a-z0-9A-Z.:]+\]?(:[0-9]+)?/[ -~]+$ https://example.com/validate-token    Customized off  OAuthRole rssvr  UseValidationUrl on   Validation URL Validation URL Specifies the validation url.  validation-url-ssl-profile    Customized off  OAuthRole rssvr  UseValidationUrl on  ValidationURLSSLClientType proxy   Validation TLS Proxy Profile (deprecated) The validation TLS proxy profile is deprecated. Use a validation TLS client profile. Specifies the TLS proxy profile for the validation URL.  validation-features    Customized on  OAuthRole azsvr  AZGrant novalidate Validation Grant Features Indicate how to customize the validation grant type Customize how to handle the validation grant type.  redirect-uri 1 255 ^https://example.com/redirect$    Customized off  OAuthRole azsvr  AZGrant implicit code    Customized on  OAuthRole azsvr   Customized off  AZGrant code implicit Redirect URI Set of redirection URIs for the OAuth client  Defines redirection URIs that the OAuth client supports to exchange tokens. Specify each redirection URI as a PCRE. Redirection URIs help to detect malicious clients and prevent phishing attacks. The authorization endpoint must have the registered redirection URIs before the authorization endpoint can validate the authorization request from the client. For mobile applications, the redirection URI can be an application URL; for example, 
                                         mobiletrafficapp://
                                        that is defined with the 
                                         ^mobiletrafficapp:\/\/?
                                        PCRE.  custom-scope-check off    Customized on   OAuthRole azsvr  UseValidationUrl on Customized Scope Check Whether to use a stylesheet or GatewayScript file to check the scope  Indicates how to check the scope for authorization grants and access tokens.  When checking the scope with custom processing, specify the location of the stylesheet or GatewayScript file with the  Scope Customized Process property. The stylesheet or GatewayScript file must be in the local: or store: directory. When checking the scope with a PCRE, specify the expression with the  Scope property. You should use a custom scope check in the following situations. 
                                          An authorization request where the OAuth client requests an authorization code. An access request where the OAuth client requests an access token. A resource request where the OAuth client requests a resource.  scope 1 1023 ^MyPicture$|^MyVideo$    Customized off  CustomScopeCheck off   OAuthRole azsvr  UseValidationUrl off   Scope PCRE that checks the scope Specifies the PCRE to check the scope. The minimum length of the expression is 1 character. The maximum length of the expression is 1023 characters.  scope-url    Customized off  CustomScopeCheck on   OAuthRole azsvr  UseValidationUrl off    local store Scope Customized Process Location of the stylesheet or GatewayScript file that checks the scope Specifies the location of the stylesheet or GatewayScript file for a custom scope check. The stylesheet or GatewayScript file must be in the local: or store: directory. The stylesheet or GatewayScript file validates and sets the scope to check.  default-scope 255    Customized on  OAuthRole azsvr Default Scope Default scope if none is specified in the request Specifies the default value of the scope if the client does not define any scope value in the request.  token-secret     Customized off   OAuthRole azsvr   OAuthRole azsrv  UseValidationUrl off   Customized on  AZGrant code implicit   OAuthRole azsvr   OAuthRole azsvr  UseValidationUrl off   Shared Secret Shared secret key to protect tokens Assigns the shared secret key to protect tokens that use the OAuth protocol. The shared secret must be at least 32 bytes in length.  local-az-page-url store:///OAuth-Generate-HTML.xsl     Customized on  OAuthRole azsvr  AZGrant code implicit    local store Authorization Form Location of the stylesheet or GatewayScript file that generates the authorization form and the error page  Specifies the location of the stylesheet or GatewayScript file that generates the authorization form for the resource owner and handles errors. The file must be in the local: or store: directory. You can use the 
                                         OAuth-Generate-HTML.xsl
                                        stylesheet in the store: directory or copy this file to the local: directory and modify as needed. The stylesheet or GatewayScript file must be on the DataPower Gateway in the local: or store: directory. The HTML authorization form remains operational for the duration defined with the  DataPower State Lifetime property. If the user does not submit the request before the duration elapses, the authorization from the OAuth client is rejected.  dp-state-lifetime 1 600 300     Customized on  OAuthRole azsvr  AZGrant code implicit   DataPower State Lifetime Duration for the authorization page for the resource owner seconds  Sets the operational duration in seconds for the local authorization page. Enter a value in the range 1 - 600. The default value is 300. If the user does not submit the request before the duration elapses, the authorization request from the OAuth client is rejected. The location of the stylesheet or GatewayScript file that defines the local authorization page and the error handling is set with the  Authorization Form property.  au-code-lifetime 1 600 300    Customized off  OAuthRole azsvr  AZGrant code   Authorization Grant Lifetime Lifetime for an authorization code seconds  Sets the lifetime for an authorization code in seconds. Enter a value in the range 1 - 600. The default value is 300. An authorization code is the intermediary result of a successful authorization. The client uses authorization codes to obtain the access token. Instead of sending tokens to a client, clients receives authorization codes on their redirection URI. Each supported redirection URI for the client is defined with the  Redirect URI property.  access-token-lifetime 1 63244800 3600    Customized off  OAuthRole azsvr   Access Token Lifetime Lifetime for the access token seconds Sets the lifetime for the access token in seconds. Enter a value in the range 1 - 63244800. The default value is 3600.  refresh-token-allowed 0 4096 0    Customized off  OAuthRole azsvr  AZGrant code password jwt   Number of Refresh Token Allowed Maximum number of refresh tokens that can be generated for a specific permission set  Sets the maximum number of refresh tokens that can be generated for a specific permission set. A permission set is defined as a combination of the resource owner, application, and protected resources. For example, 
                                         jack,mobileapp1,scope1
                                        and 
                                         john,mobileapp1,scope1
                                        are different permission sets. When an application asks the resource owner for access to protected resources again, the application receives a new permission set with its own counter for refresh tokens. Enter a value in the range 0 - 4096. The default value is 0. Remember that refresh tokens and access tokens are distributed in pairs.  refresh-token-lifetime 2 252979200 5400    Customized off  OAuthRole azsvr  AZGrant code password jwt  RefreshTokenAllowed 0   Refresh Token Lifetime Lifetime for the refresh token seconds Sets the lifetime for the refresh token in seconds. Enter a value in the range 2 - 252979200. The default value is 5400. The lifetime for a refresh token must be longer than that for the corresponding access token.  max-consent-lifetime 0 2529792000 0    Customized off  OAuthRole azsvr  AZGrant code password jwt  RefreshTokenAllowed 0   Maximum Consent Lifetime Maximum lifetime before an application must gather consent again seconds  Maximum lifetime that the permission is valid before the application must gather consent again. Enter a value in the range 0 - 2529792000. The default value is 0, which disables this feature.  custom-resource-owner off    Customized on  OAuthRole azsvr Custom Resource Owner Handling Whether to use a stylesheet or GatewayScript file to extract information about the resource owner  Indicates whether to use a stylesheet or GatewayScript file to extract information about the resource owner. When extracting using custom processing, use the  Resource Owner Process property to specify the location of the file. The stylesheet or GatewayScript file must be in the local: or store: directory. By default, the resource owner is the user name from the extracted identity. For custom handling, you must provide a stylesheet or GatewayScript file that overrides information about the resource owner.  For AAA identity extraction, the extraction method can be basic authentication or forms-based login. For custom handling, the stylesheet or GatewayScript file overrides data about the resource owner with information from authentication. You should use custom handling in the following situations: 
                                          When presenting the authorization form to the resource owner When issuing a code for an authorization code grant type When issuing an access token  resource-owner-url    Customized off  OAuthRole azsvr  CustomResourceOwner on    local store Resource Owner Process Location of the stylesheet or GatewayScript file to extract information about the resource owner Specifies the location of the stylesheet or GatewayScript file to extract information about the resource owner. The file must be in the local: or store: directory.  additional-oauth-process-url    Customized off  Caching custom   Customized on  local store Additional OAuth Process Location of the stylesheet or GatewayScript file to process after successfully processing an OAuth request  Specifies the location of the stylesheet or GatewayScript file to process after generating a code, after generating an access token, or after generating an access token but before sending it to the resource server. The stylesheet or GatewayScript file must be in the local: or store: directory. You can use custom additional OAuth processing in the following situations.  An authorization form request allows custom processing to handle the consent form with the 
                                             authorization_form
                                            operation. This operations allows custom handling of the consent form. An authorization request after successfully generating a code for an authorization code grant with the 
                                             authorization_request
                                            operation. Processing returns a node set. This information becomes part of the query string and is returned to the OAuth client during authorization code grant type. An access request after successfully generating an access token with the 
                                             access_request
                                            operation. Processing returns a node set. This information becomes part of the JSON object that contains the access token. A resource request after successfully verifying an access token but before sending the request to the resource server with the 
                                             resource_request
                                            operation. A revoke request allows custom handling of a revocation request with the 
                                             revoke_request
                                            operation. For example, this operation provides a way to persist the revocation information in a persistent store off the DataPower Gateway. A check revocation request verifies whether an access request was revoked previously with the 
                                             check_revocation_request
                                            operation. For example, this operation can be used to check against the persistent store off the DataPower Gateway to determine whether an access permission was revoked previously. A pre-approval request allows the consent form to be by-passed in either an authorization code or implicit grant type with the 
                                             preapproved_check
                                            operation. Depending on the result of this operation, the client's request is approved, denied, or the consent form to be presented. A validation request allows custom handling of a validation request grant type with the 
                                             validate_request
                                            operation. The response must be in a node set that can be converted into a JSON response, in responding to a validation request. A miscinfo request allows the OAuth client to add miscellaneous information to the token with the 
                                             miscinfo_request
                                            operation. The authorization server adds the response to the token and returns it to the OAuth client. The maximum number of characters in this information is 512.  rs-set-header    Customized on  OAuthRole rssvr Create HTTP Headers for HTTP headers to set for the resource server Identifies which HTTP headers to create and send to the remote resource server.  validation-url-ssl-client-type proxy    Customized off  OAuthRole rssvr  UseValidationUrl on   Validation TLS client type Validation TLS client type The TLS profile type to secure connections between the DataPower Gateway and its targets.  validation-url-ssl-client    Customized off  OAuthRole rssvr  UseValidationUrl on  ValidationURLSSLClientType client   Validation TLS Client Profile Validation TLS Client Profile Specifies the TLS Client Profile for the validation URL.  jwt-grant-validator    Customized off  OAuthRole azsvr  AZGrant jwt   Authorization grant JWT validator Specify how to verify a JWT authorization grant  Specify the JWT validator configuration to verify a JWT for JWT authorization grant. The JWT validator configuration must meet the following requirements.  Must treat the "sub" claim as the resource owner. Must check the "iss" claim. Must check the "aud" claim. The "aud" claim can be a client ID or the redirect URI. Must be configured to verify a signed JWT.  client-jwt-validator    Customized off   ClientType confidential   OAuthRole azsvr  AZGrant client  ClientAuthenMethod jwt    OAuthRole azsvr  AZGrant code implicit password client jwt   OAuthRole rssvr  OAuthRole azsvr  CheckClientCredential on   Client authentication JWT validator Specify how to verify the client credentials  Specify the JWT validator configuration to verify the client credentials. The JWT validator configuration must meet the following requirements.  The "sub" claim must be the same as client ID. Must check the "iss" claim. Must check the "aud" claim. Must be configured to verify a signed JWT.  idtoken-generator    Customized off  OAuthRole azsvr  AZGrant oidc  AZGrant code implicit password client jwt   ID token JWT generator Specify the JWT generator configuration that generates an ID token.  Specify the JWT generator configuration that generates an ID token. The JWT generator configuration must meet the following requirements.  Must configure "Issuer" for the "iss" claim. Must support "Issued at" for the "iat" claim. Must support signing of the JWT. The following items are added to the JWT.  Authenticated resource owner is added as the value of the "sub" claim. Client ID is added as part of the "aud" claim. "Validity period" is used to generate the value of the "exp" claim. Requested "nonce" is used for the "nonce" claim.  idtoken-validator NONTRANSLATABLE - JWT (ID Token) validator NONTRANSLATABLE - Specify the JWT validator configuration that verifies a JWT or ID token NONTRANSLATABLE - Specify the JWT validator configuration that verifies a JWT or ID token.  oauth-features Features Specify which features to enable Specify which features to enable.                   General      Authorization and Token Endpoints        Enforcement Point for Resource Server Main      General            Authorization and Token Endpoints   Enforcement Point for Resource Server Advanced OAuth Client Profile Supported OAuth client profile  An OAuth client profile is the basic building block for an OAuth client group. When you create an OAuth client profile, you define its role. As you select the role, the WebGUI refreshes to display the appropriate properties. You can create the following types of OAuth client profiles. 
                                  A client profile for authorization server endpoints: authorization endpoint and token endpoint. A client profile for the enforcement point for the resource server. A client profile for both authorization server endpoints and the enforcement point. When creating an OAuth client profile, you can use stylesheets or GatewayScript files for customization. You can create a customized OAuth client profile that defines any combination of roles. Customization uses stylesheets or GatewayScript files that must be in the local: or store: directory. For information about the operations that these stylesheets or GatewayScript files must define, see the topic in IBM Knowledge Center.  crypto/oauth-supported-client-group oauth-supported-client-group crypto IDG   summary Comments Brief, descriptive summary of the configuration Specifies a brief comment that describes the configuration.  customized off Customized OAuth Whether the configuration is for a customized OAuth client group Indicates whether the configuration is for a customized OAuth client group.  customized-type custom   Customized off Customization Type How to customize an OAuth client Sets the method to customize an OAuth client.  oauth-role   Customized off   OAuth Role Roles of clients in the group Identifies the roles of clients in the group. This property is mutually exclusive to the  Customized OAuth property.  client    Customized off   Customized on  CustomizedType custom   Client Group of OAuth clients Manages the group of OAuth clients. Use the controls to add or remove clients from the group.  template-process-url    Customized on  CustomizedType template    local store OAuth Template Process Location of the stylesheet or GatewayScript file that defines the OAuth client.  Specifies the location of the stylesheet or GatewayScript file that defines the OAuth client. You can define parts of the configuration parameters in the stylesheet or GatewayScript file and then specify an OAuth client template to derive the remaining information. Note that the stylesheet or GatewayScript file must at least provide the "client-id" node. The stylesheet or GatewayScript file must be in the local: or store: directory. The stylesheet or GatewayScript file must follow the guidelines when it returns the information: 
                                          The stylesheet or GatewayScript file must return the <client-id> element. If the <customized> element value is set to "on", the <customized-process-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <customized> element value is set to "on" in the client template, the <customized-process-url> element cannot unset this value. If the <use-validation-url> element value is set to "on", the <validation-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <custom-scope-check> element value is set to "on", the <scope-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <custom-resource-owner> element value is set to "on", the <resource-owner-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <role> element value is set, the value must be the same or a subset of what is defined in the template. If the <client-type> element value is set, the value must be the same or a subset of what is defined in the template. If the <az-grant> element value is set, the value must be the same or a subset of what is defined in the template. If the <az-grant> element value is set to "+code+" or "+token+", the <local-az-page-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <caching> element value is set to "custom", the <additional-oauth-processing-url> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <refresh-token-allowed> is set to a non-zero value, the <refresh-token-lifetime> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <check-client-credential> element value is set to "on", the <client-authen-method> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <client-authen-method> element value is set to "secret", the <client-secret> element value must be provided by either the stylesheet or GatewayScript file or the template. If the <client-authen-method> element value is set to "ssl", the <client-valcred> element value must be provided by either the stylesheet or GatewayScript file or the template.  client-template    Customized on  CustomizedType template   OAuth Client Template Template to derive the configuration parameters of the OAuth client  Specifies the OAuth client template that is used to derive the configuration parameters that are not specified in the stylesheet or GatewayScript file of the OAuth client. OAuth Client Group  To support the OAuth 2.0 protocol, an AAA policy requires the configuration of an OAuth client group. An OAuth client group contains the configured OAuth clients that the DataPower Gateway accepts requests from. When creating an OAuth client group for an AAA policy, the OAuth client group consists of one or more OAuth clients with the same OAuth roles.  crypto/social-login-policy social-login-policy crypto IDG   summary Comments A brief descriptive summary for the configuration. Enter a descriptive summary for the configuration.  client-id Client ID The ID of DataPower that is registered with the social login provider Specify the ID of DataPower that is registered with the social login provider.  client-secret Client secret The secret of DataPower that is registered with the social login provider Specify the secret of DataPower that is registered with the social login provider.  client-grant Client grant type How to generate the client request to the social login provider Controls how DataPower generates the client request to the social login provider.  client-scope Scope What access privileges are requested Specifies the scope value that defines what access privileges are requested for access tokens, ID tokens, or both. Use space separated strings. For example, 
                                     openid email
                                    .  client-redirect-uri 1 255 URL-in/social-login-callback (^var://)|(/social-login-callback$) https://datapower.ibm.com:10087/social-login-callback or URL-in/social-login-callback or var://service/URL-in Client redirection URI Where the user is redirected back to DataPower to process the code or access token from the social login provider  Specifies the URI that the social login policy redirects the client to after the client obtains a code or an access token. The URI must match with what is registered at the social login provider for DataPower as the OAuth/OIDC client. The URI is included in the OAuth/OIDC client request that DataPower generates. Note that the social login provider Google mandates that the redirect URI must be a fully qualified host name instead of an IP address. Note that the redirect URI should end with the suffix '/social-login-callback' in the pathname in order to differentiate between the callback requests and other types of requests coming into the service. You can specify the value of this redirect URI in the following forms.  Static string. Enter a static string as the redirect URI. Must end with the suffix '/social-login-callback'. URL-in/suffix. In this case, it takes the value from the inbound URL service variable var://service/URL-in and then suffixes the value with whatever is specified after 
                                             URL-in
                                            as the redirect URI. For example, the value of this property is 'URL-in/social-login-callback' and the incoming URL is 'https://datapower.ibm.com:10087/getresources', then the redirect URI is constructed as 'https://datapower.ibm.com:10087/getresources/social-login-callback'. Context variable. You can set a context variable before you invoke this AAA action and specify the context variable name for this value. For example, var://context/AAA/social-login-redirect-uri  client-opt-query-params Client Optional Query Parameters The optional query parameters to include in the initial OAuth/OIDC request that DataPower sends to the social login provider Specifies the optional query parameters to include in the initial OAuth/OIDC request that DataPower sends to the social login provider. Enter the optional query parameters as name=value pairs and separate each pair with an ampersand. For example, prompt=consent&login_hint=jsmith@example.com&openid.realm=example.comi&hd=example.com.  client-ssl TLS client profile The TLS client profile to secure connections with the social login provider Specifies the TLS client profile to secure connections when DataPower obtains an access token from the social login provider.  provider Social login provider Which social login provider to use Controls which social login provider to use.  provider-az-endpoint 7 255 ^https?://\[?[-_a-z0-9A-Z.:]+\]?(:[0-9]+)?/[ -~]*$ https://example.com/auth Authorization endpoint URL The provider's endpoint URL that accepts an authorization request from a client to perform social login with the provider Specify the provider's endpoint URL that accepts an authorization request from a client to perform social login with the provider. When the provider is Google, you can retrieve the authorization endpoint URL from the Discovery document for Google's OpenID Connect service.  provider-token-endpoint 7 255 ^https?://\[?[-_a-z0-9A-Z.:]+\]?(:[0-9]+)?/[ -~]*$ https://example.com/token Token endpoint URL The provider's endpoint URL that accepts an authorization grant, or code, from a client in exchange for an access token from the social login provider Specify the provider's endpoint URL that accepts an authorization grant, or code, from a client in exchange for an access token from the social login provider. When the provider is Google, you can retrieve the token endpoint URL from the Discovery document for Google's OpenID Connect service.  validate-jwt-token on Enable JWT token validation Whether to validate the JWT token from the provider  Controls whether to validate the JWT token (ID token)from the provider. If yes, it is recommended that you validate the ID token that is obtained from Google by defining the following settings in the JWT Validator configuration.   Verify the signature by fetching the certs from https://www.googleapis.com/oauth2/v3/certs Verify that the 
                                                 aud
                                                claim matches the client ID of DataPower. Verify that the 
                                                 iss
                                                claim matches accounts.google.com or https://accounts.google.com For other recommendations on validating the ID token from Google, see https://developers.google.com/identity/protocols/OpenIDConnect.  jwt-validator   ValidateJWTToken on   JWT Validator The JWT Validator configuration Specify the JWT Validator configuration that defines how to validate and verify the ID token.     General         Client Settings     Social Login Provider Settings    Token Processing Settings Main Social Login Policy Configure and manage the policy that defines social login behavior DataPower can act as an OpenID Connect client. In this case, a social login policy enables DataPower to redirect the user to a social login provider like Google for user authentication and consent for authorization.  crypto/sshclientprofile sshclientprofile crypto IDG   summary Comments Brief summary for user annotation.  user-name User name A user name Specifies the user to log in as on the remote SSH server.  profile-usage sftp Profile Usage Allowable profile usage Specifies the usage of the profile. The usage can be either sftp or scc, but not both. scc is deprecated. If the profile is to be used with the SFTP protocol, the usage must be sftp. If the profile is to be used with a Secure Cloud Connector, the usage must be scc.  user-auth publickey+password   ProfileUsage sftp   ProfileUsage sftp User Authentication Allowable user authentication types Specifies the type(s) of SSH user authentication available for use by the client. Authentication can be either public key or password or both public key and password. If the configuration includes both authentication methods, public key authentication is attempted first.  user-private-key     ProfileUsage sftp  SSHUserAuthentication publickey  ProfileUsage scc     ProfileUsage sftp  SSHUserAuthentication publickey  ProfileUsage sftp User Private Key  Specifies the Crypto Key representing the private key to use for public key authentication. Keys used as user private keys must not be password protected.  user-password     ProfileUsage sftp  SSHUserAuthentication password  ProfileUsage sftp  Password  Password (deprecated) A password Specifies the password associated with the user name used for the SSH client.  user-password-alias    ProfileUsage sftp  SSHUserAuthentication password  Password      ProfileUsage sftp  SSHUserAuthentication password  ProfileUsage sftp Password Alias A password alias Specifies the password alias of the password associated with the user name used for the SSH client.  persistent-connections on   ProfileUsage sftp   ProfileUsage sftp Persistent Connections Enable/Disable persistent connections for objects using this profile When on, persistent connections are enabled. Persistent connections allow new SSH requests to reuse the connection of a previous SSH session without having to reauthenticate. When off, persistent connections are disabled. The default is on.  persistent-connection-timeout 1 86400 120    ProfileUsage sftp  PersistentConnections on    ProfileUsage sftp  PersistentConnections on Persistent Connection Idle Timeout Timeout in seconds that a persistent connection can remain idle before closing the connection. seconds Specifies the number of seconds that a persistent connection can remain idle before closing the connection. Enter any value of 1 - 86000. The default is 120.  strict-host-key-checking off   ProfileUsage sftp   ProfileUsage sftp Strict Host Key Checking  Specifies how host keys are checked during the connection and authentication phase. By default strict host key checking is disabled. The SSH client verifies the incoming host key against the keys in the known hosts list. If the host key does not match an existing known host entry for the remote server, the connection is rejected. If the known host list does not contain a host key for the remote server, the SSH client automatically accepts the host and adds its host key to the known host list. When strict host key checking is enabled, the SSH client connects only to known hosts with valid SSH host keys that are stored in the known hosts list. Host keys not listed in the known host list are rejected.  ciphers CHACHA20-POLY1305_AT_OPENSSH.COM AES128-CTR AES192-CTR AES256-CTR AES128-GCM_AT_OPENSSH.COM AES256-GCM_AT_OPENSSH.COM AES128-CBC BLOWFISH-CBC CAST128-CBC AES192-CBC AES256-CBC RIJNDAEL-CBC_AT_LYSATOR.LIU.SE   ProfileUsage scc Ciphers Which SSH cipher suites to support. Specifies the list of SSH cipher suites to support.  kex-alg CURVE25519-SHA256_AT_LIBSSH.ORG ECDH-SHA2-NISTP256 ECDH-SHA2-NISTP384 ECDH-SHA2-NISTP521 DIFFIE-HELLMAN-GROUP-EXCHANGE-SHA256 DIFFIE-HELLMAN-GROUP14-SHA1   ProfileUsage scc Key exchange algorithms Which key exchange (KEX) algorithms to support. Specifies the list of SSH KEXs support.  mac-alg UMAC-64-ETM_AT_OPENSSH.COM UMAC-128-ETM_AT_OPENSSH.COM HMAC-SHA2-256-ETM_AT_OPENSSH.COM HMAC-SHA2-512-ETM_AT_OPENSSH.COM HMAC-SHA1-ETM_AT_OPENSSH.COM UMAC-64_AT_OPENSSH.COM UMAC-128_AT_OPENSSH.COM HMAC-SHA2-256 HMAC-SHA2-512 HMAC-SHA1   ProfileUsage scc Message authentication codes Which message authentication codes (MAC) to support. Specifies the list of SSH MAC to support.  enable-legacy-kex no Legacy key exchange Choose whether support for legacy key echange algorithms should be enabled. Selecting Yes will enable support for these key exchange algorithms: diffie-hellman-group-exchange-sha1 and diffie-hellman-group1-sha1         SSH Client Profile Profile describing an SSH client An SSH Client Profile is associated with an SSH URLOpener or with a Secure Cloud Connector. Also, a Secure Cloud Connection requires an Application Optimization license. The remote server's public key must be contained in the SSH Client Profile known hosts list.  crypto/sshdomainclientprofile sshdomainclientprofile crypto IDG   summary Comments Brief summary for user annotation.  ciphers CHACHA20-POLY1305_AT_OPENSSH.COM AES128-CTR AES192-CTR AES256-CTR AES128-GCM_AT_OPENSSH.COM AES256-GCM_AT_OPENSSH.COM AES128-CBC BLOWFISH-CBC CAST128-CBC AES192-CBC AES256-CBC RIJNDAEL-CBC_AT_LYSATOR.LIU.SE Ciphers Which SSH cipher suites to support. Specifies the list of SSH cipher suites to support.  kex-alg CURVE25519-SHA256_AT_LIBSSH.ORG ECDH-SHA2-NISTP256 ECDH-SHA2-NISTP384 ECDH-SHA2-NISTP521 DIFFIE-HELLMAN-GROUP-EXCHANGE-SHA256 DIFFIE-HELLMAN-GROUP14-SHA1 Key exchange algorithms Which key exchange (KEX) algorithms to support. Specifies the list of SSH KEXs support.  mac-alg UMAC-64-ETM_AT_OPENSSH.COM UMAC-128-ETM_AT_OPENSSH.COM HMAC-SHA2-256-ETM_AT_OPENSSH.COM HMAC-SHA2-512-ETM_AT_OPENSSH.COM HMAC-SHA1-ETM_AT_OPENSSH.COM UMAC-64_AT_OPENSSH.COM UMAC-128_AT_OPENSSH.COM HMAC-SHA2-256 HMAC-SHA2-512 HMAC-SHA1 Message authentication codes Which message authentication codes (MAC) to support. Specifies the list of SSH MAC to support.  enable-legacy-kex no Legacy key exchange Choose whether support for legacy key echange algorithms should be enabled. Selecting Yes will enable support for these key exchange algorithms: diffie-hellman-group-exchange-sha1 and diffie-hellman-group1-sha1 SSH Domain Client Profile Configuration of SSH client cipher suites for the domain. Modify the list of supported SSH cipher suites for the domain.  crypto/sshserverprofile sshserverprofile crypto   summary Comments Brief summary for user annotation.  ciphers CHACHA20-POLY1305_AT_OPENSSH.COM AES128-CTR AES192-CTR AES256-CTR AES128-GCM_AT_OPENSSH.COM AES256-GCM_AT_OPENSSH.COM AES128-CBC BLOWFISH-CBC CAST128-CBC AES192-CBC AES256-CBC RIJNDAEL-CBC_AT_LYSATOR.LIU.SE Ciphers Which SSH cipher suites to support. Specifies the list of SSH cipher suites to support.  kex-alg CURVE25519-SHA256_AT_LIBSSH.ORG ECDH-SHA2-NISTP256 ECDH-SHA2-NISTP384 ECDH-SHA2-NISTP521 DIFFIE-HELLMAN-GROUP-EXCHANGE-SHA256 DIFFIE-HELLMAN-GROUP14-SHA1 Key exchange algorithms Which key exchange (KEX) algorithms to support. Specifies the list of SSH KEXs support.  mac-alg UMAC-64-ETM_AT_OPENSSH.COM UMAC-128-ETM_AT_OPENSSH.COM HMAC-SHA2-256-ETM_AT_OPENSSH.COM HMAC-SHA2-512-ETM_AT_OPENSSH.COM HMAC-SHA1-ETM_AT_OPENSSH.COM UMAC-64_AT_OPENSSH.COM UMAC-128_AT_OPENSSH.COM HMAC-SHA2-256 HMAC-SHA2-512 HMAC-SHA1 Message authentication codes Which message authentication codes (MAC) to support. Specifies the list of SSH MAC to support.  enable-legacy-kex no Legacy key exchange Choose whether support for legacy key exchange algorithms should be enabled. Selecting Yes will enable support for these key exchange algorithms: diffie-hellman-group-exchange-sha1 and diffie-hellman-group1-sha1  send-preauth-msg no Include SSH preauthentication message Whether to include a banner message during SSH preauthentication phase Specifies whether to include a banner message during SSH preauthentication phase. The message contains text to be displayed to the user before the login prompt.  preauth-msg   SendPreAuthMsg no Preauthentication message Banner message text to be displayed to the user before the login prompt Specifies the banner message text to be displayed to the user before the login prompt. Whitespace characters (\n, \t) are recognized and escaped. The minimum length of the text is one character. The maximum length is truncated at 4096 characters. SSH Server Profile Configuration of the SSH server. Modify the configuration of the SSH server.  Warning: You must reboot the system for the changes to take effect.  crypto/ssl-client ssl-client crypto   summary Comments A descriptive summary for the configuration. Enter a descriptive summary for the configuration.  protocols TLSv1d1+TLSv1d2+TLSv1d3 Protocols Which protocol versions to support. Specify the protocol versions to support. The HSM on 8436-53X appliances does not support TLSv1.3.  ciphers AES_256_GCM_SHA384 CHACHA20_POLY1305_SHA256 AES_128_GCM_SHA256 ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDHE_ECDSA_WITH_AES_256_CBC_SHA ECDHE_RSA_WITH_AES_256_CBC_SHA DHE_DSS_WITH_AES_256_GCM_SHA384 DHE_RSA_WITH_AES_256_GCM_SHA384 DHE_RSA_WITH_AES_256_CBC_SHA256 DHE_DSS_WITH_AES_256_CBC_SHA256 DHE_RSA_WITH_AES_256_CBC_SHA DHE_DSS_WITH_AES_256_CBC_SHA RSA_WITH_AES_256_GCM_SHA384 RSA_WITH_AES_256_CBC_SHA256 RSA_WITH_AES_256_CBC_SHA ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDHE_ECDSA_WITH_AES_128_CBC_SHA ECDHE_RSA_WITH_AES_128_CBC_SHA DHE_DSS_WITH_AES_128_GCM_SHA256 DHE_RSA_WITH_AES_128_GCM_SHA256 DHE_RSA_WITH_AES_128_CBC_SHA256 DHE_DSS_WITH_AES_128_CBC_SHA256 DHE_RSA_WITH_AES_128_CBC_SHA DHE_DSS_WITH_AES_128_CBC_SHA RSA_WITH_AES_128_GCM_SHA256 RSA_WITH_AES_128_CBC_SHA256 RSA_WITH_AES_128_CBC_SHA Ciphers Which cipher suites to support in preference order. Specify the list of cipher suites to support. Ensure that the displayed order of cipher suites are in preference order. Otherwise, change the sequence order to meet your preference.  idcred Identification credentials The credentials to identify the DataPower Gateway to a TLS server. Specify an optional identification credentials that the DataPower Gateway uses to identify itself to a TLS server if client authentication is requested.  validate-server-cert on Validate server certificate Whether to validate the server certificate during the TLS handshake. Indicate whether to validate the server certificate during the TLS handshake.  valcred   ValidateServerCert on   Validation credentials The credentials to validate the authenticity of received certificates. Specify an optional set of validation credentials to authenticate the certificate that the TLS server sends during the TLS handshake.  caching on Enable session caching Whether to cache TLS sessions. Indicate whether to enable the caching of TLS sessions.  cache-timeout 1 86400 300   Caching off Session cache timeout The time that TLS sessions are allowed to remain in the TLS session cache. seconds Specify the number of seconds that TLS sessions are allowed to remain in the TLS session cache before they are removed. Enter a value in the range 1 - 86400. The default value is 300.  cache-size 1 500000 100   Caching off Session cache size The maximum size of the TLS session cache. entries Specify the maximum number of entries in the session cache. Enter a value in the range 1 - 500000. The default value is 100.  ssl-client-features Features Enable different features supported by this client. Indicate what kind of features supported by this client.  curves secp521r1 secp384r1 secp256k1 secp256r1 Elliptic curves Which elliptic curves to support for TLS EC ciphers. Specify the list of elliptic curves to support.  use-custom-sni-hostname no   SSLClientFeatures use-sni   Use custom SNI host name Whether to use a custom server name in the SNI extension in the TLS client hello message Set whether to use a custom server name in the SNI extension in the TLS client hello message. By default, the host name of the target is used in the SNI extension.  custom-sni-hostname    UseCustomSNIHostname yes  SSLClientFeatures use-sni   Custom SNI host name User-defined server name in the SNI extension in the TLS client hello message Specify the custom server name in the SNI extension in the TLS client hello message.  validate-hostname off Validate server host name Whether to validate the host name in the server certificate. Set whether to validate the host name in the server certificate during the handshake.  hostname-validation-flags   ValidateHostname off Host name validation flags Fine tune validation methods and settings. Set the flags that fine tune the validation methods and settings during the handshake. The default behavior uses the subject DN only when the Subject Alternative Name (SAN) extension contains no DNS names.  hostname-validation-fail off   ValidateHostname off Host name validation fail on error Whether to terminate the handshake when host name validation fails. Set whether to terminate the handshake when host name validation fails or to ignore the failure, log an event, and continue with server certificate validation. The default behavior is to ignore the failure, log an event, and continue with any configured server certificate validation.  enable-tls13-compat on Enable TLSv1.3 compatibility Whether to send extra TLS messages to look more like TLSv1.2 Some network middleboxes may not recognize TLSv1.3 and drop the connection. Enabling this option will send dummy Change Cipher Spec messages which will make TLSv1.3 look more like TLSv1.2.  sign-alg ecdsa_secp256r1_sha256 ecdsa_secp384r1_sha384 ecdsa_secp521r1_sha512 ed25519 ed448 rsa_pss_pss_sha256 rsa_pss_pss_sha384 rsa_pss_pss_sha512 rsa_pss_rsae_sha256 rsa_pss_rsae_sha384 rsa_pss_rsae_sha512 rsa_pkcs1_sha256 rsa_pkcs1_sha384 rsa_pkcs1_sha512 ecdsa_sha224 ecdsa_sha1 rsa_pkcs1_sha224 rsa_pkcs1_sha1 dsa_sha224 dsa_sha1 dsa_sha256 dsa_sha384 dsa_sha512 Signature algorithms Which signature algorithms to advertise and support Specify the list of signature algorithms to advertise and support. An empty list implies the use of all of the default algorithms.      Summary          General       Credentials Main     Session Caching      Advanced TLS Client Profile Configure and manage TLS Client Profile. Enter TLS Client Profile mode to create or modify a TLS client profile.  crypto/sslproxy sslproxy crypto IDG   TLS Direction Indicates which end of the TLS connection this TLS Proxy Profile describes.    Direction forward two-way   Forward (Client) Crypto Profile The cryptographic profile that is used when acting as a TLS client for a "forward" or "two-way" proxy.    Direction reverse two-way   Reverse (Server) Crypto Profile The cryptographic profile that is used when acting as a TLS server for a "reverse" or "two-way" proxy.  on   Direction forward Server-side Session Caching Enable/disable the caching of TLS sessions when acting as a TLS server.  sess-timeout 0 86400 300    ServerCaching off  Direction forward Server-side Session Cache Timeout seconds Specify the timeout in seconds for each entry in the server-side session cache.  cache-size 1 500 20    ServerCaching off  Direction forward Server-side Session Cache Size entries (x 1024) Specify the number of entries (multiplied by 1024) in the server-side session cache.  client-cache on   Direction reverse Client-side Session Caching Enable/disable the caching of TLS sessions when acting as a TLS client.  client-sess-timeout 0 86400 300    ClientCache off  Direction reverse Client-side Session Cache Timeout seconds Specify the timeout in seconds for each entry in the client-side session cache.  client-cache-size 1 500000 100    ClientCache off  Direction reverse Client-side Session Cache Size entries Specify the number of entries in the client-side session cache.  client-auth-optional off   Direction forward Client Authentication Is Optional When acting as a TLS server and performing client authentications, requests but does not require TLS client authentication. This property is meaningful when TLS client authentication is enabled in the server crypto profile. When both properties are enabled, TLS client authentication is optional. The request does not fail when there is no client certificate. When disabled (the default), TLS client authentication is required by the application server.  client-auth-always-request off   Direction forward Always Request Client Authentication When acting as a TLS server, always request TLS client authentication even when there are no validation credentials present in the server crypto profile. When disabled (the default), the TLS server only requests TLS client authentication when validation credentials are present in the server crypto profile.  permit-insecure-servers off   Direction reverse Permit Connections to Insecure TLS Servers When acting as a TLS client, specifies whether to permit connections to TLS servers that do not support RFC 5746. Such servers are vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. The default is off, which means reject insecure connections during the TLS handshake.     TLS Proxy Profile (deprecated) Profile describing TLS endpoint (client or server)  The TLS proxy profile is deprecated. To secure the connections, use the TLS client profile and TLS server profile or TLS SNI server profile based on the role of the DataPower Gateway. a TLS proxy profile is associated with a DataPower service to describe how TLS connections should be made from or to the proxy's port.  crypto/ssl-server ssl-server crypto   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  protocols TLSv1d1+TLSv1d2+TLSv1d3 Protocols Which protocol versions to support. Specify the protocol versions to support. The HSM on 8436-53X appliances does not support TLSv1.3.  ciphers AES_256_GCM_SHA384 CHACHA20_POLY1305_SHA256 AES_128_GCM_SHA256 ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ECDHE_RSA_WITH_AES_256_GCM_SHA384 ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 ECDHE_RSA_WITH_AES_256_CBC_SHA384 ECDHE_ECDSA_WITH_AES_256_CBC_SHA ECDHE_RSA_WITH_AES_256_CBC_SHA DHE_DSS_WITH_AES_256_GCM_SHA384 DHE_RSA_WITH_AES_256_GCM_SHA384 DHE_RSA_WITH_AES_256_CBC_SHA256 DHE_DSS_WITH_AES_256_CBC_SHA256 DHE_RSA_WITH_AES_256_CBC_SHA DHE_DSS_WITH_AES_256_CBC_SHA RSA_WITH_AES_256_GCM_SHA384 RSA_WITH_AES_256_CBC_SHA256 RSA_WITH_AES_256_CBC_SHA ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDHE_ECDSA_WITH_AES_128_CBC_SHA ECDHE_RSA_WITH_AES_128_CBC_SHA DHE_DSS_WITH_AES_128_GCM_SHA256 DHE_RSA_WITH_AES_128_GCM_SHA256 DHE_RSA_WITH_AES_128_CBC_SHA256 DHE_DSS_WITH_AES_128_CBC_SHA256 DHE_RSA_WITH_AES_128_CBC_SHA DHE_DSS_WITH_AES_128_CBC_SHA RSA_WITH_AES_128_GCM_SHA256 RSA_WITH_AES_128_CBC_SHA256 RSA_WITH_AES_128_CBC_SHA Ciphers Which cipher suites to support in preference order. Specify the list of cipher suites to support. Ensure that the displayed order of cipher suites are in preference order. Otherwise, change the sequence order to meet your preference.  idcred Identification credentials The credentials to identify the DataPower Gateway. Specify the identification credentials that the DataPower Gateway uses to identify itself.  request-client-auth off Request client authentication Whether to request client authentication during the TLS handshake. Indicate whether to request client authentication during the TLS handshake.  require-client-auth on   RequestClientAuth off Require client authentication Whether to require client authentication during the TLS handshake. Indicate whether to require client authentication during the TLS handshake. When enabled, the handshake is aborted if the client certificate is not provided. When disabled, the request does not fail when there is no client certificate.  validate-client-cert on   RequestClientAuth off Validate client certificate Whether to validate the client certificate during the TLS handshake. Indicate whether to validate the client certificate during the TLS handshake if the client certificate is provided.  send-client-auth-ca-list on    RequestClientAuth off  ValidateClientCert off Send client authentication CA list Whether to send the TLS client a CA list during the TLS handshake. Indicate whether to send the TLS client a list of CA Distinguished Names for client authentication during the TLS handshake.  valcred    RequestClientAuth on  ValidateClientCert on   Validation credentials The credentials to validate the authenticity of received certificates. Specify the validation credentials to validate the certificate that the TLS client sends during the TLS handshake.  caching on Enable session caching Whether to cache TLS sessions. Indicate whether to enable the caching of TLS sessions.  cache-timeout 1 86400 300   Caching off Session cache timeout The time that TLS sessions are allowed to remain in the TLS session cache. seconds Specify the number of seconds that TLS sessions are allowed to remain in the TLS session cache before they are removed. Enter a value in the range 1 - 86400. The default value is 300.  cache-size 1 500 20   Caching off Session cache size The maximum size of the TLS session cache. entries (x 1024) Specify the maximum number of entries (multiplied by 1024) in the session cache. Enter a value in the range 1 - 500. The default value is 20.  ssl-options Advanced TLS options The options to apply to the TLS connection. Specify the options to apply to the TLS connection. Enabling these options has negative impact on the performance of the TLS communication.  max-duration 1 11520 60   SSLOptions max-duration Maximum TLS session duration The maximum duration of an established TLS session. seconds Specify the maximum duration of an established TLS session. The TLS connection terminates when the duration is reached. Enter a value in the range 1 - 11520. The default value is 60 seconds.  max-renegotiation-allowed 0 512 0   SSLOptions max-renegotiation Maximum client initiated renegotiations The maximum number of client initiated renegotiations to allow. Specify the maximum number of client initiated renegotiations to allow. Enter a value in the range 0 - 512. The default value is 0, which indicates TLS client initiated renegotiation is not allowed.  prohibit-resume-on-reneg off    SSLOptions max-renegotiation  NumberOfRenegotiationAllowed 0 Prohibit session resumption on renegotiation Whether to prohibit the use of TLS session resumption during a renegotiation handshake. Indicate whether to prohibit the use of TLS session resumption during a renegotiation handshake.  compression off Enable compression Whether to enable TLS compression. Indicate whether to enable TLS compression. Enabling TLS compression in HTTPS is dangerous because the connection becomes vulnerable to the CRIME attack.  allow-legacy-renegotiation off    SSLOptions max-renegotiation  NumberOfRenegotiationAllowed 0 Allow legacy renegotiation Whether to allow TLS renegotiation with TLS clients that do not support RFC 5746. Indicate whether to allow TLS renegotiation with TLS clients that do not support RFC 5746. By default, this support is disabled because renegotiation with such clients is vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. Renegotiation with TLS clients that support RFC 5746 is permitted regardless of the setting specified.  prefer-server-ciphers on Use server cipher suite preferences Whether to use the server's cipher suite preferences instead of deferring to the client's preferences. Indicate whether to give priority to the server's cipher suite preferences instead of deferring to the client's preferences.  curves secp521r1 secp384r1 secp256k1 secp256r1 Elliptic Curves Which elliptic curves to support for TLS EC ciphers. Specify the list of elliptic curves to support.  prioritize-chacha off   PreferServerCiphers off Prioritize ChaCha20-Poly1305 cipher Whether to move ChaCha20-Poly1305 cipher to the top of preference list sent to the client if this cipher is also at the top of client's cipher list When server cipher suite preferences is in effect, enabling this property will temporarily move ChaCha20-Poly1305 cipher to the top of preference list if clients that present ChaCha20-Poly1305 cipher also have it at the top of their preference list. This allows the client to negotiate ChaCha20-Poly1305 cipher while other clients can use other ciphers.  sign-alg ecdsa_secp256r1_sha256 ecdsa_secp384r1_sha384 ecdsa_secp521r1_sha512 ed25519 ed448 rsa_pss_pss_sha256 rsa_pss_pss_sha384 rsa_pss_pss_sha512 rsa_pss_rsae_sha256 rsa_pss_rsae_sha384 rsa_pss_rsae_sha512 rsa_pkcs1_sha256 rsa_pkcs1_sha384 rsa_pkcs1_sha512 ecdsa_sha224 ecdsa_sha1 rsa_pkcs1_sha224 rsa_pkcs1_sha1 dsa_sha224 dsa_sha1 dsa_sha256 dsa_sha384 dsa_sha512 Signature algorithms Which signature algorithms to advertise and support Specify the list of signature algorithms to advertise and support. An empty list implies the use of all of the default algorithms.       Summary        General       Client Authentication Main     Session Caching            Advanced TLS Server Profile Configure and manage TLS Server Profile. Enter TLS Server Profile mode to create or modify a TLS server profile.  crypto/ssl-sni-mapping ssl-sni-mapping crypto   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  sni-mapping Host Name to TLS Server Profile Mapping A table of match patterns to pick a TLS Server Profile based on the SNI host name that the TLS client sends. Specify a table of match patterns to pick a TLS Server Profile based on the SNI host name that the TLS client sends.     Main TLS Host Name Mapping TLS Host Name Mapping Enter TLS Host Name Mapping mode to create or modify the SNI map that TLS server profiles can use.  crypto/ssl-sni-server ssl-sni-server crypto   summary Comments Brief summary for user annotation. Brief summary for user annotation.  protocols TLSv1d1+TLSv1d2+TLSv1d3 Protocols Which protocol versions to support. Specify the protocol versions to support.  sni-server-mapping Host name to profile mapping A table of match patterns to pick a TLS server profile based on the SNI host name that the TLS client sends. Specify a table of match patterns to pick a TLS server profile based on the SNI host name that the TLS client sends.  sni-server-default Default server profile The TLS server profile that processes the request when the client does not send an SNI extension.  Select the TLS server profile to process the request when the 
                                         ClientHello
                                        SNI extension is not provided.  When the default server profile is defined, the following rules apply. 
                                              When the client does not send a 
                                                 ClientHello
                                                SNI extension, the default server profile processes the request. When the client sends a 
                                                 ClientHello
                                                SNI extension but it does not match a configured host name mapping, the request is rejected. When not defined and the client does not send a 
                                             ClientHello
                                            SNI extension, the request is rejected.  ssl-options Advanced TLS options The options to apply to the TLS connection, this overrides the individual settings on the TLS server profiles. Specify the options to apply to the TLS connection. Note that enabling these options has negative impact on the performance of the TLS communication. This overrides the individual settings on the TLS server profiles.  max-duration 1 691200 3600   SSLOptions max-duration Maximum TLS session duration The maximum duration of an established TLS session. seconds Specify the maximum duration of an established TLS session. The TLS connection terminates after the duration is reached. Enter a value in the range 1 - 691200. The default value is 3600.  max-renegotiation-allowed 0 512 0   SSLOptions max-renegotiation Maximum client initiated renegotiations The maximum number of client initiated renegotiations to allow. Specify the maximum number of client initiated renegotiations to allow. Enter a value in the range 0 - 512. The default value is 0, which indicates client initiated renegotiation is not allowed.      Summary       Main     Advanced TLS SNI Server Profile Configure and manage the TLS SNI server profile. The TLS Server Name Indication (SNI) server profile secures connections between the client and the DataPower Gateway.  config/deployment-policy-variables deployment-policy-variables configuration IDG   summary Comments Brief summary for user annotation.  variable Deployment Policy Variables Deployment Policy Variable bindings table. A list of name-value pairs. The name specifies a variable in a deployment policy, which will be replaced by its associated value before applying the policy to a configuration import.     Main Deployment Policy Variables Deployment Policy Variable Bindings. Configuration to persist the values of the deployment policy variables.   configuration   system/failure-notification failure-notification failure-notification   summary Comments Brief summary for user annotation.  mode off Failure Notification Enable/disable failure notification Use the radio buttons to enable/disable system failure notification. It is disabled by default.  upload-report off   UseSmtp on Upload Error Report Whether to upload the error report to a specific destination  Specify whether to upload the error report to an NFS, iSCSI (deprecated), RAID, SMTP, or FTP destination or write the error report to the local temporary directory. If you enable this feature:  It enables the Failure Notification status provider, which tracks previous error reports It changes the naming convention to include the serial number of the appliance and the timestamp, which prevents one report overwriting another  use-smtp off   UploadReport on E-mail Notification Whether to send e-mail notification at start-up Specify whether to send an e-mail at start-up only that contains the error report. If you want to receive e-mail notification, use the upload error report property instead of this property.  internal-state on Include Internal State Whether to include the internal state in the error report Specify whether to include the internal state of the appliance in the error report. The internal state can be useful in diagnosing the cause of the error.  ffdc packet-capture off   UploadReport off Background Packet Capture Whether to use a background packet capture  Specify whether to use a background packet capture. This feature enables network packet capture for all interfaces including the internal loopback interface. When enabled, this feature runs continuously. If the appliance encounters a problem or a user triggers the generation of an error report, the error report includes the data from this packet capture data. This data helps to determine the messages that the appliance was processing when it encountered the problem.  ffdc event-log off   UploadReport off Background Log Capture Whether to use a background log capture  Specify whether to use a background log capture. This feature enables the capture of all log and trace points with minimal overhead. When enabled, this feature runs continuously. If the appliance encounters a problem or a user triggers the generation of an error report, the error report includes data from this log capture. This data can help IBM Support identify the problem. These messages are independent of messages written to log and trace targets.  ffdc memory-trace off   UploadReport off Background Memory Trace Whether to use automatic leak detection  Specify whether to enable automatic leak detection. This feature finds gradual memory leaks that occur steadily over time. This feature does not help in situations where messages are larger than the appliance can parse. When enabled and if memory falls below an internal threshold, the appliance tracks all memory allocations. When the appliance reaches a critical condition that will lead to a crash, it generates an error report that contains information about memory allocation. The configuration of the Throttle Settings affects this feature. The throttle settings can prevent the appliance from reaching the internal threshold.  always-on-startup off Always On Startup Whether to generate an error report when the appliance reboots or reloads  Specify whether the appliance generates an error report when it reboots or reloads. If this feature is enabled logs will be collected before they are overwritten when the system reloads. When the appliance reboots or reloads and when using the upload error report feature, the status provider lists 
                                         on-start
                                        as the reason code. If the appliance reloads due to a crash, the status provider lists 
                                         crash
                                        as the reason code.  Best Practices:  In general enable this feature. In particular when in production, enable this feature to track reloads and reboots.  always-on-shutdown on Always On Shutdown Whether to generate an error report when the appliance shuts down  Specify whether the appliance generates an error report when it shuts down. When the appliance shuts down and when using the upload error report feature, the status provider lists 
                                         on-shutdown
                                        as the reason code. If the appliance shuts down due to a crash, the status provider lists 
                                         crash
                                        as the reason code.  Best Practices:  In general enable this feature. In particular when in production, enable this feature to make sure debugging information is captured when the appliance shuts down.  protocol ftp   UploadReport on   UploadReport off Report Destination Protocol Protocol to use to upload the error report Specify the protocol to use to upload the error report. Note that the selection you will see depends on your device features and licenses.  location-id   UseSmtp on   Location Text to include in the subject of an e-mail notification Specify text to include in the subject of an e-mail notification. In general, this value should be how you identify this appliance in your environment. When using the upload error report feature, this property is not necessary. In this case, failure notification uses the serial number of the appliance and the timestamp of the error report.  remote-address ^(?!(127.0.0.1|localhost)).*$ smtp.mycompany.com or 10.10.1.1    UseSmtp on   UploadReport on  Protocol smtp   SMTP Server Host name or IP address of the SMTP server Specify the host name or IP address of the remote SMTP server to which to send the error report.  email-address    UseSmtp on   UploadReport on  Protocol smtp   E-mail Address E-mail address of the recipient Specify the e-mail address to which to send the error report.  email-sender-address     UseSmtp off  UploadReport off   UseSmtp off  UploadReport on  Protocol smtp E-mail Sender Address E-mail address of sender Specify the e-mail address of the sender ( 
                                     MAIL FROM
                                    ). If not specified, the configuration uses the e-mail address of the recipient.  ftp-server 128 ^(?!(127.0.0.1|localhost|ftp:/|smtp:/)).*$ ftp.mycompany.com or 10.10.1.1    UploadReport on  Protocol ftp   FTP Server Host name or IP address of the FTP server Specify the host name or IP address of the remote FTP server to which to upload the error report.  ftp-path 128    UploadReport off  Protocol ftp FTP Path Directory on FTP server to upload the error report Specify the directory on the FTP server to which to upload the error report. Use 
                                     %2F
                                    to specify an absolute path.  ftp-user-agent    UploadReport on  Protocol ftp   FTP User Agent User Agent for FTP access Specify the User Agent that describes how to connect to remote FTP servers. In addition to the FTP Policy to define the connection, ensure that this User Agent defines the basic authentication policy (user name and password) to connect to the FTP server.  nfs-mount    UploadReport on  Protocol nfs   NFS Mount NFS Mount Specify the NFS mount point to which to upload the error report.  nfs-path    UploadReport off  Protocol nfs NFS Path NFS Path This describes the NFS path location for the Error Report  raid-volume    UploadReport on  Protocol raid   RAID Volume RAID volume Specify the volume on the RAID array to which to upload the error report.  raid-path    UploadReport off  Protocol raid RAID Volume Path Directory on RAID volume Specify the directory on the RAID volume to which to upload the error report.  iscsi-volume    UploadReport on  Protocol iscsi   iSCSI Volume iSCSI volume  The iSCSI protocol is deprecated. Specify the iSCSI volume to which to upload the error report.  iscsi-path    UploadReport off  Protocol iscsi iSCSI Volume Path Directory on iSCSI volume  The iSCSI protocol is deprecated. Specify the directory on the iSCSI volume to which to upload the error report.  report-history 2 10 5   UploadReport off Report History Number of local error reports to maintain  Specify the maximum number of local error reports to maintain when using the upload error report feature. After reaching this limit, the next local error report overwrites the oldest local error report. Use any value of 2 - 10. The default value is 5. This feature only applies to locally stored error reports, including temporary and Raid. To view the history, see the Failure Notification status provider.        Failure Notification System Failure Notification  Failure notification is a serviceability tool. By default, failure notification is disabled. To use failure notification, you must enable the configuration and allow the error report to be uploaded. The uploading of an error report allows the capture of more diagnostic information, which safely improves serviceability. Although there is a tradeoff between performance and serviceability, you should choose serviceability by enabling the following properties:  Include Internal State Background Packet Capture Background Log Capture Background Memory Trace When you allow the error report to be uploaded, this setting enables the Failure Notification status provider. This status provide in combination with the report history tracks the error reports that the appliance generates, the reason why the appliance generated the error report, and its upload status to the specific destination. You can specify an NFS, iSCSI (deprecated), RAID, SMTP, or FTP destination. You can also specify the local temporary directory as the destination. The appliance generates error reports, the naming convention includes the serial number of the appliance and the timestamp of the report. This naming convention prevents one report from overwriting another. You can use Event Triggers to generate error reports automatically when specific events occur.  system/system system system   summary Comments Descriptive summary Enter a descriptive summary for the configuration.  Product OID The read-only string that identifies the installed DataPower agent software The read-only string that identifies the installed DataPower agent software.  Description The read-only string that identifies the product The read-only string that identifies the product.  Serial number The read-only string that identifies the product serial number The read-only string that identifies the product serial number.  entitlement Entitlement serial number Entitlement serial number After an appliance replacement, the serial number of the original appliance. Without the original serial number, IBM cannot entitle the replacement appliance for maintenance or warranty services.  Product ID The read-only string that identifies the product type The read-only string that identifies the product type.  Licensed capacity mode The read-only installation setting that indicates the licensed capacity mode The read-only installation setting that indicates the licensed capacity mode.  contact Contact Contact information Specify any information that identifies the individual or functional area that is responsible maintenance and management.  name 0 127 ^$|^[a-zA-Z0-9_][-_a-zA-Z0-9.\ ]{0,126}$  software container tenant System name System name Enter the name of the DataPower Gateway to use internally as a custom prompt and to use externally to integrate with remote systems. The name must be a 7-bit US-ASCII string of 127 characters or less consisting of letters, numbers, underscore, or embedded dashes, dots, or spaces. However, it is recommended to also be unique with a length of 64 characters or less to be compatible with most remote systems.  location Location Location Enter the location of the DataPower Gateway.  72 Services The read-only hex value that indicates support for services The read-only hex value that indicates support for application, presentation, session, and data-link layer services.  Backup mode The read-only installation setting that indicates whether a secure-backup is allowed The read-only installation setting that indicates whether a secure-backup is allowed.  Product Mode The read-only installation setting that indicates the operational mode The read-only installation setting that indicates the operational mode of the product.  login-message NONTRANSLATABLE - Login Message NONTRANSLATABLE - Custom message displayed at user login NONTRANSLATABLE - This property is deprecated. Use the 'Custom User Interface File' property.  custom-ui-file  store local webgui:///schemas/dp-user-interface.xsd Custom user interface file URL of the custom user interface file  Specifies the URL of the custom user interface file. This file contains custom messages for CLI and GUI sessions as well as the custom CLI prompt. The file must reside in the 
                                         store:
                                        or 
                                         local:
                                        directory, not on a mounted file system.  audit-reserve 0 10000 40 Audit reserve space Disk space to reserve for audit records KB Specifies the amount of disk space to reserve for audit records. When the disk is full, all services enter the down operational state and stop processing traffic. To restore disk space and resume traffic processing, manual intervention is required. Enter a value in the range 0 - 10000. The default value is 40.  globallogipfilter   NONTRANSLATABLE - Global IP Filter Address NONTRANSLATABLE - Global IP Filter Address NONTRANSLATABLE - Global IP Filter Address  detect-intrusion Detect intrusion Whether to check for intrusion detection Indicates whether to check for intrusion detection.  xml-accelerator on   Enable hardware XML acceleration Whether to use the hardware XML accelerator.  Indicates whether to use the Hardware XML accelerator.  Attention: Disable the XML hardware accelerator only when directed by IBM Support. When disabled, XML hardware acceleration rules in the compile options policy have no effect. After you change the state, restart the appliance to remove items from the cache. After the appliance restarts, the specified state is in effect. You can view the status of the XML hardware accelerator in the appliance version information. The XML accelerator shows the type appended with 
                                         (disabled)
                                        when the accelerator is disabled.  locale System locale Locale for the operating language Specifies the locale for the operating language of the DataPower Gateway. The locale setting manages locale-specific conventions, such as date and time formats, and controls the language of log messages. The language must be enabled before you can select it.  system-log-fixed-format off Enable fixed format Whether to enable fixed format in system logs Indicates whether to enable fixed format in system logs. When enabled, the system logs are in the format that was used in version 6.0.1 and contain no serviceability improvements after this version that can help with monitoring or troubleshooting. System Settings Manage system-wide settings.  System settings provide the following purposes.  Define system-specific information, such as contact information, location, and name. Update serial number after a replacement. Enable interface for custom GUI messages and custom CLI prompt. Reserve disk space for the audit log. Define information about the hardware for use by the SNMP system table, such as serial number, and model type  system/timezone timezone system   name EST-5EDT Local time zone Set the local time zone. The time zone to use in management interfaces. The default value is EST-5EDT.  custom STD ^[a-zA-Z]{3,}$   LocalTimeZone Custom   Name Enter the symbolic name for the custom time zone. The symbolic name for the custom time zone. This name is appended to local times. The name must be three or more alphabetic characters. If you use any other characters, the time zone becomes UTC. Enter the symbolic name for the custom time zone. The name must be three or more alphabetic characters. If you use any other characters, the time zone becomes UTC.  direction West   LocalTimeZone Custom Direction from UTC Set the direction relative to UTC for the custom time zone. The direction relative to UTC for the custom time zone. Asia is east. North America is west. The default value is East. Set the direction relative to UTC for the custom time zone. Asia is east. North America is west.  offset-hours 0 12 0   LocalTimeZone Custom Hours from UTC Enter the number of hours the custom time zone is from UTC. Hours The number of hours the custom time zone is from UTC. If 2 hours and 30 minutes from UTC, enter 2. Enter the number of hours the custom time zone is from UTC. If 2 hours and 30 minutes from UTC, enter 2.  offset-minutes 0 59 0   LocalTimeZone Custom Minutes from UTC Enter the number of minutes the custom time zone is from UTC. Minutes The number of minutes the time zone is from UTC. If 2 hours and 30 minutes from UTC, enter 30. Enter the number of minutes the time zone is from UTC. If 2 hours and 30 minutes from UTC, enter 30.  daylight-offset 0 12 1   LocalTimeZone Custom Daylight savings time (DST) offset Enter the offset hours from DST. Hours The offset in hours when the custom time zone observes DST. Generally, the offset is 1 hour. The default value is 1.  daylight-name DST    LocalTimeZone Custom  DaylightOffsetHours 0    LocalTimeZone Custom  DaylightOffsetHours 0 DST name Enter the symbolic name for the custom time zone during DST. The symbolic name for the custom time zone during DST. This name is appended to local times. The name must be three or more alphabetic characters. If you use any other characters, the time zone becomes UTC. Enter the symbolic name for the custom time zone during DST. The name must be three or more alphabetic characters. If you use any other characters, the time zone becomes UTC.  daylight-start-month March    LocalTimeZone Custom  DaylightOffsetHours 0 DST start month Set the month when DST starts for the custom time zone. The month when DST starts for the custom time zone. The default value is March.  daylight-start-week 1 5 2    LocalTimeZone Custom  DaylightOffsetHours 0 DST start day instance Enter the instance of the day in the month when DST starts for the custom time zone. Instance The instance of the day in the month when DST starts for the custom time zone. If DST starts on the second Sunday in the month, enter 2. Enter the instance of the day in the month when DST starts for the custom time zone. If DST starts on the second Sunday in the month, enter 2.  daylight-start-day Sunday    LocalTimeZone Custom  DaylightOffsetHours 0 DST start day Set the day of the week when DST starts for the custom time zone. The day of the week when DST starts for the custom time zone. The default value is Sunday.  daylight-start-hours 0 23 2    LocalTimeZone Custom  DaylightOffsetHours 0 DST start hour Enter the hour when DST starts. Hours The hour when DST starts for the custom time zone. If the start boundary is 2:30 AM, enter 2. Enter the hour when DST starts for the custom time zone. If the start boundary is 2:30 AM, enter 2.  daylight-start-minutes 0 59 0    LocalTimeZone Custom  DaylightOffsetHours 0 DST start minute Enter the minute when DST starts for the custom time zone. Minutes The minute when DST starts for the custom time zone. If the start boundary is 2:30 AM, enter 30. Enter the minute when DST starts for the custom time zone. If the start boundary is 2:30 AM, enter 30.  daylight-stop-month November    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop month Set the month when DST ends for the custom time zone. The month when DST ends for the custom time zone. The default value is November.  daylight-stop-week 1 5 1    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop day instance Enter the instance of the day in the month when DST ends for the custom time zone. Instance The instance of the day in the month when DST ends for the custom time zone. If DST ends on the second Sunday in the month, enter 2. Enter the instance of the day in the month when DST ends for the custom time zone. If DST ends on the second Sunday in the month, enter 2.  daylight-stop-day Sunday    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop day Set the day of the week when DST ends for the custom time zone. The day of the week when DST ends for the custom time zone. The default value is Sunday.  daylight-stop-hours 0 23 2    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop hour Enter the hour when DST ends for the custom time zone. Hours The hour when DST ends for the custom time zone. If the end boundary is 2:30 AM, enter 2. Enter the hour when DST ends for the custom time zone. If the end boundary is 2:30 AM, enter 2.  daylight-stop-minutes 0 59 0    LocalTimeZone Custom  DaylightOffsetHours 0 DST stop minutes Enter the minute when DST ends for the custom time zone. Minutes The minute when DST ends for the custom time zone. If the end boundary is 2:30 AM, enter 30. Enter the minute when DST ends for the custom time zone. If the end boundary is 2:30 AM, enter 30.  Local time, last applied Current local time when last applied. The current local time when last applied. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page. Time Settings Set the local time zone for the appliance.  The time zone for the appliance. The time zone affects the time that the appliance displays. All time stamps in the CLI and GUI use this time zone.  Note: The appliance clock runs on Coordinated Universal Time (UTC). When daylight saving time (DST), or summer time, applies to a time zone, the appliance adjusts the time when a DST boundary is crossed.  dfdl/dfdl-settings dfdl-settings configuration DFDL   summary Comments Brief summary for user annotation Brief summary for user annotation.  dfdl-validation on Enable DFDL Validation Enable additional runtime checks to verify that binary data is fully valid according to the DFDL schema. Enable additional runtime checks to verify that binary data is fully valid according to the DFDL schema. These checks are in addition to the checks that are needed to parse or serialize the data.  dfdl-strict-validation on   DFDLValidation off Enable DFDL Strict Validation Error if there is a runtime DFDL validation error, instead of warning. Additional DFDL runtime checks verify that binary data is fully valid according to the DFDL schema. These runtime checks are in addition to the checks that are needed to parse or serialize the data. Because these checks are not needed to complete processing, an error can be reported as a warning and ignored in Lax Mode, or can be treated as an error in Strict Mode. This property is only relevant if DFDL Validation is enabled.  dfdl-ignore-trailing-data off Ignore Trailing Data Instruct DFDL processing to ignore any trailing data after completion of a good recognized message, for example during processing of a single message as part of batch processing.  Enable DFDL processing to ignore any trailing data after completion of a good recognized message, for example during processing of a single message as part of batch processing. This setting is off by default, which is the stricter and more secure setting because it does not allow extraneous extra data after the message. You can enable this setting if you are expecting such data. One example use case scenario to enable this setting is batch processing. Another example use case scenario to enable this setting is to read only the front of a message to make a routing decision or some other decision. This settings only applies to DFDL parsing, and does not apply to DFDL serialization.  dfdl-encoding-default UTF-8 DFDL Default Encoding DFDL Default Encoding Inside a DFDL Schema, the value of $dfdl:encoding carries the system assumption of encoding. You can use that variable within a DFDL schema to make it more resilient for systems that require different encodings, depending on transport header values, and so on. If the encoding value is not determined by the system based on the transport headers, then the system defaults to the value of this field. If the value is calculated from transport headers, then this field is not used.  dfdl-byte-order-default bigEndian DFDL Default Byte Order DFDL Default Byte Order Inside a DFDL Schema, the value of $dfdl:byteOrder carries the system assumption of byte order. You can use that variable within a DFDL schema to make it more resilient for systems that require different byte orders, depending on transport header values, and so on. If the byte order value is not determined by the system based on the transport headers, then the system defaults to the value of this field. If the value is calculated from transport headers, then this field is not used.  dfdl-binary-float-rep-default ieee DFDL Default Binary Float Representation DFDL Default Binary Float Representation Inside a DFDL Schema, the value of $dfdl:binaryFloatRep carries the system assumption of choice of binary float representation. You can use that variable within a DFDL schema to make it more resilient for systems which require different binary float representations, depending on transport header values, and so on. If the binary float representation value is not determined by the system based on the transport headers, then the system defaults to the value of this field. If the value is calculated from transport headers, then this field is not used.  dfdl-output-new-line-default LF DFDL Default New Line DFDL Default New Line Inside a DFDL Schema, the value of $dfdl:outputNewLine carries the value that is set here. You can use that variable within a DFDL schema to make it more resilient for systems which require carriage return and line feed at the end of a line, and other systems that require only a line feed. You can configure the system preference to control the DFDL Schema using this setting. The value specifies the character or characters that are used to replace the %NL; character class entity during unparse.  dfdl-user-trace off Enable DFDL User Trace Enable DFDL processing user trace messages.  Enable DFDL processing of user trace messages to be calculated and sent to the DataPower log at various log levels. CAUTION: Do not leave the DFDL user trace enabled in production conditions. Disable the DFDL user trace before you move the configuration into production.     General     Validation      Variables Defaults   Trace Main DFDL Settings DFDL Settings The DFDL settings specify constraints for parsing and serializing binary data, where the data is modeled by a DFDL schema.  config/domain-availability domain-availability configuration IDG   summary Comments Brief summary for user annotation.    Domain Availability Monitors services and their front-side handlers to determine when the domain is ready to accept traffic. Domain Availability monitors the services within the domain. If the operational state of any service in the domain is in the down state, then the operational state for Domain Availability goes down, indicating that all services are not up and ready to accept traffic. Otherwise, the operational state for Domain Availability is up. At startup time, Domain Availability maintains all front-side handlers in a quiesced state until the associated services are fully configured, and a log event is created, indicating that the domain is ready to process traffic.  config/domain-settings domain-settings configuration IDG   summary Comments Enter a descriptive summary for the configuration. Enter a descriptive summary for the configuration.  password-treatment none Password treatment Set the method to handle password data in the persisted configuration. Set the method to handle password data in the persisted configuration.  passphrase 8 24 Passphrase Enter the passphrase that obfuscates passwords in the persisted configuration. Enter the passphrase that obfuscates passwords in the persisted configuration.  config-dir config:///  config local temporary Configuration Directory Domain Configuration Directory Specifies the directory where the application domain's configuration is persisted and accessed. Domain Settings  The Domain Settings configuration provides properties to domain-specific characteristics when you save changes to the persisted configuration.   configuration IDG   summary Comments Brief summary for user annotation.    dynamic-schema configuration IDG   xml/schema-exception-map schema-exception-map schema-exception-map IDG   original-schema Original Schema URL This is the location of the full original schema document. This is required. This may reside on or off the device.  rule Rules Schema Exception Rules Rules describe what elements may be excepted from the schema validation when the Original Schema is used for Schema Validation. Schema Exception Map A map of local XML Schema exceptions This object describes exceptions to an XML Schema by identifying elements of the schema that may be encrypted in an instance document. When Schema Validation is performed on the document using this Exception Map, encrypted elements are considered valid when they appear in place of the specified elements. Objects for dynamically creating schemas   dynamic-stylesheet configuration IDG   namespace-mapping Namespace Mappings The prefix and URI for namespaces that might be encountered in requests.   xml/document-crypto-map document-crypto-map document-crypto-map IDG   operation encrypt Operation Operation to perform on selected document nodes Select the operation to perform on the selected document nodes.  select XPath Expression An XPath Expression selecting document nodes for the specified operation.  Enter the XPath expression identifying the elements on which to operate in the blank field in front of the Add button. Click Add to add the expression to those included in the map. Click the XPath Tool button to use the graphically oriented XPath Tool to construct the message. You will need to upload an example document to use this tool. Note that this example should be the encrypted document when the operation is decrypt. Document Crypto Map A map to drive partial document crypto operations A Document Crypto Map indicates which elements, of a complete schema, to encrypt or decrypt. The indicated element or elements may also be signed.  xml/xpath-routing xpath-routing xpath-routing IDG   rule Rules XPath routing rules     XPath Routing Map Information for routing documents based on XPath expressions  An XPath Routing Map matches XPath expressions with corresponding destination URLs. When the XPath expression evaluates to true when applied to the message submitted, the target destination for the message is set to the corresponding URL. Use the Rules tab to establish these mappings. Use the Namespace Mapping tab to determine Namespace URIs for namespaces used in the XPath Expressions. Objects for dynamically creating stylesheets   logging   summary Comments Descriptive summary Specify a brief, descriptive summary.   type Target Type Type of log target Specify the type of the log target. The default type is file.  priority normal   Type syslog-tcp Logging Priority Log target priority Control the log scheduling priority. When system resources are in high demand, "high" priority operations will be favored over lower priority operations.  soap-version soap11   Type soap SOAP version SOAP version for log target Specify the SOAP version for SOAP log targets.  format xml   Type snmp syslog syslog-tcp Log Format Format of log entries Specify the format in which to represent log entries.  timestamp zulu   Type smtp syslog syslog-tcp Timestamp Format Format of log timestamp Specify the format of the timestamp for log entries. The default format is ISO UTC format.  fixed-format off    dmObjectName default-log  Format json-icp Fixed Format Fix the format of logs Makes the format of logs unchanging. The log format fixed at V6.0.1. New fields added to log formats afterwards are ignored.  local-ident    Format cbe  Type syslog smtp   Type file  UploadMethod smtp   Type syslog-tcp Local Identifier Local system identifier Specify a descriptive string that identifies the log target to remote recipients. For syslog destinations, do not include spaces.  email-address    Type smtp   Type file  UploadMethod smtp   Email Address Email address Specify the email address to which to send log entries.  sender-address    Type smtp   Type file  UploadMethod smtp   Sender Email Address Email address Specify the email address of the sender. The value must match the email address of the cryptographic key if email messages are signed.  smtp-domain    Type smtp   Type file  UploadMethod smtp   Type smtp SMTP Client Domain SMTP client domain Specify the fully-qualified domain name of the SMTP client. This information will be part of the SMTP session initiation (HELO command).  size 100 50000 500   Type file nfs   Log Size Maximum log size kilobytes Specify the maximum size of file-based log targets. Enter a value in the range 100 through 50000. The default value is 500.  url   Type soap   URL POST URL Specify the HTTP URL to which to send log entries. The DataPower Gateway sends the entries with the POST method. The DataPower Gateway uses the default User Agent.  nfs-static-mount   Type nfs   NFS Static Mount Instance of the NFS Static Mount Specify the name of an NFS Static Mount over which to write the log.  ssl    Type soap syslog-tcp  SSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile with the cryptographic profiles to secure connections.  local-file ^(logtemp|logstore):[_a-z0-9A-Z/][-_a-z0-9A-Z/.]*$ logtemp:///filename.log or logstore://subdir/filename.log   Type file   File Name Name of the file for the file-based log target Specify the name of the log file. Examples: 
                             logtemp:///filename.log
                            or 
                             logstore:///filename.log
                            .  nfs-file ^[_a-z0-9A-Z/][-_a-z0-9A-Z/.]*$ dp-log/filename.log   Type nfs   NFS File Path Path to the file for the NFS-based log target Specify the path to the log file. The path is relative to the NFS mount. Use a regular expression in the 
                             ^[_a-z0-9A-Z/][-_a-z0-9A-Z/.]*$
                            format. Do not end the path with a forward slash (/).  archive-mode rotate   Type file   Archive Mode Method to archives Specify the method to create archives.  upload-method    ArchiveMode upload  Type file   Upload Protocol Protocol to upload log files Specify the protocol to upload log files. If you use SCP to upload multiple log targets at the same time, a system error might occur. The DataPower Gateway supports only one SCP connection at a time. To minimize the risk when using SCP, configure log targets with different settings, such as different event subscriptions and different log sizes.  rotate 1 100 3    Type nfs   ArchiveMode rotate  Type file   Number of Rotations Maximum number of rotations Specify the maximum number of rotations to permit. Enter a value in the range 1 through 100. The default value is 3.  ansi-color off   Type console Use ANSI Color Scheme Use ANSI color scheme Enables the use of ANSI X3.64 escape sequences to color-code messages by log level.  remote-address    Type syslog syslog-tcp smtp   ArchiveMode upload  Type file   Remote Host Host name or IP address Specify the host name or IP address of the remote server. To establish a secure TLS connection to the server, set this value to the value of the remote host of a TLS Proxy service on the DataPower Gateway. The local TLS Proxy service then securely forwards the log entries to its configured remote server.  remote-port 1 0xFFFF     Type file  ArchiveMode upload  Type syslog syslog-tcp smtp file  dmObjectName default-log Remote Port Port number Specify the listening port on the remote server. If using a local TLS Proxy service to establish a secure TLS connection, set this value to the value of the remote port of the TLS Proxy service.  remote-login    UploadMethod ftp scp sftp  ArchiveMode upload  Type file   Remote Login Account (user name) Specify the account or user name to access the remote server.      UploadMethod ftp  ArchiveMode upload  Type file    UploadMethod ftp scp sftp  ArchiveMode upload  Type file Remote Password Password Specify the password for the account or user name for non-public key authentication. Public key authentication can be configured through the default instance of the User Agent.  remote-directory    UploadMethod ftp scp sftp  ArchiveMode upload  Type file Remote Directory Directory on the remote server  Specify an existing writable directory on the remote server to which to upload files.  To denote an absolute directory from the root directory, specify a single forward slash character (/) or equivalent encoded character (%2F) before the fully qualified path. 
                                      For SCP or SFTP, enter / to resolve to //. For FTP, enter %2F to resolve to /%2F. To denote a directory that is relative to the user's home directory, do not specify a forward slash character or encoded character before the fully qualified file name.  local-address   Type smtp syslog-tcp   Type syslog soap Local IP Address Local interface address Specify a host alias or IP address of a local interface.  facility user   Type syslog-tcp syslog   syslog Facility syslog facility Set the log facility (per RFC 3164) to include in messages sent to the syslog log target.  rate-limit 0 1000 100   Type nfs smtp soap snmp syslog syslog-tcp Rate Limit The maximum number of events logged events/second  Set the maximum number of events to be logged per second. Enter a value in the range 1 - 1000. The default value is 100.  Remote log targets might receive more than this number of events within a second, depending on network latency and buffering. syslog over TCP log targets are exclusive, because only a single TCP connection is made to the server. In the case of syslog over TCP log targets, the rate limit is the maximum number of events transmitted over the connection within one second. A value of 0 disables rate-limiting by the logging target.  maximum-connections 1 100 1   Type syslog-tcp Maximum Connections Maximum number of concurrent connections to open The maximum number of concurrent connections that can be opened to this syslog-tcp server. The default value is 1.  connect-timeout 1 90 60   Type syslog-tcp Connect Timeout Number of seconds to wait for a connection to the server to be established before generating an error. seconds Set the number of seconds to wait for a connection to the server to be established before generating an error. A log message will be generated in the default log and connection retry attempts will be made. Enter a value in the range 1 - 90. The default value is 60.  idle-timeout 1 600 15   Type syslog-tcp Idle Timeout Number of seconds to wait before closing an established but inactive connection to the server. seconds  Set the number of seconds to wait before closing an established but inactive connection to the server. Enter a value in the range 1 - 600. The default value is 15. Attention: If multiple log targets have the following configuration, they might share connections.  The same local address and port The same remote address and port Because of potential connection-sharing, set the same idle timeout value for these log targets.  active-timeout 0 60 0   Type syslog-tcp Active Timeout Number of seconds to wait before closing an established and active connection to the server. seconds  Set the number of seconds to wait before closing an established and active connection to the server. Enter a value in the range 0 - 60. A value of 0 allows the log target to most efficiently send messages to the server by maintaining a healthy connection indefinitely. The default value is 0. Attention: If multiple log targets have the following configuration, they might share connections.  The same local address and port The same remote address and port Because of potential connection-sharing, set the same active timeout value for these log targets.  feedback-detection off Feedback Detection Whether to suppress events from logging subsystem Indicate whether to suppress events from the logging subsystem itself. A log target always suppresses its own events, but will record events from other log targets. Under certain circumstances with multiple log targets, these events could create a positive feedback loop that could cause resource contention. Enable to suppress all log events from the logging subsystem and prevent resource contention.  event-detection off Identical Event Detection (deprecated) Suppress identical events Indicate whether to suppress identical events from the same object over a set time period. When enabled, the log target records only one instance of the event until the suppression period expires.  suppression-period 1 3600 10   IdenticalEventSuppression on   Event Suppression Period (deprecated) Duration to suppress identical events seconds Set the duration of the suppression period. The default value is 10.  event-code Event Subscription Filter Filter to log specific event codes Subscription filters allow only those log messages that contain the configured event codes to be written to this log target. With this filter, it is possible to create a log target that collects only log messages for a specific set of event codes.  event-filter Event Suppression Filter Filter to suppress specific event codes Suppression filters suppress those log messages that contain the configured event codes to be written to this log target. With this filter, it is possible to create a log target that collects a wide range of log messages except for a specific set of event codes.  object Object Filters Filter to log events for specific objects Object filters allow only those log messages for specific objects to be written to this log target. Object filters are based on object classes. With this filter, you can create a log target that collects only log messages generated by particular instances of the specified object classes.  ip-filter IP Address Filters Filter to log events for specific IP addresses IP address filters allow only those log messages from specific IP addresses to be written to this log target.  trigger Event Triggers Event Trigger Points  Event triggers perform actions only when triggered by a specified message ID or event code. With this filter, it is possible to create a log target that collects only the results of the specified trigger action. For example, to trigger the generation of an error report when a certain event occurs use the  save error-report command.  ssl-client    Type soap syslog-tcp  SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ssl-client-type   Type soap syslog-tcp TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  retry-interval 1 600 1   Type syslog-tcp Retry Interval Time to wait before attempting to reestablish a failed connection seconds Specify the number of seconds to wait before attempting to reestablish a failed connection to the syslog server. Enter a value in the range 1 - 600. The default value is 1.  retry-attempts 0 100 1   Type syslog-tcp Retry Attempts The number of attempts to retry the failed connections attempts  Specify the number of attempts for a failed connection to the syslog server. After the number of attempts is reached, connection attempts use the value set by  Long Retry Interval. When the long interval is disabled, the log target repeatedly attempts to reconnect to the syslog server with the value set by  Retry Interval.  Note: 0 means the  Long Retry Interval will not be used and will retry forever using  Retry Interval.  long-retry-interval 1 600 20   Type syslog-tcp Long Retry Interval Long retry interval before retrying the failed connections seconds  Specify the time to wait before attempting to reestablish a failed connection to the syslog server after the number of attempts is reached. Enter a value in the range 0 - 600. The default value is 20.  Note: The  Long Retry Interval must be greater than the  Retry Interval or it will take no effect.  precision second   Type syslog-tcp   Log Timestamp Precision Log Timestamp Precision Log Timestamp Precision configuration of the format of the timestamp of the log messages.  buffer-size 1024   Type syslog-tcp Connection Event Buffer Size Connection Event Buffer Size entries Size (in number of event entries) of the buffer used to store log events before they are written to the target. For Log Targets that support remote connections, a buffer of this size is allocated for each connection.   logging/target logging target logging   backup    dmObjectName default-log  Type file Backup Log Log Target Sets another Log Target object as a backup to receive redirected events in case of an error on the current file-based log target. This setting has no effect on network-based log targets. For network-based log targets, set a load balancer group as the remote host.  event Event Subscriptions Log event subscription  Subscribes the log target to particular event categories. Some example categories include:  auth Authorization events mgmt Configuration management events xslt XSLT processing events For each event category chosen (including the 
                                         all
                                        category), you can establish a priority level that must be met before the log message will be captured by the log target. Without event subscriptions, no events are included by default. To allow the log target to capture messages, the configuration must include at least one event subscription. The category can be the 
                                         all
                                        category.      Summary                 General Configuration      Source Configuration            Destination Configuration      Archival       Connection Management     Retry Behavior     Security Main    Event Filters     Log Target Configured log target  Log targets capture messages that are posted by the various objects and services that are running on the appliance. Target types enable additional capabilities that include rotating files, encrypting and signing files or messages, and sending files to remote servers. Messages in log targets can be restricted (filtered) by priority, event code, event category, object type, or IP address. By default, a log target cannot accept messages until it is subscribed to one or more events.   tracing target logging   backup   dmObjectName default-trace Backup trace Backup Trace Target Allows setting of a backup trace target to redirect events to in case of an error on the current trace target  event Event subscriptions Trace event subscription Defines the log events the current trace target is subscribed to Trace target Represents a configured trace target Allows the configuration of a trace target.  webapp/forms-login-policy forms-login-policy mpgw IDG   summary Comments Brief summary for user annotation.  login-url /LoginPage.htm Login URL fragment of login form The URL fragment of the login page on the application server. The login page collects user name and password information. The default is /LoginPage.htm.  use-cookie-attribute no Attach Cookie Attribute Policy Indicate whether to attach a policy that describes cookie attributes. Whether to attach a cookie attribute policy. If you do not use a cookie attribute policy, the configuration use the properties of the forms login policy. The default behavior is not to attach a cookie attribute policy.  cookie-attributes   UseCookieAttributes yes   Cookie Attributes Set the policy that describes cookie attributes.  Use a cookie attribute policy to allow predefined or custom attributes to be included in forms login cookie. Properties in the policy override common attributes of the forms login policy. 
                                   Max-Age
                                    overrides inactivity timeout and session lifetime.  Path
                                    replaces the form POST action URL.  Secure
                                    replaces the use TLS for login.  use-ssl on   FormSupportType static   Use TLS for Login Whether to use TLS for the login Whether to use a secure connection for the login exchange. If enabled, you must provide the TLS port. The default is enabled.  enable-migration off Enable Session Migration Whether to allow sessions to migrate between cluster members if a DataPower Gateway fails Whether to permit session failover between cluster members. If enabled, you must specify a shared secret. The default is disabled.  ssl-port 1 65535 8080    FormSupportType static  UseSSLForLogin on   TLS Port Port for TLS login redirection The port the service uses for TLS redirection during the login transaction. Specify the port of the HTTPS handler that the Web application firewall uses for secure communication. The default is 8080.  shared-secret   EnableMigration off Shared Secret Shared secret, common to all DataPower Gateways to which a session may migrate Shared secret object that will be used to protect the migration cookie. All cluster members must specify the same shared secret.  error-url /ErrorPage.htm Error URL fragment of error page The URL fragment of the error page on the application server. The error page is displayed after a login failure. The default is /ErrorPage.htm.  logout-url /LogoutPage.htm Logout URL of logout page The URL fragment of the logout page on the application server. An empty string disables logout. The default is /LogoutPage.htm.  default-url / Default URL URL fragment to go to after successful login The URL fragment to visit after a successful login when no other target is available. In most cases, login is triggered via an attempt to access a URL in the application, and the client is redirected to this URL after successfully logging in. However, if users explicitly visit the URL of the login form, they are redirected to this URL after logging in. This URL fragment is relative to the root directory. Although the default is /, you must specify the filename of the page to go after a successful login.  forms-location backend   FormSupportType static   Forms Storage Location Location of HTML pages The location for where the DataPower Gateway retrieves the login, logout and error pages. The default is the remote application server.  local-login-page store:///LoginPage.htm    FormsLocation appliance  FormSupportType static    FormSupportType static  FormsLocation backend  local store On-DataPower Gateway Login Form Location of local login form The location of the login form on the DataPower Gateway. The default is store:///LoginPage.htm.  local-error-page store:///ErrorPage.htm    FormsLocation appliance  FormSupportType static    FormSupportType static  FormsLocation backend  local store On-DataPower Gateway Error Page Location of local error page The location of the error page on the DataPower Gateway. The default is store:///ErrorPage.htm.  local-logout-page store:///LogoutPage.htm    FormsLocation appliance  FormSupportType static    FormSupportType static  FormsLocation backend  local store On-DataPower Gateway Logout Page Location of local logout page The location of the logout page on the DataPower Gateway. The default is store:///LogoutPage.htm.  username-field j_username User Name Field Name Attribute value of the user name field The value of the 'name' attribute for the user name field on the login form. The default is j_username.  password-field j_password Password Field Name Attribute value of the password field The value of the 'name' attribute for the password field on the login form. The default is j_password.  redirect-field originalUrl Target URL Field Name Attribute value of the hidden field for the target URL The value of the 'name' attribute for the hidden field on the login form. This field stores the original target URL, which is the URL that the client is attempting to access. The default is originalUrl.  post-action-url /j_security_check Form POST Action URL Processing URL fragment The URL fragment to which the login form posts its results when a user submits the request. The default is /j_security_check.  inactivity-timeout 600   UseCookieAttributes no   Inactivity Timeout Allowable duration for an inactive session Seconds The number of seconds before an inactive session is invalidated. The default is 600. A value of 0 disables the inactivity timer.  session-lifetime 10800   UseCookieAttributes no   Session Lifetime Maximum time before requiring re-authentication Seconds The maximum time in seconds that a session can persist before that session becomes invalid and requires re-authentication. The minimum value is 1. The default is 10800.  redirect-url-type urlin   FormSupportType static   Redirect URL Type How to retrieve host information for HTTP URL-redirects Control how the service retrieves host information for HTTP URL-redirects. The default behavior is to use the variable value.  custom-url 1 256 https://hostname.yourcompany.com:8888  support-type static Source for Form-processing Source for HTML pages Manage the source for HTML pages. The default behavior is to use static HTML pages from an explicit location.  script-location store:///Form-Generate-HTML.xsl   FormSupportType custom   FormSupportType custom  local store Custom Processing for Form Location of the custom processing to generate HTML pages and form  Specify the location of the custom XSLT stylesheet or GatewayScript file that generates the HTML pages. This stylesheet or GatewayScript file must generate the following HTML pages:  A login form request allows processing to generate a login form with the 
                                     login
                                    operation. A logout page request allows processing to generate a logout page with the 
                                     logout
                                    operation. An error page request allows processing to generate an error page with the 
                                     error
                                    operation.        General        Security      Client-side URL fragments      Location of HTML pages      Login form properties    Timeouts Main HTML Forms Login Policy Policy that defines HTML form behavior The HTML forms login policy defines the details for collecting user authentication information.  network/ftp-quote-command-list ftp-quote-command-list useragent IDG   summary Comments Brief summary for user annotation.  quoted-command Quoted Commands Quoted Commands The list of commands to send to the remote FTP server. FTP Quoted Commands FTP Quoted Command List The configturation creates a named list of FTP commands to be quoted to a remote FTP server before a file transfer. These commands are referenced by the FTP Policies section of a User Agent configuration.   mpgw IDG   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  front-protocol Front Side Protocol Protocol handler Specify a protocol handler to determine the network communication protocol, address, port, and other protocol-specific settings.  xml-manager default XML Manager XML manager  An XML Manager manages the compilation and caching of style sheets, the caching of documents, and provides configuration constraints on the size and parsing depth of documents. You can enable streaming operation by configuring an XML Manager to use a Streaming Compile Option Policy. Optionally, an XML Manager can employ a User Agent. The User Agent settings, in turn, can affect the behavior of the gateway when communicating with remote servers or with clients when sending back responses.  urlrewrite-policy URL Rewrite Policy URL rewrite policy  Define a URL Rewrite Policy that defines rules for the following rewrite and replacement operations:  Rewrite the entire URL or a portion of the URL Replace a header value in a message Rewrite the HTTP POST body in a message The rewrite rules are applied before document processing. Therefore, the evaluation criteria in the Matching Rule is against the rewritten value.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl   SSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile with the cryptographic profiles to secure connections.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  fwcred Crypto Credentials Crypto Credentials list Specify a credentials list for the service. The credentials specify which keys and certificates are available to support processing. In the absence of credentials, all locally-stored key and certificates are available to the service.  inject HTTP Header Injection  suppress HTTP Header Suppression  parameter Stylesheet Parameter Style sheets used in processing policies can take stylesheet parameters. These parameters can be passed in by this object. You can define more than one parameter.  default-param-namespace http://www.datapower.com/param/config Default parameter namespace If a stylesheet parameter is defined without a namespace (or without explicitly specifying the null namespace), then this is the namespace into which the parameter will be assigned.  query-param-namespace http://www.datapower.com/param/query Query parameter namespace The namespace in which to put all parameters that are specified in the URL query string.  backend-url   Type static-backend Backend URL Backend address and port  Specify the URL of the static backend server. The URL is parsed to determine the protocol to use. To use a load balancer, specify the name of an existing Load Balancer Group instead of the address-port pair in the URL. To use the on demand router, specify http://ODR-LBG instead of the address-port pair in the URL.  When the URL starts with http:// or https://, the DataPower service uses the HTTP protocol. When the URL starts with amqp-broker://, the DataPower service uses the AMQP protocol. When the URL starts with ftp://, the DataPower service uses the FTP protocol. 
                                      For a relative path to the login directory of the user, specify the URL in the ftp://user:password@host:port/path format. For an absolute path to the root directory, specify the URL in the ftp://user:password@host/%2Fpath format. %2F is the URL encoding of a forward slash. Include a password in the URL with caution. The use of user:/password@host results in a server connection. However, with this configuration, the connection could be unable to send multiple commands to the FTP server. For a stable connection, define a basic authentication policy in the user agent. The user agent is in the XML manager associated with the DataPower service. When the URL starts with dpmq://, dpmqfte, idgmq://, or idgmqmft://, the DataPower service uses the IBM MQ protocol. The referenced queue manager in the URL must exist in the current domain. When the URL starts with dpims:// or dpimsssl://, the DataPower service uses the IMS protocol. These protocols are available with the IMS feature. When the URL starts with dpkafka://, the DataPower service uses the Kafka protocol. When the URL starts with dpnfs://, the DataPower service uses the NFS protocol. 
                                      For static mounts, specify the URL in the dpnfs://mount format, where mount is the name of an existing NFS mount. For dynamic mounts, specify the URL in the dpnfs://host or dpnfs://host/path format. When the URL starts with sftp://, the DataPower service uses the SSH FTP protocol. 
                                      For an absolute path to the root directory, specify the URL in the sftp://host:port/path format. For a relative path to the login directory of the user, specify the URL in the sftp://host:port/~/path format. If password authentication is desired, specify the password in the SFTP Client Policy of the User Agent. If Public key authentication is desired, specify the user's private key in the SFTP Client Policy of the User Agent. When no SFTP Client Policy is specified, the Basic-Auth Policy and Pubkey-Auth Policy take effect. When the URL starts with dptibems://, the DataPower service uses the TIBCO EMS protocol. The referenced server in the URL must exist. These protocols are available with the TIBCO EMS feature. When the URL starts with dpwasjms://, the DataPower service uses the WebSphere JMS protocol. The referenced server in the URL must exist. For assistance in building a URL, click the appropriate Helper button. URL  propagate-uri on Propagate URI Controls URI propagation  URI propagation is meaningful only when:  The service uses a static backend. The service uses a dynamic backend and routing is set with a route with stylesheet (route-action) action. In this case, use dp:set-target() to define the backend server. 
                                     For the other routing options that are available with route-action and route-set, the URI is absolute. When set to  on, the service rewrites the URI of the backend URL to the URI in the client request. If the client submits http://host/service and the backend URL is http://server/listener, the URL is rewritten to http://server/service. If the backend URL employs AMQP, IBM MQ, Kafka, TIBCO EMS, or WebSphere JMS, set to  off.  monitor-service Service Monitors Specifies a list of Web Services Monitors for the service. Web Services Monitors target Web Services endpoints. Use the Web Services wizard on the Control Panel to supply a WSDL and configure a Monitor for an endpoint. The Monitor collects statistics, establishes count and duration monitors and can take action when thresholds are met or exceeded. A Monitor must be included here to be activated. Note that this is not the same Monitor as a Service Level Monitor (SLM) that can be included in the Processing Policy of this service.  monitor-count Count Monitors Specify the count monitors to define messaging events and increment counters each time the event occurs. When a certain threshold is reached, the monitor can either post a notification to a log or block service for a configured amount of time.  monitor-duration Duration Monitors Specify the duration monitors to watch for events that meet or exceed a configured duration. When a duration is met or exceeded, the monitor can either post a notification to a log or block service for a configured amount of time.  monitor-processing-policy terminate-at-first-throttle Monitors evaluation method Monitors evaluation method Select the way that the system behaves when more than one monitor is attached to a service.  request-attachments strip   RequestType unprocessed Request attachment processing mode Attachment processing mode for client requests Select how to treat client requests with attachments. The default is strip.  response-attachments strip   ResponseType unprocessed Response attachment processing mode Attachment processing mode for server responses Select how to treat server responses with attachments. The default is strip.  request-attachments-flow-control off    RequestAttachments unprocessed  RequestType unprocessed   Request attachment flow control mode Flow control mode for client request attachments Specify whether to enable or disable flow control for attachments in requests to servers. The default is off.  response-attachments-flow-control off    ResponseAttachments unprocessed  ResponseType unprocessed   Response attachment flow control mode Flow control mode for server response attachments Specify whether to enable or disable flow control for attachments in responses to clients. The default is off.  root-part-not-first-action process-in-order    RequestAttachments streaming  ResponseAttachments streaming Action when required root part is not first When streaming MIME messages, the action to take when the root part is not the first part of the message. If the root part must be first (for example to do BSP conformance checking) and the action is set to "process in order" the DP device will buffer attachments up to the root.  front-attachment-format dynamic Front attachment processing format Attachment processing format for client requests Select how to interpret client requests with attachments.  back-attachment-format dynamic Back attachment processing format Output attachment processing format Select the attachment output format to backend servers.  mime-front-headers on Front Side MIME Header Processing Processing of MIME Package Headers  The body of a message (that is, the payload, independent of any protocol headers) can sometimes contain MIME headers before any preamble and before the first MIME boundary contained in the body of the message. These MIME headers can contain important information not available in the protocol headers, such as the string identifying the MIME boundary. If this property is set to on, then these MIME headers will be processed by the service. Note that if this is on and there are no MIME headers contained in the message, the device will continue to try and parse the message, using the protocol header information, if available. When this is off and MIME headers are present in the body of the message, these MIME headers will be considered part of the preamble and not used to parse out the message. If the protocol headers (such as HTTP) indicate the MIME boundaries, the device can parse and process individual attachments. If such information is not available, no attachments can be parsed from the body of the message.  mime-back-headers on Back Side MIME Header Processing Processing of MIME Package Headers  The body of a message (the payload independent of protocol headers) can sometimes contain MIME headers before any preamble and before the first MIME boundary in the body of the message. These MIME headers can contain important information that is not available in the protocol headers, such as a string that identifies the MIME boundary. If this property is set to on, these MIME headers are processed by the service. When set to on and there are no MIME headers in the message, the device continues to try and parse the message, using the protocol header information, if available. When set to off and MIME headers are present in the body of the message, these MIME headers are considered part of the preamble and not used to parse the message. If protocol headers, such as HTTP, indicate MIME boundaries, the device can parse and process individual attachments. If such information is not available, no attachments can be parsed from the body of the message.  stream-output-to-back buffer-until-verification Stream Output to Back Select the desired streaming behavior.  stream-output-to-front buffer-until-verification Stream Output to Front Select the desired streaming behavior.  max-message-size 0 2097151 0 Maximum Message Size The maximum allowable size in kilobytes of a message KB  Specifies the maximum allowable size in kilobytes of a message. Enter a value in the range 0 - 2097151. The default value is 0. A value of 0 specifies that no limit is enforced, and the message can be of unlimited size. The maximum message size limit applies to JSON, SOAP, XML, and non-XML messages. If the message type is pass-through, no limit is enforced.  gateway-parser-limits off Parser limits Use service-defined parser limits instead of XML Manager parser limits. Use the server-defined parser limits instead of the parser limits in the XML manager for this DataPower service. Service-defined limits override XML Manager limits.  element-depth 512   GatewayParserLimits on   XML Element Depth XML parser maximum element depth Defines the maximum depth of element nesting in XML parser. If any of the parser limits are set in the DataPower service, they will override those on the XML Manager.  attribute-count 128   GatewayParserLimits on   XML Attribute Count XML parser maximum attribute count Defines the maximum number of attributes of a given element. If any of the parser limits are set in the service, they will override those on the XML Manager.  max-node-size 1024 4294967295 33554432   GatewayParserLimits on   XML Maximum Node Size XML parser maximum node size bytes Defines the maximum size any one node may consume. The default is 32 MB. Sizes which are powers of two result in the best performance. If any of the parser limits are set in the DataPower service, they will override those on the XML Manager. Although you set an explicit value, the DataPower Gateway uses a value that is the rounded-down, largest power of two that is smaller than the defined value.  forbid-external-references on   XML Forbid External References XML parser forbid external references toggle Defines if the XML parser will abort when an input document specifies to resolve an external reference such as an external entity or external DTD definition.  external-references forbid   GatewayParserLimits on   XML External Reference Handling Special handling for external references in XML Select the special handling for input documents that contain external references, such as an external entity or external DTD definition.  max-prefixes 1024   GatewayParserLimits on   XML Maximum Distinct Prefixes XML parser maximum distinct prefixes Enter an integer that defines the maximum number of distinct XML namespace prefixes in a document. This limit counts multiple prefixes defined for the same namespace, but does not count multiple namespaces defined in different parts of the input document under a single prefix. Enter a value in the range 0 - 262143. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-namespaces 1024   GatewayParserLimits on   XML Maximum Distinct Namespaces XML parser maximum distinct namespaces Enter an integer that defines the maximum number of distinct XML namespace URIs in a document. This limit counts all XML namespaces, regardless of how many prefixes are used to declare them. Enter a value in the range 0 - 65535. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-local-names 60000   GatewayParserLimits on   XML Maximum Distinct Local Names XML parser maximum distinct local names Enter an integer that defines the maximum number of distinct XML local names in a document. This limit counts all local names, independent of the namespaces they are associated with. Enter a value in the range 0 - 1048575. The default value is 60000. A value of 0 indicates that the limit is 60000.  attachment-byte-count 2000000000   GatewayParserLimits on   Attachment Byte Count Limit Maximum byte count per attachment Defines the maximum number of bytes allowed in any single attachment. Attachments that exceed this size will result in a failure of the whole transaction. If this value is 0, no limit is enforced.  attachment-package-byte-count 0   GatewayParserLimits on   Attachment Package Byte Count Limit Maximum byte count for all parts Defines the maximum number of bytes allowed for all parts of an attachment package, including the root part. Attachment packages that exceed this size will result in a failure of the whole transaction. If this value is 0, no limit is enforced.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                 off
                                . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on   Probe Mode Probe Mode Select the probe mode.  debugger-url   DebuggerType external   Server URL External Server URL Configures the URL for external probe mode  debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostic mode in the probe Set the number of records for transaction diagnostic mode in the probe. Enter a value in the range 10 - 250. The default value is 25.  debug-trigger   DebugMode on Probe Triggers Probe Triggers The probe captures transactions that meet one or more of the conditions defined by the triggers. These triggers examine the direction or type of the message flow and examine the message for an XPath expression match. When a message meets one of these conditions, the transaction is captured in diagnostics mode and becomes part of the list of transactions that can be viewed.  flowcontrol off    RequestType soap xml  ResponseType soap xml Flow Control Enables flow control on message bodies when in streaming mode.  Use flow control to manage the transmission of large files when the front side and back end have different latencies and throughput while in streaming mode. This option is available when the request type and the response type are Pass-Thru or Non-XML. By default, flow control is disabled. Note that the streaming behavior for output to back and output to front must be set to Stream Messages. Also, if either the front side or the back end will use the HTTP(S) protocol, allow chunked uploads must be set to on.  soap-schema-url store:///schemas/soap-envelope.xsd    RequestType soap  ResponseType soap SOAP Schema URL Specifies which W3C XML Schema will be used to validate SOAP documents When a firewall is in SOAP mode, either on the request or response side, it will validate the incoming messages against a W3C Schema that defines what a SOAP message is supposed to look like. It is possible to customize which schema is used on a per-firewall basis by changing this property; this can be used to accommodate non-standard configurations or other special cases.  front-timeout 1 86400 120 Front Side Timeout Idle time a front side connection is allowed before being canceled during a transaction. seconds Controls the amount of time a front side client connection can be idle before being abandoned within a transaction.  back-timeout 1 86400 120 Back Side Timeout Idle time a back side connection is allowed before being canceled during a transaction. seconds Controls the amount of time a back side client connection can be idle before being abandoned within a transaction.  front-persistent-timeout 0 86400 180 Front Persistent Timeout Maximum Idle Time Between Front Persistent Uses seconds Specify the maximum number of seconds that the service maintains an idle persistent TCP connection on the front side. Enter a value in the range 0 - 86400. The default value is 180.  back-persistent-timeout 0 86400 180 Back Persistent Timeout Maximum maximum inter-transaction idle time for service-to-server connections seconds  Specify the maximum inter-transaction idle time in seconds for service-to-server connections. Enter a value in the range 0 - 86400. The default value is 180. This value is the maximum idle time between the completion of a TCP transaction and the initiation of a new TCP transaction on this connection. If the specified idle time is exceeded, the connection is torn down.  Note: For HTTP GET and HEAD requests, the service attempts the connection again after the specified value, Therefore, the actual timeout is twice the specified value. An idle TCP connection can remain in the idle state for 20 seconds after the expiration of the persistence timer.  include-content-type-encoding off Include charset in response-type Include the character set encoding in any content-type headers Specify whether to enable or disable including the character set encoding in any content-type header or description produced. For example, when sending a UTF-8 encoded XML document: If this property is disabled, 'text/xml' will be sent. If this property is enabled, 'text/xml; charset=UTF-8' will be sent.  persistent-connections on Persistent Connections Enable/Disable persistent connections on backside Specify whether to enable or disable persistent connections where appropriate on back side.  loop-detection off Loop Detection Enable/Disable gateway loop detection Some protocols provide a loop detection mechanism that can be used to detect gateway loops. This is a good policy, but it can cause each gateway to be publicly recorded in the transmitted message, which might be considered an information leak.  host-rewriting on Rewrite Host Names when Redirecting Enable or disable rewriting of host names when accessing remote server Some protocols have distinct name-based elements, separate from the URL, to demultiplex. HTTP uses the 
                             Host
                            header for this purposes. If this feature is enabled, the remote server will receive a request that reflects the final route; otherwise, it will receive a request that reflects the information as it arrived at the DataPower service. Web servers that issue redirects might want to disable this feature, as they often depend on the 
                             Host
                            header for the value of their redirect.  chunked-uploads off Allow Chunked Uploads Enabled/Disable HTTP/1.1 Chunked Request Bodies Specify whether to enable (on) or disable (off) the ability to send Content-Type Chunked Encoded documents to the back end server. When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either Content-Length or chunked encodings. While all servers will understand how to interpret Content-Length, many applications will fail to understand Chunked encoding. For this reason, Content-Length is the standard method used. However doing so interferes with the ability of the device to fully stream. To stream full documents towards the back end server, this property should be turned on. However, the back end server must be RFC 2616 compatible, because this feature cannot be renegotiated at run time, unlike all other HTTP/1.1 features which can be negotiated down at runtime if necessary. This property can also be enabled by configuring a User Agent to enable it on a per-URL basis.  process-http-errors on Process Backend Errors Whether to continue processing after a non-successful response from the backend  In some cases, the backend server returns a response code that indicates an error. When enabled, the default, the service ignores the error condition and processes the response rule. If successful, returns the successful response to the client. When disabled, the DataPower service notices the error condition and processes the error rule. If successful, propagates the response code from the backend server to the client.  http-client-ip-label X-Client-IP HTTP Client IP Label HTTP header label containing client IP address Enter the name of an HTTP Header to read to determine the IP address of the requesting client (for example X-Forwarded-For). This value defaults to X-Client-IP.  http-global-tranID-label X-Global-Transaction-ID HTTP Global Transaction ID Label HTTP header label containing global transaction ID Enter the name of an HTTP Header to read to determine the global transaction ID for chained services. This value defaults to X-Global-Transaction-ID.  load-balancer-hash-header Load Balancer Hash Header Header for Load Balancer Hash Algorithm Enter the name of an HTTP Header to use rather than a Client IP address when load balancing traffic to the back end servers using a hash algorithm. The value of the header identified here will be used to calculate a hash rather than the IP address. If blank, the client IP address will be used for hash calculation.  inorder-mode Message Processing Modes Enables in-order (serial) message processing Enables in-order (serial) processing of queue-based messages during different parts of transactions through the service. When enabled the service respects the sequential order of the messages when writing them to queues.  wsa-mode sync2sync WS-Addressing Mode Web Services Addressing Mode Select the mode of Web Services Addressing (WS-Addressing). The mode specifies the WS-Addressing support that is provided by the DataPower service. The level of support is determined by the associated client and server devices. Support for a particular mode of WS-Addressing does not preclude simultaneous support for traditional addressing formats. WS-Addressing requires SOAP messages. The default is No WS-Addressing.  wsa-require-aaa on    WSAMode wsa2sync wsa2wsa sync2wsa  Type dynamic-backend Require AAA for WS-Addressing trust Require that an AAA policy successfully execute before establishing any new channels specified by the message.  Require successful execution of an AAA policy before trusting the WS-Addressing 
                                 To
                                SOAP header from the client to select the server URL to connect to. This property is relevant when WS-Addressing is enabled and the type is a dynamic-backend (dynamic routing enabled). In this case, the 
                                 To
                                SOAP header determines the default URL for connecting to the remote server. When this property is off and the type is dynamic-backend, clients can route SOAP messages to 
                                 any
                                remote server for this DataPower service, which can be a significant security risk. For this reason, the default is on. When this property is on and the type is dynamic-backend, the follow behavior occurs based on the AAA policy. 
                                  If the AAA policy runs successfully, the 
                                     To
                                    address will be accepted. If the AAA Policy fails (but continues processing) the back-end address determined from configuration will be used. If there is no AAA Policy configured (or executed) in the processing rules, WS-Addressing processing will proceed as if the AAA Policy had executed and failed.  wsa-replyto-rewrite   WSAMode wsa2sync wsa2wsa Rewrite WS Addressing Reply To Header Rewrite WS Addressing Reply To Header  Identifies the URL Rewrite Policy used to rewrite the contents of the WS-Addressing 
                                 ReplyTo
                                header of the SOAP request, if present. Use this property to modify the contents of an incoming WS-Addressing 
                                 ReplyTo
                                SOAP header that identifies the recipient endpoint of response messages. This typically will be used to change the 
                                 ReplyTo
                                address to one that will send the response to this service. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional or WS-Addressing to WS-Addressing. Use the values-list to select the URL Rewrite Policy used to manipulate the contents of the original 
                                 ReplyTo
                                header.  wsa-faultto-rewrite   WSAMode wsa2sync wsa2wsa Rewrite WS Addressing Fault To Header Rewrite WS Addressing Fault To Header  Identifies the URL Rewrite Policy used to rewrite the contents of the WS-Addressing 
                                 FaultTo
                                header of the SOAP request, if present. You can use this property to modify the contents of an incoming WS-Addressing 
                                 FaultTo
                                SOAP header that identifies the recipient endpoint of fault messages. This typically will be used to change the 
                                 FaultTo
                                address to one that will send the response to this service. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional, or WS-Addressing to WS-Addressing. Use the values-list to specify the URL Rewrite Policy used to manipulate the contents of the original 
                                 FaultTo
                                header.  wsa-to-rewrite   WSAMode wsa2sync wsa2wsa Rewrite WS Addressing To Header Rewrite WS Addressing To Header  Identifies the URL Rewrite Policy used to rewrite the contents of the WS-Addressing 
                                 To
                                header of the SOAP request, if present. You can use this property to modify the contents of an incoming WS-Addressing 
                                 To
                                SOAP header that identifies the message destination. If dynamic routing is not in use, this will typically be used to change the 
                                 To
                                header from an address that matches the front side of this service to one that addresses the back-side server. If the 
                                 To
                                header does not match any of the rewrite rules and the type is not dynamic-backend, the 
                                 To
                                will be based on the backend URL. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional, or WS-Addressing to WS-Addressing. Use the values-list to specify the URL Rewrite Policy used to manipulate the contents of the original 
                                 To
                                header.  wsa-strip-headers on   WSAMode wsa2sync sync2wsa Strip WS-Addressing Headers Remove incoming WSA headers before forwarding  Control whether to remove WS-Addressing headers when sending a request or response without using WS-Addressing.  When on,the default setting, the WS-Addressing headers ( 
                                     To
                                    , 
                                     From
                                    , 
                                     ReplyTo
                                    , 
                                     FaultTo
                                    , 
                                     Action
                                    , 
                                     MessageID
                                    , and 
                                     RelatesTo
                                    ) are stripped when sending synchronously. When off, the WS-Addressing headers will not be removed. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional, or Traditional to WS-Addressing. If the WS-Addressing mode is WS-Addressing to Traditional and this is on, WS-Addressing headers are stripped from incoming client SOAP requests before they are sent to the server. If the WS-Addressing mode is Traditional to WS-Addressing and this is on, WS-Addressing headers are stripped from incoming server SOAP responses before they are sent to the client.  wsa-default-replyto http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous    WSAMode wsa2sync wsa2wsa  WSAForce on Default WS-Addressing Reply-To  Provide a default value of the WS-Addressing 
                                 ReplyTo
                                SOAP header in request messages when Force Incoming WS-Addressing is enabled. Because the WS-Addressing specifications do not require the inclusion of the 
                                 ReplyTo
                                header, the service might receive WS-Addressing messages that do not contain a 
                                 ReplyTo
                                header, or that contain the header with no value. If the SOAP request has no WS-Addressing 
                                 ReplyTo
                                or 
                                 From
                                SOAP header, this will provide a default value of the 
                                 ReplyTo
                                header. That header identifies the recipient endpoint of the response message. When this happens, the service modifies the Web Service Addressing message to include a 
                                 ReplyTo
                                header that contains the URL value specified by this property. If a default recipient endpoint of response messages is not explicitly identified by this command, the default value is 
                                 http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous
                                . This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional or Traditional to WS-Addressing and Force Incoming WS-Addressing is enabled.  wsa-default-faultto http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous   WSAMode wsa2sync wsa2wsa Default WS-Addressing Fault-To  Provide a default value of the WS-Addressing 
                                 FaultTo
                                SOAP header in request messages. Because the WS-Addressing specifications do not require the inclusion of the 
                                 FaultTo
                                header, the service might receive WS-Addressing requests that do not contain a 
                                 FaultTo
                                SOAP header, or that contain the header with no value. If the SOAP request has no WS-Addressing 
                                 FaultTo
                                , 
                                 ReplyTo
                                , or 
                                 From
                                SOAP header, this will provide a default value of the 
                                 FaultTo
                                header. That header identifies the recipient endpoint of an error message. If a default recipient endpoint of fault messages is not explicitly identified by this command, the default value is 
                                 http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous This property is relevant when the WS-AddressingMode is WS-Addressing to Traditional, or Traditional to WS-Addressing.  wsa-force off   WSAMode wsa2sync wsa2wsa Force Insertion of WS-Addressing Headers  Force the insertion of WS-Addressing headers into traditionally addressed SOAP requests. The service generally handles a mix of Web services addressed and traditionally addressed messages. You can use this property to ensure that all messages use WS-Addressing. When enabled (on), the DataPower service converts traditionally addressed messages to the WS-Addressing format through the addition of 
                                 To
                                , 
                                 ReplyTo
                                , 
                                 FaultTo
                                , and 
                                 MessageID
                                WS-Addressing headers to the traditionally addressed message. The 
                                 ReplyTo
                                header will be that configured in the Default WS-Addressing Reply-To property. The 
                                 FaultTo
                                header will be that configured in the Default WS-Addressing Fault-To property. When disabled (off, the default), there is no insertion of WS-Addressing headers into traditionally addressed messages. This property is relevant when the WS-Addressing Mode is WS-Addressing to Traditional, or Traditional to WS-Addressing.  wsa-genstyle sync   WSAMode sync2wsa wsa2wsa WS-Addressing Message Generation Pattern  Select the message exchange model between the DataPower service and a target server that uses WS-Addressing. The default is Synchronous. This property is relevant when the WS-Addressing Mode is Traditional to WS-Addressing or WS-Addressing to WS-Addressing.  wsa-http-async-response-code 200 599 204   WSAMode wsa2sync wsa2wsa sync2wsa   WSAMode wsa2sync wsa2wsa sync2wsa Asynchronous HTTP ResponseCode  Specify the HTTP Response Code sent to a client device prior to transmitting the actual asynchronous server response. If the server response to an HTTP client request is asynchronous, the DataPower service must close the original HTTP client channel with a valid response code. After the channel is closed, the DataPower service forwards the server-generated response or fault message to the client over a new channel. Enter a value in the range 200 - 599. The default value is 204, which specifies the HTTP response code used to close the original client channel. While 204 is the default, 202 is more commonly required by current standards. This property is relevant when the WS-Addressing mode is either Traditional to WS-Addressing or WS-Addressing to WS-Addressing.  wsa-back-protocol    WSAGenStyle async  WSAMode wsa2sync wsa2wsa sync2wsa   WSAMode wsa2sync wsa2wsa sync2wsa WS-Addressing Reply Point Specify the protocol handler that receives asynchronous server responses.  Specify the protocol handler that receives asynchronous server responses and forward the response to the original client. This handler must be a protocol handler on which this DataPower service already listens. The protocol handler specified by this property can be programmatically overridden by the 
                                 var://context/__WSA_REQUEST/replyto
                                variable, which will change the WS-Addressing 
                                 ReplyTo
                                header on the request to the server. This property is relevant when the WS-Addressing mode is either Traditional to WS-Addressing or WS-Addressing to WS-Addressing and the message generation pattern is asynchronous.  wsa-timeout 1 4000000 120    WSAMode wsa2wsa sync2wsa  WSAGenStyle async WS-Addressing Asynchronous Reply Timeout Asynchronous timeout value  Specify the maximum period of time in seconds to wait for an asynchronous response from the server before abandoning the transaction with an error. Use any value of 1 - 4000000. The default value is 120. This value can be programmatically overridden by the 
                                 var://service/wsa/timeout
                                variable. The establishment of this timer can be programmatically overridden by the 
                                 var://service/soap-oneway-mep
                                variable, which eliminates waiting for a response. This can be applied to messages known to use the SOAP 1.2 one-way message exchange pattern. This property is relevant when the WS-Addressing mode is either Traditional to WS-Addressing WS-Addressing to WS-Addressing and the message generation pattern is asynchronous.  wsrm off WS-ReliableMessaging Enable Web Services Reliable Messaging Mode Enable the Web Services Reliable Messaging feature (WS-ReliableMessaging 1.1). WS-ReliableMessaging requires SOAP messages. The default is No WS-ReliableMessaging.  wsrm-sequence-expiration 10 86400 3600   WSRMEnabled on Target Sequence Expiration Interval Set target sequence expiration interval for RM Destination and RM Source seconds  Set the target expiration interval for all WS-ReliableMessaging Sequences. If an incoming CreateSequence SOAP message has an Expires interval longer than this configured value, it will be reduced to this value in the SequenceResponse SOAP message. The same applies to the Expires interval in any accepted Offer in an incoming CreateSequence. This is also used for the requested Expires value in any CreateSequence SOAP call made to the client or server from a RM Source. This implementation will never request or accept a non-expiring sequence (the value "PT0S", representing zero seconds). This property is relevant only when WS-ReliableMessaging is enabled.  wsrm-aaa-policy   WSRMEnabled on WS-RM AAA Policy AAA policy for validating WS-ReliableMessaging control messages  Specify the AAA Policy to perform authentication of incoming WS-ReliableMessaging (WS-RM) messages. While this is focused on protecting the WS-RM control SOAP messages, such as CreateSequence and TerminateSequence, it is also run on incoming WS-RM data messages with a Sequence header. This prevents unauthorized clients from using system resources by issuing CreateSequence requests, or from disrupting existing WS-RM sequences using CloseSequence or TerminateSequence messages, or from falsely acknowledging messages using SequenceAcknowledgement messages. This would normally be the same AAA Policy used in later processing by the request or response rules, the results are cached so it is not evaluated again. Note that this also applies to a CreateSequence request received from the server. If the server is not providing this authentication information, configure to have the RM Source make offers. This property is relevant only when WS-RM is enabled.  wsrm-destination-accept-create-sequence on   WSRMEnabled on Destination Accept Incoming CreateSequence Enable or disable the creation of RM destinations on this service by incoming CreateSequence requests  Accept incoming WS-ReliableMessaging (WS-RM) 
                                 CreateSequence
                                SOAP request, and create an RM Destination when one is received. If this is enabled, both the client and the server can use WS-RM to send messages to this gateway. If disabled, the client cannot use WS-RM to communicate with this DataPower service. If disabled, the only way that an RM Destination can be created on this service is if the RM Source was configured to make offers, in which case an 
                                 Offer
                                and 
                                 Accept
                                can create an RM Destination for the server to send WS-RM messages to. This property is relevant only when WS-RM is enabled.  wsrm-destination-maximum-sequences 1 2048 400    WSRMEnabled on  WSRMDestinationAcceptCreateSequence on Destination Maximum Simultaneous Sequences Set maximum simultaneous active Sequences to WS-RM destinations on this service sequences  Set a limit on the maximum number of WS-ReliableMessaging (WS-RM) destinations that can be created on this DataPower service by 
                                 CreateSequence
                                SOAP requests. Attempts by clients to create sequences in excess of this limit will result in a SOAP Fault. This controls memory resource utilization. This limit does not apply to WS-RM destinations that are created by peer acceptance of offers made in 
                                 CreateSequence
                                SOAP requests sent by this DataPower service. This property is relevant only when WS-RM and Destination Accept Incoming CreateSequence are enabled.  wsrm-destination-inorder off    WSRMEnabled on   WSRMDestinationAcceptCreateSequence on  WSRMSourceMakeOffer on Destination InOrder Delivery Assurance Enable the InOrder delivery assurance for WS-RM destinations  Enable the 
                                 InOrder
                                delivery assurance for WS-ReliableMessaging (WS-RM) destinations, in addition to the standard 
                                 ExactlyOnce
                                delivery assurance. No messages will be passed from the receive queue for further processing unless their sequence number assigned by the client is one greater than the last one processed.  InOrder
                                delivery assurance increases memory and resource use by the WS-RM destination. This property is relevant only when WS-RM is enabled and Destination Accept Incoming CreateSequence or Source Make Two-Way Offer are enabled.  wsrm-destination-maximum-inorder-queue-length 1 256 10    WSRMEnabled on  WSRMDestinationInOrder off Destination Maximum InOrder Queue Length Set maximum RM Destination queue length for InOrder Delivery Assurance messages Sets the maximum length of a RM Destination queue when Destination InOrder Delivery Service is enabled. This is the maximum number of messages held in the queue beyond a gap in the received sequence numbers. This controls memory use.  wsrm-destination-accept-offers off    WSRMEnabled on  WSRMDestinationAcceptCreateSequence on Destination Accept Two-Way Offers Enable accepting Offers in received CreateSequence  Accept offers for two-way WS-ReliableMessaging (WS-RM) contained in CreateSequence SOAP request. If an offer is included, the creation of an WS-RM Destination will also result in the creation of an RM Source to reliably send responses to the client. This property is relevant only when WS-RM and Destination Accept Incoming CreateSequence are enabled.  wsrm-request-force off    WSRMEnabled on  WSRMDestinationAcceptCreateSequence on WS-RM Required on Request Require WS-ReliableMessaging to be used on SOAP messages processed by the request rules  Require the use of WS-ReliableMessaging (WS-RM) for all SOAP messages being processed by the request rules. The client must establish a sequence using CreateSequence SOAP call and must include a Sequence in each SOAP header. Any SOAP request messages without a Sequence header will result in a SOAP fault. This property is relevant only when WS-RM and Destination Accept Incoming CreateSequence are enabled.  wsrm-response-force off    WSRMEnabled on   WSRMDestinationAcceptCreateSequence on  WSRMSourceMakeOffer on WS-RM Required on Response Require WS-ReliableMessaging to be used on SOAP messages processed by the response rules  Require the use of WS-ReliableMessaging (WS-RM) for all SOAP messages being processed by the response rules. Any SOAP response messages without a Sequence header will result in a SOAP fault. When WS-Addressing is in use, SOAP messages without a WS-Addressing RelatesTo SOAP Header will be processed by the request rule, not the response rule, even if they come from the back-side server. This property is relevant only when WS-RM is enabled and Destination Accept Incoming CreateSequence or Source Make Two-Way Offer are enabled.  wsrm-source-request-create-sequence off   WSRMEnabled on Source Create Sequence on Request Create an RM Source for requests to server  Create an RM Source from the back side to the server. The RM Source is creating by sending a CreateSequence SOAP request to the server address, when there is SOAP data to send and there is no RM Source that was created by a MakeOffer from the server. This property is relevant only when WS-RM is enabled.  wsrm-source-response-create-sequence off    WSRMEnabled on  WSAMode wsa2sync wsa2wsa Source Create Sequence on Response Create an RM Source for responses to client  Create an RM Source from the front side to the client. The RM Source is created by sending a CreateSequence SOAP request to the WS-Addressing 
                                 ReplyTo
                                address, when there is SOAP data to sent to the client and there is no RM Source that was created by a MakeOffer from the client. To create this two-way connection, WS-Addressing must be in use on the front side. This property is relevant only when WS-ReliableMessaging is enabled and the WS-Addressing mode is WS-Addressing to Traditional or WS-Addressing to WS-Addressing.  wsrm-source-make-offer off    WSRMEnabled on  WSRMBackCreateSequence on Source Make Two-Way Offer Include offer for Two-Way WS-RM in CreateSequence  Include an Offer for two-way WS-ReliableMessaging (WS-RM) in CreateSequence SOAP requests made to the server as a result of request processing. This may result in creating an RM Destination for the server to send responses on when the gateway creates an RM Source to send requests to the server. If the server does not Accept the Offer, no RM Destination will be created. This property is relevant only when WS-ReliableMessaging and Source Create Sequence on Response are enabled.  wsrm-source-sequence-ssl off    WSRMEnabled on   WSRMFrontCreateSequence on  WSRMBackCreateSequence on  WSRMDestinationAcceptOffers on Source use SSL/TLS Session Binding Use SSL/TLS to protect sequence integrity  Use the WS-ReliableMessaging (WS-RM) SSL/TLS security model for protecting the integrity and security of messages sent from RM Sources for this gateway. This provides confidentiality (through SSL/TLS) and protects the WS-RM state from alteration by unauthorized parties. Outgoing CreateSequence control messages will have the UsesSequenceTLS SOAP header block. This will tell the peer RM Destination that all control and data messages for this conversation must use the same SSL/TLS session. Any message to that RM Destination Identifier that is not associated with the same SSL/TLS session will be rejected. The lifetime of a SSL/TLS protected Sequence will be limited by the lifetime of the SSL/TLS session that is used to protect that Sequence. Acceptance and enforcement of UsesSequenceTLS on incoming WS-RM connections to RM Destinations is automatic if TLS is enabled. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-front-acks-to    WSRMEnabled on   WSRMFrontCreateSequence on  WSRMDestinationAcceptOffers on Source Front Reply Point  Selects a particular front-side protocol handler to request to receive asynchronous acknowledgments and control messages responses on the front side of the gateway. If not configured, they will be requested to be received at the URL of the original request message that causes the creation of the RM Source. The handler must be one that is already configured as one of the active ones for this service. It can be the one that incoming requests are arriving on or can be any other one that the client WS-ReliableMessaging (WS-RM) implementation can reach. An URL will be generated from the base URL of the protocol handler, which may also have a path added due to the WSDL describing the service. This generated URL is used as the value of 
                                 CreateSequence/AcksTo
                                when sending a Create Sequence SOAP request, it is used as the 
                                 CreateSequenceResponse/Accept/AcksTo
                                when accepting an offer from the client. This generated URL is also used as the WS-Addressing 
                                 ReplyTo
                                address for WS-RM control SOAP messages ( 
                                 CreateSequence
                                , 
                                 CloseSequence
                                , and 
                                 TerminateSequence
                                ) sent by the RM Source to the client. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Response or Destination Accept Two-Way Offers are enabled.  wsrm-source-back-acks-to    WSRMEnabled on   WSRMBackCreateSequence on  WSRMDestinationAcceptOffers on Source Back AcksTo Reply Point  Selects a particular handler to receive asynchronous WS-ReliableMessaging (WS-RM) 
                                 SequenceAcknowledgement
                                messages. If this is not configured, but there is a WS-Addressing Reply Point configured, it will be used to receive 
                                 SequenceAcknowledgements
                                . If neither is set, the back side RM Source will expect synchronous 
                                 SequenceAcknowledgments
                                in response messages. The handler must be one that is already configured as active for this DataPower service. It can be the one that incoming front side requests are arriving on or can be any other one that the server WS-RM implementation can reach. When configured, the 
                                 AcksTo
                                field in WS-RM 
                                 CreateSequence
                                SOAP messages sent to the server will be the base URL of this handler. If not configured but WS-Addressing Reply Point is configured, the 
                                 AcksTo
                                field will come from that handler. If neither is configured, the 
                                 AcksTo
                                field will be 
                                 http://www.w3.org/2005/08/addressing/anonymous
                                . This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request or Destination Accept Two-Way Offers are enabled.  wsrm-source-maximum-sequences 1 2048 400    WSRMEnabled on   WSRMFrontCreateSequence on  WSRMBackCreateSequence on  WSRMDestinationAcceptOffers off Source Maximum Simultaneous Sequences Set maximum simultaneous active Sequences from RM Sources on this Gateway sequences  Set a limit on the maximum number of simultaneously active Sequences from RM Sources of this Gateway. Each remote RM Destination Endpoint Reference (URL) requires one sequence. This controls memory resource utilization. Transactions requiring to creating sequences in excess of this limit will result in a SOAP fault. Incoming CreateSequence SOAP requests with an Offer will have the offer ignored if accepting the offer would exceed this limit. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-retransmission-interval 2 600 10    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Retransmission Interval How long RM Source waits for Ack before message retransmission seconds  How long a RM Source will wait for an Ack before retransmitting the message. This also applies to the retransmission of a CreateSequence, CloseSequence, or TerminateSequence SOAP requests. If Front Exponential Backoff is enabled, this is the initial timeout. Use any value of 2 - 600. The default is 10. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-exponential-backoff on    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Exponential Backoff Whether RM Source uses exponential backoff for retransmission  Controls whether exponential backoff is used to increase the interval between subsequent retransmissions on unacknowledged messages by a RM Source. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-retransmit-count 1 256 4    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Maximum Retransmissions How many times a RM Source will retransmit a message before declaring a failure  How many times a RM Source will retransmit a message before declaring a failure. This also controls retransmission of CreateSequence, CloseSequence, and TerminateSequence SOAP requests. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-maximum-queue-length 1 256 30    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Maximum Queue Length How many messages a RM Source will hold waiting for Acks messages  Maximum length of a RM Source queue for responses. This is the maximum number of messages held in the queue awaiting Ack messages. This controls memory use. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-request-ack-count 1 256 1    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Request Ack Count Set how many messages sent by a RM Source before requesting Ack messages  How many messages the a RM Source will send before including the AckRequested SOAP header to request an acknowledgment. The AckRequested SOAP header is always included when a message is retransmitted. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  wsrm-source-inactivity-close-interval 10 3600 360    WSRMEnabled on   WSRMDestinationAcceptOffers off  WSRMFrontCreateSequence off  WSRMBackCreateSequence off Source Inactivity Close Interval How long a RM Source waits for more messages before closing sequence seconds  How long the a RM Source will wait for an another message to be sent before closing the sequence by sending a CloseSequence or TerminateSequence SOAP message. Use any value of 10 - 3600. The default is 10. CloseSequence is sent when the inactivity timer expires if there are outstanding unacknowledged messages, otherwise Terminate sequence is sent. This property is relevant only when WS-ReliableMessaging and when Source Create Sequence on Request, Source Create Sequence on Response, or Destination Accept Two-Way Offers are enabled.  force-policy-exec off Process Messages Whose Body Is Empty Bypasses the one way exchange pattern  Some message patterns could include bodyless request and response messages. This approach is common with RESTful Web services where messages might not include a body but still requires the processing policy to run. To enable this capability for services whose request and response type is XML, JSON, or marked as non-XML, set this option to 'on'. By doing so, the processing policy rules will always be run.  rewrite-errors on Rewrite Error Messages Whether to rewrite error messages to avoid providing a padding oracle. Error messages after a decryption action can provide an attacker who is using the padding oracle attack method with enough information to determine the contents of the plain-text data. When enabled, the default, the client receives error messages without the internal information that could lead to a discovery. When disabled, the client receives the original message with this information.  delay-errors on   RewriteErrors on Delay Error Messages Whether to delay error messages to avoid providing a padding oracle. The timing difference of the error messages returned after a decryption action can provide an attacker with enough information to determine the contents of the plain-text data. When enabled, the default, the DataPower Gateway delays error messages for the defined duration. When disabled, the DataPower Gateway does not delay error messages.  delay-errors-duration 250 300000 1000    DelayErrors on  RewriteErrors on   Duration to Delay Error Messages How long to delay error messages from the start of the transaction. ms When enabling the delay of error messages, specify the delay duration in milliseconds. If delaying messages for 3000ms, the DataPower Gateway will not send error messages to the client until 3 seconds have elapsed since the DataPower Gateway performed decryption on the requests. Enter a value in the range 250 - 300000. The default value is 1000.   services/multiprotocol-gateway mpgw mpgw IDG   http-server-version HTTP/1.1 HTTP version to server Server-side HTTP version Select the HTTP version to use on the server-side connection. The default value is HTTP/1.1.  http2-required off   BackHTTPVersion HTTP/2 HTTP/2 required Require HTTP/2 connection Select whether an HTTP/2 connection is required when connecting to the server. Only applicable when the HTTP version to the server is set to HTTP/2 and the connection uses TLS. The default value is off.  request-type soap Request type Characterize client-originated traffic Characterizes the traffic that originates from the client. The default value is SOAP.  response-type soap Response type Characterize server-originated traffic Characterizes the traffic that originates from the server. The default value is SOAP.  follow-redirects on Follow redirects Whether to resolve gateway redirects Some protocols generate redirects as part of the protocol - for example HTTP response code 302. If this property is enabled the gateway tries to transparently resolve those redirects.  rewrite-location-header off   FollowRedirects on Rewrite Location URL Whether to rewrite the Location header when not following redirects  When you enable this property and the following conditions are true, the gateway rewrites the host name and port in the 
                                         Location
                                        response header with the gateway's host name and port.  The host name and port in the 
                                             Location
                                            header matches that of the target server. The request contains a 
                                             Host
                                            header. After the rewrite of the 
                                         Location
                                        response header, subsequent requests are always sent to the gateway.  stylepolicy default Processing policy Assign the processing policy Assign the processing policy to the service. The processing policy defines the actions to take against messages that flow through the service.  type static-backend Type Mode for gateway operation Specify the mode of the gateway. The default value is static backend.  compression off Compression Enable/Disable GZIP compression on the backside Specify whether to enable or disable the GZIP compression functionality on backside.  enable-compressed-payload-passthrough off Enable pass through of compressed payload Enable or disable the decompression of the response payload when the backside response is compressed Specify whether to enable or disable the decompression of the response payload when the backside response is compressed. When enabled, the payload is not decompressed but passed through compressed.  allow-cache-control off Allow Cache-Control header Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. Specify whether to allow the HTTP GET method to pass the 
                                     Cache-Control
                                    header through to the back end. If disabled, a 
                                     Cache-Control: no-transform
                                    header is passed. If enabled, the client request can specify the cache control behavior, or if the client request does not specify the 
                                     Cache-Control
                                    header, a 
                                     Cache-Control: no-transform
                                    header is passed.  wsrr-saved-search-subscription WSRR saved search subscriptions Obtain service definitions using a WSRR saved search subscription The Gateway services endpoints based on the metadata returned by the saved search or named query.  wsrr-subscription WSRR subscriptions Obtain service definitions using a WSRR subscription The Gateway services endpoints based on the metadata obtained using these subscriptions.  policy-attachments Policy attachments Configuration for policies associated with this gateway Select an existing policy attachment object to configure the handling of XML element attached policies and to create external policy attachments to this gateway.  policy-parameters Policy parameters Controls the assignment of policy parameters to the gateway Policy parameters influence the enforcement of policy in the gateway   wsmagent-monitor off Monitor with Web Services Management agent Collect records for monitoring with Web Services Management agent Control the collection of monitoring records for this service. The automatic collection of Web Services Management records applies to only transactions over HTTP protocols.  wsmagent-monitor-capture-mode all-messages   WSMAgentMonitor off Message capture with Web Services Management agent Captures the message for monitoring records with Web Services Management agent  Select messages to capture for analysis. Because not all Web Services Management protocols can accommodate full message-capture, configure this property only if the spooler can forward full messages. Full message-capture incurs a performance penalty.  proxy-http-response off Proxy HTTP response Whether to pass the HTTP response code from the server to the client When you enable this setting, the service passes the response code from the server to the client without modification. If an error occurs when the service runs the response rule, the service does not pass the response code but returns the default error code, which is an HTTP 500. If you require the service to pass the response code in this error condition, set the 
                                     var://service/mpgw/proxy-http-response
                                    variable to 1 in the request or response rule. However, when you set a custom response code in the error rule with the 
                                     var://service/error-protocol-response
                                    variable, the service passes this custom response code instead.  error-policy Error policy Error policy Assign an error policy to the service. The error policy defines the actions to take against errors in an HTTP or HTTPS flow that no precedent error handler handles.  transaction-timeout 0 Transaction timeout The duration for a transaction in milliseconds before it is canceled ms Sets the duration for a transaction in milliseconds before it is canceled. The transaction starts when the handler receives the request. You can override this timeout dynamically during processing with the 
                                     var://service/mpgw/transaction-timeout-ms-threshold
                                    variable or adjust the current timer value with the 
                                     var://service/mpgw/transaction-timeout-ms-count variable
                                    .                                    Proxy settings                 HTTP options             Parser limits      Monitors               WS-Addressing                          WS-ReliableMessaging (deprecated) WS-ReliableMessaging support is deprecated.    Probe settings Click this tab to display optional probe settings  The probe allows developers to view the changing value of variables and the changing contents of processing contexts. The developer can step through each action for any given transaction, up to a configured number of transactions. The Probe Settings page turns on this debugging tool and also sets the number of concurrently captured transactions.  Note: The number of concurrent xml sessions is limited to the value of the transaction history size.       Quiesce state           Multi-Protocol Gateway Multi-Protocol Gateway  A Multi-Protocol Gateway service can accept client-originated messages in a variety of protocols. The Gateway can subsequently pass messages to a back end server using a variety of protocols. The protocol used on the client side need not be the same as that on the back side. A Gateway can support more than one client, or Front Side, protocol. Similarly, the Gateway can support more than one back side, or server protocol. The messages may be processed and routed using any of the standard Document Processing Actions available to a firewall or a proxy.  services/ws-proxy wsgw webservice IDG   http-server-version HTTP/1.1 HTTP Version to Server Server-side HTTP version Select the HTTP version to use on the server-side connection. The default is HTTP 1.1.  request-type soap Request Type Characterize client-originated traffic Characterizes the traffic that originates from the client. The default is SOAP.  response-type soap Response Type Characterize server-originated traffic Characterizes the traffic that originates from the server. The default is SOAP.  follow-redirects on Follow Redirects Enable/Disable gateway redirect resolution Some protocols generate redirects as part of the protocol - for example HTTP response code 302. If this property is enabled the gateway will try and transparently resolve those redirects.  compression off Compression Enable/Disable GZIP compression functionality on the backside Specify whether to enable or disable the GZIP compression functionality on the backside.  enable-compressed-payload-passthrough off Enable passthrough of compressed payload Enable or disable the decompression of the response payload when the backside response is compressed Specify whether to enable or disable the decompression of the response payload when the backside response is compressed. When enabled, the payload is not decompressed but passed through compressed.  allow-cache-control off Allow Cache-Control Header Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. If disabled, a "Cache-Control:no-transform" header is passed. If enabled, the client request can specify the cache control behavior, or if the client request does not specify the Cache-Control header, a "Cache-Control:no-transform" header is passed.  type static-from-wsdl Type Mode for proxy operation Select the mode of operation for the Web Service Proxy. The default is Static from WSDL.   autocreate-sources off Auto-create Source Protocols Automatically create missing source protocols The front side ports that accept connections must have configured Front Side Protocol Source Handlers. If no Front Side Protocol Handler is configured and auto-create is enabled, a default Protocol Handler will be created. Currently only auto-creates HTTP sources.  ssl-config-type proxy   AutoCreateSources off TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server     AutoCreateSources off  SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server     AutoCreateSources off  SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  endpoint-rewrite-policy Endpoint Rewrite Policy Endpoint Rewrite Policy  An Endpoint Rewrite Policy determines the URL that clients use to send requests for the services described in the WSDL file(s); the URL published to directory services; and can also determine the URL of the back end application services. This policy allows you to define service endpoint URLs for more than one local interface. You can define the URLs published to directory services, which may be different than the locally defined interface when load balancers are used. You can override the URLS defined in the WSDL files for the Web Services endpoints, redefining these URLS to a different location. This is useful for maintenance windows. A configured Endpoint Rewrite Policy takes precedence over any Local Endpoint Rewrite and Remote Endpoint Rewrite policies.  frontside-port-rewrite Local endpoint rewrite URL rewrite policy to rewrite the wsdl:port address  Specify a URL Rewrite Policy used to modify the wsdl:port address specified in the source WSDL when the service is loaded. If no URL Rewrite Policy is specified, the default local address is the IP address of the device and the relative URI and the original port number from the wsdl:port address used in the source WSDL. For example, the WSDL may specify 
                                         *:2100/search/find
                                        and this URL Rewrite Policy might rewrite it to 
                                         *:2100/searchsvc/find
                                        . Client requests to the web service would be rewritten to 
                                         http://dpdeviceaddr:2100/searchsvc/find
                                        .  backside-port-rewrite Remote endpoint rewrite URL Rewrite Policy to rewrite the remote wsdl:port address  Specify a URL Rewrite Policy used to modify the wsdl:port address specified in the source WSDL when the service is loaded. If no URL Rewrite Policy is specified, the default remote address is exactly the same wsdl:port address used in the source WSDL. For example, the WSDL may specify 
                                         http://api.beagle.com:2100/search/find"
                                        and this URL Rewrite Policy might rewrite it to 
                                         http://192.168.2.21:2000/search/find"
                                        .   aaa-policy Authorization AAA Policy Service-wide AAA policy Specify the AAA policy to provide only authentication and authorization to all messages that the service endpoints handle. Unlike a AAA policy in the processing policy that can modify messages and perform postprocessing, this AAA policy does not employ any selective matching rules. Therefore, this AAA policy processes all messages.  stylepolicy default Processing Policy Custom processing policy  The service can apply a user-defined processing policy to messages processed by the service. This policy may take a wide range of action on messages. Matching rules select messages for particular processing actions, as with a firewall or proxy service. This policy takes effect in addition to the processing applied automatically by the service. Select an existing policy from the list or click the + button to create a new policy.  Note: The processing policy for a Web Service Proxy works with only Web Service Proxy services, not any other service type on the DataPower Gateway.  remote-retry Remote Fetch Retry Policy for controlling how a remote WSDL should be fetched.  wsdl-cache-policy WSDL Cache Policy WSDL Cache Policy A WSDL that is part of the cache policy is refreshed when its TTL to is reached. Refresh retrieves the WSDL from the source location and refreshes the web service proxy state. Depending upon the changes in the WSDL file itself, the Proxy may reconfigure itself in any number of ways, including adding new endpoints or removing existing endpoints.  wsdl WSDL File WSDL File for this WS-Proxy A proxy may use one or more WSDL files to define the service the proxy handles. Those WSDL files are defined on this page.  user-policy User policy Component level user configuration  Each WSDL Operation of the web service proxied by a Web Service Proxy can have a user policy defined for that component. Components are specified by the combination of Target Namespace, WSDL file, Service, PortType, Binding and Operation. For example, to specify all operations in the target namespace MySvc, enter "MySvc" in the Target Namespace field and set all other inputs to *. To specify only one particular operation, named GetLottoPick for example, enter "wsdl:definitions//wsdl:operation/@GetLottoPick" in the Operations field and set all others to *. The policy applied to the specified component consists of six options: Enable, Publish, Validate Faults, Validate Headers, Validate Requests and Validate Responses. See below for more information about policy options.  client-principal Kerberos Encryptor Principal Full name of Kerberos client principal Specify the full name of the client principal when the Web Services Proxy needs to decrypt automatically encrypted requests. Use this property when the encryption uses a Kerberos session key or uses a key that was derived from the session key.  server-principal Kerberos Decryptor Principal Full name of Kerberos server principal Specify the full name of the server principal when the Web Services Proxy needs to decrypt automatically encrypted requests. Use this property when the encryption uses a Kerberos session key or uses a key that was derived from the session key.  kerberos-keytab Kerberos Keytab Kerberos keytab Select the Kerberos keytab file that contains the principals that the Web Services Proxy uses to decrypt automatically encrypted requests.  decrypt-key Decrypt Key Crypto key that decrypts encrypted operations The ws-proxy will automatically decrypt encrypted requests. Configure the decrypt key to explicitly select the private key used in the decryption.  wssec11-enckey-cache 0 604800 0 EncryptedKeySHA1 Cache Lifetime Cache Lifetime for decrypted generated key This is the Cache Lifetime for the decrypted generated key. Setting the value to 0 means the decrypted generated key will not be cached.  preserve-key-chain off Preserve EncryptedKey Chain Control the output of xenc:EncryptedKey after the decrypt action Select 'on' to output the chain of elements being used by the decrypted Encrypted Data, such as xenc:EncryptedKey, wsc:DerivedKeyToken. Otherwise all the xenc:EncryptedKey elements will be removed after decryption, even some of the Encrypted Data may not be decrypted successfully.  decrypt-with-key-from-ed off Decrypt with Key from EncryptedData Attempts to decrypt with the key present inside the EncryptedData element In scenarios where the key is inside an EncryptedData element (such as 'encrypted SAML Assertion'), the decrypt action cannot locate the key to decrypt the corresponding EncryptedData elements. Select 'on', to enable decrypt action to attempt decryption with the key that is inside the EncryptedData element.  soap-action-policy lax SOAPAction Policy Select how to handle the SOAPAction HTTP header.  uddi-subscription UDDI Subscriptions (deprecated) Obtain web services via a UDDI subscription Load and proxy services obtained via these subscriptions.  wsrr-subscription WSRR Subscriptions Obtain web services via a WSRR subscription Load and proxy services obtained via these subscriptions.  wsrr-saved-search-subscription WSRR Saved Search Subscriptions Obtain web services via a WSRR saved search subscription The Web Service Proxy virtualizes Web service endpoints based on the WSDL files returned by the saved search.  operation-priority Operation Priority Control the scheduling priority and resource allocation for a specified web service operation Operation Priority  operation-conformance Operation Conformance Policy Configuration of conformance checking of received messages for a specified web service operation Operation Conformance Policy  operation-policy-opt-out Operation Policy Subject Opt Out Configuration to ignore one or more policy subjects for a web service operation Operation Policy Subject Opt Out  policy-parameters Policy Parameters Controls the assignment of policy parameters to WSDL files Policy Parameters  reliable-messaging Reliable Messaging Control reliable messaging properties for a specified web service operation Reliable Messaging  wsmagent-monitor on Monitor with Web Services Management Agent Collect records for monitoring with Web Services Management agent Control the collection of monitoring records for this service.  wsmagent-monitor-capture-mode all-messages   WSMAgentMonitor off Message capture with Web Services Management Agent Captures the message for monitoring records with Web Services Management agent  Select messages to capture for analysis. Because not all Web Services Management protocols can accommodate full message-capture, configure this property only if the spooler can forward full messages. Full message-capture incurs a performance penalty.  process-response-rule-for-oneway-wsdls off Enable response rule processing for one-way WSDLs. Allows the processing of response rules for one-way WSDLs.                                  Proxy Settings             HTTP Options             Parser Limits      Monitors               WS-Addressing         Dynamic Endpoints                          WS-ReliableMessaging WS-ReliableMessaging support is deprecated.    Probe Settings       Quiesce State           Web Service Proxy Web Service Proxy  A Web Service Proxy virtualizes web services described by WSDL files. The Proxy provides alternate endpoint URLs, message validation, service level monitoring and automatic updating when provided with only one or more WSDL files. Base Gateway Object  services/gateway-peering gateway-peering configuration IDG   summary Comments Descriptive summary for the configuration Specifies a brief, descriptive summary for the configuration.  password-alias Password alias Password alias to secure the data store Specifies the password alias to secure the data store. If not specified, a system default is used.  local-address ^(?!(127.0.0.1|0.0.0.0|::)).*$    EnablePeerGroup on  PrimaryCount 1 Local address Management address that the gateway service listens on  Specifies the management address of the member that the gateway service listens on. The IP address can be the address of any DataPower network interface and must be accessible by other peers in the peer group. The IP address cannot be 127.0.0.1, 0.0.0.0 or ::. When gateway peering is peer group mode, this IP address uniquely identifies the API gateway among a peer group. You can use a local host alias instead of a static IP address. A host alias resolves a locally configured alias to a static IP address. Aliasing can help when you move configurations.  local-port 16380 Local port TCP port that the gateway service listens on Indicates the TCP port that the gateway service listens on. The default port is 16380. When gateway peering is peer group mode, ensure that all peers in a group use the same TCP port.  primary-count 1 Primary count Number of primaries for the gateway peering The number of primaries for the gateway peering. The defined value indicates whether the gateway peering is peer-based or cluster-based.  monitor-port 26380    PrimaryCount 1   EnablePeerGroup on  EnablePeerGroup off   PrimaryCount 1 Monitor port Monitor port that is used for state synchronization Specifies the port to listen for state synchronization. The default port is 26380. When gateway peering is peer group mode, ensure that all peers in a group use the same monitor port.  cluster-auto-config on   PrimaryCount 1 Cluster auto-configuration Whether to automatically managed the cluster configuration Indicates whether to automatically managed the cluster configuration. Auto-configuration is enabled by default. Unless directed by IBM Support when troubleshooting and resolving a problem, use the default value.  enable-peer-group on   PrimaryCount 1 Peer group mode Whether to enable the peer group mode Indicates whether the API gateway is defined to work in peer group mode. 
                              When disabled, the API gateway works in standalone mode. When enabled, you can add peers for the API gateway. In peer group mode, distributed state and configuration data is synchronized across API gateway members of the peer group. This setting is the default setting.  peer ^(?!(127.0.0.1|0.0.0.0|::)).*$    EnablePeerGroup off  PrimaryCount 1 Peers Management address of the peer members  Specifies a list of peers for the current member. To add a peer, enter the management address of the target member. The member connects to each peer in the order that the peers are added in the list. It is not necessary to specify all peers in the list. When you add a peer into the group, the DataPower Gateway checks whether this peer is defined for any existent peer group.  When no existent group is found, the current member is the primary member of a new peer group. When an existent group is found, the current member joins the existent group as a secondary member. You can use a local host alias instead of a static IP address. A host alias resolves a locally configured alias to a static IP address. Do not specify the IP address or host alias of this gateway peering configuration.  cluster-node   PrimaryCount 1   PrimaryCount 1 Cluster nodes List of cluster nodes for the current member  Define the list of cluster nodes for the current member. When you assign nodes to the cluster, specify its local IP address or host alias, its local port, and whether the node is in the local data center. Because the primary count is 3, the configuration requires a minimum of 6 nodes that are generally in 2 data centers. Each node is defined on a different DataPower Gateway. The minimal configuration is 3 primary-secondary node pairs. Each node pair is a shard that manages a subset of slots. Each primary node can have more than secondary node, but each primary node requires the same number of secondary nodes. In other words, you can define an environment of 9 nodes, which is a configuration of 3 primary nodes and 6 secondary nodes. In this configuration, each primary node has 2 secondary nodes.  priority 0 255 100    EnablePeerGroup on  PrimaryCount 1    EnablePeerGroup off  PrimaryCount 1 Priority Priority of the peer member Indicates the priority that is used to elect the new primary. When failover occurs, the secondary member with the lowest priority number is promoted as the new primary. Enter a value in the range 0 - 255. The default value is 100. A secondary member with priority of 0 can never be promoted.  enable-ssl on Enable TLS Whether to enable TLS for secure connection Indicates whether to use TLS to secure the connection among the members in the peer group. By default, TLS is enabled. When gateway peering is peer group mode, ensure that all peers in a group use the same TLS configuration.  idcred    EnableSSL on  SSLCryptoKey   SSLCryptoCertificate    EnableSSL off Identification credentials Identification credentials that contains the credentials that the current member uses to identify itself to other peers. Optionally specifies the identification credentials that the current member uses to identify itself to other peers. Client authentication uses mutual TLS.  valcred   EnableSSL off Validation credentials Validation credentials to validate the client certificate during the handshake. Specify the validation credentials to validate the client certificate during the handshake.  ssl-key    EnableSSL on  Idcred   PrimaryCount 1    EnableSSL off  Idcred   SSLCryptoKey   PrimaryCount 1 Crypto key (deprecated) Private key alias Specifies the alias of the private key that the current member uses to secure the connection with its peers.  ssl-cert    EnableSSL on  Idcred   PrimaryCount 1    EnableSSL off  Idcred   SSLCryptoCertificate   PrimaryCount 1 Certificate (deprecated) Certificate alias Specifies the alias of the public key that the peers use to negotiate secure connection to the current member.  persistence memory Persistence location Whether to store the data in the memory, local filestore, or RAID volume  Specifies where the peering data resides. When in the peer group mode, ensure that all peers in a group store data in the same location. 
                                  When you select 
                                     memory
                                    , the data is stored in the memory and cannot persist across a restart. This setting is the default value. When you select 
                                     local
                                    , the data is stored in the local filestore and can persist across a restart. When you select 
                                     raid
                                    , the data is stored in the RAID partition that can persist across a restart.  local-directory local:/// ^(local):   PersistenceLocation local   Local directory Local filestore directory to persist the peering data in When the persistence location is 
                             local
                            , specifies the local filestore directory to persist the peering data in. Example: 
                             local:///my_directory  raid-volume RAID volume RAID volume to persist the peering data in When the persistence location is 
                             raid
                            , specifies the RAID volume to persist the peering data in. Example: 
                             raid0
                            .  log-level internal Log Level  Specifies the gateway peering log level.  max-memory 0 1048576 0   PersistenceLocation memory Max memory Maximum memory allowed for use by the gateway peering. The default value is 0, which means no limits. MB Do not allow the gateway peering to use more memory than the specified amount of bytes. When the memory limit is reached, gateway peering will attempt to remove keys according to least recently used (LRU) algorithm.                            Switch primary    Remove stale peers     Transfer different primary     Remove stale node Gateway Peering Enters gateway peering mode to configure a gateway peering that synchronizes distributed state.  The gateway peering can work in standalone, peer group mode, or in a cluster. 
                          Standalone mode should be used for only development or testing purposes. For peer group mode, add peers and configure the connection among the peers. For a cluster, add the cluster nodes and configure the relationship between primary and secondary nodes.  config/gateway-peering-manager gateway-peering-manager configuration IDG   summary Comments Descriptive summary for the Gateway Peering Manager Specifies the descriptive summary for the Gateway Peering Manager.  apic-gw-service API Connect Gateway Service Gateway peering that synchronizes distributed state and configuration data Specifies the gateway peering that synchronizes distributed state and configuration data across peer group members in this domain.  rate-limit API rate limiting Gateway peering configuration that manages API rate limits Specifies the gateway peering that manages count limits, rate limits, and burst limits that are defined by the API collection, API plans, API operation rate limits, and assembly rate limit actions in this domain.  subscription API subscription Gateway peering that manages subscribers Specifies the gateway peering that manages subscribers in this domain.  apiprobe API probe Gateway peering that manages API probe data Specifies the gateway peering that manages API probe data in this domain.  ratelimit-module GatewayScript rate limiting Gateway peering configuration that manages keys that are defined by the GatewayScript ratelimit module Specifies the gateway peering that manages keys for rate thresholds, counters, and concurrent transactions that are defined by APIs in the GatewayScript 
                             ratelimit
                            module in this domain. Gateway Peering Manager Configure and manage gateway peering for rate limit, subscription, API probe, and ratelimit module objects.  The gateway peering manager provides storage configuration to rate limit, subscription, API probe, and ratelimit module objects.   generated-policy configuration IDG   summary Comments Brief summary for user annotation.  Gateway Class   Gateway Name   Dependent Processing Rules List of Processing Rules on which Generated Policy depends The list of Processing Rules contains the set of rules that the Generated Policy depends on for operational state. This automatically generated list cannot be changed. Generated Policy Generated policy configuration. The Generated Policy consists of generated configuration objects, such as Processing Rules. Generated configuration objects are automatically created based on the policy associated with a service. An example of a generated policy is a WS-Policy attached to a WSDL binding in a Web Service Proxy. This configuration ensures that the operational state of the service depends on the state of the Generated Policy and the state of the generated configuration objects.  config/graphql-schema-options graphql-schema-options configuration IDG   visibility-list Visibility List Visibility of certain GraphQL elements. List describing the visibility of specified GraphQL element for this plan.  api API API to apply these GraphQL schema options to. The API to apply these GraphQL schema options to. GraphQL Schema Options Plan specific options to apply to the GraphQL schema. Set of options that are applied to the GraphQL schema during validation and introspection.  system/gatewayscript-settings gatewayscript-settings system IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  freeze-prototype on Freeze prototype Whether to freeze the GatewayScript built-in object prototypes  Controls whether to freeze the built-in object prototypes. 
                                  When frozen, you cannot modify, add or removal prototypes. This is the default setting. When not frozen, you can manipulate prototypes.  freeze-status on Freeze status Whether to freeze the GatewayScript built-in object prototypes before restarting the DataPower Gateway  Controls whether to freeze the built-in object prototypes before restarting the DataPower Gateway. 
                                  When enabled, freezes the object prototypes. You cannot modify, add or removal prototypes. This is the default setting. When not enabled, does not freeze the object prototype. You can manipulate prototypes.  untrusted-code-mitigations on Untrusted code mitigations Whether to enable untrusted code mitigations to protect against SSCA  Controls whether to enable untrusted code mitigations to protect against Speculative Side-Channel Attacks (SSCA) vulnerabilities. 
                                  When enabled, untrusted code is protected against SSCA. This is the default setting. When not enabled, untrusted code is not protected against SSCA.  reload-needed off System reload Whether GatewayScript that contains pending changes requires system reload. A read-only toggle indicates whether GatewayScript that contains pending changes requires system reload.  max-processing-duration 0 300 0 Maximum processing duration Maximum allowed synchronous processing duration seconds Specifies the maximum allowed number of seconds that the GatewayScript action can continuously use the CPU, without yielding back to the system event loop. When the maximum synchronous execution duration elapses and the GatewayScript action is still processing, the action is terminated and causes the transaction to throw an error. Enter a value in the range 1 - 300. The default value is 0 second, which indicates an unlimited duration. GatewayScript Settings Configure GatewayScript settings You can configure the following GatewayScript settings: 
                      Whether to freeze the GatewayScript built-in objects. Freeze means preventing the modification of existing property attributes and values, the addition of new properties, or the removal of existing properties of the built-in objects. The maximum allowed number of seconds that the GatewayScript action can continuously use the CPU.  xml/input-conversion-map input-conversion-map input-conversion IDG   summary Comments Brief summary for user annotation.  default-encoding Default Encoding The default Encoding that each value is assumed to have. Select the default encoding to use for any name-value pair in an HTTP form where the name does not match any of the patterns in the Encoding Map.  rule Encoding Map A map from HTTP form name patterns to Encoding rule. This allows selecting the Encoding for values based on their name. The names are matched by PCREs. Each PCRE is associated with an Encoding that controls how the value is mapped to the contents of an <arg> element in the resulting XML. This is an ordered list, comparision of the name proceeds until the first match. If there is no match, the Encoding will be selected by the Default Encoding of this HTTP Input Conversion Map. HTTP Input Conversion Map Input Conversion Map for HTTP Forms. This defines the rules for handling HTTP to XML conversion of form values in an HTTP GET or POST of a form. There are different conversion (Encoding) rules for the values. They control how the value is mapped to the contents of its <arg> element in the resulting XML. There is a default Encoding, which is all that is required. There can also be specific Encodings applied to values based on the name associated with a value, which is done using an ordered list of PCREs.  network/user-agent user-agent useragent IDG   summary Comments Brief summary for user annotation.  identifier HTTP Request-Header User Agent request-header field contents An optional string that specifies the contents of the User-Agent request-header field. By default, a User Agent request-header field is not transmitted.  max-redirects 0 128 8 Maximum Redirects Maximum number of redirects An integer (within the range 0 through 128, with a default of 8) that specifies the maximum number of HTTP redirect messages received before the target URL is declared unreachable.  timeout 1 86400 300 Timeout Seconds of Idle time Allowed An integer (within the range 1 through 86400, with a default of 300) that specifies the maximum amount of idle time on an established connection before the connection is aborted.  proxy Proxy Policy User Agent policy definition Configure a proxy policy that associates a set of URLs with a specific HTTP proxy  ssl TLS Profile Policy User Agent TLS policy definition Configure a policy that associates a set of URLs with a specific TLS Profile. Whenever the Agent is given a URL that matches the set defined, it will use the corresponding TLS Profile for TLS communications with the resource.  basicauth Basic-Auth Policy User Agent policy definition Configure a proxy policy that associates a set of URLs with a specific username and password for Basic-Auth authentication.  soapaction Soap-Action Policy User Agent policy definition Configure a policy that associates a set of URLs with a specific Soap-Action HTTP header  pubkeyauth Pubkey-Auth Policy User Agent policy definition Configure a proxy policy that associates a set of URLs with a specific private key for Pubkey authentication. Note that this setting defines the private key used in Pubkey authentication; the remote host to which the Agent is connecting must possess and reference the corresponding certificate in order to successfully communicate.  compression-policy Allow-Compression Policy Enable Compression policy definition The User Agent will compress messages that are sent to URLs that match the URL Matching Expression.  headerretention-policy 0x0 Header-Retention Policy Header Retention policy definition The User Agent retains the specified headers in messages that are sent to URLs that match the URL Matching Expression.  restrict-http-policy Restrict to HTTP 1.0 Policy (deprecated) Restrict to HTTP 1.0 Policy Associate a set of URLs with a specific policy limiting http request versions to 1.0. This policy is cumulative - if any transaction, url match, or gateway should have a restrictive policy, that transaction will be carried out at HTTP/1.0.  http-version-policy HTTP version policy HTTP version policy Associate a set of URLs with a specific policy selecting the http request version to be used when communicating with the backend server. This policy is cumulative - if any transaction, url match, or gateway should have an HTTP version policy, that transaction will be carried out at the requested HTTP version.  add-header-policy Inject Header Policy Inject Header Policy Configure one or more URL Match Expressions and corresponding Header Injection Policies. If the URL matches the expression, the corresponding HTTP Header is injected into the message.  chunked-uploads-policy Chunked Uploads Policy Enabled/Disable HTTP/1.1 Chunked Request Bodies When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either Content-Length or chunked encodings. While all servers will understand how to interpret Content-Length, many applications will fail to understand Chunked encoding. For this reason, Content-Length is the standard method used. However doing so interferes with the ability of the device to fully stream. To stream full documents towards the back end server, this property should be turned on. However, the back end server must be RFC 2616 compatible, because this feature cannot be renegotiated at run time, unlike all other HTTP/1.1 features which can be negotiated down at runtime if necessary.  ftp-policy FTP Client Policies FTP Client Policies Associate a set of FTP URLs with a specific policy that controls the default values of many client options for outgoing connections. These settings override the compiled-in defaults and can be further overridden by query parameters in the URL that initiates the file transfer.  smtp-policy SMTP Client Policies SMTP Client Policies Associate a set of SMTP URLs with a specific policy that controls the default values of many client options for outgoing connections. These settings override the compiled-in defaults and can be further overridden by query parameters in the URL that sends the e-mail message.  sftp-policy SFTP Client Policies SFTP Client Policies Associate a set of SFTP URLs with a specific policy that controls the default values of many SSH client options for outgoing connections. These settings override the compiled-in defaults and can be further overridden by query parameters in the URL that initiates the file transfer. User Agent Client Configuration  Use this page to configure a User Agent, which the device uses to retrieve resources (for example, stylesheets or XML documents) from remote servers. A User Agent can also affect the messages emitted by a Multi-Protocol Gateway  system/ilmt-scanner ilmt-scanner system  vmware  developers IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  scan-interval 1 31 7 Scan interval Set the interval between scans. Days The interval in day between the creation of ILMT packages. At the defined interval, an ILMT package is created with the scan results. Enter a value in the range 1 - 31. The default value is 7.   ILMT Disconnected Scanner Configure the disconnected ILMT scanner.  For DataPower Gateway for VMware, you can create IBM License Metric Tool packages on a schedule or on demand. Independent of how you create packages, these packages with the scan results are created in the 
                         local:///ilmt/output
                        directory. The package name includes the time stamp of when the package was created. By default, the DataPower Gateway does not create ILMT packages. 
                          To create packages on a schedule, you must enable the disconnected ILMT scanner. When enabled, packages are once a week. You can change scan interval. To create a package on demand, you force a scan.  config/import-package import-package config-management IDG   summary Comments Brief summary for user annotation.  source-url URL of Configuration Package Enter the URL of the import package. The import tool does not support SCP and SFTP URL protocols. All other URL protocols are available; for example, HTTP, HTTPS, or FTP.  import-format ZIP Format of Configuration Package Select the format of the package.  overwrite-files on Overwrite Files When enabled, any files in the package will overwrite any files of the same path and name that already exist on the device.  overwrite-objects on Overwrite Objects When enabled, any objects in the package will overwrite any objects of the same class and name that already exist on the device.  destination-domain   Destination Domain Select a domain from the list of domains that exist on the device. The import package will be imported into the selected domain, regardless of any domain indicated in the package configurationm files.  deployment-policy Deployment Policy Configuration of Deployment Policy Select a deployment policy from the list of configuration deployment policies. The configuration contained in the import package will be preprocessed according to the policy prior to being imported.  deployment-policy-variables Deployment Policy Variables Configuration of Deployment Policy Variables Select a deployment policy variables binding map from the list. The deployment policy contained in the import package will be preprocessed according to the variables binding map to replace any variable names with their associated values, prior to being applied to the configuration.  local-ip-rewrite on Local IP Rewrite Rewrite the local IP on import. When enabled, the local IP addresses contained in the import package are rewritten to match the local configuration when imported. In other words, a service bound to eth1 on the device exporting the configuration will be rewritten to bind to eth1 on the local device the configuration is imported in.  auto-execute on Import On Startup Execute the import on startup. When enabled, the configuration package is imported at startup. The configuration is marked external and cannot be saved locally. It is equivalent to 'import-always'. When disabled, executing the import has to be triggered manually. The configuration is not marked external and can be saved locally. It is equivalent to 'import-once'.      Import Configuration File  Import Package allows the system to import a configuration package from an external server, such as a centralized configuration server, when the configuration of the DataPower system is reloaded (such as during a reboot). This package can optionally overwrite existing files or objects. An import package object specifies a source, content type and import parameters for a single import bundle.  network/ims ims mpgw IMS   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  hostname Host Host name or IP address Specify the host name or IP address of the IMS Connect server.  port Port Port number Specify the port on which the IMS Connect server is running.  username ^[^ ]+$ RACF ID Host security ID to use for connecting to the IMS Connect The plaintext string sent to the server for identifying the client.  password   Password  RACF Password (deprecated) RACF Password The host security password to login to the IMS Connect server. Enter the password twice to confirm its accuracy.  password-alias RACF Password Alias RACF Password Alias The password alias of the host security password used to login to the IMS Connect server.  tran-code Transaction Code Transaction Code The IMS transaction code to invoke.  group RACF Group RACF Group The group the Host security ID belongs to.  datastore Data Store Data Store of the IMS Server It specifies the Datastore name (IMS destination ID).  clientid Client ID Client ID A string of 1 to 8 uppercase alphanumeric (A through Z, 0 to 9) or special (@, #, $) characters, left justified, and padded with blanks. The string specifies the name of the client ID that is used by IMS Connect. If this string is not supplied from the client, the user exit generates it.  lterm-name Logical Terminal Name Logical Terminal name LTERM override value to be used by OTMA.  exit-program Exit Identifier Exit Identifier to use for all the IMS connections.  Specify the exit identifier to use for all the IMS connections. If no exit identifier is specified, *SAMPLE* is used. The appliance supports the standard exit identifiers *SAMPLE* and *SAMPL1* and any identifiers that implement exits that conform to these wire protocols. If *SAMPL1*, or an identifier that conforms to *SAMPL1* wire protocol, is specified, set the Expect LLLL Response Header property to "on". Otherwise, the Expect LLLL Response Header property must be set to "off".  ebcdic-conversion off EBCDIC Header Conversion Convert headers to EBCDIC This option can be turned on for converting the headers to EBCDIC. The IMS Connect exit should be able to process EBCDIC data. Some IMS Connect exits can handle both UTF-8 and EBCDIC. This conversion affects only the headers. Any data conversion should be done in the policy using transformation.  encoding-scheme Encoding scheme Encoding scheme Select the Unicode encoding schema. Leave as (none) to be set dynamically in the IMS header. (For example, in the IMS proxy scenario, incoming IMS header value could be used directly.)  irm-timer 0 255 IRM Timer IRM Timer values Set the IRM_TIMER value to an appropriate wait time for IMS to return data to IMS Connect. See the IMS Connect documentation for details. An example value of 21 sets an IRM Timer value of 0.21 sec.  client-id-prefix 2 2 Generate Client ID Prefix Generate Client ID Prefix Two letter prefix for the generated client ID. "DP" is used if not specified.  segment-size 0 32 0 Maximum Segment Size Maximum Segment Size Specify "0" (OFF) or an integer in the range 1 - 32 that represents the segment size in kilobytes. The default value is 0, which disables segmentation.  expect-llll off Expect LLLL Response Header Expect 4-Byte LLLL Response Message Header Indicates whether the response message includes an extra 4-byte LLLL header that specifies the total response message size back from IMS Connect. The default value is off.  sync-level Sync Level Sync Level: 0x00 (NONE) or 0x01 (CONFIRM)  Indicates whether the Sync Level is 0x00 (NONE) or 0x01 (CONFIRM). The default value is 0x00 (NONE). When communicating with the IMS Connect server and a transaction is specified with a Sync Level of 0x01 (CONFIRM), the client must send an ACK (successful) or a NAK (unsuccessful) after processing the response. The IMS Connect server then sends DEALLOCATE CONFIRM (successful) or DEALLOCATE ABORT (unsuccessful) back to the client. The appliance always sends an ACK upon receiving the response and then checks for the DEALLOCATE CONFIRM.  commit-mode   SyncLevel 0x00 Commit Mode Commit Mode: 0 or 1 Commit mode 0 (CM0) is known as commit-then-send, which is the IMS standard flow. When set to 0, IMS processes the transaction and commits the data before the response is returned to the DataPower service. The default commit mode is 1.  purge-not-deliverable off   CommitMode 0 Purge Not Deliverable Whether to purge or queue undeliverable transactions  Indicates whether to purge or queue undeliverable IMS transaction output that use commit mode 0. Undeliverable transaction output is when the IMS output cannot be returned to the OTMA client application that initiated the transaction. The OTMA client application is the DataPower service that initiated the original transaction. The default behavior is to queue undeliverable transaction output.  When purge, the IRM_F3_PURGE flag is set in the IRM_F3 field. This flag with commit mode 0 configures IMS to purge transaction output when the IMS output cannot be delivered or returned to the DataPower appliance. When queue, IMS stores undeliverable transaction output on the asynchronous hold queue. The undeliverable IMS output message remains on the IMS hold queue until you run the /DEQ TMEMBER TPIPE command to clean up the queue.             Default Headers IMS Connect IMS Connect properties. Properties on the Advanced tab are default values. Some of these properties can be overridden in the URL and others through header injection.  config/include-config include-config config-management IDG   summary Comments Brief summary for user annotation.  config-url URL of Configuration File URL of Included Configuration File Enter the URL of the configuration file to include. The file must be a configuration file of type .cfg. The URL should take the form 'protocol://username:password@host/path' if a username and password is required to retrieve the file.  auto-execute on Execute On Startup Execute the include on startup. When set to 'on' the configuration is executed at startup. The configuration will be marked external and cannot be saved locally. It is equivalent to 'include-always'. When set to 'off' executing the configuration has to be executed manually. The configuration will not be marked external and can be saved locally. It is equivalent to 'include-once'.  interface-detection off   OnStartup on   Interface Detection Wait for operational interface. This setting only affects the execution of configuration files from remote servers. If set to 'on' the remote file is executed asynchronously. It will be executed after the associated IP interface is operational.      Include Configuration File Allows the inclusion of external configuration files during startup. The included configuration files may reside on the local device or on a remote host.  mgmt/iop-mgmt iop-mgmt device-management IDG   summary Comments Brief summary for user annotation.  xml-manager Custom XML Manager Custom XML manager You can specify an existing XML Manager, or create a new XML Manager and assign that XML Manager to the Interoperability Test Service instead of the default one.  aaa-policy AAA Policy AAA Policy Edit the AAA Policy to customize the authentication and authorization policy to Interoperability Test Service.  http-service on HTTP Service Enable the Interoperability Test Service via HTTP. When set to enabled, the Interoperability Test Service is available via HTTP.  http-ip-address 0.0.0.0   HttpService on   HttpService off Local IP Address Local IP address Specify the address that the service listens on. The default value "0.0.0.0" indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. See Host Alias under Networking for more information.  http-port 1000 61000 9990 LocalAddress   HttpService on   HttpService off Port Number Port that the Interoperability Test Service listens on Specify the port that the Interoperability Test Service listens on.  http-acl   HttpService off Access Control List Specify an Access Control List. Access Control List is used to allow or deny access to the service based on the IP address of the client.  https-service off HTTPS Service Enable the Interoperability Test Service via HTTPS. When set to enabled, the Interoperability Test Service is available via HTTPS.  https-ip-address 0.0.0.0   HttpsService on   HttpsService off Local IP Address Local IP address Specify the address that the secured service listens on. The default value "0.0.0.0" indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. See Host Alias under Networking for more information.  https-port 1000 61000 9991 HttpsLocalAddress   HttpsService on   HttpsService off Port Number Port that the secured Interoperability Test Service listens on Specify the port that the secured Interoperability Test Service listens on.  https-acl   HttpsService off Access Control List Specify an Access Control List. Access Control List is used to allow or deny access to the service based on the IP address of the client.  ssl    HttpsService on  SSLServerConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile to secure connections between clients and the DataPower Gateway.  ssl-config-type server   HttpsService on   TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server    HttpsService on  SSLServerConfigType server   TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server    HttpsService on  SSLServerConfigType sni   TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.       General      Over HTTP          Over HTTPS Main Interoperability Test Service This page shows the configuration of the Interoperability Test Service. Interoperability Test Service is used to test stylesheets or maps. The service is available via HTTP or HTTPS, and it is disabled by default.   interface   arp on NONTRANSLATABLE - ARP support (read-only) NONTRANSLATABLE - ARP support is always enabled NONTRANSLATABLE - A read-only property that indicates Address Resolution Protocol (ARP) support. Support is always enabled.  ipv6 off NONTRANSLATABLE - Support IPv6 addresses (read-only) NONTRANSLATABLE - IPv6 address support is always enabled NONTRANSLATABLE - A read-only property that indicates IPv6 address support. Support is always enabled.  dhcp off   LinkAggMode on NONTRANSLATABLE - Use DHCP (read-only) NONTRANSLATABLE - IPv4 autoconfiguration with DHCP is controlled by the IP address configuration mode NONTRANSLATABLE - A read-only property that indicates whether to support DCHP autoconfiguration for IPv4 IP addresses. IPv4 autoconfiguration with DHCP is control by the IP address configuration mode.  slaac off   LinkAggMode on NONTRANSLATABLE - Use SLAAC (read-only) NONTRANSLATABLE - IPv6 autoconfiguration with SLAAC is controlled by the IP address configuration mode NONTRANSLATABLE - A read-only property that indicates whether to support SLAAC autoconfiguration for IPv6 IP addresses. IPv6 autoconfiguration with SLAAC is control by the IP address configuration mode.  summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  ip-config-mode static    LinkAggMode on IP address configuration mode Set the configuration mode for the interface.  The configuration mode of the interface. Although you can set multiple modes, only one mode is supported.  With static configuration, you must define the configuration for the physical interface. 
                                      Assign the primary network address. Manage secondary, or auxiliary, network addresses. Assign the default IPv4 gateway. Assign the default IPv6 gateway, if you define IPv6 IP addresses. Manage static routes in the routing table. With DHCP autoconfiguration, the appliance ignores configuration data about the physical interface. With SLAAC autoconfiguration, the appliance ignores configuration data about the physical interface.  Set the configuration mode for the interface. Although you can set multiple modes, only one mode is supported.  With static configuration, you must define the configuration for the physical interface. With DHCP autoconfiguration, the appliance ignores configuration data about the physical interface. With SLAAC autoconfiguration, the appliance ignores configuration data about the physical interface.  ip-address    IPConfigMode dhcp slaac  LinkAggMode on Primary IP Address Set the primary IP address and netmask.  The IP address and netmask of the primary IP address. Specify the netmask with CIDR notation.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  Set the IP address and netmask of the primary IP address. Specify the netmask with CIDR notation.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  ipv4-default-gateway    IPConfigMode dhcp slaac  LinkAggMode on Default IPv4 gateway Set the IPv4 address for the default IPv4 gateway. The IPv4 address for the default IPv4 gateway. All IPv4 network addresses use this gateway. Set the IPv4 address for the default IPv4 gateway. All IPv4 network addresses use this gateway.  ipv6-default-gateway    IPConfigMode dhcp slaac  LinkAggMode on Default IPv6 gateway Set the IPv6 address for the default IPv6 gateway. The IPv6 address for the default IPv6 gateway. All IPv6 network addresses use this gateway. If you do not use IPv6 network addresses, do not define this property. Set the IPv6 address for the default IPv6 gateway. All IPv6 network addresses use this gateway.  ip-secondary-address    IPConfigMode dhcp slaac  LinkAggMode on Secondary Addresses Set secondary IP addresses and netmasks.  The IP addresses and netmasks of secondary IP addresses. Specify the netmask with CIDR notation.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  Set the IP address and netmask of the secondary IP address. Specify the netmask with CIDR notation.  For IPv4, the prefix length can be in the range 0 - 32. For IPv6, the prefix length can be in the range 0 - 128.  ip-route    IPConfigMode dhcp slaac  LinkAggMode on Static routes Manage the static routes in the routing table. The static routes in the routing table. Add a static route to a remote IP prefix through a router connected to this network. When the appliance connects to a remote address, the static route with the longest prefix match is used. If multiple routes have the same prefix match, the static route with the lowest metric is used. If the metric is the same, the static route is chosen randomly. Manage the static routes in the routing table. Add a static route to a remote IP prefix through a router connected to this network.  ipv6-dadtransmits 1 3 1   LinkAggMode on IPv6 DAD attempts Set the number of IPv6 duplication address detection attempts. The number of IPv6 duplication address detection (DAD) attempts. The default value is 1.  ipv6-nd-retransmit-timer 100 3000 1000   LinkAggMode on IPv6 neighbor discovery delay Set the delay between IPv6 neighbor discovery (ND) attempts. Milliseconds The delay between IPv6 Neighbor Discovery (ND) attempts. The default value is 1000. This property affects duplication address detection (DAD) and other ND operations. Set the delay between IPv6 Neighbor Discovery (ND) attempts. This property affects duplication address detection (DAD) and other ND operations.  standby-enable off    IPConfigMode dhcp slaac  LinkAggMode on Enable standby control Indicate whether to allow a standby configuration.  Whether to allow a standby configuration. The standby configuration defines the policies for the group that this interface is a member. A standby group is the collection of interfaces on different appliances in the multicast domain that share the responsibility for one virtual IP address. When at least one member of a standby group can reach the multicast domain, the virtual IP group receives the traffic.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-group 1 255 1    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Group number Set the number of the standby group in the multicast domain.  The number of the standby group in a multicast domain. The multicast domain is a group of interfaces that receive traffic from each other on the IP address 224.0.0.2 (the all-routers IP multicast group). If the multicast domain becomes partitioned, which is an unusual situation, a member in each partition becomes the active member to handle connections in its partition.  Attention: Do not use a group number that conflicts with the number of an existing standby group or any network group that uses Hot Standby Router Protocol (HSRP). The interfaces of a standby group are on the same network segment and share the responsibility for one virtual IP address. Interfaces in the standby group require the following configuration.  Belong to the same group. Use the same primary virtual IP address. Use the same authentication, or security token.  standby-virtual-ip    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Primary virtual IP address Set the primary virtual IP address of standby group.  The primary virtual IP address of the standby group. The active member of the standby group uses this IP address. All interfaces in the standby group must use the same virtual IP address. External clients that contact the active member of the standby group should use this IP address.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-secondary-virtual-ip    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Secondary virtual IP addresses Manage secondary virtual IP addresses that follow the active virtual IP address to the active interface.  Auxiliary, or secondary, virtual IP addresses to the standby configuration. Secondary addresses follow the active virtual IP address to the active interface. Secondary addresses are on the same interface as the primary address and are enabled and disabled in coordination with the primary address.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-preempt off    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Enable preemption Indicates whether to support preemption in the standby group.  Whether to support preemption in the standby configuration for the initially active interface. Depending on the preemption setting, the follow activity occurs when the initially active member returns to service after a failure.  When preemption is enabled, the interface resumes its active role. The standby interface becomes a passive member. When preemption is disabled, the interface is a passive member.  Attention: Do not enable preemption.  Indicates whether to support preemption in the standby group.  Attention: Do not enable preemption.  standby-priority 0 255 100    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Priority Set the priority of the interface in the standby group.  The priority of the interface in the standby group. Enter a value in the range 0 - 255. The default value is 100. Use the default value unless one system or interface is in some way better than another one. For each standby group, there is one active member and one or more passive members. The interface with the highest priority seeks to be the active member. If multiple interfaces have the same priority, one becomes the active member. Set the priority of the interface in the standby group. Enter a value in the range 0 - 255. Use the default value unless one system or interface is in some way better than another one.  standby-self-balance off    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Enable self-balancing Indicates whether to use self-balancing in the standby group.  Whether to use self-balancing in the standby group.  When enabled, the active member distributes connections to available members. When disabled, all connections go to the active member. The active member receives all TCP connections and processes all requests and responses. If the active member becomes unavailable, the standby member becomes the active members. The active member manages all TCP connections to virtual IP addresses. When a client initiates a new TCP connection, the active member selects a member to act as the connection endpoint. The active member tracks member capabilities to distribute traffic appropriately. The selected member completes the establishment of the connection. The active member forwards all segments of the TCP connection to the member that is acting as the connection endpoint.  In a non-graceful transition, if the active member becomes unavailable, the passive member with the next highest priority becomes the active member. The active member might become unavailable because of network issues, an appliance crash, power outage, or similar cause. In a graceful transition, such as for scheduled maintenance, most connections can be preserved if the appliance that terminates the connection remains available. In practice, quiesce the active appliance to ensure that established connections complete before you start maintenance; for example, apply firmware. In some environments, the time for the takeover exceeds the client timeout value. Similarly, if the appliance timeout value is aggressive, connections can be lost because the appliance terminated the connection because of a timeout.  Indicates whether to use self-balancing in the standby group.  When enabled, the active member distributes connections to available members. When disabled, all connections go to the active member. The active member receives all TCP connections and processes all requests and responses. If the active member becomes unavailable, the standby member becomes the active members.  standby-authentication 0x5841333500000000    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Authentication data Set the authentication string for the interface in the standby group. The authentication string, or security token in hex. The default value is 0x5841333500000000. Every member in the standby group must use the same security token. Set the authentication string, or security token in hex. Every member in the standby group must use the same security token.  standby-hello-timer 2 40 3    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Hello timer Set the frequency to broadcast hello messages Seconds The frequency to broadcast hello messages. Set this value to at least one third the duration of the hold timer. Enter a value in the range 2 - 40. The default value is 3. Set the frequency to broadcast hello messages. Set this value to at least one third the duration of the hold timer. Enter a value in the range 2 - 40.  standby-hold-timer 6 120 10    StandbyControl on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Hold timer Set the duration to wait before the standby member attempts a failover. Seconds The duration to wait before the standby member attempts a failover. Set this value to at least three times the interval of hello messages. Enter a value in the range 6 - 120. The default value is 10. Set the duration to wait before the standby member attempts a failover. Set this value to at least three times the interval of hello messages. Enter a value in the range 6 - 120.  standby-distribution-algorithm wlc    StandbyControl on  SelfBalance on  IPConfigMode dhcp slaac  LinkAggMode off    StandbyControl off  IPConfigMode dhcp slaac  LinkAggMode on Distribution algorithm Set the distribution algorithm for incoming connections when self-balancing is enabled. The algorithm to distribute incoming connections to available members when self-balancing is enabled.   network/interface ethernet interface  container software   link-aggregation-mode off Enable for link aggregation Indicate whether the interface is part of a link aggregation interface. Whether the interface is part of a link aggregation interface. When part of a link aggregation interface, the appliance ignores configuration data about the physical interface.  mtu 576 16128 1500 MTU Set the maximum transmission unit for the Ethernet interface. Bytes  The maximum transmission unit (MTU) for the Ethernet interface. The MTU is determined regardless of the length of the layer 2 encapsulation. Set the value greater than 1500 bytes only when you know that all other interfaces on this network are similarly configured. Enter a value in the range 576 - 16128. The default value is 1500.  When the Ethernet interface is part of a VLAN interface, the MTU of the VLAN interface cannot be greater than the MTU for the Ethernet interface The appliance adds 4 bytes when a VLAN interface is enabled on this interface. When the Ethernet interface is part of a link aggregation interface, the MTU of the aggregate interface overrides the MTU of the Ethernet interface.  mac-address ^[0-9a-fA-F]{0,1}[02468aceACE]:[0-9a-fA-F]{0,2}:[0-9a-fA-F]{0,2}:[0-9a-fA-F]{0,2}:[0-9a-fA-F]{0,2}:[0-9a-fA-F]{0,2}$ MAC address Override the assigned 48-bit MAC address. The MAC address of the Ethernet interface. By default, the appliance uses the burned-in MAC address from the network interface controller that was assigned when the system was manufactured. Enter a 48-bit hex MAC address in the 00:12:34:56:78:9c format. The value must be a unicast address, where the first byte must be even.  mode Auto Physical mode Set the Ethernet physical mode. The physical mode is the interface speed and direction of the Ethernet unshielded twisted pair physical (PHY) layer. Use this property to set speed and direction explicitly when your networking equipment does not negotiate properly. If you manually configure one end of the link, you must manually configure the other end of the link to the same setting.  force-mode off   Mode Auto Force physical mode Indicate whether to force Ethernet physical mode instead of autonegotiation behavior. Whether to force Ethernet physical mode instead of autonegotiation behavior. By default, this option is disabled, which means that autonegotiation is used. When this option is enabled, the physical mode is forced, and there is no autonegotiation performed at the Ethernet driver level. Enable this option only when IBM Support diagnoses that you are encountering a problem.  hardware-offload on Offload processing to hardware Indicate whether to offload TCP/IP packet processing to hardware.  Whether to offload TCP/IP packet processing. By default, offloading is enabled.  When enabled, offloads TCP/IP packet processing of Ethernet device drivers and chips. Hardware offload can improve performance. When disabled, does not offload TCP/IP packet processing. Disable this option only when IBM Support diagnoses that you are encountering a problem. If you disable the hardware offload and then re-enable offloading, you must restart the appliance for the change to take effect.  flow-control auto Flow control mode Set the flow control mode. The flow control mode of the Ethernet interface. The default value is  Auto. Disable this option only when IBM Support diagnoses that you are encountering a problem.  lldp-hardware-offload off  vmware Offload LLDP to hardware Indicate whether the NIC offloads responses to LLDP packets to the operating system.  Whether the NIC offloads responses to Link Layer Discovery Protocol (LLDP) packets to the operating system. By default, the NIC offloads responses to the operating system.  When set to  on, the NIC responds to LLDP packets. Having the hardware responding can improve performance. Use only when directed by IBM Support. When set to  off, the NIC offloads responses to LLDP packets to the operating system. If you set the NIC to respond to LLDP packets, you must restart the appliance for the change to take effect.       Basic configuration    IP addressing     IP routing Main           Basic properties for standby control     Advanced properties for standby control Standby control           Advanced           Start packet capture    Stop packet capture    Disable hardware offload    Yield standby Ethernet Interface Configure and manage Ethernet interfaces. Configure and manage Ethernet interfaces.  network/link-aggregation link-aggregation interface  container software   type Aggregation mode Set the mode for link aggregation. The mode to use for link aggregation. When the link aggregation interface uses LACP, you can change the selection policy and the distribution algorithm for outbound packets.  link Ethernet links Manage Ethernet interfaces in the link aggregation interface.  The Ethernet interfaces in the link aggregation interface. Although you can add members in the following situations, the operational state of the link aggregation interface is down. 
                                          The Ethernet interface is part of a VLAN interface. The Ethernet interface is part of another link aggregation interface. The Ethernet interface is not enabled for link aggregation.  mtu 576 16128 1500 MTU Set the maximum transmission unit for the link aggregation interface. The maximum transmission unit (MTU) for the link aggregation interface. The MTU of the link aggregation interface overrides the MTU of the Ethernet interface. Enter a value in the range 576 - 16128. The default value is 1500. The MTU is determined regardless of the length of the layer 2 encapsulation. Set the maximum transmission unit (MTU) for the link aggregation interface. The MTU of the link aggregation interface overrides the MTU of the Ethernet interface. Enter a value in the range 576 - 16128.  lacp-select   Type LACP   LACP selection policy Set the algorithm for the LACP selection policy. The algorithm for the Link Aggregation Control Protocol (LACP) selection policy. When there is more than one LACP aggregator for the members of an LACP aggregation, the appliance uses the algorithm to determine which aggregator to use. In other words, the algorithm determines which group of link aggregation interfaces is active. Set the algorithm for the Link Aggregation Control Protocol (LACP) selection policy. When there is more than one LACP aggregator for the members of an LACP aggregation, the appliance uses the algorithm to determine which aggregator to use. In other words, the algorithm determines which group of link aggregation interfaces is active.  lacp-hash   Type LACP   LACP distribution algorithm Set the distribution algorithm for outbound packets among the active physical interfaces in an LACP aggregation. The distribution algorithm for outbound packets among the active physical interfaces in an Link Aggregation Control Protocol (LACP) aggregation. The default algorithm uses uses both MAC addresses and IP addresses.  lacp-rate   Type LACP   LACP rate Set the rate in the LACP aggregation. The rate of the LACP aggregation, which can be slow (every 30 seconds) or fast (every 1 second).  hardware-offload on Offload processing to hardware Indicate whether to offload TCP/IP packet processing to hardware.  Whether to offload TCP/IP packet processing. By default, offloading is enabled.  When enabled, offloads TCP/IP packet processing of Ethernet device drivers and chips. Hardware offload can improve performance. When disabled, does not offload TCP/IP packet processing. Disable this option only when IBM Support diagnoses that you are encountering a problem. If you disable the hardware offload and then re-enable offloading, you must restart the appliance for the change to take effect. Indicate whether to offload TCP/IP packet processing to hardware. Disable this option only when IBM Support diagnoses that you are encountering a problem.               Basic configuration    IP addressing     IP routing Main           Basic properties for standby control     Advanced properties for standby control Standby control      Advanced           Start packet capture    Stop packet capture    Yield standby    Disable hardware offload Link Aggregation Interface Configure and manage link aggregation interfaces. A link aggregation interface combines multiple Ethernet ports. When combined and used in parallel, the aggregate interface increases link speed beyond a single Ethernet port. Because the aggregate interface combines Ethernet ports, redundancy is increased to provider higher availability.  network/vlan vlan interface  container software   over ethernet VLAN hosted on Set the parent interface type. The parent interface type for the VLAN interface.  ethernet-interface   OverType ethernet   OverType link-aggregation Ethernet interface Set the parent Ethernet interface. The parent Ethernet interface for the VLAN interface.  link-aggregation-interface   OverType link-aggregation   OverType ethernet Link aggregation interface Set the parent link aggregation interface. The parent link aggregation interface for the VLAN interface.  identifier 1 4094 2 VLAN identifier Set the unique VLAN identifier. The unique VLAN identifier to send and receive traffic. The identifier must be unique among all VLAN interfaces on the same Ethernet interface. Enter a value in the range 1 - 4094. The default value is 2. Set the VLAN identifier that is unique among all VLAN interfaces on the same Ethernet interface. Enter a value in the range 1 - 4094.  outbound-priority 0 7 0 Outbound priority Set the priority for outbound packets.  The priority value for outbound VLAN headers for packets. These packets are sent on this VLAN interface. This value is placed in the 
                                         user_control
                                        field of the Tag Control Information (TCI). The exact interpretation of the value depends on the VLAN switch configuration. Enter a value in the range 0 - 7. The default value is 0.  Set the priority value for outbound VLAN headers for packets. These packets are sent on this VLAN interface. This value is placed in the 
                                         user_control
                                        field of the Tag Control Information (TCI). Enter a value in the range 0 - 7.  mtu 576 16128 1500 MTU Set the maximum transmission unit for the VLAN interface. Bytes The maximum transmission unit (MTU) for the VLAN interface. The MTU for the VLAN interface cannot be greater than the MTU of the parent interface. The MTU is determined regardless of the length of the layer 2 encapsulation. Enter a value in the range 576 - 16128. The default value is 1500. Set the maximum transmission unit for the VLAN interface. Enter a value in the range 576 - 16128.  hardware-offload on Offload processing to hardware Indicate whether to offload TCP/IP packet processing to hardware.  Whether to offload TCP/IP packet processing. By default, offloading is enabled.  When enabled, offloads TCP/IP packet processing of VLAN device drivers and chips. Hardware offload can improve performance. When disabled, does not offload TCP/IP packet processing. Disable this option only when IBM Support diagnoses that you are encountering a problem. If you disable the hardware offload and then re-enable offloading, you must restart the appliance for the change to take effect. Indicate whether to offload TCP/IP packet processing to hardware. Disable this option only when IBM Support diagnoses that you are encountering a problem.                  Basic configuration    IP addressing     IP routing Main           Basic properties for standby control     Advanced properties for standby control Standby control      Advanced           Start packet capture    Stop packet capture    Yield standby    Disable hardware offload VLAN Interface Configure and manage VLAN interfaces. A VLAN interface allows multiple logical LANs to coexist on the same Ethernet segment. VLAN packets are identified by the IEEE 802.1Q protocol. You can define multiple VLAN interfaces on a single parent interface. The parent interface can be an Ethernet interface or a link aggregation interface. Interface Base Interface properties Configure network Ethernet interfaces  mgmt/ipmi-lan-channel ipmi-lan-channel device-management IPMI-LAN   summary Comments Brief summary for user annotation Brief summary for user annotation.  maximum-channel-privilege-level user Maximum Privilege Level Maximum privilege level allowed on channel. The maximum privilege level for all users on the LAN channel. Each IPMI command has a minimum privilege level. This property sets the maximum privilege level that a user can attain on the LAN channel even when that user has a greater privilege level.  sol-enabled on Support Serial over LAN LAN channel can support serial over LAN Whether to support the serial over LAN protocol over Remote Control and Management Protocol Plus (RCMP+) on this channel.  sol-required-user-privilege-level user   SolEnabled off Serial-over-LAN Privilege Level Privilege level for Serial-over-LAN The required privilege level for users to use the serial over LAN protocol (payload) over RCMP+ on this LAN channel.  allowed-user Allowed Users Users allowed to use this channel The users allowed to use this LAN channel. For each user, include the maximum privilege level, whether to allow serial over LAN, and the maximum number of simultaneous sessions.  ip address IP Address IP Address and mask The IPv4 IP address and subnet mask to this interface. This IP address must be distinct from all IP addresses on the appliance and from all IP address on the connected subnet (broadcast domain).  ip default-gateway Default Gateway Default IP Gateway The IPv4 default gateway that communicate with systems not on the local subnet. Without a default gateway, the LAN channel cannot communicate with clients that are not on the same local subnet (broadcast domain). IPMI LAN Channel IPMI LAN Channel An Intelligent Platform Management Interface (IPMI) LAN channel allows access to the Baseboard Management Controller (BMC) on the appliance over a LAN. IPMI allows remote management access and can provide serial over LAN to the console serial port. The LAN channel must use the 'mgt0' management Ethernet connector.  mgmt/ipmi-user ipmi-user device-management IPMI-LAN   summary Comments Brief summary for user annotation. Brief summary for user annotation.  user-id 3 10 3 User ID IPMI identifier for the IPMI user The IPMI identifier for the IPMI user. Each user must have a unique User ID. All configuration for the user in the BMC is indexed by this User ID. Use any value of 3 - 10. The default value is 3.  password 8 16   UserID 0 Password Password for remote authentication The password that the remote user must present for authentication. The password must be between 8 and 16 characters in length. Because the password is in only the BMC, it will not be included as part of an export or backup operation. Because the password is not part of an export, it will not be added during an import or restore operation. IPMI User IPMI User  An Intelligent Platform Management Interface (IPMI) user can create, change, or destroy user authentication records in the Baseboard Management Controller (BMC). Authentication records allow users to communicate using IPMI protocols over external channels, such as an IPMI LAN channel. On an appliance, there can be eight IPMI users.  Note: If you apply the configuration but do not save it, the IPMI user data is written to the BMC but not saved to the startup configuration. In this situation, the IPMI user can connect to the serial port over the IPMI LAN channel.  network/ip-multicast ip-multicast config-management IDG   summary Comments Brief summary for user annotation.  multicast-group ^((([fF][fF]).*)|(((22[4-9])|(23[0-9]))\..*))$ Multicast Group Specifies the multicast IP group address. Specifies the multicast IP group address. For IPv4, enter an address in the range 224.0.0.0 - 239.255.255.255. For IPv6, enter an address beginning with FF.  interface Local Interface Specifies the local IP address, host name, or host alias that is used to transmit and receive multicast messages. The local IP interface address, host name, or host alias of the Ethernet interface or VLAN interface that is used to transmit and receive multicast messages. Specify an IP address, a host name, or an existing host alias that is mapped to an IP address.  port 1 0xFFFF Port Specifies the IP port used to transmit and receive multicast packets. The IP port used to transmit and receive multicast packets. Enter a value in the range 1 - 0xFFFF.  key Shared Secret Key The shared secret key to sign and verify packets. The key is optional. If a key is not specified, the packets are not signed and verified. All peers in the peer group must be configured with an identical key.  max-data-size 200 65535 512 Maximum Transmit Data Size Specifies the maximum allowable size of a transmitted data block. bytes The maximum size of a transmitted data block within a multicast packet. The sum of the maximum transmit data size and the IP header should not exceed the MTU of the network.  nak-time 100 60000 200 NAK Retransmission Time Specifies the length of time to wait before an NAK is initially transmitted or is retransmitted. ms The length of time before the first NAK packet is transmitted or the length of time between subsequent NAK transmissions. Enter a value in the range 100 - 60000. The default value is 200.  nak-retries 0 100 5 NAK Retries Specifies the number of times a missing NAK packet is retransmitted. The number of times that an NAK packet is retransmitted. Enter a value in the range 0 - 100. The default value is 5.  buffer-resend-time 1 60 2 Buffer Resend Time Specifies the number of seconds that a transmitted packet remains buffered. seconds The number of seconds that a transmitted multicast packet remains buffered. Enter a value in the range 1 - 60. The default value is 2.             Advanced IP Multicast IP Multicast IP Multicast mode defines the properties for the multicast configuration used to transmit and receive peering update messages.  isam/isam-reverseproxy isam-reverseproxy configuration ISAMProxy   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  runtime default Access Manager Runtime The runtime controls access by components to a single configuration of IBM Security Access Manager. The runtime controls access by components to a single configuration of IBM Security Access Manager.  local-host Host Enter the host name that is used by the IBM Security Access Manager policy server to contact the DataPower Gateway. The host name that is used by the IBM Security Access Manager policy server to contact the DataPower Gateway. Valid values include any valid host name, IP address, or host alias. For example, libra.dallas.ibm.com  resolved-local-host  ip-pref  ip-pref-forced no  local-port 7234 Listening Port Enter the listening port number for the administration service of the Access Manager Reverse Proxy. The listening port number for the administration service of the Access Manager Reverse Proxy. The listening port is the port on which the Reverse Proxy and the Access Manager policy server communicate.  primary-interface Interface Address Enter the network interface on which the Reverse Proxy listens for requests. The network interface on which the Reverse Proxy listens for requests.  resolved-primary-interface  admin sec_master Administrator Name Enter the name of the IBM Security Access Manager administrative user. The name of the IBM Security Access Manager administrative user.  password Administrator Password Alias Enter the alias of the IBM Security Access Manager administrative user password. The alias of the IBM Security Access Manager administrative user password. You can configure the password alias in the Password Map.  resolved-password  isam-domain Default Domain Enter the name of the IBM Security Access Manager management domain. The name of the IBM Security Access Manager management domain.  enable-http off   EnableHTTPS off HTTP Indicate whether HTTP access is allowed to the Access Manager Reverse Proxy instance. Whether HTTP access is allowed to the Access Manager Reverse Proxy instance.  http-port 80   EnableHTTP on   HTTP Port Enter the port number for insecure HTTP access. The port number for insecure HTTP access.  enable-https off   EnableHTTP off HTTPS Indicate whether HTTPS access is allowed to the Access Manager Reverse Proxy instance. Whether HTTPS access is allowed to the Access Manager Reverse Proxy instance.  https-port 443   EnableHTTPS on   HTTPS Port Enter the port number for secure HTTP access. The port number for secure HTTP access.  cluster-is-master on Cluster is Master Indicate whether this proxy server acts as the cluster master when the proxy clustering functionality is used. If the proxy clustering functionality is used, controls whether this proxy server acts as the cluster master.  master-instance   ClusterMaster off   Master Instance Name Enter the server name for the proxy instance that acts as the master in the cluster. The server name for the proxy instance that acts as the master in the cluster.  client-persistent-conn-timeout 0 5 Persistent Connection Timeout Enter the maximum number of seconds that a persistent connection with a client can remain inactive before it is closed by the server. Seconds The maximum number of seconds that a persistent connection with a client can remain inactive before it is closed by the server. Enter a value in the range 0 - 2147483647. The default value is 5.  worker-threads 1 300 Worker Threads Enter the number of threads to allocate to service requests. The number of threads that are allocated to service requests. The minimum value is 1. The default value is 300.  user-registry-ssl off Enable SSL Indicate whether to enable TLS communication between the proxy server and the LDAP server. Specifies whether to enable TLS communication between the proxy server and the LDAP server.  user-registry-ssl-port 636   UserRegistrySSL on   Port Enter the port number on which TLS communication takes place between the proxy server and the LDAP server.  Specifies the port number on which TLS communication takes place between the proxy server and the LDAP server.  Note: The 
                                 ssl-port
                                parameter of the [ldap] stanza of the Access Manager Runtime's ldap.conf file takes precedence of the value that you enter here.  user-registry-cert-db ^isamcert:(/{3})?keytab/.+\.kdb$    UserRegistrySSL on    isamcert Key File Name Set the LDAP key file. Specifies the LDAP key file.  user-registry-cert-label    UserRegistrySSL on Certificate Label Enter the LDAP client certificate label. Specifies the LDAP client certificate label. When TLS communication is enabled between the proxy and the LDAP server, TLS does not require an LDAP client certificate label.  ssl-cert-key-file isamcert:///keytab/pdsrv.kdb ^isamcert:(/{3})?keytab/.+\.kdb$    EnableHTTPS on    isamcert TLS Certificate Key File Specify the key database which is used to store the certificates that the Access Manager Reverse Proxy presents to the client The key database which is used to store the certificates that the Access Manager Reverse Proxy presents to the client.  ssl-server-cert    EnableHTTPS on  SSLCertKeyfile  TLS Server Certificate The name of the TLS certificate, in the key database, which is presented to the client The name of the TLS certificate, in the key database, which is presented to the client.  junction-cert-key-file ^isamcert:(/{3})?keytab/.+$  isamcert JCT Certificate Key File Specify the key database to store the certificates that the Access Manager Reverse Proxy presents to the junctioned web server The key database which is used to store the certificates that the Access Manager Reverse Proxy presents to the junctioned web server.  junction Junctions Specify one or more Access Manager junctions. Access Manager junctions.  junction-http-timeout 120 HTTP Timeout Enter the maximum number of seconds that the DataPower Gateway waits to send to and read from a TCP junction. Seconds The maximum number of time for sending to and reading from a TCP junction. The default value is 120.  junction-https-timeout 120 HTTPS Timeout Enter the maximum number of seconds that the DataPower Gateway waits to send to and read from a TLS junction. Seconds The maximum number of time for sending to and reading from a TLS junction. The default value is 120.  junction-max-cached-persistent-conns 0 Maximum Cached Persistent Connections Enter the maximum number of connections between the proxy and a junctioned web server to cache for future use The maximum number of connections that can be cached for future use between the proxy and a junctioned web server.  junction-persistent-conn-timeout 1 5 Persistent Connection Timeout Enter the maximum length of time that a cached connection with a junctioned web server can remain idle before it is closed by the Access Manager Reverse Proxy. Seconds The maximum length of time that a cached connection with a junctioned web server can remain idle before it is closed by the Access Manager Reverse Proxy. The default value is 0, which means disabled.  managed-cookie-list Managed Cookie List A pattern matched and comma separated list of cookie names for those cookies that are stored in the Access Manager Reverse Proxy cookie jar. A pattern matched and comma separated list of cookie names for those cookies that are stored in the Access Manager Reverse Proxy cookie jar. Other cookies that do not match these patterns are returned to the client.  health-check-ping-interval 300 Ping Interval Enter the interval between requests that the Access Manager Reverse Proxy sends to junctioned web servers to determine the state of the junctioned web servers. Seconds The interval between requests that the Access Manager Reverse Proxy sends to junctioned web servers to determine the state of the junctioned web servers.  health-check-ping-method HEAD ^[a-zA-Z0-9!#$%&'*+-.^_`|~]*$   HealthCheckPingInterval 0 Ping Method Enter the HTTP method that the Access Manager Reverse Proxy uses when it sends health check requests to the junctioned web server. The HTTP method that the Access Manager Reverse Proxy uses when it sends health check requests to the junctioned web server.  health-check-ping-uri /   HealthCheckPingInterval 0 Ping URI Enter the URI that the Access Manager Reverse Proxy uses when sending health check requests to the junctioned web server. The URI that the Access Manager Reverse Proxy uses when it sends health check requests to the junctioned web server.  basic-auth-transport https Basic Authentication Transport The transport protocol over which basic authentication is supported. The transport protocol over which basic authentication is supported.  basic-auth-realm Security Access Manager for DataPower ^[\x20-\x7E]*$   BasicAuthTransport none Realm Name Enter the realm name for basic authentication. Realm name for basic authentication.  client-cert-accept never Accept Client Certificates Indicate how the Access Manager Reverse Proxy handles client certificate from clients. Defines how the Access Manager Reverse Proxy handles client certificate from clients.  client-cert-eai-uri   ClientCertData    ClientCertAccept never Certificate EAI URI Enter the resource identifier of the EAI application that is invoked to perform external client certificate authentication The resource identifier of the External Authentication Interface (EAI) application that is invoked to perform external client certificate authentication.  client-cert-data   ClientCertEAIURI    ClientCertAccept never Certificate Data Specify the client certificate data that is passed to the EAI application. The client certificate data that is passed to the External Authentication Interface (EAI) application.  eai-transport none EAI Transport The transport protocol for EAI. The transport protocol for the External Authentication Interface (EAI).  eai-trigger-url   EAITransport none   Trigger URL A URL pattern that is used to determine whether a response should be examined for EAI authentication headers A URL pattern that is used to determine whether a response should be examined for External Authentication Interface (EAI) authentication headers.  auth-levels password Authentication Levels Set the authentication levels. The authentication levels.  forms-auth-transport none Forms Authentication Transport The transport over which forms authentication is supported The transport over which forms authentication is supported.  kerberos-transport none Kerberos Transport Specifies the transport for which authentication using the SPNEGO authentication mechanism is enabled Specifies the transport for which authentication using the SPNEGO authentication mechanism is enabled.  kerberos-keytab ^isamcert:(/{3})?kerberos/.+$  isamcert Keytab File Specify the name of the Kerberos keytab file. The name of the Kerberos keytab file. The keytab file must contain keys for each of the SPNs used for SPNEGO authentication.  kerberos-use-qdn off Use Domain Qualified Name Indicate whether to include the domain portion of the principal name as part of the user ID. Whether to include the domain portion of the principal name as part of the user ID. Kerberos authentication provides a principal name in the shortname@domain.com form. By default, only the short name portion is used as the user ID. When enabled, the domain portion is also included as part of the user ID.  kerberos-service-names Kerberos Service Names Specifies the list of the Kerberos Service Principal Names (SPNs) for the server. Specifies the list of the Kerberos service principal names for the server.  session-reauthen-for-inactive off Re-authentication for Inactive Prompt users to re-authenticate if their entry in the server credential cache times out because of inactivity.  Prompt users to re-authenticate if their entry in the server credential cache times out because of inactivity.  When disabled, entries in the cache are deleted when the inactivity timeout is reached. When enabled, entries in the cache are retained until the cache lifetime timeout is reached. If the inactivity timeout is reached and the client makes another request before the cache lifetime timeout is reached, users are prompted to re-authenticate.  session-max-cache-entries 4096 Maximum Cache Entries Enter the maximum number of concurrent entries in the session cache. The maximum number of concurrent entries in the session cache. The default value is 4096.  session-lifetime-timeout 3600 Lifetime Timeout Enter the maximum lifetime for an entry in the session cache. Seconds Maximum lifetime for an entry in the session cache.  session-inactive-timeout 600 Inactive Timeout Enter the maximum time that a session can remain idle before it is removed from the session cache. Seconds The maximum time that a session can remain idle before it is removed from the session cache.  session-tcp-cookie PD-H-SESSION-ID TCP Session Cookie Name The name of the cookie to be used to hold the HTTP session identifier The name of the cookie to be used to hold the HTTP session identifier.  session-ssl-cookie PD-S-SESSION-ID TLS Session Cookie Name The name of the cookie to be used to hold HTTPS session identifier The name of the cookie to be used to hold HTTPS session identifier.  session-use-same off Use Same Session Indicate whether to use the same session for both HTTP and HTTPS requests. Whether to use the same session for both HTTP and HTTPS requests.  html-redirect off Enable HTML Redirect Indicate whether to enable the HTML redirect functionality. Whether to enable the HTML redirect functionality.  local-resp-redirect off Enable Local Response Redirect Indicate whether to enable the local response redirect functionality. Whether to enable the local response redirect functionality.  local-resp-redirect-uri   LocalRespRedirect on   Local Response Redirect URI Enter the URI to which the client is redirected for generated responses. The URI to which the client is redirected for generated responses.  local-resp-redirect-macros   LocalRespRedirect off Local Response Redirect Macros Specify the macro information to include in the local response redirect. The macro information that are included in the local response redirect.  failover-transport none Transport The transport over which failover authentication is supported The transport over which failover authentication is supported.  failover-cookies-lifetime 1 60   FailoverTransport none Cookie Lifetime Enter the maximum lifetime for failover cookies. Minutes Maximum lifetime for failover cookies.  failover-cookies-key-file ^isamcert:(/{3})?tam-keys/.+$   FailoverTransport none  isamcert Cookie Key File The key file to encrypt the failover cookies The key file that encrypts the failover cookies.  cdsso-transport none Transport The transport over which CDSSO authentication is supported The transport over which cross-domain single sign-on (CDSSO) authentication is supported.  cdsso-transport-gen none Transport (generation) The transport over which the creation of CDSSO tokens is supported The transport over which the creation of cross-domain single sign-on (CDSSO) tokens is supported.  cdsso-peer    CDSSOTransport none  CDSSOTransportGen none Peers The name of the other proxy servers in the CDSSO domain, along with the name of the key file for the various proxy servers. The name of the other proxy servers which are participating in the CDSSO domain, along with the name of the key file which will be used by the various proxy servers.  ltpa-transport none Transport The transport over which LTPA authentication is supported The transport over which LTPA authentication is supported.  ltpa-cookie Ltpatoken2   LTPATransport none Cookie Name The name of the cookie that transports the LTPA token The name of the cookie that is used to transport the LTPA token.  ltpa-key-file ^isamcert:(/{3})?ltpa-keys/.+$   LTPATransport none  isamcert Key File The key file used to access LTPA cookies The key file used when accessing to access LTPA cookies.  ltpa-key-file-pw    LTPATransport none  LTPAKeyFilePw  Key File Password (deprecated) The password used to access the LTPA key file The password used to access the LTPA key file.  ltpa-key-file-pw-alias    LTPATransport none  LTPAKeyFilePw    LTPATransport none Key File Password Alias The password alias of the password used to access the LTPA key file The password alias of the password used to access the LTPA key file.  resolved-ltpa-key-file-pw  ecsso-transport none Transport The transport over which e-community SSO authentication is supported The transport over which e-community single signon (ECSSO) authentication is supported.  ecsso-name ^[^=&]*$   ECSSOTransport none Name Enter the name of the e-community Name of the e-community.  ecsso-is-master-auth-server on Is Master Authentication Server Indicate whether this Access Manager Reverse Proxy instance is the master for the e-community. Whether this Access Manager Reverse Proxy instance is the master for the e-community.  ecsso-master-auth-server    ECSSOTransport none  ECSSOIsMasterAuthServer off   Master Authentication Server Enter the name of the Access Manager Reverse Proxy server that acts as the master of the e-community. The name of the Access Manager Reverse Proxy server that acts the master of the e-community.  ecsso-domain   ECSSOTransport none Domain Keys The name of the other Access Manager Reverse Proxy servers in the e-community, along with the name of the key file for the various proxy servers. The name of the other Access Manager Reverse Proxy servers that participate in the e-community, along with the name of the key file for the various proxy servers.  agent-logging off Enable Agent Logging Indicate whether to enable the agent log. Whether to enable the agent log.  referer-logging off Enable Referer Logging Indicate whether to enable the referrer log. Whether to enable the referrer log.  request-logging on Enable Request Logging Indicate whether to enable the request log. Whether to enable the request log.  request-log-format %h %l %u %t \"%r\" %s %b ^[^#]*$   RequestLogging off Request Log Format Specify the format of the entries in the request log. The format of the entries in the request log.  max-log-size 2097152 2000000 Maximum Log Size Enter the maximum size of the log file. Bytes The maximum size of the log file before it is rolled over. The default value is 2000000.  flush-log-time 1 600 20 Flush Time The period that the Access Manager Reverse Proxy caches log entries before writing the entries to the log file. Seconds The period that the Access Manager Reverse Proxy caches the log entries before writing the entries to the log file.  audit-logging off Enable Audit Log Indicate whether to enable the generation of audit events. Whether to enable the generation of audit events.  audit-log-type   AuditLogging on   Audit Log Type Select the events to be audited Select the events to be audited.  max-audit-log-size 2097152 2000000 Audit Log Size Enter the maximum size of the auditing log files. Bytes The maximum size of the auditing log files.  flush-audit-log-time 1 600 20 Audit Log Flush The frequency to force a flush of the auditing buffers Seconds The frequency to force a flush of the auditing buffers.  secondary-int Secondary Interfaces Configure and manage secondary interfaces. Configure and manage secondary interfaces on which the Access Manager Reverse Proxy can receive requests.  config-file Configuration File Configuration file View and edit the configuration file.  routing-file Routing File Routing file View and edit the routing file.            Client Connection   Primary Interface    Cluster    Threads and Connections Server          TLS Settings User Registry        Configure SSL SSL    Junction Management    HTTP    Persistent Connections   Cookies     Health Check Junction     Basic Authentication     Client Certificates    EAI   Authentication Levels   Forms      Kerberos Authentication         Session       Account Response      Failover     CDSSO       LTPA       ECSSO SSO         Logging      Audit Logging    Secondary Interfaces Interfaces    Manage Files     Force Unconfigure Reverse Proxy Access Manager Reverse Proxy (deprecated) Configure and manage Access Manager Reverse Proxy instances. A DataPower Gateway can support multiple Access Manager Reverse Proxy instances per domain.  isam/isam-reverseproxy-junction isam-reverseproxy-junction configuration ISAMProxy   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  junction-point-name Junction Point Name Enter the name of the location in the Access Manager Reverse Proxy namespace where the root of the back-end application server namespace is mounted. Name of the location in the Access Manager Reverse Proxy namespace where the root of the back-end application server namespace is mounted.  junction-type Junction Set the type of the junction. Type of the junction.  transparent-path-junction off   JunctionType virtual Create Transparent Path Junction Indicate whether the configured junction name must match the name of a subdirectory under the root of the back-end server document space. Whether the configured junction name must match the name of a subdirectory under the root of the back-end server document space.  stateful-junction off Stateful Junction Indicate whether this junction is stateful. Whether this junction is stateful.  dsc-environment   JunctionType standard DSC Environment Enter the the replica set that sessions on the virtual host junction are managed under. The replica set that sessions on the virtual host junction are managed under. Provides the ability to group or separate login sessions among multiple virtual hosts.  virtual-host-label   JunctionType standard Virtual Host Label Enter the label name of the virtual host junction. Causes a second additional virtual host junction to share the same protected object space as the initial virtual host junction.  virtual-host   JunctionType standard Virtual Host Enter the value of the Host header of the request that is sent to the back-end server. The value of the Host header of the request that is sent to the back-end server.  virtual-host-port   JunctionType standard Virtual Host Port Required if the virtual host uses a non-standard port for the protocol. The port number is required if the virtual host uses a non-standard port for the protocol. Standard port for TCP is 80; standard port for TLS is 443.  junction-type-standard tcp   JunctionType standard   Junction Type Set the type of the standard junction. Type of the standard junction.  junction-type-virtual tcp   JunctionType virtual   Junction Type Set the type of the virtual junction. Type of the virtual junction.  target-backend-servers-standard    JunctionType standard  JunctionTypeStandard tcp ssl   Target Back-end Servers Target back-end servers for a standard junction Specifies target back-end servers for a standard junction.  target-backend-servers-standard-proxy    JunctionType standard  JunctionTypeStandard tcpproxy sslproxy   Target Back-end Servers Target back-end servers for a standard junction Specifies target back-end servers for a standard junction.  target-backend-servers-standard-mutual    JunctionType standard  JunctionTypeStandard mutual   Target Back-end Servers Target back-end servers for a standard junction Specifies target back-end servers for a standard junction.  target-backend-servers-virtual    JunctionType virtual  JunctionTypeVirtual tcp ssl   Target Back-end Servers Target back-end servers for a virtual junction Specifies target back-end servers for a virtual junction.  target-backend-servers-virtual-proxy    JunctionType virtual  JunctionTypeVirtual tcpproxy sslproxy   Target Back-end Servers Target back-end servers for a virtual junction Specifies target back-end servers for a virtual junction.  basic-auth off     JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth on Enable Basic Authentication Indicate whether to use BA header information to authenticate to the target server. Whether the Access Manager Reverse Proxy uses basic authentication (BA) header information to authenticate to the target server.  basic-auth-user      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth off  BasicAuth on   User Name Enter the Access Manager Reverse Proxy user name. Access Manager Reverse Proxy user name.  basic-auth-pass      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth on  BasicAuth off  BasicAuthPass  Password (deprecated) Enter the Access Manager Reverse Proxy password. Access Manager Reverse Proxy password.  basic-auth-pass-alias      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth off  BasicAuth on  BasicAuthPass       JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  MutualAuth on  BasicAuth off Password Alias The password alias of the Access Manager Reverse Proxy password. Access Manager Reverse Proxy password alias.  resolved-basic-auth-pass  mutual-auth off     JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  BasicAuth on Enable mutual authentication to junctioned Access Manager Reverse Proxy servers Indicate whether to use mutual authentication between a front-end Access Manager Reverse Proxy server and a junctioned Access Manager Reverse Proxy server over SSL. Enable or disable mutual authentication between a front-end Access Manager Reverse Proxy server and a junctioned Access Manager Reverse Proxy server over SSL.  mutual-auth-key-file ^isamcert:(/{3})?keytab/.+$      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  BasicAuth on  MutualAuth on    isamcert Key File Specify the key file to use for mutual authentication. The key file that contains the Access Manager Reverse Proxy's client-side certificate to authenticate to the back-end server.  mutual-auth-key-label     JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  BasicAuth on  MutualAuth on Key Label Specify the key label to use for mutual authentication. The key label of the Access Manager Reverse Proxy's client-side certificate to authenticate to the back-end server.  mutual-auth-valcred      JunctionType standard  JunctionTypeStandard tcp tcpproxy   JunctionType virtual  JunctionTypeVirtual tcp tcpproxy  BasicAuth on  MutualAuth on  MutualAuthKeyFile    Validation Credential Specify the validation credential configuration that contains the Access Manager Reverse Proxy's client-side certificate. The validation credential configuration that contains the Access Manager Reverse Proxy's client-side certificate to authenticate to the back-end server.  basic-auth-header filter HTTP Basic Authentication Header Indicate how the Access Manager Reverse Proxy server passes client identity information in HTTP basic authentication (BA) headers to the back-end server. How the Access Manager Reverse Proxy server passes client identity information in HTTP basic authentication (BA) headers to the back-end server.  gso-resource   BasicAuthHeader gso   GSO Resource or Group Enter the name of the global sign-on (GSO) resource or resource group. The name of the global sign-on resource or resource group.  header-identity-info HTTP Header Identity Information How the Access Manager Reverse Proxy server passes client identity information in HTTP basic authentication (BA) headers to the back-end virtual host Defines how the Access Manager Reverse Proxy server passes client identity information in HTTP basic authentication (BA) headers to the back-end virtual host.  header-encoding none HTTP Header Encoding Set the encoding to use when generating HTTP headers for junctions. Specifies the encoding to use when generating HTTP headers for junctions.  junction-cookie-js-block none   JunctionType virtual Junction Cookie JavaScript Block Controls the junction cookie JavaScript block. Controls the junction cookie JavaScript block.  unique-cookie-names off   JunctionType virtual Ensure Unique Cookie Names Indicate whether to ensure unique Set-Cookie header name attribute. Whether to ensure that the Set-Cookie header name attribute is unique.  preserve-junction-name off   JunctionType virtual Preserve Junction Name for Non-domain Cookies Indicate whether to make modification to the names of non-domain cookies. Whether to preserve the names of non-domain cookies.  include-session-cookie off Include Session Cookie Indicate whether to send session cookie to back-end portal server. Whether to send session cookie to the back-end portal server.  include-junction-name off   JunctionType virtual Include Junction Name in Cookies Indicate whether to supply junction identification in a cookie to handle script generated server-relative URLs. Whether to supply junction identification in a cookie to handle script generated server-relative URLs.  insert-client-ip off Insert Client IP Address Indicate whether to insert incoming IP address in HTTP header across the junction. Whether to insert the incoming IP address in HTTP headers across the junction.  tfim-sso off Enable TFIM SSO Indicate whether to enable Tivoli Federated Identity Manager single-signon (SSO) for the junction. Whether to enable Tivoli Federated Identity Manager single-signon (SSO) for the junction.  ltpa-cookie off Enable LTPA Cookie Support Indicate whether to enable junctions to support LTPA cookies. Whether to enable junctions to support LTPA cookies.  ltpa-v2-cookie off   LTPACookie off Use Version 2 Cookies Indicate whether to use LTPA version 2 cookies (LtpaToken2) Whether LTPA version 2 cookies (LtpaToken2) are used.  ltpa-key-file ^isamcert:(/{3})?ltpa-keys/.+$   LTPACookie off  isamcert LTPA Key File Specify the location of the key file used to encrypt LTPA cookie data. The location of the key file that is used to encrypt LTPA cookie data.  ltpa-key-file-pw    LTPACookie off  LTPAKeyFilePw  LTPA Key File Password (deprecated) Enter the password for the key file used to encrypt LTPA cookie data. The password for the key file that is used to encrypt LTPA cookie data.  ltpa-key-file-pw-alias   LTPACookie off LTPA Key File Password Alias The password alias of the password for the key file used to encrypt LTPA cookie data. The password alias of the password for the key file that is used to encrypt LTPA cookie data.  resolved-ltpa-key-file-pw  fsso-config-file ^isamconfig:(/{3})?fsso/.+$  isamconfig FSSO Configuration File Specify the location of forms single sign-on (FSSO) configuration file. The location of forms single sign-on configuration file.  percent-hard-limit-wt 0 100 100 Percentage Value for Hard Limit of Worker Threads Enter the hard limit for consumption of worker threads. The hard limit for consumption of worker threads. The limit is expressed as a percentage. Enter an integer value in the range 0 - 100.  percent-soft-limit-wt 0 100 90 Percentage Value for Soft Limit of Worker Threads Enter the soft limit for consumption of worker threads. The soft limit for consumption of worker threads. The limit is expressed as a percentage. Enter an integer value in the range 0 - 100.  include-auth-rules off Include Authorization Rules Decision Information Indicate whether to allow denied requests and failure reason information from authorization rules to be sent in the Boolean Rule header (AM_AZN_FAILURE) across the junction. Whether to allow denied requests and failure reason information from authorization rules to be sent in the Boolean Rule header (AM_AZN_FAILURE) across the junction.               Creation of a junction for an initial server Junction       Servers        Mutual authentication over Basic Authentication     Configure SSL Basic Authentication              Supply identity information in HTTP headers Identity        WebSphere single sign-on (LTPA) junctions SSO and LTPA       General Junction Options General Access Manager Junction (deprecated) Configure and manage Access Manager junctions. An Access Manager junction logically combines the Web space of the Web application server with the Web space of the Access Manager Reverse Proxy server, resulting in a unified view of the entire Web object space. A junction allows the Access Manager Reverse Proxy to provide protective services on behalf of the Web application server.  isam/isam-runtime isam-runtime configuration ISAMProxy   policy-server-type remote Policy Server Set the type of the policy server. The policy server type.  user-registry-type-local ldap-remote   PolicyServerType local   User Registry Set the user registry type for local policy server. User registry type for local policy server.  user-registry-type-remote ldap   PolicyServerType remote   User Registry Set the user registry type for remote policy server. User registry type for remote policy server.  policy-server-host   PolicyServerType remote   Host Name Specifies the host name or IP address of the IBM Security Access Manager policy server (pdmgrd)  Specifies the host name or IP address of the IBM Security Access Manager policy server (pdmgrd). The policy server manages the policy database (sometimes referred to as master authorization database), updates the database replicas whenever a change is made to the master database, and replicates the policy information throughout the domains. The policy server also maintains location information about other resource managers that operate in the domain. You must define at least one policy server for each domain. You can specify the host name with or without the domain extension. You can specify the fully qualified host name with or without the domain extension. Examples: pdmgr or pdmgr.tivoli.com  policy-server-port 7135   PolicyServerType remote   Port Specifies the port number on which the policy server listens for TLS requests Specifies the port number on which the policy server listens for TLS requests. The default port number is 7135.  management-suffix   PolicyServerType remote Management Suffix Specifies the LDAP suffix to hold the ISAM secAuthority data Specifies the LDAP suffix that is used to hold the ISAM secAuthority data.  management-domain Default Management Domain Specifies the domain name Specifies the domain name. The default value is Default, which indicates the management domain.  admin-password   PolicyServerType local   Administrator Password Specifies the ISAM security administrator's password Specifies the ISAM security administrator's password.  ssl-server-cert-lifetime 1 7299 1460   PolicyServerType local   TLS Server Certificate Lifetime Specifies the lifetime for the TLS server certificate Days Specifies the lifetime for the TLS server certificate.  ssl-compliance none   PolicyServerType local   TLS Compliance Specifies any additional TLS compliance Specifies any additional TLS compliance.  ldap-host     PolicyServerType local  UserRegistryTypeLocal ldap-remote   PolicyServerType remote  UserRegistryTypeRemote ldap   Host name Specifies the fully qualified host name of the LDAP server Specifies the fully qualified host name of the LDAP server. For example: ldapserver.tivoli.com  ldap-port 389     PolicyServerType local  UserRegistryTypeLocal ldap-remote   PolicyServerType remote  UserRegistryTypeRemote ldap   Port Specifies the port number on which the LDAP server listens Specifies the port number on which the LDAP server listens. The default value is 389.  ldap-dn cn=root    PolicyServerType local  UserRegistryTypeLocal ldap-remote   DN Specifies the DN that is used to contact the user registry Specifies the distinguished name (DN) that is used to contact the user registry.  ldap-password    PolicyServerType local  UserRegistryTypeLocal ldap-remote   Password Specifies the password for the DN Specifies the password for the distinguished name (DN).  ldap-ssl off    PolicyServerType local  UserRegistryTypeLocal ldap-remote Enable SSL Indicate whether to enable TLS to secure the communication between the server and the user registry. Specifies whether the server uses TLS when it communicates with the user registry.  ldap-ssl-cert-db ^isamcert:/{0,3}[-_a-zA-Z]+/.+$    PolicyServerType local  UserRegistryTypeLocal ldap-remote  LDAPSSL on    isamcert Certificate Database Specifies the KDB file that contains the certificate to communicate with the user registry Specifies the KDB file that contains the certificate that is used to communicate with the user registry.  ldap-ssl-cert-label    PolicyServerType local  UserRegistryTypeLocal ldap-remote  LDAPSSL on   Certificate Label Specifies the label of the TLS certificate to use to communicate with the user registry Specifies the label of the TLS certificate that is used when communicating with the user registry.  ldap-ssl-crypto-profile    PolicyServerType local  UserRegistryTypeLocal ldap-remote  LDAPSSL on  LDAPSSLCertDB    Crypto Profile Specifies the cryptogrphic profile that is used when communicating with the user registry Specifies the cryptographic Profile that is used when communicating with the user registry.  federated-dir Federated Directories Configure and manage federated directories. Specifies the federated directories.  federated-dir-key-file ^isamcert:/{0,3}[-_a-zA-Z]+/.+$  isamcert Key File Specifies the key file for TLS communication with the federated directories Specifies the key file for TLS communication with the federated directories.  pd-conf isamconfig:///pd.conf pd.conf pd.conf pd.conf  ivmgrd-conf   PolicyServerType local ivmgrd.conf ivmgrd.conf ivmgrd.conf  ldap-conf isamconfig:///ldap.conf ldap.conf ldap.conf ldap.conf  routing-file   PolicyServerType local Routing File Routing File Routing File  vendor ISAM   Summary      Main         Policy Server             TLS Settings LDAP       Manage Files     Unconfigure Runtime Access Manager Runtime (deprecated) Configure and manage the IBM Security Access Manager runtime environment. Each DataPower Gateway domain can include a single Access Manager Runtime configuration. Each Access Manager Runtime is configured independently against a remote IBM Security Access Manager policy server and can support one or more Access Manager Reverse Proxy instances.  network/iscsi-chap-obsolete iscsi-chap system iSCSI   summary Comments Brief summary for user annotation.  username User Name User name Specify the user name for the CHAP.  password Password Password Specify the password for the user for the CHAP. iSCSI CHAP iSCSI Challenge Handshake Authentication Protocol  The iSCSI protocol is deprecated. The configuration of the Challenge Handshake Authentication Protocol (CHAP) for iSCSI targets.  network/iscsi-hba-obsolete iscsi-hba system iSCSI   summary Comments Brief summary for user annotation.  iname 1 224 iSCSI Name iSCSI Name  Specify a valid iSCSI Name for this HBA instance. The name can be between 1 and 244 characters in length. Sample formats of an ISCSI qualified name (IQN), based on IETF RFC 3720, are: 
                                  iqn.2001-04.com.example iqn.2001-04.com.example:storage.disk2.sys1.xyz  dhcp off Use DHCP Enable or disable DHCP Set whether to use Dynamic Host Configuration Protocol (DHCP). When set to "on", enables DHCP. When set to "off", the default value, disables DHCP.  ip-address   UseDHCP off   UseDHCP on IP Address IP address for HBA instance Specify the IP address for this HBA instance.  ip default-gateway   UseDHCP on Default Gateway IP address of default gateway Specify the IP address of the default gateway for this HBA instance.     iSCSI Host Bus Adapter iSCSI Host Bus Adapter configuration  The iSCSI protocol is deprecated. The configuration of the iSCSI Host Bus Adapter (HBA). The iSCSI HBA is the hardware that is responsible for the management of iSCSI communications.  network/iscsi-initiator-obsolete iscsi-initiator system iSCSI   summary Comments Brief summary for user annotation.  iname 1 224 iSCSI Name iSCSI Name  Specify a valid iSCSI Name for the Initiator. If changed, this value overrides the default value that was assigned when the system was manufactured. The name can be between 1 and 244 characters in length. Sample formats of an ISCSI qualified name (IQN), based on IETF RFC 3720, are: 
                                  iqn.2001-04.com.example iqn.2001-04.com.example:storage.disk2.sys1.xyz iSCSI Initiator iSCSI Initiator  The iSCSI protocol is deprecated. The configuration of the iSCSI Initiator. The Initiator can only be modified if there are no active iSCSI targets.  >network/iscsi-target-obsolete iscsi-target system iSCSI   summary Comments Brief summary for user annotation.  target-name 1 224 Target Name iSCSI Name for a remote target  Specify a valid iSCSI Name for the iSCSI target. The name can be between 1 and 244 characters in length. Sample formats of an ISCSI qualified name (IQN), based on IETF RFC 3720, are: 
                                  iqn.2001-04.com.example iqn.2001-04.com.example:storage.disk2.sys1.xyz  hostname Host Host name or IP address Specify the host name or IP address of the remote iSCSI target.  port Port Port number Specify the IP port number to connect to the remote iSCSI target. If not specified, the value defaults to 3260.  session-reestablish-timeout 0 86400 120 Session Reestablish Timeout Session reestablish timeout in seconds seconds  The amount of time that the DataPower iSCSI initiator will attempt to reestablish a connection to this remote iSCSI target. Specify the number of seconds to wait for an operation on this iSCSI target to complete before considering the operation to have failed. The default is 120 seconds. Setting this value too low may cause operations that would have completed successfully to fail due to intermittent network issues. If the appliance fails to establish a connection to the iSCSI target within this timeout threshold, the default value of 120 seconds can lead to appliance-level hang-detection being triggered. If this occurs, set the iSCSI Target object's Session Reestablish Timeout to a lower value.  hba   Host Bus Adapter HBA instance to which to bind Select the HBA instance to which to bind this target instance.  chap CHAP CHAP entry to which to assign Select the CHAP entry to which to assign this target instance. iSCSI Target iSCSI Target  The iSCSI protocol is deprecated. Defines the configuration of the connection instance to a remote iSCSI target.  >network/iscsi-volume-obsolete iscsi-volume system iSCSI   summary Comments Brief summary for user annotation.  read-only off Read-Only Allow only file reads on this iSCSI Volume. Set the access permission to files on the storage volume. When set to "on", the access permission is read-only. When set to "off", the default value, the access permission is read-write.  directory ^[-_a-zA-Z0-9][-_a-zA-Z0-9.]{0,63}$ Directory Directory name Specify the subdirectory in the local: and logstore: directories where the files on the storage volume are available. Each application domain contains these subdirectories. These subdirectories are not shared across application domains. The name can be up to 64 characters long. The name cannot start with a period. The name can consist of uppercase letters, lowercase letters, numeric digits, dashes, underscores, and periods.  lun 0 255 LUN Logical Unit Number Specify the Logical Unit Number (LUN). Use an integer in the range of 0 through 255.  target iSCSI Target iSCSI target instance Select the iSCSI target instance to which to bind this iSCSI volume.     Initialize File System    Repair File System iSCSI Volume File system operations for iSCSI  The iSCSI protocol is deprecated. File system operations for iSCSI devices.   mpgw IDG   summary Comments Brief summary for user annotation.  username ^[^ ]+$ User Name Username to use for connecting to the server Specifies the account name used to access the remote server.  password   Password  Password (deprecated) Password to use for connecting to the server Specifies the password used to access the remote server.  password-alias Password Alias Password alias of the password to use for connecting to the server Specifies the password alias of the password used to access the remote server.  transactional off Transactional Acknowledges messages only if transaction was successful. Enables (on) or disables (off) transaction-based processing in which messages are acknowledged only after the transaction has succeeded. Transaction-based processing is disabled by default.  memory-threshold 10485760 1073741824 268435456 Memory Threshold Maximum memory size allowed for pending messages bytes Specifies the maximum memory allocation for pending messages. Enter a value in the range 1048576 - 1073741824 that specifies the maximum memory in bytes to allocate for pending messages. By default, the maximum memory allocation is set at 268435456.  maximum-message-size 0 1073741824 1048576 Maximum Message Size Maximum message size the DataPower Gateway sends to the remote server bytes Specifies the maximum message size that the DataPower Gateway supports over a connection to the remote server. Enter a value in the range 0 - 1073741824 that specifies the maximum message size in bytes. By default, the maximum message size is set at 1048576 bytes. You can use the special value, 0, to disable the enforcement of maximum message sizes.  default-message-type byte Default Message Type Default Message Type  Select the default message type. This property is used only when the message type cannot be determined from the message headers. On the transaction level, the DP_JMSMessageType header can change this setting.  total-connection-limit 1 64 Total Connection Limit Total number of connections limit  Specifies the maximum number of simultaneous open connections to the remote server. Session requests in excess of the total allowable number of sessions per connection trigger the establishment of a new connection to the remote server. The DataPower Gateway cannot establish a new connection unless the number of concurrent connections is less than the allowable total number of connections. For example, with values of 20 for sessions per connection, 5 for connection limit and 3 active fully-subscribed connections, then a new session request generates the establishment of a 4th connection.  sessions-per-connection 1 100 Maximum number of Sessions per Connection Maximum number of sessions per connection  Specifies the maximum number of concurrent multiplexed sessions supported by a single connection to the remote server. Enter a value in the range 1 - 65535. The default is 100. Session requests in excess of the value set by this property trigger the establishment of a new connection to the remote server. The DataPower Gateway cannot establish a new connection unless the number of concurrent connections is less than the allowable total number of connections. For example, with values of 20 for sessions per connection, 5 for connection limit and 3 active fully-subscribed connections, then a new session request generates the establishment of a 4th connection.  auto-retry on Automatic Retry Advanced recovery after critical error. Enables (on, the default state) or disables (off) an automatic critical error-recovery procedure that attempts to re-establish a connection that has been broken in response to an error condition.  retry-interval 1 1 Retry Interval Seconds to wait before retrying failing connections. seconds  If 
                                 Automatic Retry
                                is enabled (the default state), specifies the interval in seconds between connection re-establishment attempts.  ssl   SSLClientConfigType client Crypto Profile (deprecated) The cryoto profile is deprecated. Use a TLS client profile.  Identifies the client crypto profile to establish a secured (TLS-enabled) connection to the server. Without a crypto profile, the DataPower Gateway establishes a nonsecure connection (no TLS support) to the server. When defined for a WebSphere JMS Server, the cipher suite associated with the profile is replaced by an IBM default cipher suite (SSL_RSS_WITH_NULL_MD5).  enable-logging off Enable JMS-Specific Logging Enable JMS-specific logging Enables (on) or disables (off, the default state) an expanded JMS logging facility.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  xml-manager default XML Manager XML Manager Invisible dependency on default XML Manager.                   network/tibems-server tibems-server mpgw Tibco-EMS   loadbalance-faulttolerance Load Balancing/Fault-Tolerance Load Balancing/Fault-Tolerance  Defines a series of servers for load-balancing, each with an optional backup servers for fault-tolerance. For load-balancing, select the algorithm from the  Load Balancing Algorithm list on the  Main tab.  Note: The definition of any server for load-balancing or fault-tolerance overrides the value of the  TIBCO EMS Server Host property on the  Main tab.  hostname TIBCO EMS Server Host Host name or IP address  Specify the host name or IP address with the listening port of the server in the 
                                         host
                                        : 
                                         port
                                        format. Without the port specification, the default is port 7222.  Note: This property is a required property. However if this configuration defines load-balancing or fault-tolerance behavior on the  Load Balancing/Fault-Tolerance tab, this property is ignored.  connection-client-id TIBCO EMS Connection Client ID Connection Client identifier Specify the string to set as the TIBCO EMS Connection Client identifier.  load-balancing-algorithm none Load Balancing Algorithm Algorithm to balance the real servers. Select the algorithm to use to balance the real servers.      TIBCO EMS TIBCO EMS Server is responsible for messaging services for communicating applications by periodically monitoring/polling queues, by ensuring that sent messages are directed to the correct receive queue, or that messages are routed to another queue manager.  network/wasjms-server wasjms-server mpgw WebSphere-JMS   endpoint WebSphere JMS Endpoint WebSphere JMS Endpoint  Identifies the connection host, port, and protocol to use for the bootstrap process. A service integration bus (SIB) supports applications using message-based and service-oriented architectures. A bus is a group of interconnected servers and clusters that have been added as members of the bus. Applications connect to a bus at one of the messaging engines associated with its bus members. A messaging engine is a component, running inside a server, that manages messaging resources for a bus member. Applications are connected to a messaging engine when accessing a SIB. Applications (such as the JMS object) running outside the WebSphere environment cannot locate directly a suitable messaging engine to connect to the target bus. In such cases the remote clients or servers must access the bus through a bootstrap server that is a member of the target bus. A bootstrap server is an application server running the SIB process, but need not be running any message engines. Rather the bootstrap server selects a messaging engine that is running in an application server that supports the bootstrap protocol requested by the remote device. To connect to a messaging engine the remote application first connects to a bootstrap server. The bootstrap server selects a messaging engine and tells the client application to connect to that message engine to gain bus access. A bootstrap server uses a host name or IP address, a port number, and a bootstrap transport chain (which identifies the protocol stack offered by the bootstrap server) to define an endpoint address. The transport chain used for bootstrap access does not need to match the transport chain that is used for message exchange. You can add multiple nondefault bootstrap servers. For failover capability, the endpoints must be members of the same WebSphere Application Server cluster.  target-transport-chain InboundBasicMessaging WebSphere JMS Target Transport Chain WebSphere JMS Target Transport Chain  Identifies the predefined transport chain provided by the WebSphere Application Server, and used for message exchange between the application server and the WAS JMS object. This property takes one of the following values.  InboundBasicMessaging (The default) Specifies the predefined InboundBasicMessaging transport chain (JFAP-TCP/IP).  InboundHTTPMessaging Specifies the predefined InboundHTTPMessaging transport chain (tunnels JFAP using HTTP wrappers).  InboundHTTPSMessaging Specifies the predefined InboundHTTPSMessaging transport chain (tunnels JFAP using HTTPS wrappers).  InboundSecureMessaging Specifies the predefined InboundSecureMessaging transport chain (JFAP-SSL-TCP/IP). If you have access to the WebSphere Administrative Console, you can view transport chain information through the 
                                         Application Servers/serverName/Transport Chain
                                        menu. The transport chain used for message exchange need not match the chain used for bootstrap access.  messaging-bus WebSphere JMS Messaging Bus WebSphere JMS Messaging Bus  Identifies the Service Integration Bus (SIB) used to access the remote WebSphere Application Server. A bus supports applications using message-based and service-oriented architectures. A bus is a group of interconnected servers and clusters that have been added as members of the bus. Applications connect to a bus at one of the messaging engines associated with its bus members. If you have access to the WebSphere Administrative Console, you can view bus information, to include bus members and messaging engines, queues and topics, and the bus-specific default topic space through the 
                                         Service integration/Buses
                                        menu.  ssl-cipher     SSLClientConfigType proxy  SSLProfile    SSLClientConfigType client  SSLClient  WebSphere JMS TLS Cipher Specification WebSphere JMS TLS Cipher Specification Select the IBM cipher specification that the assigned client crypto profile uses when establishing a secure connection to the WebSphere Application Server. The selected specification replaces the cipher suite that is assigned in the TLS profile configuration. The selected cipher must be compatible with the protocol of the client crypto profile.  ssl-fips off     SSLClientConfigType proxy  SSLProfile    SSLClientConfigType client  SSLClient  FIPS compliant ciphers suite FIPS compliant ciphers suite  Forces (on) or makes optional (off, the default value) the use of IBM FIPS-compliant cipher specifications. Setting this property to on prevents the usage of non-FIPS compliant cipher specifications, and requires the use of one of the following cipher specifications.  TLS_RSA_WITH_AES_128_CBC_SHA TLS_RSA_WITH_AES_256_CBC_SHA TLS_RSA_WITH_AES_128_CBC_SHA256 TLS_RSA_WITH_AES_256_CBC_SHA256           TLS WebSphere JMS WebSphere JMS is responsible for messaging services for communicating applications by periodically monitoring/polling queues, by ensuring that sent messages are directed to the correct receive queue, or that messages are routed to another queue manager.  json/json-settings json-settings configuration IDG   summary Comments Brief summary for user annotation Brief summary for user annotation.  max-nesting-depth 64 256 64 Maximum nesting depth Maximum number of levels to nest label-value pairs. levels The maximum nesting depth provides threat protection by limiting the number of nested label-value pairs allowed in the JSON message. Enter a value in the range 64 - 256. The default value is 64.  max-label-string-length 256 8192 256 Maximum label length Maximum length of the label portion of label-value pairs. bytes The maximum label length limits the number of bytes in the label portion of the JSON label-value pair. The length includes any white space that is contained between quotation marks. Enter a value in the range 256 - 8192. The default value is 256.  max-value-string-length 8192 5368709121 8192 Maximum value length for strings Maximum number of bytes for string values of label-value pairs. bytes The maximum value length limits the number of bytes in the value portion of a label-value pair when the value is a string. The length includes any white space that is contained between quotation marks. Enter a value in the range 8192 - 5368709121. The default value is 8192.  max-number-length 128 256 128 Maximum value length for numbers Maximum number of bytes for number values of label-value pairs. bytes The maximum number length limits the number of bytes in the value portion of a label-value pair when the value is a number. The number must be a contiguous string of bytes that contain no white space. The number can include a minus sign and a positive or negative exponent. Enter a value in the range 128 - 256. The default value is 128.  max-document-size 4194304 5368709121 4194304 Maximum document size Maximum size of the JSON message in bytes. bytes The maximum document size provides threat protection by limiting the number of bytes in the body of the JSON message. If the message is converted to JSONx, the maximum document size specifies the size before conversion to JSONx. Note that the document size of the JSON message and the size of the JSONx equivalent might differ. Enter a value in the range 4194304 - 5368709121. The default value is 4194304.     General     Label-Value pairs    Threat Protection Main JSON Settings JSON Settings The JSON settings specify constraints for parsing JSON messages. JSON settings work in conjunction with the parser limits specified in the XML Manager. The more restrictive limits apply.  network/kafka-cluster kafka-cluster mpgw IDG   summary Comments Brief summary for user annotation.  protocol plaintext Protocol Transport protocol for the Kafka bootstrap connection Indicates the transport protocol for the Kafka bootstrap connection. The selected protocol is used for the exchange of information between the Kafka server and the bootstrap server.  endpoint Kafka endpoint Endpoint for the bootstrap process Identifies the endpoint for the bootstrap process. A bootstrap server uses a host name or IP address and a port to define an endpoint address. You can add multiple nondefault bootstrap servers. For failover capability, the endpoints must be members of the same cluster.  sasl-mechanism plain    Protocol sasl_plaintext  Protocol sasl_ssl    Protocol plaintext  Protocol ssl SASL mechanism Simple Authentication and Security Layer mechanism to communicate with the Kafka cluster Sets the Simple Authentication and Security Layer (SASL) mechanism to communicate with the Kafka cluster. The default value is plaintext.  username ^[^ ]+$    Protocol sasl_plaintext  Protocol sasl_ssl    Protocol plaintext  Protocol ssl User name Account name to access the Kafka cluster Specifies the account name to access the Kafka cluster.  password-alias    Protocol sasl_plaintext  Protocol sasl_ssl    Protocol plaintext  Protocol ssl Password alias Password alias of the password to access the Kafka cluster Specifies the password alias of the password to access the Kafka cluster.  autocommit on Autocommit Whether to commit offsets at the defined interval or at process-completion Indicates whether to commit offsets at the defined interval or at process-completion. 
                              When enabled, commits offsets at the defined interval. The default interval is 5 seconds. To change the interval, set the 
                                 auto.commit.interval.ms
                                property. When disabled, commits offsets at process-completion. You can use the batch size setting for the Kafka handle to define the number of messages to attempt to receive from the consumer.  ssl-client    Protocol ssl  Protocol sasl_ssl    Protocol plaintext  Protocol sasl_plaintext TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  memory-threshold 10485760 1073741824 268435456 Memory threshold maximum memory allocation for pending messages bytes Specifies the maximum memory to allocate in bytes. Enter a value in the range 1048576 - 1073741824. The default value is 268435456.  maximum-message-size 0 1073741824 1048576 Maximum message size maximum message size for the Kafka cluster bytes Specifies the maximum message size in bytes Enter a value in the range 0 - 1073741824. The default value is 1048576. A value of 0 disables the enforcement of a maximum message size.  total-connection-limit 2 2048 Total connection limit Total connection limit Total connection limit  auto-retry on Automatic retry Automatic error-recovery procedure for the connection with the Kafka cluster Controls the automatic error-recovery procedure that attempts to re-establish a connection that was broken in response to an error condition.  retry-interval 1 10 Retry interval Interval between attempts to re-establish a connection with the Kafka cluster seconds When automatic error-recovery is enabled, the interval in seconds between attempts to re-establish a downed connection. Enter a value in the range 1 - 65535. The default value is 10.  property Properties Additional property for the connection to the Kafka server Defines the additional properties to configure the connection to the Kafka server. Use this property for each additional property that is required. Some properties are unsupported and will cause a configuration failure.                  Threat protection    Connection retry   Additional properties Advanced Kafka Cluster Define a Kafka cluster that is responsible for the messaging services A Kafka cluster is responsible for the messaging services. The Kafka cluster periodically monitors and polls topics. The Kafka cluster ensures that sent messages are directed to the correct response topic or are routed to another server.  system/language language system Language   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration. Language Manage available languages. The available languages. Before the appliance can support a language, its administrative state must be enabled. When a language is enable, you can set it as the system locale in the System Settings configuration. When multiple languages are enabled, browsers that connect to the appliance can view the interface in an enabled language.  access/ldap-connection-pool ldap-connection-pool configuration IDG   summary Comments Brief summary for user annotation Brief summary for user annotation.  idle-timeout 1 86400 120 Idle Timeout Timeout in seconds for idle LDAP connections seconds Indicates the length of time that an LDAP connection can remain idle in the LDAP connection pool before the connection is removed from the connection pool. Enter a value in the range 1-86400. The default value is 120.  max-pool-size 1 2000 35 Maximum Pool Size The maximum number of LDAP connections for a server:port:BindDN combination Indicates the maximum number of LDAP connections that can exist for a server:port:BindDN combination in an LDAP connection pool. Enter a value in the range 1-2000. The default value is 35.  reject-on-pool-limit off Reject on Pool Limit Whether to reject an incoming LDAP connection when pool limit is reached Determines whether to reject an incoming LDAP request when the LDAP connection pool reaches the maximum pool size for a server:port:BindDN combination.        General Main LDAP Connection Pool LDAP Connection Pool The LDAP Connection Pool settings specify the LDAP connection pool to use.   llm IDG  Policy   llm IDG Route  network/loadbalancer-group loadbalancer-group load-balancer   summary Comments Contains a brief summary for user annotation.  algorithm round-robin Algorithm Algorithm to balance the real servers. Select the algorithm to use to balance the real servers.  retrieve-wlm-info off Retrieve Workload Management Information Retrieve Workload Management Information Use this setting to control whether this Load Balancer Group has membership and weight information automatically retrieved from the work load management repository WebSphere Cell. When disabled, the static configuration is used.  wlm-type use-websphere   RetrieveInfo off Workload Management Retrieval Workload Management Retrieval Contains the back end work load management repository selection type. Select 'WebSphere Cell' if your back-end is a WebSphere Application Server (WAS) Network Deployment (ND) or WAS Virtual Enterprise (VE).  websphere-cell    RetrieveInfo off  WLMRetrieval use-websphere WebSphere Cell WebSphere Cell If you selected 'WebSphere Cell' for Workload Management Retrieval, you need to select a WebSphere Cell object that retrieves this information. If no objects are available in the pull down, you must create one.  wlm-group   RetrieveInfo off Workload Management Group Name Workload Management Group Name The Workload Management Group Name is used to define a group. In a WebSphere Application Server environment, the back end group is a cluster name. Once specified, the Load Balancer Group will be populated with the members and weights retrieved from the back end.  wlm-transport http    RetrieveInfo off  WLMRetrieval use-websphere Protocol Protocol used for this Load Balancer Group Specify either HTTP or HTTPS for the Load Balancer Group protocol. This protocol is used to forward traffic between the DataPower Gateway and the members of the Load Balancer Group.  damp 1 86400 120 Damp Time Timeout for down server Seconds When a real server is observed to be non-functioning, it is temporarily disabled. When the damp time has elapsed, it is re-enabled. Allowable values are in the range 1 - 86400.  giveup-when-all-members-down off Do not Bypass Down State Block Connection Attempt When All Members Are Down During normal operation, when all members of the load-balancing group are down and a new request for that group is made, the first member of the group is automatically selected. If this property is turned on, no attempt will be made to connect under these circumstances.  server Members Group Membership  try-every-server off Try Every Server Before Failing Try Every Server In Group Before Failing This property applies only when none of the group members are in the "up" state. If this value is set, every server in the group is tried before failing the connection attempt. It is a "last best-effort" attempt.  health-check Health Checks Periodically Executed Health Check The members of a Load Balancer Group can be periodically polled to verify the health of the server. If the server is found to be unresponsive, it is removed from the list of actively available servers until the unresponsive server passes a health check.  masquerade off Masquerade As Group Name If you set this value, the host name presented to the server will be the name of the group instead of the name of the member being used for that specific transaction.  appl-routing off    RetrieveInfo off  WLMRetrieval use-websphere Enable Application Routing Enables application routing with a WebSphere Cluster  If set to on, the load balancer group will route to the back end cluster depending on the following conditions.  the application for which this request is targeted the application status on the back end servers Application Routing is required for Application Edition (group or atomic) rollout. If you need Application Edition support, set the Update Type to Subscribe in the WebSphere Cell object.  session-affinity Session Affinity Session Affinity Session affinity allows applications to maintain sessions with clients.  monitored-cookie    AffinityWLMOverride off  AffinityMode activeConditional Monitored Cookies Monitored Cookies The DataPower Gateway enforces session affinity when the application server attempts to establish session affinity using one of these cookie names.   Health    Session Affinity Load Balancer Group Configure the members of a virtual group  The DataPower device distributes traffic to members of a Load Balancer Group. These are back end servers and not additional DataPower devices. A Load Balancer Group lists members of a virtual server group and sets the algorithm for balancing them. Periodic health checks can be performed. Load Balancers may also be used to provide redundant LDAP server access. When created, a DataPower service can use a Load Balancer Group by associating it with an XML manager that is associated with this service. The back end destination URL is set to the name of the Load Balancer Group (example: "BackEndServers").  logging/category logging category logging   summary Comments Brief summary for user annotation.  user Type Log Category Type Type of Log Category    Log Category Configuration of custom log categories Allows for the configuration of custom log categories  networkhsm/luna luna system IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  host Host Enter the IP address or host name of the Luna HSM. The IP address or host name of the Luna HSM to store RSA keys.  server-cert  cert Encryption certificate Specify the certificate of the Luna HSM. The public key that DataPower Gateway uses to encrypt the data it sends to the Luna HSM.  option none Security option Select the security options for the Luna HSM connect. The security option for Luna HSM connection.  ott ^config:/{0,3}([^/]+)|local:/{0,3}([^/].*)   SecurityOption htl   SecurityOption htl One-time token Specify the location of the one-time token file. The location of the one-time token file. The token is required when you use host trust link (HTL) to provide an extra verification layer to secure the connection between the DataPower Gateway and the Luna HSM.               SafeNet Luna HSM SafeNet Luna Network HSM You can use a network-attached SafeNet Luna Network HSM appliance as the HSM to provide secure storage for RSA keys and accelerate RSA operations remotely. The configuration of the Luna HSM sets up the connection between the DataPower Gateway and the Luna HSM.  networkhsm/luna-ha-group luna-ha-group configuration IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  group 1 32 ^[^ ]+$ Label Specifies the label that identifies the HA group on Luna HSM. The HA group appears as one single logical partition that is identified by the label on the Luna HSM. The minimum length of the label is one character. The maximum length is 32 characters. The group name must be unique across domains.  member Members Specify the members for HA group An HA group member is an HSM partition that the DataPower Gateway can access. The first member is the primary member. The Luna HSM balances cryptographic requests from DataPower Gateway across the members in the HA group.  standby Standby members Specify the standby HSM partition. Standby members are not active for load balancing until all non-standby members fail. You must add the HSM partition as a member of the HA group before you can specify the partition as standby.        SafeNet Luna HSM HA Group An HA group on the SafeNet Luna Network HSM appliance allows you to define multiple Luna HSM partitions as a group for load balancing and failover.  networkhsm/luna-ha-settings luna-ha-settings system IDG   recovery-mode activeBasic Recovery mode The HA recovery mode Sets the HA recovery mode.  recovery-count -1 500 0 Recovery count The maximum number of recovery attempts for failed members Sets the number of recovery attempts for failed members in the Luna HA group. Enter a value in the range 0 - 500. The default value of 0 disables automatic recovery.  recovery-interval 60 1200 60 Recovery interval The interval between recovery attempts seconds Sets the interval in seconds between recovery attempts for failed members in the Luna HSM HA group. Enter a value in the range 60 - 1200. The default value is 60. SafeNet Luna HSM HA Settings Defines the high availability (HA) settings for the SafeNet Luna Network HSM HA group.  networkhsm/luna-partition luna-partition configuration IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  partition 1 32 ^[^ ]+$ Partition name Enter the partition name. Specifies the name of the partition that is assigned to the DataPower Gateway for key storage. The name identifies the partition on the Luna HSM. The minimum length of the name is 1 character. The maximum length is 32 characters.  serial 9 16 Partition serial Enter the serial number. Specifies the serial number of the Luna HSM partition.  password-alias Password alias Select the alias of the password required to access the partition. Specifies the alias of the cleartext password that is required to access the partition.  login-role co Login role The operator role to access the partition. Specifies the operator role to access the partition.        SafeNet Luna HSM Partition The SafeNet Luna Network HSM appliance stores the RSA keys in independent partitions. The configuration of the Luna HSM partition specifies the partition that the DataPower Gateway accesses in the Luna HSM.  xml/matching matching matching IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  match Rules Manage the rules in the matching rule. The rules in the matching rule.  match-with-pcre off Match with PCRE Control whether the evaluation uses shell style expressions or PCREs. Whether the evaluation uses shell style expressions or PCREs. This setting does not apply to XPath or HTTP method evaluations.  combine-with-or off Combine with Boolean OR Control whether to use Boolean OR or AND semantics during evaluation.  Whether to use Boolean OR or AND operations during evaluation.  When enabled, combine with OR semantics. Only one match must evaluate to true for success. When disabled, combine with AND semantics. All matches must evaluate to true for success.       Main Matching Rule Manage a matching rule   mpgw IDG   summary Comments Brief summary for user annotation   policy/mcf-customrule mcf-customrule mpgw IDG   rulename Rule The name of the processing rule to invoke to retrieve the value.  value Value The value to match  Enter the value to match against the value that is retrieved from the named processing rule. Enter either a string that must match the outcome of the rule or enter an asterisk (*) to match any value. When the value is a string, an identical literal string comparison result is a match. When the value is an asterisk, any value other than NULL or an empty string results in a match. Custom Rule Message Content Filter Filter based on a user created custom rule A custom message content filter calls a processing rule to retrieve a specified value. The filter value is matched to the contents of variable 'var://context/policy/mcf/RULE-NAME'  policy/mcf-httpheader mcf-httpheader mpgw IDG   location HTTP Header Name Designate the name of the http header to retrieve the value for comparison.  value Header Value The value used for comparison for a HTTP header value match. HTTP Header Message Content Filter Filter based on HTTP header Filter based on HTTP header. A specific header value is used to match the request message.  policy/mcf-httpmethod mcf-httpmethod mpgw IDG   value HTTP Method Designate an HTTP method to specify as a service provider matching criteria. HTTP Method Message Content Filter Filter based on the HTTP method Filter based on the HTTP method. The filter value is matched to the HTTP method in the request message.  policy/mcf-httpurl mcf-httpurl mpgw IDG   value URL Match Designate an expression to use to detect a URL match. HTTP URL Message Content Filter Filter based on the request URL Filter based on the request URL. The filter value is matched to the request URL.  policy/mcf-xpath mcf-xpath mpgw IDG   location XPath Expression Designate the XPath used to retrieve the value for comparison.  value XPath Value The value used for comparison for a XPath value match. XPath Message Content Filter Filter based on specific data in the message Filter based on specific data in the message. An XPath expression defines a data element to be matched in the request message. Message Content Filter Base Object Type  policy/mcfilters mcfilters webservice IDG   summary Comments Brief summary for user annotation  filter Message Content Filter Message content filters objects reference by the group Defines the group of message content filter objects.  mcfilter Message Content Filter Message content filters in the group Defines the group of message content filters.     MCF 1.2   MCF 1.1 Message Content Filters Manage a group of message content filters A Message Content Filters is a group of HTTP header-based and XPath-based filters. 
                      For HTTP header-based filters, the filter succeeds when the name and value of an HTTP header field match. For XPath-based filters, the filter succeeds when a document matches the element structure and content of the XPath expression and value.   configuration IDG   monitor/monitor-action monitor-action monitors IDG   summary Comments Brief summary for user annotation.  type notify Type Action (Control procedure) Select the action to take The default is notify.  log-priority debug Log priority Log message priority Specify the priority of the log message that is generated when a monitored message type exceeds a threshold value.  block-interval 0   Type notify Block interval The amount of time a monitor stays triggered ms Specify an optional interval during which an over-threshold message type is denied service. Meaningful only when the message is rejected due to policy or shaping queue overflow. This value is the duration of service denial in milliseconds. The default value is 0, indicates that over-threshold messages are dropped but no service denial penalty is imposed. Message Filter Action Defines the administrative action to take A message filter action defines the administrative action to take. Filters can be cautionary or stringent.  monitor/message-matching message-matching messages IDG   summary Comments Brief summary for user annotation.  ip IP Addresses Included address range Use an IP network address and prefix length to define a contiguous range of IP addresses included in this traffic definition (for example, 10.10.100.0/28 specifies IP addresses 10.10.100.0 through 10.10.100.15, and 10.10.100.19/32 specifies a single host address).  ip-exclude Excluded IP Addresses Excluded address range Use an IP network address and prefix length to define a contiguous range of IP addresses excluded from this traffic definition (for example, 10.10.100.0/28 specifies IP addresses 10.10.100.0 through 10.10.100.15, and 10.10.100.19/32 specifies a single host address).  method any HTTP Method HTTP method Select the HTTP method included in this traffic definition. The default value is any, which indicates that HTTP method is not a match criteria.  http-header HTTP Headers Included HTTP header field/values Click this tab to add match criteria for inclusive HTTP header fields to the traffic definition. The field with its corresponding value must appear in the HTTP header of the message to qualify for inclusion.  http-header-exclude Excluded HTTP Headers Excluded HTTP header field/values Click this tab to add match criteria for exclusive HTTP header field to the traffic definition. The field with its corresponding value cannot appear in the HTTP header of the message to qualify for exclusion.  request-url Request URL Included URL set Provide a literal or wildcard expression to define a URL set included in this traffic definition. The following wildcard characters are available when defining the URL set. 
                                       asterisk (*) Matches 0 or more occurrences of any character  question mark (?) Matches one occurrence of any single character  brackets ( [ ] ) Defines a character or numeric range. For example, [1-5] matches 1, 2, 3, 4, or 5, while xs[dl] matches xsd or xsl. Message Matching  Message Matching determines what messages will be monitored by any monitor that uses the Message Matching object. It is a definition of the traffic flow that is monitored. To capture all messages, set the HTTP Method field to 'any' and leave all other fields blank.   monitors IDG   summary Comments Brief summary for user annotation. A Message Monitor observes traffic that is incuded by the Message Type definition (which in turn is a collection of Message Matching objects). The Monitor measures only that traffic selected by the Measure field. On the Filters page, traffic which meets the filter criteria causes the Monitor to take the corresponding action (which is defined by a Message Filter Type object).  message-type Message Type Message type Select the message type monitored by this message-count monitor.   monitor/monitor-count monitor-count monitors IDG   measure requests Measure Increment methods Select the action that advances the counter. The default is Requests.  source all Source Aggregate/disaggregate IP addresses Select how monitoring is applied to IP addresses. This setting is meaningful only if an associated traffic definition contains and inclusive or exclusive IP address criterion. The default is All.  header X-Client-IP   source ip-from-header Header The name of the header to extract IP address The name of the HTTP header to read to determine the value of the source IP address.  filter Thresholds/Filters Click this tab to define a message-count monitor threshold and assign an action (Message Filter Action) that is taken when the threshold is reached.  distinct-sources 10000   Source each-ip ip-from-header Maximum Distinct Sources When utilizing the each-ip aggregate addressing policy the system organizes the counts per address by the addresses most recently used. When too many distinct counts have been observed, the Addresses not seen in the longest time are discarded. This parameter specifies how many distinct addresses are tracked. Message Count Monitor On-Line Help for Message-Count Monitors  monitor/monitor-duration monitor-duration monitors IDG   measure messages Measure Transaction cycle Select which portion of the transaction cycle to monitor. The default is Messages.  filter Thresholds/Filters Click this tab to define a message-duration monitor threshold and assign an action taken when the threshold is reached. Message Duration Monitor On-Line Help for Message-Duration Monitors. Duration Monitors observe the duration, or amount of time, taken to process submissions.  monitor/message-type message-type messages IDG   summary Comments Brief summary for user annotation.  message-matching Message Matchings A list of traffic definitions assigned to this message type Use the values list (a list of traffic definitions), in conjunction with the Add and Delete buttons, to add one or more traffic definitions to this message type. Click the + button to create a new traffic definition (Message Matching object). Select an object and click ... to edit it. Message Type On-Line Help for Message Types  config/mpgw-erroraction mpgw-error-action mpgw IDG   summary Comments Brief summary for user annotation.  type static Mode Error handling mode Select which mode to handle the errors and generate the responses. The default mode is "Static (Local)".  remote-url   Type redirect proxy    "NONE"  http https Remote URL Remote error page URL Specify the URL of the remote error page.  local-url   Type static    local store Local page location Local error page URL Specify the URL of the local error page.  rule   Type error-rule   Error Rule Processing rule for errors Specify the custom error rule that the appliance runs to handle errors.  status-code 100 999   Type proxy static Response Code HTTP status code Specify the HTTP status code that the appliance returns to the client. Enter a value in the range 0 - 999.  reason-phrase   Type proxy static Reason Phrase HTTP reason phrase Specify the HTTP reason phrase that the appliance returns to the client. For a proxy mode, the specified reason phrase overrides the fetched value.  header-inject   Type proxy static HTTP Header Injection HTTP header to be injected Specify the name and the value for the HTTP header that the appliance injects. Multi-Protocol Gateway Error Action Multi-Protocol Gateway Error Action Define how the Multi-Protocol gateway handles errors and generates error responses to the client.  config/mpgw-errorpolicy mpgw-error-handling mpgw IDG   summary Comments Brief summary for user annotation  match Policy Maps A list of matching rules and error actions The policy maps contain a list of error response action rules and their corresponding matching rules. When the policy evaluates the matching rules and finds a match, it runs the corresponding error response action. The policy runs the first error response action with a successful match.     Main Multi-Protocol Gateway Error Policy Multi-Protocol Gateway Error Policy Configured action to generate error responses for web requests A Multi-Protocol gateway error policy consists of one or more error actions. A service runs an error action depending on whether or not a corresponding matching rule selects the action for processing. A service can have one policy active at a time. When an error occurs in the Multi-Protocol Gateway from an HTTP or HTTPS request flow and no precedent error handler handles the error, the service calls the error policy.  mq/qmgr qmgr system IMQA   summary MQ Queue Manager MQ Queue Manager   mq/webadmin system IMQA   summary MQ Web Administration MQ Web Administration Access Policy Resource   mq/mftwebadmin system IMQA   summary MQ MFT Web Administration MQ MFT Web Administration Access Policy Resource    configuration IDG     IDG                    IDG                                                      mq-qm IDG   network/idg-mq-qm idg-mq-qm mq-qm MQ   summary Comments Brief summary for user annotation.  hostname Host name Host name or IP address with port  Specify the host name or IP address with the listening port of the IBM MQ server where the queue manager is running. If you do not specify the port, the default is 1414. The value depends on IP family.  For IPv4 
                                                      hostname:port -- For example, server1:1414 hostname(port) -- For example, server1(1414) hostname -- For example, server1 address:port -- For example, 10.10.1.2:1414 address(port) -- For example, 10.10.1.2(1414) address -- For example, 10.10.1.2 For IPv6 
                                                      hostname:port -- For example, server1:1414 hostname(port) -- For example, server1(1414) hostname -- For example, server1 [address]:port -- For example, [2202::148:248]:1414 address(port) -- For example, 2202::148:248(1414) address -- For example, 2202::148:248  queue-manager Queue manager name Name of queue manager Specify the name of the queue manager when the queue manager is not the default on the identified host.  ccsid 819 Coded character set ID Coded character set identifier (CCSID) Specify the CCSID to present to the queue manager when the DataPower Gateway connects to it. This setting has the same effect as setting the MQCCSID environment variable for an IBM MQ client. Refer to the IBM MQ Knowledge Center for more information and a list of specific CCSID values. Unless necessary, use the default value.  channel-name 20 SYSTEM.DEF.SVRCONN Channel name Name of channel connection Specify the name of the channel to use as an alternative to the default SYSTEM.DEF.SVRCONN.  mqcsp-userid 1024 ^[^ ]+$   CSPPassword  MQCSP user ID User ID value of the MQCSP connection security parameter  Specify the user ID value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the local queue manager. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, the DataPower Gateway connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the queue manager is not up.  mqcsp-password 1024   CSPPassword  MQCSP password (deprecated) Password value of the MQCSP connection security parameter  Specify the password value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the IBM MQ Queue Manager configuration. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, DataPower connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the local queue manager is not up.  mqcsp-password-alias 127    CSPUserId   CSPPassword  MQCSP password alias Password alias of the password value of the MQCSP connection security parameter  Specify the password alias of the password value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the IBM MQ Queue Manager configuration. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, DataPower connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the queue manager is not up.  heartbeat 0 999999 300 Channel heartbeat Time between heartbeat flows seconds Specify the approximate time in seconds between heartbeat flows on a channel when waiting for a message on a queue. Enter a value in the range 0 - 999999. If 0, there will not be heartbeat flows exchanged when waiting for a message on the channel. This property does not set the heartbeat on the channel. Instead, it is used to negotiate the heartbeat value with the channel. The greater of the two values is used.  maximum-message-size 1024 104857600 1048576 Maximum message size Maximum size of messages to accept bytes Specify the maximum size in bytes of allowed messages. Use a value that is equal to or greater than the MaxMsgLength attribute of the channel and of the queue on the IBM MQ server. Messages that are bigger than this size are rejected. Enter a value in the range 1024 - 104857600.  cache-timeout 0 60 Cache timeout Maximum period to retain a dynamic connection in the connection cache seconds  Specify the number of seconds that the DataPower Gateway retains (keeps alive) a dynamic connection in the connection cache. Enter a value in the range 0 - 65535. The default value is 60. Enter 0 to disable the timer. Use a value that is greater than the negotiated heartbeat interval but less than the keep alive interval.  The negotiated heartbeat interval is between the DataPower Gateway and the IBM MQ server. The channel heartbeat defines the starting value for the negotiation. The keep alive (timeout) interval is on the IBM MQ server. The 
                                                     KAINT
                                                    attribute on the IBM MQ server defines the timeout value for a channel. Not all channels have a defined, explicit keep alive interval on the IBM MQ server. Some queue managers use an automatic timeout setting when the 
                                                     KAINT
                                                    attribute set to 
                                                     AUTO
                                                    . In these cases, the keep alive interval is the negotiated heartbeat interval plus 60 seconds. When an inactive connection reaches this threshold, the DataPower Gateway removes that dynamic connection from the cache. When the cache no longer contains dynamic connections, the DataPower Gateway deletes the dynamic queue manager. Without a dynamic queue manager, there is no connection with the IBM MQ server. The cache timeout value is the only way to configure a timeout value from the DataPower Gateway to the IBM MQ server. No other configuration setting on the DataPower Gateway can time out an IBM MQ connection.  units-of-work 0 1 0 Units-of-work Whether to use units-of-work  When set to 0, the default value, the DataPower Gateway gets and puts messages with no provision for rollback. Either the operation succeeds or not. Undeliverable messages are silently discarded, which leaves higher level protocols with the responsibility to detect and retransmit lost packets When set to 1, the DataPower Gateway uses syncpoints. A syncpoint commits and rolls back each IBM MQ message, not the entire transaction. When specified, the DataPower Gateway does not remove the message that it gets from a queue until it completes its transaction using that message (such as placing the message on a server queue for processing). If the transaction fails and the message is left available on the queue, the DataPower Gateway can attempt to get the message and process it again.  automatic-backout off   UnitsOfWork 1 Automatic backout Enables automatic routing of undeliverable messages  Use the radio buttons to enable (on) or disable (off) the automatic backout of poison messages. A poison message is any message that the receiving application does not know how to process. Usually an application rolls back the get of this message, which leaves the message on the input queue. However, the backout count ( 
                                                 MQMD.Backoutcount
                                                ) is incremented. As the queue manager continues to re-get the message, the backout count continues to increase. When the backout count exceeds the backout threshold, the queue manager moves the message to the backout queue. If disabled, the poison message remains on the get queue and continues to be reprocessed by the DataPower Gateway until the queue manager that manages the get queue removes it or the DataPower Gateway reroutes the offending message. The message could be rerouted by a custom stylesheet in the request rule.  backout-threshold 1    UnitsOfWork 1  AutomaticBackout on Backout threshold Number of processing attempts  Specify the total number of processing attempts. After this number of processing attempts fails, the following actions occur.  The poison message is moved to the backout queue. The unit of work that contains this message is committed. Enter a value that is equal to or greater than 1.  backout-queue 48    UnitsOfWork 1  AutomaticBackout on Backout queue name Queue for undeliverable messages Specify the queue to contains messages that exceeded the backout threshold. This queue must be managed by the same IBM MQ Queue Manager as the defined GET queue. The backout queue, typically SYSTEM.DEAD.LETTER.QUEUE contains messages that cannot be processed or delivered.  total-connection-limit 1 10000 250 Total connection limit Total number of TCP connections Specify the total number of open TCP connections to allow. Enter a value in the range 1 - 10000. The default value is 250.  initial-connections 0 10000 1 Initial connections Number of preallocated TCP connections Specify the number of TCP connections to open immediately with the IBM MQ server. Enter a value in the range 0 - 10000. The default value is 1.  sharing-conversations 1 5000 1 Sharing conversations Maximum number of conversations to share in a TCP connection Specify the maximum number of conversations to share a single TCP/IP connection. Enter a value in the range 1 - 5000. The default value is 1.  ssl-key  cert sharedcert TLS key repository File name of the key database  Specify the location of the key database file in which keys and certificates are stored. Use this property with the TLS Cipher property to enable TLS communication when the TLS artifacts were created with IBM Global Security Kit (GSKit).  Note: To integrate with IBM MQ for z/OS, do not use these properties. Use the TLS Client Profile property. Each key database file has an associated stash file. The stash file holds encrypted passwords that allow programmatic access to the key database. The stash file must reside in the same directory as the key database file, have the same file name as the key database file, and have the 
                                                 .sth
                                                file extension. For example, if the key database file is 
                                                 MQkeys.pem
                                                or 
                                                 MQkeys.kidb
                                                , the stash file must be 
                                                 MQkeys.sth
                                                . If these file are not on the DataPower Gateway, upload or fetch them.  permit-insecure-servers off   SSLkey  Permit insecure connections Permit connections to insecure TLS servers when TLS key repository is used When using the TLS key repository, specifies whether to permit connections to IBM MQ servers that do not support RFC 5746. Such servers are vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. The default is off which means reject insecure connections during the TLS handshake.  ssl-cipher TLS cipher specification Cipher suite  Select the cipher suite for TLS communication when using a TLS key repository. The cipher suite must match the ciphers in use by the remote queue manager. Use this property with the TLS key repository property to enable TLS communication when the TLS artifacts were created with IBM Global Security Kit (GSKit).  Note: To integrate with IBM MQ for z/OS, do not use these properties. Use the TLS client profile.  ssl-cert-label 64 TLS certificate label Unique identifier of the certificate in the key database file Specify the unique identifier of the certificate in the key database file.  auto-recovery off Auto recovery mode Advanced recovery after critical error.  convert on Convert input Enable conversion of the incoming message to the default CCSI  Indicates whether the queue manager can convert input messages to a different CCSI (Coded Character Set Identifier) than the one in the incoming message. This conversion is done by the remote queue manager, not the DataPower Gateway. Click  off to disable automatic conversion of incoming messages to the CCSI established for this queue manager.  auto-retry on Automatic retry Advanced recovery after critical error  Define whether to attempt to reconnect to remote server after a connection failure. When enabled, the DataPower Gateway automatically attempt to reconnect to the remote host. This is on by default. This setting does not affect attempts to put or get messages over an established connection.  retry-interval 1 10   AutoRetry on Retry interval Specify the time interval in seconds between attempts to retry the failed connections to a remote host. seconds  Specify the time interval in seconds between attempts to retry the failed connections to a remote host. The default value is 10. This setting does not affect attempts to put or get messages over an established connection.  retry-attempts 0 6   AutoRetry on Retry attempts The number of attempts to retry the failed connections attempts  Specify the number of attempts to retry the failed connections. After the number of attempts is reached, the long interval is used. The default value is 6. When 0, the long retry interval is not used. The retry interval is used forever.  long-retry-interval 1 600   AutoRetry on Long retry interval Long retry interval before retrying the failed connections seconds  Specify the retry interval to use after the number of retry attempts is reached. The default value is 600. The long retry interval must be greater than the retry interval, or it will take no effect.  reporting-interval 1 10   AutoRetry on Reporting interval Log a connection failure as an error at this interval seconds Specify the number of seconds between the creations of log messages at the error level when failed connections are retried. This setting filters the generation of identical error messages to IBM MQ logging targets. The default value is 10.  alternate-user on Alternate user Enables ALTERNATE_USER_AUTHORITY flag  Determines whether to use the 
                                                 MQOD.AlternateUserId
                                                as the value of the  User name property. When enabled (on), uses 
                                                 MQOD.AlternateUserId
                                                . When disabled, uses 
                                                 MQMD.UserIdentifier
                                                .  local-address ^[^ ]+([(][1-9][0-9]*(,[0-9]+)?[)])?$ Local address Local address for channel  Specify the local address for outbound connections to a specific local interface and port. Supported formats are 1.1.1.1 or 1.1.1.1(1) or just (1) to tell TCP to bind to port 1 and for a range of ports use (1,10) or 1.1.1.1(1,10).  Note: If the port is set, the range must be greater than the total number of allowed connections.  polling-tolerance 10 300 10 Added polling tolerance The extra network tolerance time that is added to the polling interval of MQGET call seconds  Adds the extra network tolerance time to the polling interval of IBM MQ MQGET call  Note: Big tolerance value might impact performance if the transaction is hold to wait MQGET reply from IBM MQ server.  xml-manager default XML manager XML manager Select an XML Manager.  ssl-client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.      Summary             General configuration      Units-of-work and backout Main       Open connections       Retry behavior    Conversation sharing       Security Secure communication with the remote queue manager in one of two ways. If both, TLS client profile takes precedence. 
                                              With a TLS client profile: Specify the TLS client profile. Must use this method for IBM MQ for z/OS. With artifacts from GSKit: Specify the TLS key repository, cipher specification, and certificate label. Connections    CCSI     MQCSP IBM MQ v9+ Queue Manager In IBM MQ, distributed send and receive queues are managed by a component called a queue manager. The queue manager provides messaging services for communicating applications by periodically monitoring/polling queues, by ensuring that sent messages are directed to the correct receive queue, or that messages are routed to another queue manager. This queue manager object corresponds to a queue manager that is running on an IBM MQ server in your network. These properties enable communication between the DataPower Gateway and the queue manager on the remote IBM MQ server.  network/idg-mq-qm-group idg-mq-qm-group mq-qm MQ   summary Comments Brief summary for user annotation.  primary Primary queue manager The queue manager to serve as the primary queue manager Specify the queue manager to serve as the primary queue manager for this group. All connections for this group go to the designated queue manager. If the primary queue manager becomes unavailable, a backup queue manager is selected.  backup Backup queue managers The queue managers to serve as backup queue managers Specify one or more queue managers to provide redundancy if the primary queue manager becomes unavailable. IBM MQ v9+ Queue Manager Group Configuration of an IBM MQ v9+ queue manager group  An IBM MQ queue manager group enables automatic failover between queue managers when a queue manager becomes unavailable. When you define multiple backup queue managers, the first active queue manager in the group replaces the primary queue manager. You can configure the queue manager to work with the multi-instance feature in the IBM MQ server. Connect the primary queue manager to one of the instances of a queue manager in the IBM MQ server, and the backup queue manager to the other instance. All connections for the queue manager group go to the queue manager connected to the active instance. If the active instance in the IBM MQ server fails, the queue manager connected to the standby instance automatically takes over all the data and logs from the queue manager connected to the original active instance. Base IBM MQ v9+ Queue Manager    IDG                                                                        mq-qm IDG   network/mq-qm mq-qm mq-qm MQ   summary Comments Brief summary for user annotation.  hostname Host name Host name or IP address with port  Specify the host name or IP address with the listening port of the IBM MQ server where the queue manager is running. If you do not specify the port, the default is 1414. The value depends on IP family.  For IPv4 
                                                      hostname:port -- For example, server1:1414 hostname(port) -- For example, server1(1414) hostname -- For example, server1 address:port -- For example, 10.10.1.2:1414 address(port) -- For example, 10.10.1.2(1414) address -- For example, 10.10.1.2 For IPv6 
                                                      hostname:port -- For example, server1:1414 hostname(port) -- For example, server1(1414) hostname -- For example, server1 [address]:port -- For example, [2202::148:248]:1414 address(port) -- For example, 2202::148:248(1414) address -- For example, 2202::148:248  queue-manager Queue manager name Name of queue manager Specify the name of the queue manager when the queue manager is not the default on the identified host.  ccsid 819 Coded character set ID Coded character set identifier (CCSID) Specify the CCSID to present to the queue manager when the DataPower Gateway connects to it. This setting has the same effect as setting the MQCCSID environment variable for an IBM MQ client. Refer to the IBM MQ Knowledge Center for more information and a list of specific CCSID values. Unless necessary, use the default value.  channel-name 20 SYSTEM.DEF.SVRCONN Channel name Name of channel connection Specify the name of the channel to use as an alternative to the default SYSTEM.DEF.SVRCONN.  mqcsp-userid 1024 ^[^ ]+$   CSPPassword  MQCSP user ID User ID value of the MQCSP connection security parameter  Specify the user ID value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the local queue manager. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, the DataPower Gateway connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the queue manager is not up.  mqcsp-password 1024   CSPPassword  MQCSP password (deprecated) Password value of the MQCSP connection security parameter  Specify the password value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the IBM MQ Queue Manager configuration. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, DataPower connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the local queue manager is not up.  mqcsp-password-alias 127    CSPUserId   CSPPassword  MQCSP password alias Password alias of the password value of the MQCSP connection security parameter  Specify the password alias of the password value of the MQCSP connection security parameter when the MQCSP structure is used for authorization service. The MQCSP support enables the authorization service to authenticate a user ID and password. You can specify the MQCSP connection security parameters structure on an MQCONNX call. Before using the MQCSP support, you need to define a security exit in the queue manager on the IBM MQ server. Ensure that your MQCSP user ID and password in the security exit are consistent with what you input in the IBM MQ Queue Manager configuration. Either an inconsistent MQCSP user ID or an inconsistent password causes a failure of connection between the DataPower Gateway and the IBM MQ server.  Notes:  If neither of the MQCSP user ID or the password is defined, DataPower connects to the IBM MQ server without MQCSP settings. If only one of them is defined, a warning occurs and the IBM MQ Queue Manager is not up. If both of them are defined but one is not consistent with that defined on the IBM MQ server, the connection fails and the queue manager is not up.  heartbeat 0 999999 300 Channel heartbeat Time between heartbeat flows seconds Specify the approximate time in seconds between heartbeat flows on a channel when waiting for a message on a queue. Enter a value in the range 0 - 999999. If 0, there will not be heartbeat flows exchanged when waiting for a message on the channel. This property does not set the heartbeat on the channel. Instead, it is used to negotiate the heartbeat value with the channel. The greater of the two values is used.  username 12 ^[^ ]+$ User name Name that identifies this client Specify the plaintext string to send to the server for identifying the client.  maximum-message-size 1024 104857600 1048576 Maximum message size Maximum size of messages to accept bytes Specify the maximum size in bytes of allowed messages. Use a value that is equal to or greater than the MaxMsgLength attribute of the channel and of the queue on the IBM MQ server. Messages that are bigger than this size are rejected. Enter a value in the range 1024 - 104857600.  cache-timeout 0 60 Cache timeout Maximum period to retain a dynamic connection in the connection cache seconds  Specify the number of seconds that the DataPower Gateway retains (keeps alive) a dynamic connection in the connection cache. Enter a value in the range 0 - 65535. The default value is 60. Enter a value of 0 to indicate that connections in the cache do not time out. Use a value that is greater than the negotiated heartbeat interval but less than the keep alive interval.  The negotiated heartbeat interval is between the DataPower Gateway and the IBM MQ server. The channel heartbeat defines the starting value for the negotiation. The keep alive (timeout) interval is on the IBM MQ server. The 
                                                     KAINT
                                                    attribute on the IBM MQ server defines the timeout value for a channel. Not all channels have a defined, explicit keep alive interval on the IBM MQ server. Some queue managers use an automatic timeout setting when the 
                                                     KAINT
                                                    attribute set to 
                                                     AUTO
                                                    . In these cases, the keep alive interval is the negotiated heartbeat interval plus 60 seconds. When an inactive connection reaches this threshold, the DataPower Gateway removes that dynamic connection from the cache. When the cache no longer contains dynamic connections, the DataPower Gateway deletes the dynamic queue manager. Without a dynamic queue manager, there is no connection with the IBM MQ server. The cache timeout value is the only way to configure a timeout value from the DataPower Gateway to the IBM MQ server. No other configuration setting on the DataPower Gateway can time out an IBM MQ connection.  units-of-work 0 0 Units-of-work Whether to use units-of-work  When set to 0, the default value, the DataPower Gateway gets and puts messages with no provision for rollback. Either the operation succeeds or not. Undeliverable messages are silently discarded, which leaves higher level protocols with the responsibility to detect and retransmit lost packets When set to 1, the DataPower Gateway uses syncpoints. A syncpoint commits and rolls back each IBM MQ message, not the entire transaction. When specified, the DataPower Gateway does not remove the message that it gets from a queue until it completes its transaction using that message (such as placing the message on a server queue for processing). If the transaction fails and the message is left available on the queue, the DataPower Gateway can attempt to get the message and process it again.  Note: Only the values 0 or 1 are valid.  automatic-backout off   UnitsOfWork 1 Automatic backout Enables automatic routing of undeliverable messages  Use the radio buttons to enable (on) or disable (off) the automatic backout of poison messages. A poison message is any message that the receiving application does not know how to process. Usually an application rolls back the get of this message, which leaves the message on the input queue. However, the backout count ( 
                                                 MQMD.Backoutcount
                                                ) is incremented. As the queue manager continues to re-get the message, the backout count continues to increase. When the backout count exceeds the backout threshold, the queue manager moves the message to the backout queue. If disabled, the poison message remains on the get queue and continues to be reprocessed by the DataPower Gateway until the queue manager that manages the get queue removes it or the DataPower Gateway reroutes the offending message. The message could be rerouted by a custom stylesheet in the request rule.  backout-threshold 1    UnitsOfWork 1  AutomaticBackout on Backout threshold Number of processing attempts  Specify the total number of processing attempts. After this number of processing attempts fails, the following actions occur.  The poison message is moved to the backout queue. The unit of work that contains this message is committed. Enter a value that is equal to or greater than 1.  backout-queue 48    UnitsOfWork 1  AutomaticBackout on Backout queue name Queue for undeliverable messages Specify the queue to contains messages that exceeded the backout threshold. This queue must be managed by the same IBM MQ Queue Manager as the defined GET queue. The backout queue, typically SYSTEM.DEAD.LETTER.QUEUE contains messages that cannot be processed or delivered.  total-connection-limit 1 10000 250 Total connection limit Total number of TCP connections Specify the total number of open TCP connections to allow. Enter a value in the range 1 - 10000. The default value is 250.  initial-connections 0 10000 1 Initial connections Number of preallocated TCP connections Specify the number of TCP connections to open immediately with the IBM MQ server. Enter a value in the range 0 - 10000. The default value is 1.  sharing-conversations 0 5000 0 Sharing conversations Maximum number of conversations to share in a TCP connection  Specify the maximum number of conversations to share a single TCP/IP connection. Enter a value in the range 0 - 5000. The default value is 0. To enable conversation sharing, enter a value that is greater than 1. A value of 0 or 1 disables conversation sharing.  share-single-conversation off   SharingConversations 1 Share single conversation Use a single shared conversation Specifies whether to enable conversation sharing between the DataPower Gateway and the IBM MQ server when the number of shared conversations is 1.  ssl-key  cert sharedcert TLS key repository File name of the key database  Specify the location of the key database file in which keys and certificates are stored. Use this property with the TLS Cipher property to enable TLS communication when the TLS artifacts were created with IBM Global Security Kit (GSKit).  Note: To integrate with IBM MQ for z/OS, do not use these properties. Use the TLS Client Profile property. Each key database file has an associated stash file. The stash file holds encrypted passwords that allow programmatic access to the key database. The stash file must reside in the same directory as the key database file, have the same file name as the key database file, and have the 
                                                 .sth
                                                file extension. For example, if the key database file is 
                                                 MQkeys.pem
                                                or 
                                                 MQkeys.kidb
                                                , the stash file must be 
                                                 MQkeys.sth
                                                . If these file are not on the DataPower Gateway, upload or fetch them.  permit-insecure-servers off   SSLkey  Permit insecure connections Permit connections to insecure TLS servers when TLS key repository is used When using the TLS key repository, specifies whether to permit connections to IBM MQ servers that do not support RFC 5746. Such servers are vulnerable to man-in-the-middle attacks as documented in CVE-2009-3555. The default is off which means reject insecure connections during the TLS handshake.  permit-ssl-v3 off Permit SSL v3 When using TLS key repository, specifies whether to allow SSL v3 cipher to be used. The default is off which means no SSL v3 Cipher allowed.  ssl-cipher TLS cipher specification Cipher suite  Select the cipher suite for TLS communication when using a TLS key repository. The cipher suite must match the ciphers in use by the remote queue manager. Use this property with the TLS key repository property to enable TLS communication when the TLS artifacts were created with IBM Global Security Kit (GSKit).  Note: To integrate with IBM MQ for z/OS, do not use these properties. Use the TLS client profile.  ssl   SSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile.  Select a TLS proxy profile. The following table maps the relationship between the TLS cipher specification property and the setting required on the crypto profile of the TLS proxy profile that is assigned to the local queue manager. Use this information when configuring the TLS proxy profile to communicate with the IBM MQ server.   IBM MQ TLS Ccipher TLS cipher specification TLS options  NULL_MD5 NULL-MD5 OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  NULL_SHA NULL-SHA OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  RC4_MD5_US RC4-MD5 OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  RC4_SHA_US RC4-SHA OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  TRIPLE_DES_SHA_US DES-CBC3-SHA OpenSSL-default+Disable-SSLv2+Disable-TLSv1+Disable-TLSv1d1+Disable-TLSv1d2  TLS_RSA_WITH_AES_128_CBC_SHA AES128-SHA OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1d1+Disable-TLSv1d2  TLS_RSA_WITH_AES_256_CBC_SHA AES256-SHA OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1d1+Disable-TLSv1d2  AES_SHA_US AES128-SHA OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1d1+Disable-TLSv1d2  TLS_RSA_WITH_NULL_SHA256 NULL-SHA256 OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1+Disable-TLSv1d1  TLS_RSA_WITH_AES_128_CBC_SHA256 AES128-SHA256 OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1+Disable-TLSv1d1  TLS_RSA_WITH_AES_256_CBC_SHA256 AES256-SHA256 OpenSSL-default+Disable-SSLv2+Disable-SSLv3+Disable-TLSv1+Disable-TLSv1d1  auto-recovery off Auto recovery mode Advanced recovery after critical error.  convert on Convert input Enable conversion of the incoming message to the default CCSI  Indicates whether the queue manager can convert input messages to a different CCSI (Coded Character Set Identifier) than the one in the incoming message. This conversion is done by the remote queue manager, not the DataPower Gateway. Click  off to disable automatic conversion of incoming messages to the CCSI established for this queue manager.  auto-retry on Automatic retry Advanced recovery after critical error  Define whether to attempt to reconnect to remote server after a connection failure. When enabled, the DataPower Gateway automatically attempt to reconnect to the remote host. This is on by default. This setting does not affect attempts to put or get messages over an established connection.  retry-interval 1 10   AutoRetry on Retry interval Specify the time interval in seconds between attempts to retry the failed connections to a remote host. seconds  Specify the time interval in seconds between attempts to retry the failed connections to a remote host. The default value is 10. This setting does not affect attempts to put or get messages over an established connection.  retry-attempts 0 6   AutoRetry on Retry attempts The number of attempts to retry the failed connections attempts  Specify the number of attempts to retry the failed connections. After the number of attempts is reached, the long interval is used. The default value is 6. When 0, the long retry interval is not used. The retry interval is used forever.  long-retry-interval 1 600   AutoRetry on Long retry interval Long retry interval before retrying the failed connections seconds  Specify the retry interval to use after the number of retry attempts is reached. The default value is 600. The long retry interval must be greater than the retry interval, or it will take no effect.  reporting-interval 1 10   AutoRetry on Reporting interval Log a connection failure as an error at this interval seconds Specify the number of seconds between the creations of log messages at the error level when failed connections are retried. This setting filters the generation of identical error messages to IBM MQ logging targets. The default value is 10.  alternate-user on Alternate user Enables ALTERNATE_USER_AUTHORITY flag  Determines whether to use the 
                                                 MQOD.AlternateUserId
                                                as the value of the  User name property. When enabled (on), uses 
                                                 MQOD.AlternateUserId
                                                . When disabled, uses 
                                                 MQMD.UserIdentifier
                                                .  local-address ^[^ ]+([(][1-9][0-9]*(,[0-9]+)?[)])?$ Local address Local address for channel  Specify the local address for outbound connections to a specific local interface and port. Supported formats are 1.1.1.1 or 1.1.1.1(1) or just (1) to tell TCP to bind to port 1 and for a range of ports use (1,10) or 1.1.1.1(1,10).  Note: If the port is set, the range must be greater than the total number of allowed connections.  polling-tolerance 10 300 10 Added polling tolerance The extra network tolerance time that is added to the polling interval of MQGET call seconds  Adds the extra network tolerance time to the polling interval of IBM MQ MQGET call  Note: Big tolerance value might impact performance if the transaction is hold to wait MQGET reply from IBM MQ server.  xml-manager default XML manager XML manager Select an XML Manager.  API gateway API gateway Used internally API gateway when an API assembly uses an MQ URL Opener.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.      Summary              General configuration      Units-of-work and backout Main       Open connections       Retry behavior    Conversation sharing         Security Secure communication with the remote queue manager in one of two ways. If both, TLS client profile takes precedence. 
                                              With a TLS client profile: Specify the TLS client profile. Must use this method for IBM MQ for z/OS. With artifacts from GSKit: Specify the TLS key repository and cipher specification. Connections    CCSI     MQCSP IBM MQ Queue Manager In IBM MQ, distributed send and receive queues are managed by a component called a queue manager. The queue manager provides messaging services for communicating applications by periodically monitoring/polling queues, by ensuring that sent messages are directed to the correct receive queue, or that messages are routed to another queue manager. This queue manager object corresponds to a queue manager that is running on an IBM MQ server in your network. These properties enable communication between the DataPower Gateway and the queue manager on the remote IBM MQ server.  network/mq-qm-group mq-qm-group mq-qm MQ   summary Comments Brief summary for user annotation.  primary Primary queue manager The queue manager to serve as the primary queue manager Specify the queue manager to serve as the primary queue manager for this group. All connections for this group go to the designated queue manager. If the primary queue manager becomes unavailable, a backup queue manager is selected.  backup Backup queue managers The queue managers to serve as backup queue managers Specify one or more queue managers to provide redundancy if the primary queue manager becomes unavailable. IBM MQ Queue Manager Group Configuration of an IBM MQ queue manager group  An IBM MQ queue manager group enables automatic failover between queue managers when a queue manager becomes unavailable. When you define multiple backup queue managers, the first active queue manager in the group replaces the primary queue manager. You can configure the queue manager to work with the multi-instance feature in the IBM MQ server. Connect the primary queue manager to one of the instances of a queue manager in the IBM MQ server, and the backup queue manager to the other instance. All connections for the queue manager group go to the queue manager connected to the active instance. If the active instance in the IBM MQ server fails, the queue manager connected to the standby instance automatically takes over all the data and logs from the queue manager connected to the original active instance. Base IBM MQ Queue Manager  xml/mtom mtom configuration IDG   summary Comments Brief summary for user annotation.  mode MTOM Mode MTOM Mode Specify the optimization mode. 
                             The encode option optimizes (serializes) input messages. For serialization, provide an XPath expression or a list of XPath expressions to identify the content to extract. Optionally, per XPath expression, exercise control over the Content Type and Content ID values. These two values can be determined automatically using the xmlmime:contentType declaration and namespace declaration. The decode option decodes (deserializes) attachment parts of an optimized message. Deserialization, by default, reassembles the original infoset, which results in either a SOAP document or MIME document depending on whether all attachments were referenced by <Include/> elements. Optionally, you can specify a Content ID to select individual attachment parts to reassemble.  include-content-type on Include Content Type Include Content Type Attribute  Select whether to include the xmlmine:contentType declaration in output messages when the input message does not contain this declaration. If the input message contains this declaration, the MTOM policy passes through the attribute regardless of the setting for this property.  Select "on", the default value, to add the contentType declaration to the output message. Select "off" to not add the contentType declaration to the output message.  rule MTOM Rules MTOM Rules Each MTOM rule describes which message elements to optimize. A single XPath expression selects one or more elements for optimization. MTOM Policy MTOM Policy An MTOM policy provides a mechanism for optimizing the transmission and wire format of an XML/SOAP message. Optimization is performed by selecting elements with base64-encoded character data. The selected elements are decoded and attached as MIME attachment parts before transmission. Decoding before transmission reduces the overhead that is associated with base64-encoded data.  webapp/name-value-profile webapp-gnvc mpgw IDG   summary Comments Brief summary for user annotation.  max-attributes 1 256 Maximum Count Maximum Number of Name/Value Pairs The maximum number of name value pairs allowed in a single entity (header, cookie set, body, and so forth).  max-aggregate-size 1 128000 Total Size Maximum total size of name value submission bytes The lengths of all the names and values in a single entity (header, cookie set, body, query string, and so forth) in aggregate must not exceed this property.  max-name-size 1 512 Maximum Name Length Maximum length of an individual name bytes The maximum size of a name attribute used in this profile.  max-value-size 1 1024 Maximum Value Length Maximum length of an individual value bytes The maximum size of a value attribute used in this profile.  validation Validation List Validations Specification List Each pair submitted to this profile consults this validation list, looking for the first regular expression match of the name against the name expression in the list. When that is found, the corresponding value constraint is matched against the value portion of the name-value pair. If that does not match, the policy applies the 'fixup' attribute to the submitted value. That may result in no change, the pair being removed, an error being generated, or the value being mapped to a known constant.  unvalidated-fixup-policy strip No Match Policy Policy for names that are in validation list Select the action to taken when no matching entry in the validation list is found. The default is Strip.  unvalidated-fixup-map   DefaultFixup set No Match Map Value Map unmatched value to this constant An value that does not have a matching entry in the validation list is changed to this value if the no match policy is 'set'.  unvalidated-xss-check off No Match XSS Policy Check the value for Cross Site Scripting signatures on values without a validation entry This property allows the value to be checked for Cross Site Scripting (XSS) signatures. These signatures are malicious attempts to input client-side script as the input to a web application. If this client-side script is later displayed in a browser, the script executes and can perform malicious activities. Enable this feature to filter input for malicious content that might get stored and displayed again later, such as the contents of a comment form. The check looks for invalid characters and various forms of the term <script that is often used to engage JavaScript on a browser without the user knowing.  unvalidated-xss-patternsfile store:///XSS-Patterns.xml   DefaultXSS on   DefaultXSS on  local store XSS (Cross Site Scripting) Protection Patterns File XSS (Cross Site Scripting) Protection Patterns File Specifies the patterns file that will be used by the XSS filter when No Match XSS is selected. The default file, store:///XSS-Patterns.xml, checks for invalid characters and various forms of the term <script. Specify a custom XML patterns file with PCRE patterns to be used by the XSS filter. Name-Value Profile Validation Criteria for Name-Value pairs Many HTTP things are expressed as name value pairs. These include HTTP headers, cookie values, url-encoded query strings, and url-encoded request messages. This profile provides a mechanism for what kinds of names are expected and for each kind of name what properties should be enforced on the corresponding values. When a name-value pair is not validated successfully that may generate an error, the pair might be stripped from the transaction, or the value may be mapped to another default value.   network   network/dns dns network   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  search-domain Search domains Manage the list of search domains. A list of domain names to use as the search criteria to resolve partial host names.  name-server DNS servers Manage the list of DNS servers. The list of DNS servers to contact to resolve host names. If you define multiple servers, ensure that the sequence to contact the servers is your preferred order. Manage the list of DNS servers. If you define multiple servers, ensure that the sequence to contact the servers is your preferred order. To change the sequence, use the up and down arrows to move a server to the wanted position.  static-host Static hosts Manage the static host name to IP address map. A map of host names to host IP addresses that do not use DNS resolution. Because the local resolver uses a cache, Static hosts do not improve performance.  ip-preference IP preference Set the preferred IP version. The preferred IP version to resolve host names. When a host name resolves to both IPv4 and IPv6 addresses, this setting determines which version to use.  force-ip-preference off Force IP preference Indicate whether to restrict DNS queries to the preferred IP version. Whether to restrict DNS queries to the preferred IP version to resolve host names. You want to force the IP preference except when both IPv4 and IPv6 addresses are in use. When not forced, the appliance resolves each host name by querying A and AAAA records and waiting for both responses or a timeout. Waiting for the response or timeout for both records can introduce unnecessary latency in DNS resolution.  load-balance first-alive Load balancing algorithm Set the load balancing algorithm. The load balancing algorithm to use to resolve host names. The default algorithm is first-alive.  retries 0 2   LoadBalanceAlgorithm first-alive   LoadBalanceAlgorithm first-alive Attempts Set the maximum number of resolution attempts. For the first alive algorithm, the maximum number of times to send a query to the list of name servers before an error is returned. By default, an unacknowledged resolution request is attempted 3 times.  timeout 5   LoadBalanceAlgorithm first-alive   LoadBalanceAlgorithm first-alive Timeout Set the response timer. Seconds For the first alive algorithm, the time that the resolver waits for a response from a DNS server. After expiry, the resolver attempts the query to a different DNS server. The default value is 5.            Main   Flush DNS Cache DNS Settings Configure DNS client Configure the DNS name resolution service  network/host-alias host-alias network   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  ip-address IP address Enter the local IP address that corresponds to the alias. The local IP address that corresponds to the alias.     Host Alias Host aliases allow services that bind to a particular local IP address to use the alias for the binding. A host alias is a map between a local IP address to a local alias. The host alias is resolved like a static host entry. Host aliases provide a level of abstraction between concrete network addresses and configuration. You can use host aliases where you can define local IP addresses. Host aliases ease the export and migration of service among DataPower appliances. The alias is exported, but the alias map is not. If the alias is defined on the destination system, the alias resolves to the IP address that is defined on the destination system.  network/network network network  container software   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  block-traffic on Block nonmanagement traffic for invalid interface configuration Indicate whether to block nonmanagement traffic for invalid interface configuration.  When at least one network interface has an invalid configuration, whether to block nonmanagement traffic or allow all network traffic.  When enabled, nonmanagement traffic is blocked. When disabled, all network traffic is allowed. In a production environment, always enable this property to support only management traffic over Telnet, SSH, web management interfaces (GUIs), and the XML management interface. Until you correct the problem, client requests cannot be accepted and processed.  icmp-disable Disable ICMP Indicate which ICMP replies to disable. Which Internet Control Message Protocol (ICMP) requests to disable the generation of ICMP reply messages.  ecn-disable off Disable ECN Indicate whether to disable ECN TCP indication. Whether to disable the generation of ECN-capable TCP sessions. By default, TCP sessions are ECN enabled.  destination-routing off Enable destination-based routing Indicate how the route is determined to return the response to the originating client.  How the route is determined to return the response to the originating client. The route to return the response is the outbound packet. The originating client is the destination of the outbound packet.  When enabled, interface selection is based on the best path to the client, irrespective of the service or receiving interface. The best path is determined by static routes that are bound to the available interfaces. 
                                              Note: Destination-based routing is for compatibility with an earlier version only. Enable destination-based routing only if an upgrade disables existing connectivity. When disabled, the default, interface selection is based on the interface that is bound to the address of the service that generated the response. 
                                              If the service is bound to a single address, responses are routed through the interface that is assigned to that address. If the service is bound to multiple addresses, responses are routed through the receiving interface instead of the interface for the service that generated the response.  relax-interface-isolation on Relax interface isolation Indicate whether to allow packets from a wrong interface when both interfaces are on the same subnet. Whether to relax the restriction on interface isolation. As a security policy, the interface that receives a packet must be configured with the IP address that is the destination address of the packet. Enabling this option relaxes that restriction. The packet is allowed if the interface it arrives on contains an IP address in the same subnet as the destination address of the packet. Relax interface isolation when destination-routing is enabled.  disable-interface-isolation off Disable interface isolation Indicate whether to allow packets from one interface that are destined for a service on another interface. Whether to allow interface isolation. By default, an interface refuses to accept a packet other than the one bound to the destination address of the packet. As a security policy, the interface that receives a packet must be configured with the IP address that is the destination address of the packet. Enabling interface isolation relaxes the restriction.  tcp-retries 1 32 5 TCP attempts Set the number of times to send a failed TCP SYN request. The number of times the local system attempts to send a TCP SYN that receives no response. Enter a value in the range 1 - 32. The default value is 5.  arp-retries 1 64 8 ARP attempts Set the number of times to attempt a failed ARP request. The number of times to attempt a failed ARP request. Enter a value in the range 1 - 64. The default value is 8.  arp-interval 500 5000 500 ARP attempt interval Set the interval between ARP attempts. Milliseconds The interval to wait before the next attempt for a failed ARP request. Enter a value in the range 500 - 5000. The default value is 500.  tcp-segmentation-offload on NONTRANSLATABLE - TCP segmentation offload on Ethernet NONTRANSLATABLE - Whether Ethernet devices perform TCP segmentation offload NONTRANSLATABLE - Control whether Ethernet devices perform TCP segmentation offload (TSO). By default, all of the Ethernet device drivers and chips are allowed to perform TSO. This Ethernet chip feature improves performance on large TCP writes to the network. On rare occasions, this feature might interact poorly on a deployed network by causing link layer resets. This option allows disabling TSO on all Ethernet interfaces. Disable this only if customer support has diagnosed that you are encountering this problem. After re-enabling TSO, a restart is required for the change to take effect.  reverse-path-filtering off Enable reverse path filtering Indicate whether to ignore incoming packets with a source address that the interface cannot route.  Whether incoming packets with a source address that cannot be routed by that interface are accepted and processed.  When enabled, the interface ignores incoming packets with a source address that it cannot route. When disabled, the interface accepts and processes incoming packets with a source address that it cannot route.  tcp-window-scale on Enable TCP window scaling Indicate whether to enable TCP window scaling. Whether to enable TCP window scaling. Window scaling allows the negotiation of window sizes greater than 64 KB. Disabling this option might help to work around TCP systems that do not understand or misinterpret window scaling.  mac-takeover off NONTRANSLATABLE - Standby control MAC takeover NONTRANSLATABLE - Whether to use virtual MAC address takeover  NONTRANSLATABLE - Control, in the event of a standby control group takeover, whether to use virtual MAC address takeover. This option is relevant for appliances that are members of a standby control group. When enabled, a standby control takeover moves the group-defined virtual MAC address to the newly active appliance. When disabled, all standby control groups use ARP takeover.  Attention: Do not use this option for any appliance that is active in a standby group. Before DataPower version 4.0.2, only virtual MAC address takeover is available. Therefore, MAC address takeover must be enabled for compatibility with earlier versions. For new deployments, the default is preferred because it does not require that the network support rapid spanning tree, and takeovers can occur more quickly. However, when MAC address takeover is disabled, stations on the local network must permit and honor gratuitous ARP for a standby control takeover to be effective.  ephemeral-port-range 10000 32768 10000 Starting ephemeral port Set the starting port for the ephemeral port range. The starting port of the ephemeral port range. The system can use ephemeral ports in the range 10000 - 61000 to send data over TCP and UDP. You can define a subset of ephemeral ports to not be ephemeral ports. These ports are ephemeral ports in the range 10000 - 32768. The system always has control of the ephemeral ports in the range 32769 - 61000.                Main Network Settings Configure network settings. Configure system-wide network settings.  network/ntp-service ntp-service network  container software   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  mode on NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  remote-server   mAdminState enabled NTP server Enter the host name or IP address of the NTP server. The host name or IP address of an NTP server. If you define multiple servers, ensure that the sequence to contact the servers is your preferred order.  refresh-interval 60 86400 900   mAdminState enabled Refresh interval Modify the interval between clock synchronizations. Seconds The interval between clock synchronizations. Enter a value in the range 60 - 86400. The default value is 900.  Local time, last applied Current local time when last applied. The current local time when last applied. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page.  timeout 750 3000 750   mAdminState enabled Timeout Modify the timeout for a response from an NTP server. Milliseconds The time to wait for a response from an NTP server before trying the next server in the list. Enter a value in the range 750 - 3000. The default value is 750. NTP Service Configure NTP settings Configure remote NTP (Network Time Protocol) server. This allows the automatic synchronization of the system clock.  network/nfs-client nfs-client system   summary Comments Brief summary for user annotation.  mount-refresh-time 1 1000 10 Mount Refresh Time Time between NFS mount revalidations. seconds The status of each NFS mount is checked at this interval. This is done to quickly detect NFS servers that are down, so that there will not be application-level NFS timeouts waiting for them. This is also how often they are checked when they are down, trying to bring them back up. NFS Client Settings NFS Client Settings Use this page to configure global NFS client parameters. This is the global configuration for enabling NFS.  network/nfs-dynamic-mounts nfs-dynamic-mounts file-management IDG   summary Comments Brief summary for user annotation.  version 2 4 3 NFS Version Preferred NFS protocol version for dynamic NFS mounts. Preferred NFS protocol version for dynamic NFS mounts. If the Version is 3, but the server only implements Version 2, the client will fall back to Version 2. But if the Version is 4, there is no fallback, since the remote export paths are not the same.  transport tcp   Version 4 Transport Protocol Starting transport protocol Transport protocol to start with for dynamic NFS mounts. If TCP is selected and it is not available on the NFS server, UDP will be used instead. When NFS version 4 is selected, this option is ignored and always defaults to TCP.  mount-type hard Mount Type Type of NFS mount to use Select the type of NFS mount to use. The default behavior is to use NFS hard mounts, which is generally the appropriate behavior.  read-only off Read-Only Allow only file reads on dynamic NFS mounts.  rsize 1024 32768 4096 Read Size Size of read operations for dynamic NFS mounts. bytes  wsize 1024 32768 4096 Write Size Size of write operations for dynamic NFS mounts. bytes  timeo 1 600 7 Retransmission Timeout Time until first retransmission is sent on an RPC timeout, for dynamic NFS mounts. tenths of seconds  retrans 1 60 3 Maximum Retransmissions Number of minor RPC timeouts and retransmissions until major timeout, for dynamic NFS mounts.  inactivity-timeout 900 Inactivity Timeout How many seconds an dynamic NFS mount will be left mounted with no file activity until it gets unmounted. Setting it to 0 disables automatic unmounting. seconds  mount-timeout 10 240 30 Mount Timeout How many seconds the system will attempt to retry a dynamic NFS mount until it gives up, and causes the related file open(s) to fail. seconds NFS Dynamic Mounts NFS Dynamic Mounts Use this page to configure the parameters of dynamic NFS mounts for dpnfs: URL fetches. These mounts support access via URLs of the form dpnfs://hostname/path/file, causing the directory hostname:/path to be automatically mounted by NFS. It remains mounted until it times out for inactivity.  network/nfs-static-mount nfs-static-mount file-management   summary Comments Brief summary for user annotation.  remote ^[^:/]+:/[^/]*(/[^/]+)*$ Remote NFS Export Exported NFS file system to mount. Specifies remote NFS-exported filesystem to mount. In the form host:/path, where host is the DNS name or IP address of the NFS server, and path is the path exported by the host to mount.  local-filesystem-access off Local Filesystem Access Allow local filesystem access through folder nfs-name:. If enabled, makes the NFS mount available for filesystem access through the command line interface, under the folder name nfs- 
                             mountName
                            , where 
                             mountName
                            is the name of this mount.  version 2 4 3 NFS Version Preferred version of NFS protocol to use. Preferred NFS protocol version for this mount. If the Version is 3, but the server only implements Version 2, the client will fall back to Version 2. But if the Version is 4, there is no fallback, since the remote export paths are not the same.  transport tcp   Version 4 Transport Protocol Starting transport protocol Select the transport protocol to start with. For NFS versions 2 and 3, if TCP is selected and it is not available on the NFS server, UDP will be used instead. When NFS version 4 is selected, this option is ignored and always defaults to TCP.  mount-type hard Mount Type Type of NFS mount to use Select the type of NFS mount to use. The default behavior is to use NFS hard mounts, which is generally the appropriate behavior.  read-only off Read-Only Allow only file reads on this mount.  rsize 1024 32768 4096 Read Size Size of NFS read operations. bytes  wsize 1024 32768 4096 Write Size Size of NFS write operations. bytes  timeo 1 600 7 Retransmission Timeout Time until first retransmission on RPC timeout. tenths of seconds  retrans 1 60 3 Maximum Retransmissions Number of minor RPC timeouts and retransmissions until major timeout. NFS Static Mounts NFS Static Mounts Use this page to create a static NFS mount, for URL or filesystem access. These mounts will be kept mounted whenever their application domain is up.  config/oauth-provider oauth-provider-settings configuration IDG   summary Comments A brief descriptive summary for the configuration Enter a descriptive summary for the configuration.  enable-debug-mode off Enable debug headers Whether to enable debug mode to put security error details in response headers When you use a validation endpoint, specifies whether to enable debug mode. In debug mode, security error details are sent in the 
                             x-apic-debug-oauth-error
                            and 
                             x-apic-debug-oauth-error-desc
                            response headers.  provider-type Provider type The type of the provider Specifies the type of the OAuth provider.  scopes-allowed Allowed scopes The scopes that the access token is valid to access Specifies the scopes that the access token is valid to access. To specify multiple scopes, use a space between each scope. The order of scopes does not matter. Scopes ensure that the granted access token is valid to access only specific protected resources.  default-scopes   ProviderType third_party Default scopes The default scopes to apply when the request does not contain a scope  Specifies the default scopes to apply when the request does not contain a scope. To specify multiple scopes, use a space between each scope. The order of scopes does not matter. The default scopes must be a subset of the allowed scopes that are defined by the API security OAuth requirement configuration. When no default scope is defined and the request does not contain a scope, an invalid scope error is returned for the request. Scopes ensure that the granted access token is valid to access only specific protected resources.  supported-grant-types Supported grant types Supported methods to grant authorization Specifies the supported grant types where each grant type defines a method to grant authorization to client applications.  supported-client-types   ProviderType native   Supported client types Types of client who can obtain access tokens Specifies the supported client types that are authorized to obtain an access token.  apic-provider-base-path /   ProviderType native   Provider base path Base path URL for the OAuth provider API When the provider type is API Connect, specifies the base path on which the OAuth provider API is served. The default base path is 
                             /
                            .  apic-authorize-endpoint /oauth2/authorize   ProviderType native   Authorization endpoint URL to the authorization endpoint When the provider is API Connect, specifies the endpoint where the client application obtains authorization grant. The default authorization endpoint is 
                             /oauth2/authorize
                            .  apic-token-endpoint /oauth2/token   ProviderType native   Token endpoint URL to the token endpoint When the provider is API Connect, specifies the endpoint where the client application exchanges an authorization grant for an access token. The default token endpoint is 
                             /oauth2/token
                            .  apic-enable-introspection off   ProviderType native Enable token introspection Whether to enable introspection of access tokens When the OAuth provider is API Connect, specifies whether to enable the introspection of access tokens. When enabled, authorized protected resources can introspect the access token to determine the metadata for making appropriate authorization decisions. By default, token introspection is disabled.  apic-introspect-endpoint /oauth2/introspect    ProviderType native  APICEnableIntrospection on   Introspection endpoint URL to the introspection endpoint When the provider is API Connect, specifies the endpoint through which the token introspection operation is accomplished. The default introspection endpoint is 
                             /oauth2/introspect
                            .  apic-enable-revocation off   ProviderType native Enable token revocation When to enable token revocation When the OAuth provider is API Connect, specifies whether to enable the revocation of access tokens. When enabled, users can revoke the access token when they change their mind and decide that they do not want the client application to continue to have access to their resources. By default, token revocation is disabled.  apic-revocation-endpoint /oauth2/revocation    ProviderType native  APICEnableRevocation on   Revocation endpoint URL to the revocation endpoint When the provider is API Connect, specifies the endpoint through which the token revocation is accomplished. The default revocation endpoint is 
                             /oauth2/revocation
                            .  apic-token-secret   ProviderType native   Token secret The secret of the token When the provider is API Connect, specifies the secret of the generated token.  apic-enable-one-time-use-access-token off   ProviderType native   One-time use access token Whether to enable the one-time use of an access token When the OAuth provider is API Connect, controls whether to set access tokens to one-time use.  apic-access-token-ttl 1 63244800 3600   ProviderType native   Access token TTL The lifetime for the access token Seconds When the provider is API Connect, specifies the time that an access token remains valid in seconds. The default value is 3600.  apic-auth-code-ttl 1 600 300    ProviderType native  SupportedGrantTypes access_code   Authorization code TTL The lifetime for the authorization code Seconds When the provider is API Connect, specifies the time that an authorization code remains valid in seconds. The default value is 300.  apic-enable-refresh-token off   ProviderType native Enable refresh tokens Whether to enable the use of refresh tokens When the OAuth provider is API Connect, controls whether to enable issuing refresh tokens. Refresh tokens are issued to the client. Refresh tokens are used to obtain a new access token when the current access token becomes invalid or expires or are used to obtain additional access tokens with identical or narrower scope. By default, this setting is disabled.  apic-enable-one-time-use-refresh-token on    ProviderType native  APICEnableRefreshToken on One-time use refresh token Whether to disable the one-time use of a refresh token When the OAuth provider is API Connect, controls whether a refresh tokens is one-time use. 
                              When enabled, the refresh token is one-time use. This setting is the default value. When disabled, the refresh token can be reused until it expires or is revoked.  apic-refresh-token-limit 1 4096 10   APICOneTimeUseRefreshtoken on    ProviderType native  APICOneTimeUseRefreshtoken off APIC refresh token count The maximum number of refresh tokens allowed Specifies the number of refresh tokens allowed to be generated. The default value is 10.  apic-refresh-token-ttl 2 252979200 5400    ProviderType native  APICEnableRefreshToken on   Refresh token TTL The lifetime for the refresh token Seconds When the provider is API Connect and the refresh token is enabled, specifies the time that a refresh token remains valid in seconds. The default value is 5400.  apic-maximum-consent-ttl 0 2529792000 0    APICEnableRefreshToken on  ProviderType native Consent TTL The lifetime for the consent When the provider is API Connect, specifies the time that a consent remains valid in seconds. The default value is 0 which disables maximum consent.  advanced-scope-validation-enabled off Enable advanced scope validation Whether to enable advanced scope validation Indicates whether to enable advanced scope validation that you can use to provide additional scope checking.  advanced-scope-url-from-security off   AdvScopeValidationEnabled on Use URL from API Security Definition Whether to use the URL from the API Security Definition or from the OAuth Provider Settings Indicates whether to use the URL from the API Security Definition or from the OAuth Provider Settings.  advanced-scope-url    AdvancedScopeURLOverride off  AdvScopeValidationEnabled on   AdvScopeValidationEnabled on Advanced scope URL Advanced scope URL to send updated scope for validation Adds the ability to send scope information to an external endpoint where the given scope is verified. The property is required when advanced scope validation is enabled.  advanced-scope-tls-profile   AdvScopeValidationEnabled on TLS profile to access advanced scope URL TLS client profile to secure the HTTPS connection to the advanced scope URL When the advanced scope URL uses the HTTPS protocol, specifies the TLS client profile to secure the connection.  advanced-scope-request-query empty   AdvScopeValidationEnabled on Request query Custom query to set for the advanced scope validation request Adds ability to send customized query parameters in the advanced scope validation step. Context variables must be replaced with a string.  advanced-scope-url-security-enabled off   AdvScopeValidationEnabled on Enable advanced scope endpoint security Whether to enable security on the advanced scope endpoint Indicates whether to secure connections to the advanced scope endpoint.  advanced-scope-url-security basic-auth    AdvScopeURLSecurityEnabled on  AdvScopeValidationEnabled on Advanced scope endpoint security How to secure the advanced scope endpoint Specifies how to secure connections to the advanced scope endpoint.  advanced-scope-basic-auth-username    AdvScopeValidationEnabled on  AdvScopeURLSecurityEnabled on  AdvScopeURLSecurity basic-auth Basic authentication user name User name for authentication When the security type is basic authorization header, specifies the user name for authentication.  advanced-scope-basic-auth-password-alias    AdvScopeValidationEnabled on  AdvScopeURLSecurityEnabled on  AdvScopeURLSecurity basic-auth Basic authentication password Password for authentication When the security type is basic authorization header, specifies the password for authentication.  advanced-scope-basic-auth-headername    AdvScopeValidationEnabled on  AdvScopeURLSecurityEnabled on  AdvScopeURLSecurity basic-auth Basic authentication header name Header name to use for sending encoded or non-encoded authentication string in the header When the security type is basic authorization header, specifies the header name to use in the 
                             curl
                            command when you want to append encoded or non-encoded authentication string in the header. For example, 
                             x-basic-authorization-header
                            .  advanced-scope-request-headers   AdvScopeValidationEnabled on Request headers Custom headers to send with the advanced scope validation request Adds ability to send additional headers in the advanced scope validation step. Use a regular expression match to include headers from the initial request.  advanced-scope-response-contexts   AdvScopeValidationEnabled on Response context variables Custom context variables that can be selected with the advanced scope validation request Adds ability to save headers in the advanced scope validation step as context variables. Use a regular expression to include headers from the advanced scope endpoint response.  apic-enable-oidc on    ProviderType native   SupportedGrantTypes access_code  SupportedGrantTypes implicit Enable OIDC Whether to enable OIDC for authentication When the OAuth provider is API Connect, specifies whether to enable OIDC to verify the identity of the user. When enabled, the client application verifies the identity of the user based on the requirement of an OIDC provider before requesting access to client resources. By default, OIDC token generation is enabled. OIDC is only available for Implicit and Authorization Code grant types.  apic-oidc-hybrid-response-types    ProviderType native   SupportedGrantTypes access_code  SupportedGrantTypes implicit  APICEnableOIDC on OIDC Hybrid Flow Response Types Which artifacts are supported with the OIDC Hybrid Flow When the OAuth provider is API Connect, specifies which OIDC Hybrid Flow artifacts can be returned from the authorization endpoint.  apic-support-pkce on    ProviderType native  SupportedGrantTypes access_code Support PKCE Whether application will support PKCE When the grant type is Authorization code, indicates whether the application should enforce PKCE if provided by the client. For more information, see RFC 7636.  apic-require-pkce off    ProviderType native  SupportedGrantTypes access_code  APICSupportPKCE on Require PKCE Whether application must enforce PKCE When the grant type is Authorization code, indicates whether the application must enforce PKCE. For more information, see RFC 7636.  apic-support-pkce-plain off    ProviderType native  SupportedGrantTypes access_code  APICSupportPKCE on Support PKCE 'plain' challenge method Whether to support the PKCE 'plain' code challenge transform method When the grant type is Authorization code, indicates whether to support the PKCE 
                             plain
                            code challenge transform method. For more information, see RFC 7636.  apic-token-type-to-generate   ProviderType native Type of token to generate The type of access token to generate When the provider is API Connect, specifies the type of access token to generate.  metadata-from   ProviderType native Obtain metadata from Where to obtain custom metadata When the provider is API Connect, specifies where to obtain custom metadata of the access tokens.  metadata-url    ProviderType native  MetadataFrom external_url   External metadata URL The URL to a remote server where to obtain the metadata, which can contain context variables When the provider is API Connect, specifies the URL to a remote server where the custom metadata is stored. The value can include one or more runtime context variables in the 
                             $(variable)
                            format.  metadata-ssl-profile    ProviderType native  MetadataFrom external_url TLS profile to access metadata URL TLS client profile to secure the HTTPS connection to a remote metadata provider When the external metadata URL uses the HTTPS protocol, specifies the TLS client profile to secure the connection.  mdheader-for-accesstoken X-API-OAuth-Metadata-For-AccessToken    ProviderType native  MetadataFrom authentication_url external_url Response header for access token Response header for access token Specifies which value, among the response header values that the authentication or metadata URL returns, to place in the access token.  mdheader-for-payload X-API-OAuth-Metadata-For-Payload    ProviderType native  MetadataFrom authentication_url external_url Response header for payload Response header for payload Specifies which value, among the response header values that the authentication or metadata URL returns, to place in the response payload.  external-revocation-enabled off   ProviderType native External management service Whether to make use of an external management service Indicates whether to enable the use of an external service for token management decisions.  external-revocation-url    ProviderType native  EnableTokenManagement on  TokenManagerType external   External management URL URL to an external management endpoint, which can include context variables Specifies an external endpoint through which the token management is accomplished. The value can include one or more runtime context variables in the 
                             $(variable)
                            format.  external-revocation-ssl-profile    ProviderType native  EnableTokenManagement on  TokenManagerType external External management TLS client profile TLS client profile to secure connection to the external management service Specifies the client profile to use for TLS connection to the external management service.  external-revocation-url-security basic-auth    ProviderType native  EnableTokenManagement on  TokenManagerType external External management security How the external management endpoint is secured When the native OAuth provider uses an external management service, specifies how to secure connections to the service endpoint.  external-revocation-basic-auth-username    ProviderType native  EnableTokenManagement on  TokenManagerType external  ExternalRevocationURLSecurity basic-auth Basic authentication user name User name for authentication When the security type is basic authorization header, specifies the user name for authentication.  external-revocation-basic-auth-password-alias    ProviderType native  EnableTokenManagement on  TokenManagerType external  ExternalRevocationURLSecurity basic-auth Basic authentication password Password for authentication When the security type is basic authorization header, specifies the password for authentication.  external-revocation-basic-auth-headername    ProviderType native  EnableTokenManagement on  TokenManagerType external  ExternalRevocationURLSecurity basic-auth Basic authentication header name Header name to use for sending encoded or non-encoded authentication string in the header When the native OAuth provider uses an external management service, specifies the header name to use in the 
                             curl
                            command when you want to append encoded or non-encoded authentication string in the header. For example, 
                             x-external-basic-authorization-header
                            .  external-revocation-custom-headername-format    ProviderType native  EnableTokenManagement on  TokenManagerType external Custom header pattern Pattern of header names to use for sending additional information in the header When the native OAuth provider uses an external management service, this specifies the pattern of header names to include from the original message. For example, 
                             x-external-management-*
                            .  external-revocation-cache-type NoCache    ProviderType native  EnableTokenManagement on  TokenManagerType external Cache type How to cache external management service responses When the native OAuth provider uses an external management service, controls how to cache management responses.  external-revocation-cache-ttl 900    ProviderType native  EnableTokenManagement on  TokenManagerType external  ExternalRevocationCacheType TimeToLive Time to live The validity period for external management service responses in the cache Seconds Sets the validity period in seconds for external management service responses in the cache. The default value is 900.  external-revocation-protocol-format JSON    ProviderType native  EnableTokenManagement on  TokenManagerType external Protocol format The data format in communication with the external management service Specifies the format for the data passed in communication with the external management service. The default is JSON.  external-revocation-fail-on-error on    ProviderType native  EnableTokenManagement on  TokenManagerType external Fail on error Indicates whether to stop processing if connection to external management service fails Whether to stop processing if external management query fails. If failed, stops the token generation or use and returns an error.  enable-token-management on   ProviderType third_party Enable token management Specify if security token details should be managed and stored Enabling token management for security token details provides the ability to create one-time use tokens, prevent AZ code reuse, and support allow listing through the use of the token manager.  token-manager-type native    EnableTokenManagement off  ProviderType third_party Token manager type Token manager type Specifies the token manager type to manage and store security token details.  api-security-token-manager default    EnableTokenManagement on  TokenManagerType native  ProviderType native   API security token manager The security token manager The security token manager that stores security token details. This property is read-only.  apic-app-revoke-enable off    EnableTokenManagement on  TokenManagerType native  ProviderType native   Application revocation Enable revocation by application Enabling application revocation will allow the application to revoke the consent provided before the token expires.  apic-app-revoke-endpoint /oauth2/revoke    EnableApplicationRevocation on  EnableTokenManagement on  TokenManagerType native  ProviderType native   Application revocation endpoint The application revocation endpoint The endpoint that will process application revocations.  apic-owner-revoke-enable off    EnableTokenManagement on  TokenManagerType native  ProviderType native   Resource owner revocation Enable revocation by resource owner Enabling resource owner revocation will allow the resource owner to revoke the consent provided before the token expires.  apic-owner-revoke-endpoint /oauth2/issued    EnableOwnerRevocation on  EnableTokenManagement on  TokenManagerType native  ProviderType native   Resource owner revocation endpoint The resource owner revocation endpoint The endpoint that will process resource owner revocations.  token-management-url    EnableTokenManagement on  TokenManagerType external   -unused- -not used- -never used-  token-validation-requirement   ProviderType third_party   Token validation requirement Requirement to indicate when a token is valid When checking responses from the third-party endpoint, specify the requirement that must be satisfied to prove that a token is valid.  third-party-az-url   ProviderType third_party Authorization endpoint URL to the authorization endpoint When the OAuth provider type is third-party, specifies the endpoint where the client application obtains authorization grant.  third-party-token-url   ProviderType third_party Token endpoint URL to the token endpoint When the OAuth provider type is third-party, specifies the endpoint where the client application exchanges an authorization grant for an access token.  third-party-introspect-url   ProviderType third_party   Introspection endpoint URL to the introspection endpoint, which can include context variables When the OAuth provider type is third-party, specifies the endpoint through which the token introspection operation is accomplished. The value can include one or more runtime context variables in the 
                             $(variable)
                            format.  third-party-introspect-cache-type NoCache   ProviderType third_party   Cache type How to cache third-party provider responses When the OAuth provider type is third-party, controls whether to cache successful responses on the gateway, and for how long.  third-party-introspect-cache-ttl 900    ProviderType third_party  ThirdPartyIntrospectCacheType TimeToLive   Time to live The validity period for third party provider responses in the cache Seconds Sets the validity period in seconds for third-party provider responses in the cache. The default value is 900.  third-party-authorization-header-pass-thru off   ProviderType native Retain Authorization header Controls whether to retain the Authorization header for a bearer token When the OAuth provider type is third-party, whether to retain or remove the 
                             Authorization
                            header for a bearer token. The default behavior is to remove this header.  third-party-introspect-url-security basic-auth   ProviderType native Introspection endpoint security How to secure the introspection endpoint When the OAuth provider type is third-party, specifies how to secure connections to the introspection endpoint.  third-party-introspect-basic-auth-username    ProviderType third_party  ThirdPartyIntrospectURLSecurity basic-auth Basic authentication user name User name for authentication When the security type is basic authorization header, specifies the user name for authentication.  third-party-introspect-basic-auth-password-alias    ProviderType third_party  ThirdPartyIntrospectURLSecurity basic-auth Basic authentication password Password for authentication When the security type is basic authorization header, specifies the password for authentication.  third-party-introspect-basic-auth-headername    ProviderType third_party  ThirdPartyIntrospectURLSecurity basic-auth Basic authentication header name Header name to use for sending encoded or non-encoded authentication string in the header When the OAuth provider type is third-party and the security type is basic authorization header, specifies the header name to use in the 
                             curl
                            command when you want to append encoded or non-encoded authentication string in the header. For example, 
                             x-introspect-basic-authorization-header
                            .  third-party-introspect-custom-headername-format   ProviderType third_party Custom header pattern Pattern of header name to use for sending additional information in the header When the OAuth provider type is third-party, specifies the pattern of header name to use in the 
                             curl
                            command when you want to append additional information in the header. For example, 
                             x-introspect-*
                            .  third-party-introspect-ssl-profile   ProviderType native TLS client profile TLS client profile to secure connection to a remote endpoint Specifies the client profile to use for TLS connection.          General               Third-party provider    OpenID Connect (OIDC)     Proof Key for Code Exchange (PKCE)                    Token management   Debug mode Main         Endpoints            Tokens              Advanced scope        Metadata External URLs OAuth Provider Settings Configure and manage the provider of OAuth tokens  An OAuth provider settings configuration defines how a client application is authorized to access resources on behalf of the resource owner.  network/odr-group odr network AppOpt   summary Comments Descriptive summary for the configuration Enter a descriptive summary for the configuration.  odr-server-name dp_set ODR routing rules server name Name of the ODR routing rules server  Enter the name of the ODR routing rules server that is used to determine whether routing rules are delivered to the DataPower Gateway. If the DataPower Gateway is not using routing rules, you can use any server name. You must define the 
                                 RoutingRulesConnectorClusterName
                                custom property to set the name of the ODR connector group from which routing rules are accepted. The web server name is configured in on one of the following ways. 
                                  In a Liberty Collective, defined as an attribute of the 
                                     routingRules
                                    element. In a WebSphere cell as the value of the 
                                     serverName
                                    parameter of 
                                     WebServerRoutingRule
                                    command.  odr-connector-groups Connector groups Connector groups Define one ODR connector group for each WebSphere cell or Liberty Collective. Each connector group establishes the communications with an Intelligent management service. The DataPower Gateway retrieves topology information, application information, routing rules, and other information over the connectors in the connector group.  odr-custom-properties Custom properties Custom property name-value strings to connect to Liberty Collective or WebSphere cell  Defines custom property name-value strings to connect to Liberty Collective or WebSphere cell to define which ODR connection group accepts routing rules.  The scheme that the DataPower ODR feature uses to connect to WebSphere Application Server does not apply to Liberty Collective. For any HTTP or HTTPS request to connect to Liberty Collective, you must define the 
                                     profileType
                                    property. 
                                      Set the  Name to 
                                         profileType
                                        . Set the  Value to 
                                         Liberty
                                        . To set the name of the ODR connector group from which routing rules are accepted, you must define the 
                                     RoutingRulesConnectorClusterName
                                    property. The following example shows setting the 
                                     liberty-collective-node03
                                    connector group as the group that accepts routing rules. 
                                      Set the  Name to 
                                         RoutingRulesConnectorClusterName
                                        . Set the  Value to 
                                         liberty-collective-node03
                                        . Beyond these situations, use custom properties only when directed by IBM Support. On Demand Router On Demand Router  Specifies an on demand router (ODR). The ODR feature acts as a collection of load balancer groups that distribute traffic to various clusters within a WebSphere cell or Liberty Collective. If multiple ODR connector groups are defined, the ODR distributes traffic to any of the clusters. The ODR feature on the DataPower Gateway supports a subset of On Demand Router in Intelligent Management.  network/odr-connector-group odr-connector-group network AppOpt   summary Comments Contains a brief summary for user annotation.  odr-connector ODR connectors Define the ODR connectors that are used to retrieve ODR information The ODR connectors that are used to retrieve ODR information. An ODR connector defines a connection to the Intelligent Management service. The DataPower Gateway retrieves topology, weights, session affinity, and other information from the WebSphere cell over the connection. If multiple connectors are configured, the top most connection is tried first, followed by the second, and so on. After a connection is established, other endpoints might be retrieved and used if the configured connector endpoint is down. You must define at least one connector in an ODR connector group but cannot define more than 16 connectors.  ssl   SSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Sets the TLS proxy profile with the cryptographic profiles to secure connections.  max-retry-interval 1 120 60 Maximum retry interval Set the time to wait before attempting to reestablish a connection to the Intelligent Management service seconds The time to wait before attempting to reestablish a connection to the Intelligent Management Service. Enter a value in the range 1 - 120. The default value is 60.  xml-manager default XML manager Set the XML manager to use when processing transactions with the Intelligent management service The XML manager to use when processing transactions with the Intelligent management service.  odr-conn-group-properties Custom properties Define the custom properties that are associated with the ODR connector group The custom properties that are associated with the ODR connector group.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.          Main ODR Connector Group Collection of on demand router connectors A collection of on demand router (ODR) connectors used to communicate with the Intelligent Management service.  config/operation-rate-limit api-operation-rate-limit configuration IDG   summary Comments Enter a brief descriptive summary for the API Operation Rate Limit configuration. A descriptive summary for the API Operation Rate Limit Action configuration.  operation API operation Name of the API operation Specifies the name of the API operation.  rate-limit Rate limit Rate limit scheme Specifies the rate limit scheme for the API operation. This setting overrides the rate limit scheme setting of the plan.    Summary      Main API Operation Rate Limit Configure the operation-specific rate limit scheme An API Operation Rate Limit configuration defines the operation-specific rate limit scheme. By default, the rate limit scheme setting for the plan applies to all operations in the associated APIs. However, you can define a different rate limit scheme for an operation.  parse/parse-settings parse-settings configuration IDG   summary Comments Enter a descriptive summary for the settings. A descriptive summary for the settings  document-type detect Document type Type of document to parse Specifies the type of document to parse. By default, the document type is automatically detected.  document-size 0 5368709121 4194304 Maximum document size Maximum document size that the parse action accepts bytes Specifies the maximum document size in bytes that the parse action accepts. This setting provides threat protection by enforcing the maximum document size. Enter a value in the range 0 - 5368709121. The default value is 4194304. A document is rejected when its size exceeds the maximum size. A value of 0 indicates an unlimited document size. When you set the value to 0, the action result does not return the document size. This setting is applicable to binary, JSON, XML, or GraphQL input documents.  nesting-depth 0 4096 512 Maximum nesting depth Maximum nesting depth of the XML, JSON, or GraphQL message that the parse action accepts  Specifies the maximum level of nested element depth in an XML, JSON, or GraphQL message that the parse action accepts. This setting provides threat protection by enforcing limits in the message. 
                                  For XML, it is the maximum level of element depth. For JSON, it is the maximum number of nested label-value pairs, the maximum number of nested arrays, or the maximum number of combination of label-value pairs and arrays. For GraphQL, the nesting depth specifies the maximum level of nested selection sets. Enter a value in the range 0 - 4096. The default value is 512. A document is rejected when its nesting depth exceeds the maximum depth. A value of 0 indicates unlimited nesting depth. When you set the value to 0, the action result does not return the nesting depth of a document.  width 0 65535 4096 Maximum width Maximum width of a payload that the parse action accepts  Specifies the maximum width of a payload that the parse action accepts. This constraint is relevant only when the input document is XML, JSON, or GraphQL. 
                                  When the input document is XML, this property specifies: 
                                      The maximum number of attributes on an element The maximum number of child elements for an element When the input document is JSON, this property specifies: 
                                      The maximum number of properties on a JSON object The maximum number of JSON items in a JSON array When the input document is GraphQL, this property specifies the maximum number of selections in a selection set. Enter a value in the range 0 - 65535. The default value is 4096. The document is rejected when its width exceeds the maximum width. A value of 0 indicates unlimited width. When you set the value to 0, the action result does not return the width of the document.  name-length 0 8192 256 Maximum name length Maximum name length that the parse action accepts bytes  Specifies the maximum name length in bytes that the parse action accepts. This constraint is relevant only when the input document is XML, JSON, or GraphQL. 
                                  For XML, it is the length of the name portion of a tag. For JSON, it is the length of the label portion of the JSON label-value pair. For GraphQL, it is the length of the identifiers, including field names and directive names. The length includes any white space that is contained between tags in XML or quotation marks in JSON. Enter a value in the range 0 - 8192. The default value is 256. A document is rejected when its name length exceeds the maximum length. A value of 0 indicates unlimited name length. When you set the value to 0, the action result does not return the name length of a document.  value-length 0 5368709121 8192 Maximum value length Maximum value length that the parse action accepts bytes  Specify the maximum value length in bytes that the parse action accepts. This constraint is relevant only when the input document is XML, JSON, or GraphQL. 
                                  For XML, it is the length of an attribute or the length of a text value. For JSON, it is the length of a string value. For GraphQL, it is the number of bytes in any string from which GraphQL is composed. The length includes any white space that is contained between tags in XML or quotation marks in JSON. Enter a value in the range 0 - 5368709121. The default value is 8192. A document is rejected when its value length exceeds the maximum length. A value of 0 indicates unlimited value length. When you set the value to 0, the action result does not return the value length of a document.  unique-prefixes 0 262143 1024 Maximum number of unique prefixes Maximum number of unique prefixes that the parse action accepts Specifies the maximum number of unique XML namespace prefixes in a document that the parse action accepts. This limit counts multiple prefixes defined for the same namespace, but does not count multiple namespaces defined in different parts of the input document under a single prefix. Enter a value in the range 0 - 262143. The default value is 1024. A document is rejected when the number of unique prefixes in the document exceeds the maximum number. A value of 0 indicates an unlimited number of unique prefixes. When you set the value to 0, the action result does not return the number of unique prefixes in a document.  unique-namespaces 0 65535 1024 Maximum number of unique namespaces Maximum number of unique namespaces that the parse action accepts Specifies the maximum number of unique XML namespace URIs that the parse action accepts. This limit counts all XML namespaces, regardless of how many prefixes are used to declare them. Enter a value in the range 0 - 65535. The default value is 1024. A document is rejected when the number of unique namespaces in the document exceeds the maximum number. A value of 0 indicates an unlimited number of unique namespaces. When you set the value to 0, the action result does not return the number of unique namespaces in a document.  unique-names 0 1048575 1024 Maximum number of unique names Maximum number of unique names that the parse action accepts  Specify the maximum number of unique names that the parse action accepts. 
                                  For XML, it is the number of unique XML local names. For JSON, it is the number of unique JSON labels. Enter a value in the range 0 - 1048575. The default value is 1024. A document is rejected when the number of unique names in the document exceeds the maximum number. A value of 0 indicates an unlimited number of unique names. When you set the value to 0, the action result does not return the number of unique names in a document.  number-length 0 256 128 Maximum number length Maximum number length that the parse action accepts bytes The maximum number length limits the number of bytes in the value portion of a label-value pair when the value is a number. The number must be a contiguous string of bytes that contain no white space. The number can include a minus sign and a positive or negative exponent. Enter a value in the range 0 - 256. The default value is 128. A document is rejected when the number length in the document exceeds the maximum length. A value of 0 indicates unlimited number length. When you set the value to 0, the action result does not return the number length in a document.     General         Common    XML   JSON Main Parse Settings Configure parse settings Specifies the constraints for parsing the document. The set constraints overwrite the parser limits that are specified in the XML Manager.  config/password-alias password-alias configuration   summary Comments Enter a descriptive summary for the configuration. Enter a descriptive summary for the configuration.  password 127 Password Enter the plaintext password to alias. Enter the plaintext password to alias.  password-encrypted 512           Password Map Alias Manage the mapping of aliases to passwords  The Password Map Alias provides the mapping of an alias to a plaintext password. The alias is a publicly known reference that is included in configuration files and exports. With an alias you keep the real password secret because the plaintext value for the password is stored in an encrypted file. The password for the alias cannot be viewed or accessed by anyone. Only the appliance can extract the password that it uses internally. No passwords that are aliased are written to configuration files. The mapping of aliases to passwords is not part of a backup or export operation, but it is part of the secure backup-restore operations.  config/password-map password-alias-map configuration   pair Password Aliases Alias-to-password entry that links an alias to a password The alias-to-password entry that links an alias to a password.     Main Password Map Configure Password Map  The Password Map, also known as a password-to-alias map, provides the mapping of aliases to passwords. The alias is a publicly known reference that is included in configuration files and exports. With an alias you keep the real password secret because the plaintext value for the password is stored in an encrypted file. The password for the alias cannot be viewed or accessed by anyone. Only the appliance can extract the password that it uses internally. No passwords in a map are written to configuration files. The password-to-alias map is not part of a backup or export operation, but it is part of the secure backup-restore operations.  config/pattern pattern configuration IDG   name ^.{0,128}$ Pattern name Pattern name Brief summary of the Pattern. Specify the name of the pattern that is displayed in the user interface.  description Documentation Brief summary for user annotation Specifies the user annotation of the pattern. The documentation for the pattern in html or plain text, which appears on the Pattern browser.  createDate Created on Time of creation Indicates when the pattern is created.  modifyDate Last Modified on Time of last modification Indicates when the pattern is last modified.  author Author User id of the pattern author Indicates the user ID of the pattern author.  owner Owner Owner of the pattern Indicates which person or entity owns this pattern. Person or entity that owns the pattern.  category Category Category of the pattern Specifies which category the pattern belongs to. Specify which category the pattern belongs to. Select an existing category or enter a new category.  version Version Version of the pattern A version is a string that can be any combination of any characters. Specify the version of the pattern. A version is a string that can be any combination of any characters.  tags Keywords Keywords of the pattern Specifies the keywords that are associated with the pattern. A pattern can have multiple keywords. Specify the keywords to associate with the pattern. A pattern can have multiple keywords. To add a keyword, press Enter or Space after you enter the keyword.  deployment-policy Deployment Policy Deployment policy of the pattern Specifies the policy that is enforced when deploying the pattern.  pov POVs Points of variability   pov-category POV categories    pov-var POV variables    shared-obj Shared Objects    export-file Exemplar service export file    exemplar-class Source service class    exemplar-instance Source service name    target-role deployer Target Role    exemplar-services Additional source services    predefined off Pre-defined    complex-pov Complex PoV   Pattern Pattern configuration Patterns simplify service creation by enabling you to create services from reusing predefined configurations with minimum customized inputs.  network/peer-group peer-group config-management IDG   summary Comments Brief summary for user annotation.  type slm Type Type of peer group The type of peer group that exchange data.  url URL URL of peer  The URL of each peer in the 
                                 protocol://address:port
                                format for an Ethernet interface or a VLAN interface. For unicast peering, peers exchange SLM data over the XML management interface as SOAP over HTTPS. Multicast peering shares the initial SLM state using SOAP over HTTPS; the data transfers are done using multicast. The default port for the XML Management Interface is 5550. If this port is changed on any peer, the URL must reflect the correct port. When defining the collection of peers, include all peers, including the local appliance.  ip-multicast   Type slm-multicast   IP Multicast IP Multicast An IP Multicast object that handles the underlying transmission of packets used for data exchange between the peers.  update-interval 1 10000 10   Type slm-multicast   Update Interval Update Interval ms The time interval in milliseconds that data is transmitted between the peers. Peer Group Peer Group A collection of appliances that automatically update each other with real time data of the types selected. For example, members in the group exchange data to allow the enforcement of a policy across the collection.  policy/policy-attachments policy-attachments webservice IDG   summary Comments Brief summary for user annotation.  enforcement-mode enforce Policy Enforcement Mode How to ensure that messages meet security requirements Enforcement Mode defines how the service uses WS-Policy to ensure that messages meet security requirements. The default behavior is enforce.  policy-references Policy References Controls WSDL-defined policy references. Enable policies attached to WSDL using PolicyURI attributes and PolicyReference elements. These attachments are sometimes called XML element attachments. If 'off', all PolicyURI attributes and PolicyReference elements are ignored and only external policies are enforced.  ignore-attachment-point   PolicyReferences off Ignore Embedded Policy Disables an external policy for a service or port. Disable all policies attached by policy references at a configured attachment point leaving other policy references intact.  external-policy External Policy Associates an external policy with a service or port. Associate an external policy with a service.  sla-enforcement-mode allow-if-no-sla SLA Enforcement Mode Controls the application of SLA Policies to transactions. SLA Enforcement Mode controls the application of SLA Policies to transactions. Transactions are either allowed or rejected based on whether an SLA rule is applied to the transaction. Policy Attachment WS-Policy Internal and External Policy Attachment Create and configure ws-policy attachments for WSDLs  policy/policy-parameters policy-parameters webservice IDG   summary Comments Brief summary for user annotation.  parameter Policy Parameter A key-value pair. The key specifies a policy parameter in a policy mapping stylesheet formatted {policy-domain-ns}key. Policy Parameters WS-Policy Parameter Bindings Configuration to persist the values of ws-policy parameters.  cloud/product-insights-obsolete system IDG   summary Comments   host example.ibm.com Service host    ssl-cert Service host certificate    credentials xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx Service credentials    http-proxy HTTP proxy server    http-proxy-userid HTTP proxy user ID    http-proxy-password-alias HTTP proxy password alias    Product Insights (OBSOLETE)    monitor/quota-enforcement-action quota-enforcement-action webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Action method Action method. Action method  error   Method reject Error code Error code Error code  url    Method redirect  Method post    Method redirect  Method post URL URL URL  email   Method notify   Method notify E-mail E-mail. E-mail  data   Method post Data Data Data Quota Enforcement Action Quota enforcement action. Quota enforcement action  monitor/quota-enforcement-algorithm quota-enforcement-algorithm webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Algorithm method Algorithm method Algorithm method  quota    Method above-request-rate  Method above-request-size    Method above-request-rate  Method above-request-size Quota Quota Quota  interval    Method above-request-rate  Method above-request-size    Method above-request-rate  Method above-request-size Interval Interval Interval  maximum   Method above-request-rate Maximum quota Maximum quota Maximum quota Quota Enforcement Algorithm Quota enforcement algorithm. Quota enforcement algorithm  monitor/quota-enforcement-group quota-enforcement-group webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Group method Group method Group method  key Group key Group key Group key  value Group value Group value Group value Quota Enforcement Group Class Quota enforcement Group class. Quota enforcement group class  monitor/quota-enforcement-match quota-enforcement-match webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Match method Match method Match method  type Match type Match type Match type  key Match key Match key Match key  value Match value Match value Match value Quota Enforcement Match Class Quota enforcement match class. Quota enforcement match class.   webservice IDG   monitor/quota-enforcement-policy quota-enforcement-policy webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  match Match with    group Group by    quota Policy quota    schedule Policy schedule    action Policy action   Quota Enforcement Policy Quota enforcement policy. Quota enforcement policy.  monitor/quota-enforcement-policy-group quota-enforcement-policy-group webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  policy Policy   Quota Enforcement Policy Group Quota enforcement policy group.  Quota enforcement policy group. Quota Enforcement Policy  monitor/quota-enforcement-schedule quota-enforcement-schedule webservice IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  method Schedule method Schedule method Schedule method  date    Method starting-at  Method ending-at    Method starting-at  Method ending-at Date Date Date  start   Method during   Method during Start Start Start  end   Method during   Method during End End End Quota Enforcement Schedule Quota enforcement schedule Quota enforcement schedule  system/quota-enforcement-server quota-enforcement-server system IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  password-alias Password alias The password alias to secure the data store Specifies the password alias to secure the data store. If not specified, a system default is used.  raid-volume Data storage location Whether data storage is persisted on the RAID volume or is in-memory.  Specifies whether data storage is persistent or in-memory. 
                                  For persistent storage, select the RAID volume that must be 
                                     raid0
                                    . For in-memory storage, do not select the RAID volume.  server-port 16379 Server port Server port of the quota enforcement server Indicates the listening port used by the GatewayScript module to communicate with the quota enforcement server. The default port value is 16379.  monitor-port 26379 Monitor port Monitor port of the quota enforcement server Indicates the listening port for operational state monitoring for the quota enforcement server. The default port is 26379.  enable-peer-group off Peer group mode Whether to enable the peer group mode Indicates whether the DataPower Gateway is enabled to work in peer group mode. By default, peer group mode is disabled, which indicates that the DataPower Gateway works in standalone mode.  enable-ssl on   EnablePeerGroup off Enable TLS Whether to enable the TLS to secure connection Indicates whether TLS is used to secure connection among the peers of the peer group. By default, the TLS is enabled.  ssl-key    EnablePeerGroup on  EnableSSL on    EnablePeerGroup off  EnableSSL off Crypto key Private key alias Indicates the key alias for the DataPower Gateway to authenticate a peer of the DataPower Gateway during the TLS handshake.  ssl-cert    EnablePeerGroup on  EnableSSL on    EnablePeerGroup off  EnableSSL off Certificate Certificate alias Indicates the certificate alias that is sent to a peer when the DataPower Gateway negotiates a TLS connection with the peer.  ip-address ^(?!(127.0.0.1|0.0.0.0|::)).*$   EnablePeerGroup on   EnablePeerGroup off IP address IP address of the DataPower Gateway  Indicates the IP address of the DataPower Gateway for other peers to connect to. The IP address can be the IP address on any interface of the DataPower Gateway and must be accessible by other peers in the peer group. The IP address cannot be 127.0.0.1, 0.0.0.0 or ::. This IP address uniquely identifies the DataPower Gateway. You can use a local host alias instead of a static IP address. A host alias resolves a locally configured alias to a static IP address.  peer ^(?!(127.0.0.1|0.0.0.0|::)).*$   EnablePeerGroup off Peers The IP address or hostname of peers of the DataPower Gateway  Specifies peers of the DataPower Gateway in the peer group. The DataPower Gateway connects to each peer in the order in which peers are added in the list. It is not necessary to specify all peers in the Peers list.  When the DataPower Gateway connects to no peer in the list, this DataPower Gateway is the first active server and joins the peer group as the primary node. When the DataPower Gateway connects to any peer in the list, it joins the peer group as a replica. You can use a local host alias instead of a static IP address. A host alias resolves a locally configured alias to a static IP address. Aliasing can help when you move configurations among appliances. Note: Do not specify the IP address or hostname of this DataPower Gateway.  priority 0 255 100   EnablePeerGroup on   EnablePeerGroup off Priority The priority of the DataPower Gateway  Indicates the priority that is used to decide which replica is promoted to the primary node when failover occurs. Enter a value in range 0 - 255. The default value is 100. The replica with the lowest priority number is promoted. A replica with the value of 0 can never be promoted.  strict-mode on   EnablePeerGroup off Strict mode Whether to enable or disable the strict mode Based on your requirements for quota enforcement, enable or disable strict mode. By default, the strict mode is enabled.  log-level internal Log Level  Specifies the quota enforcement log level.   Quota Enforcement Server Quota enforcement server working in standalone mode or peer group mode.  On each DataPower Gateway, you configure the quota enforcement server to store the thresholds and associated metadata in memory or persist them on the RAID volume. The quota enforcement server can work in standalone mode or peer group mode. A peer group is collection of at least three nodes across which quota enforcement is implemented. In each peer group, one DataPower Gateway is the primary node and others are replicas. Failover might occur when the primary node becomes unavailable. When you enable the peer group mode, the appropriate configuration properties are displayed. You must configure the connection among peers. Based on your requirements for quota enforcement, you can enable or disable strict mode. Strict mode affects data-consistency across the peer group. When strict mode is enabled, the following effects are caused: 
                          When the primary node is operational and when strict mode of all nodes in a peer group is enabled, threshold synchronization is more frequent to ensure data-consistency across the peer group. However, more network bandwidth is used. Therefore, strict mode is suitable for peers in the same data center. When the primary node becomes unavailable, before failover occurs, the replica with enabled strict mode cannot process the request. 
                             If service performance and availability are more important than data-consistency, you can disable strict mode for the replica so that this replica can process the request. The replica with disabled strict mode writes the threshold and associated metadata to the local data storage. After failover occurs, the connection is resumed between the replica and the new primary node. The threshold and associated metadata stored by the replica might be overwritten by the new primary node when the new primay node synchronizes the data to all replicas. Data-consistency might be affected across the peer group. By default, data is stored in memory and quota enforcement server works in standalone mode.  system/raid-disk-volume raid-volume device-management RaidVolume   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  read-only off  xb60 Set to read-only Set the access permission to files on the storage volume.  The access permission to files on the storage volume.  When enabled, access permission is read-only. With the B2B feature, access permission must be read/write. B2B storage requires write access to the RAID volume. Setting to read-only is ignored but generates a warning. When disabled, the default value, access permission is read/write.  directory ^[-_a-zA-Z0-9][-_a-zA-Z0-9.]{0,63}$ Directory Enter the name of the subdirectory. The subdirectory where the files on the storage volume are available. The name can be up to 64 characters long. The name cannot start with a period. The name can use all alphanumeric characters and the following special characters: . - _.     Initialize array    Synchronize array    Make hot spare    Perform battery-learning    Delete array    Activate array    Initialize file system    Initialize File System       Repair file system    Change Partition Encryption    Reconcile Partition Encryption RAID Array Configure the RAID array for data storage.  Configure a RAID volume for data storage.  The access permission to files on the storage volume. With the B2B feature, access permission must be read/write. B2B storage requires write access. Setting to read-only is ignored but generates a warning. The subdirectory where files on the storage volume are available in the 
                             local:
                            and 
                             logstore:
                            directories. Each domain contains these subdirectories, and these subdirectories are not shared across domains.  config/rate-limit-config rate-limit-config configuration IDG   parameter Parameters Tuning parameters Defines the domain-scoped tuning parameters for the rate limit algorithm.  gateway-peering-manager default Gateway peering manager Gateway peering manager for a cluster of API gateways Specifies the gateway peering manager for a cluster of API gateways.     Rate Limit Configuration Domain-scoped tuning parameters for the rate limit algorithm  Domain-scoped tuning parameters for the rate limit algorithm.  config/rate-limit-definition rate-limit-definition configuration IDG   summary Comments Brief summary for rate limit definition A brief summary for the rate limit definition.  rate Rate Maximum number of requests to handle Indicates the maximum number of requests that the API Gateway will handle within a time interval. The value of 0 indicates no limit.  interval 1 1   Rate 0 Interval Time interval for the rate limit Indicates the time interval for the rate limit. Specify a value that is greater than or equal to 1. The default value is 1.  unit minute   Rate 0 Unit Time unit for the rate limit Indicates the time unit for the rate limit. The default value is minute.  hard-limit on   Rate 0 Enable hard limit Whether to enable hard limit  Indicates whether to reject requests when the specified rate limit is exceeded.  When enabled, the API Gateway rejects requests when the limit is exceeded. When disabled, the API Gateway still handles requests when the limit is exceeded but produces a warning message. By default, the API Gateway rejects requests when the limit is exceeded.  is-client on   Rate 0 Is client Whether to apply the rate limit to the client Indicates whether to apply the rate limit to the client or to an internal component. Client rate limits return a 429 error when exceeded. Non-client rate limits return a 503 error when exceeded. When set to off, rate limit information is not included in the response header.  use-api-name off   Rate 0 Use API name Whether to use the API name as part of the rate limit key Indicates whether to use the API name as part of the rate limit key.  use-app-id off   Rate 0 Use application ID Whether to use the application ID as part of the rate limit key Indicates whether to use the application ID as part of the rate limit key.  use-client-id off   Rate 0 Use client ID Whether to use the client ID as part of the rate limit key Indicates whether to use the client ID as part of the rate limit key.  dynamic-value    Rate 0 Dynamic value The dynamic value for the rate limit Indicates the dynamic value string for the rate limit, which should contain one or more context variables. The dynamic value makes it possible to use a context variable to enforce the rate limit based on parameters other than those defined in the rate limit scheme, such as a user name, incoming IP address, or server name. The context variable can be set in a GatewayScript action and then included in the dynamic value. 
                             The following example uses the context object in a GatewayScript action to add the 
                             my.server
                            variable to the API context.  context.set("my.server", "server34") The dynamic value can then include the variable 
                             my.server
                            , which resolves to the server name 
                             server34
                            . The default value is an empty string.  weight 1   Rate 0 Weight expression Expression determining how much weight to apply to the limit. Specifies a JSONata expression that assigns a weight value to the transaction. For each API call, the value computed by the weight expression is applied to the rate limit. The default value is 1. If the weight expression evaluates to a value that is less than or equal to 0, it is set to 1. An empty string results in an error.  use-interval-offset on Use interval offset Use interval offset Indicates whether to allow limit intervals to start at differing offsets.  allow-cache-fallback on Allow cache fallback Use cache as a fallback Indicates whether to allow a cache to enforce the rate limit when gateway peering instances cannot be contacted, even when use of a cache is disabled for this limit.  use-cache off Use cache Use cache Indicates whether to allow a cache to be used to store rate limit information. Using a cache may be faster when the number of API calls is low, but a cache can cause degraded performance when the number of API calls is exceptionally high.  parameter Parameters Defines tuning parameters for the rate limit Defines tuning parameters for the rate limit.                   Main      Advanced Rate Limit Definition The rate limit to be enforced  A rate limit definition contains the parameters used to enforce a rate limit.   network   enable-sharing on Enable sharing Enable this runtime to be shared Enable sharing by allowing other sql objects to utilize this runtime. If disabled every object requiring a runtime will be assigned its own, which will have resource implications.  profiles Profile The profile is characterized by the name and the maximum memory. The profile is characterized by the name and the maximum memory.  enable-jrtedump off Enable diagnostic logs for the runtime environment. Enable diagnostic logs for runtime environment Enable Java Runtime Environment dumps to diagnose SQL Data Source Runtime problems.   network/sql-runtime-settings sql-runtime-settings network DCO SQL Data Source Runtime Settings SQL Runtime environment global configuration settings Configure global sql runtime settings. A runtime environment is a container object that hosts objects within the system.  config/secure-mode secure-mode device-management IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  mode Backup mode The backup mode to support  Sets the backup mode to support, when this operational mode is not previously set. The creation of a secure backup is available only when secure backup mode is enabled. Unlike a standard backup, a secure backup contains private data (certificates, keys, and user data), which the DataPower Gateway encrypts with a customer-provided and a DataPower certificate.      General This configuration is provided for platforms that do not provide the script to initially setup the DataPower firmware. Generally, secure backup mode is enabled during the initial firmware setup of the DataPower Gateway. If secure backup mode is not enabled, you can enable this mode in the following ways. 
                              Reinitialize the DataPower Gateway. Open a service ticket to receive the tool to enable secure backup mode.
                            If you make a change and the mode is already set, it is silently ignored. Main Backup Mode Backup operational mode Sets the backup operational mode. This mode controls whether a secure-backup is allowed. After this mode is set, it cannot be changed. Operational modes are set the first time the DataPower Gateway is started.  scc/scc-deprecated scc configuration AppOpt   summary Comments Deprecated - Brief summary for user annotation.  remote-address Remote Host Deprecated - Host name or IPv4 address Deprecated - Specifies the host name or IPv4 address of the cloud server instance for Secure Cloud Connector communications.  remote-port 1 0xFFFF 22 Remote Port Deprecated - Port number Deprecated - Specifies the remote TCP port number of the cloud server instance's SSH server.  ssh-client-profile SSH Client Profile Deprecated - SSH Client Profile Deprecated - Specifies the name of an SSH Client Profile to be used by this Secure Cloud Connector connection.  local-tun-ip Local Tunnel IPv4 Address Deprecated - The configured local IPv4 address. Deprecated - Specifies the IPv4 address of the local tunnel endpoint.  remote-tun-ip Remote Tunnel IPv4 Address Deprecated - The configured remote IPv4 address. Deprecated - Specifies the IPv4 address of the remote tunnel endpoint.  remote-tun-id 0 2147483645 0 Remote Tunnel Identifier Deprecated - Optional remote tunnel identifier. Deprecated - Specifies an optional remote tunnel identifier. When specified this value must be in the range of 0 and 2,147,483,645 inclusive. A value of 0 indicates that the remote tunnel identifier will be generated internally when the Secure Cloud Connection is enabled.  remote-auto-config on Remote Auto Configuration Deprecated - Optional remote auto configuration. Deprecated - Specifies whether to automatically configure the remote tunnel and remote routing rules on the remote host.  icmp-liveness-check on ICMP Liveness Check Deprecated - Optional ICMP liveness check. Deprecated - Specifies whether an icmp liveness check should be periodically performed to test the health of the Secure Cloud Connectior. When enabled icmp echo requests will be sent periodically over the Secure Cloud Connector. If the icmp echo requests go unanswered the Secure Cloud Connector will be deemed unresponsive. The Secure Cloud Connector will be terminated and an attempt will be made to restart the Secure Cloud Connector. Cloud Instance (deprecated) Deprecated - Use this page to configure and manage a Secure Cloud Connector for a single cloud server instance.  cloud/sgclient sgclient configuration  software IDG   summary Comments Brief summary for user annotation.  gateway-id ^[_a-zA-Z0-9-.@:]*$ Gateway ID Gateway ID The Gateway ID generated by IBM Cloud for this Secure Gateway.  security-token ^[_a-zA-Z0-9-.]*$ Security token Security token The Security Token assigned by Cloud for this Secure Gateway  acl Access control list Access control list The list of destination hosts and ports that are either allowed or denied access through this client.           General   Access Control List Main     Secure Gateway Client (deprecated) Secure Gateway client The Secure Gateway client is deprecated. The Secure Gateway client creates a secure tunnel to IBM Cloud for establishing TCP/IP communication with backend systems.   configuration IDG   ip-address 0.0.0.0 Local address Enter the local IP address or host alias.  Enter a host alias or the IP address that the service listens on. Host aliases can ease migration tasks among appliances.  0 or 0.0.0.0 indicates all configured IPv4 addresses. :: indicates all configured IPv4 and IPv6 addresses.  Attention: For management services, the value of 0.0.0.0 or :: is a security risk. Use an explicit IP address to isolate management traffic from application data traffic.    configuration   system/gatewayscript-remote-debug gatewayscript-remote-debug system IDG   summary Comments A descriptive summary for the configuration Specifies a brief descriptive summary for the configuration.  port 1 0xFFFF 9229 Local port The listening port for the local debug endpoint Sets the port that the local GatewayScript debug endpoint monitors. The default value is 9229.  GatewayScript Remote Debugger The connection details for a remote GatewayScript debugger Modify the connection details for a remote GatewayScript debugger. This configuration defines the local GatewayScript debug endpoint for remote debugging.  mgmt/xml-mgmt xml-mgmt device-management IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  port 1 0xFFFF 5550 Port number Enter the TCP port that the XML management interface monitors. The TCP listening port that the XML management interface monitors. The default value is 5550.  ssl   SSLConfigType proxy   Custom TLS proxy profile (deprecated) The custom TLS proxy profile is deprecated. Use a custom TLS server profile or custom TLS SNI server profile. The TLS proxy profile that the web management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  user-agent Custom user agent Assign a custom user agent. The user agent that the web management service uses.  acl xml-mgmt Access control list Edit the access control list. The access control list uses the defined client IP addresses to allow or deny access. Edit the "xml-mgmt" access control list to define client IP addresses to allow or deny access.  ws-management off   NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE   slm-peering 10   Mode slm   SLM update interval Enter the frequency to push SLM updates to peers. Seconds The interval sets the frequency that the scheduled task pushes SLM updates to peers.  mode Enabled services Select which service endpoints to enable. Select which service endpoints to enable. For each enabled endpoint, the interface listens for requests from those services.  3.0  ssl-config-type server Custom TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLConfigType server Custom TLS server profile Assign a custom TLS server profile. The TLS server profile that the web management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  ssl-sni-server   SSLConfigType sni   Custom TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.      Main       Advanced   SLM XML Management Interface Configuration of the XML management interface. Modify the configuration of the XML management interface. This interface is described in the store:///xml-mgmt.wsdl file in the 'default' domain.          mgmt/rest-mgmt rest-mgmt device-management   summary Comments Brief summary for user annotation.  port 1 0xFFFF 5554 Port Number Change the listening port for the REST management interface Changes the listening port for the REST management interface. The default value is 5554.  ssl   SSLConfigType proxy   Custom TLS Proxy Profile (deprecated) The custom TLS proxy profile is deprecated. Use a custom TLS server profile or custom TLS SNI server profile. Allows users to specify an existing TLS proxy profile and assign the TLS proxy profile to rest-mgmt (REST Management Interface) instead of the default profile, or create a new TLS proxy profile and assign that TLS proxy profile to rest-mgmt instead of the default profile.  acl rest-mgmt Access Control List Modify the rest-mgmt access control list Modifies the rest-mgmt access control list to allow or deny access based on the IP address of the client.  ssl-config-type server Custom TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLConfigType server Custom TLS server profile Assign a custom TLS server profile. The TLS server profile that the REST management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  ssl-sni-server   SSLConfigType sni   Custom TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.           REST Management Interface Configure the REST management interface.  mgmt/ssh ssh device-management   mode off NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  port 1 0xFFFF 22 LocalAddress Port number Enter the TCP port that the SSH server monitors. The TCP listening port that the SSH server monitors. The default value is 22.  acl ssh Access control list Edit the access control list. The access control list uses the defined client IP addresses to allow or deny access. Edit the "ssh" access control list to define client IP addresses to allow or deny access. SSH Service Configuration of the SSH server. Modify the configuration of the SSH server.  mgmt/telnet cli telnet device-management IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  port 1 0xFFFF 2300 LocalAddress Port number Enter the TCP port that the Telnet handler monitors. The TCP listening port that the Telnet handler monitors. The default value is 2300.  acl Access control list Assign the access control list. The access control list uses the defined client IP addresses to allow or deny access. Create or edit the access control list to define client IP addresses to allow or deny access.            Main Telnet Service Create a Telnet handler. Telnet services on the appliance are Telnet handlers. They are available for compatibility with earlier versions. A Telnet handler supports client-initiated access to the CLI. Telnet is an unsecure protocol and should be used with extreme caution. Telnet should be enabled only on the trusted management port or on a secure network segment. To ensure an encrypted connection and verify the cryptographic authenticity of the server, SSH is a more secure choice.  b2b/b2b-viewer-mgmt b2b-viewer-mgmt device-management B2B   summary Comments Brief summary for user annotation.  port 1 0xFFFF 9091 LocalAddress Port Number Change the listening port for the B2B viewer Changes the listening port for the B2B viewer. The default value is 9091.  ssl   SSLServerConfigType proxy Custom TLS Proxy Profile (deprecated) The custom TLS proxy profile is deprecated. Use a custom TLS server profile or custom TLS SNI server profile. Allows users to specify an existing TLS proxy profile and assign the TLS proxy profile to b2bViewer-mgmt instead of the default profile, or create a new TLS proxy profile and assign that TLS proxy profile to b2bViewer-mgmt instead of the default profile.  user-agent Custom User Agent User Agent Allows users to specify an existing User Agent and assign the User Agent to b2bViewer-mgmt, or create a new User Agent and assign that User Agent to b2bViewer-mgmt.  idle-timeout 0 65535 600 Idle Timeout Idle session logout time seconds The time after which an idle session will be invalidated, requiring reauthentication. To disable the idle timer altogether, use the value '0'.  acl web-b2b-viewer Access Control List Modify the web-b2b-viewer access control list Modifies the web-b2b-viewer access control list to allow or deny access based on the IP address of the client.  ssl-config-type proxy Custom TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server Custom TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni   Custom TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.       main       Advanced     Generate Certificate (deprecated) Web B2B Viewer Management Service Configure the web B2B Viewer Management interface.  mgmt/web-mgmt web-mgmt device-management   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  port 1 0xFFFF 9090 LocalAddress Port number Enter the TCP port that the web management service monitors The TCP port that the web management service monitors. The default value is 9090.  ssl   SSLServerConfigType proxy   Custom TLS proxy profile (deprecated) The custom TLS proxy profile is deprecated. Use a custom TLS server profile or custom TLS SNI server profile. The TLS proxy profile that the web management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  user-agent Custom user agent Assign a custom user agent. The user agent that the web management service uses.  save-config-overwrite on Save configuration overwrites Whether saved configurations overwrite the startup configuration. When enabled, saving a configuration overwrites the startup configuration with the running configuration. When disabled, a manual step is required that prevents overwriting the manually edited startup configuration.  idle-timeout 0 65535 600 Idle timeout Enter the time after which to invalidate idle sessions. Seconds The time after which to invalidate idle sessions. When invalidated, requires reauthentication. Enter a value in the range 0 - 65535. The default value is 600. A value of 0 disables the timer.  acl web-mgmt Access control list Edit the access control list. The 
                                             web-mgmt
                                            access control list defines the client IP addresses to allow or deny.  ssl-config-type server Custom TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server Custom TLS server profile Assign a custom TLS server profile. The TLS server profile that the web management service uses to secure connections. If you do not assign one, the service uses one with a self-signed certificate.  ssl-sni-server   SSLServerConfigType sni   Custom TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  disable-csrf off Disable CSRF protection    enable-sts on Enable HTTP Strict Transport Security Whether to enable HTTP Strict Transport Security headers. When enabled, responses from the web management service inject HTTP Strict Transport Security headers.       Main       Advanced     Generate Certificate (deprecated) Web Management Service Configuration of the web management service. Modify the configuration of the web management service.   http http IDG   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  port 1 0xFFFF LocalAddress Port Number Port number Specify the local port to monitor for incoming client requests.  remote-ip-address   Type static-backend   Remote Host Host name, IP address, or Load Balancer Group Specify the host name or IP address of the specific server supported by this DataPower service. If using load balancers, specify the name of the Load Balancer Group. If using the On Demand Router, specify the keyword ODR-LBG. Load balancer groups and the On Demand Router can be used only when Type is static-backend.  remote-port 1 0xFFFF   Type static-backend   Remote Port Port number Specify the port number to monitor. Used only when Type is static-backend.  acl Access Control List This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  http-timeout 1 86400 120 HTTP Timeout HTTP idle timer seconds Specifies the maximum number of seconds (within the range 1 through 86400, with a default of 120) that a firewall or proxy maintains an idle HTTP connection.  persistent-timeout 0 7200 180 HTTP Persistent Timeout TCP idle timer seconds Specifies the maximum number of seconds (within the range 0 through 7200, with a default of 180) that a firewall or proxy maintains an idle TCP connection.  host-rewriting on Host Rewrite Enable/Disable host rewrite When enabled, the device will rewrite the Host: header to be the address of the back-end server. This is not what a strict proxy would do, and may not be appropriate for all topologies.  silence-warning off HTTP Warning Suppression Enable/Disable 214 warnings Toggle to enable or disable the generation of Transformation Applied (Warning Code: 214) messages by the HTTP service.  compression off HTTP Compression Enable/Disable GZIP compression Toggle to enable or disable the GZIP compression function.  include-response-type-encoding off HTTP Include charset in response-type Include the character set encoding in the HTTP content-type header Toggle to enable or disable including the character set encoding in the HTTP content-type header produced. For example, when sending a UTF-8 encoded XML document: If this property is disabled, 'content-type=text/xml' will be sent. If this property is enabled, 'content-type=text/xml; charset=UTF-8' will be sent.  always-show-errors off Always provide full errors Provide full error reports even when inline with other documents. If set, HTTP responses may be generated with errors appended to partially generated documents. If not set error responses will only be sent to the browser if no other output has been created.  disallow-get off Disallow GET (and HEAD) Do not allow clients to do GET and HEAD If set, only methods with incoming data (such as POST) are allowed.  disallow-empty-reply off Don't allow empty response bodies Require all responses to have bodies If set, only responses with message bodies are allowed (that is, not 304 and so forth).  persistent-connections on HTTP Persistent Connections Enable/Disable HTTP persistent connections Toggle to enable or disable HTTP persistent connections.  client-address X-Client-IP HTTP Client IP Label HTTP header label containing client IP address Retain the default value (X-Client-IP) or provide an other value (for example, X-Forwarded-For).  http-global-tranID-label X-Global-Transaction-ID HTTP Global Transaction ID Label HTTP header label containing global transaction ID Enter the name of an HTTP Header to read to determine the global transaction ID for chained services. This value defaults to X-Global-Transaction-ID.  httpproxy-address Proxy Host Host name or IP address Specify the host name or IP address of the HTTP proxy to use when the remote server can be accessed only through another HTTP proxy.  httpproxy-port 1 0xFFFF 800 Proxy Port Port number Specify the port number on the HTTP proxy server.  version HTTP Version HTTP version  chunked-uploads off Allow Chunked Uploads Enabled/Disable HTTP/1.1 Chunked Request Bodies Use the radio buttons to enable (on) or disable (off) the ability to send Content-Type Chunked Encoded documents to the back end server. When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either Content-Length or chunked encodings. While all servers will understand how to interpret Content-Length, many applications will fail to understand Chunked encoding. For this reason, Content-Length is the standard method used. However doing so interferes with the ability of the device to fully stream. To stream full documents towards the back end server, this property should be turned on. However, the back end server must be RFC 2616 compatible, because this feature cannot be renegotiated at run time, unlike all other HTTP/1.1 features which can be negotiated down at runtime if necessary. This property can also be enabled by configuring a User Agent to enable it on a per-URL basis.  inject HTTP Header Injection  suppress HTTP Header Suppression HTTP Headers can be suppressed (removed) from the message flow using this property. For example, the Via: header, which contains the name of the DataPower service handling the message, may be suppressed from messages sent by the DataPower device back to the client.  parameter Stylesheet Parameter Stylesheets used in Processing Policies can take stylesheet parameters. These parameters can be passed in by this object. More than one parameter can be defined.  default-param-namespace http://www.datapower.com/param/config Default parameter namespace If a stylesheet parameter is defined without a namespace (or without explicitly specifying the null namespace), then this is the namespace into which the parameter will be assigned.  query-param-namespace http://www.datapower.com/param/query Query parameter namespace The namespace in which to put all parameters that are specified in the URL query string.  force-policy-exec off Process Messages Whose Body Is Empty Bypasses the one way exchange pattern  Some message patterns may include bodyless request and response messages. This is common with RESTful web services where messages may or may not include a body but still requires the processing policy to run. To enable this capability for services whose request and response type is XML (or marked as non-XML i.e. JSON), set this option to 'on'. By doing so, the processing policy rules will always be executed.  monitor-count Count Monitors Count Monitors watch for defined messaging events and increment counters each time the event occurs. When a certain threshold is reached, the monitor can either post a notification to a log or block service for a configured amount of time. Select a Count Monitor from the list to activate that monitor for this firewall. Click the + button to create a new Count Monitor.  monitor-duration Duration Monitors Duration Monitors watch for events meeting or exceeding a configured duration. When a duration is met or exceeded, the monitor can either post a notification to a log or block service for a configured amount of time. Select a Duration Monitor from the list to activate that monitor for this firewall. Click the + button to create a new Duration Monitor.  monitor-processing-policy terminate-at-first-throttle Monitors evaluation method Monitors evaluation method Select the way that the system behaves when more than one monitor is attached to a service.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                         off
                                        . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on   Probe Mode Probe Mode Select the probe mode.  debugger-url   DebuggerType external   Server URL External Server URL Configures the URL for external probe mode  debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostic mode in the probe Set the number of records for transaction diagnostic mode in the probe. Enter a value in the range 10 - 250. The default value is 25.  debug-trigger   DebugMode on Probe Triggers Probe Triggers The probe captures transactions that meet one or more of the conditions defined by the triggers. These triggers examine the direction or type of the message flow and examine the message for an XPath expression match. When a message meets one of these conditions, the transaction is captured in diagnostics mode and becomes part of the list of transactions that can be viewed.  webgui-mode off WebGUI Mode Enable/Disable WebGUI Extensions When enabled, WebGUI extension functions are supported.   services/xmlfirewall xmlfirewall xmlfirewall IDG   type dynamic-backend Type Type of operation Specify the mode of the XML Firewall. The default is Dynamic Backend.  xml-manager default XML Manager XML manager An XML Manager manages the compilation and caching of stylesheets, the caching of documents, and provides configuration constraints on the size and parsing depth of documents. You can enable streaming operation by configuring an XML Manager to use a Streaming Compile Option Policy. More than one firewall may use the same XML Manager. Select an existing XML Manager from the list to assign the Manager to this firewall. Click the + button to create a new XML Manager that is assigned to this firewall. A default Manager is used if you do not create one.  urlrewrite-policy URL Rewrite Policy URL rewrite policy A URL Rewrite Policy applies the rules established in the named policy to rewrite the URL used by the client to connect to the service this firewall represents. This helps to mask the URL and location of the actual service. Select an existing URL rewrite policy from the list of available policies. Click the + button to create a new URL rewrite policy that is then assigned to this firewall.  ssl   SSLConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile and a TLS server profile or TLS SNI server profile. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this firewall. Click the + button to create a new TLS proxy profile and assign that TLS proxy profile to the firewall. TLS Proxy profiles can be used in either client or server communications.  stylesheet-policy default Processing Policy Assign the processing policy Assign the processing policy to the service. The processing policy defines the actions to take against messages that flow through the service.  max-message-size 0 2097151 0 Maximum Message Size The maximum allowable size in kilobytes of a message KB  Specifies the maximum allowable size in kilobytes of a message. Enter a value in the range 0 - 2097151. The default value is 0. A value of 0 specifies that no limit is enforced, and the message can be of unlimited size. The maximum message size limit applies to JSON, SOAP, XML, and non-XML messages. If the message type is pass-through, no limit is enforced.  request-type soap Request Type Characterize client-originated traffic Characterizes the type of traffic that originates from the client. The default is SOAP.  response-type soap Response Type Characterize server-originated traffic Characterizes the type of traffic that originates from the server. The default is SOAP.  fwcred Firewall Credentials Firewall credentials list Specifies an optional Firewall Credentials list. A Firewall Credentials list specifies which keys and certificates are available to support firewall processing. In the absence of an identified Firewall Credentials list, all locally-stored key and certificates are available to the firewall.  monitor-service Service Monitors Specifies a list of Web Service Monitors. Web Service Monitors target Web Service endpoints. Use the Web Services wizard on the Control Panel to supply a WSDL and configure a Monitor for an endpoint. The Monitor collects statistics, establishes count and duration monitors and can take action when thresholds are met or exceeded. A Monitor must be selected here to be activated. Click + to create a new Web Services Monitor. Note that this Monitor is not the Service Level Monitor (SLM) used by a Multi-Protocol Gateway or Web Service Proxy.  request-attachments strip   RequestType unprocessed Request attachment processing mode Attachment processing mode for client requests Select how to treat client requests with attachments. The default is Strip.  response-attachments strip   ResponseType unprocessed Response attachment processing mode Attachment processing mode for server responses Select how to treat server responses with attachments. The default is Strip.  root-part-not-first-action process-in-order    RequestAttachments streaming  ResponseAttachments streaming Action when required root part is not first When streaming MIME messages, the action to take when the root part is not the first part of the message. If the root part must be first (for example to do BSP conformance checking) and the action is set to "process in order" the DP device will buffer attachments up to the root.  front-attachment-format dynamic Front attachment processing format Attachment processing format for client requests Select how to interpret client requests with attachments. If an attachment arrives that is not of the type chosen, the attachment will be rejected.  back-attachment-format dynamic Back attachment processing format Output attachment processing format Select the attachment output format to backend servers. If an attachment arrives that is not of the type chosen, the attachment will be rejected.  mime-headers on MIME Header Processing Processing of MIME Package Headers  The body of a message (that is, the payload, independent of any protocol headers) can sometimes contain MIME headers before any preamble and before the first MIME boundary contained in the body of the message. These MIME headers can contain important information not available in the protocol headers, such as the string identifying the MIME boundary. If this property is set to on, then these MIME headers will be processed by the Firewall. Note that if this is on and there are no MIME headers contained in the message, the device will continue to try and parse the message, using the protocol header information, if available. When this is off and MIME headers are present in the body of the message, these MIME headers will be considered part of the preamble and not used to parse out the message. If the protocol headers (such as HTTP) indicate the MIME boundaries, the device can parse and process individual attachments. If such information is not available, no attachments can be parsed from the body of the message.  rewrite-errors on Rewrite Error Messages Whether to rewrite error messages to avoid providing a padding oracle. Error messages after a decryption action can provide an attacker who is using the padding oracle attack method with enough information to determine the contents of the plaintext data. When enabled, the default, the client receives error messages without the internal information that could lead to a discovery. When disabled, the client receives the original message with this information.  delay-errors on   RewriteErrors on Delay Error Messages Whether to delay error messages to avoid providing a padding oracle. The timing difference of the error messages returned after a decryption action can provide an attacker with enough information to determine the contents of the plain-text data. When enabled, the default, the DataPower Gateway delays error messages for the defined duration. When disabled, the DataPower Gateway does not delay error messages.  delay-errors-duration 250 300000 1000    DelayErrors on  RewriteErrors on   Duration to Delay Error Messages How long to delay error messages from the start of the transaction. ms When enabling the delay of error messages, specify the delay duration in milliseconds. If delaying messages for 3000 ms, the DataPower Gateway will not send error messages to the client until 3 seconds have elapsed since the DataPower Gateway performed decryption on the requests. Use any value of 250 - 300000. The default value is 1000.  soap-schema-url store:///schemas/soap-envelope.xsd    RequestType soap  ResponseType soap SOAP Schema URL Specifies which W3C XML Schema will be used to validate SOAP documents When a firewall is in SOAP mode, either on the request or response side, it will validate the incoming messages against a W3C Schema that defines what a SOAP message is supposed to look like. It is possible to customize which schema is used on a per-firewall basis by changing this property; this can be used to accommodate non-standard configurations or other special cases.  wsdl-response-policy off WSDL Response Policy Policy for responding to .NET WSDL requests Select how the firewall handles requests for .NET WSDL requests via the http://domain.com/service?wsdl convention. The default is Off.  wsdl-file-location   WSDLResponsePolicy serve WSDL file location Location of post-filter WSDL URL of the file to return when WSDL response policy is set to serve local.  firewall-parser-limits off Firewall parser limits Use firewall parser limits instead of XML Manager parser limits. Use the firewall parser limits instead of the parser limits in the XML Manager for this firewall. Firewall limits override XML Manager limits.  bytes-scanned 4194304   FirewallParserLimits on   XML Bytes Scanned XML parser maximum bytes scanned bytes Defines the maximum number of bytes scanned by the XML parser. This applies to any XML document that is parsed. If any of the parser limits are set in the XML Firewall, they will override those on the XML Manager. If this value is 0, no limit is enforced.  element-depth 512   FirewallParserLimits on   XML Element Depth XML parser maximum element depth Defines the maximum depth of element nesting in XML parser. If any of the parser limits are set in the XML Firewall, they will override those on the XML Manager.  attribute-count 128   FirewallParserLimits on   XML Attribute Count XML parser maximum attribute count Defines the maximum number of attributes of a given element. If any of the parser limits are set in the XML Firewall, they will override those on the XML Manager.  max-node-size 1024 4294967295 33554432   FirewallParserLimits on   XML Maximum Node Size XML parser maximum node size bytes Defines the maximum size any one node may consume. The default is 32 MB. Sizes which are powers of two result in the best performance. If any of the parser limits are set in the XML Firewall, they will override those on the XML Manager. Although you set an explicit value, the DataPower Gateway uses a value that is the rounded-down, largest power of two that is smaller than the defined value.  forbid-external-references on   XML Forbid External References XML parser forbid external references toggle Defines if the XML parser will abort when an input document specifies to resolve an external reference such as an external entity or external DTD definition.  max-prefixes 1024   FirewallParserLimits on   XML Maximum Distinct Prefixes XML parser maximum distinct prefixes Enter an integer that defines the maximum number of distinct XML namespace prefixes in a document. This limit counts multiple prefixes defined for the same namespace, but does not count multiple namespaces defined in different parts of the input document under a single prefix. Enter a value in the rage 0 - 262143. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-namespaces 1024   FirewallParserLimits on   XML Maximum Distinct Namespaces XML parser maximum distinct namespaces Enter an integer that defines the maximum number of distinct XML namespace URIs in a document. This limit counts all XML namespaces, regardless of how many prefixes are used to declare them. Enter a value in the range 0 - 65535. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-local-names 60000   FirewallParserLimits on   XML Maximum Distinct Local Names XML parser maximum distinct local names Enter an integer that defines the maximum number of distinct XML local names in a document. This limit counts all local names, independent of the namespaces they are associated with. Enter a value in the range 0 - 1048575. The default value is 60000. A value of 0 indicates that the limit is 60000.  attachment-byte-count 2000000000   FirewallParserLimits on   Attachment Byte Count Limit Maximum byte count per attachment bytes Defines the maximum number of bytes allowed in any single attachment. Attachments that exceed this size will result in a failure of the whole transaction. If this value is 0, no limit is enforced.  attachment-package-byte-count 0   FirewallParserLimits on   Attachment Package Byte Count Limit Maximum cumulative byte count for all parts bytes Defines the maximum number of bytes allowed for all parts of an attachment package, including the root part. Attachment packages that exceed this size will result in a failure of the transaction. If this value is 0, no limit is enforced.  external-references forbid   FirewallParserLimits on   XML External Reference Handling Special handling for external references in XML Select the special handling for input documents that contain external references, such as an external entity or external DTD definition.  credential-charset protocol Credential Character Set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. Defaults to Protocol which is ISO-8859-1, Latin 1.  ssl-config-type proxy TLS type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  ssl-client   SSLConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                                       Main      Monitors       Attachments     Probe Settings                  HTTP Options             XML Parser       Quiesce State              XML Firewall Create or edit an XML Firewall on local IP/port. This XML Firewall can communicate with a dynamically identified servers, a static back end server or as a loopback. The XML Firewall applies the selected processing policy to messages. The XML Firewall can rewrite client request URLs byusing a URL rewrite policy. The XML Firewall can use TLS communications to client, server or both directions if applicable.  services/xslproxy xslproxy xslproxy IDG   type static-backend Type    xml-manager default XML Manager    urlrewrite-policy URL Rewrite Policy    ssl   SSLConfigType proxy TLS proxy profile (deprecated)    stylesheet-policy default Processing Policy    credential-charset protocol Credential Character Set    ssl-config-type proxy TLS type    ssl-server   SSLConfigType server TLS server profile    ssl-sni-server   SSLConfigType sni TLS SNI server profile    ssl-client   SSLConfigType proxy TLS client profile                          Main          Monitors    Probe Settings                 HTTP Options              XSL Proxy  The XSL Proxy is obsolete. HTTP Proxy HTTP connection properties Defines an HTTP Proxy Service.  services/httpserv httpserv httpserv IDG   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  port 1 0xFFFF 80 LocalAddress Port Number The local TCP port number that supports server operations An integer (within the range 1 through 65535, with a default of 80) that specifies the port monitored by the HTTP server.  mode normal Mode HTTP Server Mode Selects the HTTP server mode. The default is Normal.  identifier Identifier HTTP Server Identifier This value is returned in the HTTP headers that Identify the HTTP Server.  local-directory store:/// ^(store|config|image|temporary|logtemp|logstore|audit|local): store:///subdir Base Directory Base Directory Specify the local flash directory from which the server serves documents (including the Start Page). This value is typically "local:///" (note the triple slashes) or "store:///". If no Start Page file exists in this directory, the server will return an automatically generated index of the contents of the directory.  start-page  store config image local temporary Start Page Start Page in base directory Specify the page to display when the client first accesses the server. The HTML file has to be located in the configured base directory. If this is left blank, the server will return an automatically generated list of the contents of the Base Directory.  acl Access Control List This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.              Quiesce State           HTTP Service Creates an HTTP server. This server delivers documents stored on the local system.  services/sslforwarder sslforwarder sslforwarder IDG   summary Comments Descriptive summary for the configuration. Enter a descriptive summary for the configuration.  priority normal Service priority Service-scheduling priority Select the service scheduling priority. When system resources are in high demand, "high" priority services are favored over lower priority services.  local-port 1 0xFFFF LocalAddress Local port Local listening port Specify the local listening port for the service.  remote-address Remote host Hostname or IP address of the server. Specify the hostname or IP address of the remote server.  remote-port 1 0xFFFF Remote port Listening port on the server Specify the listening port number of the remote server.  ssl-proxy   SSLConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile and a TLS server profile or TLS SNI server profile. Select a TLS proxy profile to manage TLS communications with the peer. The TLS proxy profile identifies the keys and certificates for the handshake.  front-timeout 0 86400 0 Client-side timeout Maximum idle time for client connections in a transaction Seconds Specify the maximum idle time for client connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  back-timeout 0 86400 0 Server-side timeout Maximum idle time for a server connection in a transaction Seconds Specify the maximum idle time for server connections in a transaction. This timer monitors the idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  connection-timeout 0 86400 0 Transaction timeout Maximum duration for transactions Seconds Specify the maximum duration for transactions. This timer monitors the duration of end-to-end transactions. If the specified connection time is exceeded, the client connection is torn down. Enter a value in the range of 0 - 86400. The value of 0 indicates that the timer is disabled. The default value is 0.  maximum-connections 0 65535 100 Maximum client connections Maximum number of concurrent client connections Specify the maximum number of concurrent client connections to the service. Enter a value in the range of 0 - 65535. The value of 0 indicates an unlimited number of connections. The default value is 100.  ssl-config-type proxy TLS type The TLS type for securing the communication between two parties. TLS configuration type for securing communication between two parties.  ssl-server   SSLConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  ssl-client   SSLConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                      General       Client connections      Server connection Main                  TLS Proxy Service  Creates a TLS Proxy service. This service can be used to wrap or unwrap a TCP stream in TLS. This service requires TLS profiles to secure the connections.  When the DataPower Gateway is a TLS client, use a forward TLS proxy profile or a TLS client profile to secure connections between the clients and its targets. When the DataPower Gateway is a TLS server, use a reverse TLS proxy profile or a TLS server profile to secure connections between clients and the DataPower Gateway. When the server supports Server Name Indication (SNI), you use a TLS SNI server profile. When the DataPower Gateway is both a TLS client and TLS server, use a two-way TLS proxy profile, or a TLS client profile and a TLS server profile or TLS SNI server profile to secure both connections.  services/tcpproxy tcpproxy tcpproxy IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.  1 0xFFFF LocalAddress Port Number The TCP port number An integer (within the range 1 through 65535) that specifies the port monitored by the TCP proxy  Remote Host Host name or IP address Specify the host name or IP address of the remote host for which this proxy is accepting TCP traffic. TCP traffic sent to the proxy will in turn be sent to this host. Click Ping to verify connectivity.  1 0xFFFF Remote Port Port number Specify the port number of the remote host, specify with Remote Host, for which this proxy is accepting TCP traffic.  0 86400 360 Idle timeout Maximum idle time seconds Specify the maximum idle time that is allowed for the front side connection and the server side connection. After the time is reached, the idle connections are terminated. Enter a value in the range 0 - 86400. The default value is 360. A value of 0 disables the idle timer.                  Main       Quiesce State              TCP Proxy Service Creates a TCP Proxy service.  services/xslcoproc xslcoproc xslcoproc IDG   summary Comments    priority normal Service Priority    port 1 0xFFFF LocalAddress Port Number    xml-manager default XML Manager    urlrewrite-policy URL Rewrite Policy    stylesheet-rule Processing Rule    connection-timeout 3 7200 60 Connection Timeout     intermediate-result-timeout 1 600 20 Intermediate Result Timeout     cache-relative-url off Cache Relative URL    use-client-resolver on Use URI Resolver    crypto-extensions off Crypto Extensions    default-param-namespace http://www.datapower.com/param/config Default parameter namespace    ssl   SSLServerConfigType proxy TLS Profile (deprecated)    debug-mode off Probe setting    debugger-type internal   DebugMode on   Probe Mode    debugger-url   DebuggerType external   Server URL    debug-history 10 250 25   DebugMode on   Transaction History    debug-trigger   DebugMode on Probe Triggers    ssl-config-type proxy TLS type    ssl-server   SSLServerConfigType server TLS server profile    ssl-sni-server   SSLServerConfigType sni TLS SNI server profile                              Probe Settings       Quiesce State           XSL Coprocessor  The XSL Coprocessor is obsolete.  config/alias alias configuration IDG   Command sequence Enter the sequence of commands to invoke. Use a semicolon to separate commands. The macro invokes the commands in the specified sequence. For example, configure terminal; backup latest.zip appdomain. Shell Alias (deprecated)  The Shell Alias command is deprecated. Creates a user-defined macro that runs the specified sequence of commands when invoked from the CLI. You can use the GUI to create and modify macros, but you can invoke these macros from only the CLI.  webapp/rate-limiter simple-rate-limiter mpgw IDG   summary Comments Brief summary for user annotation.  tps 1 500 Rate Rate Limit transactions-per-second The rate of acceptable traffic, per user, expressed in transactions per second.  action reject Enforcement Style Style of enforcement action Select the action to take when the rate limit is exceeded. The default is Reject.  distinct-sources 10000 Distinct Users Number of Distinct Users Tracked The system organizes the counts user by the identity most recently used. When too many distinct counts have been observed, the users not seen in the longest time are discarded. This parameter specifies how many distinct users are tracked before discard.  concurrent-connection-limit 0 Concurrent Connections Number of Connections per User The number of simultaneous connections allowed per user. Set to 0 to disable this enforcement. Rate Limiter Simple Rate Limiter A simple TPS based message monitor that limits the transaction rate any single user may achieve.  monitor/slm-action slm-action webservice IDG   summary Comments Brief summary for user annotation.  type log-only Type Control procedure to trigger The control procedure (action) to trigger in addition to generating a log message for transactions in excess of the maximum rate.  log-priority debug Log Priority Log message priority The priority (severity) of the generated message when a monitored transaction type exceeds its threshold. SLM Action SLM Action An SLM action defines the control procedure to trigger for transactions in excess of the maximum transaction rate. As part of any control procedure, the monitor writes an event to the log for each transaction that exceeds a threshold.  monitor/slm-cred slm-cred webservice IDG   summary Comments Brief summary for user annotation.  type aaa-mapped-credential Credential Type Manner to obtain credentials The manner to obtain the credential value (user identity) for each transaction. The default is a mapped credential from an AAA action.  match-type   CredType custom-stylesheet   Match Type Matching algorithm to apply The matching algorithm to determine which credentials to apply an SLM policy.  value    CredMatchType exact-match regexp-match  CredType custom-stylesheet Credential Value Credential values to match One or more credential values to match when the matching algorithm is for an exact match or regular expression.  stylesheet   CredType custom-stylesheet   Custom Style Sheet Location of style sheet The location of the style sheet when the credential type is for a custom style sheet.  header   CredType ip-from-header request-header   Request Header Name of request header The name of the header when the credential type is for a request header. SLM Credential Class SLM Credential Class  An SLM credentials class identifies a set of users (credentials) to be subject to an SLM policy. An SLM credentials class consists of the following types and properties:  A credential type that specifies the manner to obtain user credentials A match type that determines to which credentials to apply the SLM policy Depending on the credential and match type, properties that identify specific instances of credentials  monitor/slm-policy slm-policy webservice IDG   summary Comments Brief summary for user annotation.  eval-method execute-all-statements Evaluation Method Operational behavior of policy The operational behavior of the policy. The default behavior is to process all policy statements.  statement Statement Policy statement to select messages The policy statement that establishes criteria for selecting messages, sets a measurement interval, sets thresholds, and determines the action to take when the threshold is met for the selected messages. A policy can have multiple statements that run in the sequence defined by the statement identifier (index).  peer-group Peer Group Peer Group An SLM Policy may be enforced across a group of devices handling load-balanced traffic destined for the same resources. A Peer Group establishes a data sharing protocol among these devices such that each device includes the traffic that has passed through the other peers when calculating whether or not a threshold has been reached.  api-mgmt off API Management API Management An internal hidden flag indicating that the SLM policy is used by API Management. SLM Policy SLM Policy  An SLM policy counts messages or measures latency for messages that match a set of select criteria and that pass through the appliance during a configured interval. The policy can take action when configured thresholds are reached. Messages can be selected based on credential class, resource class, or both. If neither, all messages are selected. A policy consists of one or more statements. Each statement establishes the credential class, resource class, thresholds, and actions to take when thresholds are met during an interval. Examples:  A policy that throttles all traffic that arrives at a rate faster than 1000 messages per second. A policy that generates a log message for all messages that arrive during the last elapsed second that originated from a specific IP address and requested use of a specific resource.  monitor/slm-rsrc slm-rsrc webservice IDG   summary Comments Brief summary for user annotation.  type Resource Type Manner to identify resources The manner to identify the group of resources that is subject to the SLM policy.  match-type   RsrcType xpath-filter request-message response-message soap-fault custom-stylesheet concurrent-connections concurrent-transactions uddi-subscription wsrr-subscription wsrr-saved-search-subscription   Match Type Matching algorithm to apply The matching algorithm to determine which resources to apply an SLM policy.  value     RsrcMatchType exact-match  RsrcMatchType regexp-match  RsrcType uddi-subscription wsrr-subscription wsrr-saved-search-subscription request-message response-message soap-fault xpath-filter custom-stylesheet concurrent-connections concurrent-transactions Resource Value List of values to match The list of one or more resource values to match.  stylesheet   RsrcType custom-stylesheet   Custom Style Sheet Location of style sheet The location of the style sheet when the resource type is for a custom style sheet.  xpath-filter   RsrcType xpath-filter   XPath Filter XPath filter to apply The XPath expression to use as the filter when the resource type is for an XPath expression.  subscription   RsrcType uddi-subscription   UDDI Subscription (deprecated) UDDI subscription key  The UDDI subscription is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) subscription. The subscription key when the resource type is a UDDI subscription.  wsrr-subscription   RsrcType wsrr-subscription   WSRR Subscription WSRR Subscription The subscription when the resource type is a WSRR subscription.  wsrr-saved-search-subscription   RsrcType wsrr-saved-search-subscription   WSRR Saved Search Subscription WSRR Saved Search Subscription The subscription when the resource type is a WSRR Saved Search subscription. SLM Resource Class SLM Resource Class  An SLM resource class identifies a set of resources to be subject to an SLM policy. A resource class consists of the following types and properties:  A resource type that specifies the manner to identify resources A match type that determines to which resources to apply the SLM policy Depending on the resource and match type, properties that identify specific instances of resources  monitor/slm-schedule slm-sched webservice IDG   summary Comments Brief summary for user annotation.  days Week Days Days of the week to enforce The days of the week to enforce the schedule. The time and duration apply to all selected days. Enter  Saturday and  Sunday to define a weekend schedule.  start ^(([01][0-9])|(2[0-3])):[0-5][0-9]:[0-5][0-9]$ 12:34:00 Start Time Start time to enforce hh:mm:ss The start time to enforce the schedule in the current timezone in the 24-hour format. To enforce from 8:00 AM to 8:30 PM, enter 08:00:00.  duration 1 1440 1440 Duration Number of minutes after the start time to enforce Minutes The number of minutes to enforce the schedule. Enter any value of 1 - 1440. The default is 1440. To enforce from 8:00 AM to 8:30 PM, enter 750.  start-date ^20[0-9][0-9]-((0[1-9])|(1[0-2]))-((0[1-9])|([12][0-9])|(3[01]))$ 2011-08-24 Start Date Start date to enforce The start date to enforce the schedule in the current timezone.  stop-date ^20[0-9][0-9]-((0[1-9])|(1[0-2]))-((0[1-9])|([12][0-9])|(3[01]))$ 2011-08-27 Stop Date Stop date to enforce The stop date to enforce the schedule in the current timezone. The enforcement period does not include the stop date.  timezone LOCAL Time Zone Time zone, relative to UTC The time zone used to enforce the schedule. The default is the device local time zone. SLM Schedule SLM Schedule An SLM schedule defines the time period (hours and days) during which to enforce the statements in an SLM policy. Schedules allow the application of different statements during different time periods.  network/smtp-server-connection smtp-server-connection config-management B2B   summary Comments Brief summary for user annotation.  server-host Outgoing Mail Server (SMTP) Host IP address or host name of outgoing mail server The IP address or host name of the SMTP server to send outgoing e-mail messages.  server-port 25 Mail Server Port Listening port on outgoing mail server The listening port on the SMTP server to send outgoing e-mail messages.  ssl   SSLClientConfigType proxy TLS Proxy (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile. The TLS proxy profile to use to establish a secured connection with the mail server. If blank, the configuration uses the setting from the TLS proxy profile policy in the associated user agent.  options Options SMTP options to enable The SMTP options to enable for the SMTP client. If blank, the configuration uses the setting from the SMTP client policy in the associated user agent.  auth plain   Options Auth Authentication Method Method to authenticate SMTP client With the client authentication option, the method to authenticate the SMTP client. If blank, the configuration uses the setting from the SMTP client policy in the associated user agent.  username   Options Auth   Options Auth Account Name Account or user name to authenticate The account or user name of the SMTP client to authenticate on the SMTP server. The account generally takes the 
                             name@domain.com
                            form. If blank, the configuration uses the setting from the basic authentication policy in the associated user agent.  password    Options Auth  AccountPassword  Account Password (deprecated) Password for account The password for the SMTP client account or user name that is authenticated to the SMTP server. If either password or alias are blank, the configuration uses the setting from the basic authentication policy in the associated user agent.  password-alias   Options Auth Account Password Alias Password alias for account The password alias of the password for the SMTP client account or the user name that is authenticated to the SMTP server. If password or alias are blank, the configuration uses the setting from the basic authentication policy in the associated user agent.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.             Main SMTP Server Connection SMTP Server Connection  The SMTP server connection defines the connection details for a Simple Mail Transport Protocol (SMTP) server. The DataPower Gateway uses the SMTP server connection for the following purposes  B2B partners use this configuration to send an e-mail message to an AS1 or ESMTP destination. B2B gateways use this configuration to request an AS1 MDN. For ease of configuration, the DataPower Gateway provides the 
                         default
                        SMTP server connection configuration in each domain. By default, this configuration is empty and disabled.  access/snmp snmp snmp   summary Comments Brief summary for user annotation.  version 2c Version The running SNMP version Specifies the running SNMP software version. The default is version 2c.  ip-address 0.0.0.0 Local IP Address IP address monitored for incoming SNMP requests A specific IP address monitored by the SNMP agent or engine for incoming SNMP requests. The default value of 0.0.0.0 allows the agent or engine to listen on all interfaces. Selecting the address of one interface restricts SNMP to that interface.  port 161 Local Port UDP port monitored for incoming SNMP requests A specific UDP port monitored by the SNMP agent or engine for incoming SNMP requests. By default, the agent or engine monitors port 161.  community SNMPv1/v2c Communities Define access policies for SNMPv1 and SNMPv2c by communities, and their mapping to an application domain.  snmp-community SNMPv1/v2c Communities Define access policies for SNMPv1 and SNMPv2c by communities.  trap-target Trap and Notification Targets Specify SNMP Trap and Notification recipients  user SNMPv3 Users Define SNMPv3 users The name of a user (which must have SNMP credential parameters) which is authorized to use SNMPv3 to access the MIBs on this system.  context SNMPv3 Contexts Create non-default SNMPv3 contexts, and define their mapping to an application domain. The default (empty string) context is always mapped to the default application domain. SNMPv3 context definitions, which provide SNMPv3 access to non-default application domains.  security-level authPriv SNMPv3 Security Level Set minimum security level required for incoming SNMPv3 requests. The minimum security level required for incoming SNMPv3 Get and Set requests. The default is Authentication, Privacy.  access-level read-only SNMPv3 Access Level Set limits on MIB access for incoming SNMPv3 requests. The type of access allowed to MIB objects for incoming SNMPv3 Get and Set requests.  trap-default-subscriptions on Enable Default Event Subscriptions Enable Default Event Subscriptions Enable or Disable the default list of event codes that generate traps. The default is Enable Trap Subscriptions.  trap-priority error   EnableDefaultTrapSubscriptions on Minimum Priority Minimum trap event priority Select a minimum trap event priority. The priorities are hierarchical. The lowest is listed last. Set to the minimum that is required for your trap events.  trap-code   EnableDefaultTrapSubscriptions on Event Subscriptions Trap event-code subscriptions The list of event codes generating traps. You can add event codes which will be triggering traps send to the configured trap targets.  config-mib /drConfigMIB.txt Configuration Link to the DataPower Enterprise Configuration MIB.  config-mib /mqConfigMIB.txt Configuration Link to the IBM MQ DataPower Gateway Enterprise Configuration MIB.  status-mib /drStatusMIB.txt Status Link to the DataPower Enterprise Status MIB.  status-mib /mqStatusMIB.txt Status Link to the IBM MQ DataPower Gateway Enterprise Status MIB.  notification-mib /drNotificationMIB.txt Notifications Link to the DataPower Enterprise Notification MIB.  notification-mib /mqNotificationMIB.txt Notifications Link to the IBM MQ DataPower Gateway Enterprise Notification MIB.        Enterprise MIBs     Trap Event Subscriptions SNMP Settings SNMP basic properties Use this page to establish SNMP connectivity to the device, and to set values used by SNMP.   mpgw IDG   protocol/amqp source-amqp mpgw  APIGateway IDG   summary Comments Brief descriptive summary for the configuration Enter a descriptive summary for the configuration.  broker AMQP broker AMQP broker name Select an AMQP broker from the list.  from Source terminus Name of the source terminus to retrieve the message Specify the name of the terminus to retrieve the message that might be the reply to a posted message.  to Target terminus Name of the target terminus to post the message Specify the name of the target terminus to post the message.  maximum-message-size 0 104857600 0 Maximum message size Maximum message size to allow Bytes Specify the maximum message size in bytes. EEnter a value in the range 0 - 104857600. The default value is 0, which indicates to use the value set in the referenced AMQP broker.  credit 1 100 Credit Number of concurrent messages that a receiver can handle Specify the number of concurrent messages that a receiver can handle. The minimum value is 1. The default value is 100.  ignore-reply-to on Ignore reply-to Whether to ignore the AMQP reply-to property  Indicate whether to ignore the AMQP 
                                         reply-to
                                        property. The default value is on. 
                                          When enabled, ignores the 
                                             reply-to
                                            address when sending an AMQP response message. When disabled, uses the 
                                             reply-to
                                            address instead of the address of the target terminus.                 General Main       Quiesce State           AMQP Handler AMQP Handler In AMQP, distributed source and target termini are managed by a broker. The broker periodically monitors and polls termini. The broker ensures that sent messages are directed to the correct target terminus or are routed to another server. The AMQP broker configuration on the DataPower Gateway corresponds to an AMQP broker that is running on another host in the network.  protocol/as2-proxy source-as2-proxy mpgw  MultiProtocolGateway IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  local-address 0.0.0.0 Local IP address Enter the IP address or host alias on which the service listens. Specifies the address to listen on for incoming HTTP traffic. The default value indicates that the service listens on all IP addresses.  port 1 0xFFFF 80 LocalAddress Port The local TCP port number that supports server operations Specifies the port to listen on for incoming HTTP traffic. Enter a value in the range 1 - 65535. The default value is 80.  http-client-version HTTP/1.1 HTTP version to client HTTP version for client side connections Select the HTTP version for client side connections. The default value is HTTP 1.1.  allowed-features 0x0603 Allowed methods and versions Methods and versions to allow for incoming requests Specifies the methods and versions to allow for incoming HTTP requests.  persistent-connections on Negotiate persistent connections Whether to negotiate persistent connections on the front end Indicates whether to negotiate persistent connections where appropriate on the front end. The default value is enabled.  max-persistent-reuse 0   PersistentConnections off Maximum persistent reuse The maximum number of times a persistent connection is reused on the front end Specifies the maximum number of times a persistent connection is reused on the front end. When the maximum reuse count is reached, an explicit 
                                     HTTP Connection: close
                                    header is sent in the response and the TCP connection is closed. The default value is 0, which means unlimited reuse.  compression off Enable compression Indicate whether to negotiate GZIP compression for client side connections.  Whether to negotiate GZIP compression for client side connections. The default value is off. If enabled, the DataPower service uses GZIP to compress HTTP transmissions when the 
                                         Accept-Encoding
                                        HTTP header indicates that compressed documents can be processed. The 
                                         Transfer-Encoding
                                        HTTP header indicates compression.  max-url-len 1 128000 16384 Maximum URL length The length of the longest incoming URL to accept Bytes Specifies the length of the longest incoming URL to accept. The length includes any query string or fragment identifier. Enter a value in the range 1 - 128000. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Maximum aggregate length of incoming HTTP headers to allow Bytes Specifies the maximum aggregate length of incoming HTTP headers to allow. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum number of headers Maximum number of headers to allow in HTTP requests Specifies the maximum number of headers to allow in the incoming request messages. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Maximum length of the name part of an HTTP header Bytes Specifies the maximum length of HTTP header names. Each HTTP header is expressed as a name-value pair. This setting specifies the maximum length of the name portion for HTTP headers. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Maximum length of the value part of an HTTP header Bytes Specifies the maximum length of HTTP header values to allow. Each HTTP header is expressed as a name-value pair. This setting specifies the maximum length of the value portion of that header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Maximum length of the HTTP query string to allow The portion of the URL after the question mark (?) is known as the query string. This property specifies its maximum length in bytes. The default value is 0, which indicates no limit.  acl Access control list The access control list to allow or deny access to this service Specifies the access control list to allow or deny access to this service based on the IP address of the client. When attached to a service, an access control list denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  credential-charset Credential character set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value is Protocol, which represents ISO-8859-1, Latin 1.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. Specifies a TLS proxy profile for securing the communication between the requesting client and the DataPower Gateway.  remote-hostname Host IP address, host name, or load balancer group name of the Multi-Enterprise Integration Gateway server. Specifies the IP address, host name, or name of a load balancer group of the Multi-Enterprise Integration Gateway server.  remote-port 1 0xFFFF Port Destination port on the Multi-Enterprise Integration Gateway server. Specifies the destination port on the Multi-Enterprise Integration Gateway server.  remote-ssl   SSLClientConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile.  Specifies a TLS proxy profile for securing the communication between the DataPower Gateway and the remote Multi-Enterprise Integration Gateway server.  remote-connect-timeout 1 86400 60 Connection timeout Connection timeout seconds Specifies the number of seconds that the DataPower Gateway waits to establish a connection to the Multi-Enterprise Integration Gateway server. Enter a value in the range 1 - 86400. The default value is 60.  xml-manager default XML manager An XML manager Specifies an existing XML manager. An XML manager obtains and manages XML documents, stylesheets, and other document resources on behalf of one or more services.  enable-passthrough on Enable passthrough Whether to pass the original AS2 requests to DataPower service processing policy Controls whether to pass the original AS2 requests to the processing policy of DataPower service. 
                                      When enabled, the AS2 proxy handler passes the original AS2 requests to DataPower service processing policy. When disabled, the AS2 proxy handler first uses the cryptographic information in the partner exchange profile to decrypt the incoming AS2 requests and verify the signature. The AS2 proxy handler then passes the decrypted request body with signature removed to DataPower service for processing.  enable-visibility-event on Send visibility event Whether to send visibility events to the MEIG visibility event endpoint Controls whether to send the visibility events generated by the AS2 proxy handler to the MEIG visibility event endpoint. These visibility events are correlated to those generated by the Multi-Enterprise Integration Gateway server in one transaction thread.  visibility-event-endpoint   EnableVisibilityEvent on   EnableVisibilityEvent on Visibility event endpoint The location of the MEIG visibility event endpoint Specifies the URL of the MEIG visibility event endpoint. Enter the URL in the format of static IBM MQ URL that provides the information about the IBM MQ server name, queue manager name, and name of the channel configured in the Multi-Enterprise Integration Gateway server. For example, dpmq://NAME_OF_MQ_OBJECT/?RequestQueue=QUEUE_NAME_FOR_VISIBILITY_EVENT  enable-hmac-authentication on   EnableVisibilityEvent on Enable HMAC authentication Whether to use HMAC to secure visibility event delivery Controls whether to use Hash-based Message Authentication Code (HMAC) to secure all visibility events sent to the visibility event endpoint. If HMAC is enabled in the Multi-Enterprise Integration Gateway server, you must enable HMAC authentication in the AS2 proxy handler to avoid message rejection.  hmac-passphrase     EnableVisibilityEvent on  EnableHmacAuthentication on  HmacPassphrase  HMAC passphrase (deprecated) HMAC passphrase Specifies the passphrase used to calculate the HMAC token for message authentication and integrity check in the Multi-Enterprise Integration Gateway server.  hmac-passphrase-alias     EnableVisibilityEvent on  EnableHmacAuthentication on  HmacPassphrase     EnableVisibilityEvent on  EnableHmacAuthentication on HMAC passphrase alias HMAC passphrase alias Specifies the password alias of the passphrase used to calculate the HMAC token for message authentication and integrity checking in the Multi-Enterprise Integration Gateway server.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and the remote Multi-Enterprise Integration Gateway server.  The TLS profile type to secure connections between the DataPower Gateway and the remote Multi-Enterprise Integration Gateway server. This communication must be TLS protected. You can define the TLS proxy profile for this communication in one of the following places:  Define the TLS profile in the user agent that is assigned to the XML manager for the DataPower service service. Define the TLS profile here. Ensure that the TLS profile is defined in one of these places. Without the remote TLS profile, processing is stopped and an error is logged.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                            Main     General         Exchange profile        Visibility event Multi-enterprise integration gateway server       Quiesce state           MEIG AS2 Proxy Handler MEIG AS2 proxy handler A MEIG AS2 proxy handler receives AS2 requests over HTTP or HTTPS and forwards them to the back end which is assumed to be an IBM Multi-Enterprise Integration Gateway (MEIG) server. AS2 proxy handlers conform to gateway specifications of RFC 2616 and AS2 specification of RFC 4130.  protocol/as2 source-as2 mpgw  B2BGateway B2B   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default value is 0, which indicates that the service is active on all addresses. You can use a local host alias to help ease migration.  port 1 0xFFFF 80 LocalAddress Port The local port on which the service listens Specifies the port that this service monitors. Enter a value in the range 1 - 65535. The default value is 80.  http-client-version HTTP/1.1 HTTP version to client Front side HTTP version Select the HTTP version to use on the front (client) side connection. The default value is HTTP/1.1.  allowed-features 0x0617 Allowed methods and versions Request methods and versions must be of only the allowed types Specifies the allowed methods and versions for incoming HTTP requests.  persistent-connections on Persistent connections Enable or disable persistent connections on front side Toggle to enable or disable persistent connections where appropriate on front side.  compression off Compression Enable or disable GZIP compression Toggle to enable or disable the GZIP compression functionality on front side.  max-url-len 1 128000 16384 Maximum allowed URL length The longest incoming URL that will be accepted The longest incoming URL that will be accepted in bytes. The length includes any query string or fragment identifier.  max-total-header-len 5 128000 128000 Maximum allowed total header length Maximum aggregate size of incoming headers The maximum aggregate byte size of incoming HTTP headers.  max-header-count 0 Maximum number of HTTP request headers allowed Maximum number of HTTP request headers allowed The maximum number of headers allowed in the request message. 0 means unlimited.  max-header-name-len 0 Maximum allowed length of HTTP header name Maximum allowed length of HTTP header name Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the name portion of that header. 0 means unlimited.  max-header-value-len 0 Maximum allowed length of HTTP header value Maximum allowed length of HTTP header value Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the value portion of that header. 0 means unlimited.  max-querystring-len 0 Maximum allowed length of HTTP query string Maximum allowed length of HTTP query string The portion of the URL after a ? is the query string. This property specifies its maximum length in bytes. 0 means unlimited.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS server profile or TLS SNI server profile. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this handler.  acl Access control list Access control list This access control list allows or denies access based on the IP address of the client.  aaa-policy AAA policy AAA policy This AAA policy to authenticate inbound messages.  credential-charset protocol Credential character set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. Defaults to Protocol which is ISO-8859-1, Latin 1.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.      Summary               Main          Advanced       Quiesce state           AS2 Handler AS2 handler The configuration for an AS2 handler receives HTTP requests and forwards them to the appropriate gateway. This handler conforms to RFC 2616.  protocol/as3 source-as3 mpgw  B2BGateway B2B   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local IP address Local IP address  Enter the address on which the FTP server service listens. The default value is 0.0.0.0, which indicates that the service is active on all addresses. You can use a local host alias to help ease migration. If the FTP server service is listening on a virtual IP address managed by a standby control group with the self-balancing feature enabled, incoming control and data connections will always go to the active member of the standby control group.  port 1 0xFFFF 21 LocalAddress Port Local TCP port for the FTP server Enter the port that is monitored by the FTP Server service. This port is the port on which FTP control connections can be established. This port does not control the TCP port that is used for the data connections. If the FTP client uses the PASV command, data connections will use an arbitrary, unused TCP port. Enter a value in the range 1 - 65535. The default value is 21.  filesystem virtual-ephemeral File system type The type of file system the FTP server will present  Select the file system type that is presented by the FTP server.  If virtual ephemeral or virtual persistent is chosen, the client can write files to all directories. These files are shown in directory listings but cannot be retrieved. For file system responses, the responses are shown and can be retrieved, renamed, and deleted by the client. If transparent is chosen, the file system shows the contents of the equivalent path of the server on the back-end of the Multi-Protocol Gateway with which this FTP server is associated.  persistent-filesystem-timeout 1 43200 600   FilesystemType virtual-persistent Persistent file system timeout Controls how long a virtual persistent file system with no active connections is retained seconds Enter the duration in seconds that a connection to a virtual file system is retained after all FTP control connections from user identities are disconnected. When the timeout expires, the virtual file system object is destroyed. All of the response files that were not deleted by the FTP client are deleted from their storage area. Enter a value in the range 1 - 43200. The default value is 600.  virtual-directory   FilesystemType virtual-ephemeral virtual-persistent Virtual directories Create directory in virtual file system of FTP server In virtual mode, create a directory in the virtual file system that is presented by this FTP server. The FTP client can use all of these directories to write file to be processed. The root directory (/) is always present and cannot be created. Its response directory is always the root directory.  default-directory / Default directory Default for current working directory Enter the initial working directory on the FTP server (after users connect and authenticate). When using a virtual file system and the working directory is not the root directory, the specified directory must be one of the configured virtual directories. The default is the root directory (/).  max-filename-len 1 4000 256 Maximum filename length Maximum length of a file name on the server Enter the maximum file name length on the FTP server. Enter a value in the range 1 - 4000. The default value is 256.  acl Access control list Select an access control list to apply. The ACL allows or denies access to the FTP server based on the IP address of the FTP client.  require-tls off Require TLS Control whether FTP control connections require TLS encryption Specify whether FTP control connections require TLS encryption. For implicit or explicit FTP, you must complete the configuration by specifying the TLS profile to secure the connection.  ssl    RequireTLS explicit implicit  SSLServerConfigType proxy   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS server profile or TLS SNI server profile.  Specify an TLS proxy profile to secure connections between clients and the DataPower Gateway.  password-aaa-policy Username-password AAA policy AAA policy for validating user name and password Select the AAA policy to perform authentication of user names and passwords provided to the FTP server by the client with the USER and PASS commands. If the authentication succeeds, the FTP client may use all the features of the FTP server. If the authentication fails, a 530 error is returned, and the user can attempt to authenticate again. Without this AAA policy, any user name and password will be accepted.  certificate-aaa-policy Password-required AAA policy AAA policy to determine whether password is required Selects the AAA policy to perform secondary authentication of the information provided in the TLS certificate provided during negotiation after the AUTH TLS command to the FTP server. Primary authentication is done by the TLS profile, which can reject a certificate. This authentication stage controls whether an FTP password will be demanded or not. If the result of this authentication succeeds, the FTP client will only have to use the USER command to login after the AUTH TLS. If this authentication fails, the FTP client will have to use both the USER and PASS commands to complete the login process. Without this AAA policy, USER and PASS are required. If the AUTH TLS command is not used by the FTP client, USER and PASS are required.  allow-ccc on Allow CCC command Control use of CCC command Specify whether the FTP CCC command can be used to turn off TLS encryption of the FTP control connection after user authentication. If allowed, the CCC command can be used to turn off encryption after authentication. Disabling encryption is necessary when the FTP control connection crosses a firewall or NAT device that needs to sniff the control connection. Disabling encryption eliminates the secrecy of the files being transferred and allows TCP packets injection attacks.  passive allow Passive (PASV) command Control use of passive mode Control use of the FTP PASV and EPSV commands by the FTP client, as an alternative to the PORT and EPRT commands. The default is to allow PORT, EPRT, PASV, and EPSV. Other settings either require PASV or EPSV, or require PORT or EPRT. If an acceptable PORT, EPRT, PASV, or EPSV command is not received, the STOR, STOU, RETR, LIST, and NLST data transfer commands will fail. This FTP server will never attempt to connect to the deprecated default FTP data port at TCP port 20.  passive-port-range off   Passive disallow Limit port range for passive connections Enable using a limited range of TCP port numbers for passive connections.  When enabled, when a PASV or EPSV command is received from the FTP client, instead of selecting any free listening TCP port in the range 1024 - 65534, allow configuration of a restricted port range. This may be used when a firewall wants to allow incoming FTP data connections only on a limited range of ports, particularly when it cannot "sniff" the FTP control connection. Note that the size of the range specified limits how many FTP clients can be in the state between receiving the 227 response code to the PASV or EPSV command, and establishing the FTP data TCP connection. Pressure on this limited resource can be controlled by adjusting the passive data connection idle timeout. While it is perfectly legal to configure multiple FTP servers on the same system to use the same (or overlapping) passive port ranges, realize that they are contending for a common resource in the TCP implementation. However, it is not wise to use a port range that overlaps with other services (HTTP servers, etc.) that are configured on the system. There is no configuration checking for such conflicts, and other configured services will allocate the ports first, and they will not be available for the FTP server. The FTP server allocates these listening ports dynamically.  passive-port-min 1024 65534 1024    Passive disallow  UsePasvPortRange off Minimum passive port Lowest port value for the passive port range Specify the lowest listening TCP port number to use for passive FTP data connections. Any value from 1024 to 65534 is valid, as long as this not greater than maximum passive port.  passive-port-max 1024 65534 1050    Passive disallow  UsePasvPortRange off Maximum passive port Highest port value for the passive port range Specify the highest listening TCP port number to use for passive FTP data connections. Any value from 1024 to 65534 is valid, as long as this not less than minimum passive port.  passive-idle-timeout 5 300 60   Passive disallow Passive data connection idle timeout Idle timeout for a passive data connection seconds  Specifies the number of seconds that the server waits for a client to establish a passive connection. Enter a value in the range 5 - 300. The default value is 60. This setting controls the amount of time in seconds between when the FTP server issues code 227 (Entering Passive Mode) in response to the PASV or EPSV command from the FTP client and when the FTP client must establish a TCP data connection to the listening port and issue a data transfer command.  If the data connection is not established within the timeout period, the listening port will be closed. If a data transfer command is issued after the port is closed, the command fails with code 425 and the 
                                             Failed to open data connection
                                            message. If the data connection is established but no data transfer command is issued within the timeout period, the TCP data connection will be closed. Any data transfer command after the timeout will be treated as if the PASV or EPSV command was never issued. The command fails with code 425 and the 
                                             Require PASV or PORT command first
                                            message.  passive-promiscuous off   Passive disallow Disable passive data connection (PASV) IP security check Disable passive data connection (PASV) IP security check  This option will disable the IP security check that is done when processing the FTP PASV command. The check verifies that the IP address of the client connecting to the data connection is the same as the one that established the control connection. The default value is off, which is the expected behavior for an FTP server. Turn the option on if there is a specific reason the incoming connection will not be coming from the same client as the control connection (i.e. from a load balancer). This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  port-promiscuous off   Passive require Disable active data connection (PORT) IP security check Disable active data connection (PORT) IP security check  This option will disable the IP security check that verifies that outgoing data connections can only connect to the client. The default value is off, which is the expected behavior for an FTP server. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  allow-passive-addr off   Passive disallow Use alternate PASV IP address Use alternate PASV IP address  When on, this option will enable the ability to override the IP address that is presented to the FTP client when the server is in passive mode. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  passive-addr    UseAlternatePASVAddr on   Alternate PASV IP address Alternate PASV IP address  The numeric IP address that will be returned to the FTP client in response to a PASV command. This does not change the IP address that the FTP server will listen on, which is always the IP address that the FTP data connection was made to. This is used in certain situations when the FTP server is behind a firewall that is not FTP-aware.  list-cmd off   FilesystemType transparent Enable LIST command support Enable LIST command support  When on, the server will make a distinction between the LIST and NLST commands. When off, the server will always respond with an NLST when requesting a file listing. The default value is off This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  dele-cmd off   FilesystemType transparent Enable delete support Enable DELE (delete) support  When on, allows the DELE (delete) command to be passed to the FTP back-end server. This is only valid in transparent file system type. The default value is off This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  data-encryption allow File transfer data encryption Control use of data encryption for file transfers Select the use of encryption for data connections (file transfers). Data encryption is controlled by the FTP PROT P command.  allow-compression on Allow compression Control use of MODE Z command to compress data transfer Specify whether the FTP client can use FTP MODE Z compression. After enabling FTP compression, the FTP client can use the zlib method to compress data transfers.  allow-unique-filename off Allow unique file name (STOU) Control use of STOU command for unique file names Specify whether the FTP client can use the FTP STOU command. When enabled, the FTP server generates a unique file name for each transferred file.  unique-filename-prefix  ^[^/]*$   AllowSTOU on Unique file name prefix Prefix of all unique filenames generated by STOU  Enter the prefix (leading characters) for file names that are generated when using the FTP STOU command. When defining the prefix, the directory separator (/) is not allowed. The default is to not add a prefix, which is an empty string.  Note: The software adds a numeric suffix.  allow-restart off   FilesystemType virtual-persistent Allow restart (REST) Control use of the REST command for interrupted file transfers  Controls whether the FTP client can use the FTP REST command to continue the transfer of a file after an interruption in the data transfer. This is supported in the BSD stream style described in draft-ietf-ftpext-mlst-16.txt. (The MODE B style that is described in RFC 959 is not supported.) The FTP server must be configured with a virtual persistent file system. For written files, the server will delay the actual processing until a timeout expires or until the next FTP command other than a SIZE or REST command. This processing allows the FTP client can return and resume to the transfer using the SIZE, REST, and STOR commands. The argument to the REST command must be the same as the byte count returned by the SIZE command.  Note: The response code to all STOR commands on this server will always be 226. The response codes does not reflect the success of the transaction. This capability is also supported for reading the response files, if the server is configured for a response type of virtual file system.  Note: The generation of response files are delayed until the transaction is completed.  restart-timeout 240    AllowREST on  FilesystemType virtual-persistent Restart timeout Time that the STOR command waits for a restart When restart (REST) is enabled, the number of seconds that the FTP client has to reconnect to the server and use the SIZE, REST, and STOR commands to continue an interrupted file transfer. If this period of time elapses, the data that was received to this point on the TCP data connection will be passed to the Multi-Protocol Gateway. This timeout is canceled if another command (other than SIZE or REST) is received on the FTP control connection.  idle-timeout 0 65535 0 Idle timeout Inactivity limit on FTP control connection seconds Enter the number of seconds that the FTP control connection can be idle. After the specified duration elapses, the FTP server closes the control connection. Defaults to 0, which disables the timeout.  response-type none   FilesystemType virtual-ephemeral virtual-persistent Response type How to make response available to FTP client Select how to make response files available for gateway transactions started by an FTP STOR or SOUT operation.  response-storage temporary    ResponseType virtual-filesystem  FilesystemType virtual-ephemeral virtual-persistent Response storage Where to store response files Select where response files are stored.  filesystem-size 1 2048 32    ResponseStorage temporary  FilesystemType virtual-ephemeral virtual-persistent Temporary storage size Maximum size of temporary file system MB Enter in megabytes the maximum size for the temporary file system size. Enter a value in the range 1 - 2048. The default value is 32.  response-nfs-mount    ResponseType virtual-filesystem  ResponseStorage nfs  FilesystemType virtual-ephemeral virtual-persistent Response NFS mount NFS mount to store response files in When the response type is virtual file system and response storage is NFS, select an NFS static mount to apply. Each response file will have a unique file name in the NFS directory. The name of the response file is not related to the file name that the virtual file system presents to the FTP client. Generally, this NFS directory is not made available through the FTP server. This directory should not be used for any other purpose.  response-suffix  ^[^/]*$    ResponseType virtual-filesystem ftp-client  FilesystemType virtual-ephemeral virtual-persistent Response suffix URL file name suffix to response file When the response type is a virtual file system or an FTP client, enter the suffix to add when generating response files. The directory separator (/) is not allowed. If the response type is a virtual file system and the FTP client is writing in virtual directories that do not have a response directory or if the response directory is the same as the virtual directory, this value must have a non-empty value. If empty, the response would try to overwrite the request, which is not allowed. Defaults to an empty string.  response-url  ^ftp://[^/]+(/[^/]+)*$    ResponseType ftp-client  FilesystemType virtual-ephemeral virtual-persistent Response URL URL for generating a response via FTP client  When Response Type is FTP Client, enter the URL to use when generating response files. This URL enables a response to be written using FTP commands. The URL must be an FTP URL that starts with 
                                         ftp://
                                        . The URL should include a directory, but not a file name. The URL cannot include query parameters. The default is to have no response generated (an empty string).  ssl-config-type proxy   RequireTLS explicit implicit TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server    RequireTLS explicit implicit  SSLServerConfigType server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server    RequireTLS explicit implicit  SSLServerConfigType sni   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.     Summary                                         Main    Control connection authorization       Quiesce state           AS3 Handler AS3 handler AS3 handler  protocol/ebms2 source-ebms2 mpgw  B2BGateway B2B   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default value of 0.0.0.0 indicates that the service is active on all addresses. Local host aliases help to ease migration tasks between machines.  port 1 0xFFFF 80 LocalAddress Port The local TCP port number that supports server operations Specifies the port monitored by the HTTP service. Enter a value in the range 1 - 65535. The default value is 80.  http-client-version HTTP/1.1 HTTP version to client Front side HTTP version Select the HTTP version to use on the front (client) side connection. The default is HTTP 1.1.  persistent-connections on Negotiate persistent connections Whether to enable persistent connections Controls whether to enable persistent connections on the front side. The default is enabled.  compression off Enable compression Whether to enable GZIP compression Controls whether to enable GZIP compression on the front side. The default is disabled.  max-url-len 1 128000 16384 Maximum URL length Longest incoming URL that is accepted An integer in the range 1 to 128000 that specifies the longest incoming URL that is accepted in bytes. The length includes any query string or fragment identifier. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Maximum aggregate size of incoming headers Specifies the maximum aggregate size of incoming HTTP headers in bytes. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum number of headers Maximum number of HTTP request headers Specifies the maximum number of headers that is allowed in the request message. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Maximum length of HTTP header name Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the name portion of the header. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Maximum length of HTTP header value Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the value portion of the header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Maximum query string length The maximum length of the query string that is allowed in the client requests. The query string is the portion of the URL after the question mark (?) character. The default value is 0, which indicates no limit.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this handler. Click the + button to create a new TLS proxy profile and assign that TLS proxy profile to the handler.  acl Access control list Access control list that controls accesses to the service The access control list (ACL) allows or denies access to this service based on the IP address of the client. When attached to a service, an ACL denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  aaa-policy AAA policy AAA policy that authenticates the received messages Specifies the AAA Policy to use to authenticate the ebMS2 messages that are received on this handler.  credential-charset protocol Credential character set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value is Protocol, which indicates ISO-8859-1, Latin 1.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                            Main       Quiesce State           ebMS2 Handler ebMS2 Handler The configuration for an ebMS2 handler.  protocol/ebms3 source-ebms3 mpgw  B2BGateway B2B   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default value of 0.0.0.0 indicates that the service is active on all addresses. Local host aliases help to ease migration tasks between machines.  port 1 0xFFFF 80 LocalAddress Port The local TCP port number that supports server operations Specifies the port monitored by the HTTP service. Enter a value in the range 1 - 65535. The default value is 80.  http-client-version HTTP/1.1 HTTP version to client Front side HTTP version Select the HTTP version to use for front (client) side connection. The default is HTTP 1.1.  persistent-connections on Negotiate persistent connections Whether to enable persistent connections Controls whether to enable persistent connections on the front side. The default is enabled.  compression off Enable compression Whether to enable GZIP compression Controls whether to enable GZIP compression on the front side. The default is disabled.  max-url-len 1 128000 16384 Maximum URL length Longest incoming URL that is accepted An integer in the range 1 to 128000 that specifies the longest incoming URL that is accepted in bytes. The length includes any query string or fragment identifier. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Maximum aggregate size of incoming headers Specifies the maximum aggregate size of incoming HTTP headers in bytes. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum number of headers Maximum number of HTTP request headers Specifies the maximum number of headers that is allowed in the request message. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Maximum length of HTTP header name Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the name portion of the header. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Maximum length of HTTP header value Each HTTP Header is expressed as a name and value pair. This property specifies the maximum length of the value portion of the header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Maximum query string length The maximum length of the query string that is allowed in the client requests. The query string is the portion of the URL after the question mark (?) character. The default value is 0, which indicates no limit.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this handler. Click the + button to create a new TLS proxy profile and assign that TLS proxy profile to the handler.  acl Access control list Access control list that controls accesses to the service The access control list (ACL) allows or denies access to this service based on the IP address of the client. When attached to a service, an ACL denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  aaa-policy AAA policy AAA policy that authenticates the received messages Specifies the AAA Policy to use to authenticate the ebMS3 messages that are received on this handler.  credential-charset protocol Credential character set Character encoding of the original basic authentication values Specifies the character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value is Protocol, which indicates ISO-8859-1, Latin 1.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                            Main       Quiesce State           ebMS3 Handler ebMS3 Handler The configuration for an ebMS3 handler.   mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  target-dir Target directory The directory to poll.  Specify the directory to poll. The path must end in a slash. The path denotes a directory.  FTP examples: 
                                              Absolute to the root directory: 
                                                 "ftp://user:password@host:port/%2Fpath/" If the user name or password contains the characters colon (:), at symbol (@), or slash (/), use their URL-encoded values in accordance with the specification. Relative to the home directory of the user: 
                                                 "ftp://user:password@host:port/path/" Include a password in the URL with caution. The use of user:/password@host results in a server connection. However, with this configuration, the connection could be unable to send multiple commands to the FTP server. For a stable connection, define a basic authentication policy in the user agent. The user agent is in the XML manager associated with the DataPower service. NFS example: 
                                               "dpnfs://static-mount-name/path/" SFTP examples: 
                                              Absolute to the root directory: 
                                                 "sftp://host:port/path/" Relative to the home directory of the user: 
                                                 "sftp://host:port/~/path/" Do not configure one poller to point at a host name that is a virtual name of a load balancer group. This configuration is not the correct way to poll multiple hosts. To poll multiple hosts, use the same DataPower service and configure one poller object for each real host.  delay-time 25 100000000 60000 Delay between polls Interval between polling sequences ms  Enter the number of milliseconds to wait after the completion of one poll sequence before starting the next one. A 
                                         polling sequence
                                        is the actual polling action plus the time to complete all transactions that were started by the poll action. The next polling action will start the specified number of milliseconds after the last transaction completes. Enter a value in the range 25 - 100000000. The default value is 60000.  match-pattern Input file match pattern File name pattern to base poll search criteria.  Enter the PCRE to use to match the contents of the directory being polled. If there is file-renaming or there is a response, this PCRE must create PCRE back references using () pairs. For example, if the input files are 
                                         NNNNNN.input
                                        , the match pattern would be 
                                         "([0-9]{6})\.input$"
                                        .  processing-rename-pattern Processing file renaming pattern File name pattern used to rename a file that is being processed.  Enter the PCRE to use to rename a file that is being processed. This functionality allows multiple pollers to poll the same directory with the same match pattern. There is no lack of atomicity if the rename operation on the server is atomic. The poller that succeeds in renaming the input file will proceed to process the file. Any other poller that tries to rename the file at the same time will fail to rename the file and will proceed to try the next file that matches the specified match pattern. To ensure uniqueness, the resulting file name will be in the following format:  filename
                                        . 
                                         hostname
                                        . 
                                         serial
                                        . 
                                         domain
                                        . 
                                         poller
                                        . 
                                         timestamp    filename The file name for the renamed input file.  hostname The hostname (system identifier) of the configured DataPower device.  serial The serial number of the configured DataPower device.  domain The domain of the polling object.  poller The name of the polling object.  timestamp The timestamp  Note: File renaming cannot be used with an FTP server that supports only 8.3 file names. For example if the input files are 
                                         NNNNNN.input
                                        and you want to rename them to 
                                         NNNNNN.processing
                                        , then the match pattern would be 
                                         "([0-9]{6})\.input$"
                                        and the processing pattern would be 
                                         "$1.processing"
                                        . The resultant file name on the server would be:  NNNNNN.processing. 
                                             hostname
                                            . 
                                             serial
                                            . 
                                             domain
                                            . 
                                             poller
                                            . 
                                             timestamp  Note: If no processing rename pattern is configured, the file will still be renamed. The only difference is that the 
                                         filename
                                        portion of the resulting file is the name of the original input file, not the renamed input file.  success-delete off Delete input file on success Delete an input file after successful processing.  Select whether to delete the input file after successful processing.  When enabled, deletes the input file. When not enabled, renames the input file using the renaming pattern specified by Success File Renaming Pattern.  success-rename-pattern $1.processed.ok   DeleteOnSuccess on Success file renaming pattern File name pattern used to rename a file that has been processed successfully.  When Delete File on Success is off, enter the PCRE to use to rename the input file on success. This PCRE will normally have a back reference for the base input file name. For instance, if input files are 
                                         NNNNNN.input
                                        and you want to rename them to 
                                         NNNNNN.processed
                                        , the match pattern would be 
                                         "([0-9]{6})\.input$"
                                        and the rename pattern would be 
                                         "$1.processed"
                                        . Some servers might allow this pattern to indicate a path that puts the file in a different directory, if it allows cross-directory renames. For instance, the match pattern would be 
                                         "(.*)"
                                        and the rename pattern would be 
                                         "../processed/$1"
                                        .  error-delete off Delete file on processing error Delete a file after failure to process.  Select whether to delete the input or processing rename file when it could not be processed.  When enabled, deletes the file. When not enabled, renames the input or processing rename file using the renaming pattern specified by Error File Renaming Pattern.  error-rename-pattern $0.processed.error   DeleteOnError on Error file renaming pattern File name pattern used to rename a file that could not be processed. When Delete File on Processing Error is not enabled, enter the PCRE to use to rename a file when it could not be processed.  result on Generate result file Create a result file after processing an input file.  Select whether to create a result file after processing an input file.  When enabled, creates the result file using the naming pattern specified by Result File Name Pattern. When not enabled, does not create the result file.  result-name-pattern   GenerateResultFile on   Result file name pattern File name pattern used to build the name of a response file.  When Generate Result File is on, enter the PCRE to use as the match pattern to build the name of the result file. This PCRE will normally have a back reference for the base input file name. For instance, if input files are 
                                         NNNNNN.input
                                        and the desired result file name is 
                                         NNNNNN.result
                                        , then the match pattern would be 
                                         "([0-9]{6})\.input$"
                                        and the result pattern would be 
                                         "$1.result"
                                        . Some servers might allow this pattern to indicate a path that puts the file in a different directory, if it allows cross-directory renames. For instance, the match pattern would be 
                                         "(.*)"
                                        and the result pattern would be 
                                         "../result/$1"
                                        .  processing-seize-timeout 0 1000 0 Processing seize timeout Time to wait to process a file that is in the processing state. seconds  Enter the time to wait before processing a file that is already in the processing state. Enter a value in the range 0 - 1000. The default value is 0, which means disabled. Processing seizure allows failure handling of a poller when more than one poller polls the same target. If another poller renames a file and does not process and rename or delete it in the specified time, another poller can take over processing. A poller attempts to take over processing when the following conditions are met when compared to the processing seize pattern.  The seize pattern includes the portion of the file name with the configured processing suffix to match. The time stamp is further in the past than the wait time specified by the timeout. When these conditions are met, another poller renames the file with a fresh time stamp and processes the file. The processing assumes that the rename operation succeeded.  processing-seize-pattern   ProcessingSeizeTimeout 0   ProcessingSeizeTimeout 0 Processing seize pattern PCRE to find files that were renamed to indicate that they are in the "being processed" state but the processing never completed.  Enter the PCRE to find files that were renamed to indicate that they are in the "being processed" state but the processing was never completed. The seize pattern contains two phrases. The first phrase is the portion of the file name with the configured processing suffix. The second phrase is the time stamp. For example: 
                                         (.*.processing).*[.*]([0-9]*)
                                        . This assumes that 
                                         $1.processing
                                        was supplied as the renaming pattern.  xml-manager default XML manager An XML manager An XML Manager manages the compilation and caching of stylesheets and documents. The XML Manager can also control the size and depth of messages processed by this host. Specify an existing XML Manager. More than one service may use the same XML Manager.  max-transfers-per-poll 0 100 0 Maximum file transfers per poll cycle Maximum number of files to be transferred during each cycle of the poller connection  The number of allowed concurrent client connections in a polling sequence. Enter a value in the range 0 - 100. The value must be less than the number of simultaneous connections that the polled server accepts. The default value is 0 which means unlimited number of connections based on available system resources. To avoid the consumption of all the systems resources, enter a value other than 0.   protocol/ftppoller source-ftp-poller mpgw  APIGateway IDG           Quiesce state           FTP Poller Handler FTP poller handler Use this handler to have file based input from a configured FTP directory. The directory must exist and have the appropriate permission to perform the designated operations. For these configured directories, ensure that the read, write, and delete permissions are available, as required.  protocol/nfspoller source-nfs-poller mpgw  APIGateway IDG           Quiesce state           NFS Poller Handler NFS poller handler Use this handler to have file based input from an NFS mount. The mount point must exist and have the appropriate permissions to perform the designated operations. For these configured mount points, ensure that the read, write, and delete permissions are available, as required.  protocol/sftppoller source-sftp-poller mpgw  APIGateway IDG   ssh-client-connection SSH client connection SSH Client Connection profile Specifies the name of the SSH client profile which describes how SSH connections are made from the SSH client to an SSH server.                       Main       Quiesce state           SFTP Poller Handler SFTP poller handler Use an SFTP poller handler to have file based input from a configured SFTP directory. The directory must exist and have the appropriate permission to perform the designated operations. For these configured directories, ensure that the read, write, and delete permissions are available, as required.   mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local IP address Local IP address  Enter the address on which the FTP server service listens. The default of 0.0.0.0 indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. Local host aliases can help ease migration tasks among machines. If the FTP server service is listening on a virtual IP address managed by a standby control group with the self-balancing feature enabled, incoming control and data connections will always go to the active member of the standby control group.  port 1 0xFFFF 21 LocalAddress Port Local TCP port for the FTP server  Enter the port that is monitored by the FTP server service. This port is the port on which FTP control connections can be established. This port does not control the TCP port that is used for the data connections. If the FTP client uses the 
                                         PASV
                                        command, data connections will use an arbitrary, unused TCP port. Defaults to 21. Valid range is 1 through 65535.  filesystem virtual-ephemeral File system type The type of file system the FTP server will present  Select the file system type that is presented by the FTP server.  If Virtual Ephemeral or Virtual Persistent is chosen, the client can write files to all directories. These files are shown in directory listings but cannot be retrieved. For file system responses, the responses are shown and can be retrieved, renamed, and deleted by the client. If Transparent is chosen, the file system shows the contents of the equivalent path of the remote server of the DataPower service with which this FTP server is associated. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  persistent-filesystem-timeout 1 43200 600   FilesystemType virtual-persistent Persistent file system timeout Controls how long a virtual persistent file system with no active connections is retained Enter the duration in seconds that a connection to a virtual file system is retained after all FTP control connections from user identities are disconnected. When the timeout expires, the virtual file system object is destroyed. All of the response files that were not deleted by the FTP client are deleted from their storage area. Default to 600 (10 minutes). Valid range is 1 to 43,200 seconds (12 hours).  virtual-directory   FilesystemType virtual-ephemeral virtual-persistent Virtual directories Create directory in virtual file system of FTP server In virtual mode, create a directory in the virtual file system that is presented by this FTP server. The FTP client can use all of these directories to write file to be processed. The root directory (/) is always present and cannot be created. Its response directory is always the root directory.  default-directory / Default directory Default for current working directory Enter the initial working directory on the FTP server (after users connect and authenticate). When using a virtual file system and the working directory is not the root directory, the specified directory must be one of the configured virtual directories. The default value is the root directory (/).  max-filename-len 1 4000 256 Maximum filename length Maximum length of a file name on the server Enter the maximum file name length on the FTP server. Defaults to 256 characters. Valid range is 1 through 4000.  acl Access control list Select an access control list to apply. The ACL allows or denies access to the FTP server based on the IP address of the FTP client. When attached to a server, the default for an ACL is to deny all access. To deny access to only select IP addresses, first grant access to all addresses (allow 0.0.0.0). Then, create deny entries for the desired hosts.  require-tls off Require TLS Control whether FTP control connections require TLS encryption Specify whether FTP control connections require TLS encryption. For implicit or explicit FTP, you must complete the configuration by specifying the TLS profile to secure the connection.  ssl    RequireTLS explicit implicit  SSLServerConfigType proxy   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  password-aaa-policy Username-password AAA policy AAA policy for validating user name and password  Selects the AAA Policy to perform authentication of user names and passwords provided to the FTP server by the client with the 
                                         USER
                                        and 
                                         PASS
                                        commands. If the authentication succeeds, the FTP client may use all the features of the FTP server. If the authentication fails, a 530 error is returned, and the user can attempt to authenticate again. Without this AAA Policy configured, any user name and password will be accepted.  certificate-aaa-policy Password-required AAA policy AAA Policy for determining whether password is required  Selects the AAA Policy to perform secondary authentication of the information provided in the TLS certificate provided during TLS negotiation after the 
                                         AUTH TLS
                                        command to the FTP server. Primary authentication is done by the TLS Profile, it can completely reject a certificate. This authentication stage controls whether an FTP password will be demanded or not. If the result of this authentication succeeds, the FTP client will only have to use the 
                                         USER
                                        command to login after the 
                                         AUTH TLS
                                        . If this authentication fails, the FTP client will have to use both the 
                                         USER
                                        and  PASS commands to complete the login process. If no Certificate AAA Policy is configured, 
                                         USER
                                        and  PASS will always be required. If the 
                                         AUTH TLS
                                        command is not used by the FTP client, 
                                         USER
                                        and  PASS will always be required.  allow-ccc on Allow CCC command Control use of CCC command  Specify whether the FTP  CCC command can be used to turn off TLS encryption of the FTP control connection after user authentication. If allowed, the  CCC command can be used to turn off encryption after authentication. Turning off encryption is necessary when the FTP control connection crosses a firewall or NAT device that needs to sniff the control connection. Turning off encryption eliminates the secrecy of the files being transferred and allows TCP packets injection attacks.  passive allow Passive (PASV) command Control use of passive mode Control use of the FTP PASV and EPSV commands by the FTP client, as an alternative to the PORT and EPRT commands. The default behavior is to allow PORT, EPRT, PASV, and EPSV. Other settings either require PASV or EPSV, or require PORT or EPRT. If an acceptable PORT, EPRT, PASV, or EPSV command is not received, the STOR, STOU, RETR, LIST, and NLST data transfer commands will fail. (This FTP server will never attempt to connect to the deprecated default FTP data port at TCP port 20.)  passive-port-range off   Passive disallow Limit port range for passive connections Enable using a limited range of TCP port numbers for Passive connections.  When enabled, when a PASV or EPSV command is received from the FTP client, instead of selecting any free listening TCP port in the range 1024 to 65534, allow configuration of a restricted port range. This may be used when a firewall wants to allow incoming FTP data connections only on a limited range of ports, particularly when it cannot "sniff" the FTP control connection. Note that the size of the range specified limits how many FTP clients can be in the state between receiving the 227 response code to the PASV or EPSV command, and establishing the FTP data TCP connection. Pressure on this limited resource can be controlled by adjusting the passive data connection idle timeout. While it is perfectly legal to configure multiple FTP servers on the same system to use the same (or overlapping) passive port ranges, realize that they are contending for a common resource in the TCP implementation. However, it is not wise to use a port range that overlaps with other services (HTTP servers, etc.) that are configured on the system. There is no configuration checking for such conflicts, and other configured services will allocate the ports first, and they will not be available for the FTP server. (The FTP server allocates these listing ports dynamically.)  passive-port-min 1024 65534 1024    Passive disallow  UsePasvPortRange off Minimum passive port Lowest port value for the passive port range Specify the lowest listening TCP port number to use for passive FTP data connections. Enter a value in the range 1024 - 65534 as long as this value is not greater than the value for the maximum passive port.  passive-port-max 1024 65534 1050    Passive disallow  UsePasvPortRange off Maximum passive port Highest port value for the passive port range Specify the highest listening TCP port number to use for passive FTP data connections. Enter a value in the range 1024 - 65534 as long as this value is not less than the value for the minimum passive port.  passive-idle-timeout 5 300 60   Passive disallow Passive data connection idle timeout Idle timeout for a passive data connection seconds  Specifies the number of seconds that the server waits for a client to establish a passive connection. Enter a value in the range 5 - 300. The default value is 60. This setting controls the amount of time in seconds between when the FTP server issues code 227 (Entering Passive Mode) in response to the 
                                         PASV
                                        or 
                                         EPSV
                                        command from the FTP client and when the FTP client must establish a TCP data connection to the listening port and issue a data transfer command.  If the data connection is not established within the timeout period, the listening port will be closed. If a data transfer command is issued after the port is closed, the command fails with code 425 and the 
                                             Failed to open data connection
                                            message. If the data connection is established but no data transfer command is issued within the timeout period, the TCP data connection will be closed. Any data transfer command after the timeout will be treated as if the 
                                             PASV
                                            or 
                                             EPSV
                                            command was never issued. The command fails with code 425 and the 
                                             Require PASV or PORT command first
                                            message.  passive-promiscuous off   Passive disallow Disable passive data connection (PASV) IP security check Disable passive data connection (PASV) IP security check  This option will disable the IP security check that is done when processing the FTP PASV command. The check verifies that the IP address of the client connecting to the data connection is the same as the one that established the control connection. The default value for this option is off, which is the expected behavior for an FTP server. Turn the option on if there is a specific reason the incoming connection will not be coming from the same client as the control connection (i.e. from a load balancer). This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  port-promiscuous off   Passive require Disable active data connection (PORT) IP security check Disable active data connection (PORT) IP security check  This option will disable the IP security check that verifies that outgoing data connections can only connect to the client. The default value for this option is off, which is the expected behavior for an FTP server. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  allow-passive-addr off   Passive disallow Use alternate PASV IP address Use alternate PASV IP address  When on, this option will enable the ability to override the IP address that is presented to the FTP client when the server is in passive mode. This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  passive-addr    UseAlternatePASVAddr on   Alternate PASV IP address Alternate PASV IP address The numeric IP address that will be returned to the FTP client in response to a PASV command. This does not change the IP address that the FTP server will listen on, which is always the IP address that the FTP data connection was made to. This is used in certain situations when the FTP server is behind a firewall that is not FTP-aware.  list-cmd off   FilesystemType transparent Enable LIST command support Enable LIST command support  When on, the server will make a distinction between the LIST and NLST commands. When off, the server will always respond with an NLST when requesting a file listing. The default value for this option is off This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  dele-cmd off   FilesystemType transparent Enable delete support Enable DELE (delete) support  When on, allows the DELE (delete) command to be passed to the FTP server. This is only valid in transparent file system type. The default value for this option is off This configuration property is only supported by the FTP server handler and in conjunction with a Multi-Protocol Gateway or Web Service Proxy.  data-encryption allow File transfer data encryption Control use of data encryption for file transfers Select the use of encryption for data connections (file transfers). Data encryption is controlled by the FTP PROT P command.  allow-compression on Allow compression Control use of MODE Z command to compress data transfer  Specify whether the FTP client can use FTP 
                                         MODE Z
                                        compression. After enabling FTP compression, the FTP client can use the zlib method to compress data transfers.  allow-unique-filename off Allow unique file name (STOU) Control use of STOU command for unique file names  Specify whether the FTP client can use the FTP 
                                         STOU
                                        command. When enabled, the FTP server generates a unique file name for each transferred file.  unique-filename-prefix  ^[^/]*$   AllowSTOU on Unique file name prefix Prefix of all unique filenames generated by STOU  Enter the prefix (leading characters) for file names that are generated when using the FTP 
                                         STOU
                                        command. When defining the prefix, the directory separator (/) is not allowed. The default behavior is to not add a prefix, which is an empty string.  Note: The software adds a numeric suffix.  allow-restart off   FilesystemType virtual-persistent Allow restart (REST) Control use of the REST command for interrupted file transfers  Controls whether the FTP client can use the FTP 
                                         REST
                                        command to continue the transfer of a file after an interruption in the data transfer. This is supported in the BSD stream style described in draft-ietf-ftpext-mlst-16.txt. (The MODE B style that is described in RFC 959 is not supported.) The FTP server must be configured with a virtual persistent file system. For written files, the server will delay the actual processing until a timeout expires or until the next FTP command other than a 
                                         SIZE
                                        or 
                                         REST
                                        command. This processing allows the FTP client can return and resume to the transfer using the 
                                         SIZE
                                        , 
                                         REST
                                        , and 
                                         STOR
                                        commands. The argument to the 
                                         REST
                                        command must be the same as the byte count returned by the 
                                         SIZE
                                        command.  Note: The response code to all 
                                         STOR
                                        commands on this server will always be 226. The response codes does not reflect the success of the transaction. This capability is also supported for reading the response files, if the server is configured for a response type of virtual file system.  Note: The generation of response files are delayed until the transaction is completed.  restart-timeout 240    AllowREST on  FilesystemType virtual-persistent Restart timeout Time that the STOR command waits for a restart  When restart ( 
                                         REST
                                        ) is enabled, the number of seconds that the FTP client has to reconnect to the server and use the 
                                         SIZE
                                        , 
                                         REST
                                        , and 
                                         STOR
                                        commands to continue an interrupted file transfer. If this period of time elapses, the data that was received to this point on the TCP data connection will be passed to the DataPower service. This timeout is canceled if another command (other than 
                                         SIZE
                                        or 
                                         REST
                                        ) is received on the FTP control connection.  idle-timeout 0 65535 0 Idle timeout Inactivity limit on FTP control connection seconds Enter the number of seconds that the FTP control connection can be idle. After the specified duration elapses, the FTP server closes the control connection. Defaults to 0, which disables the timeout.  response-type none   FilesystemType virtual-ephemeral virtual-persistent Response type How to make response available to FTP client Select how to make response files available for gateway transactions started by an FTP STOR or SOUT operation.  response-storage temporary    ResponseType virtual-filesystem  FilesystemType virtual-ephemeral virtual-persistent Response storage Where to store response files Select where response files are stored.  filesystem-size 1 2048 32    ResponseStorage temporary  FilesystemType virtual-ephemeral virtual-persistent Temporary storage size Maximum size of temporary file system Enter in megabytes the maximum size for the temporary file system size. Defaults to 32 MB. Valid range is 1 MB through 2048 MB.  response-nfs-mount    ResponseType virtual-filesystem  ResponseStorage nfs  FilesystemType virtual-ephemeral virtual-persistent Response NFS mount NFS mount to store response files in  When Response Type is Virtual File System and Response Storage is NFS, select an NFS static mount to apply. Each response file will have a unique file name in the NFS directory. The name of the response file is not related to the file name that the virtual file system presents to the FTP client. Generally, this NFS directory is not made available through the FTP server. This directory should not be used for any other purpose.  response-suffix  ^[^/]*$    ResponseType virtual-filesystem  FilesystemType virtual-ephemeral virtual-persistent Response suffix URL file name suffix to response file When the response type is a virtual file system, enter the suffix to add when generating response files. The directory separator (/) is not allowed. If the response type is a virtual file system and the FTP client is writing in virtual directories that do not have a response directory or if the response directory is the same as the virtual directory, this value must have a non-empty value. If empty, the response would try to overwrite the request, which is not allowed. Defaults to an empty string.  ssl-config-type proxy   RequireTLS explicit implicit TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway  The TLS profile type to secure connections between clients and the DataPower Gateway. If a TLS profile is assigned, the FTP 
                                         AUTH TLS
                                        server command will be enabled, and the client will be able to start TLS encryption of the FTP control connection. The chosen TLS profile controls the TLS credentials that the FTP server will present to the client after the 
                                         AUTH TLS
                                        command, and how the TLS credentials presented by the client will be evaluated.  ssl-server    RequireTLS explicit implicit  SSLServerConfigType server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server    RequireTLS explicit implicit  SSLServerConfigType sni   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                                                Main   protocol/ftp-server source-ftp-server mpgw  APIGateway IDG                                               Main    Control connection authorization       Quiesce state           FTP Server Handler FTP server handler  The FTP server handler provides an FTP server that can be used to submit files for processing by the system. Each file that is written results in one transaction. There can be multiple FTP servers, but only one server can listen on the default port 21 on a given IP address. There can be multiple simultaneous connections from FTP clients to the same FTP server.  Notes:  The 226 FTP response code at the end of an FTP 
                                             STOR
                                            or 
                                             STOU
                                            command is conditional on successful completion of the internal steps and backside operation of the transaction. Changes in the configuration affect only new connections to this FTP server. Existing connections continue to use their current configuration until they disconnect.  protocol/http source-http mpgw IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  local-address 0.0.0.0 Local IP address Enter the IP address or host alias on which the HTTP handler listens. The address on which the HTTP handler listens. The default value indicates that The handler listens on all IPv4 addresses.  port 1 0xFFFF 80 LocalAddress Port Enter the port on which the HTTP handler listens. The port on which the HTTP handler listens. The default value is 80.  socket-path 107 Unix domain socket path Unix domain socket path. Unix domain socket path.  http-client-version HTTP/1.1 HTTP version to client Set the HTTP version for the client side connection. The HTTP version for the client side connection. The default value is HTTP 1.1. For the HTTP/2 protocol, requests and responses are always HTTP/2. When HTTP/2, this setting is ignored.  allowed-features 0x0617 Allowed methods and versions Set the methods and versions to allow for incoming requests. The methods and versions to allow for incoming requests.  persistent-connections on Negotiate persistent connections Indicate whether to negotiate persistent client side connections. Whether to negotiate persistent client side connections. The HTTP/2 protocol controls persistent connections and reuse. Therefore, these settings are ignored.  max-persistent-reuse 0   PersistentConnections off Maximum persistent reuse Enter the maximum number of times a persistent client side connection is reused. The maximum number of times a persistent client side connection is reused. When the maximum reuse count is reached, an explicit 
                                     HTTP Connection: close
                                    header is sent in the response, and the TCP connection is closed. The default value is 0, which means unlimited reuse.  compression off Enable compression Indicate whether to negotiate GZIP compression for client side connections.  Whether to negotiate GZIP compression for client side connections. If enabled, the DataPower service uses GZIP to compress HTTP transmissions when the 
                                         Accept-Encoding
                                        HTTP header indicates that compressed documents can be processed. The 
                                         Transfer-Encoding
                                        HTTP header indicates compression.  websocket-upgrade off   HTTPVersion HTTP/1.0 Allow WebSocket upgrade Indicate whether to allow WebSocket upgrade requests from clients. Whether to allow WebSocket upgrade requests from clients. The default value is disabled. This request is to switch the existing connection to use the WebSocket protocol. WebSocket upgrade requests require that The handler allows GET methods.  websocket-idle-timeout 0 86400 0    AllowWebSocketUpgrade on  HTTPVersion HTTP/1.0   WebSocket idle timeout Enter the maximum idle time for client connections. Seconds The maximum idle time for client connections. This timer monitors the idle time in the data transfer process. When the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The default value is 0, which indicates that the timer is disabled.  max-url-len 1 128000 16384 Maximum URL length Enter the length of the longest incoming URL to accept. Bytes The length of the longest incoming URL to accept. The length includes any query string or fragment identifier. Enter a value in the range 1 - 128000. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Enter the maximum aggregate length of HTTP headers to allow. Bytes The maximum aggregate length of HTTP headers to allow. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum request headers Enter the maximum number of headers to allow in client requests. The maximum number of headers to allow in client requests. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Enter the maximum length of a header name to allow in client requests. Bytes The maximum length of a header name to allow in client requests. Each HTTP header is expressed as a name-value pair. This setting sets the maximum length of the name portion of a header. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Enter the maximum length of a header value to allow in client requests. Bytes The maximum length of a header value to allow in client requests. Each HTTP header is expressed as a name-value pair. This setting sets the maximum length of the value portion of a header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Enter the maximum length of the query string to allow in client requests. The maximum length of the query string to allow in client requests. The query string is the portion of the URL after the question mark (?) character. The default value is 0, which indicates no limit.  acl Access control list Assign the access control list. The access control list uses the defined client IP addresses to allow or deny access.  credential-charset Credential character set Set the character encoding of the original basic authentication values. The character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value represents ISO-8859-1 Latin 1.  http2-max-streams 1 500 100 HTTP/2 maximum streams Enter the maximum number of current streams that a client can have  The maximum number of concurrent streams that the client can have outstanding at the same time with The handler. The limit applies to the number of streams that the client allows the target to create. The greater the number of streams in use, the more resources the client uses. Resources include memory and the network connections to the destination. Enter a value in the range 1 - 500. The default value is 100.  http2-max-frame 16384 16777215 16384 HTTP/2 maximum frame size Enter the largest payload frame size that clients can send Octets The largest payload frame size that the client can send. Enter a value in the range 16384 - 16777215. The default value is 16384.  http2-stream-header off Enable HTTP/2 stream header Whether to enable the HTTP/2 stream identifier header in the request or response  Indicates whether to enable the HTTP/2 stream identifier header in the request or response. When enabled, the HTTP/2 stream identifier is included in the 
                                         X-DP-http2-stream
                                        header. With this header, you can correlate the HTTP/2 stream. The default behavior is disabled.  chunked-encoding on Enable chunked encoding responses Whether to enable the responses to use Transfer-Encoding: chunked When enabled, the HTTP response will use Transfer-Encoding: chunked. The default behavior is enabled.  header-timeout 0 3600000 30000 Request headers processing timeout Enter the maximum duration to allow for request headers processing milliseconds The maximum duration in milliseconds to allow for request headers processing. When the value is greater than 0, request header processing must complete before the duration elapses. Enter a value in the range 0 - 3600000, where a value of 0 disables the timer. The default value is 30000.            Quiesce State           HTTP Handler Manage HTTP handlers An HTTP handler receives HTTP requests that are not over TLS and forwards them to the appropriate DataPower service. HTTP handlers conform to RFC 2616.  protocol/https source-https mpgw IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  local-address 0.0.0.0 Local IP address Enter the IP address or host alias on which the HTTPS handler listens. The address on which the HTTPS handler listens. The default value 0.0.0.0 indicates that The handler listens on all IPv4 addresses.  port 1 0xFFFF 443 LocalAddress Port Enter the port on which the HTTPS handler listens. The port on which the HTTPS handler listens. The default value is 443.  http-client-version HTTP/1.1 HTTP version to client Set the HTTP version for client side connections. The HTTP version for client side connections. The default value is HTTP 1.1. For the HTTP/2 protocol, requests and responses are always HTTP/2. When HTTP/2, this setting is ignored.  allowed-features 0x0617 Allowed methods and versions Set the methods and versions to allow for incoming requests. The methods and versions to allow for incoming requests.  persistent-connections on Negotiate persistent connections Indicate whether to negotiate persistent client side connections. Whether to negotiate persistent client side connections. The default behavior is enabled. The HTTP/2 protocol controls persistent connections and reuse. Therefore, these settings are ignored.  max-persistent-reuse 0   PersistentConnections off Maximum persistent reuse Enter the maximum number of times a persistent client side connection is reused. The maximum number of times a persistent client side connection is reused. When the maximum reuse count is reached, an explicit 
                                     HTTP Connection: close
                                    header is sent in the response, and the TCP connection is closed. The default value is 0, which means unlimited reuse.  compression off Enable compression Indicate whether to negotiate GZIP compression for client side connections.  Whether to negotiate GZIP compression for client side connections. The default value is disabled. If enabled, the DataPower service uses GZIP to compress HTTP transmissions when the 
                                         Accept-Encoding
                                        HTTP header indicates that compressed documents can be processed. The 
                                         Transfer-Encoding
                                        HTTP header indicates compression.  websocket-upgrade off   HTTPVersion HTTP/1.0 Allow WebSocket upgrade Indicate whether to allow WebSocket upgrade requests from clients. Whether to allow WebSocket upgrade requests from clients. The default value is disabled. This request is to switch the existing connection to use the WebSocket protocol. WebSocket upgrade requests require that The handler allows GET methods.  websocket-idle-timeout 0 86400 0    AllowWebSocketUpgrade on  HTTPVersion HTTP/1.0   WebSocket idle timeout Enter the maximum idle time for client connections. Seconds The maximum idle time for client connections. This timer monitors the idle time in the data transfer process. When the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The default value is 0, which indicates that the timer is disabled.  max-url-len 1 128000 16384 Maximum URL length Enter the length of the longest incoming URL to accept. Bytes The length of the longest incoming URL to accept. The length includes any query string or fragment identifier. Enter a value in the range 1 - 128000. The default value is 16384.  max-total-header-len 5 128000 128000 Maximum total header length Enter the maximum aggregate length of HTTP headers to allow. Bytes The maximum aggregate length of HTTP headers to allow. Enter a value in the range 5 - 128000. The default value is 128000.  max-header-count 0 Maximum number of headers Enter the maximum number of headers to allow in client requests. The maximum number of headers to allow in client requests. The default value is 0, which indicates no limit.  max-header-name-len 0 Maximum header name length Enter the maximum length of a header name to allow in client requests. Bytes The maximum length of a header name to allow in client requests. Each HTTP header is expressed as a name-value pair. This setting sets the maximum length of the name portion of a header. The default value is 0, which indicates no limit.  max-header-value-len 0 Maximum header value length Enter the maximum length of a header value to allow in client requests. Bytes The maximum length of a header value to allow in client requests. Each HTTP header is expressed as a name-value pair. This setting sets the maximum length of the value portion of a header. The default value is 0, which indicates no limit.  max-querystring-len 0 Maximum query string length Enter the maximum length of the query string to allow in client requests. Bytes The maximum length of the query string to allow in client requests. The query string is the portion of the URL after the question mark (?) character. The default value is 0, which indicates no limit.  acl Access control list Assign the access control list. The access control list uses the defined client IP addresses to allow or deny access.  credential-charset protocol Credential character set Set the character encoding of the original basic authentication values. The character encoding of the original basic authentication values. Basic authentication credentials are combined and base64 encoded in the authorization header of the request. The DataPower Gateway transcodes the contents of the authorization header to UTF-8. The default value represents ISO-8859-1 Latin 1.  ssl   SSLServerConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile with the cryptographic profiles to secure connections.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server   TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway  The TLS server profile to secure connections between clients and the DataPower Gateway.  Note: The TLS server profile that secures the HTTP/2 connection must use the TLS 1.2 or better protocol with a cipher that is secure according to RFC 7540.  ssl-sni-server   SSLServerConfigType sni   TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway  The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  Note: The TLS SNI server profile that secures the HTTP/2 connection must use the TLS 1.2 or better protocol with a cipher that is secure according to RFC 7540.  http2-max-streams 1 500 100 HTTP/2 maximum streams Enter the maximum number of current streams that a client can have  The maximum number of concurrent streams that the client can have outstanding at the same time with The handler. The limit applies to the number of streams that the client allows the target to create. The greater the number of streams in use, the more resources the client uses. Resources include memory and the network connections to the destination. Enter a value in the range 1 - 500. The default value is 100.  http2-max-frame 16384 16777215 16384 HTTP/2 maximum frame size Enter the largest payload frame size that clients can send Octets The largest payload frame size that the client can send. Enter a value in the range 16384 - 16777215. The default value is 16384.  http2-stream-header off Enable HTTP/2 stream header Whether to enable the HTTP/2 stream identifier header in the request or response  Indicates whether to enable the HTTP/2 stream identifier header in the request or response. When enabled, the HTTP/2 stream identifier is included in the 
                                         X-DP-http2-stream
                                        header. With this header, you can correlate the HTTP/2 stream. The default behavior is disabled.  chunked-encoding on Enable chunked encoding responses Whether to enable the responses to use Transfer-Encoding: chunked When enabled, the HTTP response will use Transfer-Encoding: chunked. The default behavior is enabled.  header-timeout 0 3600000 30000 Request headers processing timeout Enter the maximum duration to allow for request headers processing milliseconds The maximum duration in milliseconds to allow for request headers processing. When the value is greater than 0, request header processing must complete before the duration elapses. Enter a value in the range 0 - 3600000, where a value of 0 disables the timer. The default value is 30000.                      Main                   Advanced       Quiesce State           HTTPS Handler Manage HTTPS handlers An HTTPS handler receives HTTP requests over TLS and forwards them to the appropriate DataPower service. HTTPS handlers conform to RFC 2616.  protocol/ims-callout source-ims-callout mpgw  software  MultiProtocolGateway IMS   summary Comments Descriptive summary Specifies a descriptive summary.  host Host Host name or IP address of remote IMS Connect server Specify the host name or IP address of the target IMS Connect server.  port Port Listening port on the remote IMS Connect server Specifies the listening port on the remote IMS Connect server.  datastore 8 ^[a-zA-Z0-9@#$]*$ Data store Name of the IMS data store Specifies the name of the IMS data store. The value can be up to eight characters in length and cannot be blank. The value can use all alphanumeric characters and the following special characters: @ # $.  tpipe 8 ^[a-zA-Z0-9@#$]*$ OTMA tpipe names IMS OTMA tpipe names Specifies the IMS OTMA tpipe names. A tpipe is also known as an alternate client ID. The value can be up to eight characters in length and cannot be blank. The value can use all alphanumeric characters and the following special characters: @ # $.  user-id 8 ^[a-zA-Z0-9@#$]*$ SAF user name SAF user name Specifies the security authorization facility (SAF) user name. The value can be up to eight characters in length and cannot be blank. The value can use all alphanumeric characters and the following special characters: @ # $.  password   Password  SAF password (deprecated) SAF password Specifies the security authorization facility (SAF) password. The value can use all alphanumeric characters and the following special characters: @ # $.  password-alias SAF password alias SAF password alias Specifies the password alias of the security authorization facility (SAF) password.  group 8 ^[a-zA-Z0-9@#$]*$ SAF group Name of SAF group Specifies the name of the security authorization facility (SAF) group. The value can be up to eight characters in length and cannot be blank. The value can use all alphanumeric characters and the following special characters: @ # $.  retry-attempts 1 5 Retry attempts Number of times to attempt to resume a tpipe Specifies the number of times to attempt to resume a transaction pipe (tpipe) after processing encounters an error. Enter a value in the range 1 - 256. The default value is 5.  retry-interval 1 3 Retry interval Interval to wait before processing attempts to resume the tpipe seconds Specifies the number of seconds to wait before processing attempts to resume the transaction pipe (tpipe). The minimum value is 1. The default value is 3.  connect-timeout 10 Connection timeout Time to wait to establish a connection seconds Specifies the number of seconds that the DataPower Gateway waits to establish a connection to IMS Connect. A value of 0 disables the timeout. The default value is 10.  response-concurrency 1 32 1 Response concurrency Number of response processors to allocate for concurrent transactions processing.  Specifies the number of response processors to allocate for each tpipe for concurrent transaction processing. Enter a value in the range 1 - 32. The default value is 1. For example, when you set response concurrency to 2 and you have 5 tpipe definitions, the number of response processors is 10. The maximum number of response processors is 50.  trace-file  logtemp logstore temporary Trace file Location for the trace file Enables IMS tracing and specifies the location of the trace file. You can use the following directories as the location when you enable tracing: 
                                      logtemp logstore temporary  Note: Enable tracing when instructed by IBM Support to help in problem determination. If you enabled tracing and want to disable, remove the directory and apply the configuration.  vendor IBM_IMS Vendor name Vendor name  source-internal HTTP FSPH HTTP dplane link  input-message-timeout -1 3600000 60000 Input message timeout Value for IRM_TIMER to wait for the input message milliseconds  Sets the value for the IRM_TIMER field in milliseconds to wait for the input message from the client. Enter a value in the range -1 to 3600000. The default value is 60000. The specified value is internally set to the following incremental duration. 
                                          Entered value as the 1-millisecond boundary when the value is in the range 1 - 25. Increments to the nearest 5-millisecond boundary when the value is in the range 26 - 95. Increments to the nearest 100-millisecond (1-second) boundary when the value is in the range 96 - 60000. Increments to the nearest 60000-millisecond (1-minute) boundary when the value is in the range 60001 - 3600000. The following values have specific meaning. 
                                          -1 (0x00) Use default values. The default for all RESUME_TPIPE is 2 seconds. The default for all RESUME_TPIPE non-single ACK is .25 seconds. The value of the TIMEOUT parameter in the IMS Connect TCPIP configuration statement for all others. 0 (0xFF) Wait indefinitely. This setting is intended to support the auto option of the asynchronous output function.  otherprops Other properties Other properties    Advanced IMS Callout Handler IMS Callout handler An IMS Callout handler allows a DataPower service to make asynchronous requests to an IMS application with the ICAL protocol. An IMS handler can retrieve IMS Callout messages from an IMS application and send response data to the IMS application.  protocol/imsconnect source-imsconnect mpgw  APIGateway IMS   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the IMS connect handler listens. The default of 0.0.0.0 indicates that The handler listens on all IPv4 addresses.  port 1 0xFFFF 3000 LocalAddress Port The local TCP port number that supports server operations An integer (within the range 1 through 65535, with a default of 3000) that specifies the port monitored by the IMS Connect handler.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  persistent-connections on Persistent connections Enable or disable persistent connections on the front end Whether to negotiate persistent client side connections. The default value is enabled. The HTTP/2 protocol controls persistent connections and reuse. Therefore, these settings are ignored.  ebcdic-input off EBCDIC input header encoding Input headers encoding is EBCDIC Indicates if input headers are in EBCDIC or ASCII. Note that payload is not automatically processed.  acl Access control list Assign the access control list. The access control list uses the defined client IP addresses to allow or deny access.  segment-size 0 32 0 Maximum segment size Maximum segment size Specifies the maximum segment size to split the response into before sending back to the IMS client. A value of 0 (OFF) means that DataPower processing performs no segmentation. Enter a value in the range 1 - 32 to represent the segment size in KB.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                       Main       Quiesce state           IMS Connect Handler IMS Connect Handler An IMS Connect Handler object handles IMS protocol communications with DataPower services.   mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  get-queue Get queue The name of the get queue that the JMS handler monitors for incoming client requests  Enter the name of the get queue associated with the WebSphere JMS or TIBCO EMS object supported by this handler. The handler monitors the get queue for incoming client requests. Upon message receipt, The handler forwards the extracted message to the DataPower object that will gateway the message to a remote message provider.  put-queue Put queue The name of the put queue that contains the reply messages originated by the remote JMS message provider  Enter the name of the put queue associated with the WebSphere JMS or TIBCO EMS object supported by this handler. The put queue contains server-originated WAS JMS or TIBCO EMS reply messages. Such messages are originated by a remote WAS JMS or TIBCO EMS message provider and put into this queue by a local WebSphere JMS or TIBCO EMS object. Configuration of a put queue is optional. A put queue should be configured if server replies are expected; if reply messages are not expected, a put queue need not be configured. In the absence of a put queue, any received replies are dropped.  selector Selector The conditional expression that filters messages from a queue or a subscription by message properties. The selector uses the SQL92 conditional expression syntax.  Provide an SQL-like expression to filter messages from the GET queue. For example, 
                                         DeliveryMode LIKE PERSISTENT This expression specifies that only client requests that have a DeliveryMode of PERSISTENT are forwarded to the WebSphere JMS or TIBCO EMS object for processing; all other messages are dropped from the get queue. The message selector is a conditional expression based on a subset of SQL92 conditional expression syntax. The conditional expression enables the handler to identify 
                                         messages of interest
                                        . The conditional expression does not operate on the body of the message, rather it examines message headers and properties (proprietary user-created headers that might appear between the required headers and the message body). The required headers are as follows:   Destination
                                            - contains the destination (queue) to which the message is being sent  DeliveryMode
                                            - contains the delivery mode (PERSISTENT or NON_PERSISTENT)  Expiration
                                            - contains a message TTL or a value of 0 indicating an unlimited TTL  Priority
                                            - contains the message priority expressed as a digit from 0 (lowest priority) to 9 (highest priority)  MessageID
                                            - contains a unique message identifier starting with the prefix ID:, or a null value, effectively disabling message ID  Timestamp
                                            - contains the time the message was handed off for transmission, not the time it was actually sent  CorrelationID
                                            - contains a means of associating one message (for example, a response) with another message (for example, the original request)  ReplyTo
                                            - contains the destination (queue) to which a reply to this message should be sent  Type
                                            - contains a message identifier provided by the application  Redelivered
                                            - contains a boolean indicating that the message has been delivered in the past, but not yet acknowledged Configuration of a message selector is optional. If a message selector is not specified, all incoming client request messages are transferred by The handler to the DataPower object for processing.  async-message-processing off Asynchronous message processing  If enabled messages taken from the get queue will be processed not necessarily in the same order as they were queued. This property may be set to improve performance only if associated Multi-Protocol Gateway or WS-Proxy isn't configured to process messages in order.   protocol/tibems source-tibems mpgw  APIGateway Tibco-EMS   server TIBCO EMS server TIBCO EMS server Select the TIBCO EMS server.  batch-size 0 0 Batch size The number of messages to process as a batch. The number of messages to process as a batch. The handler gets as many messages as specified and processes the messages as a batch.  connection-client-id TIBCO EMS connection client ID Connection client identifier Specify the string to set as an identifier for the TIBCO EMS connection client.  sub-name Subscription name The subscription name of a durable subscription associated with the identified TIBCO EMS server. Enter the subscription name of a durable subscription associated with the identified TIBCO EMS server.  unsubscribe never   SubscriptionName  Unsubscribe Unsubscribe options for the durable subscriber. Select the conditions under which to unsubscribe the durable subscriber.             Quiesce state           TIBCO EMS Handler TIBCO EMS handler TIBCO EMS handler  protocol/wasjms source-wasjms mpgw  APIGateway WebSphere-JMS   server WebSphere JMS server WebSphere JMS server Select the WebSphere JMS server object supported by this handler.  request-topic-space Topic space for request Topic space for request  Use this property to disambiguate a topic if the request destination is a topic whose name appears in multiple topic spaces. A topic space is a hierarchy of topics used for publish/subscribe messaging. Topics with the same name can exist in multiple topic spaces, but there can be only one topic space with a given name in a service integration bus. For example, consider a topic hierarchy split into the following topic spaces:  library - topics for document management sales - topics for marketing and sales tracking engineering - topics for engineering and technology The topic 
                                                 volumes
                                                can appear in all three topic spaces, and have a different meaning in each. Enter the name of the target topic space if necessary.  reply-topic-space Topic space for reply Topic space for reply  Use this property to disambiguate a topic if the response destination is a topic whose name appears in multiple topic spaces. A topic space is a hierarchy of topics used for publish/subscribe messaging. Topics with the same name can exist in multiple topic spaces, but there can be only one topic space with a given name in a service integration bus. For example, consider a topic hierarchy split into the following topic spaces:  library - topics for document management sales - topics for marketing and sales tracking engineering - topics for engineering and technology The topic 
                                                 volumes
                                                can appear in all three topic spaces, and have a different meaning in each. Enter the name of the target topic space if necessary.  strict-message-order off   AsyncMessageProcessing on Strict message ordering Enable strict message ordering mode.  Enable to work smoothly with WebSphere server when the "Strict Message Ordering" option in the corresponding destination is checked.             Quiesce state           WebSphere JMS Handler WebSphere JMS handler   protocol/kafka source-kafka mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  cluster Kafka cluster Kafka cluster to associate with the handler Specify the Kafka cluster to associate with the handler.  request-topic Request topic name of the request topic to monitor for incoming client requests Enter the name of the request topic to monitor for incoming client requests. On receipt, the handler forwards the extracted message to the DataPower service for processing.  response-topic Response topic Name of the response topic to send responses after processing Enter the name of the response topic to send responses after processing by the DataPower service. When the Kafka server does not expect responses, leave blank. When blank, responses are dropped.  consumer-group Consumer group Name of the consumer group for retrieving messages Specify the name of the consumer group for retrieving messages from the Kafka server.  batch-size 1 1 Batch size Number of messages to retrieve and processes as a batch Enter the number of messages that the Kafka handler processes as a batch. The handler attempts to retrieve the number of specified messages from the consumer and processes these messages as a batch. Enter a value in the range 1 - 65535. The default value is 1.               Quiesce state           Kafka Handler Kafka handler A Kafka handler monitors the request topic for incoming client requests.  protocol/mqfte source-mqfte mpgw  APIGateway MQ   summary Comments Brief summary for user annotation.  queue-manager Queue manager The name of a local queue manager Select the queue manager that provides messaging services for communicating applications by periodically monitoring or polling queues, and by ensuring that messages are directed to the correct receive queue or routed to another queue manager. The local queue manager corresponds to a queue manager running on another host on the network.  get-queue Get queue The get queue associated with the queue manager Enter the name of the get queue associated with the identified queue manager. The handler will get messages from this queue.  get-message-options 32769 Get message options Options flags for the MQGMO structure Specifies the cumulative value of the MQGET options that are applicable to an IBM MQ message in decimal or hex format. The value is passed directly to the IBM MQ API. The default value is 32769, which is the decimal value for the 
                                     MQGMO_WAIT
                                    and 
                                     MQGMO_LOGICAL_ORDER
                                    options.  concurrent-connections 1 1 Concurrent conversations The number of concurrent IBM MQ conversations allocated for this handler The number of concurrent IBM MQ conversations allocated for this handler. The default value is 1 but can be increased to improve performance.  polling-interval 1 30 Polling interval The duration to wait after processing all messages before attempting to retrieve messages from the get queue. seconds The number of seconds to wait after processing all messages before attempting to retrieve messages from the get queue.  retrieve-backout-settings off Retrieve backout settings Controls retrieval of backout settings from the IBM MQ server  Controls whether to retrieve backout setting from the IBM MQ server. When enabled, retrieves the  Backout threshold and  Backout requeue queue name settings from the IBM MQ server and checks these values. On a reattempt, the handler uses the higher priority backout settings from the server. If the server does not contain backout settings, the handler uses any existing backout values, either empty or populated, from the local queue manager. If there are no backout settings, the backout function is disabled. When an alias queue is used, its attributes are retrieved, not those of the base queue.  ignore-backout-errors off Ignore backout errors Controls whether to ignore backout errors  Controls whether to ignore backout errors When disabled, the default, roll back and retry the transfer. When enabled, ignore the error in sending the transfer to the backout queue and commit the transfer from the get queue.  use-qm-in-url off Use queue manager in URL Whether to use the queue manager or the queue manager group in the front-end URL  Indicates whether the var://service/URL-in variable returns the name of the local queue manager or queue manager group when this configuration defines a queue manager group as the queue manager.  When  on, the variable returns the name of the queue manager. When  off, the default, the variable returns the name of the queue manager group.                 General Main       Quiesce state           IBM MQ FTE Handler IBM MQ FTE handler   protocol/mq source-mq mpgw  APIGateway MQ   summary Comments Brief summary for user annotation.  queue-manager Queue manager Name of a local queue manager Select the queue manager that provides messaging services for communicating applications by periodically monitoring or polling queues and by ensuring that messages are directed to the correct receive queue or routed to another queue manager. The local queue manager corresponds to a queue manager running on another host on the network.  get-queue   SubscribeTopicString  Get queue The get queue associated with the queue manager Enter the name of the get queue associated with the identified queue manager. The handler will get client-originated request messages from this queue.  subscribe-topic-string   GetQueue  Subscribe topic string The subscribe topic string associated with the queue manager Enter the topic string associated with the identified queue manager. The handler will subscribe to this topic string and get messages from it.  sub-name Subscription name The subscription name of a durable subscription Enter the subscription name of a durable subscription associated with the identified queue manager. This name identifies the subscription after reestablishing a lost connection.  put-queue Put Queue The put queue associated with the queue manager Enter the name of the put queue associated with the identified queue manager. The handler will put server-originated reply messages to this queue.  publish-topic-string Publish topic string The publish topic string associated with the queue manager. The topic string describes the subject of the information that is published in a publish or subscribe message.  Enter the topic string associated with the identified queue manager. The handler will publish messages to this topic string. If the put queue is specified, this property is ignored.  ccsi 0 CCSI Coded character set identifier  Specifies the coded character set identifier to which the remote IBM MQ queue manager converts output data. This property is meaningful only when the queue manager has the convert property set to on. The CCSI will be put in the CodeCharSetId field of MQMD. The default CCSI is for ISO-8859-1 (latin-1). For MQCCSI_EMBEDDED enter 4294967295; for MQCCSI_INHERIT enter 4294967294. For the other CCSIDs, refer to the IBM Code Pages in the Information Center.  get-message-options 1 Get message options Options flags for the MQGMO structure Specifies the cumulative value of the MQGET options that are applicable to an IBM MQ message in decimal or hex format. The value is passed directly to the IBM MQ API. The default value is 1, which is the decimal value for the MQGMO_WAIT option.  selector Selector The selector that filters the messages delivered from a queue or a subscription A selector filters the messages delivered from a queue or a subscription by their properties. The selector uses the SQL92 conditional expression syntax. The selector enables the handler to filter messages delivered from a queue or a subscription.  parse-properties off Parse properties Parse the message properties Parse the properties of the incoming messages from a queue or a subscription. By default, the properties are not parsed.  async-put off Async put Asynchronously put a message to a queue. Asynchronously put a message to a queue without waiting for a response from the queue manager.  exclude-headers Exclude message headers Messages header to strip Select which headers after MQMD to strip from the message. By default only the MQMD header is parsed.  concurrent-connections 1 1    GetQueue   SubscribeTopicString  Concurrent conversations The number of concurrent IBM MQ conversations allocated for this handler The number of concurrent IBM MQ conversations allocated for this handler. The default value is 1 but can be increased to improve performance.  polling-interval 1 30 Polling interval The duration to wait after processing all messages before attempting to retrieve messages from the get queue. seconds The number of seconds to wait after processing all messages before attempting to retrieve messages from the get queue.  batch-size 0 0 Batch size The number of messages to process as a batch. The number of messages to process as a batch. The handler gathers the specified number of messages and processes them as a batch.  content-type-header Header to extract Content-Type IBM MQ Header to extract Content-Type with XPath expression IBM MQ Header to extract Content-Type with XPath expression.  content-type-xpath   ContentTypeHeader MQRFH MQRFH2   ContentTypeHeader None XPath expression to extract Content-Type from IBM MQ header XPath expression to extract Content-Type from IBM MQ header XPath expression to extract Content-Type from IBM MQ header  retrieve-backout-settings off Retrieve backout settings Controls retrieval of backout settings from the IBM MQ server  Controls whether to retrieve backout setting from the IBM MQ server. When enabled, retrieves the  Backout threshold and  Backout requeue queue name settings from the IBM MQ server and checks these values. On a reattempt, the handler uses the higher priority backout settings from the server. If the server does not contain backout settings, The handler uses any existing backout values, either empty or populated, from the local IBM MQ queue manager. If there are no backout settings, the backout function is disabled. When an alias queue is used, its attributes are retrieved, not those of the base queue.  use-qm-in-url off Use queue manager in URL Whether to use the queue manager or the queue manager group in the front-end URL  Indicates whether the var://service/URL-in variable returns the name of the local queue manager or queue manager group when this configuration defines a queue manager group as the queue manager.  When  on, the variable returns the name of the queue manager. When  off, the default, the variable returns the name of the queue manager group.                       General     Publish and subscribe       Properties and headers    Advanced Main       Quiesce state           IBM MQ Handler IBM MQ handler   protocol/idgmqmft source-idg-mqmft mpgw  APIGateway MQ   summary Comments Brief summary for user annotation.  queue-manager Queue manager An IBM MQ queue manager name Select the queue manager that provides messaging services for communicating applications by periodically monitoring or polling queues, and by ensuring that messages are directed to the correct receive queue or routed to another queue manager. The local queue manager corresponds to a queue manager running on another host on the network.  get-queue Get queue The get queue associated with the queue manager Enter the name of the get queue associated with the identified queue manager. The handler will get messages from this queue.  get-message-options 32769 Get message options Options flags for the MQGMO structure Specifies the cumulative value of the MQGET options that are applicable to an IBM MQ message in decimal or hex format. The value is passed directly to the IBM MQ API. The default value is 32769, which is the decimal value for the 
                                     MQGMO_WAIT
                                    and 
                                     MQGMO_LOGICAL_ORDER
                                    options.  concurrent-connections 1 1 Concurrent conversations The number of concurrent IBM MQ conversations allocated for this handler The number of concurrent IBM MQ conversations allocated for this handler. The default value is 1 but can be increased to improve performance.  polling-interval 1 30 Polling interval The duration to wait after processing all messages before attempting to retrieve messages from the get queue. seconds The number of seconds to wait after processing all messages before attempting to retrieve messages from the get queue.  retrieve-backout-settings off Retrieve backout settings Controls retrieval of backout settings from the IBM MQ server  Controls whether to retrieve backout setting from the IBM MQ server. When enabled, retrieves the  Backout threshold and  Backout requeue queue name settings from the IBM MQ server and checks these values. On a reattempt, the IBM MQ handler uses the higher priority backout settings from the server. If the server does not contain backout settings, the handler uses any existing backout values, either empty or populated, from the local IBM MQ queue manager. If there are no backout settings, the backout function is disabled. When an alias queue is used, its attributes are retrieved, not those of the base queue.  ignore-backout-errors off Ignore backout errors Controls whether to ignore backout errors  Controls whether to ignore backout errors When disabled, the default, roll back and retry the transfer. When enabled, ignore the error in sending the transfer to the backout queue and commit the transfer from the get queue.  use-qm-in-url off Use queue manager in URL Whether to use the queue manager or the queue manager group in the front-end URL  Indicates whether the var://service/URL-in variable returns the name of the local queue manager or queue manager group when this configuration defines a queue manager group as the queue manager.  When  on, the variable returns the name of the queue manager. When  off, the default, the variable returns the name of the queue manager group.                 General Main               IBM MQ v9+ MFT Handler IBM MQ v9+ MFT Handler   protocol/idgmq source-idg-mq mpgw  APIGateway MQ   summary Comments Brief summary for user annotation.  queue-manager Queue manager An IBM MQ queue manager name Select the queue manager that provides messaging services for communicating applications by periodically monitoring or polling queues, and by ensuring that messages are directed to the correct receive queue or routed to another queue manager. The local queue manager corresponds to a queue manager running on another host on the network.  get-queue   SubscribeTopicString  Get queue The get queue associated with the queue manager Enter the name of the get queue associated with the identified queue manager. The handler will get client-originated request messages from this queue.  subscribe-topic-string   GetQueue  Subscribe topic string The subscribe topic string associated with the queue manager Enter the topic string associated with the identified queue manager. The handler will subscribe to this topic string and get messages from it.  sub-name Subscription name The subscription name of a durable subscription Enter the subscription name of a durable subscription associated with the identified queue manager. This name identifies the subscription after reestablishing a lost connection.  put-queue Put queue The put queue associated with the queue manager Enter the name of the put queue associated with the identified queue manager. The handler will put server-originated reply messages to this queue.  publish-topic-string Publish topic string The publish topic string associated with the queue manager. The topic string describes the subject of the information that is published in a publish or subscribe message.  Enter the topic string associated with the identified queue manager. The handler will publish messages to this topic string. If the  Put queue field is specified, this field is ignored.  ccsi 0 CCSI Coded character set identifier  Specifies the coded character set identifier to which the remote queue manager converts output data. This property is meaningful only when the queue manager has the convert property set to on. The CCSI will be put in the 
                                         CodeCharSetId
                                        field of MQMD. The default CCSI is for ISO-8859-1 (latin-1). For MQCCSI_EMBEDDED enter 4294967295; for MQCCSI_INHERIT enter 4294967294. For the other CCSIDs, refer to the IBM Code Pages in the Information Center.  get-message-options 1 Get message options Options flags for the MQGMO structure Specifies the cumulative value of the MQGET options that are applicable to an IBM MQ message in decimal or hex format. The value is passed directly to the IBM MQ API. The default value is 1, which is the decimal value for the MQGMO_WAIT option.  selector Selector The selector that filters the messages delivered from a queue or a subscription A selector filters the messages delivered from a queue or a subscription by their properties. The selector uses the SQL92 conditional expression syntax. The selector enables the handler to filter messages delivered from a queue or a subscription.  parse-properties off Parse properties Parse the message properties Parse the properties of the incoming messages from a queue or a subscription. By default, the properties are not parsed.  async-put off Async put Asynchronously put a message to a queue. Asynchronously put a message to a queue without waiting for a response from the queue manager.  exclude-headers Exclude message headers Messages header to strip Select which headers after MQMD to strip from the message. By default only the MQMD header is parsed.  concurrent-connections 1 1    GetQueue   SubscribeTopicString  Concurrent conversations The number of concurrent IBM MQ conversations allocated for this handler The number of concurrent IBM MQ conversations allocated for this handler. The default value is 1 but can be increased to improve performance.  polling-interval 1 30 Polling interval The duration to wait after processing all messages before attempting to retrieve messages from the get queue. seconds The number of seconds to wait after processing all messages before attempting to retrieve messages from the get queue.  batch-size 0 0 Batch size The number of messages to process as a batch. The number of messages to process as a batch. The handler gathers the specified number of messages and processes them as a batch.  content-type-header Header to extract Content-Type IBM MQ Header to extract Content-Type with XPath expression IBM MQ Header to extract Content-Type with XPath expression.  content-type-xpath   ContentTypeHeader MQRFH MQRFH2   ContentTypeHeader None XPath expression to extract Content-Type from IBM MQ header XPath expression to extract Content-Type from IBM MQ header XPath expression to extract Content-Type from IBM MQ header  retrieve-backout-settings off Retrieve backout settings Controls retrieval of backout settings from the IBM MQ server  Controls whether to retrieve backout setting from the IBM MQ server. When enabled, retrieves the  Backout threshold and  Backout requeue queue name settings from the IBM MQ server and checks these values. On a reattempt, the IBM MQ handler uses the higher priority backout settings from the server. If the server does not contain backout settings, the handler uses any existing backout values, either empty or populated, from the local queue manager. If there are no backout settings, the backout function is disabled. When an alias queue is used, its attributes are retrieved, not those of the base queue.  use-qm-in-url off Use queue manager in URL Whether to use the queue manager or the queue manager group in the front-end URL  Indicates whether the var://service/URL-in variable returns the name of local queue manager or queue manager group when this configuration defines a queue manager group as the queue manager.  When  on, the variable returns the name of the queue manager. When  off, the default, the variable returns the name of the queue manager group.                       General     Publish and subscribe       Properties and headers    Advanced Main       Quiesce state           IBM MQ v9+ Handler IBM MQ v9+ handler    mpgw  APIGateway B2B   summary Comments Brief summary for user annotation.  mail-server Mail server Host name or IP address The host name or IP address of the mail server.  port Port Listening port on the server. Normally, 110 for unsecured connections or STARTTLS negotiation and 995 for implicit TLS. The listening port on the mail server. STARTTLS negotiation and an unsecured connection generally use port 110. An implicit, secured connection generally uses port 995.  connection-security none Connection security Security setting for server connection   ssl    ConnSecurity none  SSLClientConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  auth-method basic Authentication method Type of authentication to use The type of authentication to use. If authentication fails, no connection is made.  account Account name Name for e-mail account The name to access the mailbox on the server; for example, user@example.com.  password   Password  Password (deprecated) password for the account The password for the account that accesses the mailbox on the server.  password-alias   Password  Password alias The password alias of the password for the account The password alias of the password for the account that accesses the mailbox on the server.  delay-time 1 65535 300 Delay between polls Interval between polling sequences seconds  The number of seconds to wait after the completion of one polling sequence before starting the next one. A 
                                         polling sequence
                                        is the time to retrieve the messages plus the time to complete their processing. Enter a value in the range 1 - 65535. The default value is 300.  Note: Some mail servers restrict the number of times an account can establish a connection during a specific time period. Ensure that the configured interval complies with any restriction.  max-messages-per-poll 1 100 5 Maximum messages per poll Maximum number of messages to retrieve in each polling cycle The maximum number of mail messages to retrieve in each polling cycle. Enter a value in the range 1 - 100. The default value is 5.  ssl-client-type proxy   ConnSecurity none   ConnSecurity none TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    ConnSecurity none  SSLClientConfigType client   TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.         protocol/as1-poller source-as1-poller mpgw  B2BGateway B2B                      Main       Quiesce State           AS1 Poller Handler AS1 Poller Handler The AS1 handler is a Post Office Protocol (POP) handler. The handler manages the polling of a mailbox on a mail server. The mailbox receives mail messages from external partners. The handler retrieves and deletes mail messages on each polling cycle. Each mail message that the handler retrieves results in one transaction.  protocol/pop-poller source-pop-poller mpgw  APIGateway B2B                     Main       Quiesce state           POP Poller Handler POP poller handler The Post Office Protocol (POP) handler manages the polling of a mailbox on a mail server. The mailbox receives mail messages from external partners. The handler retrieves and deletes mail messages on each polling cycle. Each mail message that The handler retrieves results in one transaction.  protocol/ssh-server source-ssh-server mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local IP address Local IP address Specifies the address on which the SFTP server service listens. The default of 0.0.0.0 indicates that the service is active on all addresses. An alias name can be used to specify the address. Local host aliases can help ease migration tasks among machines.  port 1 0xFFFE 22 LocalAddress Port Local TCP port for the SFTP server Specifies the port that is monitored by the SFTP server service. This port is the port on which SFTP connections can be established. This port does not control the TCP port that is used for the data connections. Enter a value in the range 1 - 65535. The default value is 22.  acl Access control list Access control list  Specifies an Access Control List to apply. The ACL allows or denies access to the SFTP server based on the IP address of the SFTP client. When attached to a server, the default for an ACL is to deny all access. To deny access to only select IP addresses, first grant access to all addresses (allow 0.0.0.0). Then, create deny entries for the desired hosts. If an ACL with the same name as this handler exists, the system DataPower Gateway might inadvertently use that ACL rather than the one specified here.  host-private-key Host private keys The private keys to use for host authentication Specifies the private keys to use for Host authentication. Keys used as host private keys cannot be password protected.  user-auth 0x03 User authentication Allowable user authentication types Specifies the type(s) of SSH user authentication available for use by the client.  allow-backend-listings on   FilesystemType transparent Allow back-end listings Indicates whether back-end directory listings are allowed In transparent mode, determines whether or not SFTP directory listing (SSH_FXP_READDIR) requests to remote servers are allowed. Requires a remote FTP or SFTP server.  allow-backend-delete off   FilesystemType transparent Allow file deletes Indicates whether requests to delete files are allowed In transparent mode, determines whether or not requests to delete files (SSH_FXP_REMOVE) to remote servers are allowed. Requires a remote FTP or SFTP server.  allow-backend-stat off   FilesystemType transparent Allow stat operations Indicates whether requests to query file statistics are allowed In transparent mode, determines whether or not SFTP directory listings requests to remote servers would query the remote server to obtain file attributes (SSH_FXP_STAT/SSH_FXP_LSTAT/SSH_FXP_FSTAT), or use default values. Querying the remote server may reduce performance, but is necessary for SFTP clients that do not follow the DataPower SFTP URL naming conventions. Requires a remote FTP or SFTP server.  allow-backend-mkdir off   FilesystemType transparent Allow directory creates Indicates whether requests to create directories are allowed In transparent mode, determines whether or not requests to create directories (SSH_FXP_MKDIR) on remote servers are allowed. Requires a remote FTP or SFTP server.  allow-backend-rmdir off   FilesystemType transparent Allow directory deletes Indicates whether requests to delete directories are allowed In transparent mode, determines whether or not requests to delete directories (SSH_FXP_RMDIR) from remote servers are allowed. Requires a remote FTP or SFTP server.  allow-backend-rename off   FilesystemType transparent Allow file/directory renames Indicates whether requests to rename files are allowed In transparent mode, determines whether or not requests to rename files or directories (SSH_FXP_RENAME) on remote servers are allowed. Requires a remote FTP or SFTP server.  aaa-policy AAA policy AAA policy for SSH user authentication Specifies the AAA policy to perform SSH user authentication of the information provided during SSH key exchange.  filesystem transparent File system type The type of file system the SFTP server will present Specifies the file system type that is presented by the SFTP server.  default-directory / ^/([^/]+(/[^/]+)*)?$ Default directory Default for current working directory Specifies the initial working directory on the SFTP server after users connect and authenticate.  idle-timeout 0 65535 0 Idle timeout Inactivity limit on SFTP connection seconds Specifies the number of seconds that the SFTP connection can be idle. After the specified duration elapses, the SFTP server closes the control connection. Enter a value in the range 0 - 65535. The default value is 0, which disables the timeout.  persistent-filesystem-timeout 1 43200 600   FilesystemType virtual-persistent Persistent file system timeout Controls how long a virtual persistent file system with no active connections is retained seconds Specifies the duration in seconds that a connection to a virtual file system is retained after all SFTP control connections from user identities are disconnected. When the timeout expires, the virtual file system object is destroyed. Enter a value in the range 1- 43200. The default value is 600.  virtual-directory   FilesystemType virtual-ephemeral virtual-persistent Virtual directories Create directory in virtual file system of SFTP server In virtual mode, create a directory in the virtual file system that is presented by this SFTP server. The SFTP client can use all of these directories to write file to be processed. The root directory (/) is always present and cannot be created.              Allowed commands       Quiesce state           SFTP Server Handler SFTP server handler  The SFTP server handler provides an SSH SFTP server that can be used to submit files for processing by the system. Each file that is written results in one transaction. There can be multiple SFTP servers, but only one server can be configured to listen on the default SSH port 22 on a given interface. There can be multiple simultaneous connections from SFTP clients to the same SFTP server.  Note: Changes in the configuration affect only new connections to this SFTP server. Existing connections continue to use their current configuration until they disconnect.  protocol/tcp source-raw mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default of 0.0.0.0 indicates that the service is active on all addresses. Click Select Alias to use an alias for this value. Local host aliases help to ease migration tasks between machines. See Local Host Alias under Networking for more.  port 1 0xFFFF 4000 LocalAddress Port The local TCP port number that supports server operations An integer (within the range 1 through 65535, with a default of 4000) that specifies the port monitored by the service.  persistent-connections on Persistent connections Enable/Disable persistent connections on the front end Enable or disable persistent connections where appropriate the front end.  ssl   SSLServerConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS server profile or TLS SNI server profile. The TLS proxy profile references the required cryptographic configurations for the secure connection.  acl Access control list This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway The TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  trim-whitespace on Trim whitespace Controls whether to trim leading whitespace. The default behavior is to trim whitespace.                     Main       Quiesce state           Stateless Raw XML Handler Stateless raw XML handler  The configuration for the stateless TCP handler. This protocol uses raw XML - where the close of the root node delineates the document - PI and comments outside of the root node are not allowed.  protocol/xtc source-stateful-tcp mpgw  APIGateway IDG   summary Comments Brief summary for user annotation.  local-address 0.0.0.0 Local IP address Local IP address The address on which the service listens. The default value is 0.0.0.0, which indicates that the service is active on all addresses. You can use a local host alias that helps to ease migration.  port 1 0xFFFF 3000 LocalAddress Local port The local TCP port number that supports server operations An integer in the range 1 - 65535 that specifies the port monitored by the stateful raw XML over TCP service. The default value is 3000.  remote-address Remote host Host name or IP address Specify the host name or IP address of the backend stateful TCP server.  remote-port 1 0xFFFF 12000 Remote port Remote TCP port number of the backend stateful TCP server Specify the remote TCP port number of the backend stateful TCP server.  close-on-fault off Terminate session on fault Terminate session on fault If enabled, both the front and back TCP connections are closed when the DataPower device generates a fault; otherwise only a connection termination, timeout, or error closes the session.  ssl   SSLConfigType proxy TLS proxy profile(deprecated) The TLS proxy profile is deprecated. Use an TLS client profile and an TLS server profile or TLS SNI server profile. The TLS proxy profile references the required cryptographic configurations for the secure connection. Select an existing TLS proxy profile from the list to assign the TLS proxy profile to this handler. Click the + button to create a new TLS proxy profile and assign that TLS proxy profile to the handler.  acl Access control list This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  ssl-config-type proxy TLS type Set the TLS profile type to secure connections between the DataPower Gateway with another party The TLS profile type to secure connections between the DataPower Gateway with another party.  ssl-client   SSLConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.  ssl-server   SSLConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.                       Main       Quiesce state           Stateful Raw XML Handler Stateful raw XML handler  The configuration for the stateful TCP protocol handler. This protocol uses raw XML - where the close of the root node delineates the document - PI and comments outside of the root node are not allowed. The source protocol also specifies the destination address and any single TCP connection will use the same TCP session on the backside for all of its transactions (one transaction per document). Any gateway that employs one of these handlers must use a dynamic backend. Source Protocol Handler  network/sqlsource sql-source sql SQL-ODBC   summary Comments Brief summary for user annotation.  db Database Type Type (vendor) of data server The database type (vendor name) of the data server.  username Connection User Name User to establish connection The name of the user to establish the connection to the data source. The data server maintains this information, not the appliance.  password   Password  Connection Password (deprecated) Password for user to establish connection The password for the user to establish the connection to the data source. The data server maintains this information, not the appliance.  password-alias   Password  Connection Password Alias Password alias of the password for user to establish connection Specify the password alias to use to look up the password for the user to establish the connection to the data source. This information is maintained on the data server, not the appliance.  id Data Source ID Identifier of the data source  The identifier of the data source. The terminology the vendor uses differs depending on the type of database.   Db2 - The Db2 database alias  Oracle - The Oracle system identifier (SID) or service name  Sybase - The name of the Sybase database  Microsoft SQL Server - The name of the Microsoft SQL Server data source  IMS - The IMS data store name  host Data Source Host Host name or IP address of data server The host name or IP address of the server where the data source resides.   port Data Source Port Listening port on data server The TCP port on which the data source listens for requests.  limit off Limit Returned Data Whether to limit data from an operation  Whether to limit the amount of data that a  SELECT statement can return. To limit, enable (select the check box), and set the maximum amount to allow. The default value is disabled.  limit-size 1 128   LimitReturnedData on Returned Data Size Limit Maximum amount of data to allow from an operation KB The maximum number of kilobytes of data to allow for a  SELECT statement. The default value is 128.  sql-config-param Data Source Configuration Parameters Optional but valid data source connection (or CLI) configuration parameters The collection of name-value pairs for optional but valid data source connection (or CLI) configuration parameters for your data server connection. Configuration parameters modify the behavior of the services that run with a data server. Some parameters in the configuration file are informational and define characteristics about the environment. These parameters cannot be modified.  maximum-connections 1 10 Maximum Connections Maximum number of concurrent connections to allow The maximum number of concurrent connections that can be opened to this data source. The default value is 10.  oracle-datasource-type 0   Database Oracle   Database Oracle Oracle Identifier Type Type of identifier for an Oracle data source The type of identifier that configuration uses to refer to an Oracle data source.  oracle-objects off   Database Oracle   Database Oracle Enable Object Support Enable Oracle-specific object support  Set the check box to include support for ancillary servers and for additional Oracle database objects. This feature should remain disabled unless the extra functionality is required. When enabled, this feature can have performance and memory implications. This option is available for only Oracle databases. Define ancillary servers for high availability or load balancing. For advanced Oracle object-based data types, the following objects are supported:  OBJECT VARRAY TABLE When enabled the SQL Data Source instance is hosted in a runtime environment. There are additional configuration options that you can define in the Runtime Settings for the 
                                 default
                                domain.  connect-timeout 0 15 Connection Timeout The length of time to wait to establish a new connection  A connection timeout indicates the number of seconds that the appliance waits to establish a new connection to the remote data server. The minimum value is 0, which disables the timeout. The default value is 15. The connection timeout should be less than the query timeout. With this configuration, the initial query has time to establish the connection to the remote data server.  query-timeout 0 0 Query Timeout The length of time to wait for an SQL request to complete  A query timeout indicates the number of seconds that the appliance waits for an SQL request to complete. The measured duration is from when the service sends the request to and receives the results from the SQL data server. The minimum and default value is 0. The value of 0 uses the standard timeout in the user agent. The query timeout should be greater than the connection timeout. With this configuration, the initial query has time to establish the connection to the remote data server.  idle-timeout 0 180 Idle Connection Timeout The length of time that a connection can remain idle before it is released An idle timeout indicates the minimum length of time that a connection from the connection pool can remain idle before the appliance might release the connection. The minimum value is 0, which will disable the timeout. The default value is 180.  load-balancing off   Database DB2 Load Balancing Enable load balancing for only Db2 on z/OS For Db2 on z/OS, enables Db2 workload balancing and Db2 automatic client reroute. The "Data Source Host" field should refer to the Sysplex DVIPA when load balancing is enabled.  ancillary-server    OracleObjects on  Database Oracle Ancillary Servers Ancillary servers for high availability or load balancing  Define ancillary servers for high availability or load balancing configurations. The effect of ancillary servers depends on the database vendor and other SQL data source configuration options. Ancillary servers are only supported for the following configurations:  Oracle with Oracle object support enabled. Each ancillary server specifies a remote ONS daemon on Oracle RAC nodes. The host and port fields are the only required fields.                     main       Advanced SQL Data Source SQL Data Source  A SQL data source provides the configuration to establish a direct connection to a database instance on a remote data server. When configured, it is possible to dynamically perform database operations, such as  SELECT and  INSERT, on the remote database instance. A SQL data source is used by a SQL action in a processing policy. The SQL action retrieves the data for further processing by the processing policy. Conversely, the processing policy can store the processed data in the configured database instance. When configuring a SQL data source you can define optional but valid data source connection (or CLI) configuration parameters for your data server. Configuration parameters modify the behavior of the services that run with a data server. Some configuration parameters in the configuration file are informational and define characteristics about the environment. These configuration parameters cannot be modified.  network/standalone-standby-control standalone-standby-control interface  container software store:///dp/ssc-marker IDG   summary Comments (read-only) This property is read-only. This property is read-only.  interface Interface The network interface for the standby group. The network interface that the standby group uses.  on  standby-group 1 255 1 Group number Set the number of the standby group in the multicast domain.  The number of the standby group in a multicast domain. The multicast domain is a group of interfaces that receive traffic from each other on the IP address 224.0.0.2 (the all-routers IP multicast group). If the multicast domain becomes partitioned, which is an unusual situation, a member in each partition becomes the active member to handle connections in its partition.  Attention: Do not use a group number that conflicts with the number of an existing standby group or any network group that uses Hot Standby Router Protocol (HSRP). The interfaces of a standby group are on the same network segment and share the responsibility for one virtual IP address. Interfaces in the standby group require the following configuration.  Belong to the same group. Use the same primary virtual IP address. Use the same authentication, or security token.  standby-virtual-ip Primary virtual IP address Set the primary virtual IP address of standby group.  The primary virtual IP address of the standby group. The active member of the standby group uses this IP address. All interfaces in the standby group must use the same virtual IP address. External clients that contact the active member of the standby group should use this IP address.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-secondary-virtual-ip Secondary virtual IP addresses Manage secondary virtual IP addresses that follow the active virtual IP address to the active interface.  Auxiliary, or secondary, virtual IP addresses to the standby configuration. Secondary addresses follow the active virtual IP address to the active interface. Secondary addresses are on the same interface as the primary address and are enabled and disabled in coordination with the primary address.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  standby-preempt off Enable preemption Indicates whether to support preemption in the standby group.  Whether to support preemption in the standby configuration for the initially active interface. Depending on the preemption setting, the follow activity occurs when the initially active member returns to service after a failure.  When preemption is enabled, the interface resumes its active role. The standby interface becomes a passive member. When preemption is disabled, the interface is a passive member.  Attention: Do not enable preemption.  Indicates whether to support preemption in the standby group.  Attention: Do not enable preemption.  standby-priority 0 255 100 Priority Set the priority of the interface in the standby group.  The priority of the interface in the standby group. Enter a value in the range 0 - 255. The default value is 100. Use the default value unless one system or interface is in some way better than another one. For each standby group, there is one active member and one or more passive members. The interface with the highest priority seeks to be the active member. If multiple interfaces have the same priority, one becomes the active member. Set the priority of the interface in the standby group. Enter a value in the range 0 - 255. Use the default value unless one system or interface is in some way better than another one.  standby-self-balance off Enable self-balancing Indicates whether to use self-balancing in the standby group.  Whether to use self-balancing in the standby group.  When enabled, the active member distributes connections to available members. When disabled, all connections go to the active member. The active member receives all TCP connections and processes all requests and responses. If the active member becomes unavailable, the standby member becomes the active members. The active member manages all TCP connections to virtual IP addresses. When a client initiates a new TCP connection, the active member selects a member to act as the connection endpoint. The active member tracks member capabilities to distribute traffic appropriately. The selected member completes the establishment of the connection. The active member forwards all segments of the TCP connection to the member that is acting as the connection endpoint.  In a non-graceful transition, if the active member becomes unavailable, the passive member with the next highest priority becomes the active member. The active member might become unavailable because of network issues, an appliance crash, power outage, or similar cause. In a graceful transition, such as for scheduled maintenance, most connections can be preserved if the appliance that terminates the connection remains available. In practice, quiesce the active appliance to ensure that established connections complete before you start maintenance; for example, apply firmware. In some environments, the time for the takeover exceeds the client timeout value. Similarly, if the appliance timeout value is aggressive, connections can be lost because the appliance terminated the connection because of a timeout.  Indicates whether to use self-balancing in the standby group.  When enabled, the active member distributes connections to available members. When disabled, all connections go to the active member. The active member receives all TCP connections and processes all requests and responses. If the active member becomes unavailable, the standby member becomes the active members.  standby-authentication 0x5841333500000000 Authentication data Set the authentication string for the interface in the standby group. The authentication string, or security token in hex. The default value is 0x5841333500000000. Every member in the standby group must use the same security token. Set the authentication string, or security token in hex. Every member in the standby group must use the same security token.  standby-hello-timer 2 40 3 Hello timer Set the frequency to broadcast hello messages. Seconds The frequency to broadcast hello messages. Set this value to at least one third the duration of the hold timer. Enter a value in the range 2 - 40. The default value is 3. Set the frequency to broadcast hello messages. Set this value to at least one third the duration of the hold timer. Enter a value in the range 2 - 40.  standby-hold-timer 6 120 10 Hold timer Set the duration to wait before the standby member attempts a failover. Seconds The duration to wait before the standby member attempts a failover. Set this value to at least three times the interval of hello messages. Enter a value in the range 6 - 120. The default value is 10. Set the duration to wait before the standby member attempts a failover. Set this value to at least three times the interval of hello messages. Enter a value in the range 6 - 120.  standby-distribution-algorithm wlc   SelfBalance on Distribution algorithm Set the distribution algorithm for incoming connections when self-balancing is enabled. The algorithm to distribute incoming connections to available members when self-balancing is enabled.     Yield standby Standalone Standby Control Indicate whether to allow a standby configuration.  The standby configuration defines the policies for the group that this interface is a member. A standby group is the collection of interfaces on different appliances in the multicast domain that share the responsibility for one virtual IP address. When at least one member of a standby group can reach the multicast domain, the virtual IP group receives the traffic.  Attention: Virtual IP addresses in a standby configuration must be IPv4 addresses.  network/standalone-standby-control-interface standalone-standby-control-interface interface  container software store:///dp/ssc-marker IDG   summary Comments This is not a configurable item. A StandaloneStandbyControlInterface exists for each kernel interface that is capable of being used with StandaloneStandbyControl. The standalone standby control interface.  There is a StandaloneStandbyControlInterface for each kernel interface that is capable of being used with StandaloneStandbyControl. This is the interface being referred to in StandaloneStandbyControl and YieldStandaloneStandby.  system/statistics statistics configuration IDG   load-interval 500 5000 1000 Load Interval Statistics sampling interval ms The load interval may have a minimum of 500 msec and a maximum of 5000 msec. Statistic Settings Statistics settings Use this page to establish Statistics settings. Statistics must be enabled for some of the monitors to work correctly.  xml/stylepolicy stylepolicy stylesheetpolicy IDG   summary Comments Brief summary for user annotation. Enter a comment. This appears on the Policy catalog page.  filter store:///filter-reject-all.xsl Default style sheet for SOAP Identify the default style sheet used for SOAP filtering. Identify the default style sheet used for SOAP filtering. The default rejects all SOAP documents.  xsldefault store:///identity.xsl Default style sheet for XSL transforms Identify the default style sheet used for XSL transformation Identify the default style sheet used for XSL transformation. The default mirrors all documents.  xquerydefault store:///reject-all-json.xq Default XQuery style sheet for JSON Identify the default XQuery style sheet used for JSON transformation Identify the default XQuery style sheet used for JSON transformation. The default rejects all JSON documents.  match Policy Maps A list of processing rules their corresponding matching rule that this policy will evaluate. If a match is found, the corresponding processing rule is run. The policy runs the first processing rule with a successful match. Therefore, the order of rules in this list is important.   Processing Policy Create, Edit or Delete a Processing Policy. A policy consists of one or more Processing Rules. Rules execute depending upon the direction of the message and on whether or not a corresponding matching rule selects the document for processing. A service may have only one policy active at a time. Click Services in the left-hand navigation menu and then click the appropriate policy link to use the graphical interface to create and edit policies.   configuration    configuration IDG   title Title The title for the API action.  correlation-path Correlation path The path which correlates the API action to a specific part of the API specification. The correlation path specifies the part of the API definition that correlates with the API action. This path is exposed in the debug data by the API Gateway for use by debugging tools. For example, for an API configuration that is retrieved from API Connect and specified in an OpenAPI (Swagger 2.0) document with IBM extensions, this path is the JSON path to the assembly policy in the IBM extensions section of the document. The path can be expressed in any form that the debugging tool can correlate to the API definition.   api/api-client-identification api-client-identification assembly IDG   summary Comments Enter a brief descriptive summary for the API Client Identification Action configuration. A descriptive summary for the API Client Identification Action configuration.    Summary    Main API Client Identification Action Configure and manage the API Client Identification action An API client identification action examines the API key credentials that are carried in the API request and validates the subscription of the client.  api/api-cors api-cors assembly IDG   summary Comments Enter a brief descriptive summary for the API CORS Action configuration. A descriptive summary for the API CORS Action configuration.    Summary    Main API CORS Action Configure and manage the API CORS action An API CORS action handles cross-origin resource sharing (CORS) requests that are required by the API.  api/api-execute api-execute assembly IDG   summary Comments Enter a brief descriptive summary for the API Execute Action configuration. A descriptive summary for the API Execute Action configuration.    Summary    Main API Execute Action Configure and manage the API Execute action An API execute action executes the assembly rule that is identified at the runtime for the incoming API request.  api/api-rate-limit api-rate-limit assembly IDG   summary Comments A descriptive summary for the configuration Specifies a brief, descriptive summary for the configuration.  apic default API Connect Gateway Service  The name of the API Connect Gateway Service.  gateway-peering-manager default Gateway Peering Manager        Summary      Main API Rate Limit Action Configure and manage the API rate limit action An API rate limit action enforces the rate limit schemes that are defined for an API or operation.  api/api-result api-result assembly IDG   summary Comments Enter a brief descriptive summary for the API Result Action configuration. A descriptive summary for the API Result Action configuration.  output OUTPUT Output The destination context Identifies the destination context that receives variables from the API context. The API result action uses the variables in the destination context to prepare the final response to the client. The default value OUTPUT indicates to transmit the context variables to the destination context. When the value is changed or removed, the context variables are not transmitted to the destination context, and therefore, no response is returned to the client.    Summary     Main API Result Action Configure and manage the API result action An API result action prepares responses to the client based on the result from the API execute action.  api/api-routing api-routing assembly IDG   summary Comments Enter a brief descriptive summary for the API Routing Action configuration. A descriptive summary for the API Routing Action configuration.    Summary    Main API Routing Action Configure and manage the API routing action An API routing action examines the information that is carried in the API request and matches the API and operation to respond to the request.  api/api-security api-security assembly IDG   summary Comments Enter a brief descriptive summary for the API Security Action configuration. A descriptive summary for the API Security Action configuration.    Summary    Main API Security Action Configure and manage the API security action An API security action enforces the security requirements that are defined for the target API or operation.   configuration IDG   summary Comments Brief summary for Assembly action.  title Title The title for Assembly action.  correlation-path Correlation path The path which correlates the assembly action to a specific part of the API specification. The correlation path specifies the part of the API definition that correlates with the assembly action. This path is exposed in the debug data by the API Gateway for use by debugging tools. For example, for an API configuration that is retrieved from API Connect and specified in an OpenAPI (Swagger 2.0) document with IBM extensions, this path is the JSON path to the assembly policy in the IBM extensions section of the document. The path can be expressed in any form that the debugging tool can correlate to the API definition.  debug off Enable debugging Whether to enable GatewayScript debugger in assembly actions  Controls whether to enable the GatewayScript debugger to troubleshoot the following GatewayScript file or script. 
                                          Troubleshoot the GatewayScript file that is called from the assembly GatewayScript action. Troubleshoot the GatewayScript file that is invoked by the GatewayScript associated XSLT extension functions or elements, such as the 
                                             gatewayscript()
                                            extension function, from the assembly XSLT action. Troubleshoot the GatewayScript script that is invoked through the 
                                             value
                                            or the 
                                             default
                                            property in the JSON file from the assembly map action. To debug a file or script, the following conditions must be met:  The file contains one or more 
                                             debugger;
                                            statements at the points in your script where you want to start debugging. The GatewayScript debugger is enabled. Then you can run the 
                                         debug-action
                                        command to debug.    configuration IDG   assembly/client-security assembly-client-security assembly IDG   enforce-api-security off Enforce API security Indicates whether the API security configuration from the routed API definition or operation is enforced. The API security definitions and requirements are configured on the API definition or operation. The routed definition and operation dictate the security that the transaction must fulfill.  stop-on-error on Stop on error Controls whether to stop processing if client security fails. Whether to stop processing if client security fails. If failed, stops the assembly and return an error.  secret-required on Secret required Controls whether to require the client secret. Whether to require the client secret. When required, the secret is compared to the registered secret on the application that is identified by the client ID.  extract-credential-method header Credentials extraction method Specifies the method to extract client credentials from the request  The method to extract client credentials from the request.  For all methods except HTTP, use the ID name and the Secret name to specify the locations that contains the ID and the location that contain the secret. 
                                                              When cookie, specify which cookie. When context variable, specify which runtime context variable. When form data, specify the form data. When header, specify which header. When query parameter, specify which query parameter. For the HTTP method, use the HTTP type to specify the format of the 
                                                             Authorization
                                                            header, which expects the basic form in the 
                                                             Basic 
                                                             base64_id:secret
                                                            format.  id-name    ExtractCredentialMethod header  ExtractCredentialMethod cookie  ExtractCredentialMethod query  ExtractCredentialMethod form  ExtractCredentialMethod context-var   ID name Specifies the location where to find the client ID to extract.  The location where to find the client ID to extract.  When cookie, specify which cookie. When context variable, specify which runtime context variable. When form data, specify the form data. When header, specify which header. When query parameter, specify which query parameter.  secret-name    SecretRequired on   ExtractCredentialMethod header  ExtractCredentialMethod cookie  ExtractCredentialMethod query  ExtractCredentialMethod form  ExtractCredentialMethod context-var    ExtractCredentialMethod http Secret name Specifies the location where to find the secret to extract.  The location where to find the secret to extract.  When cookie, specify which cookie. When context variable, specify which runtime context variable. When form data, specify the form data. When header, specify which header. When query parameter, specify which query parameter.  http-type   ExtractCredentialMethod http   HTTP type Specifies the format of the Authorization header. The format of the 
                                                     Authorization
                                                    header.  client-auth-method native Authenticate client method Specifies the method to authenticate the extracted client credentials The method to authenticate the extracted client credentials. When third-party, specify the user-registry to authenticate the extracted client credentials.  user-registry   AuthenticateClientMethod third-party   User registry Specifies the API registry to authenticate the extracted client credentials. The API registry to authenticate the extracted client credentials. The supported registries are API authentication URL and API LDAP. Assembly Client Security Action Use the client security policy to define the client security policy to extract and authenticate client credentials.  assembly/function-call assembly-function-call assembly IDG   function Called Action The called assembly function. Specifies the assembly function that is called by the assembly function call action.  parameter Parameters The parameters to pass to the assembly function. Specifies the parameters to pass to the assembly function that is called by the assembly function call action. Assembly Function Call Action Call a Function Call Assembly Action. An assembly function call action specifies an assembly function that contains custom logic to add to an assembly.  assembly/gatewayscript assembly-gatewayscript assembly IDG   gatewayscript-location GatewayScript file The name and location of the GatewayScript file Specifies the name and location of the GatewayScript file to process. 
                                                     You can specify the location with a URL or by referencing the variable in the API context with the 
                                                     $(variable)
                                                    format, such as 
                                                     $(request.headers.URL)
                                                    . The URL must start with 
                                                     local:
                                                    , 
                                                     store:
                                                    , or 
                                                     temporary:
                                                    . For example, 
                                                     local:///test.js
                                                    . Assembly GatewayScript Action Configure and manage the GatewayScript action for the assembly  Use the GatewayScript action to run a GatewayScript file. This action is not supported in IBM Cloud. Any assembly that includes it will fail.  assembly/graphql-introspect assembly-graphql-introspect assembly IDG   description Description Description of the GraphQL introspect. Specifies a description of the GraphQL introspect.  input message Input message The name of a variable in the API context. Data represented by the variable is a GraphQL query. The GraphQL query can be used to introspect a GraphQL schema. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the input and is a GraphQL query for the GraphQL introspect action. The default variable name is 
                                                     message
                                                    .  output Output message The name of a variable in the API context where the result of GraphQL introspection is stored. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable represents the GraphQL introspection result. The default variable name is the same as that of the variable specified in the 
                                                     Input message
                                                    property. Therefore, by default, the input message for parsing is overwritten by the output message. Assembly GraphQL Introspect Action Configure and manage the GraphQL introspect action for the assembly You use the GraphQL introspect action to introspect a GraphQL schema.  assembly/html-page assembly-html-page assembly IDG   description Description Description of the HTML page. Specifies the description of the HTML page.  output message Output The name of a variable in the API context to store the result of the HTML page action. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the result of the action. The default variable name is 
                                                     message
                                                    . Assembly HTML Page Action Configure and manage the HTML page action for the assembly You use the HTML page action to return a static HTML page.  assembly/invoke assembly-invoke assembly IDG   url URL The URL to be invoked. Specifies the URL to be invoked. You can also reference a custom API property that resolves as the value. To reference an API property, use the 
                                                     $(api.properties.property_name)
                                                    format, where 
                                                     property_name
                                                    is the name of the property to reference. You can also use the short 
                                                     $(property_name)
                                                    format when the assembly action does not have a property with the same name.  ssl-client TLS client profile The TLS client profile to secure connections between the DataPower Gateway and the target URL Specifies the TLS client profile to secure connections between the DataPower Gateway and the target URL.  timeout 60 Timeout The time to wait for a reply from the target seconds Specifies the duration in seconds to wait before the DataPower Gateway receives a reply from the target. The default value is 60.  username ^[^ ]+$ User name The user name for HTTP basic authentication Specifies the user name to use for HTTP basic authentication.  password Password alias The password alias of the user password for HTTP basic authentication Specifies the password alias of the user password to use for HTTP basic authentication.  method Keep HTTP method The HTTP method for the invocation Specifies the HTTP method to use for the invocation.  websocket-upgrade off    UseHTTP10 on  HTTPVersion HTTP/1.1 Allow WebSocket upgrade (deprecated) Indicate whether to allow WebSocket upgrade requests to the server. Whether to allow WebSocket upgrade requests to the server. When allowed, the existing connection uses the WebSocket protocol. WebSocket upgrade requests require that the HTTP method is GET. When the WebSocket protocol is used, further actions are skipped. By default, WebSocket upgrade requests are not allowed.  backend-type detect Backend type The message type of backend payload The message type of backend payload.  graphql-send-type     Method Keep  Method POST   BackendType detect  BackendType graphql     Method Keep  Method POST   BackendType detect  BackendType graphql GraphQL send type GraphQL send type The type of payload to send for GraphQL POST requests. When set to GraphQL or JSON, this setting overrides the message type of the payload.  compression off Enable compression Whether to enable HTTP compression. Controls whether to enable HTTP compression.  cache-type Protocol Cache type How to cache documents Controls how to cache documents. This property takes effect only when a response is received from the target. When it is set, the invoke action always returns the non-expired response that is previously saved in cache.  ttl 900   CacheType TimeToLive   CacheType TimeToLive Time to live The validity period for documents in the cache. seconds Sets the validity period in seconds for documents in the cache. The default value is 900.  cache-unsafe-response off   CacheType TimeToLive Cache response to POST and PUT requests Cache response to POST and PUT requests Caches responses to POST and PUT requests when the cache policy type is set to time to live. The response to these requests is the result of an action on the server that might change its resource state. You might want to cache responses to these requests when you know that the action (for example: HTTP POST) will not change the server state.  cache-key Cache key The string to use as a key for the cache. The string to use as a key for the cache. If omitted, the entire URL string is used as the key.  follow-redirects off Follow redirects Whether to follow the redirects. Some protocols generate redirects as part of the protocol; for example, an HTTP 304 response code. When enabled, the invoke action attempts to transparently resolve redirects.  use-http-10 off Restrict to HTTP/1.0 (deprecated) Restrict to HTTP/1.0 Controls whether to restrict transactions to HTTP/1.0. Use HTTP Version instead.  http-version HTTP/1.1 HTTP version to server Server-side HTTP version Select the HTTP version to use on the server-side connection. The default value is HTTP/1.1.  http2-required off   HTTPVersion HTTP/2 HTTP/2 required Require HTTP/2 connection Select whether an HTTP/2 connection is required when connecting to the server. Only applicable when the HTTP version to the server is set to HTTP/2 and the connection uses TLS. The default value is off.  chunked-uploads on Allow chunked uploads Whether to enable uploading of HTTP/1.1 chunked-encoded documents Controls the ability to send chunked-encoded documents to the target server. When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either 
                                                     Content-Length
                                                    or chunked encoding. While all servers understand how to interpret 
                                                     Content-Length
                                                    , many applications fail to understand chunked encoding. For this reason, 
                                                     Content-Length
                                                    is the standard method used. However, the use of 
                                                     Content-Length
                                                    interferes with the ability of the device to fully stream. To stream full documents to the target server, set this property to on. However, the target server must be RFC 2616 compatible. Unlike all other HTTP/1.1 features that can be negotiated down at run time, you must know beforehand that the target server is RFC 2616 compatible. The default value is on.  persistent-connection on Persistent connection Whether to enable HTTP persistent connections to the invoke target Specifies whether to enable HTTP persistent connections.  stop-on-error off Stop on error Whether the flow stops when a particular type of error occurs Controls whether the flow stops when a particular type of error occurs during the assembly execution.  error-types   StopOnError on   StopOnError on Error types The type of error on which the flow stops Specifies the type of error on which the flow stops. Use this property when the stop on error is enabled.  output message Output The name of a variable to store the invoke action output Specifies the name of a variable to store the invoke action output. By default, the output is stored the 
                                                     message.body
                                                    , 
                                                     message.headers
                                                    , 
                                                     message.statuscode
                                                    respectively.  decode-request-params off Decode request parameters Whether to decode the request parameters Controls whether to decode the request parameters that are referenced in the target URL. If set to on, request parameters are decoded. The default value is off.  encode-plus-char off Encode plus characters in query Whether to encode plus characters in query strings Controls whether to encode 
                                                     +
                                                    characters in query strings. If set to on, 
                                                     +
                                                    characters in the query parameter values of the target URL are encoded to 
                                                     %2F
                                                    . The default value is off.  keep-payload off Keep payload Whether to include the payload for DELETE requests Controls whether to include the payload for DELETE requests. If set to on, the invoke action includes the payload for DELETE requests. The default value is off.  inject-user-agent on Inject User-Agent header Whether to inject the default User-Agent header When the 
                                                     User-Agent
                                                    header is not found in the incoming request, whether to inject it to the API request.  inject-proxy-headers off Inject proxy headers Whether to inject proxy-related headers When the 
                                                     X-Forwarded-For
                                                    , 
                                                     X-Forwarded-Host
                                                    , and 
                                                     X-Forwarded-Port
                                                    headers are not found in the incoming request, whether to inject them to the API request.  header-control-list default-accept-all Header control list Whether to accept or reject based on headers Indicates the control list that manages whether to accept or reject based on headers. The default behavior is to accept all headers.  parameter-control-list default-reject-all Parameter control list Whether to accept or reject based on URL parameters Indicates the control list that manages whether to accept or reject based on URL parameters. The default behavior is to reject all URL parameters. Assembly Invoke Action Configure and manage the invoke actions for the assembly You use the invoke action to call another service from within your assembly.  assembly/json2xml assembly-json-to-xml assembly IDG   conversion-format badgerfish Conversion type Conversion type that determines the target format of the XML output. Specifies the conversion type that determines the target format of the XML output.  input message Input message The name of a variable where the JSON input is stored. Specifies the name of a variable in the API context that contains the input message to convert. The content of the 
                                                     body
                                                    field is the input. The default variable is 
                                                     message
                                                    , so the input to convert is 
                                                     message.body
                                                    .  output Output message The name of a variable where the result of the conversion is stored. Specifies the name of a variable in the API context to store the conversion results. The conversion results are written to the 
                                                     body
                                                    field of the specified variable. The output variable cannot be a read-only variable. 
                                                      When you want the converted output to be returned to the client, you must use 
                                                         message
                                                        as the output variable. When you do not specify an output variable, the variable name matches the input variable name. For example, if the input variable is 
                                                         message
                                                        , the output variable is also 
                                                         message
                                                        . Therefore, if the input variable is 
                                                         foo
                                                        , the output variable is also 
                                                         foo
                                                        . When you use an output variable other than 
                                                         message
                                                        , the content is converted but not returned to the client.  root-element json Root element name The name of the root element wrapping the resulting XML document. Specifies the name of the root element that wraps the resulting XML document. The default value is 
                                                     json
                                                    . 
                                                     The root element is generated with the specified name in the resulting XML document when one of the following conditions is met: 
                                                      When the action allows always to output the root element When the input JSON document does not have a root object  output-root off Always output root element Whether always to output the root element in the resulting XML document Controls whether the action allows always to output the root element in the resulting XML. When this property is enabled, the conversion action always outputs the root element in the resulting XML.  unnamed-element element Unnamed element name The name of an XML element Specifies the name of the XML element that is the result of converting JSON array values to an XML format. The default value is 
                                                     element
                                                    . Assembly JSON to XML Action Configure and manage the JSON to XML action for the assembly You use the JSON to XML action to convert the payload of an API message from JSON format to equivalent XML format.  assembly/jwt-generate assembly-jwt-generate assembly IDG   jwt generated.jwt JWT output location The variable to store the generated JWT Specifies the variable to store the generated JWT. The default value is 
                                                     generated.jwt
                                                    . When the variable is not set, the generated JWT is written to the Authorization Header as a Bearer token.  jti-claim off JWT ID claims Whether to add a JWT ID claim to the JWT Controls whether to add a JWT ID (jti) claim to the JWT. When enabled, a UUID is generated and set as the value of the JWT ID claim.  iss-claim 256 iss.claim Issuer claim Where to retrieve the Issuer claim value Specifies the variable from which to retrieve the Issuer (iss) claim value. The default value is 
                                                     iss.claim
                                                    . The maximum length is 256 characters.  sub-claim 256 Subject claim Where to retrieve the Subject claim value Specifies the variable from which to retrieve the Subject (sub) claim value. The maximum length is 256 characters.  aud-claim 256 Audience claim Where to retrieve the Audience claim value Specifies the variable from which to retrieve the Audience (aud) claim value. The maximum length is 256 characters. The value of this variable can be a single string, a comma-separated string of values, or an array of one or more values when you set the variable with GatewayScript.  exp-claim 1 31622400 3600 Validity period The validity period for calculating the expiration (exp) claim seconds Specifies the length of time, that is added to the current date and time, in which the JWT is considered valid. Enter a value in the range 1 - 31622400. The default value is 3600.  private-claims 256 Private claim Where to retrieve the private claim value Specifies the variable from which to retrieve a valid set of JSON claims. These claims are added to any set of claims that are specified previously.  jws-jwk JWK for JWT signature The context variable that contains the JWK to sign the JWT Specifies the context variable that contains the JWK to use to sign the JWT.  jws-alg Crypto algorithm for JWT signature The cryptographic algorithm to use  The cryptographic algorithm to use. Use one of the following values.   HS256
                                                            - HMAC using SHA-256  HS384
                                                            - HMAC using SHA-384  HS512
                                                            - HMAC using SHA-512  RS256
                                                            - RSASSA-PKCS-v1_5 using SHA-256  RS384
                                                            - RSASSA-PKCS-v1_5 using SHA 384  RS512
                                                            - RSASSA-PKCS-v1_5 using SHA-512  ES256
                                                            - ECDSA using P-256 and SHA-256  ES384
                                                            - ECDSA using P-384 and SHA-384  ES512
                                                            - ECDSA using P-521 and SHA-512  none
                                                            - Do not sign the JWT, which is unsecured and provides no integrity protection but can be used for a nest JWT An inline parameter to read at runtime  jws-crypto Crypto object for JWT signature The cryptographic object to sign the JWT Specifies the cryptographic object (a shared secret key or certificate) to use to sign the JWT.  jwe-enc Encrypt algorithm for JWT encryption The encryption algorithm to use  The encryption algorithm to use. Use one of the following values.   A128CBC-HS256
                                                            - AES_128_CBC_HMAC_SHA_256 authenticated encryption algorithm  A192CBC-HS384
                                                            - AES_192_CBC_HMAC_SHA_384 authenticated encryption algorithm  A256CBC-HS512
                                                            - AES_256_CBC_HMAC_SHA_512 authenticated encryption algorithm  A128GCM
                                                            - AES GCM using 128-bit key  A192GCM
                                                            - AES GCM using 192-bit key  A256GCM
                                                            - AES GCM using 256-bit key An inline parameter to read at runtime  jwe-jwk JWK for JWT encryption The context variable that contains the JWK to encrypt the JWT Specifies the context variable that contains the JWK to use to encrypt the JWT.  jwe-alg Key encrypt algorithm for JWT encryption The key encryption algorithm to use  The key encryption algorithm to use. Use one of the following values.   RSA1_5
                                                            - RSAES-PKCS1-V1_5  RSA-OAEP
                                                            - RSAES OAEP using default parameters  RSA-OAEP-256
                                                            - RSAES OAEP using SHA-256 and MGF1 with SHA-256  A128KW
                                                            - AES Key Wrap with default initial value using 128 bit key  A192KW
                                                            - AES Key Wrap with default initial value using 192 bit key  A256KW
                                                            - AES Key Wrap with default initial value using 256 bit key  dir
                                                            - Direct use of a shared symmetric key as the CEK An inline parameter to read at runtime  jwe-crypto Crypto object for JWT encryption The cryptographic object to encrypt the JWT Specifies the cryptographic object (a shared secret key or certificate) to use to encrypt the JWT. Assembly Generate JWT Action Configure and manage the generate JWT actions  The generate JSON Web Token (JWT) action generates JWT claims and specifies the cryptographic material for generating a JWT during API processing.  assembly/jwt-validate assembly-jwt-validate assembly IDG   jwt request.headers.authorization JWT location The context variable that contains the JSON Web Token (JWT) to be validated Specifies the context variable that contains the JWT to be validated. The default value is 
                                                     request.headers.authorization
                                                    . The format of the authorization header must be 
                                                     Authorization: Bearer jwt-token
                                                    where 
                                                     jwt-token
                                                    indicates the encoded JWT.  output-claims decoded.claims Output claims The context variable to store all the claims that the JWT contains Specifies a context variable to store all the claims that the JWT contains when the validation of the JWT succeeds. The default value is 
                                                     decoded.claims
                                                    .  iss-claim 256 Issuer claim PCRE to use to validate the issuer claim Specifies the optional PCRE to use to validate the issuer "iss" claim. When specified, the issuer claim in the JWT is validated. If the issuer claim fails, the JWT validation fails. The maximum length of the value is 256 characters.  aud-claim 256 Audience claim PCRE to use to validate the audience claim Specifies the optional PCRE to use to validate the audience "aud" claim. When specified, the audience claim in the JWT is validated. If the audience claim fails, the JWT validation fails. The maximum length of the value is 256 characters.  jwe-crypto Crypto object for JWT decryption The cryptographic object to decrypt the JWT Specifies the cryptographic object (a shared secret key or certificate) to use to decrypt the JWT.  jwe-jwk JWK for JWT decryption The context variable that contains the JWK to decrypt the JWT Specifies the context variable that contains the JWK to use to decrypt the JWT.  jws-crypto Crypto object for JWT verification The cryptographic object to verify the JWT Specifies the cryptographic object (a shared secret key or certificate) to use to verify the JWT.  jws-jwk JWK for JWT verification The context variable that contains the JWK to verify the JWT Specifies the context variable that contains the JWK to use to verify the JWT. Assembly Validate JWT Action Configure and manage the validate JWT actions  The validate JSON Web Token (JWT) action specifies credentials and methods to validate a JWT in the request. The following guidelines apply. 
                                                  All claims that are specified in the validate JWT action are validated. If any specified claim fails, the JWT validation fails. You can use a cryptographic object or a JWK to decrypt or verify the JWT. When both are specified, the cryptographic object is used. If the original message is signed with a shared secret key, the cryptographic object that is specified must also be a shared secret key. If the original message is signed with a private key, the cryptographic object that is specified must be a crypto certificate (public certificate). If a JWK header parameter is included in the header of the JWT, the parameter must match the cryptographic object or JWK that is specified in the action. Otherwise, the JWT validation fails.  assembly/log assembly-log assembly IDG   mode Mode Mode to use for the assembly log action  Specifies the mode to use for the assembly log action. Analytics data must strictly conform to the format required by your analytics server. If you modify the format, you must use gather only mode. When you use the IBM API Connect analytics server without offloading data to a third-party log server, the format is correct. If you redact the input and output payloads, ensure that you do not modify the format. When you offload data to a third-party analytics server, you can redact any aspect of the event data. When you use API Connect analytics, you can redact only the input and output payloads.  log-level default Log level Type of content to log  Specifies the type of content to log. The value can be one of none, activity, header, payload, default, or an inline parameter in the format $(value) to retrieve a value from the API context. Assembly Log Action Configure and manage the log action for the assembly  An assembly log action writes transaction data to the API context to send to the analytics server. The API activity logging settings specified in the API definition determine the type of transaction data that is gathered. This action is not supported in IBM Cloud. Any assembly that includes it will fail.  assembly/map assembly-map assembly IDG   location  local temporary Map file location Location of the map file for transformation Specifies the name and location of the map file. The file must be in the 
                                                     local:///
                                                    directory, the 
                                                     temporary:///
                                                    directory, or one of their subdirectories. Assembly Map Action Configure and manage the map action for the assembly  A map action applies data transformations to the assembly flow according to a specified map file. The map file is a JSON file that defines all mapping operations. Prepare a valid map file as follows: 
                                                  If you do not get the map file automatically, you need to create the map file manually. See the reference information about map file examples on IBM API Connect Knowledge center. Make sure that the map file is JSON formatted. If the map file is YAML formatted, convert it to JSON format. Import the JSON file to the DataPower Gateway. The file must be in the 
                                                     local:///
                                                    directory, the 
                                                     temporary:///
                                                    directory, or one of their subdirectories.  assembly/oauth assembly-oauth assembly IDG   oauth-provider-settings-ref OAuth token provider settings The OAuth token provider settings to use Specifies the OAuth token provider settings to use for OAuth action. You can use one or more of the following methods, precedence rules apply when you configure the same aspect of the OAuth provider settings through multiple methods.  supported-oauth-components Supported OAuth components Supported OAuth components Specifies the OAuth components that the action supports. When the action does not support a component but that component is requested, the unsupported component is not run. Assembly OAuth Action Configure and manage the assembly OAuth action  An OAuth action performs the requested OAuth flow based on the defined OAuth provider settings.  assembly/parse assembly-parse assembly IDG   parse-settings-reference Parse Settings Specifies the parse settings configuration for the parse action A parse settings configuration defines the constraints on the documents to parse. You can configure the constraints by specifying a URL reference from which to retrieve the constraints definition. You can also specify a literal configuration string in XML management interface or REST management interface format that contains the constraints definition. You can also select a parse settings configuration from the list in Object reference to retrieve constraints definition. Precedence rules apply when the constraint for the same aspect of an input document is configured with more than one method.  input message Input message The name of a variable in the API context. Data represented by the variable can be parsed. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the input to the parse action. The default variable name is 
                                                     message
                                                    .  warn-on-empty-input off Warn on empty input Whether to generate a warning-level log message instead of an error when the payload of the input message is empty. Specifies whether to generate a warning-level log message instead of an error when the payload of the input message is empty.  use-content-type off Use Content Type Whether to attempt a parse with the specified content-type Specifies whether to attempt a parse with the specified content-type. This is only applicable if the expected content-type is either json or xml. With this option enabled, a parse action will result in failure if content-type does not match the parse-settings (i.e Content-type:application/json and parse-settings is configured for xml). If the parse-setting is configured to detect input content, it will be forced to the specified content-type.  output Output message The name of a variable in the API context where the result of parsed data is stored. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable represents the parse result. The parse metrics of the parsed document can be stored in different parts of the message. The default variable name is the same as that of the variable specified in the 
                                                     Input message
                                                    property. Therefore, by default, the input message for parsing is overwritten by the output message. Assembly Parse Action Configure and manage the parse action for the assembly You use the parse action to parse a request or a message as XML or JSON, or parse binary data into a binary large object (BLOB).  assembly/rate-limit assembly-rate-limit assembly IDG   source plan-default Source Source of limits The source of the rate limits, burst limits, and count limits to apply to the assembly rate limit action. The default value is plan-default.  burst-limit    Source plan-default  Source domain-named Burst limits Names of burst limits The assembly burst limit names that are defined in the API collection.  rate-limit    Source plan-default  Source domain-named Rate limits Names of rate limits The assembly rate limit names that are defined in the API collection.  count-limit    Source plan-default  Source domain-named Count limits Names of count limits The assembly count limit names that are defined in the API collection.  rate-limit-definition    Source plan-default  Source gateway-named  Source collection-named  Source plan-named Rate Limit Definitions Rate limit definitions and modes The rate limits that are defined in the application domain.               Assembly Rate Limit Action Define rate limiting, burst limiting, and count limiting  An assembly rate limit action applies rate limiting, burst limiting, count limiting, or any combination of these to subsequent actions in the assembly. This action is not supported in IBM Cloud. Any assembly that includes it will fail.  assembly/redact assembly-redact assembly IDG   root Root The data source that contains the content Specifies the data source that contains the content to redact or remove. If the root is not specified, the action is applied to the entire API context.  redact-action Redactions The path expression and the action to perform Specifies the path expression that identifies the content and the action to perform. Assembly Redact Action Redact or remove content from the request, the response, or the logs You use the Redact action to redact or remove specified fields from the request body, the response body, or the activity logs.  assembly/setvar assembly-setvar assembly IDG   variable Variables Setting, adding, or clearing an API context variable Specifies setting, adding, or clearing a variable. Assembly Set Variable Action Configure and manage the set variable action for the assembly You use the set variable action for setting, adding, or clearing an API context variable within your assembly.  assembly/user-security assembly-user-security assembly IDG   factor-id default Factor identifier Enter the string that identifies the results of factor authentication The string that identifies the results of factor authentication in the API context.  extract-identity-method basic Identity extraction method Determines which identity extraction method to use The method to extract end user credentials.  ei-stop-on-error on   ExtractIdentityMethod disabled   Stop on error Indicates whether to stop processing if identity extraction fails Whether to stop processing if identity extraction fails. If failed, stops the assembly and return an error.  user-context-var   ExtractIdentityMethod context-var   User name context variable Enter the period-delimited string to locate the context variable that contains the user's name The period-delimited string to navigate the API context to locate the context variable that contains the user's name.  pass-context-var   ExtractIdentityMethod context-var   Password context variable Enter the period-delimited string to locate the context variable that contains the user's password The period-delimited string to navigate the API context to locate context variable that contains the user's password.  redirect-url   ExtractIdentityMethod redirect   Redirect URL Enter the URL fragment to redirect the request, which can include context variables The URL fragment to redirect the request to obtain user credentials. The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  redirect-time-limit 10 600 300   ExtractIdentityMethod redirect   Redirect time limit Enter the allowable time for the transaction to complete before the redirect fails Seconds The allowable time in seconds for the transaction to complete before the redirect fails.  query-parameters   ExtractIdentityMethod redirect Query parameters Query parameters to append to the redirect Enter query parameters to append to the redirect. Query parameters provide additional information.  ei-default-form on   ExtractIdentityMethod html-form   Use default form? Indicates whether to use the default form or a custom form Whether to use the default form or a custom form. When enabled, returns the default login page to obtain credentials. When disabled, define the configuration to return the custom login page.  ei-custom-form    ExtractIdentityMethod html-form  EIDefaultForm off   Custom form location Enter the URL fragment of the custom login page, which can include context variables The URL fragment of the custom login page. This page collects user name and password information. The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  ei-custom-form-tls-client-profile    ExtractIdentityMethod html-form  EIDefaultForm on Custom form TLS client profile Specify the TLS client profile to secure the connection to retrieve the custom login page The TLS client profile to secure the connection to the remote server to retrieve the custom login page.  ei-custom-form-csp default-src 'self'    ExtractIdentityMethod html-form  EIDefaultForm on Custom form Content-Security-Policy Specify the value to use for the HTTP Content-Security-Policy response header for the custom login page The value to use for the HTTP 
                                                     Content-Security-Policy
                                                    response header for the custom login page. This response header allows you to control which resources the user agent can load. Generally, you set server origins and script endpoints to detect and mitigate cross-site scripting (XSS), clickjacking, and other injection attacks.  ei-form-time-limit 10 600 300   ExtractIdentityMethod html-form   HTML form time limit Enter the time to limit the transaction Seconds The time to limit the transaction before the identity extraction request fails.  user-auth-method user-registry Authentication method Specify which authentication method to use Which authentication method to use.  au-stop-on-error on   UserAuthMethod disabled   Stop on error Indicates whether to stop processing if authentication fails Whether to stop processing if authentication fails. If failed, stops the assembly and return an error.  user-registry   UserAuthMethod disabled   User registry The user registry to authenticate the incoming API request Specifies the API user registry to authenticate incoming API requests. The supported registries are API authentication URL and API LDAP.  auth-response-headers-pattern (?i)x-api*   UserAuthMethod user-registry Authentication response headers pattern Enter the regular expression to select which response headers to add to the API context, which can include context variables The regular expression to select which response headers to add to the API context for access by subsequent actions. The default value is a case-insensitive search on the 
                                                     x-api
                                                    prefix. The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  auth-response-header-credential X-API-Authenticated-Credential   UserAuthMethod user-registry Authenticated credential header Enter the response header that contains the authenticated credentials, which can include context variables The response header that contains the authenticated credentials. The default value is 
                                                     X-API-Authenticated-Credential
                                                    . The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  user-az-method authenticated Authorization method Specify which authorization method to use Which authorization method to use.  az-stop-on-error on   UserAZMethod disabled   Stop on error Indicates whether to stop processing if authorization fails Whether to stop processing if authorization fails. If failed, stops the assembly and return an error.  az-default-form on   UserAZMethod html-form   Use default form? Indicates whether to use the default form or a custom form Whether to use the default form or a custom form. When enabled, returns the default authorization page to obtain authorization. When disabled, define the configuration to return the custom authorization page.  az-custom-form    UserAZMethod html-form  AZDefaultForm off   Custom form location Enter the URL fragment of the custom authorization page, which can include context variables The URL fragment of the custom authorization page. This page obtains permission from the end user. The value can include one or more runtime context variables in the 
                                                     $(variable)
                                                    format.  az-custom-form-tls-client-profile    UserAZMethod html-form  AZDefaultForm on Custom form TLS client profile Specify the TLS client profile to secure the connection to retrieve the custom authorization page The TLS client profile to secure the connection to the remote server to retrieve the custom authorization page.  az-custom-form-csp default-src 'self'    UserAZMethod html-form  AZDefaultForm on Custom form Content-Security-Policy Specify the value to use for the HTTP Content-Security-Policy response header for the custom authorization page The value to use for the HTTP 
                                                     Content-Security-Policy
                                                    response header for the custom authorization page. This response header allows you to control which resources the user agent can load. Generally, you set server origins and script endpoints to detect and mitigate cross-site scripting (XSS), clickjacking, and other injection attacks.  az-form-time-limit 10 600 300   UserAZMethod html-form   HTML form time limit Enter the time to limit the transaction Seconds The time to limit the transaction before the authorization request fails.  az-table-display-checkboxes off   UserAZMethod html-form Display table check boxes Add check boxes to the entries Allows entries to be selected.  az-table-dynamic-entries user.default.az.dynamic_entries   UserAZMethod html-form Dynamic table entries Enter a period-delimited context variable that adds dynamic entries to display The period-delimited context variable supports space delimited names, a JSON array of names, or a JSON array of objects with name and description.  az-table-default-entry   UserAZMethod html-form Default table entry Add an entry to the table. The entry contains a name and description The table displays entries that are being authorized.  hostname    ExtractIdentityMethod redirect  ExtractIdentityMethod html-form  UserAZMethod html-form Hostname The hostname to set instead of the incoming hostname The hostname for the original URL in the redirect or HTML form requests.          General              Identity extraction settings       Authentication settings            Authorization settings Main Assembly User Security Action Configure the identity extraction, authentication, and authorization of end users  assembly/validate assembly-validate assembly IDG   validate-against url Validate Against How the schema is specified. The type of schema to validate against.  error-policy all GraphQL error policy GraphQL error policy The behavior of the assembly validate action when the GraphQL backend server returns an error.  schema   ValidateAgainst url   Schema The schema object to validate the message. The schema object to validate the message.  input message Input message The name of a variable in the API context. Data represented by the variable can be validated. The name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the input to validate. The default variable name is 
                                                     message
                                                    .  output  Output message The name of a variable in the API context where the result of validation data, with defaults added, is stored.  The name of a variable in the API context. If the validation passes, the 
                                                         body
                                                        field of the output variable stores the output of the assembly validate action.  If the schema to validate is a JSON schema, the validation also adds any default values that are missing from the payload. If an output variable is not specified, the results of the validation are not stored. By default, no output variable is specified. If the validation fails, no output is stored.  definition    ValidateAgainst definition   Definition The path to a schema in the API definition. The path to a schema in the API definition. Use the format 
                                                     #/definitions/mySchema
                                                    or 
                                                     mySchema
                                                    to specify a previously defined schema to be used for validation.  compile-settings-validate Compile settings The compiler option for the assembly validate action. Specifies the compile settings reference that defines the compile options for the assembly validate action. Assembly Validate Action Validate JSON and XML payload You use the assembly validate action to validate payloads against a schema.  assembly/websocket-upgrade assembly-websocket-upgrade assembly IDG   url URL The URL to be invoked Specifies the URL to be invoked. You can also reference a custom API property that resolves as the value. To reference an API property, use the 
                                                     $(api.properties.property_name)
                                                    format, where 
                                                     property_name
                                                    is the name of the property to reference. You can also use the short 
                                                     $(property_name)
                                                    format when the assembly action does not have a property with the same name.  ssl-client TLS client profile The TLS client profile to secure connections between the DataPower Gateway and the target URL Specifies the TLS client profile to secure connections between the DataPower Gateway and the target URL.  timeout 60 Timeout The time to wait for a reply from the target seconds Specifies the duration in seconds to wait before the DataPower Gateway receives a reply from the target. The default value is 60.  username ^[^ ]+$ User name The user name for HTTP basic authentication Specifies the user name to use for HTTP basic authentication.  password Password alias The password alias of the user password for HTTP basic authentication Specifies the password alias of the user password to use for HTTP basic authentication.  follow-redirects off Follow redirects Whether to follow the redirects Some protocols generate redirects as part of the protocol; for example, an HTTP 304 response code. When enabled, the assembly WebSocket action attempts to transparently resolve redirects.  decode-request-params off Decode request parameters Whether to decode the request parameters Controls whether to decode the request parameters that are referenced in the target URL. When enabled, request parameters are decoded. The default value is off.  encode-plus-char off Encode plus characters in query Whether to encode plus characters in query strings Controls whether to encode 
                                                     +
                                                    characters in query strings. When enabled, 
                                                     +
                                                    characters in the query parameter values of the target URL are encoded to 
                                                     %2F
                                                    . The default value is off.  inject-user-agent on Inject User-Agent header Whether to inject the default User-Agent header When the 
                                                     User-Agent
                                                    header is not found in the incoming request, whether to inject it to the API request.  inject-proxy-headers off Inject proxy headers Whether to inject proxy-related headers When the 
                                                     X-Forwarded-For
                                                    , 
                                                     X-Forwarded-Host
                                                    , and 
                                                     X-Forwarded-Port
                                                    headers are not found in the incoming request, whether to inject them to the API request.  header-control-list default-accept-all Header control list Whether to accept or reject headers Specifies the control list that manages whether to accept or reject headers. The default behavior is to accept all headers.  parameter-control-list default-reject-all Parameter control list Whether to accept or reject URL parameters Specifies the control list that manages whether to accept or reject URL parameters. The default behavior is to reject all URL parameters.  request-processing-assembly API request processing assembly Assembly that processes API requests Specifies the assembly to process API requests.  response-processing-assembly API response processing assembly Assembly that processes API responses Specifies the assembly to process API responses. Assembly WebSocket Upgrade Action Configure and manage the WebSocket upgrade action for the assembly You use the WebSocket upgrade action to process API requests and responses through a WebSocket connection.  assembly/wsdl assembly-wsdl assembly IDG   description Description Description of the WSDL. Specifies the description of the WSDL.  output message Output The name of a variable in the API context to store the result of the WSDL action. Specifies the name of a variable in the API context. The content of the 
                                                     body
                                                    field of the variable is the result of the action. The default variable name is 
                                                     message
                                                    . Assembly WSDL Action Configure and manage the WSDL action for the assembly You use the WSDL action to return a static WSDL.  assembly/xml2json assembly-xml-to-json assembly IDG   conversion-format badgerfish Conversion type The conversion type for converting XML input to JSON output Indicates the supported conversion type that determines the target format of the JSON output. The default setting is 
                                                     badgerfish
                                                    .  input message Input message The name of a variable where the XML input is stored. Specifies the name of a variable in the API context that contains the input message to convert. The content of the 
                                                     body
                                                    field is the input. The default variable is 
                                                     message
                                                    , so the input to convert is 
                                                     message.body
                                                    .  output Output message The name of a variable where the result of the conversion is stored. Specifies the name of a variable in the API context to store the conversion results. The conversion results are written to the 
                                                     body
                                                    field of the specified variable. The output variable cannot be a read-only variable. 
                                                      When you want the converted output to be returned to the client, you must use 
                                                         message
                                                        as the output variable. When you do not specify an output variable, the variable name matches the input variable name. For example, if the input variable is 
                                                         message
                                                        , the output variable is also 
                                                         message
                                                        . Therefore, if the input variable is 
                                                         foo
                                                        , the output variable is also 
                                                         foo
                                                        . When you use an output variable other than 
                                                         message
                                                        , the content is converted but not returned to the client. Assembly XML to JSON Action Configure and manage the XML to JSON action for the assembly You use the XML to JSON action to convert the payload of an API message from XML format to equivalent JSON format.  assembly/xslt assembly-xslt assembly IDG   payload off Use current payload as input Whether to use the current payload as the XSLT input Indicates whether to use the current payload as the XSLT input. When enabled, the XSLT input document uses the current payload. When not enabled, there is no input.  stylesheet Stylesheet Location of the stylesheet to run Specifies the location of the stylesheet to apply to the payload from API context.  serialize-output off Serialize output Whether to serialize the XSLT output Specifies whether to serialize the XSLT output tree into binary data after the transformation. The serialized output is not accessible as XML unless it is re-parsed. To access the output as XML after serialization, the API rule must contain an assembly parse action after the XSLT action.  compile-settings-xslt Compile settings The compiler option for the assembly XSLT action. Specifies the compile settings reference that defines the compile options for the assembly XSLT action. Assembly XSLT Action Configure and manage the XSLT actions for the assembly  You use the XSLT action to run a stylesheet from within your assembly. This action is not supported in IBM Cloud. Any assembly that includes it will fail.   configuration IDG   assembly/throw assembly-throw assembly IDG   error-id Error identifier The identifier of the error  Specifies the identifier of the thrown error. The identifier contains a maximum of 64 characters. The following characters are valid: 
                                                          a - z A - Z 0 - 9 Underscore(_) Dash(-) You can also reference a custom API property that resolves as the value. To reference an API property, use the $(api.properties.property_name) format, where 
                                                         property_name
                                                        is the name of the property to reference. You can also use the short form $(property_name) when the assembly action does not have a property with the same name.  error-text Error text The text for the error message Specifies the text for the error message. You can also reference a custom API property that resolves as the value. To reference an API property, use the $(api.properties.property_name) format, where 
                                                     property_name
                                                    is the name of the property to reference. You can also use the short form $(property_name) when the assembly action does not have a property with the same name.  error-status-code Error status code The HTTP status code to return to the client for the error Specifies the HTTP status for the error. You can also reference a variable in the API context with the 
                                                     $(variable)
                                                    format, such as 
                                                     $(message.status.code)
                                                    .  error-status-reason Error reason phrase The HTTP reason phrase to return to the client for the error Specifies the HTTP reason phrase for the error. You can also reference a variable in the API context with the 
                                                     $(variable)
                                                    format, such as 
                                                     $(message.status.reason)
                                                    . Assembly Throw Action Configure and manage the throw action for a custom error message You can customize an error in the throw action. When the throw action is triggered, the custom error is thrown. After the throw action is triggered, the API Gateway does not run subsequent assembly actions and the current assembly rule is ended. The thrown error, including the error identifier and text for the error message, is saved in the API context.  assembly/operation-switch assembly-operation-switch assembly IDG   case Case The condition to evaluate and the API rule to run when the condition matches the operation ID or API path and HTTP method. Specifies the condition to evaluate and the API rule to run when the condition matches the operation ID or API path and HTTP method. Conditions are evaluated in order. The API rule of the first condition that evaluates to true is run. If an error occurs during the execution of the selected rule, the transaction is aborted.  otherwise Otherwise The API rule to run when none of the conditions match the API context Specifies API rule to run when none of the conditions in the assembly switch action match operation ID or API path and HTTP method.    Summary        Main Assembly Operation Switch Action Configure and manage the assembly operation switch action The switch action evaluates a list of conditions and runs the API rule that is associated with the first condition that matches the API context.  assembly/switch assembly-switch assembly IDG   case Case The condition to evaluate and the API rule to run when the condition matches the API context  Specifies the condition to evaluate and the API rule to run when the condition matches the API context. Conditions are evaluated in order. The API rule of the first condition that evaluates to true is run. If an error occurs during the execution of the selected rule, the transaction is aborted. You use a subset of JSONata notation to define a condition. For more information about the supported subset of JSONata notation, see the "JSONata and assembly actions" topic in IBM Knowledge Center.  otherwise Otherwise The API rule to run when none of the conditions match the API context Specifies API rule to run when none of the conditions in the assembly switch action match the API context.    Summary        Main Assembly Switch Action Configure and manage the assembly switch action The switch action evaluates a list of conditions and runs the API rule that is associated with the first condition that matches the API context.  xml/action action stylesheetaction IDG   summary Comments Brief summary for user annotation.  type xform Action Type Action Select an action to be performed by the processing rule. The default is Transform.  input   Type rewrite route-set on-error method-rewrite   Input The target context Input identifies the context that contains the document acted upon by this action. Enter the context name or string PIPE used for streaming execution mode, or the string INPUT which identifies the original input into this policy rule. 
                                     Not used when the action type is rewrite, method-rewrite, or route-set and otherwise required.  transform    Type filter cryptobin   Type xformng  TransformLanguage none     Type xformng  TransformLanguage none  Type route-action xformpi xformbin xformng xform sql Transform File Location of the XSL stylesheet or transform file  Specify the location of the XSL stylesheet or transform file to use for document filtering or transformations. Specify the location with one of the following formats: 
                                          Use a URL, for example, 
                                             store:///myTest.xsl Use a context variable that expands to a URL, for example, 
                                             var://context/contextName/varName Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context runs as a stylesheet.  parse-settings-reference   Type parse Parse settings Use any or all of the following ways to define the parse settings configuration for the parse action. A parse settings configuration defines the constraints on the documents to parse. You can configure the constraints by specifying a URL reference from which to retrieve the constraints definition. You can also specify a literal configuration string in XML management interface or REST management interface format that contains the constraints definition. You can also select a parse settings configuration object from the list in Object reference to retrieve constraints definition. Precedence rules apply when the constraint for the same aspect of an input document is configured with more than one method.  parse-settings-result-type none   Type parse Parse metrics result type Specifies the language format to save the parse metrics results Specifies the language format to save the parse metrics results.  parse-settings-result-location    Type parse  ParseMetricsResultType none   Type parse Parse metrics result location Specifies the name of the context to save parse metrics results When "XML" or "JSON" is specified for parse metrics result type, the parse metrics results are saved in the specified context in the requested language format.  dfdl-settings-reference     Type xformng  InputLanguage dfdl   Type xformng  OutputLanguage dfdl DFDL Settings Specify the DFDL Settings to use when processing binary content with DFDL schemas. Identifies the DFDL Settings used by this action when processing data as understood by a DFDL schema. This reference, if provided, overrides the reference on the XML manager. If no DFDL Settings are specified on both objects, the default values are applied.  input-language none   Type xformng   Type xformng Input Language Language of input to the transformation  input-root-name    Type xformng  InputLanguage dfdl DFDL Input Root Name Set the root element in the DFDL model from which to start a parse.  Set the root element in the DFDL model from which to start a parse. This property is only meaningful in the context of a DFDL parse. For the input root name, specify the global xsd:element in the XSD file to use to begin parsing the binary input. The input root name can be selected from the specified XSD file or specified as a variable. If a variable is used, it must resolve to a valid namespace URL written with the name between braces ({}) as a prefix to the local part. For instance, if in the DFDL Schema, the target namespace is "http://example.com/messages" and the local element is <xsd:element name="Message">...</xsd:element>, the variable must resolve to {http://example.com/messages}Message. The schema author might specify the root parse element by using the ibmSchExtn:docRoot="true" element within the schema. For instance, <xsd:element ibmSchExtn:docRoot="true" name="Message">...</xsd:element>. In this case, the input root name shows in the selection as the element name followed by (@ibmSchExtn:docRoot="true"). Use of another value for the DFDL input root name overrides the value that is specified in the schema.  input-descriptor    Type xformng  InputLanguage xsd dfdl Input Descriptor Descriptor of the input to the transformation as understood according to the input language  Specify the input descriptor, understood according to the input language.  If input language is DFDL, the input descriptor must be a URL to a schema file that defines the input. The input descriptor can be a URL to a directory from which you can select a schema file, or the input descriptor can be a variable that resolves to a schema at run time. If input language is XML, do not specify an input descriptor because the input is not type-assessed. If input language is XSD, the input descriptor must be a URL to an XML schema for type assessing the input to the transformation. If input language is JSON, do not specify an input descriptor because the input is not type-assessed.  output-descriptor    Type xformng  OutputLanguage dfdl Output Descriptor Descriptor of the output from the transformation as understood according to the output language Specify the output descriptor, understood according to the output language. If output language is DFDL, then output descriptor must be a URL to a DFDL schema for serializing the output from the transformation.  transform-language none   Type xformng   Type xformng Transform Language Language of the transformation  Specifies that the transform is specified either as an XQuery file or as None to indicate an identity transformation that is only changing the message via input or output descriptors.  If transform language is None, do not specify a Transform. If transform language is XQuery, then specify a way to find that XQuery script in the Transform property.  output-language none   Type xformng Output Language Language of output from the transformation  Specify the output language, to Default or DFDL.  tx-map   Type xformbin ITX Map file Location of Transformation Extender map file  Enter the URL of the IBM Transformation Extender map file for the transform. You must create the map file by exporting the file from Design Studio. In DPA mode, the generated map file is hosted locally on the DataPower Gateway or on a remote HTTP or HTTPS server. Use one of the following formats.  When the file is local, use <directory>:///<file> When the file is remote, use HTTP://<path_qualified_file> or HTTPS://<path_qualified_file> Do not specify an XSL stylesheet when you use a map file.  gatewayscript-location   Type gatewayscript jose-sign jose-verify jose-encrypt jose-decrypt   GatewayScript file Location of the GatewayScript file  Specify the location of the GatewayScript file. The file location can be specified in one of the following formats.  Use a URL. Select the local:, store:, or temporary: directory, and select, upload, or fetch the script file. Use a context variable that expands to a URL, such as 
                                             var://context/contextName/varName
                                            . Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context content runs as GatewayScript.  debug off   Type gatewayscript Enable GatewayScript Debug Enable GatewayScript Debug   tx-tlm    Type xformbin  TxMode dpa Top-Level Map Name Name of the Transformation Extender map to run Enter the name of the specific IBM Transformation Extender map in the map file for the transform. A map file might contain more than one map. When not specified, the transform uses the first map in the file.  tx-mode   Type xformbin ITX Map Mode Transformation Extender mode in which to run the map Select the IBM Transformation Extender mode in which to run the map. DPA is the recommended mode.  tx-audit-log 30 ^[_a-zA-Z0-9-]+$    Type xformbin  TxMode dpa ITX Audit Log The context name to save the Transformation Extender audit log Enter the context name to save the IBM Transformation Extender audit log. This property is valid only in DPA mode.  output   Type xformpi xformbin xformng cryptobin xform convert-http fetch extract call gatewayscript jose-sign jose-verify jose-encrypt jose-decrypt   Type results-async setvar rewrite route-set strip-attachments on-error checkpoint conditional event-sink method-rewrite Output The destination context Output identifies the destination context that receives the document upon completion of the specified action. Enter the context name or string PIPE used for streaming execution mode (except for the last action), or the string OUTPUT which identifies the final input output from this policy rule. Depending on the rule's direction, OUTPUT specifies the transmission to the requesting client or responding server. If the action type is results, and no output is specified, the target context is transmitted to OUTPUT.  charset-transparency off   Type convert-http Retain input encoding Whether the output from the convert action retains the input encoding or uses ISO 8859-1 Control whether the output from the convert action retains the input encoding or is converted to ISO 8859-1. An encoding is also known as a character set. For illustrative purposes, assume UTF-8 is the input encoding. 
                                      When enabled and the input encoding is UTF-8, the output is UTF-8. When disabled and the input encoding is UTF-8, the output is ISO 8859-1. This behavior is the default behavior.  named-inouts default   Type xformbin Locate Named Inputs and Outputs Locate Named Inputs and Outputs Named Inputs and Outputs can be specified explicitly or dynamically, or can default to the unnamed regular input and output. Select the value appropriate for your IBM Transformation Extender configuration.  named-input    NamedInOutLocationType explicit  Type xformbin Named Inputs Create all of the named inputs needed for the Transformation Extender transform. Create all of the named inputs that are needed for the IBM Transformation Extender transform.  named-output    NamedInOutLocationType explicit  Type xformbin Named Outputs Create all of the named outputs needed for the Transformation Extender transform. Create all of the named outputs that are needed for the IBM Transformation Extender transform.  destination   Type results-async fetch route-set   Type results log External URL A remote URL  Specify the location of the resource (source or destination). Specify the location as either a URL or as a variable that expands to a URL. If a variable, use the var://context/name form. Required for a fetch, log, results-async, or route-set action. Optional for a results action. When not defined for a results action, the input context is written to the output context. Not used for all other actions.  For fetch, specify the source. For route-set, specify the destination. For log, results, and results-async, specify the destination (a foreign server to which to send the data).  schema-url   Type validate Schema URL An XML schema  Used only when the action type is validate, identifies an XML schema used for document validation regardless of any 
                                         xsi:schemaLocation
                                        attributes contained with the document. Identify the schema with one of the following formats.  Use a URL, for example, 
                                             store:///valHigh.xsd Use a context variable that expands to a URL, for example, 
                                             var://context/contextName/varName Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context runs as a schema validation.  json-schema-url   Type validate JSON Schema URL A JSON schema  Used only when the action type is validate, identifies a JSON schema used for JSON document validation. Identify the schema with one of the following formats.  Use a URL, for example, 
                                             local:///valHigh.jsv Use a context variable that expands to a URL, for example, 
                                             var://context/contextName/varName Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context runs as a JSON schema validation.  wsdl-url   Type validate WSDL URL The URL of the WSDL file  The URL of the WSDL file that defines the operations to use during the validate action. The WSDL file can reside on the local system or on the network. By default, the WSDL validation always applies to the entire input message. This can be modified by compile options on the XML manager. Identify the WSDL with one of the following formats.  Use a URL, for example, 
                                             local:///myTest.wsdl Use a context variable that expands to a URL, for example, 
                                             var://context/contextName/varName Use a context, for example, 
                                             var://context/Name
                                            or 
                                             var://context/Name/
                                            . The context runs as a WSDL validation.  urlrewrite-policy   Type rewrite   Type validate xformpi xformbin xformng xform URL Rewrite Policy A URL Rewrite Policy Specifies the URL rewrite policy to change the active URL of the current transaction.  aaa-policy   Type aaa   AAA Policy AAA policy to use Select an AAA Policy to assign the authentication and authorization policy to the DataPower service.  aaa-policy-via-variable AAA Policy Via Variable Use the AAA policy that this variable resolves to at runtime. Resolve a AAA Policy to assign the authentication and authorization policy to the DataPower service with a variable.  dynamic-schema   Type validate Dynamic Schema A dynamic schema Select a dynamic schema from the values list.  dynamic-stylesheet   Type filter route-action xformpi xformbin xformng xform Dynamic Stylesheet Dynamic stylesheet Specifies the dynamic stylesheet to transform an input document.  input-conversion   Type convert-http Input Conversion An HTTP Input Conversion Map Select an HTTP Input Conversion Map that provides encoding rules.  xpath   Type extract XPath An XPath expression Specifies the XPath expression that is applied to the context identified by Input. Enter the XPath expression or a variable in the form var://context/name which expands to an XPath expression.  variable 
                                    ^var://(context/[^/ ]+(/[^/ ][^ ]*)+|(system/[^/ ]+|local|service)/[^/ ][^ ]*)$ var://context/CONTEXT-NAME/VAR-NAME    Type extract setvar sql   Type sql  SQLSourceType variable Variable Name Create a variable  Enter the variable URL, in one of the following forms. 
                                          var://context/CONTEXT-NAME/VAR-NAME var://local/VAR-NAME var://system/CONTEXT-NAME/VAR-NAME var://service/SERVICE-NAME var://context/CONTEXT-NAME/VAR-NAME is the primary way to reference variables. var://context/CONTEXT-NAME/_roottree is a special variable that holds the value of the context when used as an input to an action. var://context/CONTEXT-NAME (or var://context/CONTEXT-NAME/) is treated as shorthand for var://context/CONTEXT-NAME/_roottree. var://local/VAR-NAME can be used to reference variables in the Input context for this action (when reading the variable) or in the Output context for this action (when writing the variable). Because this reference is context-sensitive, The use of var://context/CONTEXT-NAME/VAR-NAME is recommended. var://system/CONTEXT-NAME/VAR-NAME is used to reference global variables. These variables are rarely used. var://service/SERVICE-NAME is used to reference certain internal state variables. These variables are defined by the firmware and cannot be created by users. Refer to the manuals or the resource CD for details.  value   Type setvar Variable Assignment Assigns a value to Variable Name Enter the variable value. The value can be a number, a string (for example, a URL), or another variable URL in one of the formats that is described in the help for the Variable property.  sslcred    Type route-set  SSLClientConfigType proxy TLS Credential (deprecated) The TLS credential is deprecated. Use a TLS client credential. Specifies a TLS Proxy Profile used to establish a secure connection with the destination URL. Enter the name of a TLS Proxy Profile.  ssl-client-type proxy   Type route-set TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client    Type route-set  SSLClientConfigType client TLS Client Credential TLS client profile Specifies a TLS Client Profile to establish a secure connection with the destination URL. Enter the name of a TLS client profile.  attachment-uri   Type strip-attachments Attachment URI URI specifying an attachment This specifies which attachment to strip. If omitted, all attachments are stripped from the specified context.  parameter   Type filter route-action xformpi xformbin xformng cryptobin xform gatewayscript Stylesheet Parameter Stylesheets used in Processing Policies can take stylesheet parameters. These parameters can be passed in by this object. More than one parameter can be defined.  error-mode   Type on-error   Error Mode Select whether to continue on error.  error-input   Type on-error Error Input The input context for the error rule.  error-output   Type on-error Error Output The output context for the error rule.  rule   Type call   Type on-error Processing Rule Processing Rule to call Specify which rule to call.  output-type   Type xformpi xformbin xformng xform results log fetch Output Type How to interpret a server response Select how to interpret the response from the server, if any.  log-level   Type log   Log Level Log Level The log levels of the messages that was generated by the operation.  log-type   Type log   Log Type Log Type This is the log type of the messages generated by the log operation.  transactional off   Type results results-async Transactional Transactional Asynchronous Operation Defines if the asynchronous operation should be committed or rolled back as part of the entire session transaction.  event   Type checkpoint   Event Event that triggers the checkpoint Select the event that triggers the checkpoint action.  slm   Type slm   SLM Policy SLM policy to enforce Configure the Service Level Monitoring policy to enforce.  quota-enforcement-policy   Type quota-enforcement   Quota Enforcement Policy Quota enforcement policy to enforce Configure the Service Level Monitoring policy to enforce.  sql-source   Type sql   SQL Data Source SQL Data Source The SQL Data Source object to use when executing this action.  sql-text    SQLSourceType static  Type sql    Type sql  SQLSourceType stylesheet variable SQL Text SQL Text When the SQL input method is static, enter the literal text of the SQL statement that the SQL action runs.  soap-validation body    Type validate  WsdlURL  SOAP Validation Method to validate SOAP documents and faults  Select which parts of the SOAP message to validate. This setting does not affect validating the input context to ensure that it is a valid document. If you are validating an intermediate context, such as the result of a transform or a fetched document, this setting is not implicitly validated as SOAP. You might want to select validate the entire document. Similarly, WSDL validation always applies to the entire document, except as modified by WSDL compiler options.  sql-source-type static   Type sql   Type sql SQL Input Method Select the SQL input source Select the source of the SQL statement for the SQL action.  serialization   Type jose-sign jose-encrypt   Serialization JSON Web Serialization format The JSON Web Serialization format in the JSON Web Sign and the JSON Web Encrypt actions.  jwe-enc   Type jose-encrypt   Algorithm JWE encrypt algorithm Assign a JWE encrypt algorithm in the JSON Web Encrypt action.  jws-signature   Type jose-sign   Signature Add a JWS signature object to the JSON Web Sign action Add a JWS signature object to the JSON Web Sign action.  jwe-header   Type jose-encrypt   JWE Header Add a JWE header object to the JSON Encrypt action Add a JWE header object to the JSON Encrypt action.  jose-verify-type   Type jose-verify Identifier Type The identifier type used to verify the signature in the JSON Web Verify action The identifier type used to verify the signature in the JSON Web Verify action.  jose-decrypt-type   Type jose-decrypt Identifier Type The identifier type used to verify the recipient in the JSON Web Decrypt action The identifier type used to verify the recipient in the JSON Web Decrypt action.  signature-identifier    Type jose-verify  JOSEVerifyType identifiers   Signature Identifiers Add a signature identifier object to the JSON Web Verify action Add a signature identifier object to the JSON Web Verify action. This property is mutually exclusive from Single Identifier - Certificate and Single Identifier - Shared Secret Key.  recipient-identifier    Type jose-decrypt  JOSEDecryptType identifiers   Recipient Identifiers Add a recipient identifier object to the JSON Web Decrypt action Add a recipient identifier object to the JSON Web Decrypt action. This property is mutually exclusive from Single Identifier - Private Key, Single Identifier - Shared Secret Key and Direct Key.  single-cert    Type jose-verify  JOSEVerifyType single-cert   Certificate Add a certificate object to the JSON Web Verify action Add a certificate object to the JSON Web Verify action. This property is mutually exclusive from Signature Identifiers and Single Identifier - Shared Secret Key.  single-key    Type jose-decrypt  JOSEDecryptType single-key   Private Key Add a private key object to the JSON Web Decrypt Add a private key object to the JSON Web Decrypt. This property is mutually exclusive from Recipient Identifiers, Single Identifier - Shared Secret Key and Direct Key.  single-sskey     Type jose-decrypt  JOSEDecryptType single-sskey   Type jose-verify  JOSEVerifyType single-sskey   Shared Secret Key Add a shared secret key object to the JSON Web Decrypt or the JSON Web Verify action Add a shared secret key object to the JSON Web Decrypt or the JSON Web Verify action. The JSON Web Verify action is mutually exclusive from Signature Identifiers and Single Identifier - Certificate. The JSON Web Decrypt action is mutually exclusive from Recipient Identifiers, Single Identifier - Private Key and Direct Key.  direct-key    Type jose-decrypt  JOSEDecryptType direct-key   Direct Key Add a shared secret key object to the JSON Web Decrypt action Add a shared secret key object to the JSON Web Decrypt action. This property is mutually exclusive from Recipient Identifiers, Single Identifier - Private Key and Single Identifier - Shared Secret Key. This property is used when the algorithm is 'dir'.  strip-signature on   Type jose-verify Strip Signature Write the payload in the JWS object to the output context Write the payload in the JWS object to the output context.  asynchronous off   Type results-async event-sink method-rewrite gatewayscript jose-sign jose-verify jose-encrypt jose-decrypt Asynchronous Marks this action as asynchronous Marks this action as asynchronous. It will not need to complete for the next action to begin.  condition   Type conditional Condition XPath condition to check and action to run if it is found. A single condition which maps an XPath condition to search for in the input context to an action to run if it is found. If it is not found, then other conditions can be checked.  results-mode first-available   Type results results-async Multi-Way Results Mode How to handle multiple results targets  Specify whether to use the first available target from the target list or to try to send to all targets. If "first-available", the action sends to potential targets one at a time, and stops with success when the input has been sent to any single target. If "require-all", the action sends to all of the potential targets, and fails if any one of the targets fails. If "attempt-all", the action succeeds even if some or all of the targets fail.  retry-count 0   Type results results-async Number of Retries Number of times to retry the operation  If connecting to a target fails, the connection attempt may be retried after an interval. This indicates the number of retry attempts; the default is 0, which indicates that the operation fails immediately if the connection fails.  retry-interval 1000   Type results results-async Retry Interval Time between operation retries ms  If connecting to a target fails, the connection attempt may be retried after an interval. This indicates the time between retries in milliseconds. The default value is 1000.  multiple-outputs off    Type results for-each   Type results  Destination  Use Multiple Outputs Place parallel outputs into separate contexts  A results action can target several targets simultaneously by specifying a variable containing an XML node-set as the results target. If this option is true, the context named as the output context of the action is ignored, but the status of individual attempts to reach the targets are recorded in separate contexts by appending a number to the provided name, resulting in context names such as "ctx_1" for an output context name of "ctx". If this option is false, only one result is kept: in require-all mode, it is the first target to have failed and have no retries left, or the last target on success; in attempt-all mode, the last target to be attempted; in first-available mode, the first target to succeed or the last failing target.  iterator-type XPATH   Type for-each   Type for-each Iterator Type Type of iterator, an XPath expression or a loop count Specify the type of the iterator. It will either be an XPath expression or a number designating the number of times to execute the loop.  iterator-expression    Type for-each  IteratorType XPATH    Type for-each  IteratorType XPATH XPath Expression Iterator to operate on: an XPath expression An XPath expression defining the content to iterate on.  iterator-count 1 32768    Type for-each  IteratorType COUNT    Type for-each  IteratorType COUNT Iterator Count Number of times to run the loop action Specify the number of times to run the loop action. Enter a value in the range 1 - 32768.  loop-action   Type for-each   Loop Action The action to execute within the loop  async-action   Type event-sink Async Action List of asynchronous actions to wait for  timeout 0   Type event-sink Timeout The time in milliseconds to wait for asynchronous actions to complete ms Wait for this number of milliseconds for listed asynchronous actions to complete. Time out after this period and raise an error. Enter 0 to wait forever.  wsdl-port   Type validate WSDL Port QName Validate messages from a specific wsdl:port The QName of the WSDL port that defines the service traffic to validate. The value should be a QName in the form "{namespace-uri}local-part" or "*" for all ports that are defined in the WSDL file. If specified and not "*", only messages that are defined for the named port are considered valid.  wsdl-operation   Type validate WSDL Operation Name Validate messages that match the specified wsdl:operation The name of the WSDL operation that defines the service traffic to validate. The value should be the unqualified name of the operation or "*" for all operations that are defined in the WSDL file. If specified and not "*", only messages that are defined for operations that match the specified name are considered valid.  wsdl-message-direction-or-name   Type validate WSDL Message Direction or Name Validate messages from wsdl:input, wsdl:output, or wsdl:faults that match the given name or direction  The name or direction of the WSDL input, output, or fault that defines the service traffic to validate. Use one of the following values.  The name of one or more WSDL input, output, or fault components.    operation
                                                Request
                                                for a specific request.   operation
                                                Response"
                                                for a specific response. The value of the 
                                                 name
                                                attribute for the 
                                                 <fault>
                                                element.  #input
                                            for the request direction in the WSDL file.  #output
                                            for the response direction in the WSDL file.  *
                                            for all inputs, outputs, and faults in the WSDL file. When specified and not *, only messages that are defined for inputs, outputs, and faults that match the specified name or direction are considered valid. Faults are considered valid for the response direction.  wsdl-attachment-part   Type validate WSDL Attachment Part Name Validate messages defined by mime:content in the WSDL that match the specified message part name The name of the WSDL message part that defines the content of a MIME attachment (mime:content/@part). The value should be the unqualified name of the message part. The name is the same as the part attribute on the corresponding mime:content component in the WSDL file. When this property is not defined or has the special value "*", the root MIME part is validated. The root MIME part is bound to a soap:body.  http-method GET   Type method-rewrite fetch   Type method-rewrite fetch Method The HTTP method type The HTTP method type to use.  http-method-limited POST    Type results-async   Type results  Destination     Type results results-async   Type results  Destination  Method The HTTP method type The HTTP method type to use.  http-method-limited2 POST   Type log   Type log Method The HTTP method type The HTTP method type to use.  policy-key Policy identifier (for internal use) Identifier that associates action output for external monitoring  Do not modify this value. The DataPower Gateway uses this identifier to store the output from the action. The output can be used for external monitoring by products such as Tivoli Composite Application Manager.      Parse Settings The static and dynamic pieces of the parse settings. There are three pieces of the Parse Settings. 
                                   Default: A static Parse Settings object for defaults.  Literal: A literal XML or JSON string with overrides. Use this to avoid duplicating static objects when there's only a small change.  URL: A URL to XML or JSON definition of dynamic override properties.     Test URL Processing Action Define XSL filters and/or transformations   stylesheetrule IDG   summary Comments Brief summary for user annotation.   config/api-rule api-rule configuration IDG   dynamic-actions-mode off Use dynamic actions Specifies whether to use dynamic actions instead of explicit actions. Dynamic actions take configuration values at run time and override the default properties in API actions. API rules that contain dynamic actions can be included in user-defined policies that API Connect advertises and makes available in the API Connect assembly editor.  action   DynamicActionsMode on API actions Specifies the processing actions to associate with the API rule. When multiple actions are specified, ensure that the actions are in the correct processing sequence.  dynamic-action   DynamicActionsMode on   DynamicActionsMode off API dynamic actions Specifies the dynamic actions to associate with the API rule. When multiple dynamic actions are specified, ensure that the actions are in the correct processing sequence.           API Rule Configure and manage the API rule. An API rule completes the processing of API requests or completes the operations that are required by the API requests.  xml/rule rule stylesheetrule IDG   action Rule Action Define XSL filters and/or transformations. Select the desired existing action from the list and click Add to add the action to the rule. Actions are executed in the order (top to bottom) in which they are listed in the box. Click the + button to create a new Action; select an action and click the ... button to edit an existing action. To delete an action, select it from the list and click Delete.  type rule Rule Direction A rule type Select a rule type. The default is Rule.  input-filter none Input Filter Filter or preprocess Processing Rule input Select a decompression algorithm to apply to all messages before any other processing occurs (a preprocess step). All messages are decompressed using the selected algorithm. If the message is not compressed with this algorithm, an error is raised. This setting is independent of transport-level decompression. The default is None.  output-filter none Output Filter Filter or post-process Processing Rule output Select a compression algorithm to apply to all messages after any other processing occurs (a post-process step). All messages are compressed using the selected algorithm. The resulting archive contains only one file. This setting is independent of transport-level compression. The default is None.  non-xml-processing off   Unprocessed on Non-XML Processing Should Rule Apply to Non-XML traffic too Normally, processing is only performed on XML content. This option allows processing actions to be performed on Non-XML content as well.  unprocessed off   NonXMLProcessing on Unprocessed Permit rule to pass-through data unprocessed Permit rule to pass-through data unprocessed   Processing Rule Create, edit, or delete processing policy rules. Rules can also be created and edited using a drag and drop interface by opening the Services menu area on the left-hand navigation bar. Click the appropriate Policy link which will then present an opportunity to create both Rules and Actions.  wsm/wsm-rule wsm-rule stylesheetrule IDG   action Rule Actions The full action pipeline that includes the actions generated from the WSDL as well as the rules configured by the user.  type rule Rule Direction A rule type Select a rule type. The default is Rule.  input-filter none Input Filter Filter or preprocess Processing Rule input Select a decompression algorithm to apply to all messages before any other processing occurs (a preprocess step). All messages are decompressed using the selected algorithm. If the message is not compressed with this algorithm, an error is raised. This setting is independent of transport-level decompression. The default is None.  output-filter none Output Filter Filter or post-process Processing Rule output Select a compression algorithm to apply to all messages after any other processing occurs (a post-process step). All messages are compressed using the selected algorithm. The resulting archive contains only one file. This setting is independent of transport-level compression. The default is None.  non-xml-processing off   Unprocessed on Non-XML Processing Should Rule Apply to Non-XML traffic too Normally, processing is only performed on XML content. This option allows processing actions to be performed on Non-XML content as well.  unprocessed off   NonXMLProcessing on Unprocessed Permit rule to pass-through data unprocessed Permit rule to pass-through data unprocessed   WS-Proxy Processing Rule Create, edit, or delete processing policy rules. Rules can also be created and edited using a drag and drop interface by opening the Services menu area on the left-hand navigation bar. Click the appropriate Policy link which will then present an opportunity to create both Rules and Actions.  system/tenant tenant system Tenant   summary Comments Descriptive summary for the configuration Enter a descriptive summary for the configuration.  cpus 2 4 CPU threads CPU threads to allocate for the tenant Enter the number of CPU threads to allocate for the tenant. The minimum value is 2. The default value is 4.  memory 4 8 Memory Memory to allocate GiB Enter the amount of memory to allocate for the tenant. The minimum value is 4. The default value is 8.  telnet-name Telnet service name Name of the Telnet handler Enter the name for the Telnet handler.  telnet-address Telnet address Address for the Telnet handler Enter the IP address that the Telnet handler on the tenant listens on.  telnet-port 1 0xFFFF TelnetAddress Telnet port Listening port for the Telnet handler Enter the port that the Telnet handler on the tenant listens on.  ssh-address SSH address Address for the SSH service Enter the IP address that the SSH service on the tenant listens on.  ssh-port 1 0xFFFF SSHAddress SSH port Listening port for the SSH service Enter the port that the SSH service on the tenant listens on.  webmgmt-address Web management address Address for the web management interface Enter the IP address that the web management interface on the tenant listens on.  webmgmt-port 1 0xFFFF WebMgmtAddress Web management port Listening port for the web management interface Enter the port that the web management interface on the tenant listens on.  xmlmgmt-address XML management address Address for the XML management interface Enter the IP address that the XML management interface on the tenant listens on.  xmlmgmt-port 1 0xFFFF XMLMgmtAddress XML management port Listening port for the XML management interface Enter the port that the XML management interface on the tenant listens on.  restmgmt-address REST management address Address for the REST management interface Enter the IP address that the REST management interface on the tenant listens on.  restmgmt-port 1 0xFFFF RESTMgmtAddress REST management port Listening port for the REST management interface Enter the port that the REST management interface on the tenant listens on.  qes-server-port 1 0xFFFF QESServerPort Quota enforcement server port >Server port of the quota enforcement server Enter the port that is used by the GatewayScript module to communicate with the quota enforcement server on the tenant.  qes-monitor-port 1 0xFFFF QESMonitorPort Quota enforcement monitor port >Monitor port of the quota enforcement server Enter the port for monitoring the operational state of the quota enforcement server on the tenant. Tenant Connection details for a tenant  Modify the connection details for a tenant. Each tenant and the landlord have different management interfaces and a different quota enforcement server.  When you define the addresses for tenant management interfaces, use an explicit IP address to isolate tenant management traffic from landlord management traffic. Tenant services that use the IP address values of 
                             0.0.0.0
                            or 
                             ::
                            can cause port contention on the landlord. When you define listening ports for tenant management interfaces and for the quota enforcement server, ensure that they are unique across the tenants and the landlord.  system/throttle throttle system IDG   summary Comments Brief summary for user annotation.  on   Mode  memory-throttle 0 100 20 Memory Throttle At Memory throttle inbound traffic threshold % Enter a value of 0 - 100 to establish the threshold of minimal available memory (in percent) at which traffic is throttled. When the threshold is reached, the system waits for the timeout period before rebooting, to allow memory usage to recover.  memory-terminate 0 100 5 Memory Terminate At Memory terminate operation threshold % Enter a value of 0 - 100 to establish the threshold of minimal available memory (in percent) at which the system reboots.  temp-fs-throttle 0 100 0 Temp File Space Throttle At Temporary file space throttle inbound traffic threshold % Enter a value of 0 - 100 to establish the threshold of minimal available temporary file space (in percent) at which traffic is throttled. When this threshold is reached, the system waits for the timeout period before rebooting, to allow temporary file space to recover.  temp-fs-terminate 0 100 0 Temp File Space Terminate At Temporary files space terminate operation threshold % Enter a value 0 - 100 to establish the threshold of minimal available temporary file space (in percent) at which the system reboots.  qcode-warn 5 100 10 XML Names and JSON Keys Warn At XML Names and JSON Keys warn threshold % Enter a value in the range 5 - 65 to establish the threshold of minimal available XML Names and JSON Keys (in percent) for any of the pools. As this threshold is approached, the system attempts to free unused XML Names and JSON Keys resources, so that this threshold is never reached. If this threshold is reached, then the system logs an alert. Note that the system reboots with less than 5% free XML Names or JSON Keys available, for any of the pools. To see the percentage currently available, use the XML Names and JSON Keys status provider.  timeout 30 Timeout Timeout period seconds Enter a value to set the number of seconds the system waits to take action when a throttling threshold is reached.  status-log off Status Log Periodic status Log This setting controls the generation of throttle log messages. Select on or off.  status-loglevel debug   Statistics on Log Level Status log level Configure the level of the periodic status log.  sensors-log on Environmental Monitor Monitor Environmental Sensors This setting monitors system fan speeds and power supply status and generates log messages when a failure event occurs. Select on or off.  backlog-size 0 500 0 Backlog Size Backlog Size Enter a value of 0 - 500 to specify the size of the backlog queue where incoming requests are routed if a throttling threshold is reached. If the size is set to 0, no requests are routed to the backlog queue.  backlog-timeout 30 Backlog Timeout Backlog Timeout seconds Enter a value to specify the number of seconds that a request remains in the backlog queue before it is rejected if a throttling threshold is reached. Throttle Settings Memory throttle setting This setting throttles, or disallows, traffic when the total memory available to the system reaches the thresholds established here.  config/uddi-registry uddi-registry webservice IDG   summary Comments Brief summary for user annotation.  hostname Host Host name or IP address Specify the host name or IP address of the UDDI registry.  port 80 Port Port Specify the port of the SOAP over HTTP interface on the UDDI Registry.  use-ssl Publish Use TLS Use TLS Select when to use HTTPS connections to the remote UDDI registry.  ssl-port 443 Port (TLS) Port (TLS) The port number of the registry's SOAP over HTTPS interface. The default is 443.  ssl   SSLClientConfigType client TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Select an existing TLS Proxy Profile from the list of existing profiles. Click the + button to create a new profile. Select a profile and click the ... button to edit an existing profile.  inquiry-url /uddi/inquiry Inquiry URL The local path (URI) part of the inquiry URL. The local path (URI) portion of the URL used to query the Registry. UDDI inquiry requests will be sent to http(s)://hostname:port/inquiry-url. A typical default looks like https://192.18.1.120:443/uddi/inquiry.  publish-url /uddi/publishing Publish URL The local path (URI) part of the publish URL. The local path (URI) portion of the URL used to publish to the Registry. UDDI Publish requests will be sent to http(s)://hostname:port/publish-url. A typical default looks like https://192.18.1.120:443/uddi/publishing.  subscription-url /uddi/subscription Subscription URL The local part of the URL of the subscription API The local path (URI) portion of the URL used to subscribe to the Registry. UDDI subscription requests will be sent to http(s)://hostname:port/subscription-url. A typical default looks like https://192.18.1.120:443/uddi/subscription.  security-url /uddi/security Security URL The local part of the URL of the security API The local path (URI) portion of the URL used to subscribe to the Registry. UDDI security requests will be sent to http(s)://hostname:port/security-url. A typical default looks like https://192.18.1.120:443/uddi/security.  version UDDIv2 Version Version Select the API version that is in use by the registry. This value must agree with the version that is running on the registry.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                    UDDI Registry (deprecated) UDDI Registry  The UDDI registry is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) server. Configuration required for locating and accessing a UDDI registry. To configure a UDDI Subscription, the UDDI registry must support the UDDI Subscription API set.  xml/urlmap urlmap urlmap IDG   summary Comments Brief summary for user annotation.  match URL Map Rule Add, edit or delete a URL map match pattern     Test URL Map URL Map Configure/Edit URL maps. URL Maps are used by Processing Actions and by XML Manager Compile Options Policies.  xml/urlrefresh urlrefresh urlrefresh IDG   summary Comments Brief summary for user annotation.  rule URL Refresh Rule Add, edit or delete a refresh rule     Test URL Refresh Policy    Test URL URL Refresh Policy Configure/Edit URL Refresh Policies  xml/urlrewrite urlrewrite urlrewrite IDG   direction all URL Rewrite Direction URL Rewrite Direction Restricts the URL Rewrite Policy to a specified direction. Direction is applied at the service object level and has no effect on policies used from multistep or elsewhere.  rule URL Rewrite Rule Add, edit, or delete a URL rewrite rule     Test URL Rewrite Policy URL Rewrite Policy Configure/Edit URL Rewrite Policies  access/username user usergroup   summary Comments Enter a descriptive summary for the configuration. Enter a descriptive summary for the configuration.  password 1 128   Password Enter the password for the user account. Enter the password for the account. The password must comply to the password policy in RBM settings.  password-hashed ^\$1\$.+|^\$5\$.+$    suppress-password-change off    Suppress initial password change Indicate whether to force a change to the account password after the first ever successful login.  Indicate whether to force a change to the account password after the first ever successful login.  When enabled, the account owner does not need to change the account password. When disabled, the account owner must change the account password. This setting is the default behavior. This property is available only when you create the configuration.  access-level group-defined Access level Set the access level of the user account. Set the access level for the user account.  group   AccessLevel group-defined   User group Set the user group for the user account. Set the user group for the user account. Each user group has an access profile to manage access rights. A user account inherits access rights from its user group.  snmp-cred SNMP V3 credentials Manage SNMP V3 credentials for the user account.  SNMP V3 users are a type of user account with SNMP V3 credentials. This type of user account creates an account and adds SNMP V3 credentials. Each account can have multiple SNMP V3 credentials, one for each SNMP V3 engine that is identified by an engine ID value. The current implementation supports an SNMP V3 credential for the local engine ID only. Therefore, define only one SNMP V3 credential for each account. SNMP V3 requests can use authentication with the 
                                 AuthKey
                                and can use privacy (encryption and decryption) with the 
                                 PrivKey
                                . The use of these keys is between the user and the local SNMP engine. 
                                  The 
                                     AuthKey
                                    provides data integrity and data origin authentication. The 
                                     PrivKey
                                    provides data encryption and decryption. The 
                                 AuthKey
                                and the 
                                 PrivKey
                                can be explicit values or be generated by the DataPower Gateway. Specifying explicit values is useful when the key is created on another system. 
                                  When the authentication protocol is MD5, enter the hex representation of the 16-byte key. When the authentication protocol is SHA, enter the hex representation of the 20-byte key. When the DataPower Gateway generates and stores the appropriate length key, enter a plaintext string that is at least 8 characters long as the hash.  snmp-cred-hashed    domain   dmObjectName admin dp-technician Domain restriction (deprecated) Deprecated - Set which application domains to grant access. Deprecated - Set which application domains to grant access. The user account can log in to only these application domains. Without an application domain, the user account can log in to any application domain.                  Main     Reset password    Force password change    Reset failed login User Account Manage a local user account.  Create or edit a local user account. When you modify a local user account, the changes do not affect remote user accounts in a role-based management XML information file. An administrator can change the password for the account. An administrator can force the account owner to change the password during the next log in attempt.  access/usergroup usergroup usergroup   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  access-policy */*/*?Access=r ^[-_a-zA-Z0-9.:*]+/[-_a-zA-Z0-9.*]+/[-a-z0-9/*]+(\?[^=]+=[^&]+(&[^=]+=[^&]+)*)?$ 10.10.1.1/domainA/services/xslproxy?Access=r+w&Name=foo.* Access profile Manage the set of access policies that define the access privileges for members of the group.  The set of access policies that define the access privileges for members of the group. When more than one policy applies to a resource, the most specific policy is used. To create access policies, enter a correctly formatted policy statement. A policy statement takes the 
                                  address
                                / 
                                 domain
                                / 
                                 resource
                                ?Access= 
                                 privileges
                                & 
                                 field
                                = 
                                 value
                                general format.   address The complete local IP address or host alias. Use an asterisk (*) to designate any address.  domain The complete name of the application domain. Use an asterisk (*) to designate any application domain. resource The complete value for the resource type. Use an asterisk (*) to designate any resource type.  privileges The privileges to apply. Separate permissions with the plus sign (+). For example, 
                                     a+d+x+r+w
                                    defines add, delete, execute, read, and write privileges.  field The complete name of a specific property in the configuration; for example, 
                                     Name
                                    .  value The PCRE match expression for the property value; For example, 
                                     foo(.*)bar
                                    .  add Command group Manage the command groups to which the user group has CLI access. The command groups to which the user group has CLI access. This property is superceded by the access profile when role-based management is applied to the CLI. User Group Manage user groups and their access privileges. Create or edit user groups and their access privileges.  config/visibility-list visibility-list configuration IDG   type Type Type of visibility list. The type of visibility that should be applied to the values on the list.  value Value GraphQL element path. Path to a GraphQL element. Visibility List Visibility of graphql elements. List describing visibility of certain GraphQL elements.  config/wcc-service wcc-service webservice AppOpt   summary Comments Contains a brief summary for user annotation.  odc-info-hostname Deployment Manager Host Host name or IP address Host name or IP address of the Deployment Manager. It is used to communicate with the ODCInfo servlet. The ODCInfo servlet must be installed in a WebSphere Application Server environment.  odc-info-port Deployment Manager Port number Destination port of ODCInfo servlet Specifies the listening port of the ODCInfo servlet on the deployment manager. To determine the listening port number, log in to the WebSphere Application Server administrative console and click System Administration > Deployment Manager > ports. From the list, use the port associated with WC_adminhost for HTTP or the port associated with WC_adminhost_secure for HTTPS.  ssl   SSLClientConfigType proxy TLS Proxy Profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. You must select a TLS proxy profile if you are using TLS (HTTPS) to connect to the ODCInfo servlet. If you do not specify a profile, an HTTP connection is used.  update-method poll Update Method Method for retrieving WebSphere information Specifies the method for retrieving WebSphere information. The method defines the responsiveness of the updates received by the DataPower Gateway. The method also affects the amount of system resource used for providing those updates. The default is poll.  time-interval 1 86400 10 Time Interval Interval for updates seconds  If the update method is poll, the time interval specifies the amount of time in seconds between poll requests. If the update method is subscribe, the time interval specifies the maximum duration of the request in seconds. Use any value of 1 - 86400. The default is 10.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.           WebSphere Cell WebSphere Cell Object Use the WebSphere Cell configuration to retrieve configuration information and runtime information from a Network Deployment or Virtual Enterprise product. Load balancer groups use this information to automate configuration and updates.  webapp/error-policy webapp-error-handling mpgw IDG   summary Comments Brief summary for user annotation.  type standard Mode Error Handling Mode Select how to handle errors. The default is Standard.  error-url   Type redirect proxy   URL Error Page URL This is the fully qualified URL (for example, http://host/..) that the user will either be redirected to or the contents of that URL will be proxied for depending on the setting of the mode property.  error-rule   Type error-rule   Error Rule Assign a processing rule for errors Custom error rule to be run if mode is error-rule.  error-monitor Monitor Error Monitor Message Monitor for rejected messages. It will be incremented each time this error handling policy is invoked, regardless of the overall mode of the policy. It can be used to implement a rate limiter for errors that will block IPs based on excessive error count. Web Application Firewall Error Policy Custom Error Handling Policy When an error occurs this policy specifies how to handle the response to the user.  services/web-app-firewall web-application-firewall mpgw IDG   summary Comments Brief summary for user annotation.  priority normal Service Priority Service scheduling priority Control the service scheduling priority. When system resources are in high demand, "high" priority services will be favored over lower priority services.   default  listen-on Source Addresses The addresses and ports on which the Web Application Firewall listens.  remote-address Remote Host Host name or IP address Specify the host name or IP address of the backend server. If the backend requires TLS, ensure that the TLS client profile is configured for client (forward) connections.  remote-port 1 0xFFFF 80 Remote Port Port number Specify the port on the remote server.  security-policy Security Policy Select a security policy from the list of available policies. Click + to create a new Policy. This policy controls which profiles are enforced.  xml-manager default XML Manager XML manager  An XML Manager manages the compilation and caching of stylesheets, the caching of documents, and provides configuration constraints on the size and parsing depth of documents. You can enable streaming operation by configuring an XML Manager to use a Streaming Compile Option Policy. Note that an XML Manager can optionally employ a User Agent. The User Agent settings, in turn, can affect the behavior of the gateway when communicating with back end servers or with clients when sending back responses. More than one firewall may use the same XML Manager. Select an existing XML Manager from the list to assign the Manager to this firewall. Click the + button to create a new XML Manager that is assigned to this firewall. A default Manager is used if you do not create one.  error-policy Error Policy Error Handling Policy If any policy is violated, this is the default policy that will handle the response sent to the client. It might be overridden in the profile that fails.  uri-normalization on Normalize URI If this property is enabled the URI is rewritten to make sure the URI is RFC compliant by escaping certain characters. Additionally, characters that are escaped that do not need to be are unescaped. This makes checking for attack sequences such as .. more reliable.  rewrite-errors on Rewrite Error Messages Whether to rewrite error messages to avoid providing a padding oracle. Error messages after a decryption action can provide an attacker who is using the padding oracle attack method with enough information to determine the contents of the plain-text data. When enabled, the default, the client receives error messages without the internal information that could lead to a discovery. When disabled, the client receives the original message with this information.  delay-errors on   RewriteErrors on Delay Error Messages Whether to delay error messages to avoid providing a padding oracle. The timing difference of the error messages returned after a decryption action can provide an attacker with enough information to determine the contents of the plain-text data. When enabled, the default, the DataPower Gateway delays error messages for the defined duration. When disabled, the DataPower Gateway does not delay error messages.  delay-errors-duration 250 300000 1000    DelayErrors on  RewriteErrors on   Duration to Delay Error Messages How long to delay error messages from the start of the transaction. ms When enabling the delay of error messages, specify the delay duration in milliseconds. If delaying messages for 3000ms, the DataPower Gateway will not send error messages to the client until 3 seconds have elapsed since the DataPower Gateway performed decryption on the requests. Use any value of 250 - 300000. The default value is 1000.  stream-output-to-back buffer-until-verification Stream Output to Back Select the desired streaming behavior.  stream-output-to-front buffer-until-verification Stream Output to Front Select the desired streaming behavior.  front-timeout 1 86400 120 Front Side Timeout Idle time a front side connection is allowed before being canceled during a transaction. Controls the amount of time a front side client connection can be idle before being abandoned within a transaction.  back-timeout 1 86400 120 Back Side Timeout Idle time a back side connection is allowed before being canceled during a transaction. Controls the amount of time a back side client connection can be idle before being abandoned within a transaction.  front-persistent-timeout 0 86400 180 Front Persistent Timeout Maximum Idle Time Between Front Persistent Uses seconds Specifies the maximum number of seconds (within the range 0 through 86400, with a default of 180) that a gateway maintains an idle persistent TCP connection on the front side.  allow-cache-control off Allow Cache-Control Header Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. Specify whether to allow the HTTP GET method to pass the Cache-Control header through to the back end. If disabled, a "Cache-Control:no-transform" header is passed. If enabled, the client request can specify the cache control behavior, or if the client request does not specify the Cache-Control header, a "Cache-Control:no-transform" header is passed.  back-persistent-timeout 0 86400 180 Back Persistent Timeout Maximum maximum inter-transaction idle time for service-to-server connections seconds  Specify the maximum inter-transaction idle time in seconds for service-to-server connections. Enter a value in the range 0 - 86400. The default value is 180. This value is the maximum idle time between the completion of a TCP transaction and the initiation of a new TCP transaction on this connection. If the specified idle time is exceeded, the connection is torn down.  Note: For HTTP GET and HEAD requests, the service attempts the connection again after the specified value, Therefore, the actual timeout is twice the specified value. An idle TCP connection can remain in the idle state for 20 seconds after the expiration of the persistence timer.  http-front-version HTTP/1.1 HTTP Response Version Client-side HTTP response version Select the HTTP version to be use on client responses. Incoming version 1.0 requests will always be replied to with 1.0 compatible responses regardless of this setting. The default is HTTP 1.1.  http-back-version HTTP/1.1 HTTP Version to Server Server-side HTTP request version Select the HTTP version to use on the server-side connection. The default is HTTP 1.1.  request-security on Request Security If this property is disabled, no request side security policies will be enforced and all requests will be allowed through.  response-security on Response Security If this property is disabled, no response side security policies will be enforced and all responses will be allowed through.  chunked-uploads off Allow Chunked Uploads Enabled/Disable HTTP/1.1 Chunked Request Bodies Use the radio buttons to enable (on) or disable (off) the ability to send Content-Type Chunked Encoded documents to the back end server. When the device employs the HTTP/1.1 protocol, the body of the document can be delimited by either Content-Length or chunked encodings. While all servers will understand how to interpret Content-Length, many applications will fail to understand Chunked encoding. For this reason, Content-Length is the standard method used. However doing so interferes with the ability of the device to fully stream. To stream full documents towards the back end server, this property should be turned on. However, the back end server must be RFC 2616 compatible, because this feature cannot be renegotiated at run time, unlike all other HTTP/1.1 features which can be negotiated down at runtime if necessary. This property can also be enabled by configuring a User Agent to enable it on a per-URL basis.  follow-redirects on Follow Redirects Enable/Disable gateway redirect resolution Some protocols generate redirects as part of the protocol - for example HTTP response code 302. If this property is enabled the firewall will try and transparently resolve those redirects.  http-client-ip-label X-Client-IP HTTP Client IP Label HTTP header label containing client IP address Retain the default value (X-Client-IP) or provide an other value (for example, X-Forwarded-For).  http-global-tranID-label X-Global-Transaction-ID HTTP Global Transaction ID Label HTTP header label containing global transaction ID Enter the name of an HTTP Header to read to determine the global transaction ID for chained services. This value defaults to X-Global-Transaction-ID.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                 off
                                . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on   Probe Mode Probe Mode Select the probe mode.  debugger-url   DebuggerType external   Server URL External Server URL Configures the URL for external probe mode  debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostics in the probe Set the number of records for transaction diagnostics in the probe. Enter a value in the range 10 - 250. The default value is 25.  debug-trigger   DebugMode on Probe Triggers Probe Triggers The probe captures transactions that meet one or more of the conditions defined by the triggers. These triggers examine the direction or type of the message flow and examine the message for an XPath expression match. When a message meets one of these conditions, the transaction is captured in diagnostics mode and becomes part of the list of transactions that can be viewed.  urlrewrite-policy Header and URL Rewrite Policy Header and URL rewrite policy A Rewrite Policy can be used to modify the values of certain headers before the security policies are executed. One common use for this is to rewrite the contents of an HTTP Location header to reflect external DNS names. By using a Rewrite Policy, it is possible to intercept and rewrite URLs that might send a browser directly to the back end web site, rather than through the Web Application Firewall.  host-rewriting on Rewrite Host Names When Gatewaying Enable/Disable rewriting of host names when accessing back side server Some protocols have distinct name based elements, separate from the URL, to de multiplex. HTTP uses the Host header for this purposes. If this feature is enabled the backside server will receive a request reflecting the final route, otherwise it will receive a request reflecting the information as it arrived at the DataPower device. Web servers issuing redirects may want to disable this feature, as they often depend on the host header for the value of their redirect.  ssl-config-type proxy TLS type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-profile   SSLConfigType proxy TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile and a TLS server profile or TLS SNI server profile. The TLS proxy profile with the cryptographic profiles to secure connections.  ssl-server   SSLConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.  ssl-client   SSLConfigType proxy TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                        Main          Proxy Settings          HTTP Options    Probe Settings       Quiesce State     Test URL Rewrite Policy          Web Application Firewall The web application firewall provides filtering, security, and input validation for HTTP transactions.  webapp/request-profile webapp-request-profile mpgw IDG   summary Comments Brief summary for user annotation.  policy-type admission Style Satisfaction Style Select the satisfaction policy for the profile. The default value is Admission.  request-ssl-policy allow Allow SSL Select how the client side of the inspected transaction handles SSL. The default value is Allow.  aaa-policy AAA Policy AAA policy to enforce If this property references a AAA policy, then that AAA policy will be run as a filter on this transaction and the success of that AAA run will be required to continue processing. Any input to this transaction as XML, application/www-url-encoded, or multipart/form-data MIME types will be automatically provided to the AAA processing policy.  ss-key Shared Secret Key Shared Secret Key used for Value or Cookie protection Select the Shared Secret Key for both signing or encrypting.  ratelimiter-policy Rate Limiting Rate Limiting Policy A rate limiting policy restricts identities (as determined by AAA or the client IP address if AAA is not available) to a specific number of transactions per second.  acl Access Control List This Access Control List will be used to allow or deny access to this service based on the IP address of the client. When attached to a service, an Access Control List (ACL) denies all access by default. To deny access to only selected addresses, first grant access to all addresses (allow 0.0.0.0) and then create deny entries for the desired hosts.  request-methods 0x000B Methods Allowable Request Methods Specify which HTTP methods are acceptable from the client acceptable.  request-versions 0x03 Versions Allowable Request Versions Specify which HTTP versions are acceptable from the client.  request-body-min 0 Minimum Size Minimum Request Body Size bytes Specify the minimum size of the request body.  request-body-max 128000000 Maximum Size Maximum Request Body Size bytes Specify the maximum size of the request body.  request-xml-policy nothing XML Processing Processing policy when encountering XML Specify how the device handles requests that contain an XML MIME type.  request-xml-rule   XMLPolicy xml soap   XML Transformation Rule Assign an additional processing rule for xml This is the transformation rule that is run when the request contains an XML MIME type and the XML processing policy is set to XML or SOAP.  request-nonxml-policy nothing Non-XML Processing Processing policy when encountering Non-XML Specify how the device handles requests that do not contain an XML MIME type.  request-nonxml-rule   NonXMLPolicy side binary   Non-XML Processing Rule Assign an additional processing rule for non-xml This is the transformation rule that is run when the request does not contain an XML MIME type and the Non-XML processing policy is set to binary or side-effect.  error-policy-override Error Policy Error Handling Policy If this request policy is violated the firewall error policy will be invoked unless this more specific error policy is provided, in which case this policy takes precedence.  session-policy Session Policy The session management policy enforces the start pages acceptable for requests that match this security profile. If no policy is referenced, any page is an acceptable start page.  request-header-profile Header Name-Value Profile The name-value profile for request headers The name-value profile allows you to specify what headers are expected, what headers should be stripped, and what headers should be mapped to known values. If no profile is specified, any header is allowed.  request-body-profile URL-Encoded Body Name-Value Profile The name-value profile for application/www-url-encoded body members The name-value profile allows you to specify what form elements are expected, what form elements should be stripped, and what form elements should be mapped to known values. If no profile is specified, any set of pairs is allowed.  request-qs-policy allow Allow Query String Select how the client URL handles query strings. The default is Allow.  request-qs-profile   QueryStringPolicy require   QueryStringPolicy allow QueryString Name-Value Profile The name-value profile for query string The name-value profile for query-string. If not present, no profile is enforced. The profile allows you to validate data members of the query string, filter out unknown ones, or map certain names to known values.  request-sql-policy off SQL Injection Filter SQL Injection Filter on all data parameters Data parameters from the query string, application/www-urlencoded requests, and multipart/form-data requests will be passed through the standard SQL Injection filter if this property is enabled.  request-uri-max 1024 Maximum URI Length The URI may be no longer than the value specified here.  request-uri-filter-unicode on Filter Unicode Filter Requests with Unicode in the URI If Unicode is detected in the URI and this property is enabled then the transaction will be rejected  request-uri-filter-dotdot on Filter Dot Dot Filter Requests with .. in the URI Filter Requests with .. in the URI after URI normalization  request-uri-filter-exe on Filter .exe Filter Requests with .exe in the URI Filter Requests with .exe in the URI after URI normalization  request-uri-filter-fragment truncate Fragmented URI Policy Policy for how to Handle Requests with # in the URI Select how to handle URI fragments in requests. A URI fragment is the portion of a URI after the # symbol. The default is Truncate  request-content-type application/www-url-encoded Content-Type List List of Acceptable Content-Type Expressions A list of PCRE regular expressions that indicate acceptable content-type MIME headers on the request. If this list is empty, any content-type is acceptable. If the request does not have a content type that will be represented as an empty string for matching purposes. Requests without a body (GET, HEAD, and so forth) are not subject to this constraint. An empty list will match all content types.  multipart-form-data Multipart/Form-Data Profile  cookie-policy Cookie Profile Cookie Management Profile The cookie management profile allows you to specify validation profiles for incoming cookies, whether cookies should be allowed at all, and the signature and encryption policies for cookies.  process-all-cookie on Sign or Encrypt All Cookies Sign or Encrypt cookies header The process will sign or encrypt all cookies when enabled. The default is enabled.  cookie-namelist   ProcessAllCookie off   ProcessAllCookie on Cookie Names List of the cookies, by name, to process The list of cookies, by name, that the process signs and encrypts.  sql-injection-patterns-file store:///SQL-Injection-Patterns.xml   SQLInjection on   SQLInjection on  local store SQL Injection Patterns File SQL Injection Patterns File The patterns file that the SQL injection filter uses.             Profile    Methods & Versions      Processing      Name-Value     Cookie   Multipart Form           Threat Protection Web Request Profile The web request profile specifies various properties about the request side of the transaction that must be satisfied.  webapp/response-profile webapp-response-profile mpgw IDG   summary Comments Brief summary for user annotation.  policy-type admission Style Satisfaction Style Select the satisfaction policy for the profile. The default is Admission.  response-codes 0xAD5D Response Codes Allowable Response Codes Specify which response codes from the backend server are acceptable.  response-versions 0x03 Response Versions Response Versions Specify which HTTP versions are acceptable from the backend server.  response-body-min 0 Minimum Size Minimum Response Body Size bytes Specify the minimum size of the response body.  response-body-max 128000000 Maximum Size Maximum Response Body Size bytes Specify the maximum size of the response body.  response-header-profile Header Name-Value Profile Name/Value validation profile for response headers The validation profile allows you to specify what headers are expected, what headers should be stripped, and what headers should be mapped to known values. If no profile is specified, any header is allowed.  response-content-type .* Content-Type List List of Acceptable Content-Type Expressions A list of PCRE regular expressions that indicate acceptable content-type MIME headers on the response. If this list is empty, any content-type is acceptable. If the response does not have a content type that will be represented as an empty string for matching purposes. An empty list will match all content types.  response-xml-policy nothing XML Processing Processing policy when encountering XML Specify how the device handles responses that contain an XML MIME type.  response-xml-rule   XMLPolicy xml soap   XML Transformation Rule Assign an additional processing rule for xml This is the transformation rule that is run when the response contains an XML MIME type and the XML processing policy is set to XML or SOAP.  response-nonxml-policy nothing Non-XML Processing Processing policy when encountering Non-XML Specify how the device handles responses that do not contain an XML MIME type.  response-nonxml-rule   NonXMLPolicy side binary   Non-XML Processing Rule Assign an additional processing rule for non-xml This is the transformation rule that is run when the response does not contain an XML MIME type and the Non-XML processing policy is set to binary or side-effect.  error-policy-override Error Policy Error Handling Policy If this response policy is violated the firewall error policy will be invoked unless this more specific error policy is provided, in which case this policy takes precedence.       Profile    Codes & Versions      Processing   Name Value    Threat Protection Web Response Profile The web response profile specifies various properties about the response side of the transaction that must be satisfied.  webapp/session-management webapp-session-management mpgw IDG   summary Comments Brief summary for user annotation.  auto-renew on Auto Renew Renew session on each click If this property is enabled, the session lifetime is renewed on each use of the session. Otherwise the session lifetime is the total amount of time allowed before returning to the login sections.  lifetime 1 864000 3600 Session Lifetime Length of time a login session is considered active. seconds The login cookie is only good for the amount of time specified by this property. It may be automatically renewed during activity depending on the value of the Auto Renew property.  allow-cookie-sharing off Address Independent Sessions Allow use of a single session across different IP Address Normally the session cookie contains the client IP address and this prevents them from using the session on any other host. Some proxy server environments may make this undesirable. Turning this property on will make the session cookie address independent.  matching-policy Start Pages Valid Start Pages Select the matching rule that is used to identify start pages. Start pages are pages that can be accessed without a session cookie and if their security policy passes will issue a session cookie. Session Management Policy Session Management Policy Session policy - specify a series of start pages that the a web application firewall protected host use as initial browsing points. Accessing these pages issues a signed and time limited cookie which must be presented for accessing any pages not designated as a starting point.  monitor/service-monitor service-monitor service-monitor IDG   wsdl WSDL URL WSDL URL The URL of the WSDL file that defines the Endpoints, Transport Type and Operations watched by this monitor. The WSDL file may reside on the local system or elsewhere on the network.  operation Operations to Monitor Operations Select the operations that you wish to monitor by checking the check box to the left of the operation name.  endpoint-name Endpoint Name of the Endpoint this monitor will watch Enter the name of the Endpoint, as defined in the WSDL file identified above, this monitor will watch.  endpoint-url Endpoint URL The URL of the desired endpoint Enter the URL of the Endpoint, as defined in the WSDL file identified above, this monitor will watch.  frontend-url Front End URL URL employed by the client to access the Web Service This is the URL used by the client to access the Web Service endpoint. This may not be the same as the Endpoint URL. Wildcards (such as *) may be used; a value is required.  transport Transport Type The transport type used by the selected endpoint Select the transport type used by the identified Endpoint. This transport type must agree with the transport type specified in the WSDL file.  summary Comments Brief summary for user annotation.    Web Services Monitor Web Services Service Level Monitor Web Service SLM (Service Level Monitor) Object 
                     An SLM watches Web Services traffic destined for the Endpoint URL defined in the Endpoint URL field using the transport method defined in the Transport Type field. The monitor watches only traffic the client sent to the Front End URL (which accepts wildcards). The Endpoint, Endpoint URL and Transport Type must agree with the definitions provided in the WSDL file identified by the WSDL URL field.  mgmt/wsm-agent wsm-agent wsm-agent IDG   summary Comments Brief summary for user annotation.  max-records 3000 Maximum records to buffer Maximum number of transaction records to buffer records  Specifies the maximum number of transaction records to buffer. Buffering controls the behavior of the agent when there are no registered consumers of transaction events. Records are accumulated until they reach the configured threshold. After this threshold is reached, new records are dropped. The loss of records are visible to web service managers that understand the concept.  max-memory 64000 Maximum buffer memory Maximum memory to buffer transaction records KB  Specifies the maximum memory to use to buffer transaction records. Buffering controls the behavior of the agent when there are no registered consumers of transaction events. Records are accumulated until they reach the configured threshold. After this threshold is reached, new records are dropped. The loss of records are visible to web service managers that understand the concept.  capture-mode faults Capture mode Message capture mode  Select which messages to capture for further analysis. Because not all Web Services Management protocols can accommodate full message-capture, configure this property only if the spooler can forward full messages. Full message-capture incurs a performance penalty. Keep this in mind when performing load testing of the managed service.  buffer-mode discard Buffering mode (deprecated) Buffering mode Select the behavior of the Agent when there are no registered consumers of the transaction events.  mediation-enforcement-metrics off Mediation enforcement metrics Controls the collection of Mediation Enforcement metrics Select this option to enable the collection of Mediation Enforcement metrics. No collection of metrics is the default.  max-payload-size 0 Maximum payload size Maximum payload size for a transaction record KB Specifies the maximum total payload size of a buffered transaction record. The total payload size is the sum of the payloads that are collected at the following points in time during a transaction. 
                              When the DataPower service accepts the request When the DataPower service sends the processed request to its target When the DataPower service accepts the response When the DataPower service sends the processed response to the client A record is dropped when its total payload size exceeds the maximum value. The default value of 0 indicates no limit.  push-subscribers Push subscribers Push Subscribers Push Subscribers  push-interval 10 60000 100 Push interval Push Interval Push interval  push-priority normal Push priority Controls the push scheduling priority. Web Services Management Agent Web Services Management Agent The Web Services Management Agent provides manageability for Web Services by providing status, metrics, and transaction history to external management stations.   webservice IDG   summary Comments Brief summary for user annotation.   services/uddi-subscription uddi-subscription webservice IDG   registry UDDI Registry The UDDI Registry object identifying a UDDI Registry offering the subscriptions desired.  key Subscription Key  This is a subscriptionKey for the subscription, which must already exist in the registry. In order to track services that are modeled in UDDI, serveral subscriptions may be required if, for example, you wish to receive updates for both the service and tModel components. All of these subscriptions must use the same Username and Password.  username Username Username The username used to authenticate with the Registry.  password   Password  Password (deprecated) Password The password used to authenticate with the Registry. Enter the password twice to confirm its accuracy.  password-alias   Password Alias Password Alias The password alias of the password used for authentication with the Registry.     UDDI Subscription (deprecated) UDDI Subscription  The UDDI subscription is deprecated. Instead, use WebSphere Service Registry and Repository (WSRR) subscription. Configuration required for a UDDI subscriber to receive notifications from a UDDI Server. In addition to configuring the UDDI Subscription, you must also enable UDDI Subscription as a service in the configuration of the XML Management Interface in the default domain. Web Service Proxies are automatically built and updated based on the UDDI subscription. Web Service Proxy virtualizes the Web Service endpoints detailed in the WSDLs returned by the subscription.  services/wsrr-savedsearchsubscription wsrr-saved-search-subscription webservice IDG   server WSRR Server  Specifies the WSRR Server that stores the saved searches, WSRR resources, and possibly associated XSD or XML files, required for WS-Proxy operations. WSRR server  saved-search-name Saved Search or Named Query  Specifies the name of an existing saved search or named query on the WSRR server that returns the subscribed-to resource. Saved search  params 1 255 Query Parameters  Specifies the parameters for the saved search or named query that requires parameters. The parameters are used in the query that is sent to the WSRR server. A parameter can be up to 255 characters in length. You can define a maximum of 9 parameters for a query. If a saved search or named query requires query parameters, you must specify the required parameters. It is an error to define parameters for a saved search or named query that does not require parameters.  Note: In WSRR, a named query and a saved search can have the same name. WSRR matches named queries before saved searches. Therefore, WSRR never finds a saved search with the same name as a named query. See the WebSphere Service Registry and Repository information center for information about creating a saved search or named query with parameters or modifying an existing saved search or named query to accept parameters. Saved search parameters  method poll Synchronization Method  Specifies the method for synchronizing updates from the saved search result set stored on the remote WSRR server.  refresh-interval 60 4294967 86400   Method poll Refresh Interval seconds  Specify the refresh interval in seconds. Enter any value of 60 - 4294967. The default is 86400. Used only with the Poll method, the refresh interval is the interval in seconds between regularly-scheduled WSRR queries used to synchronize updates from the saved search result set stored on the remote WSRR server.  auto-renew-interval 1 30 1   Method automatic Automatic Renewal Interval day(s)  Specify the auto renewal interval in days of WSRR event notification registrations to WSRR server. Used only with the Automatic method, the auto-renewal interval is the internal interval in days that appliance will renew WSRR event notification registration which is needed to receive event notifications from WSRR server of changes to registry documents being monitored.  fetch-policy-attachments Fetch Policy Attachments  Fetch attached policy from the registry. If enabled, the subscription will query the registry for external WS-Policy PolicyAttachments that apply to the retrieved WSRR resources. Retrieved policies will be processed by any DataPower service that is using this subscription and is configured to allow external policy attachments.                 Main     Synchronize WSRR Saved Search Subscription WSRR Saved Search Subscription  Use this screen to provide the required configuration properties for a WSRR (WebSphere Service Registry and Repository) saved search subscription. The Saved Search Subscription is useful when you want to deploy services with an indirect reference to a set of WSRR resources required for DataPower service operations. The configuration requires a reference to a WSRR server and the name of an existing saved search or named query from the WSRR server. The management of the service documents is controlled from the WSRR server. DataPower services associated with the saved search subscription are updated based on the synchronization method specified in the subscription. A DataPower service virtualizes the service bindings based on the WSRR resources returned by executing the configured saved search.  services/wsrr-subscription wsrr-subscription webservice IDG   server WSRR Server  Use the values-list, a list of all WSRR server objects, to identify the WSRR Server that stores the WSRR resources, and possibly associated XSD or XML files, required for WS-Proxy operations. WSRR server  namespace   ObjectType service-version Namespace  Use the Namespace property in conjunction with the Object Name property to unambiguously identify the subscribed-to WSSR resource. Both the resource namespace and name are assigned when a resource is first loaded to a WSRR, or when a collection of resources is aggregated as a concept.If the namespace is specified, it must mach the Namespace on WSRR.  object-type Subscription Object Select the WSRR resource type.  object-name Object Name  Use the Object Name property in conjunction with the Namespace property to unambiguously identify the subscribed-to WSSR resource. Both the resource name and namespace are assigned when a resource, such as a WSDL file, is first loaded to a WSRR, or when a collection of resources is aggregated as a concept. Object name  method poll Synchronization Method Select the method to synchronize the the local copy of the subscribed object with the version stored on the remote WSRR server.  refresh-interval 60 4294967 86400   Method poll Refresh Interval seconds  Specify the refresh interval in seconds. Used only with the Poll method, the refresh interval is the interval in seconds between regularly-scheduled WSRR queries used to synchronize the local copy of the subscribed resource with the WSSR-resident version.  auto-renew-interval 1 30 1   Method automatic Automatic Renewal Interval day(s)  Specify the auto renewal interval in days of WSRR event notification registrations to WSRR server. Used only with the Automatic method, the auto-renewal interval is the internal interval in days that appliance will renew WSRR event notification registration which is needed to receive event notifications from WSRR server of changes to registry documents being monitored.  use-version off Use Object Version  Use the version field of the WSRR resurce provided by WSRR If enabled, the subscription will query the registry for version specified in the Object Version field. Otherwise, it will not use the version field. This field needs to be enabled when more than one version of the object exists on the WSRR server  version   UseVersion off Object Version Version of the WSRR resource that applies to this subscription. WSDL version  fetch-policy-attachments Fetch Policy Attachments  Fetch attached policy from the registry. If enabled, the subscription will query the registry for external WS-Policy PolicyAttachments that apply to the retrieved WSRR resources. Retrieved policies will be processed by any WS-Proxy that is using this subscription and is configured to allow external policy attachments.             Synchronize WSRR Subscription WSRR Subscription  Use this screen to provide the required configuration properties for a WSRR (WebSphere Service Registry and Repository) subscription. The WSRR Subscription is useful when you want to deploy web services with a direct reference to a service document required for DataPower service operations. The configuration requires the reference to a WSRR server, the name of the WSRR resource, and its namespace. If there is more than one version of the service document, you must specify the version to reference. DataPower services associated with the subscription are updated based on the synchronization method specified in the subscription. A DataPower service stores a local copy of the subscribed object. Changes performed on the WSRR server to service document attributes such as the name of the WSRR resource, namespace, or version will require updating the WSRR Subscription. For an indirect reference to a set of WSRR resources see WSRR Saved Search Subscription. Web Service Subscription Web Service Subscription  services/web-token-service web-token-service mpgw IDG   summary Comments Specify the descriptive comment Specify a brief, descriptive comment.  priority normal Service priority Set the service-level priority Set the service-level priority. When resources are in high demand, the appliance handles transactions for higher priority services over lower priority services.  xml-manager default XML manager Assign the XML manager Assign the XML manager that obtains and manages documents on behalf of the service. The user agent, which is referenced by this XML manager, controls access to remote destinations. Unless you have service-specific needs, use the 
                             default
                            XML manager.   request-type preprocessed Request Type Characterize client-originated traffic Characterizes the traffic that originates from the client. The default is Non-XML.  listen-on Source addresses Define addresses and ports that the service listens on Define the addresses and ports that the service listens on. You can define listening sources for HTTP and HTTPS requests. For HTTPS request, set the listening source to use TLS parameter and assign the TLS profile.  stylepolicy default Processing Policy Assign the processing policy Assign the processing policy to the service. The processing policy defines the actions to perform on security token requests.  rewrite-errors on Rewrite error messages Whether to rewrite error messages to avoid providing a padding oracle. Error messages after a decryption action can provide an attacker who is using the padding oracle attack method with enough information to determine the contents of the plain-text data. When enabled, the default, the client receives error messages without the internal information that could lead to a discovery. When disabled, the client receives the original message with this information.  delay-errors on   RewriteErrors on Delay error messages Whether to delay error messages to avoid providing a padding oracle. The timing difference of the error messages returned after a decryption action can provide an attacker with enough information to determine the contents of the plain-text data. When enabled, the default, the appliance delays error messages for the defined duration. When disabled, the appliance does not delay error messages.  delay-errors-duration 250 300000 1000    DelayErrors on  RewriteErrors on   Duration to delay error messages How long to delay error messages from the start of the transaction. ms When enabling the delay of error messages, specify the delay duration in milliseconds. If delaying messages for 3000 ms, the appliance will not send error messages to the client until 3 seconds have elapsed since the appliance performed decryption on the requests. Enter any value in the range 250 - 300000. The default value is 1000.  front-timeout 1 86400 120 Front Side Timeout Set the intra-transaction timeout for service-to-client connections seconds Set the intra-transaction timeout for service-to-client connections. This value is the maximum idle time to allow in a transaction on the service-to-client connection. This timer monitors idle time in the data transfer process. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 1 - 86400. The default value is 120.  front-persistent-timeout 0 86400 180 Front Persistent Timeout Set the inter-transaction timeout for service-to-client connections seconds Set the inter-transaction timeout for service-to-client connections. This value is the maximum idle time to allow between the completion of a TCP transaction and the initiation of a new TCP transaction on the service-to-client connection. If the specified idle time is exceeded, the connection is torn down. Enter a value in the range 0 - 86400. The default value is 180. A value of 0 disables persistent connections.  http-front-version HTTP/1.1 HTTP Version to Client Set the HTTP version for client-to-service connections Set the HTTP version for client-to-service connections. If the client submits an HTTP 1.0 request, the service on the DataPower appliance always replies with HTTP 1.0 compatible responses regardless of this setting. The default version is HTTP 1.1.  http-client-ip-label X-Client-IP HTTP Client IP Label Set the HTTP header that contains the client IP address Set the HTTP header that contains the client IP address. When defined, the client IP address is read from this HTTP header. This IP address will then be used for monitoring and logging. Retain the default value 
                             X-Client-IP
                            or specify another value; for example, 
                             X-Forwarded-For
                            .  http-global-tranID-label X-Global-Transaction-ID HTTP Global Transaction ID Label HTTP header label containing global transaction ID Enter the name of an HTTP Header to read to determine the global transaction ID for chained services. This value defaults to X-Global-Transaction-ID.  debug-mode off Probe setting Controls transaction diagnostic mode  Select the diagnostic mode for processing policies. When enabled, you can view details about the state of variables and contexts for a captured transaction in the probe. The default value is 
                                 off
                                . Transaction diagnostic mode is not intended for use in a production environment. Transaction diagnostic mode consumes significant resources that can slow down transaction processing.  debugger-type internal   DebugMode on   ?Type?    debugger-url   DebuggerType external   ?URL? External Server URL Configures the URL for external probe mode  debug-history 10 250 25   DebugMode on   Transaction History Set the number of records for transaction diagnostic mode in the probe Set the number of records for transaction diagnostic mode in the probe. Enter a value in the range 10 - 250. The default value is 25.       General    Endpoints Main      Client Settings     HTTP Options     Padding Oracle Protection Advanced    Probe Settings Set probe settings The probe allows service developers to view the value of variables and the contents of processing contexts. The developer can step through each action for any given transaction.       Quiesce State           Web Token Service The web token service provides on-box HTTP services.  wsm/wsm-endpointrewrite wsm-endpointrewrite webservice IDG   summary Comments Brief summary for user annotation.  listener-rule Local Rewrite Rules Add, edit, or delete a local endpoint rewrite rule. These rules evaluate services in a deployed WSDL file and specify the URL the appliance should use locally for matched services. They convert addresses in WSDL files to local endpoints.  backend-rule Remote Rewrite Rules Add, edit, or delete a remote endpoint rewrite rule. These rules evaluate services in deployed WSDL file and specify the URL the appliance should use remotely for matched services. They convert address in WSDL files to remote endpoints.  publisher-rule Publish Rewrite Rules Add, edit, or delete a publish endpoint rewrite rule. These rules evaluate services in deployed WSDL file and specify the URL the appliance should publish when producing its own WSDL files. Use this if you wish to publish an address different from the local address, for example the address of a load balancer in front of appliance.  subscription-listener-rule Subscription Local Rewrite Rule Add, edit, or delete a subscription rewrite rule.  subscription-backend-rule Subscription Remote Rewrite Rule Add, edit, or delete a subscription rewrite rule.  subscription-publisher-rule Subscription Publish Rewrite Rule Add, edit, or delete a subscription rewrite rule. WS-Proxy Endpoint Rewrite Create or edit WS Endpoint Rewrite Policies Create or edit WS Endpoint Rewrite Policy  config/wsrr-server wsrr-server webservice IDG   summary Comments Brief summary for user annotation.  soap-url https://host:9443/WSRRCoreSDO/services/WSRRCoreSDOPort SOAP URL URL of the WSRR SOAP API endpoint. The URL used to communicate with the Registry via WSRR SOAP API. A typical default looks like https://192.18.1.120:9443/WSRRCoreSDO/services/WSRRCoreSDOPort or http://192.18.1.120:9080/WSRRCoreSDO/services/WSRRCoreSDOPort depending on whether WebSphere global security is enabled.  server-prefix WSRR Instance Prefix Prefix of the WSRR server if configured to use one. The prefix configured on the WSRR instance.  ssl   SSLClientConfigType proxy TLS Proxy Profile (deprecated) The TLS proxy profile is deprecated. Use a TLS client profile. Select the TLS proxy profile to secure connections to the WSRR server.  username Username Username The username used to login to the WSRR server. Leave this field empty if authentication is not required.  password   Password  Password (deprecated) Password The password used to login to the WSRR server. Leave this field empty if authentication is not required.  password-alias Password Alias Password Alias The password alias of the password used to login to the WSRR server. Leave this field empty if authentication is not required.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and its targets The TLS profile type to secure connections between the DataPower Gateway and its targets.  ssl-client   SSLClientConfigType client TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and its targets The TLS client profile to secure connections between the DataPower Gateway and its targets.                       Test Connection WSRR Server WebSphere Service Registry and Repository Configuration required to locate and access WSRR (WebSphere Service Registry and Repository).  wsm/wsm-stylepolicy wsm-stylepolicy stylesheetpolicy IDG   summary Comments Brief summary for user annotation. Enter a comment. This appears on the Policy catalog page.  filter store:///filter-reject-all.xsl Default Stylesheet for SOAP Identify the default stylesheet used for SOAP filtering. Identify the default stylesheet used for SOAP filtering. The default rejects all SOAP documents.  xsldefault store:///identity.xsl Default Stylesheet for XSL Transforms Identify the default stylesheet used for XSL transformation Identify the default stylesheet used for XSL transformation. The default mirrors all documents.  match Policy Maps A list of Policy Rules and corresponding Matching Rules that this policy will execute. If a Match is found, the corresponding Rule runs. The policy executes the first Rule with a successful Match. The order in this list is therefore important.   WS-Proxy Processing Policy Create, Edit or Delete a Processing Policy. A policy consists of one or more Processing Rules. Rules execute depending upon the direction of the message and on whether or not a corresponding matching rule selects the document for processing. A service may have only one policy active at a time. Click Services in the left-hand navigation menu and then click the appropriate policy link to use the graphical interface to create and edit policies.  xml/xmlmgr xmlmgr xmlmgr IDG   summary Comments Brief summary for user annotation.    TLS Proxy A TLS proxy Optionally assigns a TLS proxy to the XML manager. The proxy is used as a TLS helper by the manager, and might also be used as a default TLS proxy when fetching documents over TLS and there is no explicit matching TLS policy in the User Agent configuration. This parameter cannot be modified after the XML Manager is created.  xslrefresh URL Refresh Policy A Stylesheet refresh policy Optionally, assigns a Stylesheet Refresh Policy to the XML manager. Stylesheets cached by this manager are refreshed in accordance with policy rules.  xslconfig Compile Options Policy The Compile Options Policy assigned to this XML Manager  Optionally, assigns a Compilation Options Policy to the XML Manager. Stylesheets cached by this manager are compiled in accordance with policy rules. Compile Options allow the administrator to manage profiling and debug modes, which are helpful during development and troubleshooting sessions. Profiling and debug modes should not be left on for production purposes. Compile Options Policy also enables streaming mode, which might be a valid choice for production environments that regularly encounter very large documents.  xsl cache memorysize 0 2147483647 Stylesheet cache size Maximum size of stylesheet cache bytes Enter the maximum size of the stylesheet cache. The default value is 2147483647. A value of 0 disables caching. Stylesheets are purged when either the cache size or the cache count is reached.  xsl cache size 5 250000 256 Stylesheet cache count Maximum number of stylesheets cached stylesheets Enter the maximum number of stylesheets to cache. Enter a value in the range 5 - 250000. The default value is 256. Stylesheets are purged when either the cache size or the cache count is reached.  xsl checksummed cache on SHA1 Caching Enable/disable SHA1-assisted caching Enables/disables SHA1-assisted stylesheet caching. With SHA1 caching enabled, stylesheets are cached by both URL and SHA1 message digest value. With SHA1 caching disabled, stylesheets are cached only by URL.  static-document-calls on Static Document Call Manage static document calls The latest XSLT specifications require that multiple document calls in the same transformation return the same result. Disable to allow all document calls to operate independently.  search results on XSLT Expression Optimization XSLT expression optimization Configures optimization of '//' in XPath expressions  tx-warn off Support ITX Warnings Enables the support of Transformation Extender warning conditions Enables the XML manager to support IBM Transformation Extender warning conditions. The DataPower Gateway sets the warning message to the 
                             var:///service/multistep/tx-warn
                            variable and continues the map-processing when it encounters a warning condition.  loadbalancer-group Load Balancer Groups Load Balancer Groups Select a Load Balancer Group and assign that group to this XML manager. A Load Balancer Group, or server pool, provides redundancy among backside resources.  memoization on XSLT Memoization Optimization XSLT Memoization Optimization Configures optimization of invariant XPath expressions.  Extension Functions Defines XSLT extension functions Defines a mapping for XSLT extension functions used in custom stylesheets to DataPower-defined extension functions. The most common example is the node-set extension function, offered by several vendors. A namespace-function pair is mapped to the DataPower-supported namespaces, including exslt, and function.  bytes-scanned 4194304 XML Bytes Scanned XML parser maximum bytes scanned bytes Enter the maximum number of bytes scanned in one message. This property applies to any XML document that is parsed. If the value is 0, no limit is enforced. The default value is 4194304.  element-depth 512 XML Element Depth XML parser maximum element depth Enter the maximum depth of element nesting in XML parser. The default value is 512.  attribute-count 128 XML Attribute Count XML parser maximum attribute count Enter the maximum number of attributes of a given element. The default value is 128.  max-node-size 1024 4294967295 33554432 XML Maximum Node Size XML parser maximum node size bytes Enter the maximum size that any one node can consume. Enter a value in the range 1024 - 4294967295. The default value is 33554432. Sizes which are powers of two result in the best performance. Although you define a value, the DataPower Gateway uses a value that is the rounded-down to the largest power of two that is smaller than the defined value.  forbid-external-references on   XML Forbid External References XML parser forbid external references toggle Defines whether the XML parser stops when an input document specifies to resolve an external reference such as an external entity or external DTD definition.  external-references forbid XML External Reference Handling Special handling for external references in XML Select the special handling for input documents that contain external references, such as an external entity or external DTD definition.  max-prefixes 0 262143 1024 XML Maximum Distinct Prefixes XML parser maximum distinct prefixes Enter the maximum number of distinct XML namespace prefixes in a document. This limit counts multiple prefixes defined for the same namespace, but does not count multiple namespaces defined in different parts of the input document under a single prefix. Enter a value in the range 0 - 262143. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-namespaces 0 65535 1024 XML Maximum Distinct Namespaces XML parser maximum distinct namespaces Enter the maximum number of distinct XML namespace URIs in a document. This limit counts all XML namespaces, regardless of how many prefixes are used to declare them. Enter a value in the range 0 - 65535. The default value is 1024. A value of 0 indicates that the limit is 1024.  max-local-names 0 1048575 60000 XML Maximum Distinct Local Names XML parser maximum distinct local names Enter the maximum number of distinct XML local names in a document. This limit counts all local names, independent of the namespaces they are associated with. Enter a value in the range 0 - 1048575. The default value is 60000. A value of 0 indicates that the limit is 60000.  maxdocs 1 250000 5000 Document Cache Count Maximum number of documents cached documents Enter the maximum number of documents to cache. Enter a value in the range 1 - 250000. The default value is 5000.  size 0 Document Cache Size Maximum size of document cache bytes Enter the maximum size of the document cache. Regardless of the specified size, no document that is greater than 1073741824 bytes is cached. This restriction applies even if the cache has available space.  max-writes 1 32768 32768 Maximum concurrent writes Maximum number of concurrent writes to create documents in the cache Enter the maximum number of concurrent write requests to create documents or refresh expired documents in the document cache. Enter a value in the range 1 - 32768. The default value is 32768. After the maximum number is reached, requests are forwarded to the target server and the response is not written to the cache.  policy Document Cache Policy Document Cache Policy A document cache policy allows the administrator to determine how documents are cached by the XML manager. The policy offers time-to-live, priority, and type configuration values. This document cache is distinct from the stylesheet cache for the XML manager. Documents and stylesheets that the XML manager retrieves can be cached.  validate Schema Validation Rules Schema validation rules to apply to all input documents for this manager   schedule-rule Scheduled Processing Policy Rule Run a processing policy rule periodically. Certain applications might require the running of a scheduled processing rule. Integration with a CA Unicenter Manager is facilitated by a regularly scheduled processing rule that obtains relationship data from the Unicenter Manager.  user-agent default User Agent Configuration Specify the user agent configuration to use. Identifies the User Agent configuration the XML manager uses to connect to external servers to retrieve resources.  json-parser-settings JSON Settings Specify the JSON Settings to use when processing JSON content Identifies the JSON Settings used by the XML manager when processing a JSON body. If no JSON Settings are specified, the default limits are enforced.  dfdl-settings-reference DFDL Settings Specify the DFDL Settings to use when processing binary content with DFDL schemas. Identifies the DFDL Settings used by the XML manager when processing data as understood by a DFDL schema. The reference to a DFDL Settings object on the Style Policy Action can override this setting. If no DFDL Settings are specified on both objects, the default values are applied.  ldap-pool LDAP Connection Pool Specify the LDAP Connection Pool to use Identifies the LDAP connection pool to be used by the XML Manager when contacting LDAP                              XML Parser These settings do not impact resource allocation. These settings are used only as part of threat protection.     Document Cache          Cached Documents     Flush Stylesheet Cache      Flush Document Cache     Invalidate Document Cache     Flush Expired Documents      Export Document Cache     Import Document Cache    Flush LDAP Cache XML Manager An XML Manager manages the compilation and caching of stylesheets, the caching of documents, and provides configuration constraints on the size and parsing depth of documents. You can enable streaming operation by configuring an XML Manager to use a Streaming Compile Option Policy. More than one firewall can use the same XML Manager.  system/file-capture file-capture system IDG   mode off Mode File Capture Mode Selects the File Capturing diagnostic mode. The default is None. XML File Capture The device can record all, or a subset, of documents that pass through it for later inspection. This should not be turned on in production environments except for problem resolution. File capture can fill the available storage space. Files are cycled FIFO when the available space is exhausted.  zos/sdtargetcontrolservice sysplex-distributor-tcs system  container software AppOpt   summary Comments Brief summary for user annotation.  address 0.0.0.0 Local IP address Local IP address Specify the IPv4 or IPv6 address or the host alias on which the Target Control Service listens. The default of 0.0.0.0 indicates that the service is active on all IPv4 addresses.  port 1 0xFFFF 1702 LocalAddress Local port Local TCP port for the Target Control Service Specify the port on which the Target Control Service listens. The default value is 1702.  ssl   SSLServerConfigType proxy TLS Proxy (deprecated) The TLS proxy profile is deprecated. Use an TLS server profile or TLS SNI server profile. Specify an TLS Proxy Profile to control support of TLS encryption by this Target Control Service.  ssl-config-type proxy TLS server type Set the TLS profile type to secure connections between clients and the DataPower Gateway The TLS profile type to secure connections between clients and the DataPower Gateway.  ssl-server   SSLServerConfigType server TLS server profile Set the TLS server profile to secure connections between clients and the DataPower Gateway the TLS server profile to secure connections between clients and the DataPower Gateway.  ssl-sni-server   SSLServerConfigType sni TLS SNI server profile Set the TLS SNI server profile to secure connections between clients and the DataPower Gateway The TLS SNI server profile to secure connections between clients and the DataPower Gateway.          Main Sysplex Distributor Target Control Service (deprecated) Sysplex Distributor Target Control Service  The Sysplex Distributor Target Control Service on the DataPower Gateway establishes control connections with the z/OS Sysplex Distributor that allow the z/OS Sysplex Distributor to intelligently distribute traffic across multiple DataPower Gateway instances. The use of the Sysplex Distributor Target Control Service is deprecated. Multiple z/OS Sysplex Distributors can establish control connections to the single Sysplex Distributor Target Control Service on the DataPower Gateway. When the Sysplex Distributor Target Control Service is disabled, existing z/OS Sysplex Distributor control connections are closed. Ensure that the reverse path filtering property for Network Settings is not selected. If you allow reverse path filtering, the interface cannot correctly route requests from the Sysplex Distributor to use the Target Control Server.  zos/nss zos-nss configuration IDG   summary Comments Enter a descriptive summary for the configuration. A descriptive summary for the configuration.  host Remote Address IP address or hostname of the NSS server Specifies IP address or host name of the NSS server. In conjunction with the Remote Port, identifies the host and listening port of the NSS server. The NSS server must have the XMLAppliance discipline support enabled.  port Remote Port NSS server port Specifies NSS server port. In conjunction with the Remote Address, identifies the host and listening port of the NSS server.  ssl   SSLClientConfigType proxy   TLS proxy profile (deprecated) The TLS proxy profile is deprecated. Use an TLS client profile.  Select an existing TLS proxy profile from the list to assign the TLS proxy profile to use for a secure connection. To create a new TLS Proxy Profile, click the + button. To edit an existing TLS Proxy Profile, click the ... button.  client-id 1 24 Client ID Specifies the Client ID for registration with the NSS server.  Specifies the client ID to be used for registration with the NSS server. Minimum length is 1. Maximum length is 24. Valid characters are:   a through z A through Z 0 through 9 _ (underscore) - (dash) Embedded spaces are invalid. The Client ID identifies the client ID to register the appliance with the NSS server. The NSS client ID is a unique string used by the NSS Server to track clients. The Client ID does not have to correspond to any preexisting object. It is provided to the server at the time of registration. If another client attempts to register with the same client ID to the same NSS Server, the NSS server will send a heartbeat to the first client. If the first client responds to the heartbeat, the second client's registration will be rejected. If the first client does not respond, the connect to the first client will be severed and the second client will be registered.  system-name 1 8 System Name Specifies a name that identifies the NSS client to the NSS server.  Specifies a name for the NSS client. Minimum length is 1. Maximum length is 8. Valid characters are:   a through z A through Z 0 through 9 _ (underscore) - (dash) Embedded spaces are invalid. The System Name identifies the NSS client to the NSS server. NSS server commands identify NSS clients by system name in the output when displaying information for connected NSS clients.  user-name 1 8 User Name Specifies a user name to authenticate as in SAF on the NSS server  Specifies a user name to use to authenticate to the NSS server. Minimum length is 1. Maximum length is 8. Valid characters are:   a through z A through Z 0 through 9 _ (underscore) - (dash) Embedded spaces are invalid. The user name must match an existing user ID on the NSS Server.  password 1 8   Password  Password Password to use to authenticate to NSS  Specifies the password to use to authenticate to the NSS server. Minimum length is 1. Maximum length is 8. Valid characters are:   a through z A through Z 0 through 9 _ (underscore) - (dash) Embedded spaces are invalid. The Password specifies the password to use in conjunction with the value provided by the User Name.  password-alias 1 127   Password  Password Alias Password Alias of the password to use to authenticate to NSS  Specifies the password alias of the password to use to authenticate to the NSS server. The associated password is used in conjunction with the value provided by the User Name.  ssl-client-type proxy TLS client type Set the TLS profile type to secure connections between the DataPower Gateway and the NSS server The TLS profile type to secure connections between the DataPower Gateway and the NSS server.  ssl-client   SSLClientConfigType client   TLS client profile Set the TLS client profile to secure connections between the DataPower Gateway and the NSS server The TLS client profile to secure connections between the DataPower Gateway and the NSS server.             Main NSS Client The z/OS NSS client object provides the parameters for authentication with SAF on a z/OS Communications Server. NONTRANSLATABLE   status/active-users users   Session ID System-assigned session ID A system-assigned session identifier.  Name User name Username presented during login.  Connection The method used to connect to the device. The method used to connect to the device, such as web-gui (using a browser), cli (through telnet or ssh), or serial (via a serial cable).  IP address The IP address of the user's client machine. The IP address of the user's client machine. Not valid for serial connections.  Login Time of login Time of login.  Domain Application domain Application domain for this user session.         Active Users This is a list of all users currently logged into the device.  status/AMQPBrokerStatus amqp-broker-status IDG   AMQP broker AMQP broker name. AMQP broker name.  Received messages Number of messages received by this AMQP broker. Number of messages received by this AMQP broker.  Sent messages Number of messages sent by this AMQP broker. Number of messages sent by this AMQP broker. AMQP Broker Status AMQP broker status. AMQP broker status.   source-amqp-quiesce-status   Name The name of the AMQP source protocol handler The name of the AMQP source protocol handler  Quiesce state The quiesce state of the AMQP source protocol handler The quiesce state of the AMQP source protocol handler AMQP Source Protocol Handler Summary AMQP source protocol handler summary  status/api-document-cache api-document-cache-status IDG   Gateway The name of the API gateway that cached the document. The name of the API gateway that cached the document. Any single API gateway may be used by many services.  Max count The maximum number of documents allowed in the cache. The maximum number of documents allowed in the cache. When this number is reached, the oldest document is replaced with any new document.  Used count The number of documents in the cache. The number of documents in the cache.  Max size The maximum size in kibibytes of the cache. kibibytes The maximum size in kibibytes of the cache.  Used size The number of kibibytes used in the cache. kibibytes The number of kibibytes used in the cache.  Expired count The number of expired documents in the cache. The number of expired documents in the cache.     Flush API Document Cache Processed documents cached by the device. A report of the processed documents cached by the device. Document caching improves execution times.  status/api-document-status api-document-status IDG   API gateway Name of API gateway The name of the API gateway managing the document.  Identifier Unique document identifier A unique identifier assigned to the document.  URL URL of original document The URL used to obtain the document.  Expiry The expiration time of the document. The time at which the document will expire from the cache.  Cache key The unique key used to lookup the document. The unique key used to lookup the document.  ETag Value of the ETag HTTP response header. The value of the ETag HTTP response header. This value is the unique identifier for a specific version of a document.      Flush API Document Status Displays status information about documents in the document cache. Displays status information about documents in the document cache.  status/api-oauth-caches-status api-oauth-caches-status IDG   Provider OAuth provider name The name of the OAuth provider.  Type Cache type The cache type for the OAuth provider.  Last delete Time of last entries deleted The last time when expired entries were deleted from the cache.  Number of entries Number of entries The number of entries in the cache.      Delete API OAuth Caches List OAuth caches for API Connect List OAuth caches for API Connect.  status/api-stylesheet-cache api-stylesheet-cache-status IDG   Gateway API gateway that manages stylesheets The name of the API gateway that manages stylesheets.  Max size Maximum size of stylesheet cache MB The maximum size of the stylesheet cache in megabytes (MB). This value is an integer value. The following examples explain the integer representation. 
                      When the size in 1 byte less than 1 MB, the value is 0. When the size is 1048575 bytes greater than 2 MB, the value is 2.  Max count Maximum number of stylesheets cached The maximum number of stylesheets that can be cached.  Cached Number of cached stylesheets The number of stylesheets in the cache.  Ready Number of stylesheets in the ready state The number of stylesheets in the cache that are available for use.  Pending Number of stylesheets in the pending state The number of stylesheets in the cache that are pending compilation.  Bad Number of stylesheets in the bad state The number of stylesheets in cache that encountered compilation errors. On error, the stylesheet is cached and marked as bad. Flush these stylesheets to prevent runtime errors.  Duplicate requests Number of requests to compile an existing, cached stylesheet The number of requests to compile an existing, cached stylesheet.  Current size Total memory usage for cached stylesheets KB The total memory used for cached stylesheets in kilobytes.     Flush API Stylesheet Cache The current status of the stylesheet cache. The cache contains a copy of all compiled stylesheets or WSDL files within the refresh time, total cache count, or total cache size.  status/api-stylesheet-profiles IDG   API gateway The name of the API gateway employed The name of the API gateway employed.  Identifier Stylesheet cache identifier number A number that identifies the style sheet in the cache that processed this request.  Output mode The output mode of the compiler. The output mode of the compiler.  URL The URL of the style sheet The URL of the style sheet. This value might refer to a remote location or to a location on the device.  Index An index of the calls made to this style sheet An index of the calls made to this style sheet.  Name The name of the template, global variable, or dp:profile node in the style sheet The name of the template, global variable, or dp:profile node in the style sheet that the entry represents. Each named template in the style sheet is listed if processed by the style sheet. If a style sheet calls the same template from multiple places in the style sheet, each of the multiple entries is listed.  Location Location in style sheet The line number in the style sheet where the template was called or the location of the declaration of a global variable or dp:profile element. For example, a report of local:///mine.xsl:16 indicates a template was called on line 16 of the indicated style sheet. Entries with the 'built-in' location refer to the implicit templates defined by the XSLT 1.0 specification.  Deprecated (for backwards compatibility)  Count The number of times the template runs The number of times the listed entry ran during the processing of a request by the style sheet. A template or dp:profile node can be called more than once during the processing of a style sheet.  Type Type of profiling entry The type of this entry. The value can be either a template, global variable, dp:profile node, or the total for the entire stylesheet execution.  Time Total time spent, in milliseconds ms The total time, measured in milliseconds, spent processing the instructions represented in this entry. The instructions represented by a given entry can run more than once, as indicated by the count. The total time is the sum measured across all runs of the style sheet. As some entries represent nested portions of the stylesheet processing, the sum of all entries do not equal the total time. API Stylesheet Profiles API Stylesheet profiles Table that summarizes profiling information about style sheets. The table reports each template, global variable, and dp:profile element that the style sheet processes in their own entry. No data is available unless an API gateway with a Compile Options Policy with Profiling enabled matches a request or response that the device processed.  status/api-stylesheet-status api-stylesheet-status IDG   API gateway The API gateway controlling the stylesheet. The name of the API gateway associated with the compiled stylesheet or WSDL.  Identifier A unique identifier. A unique identifier assigned by the system to the compiled stylesheet or WSDL.  Output mode The output mode used by the compiler. The output mode used by the compiler.  URL The URL of the stylesheet or WSDL. The URL of the stylesheet or WSDL to compile. The file can be local or remote.  Compile options The compile options that are applied to the stylesheet or WSDL. The compile options that are applied to the stylesheet or WSDL. Compile options are set by the compile settings that are associated with an assembly action.  Status The current status of the compiled stylesheet or WSDL. The current status of the compiled stylesheet or WSDL.  Compile time Time to compile in milliseconds. ms Time to compile in milliseconds.  Refresh interval Time between automatic refreshes in seconds. sec Time between automatic refreshes in seconds. When an automatic refresh is in force, files are fetched and recompiled to maintain a fresh cache.  Flushable Whether the file can be removed, or flushed, from the cache. Indicates whether the file can be removed, or flushed, from the cache. Flushing the compiled version of the file from the cache forces a refresh of the file the next time that the file is called. Forcing a refresh is useful during development and debugging.  Last refresh Timestamp of the last refresh. Timestamp of the last refresh. Indicates length of time in cache.  Message Helpful compiler messages. Helpful compiler messages.  Compiler log Helpful compiler log messages. Helpful compiler log messages. Any compilation errors can be found here.  XML hardware acceleration Status of XML hardware acceleration for stylesheet. Reports use (on) of XML hardware acceleration during compile of particular stylesheet or WSDL.  XML acceleration resources used Status of XML hardware acceleration usage. % Reports usage percentage of XML hardware acceleration during compile of particular stylesheet or WSDL.  Memory Memory used by the compiled stylesheet KB The memory used by the compiled stylesheet in KB.      API Stylesheet Status A status report of XSL stylesheets and WSDL files that were compiled during processing. The compiler log messages are helpful for debugging and development. After compilation, these files are cached for speed. The compiled files can be flushed from the cache or refreshed periodically.  status/subscriber-cache-status subscriber-cache-status IDG   API collection API collection The API collection that the subscriber belongs to.  Organization Organization The name of the organization that the API collection belongs to.  Catalog Catalog The name of the API catalog that the API collection corresponds to.  Capacity Capacity The maximum number of subscriber entries that are allowed in the subscriber cache.  Size Size The number of subscribers entries that have been added to the subscriber cache so far.  Total requests Total requests The total number of API requests that are stored in the subscriber cache.  Cache hit Cache hit The times the cache hit happens in the subscriber cache.  Cache miss percentage Cache miss percentage The percentage value for cache miss that happens in the subscriber cache.  Last flush time Last flush time The last time when the subscriber cache is flushed. API Subscriber Cache Information of the subscriber cache Displays the information of the subscriber cache. The API Gateway maintains a cache for storing API subscriber information.  status/api-subscriber-status api-subscriber-status IDG   API collection API collection name The name of the API collection that the subscriber belongs to.  API organization API organization name The name of the organization that the API collection belongs to.  API catalog API catalog name The name of the API catalog that the API collection corresponds to.  Client ID Identifier of subscriber The client ID that uniquely identifies the subscriber.  Secret hash Secret hash for the subscriber The hash value of the client secret.  Application ID Application ID for the subscriber The application ID for the subscriber.  Application title Application title for the subscriber The name or title of the subscribed application.  Application type Application type The application type for the subscriber.  Application lifecycle state Application lifecycle state The application lifecycle state that is either 
                     development
                    or 
                     production
                    .  Plans Plans A list of plans that the client subscribes to.  Redirect URLs Redirect URLs The redirect URI that is registered by a client, which is used for directing users to the redirection endpoint during the process of an OAuth request.      Delete API Subscriber Status Information about API subscribers for the API collection. Displays the information about API subscribers for the API collection.  status/arp netarp   IP address IP address of the network interface node. The IP address of the network interface node corresponding to the MAC address listed in this ARP entry.    MAC address MAC address of the network interface node. The MAC address of this network interface node.   Interface Device interface The device network interface (such as eth0, eth1) to which this ARP entry corresponds. If the entry is on a VLAN, this is the Ethernet interface that VLAN is on.  Interface type Device interface type The type of the interface this ARP entry is on. Ethernet indicates that it is on the base Ethernet MAC interface. VLAN indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  VLAN The name of the VLAN the ARP entry is on. If this ARP entry is on a VLAN, this is the name of that VLAN.    ARP Table Status of ARP translations on all interfaces, both Ethernet and VLAN. Only complete ARP entries are shown.   source-as1-quiesce-status B2B   Name The name of the AS1 source protocol handler The name of the AS1 source protocol handler  Quiesce state The quiesce state of the AS1 source protocol handler The quiesce state of the AS1 source protocol handler AS1 Source Protocol Handler Summary AS1 source protocol handler summary   source-as2-quiesce-status B2B   Name The name of the AS2 source protocol handler The name of the AS2 source protocol handler  Quiesce state The quiesce state of the AS2 source protocol handler The quiesce state of the AS2 source protocol handler AS2 Source Protocol Handler Summary AS2 source protocol handler summary   source-as3-quiesce-status B2B   Name The name of the AS3 source protocol handler The name of the AS3 source protocol handler  Quiesce state The quiesce state of the AS3 source protocol handler The quiesce state of the AS3 source protocol handler AS3 Source Protocol Handler Summary AS3 source protocol handler summary  status/authcookie-cache-status authcookie-cache-status IDG   Key Hashed key for the cache entry  Value Data value stored in this entry  Expiration time When this cache entry expires  Owner Type of object that owns this cache entry  Domain Domain where this cache entry was created     Delete AuthCookie Cache Status AuthCookie cache status List of AuthCookie cache entries   b2bgw-quiesce-status B2B   Name B2B Gateway name The name of the B2B Gateway.  Quiesce state Quiesce state of the service The quiesce state of the B2B Gateway. B2B Gateway Summary B2B Gateway summary  status/b2b-high-availability b2b-high-availability-status B2B   Persistence state Current state of the persistence store replication state machine Lists the current state of the persistence store state machine.  Connection status Current status of the connection to the backup appliance managed by the persistence store. Lists the current status of the connection to the backup appliance managed by the persistence store. B2B High Availability Status Displays the status of the high availability configuration of the B2B persistence store.  status/b2b-message-archive b2b-message-archive-status B2B   notused notused _Illegal Gateway name Name of the B2B gateway Lists the name of each instance of the B2B Gateway object in the current domain.  notused notused _Illegal Operation type Type of operation Lists the type of operation last performed for the specific gateway. The value can be 
                     Archive & Purge
                    or 
                     Purge Only
                    .  notused notused _Illegal Trigger Trigger for the operation Lists whether the system or an administrator triggered the operation. 
                      If by the system, the value is 
                         Auto
                        followed by the criteria for the trigger (date or size). If by an administrator, the value is 
                         Manual
                        .  notused notused _Illegal Start time Start time of the operation Lists the timestamp when the operation started; for example, 
                     Thu Mar 12 12:58:59 2009
                    . If value is populated when requested. If no operation previously requested, lists 
                     N/A
                    .  notused notused _Illegal End time End time for the operation Lists the timestamp when the operation finished; for example, 
                     Thu Mar 12 13:01:12 2009
                    . If value is populated when requested. If no operation previously requested, lists 
                     N/A
                    .  notused notused _Illegal Status Status of the operation Lists the status of the operation, which can be one of the following values: 
                       Completed
                        -- The operation completed successfully. The operation is complete when the values in the  Records Processed and  File Processed columns report 100%.  Processing
                        -- The operation is currently processing.  Failed ( 
                         code
                        ): ' 
                         reason
                        '
                        -- The operation failed for the reason defined by the code.  notused notused _Illegal Records processed Number of records processed Lists the number of records processed by the operation. The value is percentage complete and records processed; for example, 
                     17% (50 of 300)
                    .  notused notused _Illegal Files processed Amount of file data processed Lists the amount of file data processed by the operation. The value is percentage complete and kilobytes processed; for example, 
                     6% (300KB of 5000KB)
                    . B2B Message Archive Status Displays the status of the expiration operation for each B2B gateway in the domain.  status/b2b-ebms-mpc-status-obsolete B2B   1 2147483647 Submit transaction ID Submit transaction ID Lists the transaction ID of the submit operation for the message.  MPC name MPC name Lists the name of the MPC where the message payload is submitted.  User name User name Lists the user name that is associated with the message.  Sender (ID) Sender name and ID Lists the name and ID of the B2B message sender.  Receiver (ID) Receiver name and ID Lists the name and ID of the B2B message receiver.  Submit time Submit time Lists the time when the message is submitted to the MPC.  Sent time Sent time Lists the time when the message is sent to the B2B message receiver.  Message status Message status Lists the status of the messsage. The status can be one of the following: 
                       Submitted
                        -- The message payload is submitted to the MPC.  Pending
                        -- The message payload is pulled from MPC and encapsulated into an ebMS message that is pending to be sent.  Sent
                        -- The ebMS message is sent.     Delete message   Delete all messages   Delete all messages from all domains B2B ebMS Message Partition Channel Status Deprecated due to incomplete support for authentication with certificates. Displays the status of the ebMS message partition channels (MPCs) for the DataPower Gateway.  status/b2b-ebms-mpc-status b2b-ebms-mpc-status B2B   1 2147483647 Submit transaction ID Submit transaction ID Lists the transaction ID of the submit operation for the message.  MPC name MPC name Lists the name of the MPC where the message payload is submitted.  User name User name Lists the user name that is associated with the message.  Validation credential Validation credential Lists the name of the validation credential that is associated with the message.  Sender (ID) Sender name and ID Lists the name and ID of the B2B message sender.  Receiver (ID) Receiver name and ID Lists the name and ID of the B2B message receiver.  Submit time Submit time Lists the time when the message is submitted to the MPC.  Sent time Sent time Lists the time when the message is sent to the B2B message receiver.  Message status Message status Lists the status of the messsage. The status can be one of the following: 
                       Submitted
                        -- The message payload is submitted to the MPC.  Pending
                        -- The message payload is pulled from MPC and encapsulated into an ebMS message that is pending to be sent.  Sent
                        -- The ebMS message is sent.     Delete message   Delete all messages   Delete all messages from all domains B2B ebMS Message Partition Channel Status Displays the status of the ebMS message partition channels (MPCs) for the DataPower Gateway.  status/b2b-transaction-log B2B   vViewerTransactions GeneratedID Int Transaction set ID System-assigned transaction set ID A system-assigned identifier that is common within same-transaction events.  vViewerTransactions TransactionID Int Transaction ID System-assigned transaction ID A system-assigned identifier.  vViewerTransactions Gateway String Gateway name Name of B2B Gateway Name of B2B Gateway.  vViewerTransactions Domain String Domain Name of domain Name of domain.  tEDIXMLMessageData SenderID String Sender ID ID of B2B message sender. ID of B2B message sender.  vViewerTransactions SenderName String Sender name Name of B2B message sender. Name of B2B message sender.  tEDIXMLMessageData ReceiverID String Receiver ID ID of B2B message receiver. ID of B2B message receiver.  vViewerTransactions ReceiverName String Receiver name Name of B2B message receiver. Name of B2B message receiver.  vViewerTransactions InboundURL URL Inbound URL URL of in-bound message request. URL of in-bound message request.  vViewerTransactions OutboundURL URL Outbound URL URL of out-bound message request. URL of out-bound message request.  vViewerTransactions MessageReceived Timestamp Input time Time message received. Time message received.  vViewerTransactions BeginMessageRetry Timestamp Begin message retry Time message retry. Time message retry.  vViewerTransactions ProcessingCompleted Timestamp Processing complete Time processing complete. Time processing complete.  vViewerTransactions ResultCode Resultcode Result code Processing result code. Processing result code.  vViewerTransactions MDNType String MDN type Type of MDN, if requested If an mdn was associated with this transaction, indicates if it was synchronous or asynchronous  vViewerTransactions MDNStatus String MDN status Status of MDN message. Status of MDN message.  vViewerTransactions MessageSent Timestamp Output time Time message was sent out-bound. Time message was sent out-bound.  vViewerTransactions MDNSent Timestamp MDN sent Time MDN was sent. Time MDN was sent.  vViewerTransactions MDNReceived Timestamp MDN received Time MDN was received. Time MDN was received.  253 tASHeaders MessageIDHeader String Message ID header ID of message header. ID of message header.  tASHeaders ContentTypeHeader String Content type header Type of content header. Type of content header.  tASHeaders ASFromHeader String AS From header 'From' message header information. 'From' message header information.  tASHeaders ASToHeader String AS To header 'To' message header information. 'To' message header information.  tASHeaders DateHeader String Date header Date in message header. Date in message header.  tASHeaders DispositionHeader String Disposition header Disposition header information. Disposition header information.  tASHeaders DispositionOptionsHeader String Disposition options header Disposition options header information. Disposition options header information.  tASHeaders ContentLengthHeader Int Content length header Header content length. Header content length.  tASHeaders ContentDispositionHeader String Content disposition header Header content disposition. Header content disposition.  tASHeaders OriginalMessageIDHeader String Original message ID header Original message ID header. Original message ID header.  tASHeaders MessageVersion Enumset       AS protocol version Version of AS protocol. Version of AS protocol.  tASHeaders IsInbound Int Is transaction inbound? Flag whether transaction is inbound. Flag whether transaction is inbound.  tASHeaders SubjectHeader String Subject header Subject header content. Subject header content.  tEDIXMLMessageData DocID String Document ID ID of message document. ID of message document.  tEDIXMLMessageData Doctype String Document type Type of message document. Type of message document.  tMessageDisposition Disposition String Message disposition Disposition of transaction message. Disposition of transaction message.  tASHeaders MessageWireIn String  tASHeaders MessageBody String  tASHeaders MessageWireOut String  tMessageDisposition MDNBody String  vViewerTransactions FilesCreatedBitMask Int Files created BitMask Files Created BitMask Files created BitMask  vViewerTransactions IntegrationID String Integration ID The ID used to correlate the transactions between this appliance and the backend systems The ID used to correlate the transactions between this appliance and the backend systems  tRetransmitInfo MaxResend Int MaxResend MaxResend MaxResend  tRetransmitInfo ResendStatus Resultcode Resend status The status of the manual resend This shows the status of the last manual resend at transport layer  tRetransmitInfo ResendCount Int Resend count The count of the manual resend The number of times the resend button has been pressed  tEBMSTxInfo MessageID String  tEBMSTxInfo RefToMessageID String  tEBMSTxInfo CPAID String  tEBMSTxInfo FromPartyID String  tEBMSTxInfo ToPartyID String  tEBMSTxInfo FromRole String  tEBMSTxInfo ToRole String  tEBMSTxInfo ConversationID String  tEBMSTxInfo Service String  tEBMSTxInfo ServiceType String  tEBMSTxInfo Action String  tEBMSTxInfo TimeToLive Timestamp  tEBMSTxInfo TimeToPersist Timestamp  tEBMSTxInfo SyncReplyMode Enumset     tEBMSTxInfo DuplicateElimination Toggle  tEBMSTxInfo AckRequested Toggle  tEBMSTxInfo AckUrl URL  tEBMSTxInfo ErrorUrl URL  tASHeaders MessageVersion String           B2B Transaction Log B2B transaction log reports  status/b2b-transaction-log B2B   vViewerTransactions GeneratedID Int Transaction set ID System-assigned transaction set ID A system-assigned identifier that is common within same-transaction events.  vViewerTransactions TransactionID Int Transaction ID System-assigned transaction ID A system-assigned identifier.  vViewerTransactions Gateway String Gateway name Name of B2B Gateway Name of B2B Gateway.  vViewerTransactions Domain String Domain Name of domain Name of domain.  tEDIXMLMessageData SenderID String Sender ID ID of B2B message sender. ID of B2B message sender.  vViewerTransactions SenderName String Sender name Name of B2B message sender. Name of B2B message sender.  tEDIXMLMessageData ReceiverID String Receiver ID ID of B2B message receiver. ID of B2B message receiver.  vViewerTransactions ReceiverName String Receiver name Name of B2B message receiver. Name of B2B message receiver.  vViewerTransactions InboundURL URL Inbound URL URL of in-bound message request. URL of in-bound message request.  vViewerTransactions OutboundURL URL Outbound URL URL of out-bound message request. URL of out-bound message request.  vViewerTransactions MessageReceived Timestamp Input time Time message received. Time message received.  vViewerTransactions BeginMessageRetry Timestamp Begin message retry Time message retry. Time message retry.  vViewerTransactions ProcessingCompleted Timestamp Processing complete Time processing complete. Time processing complete.  vViewerTransactions ResultCode Resultcode Result code Processing result code. Processing result code.  vViewerTransactions MDNType String MDN type Type of MDN, if requested If an mdn was associated with this transaction, indicates if it was synchronous or asynchronous  vViewerTransactions MDNStatus String MDN status Status of MDN message. Status of MDN message.  vViewerTransactions MessageSent Timestamp Output time Time message was sent out-bound. Time message was sent out-bound.  vViewerTransactions MDNSent Timestamp MDN sent Time MDN was sent. Time MDN was sent.  vViewerTransactions MDNReceived Timestamp MDN received Time MDN was received. Time MDN was received.  253 tASHeaders MessageIDHeader String Message ID header ID of message header. ID of message header.  tASHeaders ContentTypeHeader String Content type header Type of content header. Type of content header.  tASHeaders ASFromHeader String AS From header 'From' message header information. 'From' message header information.  tASHeaders ASToHeader String AS To header 'To' message header information. 'To' message header information.  tASHeaders DateHeader String Date header Date in message header. Date in message header.  tASHeaders DispositionHeader String Disposition header Disposition header information. Disposition header information.  tASHeaders DispositionOptionsHeader String Disposition options header Disposition options header information. Disposition options header information.  tASHeaders ContentLengthHeader Int Content length header Header content length. Header content length.  tASHeaders ContentDispositionHeader String Content disposition header Header content disposition. Header content disposition.  tASHeaders OriginalMessageIDHeader String Original message ID header Original message ID header. Original message ID header.  tASHeaders MessageVersion Enumset       AS protocol version Version of AS protocol. Version of AS protocol.  tASHeaders IsInbound Int Is transaction inbound? Flag whether transaction is inbound. Flag whether transaction is inbound.  tASHeaders SubjectHeader String Subject header Subject header content. Subject header content.  tEDIXMLMessageData DocID String Document ID ID of message document. ID of message document.  tEDIXMLMessageData Doctype String Document type Type of message document. Type of message document.  tMessageDisposition Disposition String Message disposition Disposition of transaction message. Disposition of transaction message.  tASHeaders MessageWireIn String  tASHeaders MessageBody String  tASHeaders MessageWireOut String  tMessageDisposition MDNBody String  vViewerTransactions FilesCreatedBitMask Int Files created BitMask Files Created BitMask Files Created BitMask  vViewerTransactions IntegrationID String Integration ID The ID used to correlate the transactions between this appliance and the backend systems The ID used to correlate the transactions between this appliance and the backend systems  tRetransmitInfo MaxResend Int MaxResend MaxResend MaxResend  tRetransmitInfo ResendStatus Resultcode Resend status The status of the manual resend This shows the status of the last manual resend at transport layer  tRetransmitInfo ResendCount Int Resend count The count of the manual resend The number of times the resend button has been pressed  tEBMSTxInfo MessageID String  tEBMSTxInfo RefToMessageID String  tEBMSTxInfo CPAID String  tEBMSTxInfo FromPartyID String  tEBMSTxInfo ToPartyID String  tEBMSTxInfo FromRole String  tEBMSTxInfo ToRole String  tEBMSTxInfo ConversationID String  tEBMSTxInfo Service String  tEBMSTxInfo ServiceType String  tEBMSTxInfo Action String  tEBMSTxInfo TimeToLive Timestamp  tEBMSTxInfo TimeToPersist Timestamp  tEBMSTxInfo SyncReplyMode Enumset     tEBMSTxInfo DuplicateElimination Toggle  tEBMSTxInfo AckRequested Toggle  tEBMSTxInfo AckUrl URL  tEBMSTxInfo ErrorUrl URL  tASHeaders MessageVersion String           B2B Transaction Log B2B transaction log reports  status/battery battery IDG  SailFish HS23   Battery installation date The date the battery was last replaced The date that the system battery was last marked as replaced. This will read "Unavailable" on DataPower 9001 and 9002 systems, as they do not track battery status. Battery Battery status Provides information about the battery.  status/change-groups change-groups-retry   Queue identifier Index of the entry in the queue An identifier for this particular queue change entry.  Queue position Position in the Queue The position in the queue of the current change entry.  Changing object domain Changing object domain The domain of the object needing a change group  Changing object class Changing object class The class (CLI) of the object needing a change group  Changing object name Changing object name The name of the object needing a change group  High water mark High water mark The deepest the queue has reached since boot  Event type Event type The type of change that is occurring (either for Commit or op-state change). Change Group Retry Queue Change group retry queue Changing objects that are awaiting a change group.  status/change-groups change-groups   Change group ID Change group ID The ID under which the object is held.  Flagged object (domain, class CLI, and object name) Flagged object The domain, class (CLI), and name of the object currently held in a change group.  Change group ID counts Change group ID counts The number of outstanding changes for the object in the change group.  Create time Create time The number of milliseconds since boot that the change group was created. Change Groups Change groups Outstanding/Held change groups.   cloud-connector-service-quiesce-status   Name The name of the Cloud Connector Service The name of the Cloud Connector Service  Quiesce state The quiesce state of the Cloud Connector Service The quiesce state of the Cloud Connector Service Cloud Connector Service Summary Cloud Connector Service summary   cloud-gateway-service-quiesce-status   Name The name of the Cloud Gateway Service The name of the Cloud Gateway Service  Quiesce state The quiesce state of the Cloud Gateway Service The quiesce state of the Cloud Gateway Service Cloud Gateway Service Summary Cloud Gateway Service summary  status/config-sequence-status config-sequence-status IDG   Sequence name Name of the configuration sequence object  Location File system location of the configuration script  File name File name of the configuration script  Start When DataPower started to run the script  Duration How long the script took to run (in seconds) seconds  Errors Number of errors caused by running the script  Warnings Number of warnings caused by running the script  Result log Location and name of the output result log file  Objects Number of objects created or modified by the script  Enabled Number of objects whose administrative state is enabled  Up Number of objects whose operational state is up  Status file Location and name of the output status file Configuration Sequence Status Configuration Sequence Object Information This provider shows information about the configuration scripts, their runtime healthiness, and the generated output files.  status/accepted-connections accepted-connections IDG   10 sec Number of connections accepted in the previous 10 seconds. The number of connections accepted in the previous 10 seconds.  1 min Number of connections accepted in the previous minute. The number of connections accepted in the previous minute.  10 min Number of connections accepted in the previous 10 minutes. The number of connections accepted in the previous 10 minutes.  1 hour Number of connections accepted in the previous hour. The number of connections accepted in the previous hour.  1 day Number of connections accepted in the previous 24 hours. The number of connections accepted in the previous 24 hours. Connections Accepted Details of the number of accepted connections Details of the number of accepted connections in the specified time periods.  status/countlimit-assembly-status countlimit-assembly-status IDG   Configuration name Configuration name Lists the name of the configuration where the count limit scheme is defined.  Level Configuration level Lists the configuration level where the count limit scheme is defined. Assembly count limit schemes are defined at the collection level.  Count limit name Count limit name Lists the name of the count limit scheme.  Max count Maximum count Lists the maximum allowed count.  Hard limit Whether requests are rejected when the threshold is exceeded The hard limit setting that determines whether to reject requests when the limit is exceeded.  Cache only Whether to use the cache first The cache setting that determines whether to use the local cache first to enforce the limit.  Is client Whether a client limit Whether to apply the limit to the client or an internal component. Client limits return 429 when exceeded. Non-client limits return 503 when exceeded.  API name The API name Lists the name of the API that the limit applies to.  Application ID Application ID Lists the application ID that the limit applies to.  Client ID Client ID Lists the client ID that the limit applies to.  Dynamic value Dynamic value for the limit The dynamic value for the limit.  Auto decrement Whether limit is auto-decremented Whether this count limit is auto-decremented.  Current count Current count Lists the current value of the counter for this limit.                Delete   Delete all records   Delete all records from all domains Assembly Count Limit Enforcement Metrics Assembly count limit enforcement status for the API Gateway Displays the assembly count limit enforcement status for the API Gateway.  status/cpu cpu IDG   10 sec Average CPU usage over the previous 10 seconds. % The average CPU usage over the the previous 10 seconds.  1 min Average CPU usage over the previous minute. % The average CPU usage over the the previous minute.  10 min Average CPU usage over the previous 10 minutes. % The average CPU usage over the the previous 10 minutes.  1 hour Average CPU usage over the previous hour. % The average CPU usage over the the previous hour.  1 day Average CPU usage over the previous day. % The average CPU usage over the the previous day. CPU Usage Details of CPU usage Details of CPU usage. The DataPower appliance is designed to efficiently use all of the available CPU. Values close to 100% are not necessarily indicative of a problem, provided that transaction latencies are not affected.  status/crypto-engine-deprecated IDG   Crypto accelerator type The crypto accelerator type. The hardware type that is installed. Type 2 is a pure accelerator. HSM, which is a module for secure storage of private keys, also performs on-board cryptographic operations.  Crypto accelerator status The crypto accelerator status. A status message from the accelerator. If the message is "HSM is uninitialized", you must initialize the HSM into one of the two FIPS 140-2 levels before you can use it.  Crypto accelerator FIPS 140-2 level Crypto accelerator FIPS 140-2 level. This information is applicable only to an appliance that has an HSM attached. Not initialized applies if the status message is "HSM is uninitialized". Levels 2 and 3 refer to the FIPS 140-2 level to which the HSM is initialized.  Crypto accelerator FIPS 140-2 role Crypto accelerator FIPS 140-2 role. This information is applicable only to an appliance that has an HSM attached. The HSM role that the appliance has assumed. Appliances with an HSM of type hsm1 never assume the role of Crypto Officer. Appliances with an HSM of type hsm2 need to assume the role of Crypto Officer in order to execute KWK cloning. All other operations require the role of Crypto User.  Disabled hardware features How much of the crypto hardware is diabled. Parts of the cryptographic hardware functionality may be be disabled either at user request or by entering certain crypto modes. This field shows what cryptographic hardware functionality is currently disabled. Crypto Accelerator Status (deprecated - use CryptoEngineStatus2) Crypto accelerator status This provider lists the type, status, and FIPS 140-2 level of the crypto accelerator.  status/crypto-engine crypto-engine IDG   Crypto accelerator type The crypto accelerator type. The hardware type that is installed. Type 2 is a pure accelerator. HSM, which is a module for secure storage of private keys, also performs on-board cryptographic operations.  Crypto accelerator status The crypto accelerator status. A status message from the accelerator. If the message is "HSM is uninitialized", you must initialize the HSM into one of the two FIPS 140-2 levels before you can use it.  Crypto accelerator FIPS 140-2 level Crypto accelerator FIPS 140-2 level. This information is applicable only to an appliance that has an HSM attached. Not initialized applies if the status message is "HSM is uninitialized". Levels 2 and 3 refer to the FIPS 140-2 level to which the HSM is initialized.  Crypto accelerator FIPS 140-2 role Crypto accelerator FIPS 140-2 role. This information is applicable only to an appliance that has an HSM attached. The HSM role that the appliance has assumed. Appliances with an HSM of type hsm1 never assume the role of Crypto Officer. Appliances with an HSM of type hsm2 need to assume the role of Crypto Officer in order to execute KWK cloning. All other operations require the role of Crypto User.  Disabled hardware features How much of the crypto hardware is disabled. Parts of the cryptographic hardware functionality may be be disabled either at user request or by entering certain crypto modes. This field shows what cryptographic hardware functionality is currently disabled. Crypto Accelerator Status Crypto accelerator status This provider lists the type, status, and FIPS 140-2 level of the crypto accelerator.  status/crypto-hw-disable crypto-hw-disable IDG   Target Target current disablement mode of cryptographic hardware Indicates the aspects of the cryptographic hardware that are expected to be currently disabled after the previous firmware reload.  Current Actual current disablement mode of cryptographic hardware Indicates the aspects of the cryptographic hardware that are actually disabled now. Current disablement mode should be equivalent to the target disablement mode unless a problem occurred during the previous firmware reload.  Pending target Target disablement mode of cryptographic hardware for next firmware reload Indicates the aspects of the cryptographic hardware that are expected to be disabled after the next firmware reload. Cryptographic Hardware Disablement Status Disablement status about cryptographic hardware This table provides status about cryptographic hardware disablement.  status/crypto-mode crypto-mode   Target Target current cryptographic mode Indicates the cryptographic mode that the firmware is expected to be running in currently. This is the mode that is requested in the previous run of the firmware and this mode is expected to take effect at the previous firmware reload.  Current Actual current cryptographic mode Indicates the cryptographic mode that the firmware is actually running in. The current mode should be equivalent to the target mode unless a problem occurred during the previous firmware reload.  Pending target Target cryptographic mode for next firmware reload Indicates the cryptographic mode that the firmware is expected to run in after the next firmware reload. Cryptographic Mode Status Status about cryptographic mode This table provides status about the appliance-wide cryptographic mode.  status/current sensors-current  90051U 90052U 9006 9007   Name The name of the current sensor. The name of the current sensor that is being monitored.  Value The most recent current reading. mA The most recent reading of the current sensor in milliamperes. There are only three significant digits.  Upper limit The maximum allowable current reading. mA The maximum allowable reading of the current sensor in milliamperes.  Status Status of the current reading. An indicator of whether the current reading is OK or the reading exceeds the upper critical threshold. If the status is not OK, check whether the temperature is too high or the fan does not work. If the temperature is normal and the fan works, the appliance must have failed. Replace the appliance. Current Sensors Current sensors Sensors that read electrical currents, from the power supplies and other components of the appliance.  status/date-time time   Local time Current local time. The current local time. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page.  Uptime: reload The time in seconds since the last reload or reboot. The total amount of time the appliance has been up since the last reload or reboot. Note that a 
                     shutdown and reload
                    resets this counter.  Time zone The name of the current effective time zone. The name of the time zone currently in effect, as set on the Time Settings page.  Time zone spec POSIX.1 timezone specification string. The POSIX.1 timezone specification. See time settings for more information.  Uptime: reboot The time in seconds that the appliance has been up since the last reboot. The total amount of time in seconds since the last reboot. Note that this counter is reset by a 
                     shutdown and reboot
                    , but not by a 
                     shutdown and reload
                    .  Uptime: reload The time in seconds since the last reload or reboot. The total amount of time the appliance has been up since the last reload or reboot. Note that a 
                     shutdown and reload
                    resets this counter.  Uptime: reboot The time in seconds that the appliance has been up since the last reboot. The total amount of time in seconds since the last reboot. Note that this counter is reset by a 
                     shutdown and reboot
                    , but not by a 
                     shutdown and reload
                    . Date and Time Date and time information. Date and time information. The  uptime: reload and  uptime: reboot values differ significantly if the system has undergone a reload since the last reboot.  status/date-time-deprecated   Local Time Current local time. The current local time. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page.  Time Zone The name of the current effective time zone. The name of the time zone currently in effect, as set on the Time Settings page.  Time Zone Spec POSIX.1 timezone specification string. The POSIX.1 timezone specification. See time settings for more information.  Uptime: reload The time in seconds since the last reload or reboot. The total amount of time the appliance has been up since the last reload or reboot. Note that a 
                     shutdown and reload
                    resets this counter.  Uptime: reboot The time in seconds that the appliance has been up since the last reboot. The total amount of time in seconds since the last reboot. Note that this counter is reset by a 
                     shutdown and reboot
                    , but not by a 
                     shutdown and reload
                    . Date and Time Date and time information. Date and time information. The  uptime: reload and  uptime: reboot values differ significantly if the system has undergone a reload since the last reboot.  status/debug-actions debug-actions IDG   Session ID Session ID The session identifier uniquely identifes a debug session.  Transaction ID Transaction ID The transaction identifier matches the "tid" that can be found in the system log.  Service name Service name The service name which the debug session is running in.  File location The file to be debugged The file location specifies the stylesheet or script to be debuged.  Remote address Source IP address The remote address shows the source IP address of the transaction that activates the debugger.  In use Debug session status Each debug session can have one connection. The In Use property indicates whether there is an active connection attached to the session.  Remote user The user who is connecting to the debug session. If the session is in use, the Remote User shows the name of the user who is connecting to this session.  User location IP address of the debugging user. If the session is in use, the User Location shows the IP address of the remote user.  Elapsed time Elapsed time in seconds The elapsed time specifies the time in seconds that has elapsed since the debug session started.     Cancel Debug Action Status Debug action status This status provider lists the active debug sessions in the current domain or in all domains.  status/dns-cache-host-obsolete IDG   Host name  IP address    DNS Cached Hosts  deprecated due to indexing problems  status/dns-cache-host-obsolete   Host name Host name cached during a successful DNS lookup The host name that the appliance located on a configured DNS server using a configured DNS search domain.  IP address The numeric address cached during a successful lookup of the host name The numeric IP address corresponding to the given host name.    DNS Cached Hosts List of DNS cache contents. The host name/IP address pairs that are currently stored in the DNS cache. A new entry is stored each time DataPower successfully looks up a host name on a DNS server. The name can be either fully qualified (for example, 
             servername.uk.ibm.com
            ), or a partial host name (for example, 
             servername
            ).  status/dns-cache-host-obsolete   Host name Host name cached during a successful DNS lookup The host name that the appliance located on a configured DNS server using a configured DNS search domain.  IP version IP address version The version of the IP address: ipv4 or ipv6.  IP address The numeric address cached during a successful lookup of the host name The numeric IP address corresponding to the given host name.  TTL Time to live from the DNS server for this host name The time to live that the DNS server provided for the host name.  IP preference Preferred IP address version The preferred IP address version.    DNS Cached Hosts List of DNS cache contents. The host name/IP address pairs that are currently stored in the DNS cache. A new entry is stored each time DataPower successfully looks up a host name on a DNS server. The name can be either fully qualified (for example, 
             servername.uk.ibm.com
            ), or a partial host name (for example, 
             servername
            ).  status/dns-cache-host dns-cache   Host name Host name cached during a successful DNS lookup The host name that the appliance located on a configured DNS server using a configured DNS search domain.  IP version IP address version The version of the IP address: ipv4 or ipv6.  IP address The numeric address cached during a successful lookup of the host name The numeric IP address corresponding to the given host name.  IP preference Preferred IP address version The preferred IP address version.  TTL Time to live from the DNS server for this host name The time to live that the DNS server provided for the host name.    DNS Cached Hosts List of DNS cache contents. The host name/IP address pairs that are currently stored in the DNS cache. A new entry is stored each time DataPower successfully looks up a host name on a DNS server. The name can be either fully qualified (for example, 
             servername.uk.ibm.com
            ), or a partial host name (for example, 
             servername
            ).  status/dns-name-server-obsolete   IP address IP address of the DNS server The numeric IP address for any DNS server that is configured for use on this appliance.  UDP port UDP port of the DNS server The UDP port number of the DNS server. (The default DNS UDP port is 53.) When the load balancing algorithm is first alive, this value is ignored.  TCP port The TCP port of the DNS server The TCP port number of the DNS server. (The default DNS TCP port is also 53.) When the load balancing algorithm is first alive, this value is ignored.  Maximum retries Number of connection retries to DNS target before failure is reported The maximum number of lookup requests that are sent to a given DNS name server before a connection failure is reported. However, if the load balancing algorithm is first alive, the individual host uses the top-level retry setting from DNS settings. DNS Servers A list of configured and acquired name servers.  status/dns-name-server name-servers   Search order index Index of the search order. The name servers will be searched for in the specified order.  IP address IP address of the DNS server The numeric IP address for any DNS server that is configured for use on this appliance.  UDP port UDP port of the DNS server The UDP port number of the DNS server. (The default DNS UDP port is 53.) When the load balancing algorithm is first alive, this value is ignored.  TCP port The TCP port of the DNS server The TCP port number of the DNS server. (The default DNS TCP port is also 53.) When the load balancing algorithm is first alive, this value is ignored.  Max retries Number of connection retries to DNS target before failure is reported The maximum number of lookup requests that are sent to a given DNS name server before a connection failure is reported. However, if the load balancing algorithm is first alive, the individual host uses the top-level retry setting from DNS settings. DNS Servers List of configured and acquired name servers. List of configured and acquired name servers.  status/dns-search-domain search-domains   Search domains Configured and acquired domain names A list of configured and acquired domain names. The list is used if a partial host name is submitted to the DNS service. Each domain name is appended to the partial host name, and a DNS host name lookup is attempted for the 
                     host.domain
                    pair until a name lookup succeeds or until the list is exhausted. DNS Search Domains List of configured and acquired search domains.  status/dns-static-host static-hosts   Host name Configured DNS host name or host alias The host name that represents a DNS static host or a host alias.  IP address The corresponding IP address The IP address that corresponds to the given host name.  Type Type of host entry The type of configured host entry. DNS Static Hosts A list of configured static hosts. A list of configured static hosts.  status/document-cache document-cache-status IDG   Manager The name of the XML manager that cached the document. The name of the XML manager that cached the document. Any single XML manager may be used by many services.  Max count The maximum number of documents allowed in the cache. The maximum number of documents allowed in the cache. When this number is reached, the oldest document is replaced with any new document.  Used count The number of documents in the cache. The number of documents in the cache.  Max size The maximum size in bytes of the cache. The maximum size in bytes of the cache.  Used size The number of bytes used in the cache. The number of bytes used in the cache.  Max size The maximum size in kibibytes of the cache. kibibytes The maximum size in kibibytes of the cache.  Used size The number of kibibytes used in the cache. kibibytes The number of kibibytes used in the cache.  Expired count The number of expired documents in the cache. The number of expired documents in the cache.     Flush Document Cache Processed documents cached by the device. A report of the processed documents cached by the device. Document caching improves execution times.  status/document-cache-global document-cache-status-global IDG   Domain The name of the domain. The name of the domain.  manager The name of the XML Manager that cached the document. The name of the XML Manager that cached the document. Any single XML Manager may be used by many services.  max count The maximum number of documents allowed in the cache. The maximum number of documents allowed in the cache. When this number is reached, the oldest document is replaced with any new document.  used count The number of documents in the cache. The number of documents in the cache.  max size The maximum size in kibibytes of the cache. kibibytes The maximum size in kibibytes of the cache.  used size The number of kibibytes used in the cache. kibibytes The number of kibibytes used in the cache. Global Document Cache Processed documents cached by the device. A report of the processed documents cached by the device. Document caching improves execution times.  status/document-status-obsolete IDG   Manager The name of the XML manager that cached the document. The name of the XML manager that cached the document. XML managers may be used by multiple services.  URL Location of the cached document. Location of the cached document.  Expiry Date and time at which this document will expire from the cache. Date and time at which this document will expire from the cache. Document Status Displays status information about documents in the document cache. Displays status information about documents in the document cache.  status/document-status document-status IDG   XML manager Name of XML manager The name of the XML manager managing the document.  Identifier Unique document identifier A unique identifier assigned to the document.  URL URL of original document The URL used to obtain the document.  Expiry The expiration time of the document. The time at which the document will expire from the cache.  Cache key The unique key used to lookup the document. The unique key used to lookup the document.  ETag Value of the ETag HTTP response header. The value of the ETag HTTP response header. This value is the unique identifier for a specific version of a document.      Flush Document Status Displays status information about documents in the document cache. Displays status information about documents in the document cache.  status/chkpoints chkpoints IDG   Date The date on which the configuration checkpoint was saved. The date on which this configuration checkpoint was saved.  Time The time at which the configuration checkpoint was saved. The time at which this configuration checkpoint was saved.  Checkpoint name The name given to this configuration checkpoint. The name of this configuration checkpoint.     Rollback    Remove Configuration Checkpoints Shows saved configuration checkpoints. A configuration checkpoint contains configuration data from a specific point in time. You can use configuration checkpoints to return to the configuration that was in place at the time that the checkpoint was created. Each checkpoint is uniquely identified by its name, date and time. The checkpoints are stored in the 
             chkpoints:
            directory.  status/memory-domains-deprecated IDG   Domain Domain name The name of the domain.  Services Current Current total memory usage by services. kilobytes Current total memory being used by all services of this domain.  Services 1 min Peak memory usage by services over the previous minute. kilobytes The peak memory usage by services of this domain over the previous minute.  Services 1 min - 5 min Peak memory usage by services in the interval between 1 and 5 minutes ago. kilobytes The peak memory usage by services of this domain in the interval between 1 and 5 minutes ago.  Services 5 min - 10 min Peak memory usage by services in the interval between 5 and 10 minutes ago. kilobytes The peak memory usage by services of this domain in the interval between 5 and 10 minutes ago.  Services 10 min - 1 hour Peak memory usage by services in the interval between 10 minutes and 1 hour ago. kilobytes The peak memory usage by services of this domain in the interval between 10 minutes and 1 hour ago.  Services 1 hour - 12 hours Peak memory usage by services in the interval between 1 and 12 hours ago. kilobytes The peak memory usage by services of this domain in the interval between 1 and 12 hours ago.  Services 12 hours - 1 day Peak memory usage by services in the interval between 12 hours and 1 day ago. kilobytes The peak memory usage by services of this domain in the interval between 12 hours and 1 day ago.  Services lifetime Peak memory usage by services. kilobytes The peak memory usage by services of this domain over its lifetime.  Document caches Memory usage by document caches. kilobytes Total memory usage by all document caches in this domain.  Stylesheet caches Memory usage by stylesheet caches. kilobytes Total memory usage by all stylesheet caches in this domain. Domains Memory Usage (deprecated - use DomainsMemoryStatus2) Details of memory usage by domain objects. Details of memory usage by services and caches for a specific domain.  status/memory-domains domains-memory IDG   Domain Domain name The name of the domain.  Services current Current total memory usage by services. megabytes Current total memory being used by all services of this domain.  Services 1 min Peak memory usage by services over the previous minute. megabytes The peak memory usage by services of this domain over the previous minute.  Services 1 min - 5 min Peak memory usage by services in the interval between 1 and 5 minutes ago. megabytes The peak memory usage by services of this domain in the interval between 1 and 5 minutes ago.  Services 5 min - 10 min Peak memory usage by services in the interval between 5 and 10 minutes ago. megabytes The peak memory usage by services of this domain in the interval between 5 and 10 minutes ago.  Services 10 min - 1 hour Peak memory usage by services in the interval between 10 minutes and 1 hour ago. megabytes The peak memory usage by services of this domain in the interval between 10 minutes and 1 hour ago.  Services 1 hour - 12 hours Peak memory usage by services in the interval between 1 and 12 hours ago. megabytes The peak memory usage by services of this domain in the interval between 1 and 12 hours ago.  Services 12 hours - 1 day Peak memory usage by services in the interval between 12 hours and 1 day ago. megabytes The peak memory usage by services of this domain in the interval between 12 hours and 1 day ago.  Services lifetime Peak memory usage by services. megabytes The peak memory usage by services of this domain over its lifetime.  Document caches Memory usage by document caches. kilobytes Total memory usage by all document caches in this domain.  Stylesheet caches Memory usage by stylesheet caches. kilobytes Total memory usage by all stylesheet caches in this domain. Domains Memory Usage Details of memory usage by domain objects. Details of memory usage by services and caches for a specific domain.  status/domain-status domains   Domain The name of the domain. The name of the domain.  Needs save Indicates whether the domain contains unsaved changes. Indicates whether the domain contains unsaved changes.  File capture Indicates whether the XML File Capture utility is enabled. Indicates whether the XML File Capture utility is enabled. This utility can only be enabled in the default domain.  Debug log Indicates whether the domain is using the debug logging level. Indicates whether the domain is employing debug logging level. At this level many messages are written to the log, which impacts performance.  Probe enabled Indicates whether a service in the domain has the probe enabled. Indicates whether a service in the domain has the probe enabled.  Diagnostics Indicates whether diagnostic tracing is enabled. Indicates whether diagnostic tracing is enabled. Note that diagnostic tracing applies to all domains.  Command Lists commands currently running on the domain. Provides a list of commands that are currently running on the domain. Use this column to confirm whether long-running commands have completed. Possible values are: 
                       no value
                        - there are no commands running on the domain. no domain - an Application Domain object is being deleted. restart domain - the domain is being restored to a state defined in a saved configuration file. reset domain - objects in the domain configuration are being deleted. write memswitch - the configuration is being saved. import-execute - importing an Import Package object. exec - a configuration script is running. domain - the domain is being created. backup - an archive of configuration data is being generated. save chkpoint - a checkpoint configuration file is being generated. test schema - an XML file is being tested against a schema. umount - a file system is being unmounted. configuring - the domain is being configured. secure-backup - the domain is being securely backed up. secure-restore - the domain is being restored from a secure backup.  Quiesce state Indicates the quiesce state of the domain. Indicates the quiesce state of the domain. Individually quiesced services within a domain are not reported here. Possible values are: 
                       Quiesce not in progress - this is the default status if the system is not quiesced. This will also be the status if individual services within the domain have been quiesced but the domain has not been quiesced.  Stopping new connections - the domain is being quiesced. Note that this state is only briefly active.  Waiting for persistent connections to complete - the domain is waiting for existing connections to complete before entering the 
                         Quiesced
                        state. Note that a timeout value is associated with the quiesce domain request. If the timeout value is reached before the existing connections complete then the domain will be forced into the 
                         Quiesced
                        state.  Waiting for services to stop The domain is waiting for all the services and protocols to reach an operational state of 
                         down
                        .  Quiesced - the domain is quiesced. The operational states of the domain and its services are 
                         down
                        . If the entire device is quiesced: all domains are in the 
                         Quiesced
                        state, all non-default domains have an operational state of 
                         down
                        , and new services in all non-default domains will not accept requests.  Unquiesce started - the domain has begun to start up from a quiesced state.  Unquiesce done - the domain is up and running after being quiesced. After a brief time this state will change to 
                         Quiesce not in progress
                        .  Error - there has been an error. Report this error to IBM support.  Unknown quiesce state - An internal has occurred, report this to IBM support.  Interface state Indicates the state of the networking interfaces of the appliance. Indicates the state of the networking interfaces of the appliance which affects all domains. Connections to only management interfaces is permitted when networking has an invalid configuration. Any values that indicate errors are present means the appliance is in this state and the value gives an indication as to which networking objects require attention. Possible values are:  Failsafe mode Indicates the failsafe startup mode of the appliance. Indicates the failsafe startup mode of the appliance. Failsafe modes are entered after the appliance unexpectedly restarts one or more times. Until you correct the problem, the appliance cannot accept and process client requests. Contact IBM support. Possible values are: Domain Status Information about the status of the domain. Information about the status of the domain. The data includes whether there are unsaved changes and whether any debugging option has been enabled.   domain-quiesce-status IDG   Name The name of the domain The name of the domain  Quiesce state The quiesce state of the domain The quiesce state of the domain Domain Summary Domain summary  status/qm dynamic-mqqm MQ   Queue manager Name of the dynamic IBM MQ queue manager Name of the dynamic IBM MQ queue manager.  Established connections Number of connections established Number of connections established.  Received messages Number of messages received by this queue manager Number of messages received by this queue manager.  Sent messages Number of messages sent by this queue manager Number of messages sent by this queue manager.  Received faults Number of errors detected by this queue manager during receive operations Number of errors detected by this queue manager during receive operations.  Sent faults Number of errors detected by this queue manager during send operations Number of errors detected by this queue manager during send operations. Dynamic IBM MQ Queue Manager Status Message statistics for dynamic IBM MQ queue managers Message statistics for dynamic IBM MQ queue managers.  status/dynamic-tibco-ems dynamic-tibco-ems Tibco-EMS   Queue manager Name of the TIBCO EMS server object Name of the TIBCO EMS server object.  Received messages Number of messages received by this server Number of messages received by this server.  Sent messages Number of messages sent by this server Number of messages sent by this server.  Received faults Number of errors detected by this server during receive operations Number of errors detected by this server during receive operations.  Sent faults Number of errors detected by this server during send operations Number of errors detected by this server during send operations. Dynamic TIBCO EMS Status Status of the Dynamic TIBCO Enterprise Message Service Status of the Dynamic TIBCO Enterprise Message Service.   source-ebms2-quiesce-status B2B   Name The name of the EBMS2 source protocol handler The name of the EBMS2 source protocol handler  Quiesce state The quiesce state of the EBMS2 source protocol handler The quiesce state of the EBMS2 source protocol handler EBMS2 Source Protocol Handler Summary EBMS2 source protocol handler summary   source-ebms3-quiesce-status B2B   Name The name of the EBMS3 source protocol handler The name of the EBMS3 source protocol handler  Quiesce state The quiesce state of the EBMS3 source protocol handler The quiesce state of the EBMS3 source protocol handler EBMS3 Source Protocol Handler Summary EBMS3 source protocol handler summary  status/sensors-fans sensors-fans  90051U 90052U 9006 9007   Fan ID The identification for the fan.  Speed RPM The speed of the fan in revolutions per minute (RPM).  Minimum The minimum allowable fan speed. The lowest allowable reading of the fan speed sensor.  Status Status of the current fan speed reading. An indicator of whether the current fan speed is OK or the fan speed is below the lower critical threshold. If the status is not OK, replace the fan (if replacing the fan is applicable on the machine type of the appliance); otherwise, replace the appliance.  Maximum The maximum allowable fan speed. The highest allowable reading of the fan speed sensor. If the maximum speed for a fan does not exist, no value is displayed. Fan Sensors System fan speeds Sensors that read fan speeds, from the fans in the appliance.  status/environment-obsolete RealHardware   Ambient temperature C  CPU 1 temperature C  CPU 2 temperature C  CPU 1 fan speed RPM  CPU 2 fan speed RPM  Chassis fan 1 speed RPM  Chassis fan 2 speed RPM  Chassis fan 3 speed RPM  Intrusion detected  3.3 Voltage V  5 Voltage V  12 Voltage V  Power supply status  Battery installation date  Check intrusion detection Environmental Sensors Temps, speeds, etc Obsolete status provider for temperatures, fan speeds, and other environmental measurements. It only reads the sensors of the older platforms, and is not updated. See EnvironmentalSensors2Table.  status/ethernet-counters ethernet-counters RealHardware   1 2147483647 ifIndex The SNMP ifIndex The value of the SNMP ifIndex column in the ifTable for this interface.  Name The interface name The configuration name of this interface.  Received unicast packets Received unicast packets packets The number of unicast packets received on this interface.  Received multicast packets Received multicast packets packets The number of multicast packets received on this interface.  Received broadcast packets Received broadcast packets packets The number of broadcast packets received on this interface.  Transmitted unicast packets Transmitted unicast packets packets The number of unicast packets transmitted on this interface.  Transmitted multicast packets Transmitted multicast packets packets The number of multicast packets transmitted on this interface.  Transmitted broadcast packets Transmitted broadcast packets packets The number of broadcast packets transmitted on this interface.  Received octets Received octets bytes The number of bytes received on this interface at the MAC level.  Transmitted octets Transmitted octets bytes The number of bytes transmitted on this interface at the MAC level.  Receive errors Receive errors The total number of receive errors on this interface.  Transmit errors Transmit errors The total number of transmit errors on this interface.  Transmit discards Transmit discards The number of packets not transmitted for flow control reasons.  Receive alignment errors Receive alignment errors The number of packets received on this interface that were not an integral number of bytes in length.  Receive checksum errors Receive checksum errors The number of packets received on this interface with an invalid Frame Check Sequence (checksum). This does not include FCS errors on packets that were too long or too short.  Transmitted with single collsion Transmitted with single collsion The number of packets sucessfully transmitted on this interface after a single collision. This can only happen when the interface is running in Half-Duplex mode.  Transmitted with multiple collsions Transmitted with multiple collsions The number of packets sucessfully transmitted on this interface after multiple collisions, but less than 16 collisions. This can only happen when the interface is running in Half-Duplex mode.  Transmit SQE test errors Transmit SQE test errors The number of times that an SQE test error was encountered. This only can happen when the link is operating in 10BASE-T Half-Duplex.  Deferred transmissions Deferred transmissions The number of frames for which the first transmission attempt was deferred because the medium was busy. This can only happen when the interface is running in Half-Duplex mode.  Late collisions Late collisions The number of times that a collision was detected later than one slot time after the transmission of a packet. This can only happen when the interface is running in Half-Duplex mode.  Excessive collisions Excessive collisions The number of times that transmission of a packet failed because it encountered sixteen collisions in a row. This can only happen when the interface is running in Half-Duplex mode.  Internal MAC transmit errors Internal MAC transmit errors The number of times that transmission of packets failed due to errors inside the MAC layer of the Ethernet interface. These may be due to temporary resource limitations.  Carrier sense errors Carrier sense errors The number transmitted packets during which there were failures of carrier sense. This can only happen when the interface is running in Half-Duplex mode.  Received frame too shorts Received frame too shorts The number of received packets that were shorter than 64 bytes. This can be the result of a collision. Such packages are also known as runts.  Received frame too longs Received frame too longs The number of received packets that were longer than the configured MTU. This can be the result of a collision, as well as due to incompatible configuration.  Internal MAC receive errors Internal MAC receive errors The number of times that reception of packets failed due to errors inside the MAC layer of the Ethernet interface. These may be due to temporary resource limitations.  Received pause frames Received pause frames The number of pause frames received.  Transmitted pause frames Transmitted pause frames The number of pause frames transmitted. Ethernet Counters Statistics for each Ethernet device on the system. This table provides the detailed statistics available for each Ethernet device on the system. Note that different interfaces on different models keep different statistics, so some entries in this table may have no value.  status/interface-obsolete IDG   Interface Name of the Ethernet interface The name of the Ethernet interface.  IP address IP address for the interface The IP address for the interface.  MAC address Physical address of the interface The working physical address of the Ethernet interface. The default value is programmed in the Ethernet hardware. Interfaces configured for standby mode use a configured physical address.  Status Current link state of the interface The current link state of the interface.  Negotiate Current negotiation status The current Ethernet negotiation status of the interface.  Mode Ethernet port operational mode The actual fixed, configured, or negotiated Ethernet PHY mode of the interface. The value includes the speed and the duplex mode.  MTU Current Maximum Transmission Unit The current Maximum Transmission Unit (MTU) for the interface.  RX kbytes Kilobytes of traffic received The number of kilobytes of traffic that the interface received. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  RX packets Number of packets received The number of packets that the interface received. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  RX errors Number of errors encountered during reception The number of errors that the interface encountered during reception. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  RX drops Number of received packets dropped The number of received packets that the interface dropped. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  TX kbytes Kilobytes of traffic transmitted The number of kilobytes of traffic that the interface transmitted. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  TX packets Number of packets transmitted The number of packets that the interface transmitted. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  TX errors Number of transmission errors The number of errors that the interface encountered during transmission. When read via SNMP, Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  TX drops Number of packets dropped during transmission The number of packets that the interface dropped during transmission. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  Collisions Number of collisions encountered The number of collisions on the interface. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  RX bytes Bytes of traffic received The number of bytes of traffic that the interface received.  RX packets Number of packets received The number of packets that the interface received.  RX errors Number of errors encountered during reception The number of errors that the interface encountered during reception.  RX drops Number of received packets dropped The number of received packets that the interface dropped.  TX bytes Bytes of traffic transmitted The number of bytes of traffic that the interface transmitted.  TX packets Number of packets transmitted The number of packets that the interface transmitted.  TX errors Number of transmission errors The number of errors that the interface encountered during transmission.  TX drops Number of packets dropped during transmission The number of packets that the interface dropped during transmission.  Collisions Number of collisions encountered The number of collisions on the interface.  Flow control negotiate Status of Ethernet flow control autonegotiation Specifies whether IEEE 802.3x Ethernet PAUSE frame autonegotiation been performed on this interface.  Flow control Status of Ethernet flow control Status of IEEE 802.3x Ethernet flow control using PAUSE frames, as configured or auto-negotiated on this interface. Ethernet Interfaces Status of all Ethernet network interfaces on the appliance. This table provides the status of all Ethernet network interfaces on the appliance.  status/ethernet-mau ethernet-mau RealHardware   1 2147483647 ifIndex The SNMP ifIndex The value of the SNMP ifIndex column in the ifTable for this interface.  Name The interface name The configuration name of this interface.  1 32 MAU index The index of this MAU on this Ethernet interface The index of this particular MAU on this Ethernet interface.  Link status Current MAU link status The current MAU link status.  Jabber Current MAU jabber state The current MAU jabber error state.  Remote auto-negotiation Remote end auto-negotiation support Does the remote end support auto-negotiation. Will be notDetected if no FLP bursts received.  Auto-negotiation status Current status of auto-negotiation The current status of the auto-negotiation process.  Capabilities The capabilities of this Ethernet MAU The capabilities of this Ethernet MAU.  Capabilities advertised The capabilities of this Ethernet MAU advertised in auto-negotiation The capabilities of this Ethernet MAU being advertised in auto-negotiation.  Link partner capabilities The capabilities this Ethernet MAU received in auto-negotiation The capabilities of the peer Ethernet MAU received by auto-negotiation.  Advertising remote fault Local fault causing advertising of remote fault Whether a local fault is causing advertising of remote fault to peer.  Receiving remote fault Remote fault causing reception of remote fault Whether a remote fault is causing reception of remote fault from peer. Ethernet MAU This table provides the device-specific status of Ethernet MAUs on the system. This table provides the device-specific status of Ethernet MAUs on the system. Note that some interfaces do not support this feature.  status/ethernet-mii-registers ethernet-mii-registers RealHardware   1 2147483647 ifIndex The SNMP ifIndex The value of the SNMP ifIndex column in the ifTable for this interface.  Name The interface name The configuration name of this interface.  1 32 MAU index The index of this MAU on this Ethernet interface The index of this particular MAU on this Ethernet interface.  Control register Value of MII control register The current read value of the MII control register on this MAU.  Status register Value of MII status register The current read value of the MII status register on this MAU.  PHY identifier high register Value of PHY identifier high register The current read value of the MII PHY identifier high register on this MAU.  PHY identifier low register Value of PHY identifier low register The current read value of the MII PHY identifier low register on this MAU.  Auto-negotiation advertisement register Value of MII auto-negotiation advertisement register The current read value of the MII auto-negotiation advertisement register on this MAU.  Auto-negotiation link partner base page ability register Value of MII auto-negotiation link partner base page ability register The current read value of the MII auto-negotiation link partner base page ability register on this MAU.  Auto-negotiation expansion register Value of MII auto-negotiation expansion register The current read value of the MII auto-negotiation expansion register on this MAU.  Auto-negotiation next page transmit register Value of MII auto-negotiation next page transmit register The current read value of the MII auto-negotiation next page transmit register on this MAU.  Auto-negotiation link partner received next page register Value of MII auto-negotiation link partner received next page register The current read value of the MII auto-negotiation link partner received next page register on this MAU.  Master slave control register register Value of MII master slave control register register The current read value of the MII master slave control register register on this MAU.  Master slave status register register Value of MII master slave status register register The current read value of the MII master slave status register register on this MAU.  PSE control register Value of MII PSE control register The current read value of the MII PSE control register on this MAU.  PSE status register Value of MII PSE status register The current read value of the MII PSE status register on this MAU.  MMD access control register Value of MII MMD access control register The current read value of the MII MMD access control register on this MAU.  MMD access address data register Value of MII MMD access address data register The current read value of the MII MMD access address data register on this MAU.  Extended status register Value of MII extended status register The current read value of the MII extended status register on this MAU.  Vendor register 16 Value of MII vendor register 16 The current read value of the MII vendor register 16 on this MAU.  Vendor register 17 Value of MII vendor register 17 The current read value of the MII vendor register 17 on this MAU.  Vendor register 18 Value of MII vendor register 18 The current read value of the MII vendor register 18 on this MAU.  Vendor register 19 Value of MII vendor register 19 The current read value of the MII vendor register 19 on this MAU.  Vendor register 20 Value of MII vendor register 20 The current read value of the MII vendor register 20 on this MAU.  Vendor register 21 Value of MII vendor register 21 The current read value of the MII vendor register 21 on this MAU.  Vendor register 22 Value of MII vendor register 22 The current read value of the MII vendor register 22 on this MAU.  Vendor register 23 Value of MII vendor register 23 The current read value of the MII vendor register 23 on this MAU.  Vendor register 24 Value of MII vendor register 24 The current read value of the MII vendor register 24 on this MAU.  Vendor register 25 Value of MII vendor register 25 The current read value of the MII vendor register 25 on this MAU.  Vendor register 26 Value of MII vendor register 26 The current read value of the MII vendor register 26 on this MAU.  Vendor register 27 Value of MII vendor register 27 The current read value of the MII vendor register 27 on this MAU.  Vendor register 28 Value of MII vendor register 28 The current read value of the MII vendor register 28 on this MAU.  Vendor register 29 Value of MII vendor register 29 The current read value of the MII vendor register 29 on this MAU.  Vendor register 30 Value of MII vendor register 30 The current read value of the MII vendor register 30 on this MAU.  Vendor register 31 Value of MII vendor register 31 The current read value of the MII vendor register 31 on this MAU. Ethernet MII Registers The MII registers of all Ethernet MAUs on the system having access to the MII registers. This table provides the MII registers of all Ethernet MAUs on the system having access to the MII registers. Note that some interfaces provide data only for a subset of the registers and some interfaces don't provide any register data at all.  status/failure-notification-obsolete   Date created Date and time the error report was created Date and time the error report was created.  Reason Event that triggered the creation of this error report Date and time the error report was created.  Upload status Upload attempted success or failure status Date and time the error report was created.  Location Location the error report was written to Date and time the error report was created. Failure Notification Failure notification history. Deprecated due to indexing problems  status/failure-notification failure-notification-status   Date created Date and time the error report was created Date and time the error report was created, in the format of YYYYMMDDHHMMSSMILTMZ where MIL is millisecond and TMZ is timezone.  Reason Event that triggered the creation of this error report Event that triggered the creation of this error report.  Upload status Upload attempted success or failure status Upload attempted success or failure status.  Location Location the error report was written to Location the error report was written to. Failure Notification Status Failure notification history Failure notification maintains a history of recently generated error reports. The number of entries maintained depends on the configuration of report history kept under failure notification. Status is only available when upload report option is enabled.  status/fibre-channel-luns fibre-channel-luns FibreChannel   LUID Unique LUN ID. Unique ID of a SAN LUN.  HBA Host Bus Adapter instance. Host Bus Adapter instance.  SCSI LUN Logical unit number. Logical unit number assigned by the operating system to the logical unit.  WWPN World-wide port number of the target. World-wide name of the target port to be queried for information about the logical unit. Discovered fibre channel LUNs List of discovered fibre channel LUNs. List of discovered fibre channel LUNs.  status/fibre-channel-volume-status fibre-channel-volume-status FibreChannel   Volume Fibre Channel volume name. Name of the Fibre Channel volume.  LUID LUN ID of the volume. Unique LUN ID used by the volume.  OpStatus Operational state of the volume object. Operational state of the volume object.  Link Status Link status for the volume. Status of the link to the Fibre Channel volume. Fibre Channel Volumes Show the status of Fibre Channel volumes. Show the status of Fibre Channel volumes.  status/file-poller file-poller IDG   Type The type of file poller The type of file poller.  Name The name of the file poller The name of the file poller.  Directory to poll The directory to poll The directory on the remote server to poll.  Number of polls The number of times the target directory was polled The number of times that the file handler polled the target directory.  Average transactions per poll The average number of transactions that the poll sequence started The average number of transactions that the poll sequence started.  Seized files Number of transactions started by another poller but finished by this one The number of transactions that another poller started but this poller finished.  Polls without transactions The number of poll sequences that yielded no transactions The number of poll sequences that yielded no transactions. File Poller Status File poller status Status of all file pollers.  status/filessystem filesystem   Free encrypted space Free, or unused and available, encrypted storage space on the device. Mbytes Free, or unused and available, encrypted storage space on the device. All files placed in encrypted storage are automatically encrypted for security by the device.  Total encrypted space Total encrypted storage space on the device. Mbytes Total encrypted storage space on the device (the maximum capacity). All files placed in encrypted storage are automatically encrypted for security by the device.  Free unencrypted space Free, or unused and available, unencrypted storage space on the device. Mbytes Free, or unused and available, unencrypted storage space on the device. All files placed in unencrypted storage are not encrypted for security by the device.  Total unencrypted space Total unencrypted storage space on the device. Mbytes Total unencrypted storage space on the device. All files placed in unencrypted storage are not encrypted for security by the device.  Free temporary space Free, or unused and available, temporary storage space on the device. Mbytes Free, or unused and available, temporary storage space on the device. The device uses temporary storage for processing, logging and debugging.  Total temporary space Total temporary storage space on the device. Mbytes Total temporary storage space on the device. The device uses temporary storage for processing, logging and debugging.  Free internal space Free, or unused and available, internal storage space on the device. Mbytes Free, or unused and available, internal storage space on the device. The device uses internal storage for import, export, firmware upgrades and debug captures.  Total internal space Total internal storage space on the device. Mbytes Total internal storage space on the device. The device uses internal storage for import, export, firmware upgrades and debug captures. Filesystem Information A report of the current usage of storage capacity on the device.  status/firmware-deprecated   Install The type of the firmware installation type The type of the firmware installation type. Can be primary or secondary. The secondary firmware image is used when rolling back the firmware.  Version The version of this firmware image The version of this firmware image.  Build The specific build of this firmware image The specific build of this firmware image.  Build date Date of the firmware build Date of the firmware build.  Install date Date that this firmware was installed Date that this firmware was installed.  Restart count Number of times this firmware images has been restarted The number of times the firmware image was restarted through an appliance reboot or a firmware reload. The count is from the initial firmware load on the appliance till the current time. The count is independent of firmware version. Firmware Information Information about current firmware installations Information about the current firmware installations.  status/firmware firmware   Install The type of the firmware installation type The type of the firmware installation type. Can be primary or secondary. The secondary firmware image is used when rolling back the firmware.  Version The version of this firmware image The version of this firmware image.  Build The specific build of this firmware image The specific build of this firmware image.  Build date Date of the firmware build Date of the firmware build.  Delivery type Delivery type of the firmware. Indicates the delivery type.  Install date Date that this firmware was installed Date that this firmware was installed.  Restart count Number of times this firmware images has been restarted The number of times the firmware image was restarted through an appliance reboot or a firmware reload. The count is from the initial firmware load on the appliance till the current time. The count is independent of firmware version. Firmware Information Information about current firmware installations Information about the current firmware installations.  status/firmware-version-deprecated IDG   Serial The serial number of the appliance. The serial number of the appliance. This number is unique to each appliance.  Version The version of the firmware. The version of the firmware.  Level The level of the firmware. The level of the firmware.  Build The build number of the firmware. The build number of the firmware.  Build date The date of the build. The date on which the firmware was built.  Watchdog build The build number of the system health monitor. The build number of the system health monitor.  Installed DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  Running DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  XML accelerator The type of XML accelerator. The type of XML accelerator.  Machine type Machine type of the appliance. The IBM machine type of the appliance.  Model type Model type of the appliance. The IBM model type of the appliance.  Tenant name Name of DP tenant. The name of DP tenant, '--' for drouter-0 (a.k.a. "landlord"). Version Information (deprecated - use FirmwareVersion2) Firmware version and components as well as machine and model types. This provider lists the version of the firmware and its components as well as the machine and model type for the appliance. You will need this information to report problems.  status/firmware-version-deprecated   Serial The serial number of the appliance. The serial number of the appliance. This number is unique to each appliance.  Version The version of the firmware. The version of the firmware.  Level The level of the firmware. The level of the firmware.  Build The build number of the firmware. The build number of the firmware.  Build date The date of the build. The date on which the firmware was built.  Watchdog build The build number of the system health monitor. The build number of the system health monitor.  Installed DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  Running DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  XML accelerator The type of XML accelerator. The type of XML accelerator.  Machine type Machine type of the appliance. The IBM machine type of the appliance.  Model type Model type of the appliance. The IBM model type of the appliance.  Tenant name Name of DP tenant. The name of DP tenant, '--' for drouter-0 (a.k.a. "landlord"). Version Information (deprecated - use FirmwareVersion3) Firmware version and components as well as machine and model types. This provider lists the version of the firmware and its components as well as the machine and model type for the appliance. You will need this information to report problems.  status/firmware-version firmware-version   Serial The serial number of the appliance. The serial number of the appliance. This number is unique to each appliance.  Version The version of the firmware. The version of the firmware.  Level The level of the firmware. The level of the firmware.  Build The build number of the firmware. The build number of the firmware.  Build date The date of the build. The date on which the firmware was built.  Delivery type Delivery type of the firmware. Indicates the delivery type.  Watchdog build The build number of the system health monitor. The build number of the system health monitor.  Installed DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  Running DPOS The version number of the DataPower appliance manager. The version number of the DataPower appliance manager.  XML accelerator The type of XML accelerator. The type of XML accelerator.  Machine type Machine type of the appliance. The IBM machine type of the appliance.  Model type Model type of the appliance. The IBM model type of the appliance.  Tenant name Name of DP tenant. The name of DP tenant, '--' for drouter-0 (a.k.a. "landlord"). Version Information Firmware version and components as well as machine and model types. This provider lists the version of the firmware and its components as well as the machine and model type for the appliance. You will need this information to report problems.   source-ftp-poller-quiesce-status   Name The name of the FTP file poller source protocol handler The name of the FTP file poller source protocol handler  Quiesce state The quiesce state of the HTTP source protocol handler The quiesce state of the HTTP source protocol handler FTP File Poller Source Protocol Handler Summary FTP file poller source protocol handler summary FTP file poller source protocol handler summary   source-ftp-server-quiesce-status   Name The name of the FTP server source protocol handler The name of the FTP server source protocol handler  Quiesce state The quiesce state of the FTP server source protocol handler The quiesce state of the FTP server source protocol handler FTP Server Source Protocol Handler Summary FTP server source protocol handler summary FTP server source protocol handler summary  status/gateway-peering-cache-status gateway-peering-cache-status IDG   Gateway Peering Name of the gateway peering instance The name of the gateway peering instance that the cache belongs to.  Component Component that represents the cache data  The component that represents the cache data for the gateway peering instance.  When 
                             API-Rate-Limit
                            , the 
                             preflow
                            data during the processing of the API rate limit action. When 
                             Assembly-Rate-Limit
                            , the 
                             assembly
                            data during the processing of the assembly rate limit action. When 
                             Subscription
                            , the data is for subscribers.  Entries Number of entries in the cache The number of entries in the cache for the gateway peering instance. Gateway Peering Cache Status Information about the cache for gateway peering instances Displays status information about the cache for gateway peering instances.  status/gateway-peering-cluster gateway-peering-cluster-status IDG   Address Member IP address The IP address that identifies the member in a cluster group.  Primary Primary Whether this member is primary in the peer group.  Link status Link healthiness Healthiness of the network connection from this member to the primary.  Node ID Node ID The ID for the node.  Secondary list Secondary list List of the secondary nodes for the specific address when the address is primary.  Slots Slots Display the slots information for the node.  Key count Key count The total number of keys that are stored across all databases.  Bytes per key Bytes per key The ratio between net memory use and the key count. Gateway Peering Cluster Status Gateway peering cluster status Displays the list of cluster members and their individual status.  status/gateway-peering-key-status gateway-peering-key-status IDG   Gateway peering Name of the gateway peering instance The name of the gateway peering instance that the keys belong to.  Component Component that represents the key data  The component that represents the key data in the gateway peering instance.  When 
                             API-Rate-Limit
                            , the 
                             preflow
                            data during the processing of the API rate limit action. When 
                             Assembly-Rate-Limit
                            , the 
                             assembly
                            data during the processing of the assembly rate limit action. When 
                             Assembly-Count-Limit
                            , the 
                             assembly
                            data during the processing of the assembly count limit action. When 
                             GatewayScript-Concurrent
                            , the concurrent transaction data during the processing of GatewayScript rate limiting. When 
                             GatewayScript-Count
                            , the counter data during the processing of GatewayScript rate limiting. When 
                             GatewayScript-Rate
                            , the rate-based data during the processing of GatewayScript rate limiting. When 
                             GatewayScript-TokenBucket
                            , the token bucket data during the processing of GatewayScript rate limiting. When 
                             Subscription
                            , the data is for subscribers.  Keys Number of keys in the gateway peering instance The number of keys in the gateway peering instance. Gateway Peering Key Status Information about the keys in gateway peering instances Displays status information about the keys in gateway peering instances.  status/gateway-peering gateway-peering-status IDG   Address Member IP address The IP address that identifies the member in a peer group.  Configuration name Gateway Peering configuration name The name of the gateway Peering configuration that defines the member.  Pending updates Pending updates Number of outstanding commands on this member.  Replication offset Replication offset  The replication offset of a member will match the offset of the primary when they share the same data replication.  Note: Data is replicated asynchronously as a constant stream of updates, so small deltas are expected between each of the members in the peer group.  Link status Link healthiness Healthiness of the network connection from this member to the primary.  Primary Primary Whether this member is primary in the peer group. Gateway Peering Status Gateway peering status Displays the list of peer members and their individual status.  status/gatewayscript gatewayscript-status IDG   Available run times Available run times Number of available run times, which is total minus in-use.  In-use run times In-use run times Number of in-use run times that are currently processing GatewayScript.  Queued work Queued work Number of pending work items awaiting an available run time.  Runtime failures Runtime failures Number of times that a run time exited due to a fatal error. GatewayScript Runtime Status GatewayScript runtime status Displays the GatewayScript runtime status.  status/gateway-transactions gateway-transactions IDG   Application domain Application domain transaction is in The Application domain that the underlying service configuration object for this transaction is configured in.  Class CLI name of the type of Gateway The name used in the CLI for this class of Gateway (type of object).  Name Object name The name of the service configuration object that this transaction was created from.  Transaction ID Transaction ID The unique Transaction ID of this transaction, as used in logging.  Transaction count Transaction count The count of the number of transactions already completed on this service object.  Start time Start time The time at which the transaction started.  Front URL Front side URL The URL of the front side of the transaction.  Front original URL Front side original URL The original URL of the front side of the transaction.  Front file des Front side file descriptor The file descriptor of the front side TCP socket. Will be -1 if there is none.  Remote addr type Front remote address type The type of address of the remote end of the front-side TCP connection.  Remote address Front remote address The IP address of the remote end of the front-side TCP connection.  Remote port Front remote port The TCP port of the remote end of the front-side TCP connection.  Local addr type Front local address type The type of address of the local end of the front-side TCP connection.  Local address Front local address The IP address of the local end of the front-side TCP connection.  Local port Front local port The TCP port of the local end of the front-side TCP connection.  Back URL Back side URL The URL of the back side of the transaction, if any.  Back file des Back side file descriptor The file descriptor of the back side TCP socket. Will be -1 is there is none.  Result code Result code The current result code of this transaction.  Deferred error Deferred error result code The deferred result code of this transaction.  Major state Major state Proprietary internal major state.  Flags 1 Flags 1 Proprietary flags.  Flags 2 Flags 2 Proprietary flags.  Flags 3 Flags 3 Proprietary flags. Gateway Active Transactions This table provides a list of active transactions. This table provides a list of currently active Gateway transactions. It is primarily for IBM Customer Service use in debugging problems. It is subject to change without advance notice of deprecation. Do not depend on this table.  status/graphql-status graphql-status IDG   API definition API definition The name of the API definition.  Overestimation threshold percentage Overestimation threshold percentage The percentage used to determine the overestimation threshold.  Overestimated field cost Overestimated field cost The number of transaction responses that have a field cost that is less than the field cost threshold of the request.  Overestimated type cost Overestimated type cost The number of transaction responses that have a type cost that is less than the type cost threshold of the request.  Underestimated field cost Underestimated field cost The number of transaction responses that have a field cost that is greater than the field cost threshold of the request.  Underestimated type cost Underestimated type cost The number of transaction responses that have a type cost that is greater than the type cost threshold of the request.  Total number of transactions Total number of transactions The total number of GraphQL transactions for the API.  HTML transaction HTML transaction The number of transactions for GraphQL HTML page.  Standard introspection Standard introspection The number of transactions that were recognized as standard GraphQL introspection.  Custom introspection Custom introspection The number of transactions that were recognized as custom GraphQL introspection.  No introspection No introspection The number of transactions that did not contain introspection fields. GraphQL Status GraphQL status for the appliance Displays the status of GraphQL transactions for the APIs in the domain.  status/hsm-keys hsm-keys HSM   Key handle Handle provided for this key. Handle provided for this key.  Key type Type of key. Type of key.  Key URL URL of the key. URL of the key.  Bit length Bit length used by this key. Bit length used by this key.  Exportable Identifies whether this key can be exported Identifies whether this key can be exported.      Delete HSM Keys List of keys in the HSM. List of keys in the HSM.  status/http-connections http-connections IDG   XML manager The XML manager for the HTTP connection The XML manager for the HTTP connection.  Request 10s Number of requests in the previous 10 seconds Number of requests in the previous 10 seconds.  Request 1m Number of requests in the previous minute Number of requests in the previous minute.  Request 10m Number of requests in the previous 10 minutes Number of requests in the previous 10 minutes.  Request 1hr Number of requests in the previous hour Number of requests in the previous hour.  Request 1day Number of requests in the previous day Number of requests in the previous day.  Reuse 10s Number of reused connections in the previous 10 seconds Number of reused connections in the previous 10 seconds.  Reuse 1m Number of reused connections in the previous minute Number of reused connections in the previous minute.  Reuse 10m Number of reused connections in the previous 10 minutes Number of reused connections in the previous 10 minutes.  Reuse 1hr Number of reused connections in the previous hour Number of reused connections in the previous hour.  Reuse 1day Number of reused connections in the previous day Number of reused connections in the previous day.  Create 10s Number of connections created in the previous 10 seconds Number of connections created in the previous 10 seconds.  Create 1m Number of connections created in the previous minute Number of connections created in the previous minute.  Create 10m Number of connections created in the previous 10 minutes Number of connections created in the previous 10 minutes.  Create 1 hr Number of connections created in the previous hour Number of connections created in the previous hour.  Create 1 day Number of connections created in the previous day Number of connections created in the previous day.  Return 10s Number of returns in the previous 10 seconds Number of returns in the previous 10 seconds.  Return 1m Number of returns in the previous minute Number of returns in the previous minute.  Return 10m Number of returns in the previous 10 minutes Number of returns in the previous 10 minutes.  Return 1hr Number of returns in the previous hour Number of returns in the previous hour.  Return 1day Number of returns in the previous day Number of returns in the previous day.  Offer 10s Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Offer 1m Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Offer 10m Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Offer 1hr Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Offer 1day Number of connections offered in the previous 10 seconds Number of connections offered in the previous 10 seconds.  Destroy 10s Number of connections destroyed in the previous 10 seconds Number of connections destroyed in the previous 10 seconds.  Destroy 1m Number of connections destroyed in the previous minute Number of connections destroyed in the previous minute.  Destroy 10m Number of connections destroyed in the previous 10 minutes Number of connections destroyed in the previous 10 minutes.  Destroy 1hr Number of connections destroyed in the previous hour Number of connections destroyed in the previous hour.  Destroy 1day Number of connections destroyed in the previous day Number of connections destroyed in the previous day. HTTP Connection Statistics HTTP connection statistics HTTP connection statistics                          status/http-mean-transaction IDG   Proxy Proxy service name  10 sec Mean over last 10 seconds msec The mean transaction time over the last 10 seconds.  1 min Mean over last minute msec The mean transaction time over the last minute.  10 min Mean over last 10 minutes msec The mean transaction time over the last 10 minutes.  1 hour Mean over last hour msec The mean transaction time over the last hour.  1 day Mean over last day msec The mean transaction time over the last day. Transaction Times Mean transaction times msec Mean transaction times  status/http-mean-transaction2 mean-transaction-time IDG   Service Service name Service name  Proxy Proxy service name Proxy service name  10 sec Mean over last 10 seconds ms The mean transaction time over the last 10 seconds.  1 min Mean over last minute ms The mean transaction time over the last minute.  10 min Mean over last 10 minutes ms The mean transaction time over the last 10 minutes.  1 hour Mean over last hour ms The mean transaction time over the last hour.  1 day Mean over last day ms The mean transaction time over the last day. Transaction Times Mean transaction times ms Mean transaction times   httpserv-quiesce-status   Name The name of the HTTP service The name of the HTTP service  Quiesce state The quiesce state of the HTTP service The quiesce state of the HTTP service HTTP Service Summary HTTP service summary   source-http-quiesce-status   Name The name of the HTTP source protocol handler The name of the HTTP source protocol handler  Quiesce state The quiesce state of the HTTP source protocol handler The quiesce state of the HTTP source protocol handler HTTP Source Protocol Handler Summary HTTP source protocol handler summary HTTP source protocol handler summary   source-https-quiesce-status   Name The name of the HTTPS source protocol handler The name of the HTTPS source protocol handler  Quiesce state The quiesce state of the HTTPS source protocol handler The quiesce state of the HTTPS source protocol handler HTTPS Source Protocol Handler Summary HTTPS source protocol handler summary  status/http-transactions IDG    10 sec tps  1 min tps  10 min tps  1 hour tps  1 day tps Transaction Rate Transaction rate tps Transaction rate  status/http-transactions2 transaction-rate IDG   Service type Service type The type of service.  Service name Service name The name of the service.  10 seconds Transactions per second over the previous 10 seconds tps The transactions per second over the previous 10 seconds.  1 minute Transactions per second over the previous minute tps The transactions per second over the previous minute.  10 minutes Transactions per second over the previous 10 minutes tps The transactions per second over the previous 10 minutes.  1 hour Transactions per second over the previous hour tps The transactions per second over the previous hour.  1 day Transactions per second over the previous day tps The transactions per second over the previous day. Transaction Rate Transaction rates for services Transaction rates for services. The rates are integers that represent the number of transactions per second (tps) over the specified time periods. Because of rounding and the 10 second refresh interval, the status provider displays 0 tps for services although these services processed transactions during that time period. Note that the status provider does not include current transactions.  status/hypervisor Virtual   Edition Virtual appliance edition Shows whether this virtual appliance is Production Edition, Non-Production Edition, or Developers Edition.  Hypervisor Hypervisor hosting this virtual appliance The hypervisor that this virtual appliance is running on. This information is provided by the hypervisor in the DMI information.  Virtual CPU count Virtual CPU count The number of virtual CPUs that are emulated by the hypervisor.  Memory Virtual memory amount Gigabytes The amount of virtual memory that is emulated by the hypervisor.  UUID Virtual appliance UUID The UUID of this virtual appliance that is assigned by the hypervisor. This information is provided by the hypervisor in the DMI information. Hypervisor Information Information about virtual appliance Information about this virtual appliance and the hypervisor that this virtual appliance is running on.  status/hypervisor Virtual   Edition Virtual appliance edition Shows whether this virtual appliance is Production Edition, Non-Production Edition, or Developers Edition.  Hypervisor Hypervisor hosting this virtual appliance The hypervisor that this virtual appliance is running on. This information is provided by the hypervisor in the DMI information.  Virtual CPU count Virtual CPU count The number of virtual CPUs that are emulated by the hypervisor.  Memory Virtual memory amount Gigabytes The amount of virtual memory that is emulated by the hypervisor.  UUID Virtual appliance UUID The UUID of this virtual appliance that is assigned by the hypervisor. This information is provided by the hypervisor in the DMI information. Hypervisor Information Information about virtual appliance Information about this virtual appliance and the hypervisor that this virtual appliance is running on.  status/hypervisor hypervisor Virtual   Edition Virtual appliance edition Shows whether this virtual appliance is Production Edition, Non-Production Edition, or Developers Edition.  Hypervisor Hypervisor hosting this virtual appliance The hypervisor that this virtual appliance is running on. This information is provided by the hypervisor in the DMI information.  Virtual CPU count Virtual CPU count The number of virtual CPUs that are emulated by the hypervisor.  Memory Virtual memory amount Gigabytes The amount of virtual memory that is emulated by the hypervisor.  UUID Virtual appliance UUID The UUID of this virtual appliance that is assigned by the hypervisor. This information is provided by the hypervisor in the DMI information.  CPU cores CPU cores The number of CPU cores. Hypervisor Information Information about virtual appliance Information about this virtual appliance and the hypervisor that this virtual appliance is running on.  status/igmp-table igmp-table   Interface index The index of the local interface associated with the group.  Interface The local interface associated with the group.  Device interface type The type of device interface used for this route. The type of device interface used for this route. Ethernet indicates that it is on the base Ethernet MAC interface. VLAN indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  RefCount Reference count  Group IGMP group IGMP Status This table describes all Internet Group Management Protocol (IGMP) status on the system.   source-imsconnect-quiesce-status IDG  xg45   Name The name of the IMS Connect source protocol handler The name of the IMS Connect source protocol handler  Quiesce state The quiesce state of the IMS Connect source protocol handler The quiesce state of the IMS Connect source protocol handler IMS Connect Source Protocol Handler Summary IMS Connect source protocol handler summary  status/imsconnect imsconnect IMS   IMS Connect IMS Connect object IMS Connect object.  Requests Number of requests sent to IMS Connect The number of requests successfully received and sent to IMS Connect.  Responses Number of responses received from IMS Connect The number of responses received from IMS Connect.  Request errors Number of errors during processing of requests The number of errors during processing of requests.  Response errors Number of errors during processing of responses The number of errors during processing of responses. IMS Connect Status IMS Connect status IMS Connect status.  status/ipaddress ipaddress   Name Interface name in the configuration Indicates the name of the interface in the configuration.  ifIndex SNMP ifIndex. The value of the SNMP ifIndex column in the ifTable for the interface.  IP version Version of IP address Indicates the version of IP Address for the interface.  Prefix length The IP address's prefix length. Indicates the prefix length for the interface. The prefix length represents the configured netmask for the interface.  IP address IP address Indicates the IP address for the interface. IP address status Status of all interfaces on the appliance This table provides status about all interfaces on the appliance.  status/ipmi-sel-events ipmi-sel-events IPMI   Index Index into this table The simple sequential index into this table.  Timestamp Timestamp when event occured Timestamp when this event was written to the SEL in the IPMI BMC.  0 255 Record type Record type The record type in hex of this record.  Sensor type Sensor type The type of sensor that generated this event.  0 255 Sensor number Sensor number The internal IPMI BMC sensor number of the sensor that generated this event.  Sensor name Sensor name The name of the sensor that generated this event.  Event type Event type The type of event transition that the sensor made that caused this event record to be added to the BMC SEL. The presence of a enumeration value does not imply that the enumeration value is used by the product.  Event data 2 Event data 2 Additional data for some event types from the Event Data 2 field of the SEL entry.  Event direction Event direction The direction of the sensor event that caused this event record to be added to the BMC SEL.  Extra Extra information Extra information used for some event types.      IPMI SEL Events This table provides the Intelligent Platform Management Interface (IPMI) System Event Log (SEL) events that the Baseboard Management Controller (BMC) collected. The IPMI events pertain to memory errors, out-of-bound sensors, power cycling, restart failures, and other like events. The contents of this status provider are cryptic. This information is primarily for IBM Support and included in error reports. IBM Support can use this information to determine whether there was a hardware failure.  status/ip-multicast ip-multicast-status IDG   IP Multicast The name of the object being transmitted.  Multicast sender IP address The IP address of the sender (remote peer).  Valid packets received The number of valid packets received at the local peer.  Invalid packets received The number of invalid packets received (for example, duplicate, invalid format, length, signature or, bad encryption) at the local peer.  Packets lost The number of packets detected as lost.  NAKs sent The number of NAK packets sent to the multicast sender.  NAKs received The number of NAK packets received from the multicast sender. IP Multicast Status IP multicast status Counts of traffic exchange through IP multicast  status/iscsi-hba-obsolete iscsi-hba-status iSCSI   HBA Host bus adapter instance. Host bus adapter instance.  Op-state The intended state of the interface. The intended state of the interface.  iSCSI name iSCSI qualified name for this HBA instance. A valid iSCSI name for this HBA instance.  IP address IP address for this HBA instance. IP address for this HBA instance.  Default gateway Default gateway Default IP gateway for this HBA instance.  MAC address MAC address for this HBA. MAC address for this HBA.  Status Link state of the HBA. Link state of the HBA.  DHCP enabled Indicates if DHCP is enabled. Indicates if DHCP is enabled. iSCSI Host Bus Adapter Show status of iSCSI host bus adapter. Show status of iSCSI host bus adapter.  status/iscsi-initiator-obsolete iscsi-initiator-status iSCSI   iSCSI name iSCSI qualified name for this initiator. iSCSI qualified name for this initiator. iSCSI Initiator Status Show status of iSCSI initiator.  status/iscsi-target-obsolete iscsi-target-status iSCSI   Target iSCSI target instance. iSCSI target instance.  Op-state The intended state of the interface  Connection state Connection state for this instance. Connection state for this instance.  Target name iSCSI target name for this instance. iSCSI target name for this instance.  Host address Host address of this target instance. Host address of this target instance.  Port number Port number of this target instance. Port number of this target instance. iSCSI Target Status Show status of iSCSI targets.  status/iscsi-volume-obsolete iscsi-volume-status iSCSI   Volume iSCSI volume instance. iSCSI volume instance.  Op-state The state of the interface  Read only Indicates if the mount is in read-only mode.  Directory Mount point for this volume instance. Mount point for this volume instance.  LUN Logical Unit Number (LUN) LUN for this volume instance. iSCSI Volume Status Show status of iSCSI volumes.  status/kafkacluster kafka-cluster-status IDG   Cluster  Received messages  Sent messages  Received faults  Sent faults Kafka Cluster Status   source-kafka-quiesce-status   Name The name of the Kafka source protocol handler The name of the Kafka source protocol handler  Quiesce state The quiesce state of the Kafka source protocol handler The quiesce state of the Kafka source protocol handler Kafka Source Protocol Handler Summary Kafka source protocol handler summary  status/kerberos-tickets-obsolete IDG   Realm Kerberos realm Kerberos realm  Client principal Kerberos client principal Kerberos client principal  Server principal Kerberos server principal Kerberos server principal  Expiration time Expiration time Expiration time Kerberos Tickets List of cached Kerberos service tickets. List of cached Kerberos service tickets.  status/kerberos-tickets kerberos-tickets IDG   Realm Kerberos realm Identifies the Kerberos realm in the ticket.  Owner principal Kerberos owner principal Identifies the Kerberos principal that owns the ticket.  Client principal Kerberos client principal Identifies the Kerberos client principal in the ticket.  Server principal Kerberos server principal Identifies the Kerberos server principal in the ticket.  Expiration time Expiration time Identifies when the ticket expires.  Ticket flags Kerberos ticket flags Identifies the Kerberos flags in the ticket.        Delete Kerberos Tickets List of cached Kerberos tickets. List of cached Kerberos tickets.  status/ldap-pool-entries ldap-pool-entries IDG   Pool name The name of the LDAP connection pool associated with the XML manager Indicates the name of the LDAP Connection Pool configuration.  State The state of the LDAP client entry Indicates whether the LDAP client currently handles a transaction or not.  Local port The local port used by LDAP client Indicates the local port that the LDAP client uses to connect to the LDAP server.  Times connection reused The number of times that this LDAP client has been reused Indicates the number of times that the appliance reused the LDAP client.  Key The key value entries for this pool Indicates the key 
                      server:port:BindDN
                    combination in the LDAP connection Pool. When the LDAP connection pool works with a load balancing group, the server name in the key is empty. LDAP Connection Pool Entries LDAP connection pool entries for all LDAP connection pools in the domain The LDAP connection pool entries status provider shows the key 
              server:port:BindDN
            combinations for all connections in all LDAP connection pools in the domain.  status/ldap-pool-status ldap-pool-status IDG   Name The name of the LDAP connection pool associated with the XML manager. Indicates name of the LDAP connection pool configuration.  Current size The number of the available LDAP connections in the pool Indicates the total number of LDAP client connections in the connection pool. This value includes in-use and idle connections.  Times maximum size reached The number of times that the maximum pool size is reached Indicates the number of times that the appliance reached the maximum pool size for this pool.  Connections rejected The number of times that a new connection is rejected Indicates the number of times that the appliance rejected an LDAP request.  In-use connections The number of LDAP connections in use in the pool Indicates the number of in-use LDAP connections in the connection pool.  Created connections The total number of LDAP connections Indicates the total number of LDAP connections that the appliance created from the LDAP connection Pool. LDAP Connection Pool Status LDAP connection pool status for this domain. The status of all LDAP connection pools in the domain. The use of LDAP connection pool use decrease the search time with LDAP servers by reusing connections from the pool. The values are for all LDAP 
              server:port:BindDN
            combinations  status/library-version library-version IDG   Library The name of the library. The name of the library.  Version The version of the library. The version of the library. Library Information Version information of installed libraries. Version information of installed libraries.  status/license features   Feature The name of the feature. The name of the feature.  Enabled Whether the feature is enabled. The enabled status of this feature.  Available Whether the feature is available. Even though it is licensed, the availability of this feature. A feature is unavailable when the installed firmware image does not include the code to support the feature. Device Features This provider displays information about available and enabled features. Some features are available because of the type of appliance, but some must be purchased to be enabled.  status/link-aggregation-member link-aggregation-member-status   Aggregate index Interface index of the aggregation The index that identifies the link aggregation.  Kernel name Interface name in kernel Indicates the name of the inteface in the system kernel.  Configuration name Interface name in the configuration Indicates the name of the interface in the configuration.  Member index Interface index of the member interface The index that identifies the member interface.  Member name System name of the member interface The system name of the member interface.  Aggregator ID Aggregator ID assigned to the interface Aggregator ID assigned to the interface. Link Aggregation Member Status This table provides a mapping of links to aggregates on the system.  status/agg link-aggregation-status   Index Interface index of the aggregation Identifies the index that identifies the aggregate interface.  Kernel name Interface name in kernel Indicates the name of the inteface in the system kernel.  Configuration name Interface name in the configuration Indicates the name of the interface in the configuration.  MTU Maximum Transmission Unit Identifies the maximum transmission unit (MTU) for the aggregation.  Mode Mode for link aggregation Indicates the mode for link aggregation.  Status Link state of the aggregation Indicates the link state of the aggregate interface.  Primary interface Primary interface Indicates which link, if any, is primary when the link aggregation mode is active-backup.  Active interface Active interface Indicates the active link when the link aggregation mode is transmit-based load balancing or active-backup.  LACP hash policy The transmit hash policy used for member selection in LACP mode With the LACP aggregation mode, indicates the distribution algorithm for outbound packets among the active physical interfaces. The policy should match the configuration.  LACPDU rate Rate to transmit LACPDU frames With the LACP aggregation mode, indicates the transmission rate that members send LACP frames. The rate can be either fast or slow. In LACP, the frame uses the term LACPDU.  LACP selection policy Selection policy for LACP aggregation With the LACP aggregation mode, indicates the selection policy. The policy should match the configuration.  Aggregator ID ID of the active aggregator With the LACP aggregation mode, indicates the ID of the active aggregator.  Number of ports Number of available ports for the active aggregator With the LACP aggregation mode, indicates the number of available ports for the active aggregator.  Actor key Operational key value assigned to the port by the Actor With the LACP aggregation mode, identifies the value of the operational key that the Actor assigned to the port.  Partner key Physical MAC address of the Partner With the LACP aggregation mode, identifies the physical MAC address of the Partner.  Partner MAC address The physical MAC address of the Partner The physical MAC address of the Partner  MII status MII status of the aggregation Indicates the MII link state of the aggregation. Link Aggregation Status Statics for aggregate interfaces This table provides statistics for aggregate interfaces.  status/link link   Name Interface name in the configuration Indicates the name of the interface in the configuration.  ifIndex Link index Identifies the 
                     ifIndex
                    for the interface.  Status Link state Identifies the current link state for the interface.  Mode Ethernet PHY mode Identifies the actual fixed, configured, or negotiated Ethernet PHY mode, including speed and duplex.  Type Interface type Indicates the type of interface: Ethernet, VLAN, Tunnel, or Other.  MTU Maximum Transmission Unit Identifies the maximum transmission unit (MTU) for the interface.  Aggregate interface Aggregate interface Indicates the associated aggregate interface, if any.  Link address Physical IP address Identifies the physical IP address for the interface. The default value for Ethernet interfaces is programmed in the Ethernet hardware. Link status Status for all interfaces on the appliance This table provides status for all interfaces on the appliance.  status/loadbalancer-status-obsolete   Group  Host  Port  Status Load Balancer Status  Deprecated due to indexing problems (port property not indexed).  status/loadbalancer-status loadbalancer-status   Group Name of the load balancer group The name of the load balancer group.  Host Name of the load balancer member The IP address or host name of the load balancer member.  Port Mapped port The member-specific target port or 0 if using the DataPower service-defined port.  Operational state Health status of the server The health status of a given load balancer member. Possible values are: up, softdown, or down.  Weight Weight associated with the server The weight given to this server. Weights are used in weighted load balancing decisions for algorithms such as Weighted Round Robin or Weighted Least Outstanding Connections.  Administrative state Administrative state associated with the server The administrative state overrides the health of the server. Load Balancer Status Displays the status of load balancer groups Displays the status of all load balancer groups.  status/logging-target-connections   Name Name of the log target Name of the log target.  Connection Connection index Numeric index of the connection within the log target.  Local port Local port The local ephemeral port for the connection.  Status Status for the connection The status of the connection. When the status indicates an error, check the error information column.  Processed events Number of processed events The number of events that this connection processed.  Dropped events Number of dropped log events The number of events that this connection dropped because there are too many pending events.  Pending events Number of pending log events The number of pending events for this connection. These events are waiting to be stored at the destination.  Highest pending events Highest Number of pending log events for the connection The highest ever number of pending events for this connection. Consider adding connections or increasing the event buffer size if this value reaches 50% or more of the configured event buffer size.  Rate limited Rate limited Whether the connection has ever reached the configured rate limit.  Error count Error count The number of errors the connection has seen.  Current error Error information about the connection Error information about the status for the connection.             Log Target Connection Status Log target connection status This table gives the status of connections for each log target in the domain.  status/logging-target   Name Name of the log target Name of the log target.  Status Status for the log target The status of the log target. When the status indicates an error, check the error information column.  Processed events Number of processed events The number of events that this log target processed.  Dropped events Number of dropped log events The number of events that this log target dropped because there are too many pending events.  Pending events Number of pending log events The number of pending events for this log target. These events are waiting to be stored at the destination.  Error information Error information about the status Error information about the status for the log target.  Memory The requested memory KB The requested memory for this log target. This measurement represents the high watermark of memory requested.  Highest pending events Highest Number of pending log events The highest ever number of pending events for this log target.     Log Target Status Log target status This table gives the status for each log target in the domain.  status/luna-lat luna-latency IDG  software   Partition Partition name The name of the Luna HSM partition that the DataPower Gateway accesses for cryptographic transactions.  Last Latency of last transaction ms The latency in milliseconds of the last transaction.  Average Average latency of recent transactions ms A decayed average of the last 10 transactions in milliseconds where more weight is applied to the newest transaction.  Count Transaction counter The number of cryptographic transactions that are processed by the partition. SafeNet Luna HSM Transaction Latency SafeNet Luna HSM transaction latency Information about the cryptographic transactions that are processed by the SafeNet Luna Network HSM partitions.  status/memory memory IDG   Memory usage The percentage of memory used. % The instantaneous memory usage as a percentage of the total memory.  Total memory The total memory of the system. kilobytes The total memory of the system in kilobytes. The total memory equals the amount of installed memory minus the amount of reserved memory.  Used memory The amount of memory that is currently in use. kilobytes The amount of memory that is currently in use. The used memory equals the amount of total memory minus the amount of free memory. The used memory does not include any hold memory.  Free memory The amount of memory that is currently not in use. kilobytes The amount of memory that is currently not in use and is therefore available. The free memory value includes any hold memory that is not currently in use.  Requested memory The amount of memory requested. kilobytes The amount of memory that has been requested. Requested memory is not reported as used memory until the memory is actually in use.  XML hardware accelerator resource usage The percentage of memory off-loaded to the accelerator card. % If an XML accelerator is available, the percentage of memory that is off-loaded to the XML accelerator.  Hold memory The amount of memory that the appliance reserves for its own use. kilobytes The amount of memory that is reserved by the appliance itself.  Reserved memory The amount of installed memory minus the amount of total memory. kilobytes The reserved memory equals the amount of installed memory minus the amount of total memory.  Installed memory The amount of physical memory in the appliance. kilobytes The amount of physical memory in the appliance. Memory Usage Memory usage information. Detailed information about memory usage. The appliance must reserve some memory (the 
             hold memory
            ) for its own needs. Some of the memory measures include this hold memory and some do not.  status/message-count-filters message-count-filters IDG   Monitor The name of the Count Monitor activated. The name of the Count Monitor activated.  Message-type The type of message counted, as defined by Message Types configuration. The type of message counted, as defined by Message Types configuration.  Measure  Source The IP address on the DP device. The IP address assigned to the DP device that received the message. An address of 0.0.0.0 indicates any or all interfaces.  Filter The name of the Filter Action object. This is the name of the Filter Action object invoked by this Count Monitor.  Total Total number of messages processed by the monitor. The total number of messages processed by the monitor. This may be larger than the value in the Filter hits column.  Filter-hits Number of messages that activated the listed Filter Action. The number of messages processed by the monitor that activated the listed Filter Action. Message Count Filters Message monitor count filters. Message monitor count filters information.  status/message-counts message-counts IDG   Monitor Name of the message count monitor. Name of the message count monitor.  Message-type The target message class for this count monitor. The target message class for this count monitor.  Measure The increment specification for this count monitor. Specifies the circumstances under which this count monitor increments.  10 sec Messages counted over the previous 10 seconds. Messages counted over the previous 10 seconds.  1 min Messages counted over the previous minute. Messages counted over the previous minute.  10 min Messages counted over the previous 10 minutes. Messages counted over the previous 10 minutes.  1 hour Messages counted over the previous hour. Messages counted over the previous hour.  1 day Messages counted over the previous day. Messages counted over the previous day.  Total Total number of messages counted. Total number of messages counted by this monitor. Message Counts Message count monitor. Message count monitor.  status/message-duration-filters message-duration-filters IDG   Monitor The name of the duration monitor. The name of the duration monitor.  Message-type The name of the message type triggering the monitor. The name of the message type triggering the monitor.  Measure The duration segments measured by the monitor. The duration segments measured by the monitor.  Filter The name of the Filter Action object This is the name of the Filter Action object invoked by the listed duration monitor.  Total Total messages processed by the monitor The total number of messages processed by the monitor. This may be larger than the value in the Filter hits column.  Filter-hits Number of messages that activated the listed Filter action. The number of messages processed by the monitor that activated the listed Filter Action. Message Duration Filters Message monitor duration filters Message monitor duration filters  status/message-durations message-durations IDG   Monitor Name of the duration monitor. Name of the duration monitor.  Message-type The target message class for the duration monitor. The target message class for the duration monitor.  Measure The type of transaction monitored by this duration monitor. The portion of the client-to-server roundtrip of interest to this duration monitor.  Count The number of times that this duration monitor has been activated. The number of times that this duration monitor has been activated.  Minimum The shortest transaction time recorded by this duration monitor. ms The shortest transaction time recorded by this duration monitor for transactions of the specified type and message class.  Maximum The longest transaction time recorded by this duration monitor. ms The longest transaction time recorded by this duration monitor for transactions of the specified type and message class.  Average The average transaction time recorded by this duration monitor. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class.  10 sec The average transaction time recorded by this duration monitor over the previous 10 seconds. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous 10 seconds.  1 min The average transaction time recorded by this duration monitor over the previous minute. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous minute.  10 min The average transaction time recorded by this duration monitor over the previous 10 minutes. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous 10 minutes.  1 hour The average transaction time recorded by this duration monitor over the previous hour. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous hour.  1 day The average transaction time recorded by this duration monitor over the previous day. ms The average transaction time recorded by this duration monitor for transactions of the specified type and message class over the previous day. Message Durations Message monitor durations Message monitor durations  status/message-sources message-sources IDG   Monitor Name of the monitor. Name of the monitor.  Source IP address that receives the messages. The IP address assigned to the DP device that received the message. An address of 0.0.0.0 indicates any or all interfaces.  Total Total number of messages counted by this monitor. Total number of messages counted by this monitor.  Last The last time that this monitor was incremented. The last time that this monitor was incremented Message Sources Message monitor sources Message monitor sources  status/mq-connections mq-connections MQ   Queue manager IBM MQ queue manager name. IBM MQ queue manager name.  Total connection limit Total number of open TCP connections to allow by this IBM MQ queue manager. Total number of open TCP connections to allow by this IBM MQ queue manager.  Total connections Total TCP connections established by this IBM MQ queue manager. Total number of TCP connections established by this IBM MQ queue manager.  Total idle connections Total idle TCP connections established by this IBM MQ queue manager. Total number of idle TCP connections established by this IBM MQ queue manager.  Total active connections Total active TCP connections established by this IBM MQ queue manager. Total number of active TCP connections established by this IBM MQ queue manager.  Active front-end connections Active front-end TCP connections established by this IBM MQ queue manager. Number of active front-end TCP connections established by this IBM MQ queue manager.  Active back-end connections Active back-end TCP connections established by this IBM MQ queue manager. Number of active back-end TCP connections established by this IBM MQ queue manager. IBM MQ Connection Status IBM MQ TCP connection status. IBM MQ TCP connection status.   source-mqfte-quiesce-status MQ   Name The name of the IBM MQ FTE handler The name of the IBM MQ FTE handler  Quiesce state The quiesce state of the IBM MQ FTE handler The quiesce state of the IBM MQ FTE handler IBM MQ FTE Handler Summary IBM MQ FTE handler summary. IBM MQ FTE handler summary  status/idg-mq-conversations idg-mq-conversations MQ   Queue manager IBM MQ v9+ queue manager name. IBM MQ v9+ queue manager name.  Total conversation limit Total number of open MQ conversations to allow by this IBM MQ queue manager. Total number of open MQ conversations to allow by this IBM MQ queue manager.  Total conversations Total MQ conversations established by this IBM MQ queue manager. Total number of MQ conversations established by this IBM MQ queue manager.  Total idle conversations Total idle MQ conversations established by this IBM MQ queue manager. Total number of idle MQ conversations established by this IBM MQ queue manager.  Total active conversations Total active MQ conversations established by this IBM MQ queue manager. Total number of active MQ conversations established by this IBM MQ queue manager.  Front MQ conversations Front MQ conversations established by this IBM MQ queue manager. Number of front MQ conversations established by this IBM MQ queue manager.  Back MQ conversations Back MQ conversations established by this IBM MQ queue manager. Number of back MQ conversations established by this IBM MQ queue manager.  Front MFT conversations Front MFT conversations established by this IBM MQ queue manager. Number of front MFT conversations established by this IBM MQ queue manager.  Back MFT conversations Back MFT conversations established by this IBM MQ queue manager. Number of back MFT conversations established by this IBM MQ queue manager. IBM MQ v9+ Queue Manager Conversation Status IBM MQ v9+ queue manager conversation status. IBM MQ v9+ queue manager conversation status.  status/idg-mqqm idg-mqqm MQ   Queue manager IBM MQ queue manager name. IBM MQ queue manager name.  Received messages Messages received by this IBM MQ queue manager. Number of messages received by this IBM MQ queue manager.  Sent messages Messages sent by this IBM MQ queue manager. Number of messages sent by this IBM MQ queue manager.  Receive faults Messages received with faults. Number of messages received with faults.  Send faults Messages sent with faults. Number of messages sent with faults. IBM MQ v9+ Queue Manager Status IBM MQ v9+ queue manager status. IBM MQ v9+ queue manager status.  status/mqqm mqqm MQ   Queue manager IBM MQ queue manager name. IBM MQ queue manager name.  Received messages Messages received by this IBM MQ queue manager. Number of messages received by this IBM MQ queue manager.  Sent messages Messages sent by this IBM MQ queue manager. Number of messages sent by this IBM MQ queue manager.  Receive faults Messages received with faults. Number of messages received with faults.  Send faults Messages sent with faults. Number of messages sent with faults. IBM MQ Queue Manager Status IBM MQ queue manager status. IBM MQ queue manager status.   source-mq-quiesce-status MQ   Name The name of the IBM MQ handler. The name of the IBM MQ handler.  Quiesce state The quiesce state of the IBM MQ handler. The quiesce state of the IBM MQ handler. IBM MQ Handler Summary IBM MQ handler summary. IBM MQ handler summary.  status/mq MQ   IBM MQ service type The type of IBM MQ service. The type of IBM MQ service.  IBM MQ service name Name of the IBM MQ service. The type of IBM MQ service.  Received messages Messages received by this IBM MQ service. Messages received by this IBM MQ service.  Sent messages Messages sent by this IBM MQ service. Messages sent by this IBM MQ service.  Receive faults Messages received with faults by this IBM MQ service. Messages received with faults by this IBM MQ service.  Send faults Messages sent with faults by this IBM MQ service. Messages sent with faults by this IBM MQ service.  Request latency Latency of requests to the IBM MQ service. sec The time taken for requests to reach the IBM MQ service form the DataPower appliance.  Response latency Latency of responses from the IBM MQ service. sec The time taken for responses to reach the DataPower appliance form the IBM MQ service.  Round-trip latency Round-trip latency for communications with the IBM MQ service. sec The round-trip time for communications with the IBM MQ service. IBM MQ Status Status of the IBM MQ service. Status of the IBM MQ service.  status/mq-resources mq-resources IMQA   Total storage The total storage available for MQ data. MB The total storage in megabytes available for MQ data.  Used storage The amount of MQ data storage in use. MB The amount of MQ storage in use in megabytes.  Total errors storage The total storage available for MQ error logs. MB The total storage in megabytes available for MQ error logs.  Used errors storage The amount of MQ error log storage in use. MB The amount of MQ error log storage in use in megabytes.  Total trace storage The total storage available for MQ trace. MB The total storage in megabytes available for MQ trace.  Used trace storage The amount of MQ trace storage in use. MB The amount of MQ trace storage in megabytes in use.  HA status Status of this MQ appliance in the High Availability group. Status of this MQ appliance in the High Availability group, if any.  HA partner Name and status of the High Availability partner. Name and status of the partner appliance in the High Availability group, if any. MQ System Resources MQ system resource usage information. Detailed information about MQ system resource usage.   source-idg-mqmft-quiesce-status MQ   Name The name of the IBM MQ v9+ MFT handler The name of the IBM MQ v9+ MFT handler  Quiesce state The quiesce state of the IBM MQ v9+ MFT handler The quiesce state of the IBM MQ v9+ MFT handler IBM MQ v9+ MFT Handler Summary IBM MQ v9+ MFT handler summary. IBM MQ v9+ MFT handler summary   source-idg-mq-quiesce-status MQ   Name The name of the IBM MQ v9+ handler. The name of the IBM MQ v9+ handler.  Quiesce state The quiesce state of the IBM MQ v9+ handler. The quiesce state of the IBM MQ v9+ handler. IBM MQ v9+ Handler Summary IBM MQ v9+ handler summary. IBM MQ v9+ handler summary.   mpgw-quiesce-status   Name The name of the Multi Protocol Gateway. The name of the Multi Protocol Gateway.  Quiesce state The quiesce state of the Multi Protocol Gateway. The quiesce state of the Multi Protocol Gateway. Multi Protocol Gateway Summary Multi Protocol Gateway summary. Multi Protocol Gateway summary.  status/ND-cache IPv6   IP address IPv6 address of the network interface node. The IPv6 address of the network interface node corresponding to the MAC address listed in this ND cache entry.  MAC address MAC address of the network interface node. The MAC address of this network interface node.  Interface Device interface The device network interface (such as eth0, eth1) to which this cache entry corresponds. If the entry is on a VLAN, this is the Ethernet interface that VLAN is on.  1 2147483647 ifIndex The cache entry ifIndex The index of the interface holding the cache entry.  Interface type Device interface type The type of the interface this cache entry is on. Ethernet indicates that it is on the base Ethernet MAC interface. VLAN indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  VLAN The name of the VLAN the cache entry is on. If this ND cache entry is on a VLAN, this is the name of that VLAN.  State The state of the cache entry. The life cycle state of the destination address as it pertains to the cache.    Flush ND Cache Table Status of IPv6 Neighbor Discovery translations on all interfaces. Only complete cache entries are shown.  status/ND-cache2 ndcache IPv6   IP version IP address version The version of the IP address: ipv4 or ipv6.  IP address IPv6 address The IPv6 address that corresponds to the MAC address.  Prefix length Prefix lenght for the interface The prefix length of the IP address that represents the configured netmask.  MAC address MAC address The MAC address.  Interface Interface The name of the interface.  1 2147483647 Index Index of the interface The index of the interface.  Interface type Interface type The interface type: Ethernet, VLAN, aggregation, or other.  VLAN Name of the VLAN the cache entry is on. When the entry is on a VLAN interface, the name of the VLAN interface.  State State of the cache entry. The lifecycle state for the entry.    Flush ND Cache Table Cache status about IPv6 Neighbor Discovery translations This table provides status about IPv6 Neighbor Discovery (ND) translations on all interfaces. The table shows only complete cache entries.  status/networkinterface network-interface   ifIndex SNMP ifIndex. The value of the SNMP ifIndex column in the ifTable for the interface.  Type Interface type The interface type of the network interface.  Name Interface name The configuration name of the interface.  Administrative status Configured administrative state The configured administrative state of the interface.  Operational status Current operational state The current operational state of the interface.  IP version IP address version The IP address version: ipv4 or ipv6.  IP address Primary IP address The primary IP address for the interface.  Prefix length IP address's prefix length. The prefix length of the IP address that represents the configured netmask.  MAC address physical address of the interface The current MAC address of the interface. The address can be the preprogrammed one, overridden by your configuration, or overridden by standby control if the interface is the active member of the standby group.  MTU Maximum transmission unit. bytes Maximum transmission unit for the interface.  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  NONTRANSLATABLE NONTRANSLATABLE NONTRANSLATABLE  RX bytes Amount of successfully received data The amount of data successfully received on the interface, which includes MAC framing overhead.  RX packets Number of successfully received packets The number of packets successfully received on the interface that were passed up to the network layer for processing.  RX errors Number of packets not received due to errors The number of packets that could not be received due to errors in the packet or in the hardware.  RX drops Number of packets received that were dropped The number of received packets that were not in error, but were not passed up to the network layer due to resource constraints.  TX bytes Amount of successfully transmitted data The amount of data successfully transmitted on the interface, which includes MAC framing overhead.  TX packets Number of successfully transmitted packets The number of packets successfully transmitted on the interface.  TX errors Number of packets not transmitted successfully due to errors The number of packets that were not successfully transmitted due to errors on the network or in the hardware.  TX drops Number of packets that were not transmitted The number of packets that were not transmitted because the network layer was generating packets faster than the physical network could accept them. Network Interfaces Generic status of all network interfaces on the appliance. This table provides the generic status of all network interfaces on the appliance.  status/receive-kbps2 receive-kbps IDG   Interface type Type of interface The type of this interface.  Interface name Name of interface The management name of this interface.  10 sec Average over last 10 seconds Kibit/s The average receive throughput over the last 10 seconds.  1 min Average over last minute Kibit/s The average receive throughput over the last minute.  10 min Average over last 10 minutes Kibit/s The average receive throughput over the last 10 minutes.  1 hour Average over last hour Kibit/s The average receive throughput over the last hour.  1 day Average over last day Kibit/s The average receive throughput over the last day. Rx Throughput Receive throughput in kbits/sec Kibits/sec This table gives the receive throughput, in kibibit per second, for all network interfaces on the system.  status/receive-packets2 receive-packets IDG   Interface type Type of interface The type of this interface.  Interface name Name of interface The management name of this interface.  10 sec Average over last 10 seconds packets/sec The average receive throughput over the last 10 seconds.  1 min Average over last minute packets/sec The average receive throughput over the last minute.  10 min Average over last 10 minutes packets/sec The average receive throughput over the last 10 minutes.  1 hour Average over last hour packets/sec The average receive throughput over the last hour.  1 day Average over last day packets/sec The average receive throughput over the last day. Rx Packet Throughput Receive throughput in packets/sec packets/sec This table gives the receive throughput, in packets per second, for all network interfaces on the system.  status/transmit-kbps2 transmit-kbps IDG   Interface type Type of interface The type of this interface.  Interface name Name of interface The management name of this interface.  10 sec Average over last 10 seconds Kibit/s The average transmit throughput over the last 10 seconds.  1 min Average over last minute Kibit/s The average transmit throughput over the last minute.  10 min Average over last 10 minutes Kibit/s The average transmit throughput over the last 10 minutes.  1 hour Average over last hour Kibit/s The average transmit throughput over the last hour.  1 day Average over last day Kibit/s The average transmit throughput over the last day. Tx Throughput Transmit throughput in kbits/sec Kibits/sec This table gives the transmit throughput, in kibibit per second, for all network interfaces on the system.  status/transmit-packets2 transmit-packets IDG   Interface type Type of interface The type of this interface.  Interface name Name of interface The management name of this interface.  10 sec Average over last 10 seconds packets/sec The average transmit throughput over the last 10 seconds.  1 min Average over last minute packets/sec The average transmit throughput over the last minute.  10 min Average over last 10 minutes packets/sec The average transmit throughput over the last 10 minutes.  1 hour Average over last hour packets/sec The average transmit throughput over the last hour.  1 day Average over last day packets/sec The average transmit throughput over the last day. Tx Packet Throughput Transmit throughput in packets/sec packets/sec This table gives the transmit throughput, in packets per second, for all network interfaces on the system.   source-nfs-poller-quiesce-status   Name The name of the NFS File Poller source protocol handler The name of the NFS File Poller source protocol handler  Quiesce state The quiesce state of the NFS File Poller source protocol handler The quiesce state of the NFS File Poller source protocol handler NFS File Poller Source Protocol Handler Summary NFS File Poller source protocol handler summary NFS File Poller source protocol handler summary  status/nfs-mount nfs-mount   Type The type of mount service this NFS mount provides.  Name The configuration identifier for this NFS mount.  Remote NFS export The remote NFS mount point for this mount.  State The state of this NFS mount. If the state is up, Files can be opened over this mount.  NFS version The version of the NFS protocol being used for this mount.  IP address The IP address of the interface of the NFS server that NFS RPC traffic is being sent to, or was last sent to.  Transport Transport type The transport protocol being used under the RPC protocol for this NFS mount.  NFS port number The UDP or TCP port number that RPC data for this NFS mount is sent to.  Files opened for read The number of files that were opened for reading over this NFS mount.  Files opened for write The number of files that were opened for write (create) over this NFS mount.  Files currently open The number of files that are currently open for read or write (create) over this NFS mount. NFS Mount Status NFS mount status  status/ntp-refresh ntp-refresh  container software   Last server tried IP address of the last server contacted as an NTP server. IP address of the last server contacted as an NTP server.  Last result received Result of the last server contact. Result of the last server contact.  Time after refresh Time after the last refresh. Time after the last refresh.  Local Time Current local time. The current local time. This time is obtained from the timezone settings established on the Time Settings object and with the date and time settings set on the System Control page. NTP Refresh Status Status of most recent NTP refresh. Status of most recent NTP refresh.  status/oauth-caches-status oauth-caches-status IDG   Client ID Client identifier The client ID of the OAuth client.  Type Cache type The type of cache that the appliance deletes.  Last flushed Time of last deletion The time when the appliance last deletes the expired entries.  Number of entries Number of entries The number of entries in the cache.      Delete OAuth Caches List of OAuth caches List of OAuth cache tickets.  status/object-status op-state   Type Configuration object type  Op-state Configuration object operational state  Admin-state Configuration object administrative state  Name Configuration object name  Detail Configuration object event detail  Event-text Configuration object event text  Status Configuration status  Last-modified  Last-saved  Last-deleted Object Status Configuration object operational state Configuration object operational state  status/ODRConnectorGroup-status-deprecated AppOpt   Connector group Name of the ODR connector group The name of the ODR connector group.  Group state State of the ODR connector group The state of the ODR connector group.  1 100 Connector host Host name of the ODR connector The IP address or host name of the ODR connector.  Connector port Connector port The port number of the ODR connector.  Currently active Current status of the connector Indicates whether the given ODR connector is active. Possible values are: yes or no. ODR Connector Group Status (deprecated - use ODRConnectorGroupStatus2) Displays the status of ODR connector groups Displays the status of all ODR connector groups.  status/ODRConnectorGroup-status odr-connectorgroup-status AppOpt   Connector group Name of the ODR connector group The name of the ODR connector group.  Group state State of the ODR connector group The state of the ODR connector group.  1 100 Connector host Host name of the ODR connector The IP address or host name of the ODR connector.  Connector port Connector port The port number of the ODR connector.  Currently active Current status of the connector Indicates whether the given ODR connector is active. ODR Connnector Group Status Displays the status of ODR connector groups Displays the status of all ODR connector groups.  status/ODRLoadBalancer-status odr-loadbalancer-status AppOpt   Group Name of the ODR load balancer group The name of the ODR load balancer group. Only a single ODR load balancer group is supported, so this value is always "ODR-LBG".  Connector group Name of the ODR connector group The name of the ODR connector group that each Load Balancer group member belongs to.  1 100 Host Name of the ODR load balancer group member The IP address or host name of the ODR load balancer group member.  Port Mapped port The member-specific target port.  Operational state Health status of the server The health status of a given ODR load balancer group member. Possible values are: up, softdown, or down.  Administrative state Administrative state associated with the server The administrative state overrides the health of the server. ODR Load Balancer Status Displays the status of the ODR load balancer group members Displays the status of the ODR load balancer group members.  status/other-sensors sensors-other RealHardware   Name The name of the sensor. The name of the sensor that is being monitored. The name is in the form of a descriptive predicate. If the value of the sensor is true, the descriptive predicate is true; if the value of the sensor is false, the descriptive predicate is false. For example, the sensor name 
                     Intrusion detected
                    with a value of 
                     false
                    means that intrusion is not detected.  Value The value of the sensor. The value of the sensor. The value is either true or false.  Status Status of the sensor. The current status of the sensor. The status can be one of the following values: 
                       OK: The reading of the sensor is normal.  Failure: The reading of the sensor indicates a problem or a failure in the appliance.  No reading: No reading of the sensor is available at this time. An internal hardware or software error might occur. Contact IBM Support.  Invalid: The DataPower software requested a sensor reading by using an invalid sensor identifier. An internal DataPower software error might occur. Contact IBM Support. Other Sensors Other sensors Sensors that have true or false values.  status/pcibus pci-bus   Address PCI address The PCI address of this function. This is a series of hexadecimal numbers, in the format xxxx:xx:xx.x, with each group being domain, bus, target, and function in turn. So 0000:01:02.3 is domain 0, bus 1, target 2, and function 3.  Vendor ID Vendor identification The vendor identification of this PCI function.  Device ID Device identification The device identification of this PCI function. Each vendor assigns their own device identifications.  Class Class The class of this PCI function. Class values are assigned by the PCI SIG.  0 256 Revision Revision The Revision of this PCI function.  0 256 Interrupt line Interrupt Lline The interrupt line assigned to this PCI function, if any. If none is assigned, no value is displayed. PCI Bus PCI bus List of the PCI functions on the system. They are identified by domain, bus, device, and function.  status/policy-domains-supported policy-domains-supported IDG   Identifier Unique identifier. Unique identifier.  Policy domain description Policy domain name The name of the policy domain.  Policy domain namespace Namespace of the domain The namespace for the policy domain.  Policy domain implementation URL Domain URL The URL for custom policy domains, built-in policy domains display 'System'. Policy Domains Supported Displays all the policy domains (custom policy domains and built-in policy domains) supported.   source-pop-poller-quiesce-status B2B   Name The name of the POP Poller source protocol handler The name of the POP Poller source protocol handler  Quiesce state The quiesce state of the POP Poller source protocol handler The quiesce state of the POP Poller source protocol handler POP Poller Source Protocol Handler Summary POP Poller source protocol handler summary  status/port-status           Port Status  status/power sensors-power IDG  SailFish HS23 9007   Name The name of the power sensor. The name of the power sensor that is being monitored.  Value The current power reading. mW The most recent reading of the power sensor in milliwatts. There are only three significant digits. Power Sensors Power sensors Sensors that read electrical power, from the power supplies and other components of the appliance.  status/qm-status qm-status IMQA   Name Queue manager name. Queue manager name.  Status Queue manager status. Run time status of the queue manager.  CPU usage The percentage of CPU used. % The instantaneous CPU usage by the queue manager as a percentage of the CPU load.  Used memory The amount of memory that is currently in use by the queue manager. MB The amount of memory that is currently in use by the queue manager.  Used File System The amount of file system that is currently in use by the queue manager. MB The amount of file system that is currently in use by the queue manager.  Total File System Total amount of file system allocated for the queue manager. MB The amount of file system allocated for the queue manager.  HA Role HA role of the queue manager. HA role of the queue manager.  HA Status HA status of the queue manager. HA status of the queue manager.  DR Role DR role of the queue manager. DR role of the queue manager.  DR Status DR status of the queue manager. DR status of the queue manager. Queue Managers Status Status of available queue managers. Detailed status of the available queue managers.  status/quota-enforcement-status quota-enforcement-status IDG   Operational state Operational state Lists the operational state of the quota enforcement server. The operational state is up or down.  Mode Working mode Lists the mode that the quota enforcement server works in. The mode is standalone or peer group.  Role Role Lists the role. The role is primary or replica.  Primary server Primary server in the peer group Lists the IP address of the primary node in the peer group. When the quota enforcement server is in standalone mode, this information is unavailable.  Connected replicas Connected replicas Lists the number of replicas that the primary node is connected with. When a replica, the value is 0.  Size (bytes) Size in bytes Lists the size of database in persistent storage. The unit is byte.  Total keys Total keys Lists the total number of keys in database. Each key represents a threshold defined for the specific traffic type. Quota Enforcement Server Status Quota enforcement status for the DataPower Gateway Displays the quota enforcement status for the DataPower Gateway.  status/raid-array raid-array  90051U 90052U HS23 9006 9007   1 Controller ID RAID controller ID The reference number of the RAID card. The value is always 1.  1 Array ID Reference of array The referece number of the this array. Numbering starts with 1.  Logical drive ID Identifier of the logical driver The identifier of the logical driver of which this array is part.  RAID level RAID level of the array The RAID level of this array configuration.  Number of physical drives Number of the physical drives for this array The number of the physical drives for this array.  Total size Coerced size of array MB The normalized size of this array in megabytes. The value is rounded down to an even multiple, which allows you to swap drives of the same nominal size but might not be the same raw size. RAID Array Status Show status of RAID array Details about the status of the RAID array.  status/raid-battery-backup raid-battery-backup IDG  90051U 90052U   1 Controller ID RAID controller ID The reference number of the RAID controller. The value is always 1.  Battery type Battery type The type of the BBU.  Serial number Serial number The serial number of the BBU.  Name Name The product name of the BBU.  Status Status The status of the BBU.  Voltage Voltage mV The actual voltage of the battery in millivolts.  Current Current mA The current that flows through the battery terminals in milliamperes.  Temperature Temperature C The temperature of the battery in degrees Celcius.  Design capacity Design capacity mAh The designed capacity of the battery in milliampere-hour.  Design voltage Design voltage mV The designed voltage of the battery in millivolts.  Remaining capacity Remaining capacity mAh The predicted capacity remaining in the battery in milliampere-hour.  Full charge capacity Full charge capacity mAh The predicted capacity of the battery when fully charged in milliampere-hour.  Run time to empty Run time to empty minutes The relative gain or loss of the battery in response to a change in the power policy in minutes.  Average time to empty Average time to deplete the battery minutes The time in minutes to deplete the battery. The time is calculated based on the 1-minute rolling average of the power that is being charged to the battery.  Average time to full Average time to fully charge the battery minutes Time in minutes to fully charge the battery. The time is calculated based on the 1-minute rolling average of the power that is being charged to the battery.  Cycle count Number of charge cycles occurred The number of charge cycles that the battery has experienced.  Remaining capacity alarm Remaining capacity alarm mAh The threshold of the remaining capacity in milliampere-hour. When the threshold is reached, the system will throw an alarm. If the 'Battery Type' is iBBU08, this is deprecated and does not display any value.  Remaining time alarm Remaining time alarm minutes The threshold of the remaining time in minutes. When the threshold is reached, the system will throw an alarm. If the 'Battery Type' is iBBU08, this is deprecated and does not display any value. RAID Battery Backup Status Details about the RAID battery backup unit The details about the battery backup unit (BBU) of the RAID controller. The BBU protects against the loss of cached data in the event of a power failure.  status/raid-battery-module raid-battery-module  9006 9007   1 Controller ID RAID controller ID The reference number of the RAID controller. The value is always 1.  BBU type BBU type The type of the BBU.  Serial number Serial number The serial number of the BBU.  Name Name The product name of the BBU.  Status Status The status of the BBU.  Voltage Voltage mV The actual voltage of the battery in millivolts.  Current Current mA The current that flows through the battery terminals in milliamperes.  Temperature Temperature C The temperature of the battery in degrees Celcius.  Design capacity Design capacity mAh The designed capacity of the battery in milliampere-hour.  Design voltage Design voltage mV The designed voltage of the battery in millivolts. RAID Battery Backup Unit Status Details about the RAID battery backup unit The details about the battery backup unit (BBU) of the RAID controller. The BBU protects against the loss of cached data in the event of a power failure.  status/raid-logical-drive raid-logical-drive  90051U 90052U HS23 9006 9007   1 Controller ID RAID controller ID The reference number of the RAID card. The value is always 1.  1 Logical drive ID Reference number of the logical drive The reference number of this logical drive.  Logical drive name Name of logical drive The name of the logical drive. The value is always 'raid0'.  RAID level RAID level of the logical disk in the volume The configuration of the RAID level for the logical disk in the RAID volume.  Number of physical drives Number of physical drives for the logical drive The number of physical drives in the logical drive.  State State of a logical disk in the volume The state of a logical disk in a RAID volume.  Initialization progress Progress of the initialization The progress of the initialization of the logical drive.  Read policy Current read policy The read policy in effect.  Write policy Current write policy The write policy in effect.  Cache policy Current cache policy The cache policy in effect.  Access policy The access policy The access policy in effect for the logical drive.  Bad block exists Indicator that bad block exists An indicator of whether there are bad blocks in the logical drive.  Total size Total size of logical drive MB The total size of the logical drive in megabytes. RAID Logical Drive Status Status of the RAID logical drive Details about the RAID logical drive.  status/raid-partition raid-partitions RaidFSModify   Volume name Name of the RAID volume The name of the RAID volume.  1 8 Partition Index of the partition The index of the partition on the RAID volume.  Purpose Use of partition The contents of the partition.  Encryption algorithm Algorithm to encrypt the partition The algorithm used to encrypt the partition, if application.  Encryption method Method to encrypt the partition The method used to encrypt the partition, if any.  Total size Total size of partition KB The total size of the partition in kilobytes, including file system overhead.  Free space Free space on partition KB The free space that is available on the partition for storing data. RAID Partition Status RAID partition status Details about the RAID partition.  status/raid-phys-disk-obsolete RaidVolumeMpt   Volume number  Disk number  Physical disk number  Target  Location  State  RAID-1 role  Vendor ID  Product ID  Revision  Identifier  Out of synchronization  Quiesced  Inactive volume  Optimal previous RAID Physical Disks Deprecated due to indexing problems.  status/raid-phys-disk raid-phys-disks RaidVolumeMpt   Volume number RAID volume of which the physical disk is a part The RAID volume of which this physical disk is a part. Each physical disk is in only one RAID volume.  1 Disk number Number of the disk in the RAID volume The number of the disk in the RAID volume. Numbering starts with 1.  Physical disk number Physical disk number of the disk The physical disk number of this disk. The RAID controller assigns this number.  Target SCSI target of the disk The SCSI target of the disk.  Location Location of this disk The physical location of this disk. "HDD0" is the top disk in the module, and "HDD1" is the bottom disk in the module.  State Current state of the disk The current state of the physical disk.  RAID role RAID role of the disk The role of the disk in the RAID volume. When the contents on the disks disagree, the primary disk wins and the secondary disk is synchronized to match the primary disk.  Vendor ID Vendor identifier of disk drive The vendor identification string for the hard disk drive.  Product ID Product identifier The product identification string for the hard disk drive.  Revision Hard disk drive revision The revision string of the hard disk drive from the vendor.  Identifier Identifier string The vendors identifier string that is read from the hard disk drive. Generally, the identifier is unique for each physical drive.  Out of synchronization Drives out of synchronization For the secondary drive, means that it is not fully sycnhronized with the primary drive.  Quiesced Drive quiesced Indicates whether the disk drive is quiesced, which prevents it from receiving read/write commands.  Inactive volume Drive inactive due to inactive volume If true, the physical disk is not a member of the RAID volume.  Optimal previous Optimal previous True if the previous state was optimal, else false. RAID Physical Disks Status of physical disks in the RAID volume Details about the phyusical disks that are part of the RAID volume.  status/raid-physical-drive raid-physical-drive  90051U 90052U HS23 9006 9007   1 Controller ID RAID controller ID The RAID controller ID. Numbering starts with 1.  1 Device ID Device ID of physical drive The device identifier of the physical drive. Numbering starts with 1.  Array ID RAID array ID The RAID array identifier to which this physical drive joins.  Logical drive ID Logical drive ID The logical drive identifier of which this physical drive is a part.  Logical drive name Logical drive name The name of the logical drive. The value is always 'raid0'.  Position Location of drive The location of the physical drive from the front panel point-of-view of the appliance.  State Current state of drive The current state of the physical drive.  Progress Progress of current operation % The current progress percentage of the operation on the physical drive. Operations can be rebuild, copyback, patrol, or clear.  Raw size Raw size MB The exact size of the drive in megabytes.  Coerced size Coerced size MB The normalized size in megabytes. The value is rounded down to an even multiple, which allows you to swap drives of the same nominal size but might not be the same raw size.  Drive type Drive interface type The interface type of the drive.  Interface speed SAS interface speed The SAS interface speed negotiated between the RAID controller and the physical drive.  SAS address SAS address The SAS address of a physical drive.  Vendor ID Vendor identifier The vendor identification string for the hard disk drive.  Product ID Product identifier The product identification string for the hard disk drive.  Revision Hard disk drive revision The revision string of the hard disk drive from the vendor.  Specific information Vendor-specific information The vendor specific information string that is read from the hard drive. Generally, the identifier is unique for each physical drive.  Failure The hard disk failure state If the hard disk failure state shows Yes, replace this drive as soon as possible to avoid possible data loss.  Temperature The temperature of hard disk drive Degree C/Degree F The temperature of the hard disk drive. RAID Physical Drive Status Status of RAID physical drive Details about the RAID physical drives  status/raid-ssd raid-ssd IMQA   1 Disk Number Number of the disk in the RAID volume The number of the disk in the RAID volume. Numbering starts with 1.  SN Serial number The serial number string for the drive.  Total Written Total data written GiB The total data in gibibytes written to the drive since manufacture.  Life Left Life remaining gauge % Estimate of the remaining drive lifetime. SSD Status Information SSD Status Information Information useful in gauging remaining SSD lifetime  status/raid-volume-obsolete RaidVolumeMpt   Number  Type  Volume ID  Disks  State  Enabled  Quiesced  Resync in progress  Resync percentage  Inactive status  Bad block table full  Write caching enable RAID Volumes Deprecated due to indexing problems.  status/raid-volume raid-volumes RaidVolumeMpt   Number Number of RAID volume The number of the RAID volume in the system. Numbering starting with 0.  Type Type of RAID volume The type of RAID volume. The incorporation of a particular type does not mean that the software supports creating or using this type of volume.  Volume ID Identifier of the RAID volume The volume identifier that the RAID controller assigned to the volume.  Disks Number of physical disks in RAID volume The number of physical disks that are configured to be part of the RAID volume.  State State of RAID volume The overall state of the RAID volume.  Enabled Whether RAID volume is enabled Whether the RAID volume is enabled. If not enabled, there is no file system access to the volume.  Quiesced Whether RAID volume is quiesced Whether the RAID volume is quiesced. When quiesced, the volume is enabled but no commands (read, write) can be sent to it.  Resync in progress Whether resynchronization is in progress Whether resynchronization of the RAID volume is in progress. Resynchronization occurs when the data on the secondary drive is not the same that on the primary drive. Resynchronization copies blocks from the primary drive to the secondary drive until they match.  Resynchronization percent Percentage of resynchronization completed % The percentage of the total blocks that are not the same on the primary and secondary drives. The value is rounded to the nearest percent, except that the result will never be 100% unless resynchronization is absolutely complete.  Inactive status Inactive status of volume If the RAID volume is active, the status will be "active". If the volume is inactive, it gives the reason why it is inactive.  Bad block table full Whether the bad block table is full Whether the bad block table on the RAID volume is full.  Write caching enable Whether write caching is enabled Whether write caching on the RAID volume is enabled. RAID Volumes Status of RAID volumes Details about the RAID volumes  status/ratelimit-api-status ratelimit-api-status IDG   Subscriber Subscriber name Lists the subscriber name that triggers rate limiting.  API name API name Lists the API name.  Configuration name Configuration name Lists the configuration name where the rate limit or burst limit scheme is defined.  Level Configuration level Lists the configuration level where the rate limit or burst limit scheme is defined. A rate limit scheme can be defined at the plan, operation, and collection level. A burst limit scheme can be defined at the plan level.  Rate limit name Rate limit name Lists the configuration name where the rate limit is defined.  Rate Maximum number of allowed API requests in an interval Lists the maximum number of allowed API requests in an interval.  Interval Rate interval Lists the interval between enforcements.  Hard limit Whether requests are rejected when the threshold is exceeded Lists the hard limit setting.  Interval start Starting time of the interval Lists the starting time of the interval.  Remaining requests Number of remaining API requests that can be accepted in the current interval Lists the number of remaining API requests that can be accepted in the current interval.            Delete   Delete all records   Delete all records from all domains API Rate Limit Enforcement Metrics API rate limit enforcement status for the API Gateway Displays the API rate limit enforcement status for the API Gateway.  status/ratelimit-assembly-status ratelimit-assembly-status IDG   Subscriber (plan-default) Subscriber name (plan-default) For plan-default limits, lists the subscriber name that triggers rate limiting or burst limiting.  API name (plan-default) API name (plan-default) For plan-default limits, lists the expanded API name.  Configuration name Configuration name Lists the name of the configuration where the rate limit or burst limit scheme is defined.  Level Configuration level Lists the configuration level where the rate limit or burst limit scheme is defined. Assembly rate limit and burst limit schemes are defined at the collection level.  Rate limit name Rate limit name Lists the name of the rate limit or burst limit scheme.  Rate Capacity per interval Lists the maximum number of allowed API requests in an interval.  Interval Rate interval Lists the interval between enforcements.  Hard limit Whether requests are rejected when the threshold is exceeded Lists the hard limit setting that determines whether to reject requests when the limit is exceeded.  Cache only Whether to use the cache first Lists the cache setting that determines whether to use the local cache first to enforce the limit.  Is client Whether this is a client limit Whether to apply the limit to the client or an internal component. Client limits return 429 when exceeded. Non-client limits return 503 when exceeded.  API name The API name Lists the name of the API that the limit applies to.  Application ID Application ID Lists the application ID that the limit applies to.  Client ID Client ID Lists the client ID that the limit applies to.  Dynamic value Dynamic value for the limit Lists the dynamic value for the limit.  Interval start Starting time of the interval Lists the starting time of the interval.  Remaining requests Number of remaining API requests that can be accepted in the current interval Lists the number of remaining API requests that can be accepted in the current interval.                  Delete   Delete all records   Delete all records from all domains Assembly Rate Limit Enforcement Metrics Assembly rate limit enforcement status for the API Gateway Displays the assembly rate limit enforcement status for the API Gateway.  status/ratelimit-concurrent-status ratelimit-concurrent-status IDG   Key name Key name Lists the key name that identifies concurrent transactions.  Current value The current counter value for concurrent transactions Lists the current counter value for concurrent transactions.  Peak value The highest counter value for concurrent transactions Lists the highest counter value for concurrent transactions since the GatewayScript 
                     ratelimit
                    module was called.     Delete   Delete all keys   Delete all keys from all domains Quota Enforcement Concurrent Transactions Metrics Quota enforcement concurrent transactions status for the DataPower Gateway Displays the quota enforcement concurrent transactions status for the DataPower Gateway.  status/ratelimit-count-status ratelimit-count-status IDG   Key name Key name Lists the key name that identifies the counter.  Current value The current counter value Lists the current counter value.     Delete   Delete all keys   Delete all keys from all domains Quota Enforcement Counter Metrics Quota enforcement counter status for the DataPower Gateway Displays the quota enforcement counter status for the DataPower Gateway.  status/ratelimit-rate-status ratelimit-rate-status IDG   Key name Key name Lists the key name that identifies the rate-based threshold.  Interval type Interval type Lists the interval type. The type is fixed or rolling.  Interval start Starting time of the interval Lists the starting time of the interval.  Interval Interval in seconds Seconds Lists the interval between quota enforcements.  Remaining tokens Number of remaining tokens in the current interval Lists the number of remaining tokens in the current interval.  Tokens per interval Maximum number of tokens that can be requested per interval Lists the maximum number of tokens that can be requested per interval.  Expiration Expiration time of the key Lists the expiration time of the key.     Delete   Delete all keys   Delete all keys from all domains Quota Enforcement Rate-based Threshold Metrics Quota enforcement rate-based threshold status for the DataPower Gateway Displays the quota enforcement rate-based threshold status for the DataPower Gateway.  status/ratelimit-tokenbucket-status ratelimit-tokenbucket-status IDG   Key name Key name Lists the key name that identifies the token bucket threshold.  Interval type Interval type Lists the interval type. The type is fixed or rolling.  Interval Start Starting time of the interval Lists the starting time of the interval.  Interval Interval in seconds Seconds Lists the interval between quota enforcements.  Tokens refilling the bucket per interval Tokens refilling the bucket per interval Lists the number of tokens that refill the bucket per interval.  Remaining tokens Remaining tokens in the current interval Lists the number of remaining tokens in the current interval.  Maximum bucket capacity Maximum number of tokens that a bucket can contain Lists the maximum number of tokens that a bucket can contain.  Expiration Expiration time of the key Lists the expiration time of the key.     Delete   Delete all keys   Delete all keys from all domains Quota Enforcement Token Bucket Threshold Metrics Quota enforcement token bucket threshold status for the DataPower Gateway Displays the quota enforcement token bucket threshold status for the DataPower Gateway.  status/receive-kbps   Interface  10 sec kbits/sec  1 min kbits/sec  10 min kbits/sec  1 hour kbits/sec  1 day kbits/sec Dead Rx Throughput Receive throughput in kbits/sec kbits/sec Receive throughput in kbits/sec for all physical Ethernet interfaces. For physical and VLAN interfaces, see drStatusNetworkRecieveDataThroughput.  status/receive-packets   Interface  10 sec packets/sec  1 min packets/sec  10 min packets/sec  1 hour packets/sec  1 day packets/sec Dead Rx Packet Throughput Receive throughput in packets/sec packets/sec Receive throughput in packets/sec for all physical Ethernet interfaces. For physical and VLAN interfaces, see drStatusNetworkRecievePacketThroughput.  status/routing   Destination The destination IP subnet of this route. The IP subnet that is the destination of this route.  Interface The Ethernet interface this route is via. The Ethernet interface this route is via.  Gateway The next hop gateway for this route. The next hop gateway that traffic using this route is sent to. If the next hop is 0.0.0.0, then the route is via the interface (no next-hop router).  Metric The metric for this route. The metric for this route. Typically configured in units of hops, but it is really user-selected. Given ultiple routes with the same destination, the one with the lowest metric is used.       Dead Routing Table This table describes all the static IP routes on the system. This table was deprecated because it could not support VLANs.  status/routing2   Destination The destination IP subnet of this route. The IP subnet or aggregate that is the destination of this route.  Device interface type The type of device interface used for this route. The type of device interface used for this route. Ethernet indicates that it is on the base Ethernet MAC interface. VLAN indicates that it is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface. Tunnel indicates that it is on a tun interface.  Device interface The Ethernet interface ( for example, eth0, eth1) used for this route. The Ethernet interface used for this route. If it is via a VLAN interface, this is the Ethernet interface that VLAN is running over. If it is via a tun interface this is empty.  Name The name of the VLAN or tun interface used for this route. The name of the VLAN or tunnel interface for this route. If not using a VLAN or tun interface, this is empty.  Gateway The next hop gateway for this route. The next hop gateway for traffic using this route. For routes with a Route Type of local, this will be 0.0.0.0 for IP Version 4 or :: for IP Version 6.  Metric The metric for this route. The metric for this route. Given multiple routes with the same destination, the one with the lowest metric is used.        Route type The type of route. The type of route. The value local means that the Gateway is the final destination. The value remote means that the Gateway is not the final destination.  Route protocol How route was learned. The protocol by which this route was learned. Only routes created by management can be deleted through the user interface. Routing Table This table describes the IP routes on the system. This includes static and default routes created by configuration, and dynamic routes from discovery protocols.  status/routing3 route   IP version IP address version The version of the IP address: ipv4 or ipv6.  Destination Destination subnet of the route The IP subnet or aggregate that is the destination of the route.  Prefix length IP address's prefix length. The prefix length of the IP address that represents the configured netmask.  Interface type The interface type for the route The type of device interface used for this route. For example, Ethernet indicates that the interface is on the base Ethernet MAC interface and VLAN indicates that the interface is on an IEEE 802.1Q VLAN on top of the base Ethernet MAC interface.  Interface Configured name of the interface The configured name of the interface for the route.  Next hop version IP address version of next hop gateway The IP address version that corresponds to the next hop gateway: ipv4 or ipv6.  Next hop Next hop gateway The next hop gateway for traffic that uses the route. For routes with a local route type, the value i 0.0.0.0 for IPv4 and :: for IPv6.  Metric Route metric The metric for the route. When the same destination has multiple routes, the route with the lowest metric is used.  Flags Route state flag string  String that shows flags that are associated with the route, one character for each flag that is set. Possible characters are as follows.  U - Route is up G - Route is via a gateway (router) ! - Route is a reject route H - Route is to a host R - Route will be reinstated after timeout D - Route is dynamic, from ICMP redirect M - Route is modified by routing protocol d - IPv6 route is a default c - IPv6 route is an addrconf learned from Router Advertisement o - IPv6 route has no next hop e - IPv6 route can expire c - IPv6 route is cache f - IPv6 route is flow-significant p - IPv6 route is policy route l - IPv6 route is local u - Route has MTU w - Route has window clamping i - Route has IRTT Routing Table This table describes the IP routes on the appliance. The table includes static and default routes from interface configuration and dynamic routes from discovery protocols.  status/secure-cloud-connector-status-table-deprecated scc-status-table AppOpt   Configuration Name of Secure Cloud Connector The name of Secure Cloud Connector.  Admin-state Administrative state of the Secure Cloud Connector The administrative state of the Secure Cloud Connector.  Op-state Operational state of the Secure Cloud Connector The operational state of the Secure Cloud Connector.  Interface Interface name The name of the interface.  Remote peer host Remote host name The remote host name of the cloud server instance for Secure Cloud Connector communications.  Port Remote port The remote IP port number of the SSH server of the cloud server.  Local tunnel IP address Local tunnel IPv4 address The Local tunnel IPv4 address of the local tunnel endpoint.  Remote tunnel IP address Remote tunnel IPv4 address The Remote tunnel IPv4 address of the remote tunnel endpoint.  Start time Start time of the connection Lists the timestamp when the connection started.  RX kbytes Kilobytes of traffic received The kilobytes of traffic received.  RX packets Number of packets received The number of packets received.  RX errors Number of errors encountered during reception The number of errors encountered during reception.  RX drops Number of received packets dropped The number of received packets that were dropped.  TX kbytes Kilobytes of traffic transmitted The kilobytes of traffic transmitted.  TX packets Number of packets transmitted The number of packets transmitted.  TX errors Number of transmission errors The number of transmission errors.  TX drops Number of packets dropped during transmission The number of packets dropped during transmission. Secure Cloud Connector (deprecated) Displays the status of Secure Cloud Connectors Displays the status of all configured Secure Cloud Connectors.  status/self-balanced-status AppOpt   Virtual IP address Virtual IP address The Virtual IP address that the service is accepting requests on.  Port Port The port that the service is accepting requests on.  Target IP address Target IP address The IP address of the target appliance.  Target state Target state The state of the target in the standby control group.  Domain Domain The domain where the service object exists.  Type Type The type of the service object.  Name Name The name of the service object.  Weight Weight The weight of this target. The weight is determined by the processing capabilities of each appliance, and is used in the connection distribution decisions by the active member of the standby control group.  Active connections Active connections The number of connections in a TCP ESTABLISHED state to this target. This information will only be displayed on the row for the active member of the standby control group, and might differ from the actual number of connections because self balancing is not the endpoint for TCP connections.  Inactive connections Inactive connections The number of connections that are not established to this target. This includes previously active connections that have closed but not yet timed out. There might be a large number of inactive connections depending on the number of connections per second received and the connection time out. This information will only be displayed on the row for the active member of the standby control group and might differ from the connections in TIME_WAIT because self balancing is not the endpoint for TCP connections. Self-Balanced Service Status Self-balanced service status Status of self-balanced services in standby control groups.  status/self-balanced-status2 self-balanced-status AppOpt   Virtual IP address Virtual IP address The Virtual IP address that the service is accepting requests on.  Port Port The port that the service is accepting requests on.  Target IP address Target IP address The IP Address of the target appliance.  Target state Target state The state of the target in the standby control group.  Domain Domain The domain where the service object exists.  Type Type The type of the service object.  Name Name The name of the service object.  Weight Weight The weight (processing capabilities) of this target. The processing capabilities of each appliance are used in the connection distribution decisions by the active member of the standby group. For standby members in the standby group, this value is always 0.  Active connections Active connections The number of connections in a TCP ESTABLISHED state to this target. This information is available for only the active member of the standby group. The actual number can differ because self balancing is not the endpoint for TCP connections.  Inactive connections Inactive connections Indicates the number of connections of established, idle connection to this target. This number includes previously active connections that are closed but not yet timed out. Depending on the number of connections per second that were received and the connection timeout, there might be many inactive connections. This information is available for only the active member of the standby group. The actual number can differ from the connections in the TCP TIME_WAIT state because self balancing is not the endpoint for TCP connections. Self-Balanced Service Status Self-balanced service status Status of self-balanced services in standby control groups.  status/local-self-balanced-services local-self-balanced-services AppOpt   Virtual IP address The virtual IP address upon which connections are being accepted. An address of 0.0.0.0 means that connections will be accepted at any IP address of the system, a specific address indicates that connections will only be accepted at that virtual IP address.  Port The port number of the listener.  Uses TLS Denotes whether the local listener supports the TLS protocol.  Domain The domain that the configuration object that created the listener is in.  Type The type of configuration object that created the listener.  Name The name of the configuration object that created the listener. Local Self-Balanced Services This table describes all local services that are listening for incoming connections on a self-balanced standby control virtual IP address. For each entry in the table, the configuration object that created the listener is shown.  status/memory-services-deprecated IDG   Service Service type The type of service being considered.  Name Service name Name of the service.  Current Current memory usage. kilobytes Current memory being used by this service.  1 min Peak memory usage over the previous minute. kilobytes The peak memory usage by the service over the previous minute.  1 min - 5 min Peak memory usage in the interval between 1 and 5 minutes ago. kilobytes The peak memory usage by the service in the interval between 1 and 5 minutes ago.  5 min - 10 min Peak memory usage in the interval between 5 and 10 minutes ago. kilobytes The peak memory usage by the service in the interval between 5 and 10 minutes ago.  10 min - 1 hour Peak memory usage in the interval between 10 minutes and 1 hour ago. kilobytes The peak memory usage by the service in the interval between 10 minutes and 1 hour ago.  1 hour - 12 hours Peak memory usage in the interval between 1 and 12 hours ago. kilobytes The peak memory usage by the service in the interval between 1 and 12 hours ago.  12 hours - 1 day Peak memory usage in the interval between 12 hours and 1 day ago. kilobytes The peak memory usage by the service in the interval between 12 hours and 1 day ago.  Lifetime Peak memory usage. kilobytes The peak memory usage by the service over its lifetime. Services Memory Usage (deprecated - use ServicesMemoryStatus2) Details of memory usage by services Details of memory usage by services.  status/memory-services services-memory   Service Service type The type of service being considered.  Name Service name Name of the service.  Current Current memory usage. megabytes Current memory being used by this service.  1 min Peak memory usage over the previous minute. megabytes The peak memory usage by the service over the previous minute.  1 min - 5 min Peak memory usage in the interval between 1 and 5 minutes ago. megabytes The peak memory usage by the service in the interval between 1 and 5 minutes ago.  5 min - 10 min Peak memory usage in the interval between 5 and 10 minutes ago. megabytes The peak memory usage by the service in the interval between 5 and 10 minutes ago.  10 min - 1 hour Peak memory usage in the interval between 10 minutes and 1 hour ago. megabytes The peak memory usage by the service in the interval between 10 minutes and 1 hour ago.  1 hour - 12 hours Peak memory usage in the interval between 1 and 12 hours ago. megabytes The peak memory usage by the service in the interval between 1 and 12 hours ago.  12 hours - 1 day Peak memory usage in the interval between 12 hours and 1 day ago. megabytes The peak memory usage by the service in the interval between 12 hours and 1 day ago.  Lifetime Peak memory usage. megabytes The peak memory usage by the service over its lifetime. Services Memory Usage Details of memory usage by services Details of memory usage by services.  status/active-services services   Local IP IP address being used by this service. IP address being used by this service.  Local port Port being used by this service. Port being used by this service.  Type Type of service. Type of service.  Name Name of the service. Name of the service. Active Services Active services Status of active services.  status/services-plus-obsolete   Local IP IP address being used by this service. IP address being used by this service.   Local port Port being used by this service. Port being used by this service.  Type Type of front side handler. Type of front side handler.  Name Name of front side handler. Name of front side handler.  Status Status of front side handler. Status of front side handler.  Directory Details of front side handler. Details of front side handler.  GET queue Details of front side handler. Details of front side handler.  Topic Details of front side handler. Details of front side handler.  Topic selection Details of front side handler. Details of front side handler.  Remote server Details of front side handler. Details of front side handler.  Remote port Details of front side handler. Details of front side handler.  Service type Type of service. Type of service.  Service name Name of the service. Name of the service.   Summary Summary of the service. Summary of the service.            Services Plus Active services Status of active services.  status/ws-serviceversion-status ws-serviceversion-status IDG   MPGW  Identifier  Service version source URL  Status  Last refresh  Processing log  Policy correlator Service Version Status   source-sftp-poller-quiesce-status   Name The name of the SFTP source protocol handler The name of the SFTP source protocol handler  Quiesce state The quiesce state of the SFTP source protocol handler The quiesce state of the SFTP source protocol handler SFTP Source Protocol Handler Summary SFTP source protocol handler summary  status/sgclient-conn-status sgclient-conn-status IDG  software   Secure Gateway client Name of the Secure Gateway client. Name of the Secure Gateway client.  Destination host Host name or IP address of the destination of this connection. Host name or IP address of the destination of this connection.  Destination port Port number of the destination of this connection. Port number of the destination of this connection.  Bytes sent Number of bytes sent over this connection. Number of bytes sent from the cloud to the destination over this connection  Bytes received Number of bytes received over this connection. Number of bytes received from the destination, and forwarded to the cloud, through this connection. Secure Gateway Client Connection Status (deprecated) Secure Gateway client connection status is deprecated. The Secure Gateway client is deprecated. Displays the status of Secure Gateway client connections.  status/sgclient-status sgclient-status IDG  software   Secure Gateway client Name of the Secure Gateway client. Name of the Secure Gateway client.  Total connections Total number of connections. Total number of connections that have ever been active since this Secure Gateway client was enabled.  Active connections Number of active connections. Number of currently active connections.  Bytes sent Number of bytes sent over this gateway. Cumulative number of bytes sent from the cloud to any client through this secure gateway.  Bytes received Number of bytes received over this gateway. Cumulative number of bytes received from any client and forwarded to the cloud through this secure gateway. Secure Gateway Client Status (deprecated) Secure Gateway client status is deprecated. The Secure Gateway client is deprecated. Displays the status of Secure Gateway clients.  status/slm-peering slm-peering IDG   SLM policy The name of the SLM Policy invoked  Peer The SLM Peer with which monitoring data updated  First update Timestamp of first update with Peer  Last updated Timestamp of last update with Peer  Count The number of updates exchanged with Peer SLM Peering Status SLM peering status Counts of traffic exchange with SLM peers  status/slm-summary slm-summary IDG   SLM policy Name of the SLM policy The name of the SLM policy.  SLM statement ID SLM statement ID. The ID of the SLM statements in the SLM policy.  1 minute messages Number of messages the statement processed in 1 minute The number of messages that the statement processed in the previous minute.  1 minute errors Number of messages the statement processed with errors in 1 minute The number of messages processed that the statement processed with errors in the previous minute.  1 minute throttled Number of messages the statement throttled in 1 minute The number of messages that the statement throttled in the previous minute.  1 minute response average Average response time for all messages the statement processed in 1 minute The average response time in milliseconds for all messages that the statement processed in the previous minute.  1 minute response minimum Minimum response time in milliseconds for any message the statement processed in 1 minute The minimum response time in milliseconds for any message that the statement processed in the previous minute.  1 minute response maximum Maximum response time for messages the statment processed in 1 minute The maximum response time in milliseconds for any message that the statement processed in the previous minute.  Total messages Total number of messages the statement processed The total number of messages that the statement processed.  Total errors Total number of messages the statement processed with errors The total number of messages that the statement processed with errors.  Total throttled Total number of messages the statment throttled The total number of messages that the statement throttled.  Total response average The average response time for all messages the statement processed The average response time in milliseconds for all messages that the statement processed.  Total response minimum Minimum response time for any message the statement processed The minimum response time in milliseconds for any message that the statement processed.  Total response maximum Maximum response time for any message the statement processed The maximum response time in milliseconds for any message that the statement processed. SLM Summary Status Service Level Monitor (SLM) summary Service Level Monitor (SLM) summary  status/snmp-status snmp-status   SNMPv3 engineID The engineID for the local SNMPv3 engine.  SNMPv3 engine boots The number of reboots for the local SNMPv3 engine. SNMP Status SNMP status  status/sql-connections sql-connections SQL-ODBC   SQL data source Name of the SQL data source. Name of the SQL data source.  Total connections Total number of connections to this SQL data source. Total number of connections to this SQL data source.  Idle connections Idle connections to this SQL data source. Number of idle connections to this SQL data source.  Active connections Active connections to this SQL data source. Number of active connections to this SQL data source. SQL Data Source Connection Pool Status SQL data source connection pool statistics. SQL data source connection pool statistics.  status/sqlruntime sqlruntime DCO   Instance Identifier for this runtime. An automatic identifier for this runtime. There may be multiple runtimes for each profile.  Profile name Name of the profile. Name given to the profile in the runtime settings.  Maximum memory Maximum memory allowed for runtimes in this profile. kibibytes The maximum memory allowed for any runtime in this profile. This value is configurable in the runtime settings. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  Available memory The amount of currently available free memory. kibibytes The amount of free memory currently available to the runtime environment. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  Total memory The total memory consumed by this runtime. kibibytes The total memory consumed by this runtime, including all the services running in this runtime. Obsoleted in release 5.0.0.0 due to incompatible SNMP changes in release 4.0.1.0. When read via SNMP, the value type improperly returns Counter64 from release 4.0.1.0 to release 4.0.1.7 and from release 4.0.2.0 to release 4.0.2.3.  Maximum memory Maximum memory allowed for runtimes in this profile. kibibytes The maximum memory allowed for any runtime in this profile. This value is configurable in the runtime settings.  Available memory The amount of currently available free memory. kibibytes The amount of free memory currently available to the runtime environment.  Total memory The total memory consumed by this runtime. kibibytes The total memory consumed by this runtime, including all the services running in this runtime. SQL Data Source Runtime Status SQL data source runtime status information The memory status of each sql runtime environment is reported. There may be more than one runtime running under the same profile.  status/sql sql SQL-ODBC   SQL data source Name of the SQL data source. Name of the SQL data source.  Number of read requests Number of read requests to this SQL data source. Number of read requests to this SQL data source.  Number of modify requests Number of modify requests to this SQL data source. Number of modify requests to this SQL data source.  Number of failed read requests Number of failed read requests to this SQL data source. Number of failed read requests to this SQL data source.  Number of failed modify requests Number of failed modify requests to this SQL data source. Number of failed modify requests to this SQL data source. SQL Data Source Status SQL data source statistics. SQL data source statistics.  status/client-known-host-summary-obsolete client-known-host-summary IDG   Domain The domain name associated with the table.  SSH client profile The SSH client profile name associated with the table.      Delete Table SSH Client Known Host Table Summary SSH client known host table summary SSH known host tables for the SSH client profile. If the table is no longer needed, it can be deleted using the "Delete Table" button.  status/client-known-host-summary client-known-host-summary IDG   Domain The domain name associated with the table.  SSH client profile The SSH client profile name associated with the table.      Delete Table SSH Client Known Host Table Summary SSH client known host table summary SSH known host tables for the SSH client profile. If the table is no longer needed, it can be deleted using the "Delete Table" button.  status/client-known-hosts client-known-hosts IDG   Host The IP address of the SSH peer.  Type The key type recorded for the SSH peer.  Client name The SSH client profile associated with the SSH peer.      Delete SSH Client Known Host Tables SSH client known host tables SSH known host tables for the SSH client profile. If the host key of an SSH server changes, delete the SSH client known host entry, then add an SSH client known host to the SSH client profile.   source-ssh-server-quiesce-status   Name The name of the SSH server source protocol handler The name of the SSH server source protocol handler  Quiesce state The quiesce state of the SSH server source protocol handler The quiesce state of the SSH server source protocol handler SSH Server Source Protocol Handler Summary SSH server source protocol handler summary  status/trusted-hosts known-hosts   Host The hostname of the peer.  Type The key type recorded for peer.     Delete SSH Known Host Table SSH known host table SSH known host table   sslproxy-quiesce-status   Name The name of the TLS Proxy The name of the TLS Proxy  Quiesce state The quiesce state of the TLS Proxy The quiesce state of the TLS Proxy TLS Proxy Summary TLS Proxy summary  status/standby IDG   Interface The physical Ethernet interface The physical Ethernet interface assigned to standby  Group The standby group number. An integer used to identify a standby group; allowable identifiers are in the range 1 through 255.  Virtual IP address The virtual IP address assigned to the group The virtual IP address managed by this group, which will be active on one member of the group at any given time. This is the address external clients use to contact the group.  Priority Priority level of the interface within the group The priority value (an integer within the range 100 through 255, with a default of 100) determines the device's eligibility for the active role. The device within the standby group with the highest assigned priority assumes the active role.  State Current state of this standby member. The current state of this member of this standby control group. If it is active, this member is the one receiving traffic for the group's IP address. If it is standby, some other member of the group is active.  Preempt Regain active status enabled With preempt mode enabled, a previously active (rather than standby) device regains its active status provided it has a high enough priority when returned to service following a failure. With preempt mode disabled (the default state), a previously active device assumes the standby role when returned to service following a failure.  VIP owner The machine currently responding to virtual IP address The address or host name of the machine in the group that currently responds to the virtual IP address  Type The type of interface standby control is on. The type of the interface this standby control is on. This may be Ethernet or VLAN.  VLAN name The VLAN the standby control is on. If this standby control is on a VLAN, the name of that VLAN.  Self-balancing Distribute incoming connections to all members of the standby group, rather than just the active With self-balancing enabled, the active device distributes incoming requests across all members of the standby group with the self-balancing feature enabled.  Distribution algorithm Algorthim used for distributing incoming connections The active device uses chosen algorithm to distribute connections to members of the standby group with the self-balancing feature enabled. All members in the standby group must use the same algorithm. Interface Standby Status Status of standby control protocol on Ethernet interfaces or VLANs on top of Ethernet interfaces.  status/standby2 standby IDG store:///dp/ssc-marker   ifIndex SNMP ifIndex. Indicates the value of the SNMP ifIndex column in the ifTable for the interface that is running standby. The ifIndex is a unique value that is greater than zero for each interface.  Type Interface type Indicates the interface type of the network interface that is running standby. Same numeric value as ifType in ifTable.  Name Interface name Indicates the configuration name of the interface that is running standby.  1 255 Group Standby group number Indicates the identifier for the standby group.  Virtual IP address Virtual IP address for the group Indicates the virtual IP address for the group, which is active on only one member of the standby group. This IP address is the address that external clients use to contact the group.  0 255 Priority Priority level of the interface Indicates the priority value. The appliance within the standby group with the highest assigned priority assumes the active role when there is an election.  State Current state of this standby member. Indicates the current state of this member in the standby group. If it is active, this member is the one that receives traffic for the IP address of the group. In other states, some other member of the group is active.  Preemption state Preemption state Indicates whether preemption is enabled. Do not enable preemption.  VIP owner The machine currently responding to virtual IP address Indicates the underlying IP address of the appliance in the group that is active and is receiving traffic to the virtual IP address.  Self-balancing Active appliance for distributing incoming connections With self-balancing enabled, indicates the active appliance that distributes incoming requests across all members of the standby group that have the self-balancing feature enabled.  Distribution algorithm Algorthim to distribute incoming connections Indicates the algorithm to distribute connections to members of the standby group that have the self-balancing feature enabled. All members in the standby group must use the same algorithm. Standby Status Interface standby status Status of standby control protocol on Ethernet interfaces or VLANs on top of Ethernet interfaces.   source-raw-quiesce-status   Name The name of the Stateless TCP source protocol handler The name of the Stateless TCP source protocol handler  Quiesce state The quiesce state of the Stateless TCP source protocol handler The quiesce state of the Stateless TCP source protocol handler Stateless TCP Source Protocol Handler Summary Stateless TCP source protocol handler Summary  status/stylesheet-cache-obsolete IDG   XML manager XML manager that manages stylesheets The name of the XML manager that manages stylesheets. More than one service can use an XML manager.  Max count Maximum number of stylesheets cached The maximum number of stylesheets that can be cached.  Cached Number of cached stylesheets The number of stylesheets in the cache.  Ready Number of stylesheets in the ready state The number of stylesheets in the cache that are available for use.  Pending Number of stylesheets in the pending state The number of stylesheets in the cache that are pending compilation.  Bad Number of stylesheets in the bad state The number of stylesheets in cache that encountered compilation errors. On error, the stylesheet is cached and marked as bad. Flush these stylesheets to prevent runtime errors.  Duplicate requests Number of requests to compile an existing, cached stylesheet The number of requests to compile an existing, cached stylesheet.  Current size Total memory usage for cached stylesheets KB The total memory used for cached stylesheets.     Flush Stylesheet Cache The current status of the stylesheet cache. The cache contains a copy of all style sheets or WSDL files compiled within the refresh time, total count limit, or total cache size.  status/stylesheet-cache stylesheet-cache-status IDG   XML manager XML manager that manages stylesheets The name of the XML manager that manages stylesheets. More than one service can use an XML manager.  Max size Maximum size of stylesheet cache MB The maximum size of the stylesheet cache in megabytes (MB). This value is an integer value. The following examples explain the integer representation. 
                      When the size in 1 byte less than 1 MB, the value is 0. When the size is 1048575 bytes greater than 2 MB, the value is 2.  Max count Maximum number of stylesheets cached The maximum number of stylesheets that can be cached.  Cached Number of cached stylesheets The number of stylesheets in the cache.  Ready Number of stylesheets in the ready state The number of stylesheets in the cache that are available for use.  Pending Number of stylesheets in the pending state The number of stylesheets in the cache that are pending compilation.  Bad Number of stylesheets in the bad state The number of stylesheets in cache that encountered compilation errors. On error, the stylesheet is cached and marked as bad. Flush these stylesheets to prevent runtime errors.  Duplicate requests Number of requests to compile an existing, cached stylesheet The number of requests to compile an existing, cached stylesheet.  Current size Total memory usage for cached stylesheets KB The total memory used for cached stylesheets in kilobytes.     Flush Stylesheet Cache The current status of the stylesheet cache. The cache contains a copy of all compiled stylesheets or WSDL files within the refresh time, total cache count, or total cache size.  status/stylesheet-executions-obsolete IDG    Output mode   10 sec  1 min  10 min  1 hour  1 day Stylesheet Executions Stylesheet execution counts Stylesheet execution counts  status/stylesheet-executions stylesheet-executions IDG   XML manager The XML manager managing the stylesheet  Identifier The stylesheet cache index identifier  Output mode The output mode for the stylesheet. The output mode used by the compiler. The value 'general' indicates general-purpose compilation mode, no specialization. The value 'stream' indicated specialized compilation mode for direct output to a network stream. The value 'context' indicates specialized compilation mode for output to a temporary context variable. The value 'events' indicates specialized compilation mode for event-driven output.  URL Stylesheet location URL The stylesheet source may reside on the device or remotely. This URL indicates the source location of the stylesheet in the cache  10 sec Count of executions during the last 10 seconds Count of executions during the last 10 seconds  1 min Count of executions during the last 1 minute Count of executions during the last 1 minute  10 min Count of executions during the last 10 minutes Count of executions during the last 10 minutes  1 hour Count of executions during the last 1 hour Count of executions during the last 1 hour  1 day Count of executions during the last 1 day Count of executions during the last 1 day Stylesheet Executions Stylesheet execution counts This display reports stylesheet execution counts.  status/stylesheet-mean-execution-obsolete IDG    Output mode   10 sec msec  1 min msec  10 min msec  1 hour msec  1 day msec Stylesheet Execution Times Stylesheet mean execution times msec Stylesheet mean execution times  status/stylesheet-mean-execution stylesheet-execution-means IDG   XML manager The name of the XML manager The name of the XML manager executing the stylesheets.  Identifier Cache index identifier Cache index identifier  Output mode The output mode for the stylesheet. The output mode used by the compiler. The value 'general' indicates general-purpose compilation mode, no specialization. The value 'stream' indicated specialized compilation mode for direct output to a network stream. The value 'context' indicates specialized compilation mode for output to a temporary context variable. The value 'events' indicates specialized compilation mode for event-driven output.  URL The URL of the stylesheet or WSDL. The URL of the stylesheet or WSDL. This may refer to a location off the device or to a location on the device.  10 sec Average execution time over the last 10 seconds ms Average execution time over the last 10 seconds.  1 min Average execution time over the last minute ms Average execution time over the last minute.  10 min Average execution time over the last 10 minutes ms Average execution time over the last 10 minutes.  1 hour Average execution time over the last 1 hour ms Average execution time over the last 1 hour.  1 day Average execution time over the last day ms Average execution time over the last day. Stylesheet Execution Times Stylesheet mean execution times ms Stylesheet mean execution times  status/stylesheet-profiles-obsolete IDG   Manager  Output mode  URL  Index  Name  Location  Deprecated (for backwards compatibility)  Count  Type  Time(ms) Stylesheet Profiles Stylesheet profiles Profiling of the Execution Time for a Stylesheet  status/stylesheet-profiles IDG   XML manager The name of the XML manager employed The name of the XML manager employed.  Identifier Stylesheet cache identifier number A number that identifies the style sheet in the cache that processed this request.  Output mode The output mode of the compiler. The output mode of the compiler.  URL The URL of the style sheet The URL of the style sheet. This value might refer to a remote location or to a location on the device.  Index An index of the calls made to this style sheet An index of the calls made to this style sheet.  Name The name of the template, global variable, or dp:profile node in the style sheet The name of the template, global variable, or dp:profile node in the style sheet that the entry represents. Each named template in the style sheet is listed if processed by the style sheet. If a style sheet calls the same template from multiple places in the style sheet, each of the multiple entries is listed.  Location Location in style sheet The line number in the style sheet where the template was called or the location of the declaration of a global variable or dp:profile element. For example, a report of local:///mine.xsl:16 indicates a template was called on line 16 of the indicated style sheet. Entries with the 'built-in' location refer to the implicit templates defined by the XSLT 1.0 specification.  Deprecated (for backwards compatibility)  Count The number of times the template runs The number of times the listed entry ran during the processing of a request by the style sheet. A template or dp:profile node can be called more than once during the processing of a style sheet.  Type Type of profiling entry The type of this entry. The value can be either a template, global variable, dp:profile node, or the total for the entire stylesheet execution.  Time Total time spent, in milliseconds ms The total time, measured in milliseconds, spent processing the instructions represented in this entry. The instructions represented by a given entry can run more than once, as indicated by the count. The total time is the sum measured across all runs of the style sheet. As some entries represent nested portions of the stylesheet processing, the sum of all entries do not equal the total time. Stylesheet Profiles Stylesheet profiles Table that summarizes profiling information about style sheets. The table reports each template, global variable, and dp:profile element that the style sheet processes in their own entry. No data is available unless an XML Manager with a Compile Options Policy with Profiling enabled matches a request or response that the device processed.  status/stylesheet-status-obsolete IDG   Manager  Output mode  URL  Compile options  Status  Compile time msec  Refresh interval sec  Flushable  Last refresh  Message  Compiler log  XML hardware acceleration  XML hardware acceleration resources used % Stylesheet Status  status/stylesheet-status stylesheet-status IDG   Manager The XML manager controlling the stylesheet. The name of the XML manager associated with the compiled stylesheet or WSDL.  Identifier A unique identifier. A unique identifier assigned by the system to the compiled stylesheet or WSDL.  Output mode The output mode used by the compiler. The output mode used by the compiler.  URL The URL of the stylesheet or WSDL. The URL of the stylesheet or WSDL to compile. The file can be local or remote.  Compile options The compile options that are applied to the stylesheet or WSDL. The compile options that are applied to the stylesheet or WSDL. Compile options are set by the compile options policy that is associated with the XML manager.  Status The current status of the compiled stylesheet or WSDL. The current status of the compiled stylesheet or WSDL.  Compile time Time to compile in milliseconds. ms Time to compile in milliseconds.  Refresh interval Time between automatic refreshes in seconds. sec Time between automatic refreshes in seconds. When an automatic refresh is in force, files are fetched and recompiled to maintain a fresh cache.  Flushable Whether the file can be removed, or flushed, from the cache. Indicates whether the file can be removed, or flushed, from the cache. Flushing the compiled version of the file from the cache forces a refresh of the file the next time that the file is called. Forcing a refresh is useful during development and debugging.  Last refresh Timestamp of the last refresh. Timestamp of the last refresh. Indicates length of time in cache.  Message Helpful compiler messages. Helpful compiler messages.  Compiler log Helpful compiler log messages. Helpful compiler log messages. Any compilation errors can be found here.  XML hardware acceleration Status of XML hardware acceleration for stylesheet. Reports use (on) of XML hardware acceleration during compile of particular stylesheet or WSDL.  XML acceleration resources used Status of XML hardware acceleration usage. % Reports usage percentage of XML hardware acceleration during compile of particular stylesheet or WSDL.  Memory Memory used by the compiled stylesheet KB The memory used by the compiled stylesheet in KB.      Refresh Stylesheet Status A status report of XSL stylesheets and WSDL files that were compiled during processing. The compiler log messages are helpful for debugging and development. After compilation, these files are cached for speed. The compiled files can be flushed from the cache or refreshed periodically.  status/system-cpu system-cpu IMQA   Current CPU usage The percentage of CPU currently used. % The instantaneous CPU usage as a percentage of the CPU load.  Load average (1m) Average CPU load over the last minute. % Shows the average CPU load over the last minute.  Load average (5m) Average CPU load over the last 5 minutes. % Shows the average CPU load over the last 5 minutes.  Load average (15m) Average CPU load over the last 15 minutes. % Shows the average CPU load over the last 15 minutes. CPU usage System CPU usage information. Detailed information about CPU usage.  status/system-memory system-memory IMQA   Memory usage The percentage of memory used. % The instantaneous memory usage as a percentage of the total memory.  Total memory The total memory of the system. MB The total memory of the system in magabytes. The total memory equals the amount of installed memory minus the amount of reserved memory.  Used memory The amount of memory that is currently in use. MB The amount of memory that is currently in use. The used memory equals the amount of total memory minus the amount of free memory. The used memory does not include any hold memory.  Free memory The amount of memory that is currently not in use. MB The amount of memory that is currently not in use and is therefore available. The free memory value includes any hold memory that is not currently in use. Memory usage System memory usage information. Detailed information about memory usage.  status/system IDG   Interval The interval of measurement, in milliseconds. msec The device collects and displays load statistics over the interval, expressed in milliseconds, given here.  Load Percent of load on the device. % The percentage of total load on the device during the measurement interval. A load above 90 indicates the device is at or near load capacity.  Work list The number of pending messages. The number of pending messages in queue for processing by the device. Pending messages may include such activities as off-box logging and stylesheet or WSDL retrieval from remote locations. System Usage Percentage load on the device. The percentage of load on the device. Capacity planning should be made with reference to all of CPU, Load, Memory and transaction latencies.  status/systemusage load IDG   Task ID Task Instance ID. Instance of the task.  Task name The task or component name. The name of the task or component.  Load Percentage of load on the appliance. % The percentage of total load for the task during the measurement interval. A load above 90 indicates that the task is at or near load capacity. High load values are not necessarily indicative of a problem, provided that transaction latencies are not affected. Low load values mean that the task is looking for work; high load values mean that the task is doing work.  Work list The number of pending work items including internal communication. The number of pending work items including internal communication in the queue for processing by the appliance. This number is for internal diagnostics and is not intended for purposes of capacity planning.  CPU Percentage of CPU used. % The percentage of CPU used by this task.  Memory Percentage of memory used. % The percentage of memory used by this task. This ratio is relative to the amount of memory accessible to each task, rather than the memory accessible to the appliance as a whole. The cumulative task memory is not comparable to the memory usage as reported by the memory usage status provider.  File count Number of open file handles. Number of open file handles. The file count increases when the appliance accepts new connections, or opens a file for reading. The count decreases when this file handle is closed. The file count helps to identify which tasks are contributing to high open file counts. System Usage Component level system usage. Component level system usage.  status/systemusage-obsolete IDG   Task name The task or component name. The name of the task or component.  Load Percentage of load on the device. % The percentage of total load on the device during the measurement interval. A load above 90 indicates that the device is at or near load capacity. High load values are not necessarily indicative of a problem, provided that transaction latencies are not affected. Low load values means that the appliance is looking for work; high load means that the appliance is doing work.  Work list The number of pending work items including internal communication. The number of pending work items including internal communication in the queue for processing by the device. This number is for internal diagnostics is not intended for purposes of capacity planning.  CPU Percentage of CPU used. % The percentage of CPU used by this component.  Memory Percentage of memory used. % The percentage of memory used by this component. The cumulative task memory is not comparable to the memory usage as reported by the memory usage status provider. This value helps to identify which components are contributing to memory usage.  File count Number of open file descriptors. Number of open file descriptors. The file count increases when the device accepts new connections, or opens a file for reading and decreases when this descriptor is closed. This value helps to identify which components are contributing to high open file counts. System Usage Component level system usage. Component level system usage.   tcpproxy-quiesce-status   Name The name of the TCP Proxy The name of the TCP Proxy  Quiesce state The quiesce state of the TCP Proxy The quiesce state of the TCP Proxy TCP Proxy Summary TCP Proxy summary  status/tcp-connections tcp-connections   Established The number of TCP connections in the established state. The number of TCP connections in the established state. Connections in this state have completed all handshakes and can transfer data in either direction.  Syn-sent The number of TCP connections in the syn-sent state. The number of TCP connections in the syn-sent state. Connections in this state are waiting for a matching connection request after sending a connection request.  Syn-received The number of TCP connections in the syn-received state. The number of TCP connections in the syn-received state. Connections in this state are waiting for a confirming connection request acknowledgment after both receiving and sending a connection request.  Fin-wait-1 The number of TCP connections in the fin-wait-1 state. The number of TCP connections in the fin-wait-1 state. Connections in this state are waiting for a connection termination request from the remote TCP or an acknowledgment of the connection termination request previously sent.  Fin-wait-2 The number of TCP connections in the fin-wait-2 state. The number of TCP connections in the fin-wait-2 state. Connections in this state are waiting for a connection termination request from the remote TCP.  Time-wait The number of TCP connections in the time-wait state. The number of TCP connections in the time-wait state. Connections in this state are waiting for enough time to pass to be sure that the remote TCP received the acknowledgment of its connection termination request.  Closed The number of TCP connections in the closed state. The number of TCP connections in the closed state. This state represents no connection state at all.  Close-wait The number of TCP connections in the close-wait state. The number of TCP connections in the close-wait state. Connections in this state are waiting for a connection termination request from the local user.  Last-ack The number of TCP connections in the last-ack state. The number of TCP connections in the last-ack state. Connections in this state are waiting for an acknowledgment of the connection termination request previously sent to the remote TCP (which includes an acknowledgment of its connection termination request).  Listen The number of TCP connections in the listen state. The number of TCP connections in the listen state. Connections in the listen state are waiting for a connection request from any remote TCP and port.  Closing The number of TCP connections in the closing state. The number of TCP connections in the closing state. Connections in this state are waiting for a connection termination request acknowledgment from the remote TCP. TCP Port Summary The number of TCP connections in each state on this appliance. This provider lists the number of TCP connections on this appliance in each of the states defined in the TCP specification, RFC 793.  status/tcp-table tcp-table   Local IP address Local IP address for this connection. The local IP address of this TCP connection. For connections in the listen state, an IP address of 0.0.0.0 means that connections will be accepted at any IP address of the system. A specific IP address indicates that connections will only be accepted at that IP address.  Local port Local TCP port for this connection. The local TCP port number of this TCP connection.  Remote IP address Remote IP address for this connection. The remote IP address of this TCP connection. The value is 0.0.0.0 for connections in the listen state. The value is a specific IP address for established connections.  Remote port Remote TCP port for this connection. The remote TCP port number of this TCP connection.  State The state of the connection. The state of the TCP connection as defined in RFC 793.    Domain Domain of the configuration object. For TCP connections that were created by a configuration object this value indicates the domain that the configuration object that created the listener is in. Only applies to connections in the listen state.  Type The type of the configuration object. The type of configuration object that created the listener. For all connections not in the listen state this value will be configBase.  Name The name of the configuration object. The name of the configuration object that created the listener. Only applies to TCP connections in the listen state. TCP Port Status Table describing all TCP connections. This table describes all TCP connections on the system. Active connections and listeners are included. For listeners that are related to router configuration objects, the table indicates with what object the listener is associated.  status/temperature sensors-temperature  90051U 90052U 9006 9007 SailFish   Name The name of the temperature sensor. The name of the temperature sensor that is being monitored.  Value The current temperature reading. Degrees C The most recent reading of the temperature sensor in degree Celsius. There are only three significant digits.  Warning temperature Overtemperature warning threshold. The temperature at which a warning of high temperature occurs. If the current temperature is above this value, investigate the cause and correct the problem.  Danger temperature Overtemperature damage threshold. The temperature at which a risk of permanent damage to the appliance exists. If the current temperature is above this threshold, correct the problem immediately; otherwise, turn off the power supply of the appliance.  Status Status of the current temperature reading. An indicator of whether the current temperature is OK or exceeds the warning, danger, or critical threshold.  Critical temperature Overtemperature critical threshold. The temperature at which a critical error of high temperature occurs. If the current temperature is above this value, correct the problem immediately.        Temperature Sensors Temperature sensors Sensors that read temperatures, both of the air flowing through the appliance and of key components in the appliance.  status/tenantlicenses tenant-licenses Tenant   Available Number of tenants that can be installed Number of tenant that can be installed.  Installed Number of tenants that are installed Number of tenants that are installed. Tenant Licenses This provider displays information about the number of tenants that can be installed and are installed on the DataPower Gateways product. The installation of tenants require the purchase and activation of the Tenant feature.  status/tenant-memory tenant-memory IDG  9006 9007   Name The name of the tenant. The name of the tenant.  Total Total memory allocated bytes The total memory allocated to the landlord and tenants in bytes.  Current Current memory usage bytes The tenant's current memory usage in bytes.  Current (%) The tenant's current memory usage as a percentage of its limit. The tenant's current memory usage as a percentage of its limit.  Maximum Maximum memory usage bytes The tenant's maximum allowable memory usage in bytes.  Maximum (%) The tenant's maximum memory usage as a percentage of its limit. The tenant's maximum allowable memory usage as a percentage of the limit.  State Admin state (enabled or disabled) of the tenant. Admin state (enabled or disabled) of the tenant. Tenant Memory Status Information about the memory usage of tenants. Information about the memory usage of tenants.   tibems-server-quiesce-status Tibco-EMS   Name The name of the TIBCO EMS source protocol handler The name of the TIBCO EMS source protocol handler  Quiesce state The quiesce state of the TIBCO EMS source protocol handler The quiesce state of the TIBCO EMS source protocol handler TIBCO EMS Source Protocol Handler Summary TIBCO EMS source protocol handler summary  status/tibco-ems tibco-ems Tibco-EMS   Server Name of the TIBCO EMS server. Name of the TIBCO EMS server.  Received messages Number of messages received by this server. Number of messages received by this server.  Sent messages Number of messages sent by this server. Number of messages sent by this server.  Received faults Number of errors detected by this server during receive operations. Number of errors detected by this server during receive operations.  Sent faults Number of errors detected by this server during send operations. Number of errors detected by this server during send operations. TIBCO EMS Status TIBCO Enterprise Message Service (EMS) status. TIBCO Enterprise Message Service (EMS) status.  status/transmit-kbps   Interface  10 sec kbits/sec  1 min kbits/sec  10 min kbits/sec  1 hour kbits/sec  1 day kbits/sec Dead Tx Throughput Transmit throughput in kbits/sec kbits/sec Transmit throughput in kbits/sec for all physical Ethernet interfaces. For physical and VLAN interfaces, see drStatusNetworkTransmitDataThroughput.  status/transmit-packets   Interface  10 sec packets/sec  1 min packets/sec  10 min packets/sec  1 hour packets/sec  1 day packets/sec Dead Tx Packet Throughput Transmit throughput in packets/sec packets/sec Transmit throughput in packets/sec for all physical Ethernet interfaces. For physical and VLAN interfaces, see drStatusNetworkTransmitPacketThroughput.  status/uddi-subscription-key-status uddi-subscription-key-status IDG   Subscription  Subscription key status  Status Status of last update  Last update coverage start  Last update coverage end  Last initialization request coverage end  Notification interval UDDI Subscription Key Status (deprecated)  status/uddi-subscription-service-status uddi-subscription-service-status IDG   Subscription  UDDI BindingTemplate key for service/port  Status  WSDL address obtained from registry  WSDL service name obtained from registry  WSDL port name obtained from registry  Namepsace for WSDL service and port obtained from registry  UDDI key for WSDL binding  WSDL URL  WSDL binding name obtained from registry  Namepsace for WSDL binding obtained from registry UDDI Subscription Service Status (deprecated)  status/uddi-subscription-status uddi-subscription-status IDG   Subscription  Status of subscribed services  Status of subscription notifications  Total subscribed services  Services added by last update  Services deleted by last update  Services modified by last update UDDI Subscription Status (deprecated)  status/version version   Version  Build  Build date  Watchdog build  Installed DPOS  Running DPOS  IBM MQ library  Access Manager library  Coproc library  Netegrity library  ODBC library  TIBCO EMS library  WebSphere JMS library  Serial  XML accelerator   Version Information  status/virtual-platform-obsolete Virtual   Edition Virtual appliance edition Shows whether the virtual appliance is Production Edition, Non-Production Edition, or Developers Edition.  Hypervisor Hypervisor hosting the virtual appliance Shows the hypervisor that this virtual appliance is running on. The hypervisor provides the information in the DMI data. The value is none when the appliance is hosted on a cloud platform.  Virtual CPU count Virtual CPU count Shows the number of virtual CPUs that are available to the virtual appliance.  Memory Virtual memory amount Gigabytes Shows the amount of virtual memory that is available to the virtual appliance.  UUID Virtual appliance UUID Shows the UUID of this virtual appliance that is assigned by the hypervisor. The hypervisor provides the information in the DMI data.  Platform Platform provider Shows the name of the cloud platform provider. The host system provides the information. The value is none when the appliance is running in a hypervisor.  OS OS distribution When the virtual appliance is hosted on a cloud platform, shows the name of the cloud OS Linux distribution. The host system provides the information. Virtual Appliance Information Information about virtual appliance Information about the virtual appliance and the hypervisor or cloud platform that the virtual appliance is running on.  status/virtual-platform-obsolete Virtual   Product Product Shows the product name.  Hypervisor Hosting hypervisor Shows the hypervisor that the DataPower Gateway is running on. The value is always 
                     none
                    when platform is 
                     docker
                    or 
                     linux
                    .  Virtual CPU count Virtual CPU count Shows the number of virtual CPUs that are available.  Memory Virtual memory amount Gigabytes Shows the amount of virtual memory that is available.  UUID UUID Shows the assigned UUID.  Platform Platform Shows the platform type that is defined for the DataPower Gateway. The value is always blank for hypervisors.  OS Operating system distribution The Linux operation system distribution that the DataPower Gateway is running. The value is always blank for hypervisors. Virtual Platform Information Information about the DataPower Gateway platform Information about the DataPower Gateway platform.  status/virtual-platform virtual-platform Virtual   Product Product Shows the product name.  Hypervisor Hosting hypervisor Shows the hypervisor that the DataPower Gateway is running on. The value is always 
                     none
                    when platform is 
                     docker
                    or 
                     linux
                    .  Virtual CPU count Virtual CPU count Shows the number of virtual CPUs that are available.  Memory Virtual memory amount Gigabytes Shows the amount of virtual memory that is available.  UUID UUID Shows the assigned UUID.  Platform Platform Shows the platform type that is defined for the DataPower Gateway. The value is always blank for hypervisors.  OS Operating system distribution The Linux operation system distribution that the DataPower Gateway is running. The value is always blank for hypervisors.  CPU cores CPU cores The number of CPU cores. Virtual Platform Information Information about the DataPower Gateway platform Information about the DataPower Gateway platform.  status/vlan   Name VLAN interface name Indicates the name of the VLAN interface in the configuration.  SNMP ifIndex VLAN SNMP ifIndex Indicates the SNMP ifIndex value of the row in the SNMP ifTable that corresponds to the VLAN interface.  Ethernet Ethernet the VLAN is over Indicates the Ethernet interface that this VLAN interface is operating on.  Identifier VLAN identifier Indicates the VLAN identifier that uniquely identifies this particular VLAN interface on its associated physical Ethernet network. VLAN Interface Status Status for all VLAN interfaces This table provides status for all VLAN interfaces.  status/vlan2 vlan-status   Kernel name Interface name in kernel Indicates the name of the inteface in the system kernel.  Configuration name Interface name in the configuration Indicates the name of the interface in the configuration.  ifIndex VLAN SNMP ifIndex The SNMP ifIndex value of the row in the SNMP ifTable for the VLAN interface.  Parent ifIndex VLAN parent interface SNMP ifIndex The SNMP ifIndex of the parent interface of the VLAN interface.  Parent VLAN parent interface name The name of the parent interface of the VLAN interface.  Identifier VLAN identifier The VLAN identifier that uniquely identifies the VLAN interface on its associated physical Ethernet network. VLAN Interface Status Status for all VLAN interfaces This table provides status for all VLAN interfaces.  status/voltage sensors-voltage RealHardware   Name The name of the voltage sensor. The name of the voltage sensor that is being monitored.  Value The current voltage reading. mV The most recent reading of the voltage sensor in millivolts. There are only three significant digits.  Lower limit The minimum allowable voltage reading. mV The lowest allowable reading of the voltage sensor in millivolts.  Upper limit The maximum allowable voltage reading. mV The highest allowable reading of the voltage sensor in millivolts.  Status Status of the current voltage reading. An indicator of whether the current voltage is OK or the voltage exceeds the upper or lower critical threshold. If the status is not OK, check whether the temperature is too high or the fan does not work. If the temperature is normal and the fan works, the appliance must have failed. Replace the appliance. Voltage Sensors Voltage sensors Sensors that read voltages, from the power supplies and other components of the appliance.  status/webappfirewall-accepted webapp-allowed IDG   Firewall Firewall Firewall  10 sec Number of approvals in the previous 10 seconds. Number of approvals in the previous 10 seconds.  1 min Number of approvals in the previous minute. Number of approvals in the previous minute.  10 min Number of approvals in the previous 10 minutes. Number of approvals in the previous 10 minutes.  1 hour Number of approvals in the previous hour. Number of approvals in the previous hour.  1 day Number of approvals in the previous day. Number of approvals in the previous day. Web Application Firewall Approvals Web Application Firewall approvals. The number of approvals by the Web Application Firewall.  status/webappfirewall-rejected webapp-rejected IDG   Firewall Firewall Firewall  10 sec Number of rejections in the previous 10 seconds. Number of rejections in the previous 10 seconds.  1 min Number of rejections in the previous minute. Number of rejections in the previous minute.  10 min Number of rejections in the previous 10 minutes. Number of rejections in the previous 10 minutes.  1 hour Number of rejections in the previous hour. Number of rejections in the previous hour.  1 day Number of rejections in the previous day. Number of rejections in the previous day. Web Application Firewall Rejections Web Application Firewall rejections The number of rejections by the Web Application Firewall.   web-application-firewall-quiesce-status IDG   Name The name of the Web App Firewall The name of the Web App Firewall  Quiesce state The quiesce state of the Web App Firewall The quiesce state of the Web App Firewall Web App Firewall Summary Web App Firewall summary  status/websocket-connections websocket-connections IDG   Handler Handler for the connection The handler for connection.  Action class Action class for the connection The action class for the connection.  Action name Action name for the connection The action name for the connection.  Current active connections Current number of the active connections The current number of the active connections.  Peak active connections Highest number of the active connections The highest number of the active connections.  Longest active connection time Longest duration for an active connection seconds The longest duration for an active connection in seconds.  Average active connection time Average duration for active connections seconds The average duration for active connections in seconds.  Shortest active connection time Shortest duration for an active connection seconds The shortest duration for an active connection in seconds.  Longest connection time Longest duration for a connection seconds The longest duration for a connection in seconds.  Average connection time The average duration for connections seconds The average duration for connections in seconds.  Shortest connection time Shortest duration for a connection seconds The shortest duration for a connection in seconds.  Successful upgrades Number of successful upgrade requests The number of successful upgrade requests.  Failed upgrades Number of failed upgrade requests The number of failed upgrade requests.  Client to server assembly name Client to server assembly name Client to server assembly name.  Client to server received data Client to server received data Client to server received data.  Client to server sent data Client to server sent data Client to server sent data.  Client to server success count Client to server success count Client to server success count.  Client to server failure count Client to server failure count Client to server failure count.  Server to client assembly name Server to client assembly name Server to client assembly name.  Server to client received data Server to client received data Server to client received data.  Server to client sent data Server to client sent data Server to client sent data.  Server to client success count Server to client success count Server to client success count.  Server to client failure count Server to client failure count Server to client failure count.         WebSocket Connection Status WebSocket connection status WebSocket connection status   source-wasjms-quiesce-status WebSphere-JMS   Name The name of the WebSphere JMS source protocol handler The name of the WebSphere JMS source protocol handler  Quiesce state The quiesce state of the WebSphere JMS source protocol handler The quiesce state of the WebSphere JMS source protocol handler WebSphere JMS Source Protocol Handler Summary WebSphere JMS source protocol handler summary  status/wasjms websphere-jms WebSphere-JMS   Server  Received messages  Sent messages  Received faults  Sent faults WebSphere JMS Status   web-token-service-quiesce-status   Name The name of the Web Token Service. The name of the Web Token Service.  Quiesce state The quiesce state of the Web Token Service. The quiesce state of the Web Token Service. Web Token Service Summary Web Token Service summary. Web Token Service summary.   wsgw-quiesce-status   Name The name of the WS Gateway The name of the WS Gateway  Quiesce state The quiesce state of the WS Gateway The quiesce state of the WS Gateway WS Gateway Summary WS Gateway summary  status/wsm-spooler wsm-spooler IDG   Index An identifier for this Subscriber, unique since the WSM Agent started.  Context The identifying string provided by the Subscriber; not always meaningful to a human reader.  Protocol Identifies which protocol the Subscriber is using.  SubProtocol Identifies which variant protocol the Subscriber is using.  PollInterval ms For Push mode Subscribers, the maximum interval between notifications.  Records Number of messages on the queue which have not yet been successfully acknowledged by the subscriber.  LastReadIndex The transaction ID of the last record read by the subscriber.  LastAckedIndex The transaction ID of the last record successfully acknowledged by the subscriber.  LastReadTime Timestamp of the last Read event for this subscriber.  LastAckTime Timestamp of the last Ack event for this subscriber. WSM Agent Subscribers Web Services Management Agent Spooler status  status/wsm-agent-status wsm-agent-status IDG   Active subscribers The total number of active subscribers for this Application Domain.  Polled subscribers The total number of Push mode subscribers for this Application Domain.  Records seen The total number of messages successfully enqueued since the WSM Agent was restarted.  Records lost The total number of messages dropped due to resource constraints since the WSM Agent was restarted.  Pending records The total number of messages currently in the queue for transactions which have not completed. This number is normally very low, and is approximately a product of the current transaction rate and external latency.  Complete records The total number of messages currently in the queue for completed transactions. This number is approximately a product of the current transaction rate and subscriber polling interval.  Memory used kbytes The amount of memory (in kilobytes) used by this Agent for transaction records and buffered messages. This number is compared to the configured Max Memory property of the Agent to limit resource usage.  Mediation enforcement metrics Mediation enforcement metrics WSM Agent Status Web Services Management Agent status One WSM Agent exists per application domain.  status/ws-operation-metrics-obsolete IDG   Service endpoint  PortType  Operation  Number of requests  Number of failed requests  Number of successful requests  Service time msec  Maximum response time msec  Last response time msec  Max request size bytes  Last request size bytes  Max response size bytes  Last response size bytes Web Services Operation Metrics Web services operation metrics Common metrics for web service endpoints  status/ws-operation-metrics ws-operation-metrics IDG   Identifier Unique Web Service Operation identifier A unique identifier assigned to the WS Operation.  Service endpoint  PortType  Operation  Number of requests  Number of failed requests  Number of successful requests  Service time ms  Maximum response time ms  Last response time ms  Maximum request size bytes  Last request size bytes  Maximum response size bytes  Last response size bytes Web Services Operation Metrics Web services operation metrics Common metrics for web service endpoints  status/ws-operation-status-obsolete IDG   WSProxy  Interface  Port  URL  SOAP action  SOAP body  Status  Backend address Web Services Operations  status/ws-operation-status ws-operation-status IDG   WSProxy  Index  Interface  Port  URL  SOAP action  SOAP body  Status  Backend address  Frontside protocol  Backside protocol Web Services Operations  status/wsrr-saved-search-subscription-policyattchments-status wsrr-saved-search-subscription-attachment-status IDG   Subscription Name of the saved search subscription object.  Policy attachment point  Policy attachment URLs WSRR Saved Search Subscription Policy Attachments Status Shows WSRR saved search subscription policy attachments status.  status/wsrr-saved-search-subscription-service-status wsrr-saved-search-subscription-service-status IDG   Subscription The name of the WSRR saved search subscription that is assigned during the configuration of the subscription.  bsrURI The document identifier assigned by WSRR.  WSDL name The logical name of the WSDL file assigned by WSRR.  Location The location value assigned by WSRR. Typically, the value is the file name.  Description The file or resource description assigned by WSRR.  Version The version description assigned by WSRR. WSRR Saved Search Subscription Service Status Shows WSDL file data for active WSRR saved search subscriptions.  status/wsrr-saved-search-subscription-status wsrr-saved-search-subscription-status IDG   Subscription The name of the WSRR saved search subscription that is assigned during the configuration fo the subscription.  Status The status of the last synchronization. The status is one of the following values:  Last refresh Timestamp of the last refresh. The timestamp of the last synchronization with the Service Registry. Use the Synchronize action to immediately refresh the subscription.  Synchronization method The method to keep WSRR saved search subscription up-to-date.  Refresh interval (sec) The refresh interval. This value is meaningful only when the synchronization method is poll.  WSDLs Number of WSDLs in the saved search subscription. Number of WSDLs found in the Registry for this subscription. See WSRR Subscription Service Status screen for more information about individual WSDLs.  Service Versions Number of Service Versions in the saved search subscription. Number of Service Versions found in the Registry for this saved search subscription.     WSRR Saved Search Subscription Status Shows operational details for active WSRR saved search subscriptions.  status/wsrr-subscription-policyattchments-status wsrr-subscription-attachment-status IDG   Subscription The name of the WSRR saved search subscription.  Policy attachment point The location in the subscribed Web service where the policy reference is attached. The notation uses WSDL 1.1 URI element notation  Policy attachment URLs The URL reference to the WS-Policy document in WSRR which is applied to the policy attachment point. WSRR Subscription Policy Attachments Status Shows detailed policy attachment information for WSRR saved search subscriptions.  status/wsrr-subscription-service-status wsrr-subscription-service-status IDG   Subscription Name of the subscription object.  bsrURI Document identifier assigned by WSRR.  WSDL name  Location The location value assigned by WSRR. Typically, the value is the file name.  Description The file or resource description assigned by WSRR.  Version The version description assigned by WSRR. WSRR Subscription Service Status Shows active WSRR subscription services.  status/wsrr-subscription-status wsrr-subscription-status IDG   Subscription Name of the subscription object.  Status Status of the subscription.  Last refresh Timestamp of the last refresh. Timestamp of the last synchronization with the Service Registry. Use the Synchronize button to immediately refresh the subscription.  Synchronization method Method to keep WSRR subscription up-to-date.  Refresh interval (sec) Auto-refresh interval.  WSDLs Number of WSDLs in the subscription. Number of WSDLs found in the Registry for this subscription. See WSRR Subscription Service Status screen for more information about individual WSDLs.  Service Versions Number of Service Versions in the subscription. Number of Service Versions found in the Registry for this subscription.     WSRR Subscription Status Shows active WSRR subscriptions.  status/ws-wsdl-status-obsolete   WSProxy  WSDL source URL  Status  Refresh interval sec  Last refresh  Processing log Web Services WSDLs  status/ws-wsdl-status ws-wsdl-status IDG   Web Service Proxy  Identifier  WSDL source URL  Status  Refresh interval seconds  Last refresh  Processing log  Policy correlator      Refresh Web Services WSDLs Click  Refresh to retrieve and compile a static WSDL file. You cannot use the refresh action for subscriptions.  status/wxs wxs-grid-status IDG   Grid Name of the eXtreme Scale Grid. Name of the eXtreme Scale Grid.  Read requests Number of read requests to this grid. Number of read requests to this grid.  Write requests Number of write requests to this grid. Number of write requests to this grid.  Delete requests Number of delete requests to this grid. Number of delete requests to this grid.  Cache hits Number of requests served by this grid. Number of requests served by this grid.  Cache misses Number of requests unable to be served by this grid. Number of requests unable to be served by this grid.  Failed read requests Number of failed read requests to this grid. Number of failed read requests to this grid.  Failed write requests Number of failed write requests to this grid. Number of failed write requests to this grid.  Failed delete requests Number of failed delete requests to this grid. Number of failed delete requests to this grid. eXtreme Scale Grid Status eXtreme Scale Grid statistics. eXtreme Scale Grid statistics.  status/xc10 xc10-grid-status IDG   Grid  OBSOLETE XC10Grid  Read requests  OBSOLETE ReadRequests  Write requests  OBSOLETE WriteRequests  Delete requests  OBSOLETE DeleteRequests  Cache hits  OBSOLETE CacheHits  Cache misses  OBSOLETE CacheMisses  Failed read requests  OBSOLETE FailedReadRequests  Failed write requests  OBSOLETE FailedWriteRequests  Failed delete requests  OBSOLETE FailedDeleteRequests xc10_grid status (OBSOLETE)  OBSOLETE XC10GridStatus   xmlfirewall-quiesce-status   Name The name of the XML Firewall The name of the XML Firewall  Quiesce state The quiesce state of the XML Firewall The quiesce state of the XML Firewall XML Firewall Summary XML Firewall summary  status/xml-names xml-names-status IDG   Type  Used  % Free  Maximum XML Names   xslcoproc-quiesce-status   Name The name of the XSL Coproc The name of the XSL Coproc  Quiesce state The quiesce state of the XSL Coproc The quiesce state of the XSL Coproc XSL Coproc Summary XSL Coproc summary   xslproxy-quiesce-status   Name The name of the XLS Proxy The name of the XLS Proxy  Quiesce state The quiesce state of the XLS Proxy The quiesce state of the XLS Proxy XLS Proxy Summary XLS Proxy summary   source-stateful-tcp-quiesce-status   Name The name of the Stateful TCP source protocol handler The name of the Stateful TCP source protocol handler  Quiesce state The quiesce state of the Stateful TCP source protocol handler The quiesce state of the Stateful TCP source protocol handler Stateful TCP Source Protocol Handler Summary Stateful TCP source protocol handler summary  status/sysplexdistributor sysplexdistributor AppOpt  container software   SD-IP Sysplex Distributor IP address The IP address of the Sysplex Distributor that initiated the connection.  SD-port Sysplex Distributor port The Sysplex Distributor port on the control connection to the Target Control Service.  DVIPA Distributed Virtual IP address The Distributed Virtual IP Address of the Sysplex Distributor.  DPort Service port The port on which the service is listening.  Ready Port state Indicates whether the service is listening on the Service Port.  CurrConns Number of connections The number of connections currently opened on the Target Control Service.  TotConns Total connections The total number of connections to the service from the time Sysplex Distributor registered with the Target Control Service. Sysplex Distributor Target Control Service Status Status of the services load balanced by Sysplex Distributor  status/safstatus safstatus IDG   NSS client  Authentication requests  Authorization requests NSS Client Status        The Log Event Code defined by the system or by users          Log level Log level                     Encapsulates a generic DataPower logging message in SNMP notification.           Encapsulates a DataPower logging message in an SNMP notification.   config/api-application-add configuration api-application-add submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[0-9a-z-]{1,36}$ Application ID Identifier of application Specifies the application ID that uniquely identifies the application.  48 Application name Name for the application Specifies the name for the application.  Application enabled Enabled/Disabled of the application Specifies the enabled/disabled for the application.  11 Application lifecycle state Application lifecycle state Specifies the lifecycle state of the application that is either 
                     development
                    or 
                     production
                    .  146 Application type Application type of the subscriber Specifies the application type for the subscriber.  48 Developer organization ID Identifier of the developer organization Specifies the ID that identifies the developer organization.  48 Developer organization name Name of the developer organization Specifies the name that identifies the developer organization.  48 Developer organization title Title of the developer organization Specifies the title that identifies the developer organization.  (^\.\*$|^http(s?):\/\/[^,]+(,http(s?):\/\/[^,]+)*$) Redirect URLs URL to the redirection endpoint Specifies the redirect URI of the OAuth client to register with the authorization server. This value is used when the client needs to pass an OAuth security check. A client must register its redirection endpoint before utilizing the authorization endpoint.  ^(?:[A-Za-z0-9+/]{4})*(?:[A-Za-z0-9+/]{2}==|[A-Za-z0-9+/]{3}=)?|,$ Application Certificate The certificate that verify the application identification Specifies the certificate that will used to verify the client's identification of accessing this application.  146 Metadata The metadata for the application Specifies the metadata for this application.   Add the application '${AppID}' to the API collection '${APICollection}'?   Add API application Add an API application entry in an API collection.  config/api-client-add configuration api-client-add submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[-0-9a-z]{1,36}$ Client ID Identifier of subscriber Specifies the client ID that uniquely identifies the subscriber.  Client secret Client secret for the subscriber Specifies the client secret for the subscriber.  48 Title Title of the subscriber Specifies the description about the subscriber. The maximum length is 48 characters.  ^[0-9a-z-]{1,36}$ App ID Application ID of the subscriber Specifies the application ID for the subscriber.   Add the client '${ClientID}' to the API collection '${APICollection}'?   Add API client Add an API client entry in an API collection.  crypto/known-host crypto client-known-host button IDG   SSH Client Profile SSH Client Profile Specifies the SSH Client Profile associated with the SSH peer.  Host IP address for the SSH peer Specifies the IP address for the SSH peer.  Type Key type Specifies the key type for peer.  Key Key value Specifies the host key value for the SSH peer.   Add ${Type} key for host ${Host}?   Add SSH Known Host Defines an SSH peer as an SSH client known host. The host specified and its host key is added to the SSH client known host list. When strict host key checking is on, the SSH client connects only to known hosts with valid SSH host keys that are stored in the known hosts list. Host keys not listed in the known host list are rejected.  crypto/add-password-map crypto add password-map   Alias Name An alias for an encrypted password.  Password A password to associate with the alias. Add Password Map Add new password to password map Adds a password to the existing password map. The password alias can be used in the configuration to refer to the password.  device/add-ipmi-sel-test-entry device-management add-ipmi-sel-test-entry IPMI  Add IPMI BMC SEL Test Entry Adds an event to the IPMI SEL This action adds an event to the Intelligent Platform Management Interface (IPMI) System Event Log (SEL). SEL events are collected by the Baseboard Management Controller (BMC). Use this action to test the code that captures events from the SEL. When run, this action creates an OEM SEL record of hex type 'DF' with an OEM-defined value of 'DPTest'.  system/trusted-host system known-host button   Host IP address for the SSH peer Specifies the IP address for the SSH peer.  Type Key type Specifies the key type for peer.  Key Key value Specifies the host key value for the SSH peer.   Add SSH known host '${Host}'?  Add SSH Known Host Defines an SSH peer as an SSH client known host. The host specified and its host key is added to the SSH client known host list. When strict host key checking is on, the SSH client connects only to known hosts with valid SSH host keys that are stored in the known hosts list. Host keys not listed in the known host list are rejected.  crypto/api-oauth-cache-delete crypto api-oauth-cache-delete button IDG   oauth-provider-name-id Provider OAuth provider name The name of the OAuth provider.  3rdparty Type Cache type The type of cache to delete.   Delete ${CacheType} cache for ${Provider}?   Delete API OAuth Cache Deletes an API OAuth cache  device/boot-image flash boot image  software button   I accept the terms of the license agreements. Acknowledge acceptance of the license agreements   image Firmware File Firmware File  on   Reboot System Reboot system after upgrading firmware   Boot Image ${File}?[br/]For a firmware image, system will reload after clicking "Confirm".[br/][br/]Note: This action may take a few minutes.[br/]Please refrain from performing other actions during this time.  Boot Image  crypto/authcookie-cache-delete crypto authcookie-cache-delete button IDG   cache-key-hash Key Hashed key for the cache entry   Delete cache entry for ${Key}?  Delete AuthCookie Cache Entry Deletes an AuthCookie cache entry  b2b/b2bp-archive-purge-now b2b b2bp-archive-purge-now B2B   Include Incomplete Transactions Whether to expire data for all transactions Indicates whether to expire all transaction or only transactions that are complete. If the value is on, expire all transactions. If the value is off, expire only transactions that are complete.  off   All Gateways      B2B Gateway Name    Include Unexpired ebMS Transactions Whether to archive data for all ebMS transactions Indicates whether to archive data for all ebMS transactions. If the value is on, archive all ebMS transactions, including expired and unexpired ones. If the value is off, archive only expired ebMS transactions (the TimeToPersist time < CurrentTime).   Archive/purge messages based on archive configuration? Archive/purge transactions Based on the configuration of the B2B Gateway, the data will either be archived or purged immediately. The expiration process removes both messages and message metadata. After transferring to a permanent archive, the data cannot be imported into the appliance and cannot be viewed through the Transaction Viewer.  b2b/ebms-status-request b2b B2B  Send ebMS StatusRequest  b2b/get-document b2b B2B  Get B2B Transaction Document  b2b/b2bp-initialize-secondary b2b b2bp-initialize-secondary B2B   This action will destroy all transactional data! Initialize as High Availability Secondary This command *PERMANENTLY DESTROYS* all persisted B2B messages on this appliance. Any data destroyed using this command cannot be recovered.  b2b/b2bp-ha-switch-primary b2b b2bp-ha-switch-primary B2B   Are you sure you want to switch the persistence store to primary? Mark as High Availability Primary Mark this appliance as primary. Designates the current appliance as the primary appliance in a high availability environment.  b2b/ebms-mpc-delete-msg-domain b2b b2b-ebms-mpc-delete-msg-domain B2B    Do you want to delete all B2B message payloads from MPCs in the current domain? Delete all B2B message payloads from MPCs in the current domain  b2b/ebms-mpc-delete-msg-domain-all b2b b2b-ebms-mpc-delete-msg-domain-all B2B    Do you want to delete all B2B message payloads from MPCs in all domains? Delete all B2B message payloads from MPCs in all domains  b2b/ebms-mpc-delete-msg b2b b2b-ebms-mpc-delete-msg B2B     Do you want to delete the message payload that is submitted in Transaction ID ${SubmitTransID}?  Delete the B2B message payload from the MPC  b2b/ebms-mpc-view-msg b2b B2B   Get the B2B message from the MPC  b2b/resend-transaction b2b B2B  Resend B2B Transaction  config/backup config-management backup IDG      Create a backup of the configuration? Backup Configuration  device/boot-delete flash boot delete  software Delete previous firmware install  device/boot-switch flash boot switch  software button   You are about to switch the installation image on the appliance. Until this action completes, do not use the appliance for any other activity.[br/][br/][b]Attention:[/b] Switching to an earlier firmware version might prevent all B2B gateways from becoming operational and will require you to reinitialize the B2B persistence store. Switch Installation Image  device/boot-update flash boot update  software button   write/append write or append   config Config File Config File Boot Update  cache/cache-apigw-schema configuration cache-apigw-schema submit IDG    Source URL Fetch from the specified URL Cache Schema Compiles the identified schema and adds it to the cache of an API gateway Compiles the identified schema and adds it to the cache of an API gateway.  cache/cache-apigw-stylesheet configuration cache-apigw-stylesheet submit IDG    Source URL Fetch from the specified URL  Mode stream or general Cache Stylesheet Compiles the identified stylesheet, and adds it to the cache of an API gateway Compiles the identified stylesheet and adds it to the cache of an API gateway.  cache/compile-apigw-wsdl configuration cache-apigw-wsdl submit IDG      Do you want to compile WSDL ${URL} with the compile policy of ${APIGateway}?   Compile WSDL Compiles the identified WSDL, and adds it to the cache of the API gateway Compiles the identified WSDL, and adds it to the cache of the API gateway.  cache/cache-schema configuration cache schema submit IDG    Source URL Fetch from the specified URL. Cache Schema  cache/cache-stylesheet configuration cache stylesheet submit IDG    Source URL Fetch from the specified URL.  Mode stream or general Cache Stylesheet  cache/compile-wsdl configuration cache wsdl submit IDG      Compile WSDL ${URL} using the compile policy of ${XMLManager}?   Compile WSDL  access/change-password password-change user-password button   128 Old Password Enter old password for current user  1 128 New Password Enter new password for current user   Do you want to change the password? Change User Password  device/clear-ipmi-sel device-management clear-ipmi-sel IPMI    Do you want to delete all IPMI SEL events? These events might be valuable for diagnosing future hardware problems. Clear IPMI BMC SEL Deletes all events from the IPMI SEL. This action deletes all events from the Intelligent Platform Management Interface (IPMI) System Event Log (SEL). SEL events are collected by the Baseboard Management Controller (BMC).  crypto/convert-certificate crypto convert-certificate button   Certificate Name Name of Crypto Certificate object to be converted Specify the name of the Crypto Certificate object to be converted.  ^temporary:///[-_a-zA-Z0-9.]+$ temporary:///mycert.pub Output File Name Name of the output file Specify the name of the output file.  Output Format Format for the converted certificate Specify the format of the output file.   Convert the certificate named ${ObjectName} to ${Format} format and write it to ${OutputFilename}?    Convert Crypto Certificate Object Writes a Crypto Certificate object to a file in a specific format.  crypto/convert-key crypto convert-key button   Key Name Name of Crypto Key object to be converted Specify the name of the Crypto Key object to be converted.  ^temporary:///[-_a-zA-Z0-9.]+$ temporary:///mykey.pub Output File Name Name of the output file Specify the name of the output file. If the output format includes private fields of the key then the file must be in the same directory as the private key object's configured file.  Output Format Format for the converted key Specify the format of the output file.   Convert the key named ${ObjectName} to ${Format} format and write it to ${OutputFilename}?    Convert Crypto Key Object Writes a Crypto Key object to a file in a specific format.  crypto/tamdb tam manage-local-tam-db button TAM   tam-object ^[-_a-zA-Z0-9.]+$ Access Manager client The name of the IBM Security Access Manager client that references a local policy database.  copy-database on Copy local policy database Copy the local policy database to the temporary: directory.  remove-database off Remove local policy database Remove the local policy database from memory.   Manage Local Access Manager policy database? Manage local Access Manager policy database  This action allows an administrator to manage the the local policy database for an IBM Security Access Manager client. For troubleshooting purposes, you might need to copy the local policy database for Access Manager clients to the file system or remove the local policy database.  If you choose to copy the local database, the action copies the local policy database to the temporary: directory. If you choose to remove the local database, the action removes the local policy database. If you select both copy and remove, the action copies the local policy database to the temporary: directory and then removes the local policy database.  Attention: When you run this action, the identified client is stopped, if running, and restarted when the action completes.  config/assembly-countlimit-delete-current-domain configuration assembly-countlimit-delete-current-domain submit IDG    Do you want to delete all keys from the current domain? Delete all assembly count limit keys from the current domain  config/assembly-countlimit-delete-current-domain-batch configuration assembly-countlimit-delete-current-domain-batch submit   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all assembly count limit keys from the current domain in batch  config/assembly-countlimit-delete-domain configuration assembly-countlimit-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all assembly count limit keys from all domains  config/assembly-countlimit-delete-domain-batch configuration assembly-countlimit-delete-domain-batch submit   1000 50000 10000   Do you want to delete all keys from all domains? Delete all assembly count limit keys from all domains in batch  config/assembly-countlimit-delete-key configuration assembly-countlimit-delete-key submit IDG                Do you want to delete the key?             Delete the assembly count limit key  config/assembly-countlimit-delete-key-batch configuration assembly-countlimit-delete-key-batch submit               1000 50000 10000   Do you want to delete the key?             Delete the assembly count limit key in batch  config/rmi-create-apiprobe-capture-setting configuration apiprobe-create-capture-setting submit IDG   API Gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture setting.  Capture count The number of transactions to be captured Specifies the number of transactions to be captured.  Interval The interval in seconds between which the data for two consecutive transactions can be captured. Seconds Specifies the interval in seconds between which the data for two consecutive transactions can be captured. No two transactions in the same interval are captured. Specify a value in the range 
                     0 - 3600
                    . The default value is 
                     0
                    , which removes the restriction.  Require Debug Header Whether to capture data only for transactions that include the 'APIm-Debug: true' header. Specifies whether to capture data only for transactions that include the 
                     APIm-Debug: true
                    header.  Response Probe ID Whether to return the probe ID in the response header. Specifies whether to return the probe ID in the response header. The default value is 
                     false
                    .  Encryption Algorithm Algorithm to encrypt the captured probe data. Specifies the algorithm that encrypts captured probe data.  Encryption certificate Certificate to encrypt the captured probe data for the recipient. Specifies the certificate that encrypts the probe data for the recipient. If the URL for the encryption algorithm is specified, the certificate is required.  Log Level The log level of the probe data to be captured. Specifies the API probe log level.  Filter by API Filter transactions by the API name. Specifies the PCRE to filter transactions by the API name.  Filter by Catalog Filter transactions by the API catalog name. Specifies the PCRE to filter transactions by the API catalog name.  Filter by IP Filter transactions by the client IP. Specifies the PCRE to filter transactions by the client IP address.  Filter by path Filter transactions by the request path. Specifies the PCRE to filter transactions by the request path. The request path must include the full URI to access the APIs, including the base path specified in the API definition and the operation path specified in the API path configuration. Routing prefixes specified in the API collection are not supported in the request path.  Filter by client ID Filter transactions by the client ID. Specifies the PCRE to filter transactions by the client ID. Create API probe capture setting Create the capture setting for a specified API Gateway to enable debugging for API transactions.  device/create-dir file-management mkdir   ^local:[-_a-zA-Z0-9/.]*$ local:///subdir Directory Name Name of the new directory   Create the directory ${Dir}?  Create Directory  crypto/create-luna-clientcert crypto create-luna-clientcert button IDG   CN Common name (CN) Common name Specifies the common name for the certificate. The value must be a fully qualified host name or IP address of the DataPower Gateway. The Luna HSM registers the DataPower Gateway by the common name. The NTL connection breaks when the provided common name is incorrect. The value is limited to 64 characters.  C ^[a-zA-Z]{2}$ US Country name (C) Two-character country code Specifies the ISO two-character country code for the certificate.  ST State (ST) Unabbreviated name of state or province Specifies the unabbreviated name of the state or province for the certificate. The value is limited to 64 characters.  L Locality (L) Name of city or town Specifies the name of the city or town for the certificate. The value is limited to 64 characters.  O Organization (O) Organization name Specifies the name of the organization for the certificate. The value is limited to 64 characters.  OU Organizational unit (OU) Organizational unit name Specifies the name of the organizational unit for the certificate. The value is limited to 64 characters.  Email Email address Email address Specifies the email address for the certificate.  key-name ^[-_a-zA-Z0-9.]+$ mykey.pem Private key file name File name for the private key Specifies the file name for the private key. Do not specify a directory or a file extension. If not specified, the common name is used.  cert-name ^[-_a-zA-Z0-9.]+$ mycert.pem Certificate file name File name for the certificate Specifies the file name for the certificate. Do not specify a directory or a file extension. If not specified, the file name is the common name with a 'Key' suffix.  export-key off Export private key Whether to export a copy of the key file to the temporary: directory Specifies whether the action writes a copy of the key file to the temporary: directory in addition to the cert: directory. The default value is off.   When you re-create the key and certificate, you must remove and reregister the DataPower Gateway on each Luna HSM that the DataPower Gateway is registered with. Do you want to continue? Create Luna Client Certificate Create Luna client certificate Create the SafeNet Luna Network HSM client certificate and key pair for the DataPower Gateway to establish network trust link (NTL) connection to the Luna HSM.  crypto/tam tam create-tam-files button TAM   create-copy off Create file copies to download  Whether to create copies of the Access Manager key database and stash files in also the 
                         temporary:
                        directory. The default behavior is to create the files in only the 
                         cert:
                        directory. When enabled, the action places a copy of these files in the 
                         cert:
                        and 
                         temporary:
                        directories. 
                          You can download files from the 
                             temporary:
                            directory. You cannot download files from the 
                             cert:
                            directory.  file ^[-_a-zA-Z0-9.]*$ Output configuration file name  The base name for the created Access Manager files. File naming uses the following convention. 
                          The Access Manager client authorization file must be a 
                             .conf
                            suffix. This file is placed in the 
                             local:
                            directory. An obfuscation file for the Access Manager configuration file has a 
                             .conf.obf
                            suffix. This file is placed in the 
                             local:
                            directory. The Access Manager client key database file has the 
                             .kdb
                            suffix. This file is placed in the 
                             cert:
                            directory. The Access Manager client stash file has a 
                             .sth
                            suffix. This file is placed in the 
                             cert:
                            directory.  admin sec_master Access Manager administrator  The user name of the Access Manager administrator. This user must have permission to register the Access Manager client application. The default value is 
                         sec_master
                        .  password Administrator password The password for the Access Manager administrator.  tam-version Access Manager Version  The version of Access Manager to be used. The default value is 9.0.3.  tam-domain Default Access Manager domain  The operating domain of the Access Manager client. The default value is 
                         Default
                        .  application Access Manager application ID  The application ID used to create the unique client identifier in the Access Manager policy server.  If the DataPower Gateway has a system identifier, the system identifier is appended to the application ID. The system identifier is a System Settings property. Use this approach, for it identifies which DataPower Gateway has this client. If the DataPower Gateway does not have a system identifier, the host name of the policy server is appended to the application ID.  Attention: If the client identifier is not unique, the Access Manager policy server generates an error and the action fails.  host Policy server The host name or IP address of the Access Manager policy server.  port 7135 Policy server manager port The listening port on the Access Manager policy server. The default value is 7135.  ssl-key-expiry 1 7200 183 TLS key file lifetime Days The length of time in days that the password for the generated TLS key file is valid. Enter a value in the range 1 - 7200. The default value is 183.  ssl-timeout 1 86400 7200 TLS session timeout Seconds The length of time in seconds between requests to perform an TLS handshake. This timeout controls how often to complete a full TLS handshake between Access Manager clients and servers. Enter a value in the range 1 - 86400. The default value is 7200.  local-mode off Use local authorization database Indicates whether the authorization mode is local or remote. The default value indicates that the authorization mode is remote. When the authorization mode is local, use the accept policy update notification property to indicate whether to accept notifications of policy updates from the Access Manager policy server.  listen-mode off   LocalMode on   LocalMode off Accept policy update notifications  Indicates whether to accept notifications of policy updates when the authorization mode of the Access Manager client is local. The default value is to not accept notifications of policy updates. When enabled: 
                          For the local authorization server, enter the host name or IP address of the DataPower Gateway that receives notifications of policy updates. For the local authorization port, enter the listening port on the DataPower Gateway that receives notifications of policy updates. This property is available only when you use a local authorization server.  local-host   ListenMode on   ListenMode off Local authorization server Specifies the host name or IP address of the DataPower Gateway that receives notifications of policy updates. If using a host name, it must be the relevant Domain Name System (DNS) name of the DataPower Gateway from the Access Manager policy server.  local-port 0   ListenMode on   ListenMode off Local authorization port Specifies the listening port on the DataPower Gateway that receives notification of policy updates from the Access Manager policy server.  use-ad-registry off    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default Use Active Directory Indicates whether to use Active Directory as the registry type. Active Directory is not supported after ISAM version 7.0.  ad-primary-domain    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Active Directory primary domain Specifies the name of the primary domain in distinguished name format.  ad-primary-host    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Active Directory primary domain host Specifies the name or IP address of the primary domain host.  ad-primary-replicas    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Active Directory primary domain replica hosts Specifies the host names or IP addresses of replica hosts. To specify multiple replica hosts, separate entries with the vertical bar (|) character.  ldap-host    UseADRegistry off   UseADRegistry on LDAP server Specifies the FQDN or IP address of the Access Manager LDAP directory server.  ldap-port 389   UseADRegistry off   UseADRegistry on LDAP server port Specifies the listening port on the Access Manager LDAP directory server. The default value is 389.  ldap-password   UseADRegistry off   UseADRegistry on LDAP administrator password Specifies the password for the LDAP administrator that corresponds to the entered distinguished name.  ldap-auth-timeout 1 600 30   UseADRegistry off   UseADRegistry on LDAP authentication timeout Seconds Specifies the length of time in seconds that an authentication request to the Access Manager LDAP server waits before timing out. Enter a value in the range 1 - 600. The default value is 30.  ldap-search-timeout 1 600 30   UseADRegistry off   UseADRegistry on LDAP search timeout Seconds Specifies the length of time in seconds that a search request to the Access Manager LDAP server waits before timing out. Enter a value in the range 1 - 600. The default value is 30.  ldap-search-timeout 1 900 30    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Active Directory client timeout Seconds Specifies the timeout value in seconds for any call made to the Active Directory registry. Enter a value is the range 1 - 900. The default value is 30.  use-ldap-cache off Enable registry cache Indicates whether to use a client-side registry LDAP cache for similar queries.  ldap-user-cache-size 0 0xFFFF 256    UseADRegistry off  EnableRegistryCache on     TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  EnableRegistryCache off Number of entries in the LDAP user cache Specifies the maximum number of entries in the client-side LDAP user cache. Enter a value in the range 1 - 65535. The default value is 256. The special value of 0 disables caching.  ldap-policy-cache-size 0 0xFFFF 20    UseADRegistry off  EnableRegistryCache on    EnableRegistryCache off  UseADRegistry on Number of entries in the LDAP policy cache Specifies the maximum number of entries in the client-side LDAP policy cache. Enter a value in the range 1 - 65535. The default value is 20. The special value of 0 disables caching.  ad-ldap-cache-size 3 65535 251    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  EnableRegistryCache on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  EnableRegistryCache off Number of object entries in the Active Directory cache  Specifies the maximum number of Active Directory object entries or type-specific object entries to cache. For type-specific object entries, specify a semicolon-separate list of object-type pairs.  To set the cache to a total of 251 object, enter 
                             251
                            . To set the cache to 251 objects for each of the 
                             user
                            and 
                             group
                            objects and not to cache entries for other object types, enter 
                             user:251;group:251
                            . For total entries or the numeric portion of type-specific entries, enter a value in the range 3 - 65535. The default value is 251. The number specified is rounded up to the next higher prime number.  ad-ldap-cache-life 1 86400 300    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  EnableRegistryCache on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  EnableRegistryCache off Lifetime of object entries in the Active Directory cache Seconds Specifies the maximum amount of time that an object is kept in the cache. Enter a value in the range 1 - 86400. The default value is 300.  ad-dnforpd    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseMultiDomain on Active Directory Access Manager distinguished name Specifies the distinguished name of the registry entry where Access Manager data is stored.  ad-use-multi-domain off    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Enable for Active Directory multi-domain configuration Indicates whether to enable secondary domain configuration. To enable this behavior, Active Directory must be configured for multi-domain operation. When enabled, the secondary domain configuration is enabled. By default, this behavior is disabled.  ad-domain-domain     TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  ADUseMultiDomain on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseMultiDomain off Active Directory secondary domain Specifies the name of the secondary domain in distinguished name format.  ad-domain-host    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  ADUseMultiDomain on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseMultiDomain off Active Directory secondary domain host Specifies the host name or IP address of the secondary domain host.  ad-domain-replicas    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseMultiDomain off Active Directory secondary domain replica hosts Specifies the host names or IP addresses of replica hosts. To specify multiple replica hosts, separate entries with the vertical bar (|) character.  ad-use-email-uid off    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off Allow email format for userPrincipalName attribute Indicates whether to support the alternate format of the userPrincipalName registry attribute. By default, the alternate format is not supported.  ad-gc-host    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry on  ADUseEmailUid on    TAMVersion v903  TAMVersion v901  TAMVersion v801  TAMVersion default  UseADRegistry off  ADUseEmailUid off Active Directory global catalog host Specifies the host name or IP address of the global catalog host.  Note: This option is available only when you allow email format for the userPrincipalName.   Create Access Manager configuration files? Create Access Manager configuration  This action registers an IBM Security Access Manager client configuration.  Attention: This action stop all clients in the domain, if running, and restarts them when the action completes. An Access Manager client configuration consists of a unique identity in the secure Access Manager domain. The registration process creates client configuration files, a key database file, and a stash file. After these files are created, you can use them to configure an Access Manager client on the DataPower Gateway.  Attention: Use these files for only one Access Manager client to ensure that each client has its own unique identity in the secure Access Manager domain. This approach avoids discrepancies when the key database and key stash files are refreshed.  crypto/crypto-export crypto crypto-export button   Object Type Type of object to export Select the type of object to export.  ^[-_a-zA-Z0-9.]+$ mycert Object Name Name of the object to export Specify the name of the object to export.  ^[-_a-zA-Z0-9.]+$ mycert-export.xml Output File Name Name of the export package Specify the name of the export package. This file will contain the exported cryptographic object.  mechanism   ObjectType key   Encryption Mechanism Encryption method for the export package Specify the encryption method to apply to the export package when it contains a key object.   Export the ${ObjectType} named ${ObjectName} to ${OutputFilename}?    Export Crypto Object Creates an export package for a cryptographic object  This action creates an export package for a certificate or key object. When the action completes, the export package is in the temporary: directory on the appliance. You can then copy this file from the appliance.  You can export certificate objects on any appliance. You can export key objects on only HSM-equipped appliance. On non-HSM appliances, the interface does not display properties associated with keys.  crypto/crypto-hw-disable crypto crypto-hw-disable button IDG   Cryptographic Hardware Disablement Mode Aspects of cryptographic hardware to disable Aspects of the cryptographic hardware to disable for the next firmware reload. Disable Cryptographic Hardware Disable cryptographic hardware for next firmware reload Disable cryptographic hardware for the next firmware reload.  crypto/crypto-import crypto crypto-import button   Object Type Type of object to import Select the type of object to import.  ^[-_a-zA-Z0-9.]+$ mycert Object Name Name of the object to import Specify the name of the object to import.   cert sharedcert temporary Input File Name Name and location of the export package Specify the name and location of the export package. This file contains the exported cryptographic object to import.  password   ObjectType cert Password Password to access the file Specify the password to access the file. Any entity or agent that needs to access the file must provide this password. This property is mutually exclusive to the password alias.  password-alias   ObjectType cert Password Alias Password alias to access the file Specify the alias to access the file. An alias provides a level of indirection and therefore additional security. If an alias is established, you can use it instead of the actual password. This property is mutually exclusive to the password.   Import a ${ObjectType} from ${InputFilename} creating an object named ${ObjectName}?    Import Crypto Object Imports an export package that contains a cryptographic object  This action imports an export package that contains a certificate or key object. To use this action, the export package needs to be on the appliance.  You can import an export package for certificate objects on any appliance. You can import an export package for key objects on only HSM-equipped appliance. On non-HSM appliances, the interface does not display properties associated with keys.  crypto/crypto-mode-set crypto crypto-mode-set button   Cryptographic Mode Cryptographic mode for the next firmware reload Select the cryptographic mode that takes effect at the next firmware reload. Set Cryptographic Mode Set cryptographic mode for the next firmware reload Set the appliance-wide cryptographic mode. The change takes effect at the next firmware reload.  debugger/debug-action configuration debug-action IDG     Debug the session '${ID}'?  Debug Action  config/api-application-delete configuration api-application-delete submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[0-9a-z-]{1,36}$ Application ID Identifier of application Specifies the application ID that uniquely identifies the application.   Delete the application '${AppID}' from API collection '${APICollection}'?   Delete API application Delete an API application entry in an API collection.  config/api-client-delete configuration api-client-delete submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[-0-9a-z]{1,36}$ Client ID Identifier of subscriber Specifies the client ID that uniquely identifies the subscriber.   Delete the client '${ClientID}' from API collection '${APICollection}'?   Delete API client Delete an API client entry in an API collection.  config/rmi-delete-apiprobe-capture-setting configuration apiprobe-delete-capture-setting submit IDG   API gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture setting.  Capture ID The ID of the capture setting Specifies the ID of the capture setting. Delete API probe capture setting Delete the capture setting for a specified API Gateway to disable debugging for API transactions.  config/api-subscription-delete configuration api-subscription-delete submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[0-9a-z-]{1,36}$ App ID Application ID of the subscriber Specifies the application ID for the subscriber.  ^[a-zA-Z0-9_\-.]+(,[a-zA-Z0-9_\-.]+)*$   Delete the API subscription '${Plan}' from API collection '${APICollection}'?   Delete API subscription Delete an API subscription entry in an API collection.  device/delete-file file-management delete   File File to delete   Delete the file ${File}?  Delete File  crypto/hsm-delete-key crypto hsm-delete-key button HSM      Do you want to delete the ${KeyType} key ${KeyHandle}?   Delete HSM Key  crypto/no-known-host crypto no client-known-host button   Client  Host   Delete SSH known host '${Host}'?  Delete SSH Known Host  crypto/no-known-host-table crypto no client-known-host-table button   Domain  SSH Client Profile   Delete SSH known host table '${ClientName}' for domain '${DomainName}'?   Delete SSH Known Host Table  crypto/delete-password-map crypto delete password-map   Alias Name The Alias name stored in the password map. Delete Password Map Delete an existing password from password map Deletes an existing password from the password map.  system/no-trusted-host system no known-host button   Host   Delete SSH known host '${Host}'?  Delete SSH Known Host  crypto/device-cert crypto button IDG   Common Name (CN)  on Generate Self-Signed Certificate   Generate device management certificate? Generate Device Certificate (deprecated)  config/rmi-diff config-management REST Compare Configurations  debug/disable-ethernet-hardware-offload interface disable-ethernet-hardware-offload button   Ethernet interface Ethernet Interface to disable hardware offload on Ethernet interface to disable hardware offload on temporarily. Whether to use the hardware offload function is part of the interface configuration and controls whether to offload TCP/IP packet processing of Ethernet device drivers and chips. This action does not modify the configuration of the Ethernet interface.   Do you want to disable Ethernet hardware offload temporarily on Ethernet interface ${Interface}?  Disable hardware offload Disable Ethernet hardware offload Temporarily disable Ethernet hardware offload.  debug/disable-aggregation-hardware-offload interface disable-aggregation-hardware-offload button   Link Aggregation interface Link Aggregation Interface to disable hardware offload on Link Aggregation interface to disable hardware offload on temporarily. Whether to use the hardware offload function is part of the interface configuration and controls whether to offload TCP/IP packet processing of Link Aggregation device drivers and chips. This action does not modify the configuration of the Link Aggregation interface.   Do you want to disable Link Aggregation hardware offload temporarily on Link Aggregation interface ${Interface}?  Disable hardware offload Disable Link Aggregation hardware offload Temporarily disable Link Aggregation hardware offload.  debug/disable-vlan-hardware-offload interface disable-vlan-hardware-offload button   VLAN interface VLAN Interface to disable hardware offload on VLAN interface to disable hardware offload on temporarily. Whether to use the hardware offload function is part of the interface configuration and controls whether to offload TCP/IP packet processing of VLAN device drivers and chips. This action does not modify the configuration of the VLAN interface.   Do you want to disable VLAN hardware offload temporarily on VLAN interface ${Interface}?  Disable hardware offload Disable VLAN hardware offload Temporarily disable VLAN hardware offload.  access/disconnect usergroup disconnect button   Session id  Session type   Disconnect ${connection} session ${id}?   Disconnect  config/domainquiesce configuration domain-quiesce button IDG   Domain Name Name of the domain  60 Timeout Timeout in seconds seconds Specifies the length of time in seconds to wait for all transactions to complete. Specify a long enough timeout value to handle long living transactions. The minimum is 60.  0 60 0 Delay Delay in seconds seconds Specifies the interval of time in seconds to wait before initiating the quiesce action. This could be used in self-balancing where the intent to quiesce is propagated to the distributor before initiating the quiesce action. This allows new connections to be routed to other nodes before quiesce is initiated. Specify a long enough time to propagate to the distributor. In general a value less than 10 seconds should be sufficient. The minimum is 0 (quiesce immediately).   Quiesce ${name}?  Quiesce Transitions the operational state of a domain, and the services and handlers associated with the domain, to down in a controlled manner. When the default domain is quiesced, it does not change to the down operational state.  config/domainunquiesce configuration domain-unquiesce button IDG   Domain Name Name of the domain   Unquiesce ${name}?  Unquiesce  Transitions the quiesced domain, and all services and handlers associated with the domain, to the up operational state. The running configuration reflects any changes that were applied while the domain was in the quiesced state.  debug/ebms2-ping b2b ebms2-ping B2B   From Partner Id From Partner Id  To Partner Id To Partner Id  CPA ID The CPA ID between two partners  The ebMS2 URL of External Partner The ebMS2 URL of External Partner Ping ebMS2 External Partner  debug/error-report configuration save error-report button   off  off   Generate error-report? Generate Error Report Generate an error report used in problem determination. Generate an error report. An error report contains the current configuration, status providers, and the current contents of various log files.  config/exec-config config-management exec button    config Configuration File Configuration file to execute   Execute configuration file ${URL}?  Execute Configuration  config/rmi-export config-management REST Export  config/rmi-export-apigw-config config-management apigw-export-config submit IDG   API Gateway The API gateway to be selectively exported Specifies the name of the API Gateway to export.  API Collection The API collection under the API gateway to be exported Specifies the API collection under the API gateway. Export the API Gateway configuration Export the configuration of the API Gateway  cache/export-apigw-document-cache configuration export-apigw-document-cache submit IDG   API gateway Name of API gateway name The API gateway that contains the document cache.  ^(local:|temporary:)/{0,3}(.+) File name File name to create The file name to create for the export package that contains the contents of the document cache.  * Match pattern Match pattern that identifies documents to export from the document cache Enter a shell-style match pattern that identifies documents to export from the document cache. The default pattern is *, which exports all documents.   Do you want to export from the document cache for ${APIGateway}?  Export Document Cache Exports the contents of the document cache from an API gateway Exports the identified documents for the document cache of an API gateway.  cache/export-document-cache xmlmgr export-document-cache submit IDG   XML Manager XML manager name XML manager that contains the document cache.  ^(local:|temporary:)/{0,3}(.+) File Name File name The file name for the document cache export to generate.  * Match Pattern Match pattern that identifies documents to export from the document cache Enter a shell-style match pattern that identifies documents to export from the document cache. The default pattern is *, which exports all documents.   Export the document cache for ${XMLManager}?  Export Document Cache Exports the contents of the document cache Exports the identified documents for the document cache of an XML manager.  device/fetch-file file-management copy   Source URL Fetch from the specified URL.  Destination File Copy to the specified file.  off Overwrite Overwrite the existing file.  XML Manager Name XML Manager Name Specifies the name of the XML manager.   Fetch from ${URL} to ${File}?   Fetch File  debug/file-capture system file-trace button IDG   xmltrace Mode Mode   XML File Capture mode is '${Mode}'.  XML File Capture Configure file capture mode. Allow the configuration of system-wide file-capture mode. The file capture facilitates the visibility of erroneous XML and XSLT content.  cache/flush-aaa configuration clear aaa cache submit IDG     Flush the AAA cache for ${PolicyName}?  Flush AAA Cache  cache/flush-apigw-document configuration flush-apigw-document submit IDG   API gateway Name of API gateway The API gateway that contains the document cache.  * Match pattern Match pattern that identifies documents to remove from the document cache Enter a shell-style match pattern that identifies documents to delete from the document cache. The default pattern is *, which deletes all documents.   Do you want to flush the document cache for ${APIGateway}?  Flush Document Cache Removes documents from the document cache Removes the identified documents from the document cache of an API gateway  cache/flush-apigw-ldap-cache configuration flush-apigw-ldap-cache submit IDG   API gateway Name of API gateway The API gateway that contains the LDAP pool cache.   Flush the LDAP pool cache for ${APIGateway}?  Flush LDAP Cache Flushes the LDAP pool cache of an API gateway Flushes the LDAP pool cache of the identified API Gateway.  cache/flush-apigw-stylesheet configuration flush-apigw-stylesheet submit IDG   API gateway Name of API gateway The API gateway that contains the stylesheet cache.  * Match pattern Match pattern that identifies stylesheets to remove from the stylesheet cache Enter a shell-style match pattern that identifies stylesheets to delete from the stylesheet cache. The default pattern is *, which deletes all stylesheets.   Do you want to flush the stylesheet cache for ${APIGateway}?  Flush Stylesheet Cache Removes stylesheets from the stylesheet cache Removes the identified stylesheets from the stylesheet cache of an API gateway  cache/flush-subscriber-cache configuration clear subscriber cache submit IDG   API collection The API collection to flush cache for Specifies which API collection to flush cache for.   Flush the subscriber cache for API Collection '${APICollection}'?  Flush API subscriber cache Flush the API subscriber cache for the API collection.  cache/flush-arp interface clear arp   Flush the system ARP cache? Flush ARP Cache  cache/flush-dns configuration clear dns-cache   Flush the system DNS cache? Flush DNS Cache  cache/flush-document xmlmgr clear submit IDG   XML Manager XML manager name XML manager that contains the document cache.  * URL Match Pattern URL Match pattern that identifies documents to remove from the document cache Enter a shell-style match pattern that identifies documents to delete from the document cache. The default pattern is *, which deletes all documents.  Cache Key Remove only the documents associated with this cache key This is an exact match of a cache key. The default is "*" which means to ignore the cache key and just match the pattern for the entire cache.  off Expire Entries Toggle that controls whether matched entries are removed or expired from the document cache Set the toggle to on to expire the entries that match the pattern; set to off to remove the entries that match the pattern from the document cache. The default is off.   Flush the document cache for ${XMLManager}?  Flush Document Cache Removes documents from the document cache Removes the identified documents for the document cache of an XML manager.  cache/flush-expired-apigw-documents configuration flush-expired-apigw-documents submit IDG   API gateway Name of API gateway The API gateway that contains the document cache.  * Match pattern Match pattern that identifies documents to flush from the document cache Enter a shell-style match pattern that identifies documents to flush from the document cache if they are expired. The default pattern is *, which flushes all expired documents.  Cache key Cache key that identifies the document to remove Enter the cache key for an exact match to a specific document. The default value is *, which means to ignore the cache key and matches the pattern for the entire cache.   Do you want to flush expired documents from the document cache for ${APIGateway}?  Flush Expired Documents Flushes the expired documents from the document cache of an API gateway Flushes the identified expired documents from the document cache of an API gateway  cache/flush-expired-documents xmlmgr flush-expired-documents submit IDG   XML Manager XML manager name XML manager that contains the document cache.  * Match Pattern Match pattern that identifies documents to flush from the document cache Enter a shell-style match pattern that identifies documents to flush from the document cache if they are expired. The default pattern is *, which flushes all expired documents.  Cache Key Remove only the documents associated with this cache key This is an exact match of a cache key. The default is "*" which means to ignore the cache key and just match the pattern for the entire cache.   Flush expired documents from the document cache for ${XMLManager}?  Flush Expired Documents Flushes the expired documents from the document cache Flushes the identified expired documents for the document cache of an XML manager.  cache/flush-gatewayscript configuration clear gatewayscript cache IDG     Flush the GatewayScript ${Type} cache?  Flush GatewayScript Cache  cache/flush-ldappool configuration clear ldap cache submit IDG     Flush the LDAP Pool cache for ${XMLManager}?  Flush LDAP Cache  cache/flush-ndcache interface clear ndcache   Do you want to flush the IPv6 Neighbor Discovery (ND) cache? Flush ND-Cache  cache/flush-nss-cache configuration flush nss cache button IDG   ZOS/NSS Client ZOS NSS Client   Flush the NSS cache? Flush NSS Cache  cache/flush-pdp configuration clear pdp cache IDG     Flush the XACML PDP cache for ${XACMLPDP}?  Flush PDP Cache  cache/flush-ratelimit-cache configuration clear ratelimit cache submit IDG   Rate limit level The rate limit level to flush cache for Specifies which rate limit level to flush cache for.  Rate limit cache target The rate limit cache target to flush cache for Specifies which rate limit cache target to flush cache for.   Flush the rate limit cache? Flush rate limit cache Flush rate limit cache  cache/flush-rbm configuration clear rbm cache   Flush the system RBM cache? Flush RBM Cache  cache/flush-stylesheet configuration clear xsl cache submit IDG     Flush the stylesheet cache for ${XMLManager}?  Flush Stylesheet Cache  config/gateway-peering-cluster-remove-stale-node configuration gateway-peering-cluster-remove-stale-node IDG   Gateway peering Name of the gateway peering.  Node ID Value of the stale node ID.   Do you want to remove the stale node from the cluster? Remove Stale Node Remove the stale node in the cluster by its node ID. Use this action to remove the stale node in the cluster by its node ID. Ensure that this node is not a valid primary or secondary node.  config/gateway-peering-cluster-replicate configuration gateway-peering-cluster-replicate IDG   Gateway peering Name of the gateway peering.  Primary node ID Value of the primary node ID.   Do you want to transfer this gateway peering as secondary to a different primary in the cluster? Transfer to Different Primary Transfers the secondary node to a different primary node in the gateway peering cluster. Use this action to transfer the secondary node to a different primary node in the gateway peering cluster. Ensure that this gateway peering is not primary and that its operational state is up.  config/gateway-peering-remove-stale-peers configuration gateway-peering-remove-stale-peers IDG   Gateway Peering configuration name Name of the Gateway Peering configuration   Do you want to remove stale peers ? Remove stale peers Use the action to remove stale peers from the Gateway Peering.  Removes all known information about peers from the current member.  config/gateway-peering-switch-primary configuration gateway-peering-switch-primary IDG   Gateway peering Name of the gateway peering.   Do you want to switch this gateway peering to primary? Switch to Primary Switches this gateway peering to primary. Use this action to designates this gateway peering as primary. Ensure that this gateway peering is not primary and that its operational state is up.  config/rmi-get-apiprobe-data configuration apiprobe-download-all submit IDG   API gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture setting.  Capture ID The ID of the capture setting Specifies the ID of the capture setting.  First transaction The index position of the first transaction to return Specifies the index position of the first transaction to return. The index starts at 1. If not specified, the default value is 1. Get the API probe data Download the captured probe data for the specified capture setting. The returned data is compressed and Base64 encoded.  config/rmi-get-debug-probe-data config-management apiprobe-get-data submit IDG   Capture ID The ID of the capture setting Specifies the ID of the capture setting.  Transaction ID The transaction ID in the response Specifies the 
                     APIm-Debug-Trans-Id
                    header value in the response. Get the debug probe data Download probe data for a transaction.  config/rmi-get-apiprobe-capture-setting configuration apiprobe-get-capture-setting submit IDG   API Gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture setting.  Capture ID The ID of the capture setting Specifies the ID of the capture setting. Get the API probe capture setting Retrieve the details of a specified capture setting in the API Gateway and the IDs of the associated probe data.  crypto/crypto-hsm-clone-kwk crypto hsm-clone-kwk button HSM    temporary Input File Name The input file containing the output of this command from the other machine.  ^[-_a-zA-Z0-9.]+$ step1.kwk Output File Name The destination file to which the output will be written. Clone HSM Key Wrapping Key  crypto/crypto-hsm-reinit crypto hsm-reinit HSM   3 fips-level Optionally specifies FIPS 140-2 Level 3.  so-password Optionally specifies the password of the Crypto Officer (CO). The default behavior is to randomly generate the password.  user-password Optionally specifies the password of the Crypto User (CU). The default behavior is to randomly generate the password.  datapower hsm-domain Optionally specifies the key sharing domain of the HSM. For improved security, specify a nondefault name for the sharing domain and secure the domain name as part of the protection against key theft. The default value is 
                     datapower
                    . For two HSM-equipped appliances to share private keys, the HSMs must have the same value for this argument.  so-name Optionally specifies the name of the CO (also known as the Security Officer). On Type 8441 appliances, the name can use all alphanumeric characters and the _ special character. The default behavior is to randomly generate the name.  user-name Optionally specifies the name of the CU. On Type 8441 appliances, the name can use all alphanumeric characters and the _ special character. The default behavior is to randomly generate the name. HSM Reinitialize  crypto/hsm-set-role crypto hsm-set-role button HSM   FIPS 140-2 Role FIPS 140-2 role. The HSM role that the appliance assumes on the next boot. Generally, the role is Crypto User except for KWK cloning that requires the Crypto Officer role. Set HSM FIPS Role    system/ilmt-force-scan system ilmt-force-scan  vmware  developers IDG   Immediately create of an ILMT package? ILMT Force Scan Force the creation of an ILMT package. Force the creation of an ILMT package. When run, a compressed package with the scan results is created in the 
             local:///ilmt/output
            directory. The name of the package includes the time stamp of when the package was created.  config/rmi-import config-management IDG REST Import  config/rmi-import-apigw-config config-management apigw-import-config submit IDG Import the API Gateway configuration Import the configuration of the API Gateway  cache/import-apigw-document-cache configuration import-apigw-document-cache submit IDG   API gateway Name of API gateway. The API gateway that contains the document cache.  ^(local:|temporary:|store:)/{0,3}(.+) File name File name to import export package to import The file name of the export package to import.   Do you want to import to the document cache for ${APIGateway}?  Import Document Cache Imports the contents of the document cache of an API Gateway Imports the documents for the document cache of an API Gateway.  cache/import-document-cache xmlmgr import-document-cache submit IDG   XML Manager XML manager name XML manager that contains the document cache.  ^(local:|temporary:|store:)/{0,3}(.+) File Name The file name to import Enter the file name to be imported into the document cache which was previously exported via the export-document-cache command.   Improt the document cache for ${XMLManager}?  Import Document Cache Imports the contents of the document cache Imports the documents for the document cache of an XML manager.  config/import-execute config-management import-execute IDG     Execute import package '${ImportPackageName}'?  Import Execute  crypto/import-luna-clientcert crypto import-luna-clientcert button IDG   key ^cert:/{2,3}([^/]+) Private key Location of private key file Specifies the location of the private key file. The key must be in the 
                     cert:
                    directory.  cert ^cert:/{2,3}([^/]+) Certificate Location of certificate file Specifies the location of the certificate file. The certificate must be in the 
                     cert:
                    directory.   The import action will break the NTL connection that you configured with the existing private key and certificate pair. You must remove and reregister the DataPower Gateway on each Luna HSM that the DataPower Gateway is registered. Do you want to continue? Import Luna Client Certificate Import Luna client certificate Import the private key and certificate pair that is generated on another DataPower Gateway to establish the NTL connection to the SafeNet Luna Network HSM.  network/fibre-channel-fs-init device-management fibre-channel-fs-init FibreChannel   Volume Name Fibre Channel Volume Name   This will destroy all files and data on this Fibre Channel device ${VolumeName}! Are you sure?  Initialize Filesystem on Fibre Channel device Initialize Filesystem on Fibre Channel device Initializes the file system for the specified Fibre Channel Volume  device/initialize-compact-flash-filesystem device-management compact-flash-initialize-filesystem Compact-Flash   Volume Name Volume name for compact flash   This action will destroy all files and data on the compact flash ${VolumeName}! Are you sure?  Initialize File System on Compact Flash  device/initialize-raid-volume-filesystem device-management raid-volume-initialize-filesystem RaidVolumeMpt   Volume name Name of array volume Select the name of the volume.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array  device/initialize-raid-volume-filesystem device-management raid-volume-initialize-filesystem  90051U 90052U 9006 9007 virtual container RaidFSModify     Volume name Name of array volume Select the name of the volume.  Enable for B2B Storage Whether to create the filesystem for B2B storage When on, the action creates the file system on the Hard Disk Array with two partitions; the second partition is private to B2B document storage, and optionally encrypted using specified passphrase. When off, the action creates the file system on the Hard Disk Array with one partition of the entire disk space.    EnableB2BStorage on   EnableB2BStorage off Encryption method Method for encryption Sets the B2B document storage partition to be unencrypted or be encrypted using passphrase.  1 128    EnableB2BStorage on  LocalDriveEncryptionMethod passphrase    EnableB2BStorage on  LocalDriveEncryptionMethod passphrase Passphrase Passphrase for encryption Specifies the passphrase to encrypt the B2B document storage partition.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array Initialize the file system on the RAID array. You can intialize the file system for B2B document storage when you have not installed the B2B feature. When you enable for B2B storage, the document storage partition can be encrypted or unencrypted. When encrypted, you specify the encryption passphrase.  device/initialize-raid-volume-filesystem-obsolete device-management raid-volume-initialize-filesystem  xb60 RaidVolumeSr   Volume name Name of array volume Select the name of the volume.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array  device/initialize-raid-volume-filesystem device-management raid-volume-initialize-filesystem  xb60 RaidVolumeMpt2Sas   Volume name Name of array volume Select the name of the volume.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array  device/initialize-raid-volume-filesystem-obsolete device-management raid-volume-initialize-filesystem  xb60 Virtual   Volume name Name of array volume Select the name of the volume.   This action destroys all files and data on the RAID array ${VolumeName}. Do you want to continue?  Initialize file system Initialize file system on RAID array  network/iscsi-fs-init-obsolete system iscsi-fs-init-obsolete iSCSI   Volume Name iSCSI Volume Name   This will destroy all files and data on this iSCSI device ${VolumeName}! Are you sure?  Initialize Filesystem on iSCSI device  cache/invalidate-apigw-document configuration invalidate-apigw-documents submit IDG   API gateway Name of API gateway The API gateway that contains the document cache.  * Match pattern Match pattern that identifies documents to invalidate in the document cache Enter a shell-style match pattern that identifies documents to invalidate in the document cache. The default pattern is *, which invalidates all documents.  Cache key Invalidate only the documents associated with this cache key This is an exact match of a cache key. The default value is *, which means to ignore the cache key and match the pattern for the entire cache.  ^var://system/[-_a-zA-Z0-9]+/[-_a-zA-Z0-9]+$ System variable name Update a system variable value Set the system variable name to be updated with this parameter.  1 System variable value Set system variable to this value Set the system variable value associated with the system variable name.   Do you want to invalidate the document cache for ${APIGateway}?  Invalidate Document Cache Invalidates documents from the document cache of an API gateway Invalidates the identified documents for the document cache of an API gateway. A system variable can programmatically set the desired value.  cache/invalidate-document xmlmgr invalidate-docs submit IDG   XML Manager XML manager name XML manager that contains the document cache.  * Match Pattern Match pattern that identifies documents to invalidate in the document cache Enter a shell-style match pattern that identifies documents to invalidate in the document cache. The default pattern is *, which invalidates all documents.  Cache Key Invalidate only the documents associated with this cache key This is an exact match of a cache key. The default is "*" which means to ignore the cache key and just match the pattern for the entire cache.  ^var://system/[-_a-zA-Z0-9]+/[-_a-zA-Z0-9]+$ System Variable Name Update a system variable value Set the system variable name to be updated with this parameter.  1 System Variable Value Set system variable to this value Set the system variable value associated with the system variable name selected in the previous parameter.   Invalidate the document cache for ${XMLManager}?  Invalidate Document Cache Invalidates documents from the document cache Invalidates the identified documents for the document cache of an XML manager. Optionally, it can set a system variable to a desired value that can be used programmatically.  crypto/kerberos-ticket-delete crypto kerberos-ticket-delete button IDG   REALM Kerberos Realm Kerberos Realm Kerberos Realm of the ticket(s) to delete  owner@REALM Owner Principal Owner Principal Owner Principal of the ticket(s) to delete  client@REALM Client Principal Client Principal Client Principal of the ticket(s) to delete  server@REALM Server Principal Server Principal Server Principal of the ticket(s) to delete   Delete the ticket in realm ${Realm} owned by ${Owner} from ${Client} to ${Server}?     Delete Cached Kerberos Ticket Deletes a Cached Kerberos Ticket  crypto/keygen crypto keygen button   off LDAP (reverse) Order of RDNs Whether to create the entry in reverse RDN order. Indicate whether to create the LDAP entry in reverse RDN order. The default value is off.  C ^[a-zA-Z]{2}$ US Country Name (C) Two-character country code Specify the ISO two-character country code for the CSR.  ST State or Province (ST) Unabbreviated name of state or province Specify the unabbreviated name of the state or province for the CSR. The value is limited to 64 characters.  L Locality (L) Name of city or town Specify the name of the city or town for the CSR. The value is limited to 64 characters.  O Organization (O) Name of organization Specify the name of the organization for the CSR. The value is limited to 64 characters.  OU Organizational Unit (OU) Name of primary organizational unit Specifies the name of the primary organizational unit for the CSR. The value is limited to 64 characters.  OU Organizational Unit 2 (OU) Name of additional organization unit Specify the name of an additional organization unit. The value is limited to 64 characters.  OU Organizational Unit 3 (OU) Name of additional organization unit Specify the name of an additional organization unit. The value is limited to 64 characters.  OU Organizational Unit 4 (OU) Name of additional organization unit Specify the name of an additional organization unit. The value is limited to 64 characters.  CN Common Name (CN) Common name Specify the common name for the CSR. The value is generally the fully qualified domain name of the server. The value is limited to 64 characters.  key-type Key type What type of key to generate Select the type of key to generate.  rsa   KeyType RSA   RSA key length Length of generated RSA key Specify the length of the generated RSA key. The generation of a 4096-bit key can take up to 30 seconds. The default value is 2048-bit.  digest    KeyType RSA  GenSSCert on   Hash Algorithm Hash Algorithm to use Specify the hash algorithm of the generated RSA certificate.  ecdsa-curve secp256r1   KeyType ECDSA   Elliptic curve Elliptic curve to use to generate ECDSA key Select the elliptic curve to use to generate the ECDSA key.  file-name ^[-_a-zA-Z0-9.]+$ mykey.pem File Name Name of the key file to generate Specify a common prefix for the generated private key, CSR, and self-signed certificate. The value takes the 
                      name
                    format. Do not specify a directory or a file extension. Based on the specified options, the action generates the required files with the appropriate file extensions. If not specified, the value for the "Object Name" property is used.  days 1 3650 365 Validity Period Days for which the self-signed certificate is valid days Specify the validity period in days for the self-signed certificate. The default value is 365.  password   Password  Password Password for key encryption Not available in the GUI. Replaced by the Password Alias property.  password-alias Password Alias Password alias that defines the alias that maps to the cleartext password Specify the existing password alias map that defines the alias that maps to the cleartext password. The password in the map encrypts the files, and the alias in the map decrypts the password to access the file.  export-key off Export Private Key Whether the action writes the key file to the temporary: directory Specify whether the action writes a copy of the key file to the temporary: directory in addition to the cert: directory. The default value is off.  gen-sscert on Generate Self-Signed Certificate Whether to generate a self-signed certificate Specify whether to create a self-signed certificate in addition to the private key and CSR. The default value is on.  export-sscert on   GenSSCert off Export Self-Signed Certificate Whether to export the self-signed certificate Specify whether the action writes a copy of the self-signed certificate to the temporary: directory in addition to the cert: directory. The default value is on.  gen-object on Generate Key and Certificate Objects Whether to create objects from the generated file Specify whether the action creates key and certificate objects from the specified file. The default value is on.  object-name ^[-_a-zA-Z0-9.]+$ mykey   GenObject off Object Name Name to use for the objects Specify the name to use for the objects. If not specified, the action uses the value of the common name (CN).  hsm off Generate Key on HSM Whether to create the key on the HSM  Specify whether to create the key on the HSM. There is no default value.  When created on the HSM, the URL is in the 
                             hsm://hsm1/ 
                             name
                            format. When created on the appliance, the URL is in the 
                             cert:/// 
                             name
                            format.  using-key ^[-_a-zA-Z0-9.]+$ mykey Using Existing Key Object Name of an existing key for which to create a new certificate and CSR Specify the name of an existing key. The action creates a new certificate and CSR for this key. The action does not create a new key.  config-file Configuration File Configuration file to use to generate requested cryptographic material. Optionally, when generating a CSR or self-signed certificate, specifies the configuration file to read the DN and OIDs from. The configuration file must be in the OpenSSL CNF format. You must upload the configuration file to the 
                     temporary:
                    directory. When you specify this parameter, you must specify the common name, file name, or object name.   Generate an ${KeyType} key pair and a CSR?  Generate Key Generate a private key and optionally a self-signed certificate  This action generates a private cryptographic key and optionally a self-signed certificate. By default, the action creates the Certificate Signing Request (CSR) needed by a certificate authority (CA). Because CA policies can vary with the amount of information they require in a CSR, check with the CA before you generate a CSR to ensure that you provide sufficient information. If the action creates the files in only the cert: directory, then the files cannot be edited. If the files are in the local: or temporary: directory, then they can be edited.  Note: Use a password alias in environments that require password-protected files. Before you use a password alias, ensure that a password map exists to encrypt the private key password (plaintext) and associate an alias with the encrypted password. An attempt to reference an encrypted password that is not in the password map results in failure. In environments that use encrypted passwords, the password map is queried and its associated encrypted password is identified. The encrypted password, in turn, is decrypted by using the locally generated host key to yield the plaintext password that is used to open and read the key file  debug/packet-capture interface packet-capture button       Interface name Link Aggregation interface for the packet capture Specify the Link Aggregation interface to enable the packet capture on.   Do you want to start a packet capture on Link Aggregation ${Interface} with the default settings (temporary:///capture.pcap, 30 seconds, 10000 KB)? The link to download the file is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.  Start packet capture Start a Link Aggregation packet capture Start a packet capture on a Link Aggregation interface. Packet capture is a tool that troubleshoots network connectivity, TCP sequencing, and other network-level problems.  debug/packet-capture interface no packet-capture button    Interface name Link Aggregation interface of the active packet capture Link Aggregation interface to stop the packet capture on.   Do you want to stop the packet capture on Link Aggregation ${Interface}?  Stop packet capture Stop the Link Aggregation packet capture Stop the capture of IP packets on the Link Aggregation interface.  config/rmi-list-apiprobe-capture-settings configuration apiprobe-list-capture-settings submit IDG   API Gateway Name of the API Gateway Specifies the name of the API Gateway that uses the capture settings. List the API probe capture settings List the API probe capture settings on the API Gateway.  config/rmi-load-config config-management REST Load Configuration  device/locate-device system locate-device button LocateLED   off Blue Locator LED   Control the blue locate LED? Control Locate LED  networkhsm/luna-ha-recover configuration luna-ha-recover IDG   group   Group name Group name The name of the SafeNet HA Group to recover. Recover HA group Recover HA group Manually recover a SafeNet HA group after you remove a permanently failed member and add a new member to the group.  networkhsm/luna-ha-sync configuration luna-ha-sync IDG   group   Group name Group name The name of the SafeNet HA group to synchronize.  Enable automatic synchronization Whether to enable automatic synchronization Specifies whether to enable the automatic synchronization among group members. Synchronize HA group Synchronize HA group Manually synchronize the data among all members of the SafeNet HA group.  networkhsm/luna-ott-update system luna-ott-update IDG     SafeNet HSM Name of the SafeNet HSM The name of the SafeNet HSM configuration to update the one-time token for.   Use this action only when the one-time token expires. Otherwise, the host trust link will break. Do you want to continue? Update one-time token Update one-time token for HTL Update the one-time token that is used for HTL. Use this action only when the existing token expires.  debug/debug-probe configuration Debug Probe  device/move-file file-management move   Source URL Move the file from the specified URL.  Destination URL Move the file to the specified URL.  off Overwrite Overwrite the existing file.   Move from ${sURL} to ${dURL}?   Move File  mq/webuser configuration IMQA MQ Web User   mq/cli configuration mqcli IMQA MQ CLI Administration   debugger/no-debug-action configuration no debug-action submit IDG     Cancel the debug session '${ID}'?  No Debug Action  crypto/no-password-map crypto no password-map No Password Map  crypto/oauth-cache-delete crypto oauth-cache-delete button IDG   application-client-id Client Id Client identifier The client ID of the OAuth client.  refresh Type Cache type The type of cache that the appliance deletes.   Delete cache elements for ${ClientId} for ${CacheType}?   Delete OAuth Cache Deletes an OAuth cache  debug/packet-capture interface packet-capture button       Interface name Ethernet interface for the packet capture Specify the Ethernet interface to enable the packet capture on.   Do you want to start a packet capture on Ethernet ${Interface} with the default settings (temporary:///capture.pcap, 30 seconds, 10000 KB)? The link to download the file is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.  Start packet capture Start an Ethernet packet capture Start a packet capture on an Ethernet interface. Packet capture is a tool that troubleshoots network connectivity, TCP sequencing, and other network-level problems.  debug/packet-capture interface packet-capture button       Interface Interface to enable packet capture on. Interface to enable packet capture on.  timed Mode The timing mode for the packet capture. The timing mode for the packet capture. The default is timed.  30 Maximum Duration Maximum duration of the packet capture in timed mode. seconds Maximum duration of the packet capture in timed mode. The minimum value is 5 seconds and the maximum value is 86400 seconds.  10000 Maximum Size Maximum size of the packet capture. KB Maximum size of the packet capture.  Filter Expression Packet Capture Filter Expression. The packet capture filter expression is a string that defines how the packet capture should be filtered. Full details of the syntax can be found by searching the Web for "pcap-filter(7) format".   Start ${CaptureMode} packet capture on ${Interface} using the following settings: temporary:///capture.pcap, ${MaxTime} seconds (if timed), ${MaxSize} KB. The link to download the file (temporary:///capture.pcap) is available before the capture completes. Before downloading the file, wait 30 seconds after the capture completes or after manually stopping the capture.     Start Packet Capture Configure an IP packet capture. Configure an IP packet capture. This tool is ideal for troubleshooting network connectivity, TCP sequencing, and other network-level problems.  isam/pdadmin configuration pdadmin ISAMProxy  debug/ping common ping   Remote host Specify the IP address or host name of the target. Specify the IP address or host name of the target for the connection test.  Use IP version Select the IP version to use when resolving an ambiguous host name. When you specify a host name, specify the IP version to use when resolving an ambiguous host name to an IP address. Ambiguity occurs when the DNS publishes an IPv4 address and an IPv6 address. Although you specify IPv6, the output shows the IPv4 address when the DNS published only an IPv4 address. Conversely, when you specify IPv4 and the DNS publishes only an IPv6 address, the output shows the IPv6 address.  Local address Specify the IP address or host alias of the local interface. Specify the IP address or host alias of the local interface to use for the connection test.   Ping remote host ${RemoteHost}?  Ping Remote Determine whether the network can reach a remote target. Send Internet Control Message Protocol (ICMP) echo-request messages to the remote target to determine whether the network can reach a remote target.  network/quiesce interface quiesce button   Interface Interface to Quiesce   Quiesce the interface ${Interface}. Quiesce will prevent new connections to be sent to Standby Controls in the interface. Existing connections will continue to function.  Quiesce  config/quiesce configuration appliance-quiesce button IDG   60 Timeout Timeout in seconds seconds Specifies the length of time in seconds to wait for all transactions to complete. Specify a long enough timeout value to handle long living transactions. The minimum is 60.  0 60 0 Delay Delay in seconds seconds Specifies the interval of time in seconds to wait before initiating the quiesce action. This could be used in self-balancing where the intent to quiesce is propagated to the distributor before initiating the quiesce action. This allows new connections to be routed to other nodes before quiesce is initiated. Specify a long enough time to propagate to the distributor. In general a value less than 10 seconds should be sufficient. The minimum is 0 (quiesce immediately).   Quiesce? Quiesce Transitions the operational state of the domains, services, and handlers on the appliance to down in a controlled manner. Does not quiesce the default domain.  qe/quota-enforcement-switch-primary configuration quota-enforcement-switch-primary IDG   Do you want to switch this node to the primary node for the peer group? Switch to primary for peer group Switch this node to the primary node in the peer group. Designates this DataPower Gateway as the primary node in the peer group. Before you invoke this action, ensure that this DataPower Gateway is a replica and its operational state is up.  qe/quota-enforcement-switch-primary configuration quota-enforcement-switch-primary IDG   Do you want to switch this node to the primary node for the peer group? Switch to primary for peer group Switch this node to the primary node in the peer group. Designates this DataPower Gateway as the primary node in the peer group. Before you invoke this action, ensure that this DataPower Gateway is a replica and its operational state is up.  device/raid-activate device-management raid-activate RealRaid   Volume name Name of array volume Select the name of the volume.   This action activates the RAID array as volume ${VolumeName}, which might have been initialized on another machine. Do you want to continue?  Activate RAID array  device/raid-change-encryption-settings device-management raid-change-encryption-settings  90051U 90052U 9006 9007 virtual container RaidFSModify      Encrypt local drive Whether to encrypt the partition. Indicates whether to encrypt the document storage partition. When enabled, encrypts the partition. When disabled, makes the partition unencrypted.    LocalDriveEncryption on   LocalDriveEncryption off Encryption method Method for encryption When encryption is enabled, set the encryption method.  1 128    LocalDriveEncryption on  LocalDriveDefaultPassphrase passphrase    LocalDriveEncryption off Passphrase Passphrase for encryption When encryption uses a user passphrase, specify the passphrase to use.          Change encryption settings of RAID array ${VolumeName}. After you click 'Confirm', do not close this dialog until you receive the message, 'Action Completed Successfully.' Do you want to continue?  Change partition encryption settings Change partition encryption settings After installation, changes the encryption settings for the document storage partition of the RAID array: Encrypted with a passphrase or unencrypted. After you change settings, the appliance rebuilds the array.  device/raid-delete device-management raid-delete RealRaid   Volume name Name of array volume Select the name of the volume.   This action deletes all files and data on the RAID array ${VolumeName}. Do you want to continue?  Delete RAID array  device/raid-initialize device-management raid-initialize RealRaid   Volume name Name of RAID array Select the name of the RAID array.   This action initializes the RAID array ${VolumeName}. The result in the loss of all files and data on the RAID array. Do you want to continue?  Initialize RAID array  device/raid-learn-battery device-management raid-learn-battery RaidVolumeSr    This action requests the Battery Backup Unit (BBU) to start the learning cycle. This action will take approximately 6 hours. Request Learning Cycle for BBU  device/raid-make-hot-spare device-management raid-make-hot-spare RaidVolumeSr   Volume name Name of RAID array Select the name of the RAID array.   This action creates hot spares for the RAID array ${VolumeName}. Do you want to continue?  Make hot spare for RAID array  device/raid-rebuild device-management raid-rebuild RealRaid   Volume name Name of RAID array Select the name of the RAID array.   This action forces a rebuild of the RAID array ${VolumeName}. Do you want to continue?  Rebuild RAID Array  device/raid-reconcile-encryption-settings device-management raid-reconcile-encryption-settings  90051U 90052U 9006 9007 RaidFSModify     Volume name Name of RAID array Select the name of the RAID array.  Encrypt local drive Whether to encrypt the partition. Indicates whether to encrypt the document storage partition. When enabled, encrypts the partition. When disabled, makes the partition unencrypted.    LocalDriveEncryption on   LocalDriveEncryption off Encryption method Method for encryption When encryption is enabled, set the encryption method.  1 128    LocalDriveEncryption on  LocalDriveDefaultPassphrase passphrase    LocalDriveEncryption off Passphrase Passphrase for encryption When encryption uses a user passphrase, specify the passphrase that encrypted the partition.         Reconcile encryption settings of the RAID array ${VolumeName}?  Reconcile partition encryption settings Reconcile partition encryption settings When an administrator changed the encryption setting on the document storage partion of the RAID array and the appliance has a complete RAID array failure, reconcile the encryption settings on the hard disk drive to match the configuration on the appliance before you initialize the RAID array.  config/api-ratelimit-delete-current-domain configuration api-ratelimit-delete-current-domain submit IDG    Do you want to delete all keys from the current domain? Delete all API rate limit keys from the current domain  config/api-ratelimit-delete-current-domain-batch configuration api-ratelimit-delete-current-domain-batch submit   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all API rate limit keys from the current domain in batch  config/api-ratelimit-delete-domain configuration api-ratelimit-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all API rate limit keys from all domains  config/api-ratelimit-delete-domain-batch configuration api-ratelimit-delete-domain-batch submit   1000 50000 10000   Do you want to delete all keys from all domains? Delete all API rate limit keys from all domains in batch  config/api-ratelimit-delete-key configuration api-ratelimit-delete-key submit IDG            Do you want to delete the key?         Delete the API rate limit key  config/api-ratelimit-delete-key-batch configuration api-ratelimit-delete-key-batch submit           1000 50000 10000   Do you want to delete the key?         Delete the API rate limit key in batch  config/assembly-ratelimit-delete-current-domain configuration assembly-ratelimit-delete-current-domain submit IDG    Do you want to delete all keys from the current domain? Delete all assembly rate limit keys from the current domain  config/assembly-ratelimit-delete-current-domain-batch configuration assembly-ratelimit-delete-current-domain-batch submit   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all assembly rate limit keys from the current domain in batch  config/assembly-ratelimit-delete-domain configuration assembly-ratelimit-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all assembly rate limit keys from all domains  config/assembly-ratelimit-delete-domain-batch configuration assembly-ratelimit-delete-domain-batch submit   1000 50000 10000   Do you want to delete all keys from all domains? Delete all assembly rate limit keys from all domains in batch  config/assembly-ratelimit-delete-key configuration assembly-ratelimit-delete-key submit IDG                  Do you want to delete the key?               Delete the assembly rate limit key  config/assembly-ratelimit-delete-key-batch configuration assembly-ratelimit-delete-key-batch submit                 1000 50000 10000   Do you want to delete the key?               Delete the assembly rate limit key in batch  config/ratelimit-concurrent-delete-domain configuration ratelimit-concurrent-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all concurrent transaction keys from all domains  config/ratelimit-concurrent-delete-domain-batch configuration ratelimit-concurrent-delete-domain-batch submit IDG   1000 50000 10000   Do you want to delete all keys from all domains? Delete all concurrent transaction keys from all domains in batch  config/ratelimit-concurrent-delete-key configuration ratelimit-concurrent-delete-key submit IDG     Do you want to delete the key ${KeyName}?  Delete the concurrent transaction key  config/ratelimit-concurrent-delete-key-batch configuration ratelimit-concurrent-delete-key-batch submit IDG    1000 50000 10000   Do you want to delete the key ${KeyName}?  Delete the concurrent transaction key in batch  config/ratelimit-concurrent-delete-type configuration ratelimit-concurrent-delete-type submit IDG    Do you want to delete all keys from the current domain? Delete all concurrent transaction keys from the current domain  config/ratelimit-concurrent-delete-type-batch configuration ratelimit-concurrent-delete-type-batch submit IDG   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all concurrent transaction keys from the current domain in batch  config/ratelimit-count-delete-domain configuration ratelimit-count-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all count keys from all domains  config/ratelimit-count-delete-domain-batch configuration ratelimit-count-delete-domain-batch submit IDG   1000 50000 10000   Do you want to delete all keys from all domains? Delete all count keys from all domains in batch  config/ratelimit-count-delete-key configuration ratelimit-count-delete-key submit IDG     Do you want to delete the key ${KeyName}?  Delete the count key  config/ratelimit-count-delete-key-batch configuration ratelimit-count-delete-key-batch submit IDG    1000 50000 10000   Do you want to delete the key ${KeyName}?  Delete the count key in Batch  config/ratelimit-count-delete-type configuration ratelimit-count-delete-type submit IDG    Do you want to delete all keys from the current domain? Delete all count keys from the current domain  config/ratelimit-count-delete-type-batch configuration ratelimit-count-delete-type-batch submit IDG   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all count keys from the current domain in batch  config/ratelimit-rate-delete-domain configuration ratelimit-rate-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all rate-based keys from all domains  config/ratelimit-rate-delete-domain-batch configuration ratelimit-rate-delete-domain-batch submit IDG   1000 50000 10000   Do you want to delete all keys from all domains? Delete all rate-based keys from all domains in batch  config/ratelimit-rate-delete-key configuration ratelimit-rate-delete-key submit IDG     Do you want to delete the key ${KeyName}?  Delete the rate-based key  config/ratelimit-rate-delete-key-batch configuration ratelimit-rate-delete-key-batch submit IDG    1000 50000 10000   Do you want to delete the key ${KeyName}?  Delete the rate-based key in batch  config/ratelimit-rate-delete-type configuration ratelimit-rate-delete-type submit IDG    Do you want to delete all keys from the current domain? Delete all rate-based keys from the current domain  config/ratelimit-rate-delete-type-batch configuration ratelimit-rate-delete-type-batch submit IDG   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all rate-based keys from the current domain in batch  config/ratelimit-tokenbucket-delete-domain configuration ratelimit-tokenbucket-delete-domain submit IDG    Do you want to delete all keys from all domains? Delete all token bucket keys from all domains  config/ratelimit-tokenbucket-delete-domain-batch configuration ratelimit-tokenbucket-delete-domain-batch submit IDG   1000 50000 10000   Do you want to delete all keys from all domains? Delete all token bucket keys from all domains in batch  config/ratelimit-tokenbucket-delete-key configuration ratelimit-tokenbucket-delete-key submit IDG     Do you want to delete the key ${KeyName}?  Delete the token bucket key  config/ratelimit-tokenbucket-delete-key-batch configuration ratelimit-tokenbucket-delete-key-batch submit IDG    1000 50000 10000   Do you want to delete the key ${KeyName}?  Delete the token bucket key in batch  config/ratelimit-tokenbucket-delete-type configuration ratelimit-tokenbucket-delete-type submit IDG    Do you want to delete all keys from the current domain? Delete all token bucket keys from the current domain  config/ratelimit-tokenbucket-delete-type-batch configuration ratelimit-tokenbucket-delete-type-batch submit IDG   1000 50000 10000   Do you want to delete all keys from the current domain? Delete all token bucket keys from the current domain in batch  cache/refresh-apigw-document config submit IDG      Do you want to flush ${Document} in the document cache of ${APIGateway}?   Flush Document  cache/refresh-apigw-stylesheet configuration refresh-apigw-stylesheet submit IDG      Do you want to refresh ${Stylesheet} in the stylesheet cache of ${APIGateway}?   Refresh Stylesheet  cache/refresh-document xmlmgr submit IDG      Flush ${Document} in the document cache of ${XMLManager}?   Flush Document  cache/refresh-stylesheet configuration refresh stylesheet submit IDG      Refresh ${Stylesheet} in the stylesheet cache of ${XMLManager}?   Refresh Stylesheet  crypto/tamcerts tam refresh-tam-certs button TAM   tam-object  ^[-_a-zA-Z0-9.]+$ Access Manager client The name of the Access Manager client that uses the client certificate.  admin sec_master Access Manager administrator The user name of an Access Manager administrator. This administrator must have permission to register the Access Manager client. The default value is 
                     sec_master
                    .  password Administrator password The password for the Access Manager administrator.   Refresh client certificate? Refresh Access Manager client certificate  Refreshing the IBM Security Access Manager client certificate affects the key database (*.kdb) and stash (*.sth) files.  The key database file contains the client certificate that the Access Manager policy and authorization servers recognize. The stash file contains the password for the key database file. When you run this action, it performs the following operations: 
                  Updates the password for the key database file with a randomly generated value. Updates the stash file with the new password. Renews the certificate in the key database file.  Attention: This client and any other client in the same domain are stopped, if running, and restarted when the refresh completes.  crypto/tamkeypwd tam refresh-tam-keystore-pwd button TAM   tam-object ^[-_a-zA-Z0-9.]+$ Access Manager client The name of the Access Manager client that uses the key database file.   Refresh Access Manager keystore password? Refresh Access Manager keystore password  Refreshes the password of the IBM Security Access Manager key database file. The key database file is secured by an internal password in the key stash file. If the password expires, it is reset using this action.  Attention: This client and any other client in the same domain are stopped, if running, and restarted when the refresh completes.  services/refresh configuration wsdl-refresh IDG   WSGateway Web Service Proxy Gateway  WSDL WSDL   Refresh WSDL ${WSDL} in Web Service Proxy Gateway ${WSGateway}? This action cannot refresh WSDL files from subscriptions.   Refresh Refresh WSDL.  config/remove-chkpoint config-management remove chkpoint IDG     Remove Configuration Checkpoint '${ChkName}'?  Remove Checkpoint  device/remove-dir file-management rmdir   ^local:[-_a-zA-Z0-9/.]*$ local:///subdir Directory Name Name of the directory to remove   Remove the directory ${Dir}?  Remove Directory  cache/remove-stylesheet configuration no stylesheet submit IDG   XML Manager Name XML Manager Name Specifies the name of the XML manager.  Match Pattern Match pattern for the stylesheet Specifies the pattern against which to match style sheets. Remove Stylesheet Removes styles sheets Specifies which style sheets to remove.  device/repair-compact-flash-filesystem device-management compact-flash-repair-filesystem Compact-Flash   Volume Name Volume name for compact flash   Repair compact flash ${VolumeName} file system?  Repair File System on Compact Flash  network/fibre-channel-fs-repair device-management fibre-channel-fs-repair FibreChannel   Volume Name Volume name for Fibre Channel Volume   Repair Fibre Channel volume ${VolumeName} file system?  Repair File System on Fibre Channel Volume Repair File System on Fibre Channel Volume Repairs the file system for the specified Fibre Channel Volume  network/iscsi-fs-repair-obsolete system iscsi-fs-repair-obsolete iSCSI   Volume Name Volume name for iSCSI Volume   Repair iSCSI volume ${VolumeName} file system?  Repair File System on iSCSI Volume  device/repair-raid-volume-filesystem device-management raid-volume-repair-filesystem  software RaidFSModify   Volume name Name of RAID array Select the name of the RAID array.   This action repairs the file system on RAID array ${VolumeName}. Do you want to continue?  Repair file system on RAID array     config/reset-domain configuration reset domain submit IDG     Reset the application domain '${Domain}'? Reset will delete all configured services within the domain.  Reset Domain  config/reset-thisdomain configuration reset domain submit IDG   Reset this application domain? Reset will delete all configured services within the domain. Reset Domain  config/reset-websocket-connections-all-counters configuration reset websocket-connections-all-counters submit IDG    Do you want to reset all counters from the current domain? Reset all counters in domain  config/reset-websocket-connections-counter configuration reset websocket-connections-counter submit IDG       Do you want to reset the counter from '${Handler}', '${ActionClass}' and '${ActionName}'?    Reset counter  config/restart-domain configuration restart domain submit IDG     Restart the application domain '${Domain}'? Restart will affect all configured services within the domain.  Restart Domain  config/restart-domain configuration restart domain submit IDG   Restart this application domain? Restart will affect all configured services within the domain. Restart Domain  config/rollback-chkpoint config-management rollback chkpoint IDG     Rollback to Configuration Checkpoint '${ChkName}'?  Rollback Checkpoint  config/save-chkpoint config-management save chkpoint IDG   ^[-_a-z0-9A-Z]*$   Save Configuration Checkpoint as '${ChkName}'?  Save Checkpoint  config/save-config config-management write memory   Save running configuration to flash? Save Configuration  config/saveinternlstate configuration save internal-state Save Internal State  config/secure-backup configuration secure-backup  software button IDG   Crypto certificate Crypto Certificate contains the public key used in encrypting the secure backup  ^(temporary|local):/{2,3}|^ftp://[^/]+(/[^/]+)*$ Destination Specify the URL of a directory to place the multiple files that comprise the backup. The URL must specify a schema identifier for one of the supported file system folders, or the URL must specify a supported protocol. The supported file system folders are local: and temporary:. The supported protocol is ftp:. For the ftp: protocol, use the ftp://user:pw@host/ format.  on Include iSCSI Whether to back up the iSCSI device  on Include RAID Whether to back up the RAID device   The secure backup will copy off certificates from the appliance to ${destination}. This backup should be secured with all other installation certificates.[br/]The credential corresponding to the certificate ${cert} will be required for the secure restore.[br/]OK?   Secure Backup  config/secure-restore configuration secure-restore  software button IDG   Crypto credentials Specify the identification credentials that contains the credentials to decrypt the secure backup.  ^(temporary|local):/{2,3}|^ftp://[^/]+(/[^/]+)*$ Source Specify the URL of the source directory to restore the backup files from. The supported file system locations are the local: or temporary: directory. The supported remote location is an FTP server. For the FTP protocol, use the ftp://user:password@host/ format.  off Only validate the backup Indicate whether to validate the backup files or restore from the backup files. When enabled, validates the backup files without restoring from the backup files.  \s*5725T09|719832X|7199(4|6)2X|84365(2|3)X|84415(2|3)X\s* Backup machine type model Machine type model where the backup image was created Specify the machine type model where the backup image was created. Open the manifest of the backup image to find the machine type and model type. The following table lists the values for most, if not all, DataPower products. 
                       Product name Machine type model  Type 8441 DataPower Gateway without HSM 844152X  Type 8436 DataPower Gateway without HSM 843652X  Type 8441 DataPower Gateway with HSM 844153X  Type 8436 DataPower Gateway with HSM 843653X  DataPower Gateway for VMware 5725T09  DataPower Gateway for Linux 5725T09C 
                    To perform the secure backup and restore process, the source and target must meet the following requirements. 
                       They must be at the same firmware level and have the same features. When the backup image contains RAID data, the target must have equal or greater RAID volume than the source. Otherwise, the RAID data is not completely restored. When the backup image contains data related to features, the target must have licenses for the same features. Otherwise, the restore fails. You can use a backup image from a Type 8436 to restore a Type 8436 or Type 8441. You can use a backup image from a Type 8441 to restore a Type 8436 or Type 8441. You can use a backup image from a nonphysical DataPower Gateway to restore a nonphysical DataPower Gateway. The following cases are supported. 
                          Use a production backup image to restore a production, nonproduction, or developers system. Use a nonproduction backup image to restore a production, nonproduction, or developers system. Use a developers backup image to restore a production, nonproduction, or developers system. You cannot use a backup image from a physical DataPower Gateway to restore a nonphysical DataPower Gateway. You cannot use a backup image from a nonphysical DataPower Gateway to restore a physical DataPower Gateway.   When the action is to restore the backup image, the secure restore deletes all data on the DataPower Gateway. Therefore, ensure that you have a secure backup image in case you need any data from this DataPower Gateway. Quiesce the DataPower Gateway before the secure restore to stop all active work on the DataPower Gateway.[br/][br/]When the action is to validate the backup image, the data on the DataPower Gateway are not changed.[br/][br/]OK? Secure Restore  config/select-config flash boot config button    config Configuration File Configuration file to use at startup   Use configuration file ${File} at startup?  Select Configuration  debug/send-error-report configuration send error-report button   ^(?!(127.0.0.1|localhost)).*$ smtp.mycompany.com SMTP Server Specify the IP address or host name of the SMTP server. Specify the IP address or host name of an SMTP server to receive the error report.  Subject Specify the subject line of the email. Specify the subject line of the email.  Email Address Specify the email address of the recipient. Specify the e-mail address of the recipient.  Email Sender Address Specify the email address of the sender. Specify the email address of the sender.   Send error report to '${EmailAddress}' using '${SmtpServer}'?   Send Error Report Send the generated error report to a specific location. Send the generated error report to a specific location.  device/sendfile file-management send file   Location  SMTP Server  Email Address   Send file to '${EmailAddress}' using '${SmtpServer}'?   Send File  debug/send-logevent logging test logging button   Log Category Specify the log category of the generated event. Specify the log category of the generated event.  Log Level Specify the log level of the generated event. Specify the log level of the generated event. Log targets capture log messages at or above the configured level.  Log Message Specify the log message of the generated event. Specify the log message of the generated event.  Event Code Include an event code for the generated event. Optional: include an event code for the generated event.   Generate log event of type '${LogType}', priority '${GenLogLevel}', and message '${LogEvent}'?    Generate Log Event This tool is used to verify that log targets are active and able to capture events. This tool is used to verify that log targets are active and able to capture events.  debug/send-test-message common Send a Test Message  config/servicequiesce configuration service-quiesce button IDG     60 Timeout Timeout in seconds seconds Specifies the length of time in seconds to wait for all transactions to complete. Specify a long enough timeout value to handle long living transactions. The minimum is 60.  0 60 0 Delay Delay in seconds seconds Specifies the interval of time in seconds to wait before initiating the quiesce action. This could be used in self-balancing where the intent to quiesce is propagated to the distributor before initiating the quiesce action. This allows new connections to be routed to other nodes before quiesce is initiated. Specify a long enough time to propagate to the distributor. In general a value less than 10 seconds should be sufficient. The minimum is 0 (quiesce immediately).   Quiesce ${name}?  Quiesce Transitions the operational state of a service or handler to down in a controlled manner. If quiescing a service, all handlers associated with the service are also placed in the down operational state. The handlers that are quiesced as a result of the service quiesce are not available for use in other services.  config/servicefehquiesce-obsolete configuration service-feh-quiesce-obsolete button   Service Type Service class name (for example, 'XMLFirewallService'  Service Name Name of the service  Front End Handler Type Front end handler class name (for example, 'HTTPSourceProtocolHandler'  Front End Handler Name Front End Handler name  60 Timeout Timeout in seconds   Quiesce ${name} ${fehname}?   Quiesce  Deprecated action; available via other actions.  config/servicefehunquiesce-obsolete configuration service-feh-unquiesce-obsolete button   Service Type Service class name (for example, 'XMLFirewallService')  Service Name Name of the service  Front End Handler Type Front end handler class name (for example, 'HTTPSourceProtocolHandler')  Front End Handler Name Front End Handler name   Unquiesce ${name} ${fehname}?   Unquiesce  Deprecated action; available via other actions.  config/serviceunquiesce configuration service-unquiesce button IDG      Unquiesce ${name}?  Unquiesce Places the service or handler in the up operational state. If unquiescing a service, all handlers associated with the service are also placed in the up operational state. The running service configuration reflects any changes that were applied while the service was in the quiesced state.  debug/set-loglevel logging loglevel button   LogTarget default-log LogEvents Priority Class all Log Level Log level of the default system log. Log level of the default system log.  LogTarget default-log LogEvents Priority Class webgui off Enable Internal Logging Enable internal logging. Enable internal logging to troubleshoot failing requests through the XML management interface. Internal logging provides detailed error messages for requests that are submitted to the XML management interface. When enabled, the system log in the default domain contains debug-level messages in the webgui category. Available only in the default domain.  off Enable RBM Debug logging Enable role-based management debug logging. Enable role-based management debug logging to troubleshoot RBM issues such as user authentication failures or credential mapping errors. Available only in the default domain.  SystemSettings GlobalIPLogFilter Global IP Address Log Filter Specify the IP address against which to filter for the global IP address log filter Specify the IP address against which to filter. Global IP address filtering affects all log targets in all domains. Use this function for advanced troubleshooting only.   Set default system log level to ${LogLevel}?  Set Log Level Set the logging level for the current domain. Set the logging level for the current domain.  debug/set-rbmlog logging button   RBM Debug Logging Enable role-based management debug logging to troubleshoot RBM issues such as user authentication failures or credential mapping errors. Available only in the default domain.    Configure RBM debug logging Enable RBM Debug Logging Enables RBM debug logging.  debug/set-system-var configuration set-system-var button IDG   ^var://system/[-_a-zA-Z0-9]+/[-_a-zA-Z0-9]+$  0   Set system variable ${Var} to ${Value}?   Set System Variable  device/time-date system clock  container software button   ^20[0-9][0-9]-((0[1-9])|(1[0-2]))-((0[1-9])|([12][0-9])|(3[01]))$ 2003-08-24 Date  ^(([01][0-9])|(2[0-3])):[0-5][0-9]:[0-5][0-9]$ 12:34:56 Time hh:mm:ss   Set the device's clock to ${Date} ${Time}?   Set Time and Date  device/shutdown system shutdown  software button   Mode  0 65535 10 Delay seconds   Confirm ${Mode} in ${Delay} seconds?   Shutdown  monitor/slmresetstats webservice slm-reset-stats button IDG   SLM Policy SLM Policy Name The name of the SLM Policy where the SLM Statement is configured.  SLM Statement ID SLM Statement ID The ID of the SLM Statement.  .* SLM Credential SLM Credential The SLM Credential to reset.  .* SLM Resource SLM Resource The SLM Resource to reset. Reset SLM Counters Reset the counts for the specified credential/resource combination for a given SLM Statement.  debug/packet-capture interface packet-capture button IDG       Interface name Standalone interface for the packet capture Specify the standalone interface to enable the packet capture on.   Do you want to start a packet capture on standalone interface ${Interface} with the default settings (temporary:///capture.pcap, 30 seconds, 10000 KB)? The link to download the file is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.  Start packet capture Start a standalone packet capture Start a packet capture on a standalone interface. Packet capture is a tool that troubleshoots network connectivity, TCP sequencing, and other network-level problems.  debug/packet-capture interface no packet-capture button IDG    Interface name Standalone interface of the active packet capture Standalone interface to stop the packet capture on.   Do you want to stop the packet capture on standalone interface ${Interface}?  Stop packet capture Stop a standalone packet capture Stop the capture of IP packets on the standalone interface.  debug/packet-capture interface no packet-capture button    Interface name Ethernet interface of the active packet capture Ethernet interface to stop the packet capture on.   Do you want to stop the packet capture on Ethernet ${Interface}?  Stop packet capture Stop the Ethernet packet capture Stop the capture of IP packets on the Ethernet interface.  debug/tcp-connection-test common test tcp-connection   Remote host Specify the IP address or host name of the target. Specify the IP address or host name of the target for the connection test.  Remote port Specify the listening port on the target. Specify the listening port on the target for the connection test.  Timeout Specify how long to wait for a response. Seconds Specify the number of seconds to wait for a response.  Use IP version Select the IP version to use when resolving an ambiguous host name. When you specify a host name, specify the IP version to use when resolving an ambiguous host name to an IP address. Ambiguity occurs when the DNS publishes an IPv4 address and an IPv6 address. Although you specify IPv6, the output shows the IPv4 address when the DNS published only an IPv4 address. Conversely, when you specify IPv4 and the DNS publishes only an IPv6 address, the output shows the IPv6 address.  Local address Specify the IP address or host alias of the local interface. Specify the IP address or host alias of the local interface to use for the connection test.   Test TCP connectivity to ${RemoteHost} port ${RemotePort}?   TCP Connection Test Verify TCP connectivity to a specific port on a remote target. Verify TCP connectivity to a specific port on a remote target.  device/tenant-install flash tenant-install button Tenant   off I accept the terms of the license agreements. Acknowledge acceptance of the license agreements  Name of the Tenant Gateway Name of the Tenant Gateway   image Tenant firmware file Tenant firmware file   Install tenant firmware ${File}?[br/]Note: This action can take several minutes.[br/]Refrain from performing other actions during this time.  Install Tenant Firmware  debug/test-hardware configuration test hardware RealHardware Hardware Diagnostics  crypto/test-password-map crypto test password-map   Alias Name An alias for an encrypted password.  Type cert or key  Test Password Map  debug/test-radius radius test radius button IDG   Username  Password   Authenticate user with Radius Test Radius Test radius connectivity Tests connectivity to the configured CLI Radius servers and attempts to authenticate the specific user.  debug/test-urlmap urlmap test urlmap button IDG   URL Map  Test URL   Test URL Map ${URLMap}?  Test URL Map  debug/test-urlrefresh urlrefresh test urlrefresh button IDG   URL Refresh Policy  Test URL   Test URL Refresh Policy ${URLRefreshPolicy}  Test URL Refresh  debug/test-urlrewrite urlrewrite test urlrewrite button IDG   URL Rewrite Policy  Test URL   Test URL Rewrite Policy ${URLRewritePolicy}  Test URL Rewrite  debug/test-schema configuration test schema button IDG   XML File XML source document to validate   store local temporary XSD Schema File XSD schema to use as validating schema Test Schema  debug/traceroute common traceroute   Remote host Specify the IP address or host name of the target. Specify the IP address or host name of the target for the connection test.  Use IP version Select the IP version to use when resolving an ambiguous host name. When you specify a host name, specify the IP version to use when resolving an ambiguous host name to an IP address. Ambiguity occurs when the DNS publishes an IPv4 address and an IPv6 address. Although you specify IPv6, the output shows the IPv4 address when the DNS published only an IPv4 address. Conversely, when you specify IPv4 and the DNS publishes only an IPv6 address, the output shows the IPv6 address.  Local address Specify the IP address or host alias of the local interface. Specify the IP address or host alias of the local interface to use for the connection test.   Trace route to remote host ${RemoteHost}?  Trace Route Trace the network path to a remote target. Trace the network path to a remote target. The output shows the IP address of the hops and the round trip time.  device/unconfigure-reverse-proxy configuration unconfigure-reverse-proxy button ISAMProxy   Reverse Proxy Access Manager Reverse Proxy Access Manager Reverse Proxy to be force unconfigured. Force Unconfigure Access Manager Reverse Proxy Force unconfigure of the Access Manager Reverse Proxy for this domain and return it to its uninitialized state.  device/unconfigure-reverse-proxy-internal configuration unconfigure-reverse-proxy-internal button ISAMProxy      device/unconfigure-runtime configuration unconfigure-runtime button ISAMProxy   default Runtime Access Manager Runtime Access Manager Runtime to be unconfigured.  on Unconfigure Access Manager Runtime Unconfigure the Access Manager Runtime for this domain and return it to its uninitialized state.  config/undo-config configuration undo   Object Type  Object Name   Revert '${Name}' to the last saved configuration?  Undo Configuration  debug/packet-capture interface packet-capture-advanced button           Ethernet Interface type Type of interface to enable packet capture on. Type of interface to enable packet capture on.    InterfaceType Ethernet   Interface name Ethernet interface to enable packet capture on. Ethernet interface to enable packet capture on.    InterfaceType VLAN   Interface name VLAN interface to enable packet capture on. VLAN interface to enable packet capture on.    InterfaceType Aggregate   Interface name Link aggregation interface for the packet capture Specify the link aggregation interface for the packet capture.    InterfaceType Standalone   Interface name Network interface configured by the underlying operating system for the packet capture. Specify the network interface for the packet capture.  timed Mode The timing mode for the packet capture. The timing mode for the packet capture. Can be continuous or timed mode. In timed mode the packet capture stops after the specified time or earlier if another criterion is met. In continuous mode the capture continues until it is manually stopped.  5 86400 30   CaptureMode timed   CaptureMode timed Maximum duration Maximum duration of packet capture in timed mode. seconds Maximum duration of the packet capture in timed mode. Enter a value in the range 5 - 86400.  10 500000 10000 Maximum size Maximum size of packet capture. KB The maximum size of the entire packet capture. When this size is reached, the packet capture stops. Enter a value in the range 10 - 500000.  20 9000 9000 Maximum packet size Maximum size of each packet recorded bytes  Specifies the maximum size of each captured packet of data in bytes. Enter a value in the range 20 - 9000. The default value is 9000. The special value -1 sets the size to the maximum transmission unit (MTU) for the interface.  Filter expression Packet capture filter expression. The packet capture filter expression is a string that defines how the packet capture should be filtered. Full details of the syntax can be found by searching the web for "pcap-filter(7) format".  off Log TLS key Whether to capture the TLS master secret for TLS sessions. Indicates whether to capture the TLS master secret for TLS sessions. When you capture the TLS master secrets, the logtemp:///sslkeyfile.log file contains the master secrets. You can use a network protocol analyzer to decrypt TLS encrypted traffic to help with problem determination. During the packet capture, all TLS sessions have their master secret logged.   Do you want to start a ${CaptureMode} packet capture on ${InterfaceType} with the following settings: temporary:///capture.pcap, ${MaxTime} seconds, if timed, and ${MaxSize} KB? The link to download the file is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.     Start Packet Capture Start a packet capture session. Start a packet capture session to monitor traffic on the DataPower Gateway.  debug/packet-capture interface no packet-capture-advanced button     Interface type Type of interface to stop packet capture on Type of interface where the packet capture is running.    InterfaceType Ethernet   Interface name Ethernet interface to stop packet capture on Ethernet interface where the packet capture is running.    InterfaceType VLAN   Interface name VLAN interface to stop Packet Capture on VLAN interface where the packet capture is running.    InterfaceType Aggregate   Interface name Link Aggregation interface to packet capture Link Aggregation interface where the packet capture is running.    InterfaceType Standalone   Interface name Standalone interface to packet capture Standalone interface where the packet capture is running.   Do you want to stop the packet capture on ${InterfaceType}?  Stop packet capture Stop the packet capture Stop the capture of IP packets on the interface.  network/fibre-channel-unlock-volume device-management fibre-channel-unlock-volume FibreChannel   Volume Name Volume name for Fibre Channel Volume   Unlock Fibre Channel volume ${VolumeName} file system?  Unlock File System on Fibre Channel Volume Unlock File System on Fibre Channel Volume Unlocks the specified Fibre Channel Volume  network/unquiesce interface quiesce button   Interface Interface to Unquiesce   Unquiesce the interface ${Interface}. Unquiesce will allow connections to flow back on the Standby Control  Unquiesce  config/unquiesce configuration appliance-unquiesce button IDG   Unquiesce? Unquiesce  Transitions the quiesced domains, services, and handlers on the appliance to the up operational state. The running configuration reflects any changes that were applied while the appliance was in the quiesced state.  config/api-application-update configuration api-application-update submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[0-9a-z-]{1,36}$ Application ID Identifier of application Specifies the application ID that uniquely identifies the application.  48 Application name Name for the application Specifies the name for the application.  Application enabled Enabled/Disabled of the application Specifies the enabled/disabled for the application.  11 Application lifecycle state Application lifecycle state Specifies the lifecycle state of the application that is either 
                     development
                    or 
                     production
                    .  146 Application type Application type of the subscriber Specifies the application type for the subscriber.  48 Developer organization ID Identifier of the developer organization Specifies the ID that identifies the developer organization.  48 Developer organization name Name of the developer organization Specifies the name that identifies the developer organization.  48 Developer organization title Title of the developer organization Specifies the title that identifies the developer organization.  (^\.\*$|^http(s?):\/\/[^,]+(,http(s?):\/\/[^,]+)*$) Redirect URLs URL to the redirection endpoint Specifies the redirect URI of the OAuth client to register with the authorization server. This value is used when the client needs to pass an OAuth security check. A client must register its redirection endpoint before utilizing the authorization endpoint.  ^(?:[A-Za-z0-9+/]{4})*(?:[A-Za-z0-9+/]{2}==|[A-Za-z0-9+/]{3}=)?|,$ Application Certificate The certificate that verify the application identification Specifies the certificate that will used to verify the client's identification of accessing this application.  146 Application Metadata The metadata for the application Specifies the metadata for this application.   Update the application '${AppID}' to the API collection '${APICollection}'?   Update API application Update an API application entry in an API collection.  config/api-client-update configuration api-client-update submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to add the subscriber entry for.  ^[-0-9a-z]{1,36}$ Client ID Identifier of subscriber Specifies the client ID that uniquely identifies the subscriber.  Client secret Client secret for the subscriber Specifies the client secret for the subscriber.  48 Title Title of the subscriber Specifies the description about the subscriber. The maximum length is 48 characters.  ^[0-9a-z-]{1,36}$ App ID Application ID of the subscriber Specifies the application ID for the subscriber.   Update the client '${ClientID}' to the API collection '${APICollection}'?   Update API client Update an API client entry in an API collection.  config/api-subscription-update configuration api-subscription-update submit IDG   API collection Name of the API collection Specifies the name of the API collection that you want to update the subscriber entry for.  ^[0-9a-z-]{1,36}$ App ID Application ID of the subscriber Specifies the application ID for the subscriber.  ^[a-zA-Z0-9_\-.]+(,[a-zA-Z0-9_\-.]+)*$ Plans Subscribed API plans Associates a list of plans that the client subscribes to.  Status Status for subscribed API plans Associates the status for a list of plans that the client subscribes to.   Update the API subscription '${Plans}' to the API collection '${APICollection}'?   Update API subscription Update an API subscription entry in an API collection.  device/watchdog-image flash button    image Firmware File Firmware File  on Reboot System Reboot system after upgrading watchdog firmware   Watchdog Firmware ${File}?[br/]System will reboot after choosing "Confirm".  Upgrade Watchdog  access/force-password-change usergroup user-expire-password button   Username   Force user ${User} to change their password?  Force Password Change  access/reset-failed-login usergroup reset failed-login button   Username   Reset failed login count for user ${User}?  Reset Failed Login Counter Reset Failed Login Counter Resets the Failed Login Counter for a user.  access/reset-username usergroup reset username button   Username  1 128 New Password Enter new password for current user   Reset password for user ${User}?  Reset Password Reset Password Changes the password of an existing user to a new password. The user will have to change the password on initial login.     device/verify-firmware flash verify-firmware button  config/rmi-view-details config-management View Certificate Details Displays the full details of a certificate object's certificate  debug/packet-capture interface packet-capture button       Interface name VLAN interface to enable packet capture on   Do you want to start a packet capture on VLAN ${Interface} with default settings (temporary:capture.pcap, 30sec, 10000kbytes)? The link to download the packet capture is available before the capture completes. Before you download the file, wait 30 seconds after the capture completes or after you manually stop the capture.  Start packet capture Start a VLAN packet capture Start a packet capture on a VLAN interface. Packet capture is a tool that troubleshoots network connectivity, TCP sequencing, and other network-level problems.  debug/packet-capture interface no packet-capture button    Interface name VLAN interface to stop packet capture on   Do you want to stop the packet capture on VLAN ${Interface}?  Stop packet capture Stop the VLAN packet capture Stop the capture of IP packets on the VLAN interface.  services/wsrr-synchronize configuration wsrr-synchronize IDG   WSRR Subscription WSRR Subscription   Synchronize WSRR Subscription ${WSRRSubscription}?  Synchronize  services/wsrr-validate-server configuration test wsrr-server IDG   WSRR Server WSRR Server   Test connection to WSRR server: ${WSRRServer}?  Test Connection  cache/clear-grid configuration xc10-clear-grid IDG   Grid     Are you sure?  clear_xc10_grid (OBSOLETE)    cache/create-grid configuration xc10-create-grid IDG   Grid     Are you sure?  create_xc10_grid (OBSOLETE)    cache/discover-collective configuration xc10-discover-collective IDG   Grid    xc10 host name     Are you sure? discover_xc10_collective (OBSOLETE)    debug/yield-ethernet-standby interface yield-ethernet-standby button IDG   Ethernet interface Ethernet interface to remove  Specify the Ethernet interface to remove from the standby group. The state of the interface in the standby group controls what happens after you run the action.  When the active appliance, the following changes occur. 
                              The active appliance resigns from the standby group and a standby control takeover occurs, which potentially breaks in flight connections and transactions. The standby appliance becomes the active appliance. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When standby appliance, the following changes occur. 
                              The standby appliance is temporarily removed from the standby group. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When a listen appliance, that appliance is removed without an observable difference.   Do you want to remove Ethernet interface ${Interface} from the standby group?  Yield standby Yield Ethernet interface from standby control. Removes this appliance from the standby group. This action does not modify the configuration of the Ethernet interface.  debug/yield-link-aggregation-standby interface yield-aggregation-standby button IDG   Link Aggregation interface Link Aggregation interface to remove  Specify the Link Aggregation interface to remove from the standby group. The state of the interface in the standby group controls what happens after you run the action.  When the active appliance, the following changes occur. 
                              The active appliance resigns from the standby group and a standby control takeover occurs, which potentially breaks in flight connections and transactions. The standby appliance becomes the active appliance. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When standby appliance, the following changes occur. 
                              The standby appliance is temporarily removed from the standby group. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When a listen appliance, that appliance is removed without an observable difference.   Do you want to remove Link Aggregation interface ${Interface} from the standby group?  Yield standby Yield Link Aggregation interface from standby control. Removes this appliance from the standby group. This action does not modify the configuration of the Link Aggregation interface.  debug/yield-standalone-standby interface yield-standalone-standby button IDG   Standalone Standby Control interface Standalone Standby Control interface to remove  Specify the Standalone Standby Control interface to remove from the standby group. The state of the interface in the standby group controls what happens after you run the action.  When the active appliance, the following changes occur. 
                              The active appliance resigns from the standby group and a standby control takeover occurs, which potentially breaks in flight connections and transactions. The standby appliance becomes the active appliance. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When standby appliance, the following changes occur. 
                              The standby appliance is temporarily removed from the standby group. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When a listen appliance, that appliance is removed without an observable difference.   Do you want to remove Standalone Standby Control interface ${Interface} from the standby group?  Yield standby Yield the standalone standby control interface from standby control. Removes this appliance from the standby group. This action does not modify the configuration of the Standalone Standby Control configuration.  debug/yield-vlan-standby interface yield-vlan-standby button IDG   VLAN interface VLAN interface to remove  Specify the VLAN interface to remove from the standby group. The state of the interface in the standby group controls what happens after you run the action.  When the active appliance, the following changes occur. 
                              The active appliance resigns from the standby group and a standby control takeover occurs, which potentially breaks in flight connections and transactions. The standby appliance becomes the active appliance. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When standby appliance, the following changes occur. 
                              The standby appliance is temporarily removed from the standby group. An election occurs among the listen interfaces to determine which one becomes the standby appliance. When a listen appliance, that appliance is removed without an observable difference.   Do you want to remove VLAN interface ${Interface} from the standby group?  Yield standby Yield VLAN interface from standby control. Removes this appliance from the standby group. This action does not modify the configuration of the VLAN interface.
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                           ERROR
                           
                               Ping packets dropped to remote host "
                               
                               ". Please check system log or use
                              the CLI command for more details.
                          
                      
                       
                           ERROR
                           
                               Ping failed to resolve remote host "
                               
                               ". Please check system log or use
                              the CLI command for more details.
                          
                      
                       
                           ERROR
                           
                               Ping failed unreachable remote host "
                               
                               ". Please check system log or use
                              the CLI command for more details.
                          
                      
                       
                           ERROR
                           
                               Could not ping remote host "
                               
                               ". Please check system log.
                          
                      
                  
              
               
                   OK
                   
                       Successful ping to remote host "
                       
                       ".
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local/AAAInfo.xml


 
   1
   store:///AAAInfo.xml
   This is an example of the file format.

   
     fred
     smith
     admin
  

   
     tonyf
     tonyf
     tonyf
  

   
     CN=Alice, O=DataPower, L=Cambridge, ST=MA, C=US
     admin
  

   
     127.0.0.1
     admin
  

   
     ::1
     admin
  


   
     Eve
     password
     guest
  

   
     guest
     bar/.*html$
     allow
  
   
     guest
     .*.cgi
     deny
  

   
     admin
     foo/.*
     allow
  
   
     admin
     .* echo
     allow
  
   
     admin
     /cgi-bin/x top
     allow
  
   
     admin
     .*
     deny
  
   
      3 0 sha1WithRSAEncryption C=US, ST=MA, L=Cambridge, O=DataPower, CN=Alice 2002-11-23T01:15:33Z 2012-11-23T01:15:33Z C=US, ST=MA, L=Cambridge, O=DataPower, CN=Alice rsaEncryption 
     /* top
     allow
  











export.xml


Exported Configurationadminapic-domain5725IDGIDGIBM DataPower GatewayIBM DataPower GatewayIBM DataPower Gateway0000000IDG.10.0.1.9IDG.10.0.1.9344832LTS2022/08/18 19:34:342023-01-2318:29:29 EST2022-12-3011:40:20 EST
enabled


on
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off




login
off

off

xmlfile





proxy





xmlfile

local:///AAAInfo.xml



absolute
3





on


1.1
cn=











userPassword

off
on
off





off

1.2
off

off
32
off
32
off
off




0
off
60
proxy



webagent

off
off

off
off

default

none






off
on
off
off
off
off
off



none



WebSEAL



anyauthenticated







any


absolute
3



1.1



member


subtree
(objectClass=*)
2.0
deny-biased
on


custom



off

T

off

r

0
tfim

off
on
off
off
60
proxy


webagent

off
off

off
off

default

off

off
XS

off



off
on
0
off
2.0
off


off
Digest
0
0
on
off
LTPA2
600



off
http://docs.oasis-open.org/wss/oasis-wss-kerberos-token-profile-1.1#GSS_Kerberosv5_AP_REQ
off

off

off

off
1000
off
all
CallTFIM
hmac-sha1
sha1
off
random

0
off
off
off
off

off
assertion

wssec-replace

on
on
off
bearer
on



off
off
off

0
AllHTTP

on
off
iv-creds
0
off

off
mc-output




as-is-string


proxy


off

sha1
rsa

on
info
on
warn
off
3
v2
on

none
enabled
aaa
INPUT




none
json
none
default
off
OUTPUT
off
AAA-UDP
proxy
default
off
body
static
compact
A128CBC-HS256
identifiers
identifiers
on
off
first-available
0
1000
off
XPATH
0
GET
POST
POST
enabled
AAA Authentication
AAA-UDP-action
rule
none
none
on
off






AAA-UDP-main.yaml

policy: 1.0.0



info:

  title: AAA-UDP-main

  name: aaa-udp-main

  version: 1.0.0

  description: A policy to secure using AAA policy.

  contact: 

    name: Vyasavardhan

    url: https://pronteff.com

    email: vyasavardhan.ramagiri@pronteff.com



attach:

  - rest

  - soap



gateways:

  - datapower-api-gateway



properties:

  $schema: "http://json-schema.org/draft-04/schema#"

  type: object

  properties:

    source:

      label: "AAA-UDP"

      description: "AAA-UDP"

      type: string

      default: local:///AAAInfo.xml

  required:

    - source
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