MaaS360 MEG 3.0 Migration plan

~

E Prasad BALASUBRAMANIAN
‘7‘ Product Manager

Juan ACOSTA
System Architect
Prateek FULZELE

Engineering Manager

Eamonn O'MAHONY

Advisory Technical Client Success Manager

Ciaran DARCY

Client Success Manager

IBM Security MaaS360 © 2023 IBM Corporation



Agenda

« Are you impacted?

« Why MEG 3.0? Benefits

- Prepare and test changes

- Advanced configuration / Follow-up



Agenda

« Are you impacted?

« Why MEG 3.0? Benefits

* Prepare and test changes

« Advanced configuration / Follow-up

‘/‘\



Customers impacted by the change

Customers with all of these elements:

Not impacted

% Only Android or Windows
devices

x Customers with iOS devices not
using Mobile Enterprise Gateway

x Customers with iOS devices not
using Secure Browser

x Customers with licence bundles
who do not include Secure
Browser and Gateway for
Browser / Gateway for Apps

IBM Security MaaS360 © 2023 IBM Corporation
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I0OS devices

MaaS360 contract with licence
including Secure Browser and
Gateway for Browser

MaaS360 Secure Browser installed on
I0S devices

Using Mobile Enterprise Gateway to
retrieve web content
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Apple Ul Web View vs. WK Web View

Ul Web View WK Web View MaaS360 Secure Browser

* Web browser technology  New web browser * Browser software
used by Apple to show technology used by Apple developed by IBM for iOS
browser contentin an app to replace Ul Web View and Android devices

[— swit Documenttion / Webit swit [+ =i8.Gnciaen
Class Class @ IEM a & =
UIWebVieW Deprecated WKWebView "

A view that embeds web content in your app. An object that displays interactive web content, such as for an in-app browser.

B baaE3 50 Entorprisa Moblity
Maragaent [Ehib)
B ey Rkcoa sty ¢

T IEM launches the
Declaration ' Declaration ApoCont
gMainActor class UIWwebview : ULView i0S, iPados, Mac Catalyst m .g
crass wosbvion : urvie mmunity

. 1BM ond ind ustry lenckers sef 0

Overview s TR o AR ik 0
e

. riepicy A pecrs
In apps that run in i0S 8 and later, use the WKWebView class. lrislead of using U:lil‘eb\n iew Overview
Additionally, consider setting the WKPreferences property javaScriptEnabled to false if
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New software support in MaaS360

Internal network
Internal systems (directory, mail, certs)

AD/
LDAP 636 LDAP

Public cloud . DMZ

ULM ,’::\\

Google:
5228, Exchange Mail
5229, 80, 135...

5230

' Ss'— Ej PKI

e & vl . -
|BM MaaS360 5 Clud Etenderl |_ Wed O

Mobile Enterprise SSL 443
Gateway Docs

Private cloud

1BM Security / © 2023 1BM Comporation hitps://www.ibm.com/support/knowledgecenter/SS8H2S/com.ibm.mc.doc/ce source/references/ce architecture.htm

» Mobile Enterprise Gateway (MEG) connections have been re-designed
 Now we will use a VPN profile to connect to MEG
* When switching over the user is asked to accept installation of VPN profile

IBM Security MaaS360 © 2023 IBM Corporation



New approach for iI0S/ Secure Browser: VPN connection

Mobile device and apps MEG Relay mode DMZ
. . : . . | !

* iOS device + — >
(iPhone,iPad) = ... -

* MaaS360core  «e a
app L IEFR

«  MaaS360 IBM MaaS360 Internal network
Secure
Browser Great partnerships Cloud Extender /

« MaaS360 lead to great Mobile Enterprise
MDM profile outcomes Gateway

« MaaS360
VPN profile

a MEG Direct mode
— J

Web and Content servers
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MEG 3.0 — Improved performance

Re-built specially for iOS devices

MaaS360 Secure Browser “calls” the VPN connection
Web pages render up to 20% faster

Can work without MDM profile (MAM approach)

Minimal configuration changes are needed to try out this newer service

Please see Appendix for further information about why these changes are being made

IBM Security MaaS360 © 2023 IBM Corporation
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Preparing for changes

Please ensure all software and network changes below are complete, or connections will not work

Device Workplace policy settings
« 10S 10.0+ Configure allowed URL’s to use MEG 3.0
*+ MaaS360 for iOS 10.0+

« Secure Browser for iOS 10.0+ _ _
Mobile Enterprise Gateway network

requirements: see link no. 2 below
Cloud Extender
*  Minimum 2.105.200, current
available 3.00.001 (see link 1
below) MEG 3.0 network requirements: see link no. 3
Documentation
1. MaaS360 System Requirements: https://www.ibm.com/docs/en/maas360?topic=saas-maas360-platform-system-requirements

2. Cloud Extender / MEG requirements: https://www.ibm.com/docs/en/maas360?topic=modules-mobile-enterprise-gateway-meg-module
3. MEG 3.0 requirements: https://www.ibm.com/docs/en/maas360?topic=megmsaw-enabling-mobile-enterprise-gateway-meg-support-apple-wkwebview

IBM Security MaaS360 © 2023 IBM Corporation
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Configuration changes required?
Workplace policy — review settings — no change required

* Review existing MEG
configuration in Workplace

policy

= Browsor

] @ oo [
« Browser > Enterprise Gateway
settings S -
Intranet Resources
Specify Domains or IP addresses of various intranet websites and other *.company.int,
applications that are allowed for the devices connecting to this Gateway (Comma | * company.local
separated list). Regex supported. For ex: 10.1.. or *.companydomain.com

IBM Security MaaS360 © 2023 IBM Corporation
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Switch on MEG 3.0

IBM Security MaaS360 with Watson e Setu p > Services

HOME  DEVICES  USERS  SECURITY  APPS  DOCS  EXPENSE  5CHOOLS  REPORTS [ » Under Enterprise

The Enterprise Email Integration gives visibility and control for a wide range of mobile devices that cor Gateway, find the section
“Enable new Enterprise
Gateway for intranet site
access (for Apple devices
only)”

Enterprise Gateway

o
Cé o Enterprise Gateway allows users to access various Corporate servers (Intranet Sites, Windows File Sh:

Available relays to use:@ ® If nOt already ChECked,

1. Download and install Cloud Extender. Generate license key. To know the number of Cloud Extender: CheCk the bOX, enter
2. Enable Intranet Site Access by selecting Secure Browser >> Intranet Access on the pop up. ad m | n password , and
3. Define the list of Allowed Intranet Sites in Workplace Persona Policies. Assign Gateways to use also 0 .

4. Enable Intranet Content by selecting Mabile Content Management >> Gateway for docs. CIICk Sme It

5. Use Windows File Share and Internal SharePoint for distribution to devices from DOCS > CONTENT

* Reopen Services page
and verify this is now
switched on

6. Enable App Security (i.e. in App VPN) under Mobile Application Management by selecting WorkPlact

IBM Security MaaS360 © 2023 IBM Corporation 13



Set up your MEG 3.0 VPN configuration

User prompt:; accept installation of VPN profile

Frestaling Prefile

| MaaS360 VPN prdfile installation
MaaS360
| mE g
o
1 i

Inesall Fredin

IBM Security MaaS360 © 2023 IBM Corporation

Accept > VPN configuration installed on device

Don’t accept > device will continue to prompt each time Secure
Browser is opened

VPN profile installation must be complete after switch-over date
(connection will not work otherwise)

14



Test and confirm

Verify on device

Confirm VPN profile installed: Settings > General > VPN &
Device Management

Verify whether VPN profile has been installed

Open Secure Browser and try to launch one of your internal
websites

Success: now working correctly
Not working: please report to Support for investigation

Once confirmed working

Make changes in production device policies
If necessary test for a small group of devices
Confirm all functioning

IBM Security MaaS360 © 2023 IBM Corporation

all vodafone IE & 14:27 1 @64% @

¢ Back VPN & Device Management

IBM-VPN-GO

MAN MEN

MaaS360 MDM Profile
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New features coming soon

— Per-App VPN configuration is coming soon!
— Please watch out on Community for when this is announced

— Will help customers who want to use multiple VPN profiles on same device

IBM Security MaaS360 © 2023 IBM Corporation
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By when should we complete this?

- We are working towards a cut-over date

- We would encourage you to get started on your
Implementation

« We do not know when Apple will confirm the switch-
over on their side meaning that the old technology
will stop working at some point



How we can help

— Checklist to help you
complete this step-by-
step*

— Technical documentation
and training*

— If further issues appear
please contact Support

* Please consult Appendix

IBM Security MaaS360 © 2023 IBM Corporation

Checklist
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Is MEG v3 VPN already enabled?
- If checkbox is available, please proceed to perform checks below to prepare.
- If checkbox is not available, and you want to have it available, please contact Support to
request “Enable Mobile Enterprise Gateway v3”
- If checkbox is already checked, please proceed to make checks below to make sure all is
correct and all devices will work correctly.

Status

Plan rollout timetable

Verify whether working in Relay or Direct mode

Checks - Relay mode customers ONLY

Checks - Direct mode customers ONLY

Update CE/MEG software versions

Update iOS version on devices

Update MaaS360 software versions on devices

Test devices — make sure MEG v3 VPN is configured on devices and working

Issues: please raise a ticket with Support

19



Questions?

IBM Security MaaS360 © 2023 IBM Corporation
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Thank you

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity

(3 1BM Security

© Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for
informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of
direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives.
IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks
or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention,
detection and response to improper access from within and outside your enterprise. Improper access can result in
information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems,
including for use in attacks on others. No IT system or product should be considered completely secure and no single
product, service or security measure can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily
involve additional operational procedures, and may require other systems, products or services to be most effective. IBM
does not warrant that any systems, products or services are immune from, or will make your enterprise immune from, the
malicious or illegal conduct of any party.



https://www.ibm.com/security
https://securityintelligence.com/
https://www.ibm.com/security/community
https://exchange.xforce.ibmcloud.com/
https://twitter.com/IBMSecurity?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.youtube.com/ibmsecurity

Checklist

This is to help you resume the checks you have done earlier and make sure you
are OK to move forward. A full detailed explanation of each step is found below.

Is MEG v3 VPN already enabled?
- If checkbox is available, please proceed to perform checks below to prepare.
- If checkbox is not available, and you want to have it available, please contact Support to request
“‘Enable Mobile Enterprise Gateway v3”
- If checkbox is already checked, please proceed to make checks below to make sure all is correct and
all devices will work correctly.

Status

Plan rollout timetable

Verify whether working in Relay or Direct mode

Checks - Relay mode customers ONLY

Checks - Direct mode customers ONLY

Update CE/MEG software versions

Update iOS version on devices

Update MaaS360 software versions on devices

© 00 N o o1~ N

Test devices — make sure MEG v3 VPN is configured on devices and working

=
o

Issues: please raise a ticket with Support

IBM Security MaaS360 © 2023 IBM Corporation
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Checklist steps — detailed description (p.1)

’) IBM MaaS360|:::..

* Open your MaaS360 portal and go NE
to Setup > Services

« Under Enterprise Gateway, click
more

» Verify: is checkbox “Enable new
. ” [OJ Enable new Enterprise Gateway for intranet site access (for Apple devices only)
Enterprlse Gateway CheCked? Click here to Learn More

If checkbox is available, please proceed to perform checks below to prepare.
If checkbox is not available, and you want to have it available, please contact Support to

request “Enable Mobile Enterprise Gateway v3”
- If checkbox is already checked, please proceed to make checks below to make sure all is
correct and all devices will work correctly.

IBM Security MaaS360 © 2023 IBM Corporation 24



Checklist steps — detailed description (p.2)

2. Plan your implementation and rollout

This will require some configuration and testing, you should set aside 1 hour for
system checks, 1 hours for configuration and 2 hours for testing (expected 4 hours).
If your use case / web content type or device types are more complex and varied,
this might increase.

IBM Security MaaS360 © 2023 IBM Corporation
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Checklist steps — detailed description (p.3)

3. Relay or Direct mode?

(please see slide 9)

Relay mode — documents/web
content are being retrieved from your
data centre to our platform and to the
device.

Direct mode — where devices are
retrieving content directly from your
data centre without it going through
our platform

To verify go to Setup > Mobile
Enterprise Gateway — look in Mode
field on 2nd line which will tell you

IBM Security MaaS360 © 2023 IBM Corporation

= MaaS360

Mobile device and apps DMZ

+ iOS device  — _
(iPhone, iPad) | ... o l >
* MaaS360 core aomeon

app

IBM MaaS360 Internal network

Cloud Extender /

Secure
Browser Great partnerships

- MaaS360 lead to great | I Mobile Enterprise il 3=+
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* MaaS360 e
VPNprofle [, . T3 I—I

VPN 1 A
‘
— J

Web and Content servers

Cluster Name CompanyGatewa:
Mode Relay
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Checklist steps — detailed description (p.4)

4. Relay mode customers

Confirm current OS/software versions and
networking requirements:

— 10S (10.0+) (Reports > Hardware inventory)

— Cloud Extender/Mobile Enterprise Gateway
software versions: (Setup > Cloud Extender >
view versions at bottom)

— CE/MEG networking requirements (link no. 2
below)

— MEG v3.0 relay server (link no. 3 below)

5. Direct mode customers

Confirm current OS/software versions and
networking requirements:

— 10S (10.0+) (Reports > Hardware inventory)

— Cloud Extender and Mobile Enterprise Gateway
software versions: (Setup > Cloud Extender — view
versions at bottom)

— CE/MEG networking requirements (link no. 2
below)

— Direct mode load balancing: see link no.4, section
“‘Example: NGINX load balancer (or alternatives)”

If any upgrades are required please follow next steps

MaaS360 System Requirements: https://www.ibm.com/docs/en/maas360?topic=saas-maas360-platform-system-requirements
Cloud Extender / MEG requlrements httgs [www.ibm. com/docs/en/maas360’>toglc modules moblle entergrlse gateway-meg-module

IBM Security MaaS360 © 2023 IBM Corporation
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Checklist steps — detailed description (p.5)

6.

Update software versions on CE/MEG

Instructions: https://www.ibm.com/docs/en/maas360?topic=quide-upgrading-cloud-
extender-core-modules

/.

Update 10S version on devices

(from device) Settings > General > Software update — if available, connect to
charger, to WiFi where possible, and start update

(from platform) within device > Actions (top-right) > Push iOS update — choose
options

. Update MaaS360 software versions on devices

IBM Secur

For Supervised mode devices this should be automatic

For Normal enrollments you can do this manually (go to App Store app on device
> click on your user ‘icon’ top-right and choose Update All or Update app

ity MaaS360 © 2023 IBM Corporation 28
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Checklist steps — detailed description (p.6)

9. Test devices - ensure working
- Open Secure Browser
- You will be prompted to install the VPN profile: Accept

- Confirm VPN profile installed

- Restart device and open Secure Browser, attempt to connect to any web pages
as usual

10. Contact Support for any issues

IBM Security MaaS360 © 2023 IBM Corporation
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Documentation

Apple

Announcement of deprecation (sunset) of UIWebView support
https://developer.apple.com/forums/thread/678248

Deadline extension for app updates using Ul Web View
https://developer.apple.com/news/?id=edwud51q

Documentation for WK Web View
https://developer.apple.com/documentation/webkit/wkwebview

Apple W ebKit
https://developer.apple.com/documentation/webkit

Using WebView to view desktop or mobile web content
https://developer.apple.com/documentation/webkit/viewing_desktop_or_mobile_web_content_using_a_web_view

IBM Security MaaS360 © 2023 IBM Corporation
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FAQ’s (p.1)

Moving to MEG v.3

We are moving to a different way of delivering web and app content via MaaS360 Secure
Browser. This is to support the changes Apple have made with their browser technology, which
for iOS devices is technology that our Secure Browser relies on. We have tried to make this as
straightforward as possible, with a checklist at the end to help you complete your checks.

Why is this happening?

Apple decided to move from UlWebView (a browser technology) to WKWebView, which works
differently and a bit better. More importantly we have seen that this change results in a net
performance increase which is significant.

When did IBM decide to work with this?

We've been doing this for the last 2-3 years so as we are fully expecting Apple to make the final
move and ‘switch off’ the old UIWebView, and ‘switch on® WKWebView, we want our customers
to be ready. We've been working at implementing WKWebView in our Secure Browser, but there
Is also an impact on the use of Mobile Enterprise Gateway, which needs to some changes on
devices and on the platform so that this can continue to work for your users.

IBM Security MaaS360 © 2023 IBM Corporation 32



FAQ’s (p.2)

When will IBM make the change?

We've already worked on switching on the feature for some of our customers. If you want to verify
whether it is already on for you, please log into your MaaS360 admin console (web browser), go
to Setup / Services, and scroll down until you find Mobile Enterprise Gateway. If you click on
More to the right you will find a set of information, and at the bottom there is a check-box to tell
you whether this is available / already switched on / not yet configured.

When is IBM going to switch it on?

If not already enabled for you, we will turn this on by the latest on (30th June 2023?7?7?). If you
want to wait until that date, OK, but you will need to take the steps indicated below to ensure that
you are prepared for it.

How does it work?

In order for the new technology to work together we've changed the way that the device contacts
our platform. In this case, the device will receive and install a VPN configuration which will be
used every time the Secure Browser tries to connect to Mobile Enterprise Gateway. The user is
asked to accept the VPN profile installation and once accepted it gets installed. If the user doesn’t
accept, the prompt will continue to appear until they accept it.

What happens when | switch on the MEG v3 or it gets switched on?

Once the MEG v3 VPN is activated on the Setup / Services page (Enterprise Gateway/More), the
box will be checked. Once the box is checked, you know it's on now!

IBM Security MaaS360 © 2023 IBM Corporation 33



Why MEG 3.0 — Disadvantages of
UlWebview

« UlWebview is deprecated and Apple does not allow submission of UIWebkit based apps to
app-store from Dec 2020

« Using an old & unsupported technology (UIWebview) means
» Secure Browser uses UlWebview for rendering web-pages

* rendering issues in webpages, poor performance & security vulnerabilities in applications
using it

« with newer OS version releases we might be discovering newer & unresolved problems

 From MaaS360 perspective, supporting older and unsupported technologies, makes it
difficult to maintain our SLAs

IBM Security MaaS360 © 2023 IBM Corporation
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Why MEG 3.0 — Advantages of WKWebview

WKWebView, the new substitute for UIWebview.
Better scalability and performance

The WKWebView loads web pages faster and more efficiently than UIWebView, and also WKWebview
doesn’t have much memory overhead

WKWebView has higher and more efficient performance and is available to the developers all the way from
iOS 8

Secure Browser is rebuilt with WKWebview - Proactive plan to adopt WKWebview as waiting till the last
minute to see UIWebview is dangerous

Customers who haven't migrated to 3.0 will not be able to access their internal websites using MaaS360
secure browser

The percentage of usage shows that WKWebView uses 25% CPU to render an object, whereas UlWebView
uses 90% CPU for the same object

MEG 3.0 totally supports WKWebView based secure Browser & offers better performance & flexibility to
configure MaaS360 SDK, wrapped apps & 3rdparty apps

IBM Security MaaS360 © 2023 IBM Corporation 35
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