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The numbers behind 11.3
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25+
Databases with 
new/updated 

currency

52
RFEs

24
Features 

targeting pain 
points

6
New/Improved 

Integrations

New WSTAP

2X SQL/Sec

5X Less CPU

2X Less Memory



Agenda
4

⚫ Guardium Universal Connector

⚫ MongoDB Classification

⚫ Deployment Health Enhancements

⚫ Policy Tagging

⚫ Integration with Resilient for External Ticketing

⚫ Integration with Venafi

⚫ Integration with AWS Secret Manager

• Session Level Policy

• Windows STAP – New Protocol

• UNIX STAP

• Ansible Automation

• VA Enhancements

• Odd and Ends



Guardium Universal Connector

• STAP is King –

• Separation of duties

• Lightweight agent (no impact of DB),

• Real time traffic monitoring

• Blocking, redaction

• Secure – no logs with clear text

• …. But STAP is not perfect

• Needs to be synched with the server OS

• ATAP is intrusive

• Need to install and configure



Guardium

Universal Connector - Flow 

Native 
Audit 
Logs

Data source writes or 
pushes logs to storage

Sniffer

Pulls (or receives 
from Push) logs
from data source

Universal 
Connector

Parses and 
transforms the 
logs into a 
universal format 
that the Sniffer 
understands

Sessions: Who or What is 
talking to the database

Requests: What data is 
being requested and Who 
is accessing it

Errors: What exceptions 
have occurred

*What is captured?

* Varies with what is written to the native 
audit logs 
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View Universal Connector status in Guardium UI
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Guardium Deployment Heath Table ( on CM )
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Supported platforms

• MongoDB On premise Enterprise version 2.6 and above

• Syslog

• Filebeat

• Amazon S3 

• Cloudwatch and Cloudtrail

• SQS 

• HDFS/HIVE

• MySQL

• Oracle UOA/Exadata

• MSSQL

At GA Around the corner

• Redis

• PostgresSQL

• Snowflake

• DynamoDB

• SAP Hana

• Neo4j

2Q21



One page with all the resources

• A single landing page (here) with all resources for the Universal Connector:

• Supported platforms (and what’s coming next)

• Training

• Documentation

• Examples of how to create your own connectors

https://www.ibm.com/support/knowledgecenter/SSMPHH_11.3.0/com.ibm.guardium.doc.stap/guc/g_universal_connector.html


MongoDB Classification
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Classification for Mongo DB Adding support for 
discovery / classification for big data platforms like 
Mongo DB can scan sensitive data on the MongoDB 
for compliance frameworks like CCPA, GDPR, PII, 
HIPPA, PCI etc.

What’s New

• New field -
Datasource type

• Relational DB

• Document DB

• Custom and user 
defined policies can 
be used across 
scenarios with 
different datasource 
type  

Benefits

• Clear separation 
between SQL vs 
NO-SQL databases

• Rules and reports 
use database 
terminology based 
on Datasource Type



Architecture
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Mapping of MongoDB with SQL terminology.

Report SQL: relational MONGODB

Catalog name Databases dbs

Schema name Schema -

Table name Tables Collections

Column name columns attributes/ fields

- rows documents
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Deployment health – Before 11.2
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• Lots (over 10) S-TAP  

reports/pages  with similar 

names

• No summary counts  or 

graphs

• No centralized data for many 

reports - need to log onto 

each managed unit 

individually

• Some have no data to start 

with

• Some need to be scheduled



New in 11.2 - S-TAP and GIM dashboard: UI
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Deployment Health Topology – we now show traffic status!

• Show Universal connector and datastreams

• Traffic status for S-TAPs
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Deployment Health Table

• Show Universal connector 

and datastreams

• Traffic status columns under 

S-TAP tab

IBM Security / © 2020 IBM Corporation 18



• Charts which are part of this section: S-TAP health, S-Taps by version, Databases by inspection engines, S-TAPs by 

operating system, S-TAPs with recent traffic (new)

• S-TAPs with recent traffic chart shows the count of S-TAPs divided into with/without/unknown traffic

• User can also add S-TAPs to ignore list from this chart

S-TAP Charts
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Historical Charts
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• Compare S-TAP and GIM versions is the new chart where we compare GIM and S-TAP versions to 

indicate whether both are same, either one of them is greater than other

• This section will only work or have information if the Central Manager is the GIM server. If the Central 

Manager is not a GIM server then this section will not be available

GIM Charts
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• This is a new feature we introduced where the user can click on a chart in particular section and all the 

other charts in that section will be filtered accordingly

• For example, the user notices that there are 2 S-TAPs with red status on the S-TAP Health chart, the user 

can click on the red bar and all other charts in that section will filter to display only the information related to 

those 2 S-TAPs

• This filter is available for all charts belonging to S-TAP and GIM charts section

Filtering across tiles
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Central manager limits chart
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Job history - Gantt Chart
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▪ Shows scheduled jobs like 

datamart, aggregation and 

audit process 

▪ Available on CM, Aggregator 

and MU’s

▪ Y-axis shows job type with 

name, x-axis shows the time 

range
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• Audit process jobs show the drill 

down of the associated tasks

• On hover, task start  and stop time 

along with duration are displayed

Audit Process - Gantt Chart



Policy Tagging

Most compliance  regulations are very  similar. 

However,  we currently create template  policies  

for  individual regulations. This results in lots  of 

rule  duplication.

With this feature, new compliance regulations will 

be supported by adding tags to existing out-of-

the box  rules.  (where  possible).This  enables  us 

to  support  new regulations  more  quickly.  

What’s New

• Out  of the box  tags 

for compliance  

regulations

• Tagging supported 

for  DAM policy rules

Benefits

• Ability to easily  

create policies that  

support multiple  

regulations

• Less wait for new   

regulation support

• Can  create your 

own tags for version,  

geo,  etc. 

• Less “clutter” in the  

UI 
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Note: You can 

select multiple 

tags. IF you do --

tags will be 

comma separated 

above
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Resilient support for ticketing
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In v11.3, Guardium supports creating external tickets with IBM Resilient



Resilient support for ticketing
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Click on the link to open the IBM Resilient ticket on Resilient host



Integration with Venafi
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This new feature provides a framework to 

manage third-party Certificate Management 

System. Venafi is the first CMS platform that 

we support.

The current cycle of issue-renew of 

certificates in Guardium can be automated.

What’s New

• Ability to support a 

third-party Certificate 

Management system.

Benefits

• Provide framework to 

support external 

certificate management 

system.

• Automatically store 

certificates in all MU’s.

• Automatically renew 

certificates if expiring.



Demo-1



Integration with AWS Secrets Manager
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AWS Secrets Manager - Configuration
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AWS Secrets Manager – Configuration with IAM Role
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Case: Customer wants not to log any activity from the session, just the fact it happened

Problem: Customer wants to make a policy based on the tuple parameter combination not available 
in DSP

Session Level Policy: Log access only, Soft discard

Now possible to import tuple groups



Security Incidents Overview and Background 
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Session Level Policy: Security incident and Throw exception
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Rule criteria

Rule action

Case: Customer wants all unencrypted sessions with administrative users to throw exceptions



Session Level Policy: Put your host name cache to work

Result: 
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New Windows STAP (Protocol V8)

IBM Security / © 2020 IBM Corporation 46

• Multiple Traffic Readers / TAP

• Re-engineered Dynamic Buffer Increase Algorithm

• Reduction in Buffer Copies

• Reduction in Lock Contention

• Reduction in CPU/Memory Usage

• Reduction in Firewall / Query Rewrite Latency



Windows STAP performance improvements 

2X SQL/Sec
5X Less 

CPU

2X Less

Memory

3X Sessions

3X Less 

Network 

Overhead



Unix STAP Enhancements 

• Using Ranger logs to monitor HDFS – No need for a kernel module

• ELB Rebalance to new collector w/o STAP restart – Prevent dropping 

buffers

• ATAP can now make decisions on ignoring response w/o going to 

KTAP – Reduce load on the server

• Better Control of custom modules upload from STAP to the appliance



Ansible Automation for STAP

• With Ansible auomation from Red Hat, you can now 

automate a lot of the STAP procedures to east day to day 

tasks



VA Enhancements
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• Now, you can now specifically choose 

tests that have external references for 

CIS or STIG.

• You can also choose to select CVE 

tests >= to a specific CVSS score

• Enhancements for Oracle weak 

password detection

• VA now supports Couchbase

• VA now support PostgresSQL 12 and 

it’s new CIS benchmark tests

50



Odd and Ends

• You can now disable CLI acccounts that are not in used instead of having 

to change password all the time 

• Automating Key Entry for Appliance Encryption – If you wish to encrypt the 

appliance disk, there is a way to automate the key entry at boot time

• Enhanced Security for existing DUO Integration

• Added Support for S3 Glacier for low cost long term backup

• Policy rule can now accept multiple subnet masks as a group

• You can now add Object Name attribute to alert message so you can 

easily query on them



Interact with Guardium Users/Experts

• Join the Guardium Virtual Users Group (VUG), an online monthly meeting for 

customers. To find out more and join: https://www.ibm.com/support/pages/node/597565

• Join the IBM Security Community/Guardium, to discuss all things Guardium, view 

resources and upcoming events and more: http://ibm.biz/SecurityCommunityGuardium

https://www.ibm.com/support/pages/node/597565
http://ibm.biz/SecurityCommunityGuardium
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