IBM Watson AlOps
Log Anomaly Detection

Leverage Watson AlOps to better predict IT outages from logs.
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Watson AlOps integrates with Netcool Operations Insights
to ingest events and combine it with unstructured data

Watson AlOps retrieves topology information from ASM to map its
understanding of location and blast radius.

Watson AlOps retrieves additional data via integrations with
CP4AMCM to deliver additional insights & Next-Best-Actions

Insights surfaced via

ChatOps

APIs for process
or dashboard integration
(future)
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time="2020-10-19T04:07:11.177897187Z" level=info msg="ExecSync for

\"cd4@0afaecf1b873cef5431e9e9409bd7338beeaf2clfcbf26a8c4@aflcb22d2\" with command [/usr/local/bin/galley probe --probe-path=/tmp/healthliveness --interval=1@s] and timeout 1 (s)"

Oct 18 21:07:11

time="2020-10-19T04:07:11.206107012Z" level=info msg="ExecSync for

\"cd400afaecf1b873cef5431e9e9409bd7338beeaf2clfcbf26a8c4@aflch22d2\" with command [/usr/local/bin/galley probe --probe-path=/tmp/healthready --interval=10s] and timeout 1 (s)"

Oct 18 21:07:11
Oct 18 21:07:11

<probe> ERRO: 2020/10/19 @4:@7:11.793395 docker registry: cannot connect to Docker endpoint

time="2020-10-19T04:07:10.8413773237" level=info msg="ExecSync for

\"493498c76d4d0@8e74bbadb476713ad60074cdb6d7a229d95¢c56a58bccdbf6@ac\" with command [/usr/local/bin/sidecar-injector probe --probe-path=/tmp/health --interval=4s] and timeout 1 (s)"

Oct 18 21:07:11

\"5c3788bcf4d0a9a@5ef3c2ccc2b804411d00439577d29F3fb419b02251391b8e\" "

Oct 18 21:07:11

\"5c3788bcf4d0a9a@5ef3c2ccc2b804411do0439577d29f3fb419b02251391b8e\" "

Oct 18 21:07:11

time="2020-10-19T04:07:10.923327549Z" level=info msg="Finish piping \"stdout\" of container exec
time="2020-10-19T@4:07:10.9234762762" level=info msg="Finish piping \"stderr\" of container exec

time="2020-10-19T04:07:10.923779640Z" level=info msg="Exec process

\"5c3788bcf4d@a%9a@5ef3c2ccc2b80441fd00439577d29F3fb419b02251391b8e\" exits with exit code @ and error <nil>"

Oct 18 21:07:11

\"493498c76d4d08e74bba4b476713ad60074cdb6d7a299d95c56a58bccdbf6@ac\”
Oct 18 21:07:12 I
Oct 18 21:07:12 I

version: "3.8.0" }, os: { type: "Linux", name: "Linux", architecture:
Oct 18 21:07:12 I
Oct 18 21:07:12 I

version: "3.8.0" }, os: { type: "Linux", name: "Linux", architecture:
Oct 18 21:07:12 I
Oct 18 21:07:12 I
Oct 18 21:07:12

\"840af@a4bb97ee4fb62b9532d3d364516228ea504068f F893daedc7ff@bOBAFAN""
Oct 18 21:07:12

\"840af@adbbI7ee4fb62b9532d3d364516228ea504068f f893daedc7ff@bORIf4\""
Oct 18 21:07:12

time="2020-10-19T04:07:10.9255289437" level=info msg="ExecSync for

returns with exit code @"

NETWORK [listener] connection accepted from 127.0.0.1:42802 #1667990 (2 connections now open)

NETWORK [conn166799@] received client metadata from 127.0.0.1:42802 connl66799@: { driver: { name: "PyMongo",

"x86_64", version: "4.15.0-96-generic" }, platform: "CPython 3.7.3.final.@" }

NETWORK [listener] connection accepted from 127.0.0.1:42804 #1667991 (3 connections now open)

NETWORK [conn1667991] received client metadata from 127.0.0.1:42804 connl667991: { driver: { name: "PyMongo",

"x86_64", version: "4.15.0-96-generic" }, platform: "CPython 3.7.3.final.@" }

NETWORK [conn1667991] end connection 127.0.0.1:42804 (2 connections now open)

NETWORK [conn166799@] end connection 127.0.0.1:42802 (1 connection now open)
time="2020-10-19T04:07:11.790746500Z" level=info msg="Finish piping \"stdout\" of container

time="2020-10-19T@4:07:11.7909092332" level=info msg="Finish piping \"stderr\" of container

time="2020-10-19T@4:07:11.790955580Z" level=info msg="Exec process

\"840af0@a4bb97ee4fb62b9532d3d364516228ea504068f f893daedc7ff@bAAIT4\" exits with exit code @ and error <nil>"

Oct 18 21:07:12
\"cd4@0afaecf1b873cef5431e9e94@9bd7338beeaf2clfcbf26a8c4@aflcb22d2\"
Oct 18 21:07:12
\"b7ecebb61e723bal308ed33002cc7ab4@c385b4ed36c02f21917863144014F7F\""
Oct 18 21:07:12
\"b7ecebb61e723bal308ed33002cc7ab40c385b4ed36c02f21917863144014F7F\""
Oct 18 21:07:12

time="2020-10-19T04:07:11.828988179Z" level=info msg="ExecSync for

returns with exit code 0"

time="2020-10-19T04:07:11.8587559547" level=info msg="Finish piping \"stdout\" of container
time="2020-10-19T04:07:11.858872118Z" level=info msg="Finish piping \"stderr\" of container

time="2020-10-19T04:07:11.858967658Z" level=info msg="Exec process

\"b7ecebb6le723bal308ed33002cc7ab4@c385b4ed36c02121917863144014f7\" exits with exit code @ and error <nil>"

Oct 18 21:07:12
\"cd400afaecflb873cef5431e9e9409bd7338beeaf2clfcbf26a8c4@aflcb22d2\"
Oct 18 21:07:12

time="2020-10-19T04:07:11.860817554Z" level=info msg="ExecSync for

returns with exit code @"

Oct 19 04:07:12 kube-bqgas6od@kdunép7qllg-simulationd-wp32cpu-0000051e local®.info haproxy[

172.20.0.1:16433 [19/0ct/2020:04:07:12.8051 masterapiserverfrontend masterapiserverbackend/c2-3.us-south.containers.cloud.ibm.com 1/-1/1 @ CC 24/20/19/10/0 @/@
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Why Watson AlIOps?

Monitoring Metrics Is Not Enough.
Keyword Query Is Not Enough.
Requiring Data Scientists Is Too Much.

=. %K

elasticsearch logstash kibana

Recreate ML job Analyze in ML

Stage O - import libraries




Log Anomaly Detection
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Template Generation

A logging code snippet extracted from:
hadoop/hdfs/server/datanode/BlockReceliver.java */

.info("Received block " + block + " of size
+ block.getNumBytes() + " from " + inAddr);

i Log Message

2015-106-18 18:05:29,570 INFO dfs.DataNode$PacketResponder: Received
block blk -562725280853087685 of size 67108864 from /10.251.91.84

Structured Log

TIMESTAMP 2015-10-18 18:085:29,570
dfs.DataNode$PacketResponder

EVENT
2 o 2 % o 3
TEMPLATE Received block <*> of size <*> from /<*>

[“blk_-562725280853087685", “67108864", “10.251.91.84"]




Explainability

Generate Human-readable Titles for Log Anomaly

,./ Log anomaly - anomaly-detector

Abnormal behavior found in microservice: ts-route-mongo — WS

« Abnormal behavior found in component ts-assurance-mongo

NETWORK [listener] connection accepted from <*> #<*> (<*> « 4 errors found in pod ts-assurance-mongo-54b557bfbc
connections now open): 2

NETWORK <*> end connection <*> (<*> connections now open): 4

Allow SREs to drill down into log template and it messages for induvial log anomalies

Adjust Severity Level and Grouping based on Causality Scores



Client Engagement

View application in service maps M Go to application overview

Web response time > 3 seconds at least once in 5 minutes
THRESHOLD

Telcom Company: “The results (log anomaly results) from my perspective were absolutely amazing, ...

Marketing Company: “... using when Watson AlOps,
and has improved our overall service levels and incident
responses.”



Next Step - Uses Language Models to Optimize IT Operations Management

One-stop solution to encode text for IT Operations Management Tasks

Fault Localization Event Grouping

Incident Similarity

Log Anomaly Detection

Entitles

Generalizability across Data Types Continuous Improvement
Multi-lingual learning Model customization without labeled data
Multi-task learning Automatically improve models with payload

X. Liu, Y. Bei, A. Xu, R. Akkiraju. Using Language Models to Pre-train Features for Optimizing Information Technology Operations Management
Tasks. International Workshop on Artificial Intelligence for IT Operations (AIOPs) 2020.



Next Step — Golden Signal Driven Log Anomaly Detection & Fault
Localization

Web response time > 3 seconds at least once in 5 minutes
THRESHOLD

Model for multiple components (Detection & Fault Localization)

« Consider golden signals (e.g. Latency).
« Consider trace logs based on discriminatory entities such as "transaction_id ”.

Out-of-the-box models
* Provide Content Pack, so AlIOps can benefit clients on Day O.



Quality Evaluation

Dataset

Per-class Accuracy

Data Source

Env.

Normal

Abnormal

Chatbot Service

Cloud

93.3%

66.7%

HDFS

Cloud

99.99%

54.8%

Trian Ticket App

Cloud

95.1%

55.1%

Financial Service

Traditional

99.99%

100%

<XXX> Bank

Traditional

91%

60%

<YYY> Bank

Traditional

96%

100%

Marketing Company

Cloud

Was able to detect the client’s incident from logs

Telecom Company

Traditional

Was able to detect the client’s incident from logs
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Log Anomaly Detection

Leverage Watson AlOps to better predict IT outages from logs.
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