


Upcoming Seminars
Details and Registration on www.ibm.biz/LSFCommunitySeminars

September 2, 2021

What's New in LSF Service Pack 12
Speaker: LSF Support Team

September 16, 2021

Best Practices for Upgrading your LSF Clusters
Speaker: Larry Adams, Expert Labs

September 30, 2021

What if….?  Using the LSF Simulator to answer 
those hard questions
Speakers: John Welch & Renita Leung, LSF SME

October. Date to be confirmed.

The LSF.Next Beta Program
Speaker: Bill McMillan, Product Management

October 14, 2021

Simplifying HPC – Just push the button!  Tips & Tricks 
Speaker: Gabor Samu, Product Management

October 25-28, 2021
IBM TechU: https://www.ibm.com/training/events

• Applied AI and HPC: Case Studies from IBM
• Deploying LSF with OCP: Tips and Tricks
• HPC Cloud Bursting on IBM Cloud: Tips and Tricks

November 11, 2021

Expediting PMR’s with the LSF Support Tools
Speaker: LSF Support Team

November 29, 2021

High Performance Computing - Health Check 
Services from Lab Services
Speakers(s): Larry Adams, Expert Labs
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Security Enforcement in FP12

• A Brief Review of Major Security Features Introduced Prior to FP12

• New Parameters

• New Command Option

• New Enforced Default Value to The Security Related Parameters

• Compatibility
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A Brief Review of Major Security Features Introduced Prior to FP12

• eauth.cve added (site-specific default encryption key and time difference check) in FP2

- User customized eauth encryption key (LSF_EAUTH_KEY)

• eauth.cve upgrading in FP7

- New parameter LSF_EXT_SERVERDIR in lsf.conf

- New parameter LSF_ENV_OVERRIDE in lsf.conf

- New hostsetup script options (--ext-serverdir --eauth-key)

• eauth.cve replaces the default eauth in FP10
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A Brief Review of Major Security Features Introduced Prior to FP12

• Root privilege disabled by default in FP10

- LSF_ROOT_REX removed in lsf.conf

- New parameter LSF_ROOT_USER in lsf.conf

• Authentication of query commands (LSF_AUTH_QUERY_COMMANDS) in FP11

• Secured authorization requests (LSF_STRICT_CHECKING=enhanced) in FP11
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New Parameters

• LSF_EAUTH_OLDKEY (lsf.sudoers)

Specifies the previous key that eauth used to encrypt and decrypt user authentication data after you 
specify a new eauth key

• LSF_EAUTH_OLDKEY_EXPIRY (lsf.sudoers)

Specifies the expiry date for the previous eauth key (LSF_EAUTH_OLDKEY_EXPIRY parameter), after 
which the previous key no longer works and only the new LSF_EAUTH_KEY parameter works.
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Nvidia A100 MIG Support in FP12

• MIG Introduction

• LSF MIG Support Pre-request

• LSF New Parameters for MIG Support

• New command options for MIG Support

• Use Case of MIG Support
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MIG introduction

• MIG Device

- A CI and its parent GI can be called a MIG device. And CUDA applications treat the MIG device as a 
normal GPU.

For example, 

- A MIG device called 3g.20gb means the device have 3 GPU slices and 20 GB GPU memory, all compute instance 
are used. 

- A MIG device called 2c.3g.20gb means the device have 3 GPU SM slices and 20 GB GPU memory, and only 2 
compute instances(GPU SM slices) of total 3 are used.
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LSF New Parameters for MIG Support

• LSF_MANAGE_MIG=N  (Default Value)

The GPU instance(GI) and Compute instance(CI) is configured by the administrator on each hosts. LSF 
dispatches the job to the host based on its GI/CI topology.

For example:

The administrator creates GI/CI with size 1c.3g.20gb, 2c.3g.20gb, and 3g.20gb on host1, and the user 
submit a job with ‘-gpu num=1:mig=3/2’ request. LSF searches the available MIG resource among the 
hosts in the cluster, allocate the MIG resource and dispatch the job to host1, run the job on the MIG 
device 2c.3g.20gb
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LSF New Parameters for MIG Support

• LSF_MANAGE_MIG=Y

LSF dynamically manages the GI/CI allocation/deallocation for the GPU hosts in the cluster. LSF will 
create GI/CI according to the job’s requirement and destroy GI/CI after job execution finishes.

For example:

The administrator doesn’t need to configure any GI/CI on GPU hosts in advance. If the user requests a 
job ‘mig=3/2’, LSF allocates a host that MIG 3/2 can be created, dispatch the job to that host, create 
GI/CI for this job, run job on the MIG device, finally destroy the MIG device.
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Use Case of MIG Support

• Request MIG device with GPU memory.

- “bsub –gpu num=1:mig=3/2:gmem=5G gpu_app”

It will request 1 MIG device with GI size 5 CI size 2 and 5G memory on this GPU Instance(GI).

• Request share/exclusive MIG device.

- “bsub –gpu num=1:mig=2/1:mode=shared(or mode=exclusive_process or j_exclusive=yes) gpu_app”

Although in MIG mode, only shared mode are supported, LSF has been enhanced to use MIG device 
exclusively or shared.
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Local SSDs

• Local SSDs are supported through instance template, not in googleprov_templates.json

• In Google Cloud, attach local SSDs to instance template in Disks _> Add new disk

• SSDs must be mounted before being used. LSF provides an example of how to mount them 
in user_data: <LSF_TOP>/<LSF_VERSION>/resource_connector/google/scripts/example_user_data.sh
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Preemptable VM instances

• Preemptable VM instances are supported through instance template, not in 
googleprov_templates.json

• In Google Cloud, set the Preemptibility field to On when creating the launch instance 
template to enable preemptible VM instances.

• When an instance is preempted, LSF automatically requeue the jobs running on it by 
default.

- Using RC_RECLAIM_ACTION=REQUEUE | TERMINATE to change the default behavior
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Bulk instance APIs (Bulk API endpoints)

• With bulk API, LSF resource connector creates VM instances and check status in batch

• Specify zone to let LSF call zonal bulk API. Instances launch in the specified zone

• Leave zone undefined to let LSF call regional bulk API. Zone of the instance is selected by 
Google Compute Engine based on hardware availability. 

• Use GCLOUD_REGION in googleprov_config.json to define the region. Can be override by 
region in googleprov_template.json
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Quick Deployment of LSF on IBM Cloud

• Deploy LSF with Resource Connector on IBM Cloud with a few clicks

• Automated deployment for compute, network and storage resources

• Easy to auto-scale up and down based on demand

• Allows seamless bursting to IBM Cloud from on-premise clusters with LSF Multi-Cluster

• Transfer data between clusters intelligently with LSF Data Manager
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References
Release Notes of FP12 -

https://www.ibm.com/docs/en/spectrum-lsf/10.1.0?topic=wn-whats-new-in-lsf-101-fix-pack-12

Download Link of FP12 -
http://www.ibm.com/support/fixcentral/swg/selectFixes?product=ibm/Other+software/IBM+Spectrum+LS
F&release=All&platform=All&function=fixId&fixids=lsf-10.1.0.12-spk-2021-Jun-
build600488&includeSupersedes=0

Detailed Deprecated Features in FP12 -

https://www.ibm.com/docs/en/spectrum-lsf/10.1.0?topic=12-deprecated-features

LSF Deployment on IBM Cloud -

https://cloud.ibm.com/docs/ibm-spectrum-lsf?topic=ibm-spectrum-lsf-about-spectrum-lsf

Nvidia A100 MIG user guide -

https://docs.nvidia.com/datacenter/tesla/mig-user-guide/index.html
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Thank you

Yun Gao
LSF Support Professional
—
bjyungao@cn.ibm.com
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