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The SentinelOne QRadar Connector App empowers organizations to combine the strengths of their
QRadar deployments to collect, monitor, analyze, and visualize massive streams of machine data with
the detection, response, remediation, and forensics capabilities of SentinelOne EPP.

The Application uses SentinelOne REST APIs to fetch information about threat events and activities
from the SentinelOne Console and ingest them into QRadar. It also indexes the events in QRadar by
converting them into the proper CEF formatted messages. The app pulls data every 30 seconds by
default (frequency can also be customized).

The app can connect with multiple SentinelOne Consoles, either On-Prem and cloud deployments,
and multiple scopes on the same Console. Administrators can view all connected Consoles or a
specific Console. Managed Security Service Providers (MSSPs) can split the different sources to use
different QRadar collectors to manage multiple QRadar licenses for customer requirements.

Event Types: The App has mapping for all SentinelOne event types that were available up to
Management Console version North Pole GA. You can manually map events from later versions.

Features of the SentinelOne QRadar Connector App:
« Extend real-time threat prevention, detection, and investigation to all endpoints, on network or off.
» Streamline multi-console deployments with integrated analysis and management.

» Understand network-wide trends and behavioral patterns to make more informed decisions
through custom searches and reports.

» Enrich threats data and triage indicators with 3rd party applications in QRadar.

« Simplify deployment complexity and operational overheads with an integrated console for
monitoring and management.

» Leverage the SentinelOne API for increased reliability of information.

» Support the TCP protocol also while sending the data to Qradar.

» Added a dropdown for the logsource selector in the configuration to select any log source which falls
under the SentinelOne API.

Requirements for the QRadar Connector App
* The SentinelOne QRadar Connector App is compatible with QRadar and QRoc.
+ SentinelOne Management Console version Kauai and later (API 2.1).

» The external SentinelOne DSM app is not required, it won’t be used by connector App as it
contains its own DSM.



Configuring QRadar Connector App Integration

To Create a Logsource (Prerequisite):

1.

8.

9.
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Download the Qradar logsource Management App from the IBM App Exchange. If the app is already

installed continue to step 2.

Log in to the QRadar console.

Click Admin > Extensions Management.

Click Add, upload the App package, and follow the installation wizard.

Click Admin > Deploy Changes.

Scroll to the bottom of the page and click Qradar Logsource Management App.

Click New Logsource

= 1BM QRadar Log Source Management

Filter X i Q_ fearch by name, description or log source identifier
status (5) Clear
O ok g Log Sources (10)
IO T ° 0O o Name 1 Log Source Type
[ Error 1
[ Not Available. A [ Anomaly Detection Engine-2 :: gradar732 Anomaly Detection Engine
[ Disabled o O e Asset Profiler-2 :: qradar732 Asset Profiler
Enabled (2) O 63 Custom Rule Engine-8 :: qradar732 Custom Rule Engine
O Yes ™ O e Health Metrics-2 :: qradar732 Health Metrics
Ono o O 68 Search Results-2 :: gradar732 Search Results
Log Source Type (9) O e SIM Audit-2 :: qradar732 SIM Audit
[ SentinelOne API 2 O e SIM Generic Log DSM-7 :: qradar732 SIM Generic Log DSM
[] Anomaly Detection Engine 1 0O s System Notification-2 :: gradar732 System Notification
[ Asset Profiler 1 0O 2 test SentinelOne AP
[ custom Rule Engine 1 0O 13 testl SentinelOne API
[ Health Metrics 1
[ s1M Audit 1
[ SIM Generic Log DSM 1
[ Search Results 1
[ system Notification 1
Gitocaliveelid) itemsperpage 50 v 1-100f10items
[ syslog. 10

| @ Anupdate is available for the Syslog protocol.

Select Single Log Source.

IBM QRadar Log Source Management

Creation Date

Jul 25,2023 8:39 AM (IST)
Jul 25,2023 8:39 AM (IST)
Jul 25,2023 8:39 AM (IST)
Jul 25,2023 8:39 AM (IST)
Jul 25,2023 8:39 AM (IST)
Jul 25,2023 8:39 AM (IST)
Jul 25,2023 8:39 AM (IST)
Jul 25,2023 8:39 AM (IST)

Aug 2, 2023 3:54 PM (IST)
Aug 2, 2023 4:48 PM (IST)

single Log Source

Multiple Log Sources

Select SentinelOne API as a log source type.

]

Last Event Enabled
Aug 9, 2023 4:17 PM (IST)
Aug 9, 2023 4:10 PM (IST)
Aug 9, 2023 4:10 PM (IST)
Aug 9, 2023 4:17 PM (IST)

on
Aug9, 2023 12:13 PM (IST) on

1v loflpages 4 *

Details X

How many Log Sources will you be adding?


https://exchange.xforce.ibmcloud.com/hub/extension/cea86d13704bc08c18196428f91e895d
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g 1BM QRadar Log Source Management - Add a Single Log Source x
@ Select Log Source Type
O SelectPrtocol Type Select a Log Source type
O Configure Log Source
Parameters | Q. sentinelone X
O Configure Protocol I Sentinelone API
Parameters
10. Select protocol type as Syslog.
= IBM QRadar Log Source Management - Add a Single Log Source x
© select Log Source Type
® selec roocolType Select a protocol type
O Configure Log Source
Parameters J Q. Syslog *

O Cconfigure Protocol
Parameters

Syslog

Syslog Redirect
TCP Multiline Syslog
TLS Syslog

UDP Multiline Syslog

Step 1: Log Source Type
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11. Configure the Log Source Parameters, provide the required fields while configuring.

IBM QRadar Log Source Management - Add a Single Log Source

@ select Log Source Type
© select Protocol Type

@ Configure Log Source
Parameters

O Configure Protocol
Parameters

Configure the Log Source parameters

Name *
The name of the log source.

Description
An optional description of the log source.

Enabled
Indicates whether the log source should be enabled.

Groups *

The groups that this log source will belong to.

Extension
Log Source Extensions perform post-processing of events after default parsing has occurred.
+ Show More

Language *
Select the language used for the log source's events to ensure correct and optimized parsing.

Target Event Collector *
The appliance responsible for receiving and parsing the events from this log source.

Disconnected Log Collector *

IBM QRadar Log Source Management - Add a Single Log Source

© select Log Source Type

@ Select Protocol Type

@ Configure Log Source
Parameters

O Configure Protocol
Parameters

Configure the Log Source parameters

Language *
Select the language used for the log source's events to ensure correct and optimized parsing.

Target Event Collector *
The appliance responsible for receiving and parsing the events from this log source.

Disconnected Log Collector *
The disconnected log collector that this log source will receive events on.
+Show More

Credibility *
The higher the credibility, the more certain you are that this log source emits reliable events.
+ Show More

Coalescing Events

hen alog source emits multiple events which are very similar to one another in a short time span, they'll be
coalesced together.

+Show More

Store Event Payloads
Enable to store original event payloads in addition to the normalized record.

+Show More

*Suggestion use default values

e

other x

Q  +Add Group

English v

eventcollector0 :: ip-172-31-18-71 v

None Available -

English v

eventcollector0 :: ip-172-31-18-71 v

None Available

@ o

@ o
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12. Configure theProtocol parameters

IBM QRadar Log Source Management - Add a Single Log Source X
@ Select Log Source Type

© select ProtocolType Configure the protocol parameters

& Configure Log Source
Parameters Log Source Identifier * | test

@ Configure Protocol
Parameters

Incoming Payload Encoding * UTE-8 o

Step 3: Configure Log Source Parameters

* Log Source ldentifier value will be some unique value

13. Click Finish.

14. The created logsource will be enabled.

1BM QRadar Log Source Management

et * v Q - * .

Status (5) Clear
[ ok 0 Log Sources (1) @
[ Warning 0 O 1D Name T Log Source Type Creation Date Last Event Enabled
[ Error L 0O 13 test SentinelOne API 27 Oct 2023 07:28 (UTC)
[] Not Available 1
[] Disabled 0
Enabled (2)
] Yes 1
[] No 0
Log Source Type (1)
[] SentinelOne API 1
Protocol Type (1)
[] Syslog 1 items per page 50 v 1-1of 1items 1~ 1of1pages
Groun (1) -

15. Deploy the changes.

To Install the Connector App:
1. Download the SentinelOne QRadar Connector App from the IBM App Exchange.
The App supports QRadar and QRoc
2. Login to the QRadar console.
3. Click Admin > Extensions Management.

4. Click Add, upload the App package, and follow the installation wizard.
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5. Click Admin > Deploy Changes.

6. Scroll to the bottom of the page and click SentinelOne Configuration.

7. Click Add New Input.

This adds SentinelOne Consoles to QRadar.

(ih) sentinelone

+ Add New Input

o Enabled Enabled 30 configured  Edit Delete

8. Inthe Window that opens, enter the configuration information.

||||| Add New SentinelOne Input

Input Configuration SIEM Configuration

Name

Collector
Enter a unique name for the data input

Please choose Lallector logs IF

514
Console's URL. Example: https:/mycompany.sentinelone.net
The port of the collector. Default: 514
API Token
Logsource Select the QRadar Logsource
Enter the User API token generated in the SentinelOne Console

tervalised) | 30 Check Socket Type for TCP. Default: UDP

Time interval for input in seconds, Default: 30 seconds
StartTime @ All Data From Date Threats Enrichment

Enable this option to pull the Storyline events (such as hashes, IPs, etc.) into QRadar.
Choose ifto pul all available data or from a specific date
Choose to enrich QRadar with threats marked by the Agent Al as Malicious or

Test Connection Suspicious.

Enrich threats with Confidence Level: Malicious

Enrich threats with Confidence Level: Suspicious

+ In QRadar, select a Collector from the list

* In QRoc, enter the IP of the Collector.

9. To make sure the input is accurate, click Test Connection.
10. Select the QRadar collector and port.

11. Select a log source.
You must Deploy Changes before you can access the log Source.

12. Make sure the log source is selected and its port is correct.
Once the log source is used, it is then disabled or removed from the list. Each logSource can be used for a
single input only. Select the Logsource which was created recently.

13. Select the protocol type for getting data into Qradar with UDP (Default) or TCP.

14. In the Threats Enrichment section, select the levels of threat indicators for Suspicious and
Malicious threats.

SentinelOne gives a score to different indicators based on Static Al and Dynamic Al. If the score is high, the threat
indicator has a confidence level of Malicious. If the score is low, the object has a confidence level of Benign.

If the score is higher than benign, but lower than malicious, the object has a confidence level of Suspicious.

You can change this option at any time.

15. Click Submit.



16.

17.

18.

19.
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A new row shows in Disable Status.
Click Admin > Deploy Changes.
Open the SentinelOne Connector page, and click Enable on the new SentinelOne input.

The status updates to Active and the Last Data Received column shows the current date and
time.

Add more inputs or close the page.

Open the Log Activity tab and see new events arrive in the QRadar console.

Note: The QRadar Connector App runs on a different container. If you do not get events, verify with
IBM that they are not blocking traffic from the container.

_

+Add New Input

TCP Enabled Enabled 30 11:58:39 18/1/2023 configured  Edit Delete

uoP Enabled Enabled 30 19:00:29 12/1/2023 configured Edit Delete
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Recommended rule to leverage SentinelOne data:

Important Note: The Sentinelone New Threat rule is available in Qradar Connector v2.0.0 and above.
To Enable the Rule:

Login into your Qradar console.
Click Offenses > Rules.
Enter Sentinelone in the Search filter.

Select the Sentinelone New Threat rule.

o M 0 Dbd =

Click Actions > Enable.

IBM QRadar

Dashboard

Offenses Display: [ruies v Group: Selecta group. o R sentnelone View the 1BM App Exchange for more. (]

New Event Rule

My Offenses Performancea Rule Name Group Rule Category abled Response  Event/Flow Count  Offense Count Origin Creation Date Modification Date

Y —— New Flow Rule
SentinelOne New . SentinelOne Custom Rule Dispatch New Event 0 19 May 2023, 12:06 9 Aug 2023, 07:27

Al Offenses  — New Common Rule

B Category % EnableDisable

By Source IP T TpTeate
Open

By Destination IP © Deete

By Network [ Assign Groups

@ Historical Correation

[Apply Sentineione New Threat on events which are etected by the Local system
land when the event(s) were detected by one of more of SentinelOne API

land NOT when the event(s) were detected by one or more of Custom Rule Engine
land when the event matches ThreatiD (custom) is not NIA

Notes

Performance Analysis

This rule has not yet had a detailed analyss.

These steps are required for enabling the rules when for Connector version below v2.0.0:

To correlate and search for threat events easily, we recommend you use a custom offense rule.
1.  Open the Offenses tab and click Rules.
2. From the Actions menu, click New Event Rule.
3. Inthe Rule Wizard, select and edit the values to target SentinelOne events:
+ and when the event(s) were detected by one or more of SentinelOne API

* and NOT when the event(s) were detected by one or more of Customer Rule Engine-8
u gradar742

» and when the event matches ThreatlD (custom) is not N/A

Rule Wizard -]

a Rule Wizard: Rule Test Stack Editor
i

i =
Which tests do you wish to perform on incoming events?

Test Group | Al w [Export a3 Buiking Biock.

when the local network is one of the following networks

when the destination network is one of the following networks
when the IP protocol is one of the following protocols

when ihe Event Payload contains this string

when the source port is one of the lollowing ports

when the destination port is one of the folowing ports

when ihe local port is one of the Toowing ports

when the remote port is one of the foliowing ports

whan the source IP is ona of the following IP addressas

when the destination IP is one of the following IP addresses

cCoOGGCo00|

Rule (Click on an underlined value to edit it}
Invalid tests are highlighted and must be fixed before rue can be saved
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4. Inthe Rule Response window, add these properties:

Rule Wizard

Rule Action
Severity

Credibility

Relevance

Indax ofense based on

| Annotate this offense:

Annolale event

Rule Response

Dispaich New Event

Event Detalls:
Severity 5 w  Credibility

| Annatate this offense

Index offenss based on

a Rule Wizard: Rule Response

Choose the aclion(s) 1o take when an event ocours thal Iriggers s rube

B Ensure the detected event is part of an oftense

~linglude detected events by ThreatiD {cusiom) from this point forward, in the offense, for second(s)
|_|Bypass lurthes nule coralation event

Cheose the response(s) 1o make when an event triggers this rule

Enter the details of the event io dispatch
Event Name: Sentinglng New threal

Evenl Dascription: SentinelOne Naw threat

High-Level Category: Suspicious Activity v | Low-Level Category: Suspicious Activity L

E3Ensure the dispatched event is part of an offenae

= |B]

ThreatiD {custom) -

10w Relevance 10w

ThreatlD {custom)

Rule Name

SentinelOne New Threat

Rule Logic

And when the event(s) were detected by one or more of SentinelOne APl And
when the event matches ThreatID (custom) is not N/A

Building blocks

None

Rule Action

Ensure the detected event is part of an offense > Indexed based on ThreatiD
(custom)

Rule Response

Dispatch New Event:

Event name: SentinelOne new threat
Description: New threat by SentinelOne
HLC: Suspicious activity

LLC: Suspicious activity

¢ Ensure the dispatched event is part of an offense > Indexed based on
ThreatID (custom)

* This information should set or replace the name of the associated

offense(s)
Response Limiter None
Notes None
Dependencies Sentinelone API Custom Properties: > ThreatID (custom)

5. Optional: To begin watching events immediately, click Enable this rule.

6. Review the Rule Summary and click Finish.
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Main Capabilities of the QRadar Connector App

» Event Types: The App has mapping for all SentinelOne event types that were available until
Management Console version North Pole GA. You can manually map events from later
versions.

» Threat Property Mapping: The app has specific rules to give visibility to the main threat
properties in the Ul. When you open a threat-related event, the main properties automatically
show in the QRadar Ul.

« [Ofrse @MapEvent . Foapostve [§) ExvactPropary Q) Prvous @ Next  Z3Prn (§ Obuscston ¥

Now Threat Not Miigated
Unkno

Now Threat Not Miigated

© [Feevance : Severty [s Greditty 5
Nora
ars, 202, 859590 storage e ars, 200, 854390 Log SourcaTime s, 2621, 20700 A
wasa
[ sentnelone
ostrzsersnzeiezsz
[
TossomisenAAT
Nore
ComputerNamo custom) | DESKTOR
Contiance Lovet custom) | malcious
Filename (custom) | (@WanaDecryptor@.exe
waesT
Tosroosossrianesz
Nore
I 45356290461,
st
[ osttorrosiatoassss
osirzserrasrezszs
Oomain Default Domain
Source and Destination nformation
source P Destnaton P
Sourco Asee Name A Destnaton Aeset Nam A
Sourc Por o Destnaton Por o
o AT 5o Pro AT D
Pre NAT Sou o Pre NAT De To
Post NAT Sc Post NAT T

Source IPve 00000000 Destination IPve 00000000

Sourco MAC 000000:00:00:00 Destination MAC 00000000:00:00

Payload Information

» Correlate events based on ThreatID: When you use the SentinelOne recommended
custom offense rule, it is easier to find all the related events with one click.

= IBMQRadar
Dashboard  Ofeoses  LogAcivity  NetworkActity  Assets  Ropors  Admin  HoloWord Pre-Veldation
Offenies Al Offenses > Oftense 71671 (Summary)
Wy Otfegses Offense 71671 [@iSummary Display ¥ [F]Events  Flows Actons v (23 Print 2]
Atorenes e i — sty [0 coamuy, |2
By Category Offense Type )
Description
By Source P )
Source IP(s) Muliple 2) start Fab 6, 2021, 10:42:59 Al
By Destination IP I b
Destination IP(s) 16925034 Duration 1oma7s
By et Network(s) other Assigned to Unassigned
Rules

Offense Source Summary.

| custom property vae. | 10714414s1508171953 [

{otenses B Bnarons 20w

Last 5 Notes Notos [ AddNoto

Notes Username Creation Date

Noresults were retumed.

Last 5 Search Results

7 Soacn R
Magnitude Started On Ended On Duration Events/Flows
No results were retumed.
Top 5 Source IPs P
Soumee Magnitude Location Vulnerabillty User mac Weight Offenses Destination(s) Last EventFlow Events/Flows
169, ather No Unknown Unknown NIG [ 72328 o 224 120 23m 555 953872
wazs South Korea No Urknown Unknown NI ) 2 ) 20430 9m st 20384
Top 5 Log Sources s
Name Description Group Events Offenses Total Events

Custom Rule Engine-8 : radar72 Gustom Rule Engine 1,028 zste 487,426

st dsm 4 1.028 0 473501

Top 5 Users G

Elapsed time: 0:00:00.908.



API for QRadar Connector App

QRadar :
GET : config/event_sources/log_source_management/log_source_types/{id}

Retrieves log source type by id.
Response :
{
“Supported_language _ids” : [
1], “Internal” : false,
“Log_source_extension_id”
1, “Protocol_types” : [
{
“Protocol_id” : 0,
“Documented” : false
3
{
“Protocol_id” : 0,

“Documented” : false

1,

“Custom” : true,
“Name” : “SentinelOne
API”, “Id” : 4001,
“Version”: null,

“Uuid” : “4ef6c3b2-1931-4b14-b55¢-0ff45ad7001c”

GET :
config/deployment/hosts
Retrieves the list of deployed
hosts. Response : [ "events",

"flows",
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"simarc",

"statistics

GET : config/event_sources/event_collectors
Retrives list of all event collectors

Response :
[
{

“‘Name” : “eventcollectorO ::
ip-172-31-40-69”, “Host_id” : 53,
“Componenet_name” :
“eventcollector0”, “Id” : 7
}
]

POST : config/event_sources/log_source_management/log_sources/
Creates a new log source
Json data is required i.e; log_source_data.
Response :
{
"coalesce_events":
true, "credibility": 42,
"deleted": true,
"description":
"String",
"disconnected_log_collector_id":
42, "enabled": true,
"gateway":

true,
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"group_ids": [
42
1,
"id": 42,
"language_id": 42,
"log_source_extension_id": 42,
"name": "String", "parsing_order":
42, "protocol_parameters": [
{
"id": 42,
"name": "String",

"value": "String"

1,
"protocol_type _id": 42,
"requires_deploy": true,
"sending_ip": "String",
"store_event_payload": true,
"target_event_collector_id":
42,
"type_id": 42,
"wincollect_external_destination_ids
"

42

1,

"wincollect_internal_destination_id": 42
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GET: /config/event_sources/log_source_management/log_source_types'?filter=name%3D%22{}%22'

Retrieves a list of log sources according to the logSource type id like sentinelone,cybereason etc.
Sample Response :
{

"sending_ip":

"169.254.3.8", "internal":

false,

"protocol_parameters": [

{

"name":
"incomingPayloadEncoding"”, "id":
1,

}

"name": "identifier", "id": 0,

"value": "SentinelOne"

1,

"description": "UnityOne
device", "coalesce_events"
true, "enabled": true,

"parsing_order": 1,

"average_eps":0,

"group_ids": [
0

1,

"credibility": 5,

"id": 264,

"store_event_payload": true,
"target_event_collector_id": 7,

"protocol_type_id": O,
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"language_id": 1,

"creation_date": 1676961225355,
"wincollect_external_destination_ids": null,
"log_source_extension_id": null,
"name": "UnityOne @ SentinelOne",
"modified_date": 1676961225355,
"auto_discovered": true,

"type_id": 19,

"last_event_time": 1676980886909,
"requires_deploy": false,
"gateway": false,
"wincollect_internal_destination_id": null,
"status": {

"last_updated": 0
"messages": [

{
"severity": "ERROR",
"text": "Events have not been received from this Log Source in over 720
minutes.", "timestamp": null
}
1,



Sentinelone API :

GET -

Ithreats/{threat_id}/explore/events

Get all threat events.

Response :

{

"data": [

{

"activeContentFileld": null,
"activeContentHash": null,
"activeContentPath": null,
"agentDomain": "myguest.virtualbox.org",
"agentGroupld": "1594943021508472481",
"agentld": "1620860299252988044",
"agentinfected": true,

"agentlp": "117.96.237.188",
"agentlsActive": true,
"agentlsDecommissioned": false,
"agentMachineType": "server”,
"agentName": "Ubuntu-Engineering",
"agentNetworkStatus": "connected",

"agentOs"; "linux",

"agentUuid": "43b99a99-09b0-7c54-5b69-822cbc34a928",

"agentVersion": "22.3.3.11",

"connectionStatus": null,

"createdAt": "2023-02-20T14:59:07.999000Z",

"direction": null,
"dnsRequest": null,
"dnsResponse": null,
"dstlp": null,
"dstPort": null,

"eventType": "Process Creation",

() sentinelOne
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"fileFullName": null,
"fileSha1": "9df2e83b282ec552ad53e4d1bfb192f2c55f8d5f",
"fileSha256": null,
"fileSize": null,
"fileType": null,
"hasActiveContent": null,
"id": "1624675162219761759",
"indicatorCategory": null,
"indicatorDescription": null,
"indicatorMetadata": null,
"indicatorName": null,
"loginsBaseType": null,
"loginsUserName": null,
"md5": null,
"networkMethod": null,
"networkSource": null,
"networkUrl": null,
"objectType": "process",
"oldFileMd5": null,
"oldFileName": null,
"oldFileSha1": null,
"oldFileSha256": null,
"parentPid": null,
"parentProcessName": null,
"parentProcessUniqueKey": null,
"pid": "2922",
"processCmd": null,
"processDisplayName": "gedit",
"processGroupld": "45593bcb-4be1-2bd0-8e03-3eaaafc047c7",
"processlimagePath": null,

“processimageSha1Hash": "9df2e83b282ec552ad53e4d1bfb192f2c55f8d5f",
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"processintegrityLevel": null,

"processlsRedirectedCommandProcessor": null,

"processlsWow64": null,
"processName": "gedit",
"processRoot": "True",
"processSessionld": null,
"processStartTime": null,
"processSubSystem": null,
"processUniqueKey": "45593bcb-4be1-2bd0-8e03-3eaaafc047c7_2922",
"processUserName": null,
"protocol": null,
"publisher": null,
"registryClassification": null,
"registryld": null,
"registryPath": null,
"relatedToThreat": true,
"rpid": null,
"sha1": "9df2e83b282ec552ad53e4d1bfb192f2c55f8d5f",
"sha256": null,

"signatureSignedInvalidReason": null,

"signedStatus": null,

"siteName": "Test",

"srclp": null,

"srcPort": null,

"storyline": "45593bcb-4be1-2bd0-8e03-3eaaafc047c7",
"taskName": null,

"taskPath": null,
"threatStatus": "marked_as_benign",

"tid": null,

"trueContext": "45593bcb-4be1-2bd0-8e03-3eaaafc047c7",

"user": null,



"verifiedStatus": null

}
]

"pagination”: { "nextCursor": null, "totalltems": 2

}
}

GET - /web/api/v2.0/activities

Get the activities, and their data.

Response :

{

"data": [

{

"accountld": null,
"accountName": null,

"activityType": 26,

"activityUuid": "1a845274-8ea1-42b1-9a21-f257d8ab092a",

"agentld": null,
"agentUpdatedVersion": null,
"comments": "Union Square#59",
"createdAt": "2023-01-05T11:08:15.3981232",
"data": {

"accountName": null,
"buildVersion": "Union Square#59",
"fullScopeDetails": "Global",
"fullScopeDetailsPath": "Global",
"groupName": null,

"ipAddress": null,

"scopelevel": "Global",
"scopeName": ",

"siteName": null
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"description": null,
"groupld": null,
"groupName": null,
"hash": null,

"id": "1591219074568817147",

"osFamily": null,

"primaryDescription": "The management console was updated with build Union Square#59.",
"secondaryDescription": null,

"siteld": null,

"siteName": null,

"threatld": null,

"updatedAt": "2023-01-05T11:08:15.386498Z",

"userld": null

}
]

pagination": { "nextCursor":
"eyJpZF9jb2x1bW4i0iAiIQWNOaXZpdHkuaWQiLCAiaWRfdmFsdWUIOIAXNTkxMjESMDCcONTY
40DE3MTQ3LCAIc29ydF9ieV9jb2x1bW4iOiAiQWNOaXZpdHkuaWQILCAIic29ydF9ieV92YWx1
ZSI6IDE1OTEYMTkwNzQ1Njg4dMTcexNDces ICJzb3J0X29yZGVyljogimFzYyJ9",

"totalltems": 15992

}
}



