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Configuring an Environment to use IBM Example Scripts

• https://github.com/IBM-Security/isam-support/tree/master/ci



Demonstrating a User Report Creation

• https://github.com/IBM-Security/isam-support/tree/master/ci/Reports



Demonstrating a User Report Creation



$ get-token.sh rholman.ice.ibmcloud.com 5894607a-c176-46bc-bb32-534658ccaaa6 Y2k98lXExA

{"access_token":"0DEArauZA3LS2FmmdJXMd016AFOTWWYo5zTPPe8C","scope":"openid","grant_id":"eb17cfaa-00b8-441f-b929-
59d385eb5cd9","id_token":"eyJhbGciOiJub25lIn0.eyJyZWFsbU5hbWUiOiJjbG91ZElkZW50aXR5UmVhbG0iLCJhdF9oYXNoIjoidGVILXRnRVl6WmtMemhQcUxFVFdtdyIsImV4dCI6eyJ0ZW5hbnRJZC
I6InJob2xtYW4uaWNlLmlibWNsb3VkLmNvbSJ9LCJpc3MiOiJodHRwczovL3Job2xtYW4uaWNlLmlibWNsb3VkLmNvbS9vaWRjL2VuZHBvaW50L2RlZmF1bHQiLCJhdWQiOiI1ODk0NjA3YS1jMTc2LTQ
2YmMtYmIzMi01MzQ2NThjY2FhYTYiLCJzdWIiOiI1ODk0NjA3YS1jMTc2LTQ2YmMtYmIzMi01MzQ2NThjY2FhYTYiLCJpYXQiOjE1OTA0MzUzMjcsImV4cCI6MTU5MDQ0MjUyN30.","token_type":"Be
arer","expires_in":7200}

$ export access_token=0DEArauZA3LS2FmmdJXMd016AFOTWWYo5zTPPe8C

$ export tenant=rholman.ice.ibmcloud.com

$ cd ..

$ cd Reports

$ reports.sh ${tenant} ${access_token} auth_audit_trail auth_audit_trail_failure.json

{"response":{"report":{"hits":[

{"_index":"event-authentication-2020.5-000001","_type":"_doc","_source":{"geoip":{"country_iso_code":"US","country_name":"United
States","region_name":"Texas"},"data":{"result":"failure","subtype":"user_password","subject":"UNKNOWN","origin":"108.232.177.211","realm":"cloudIdentityRealm","username":"Test2"},"t
ime":1590433146811},"_id":"5d5c0abc-8023-4e61-803d-d4ad8df95638","sort":[1590433146811,"5d5c0abc-8023-4e61-803d-d4ad8df95638"]},

{"_index":"event-authentication-2020.5-000001","_type":"_doc","_source":{"geoip":{"country_iso_code":"US","country_name":"United States”,"region_name":"Texas"},"data":

{"result":"failure","subtype":"user_password","subject":"UNKNOWN","origin":"108.232.177.211","realm":"cloudIdentityRealm","username":"Test1"},"time":1590433134222},"_id":"4e195b28
-e3e6-49fc-b174-a9d64bec003b","sort":[1590433134222,"4e195b28-e3e6-49fc-b174-a9d64bec003b"]}],"total":2}},"success":true}

Demonstrating a User Report Creation



By utilizing this functionality provided by Cloud Identity, it will allow you to 
administer many aspects of your tenant without the need for engaging Cloud 
Identity Support.

Summary



Ask the panelists a question now

Enter your question in the Q&A area

Ask a question after this presentation

You are encouraged to ask follow-up questions in the Support forums: https://www.ibm.com/mysupport/s/forumshome

IBM Cloud Identity forum
http://ibm.biz/CloudIdentity-SupporForum

Questions for the panel

https://www.ibm.com/mysupport/s/forumshome
http://ibm.biz/CloudIdentity-SupporForum


IBM Cloud Identity Forum:

https://www.ibm.com/support/pages/node/266959

Security Learning Academy:

https://www.securitylearningacademy.com/local/navigator/index.php?level=cid001

IBM Knowledge Center for IBM Cloud Identity:

https://www.ibm.com/support/knowledgecenter/SSCT62/com.ibm.iamservice.doc/kc-homepage.html

IBM Coud Identity Support:

https://www.ibm.com/mysupport/s/topic/0TO500000002XbyGAE/cloud-identity?language=en_US&productId=01t50000004Y4A8AAK

Useful links:
Get started with IBM Security Support IBM Support

Sign up for My Notifications IBM Security Community

Follow us:

www.youtube.com/user/IBMSecuritySupport twitter.com/askibmsecurity http://ibm.biz/ISCS-LinkedIn

For more information

https://www.ibm.com/support/pages/node/266959
https://www.securitylearningacademy.com/local/navigator/index.php?level=cid001
https://www.ibm.com/support/knowledgecenter/SSCT62/com.ibm.iamservice.doc/kc-homepage.html
https://www.ibm.com/mysupport/s/topic/0TO500000002XbyGAE/cloud-identity?language=en_US&productId=01t50000004Y4A8AAK
http://www.ibm.com/support/docview.wss?uid=swg27045701
https://www.ibm.com/mysupport
http://www-01.ibm.com/software/support/einfo.html
https://www.ibm.com/security/community
http://www.youtube.com/user/IBMSecuritySupport
https://twitter.com/askibmsecurity
http://ibm.biz/ISCS-LinkedIn
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