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The Power of Authorized Code

APF
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System Integrity Summary

It’s the property of a system that prevents the circumvention 
of security mechanisms

In z/OS, it’s the prevention of an unauthorized program from:
• Bypassing store or fetch protection
• Bypassing SAF/RACF protection
• Obtaining control in an authorized state
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The APIs of Authorized Code

The upcoming vulnerability patterns are focused on
• Program Calls (PCs) 
• Supervisor Calls (SVCs)

These APIs need to use special instructions such as
• MVCSK
• MVCDK
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A critical keyword of the ETDEF service:
AKM (Authorization Key Mask) #1

#1 - The Unintentionally Authorized PC
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#2

#2 – Generally Untrusted Registers

Parameters

R1
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#3

#3 –Untrusted Indirect Parameters

Parameters & 
pointers to more 

parameters

R1
Indirect 

parameters

Doubly indirect 
parameters

Variable length 
output area



Copyright 2022 IBM Corporation Enterprise Knights Insights on IBM Z

#4

#4 – Control Block Masquerade

Parameters & 
pointers to more 

parameters

Input/output 
token

Control Block

R1
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#5

#5 – The Buffer Overflow

Large variable-length 
input area, key 8

Designated area by 
the authorized 
program for the 

expected copy, key 0

Overflow danger area 
if boundary checking 

is skipped
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The IBM Z and LinuxONE Security Portal

IBM utilizes internal and external sources to uncover potential 
vulnerabilities. IBM Z offers a Security Portal that allows clients to 
stay informed about patch data, associated Common Vulnerability 
Scoring System (CVSS) ratings for new APARs and Security Notices to 
address highly publicized security concerns.
See more at: https://www.ibm.com/it-
infrastructure/z/capabilities/system-integrity

https://www.ibm.com/it-infrastructure/z/capabilities/system-integrity
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zACS
The IBM z/OS Authorized Code Scanner
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The IBM z/OS Authorized Code Scanner (zACS) dynamically scans 
the client’s authorized code and provides diagnostic information for 
subsequent investigation as needed. Upon purchase or as part of a 
proof-of-concept agreement, it is activated via IFAPRDxx in parmlib:

PRODUCT OWNER('IBM CORP’) 
NAME('z/OS’) 
ID(5650-ZOS) 
VERSION(*) 
RELEASE(*) 
MOD(*) 
FEATURENAME('ZACS’) 
STATE(ENABLED)

Documentation can be found here: www.ibm.biz/zacskc2020

Enabling the feature

http://www.ibm.biz/zacskc2020
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