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Authentication is the beating heart of security. The most fundamental action in all of IT is to
identify “who you are,” and authentication is the building block that answers that question.
Now more than ever, businesses and governments across industries—and particularly those

in highly regulated spaces—must do everything they can to detect threats to their mission-
critical corporate information and applications.

In this session, we will discuss how leading businesses are deploying multi-factor
authentication to stop hackers and protect their assets
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Why is a multi-
factor solution
needed on IBM Z7? ‘




IBM Z systems are
more connected than
ever.

This has made them

more vulnerable to
outside threats.
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Current Security Landscape

\

=1 81% 64%

i Number of breaches due to stolen p— || Number of security incidents that
and/or weak passwords.! are from insider threats. 2

(18% worse than prior year)

010 010
010 012

-~ \UBSE The average total cost The average total cost
of a data breach.3 from insider-caused incidents.?

F=wl $3.9 million —) 58.8 million

Criminals are identifying key employees at organizations and exploiting them with
savvy phishing attacks to gain initial access to the employees’ system and steal

their account credentials.

12017 Verizon Data Breach Investigations Report
2 ponemon: IBM Security 2018 Cost of Insider Threats
3 Ponemon: IBM Security 2019 Cost of Data Breach Study




Compliance, Compliance, Compliance

PCI DSS v3.2

@ DSS
Note: This is a best practice until January 31, 2018, after which it became a requirement > COMPLIANT
DFS 23 NYCRR 500

Note: Effective March 1, 2017, reporting required as of February 15, 2018

NIST SP 800-171

Note: This requirement is effective December 31, 2017

HITRUST 9.3

Note: This requirement is effective February 20, 2020 HITRUST

Regardless of specific compliance requirements, MFA on IBM Z is a security best practice




How are users authenticating without MFA?

Users authenticate with:

*( Passwords

» Password phrases
» Digital Certificates
» via Kerberos

Problems with passwords:
« Common passwords
» Employees are selling their passwords
* Password reuse
* People write down passwords
* Malware
« Keylog
» Password cracking
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History of Authentication

* 1976: User identification/verification

* 1981: Password processing support Majority of mainframe environments

* 1984: DES password encryption option are using 35+ year old technology to

 1994: DES as password default protect their critical assets!

* 1999: PROTECTED user IDs

* 2004: Password enveloping and LDAP change log support

e 2005: Mixed case passwords and Detect or prevent password recycling

e 2006: Password phrases from 14 to 100 characters in length

e 2007: Password phrases from 9 to 13 characters in length

« 2008: Password phrase exploitation and more granularity on password reset

e 2013: RACF_ENCRYPTION_ALGORITHM health check (Rolled back)

e 2014: KDFAES password support, Additional special characters, Password phrase only users

e 2015: Elimination of the need for an ICHDEXO1 exit to eliminate the RACF masking algorithm,
ADDUSER will no longer assign a default password, RACLINK support of password phrases

e 2016: Multifactor Authentication
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The majority of
known data
Dreaches on the
mainframe are
Inked to a
compromised
password.




IBM Z Multi-Factor Authentication

Raise the assurance level of critical applications, data,
identities and hosting environments

Achieve regulatory
compliance and meet
best practices (PCI-
DSS, DISA-STIG...)
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Gain flexibility with
support and
integration for the
broadest array of
factors and vendors

Extend IBM RACF
with no changes to
authenticate users
with multiple factors

Fast, flexible, deeply
integrated, easy to
deploy, manage and
use

IBM Z Multi-Factor Authentication (5655-MA1)
IBM Z Multi-Factor Authentication S&S (5655-MA2)
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What is multifactor authentication?

SOMETHING THAT YOU KNOW

SOMETHING THAT YOU HAVE
-Usernames and passwords

-1D Badge
-PIN Code -One time passwords
-Time-based
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SOMETHING THAT YOU ARE
- Biometrics
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What works with IBM Z MFA?

Proprietary Protocol: R SA
== Microsoft Azure mtox -| ‘ RSA
IBM

T&U RADIUS Based Factors: _ )
i callsign’ ©NE IDENTITY Visymantecvie  OKEQL «» WwASCCS
T @onite
= . ,| RAPIDIDENTITY"
TOTP Support: IBM @a GO g|€ ’ Ot wih ety
IBM Q) AUTHY
N Certificate Authentication: S L o @’ - e 1
. flrees? iy
_8
°
. d4/p h _ RACF Password/Passphrase can be used in conjunction with qég«t\:‘}‘
assword/Passphrase: all in-band authentication methods. . v““%

IBM Security / © 2019 IBM Corporation

12



Target Personas for MFA

Question: Who should be covered with MFA?
Answer: Everyone

Employees that Employees that have Users that have
work with personally authority over managing knowledge of Corporate
identifiable info. RO Intellectual Property

Business Partners - Users managing key IT
that access YOUR data assets

Brokers. Traders - Agents — Travel, - Systems Programmers
* Human Resources Analysté g - Executives Insurance - Security Administrators
+ Healthcare workers Tl + Engineers - Contract organization — - Database il
Outsourcers
+ Law Clerks - Payroll Developers
DMV Clerks - Credit Card Processing

-

Y !
Target personas for IBM MFA include anyone with access
to data a client would not want released to the public

o
>
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RACF Support

* RACF’s MFA support introduces extensions to a variety of components of RACF

— User related commands
* Allow the provisioning and definition of the acceptable MFA tokens for a user

— Extensions to authentication processing
* Allows supported tokens to be used by any z/OS application

— Extensions to SAF programming interfaces
* Provides a new SAF service for IBM MFA allowing access to MFA data stored in the RACF database

— Auditing extensions
* Tracks that MFA was used during the authentication process for a given user

— Utilities
* RACF Database unload non-sensitive fields added to the RACF database used by MFA processing
* SMF Unload — unloads additional relocate sections added to SMF records
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IBM Z Multi-Factor Authentication

* MFA ISPF panels for configuration and management of
authentication tokens

* MFA Web Interface: Out-of-Band
— User Interface supports factors such as Smart Cards and serves as
web interface for registration — depending on factor type

* MFA Manager Services
— Provides MFA main logic
— Register MFA Factor Data for a user ID
— Validates a user provided factor against RACF MFA Data
— Accesses MFA Data via SAF/RACF via callable services
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Runs completely on IBM Z!!!

Web Server
ISPF Panels

z/OS (z/VM) MFA Manager

TOTP
RSA

PC
Routine

RADIUS

MFA Framework

Certificates

Translation Layer
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Architecture Review: Logging in with MFA credentials

IBM MFA
Cache | TOTP
Services
Jre— | | RADIUS Server @
RADIUS * 1
IBM

<
o
3
PIV/CAC
E /! I~ \ MFA Web Server
: Out-of-Band
w
=
Yubikey
IBM
] Security
- Verify
- ISVA Access

- Can also be configured via RADIUS
using FreeRADIUS.
Logon with RADIUS Token:

A) User logs on with User ID & Token

[] B) RACF determines if the user is an MFA user & calls IBM MFA
C) IBM MFA queries RACF DB to retrieve user's MFA factor details
D) IBM MFA validates the user's authentication factors with the Authentication Server, gets OK/Fail back

D E) RACF uses IBM MFA status to allow or deny the logon
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Logging on with MFA credentials

@-@ IBM z/0S Management Facility
Application, Subsystem

Welcome to z/OS

205 usEr 10

Authentication dialogue

/0 PASSWORD

SAF

RACF DB

MFA Framework

TOTP

RSA Securid

RSA Generic

PIV/CAC
CERT

v

000147678169 | Qptions v &

6760 2680

Re-enter PN (Copy)
L&Y securio

A 4

ISAM

LDAP

Password

Pass Ticket

Generic
Radius

SafeNet

Yubikey




Example: User logs in w/ IBM Security Verify and RACF password

Password:

272448

RS13TOTP

PDBALTERSIZTOTP

272 448

» User authenticates with compound in-band by entering:
* The IBM Verify token code (or other TOTP App)
* A colon (configurable separator character)
* Their RACF password / password phrase

» All together in the password phrase field
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@ S3 - RS13-24 - Rocket BlueZone Mainframe Display
File Edit Session Options Trarkfer View Sciipt Help

LEd =

Enter LOGON parameters below: RACF LOGON parameters:

I'DBAILT

Enter an 'S' before each option desired below:

PF1/PF13 ==> Help PF3/PF15 ==> Logoff PAl ==> Attention PA2 ==> Reshow
You may request specific help information by entering a '?' in any entry field

S3/C Ready (1) 192.168.55.113 $13TCP03 NUM 08, 020




User Provisioning with RACF

» Activate the MFADEF class:
 MFADEF Class must be active for MFA authentication processing to occur

SETR CLASSACT (MFADEF)

» Define the factor profile:

RDEFINE MFADEF FACTOR.AZFSIDP1

» Add the factor to the RACF userID:
» Adds factor to the userID
« Activates the factor — JOEUSER is now required to authenticate to RACF with MFA credentials
* Adds a factor specific tad — SIDUSERID — associates RSA SecurlID userID with RACF userID

ALU JOEUSER MFA (FACTOR (AZFSIDP1) ACTIVE TAGS (SIDUSERID:JOE1)

» Useris provisioned:
« JOEUSER must now authenticate to RACF with RSA SecurID token and PIN



What if something doesn’t work?

Some applications have authentication properties which can prevent MFA from working properly:
— Length of password field — Some MFA credentials are longer than 8 characters
— Replaying of passwords — MFA credentials are one time use

IBM Z MFA was architected with this in mind and provides a variety of accommodation mechanisms.

1. Selective Application Exclusion
. Exempting MFA processing for certain applications:
. Allows a Security Administrator to mark certain applications as excluded from MFA
. Allows a user to logon to that application using their non-MFA credentials

2. PassTicket Support

. Allows the Security Administrator to indicate that an MFA user can authenticate with a PassTicket instead of an ACTIVE MFA factor. New
special MFA PassTicket Factor

3. Out-of-Band Support

. Allows users to authenticate with multiple factors directly to IBM MFA and receive a logon token
. The pre-authentication logon tokens behavior can be customized as needed
. Controls to allow tokens to be single use or re-useable and how long a token is valid

IBM Security / © 2019 IBM Corporation
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Session Managers

Provides a nice single sign-on experience on the mainframe

*  Session Manager needs to be configured to work with PassTickets
*  Userlogs on to the Session Manager with MFA credentials

*  Subsequent calls to other applications, Session Manager will generate a PassTicket to authenticate
*  Requires an additional factor for the user: AZFPTKT1

NOTE: Session Manager must support PassTickets

IBM Security / © 2019 IBM Corporation 21



What’s new in IBM MFA thru the years

ISAM Integration (ISAM pick up OTP, CIV Integration via RADIUS)
Native Yubikey

LDAP Simple Bind

Policy First Update

JWT Support

Out of Band - National Language Support & Customization

Self-Service Password Change

IBM Security / © 2019 IBM Corporation



New Operating System — z/VM

» Inaddition to z/OS we now support z/VM
» Leverages Out-of-Band channel
» Most factors that are supported on z/OS will work on z/VM
* One Solution - One License
* Innovative Packaging
* Ordervia ShopZ, get both operating systems
* Pick and choose which one to install

Why is this important?

z/VM is not exempt from MFA requirements

IBM is the only vendor who can support both z/OS and z/VM with the same solution
One vendor is more desirable
Leverage existing MFA infrastructure

IBM Security / © 2019 IBM Corporation 24



Protection beyond the z/OS Sysplex Boundary

* Support the production of secure credentials that can be used both within and beyond the boundary of
the sysplex where the credential was generated.
* New factor AZFCKCTC

Why is this important?

* Most clients will be interested in cross sysplex support
« Simplifies MFA configurations in large environments

IBM Security / © 2019 IBM Corporation
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New Operating System — Linux on Z

« Inadditiontoz/0S and z/VM we now support Linux on Z

« Supported on Red Hat and SUSE Linux Enterprise Server (SLES)

» Use MFA web services to present an in-band authentication flow to PAM-enabled
applications for Linux

» Enabled on a per-application basis by editing the PAM configuration

* One Solution - One License

* Innovative Packaging
* Ordervia ShopZ, get all three operating systems
* Pick and choose which one to install

Why is this important?

Linux on Z is not exempt from MFA requirements

IBM is the only vendor who can support both z/OS, z/VM and Linux on Z with the same solution
One vendor is more desirable
Leverages existing MFA infrastructure

IBM Security / © 2019 IBM Corporation
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Multiple Factor Instances os only)

» Support for multiple instances of certain factors
« Eg. Multiple, different, RADIUS factors

» Currently for factors that rely on external network services:
» All RADIUS factors
* All RSA SecurlID variants
 LDAP Simple Bind
* AZFCKCTC (special factor for remote CTC checking)

Why is this important?

» For service providers or other customers with segmented user populations
» Different user populations supported by the same RACF database can authentication against
distinct RADIUS servers

IBM Security / © 2019 IBM Corporation
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New Factor for RSA REST API (z/OS and Linux on 2)

« Recent RSA Authentication Manager servers (8.2 or later) support an HTTPS
API called the SecurID Authentication API
» Three methods for provisioning RSA
» AZFSIDP1 - proprietary UDP protocol
« AZFSIDR1 - RADIUS
» AZFSIDP3 - New REST API
* For new customers that already use RSA SecurID, recommend they start here

Why is this important?

« Superior ease of configuration
» From a crypto perspective, this offers strong and industry-standard security for user credentials

IBM Security / © 2019 IBM Corporation
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Policy Authentication Web Interfaces (zos and Linuxon 2)

* Provides formal support and documentation for the MFA Web Interface APIs
* Fully documented in Appendix C (Installation and Customization Guide)

Why is this important?

* Allows you to write applications to interface with MFA Web Services
» Ability to provide custom interfaces

IBM Security / © 2019 IBM Corporation
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Certificate Auto-approval /os only)

* New configuration setting
» This setting has three options:
« N -for “Never”, default, require admin approval
« E-for “ESM”
» Uses InitACEE to test for a pre-existing mapping that confirms a match
between the presented X.509 certificate and the enrolling User ID
« If a match is confirmed, the enrollment is auto-approved
 A-for”Always”
* Auser who successfully completes self-service enrollment (by
providing a trusted certificate and a correct User ID / Password
combination) is immediately placed into REGSTATE:APPROVED.

Why is this important?

» For large scaled deployments at customers using certificates
* Reduces administrator overhead (avoid approval step)

30
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New CTC Features

1. CTC Masking (z/0S and Linux on Z)

. When enabled in STC settings, changes the end-user display so that the CTC value is initially hidden (but easily

copied or revealed if needed)
. Previously CTC was displayed in clear text (default behavior)

2. Invalidate CTC /osonly)

. New console modify command for emergency use
In SDSF, for example:
/f AZF#INOO,CLEARCTCS <UserID>

. Works differently depending on the cache mode
. Scoped to the Cache Name used by task that was targeted by the command
. Not available at GA; customers will need to apply APAR PH43579 when available

Why is this important?

* Reduces the chance of a CTC being compromised
» Improved security; provides a mechanism to remove all CTC’s to reduce a potential threat

IBM Security / © 2019 IBM Corporation
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Factor/Instance Statistics Collection os only)

New console modify command for diagnostic purposes
In SDSF, for example:
/T AZF#INOO,PLUGSTATS <factorName>
/T AZF#INOO,PLUGSTATS <factorInstanceName>
/T AZF#INOO,PLUGSTATS *ALL*
Currently only logs details to SYSPRINT when the STC is running at trace level 3
A foundation for future work

Why is this important?

» Betterdiagnostic data

IBM Security / © 2019 IBM Corporation
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IBM Z MFA Support in zZSecure

zSecure Admin and Audit

Selection and display of MFA fields in RACF profiles. Extra fields and formatting added for
easier display.

Selection and display of new relocate section and MFA information in SMF records.

New field available in SYSTEM report about presence of RACF MFA support.

zSecure Access Monitor
Detection and reporting of use of MFA for every RACINIT, including TSO logon.

zSecure Command Verifier

Support for parsing new command syntax.
New Policy Profiles to control management of MFA information, and updates to command
recording in Command Audit Trail.

zSecure Adapters for SIEM
Include MFA information to QRadar for analytics

zSecure Visual
User context menu extensions for MFA factors and policies; MFPOLICY edit
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Reference Material - Banking

Business challenge Transformation

Given that a single security breach can cost When clients put their financial future in your
USD 4 million on average, isn’t it time to stop hands, security has to be one of your top
relying on passwords alone? This financial priorities. This financial services provider uses
services firm sought a better way to keep key IBM® Z Multi-Factor Authentication to reduce
systems protected. the risk of unauthorized access to sensitive

data and systems, helping protect the company
from costly and damaging security breaches.

“Investing in solutions like IBM MFA helps us stay
one step ahead, and drive a more consistent,
auditable approach to authentication
management.”

—Spokesperson, Leading financial services provider

Business benefits: Leading financial services

eHnilL?ri that only prOVider Solution components
authorized users have .

e e Building a stronger line of defense

Seducos against security threats with multi-

roputation-camaging factor authentication

security breaches

Simplifies
authentication
management to save IT
teams time and effort

This financial services firm provides solutions and services to meet the needs of
institutional investors, including investment servicing, investment management, and
investment research and trading. It manages trillions of dollars in assets for clients all
over the world.
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IBM Security Community

An online digital platform to support all aspects of community

Learn: Come to one place where IBM Security customers, experts,
teams and a broader audience converge to share, solve, synergize

e o
Network: Connect with the IBM Security ecosystem through e o
engagement, education & the championing of users and their work

Share: Get equipped to solve business challenges today to deliver
tomorrow’s business outcomes. Data Science Securjy

peokSamcnals:

J > asin the discussion

4IOOO+ Members Strong! community.ibm.com/security
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ibm.com/security/community

Questions?



Thank you
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