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Migration tools for developers

Source *  WebSphere Application Migration Toolkit (http://ibm.biz/DownloadWASMigTools)
- *  Eclipse-based tooling

*  Version to Version — including Liberty

*  Third-party migration support from JBoss, WebLogic, Oracle, Tomcat

*  Cloud Migration Tool
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Binaries «  Migration Toolkit for Application Binaries (http://ibm.biz/Download WASMigTools)
; *+  Command line tooling
i il +  Version to Version (V85+) and Liberty

(AN *  Cloud migration rules
RS SRS «  WebSphere configuration to Liberty server config or WebSphere Base edition wsadmin scripts

Aggregation and *  Transformation Advisor (http://ibm.biz/cloudta)
Modernization . Powered by the Migration Toolkit for Application Binaries
. Focus on entire cell environment
. Get estimated developer time cost to modernize
. More concerned with application modernization than just version to version



http://ibm.biz/DownloadWASMigTools
http://ibm.biz/DownloadWASMigTools
http://ibm.biz/cloudta

WebSphere Migration
Toolkit for Application

Binaries

B fish JUsers/liam/Desktop

« Command line tooling — download at
https://ibm.biz/DownloadWASMigTools, use

Transformation Advisor, or WebSphere Admin

Console.

« Analyzes your application to understand its

structure, determine what technologies it uses,
and identify specific migration issues in code.

« When specifying an application in a WebSphere

cell, generates server configuration for your

choice of Liberty or WebSphere base edition.

(0) s/liam/Desktop/tls-migrated/tls-client.ear_MigrationReport.html ¢ @ T

Application Migration Report

8/11/21, 2:24 PM
/Users/liam/Desktop/tls/appbmgr/config/cells/appCell/applicatid

Scan options: --baseEdition --coreEdition --liberty --libertyBuild
Source options: --sourceAppServer=was90 --sourceJava=ibm8 --sourcd
Target options: --targetAppServer=1liberty --targetJava=ibm8

Excluded packages: ch.qos, com.fasterxml, com.ibm, com.informix,
com.sybase, freemarker, groovy, java, javax, net, oracle, org,

Technology Evaluation Summary

This table indicates which IBM platforms fully support the technologies used by you
Migration Analysis.

Recommendation: Address all severe and warning migration issues before deployil
Liberty for
Open Java on Liberty
Application Liberty IBM Cloud Core

tls-client.ear v 4 v
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EXPLORER
TLS-MIGRATED GE
[ tis-client_ear_appCell_CellDefaultkeyStore_key.p12
[ tis-client_ear_appCell_CellDefaultTrustStore_trust.p12
[ tls-client_ear_appNode01_NodeDefaultKeyStore_key.p12
tis-client.ear_MigrationReport.html
B tls-client.ear_server_sensitiveData.xml

B tis-client.car_server.xm

tis-client.ear_server.xml — tis-migrated

B tis-client.ear_serverxml X

B tis-client.ear_server.xml

1

[Hzxm1 version="1.e" encoding
<server descripti onfigy

featureManager

feature>appSecurity-2.0</feat

feature>jaxb-2.2</feature>

feature>jndi-1.0</feature:

feature>1dapRegistry-3.0</fea

feature>servlet-3.1</feature,
featureManager:

applicationManager autoExpand="+tr!
httpEndpoint host:

webApplication contextRoot
application-bnd
security-role name="u
special-subject type=
security-role.
application-bnd
webApplication:

ure

ture>

ue"/

"ALL_AUTHENTICATED_USERS"

port.

1

httpsPort="{f



https://ibm.biz/DownloadWASMigTools

Application Security and LDAP
Registries

Introduced in the binary scanner in release
20.0.0.4 (available since November 2020).



Application Security and LDAP
Registries

Global security 2 =]

P DR <featureManager>
Uses the Lightweight Directory Access Protocol (LDAP) user registry settings when users and groups reside in an external LDAP directory. When security is enabled and any of .
these properties are changed, go to Security > Global security panel. Click Apply or OK to validate the changes. < f e a-t ure > a p p S ecur l-t y -
Test connection 2 I 3 . 0</feature>
N ;
SR — <feature>ldapRegistry-
lwestby @us.ibm.com
3.0</feature>

LDAP server Security

Server user identity </featureManager>
Al © Automatically generated server identity

.[:‘Z:;agcs e P}ﬁar; Server identity that is stored in the repository

Foovrboss <ldapRegistry

New

S ot = pr—— realm="1dap.example.com:389"

ldapType="IBM Tivoli

—— P Directory Server"

e oy baseDN="o=example.com'
host="example.ibm.com’

Base distinguished name (DN) Bind password

[o=ibm.com
1

Manage endpoint security configurations

€ 1Ignore case for authorization © Use specific SSL alias
Custom properties CellDefaultSSLSettings  ~ SSL confiqurations " "
N t="389">
(5] por

e SEL Trusted authentication realms - inbound < / 1 d a p R e g i [S 't Iy >

‘ LDAP Test Query

Additional Properties

Advanced Lightweight Directory Access Protocol (LDAP) user registr
settings




Application Security and LDAP
Registries

Security configuration will be migrated for any
application deployed to any WebSphere server that
has application security enabled.

If the application is part of a security domain, the
security domain's configuration will override the
global security configuration.

LDAP registry configuration (standalone or
federated) and user/group to role mappings will be
migrated if configured.

Server and application
security

LDAP - standalone user
registry

LDAP - federated user registry

User and group to application
role mappings

Liberty Equivalent

appSecurity feature

ldapRegistry configuration
element

ldapRegistry configuration
element(s) and
federatedRegistry
configuration element

application-bnd element
within application element



TLS Configuration and
Certificate Stores

Introduced in the binary scanner in release
21.0.0.2 (available since June 2021).



TLS Configuration and
Certificate Stores

<featureManager>
SSL certificate and key management 2= R
SSL certificate and key. > SSL configurations > config <featUIe>appSeCUI1‘ty—2 . 0</featUIe>
Defines a list of Secure Sockets Layer (SSL) configurations. < / featureMana ger>

General Properties

o e ———— <ssl id="customSSLconfig">

Quality o protection (QoP)

[customsSLconfig iy :

Trust store name Trust and key managers

[ customTruststore ((cell):cthlibertyadvisorCell0s: cluster):MyCluster) ~ | Custom properties < keyStOIeRef> C UStomKeyStOIe< / keyStOIeRef>

Keystore name Retated tams <trustStoreRef>customTruststore
~hlibertyadvisorCellos (duster ster) <] Get certificate aliases -

[ customKeystore ((cell):cthlibertyadvisorCell0S: cluster):MyCluster) J—l T . /'tIUS'tS'tOIeRef>

Default server certificate alias 5L certficate and key management 2=
(none) - e e . </ssl>
Default client certificate alias Defines keystore types, including cryptography, RACF(R), CMS, Java(TM), and all truststore types.

(none) ~

anagemen: scope p—— e <keyStore id="customKeystore"

[(cell:cthibertyadvisorCell0s: (cluster):MyCluster N‘jmf locat ion= " CUStomKeyStOIe . pl2 "
Apply | [ OK | Reset | [ Cancel &TZ:{‘:”: —— ty pe= "PKCS12"

Management scope

password="$$keyStore_password_1%"
</keyStore>

(o cnibertyoavisarceios (@usten HyGister

[fopt/IBM/WebSphere/AppServer_ND_B5517/profiles/Dmgr01/etc/customKeystore.p12

- <keyStore id="customTruststore"
location="customTruststore.p12"
=ET type="PKCS12"

iy password="$$keyStore_password_2%"
Itz o st </keyStore>

Enable cryptographic operations on hardware device

Apply | [ OK || Reset || Cancel




TLS Configuration and
Certificate Stores

Liberty default TLS configuration will be generated
by examining the application's deployment targets
and selecting the most specific one — server,
cluster, node, cell.

Other TLS configurations will be migrated if they are
directly referenced by other configuration elements
that are migrated — LDAP over TLS configuration,
for example.

When specifying the binary scanner parameter
-includeSensitiveData, all referenced
keystore and truststore files will be copied to the
output directory.

SSL certificate and key management > Manage endpoint security configurations

Displays Secure Sockets Layer (SSL) conflgurations for selected scopes, such as a cell, node, server, or cluster.

Local Topology

E Inbound
B bloomersicCell01(CellDefaultSSLSettings)
B (O nodes
() bloomersicCellManager01
@ bloomers1Node01(NodeDefaultSSLSettings)
7 clusters
B (2 nodegroups
9§ DefaultNodeGroup
E Qutbound
B bloomersicCell01(CellDefaultSSLSettings)
B (0 nodes
() bloomersicCellManager0L
@ bloomersiNode0Ol(NodeDefaultSSLSettings)
£ clusters
B (0 nodegroups
9§ DefaultNodeGroup




Demo
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Wrap Up
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Modernization Tool References

Experience

What’s new in Transformation
Advisor:
https://www.ibm.com/docs/en/

cta?topic=whats-new

What's new in Migration Tools:

ibm.biz/WhatsNewMigTools

Introduction to Mono2Micro:
ibm.biz/Intro2Mono2Micro

Explore subjects related to App
Modernization (including demos of
Transformation Advisor, Mono2Micro,
and the WebSphere Migration Tools)
ibm.biz/AppTransformersTV

Assess your application estate
with Transformation Advisor
ibm.biz/cloudta

Make changes confidently
using WebSphere Migration
Toolkit
ibm.biz/WASMigToolkit

Test drive the Mono2Micro

refactoring experience
ibm.biz/Mono2Micro



https://ibm.biz/WASAutomationEpisode
ibm.biz/cloudta
http://ibm.biz/WASMigToolkit
https://ibm.biz/Mono2Micro
https://www.ibm.com/docs/en/cta?topic=whats-new
ibm.biz/WhatsNewMigTools
http://ibm.biz/Intro2Mono2Micro

Thank you

Liam Westby
WebSphere Modernization Development
lwestby@us.ibm.com

Gary Picher
WebSphere Security Architecture
gpicher@us.ibm.com
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