
A Day in the Life: When “Tip of the Iceberg” is 
Not a Cliché

IBM Security / © 2020 IBM Corporation

Bern Lord

July 2020

Cybersecurity Specialist
IBM Z Security
balord@us.ibm.com

Mike Rich
Cybersecurity Specialist
IBM Z Security
mike.rich@ibm.com

mailto:balord@us.ibm.com
mailto:mike.rich@ibm.com


8,000 Members Strong and Growing Every Day!

2

IBM Security Community

Sign up: https://community.ibm.com/security

Learn: The indispensable site where users come together to 
discover the latest product resources and insights — straight from 
the IBM experts.

Network: Connecting new IBM clients, veteran product users and 
the broader security audience through engagement and 
education.

Share: Giving YOU a platform to discuss shared challenges and 
solve business problems together. 

https://community.ibm.com/security


Agenda

❖ Company Description & Cast of Characters

❖ Day in the life story of a data breach

❖ How could this have had a different outcome?

❖ What are the ways this may have been prevented?

❖ Q & A
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Bushwood Financial Group

Company Background
• 5,000 employees
• 100,000 customers
• Financial Services Company specializing in Wealth Management

Enterprise Data
• Mission Critical applications running on Z
• Transaction processing, teller applications, trading platform
• Human Resources including payroll

Security Tools (CISO is proud of their ‘State of the Art Security’)
• SIEM – QRadar
• RACF Administration, audit, and compliance – zSecure Suite
• Guardium for Db2 on LUW, felt MF safe so no need to monitor Db2 z/OS
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Jane Thomas

• SOC Team Security 
Analyst 

• Minimal 
mainframe 
experience 

Bill Lord

ID = LORD1

• Db2 LUW and Z DBA

Sam Thomas

• Guardium Admin

• No Db2 for Z knowledge

IBM Z / zGuardium IBM Corporation
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QRadar terminology pertaining to 
Mainframe data

Alerts – Guardium Alert

Events – QRadar streaming events from log sources (Guardium, zSecure Alert, SMF 
Events, etc)

Rules – Rules are set in QRadar to take action based on the number, type, or time of 
day an event is received

Offenses – QRadar rules trigger an offense in QRadar

IBM Z / zGuardium IBM Corporation



Chapter 1: SOC Team Detects Possible 
Data Breach – Jane Receives Email
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Chapter 1: SOC Team Detects Possible Data Breach
– Jane Checks QRadar Offense Panel



9

IBM Z / zGuardium IBM Corporation

Chapter 1: SOC Team Detects Possible Data Breach
– Jane Filters on LORD1 and Finds z/OS Activity
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Chapter 1: SOC Team Detects Possible Data Breach
– Jane Drills Down into LORD1 Activity on z/OS
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Chapter 1: SOC Team Detects Possible Data Breach
– Jane Sees that LORD1 Created Some JCL
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Chapter 1: SOC Team Detects Possible Data Breach
– Jane Also Sees that LORD1 Created Some Datasets
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Chapter 1: SOC Team Detects Possible Data Breach
– Jane Finds When LORD1 Logged Off



Chapter 2: Jane Contacts Sam on the 
Guardium Team
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Sam investigates but knows they 
only have part of the picture

Guardium has no visibility into Db2 z/OS



Chapter 2: Guardium Team Investigates
- Sam Opens up Risk Spotter and Finds LORD1
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Chapter 2: Guardium Team Investigates
- Sam Determines which Sensitive Objects were accessed
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Chapter 2: Guardium Team Investigates
- Sam Runs a Detailed Activity Report for LORD1
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Chapter 3: Wake Up Call
- Bill (lord1) Tells Sam He Did Not Access Either 
System Last Night



Where are we now?

CISO discovers that their State of the Art Security was incomplete

Scope of the Breach is Unknown

Lack of mainframe monitoring was a mistake



Looking back – if we had been 
monitoring Db2 z/OS

We would know the scope of the Breach

We may have detected z/OS activity earlier and averted breach all 
together



Chapter 4: CISO Adds Guardium on Db2 for z/OS
– Architecture Overview
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IBM Guardium Db2 Z
S-TAP Agent

Define 
Audit 
Policy

View 
Reports

SQL data

Workstation

Guardium Appliance

IBM Guardium Db2 LUW
S-TAP Agent

SQL data

Policy 
push-down



Chapter 4: CISO Adds Guardium on Db2 for z/OS
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Chapter 4: CISO Deploys Guardium on Db2 for z/OS



Other Gaps in z/OS Security 

Passwords are a weak link

If you can not access the system you can not steal data

Multi Factor Authentication can replace the weak password only 
link
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What is multi-factor authentication?

SOMETHING THAT YOU KNOW
- Passwords
- PIN Code

SOMETHING THAT YOU HAVE
- ID Badge
- One time passwords

- Time-based

SOMETHING THAT YOU ARE
- Biometrics

Capture

Chapter 5: Eliminate Password Only Access



Chapter 5: How could this have been prevented?
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Black Hat 2017 Hacker Survey Report1

1 thycotic Black Hat 2017 Hacker Survey Report
https://thycotic.com/resources/black-hat-2017-survey/

QUESTION: What type of security is the hardest to get past?

68% say multi-factor authentication and encryption are biggest hacker obstacles



RACF
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Db2/Datasets

zSecure Guardium

z/OS

QRadar (SIEM)

Chapter 6: Holistic Security Picture

Db2/SQL/Oracle

Cloud

Cloud DBs

LUW

GuardiumGuardium

MFA



Chapter 7: How does your Security Stack Up?
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Q and A

Chapter 8: Closing Statements
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