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Benefits

• Save time

• Prevent mistakes

• Use with ease



• Visit Github for playbook samples for ISAM

• A bunch of content for the entire ISAM appliance!

o https://github.com/IBM-Security/isam-ansible-playbook-sample

Ansible playbook

https://github.com/IBM-Security/isam-ansible-playbook-sample


• Example YAML files

Ansible playbook



• Browse to isam-ansible-playbook-sample/web/configure_reverseproxy_instances.yml

Ansible playbook

---
# Configure
#   configure reverse proxy instances
#   Example:
#     instances:
#       - inst_name: default
#           entries:
#               - { method: set, stanza: server, entry_name: server-name, 
value: default }
- hosts: "{{ hosts | default('all')}}"

connection: local
gather_facts: no
roles:
- role: web/configure_reverseproxy_instances

tags: configure_reverseproxy_instances



• Post questions and comments to Github

Ansible playbook



1. Select the reverse proxy

2. Manage drop-down

3. Configuration

4. Export Configuration (or Import)

Export/Import via LMI



• GET https://{hostname}/wga/reverseproxy/{id}?action=export

• For curl, specify the output file

Export via REST API

curl -k -H "Accept:application/json" -u "admin:admin" -X GET 
https://samapp2m1.tivlab.austin.ibm.com/wga/reverseproxy/default?action=export --output samapp2m1_default_config.zip



Import via REST API

• POST https://{hostname}/wga/reverseproxy/{id}/migrate -F file -F overwrite

• Specify the file name

• By default, files will not be overwritten (more later)

curl -k -H "Accept:application/json" -u "admin:admin" -X POST 
https://samapp1m1.tivlab.austin.ibm.com/wga/reverseproxy/default/migrate -F file=@samapp2_default_config.zip -F "overwrite=true"



Import via REST API

• POST https://{hostname}/wga/reverseproxy/{id}/migrate -F file -F overwrite

• If overwrite is false, then remove files from the zip to avoid the error

/jmt/jmt.conf

/dynurl/dynurl.conf

/keytab/pdsrv.sth

/keytab/pdsrv.kdb

(or just remove what you want and use overwrite=true)

curl -k -H "Accept:application/json" -u "admin:admin" -X POST 
https://samapp1m1.tivlab.austin.ibm.com/wga/reverseproxy/default/migrate -F file=@samapp2_default_config.zip -F "overwrite=false"

{"message":"Error: WGAWA0041E   The following files already exist: 
\njmt/jmt.conf\ndynurl/dynurl.conf\nkeytab/pdsrv.sth\nkeytab/pdsrv.kdb"}



• Keep track of any manual changes you make to the zip. Some changes can 
prevent the zip from being imported.

• Incorrect directory structure results in error.

Import via REST API

Good Path Bad Path

A zip within a 
zip created this 
problem



• Not everything is exactly replicated

• Many parameters retain original values to maintain network settings

server-name

https-port

network-interface

bind-dn (LDAP)

master-host (Policy Server)

After the Import – What stays the same?



• “Replicate with cluster” will always takes precedent

Be aware of Cluster Settings



• If migration involves different back-end servers then create a script to 
programmatically change the back-end server IP addresses/hostnames

• Some junction properties might be different

HOST

PORT

VIRTHOSTNM

LOCALADDRESS

Export/Import via LMI or REST API

1

2



• pdadmin server sync command

• No longer recommended (still supported)

Old Method



• Confirm all changes have been deployed before exporting/importing

• If you edit the zip file, then keep track of the changes. 
Confirm the target zip has directories in correct order

Troubleshooting



• Pick a method and replicate away!

Ansible

Export/Import

pdadmin server sync command (don’t pick this one)r sync (don’t pick this one)

Summary



Ask the panelists a question now

Enter your question in the Q&A area

Ask a question after this presentation

You are encouraged to ask follow-up questions in the Support forums: 
https://www.ibm.com/mysupport/s/forumshome

IBM Security Access Manager Support forum:
http://ibm.biz/ISAM-support-forum

Questions for the panel

https://www.ibm.com/mysupport/s/forumshome
http://ibm.biz/ISAM-support-forum


IBM Security Access Manager Forum: 
https://www.ibm.com/mysupport/s/forumsproduct?name=Access+Manager&id=0TO500000002601GAA

Security Learning Academy: https://www.securitylearningacademy.com/

IBM Knowledge Center for IBM Security Access Manager: 
https://www.ibm.com/support/knowledgecenter/SSPREK_9.0.7/com.ibm.isam.doc/welcome.html

IBM Security Access Manager Support: https://www.ibm.com/mysupport/s/topic/0TO500000002601GAA/access-
manager?productId=01t50000004XIxqAAG

Useful links:

Get started with IBM Security Support IBM Support
Sign up for My Notifications IBM Security Community
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https://www.ibm.com/mysupport
http://www-01.ibm.com/software/support/einfo.html
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