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Please note

IBM’s statements regarding its plans, directions, and intent are subject to change 
or withdrawal without notice and at IBM’s sole discretion.

Information regarding potential future products is intended to outline our general product direction 
and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a commitment, promise, 
or legal obligation to deliver any material, code or functionality. Information about potential 
future products may not be incorporated into any contract.

The development, release, and timing of any future features or functionality described for our 
products remains at our sole discretion.

Performance is based on measurements and projections using standard IBM benchmarks in 
a controlled environment. The actual throughput or performance that any user will experience 
will vary depending upon many factors, including considerations such as the amount of 
multiprogramming in the user’s job stream, the I/O configuration, the storage configuration, and 
the workload processed. Therefore, no assurance can be given that an individual user will achieve 
results similar to those stated here.
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The world with AIOps:
Reducing time to diagnose incidents and avoid outages
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Real
time

before

after
• Shorter time to diagnose and resolve
• Less effort and skills required
• Reduced risk as (earlier) detected anomalies evolve 

into client impacting outages
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Watson AIOps
Reveals new insights faster and offers them in a concise, engaging way that transforms user experiences 
improves business outcomes.

• Anomalies reveal technical debts 
imposed by complexity

• Traditional methods don’t capture 
anomalies in unstructured data

• Combine Machine Learning and 
Natural Language Understanding for 
unstructured and semi-structured 
data

• Combine multiple signals across 
different data channels

• Recognize similar incidents with 
a historic issue context graph.

• Identify potential vulnerabilities 
and risk

• Explainability for stakeholders

• Succinct recommendations and 
next-best-actions

• Feed insights and next-best-action 
into existing workflows or ChatOps

• SITREP-style reporting enables 
effective decision making

• Explainability to trust 
recommendations

• Learn from user interactions

• Automate with confidence
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Security and change risk

CI/CD

Tickets, logs, metrics, 
events, topology

Digital experience

Organizational

Cost & Budget

Weather

Energy

Discover:

Comprehensive 
understanding of business 
applications with insights 
and intelligence across 
both structured and 
unstructured data sources 
to identify anomalies

Correlate relevant data in real time to detect hidden anomalies
Break IT Ops silos

Security 
and change 

risk

Organizational insights

Topology

Events

Budget

Incident 
history

Code
provenance

Runbooks

Compliance posture

Logs

Cost

Collaborative 
conversations

Metrics

Digital
experience

Audit

Environmental
& weather

trends
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NEW!

NEW!

Detect, Identify and Diagnose 

Collect all relevant data

Event
Processing

Log Anomaly Detection
• detect anomalies from log messages

Metric Anomaly Detection 
• detect anomalies from time series metrics

Event Grouping with Entity Linking
• group events, alerts, anomalies to reduce tickets

Fault Localization & Blast Radius
• derive root fault component and full scope of 

components impacted by the incident

Incident Similarity
• find top k ranked prior, similar incidents

Change Risk
• Assess risk of current change based on past ticket 

information 

Ingest and analyze data using AI, detect anomalies and surface alerts with details

Anomalies

Watson AIOps / © 2021 IBM Corporation



IBM Confidential

Understand

Optimize via Transform

• Service criticality and individual SLAs
• Application Resiliency Scores
• Change Risk Guardrails
• Canary, A/B or Feature flag rollout
• Resilience Engineering

Understand, Automate, Transform

Act via Automation
• Create, Configure and Test Runbooks
• Collaborate and coordinate with ChatOps
• Automate incident management

• Discover Applications and Ops OKRs
• Assign business criticality and goals

AIOps mediates and AI enhances your existing tools

Watson AIOps / © 2021 IBM Corporation



Change Risk

Why assess Change Risk?

Enterprises need to understand if they are putting risky changes 
into production

Change is one of the largest contributors to service outages

Sheer volume and dependency of microservices make it complex to 
manually assess risk

New vulnerabilities are constantly being identified in the industry

Impact of Outages:

• Cost

• Lost revenue opportunity

• Opportunity cost (focus on fixing outage vs other productive 
work)

• Customer perception and impact
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Change risk

Forward looking insight on risk of changes using data driven risk measurement

As-is in the industry:

Change risk falls under two categories

– Risk in terms of the vulnerabilities deployed in changes 

– Risk in terms of the operational risk based on code (complexity, size, …), test coverage, 
historic data, user input, …
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Watson AIOps –
Change Risk at Deployment time via Service Now

Notify SRE
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Generate Model 
training data

Identify 
problematic changes

Using change 
completion code

▪ Failed changes
▪ Closed with Issues

Historic Change 
Tickets

Historic 
Incident Tickets

Extract change 
incident linkages

▪ Mine explicit linkages
▪ Implicit linkage 

extraction

M
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e

l T
ra
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g Using text features 
from change tickets
▪ Pre-process tickets
▪ Extract features

New Change 
ticket

Change Risk Processor

Risk explanation

▪ Extract risk features
▪ Find Historic evidence

Train Risk model
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Watson AIOps Change Risk
Change risk assessment provided in Service Now ticket or 
ChatOps:

– Watson AIOps will highlight it’s a high risk change with:

• Confidence level that its high risk & related tickets

OR

– Watson AIOps will classify it’s not high risk

• Confidence level in its assertion

Change risk calculation based on previous change and incident 
tickets that caused:

– SRE not able to deploy the change at all 

– change caused an incident during deployment

– change deployed successfully but subsequently caused an 
incident

Machine learning models require 10K of incident data with 200 
anomalous tickets
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Change Risk Demo
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Closed-loop processes to enhance DevSecOps

Apply intelligence and optimize applications with 
data and AI across the ITOps and CI/CD toolchain 
by extending clients’ existing investments

Application-centric insights, 
recommendations, automation

Break IT silos and put business applications 
at the heart - baseline, curate, and highlight 
most relevant data across structured and 
unstructured data types without manual 
“deep-dive” investigations 

Complete observability of the 
application environment

Drive rapid time to value by detecting,  
identifying, acting on incidents with 
automation and proactive application 
management

1 2 3
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IBM Cloud Pak for Watson AIOps: differentiation
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Improved workflows

Built with IBM Watson, the AI-based 
virtual assistant manages more than 
1.5 million client conversations each 
month

Uncovered new insights hidden in 
unstructured data

Watson AIOps helped SREs investigate 
otherwise hidden anomalies and 
remediate a long-standing issue that 
had been hampering performance for 
months

Accelerated resolution time

Watson AIOps recognizes what is 
"normal" for systems and uses that 
"normal" to identify changes in data--
hours ahead of standard efforts
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IBM Cloud Pak for Watson AIOps client success stories
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Outreach Blog - https://www.ibm.com/cloud/blog/steps-to-build-
an-automated-system-for-change-risk-assessment

Developer conference  -
https://developer.ibm.com/conferences/digital-
developer-conference-ai-automation-inte[…]/track-3-
protect/session-6-change-risk-estimation-for-aiops/

– Title: Change Risk Estimation for AIOps
Abstract: When something breaks, it's often because of a 
change. Production systems are constantly changing. 
Evaluating, approving, and deploying these changes is 
difficult and time-consuming; supporting this change 
management process is an important role of operations 
support. We have demonstrated that history can guide us in 
estimating the riskiness of changes. Change risk can inform 
both the proactive approval process, and the responsive 
incident management process.
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