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€ BV security

1 Introduction

This lab guide details configuration of an OpenID Connect Provider (OP) and a Relying Party (RP). It shows
how a Relying Party can be configured against public OIDC providers, such as Google, and non-standard
Identity Providers, such as Facebook, which use proprietary APIs for identity exchange. This guide also
covers customization of the OP and RP using Mapping Rules and Advanced Configuration capabilities.

The exercises described in this guide are designed to run on a self-contained test machine which has the
required software and helper scripts installed. A configuration archive is needed to set up the initial Access
Manager environment.

1.1 High Level Architecture and Networking

The high-level architecture for the environment described in this document may be summarized as follows:

( Test Machine \

SAM on Docker

isamruntime Container

postgresql
Container

Context-based Authentication
Access Service

openldap
Container

OAuth/0OIDC
Services

OIDC RP Demo App

isamdsc
Container

isamconfig
Container

isamwrprpl
Container

isamwrpopl
Container

172.17.0.0

Browser
(Firefox)

127.0.0.0

isam.iamlab.ibm.com (127.0.0.2)
www.iamlab.ibm.com (127.0.0.3)
www.op.ibm.com (127.0.0.4)

K Network Adapter

~

~

Facebook

\ Internet J
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1.1.1 Test Machine

The test machine is a physical or virtual machine which has the following components installed:

o Docker — This provides the container services used to explore native Docker installation of Access
Manager. It includes a command line tool (docker) for management.

e Docker Compose — This tool provides automation for native Docker which can be used to create and
manage multi-container environments more efficiently that using native Docker commands. It
includes a command line tool (docker-compose).

o Browser — A browser is required for accessing the Access Manager admin console and Reverse
Proxy. This cookbook was written using Firefox but any up-to-date browser should work.

The Test Machine requires internet connectivity for connection to Google and Facebook. An internet
connection is also required for environment setup.

The Test Machine needs to have at least 3 local IP addresses available for the Access Manager
components to bind to. The provided scripts assume use of loopback addresses (127.0.0.2, 127.0.0.3,
and 127.0.0.4). If external connectivity to the Access Manager components is required, you will need to
use externally addressable IP addresses instead.

1.1.2 Google Account

To set up Google as an OIDC Provider, you will need a Google account.

1.1.3 Facebook Account

To set up Facebook as a Social Sign-On provider, you will need a Facebook account. This account will need
to have a verified phone number associated with it (or you will have to verify a phone number during the lab).
If you prefer not to share a phone number with Facebook you will not be able to complete this part of the lab.

1.1.4 TOTP Client

The Advanced Configuration and Access Policy exercise uses TOTP for 2 Factor Authentication. You will
need a TOTP client. If you have the IBM Verify app on iOS or Android, this can be used. If you are using
another OS, you can also use the Google Authenticator app.
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2 Getting Started

2.1 Start Centos 7 Virtual Machine and sign in.

This lab uses a Centos 7 Virtual Machine which has the required software and some helper scripts pre-
installed. Start this Virtual Machine now.

Once the Virtual Machine is booted, you will be presented with a login page:

@ Demo User

Not listed?

Click on Demo User.

Demo User

Password:

Cancel @ Sigrr\In

Enter PasswOrd as the password and click Sign In.
The Desktop is displayed:
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2.2 Restore the Access Manager Docker environment
Open a terminal window using this icon on the desktop:

Terminal

To initialize the Access Manager Docker environment for the lab, enter the following command:

[demouser@centos ~]$ studentfiles/prepare-lab.sh config-archives/sam906-oidclab-start.tar

Unpacking archive...

WARNING: This command will delete all docker assets
(containers, volumes, and networks) described in:
compose project /home/demouser/studentfiles/iamlab.

Press ENTER to continue (or ctrl-c to abort).

No iamlab containers to clean up.

Restoring keys to /home/demouser/dockerkeys

Creating key share at /home/demouser/dockershare/composekeys

Done.

Restoring compose project to /home/demouser/studentfiles/iamlab

Updating IPs in .env...

Starting configuration container...

Done.
Check /home/demouser/studentfiles/iamlab/.env for environment information.
Run docker-compose logs -f in /home/demouser/studentfiles/iamlab to monitor environment.

Wait for a minute to give the environment time to start.

2.3 Connect to Configuration Container LMI
Open the Firefox browser using the following icon on the Centos VM Desktop:

Firefox Web
Browser
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Navigate to the following URL: https://isam.iamlab.ibm.com.

If you see a "Connection not secure" warning, click Advanced-> Add Exception...->Confirm Security
Exception to add an exception.

==
IBM * Secunty Access Manager

User name

admin

Password:

© Copyright 2001, 2018 IBM Corparation

Enter admin as the username and PasswOrd as the password. Then click Login.

The LMI Dashboard is displayed:

ome ] Monitor § 2 Secure
ppliance Dashboard  |@lll] Analysis and Diagnostics \,_(i/lwen Setiings

Cah Secure &, _ Connect
Sl @ 5 cloud 1dentity
Contra B Federation o ® 1M Cloud Identity

Dashboard +
~ Nofifications.

» Ceriificate Expiry

Updated: Feb 6, 2019, 12:40:15 PM Refresh

~ Configuration

Version: 9.0.6.0
Deployment Model: Dacker
Runtime Database: Configured

Database Configuration

You are now ready to start the labs.
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3 Configure OpenlID Connect Provider (OP)

In this section we will set up an OIDC Provider in our Access Manager system, configure the opl Reverse
Proxy instance as the point of contact, and create a Relying Party definition.

3.1 Create OP Definition

Open ID Connect is built on top of the OAuth 2.0 protocol and, in Access Manager 9.0.4.0 and above, the
OAuth 2.0 and OIDC provider services have been consolidated. The OAuth 2.0 and OIDC Provider functions
are available in both the AAC and Federation add-on modules.

IBM Security Access Manager isamconfig admin Conta

%. Home 7| Monitor § . Secure _ Secure LN
Applance Dashboarnd Analysis and Diagnostics @B‘IE:J Settings E" Access Contro o
Global Settings Global Keys

Advanced Configuration LTPA Keys

en Senice User Registry

Attribute Source Runtime Paramaters
Grants Template Fies
L;:_nenlD Connect and API Protection | Mapping Rules
IS SEIVIE Setngs Distributed Session Cache

Server Connections

Navigate to Secure Federation=>Manage: OpenlD Connect and API Protection in the mega-menu.

OpenlD Connect and APl Protection Definitions Resources Clients Mapping Rules

[*i

API Definition

Click Create button to add a new definition.
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OpenlD Connect and APl Protection Definitions Reszources Clients Mapping Rules
Save Cancel
Name: DIDCOP
Description:
Access Policy: -
+ Grant Types

I w' Authorization code I
|:| Resgurce owner username password
|| Client credentials

| |JWT Bearer

[]SAML 2.0 Bearer

[|Device Grant

Enter OIDCOP as the Name of the definition.

B This name is used as part of the Metadata URL so good to keep it short and simple.

We want this provider to support the Implicit flow (where all communication is via the browser) in addition to
the Authorization Code flow so check the Implicit checkbox.

+ Trusted Clients and Consent

.;:}Ah-.rays prompt
(") Never promgt
(@):Prompt once and remember;

Expand the Trusted Clients and Consent section and select the Prompt once and remember radio-button.
This will cause the OP to ask for user consent before providing identity data to the Relying Party.

* DOpenlD Connect Provider

v’ Enable OpenlD Connect

Issuer |dentifier® | https ffwasne.op.ibm.com |

Paint of Contact Prefic* | https ffwasne.op.ibm.com/mga |

Metadata LRI | https /A, op.ibm.com/mgals ps/oauth/oauth?0imetadata/O 1IDCOP

id_token Lifetime® 3,600 :
Signing Algorithm® RS256 -
Key Database for Signing rt_profile_keys -
Certificate Label for Signing Server -
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Check the OpenlID Connect checkbox to enable this definition for OpenlD Connect in addition to OAuth 2.0.

Enter https://www.op.ibm.com as the Issuer Identifier. This value can be any unique URL. Setting it to the
URL of the Point of Contact is sensible.

Enter https://www.op.ibm.com/mga as the Point of Contact prefix. This prefix is used to generate all the
URLs advertised by this provider. It needs to be set to the URL that clients will use to access the provider and
must include the junction name that connects to the Runtime (if applicable). We'll have to specify this same
junction name when setting up the Point of Contact.

When you leave the Point of Contact text entry box, the Metadata URI is automatically completed. Make a
note of this, you will need it when configuring the Relying Party.

You can't easily copy this field. For convenience it is also available in file:
~/studentfiles/oidc/metadata-url.

Select server from the Certificate Label for Signing drop-down box.

w” Enable client registraticn

w*|Issue client secret

Check the box to Enable client registration and the box to Issue client secret. This enables OpenID
Connect dynamic client registration (which is a new capability in SAM 9.0.5.0).

OpenlD Connect and APl Protection Definitions Resources Clients Mapping Rules

Save | Cancel

Scroll to the top of the page and click Save. The OIDC definition is saved.

3.2 Configure Reverse Proxy as Point of Contact

In an Access Manager environment, clients access the OIDC services (which run in the Runtime) via a
Reverse Proxy. This Reverse Proxy needs to be configured with a junction to the runtime and have the
appropriate Access Controls set up for the endpoints (e.g. metadata URL needs unauthenticated access).

A wizard is available to perform the required configuration. We will now use it.

IBM Security Access Manager isameconfig

F#*%. Home l:l\, Monitor { x Secure . Secure © Secure
Y Appliance Dashboand !.-‘-‘-'13':.-‘5 s and Diagnostics "!.EEJ'-;-,';-:. Settings -ﬁ,l Access Contro ‘E@ Federation

Manage Global Settings Global Keys
iy Funtime Component: URL Mapping S50 Keys

| Reverse F‘rc!'n.f | Junction Mapping LTPA Keys
Distributed S€5sion Cache 5 Clent Cerificate Mapping

Navigate to Secure Web Settings>Manage: Reverse Proxy in the mega-menu.

Page 12 of 84



Reverse Proxy

/l 'jThere is currently one undeployed change. Click here to review the changes or apply them to the system.

b New | @ Edit | ¥ Dekete | P Refresn || Manage ve
Configuration 4

Instance Name

1-2 of 2 tems

AAC and Federation Configuration * | Federation Management

Management Root MNMFA Configuration --
Junction Management OAuth and OpenlD Connect Provider Configuration,

Renew Management Cerificate Authentication and Context Based Access Cnnﬂgu%ﬂn

10 | 25 | 50 | 100 | A

Select the check-box for the op1l instance. Click Manage and then select AAC and Federation
Configuration>0OAuth and OpenlID Connect Provider Configuration from the pop-up menu.

OAuth and OpenlD Connect Provider Configuration

Main

AAC Runtime || Reuse Options

s wizard will conhigure the Heverse Froxy as & pomnt af contact tor the Advanced Access Control UAuth and UpeniL Cannect Frowder.

The following changes will be made during this process:

= Modify the Reverse Proxy configuration fie

= Create a junction to the Advanced Access Control runtime

= Load the signer certificate from the Advanced Access Control or Federation runtime

= Create and attach the required POPs and ACLs within the ISAM runtime environment

See this link for a complete list of changes made.

‘When this process is complete, view the following log file associated with this instance to review the configuration steps performed:

autocfy__oauth.log

OAuth Modes

| .4/ Configure for hrowser interaction |

Configure for AP Protection

| ./ Require authentication to register a client |

Previous | Finish | | Cancel |

On the Main tab of the wizard, select checkboxes for Configuration for browser interaction and Require
authentication to register a client. Then click Next.

‘OAuth and OpenlD Connect Provider Configuration

Main

AAC Runtime | Reuse Options

Enter the details of the Advanced Access Control runtime to configure against,

Host name
isamruntime

Port
443

Username
easuser

Password
snensans — PasswOrd

A junctian to the runtime will be created on this Reverse Proxy instance. Specify the junction label below.

Junction
Imga

[ Next ][ Cancel |

Enter isamruntime as the Hostname. This is the hostname that the Reverse Proxy should use to reach the
AAC Runtime. Port 443 is already correct.
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Enter PasswOrd as the Password of the easuser User. The password for easuser has already been set to
this value (under Secure Federation 2User Registry).

Note the Junction name of /mga. This needs to match the junction that we specified in the Point of Contact
prefix when creating the provider definition.

Click Finish.

At this point the required changes are made to the Reverse Proxy and the Security Policy. It may take a few
seconds to complete.

3.3 Register a Client

In order for a client to use our OIDC Provider, it must be registered in much the same way as an OAuth 2.0
client must be registered. We will now pre-register a client (which we will create in the next section).

IBM Security Access Manager isamcanfig i) SR L

R (- Tt T Sec:

Manage Global Settings Global Keys

Re | Advanced Configuration LTPA Keys
Secunty Token Service User Registry
Attribute Source Runtime Parameters

¢ Grants Template Files

q OgenIDConneEland AP| Protection § Mapping Rules
TS SeTvRe oo TS Distributed Session Cache

Semver Connections

Navigate to Secure Federation=>Manage: OpenlD Connect and API Protection in the mega-menu.

OpenlD Connect and APl Protection Definitions Resources 'i!u'lapping Rules

FAY
i/ ! E There are cumently 3 undeployed changes. Click here to review the changes or apply them to the system.

Select the Clients tab and then click the Create button to add a new client.

New Client

Client 1D: Generate

Client name: 0IDC RP

AP definition: olpcop -
Confidential: ™

Redirect URI: |'9‘ MNew Delete

Company name; IAMLAB Inc,

Maveeanas | D0 -

Enter oidcrp as the Client ID. This ID is required when configuring the Relying Party.
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Enter a name for the client (e.g. OIDC RP). This name will be seen by users if you have consent enabled.
There is only one API Definition in our system and it is already selected.

Enter secret123 as the Client secret. Usually you would use something more secure but this one is easy to
remember for the lab.

A Company Name is required. Enter something sensible.

For OIDC, we need to define the Redirect URIs that are valid for this client. Click New button to add one.

[ New Delete
Redirect LRI

( _.| de/rp/OID G redirect/|SAMOP |

Company name; IAMLAB Inc,

Company URL: ( https:/fwww.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/redirect/ISAMOP )
Contact name:

Email address:

c'“”

Enter https://www.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/redirect/ISAMOP in the Redirect URI box.
At this point, you would usually have to ask the RP for their redirect URI. The value used here is what the
redirect URI of our RP will be when it is created in the next section. We enter it now to save having to
come back and change this later.

Click OK to save the new client.

OpenlD Connect and APl Protection Definitions Resources Clients Mapping Rules

/‘] 'EThere are cumently 4 undeployed changes| Click here to review the changes or 3:1::"}'1:'-111:1 the system.

Click the link in the yellow warning message to deploy the changes in the configuration container.

Deploy Pending Changes ;4
Module Date Modified
S5L Cerificates Feb 21, 2018, 6:20:05 PM
Reverse Proxy Configuration File Feb 21, 2018, 6:20:15 PM
API Protection Clients Feb 21, 2018, 6:30:33 PM
API Protection Definitions Feb 21, 2018, 6:19:26 PM

Please note that if any of the changes require the runtime server to be restarted,
the restan will happen automatically as part of the deploy process. This will result
in the nuntime server being unavailable for a perod of time while the restan takes
place.

\i.Cancel:| | Roll Back |

Deplpy |
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Click Deploy to confirm.

In a Docker environment, deploying changes does not make them active in the environment. You need to
publish a new configuration snapshot and restart/reload the affected components. We will do this later.

Page 16 of 84



4 Configure OpenlD Relying Party

In this section we will set up an OIDC Relying Party in our Access Manager system, configure the rpl
Reverse Proxy instance as the point of contact, and link it to the OIDC Provider we created earlier.

4.1 Create an OIDC Relying Party Federation

An OIDC Relying Party is configured under Federations. It is NOT available in the Advanced Access Control
add-on.

admin

IEM Security Access Manager isamconfig

BA,. Home | Monitor § 2 Secure E,_ Secure ~i% Secure 3
¥ ce Das - hsis and Diagnostics Weh Settings coess Contr = sder.
mot Appliance Dashboard “ Analysis and Diagnostics "Q.‘,EE,I Web Settings -!:,l.-'-‘- ..... ontro @ Federation o
Global Settings Global Keys
Advanced Configuration LTPA Keys
Security Token Service User Registry

Navigate to Secure Federation=>Manage: Federations in the mega-menu.

Federation Management

Federations
|:"J',}" ﬁ | Edit Delete @ Export ;E Partners ‘:}.:p Refresh
Federation Name - Federation Protocal

Click Add.
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Create New Federation

Federation Protocol

Basic Configuration Federation Protocal
Attribute mapping
Identity Mapping Choose the name and protocol for this federation.

Identity Mapping Rule

External Web Service Settings
External Web Service * Federation Mame
Message Format

Advanced Configuration | -
Advanced Configuration
Mapping Rule * Select the protocol for this federation:
Summary
| O SAML 2.0
O SAML 1.1
() WS-Federation

(@:0penlD Connect Relying Party!

OpenlD Connect Provider

To create a Provider, use OpenlD Connect and AP1 Protection, unless you
require a legacy Prowvider.

X - e Iy <. - -~ s

Previous Next 'II | QK Cancel

Enter OIDC as the federation name and select OpenlID Connect Relying Party as the protocol. Then click
Next.

B The Name given here will appear as part of trigger and redirect URLS so you need to use this exact value.

Create New Federation

Federation Protocol
Basic Configuration Enter the endpoint URL of your point of contact server.
Attricute mapping

Identity Mapping Point of Contact Server

Advanced Configuration -
Summary

| 257 www.iamlab.ibm.com/mga | /sps/oidc/rp!

| *Default Response Types

The selected response types will determine which flow is being executed, authorization code flow,
implicit flow or any hybrid flow.

[ code

v/ id_token

] token

- TR

Enter https://www.iamlab.ibm.com/mga as the Point of Contact Server. This URL must be the one that
clients will use to connect to the Relying Party Reverse Proxy and must include the junction name that will be
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used to connect to the SAM Runtime. The junction name given here is used to create a junction (if it doesn't
already exist) when the Point of Contact configuration is performed.

In this environment we will use the Implicit flow. In the implicit flow, the ID Token is returned directly from the
OIDC Provider via the browser. There is no requirement for direct communication from the RP to the OP.

Select the checkbox for id_token and then click Next.

I To also return Access Token in Implicit mode, select Token.
To use the Authorization Code flow, response type Code should be selected on its own.

We won't set up Attribute Mapping at the federation level. Click Next again.
We won't set up Identity Mapping at the federation level. Click Next again.

We won't set up Advanced Configuration at the federation level. Click Next again.

Create New Federation

Eederation Protocol

Basic Configuration Summary

Attribute mapping

Identity Mapping Ensure that the values are correct, Click OK to complete the federation configuration, Click Previous to make
Advanced Configuration maore changes,

Summary

| | | | | | Federllun nai: | | | | DIDi | | | |
vanc: onfiguration optidn: Skip-advance-map

Previous Next | OK | Cancel

Click OK on the summary page to create the federation.

Deploy the outstanding changes using the link in the yellow warning message.

4.2 Extra steps for Docker environment

The next step (running the federation configuration wizard) requires that the federation is active in the SAM
Runtime. In a Docker environment that means we need to publish the configuration and wait for the Runtime
container to detect the new configuration and reload.

IBM Security Access Manager isamconfig

Home [i.| Monitor { 2\ Secure = Secure -2 Secure [ N " nage
@Apman:e Dashboard Analysis and Diagnostics \\(—5 Web Settings E’ Access Control Q@ Federation Ul Publish Configuration, stem Settings

Stop Container —

Click Container Management in the title bar and select Publish Configuration from the pop-up menu.
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Pubilish Configuration X

This operation will publish the cument container configuration to the shared
volume.

Ensure that there are no pending changes before continuing.

Runtime containers need to be restanted or refreshed for the newly
published configuration to take effect.

Cancel

Click Submit to confirm the publish.

A new configuration snapshot is created. The runtime container will detect this new snapshot and
automatically reload to pick up the changes. You may need to wait a minute for the reload to complete.

If you're using your own environment without the auto-reload feature enabled, issue this command to
restart the runtime container:
docker exec -ti -- iamlab_ isamruntime 1 isamcli -c reload runtime

You can monitor the restart of the Runtime container by using the following commands:

[demouser@centos ~]S$ cd studentfiles/iamlab
[demouser@centos iamlab]$ docker-compose logs -f isamruntime

The -f flag creates a tail operation. Press ctrl-c to terminate (although it can be quite useful to leave this
running in the background).

| Wi you leave off the isamruntime parameter, the logs from all containers will be shown.

4.3 Configure Reverse Proxy as Point of Contact

In an Access Manager environment, the OIDC Relying Party logic runs in the Runtime and is accessed via a
Reverse Proxy. This Reverse Proxy needs to be configured with a junction to the runtime, have the
appropriate Access Controls set up for the endpoints (e.g. unauthenticated access), and needs to be
configured to accept the verified identity to create an authenticated session.

A wizard is available to perform the required configuration. We will now use it now.

IBM Security Access Manager isameonfig

F#*%. Home l:l\, Monitor { x Secure . Secure © Secure
Y Appliance Dashboand “ Analysis and Diagnostics "\'E\_‘__;'I"."'J'E:I Settings Bﬁ" Access Contro ‘E@ Federation

Global Settings Global Keys
URL Mapping S50 Keys

Junction Mapping LTPA Keys

Distributed SEssion Cache 5 Client Certificate Mapping

Navigate to Secure Web Settings>Manage: Reverse Proxy in the mega-menu.
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Reverse Proxy

b New | @ Edit | 3¢ Delete | o Refresn || Manage ve
Configuration 4

Instance Mame

AAC and Federation Configuration * || Federation Management ‘

3= ... | Mo filter applied
op Management Root WMFA Configuration
Junction Management OAuth and OpenlD Connect Provider Configuration
Renew Management Cerlificate Authentication and Context Based Access Configuration
10 | 25 | 50 | 100 | A

Select the check-box for the rpl instance. Click Manage and then select AAC and Federation
Configuration>Federation Management from the pop-up menu.

Federation Management - rpl

| # Remove

Federation Name

No filter applied

Click Add.

Add Federation to Reverse Proxy - rpl x

Main Federation Reuse Options

Enter the details of the Federation runtime to configure against.

Host name

Port
443

Username
easuser

Password

Select the Runtime tab in the wizard.

Enter isamruntime as the Host name. This hostname and port will be used by the Config Container to
contact the SAM Runtime so we're using the internal Docker hostname and port here.

Enter PasswOrd as the Password. The password for the easuser user has already been set to this value
(under Secure Federation>User Registry).
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Click Next to move to the Federation tab.

If you see an error at this point it is likely because the federation runtime could not be accessed. Check
the connection details on the Runtime tab and try again. Also, make sure you published the configuration

(and restarted AAC runtime) after you configured the federation.

Add Federation to Reverse Proxy - rpl

Main Runtime Federation Reuse Options

Select the federation to add.

Federation Name
oo |

| Previous | | Mext |

In the Federation tab, select OIDC from the Federation Name drop-down list.

Click Finish.

At this point the required changes are made to the Reverse Proxy and the Security Policy. It may take a few
seconds to complete.

Federation Management - rpl

System Notification
' Federation added successfully.

Help 7
Federation Name Host name
[ ] N fiter applied
Qlpc isamnntime

Click Close to close the Federation Management overlay.

4.4 Add OIDC OP as a Federation Partner
The OIDC OP must now be added to the RP Federation as a partner.

admin

iEamconfig

IBM Security Access Manager
%, Home | Monitor § 3 Secure = Secure
Appliance Dashboard E Analysis and Dlagnostics ';\ ;J\.-*a'eh Settings /l Access Control

Global Settings Global Keys
Advanced Configuration LTPA Keys

-5 Secure

“@ Federation

Qe

Security Token Service User Registry
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Navigate to Secure Federation>Manage: Federations in the mega-menu.

Federation Management

&Ther& are cumently 2 undeployed changes. Click here to review the changes or apply them to the system.

Federations

T Add Edit Delete Export | & Partrers | #% Refresh

g ] &
Federation Name - Federation Protocol Rale
OIDG : OpenlD Connect Relying Party Relying Party
Select the OIDC federation and click Partners.
Partners
m Edit Delete (@) Enable @ Refresh
Partner Name - Partner Role Status
Click Add.
Create New Partner

General Information General Information

Client Credentials

Metadata Endpoint Provide basic informatien about this partner

Basic Partner Configuration

JWT Signature Verification

JWT Decryption | * Mame

Scope

Attribute mapping | ISAMOP

|dentity Mapping

Advanced Configuration

Summary +’| Enabled

Previous Next _i, | QK Cancel

Enter ISAMOP as the Name and select the Enabled flag. Then click Next.

B The Name given here will appear as part of trigger and redirect URLs so you need to use this exact value.
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Create New Partner

General Information

Client Credentials
Metadata Endpoint

Basic Partner Configuration
JWT Signature Verification
JWT Decryption

Client Credentials

Client Credentials

‘When specifying client credentials, not entering a client secret wil make this a public client. Public clients

Scope cannot perform the Authorization Code flow, nor can they perform HS256, HS384 or HS512 signing
Attribute mapping
Identity Mapping Client ID
Advanced Configuration | oidcrp |
Summary
| Client Secret
| secret123 |

OK Cancel

Enter oidcrp as the Client ID and secret123 as the Client Secret.

B These values must match the Client ID and Client Secret registered at the OIDC Provider.

Click Next.

Create New Partner

General Infermation
lient Credential Metadata Endpoint
IMetadata Endpoint

JWT Signature Verification If metadata endpoint is available some basic information can be retrieved from the endpoint during runtime.

JWT Decryption

(") No metadata endpoint

| (@ Specify metadata endpoint |

onfiguration

| ‘Metadata Endpolint

| uth20/metadataloldc/0IDCOP

AN

( https://iwww.op.ibm.com/mga/sps/oauth/oauth20/metadata/OIDCOP )

Since our OIDC OP has a metadata endpoint, we can use this to provide dynamic configuration.

Select the radio button for Specify metadata endpoint.

You should have noted down the metadata URL from the OP definition. It should be:
https://www.op.ibm.com/mga/sps/oauth/oauth20/metadata/OIDCOP

Click Next.
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Create New Partner

General Information

Client Credentials JWT Signature Verification
Metadata Endpoint

JWT Signature Verification *Signature Algorithm

JWT Decryptien

Scope

Attribute mapping
Identity Mapping
Advanced Configuration
Summary

RS256 -

(0) Use checked-in certificate

e JWK endpont in meladata

Verification Certificate
Certificate Database

Certificate Label

Previous oK cancel

We will use the (default) RS256 signature algorithm. This uses a certificate for signature validation. Since we
are using metadata, we can tell the RP to dynamically get the signing certificate of the OP from the JWK
endpoint defined in the metadata (rather than manually importing and selecting a certificate).

Select the Use JWK endpoint in metadata and click Next.
We're not going to encrypt the token contents so just click Next again.
We're not going to change the scopes so just click Next again.

We're not going to add any attribute mapping so click Next again.

Create New Partner

General Information

Client Credentials Identity Mapping

Metadata Endpoint

JWT Signature Verification If configuring an identity provider, this mapping specifies how to create an assertion that contains
JWT Decryption attributes that are mapped from a local user account.

Scope If configuring a service provider, this mapping specifies how to match an assertion from the partner to
Attribute mapping the local user accounts.

Identi i Select one of the following identity mapping options:

Identity Mapping Rule

Adv ‘!' \,Cr‘l;gm.:u,: n rji\ Use the identity mapping that is configured for this partner’s federation

Summary

| (0) Do not perform identity mapping

I‘ @) Use JavaScript transformation for identity mapping:

'Z':",x Use an external web service for identity mapping

e [mg] o

We need to specify an Identity Mapping (we didn't specify one at the federation level). We will use a built-in
Javascript transformation.

Select the radio-button for Use JavaScript transformation for identity mapping and click Next.
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Create New Partner

General Information

Client Credentials Identity Mapping Rule
Metadata Endpoint
JWT Signature Verification Specify the JavaScript file that contains the identity mapping rule.
JWT Decryption
Scope *» Nofil i
- o filter applied

Attribute mapping * f PP
Identity Mapping
|denti inq Rule Name - Category
Advanced Configuration
Summary | OIDCIDToken [e]n]e}

| OIDCRP ! oIDC

OIDCRP_ADV olpc

s o e

Select the OIDCRP mapping rule and click Next.

Create New Partner

General Information

Client Credentials Advanced Configuration

Metadata Endpoint

JWT Signature Verification This configuration is intended for customizing the request. Select one of the following advanced
JWT Decrypi cenfiguration options.

Scope

Attribute mapping f'_“J Use the advanced configuration that is configured for this partner's federation

Identity Mapping —
Identi ing Rule | (@)Advanced configuration is not required
Advanced Configuration
Summary O Use JavaScript for advanced configuration

P o o

We don't want to use and advanced configuration in this first configuration. Select the radio-button for
Advanced configuration is not required and click Next.
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Create New Partner

General Information

Client Credentials Summary
Metadata Endpoin
JWT Signature Verification Ensure that the values are correct. Click OK to complete the federation configuration. Click Previous to make
WT Decryption more changes,
Scope
Attribute mapping
Identity Mappin
Identity Mapping Rule Partner name: ISAMOP
Advanced Configuration
Summary Enabled: True
Connection template: olpc1o
Client 1D: olcrp
Client Secret: secret123
Metadata endpoint option: metadataEndpointUr]
) hitps www.op.ibm. /mga/sps
Metadata Endpoint: JOIDCOP
Previous Next Cancel
Click OK on the summary screen to create the partner definition.
Partners
System Notification x
Successfully created the new partner.
Edit Delete () Enable % Refresh Fiter =
Partner Name - Partner Role Status
| ISAMOP Relying Party Enabled |
Close

The new partner is created. Click Close to close the partner overlay.

45 Load OP Server Certificate

In order to allow direct communication from the RP (Runtime container) to the OP (via the OP Reverse
Proxy), the Server Certificate of the OP Reverse Proxy must be loaded into the key store of the RP Runtime.

IBM Security Access Manager

Home Monitar {2 Secure . Secure e_;‘ % Secure @, _ Connect Manage
Appliance Dashboard Analysis and Diagnostics i&l),l"a‘.'eh Settings B} Access Control E’) Federation op. IBM Cloud Identity stem Settings

Updates and Licensing Network Settings System Settings ecire Settings
W » Database Configuration 5 Administrator Settings S5L Cerificates
u Application Database Settings 5 Shared Volume = Management Authentication 5 File Downroatls

Navigate to Manage System Settings->Secure Settings: SSL Certificates in the mega-menu.
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55L Certificates

&Them are currently 2 undeployed changes, Chick here {o review the ¢changes or apply them fo the system

P New | X Delete | q?’ Refresh Manage

: . Edit S5L Cerlificate Database
*+ Nofilter applied :
Describe
Certiticate Database Name - Ly Rename Description
Impart
Reglstry Keystore Fd Export
dsc_key_store Feb 21, 2018, 6:09:05 PM Key store for the distributed st
embadded ldap keys Feb 21, 2018, 6:09:05 PM Key store for the embedded LI
Imi_trust store Feb 21, 2018, 6:09:05 PM Certificate trust store for the m
pdsry Feb 22, 2018, 9:30:18 AM This file contains the default S
junctioned Web servers,
rt_profie_keys Feb 21, 2018, 6:09:05 PM Default key and trust store for

Select the rt_profile_keys key store. This is the one that is used by the SAM Runtime.

Click Manage and select Edit SSL Certificate Database from the pop-up menu.

Edit S5SL Certificate Database - rit_profile_keys

o New | 8 Edit | K Delete | ™ Refresh thanage -

View
Signer Certificates | Personal Certificates | Certif Receive [
L L | =g
Label Issuer Import Suhb
Export
Mo fitter applied
Extract
postgresq| C=us, O=ibm, Ch C=u
Load

o CN=isamconfio (T=PBTER— ChNe

Click Manage and then click Load.

Load Signer Certificate X

Serer '
[www.op.ibm.com |

Part *
443

Cenificate Label *
[IsAMOP |

[ Cancel

Enter www.op.ibm.com as the Server and give a certificate label. Click Load.
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At this point, the configuration container makes a call out to the server and port given and retrieves the
server certificate presented by the server. In this case, the configuration container is able to resolve the
www.op.ibm.com address because it is listed as an alias for the OP Reverse Proxy container in Docker.

Edit SSL Certificate Database - rt_profile_keys

System Notification x
' The S5L cerificate was successfully loaded.
ol New | ) Ed |x |q>\hﬁeile5h | Manage v Help 7
Signer Certificates | Personal Certificates | Certificate Requests
Label Issuer Subject Not Before Not After WVersion gley
ze
.| Nofiter appled
pasigresql C=us,0=ibm,CN=paostgresql C=us,0=ibm,CN=postgresq| ::]‘Iii']';‘]z;iw f:;lhélz;:ﬁ‘ ¥E00V3 4006
..... |
| ! CN=isamoon(ig, O=Paolicy CN=isamconfig, 0=Policy Feb 18, 2018, Feb 14, 2038,
i (O} ISAMOP Director,C=US Director,C=US 3:33:30 PM 333,30 PM | #S09V3 1024
1-20f2 items 511012550 100 | A 1

Click Close to close the Certificate Database overlay.

4.6 Modify the Point of Contact Profile

By default, the SAM Runtime returns users to the Reverse Proxy in a way which requires these users to exist
in the local registry. When working with federated access, this is often not the case. To change the way that
users are returned, the point of contact profile must be changed.

I It's worth noting that this is a global setting that affects both users authenticated by the AAC Authentication
Service and by the Federation Runtime. Sometimes this can be an issue.

IBM Security Access Manager

Home Maonitor § 2 Secure . Secure
Applance Dashboard Analysis and Diagnostics '!LLA'./' Web Settings './' Access Contro

o=
vl Secure
EI\..J Federation

Global Settings Global Keys
Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

OpenlD Connect and API Protection » Template Files
Mapping Rules
Distrbuted Session Cache
Server Connections
Panner Templates

Access Pabais

Navigate the Secure Federation>Global Settings: Point of Contact.
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Point of Contact

|J',"" Create Create Like Update Delete |4 Properties ! -Setﬁ.sﬂl.lrrenl
Current Profile Profile Name
Access Manager Username and exlended altributes
Access Manager Credential
MNon-Access Manager Username, Access Manager groups and axtendad atiributes

Select the row for Non-Access Manager Username, Access Manager groups and extended attributes
and then click Set as Current.

This option, also known as External Users option, allows the SAM Runtime to specify a username, a set of
group memberships and a set of extended attributes. The Reverse Proxy will create a credential with the
username specified, with the group memberships specified (which can be used for ACL access control),
and with the extended attributes added.

Deploy the changes using the link in the yellow warning message.

4.7 Extra steps for Docker environment

In a Docker environment we need to publish the configuration and wait for the Reverse Proxy and Runtime
containers to detect the new configuration and reload to activate it.

Click Container Management in the title bar and select Publish Configuration from the pop-up menu.
Click Submit to confirm the publish.

A new configuration snapshot is created. The runtime and reverse proxy containers will detect this new
shapshot and automatically reload to pick up the changes. You may need to wait a minute for the reload to

complete.

If you're using your own environment without the auto-reload feature enabled, issue these commands to
restart the runtime and reverse proxy containers:

docker exec -ti -- iamlab isamruntime 1 isamcli -c reload runtime
docker exec -ti -- iamlab isamwrprpl_1 isamcli -c reload all
docker exec -ti -- iamlab_ isamwrpopl 1 isamcli -c reload all

OIDC Federation configuration is now complete.
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5 Test SAM->SAM OIDC Federation

We can now test the OIDC Federation between our OP and RP Reverse Proxy instances.

5.1 Run OIDC Flow

In the Firefox browser in the Centos VM, navigate to a protected page on the Relying Party site:
https://www.iamlab.ibm.com/app/mobile-demo/diag

This is a protected page and so the login page of the Relying Party is displayed.
Before continuing, turn on the network trace in the Firefox browser so you can follow the OIDC flow.
Press Ctrl-Shift-K to open the network trace tool.

# Iinspector  ElConsole O Debugger {} Style Editor @ Performan..  {Ck Memory [ EECL

w W HTML <SS JS XHR Fonts Images Media Flash WS Other
Status Method File Domain Cause Type

® Perform a request or  Reload  the page to see detailed information about network activity.

® Clickonthe @ button to start performance analysis.

Look at the login page, it has been customized to include additional links to trigger Single Sign On:

IBM Security Access Manager

Username:

Username

Password:

Login via Facebook
| ngin via Gongle

Login via ISAMCB,_I_:’

Hover over the link for Login via ISAMOP. This allows you to see the trigger URL for starting the OIDC
exchange. The URL is: https://www.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/kickoff/ISAMOP.

I In general, the format for the OIDC trigger is:
/<Runtime Junction>/sps/oidc/rp/<RP Federation Name>/kickoff/<Parther name>

Click the Login with ISAMORP link.

In the network trace, you can see that the OIDC trigger link at the RP has created a redirect to the OP
authorize endpoint:
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Status Method F- m Cause Type Transferred Headers Cookies Response Timings

382 GET ISAMOP @ w.. document  html 13.67 KB 13. Filter raquest parameters
authori.. & w.. document  html 13.45 KB 13.' Query string

200 GET auth @ w.. document  html 13.59 KB 13]  dlient-id: oidcrp

nonce: 1fj7blEgDy

redirect_uri: https:/fwww.iamlab.ibm.com/mga/sps/oidc/ip/OIDC/redirect AISAMOP
response_mode: form_post

response_type: id_token
scope: openid
state: 4LLIVIXvBD5S

Select the authorize?... request and click Params tab. You can now see the parameters sent in the query
string.

The main browser window is showing the OP login page:

IBM Security Access
Manager

Username:

.

Login with emily and PasswOrd.

Emily is now shown a Consent to Authorize page. This is shown because of the client trust settings of the
OIDC Definition (Prompt once and remember). Emily must consent to her identity information being passed to
the Relying Party. This page is a template which can be customized.

The client requested the following token scopes that have not yet been approved:
vhpenid

Would you like to approve access fo this scope?
Permit ||
Deny

Click Submit to approve the RP for the requested OIDC scope (which allows it to receive an identity token
from the OP).

At this point the OIDC flow completes and you are shown the target page on the RP. Look at the trace again:
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Status Method F.. Cause Type Transferred Headers Cookies Params Response Timings Stack Trace Security
302 GET ISAMOP @ w.. document  html 13.67 KB 1 Filter request parameters
- . Form data
382 POST ISAMOP @& w... document  html 10.25 KB 9
. id_token: eyJraWQIOIJIRIRGbGgwZnA2bmplZkljaGlBaXhldkR1VEpsaXltODh5aG8 1bmirdWswliwiY
302 GET diag @ w.. document html 9.94 KB 9. WaenljolUIMyNTYifQLeyJub2 5[ZSI6IjF majdibEVRRHKILCJpYXQIOJELMzE5 MjUS 0D Qs Imlzeyl
208 GET /app/m.. @ w.. document  html 10.17 KB 9, 6Imh0dHBzOiBvd3d3Lm3wlmlibS5{b20iL CzdWIiOUbWIseSIsimy4cCI6MTUzMTkyOTU
ANCwiYXVKljoib2lkY3 Jwin0.UpBsNS8 clnXdfLFcXNIuNjHgBeZqOm3bhXKYTGaMPurevTW
GET styles... @ w.. stylesheet css 0GB 4 BURthDGPJGPiTLbthzaalHECECVPclrl\gS— e
200 GET infojs @ w.. script is 14.80 KB 14 kAXEJEYthaHxZ5fU _pcp5ZegANZED pgQuwCQ79XGF7waPBaxo-
302 GET authori.. @ w.. document  html 13.45 KB 1 Uz67daXNcSheRd5t73InQpl_XnR9bISkGS QptHjLyNLawGolgztLm5IVQpgyKIRy 7xUOPgm
i2-twP18Mcnldcd YEdmOdENIhS(L-
200 GET auth @ w.. document  himl 1355 KB 1 TwRHWCcd3EDQzsENSYlegkwkFIRgLyhrfuivpcilpRMBPNIJEGXzWS Cemsl5I1 _gNj5QmKy
3602 POST pkmslo... & w.. document  himl 2.03 KB 1 13XrnM-ntpXI90rngsj2IPSCchLAXGIMyAShw

@ 10 requests = 96.03 KB / 0 GB transferred = Finish: 1.90 min = DOMContentLo: state: 4L1VIXvBD5

Select the POST to ISAMOP. This is the response data from the OP being POSTed back to the RP (using a
scripted POST set up in the previous response). This is an Implicit OIDC flow and so the id_token and
access_token are returned via the browser.

In the browser window, you are on a diagnostics page:

Authentication Level: 2

IBM Security Access Manager

hitps m.com

Mobile Application [ =]

Home Profile Diagnostics Settings

The header of the page shows that the logged in user is https://www.op.ibm.com/emily. This username
was created in the OIDCRP mapping rule that we specified in the RP partner definition for the OP.

You can close the developer tools using the cross in the top-right corner of the developer tools section.

Further down the page, you can see the SAM Credential created at the RP. Review this if you like. When
you're done, click the Logout link at the top of the diagnostics page to log Emily out from the RP.

5.2 Run the OIDC flow a second time

We will now run the OIDC flow a second time to show that Emily's authorization for the RP has been
remembered.

Once again, navigate to: https://www.iamlab.ibm.com/app/mobile-demo/diag

Click the Login via ISAMOP link.

Emily is redirected to the OP. She is still authenticated there. Since her approval of the RP to use the OIDC
scope is remembered, no prompt is required. The OP returns a token immediately and Emily is logged into

the RP. The diagnostics screen is shown again.

Click the logout link to log Emily out of the RP again.

5.3 Review approvals in OP Client Manager

Emily can review the clients that she has authorized in the Client Manager.
Navigate to the following URL: https://www.op.ibm.com/mga/sps/oauth/oauth20/clients
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OAuth 2.0 Trusted Clients Manager

Username: emily

Trusted Clients

Client Permitted Scopes = Additional Information Action
QIDCRP | openid {"contact_type™"ADMINISTRATIVE","company_name™"IAMLAB Inc."}

The clients that Emily has authorized are displayed together with the permitted scopes. This is a template
page which can be customized. Notice the Additional Information displayed here. This is information from the
RP definition at the OP which could be used to populate this page.

Click Remove to remove authorization for the RP.

Repeat the OIDC flow to show that Emily is once again prompted for authorization when the RP attempts to
use the OP for single sign-on.

You have successfully shown an end-to-end OpenlD Connect flow
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6 Integration with Google

In this section we will integrate our Access Manager OIDC Relying Party with Google as an OIDC Provider.
Google is fully standards compliant with OpenID Connect and has a metadata URI so the integration is pretty
simple.

6.1 Create the Google Client Credentials

As part of provisioning identity providers, a set of credentials to use with Google APIs will be created.

Note: The screenshots taken may not match what is currently available on the Google developer portal. The
images were current in July 2018 but may have changed since then. These steps may need to be modified to
reflect different ways to access pages/functionality on the Google developer portal.

New Project

Project Mame *

My 0IDC Demo (7]

Project ID: my-oidc-demo-210615. It cannot be changed later. EDIT

Location *

BB Mo organization BROWSE

Parent organization or folder

CREQATE CANCEL

Navigate to https://console.developers.google.com/. If this is the first project for the Google account used,
"New project" will be shown automatically. Otherwise, from the project menu dropdown in the top bar, select
"New project..."

Create a new project. In this case the project is called My OIDC Demo.

Once the project has been created, get to the project dashboard.

= Google APIs | 8 MyoiDC Demo ~ Q
API APIs & Services M ENABLE APIS AND SERVICES
Lot Dashboard enabled

1se hundreds of available APls and services

EE

Library

% Credentials

e5

Select Credentials from the navigation bar.
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https://console.developers.google.com/

IBM Secu

API

EE

Google

o My 0IDC Demo »

Credentials

Credentials OAuth conse een Dormain verification

Before your users authenticate, this consent screen will allow them to choose
whether they want to grant access 1o their private data, as well as give them a link
to your terms of service and privacy policy. This page configures the consent
screen for all applications in this project.

Verification status
Mot published

Application name
The name of the app asking for consent

OpenlD Connect Demo

ion |

About the consent screen

The consent screen tells your users who is
requesting access 1o their data and what kind of data
you're asking 1o access.

OAwth verification

To protect you and your users, your consent screen
and application may need to be verified by Google.
Verification is required if your app is marked as
Public and at least one of the following is true:

[

ation Cancel

Select the OAuth consent screen tab.

Add an Application name and click Save.

APls
Credentials

You need credentials to access APls. Enable the APls you plan to
use and then create the credentials they require. Depending on the
AP you need an AP| key, a service account, or an OAuth 2.0 client

1D. Refer to the AP| documentation for details.

APl key
Identifies your project using a simple API key to check quota and access

OAuth client ID

Requests user ccn@l S0 your app can access the users data

Service account key

Enables server-to-server, app-level authentication using robot accounts

Help me choose

Asks a few questions to help you decide which type of credential to use

Click Create credentials and select OAuth client ID from the pop-up menu.
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API

a . N D&
® Web application

& Create client ID

Android Learn more
Chrome App Learn more
108 Learn more
FlayStation 4

Other

Mame

SAM 0IDC RP

Restrictions
Enter JavaScript origins, redirect URIs, or both

Authorized JavaScript origing

with requests from a browser. This is the origin URI of the client application. it cant contain a wildcard
(https://*.example.com) or a path (hitps://example.com/subdir). If you're using a nonstandard port, you must include it
in the origin URL

Authorized redirect URIs

For use with requests from a web server. This is the path in your application that users are redirected to after they have
authenticated with Google. The path will be appended with the authaorization code for access. Must have a protocol.
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

| https:/fwww.iamlab.ibm.com/mga/sps/oidc/rp/0IDC/redirect/Google

Cancel

Select Web application as the Application type.

Add a Name client, for example SAM OIDC RP.

Add an Authorized redirect URI with the value:
https://www.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/redirect/Google
Note: You must press enter to add the Redirect URI

This redirect URI is what our Access Manger RP redirect URI will be assuming we create a new partner
named Google in our federation named OIDC.

Click Create.

After creating a client, the Client ID and Secret are shown:

OAuth client

Here is your client 1D

I 55 146 .apps.googleusercontent. com rﬂl

Here is your client secret

I 5

(]

You could note these values here, but we'll download a file containing them in the next step so just click OK.
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OAuth 2.0 client IDs

Name Creation date v Type Client ID

SAM OIDC RP Feb 22, 2018 Web application 58 1.apps.googleusercontent.com Vd i

Click the Download icon for the new client.

Save the JSON file to the Desktop (or somewhere else you can easily find it). If you open this file, you'll find it
contains the Client ID and Client Secret and other URLSs needed for RP configuration.

6.2 Create Relying Party Partner in Access Manager
We will now create a partner for our OIDC RP federation in Access Manager for the Google OP.

IBM Security Access Manager

PR, Home =] Manitor £ 3 Secure =
Appliance Dashboard Analysis and Diagnostics @B‘ED Settings 'f,.' Access Contro

~E2  Secure

""'@ Federation

Global Settings Global Keys
Advanced Configuration LTPA Keys
Security Token Service User Registry

Navigate to Secure Federation=>Manage: Federations in the mega-menu.

Federation Management

Federations

% Add Edit Delete Export &2, Partners ., Refresh
] S @

1

Federation Name - Federation Protocol Rale

0IDC i OpenlD Connect Relying Party Relying Party

Select the OIDC federation and click Partners.

Partners

Edit Delete (&) Enable "J‘}’@ Refresh

Click Add.
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Create New Partner

General Information

Client Credentials General Information
Metadata Endpoint

Basic Partner Configuration Provide basic information about this partner

JWT Signature ication

JWT Decryption

Scope * Name

Attribute mapping
|dentity Mapping
Advanced Configuration
Summary

e

* Connection Template

Enter Google as the Name and select the Enabled flag. Then click Next.

B The Name given here will appear as part of trigger and redirect URLS so you need to use this exact value.

Create New Partner

General Information
Client Credentials Client Credentials

Client Credentials

When specitying client credentials, not entering a client secret will make this a public client. Public
clients cannot perform the Authorization Code flow, nor can they perform H3256, HS384 or H3312

| signing
* Client ID
Summary | ..apps googleusercontent.com |
Client Secret
[ P |

Previous 0K Cancel

Open the JSON document you downloaded from Google (you can double-click it to open in gedit):

{"web": {"client 1d":"5xxxxxxxxx6-
IXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXA.apps.googleusercontent.com", "project id":"my-oidc-

demo", "auth uri":"https://accounts.google.com/o/oauth2/auth", "token uri":"https://accounts
.google.com/o/oauth2/token", "auth provider x509 cert url":"https://www.googleapis.com/oaut
h2/vl/certs","client secret":"VIXxXxXxXxXxXxXxXxXxXxvV", "redirect uris":["https://www.iaml
ab.ibm.com/mga/sps/oidc/rp/0IDC/redirect/Google"] }}

Identify the client_id and client_secret. Cut and paste them into the fields in the browser.

Click Next.
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Create New Partner

Metadata Endpoint
JWT Signature Verification
JWT Decryption

Scope

Attribute mapping
Identity Mapping
Advanced Configuration
Summary

Metadata Endpoint

If metadata endpoint is available some basic information can be retrieved from the endpoint during
runtime.

(") No metadata endpoint

| |n:§:uSpecrry metadata endpoint |

*Metadata Endpoint

| =l-known/openid-configuration &

Y

( https://accounts.google.com/.well-known/openid-configuration )

Click Next.

Previous OK Cancel
Google has a metadata endpoint. We can use this for dynamic configuration.
Select the radio button for Specify metadata endpoint.
You could Google for the OpenID metadata URL for Google but, to save time, it is:
https://accounts.google.com/.well-known/openid-configuration
Create New Partner
General Information
Client Credentials JWT Signature Verification
Metadata Endpoint
JWT Signature Verification *Signature Algorithm
JWT Decryption
Scope
Attribute mapping RS256 -
|dentity Mapping
Advanced Configuration
Summary
(C) Use checked-in certificate
| (@ Use JWK endpoint in metadata
Verification Certificate
Certificate Database
Certificate Label
Previous 0K Cancel

Since we are using metadata, we can tell the RP to dynamically get the signing certificate of the OP from the
JWK endpoint defined in the metadata (rather than manually importing and selecting a certificate).

Select the Use JWK endpoint in metadata and click Next.

We're not going to encrypt the token contents so just click Next again.
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Create New Partner

¢
Mstadata Endpoint

JWT Signature Verification Delete
JWT Decryption

Scope Scope

Attribute mapping

Identity Mapping ()| openid

Advanced Configuration | N -

Summary -_’;_-l email |
| profie |

e o oo

Google supports the standard OIDC scopes which are oidc, email, and profile. Use the New button to add
email and profile scopes. Then click Next.

We're not going to add any attribute mapping so click Next again.

Create New Partner

General Information

Client Credentials Identity Mapping

Metadata int

JWT Signature Verification If configuring an identity provider, this mapping specifies how to create an assertion that contains
JWT Decryption attributes that are mapped from a local user account.

Scope If configuring a service provider, this mapping specifies how to match an assertion from the partner to
Attribute mapping the local user accounts.

Identi i Select one of the following identity mapping options:

Identity Mapping Rule

Advanced Configuration ft\, Use the identity mapping that is configured for this partner’s federation

Summary _
| () Do not perform identity mapping

|@':§Use JavaScript transformation for identity mapping:

(0) Use an external web service for identity mapping

Mus E OK Came‘

We need to specify an Identity Mapping (we didn't specify one at the federation level). We will use a built-in
Javascript transformation.

Select the radio-button for Use JavaScript transformation for identity mapping and click Next.
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Create New Partner

General Information

Client Credentials Identity Mapping Rule
Metadata Endpoint
JWT Signature Verification Specify the JavaScript file that contains the identity mapping rule.
JWT Decryption
Scope s, No filter i
- o filter applied

Attribute mapping oo Ll PP
Identity Mapoi
Identity Mapping Rule Name 4 | Category
Advanced Configuration
Summary | OIDCIDToken olbc

| 0IDCRP ! olbc

|
QIDCRP_ADV Qlpc

e o e

Select the OIDCRP mapping rule and click Next.

Create New Partner

General Information

Client Credentials Advanced Configuration

Metadata Endpoint

JWT Signature Verification This configuration is intended for customizing the request. Select one of the following advanced
JWT Decryption configuration options.

Scope _

Attribute mapping () Use the advanced configuration that is configured for this partner’s federation

\dentity Mapping -
Identity Mapping Rule | (@)Advanced configuration is not required
Advanced Configuration —
Summary () Use JavaScript for advanced configuration

s o | cums

We don't want to use and advanced configuration in this first configuration. Select the radio-button for
Advanced configuration is not required and click Next.

Click OK on the summary screen to create the partner definition.

The new partner is created. Click Close to close the partner overlay.

6.3 Get Google Root CA Certificates

In order to allow direct communication from the RP (Runtime container) to Google servers (metadata and
JWKS endpoints), the Root CA certificate used by the Google endpoints must be loaded into the key store of
the RP Runtime. We will download this certificate and then import to Access Manager.
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Open a browser and navigate to https://accounts.google.com/.well-known/openid-configuration.

@ IBM Security Access Ma.. x | & https://accou...onfiguration x

¥

0Oa https://accounts.google.com/.well-known/openid-configuration

B g accounts.google.com

>
{ Secure Connection

"iz &
"aL o uth
't @ Permissions en'
us ust
"re You have not granted this site any special 2/1
L permissions.

re

"Coue—;

Click on the padlock icon next to the URL and then click the arrow in the pop-up window.
L4 Site Security

& accounts.google.com

| Secure Connection

Verified by: Google Trust Services

Mare Inforl*gtion
]

Click More Information.

Page Info - https:/faccounts.google.com/.well-known/openid-configuration — O X

o k= i KN

General Media Permissions Securlty

Website ldentity
Website: accounts.google.com
Owner: This website does not supply ownership information.
Verified by:  Google Trust Services
Expires on:  August 28, 2018

View Certificate

| S—

Click View Certificate.
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Certificate Viewer: “accounts.google.com” X

General 1

C

" GlobalSign Root CA - R2
ocogle Interne uthority
accounts.google.com

Certificate Fields

~ GlobalSign Root CA - R2
v Certificate

Select the Details tab.
Select the root CA (GlobalSign Root CA - R2 in this case) and click Export... button.
Save the certificate file onto the Desktop (or somewhere else you can easily find it).
The other endpoint we need to trust is the JWKS endpoint (https://www.googleapis.com/oauth2/v3/certs).

You could check but, at the time of writing, the same CA signs this endpoint so you don't need to download
it again.

6.4 Import Google CA Certificate to Runtime key store

Return to the Access Manager LMI.

IBM Security Access Manager

Home mll\dnnimr {2 Secure __Secure ‘& Secure &, _ Connect
Appliance Dashboard . Analysis and Diagnostics @"s‘-'eh Settings ) Access Contral &lél) Federation 0'. IBM Cloud |dentity

Updates and Licensing Network Settings System Settings

W = Database Configuration g Administrator Settings 551 Cerificates

u Application Database Settings 5 Shared Volume = Management Authentication , File Downrrats

BoomSataie § e P B i Y T A S T

Navigate to Manage System Settings->Secure Settings: SSL Certificates in the mega-menu.

S5L Certificates

/i EThere is cumently one undeployed change. Click here to review the changes or apply them to the system.

P New | # Delete | o Refresh | Manage vl

Edit 35L Certificats Database

+ T, - 3
-+ No filter applied
M Describe i
Certificate Database Name - Last| Rename Description
Import
Registry_Keystore Feb Export

dsc_key_store
embedded_ldap_keys

Imi_trust_store

Feb 22, 2018, 11:45:34 AM

Feb 22, 2018, 11:45:34 AM

Feb 22, 2018, 11:45:34 AM

Key store for the distributed session cache server. DC
Key store for the embedded LDAP server. Do NOT de

Certificate trust store for the management Ul. Do NOT

pdsrv Feb 22, 2018, 11:49:34 AM This file contains the default SSL certificates which are
clients, and junctiocned Web servers.
| rt_profile_keys Feb 22, 2018, 11:49:34 AM | Default key and trust store for the 1SAM for Mobile ser

Select the rt_profile_keys key store. Click Manage and select Edit SSL Certificate Database from the pop-
up menu.
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Edit S5L Certificate Database - rt_profile_keys

o New | 2 Edit | ¥ Delete | ™ Refresh |

Signer Certificates | Personal Certificates | Certif

Receive
Label Issuer Impart Subject
= = 3 Export :
= Na fiter applied
Extract
postgresql C=us,0=ibm,CN C=us,0=it
Load
CN=isamconfig, U=FUICY Ch=isamc
ISAMOP Director,C=US Director,C-
Click Manage and select Import from the pop-up menu.
Import Signer Certificate X

Certificate File *
|GlobalSignRootCA-R2 crt |

| Browse |

Cenrtificate Label *
| Global Sign Root CA - R2 |

Click Browse and select the GlobalSign CA certificate you just exported. Enter a Label and click Import.
Click Close to close the Certificate Database overlay.

Deploy the changes using the link in the yellow warning message.

6.5 Extra steps for Docker environment

In a Docker environment we need to publish the configuration and wait for the Runtime container to detect the
new configuration and reload to activate it.

Click Container Management in the title bar and select Publish Configuration from the pop-up menu.
Click Submit to confirm the publish.

A new configuration snapshot is created. The runtime container will detect this new snapshot and
automatically reload to pick up the changes. You may need to wait a minute for the reload to complete.

If you're using your own environment without the auto-reload feature enabled, issue this command to
restart the runtime container:
docker exec -ti -- iamlab isamruntime 1 isamcli -c reload runtime

Configuration of Google as an OIDC Provider is now complete.

6.6 Test Google OIDC Flow

We can now test the OIDC Federation between Google and our OIDC RP.

In the Firefox browser in the Centos VM, navigate to a protected page on the Relying Party site:
https://www.iamlab.ibm.com/app/mobile-demo/diag
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This is a protected page and so the login page of the Relying Party is displayed.
Before continuing, turn on the network trace in the Firefox browser so you can follow the OIDC flow.

Press Ctrl-Shift-K to open the network trace tool:

[& 3 Inspector Console [ Debugger {1 Style Editor (@ Performan.. £k Memory = Network
W W HML CSS JS XHR Fonts Images Media Flash WS Other
Status Method File Domain Cause Type

® Perform arequest or  Reload  the page to see detailed information about network activity.

® Click onthe @ button to start performance analysis.

Look at the login page, it has been customized to include additional links to trigger Single Sign On:

I nrmim wia Farabhnnle
=Sl a2

Login via Google _
Login via lsAMUE

Click the Login with Google link.

In the network trace, you can see that the OIDC trigger link at the RP has created a redirect to the OP
authorize endpoint:

Status Method o Do Cause Type Transferred Headers Caokies Response Timings Security

302 GET Google @ w.. document  html 1.87 KB 1 Filter request parameters
auth?n... .. document 165 KB [l ~ Query string
288 CET 14597.. @ ssl...script is 139 KB 1 client_id: 55882011746-99320qp8 1dofagcBeh8brérosSrip85a.apps.googleusercontent.com
3 B,
200 GET ocauth?.. @ ac.. document html 336.23 KB 1 nence: tD1SwAbZus
redirect_uri: https://iwww.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/redirect/Google
GET KFOm.. @ fo.. font woff2 0GB 14 ’ ' '
response_made: form_post
GET AUaGr... @ fo.. font woff2 0GB 1¢ response_type: id_token
GET KFOIC.. @ fo.. font woff2 0GB 1 scope: openid+email+profile
GET KFOm.. @ fo.. font woff2 0GB 1] state: XwgV8RvcST
GET KFOm... & fo.. font woff2 0GB 1.

Select the auth?... request and click Params tab. You can now see the parameters sent in the query string.
Notice the 3 scopes being requested (openid, email, and profile).

The main browser window is showing the Google login page.
Login with your Google account. Note that Google does not have a consent page.

At this point the OIDC flow completes and you are shown the target page on the RP. Look at the trace again:

Status Method (i Do Cause Type Transferred Headers Cookies Params Response Timings Stack Trace Security
GET consen... f@ ac.. document  html 3.13 KB 4, Filter request parameters
GET rs=AB.. @ ssl.stylesheet css 33.57 KB L Form data
GET m=app... @ ssl..script is 275.28 KB 8¢ authuser: 0
GET progre.. @ ssl..img qif 66.61 KB 6 id_token: j_' i i e ———
GET m=uhx... @ ssl..xhr is 133 KB 1 YI ?g
POST log7au... @ pla..beacon plain 799 B 1 I 4

— 12.38 KB N Y

382 GET diag @ w.. document html 12.08 KB 1 6 d
[2aa] GFT Jannim 8w dncoment heml 1227 KR 1 L
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Select the POST to Google. This is the response data from Google being POSTed back to the RP (using a
scripted POST set up in the previous response). This is an Implicit OIDC flow and so the id_token is returned
via the browser.

In the browser window, you are on a diagnostics page:

IBM Security Access Manager | Authenficafion Le

Home Profile Diagnostics Settings Mobile Application

The header of the page shows that the logged in user is https://accounts.google.com/xxxxxxxx. This
username was created in the OIDCRP mapping rule that we specified in the RP partner definition for the OP.

You can close the developer tools using the cross in the top-right corner of the developer tools section.

Further down the page, you can see the SAM Credential created at the RP. Review this if you like. You will
see your Name and e-mail address have been populated from Google.

When you're done, click the Logout link at the top of the diagnostics page to log out from the RP.

You have successfully configured Google Integration using OpenID Connect
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7 Facebook Integration

In this section we will integrate our Access Manger OIDC Relying Party with Facebook.
Facebook does not currently support OpenID Connect but we can integrate our Relying Party with some

customization. Effectively we use the OAuth 2.0 support to get an Access Token from Facebook and then call
the Facebook Graph API to get the user's identity in a custom mapping rule.

7.1 Set up a Client Application on Facebook

Navigate to https://developers.facebook.com

facebook for developers Products Docs  Tools &Support  News  Videos Q

Click Log In and login with your Facebook credentials.

Facebook Developer Confere

F8 2018 key ik Eurm
sessions on-

Click My Apps and select Add a New App.

Create a New App ID

Display Name
| QIDC Demo |

Contact Email

o om

Facebook Platform Policies (LLEW Create App ID

Enter a Display Name for your application (e.g. OIDC Demo) and click Create App ID.

At this point you may be required to complete a security check (e.g. reCAPTCHA).
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Add a Product

Facebook Login

The world's number one social login product.

i

On the dashboard, find the Facebook Login product and click Set Up.

A Quick Setup wizard is opened but you don't really want to use it.

PRODUCTS ()

~| Facebook Login -

Settings

k

Quickstart

Expand Facebook Login product on the navigation bad and click Settings.
Client OAuth Settings

Client OAuth Login

Enables the standard QAuth client token flow. Secure your application and prevent abuse by locking
down which token redirect URIs are allowed with the options below. Disable globally if not used.

» Web OAuth Login Enforce HTTPS
as
Enables web-based Client OAuth Login. Enforce the use of HTTPS for Redirect
URIs and the JavaScript SDK. Strongly
recommended.
we | FOrCE Web OAuth Reauthentication -~ Embedded Browser OAuth Login
When on, prompts people to enter their Enable webview Redirect URls for Client
Facebook password in order to log in on OAuth Login.
the web.

Use Strict Mode for Redirect URIs

Only allow redirects that use the Facebook SDK or that exactly match the Valid OAuth Redirect URIs.
Strongly recommended.

Valid OAuth Redirect URIs

https://www.iamlab.ibm.com/mga/sps/foidc/rp/OIDC/redirect/Facebook

Login from Devices

Enables the QAuth client login flow for
devices like a smart TV

Discard | Save Ghanilmes |

Add https://lwww.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/redirect/Facebook to the list of Valid OAuth
redirect URIs.

Click Save Changes.
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# Dashboard
App ID App Secret
% Settings . pp pp t
[ - 39! 31 e e00ee Show
Basic I o
Advanced Display Name Namespace

5 Roles ' OIDC Demo

Expand Settings on the navigation bar and select Basic.
Click Show to show the App Secret. You may have to enter your Facebook password again.
Make a note of the App ID and App Secret. You will need these when you configure the Relying Party.

Facebook configuration is complete. You can close this window.

7.2 Import Custom Mapping Rule

In order to support Facebook with our OIDC Relying Party, we need to add a custom mapping rule. This
mapping rule will take the Access Token acquired from the Facebook OAuth Authorize endpoint and use it to
call the Facebook Graph API to get the identity of the user.

IBM Security Access Manager

_?g?:n:e Dashboard _T-?:‘un';'zc-’:ranzl Ciagnostics '\‘,E\él _E‘:‘F;tausrg" ngs E—é,l _E?:C::r-:.&mnm E@ Eeeztl'::m :
Global Settings Global Keys
Advanced Configuration LTPA Keys

Security Token Service User Registry

Attribute Source Runtime Parameters

OpenlD Connect and AP| Protection 5, Template Files

Distrifiiter Seszinn Cache

Navigate to Secure Federation=>Global Settings: Mapping Rules

Mapping Rules

[ add ‘@In‘uiértl Edit Delete 48] Ex

Mapping Rules

Click Import.

Import Mapping Rule

Name: | FacebookRP |
Category: | oo rl
facebookjs Browse

Enter a name for the rule (without spaces). E.g. FacebookRP
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Select OIDC as the Category from the drop-down list.
Click Browse and select file /home/demouser/studentfiles/oidc/facebook.js.

Click OK.

7.3 Create Relying Party Partner in Access Manager
We will now create a partner for our OIDC RP federation in Access Manager for Facebook.

admin

isamconfig

IBM Security Access Manager

"%, Home 7| Monitor & 2 Secure = Secure
Appliance Dashboard Analysis and Diagnostics !!E\;I‘.-"J'ED Settings -!:,l Access Contro

-5 Secure

Q'—'@ Federation

Qe

Global Settings Global Keys
Advanced Configuration LTPA Keys
Security Token Service User Registry

Navigate to Secure Federation>Manage: Federations in the mega-menu.

Federation Management

A\
./l }There is cumently one undeployed change. Click here to review the changes or apply them to the system.

Federations
[Fadd [FEdt [#Deete 1] Export .y Refresh

Federation Name - Federation Protocol Raole

olnc i OpenlD Cennect Relying Party Relying Party

Select the OIDC federation and click Partners.

Partners

|:"J',}’ *Id Edit Delete (&) Enable "J‘}’@ Refresh

Click Add.
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Create New Partner

General |

‘General Information

nfiguration Provide basic information about this partner

° Name

* Connection Template

Qiocie -~

Previous oK Cancel

Enter Facebook as the Name and select the Enabled flag. Then click Next.

B The Name given here will appear as part of trigger and redirect URLS so you need to use this exact value.

Create New Partner

Client Credentials

Client Credentials

‘When specifying client credentials, not entering a client secret will make this a public client. Public clients
cannot perform the Authorization Code flow, nor can they perform HS256, HS384 or HS512 signing

* Client 1D
39 "

|  Clent Secret

Complete the client_id and client_secret fields using the App ID and Secret you noted down for your
registered app.
Click Next.

Facebook does not have a metadata endpoint (since it is not a true OIDC Provider) so just click Next.
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Create New Partner

General Information
Client Credentials Basic Partner Configuration
Metadata Endpoint

Basic Partner Configuration *Issuer Identifier

JWT Signature Verification
JWT Decryption

Scope hﬂps:-'.-'l graph.facebook.com
Attribute mapping
Identity Mapping
Advanced Configuration
Summary

| *Response Types

The selected response types will determine which flow is being executed,
autheorization code flow, implicit flow or any hybrid flow.

[ id_token

[] token

Without the metadata endpoint, we must enter the partner configuration manually.

Enter graph.facebook.com as the Issuer Identifier.

Select code under Response Types. This means we're going to do an OAuth 2.0 authorization code flow.

| Wi you select token here instead, this will cause the OAuth 2.0 implicit flow to be used.

JWT Decryption

Scope *Authorization Endpoint

Attribute mapping

Identity Mapping | cebook.comiva.Oidialog/oauth |

Advanced Configuration "ﬁ{

Summary I

| Token Endpoint https:/fiwww.facebook.com/v3.0/dialog/oauth

| :Dm-\fa.u-'uautn-'access_tukenJ
A

Userinfo E( https://graph.facebook com/v3.0/oauth/access_token

Previous Next | OK Cancel

Enter https://www.facebook.com/v3.0/dialog/oauth as the Authorization Endpoint.
Enter https://graph.facebook.com/v3.0/oauth/access_token as the Token Endpoint.

Click Next.
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Create New Partner

General Information

Client Credentials
Metadata Endpoint

Basic Partner Configuration
JWT Signature Verification

JWT Signature Verification

*Signature Algorithm

| none -

Use checked-in certficate

Use JWK endpoint

Verification Certificate
Certificate Database

Previous OK Cancel

We are not going to receive any identity token, so the signature algorithm is irrelevant.
Scroll to the top of the page, set Signature Algorithm to none using the drop-down list, and click Next.

We're not going to encrypt the token contents so just click Next again.

Create New Partner

Gieneral Information

Client Credentials
Metadata Endpoint

Basic Partner Configuration
JWT Signature Verification
JWT Decryption

Scope

Attriburie mappin

Scope

Delete

Scope

V| email

) | public_profile

Userinfo Request
I: Perform userinfe reguest automatically

Token Endpoint Authentication Method

client_secret_post el

Previous oK Cancel

Facebook supports a lot of scopes but the ones we need are email and public_profile. Since Facebook is not

an OIDC Provider, the oidc scope needs to be removed.
Replace oidc with email. Use the New button to add public_profile.

Facebook only supports the secret post method for authenticating to the Token Endpoint. Select
client_secret_post from the drop-down list. Then click Next.

We're not going to add any attribute mapping so click Next again.
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§ IBM Security

Create New Partner

General Information

Client Credentials Identity Mapping

Metadata int

JWT Signature Verification If configuring an identity provider, this mapping specifies how to create an assertion that contains
JWT Decryption attributes that are mapped from a local user account.

Scope If configuring a service provider, this mapping specifies how to match an assertion from the partner to
Attribute mapping the local user accounts.

Iden i Select one of the following identity mapping options:

Identity Mapping Rule

Advanced Configuration O Use the identity mapping that is configured for this partner’s federation

Summary

| () Do not perform identity mapping

|K’5‘w§Use JavaScript transformation for identity

C‘J Use an external web service for identity mapping

We need to specify an Identity Mapping (we didn't specify one at the federation level). We will use a built-in
Javascript transformation.

Select the radio-button for Use JavaScript transformation for identity mapping and click Next.

Create New Partner

General Information

Client Credentials Identity Mapping Rule
Metadata Endpoint
Basic Partner Configuration Specily the JavaScript file that contains the identity mapping rule.
JWT Signature Verification
JWT Decryption 4, . i
= No filter applied
P K filter app
Attribute mapping
Identity Mapping Name - Category
Identity Mapping Rule
Advanced Configuration FacebookRP ! QIDC
Summary | :
OIDCIDToken [=]ls]w}
CIDCRP clDc
OIDCRP_ADY olDc
Previous Next * 0K Cancel

Select the FacebookRP mapping rule and click Next.
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Create New Partner

General Information

Client Credentials Advanced Configuration

Metadata Endpoint

JWT Signature Verification This configuration is intended for customizing the request. Select one of the following advanced
JWT Decryption configuration options.

Scope .

Attribute mapping () Use the advanced configuration that is configured for this partner’s federation

Identity Mapping —
Identity Mapping Rule | ‘®):Advanced configuration is not required
Advanced Configuration —
Summary () Use JavaScript for advanced configuration

e o | caen

We don't want to use and advanced configuration. Select the radio-button for Advanced configuration is
not required and click Next.

Click OK on the summary screen to create the partner definition.

The new partner is created. Click Close to close the partner overlay.

7.4 Get Facebook Root CA Certificate

In order to allow direct communication from the RP (Runtime container) to Facebook servers, the Root CA
certificate used by the Facebook Web and API endpoints must be loaded into the key store of the RP
Runtime. At the time of writing these both use the same root ceritificate. We will download this certificate and
then import to Access Manager.

Open a browser and navigate to https://graph.facebook.com.

{ O & ||httpsi//graph facebook.com

S ﬂ graph.facebook.com

{ Secure Connection

. k
Permissions

You have not granted this site any special
permissions.

W

q
4

}

Click on the padlock icon next to the URL and then click the arrow in the pop-up window.

| f# graph.facebook.com

Secure Connection

Verified by: DigiCert Inc

I More Informagion
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Click More Information.

r

Page Info - https://graph.facebook.com/ = o x |

L =1 [ |
v
o s S
General Permissions [0

Website Identity
Website: graph.facebook.com

Owner: This website does not supply ownership information.
Verified by:  DigiCert Inc

View Certificate

Privacy & History
Click View Certificate.

| Certificate Viewer: “*.facebook.com” x

‘ General 1

Certificate Hierarchy

DigiCert High Assurance EV Root CA
+ DigiCert SHAZ High Assurance Server CA

Close

Select the Details tab.
Select the root CA (DigiCert High Assurance EV Root CA in this case) and click Export... button.

Save the certificate file onto the Desktop (or somewhere else you can easily find it).

7.5 Import Facebook CA Certificate to Runtime key store
Return to the Access Manager LMI.

IBM Security Access Manager

Home m Manitor {2 Secure _Secure ‘&% Secure &, _ Connect
Appliance Dashboard - Analysis and Diagnostics "\‘El/ﬂ‘-'eh Settings E’) Access Control t7=|E-I',; Federation op. IBM Cloud |dentity

and Licensing Network Settings System Settings
u Database Configuration 5 Administrator Settings

) S5 Ceriffzates
= Application Database Settings g Shared Volume = Management Authentication 5 File Downrratls

Arimdntia | ledaia T R - LY T PR

Navigate to Manage System Settings=>Secure Settings: SSL Certificates in the mega-menu.
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55L Certificates

/l }Tnere are cumently 2 ployed ch . Click here to review the changes or apply them to the system.

o New | # Delete | o Refresh | Managevl

Edit SSL Cergate Database

I+ No filter applied

Describe
Certificate Database Name - Last| Rename Description

Import
Registry_Keystore Feb Export
dsc_key_store Feb 22, 2018, 11:49:34 AM Key store for the distributed session cache server. C
embedded_ldap_keys Feb 22, 2018, 11:49:34 AM Key store for the embedded LDAP server. Do NOT ¢
Imi_trust_store Feb 22, 2018, 11:49:34 AM Certificate trust store for the management Ul Do NO
pdsrv Feb 22, 2018, 11:49:34 AM This file contains the default SSL certificates which a1

clients, and junctioned Web servers.

rt_profile_keys Feb 22, 2018, 7:13:19 PM Defautt key and trust store for the ISAM for Mobile se

Select the rt_profile_keys key store. Click Manage and select Edit SSL Certificate Database from the pop-
up menu.

Edit S5L Certificate Database - rt_profile_keys

o New | 8 Edit | X Delete | «® Refiresh  |f Manage
Signer Certificates | Personal Certificates || Certif Receive ]
Label Issuer Impart Subject
= : ; Export
Na fiter applied
Extract
postgresql C=us,0=ibm,CN C=us,0=it
Load
Ch=izamconfig, U=FOICY Ch=izamc
ISAMOP Director,C=US Director,C-
Click Manage and select Import from the pop-up menu.
Import Signer Certificate X
Cerificats File *
|DigiCentHighAssurance EVRoot(
| Browse |
Cerificate Label *
| DigiCertHAEV CA |
| Cancel |

Click Browse and select the CA certificate you just exported. Enter a Label and click Import.
Click Close to close the Certificate Database overlay.

Deploy the changes using the link in the yellow warning message.

7.6 Extra steps for Docker environment

In a Docker environment we need to publish the configuration and wait for the Runtime container to detect the
new configuration and reload to activate it.

Click Container Management in the title bar and select Publish Configuration from the pop-up menu.

Click Submit to confirm the publish.
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A new configuration snapshot is created. The runtime container will detect this new snapshot (this is new
capability in SAM 9.0.5.0) and automatically reload to pick up the changes. You may need to wait a minute
for the reload to complete.

If you're using your own environment without the auto-reload feature enabled, issue this command to
restart the runtime container:

docker exec -ti -- iamlab_ isamruntime 1 isamcli -c reload runtime

Configuration of Facebook as an Identity Provider is now complete.

7.7 Test Facebook Social Sign-On Flow

We can now test the Custom RP integration with Facebook.

In the Firefox browser in the Centos VM, navigate to a protected page on the Relying Party site:
https://www.iamlab.ibm.com/app/mobile-demo/diag

This is a protected page and so the login page of the Relying Party is displayed.
Before continuing, turn on the network trace in the Firefox browser so you can follow the OIDC flow.
Press Ctrl-Shift-K to open the network trace tool.

# linspector  ElConsole O Debugger {} Style Editor @ Performan.. 4k Memory [T

w A HTML CSS JS XHR Fonts Images Media Flash WS  Other
Status Method File Domain Cause Type

® Perform a request or  Reload  the page to see detailed information about network activity.

® Clickonthe @ button to start performance analysis.

Look at the login page, it has been customized to include additional links to trigger Single Sign On:

Login via Facebgok

Login via Google™
Login via ISAMOP

Click the Login with Facebook link.

In the network trace, you can see that the OIDC trigger link at the RP has created a redirect to the OP
authorize endpoint:

Status Method F.. Do Cause Headers Cookies Response Timings

302 GET Facebo.. @ w.. document h Filter request parameters
oauth?.. @ w.. document hi [RESTCEINEIGIY
200 GET login.p... @& w.. document i client_id: 35 1
280 GET hsts-pi.. @ fac..img g redirect_uri: https://www.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/redirect/Facebook
response_type: code
GET 1DCY3.. @ sta.stylesheet i ! '
scope: emailtpublic_profile
GET NPVPD... @ sta..stylesheet cf state: Binf61BPnt

Select the auth?... request and click Params tab. You can now see the parameters sent in the query string.
Notice the 2 scopes being requested (email and public_profile).
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The main browser window is showing the Facebook login page:

Log in to Facebook

| jt com |

Log In

Forgotten account? - Sign up for Facebook

Mot now

Login with your Facebook account; this might include a 2FA check and offer to remember your browser.

After login, the Facebook Consent page is shown. You can see that the client is requesting access to public
profile and e-mail address:

0IDC Demo will receive:
your public profile and email address. &

[# Edit this

Continue as J

Cancel

Click Contine as... to consent. At this point the OIDC flow completes and you are shown the target page on
the RP. Look at the trace again:

Status Method F.. Do Cause Headers Cookies Params Response Timings Stack Trace Security
200 POST bz & w.. xhr i Filter request parameters
200 POST bz & w.. xhr is Query string
200 GET fajax/h.. @ w.. xhr js code: AQDwWVrux2rm2vZBriHEdIFnBF6BaW22 _crip-
GET ) } ) tBUP3PKELh7yU1nV8AyuiDKRFqYbCezombx\WIGEE|BBYfEFN8FnJEd)_DxrbNQWZWKKDZCO
XtQTw.. @ sta..script is N o - .
znHyMOPTIMvEHDwIdigtiUWAS lyOfuPaWRXriGdcrmx0 S krNiOjkxgPeES 0 1hGUaG OTKy3oNZjrg
POST read?d.. @ w.. xhr is aH3NCewThbPpHjgRGYeCvSIUsNOafq3tgGPVueZfvl _8ollKhQgNtYWgScoWt3LoBVS zf-
GET aby8S.. @ sta..script is Pxo_YtGGrYA_WMNoyK3m3DizyczTtINSTCKic)2kXEjdIr9tf8n6 EEqFTujGysBKgX 1G4 XuNHkkih

EhjNuTBct3GWc
state: Binfé 1BPnt

Facebo... w... documert

Select the GET to Facebook. This is the redirect from Facebook back to the RP redirect URL. This is an
Authorization Code flow and so a code is returned via the browser. Access Manager will use this code to
retrieve an Access Token (from the Facebook token endpoint) and then our custom RP Mapping Rule will use
the Access Token to retrieve user information using the Facebook Graph API. These steps are performed
with direct connections and so are not seen in this browser trace.

In the browser window, you are on a diagnostics page:

IBM Security Access Manager . Logout

Home Profile Diagnostics Settings Mobile Application
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The header of the page shows the logged in user. The username is the e-mail address associated with the
Facebook account. This username was specified in the FacebookRP mapping rule.

You can close the developer tools using the cross in the top-right corner of the developer tools section.

Further down the page, you can see the SAM Credential created at the RP. Review this if you like. You will
see first_name, last_name, email, and FacebookID have been populated.

When you're done, click the Logout link at the top of the diagnostics page to log out from the RP.
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8 Advanced Configuration and Access Policies

In this section we will explore the customizations available for both OIDC Provider (OP) and Relying Party
(RP) by setting up a scenario that supports Authentication-context Class Reference (ACR). This allows an RP
to request a certain level of authentication from an OP. We will also set up our system so that the RP
requests the authenticationTypes attribute from the OP so that it knows which authentication types the user
has completed at the OP (and can use this information as part of access decisions).

This configuration relies on agreement of ACR values and attribute names to be exchanged by the
participants. We'll set up the configuration between our own OP and RP, so we have full control of both sides.

We'll use TOTP as the higher level of authentication that the RP can request. The OP Reverse Proxy in the
demo environment is already configured for AAC so is ready to support TOTP.

Once we have the RP configured with the ability to request TOTP authentication from the OP, we'll set up an
AAC Authorization Policy and Obligation to require this for specific RP resources.

8.1 Use RP Advanced Configuration Script to modify OIDC Requests

When configuring an OIDC RP, you can specify an advanced configuration mapping to be run when building
requests. This allows customization of requests to include additional parameters and claims. We will use
this to add two things to requests to the OP /authorize endpoint:

e Anacr_values parameter specifying the authentication type required; and
e A claims parameter that requests that the OP return the authentication types the user has completed.

8.1.1 Examine Advanced Configuration Script
Let's take a look at the Advanced Configuration script that we'll use with this ACR use case.

It is better to use a text editor to view scripts (rather than the LMI) because it highlights JavaScript syntax
making it easier to read. Open a terminal on the Centos VM and enter the following command:

I [demouser@centos ~]$ gedit studentfiles/oidc/ACR-OIDC-RP-AdvConfig.js &

The file is opened in a new text editor window.

The first thing this script does is to retrieve the type of operation that is being processed. This is necessary
because the same advanced configuration script is called during all RP operations. For this ACR use-case,
we're interested in modifying the authorize request and we check for this as follows:

// Get the operation

var operation =

stsuu.getContextAttributes () .getAttributevValueByNameAndType ("operation", "urn:ibm:SAM:oidc:
rp:operation") ;

if (operation == "authorize") {

The authentication level required will be passed in the OIDC trigger using the level query-string parameter:

//Get level parameter from query-string of the kickoff URL
var myLevels = stsuu.getContextAttributes () .getAttributeValuesByName ("level");

Page 62 of 84



If level=2 the this means we will request TOTP authentication at the OP. Otherwise we will request password
authentication. In this demo, authentication levels are specified using these URNS:

//Send ACR of password...
var myAcr = "urn:demo:password";

//...Unless level is 2, in which case send ACR of totp
if (myLevel == "2") {
myAcr = "urn:demo:totp";

The ACR is sent as a request attribute called acr_values:

stsuu.getContextAttributes () .setAttribute (new Attribute ("acr values",
"urn:ibm:SAM:oidc:rp:authorize:req:param”, myAcr));

In addition to requesting a particular authentication level with an ACR, the request will also include a claims
parameter which will request that the authenticationTypes attribute at the OP be returned in the identity token
it generates:

// Request that authenticationTypes be returned by the OP (so we will know what
authentication user has done)
var claims = { "id token": {
"authenticationTypes": {"essential": false}

}
}i
stsuu.addContextAttribute (new Attribute("claims",
"urn:ibm:SAM:oidc:rp:authorize:req:param", JSON.stringify(claims)));

This is sent using JSON format that is specified in the OIDC spec. The JSON.stringify() function to convert
the JSON to a string for inclusion in the message.

8.1.2 Import Advanced Configuration Script

Open the Firefox browser in the Centos VM and navigate to the Access Manger LMI:
https://isam.iamlab.ibm.com

Login with admin and PasswOrd.

IBM Security Access Manager

| Monitor i Zx Secure _ Secure ©k Secure &, _ Conn
!may: s and Diagnostics @h‘a‘e: Settings E’) Access Control 'E@ Federation 0". IBM C
Global Settings Global Keys
! =] Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

OpenlD Connect and AP| Protection 5 Template Files
“_ﬂagging Rules
Listnbuted =ession Cache

Navigate to Secure Federation>Global Settings: Mapping Rules in the mega-menu.

Mapping Rules

[ add | F)imgort | [ Edit Delete  f1)Export  if] Replace

Mapping Rules

Click Import.
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Import Mapping Rule

Name: | ACR-01DC-RP-AdvConfig |
Category: | QIDC - |
ACR-OIDC-RP-AdvConfig.js |Bmwse

canml

Enter ACR-OIDC-RP-AdvConfig as the Name and OIDC as the Category.
Click Browse and select file /home/demouser/studentfiles/oidc/ACR-OIDC-RP-AdvConfig.js.

Click OK.

8.1.3 Update Relying Party Configuration

We will now update the existing Relying Party configuration. We will make the changes in the partner
definition for the Access Manger OP so that it doesn't affect the other configured connections.

IBM Security Access Manager

ERy. Home | Monitor § 3 Secure 2 Secure
o) Appliance Dashboard Analysis and Diagnostics @Wan Settings -3,1 Access Contro

Global Settings Global Keys
Advanced Configuration LTPA Keys
User Registry

Navigate to Secure Federation>Manage: Federations in the mega-menu.

Federation Management

AN
/! }There is cumently one undeployed change. Click here to review the changes or apply them to the system.

Federations

F Add Edit Delete Export | &% Parpers | #u Refresh
- 2 P

Federation Name - Federation Protocol

oIDc ! OpenlD Connect Relying Party

Select the OIDC federation and click Partners.
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Partners

% Add Ejit Delete Disable  “u Refresh
- P

Partner Name - Partner Role Status
Facebook Relying Party Enabiled
Gioogle Relying Party Enabled
[ ISAMOP i Relying Party Enalvled

Select the ISAMOP partner and click Edit. The configuration wizard is opened.

Update Partner

General Information

Client Credentials Advanced Configuration

Ietadata Endocint

JWT Signature Verification This configuration is intended for customizing the request. Select one of the following advanced configuration options
JWT Decryption
Scope

Attribute mapping .
Identity Mapping (_)Advanced configuration is not required

E:jl Use the ion that is gl for this partner’s federation

ntity b4 -
Advanced Configuration
FEH ARSI S B

| (@):Use JavaScript for advanced configuration:

Summary

Previous

Click on the Advanced Configuration link in the wizard.
Select radio-button for Use JavaScript for advanced configuration and click Next.

Update Partner

General Information

Client Credentials Ad d Configuration Mapping Rule
Metadata Endpoint

JWT Signature Verification Specify the JavaScript file that tains the ad d configuration mapping rule.

JWT Decryption

ASCTE‘r}ibute mapsin 1+ No filter applied

Identity Mapping
Identity Mapping Rule
Advanced Configuration T
Advanced Configuration Mapping Rule | I ACR-0I1DC-RP-AdvConfig i [s]nle}
Summary :

Name - Category

Select the ACR-OIDC-RP-AdvConfig file and then click Next.
Click OK on the summary page to compete the changes and click Close to close the Partners overlay.

8.2 Use OP Access Policy to select authentication based on acr_values

The Advanced Configuration at the RP mean that the OP will receive an acr_values attribute in OIDC
requests to /authorize. We will now use an Access Policy to read this attribute and trigger TOTP
authentication if it has been requested by the RP.
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8.2.1 Examine Access Policy Script
Enter the following command in a terminal window:

[demouser@centos ~]$ gedit studentfiles/oidc/ACR-OIDC-OP-AccessPolicy.js &

The file is opened in a new text editor window.

The first thing this script does is read the content of the Authentication Class Reference (ACR) attribute
received in the OIDC request. This requires accessing several objects:

var protocolContext = context.getProtocolContext();
var authContext = protocolContext.getAuthenticationRequest ().getAuthenticationContext () ;
var acrlList = authContext.getAuthenticationClassReference() ;

If the ACR exists, the script checks to see if the list of requested authentication classes contains the value
urn:demo:totp:

if ((acrList != null) && (acrlList.contains("urn:demo:totp"))) {

If it does, the script then checks to see if the user has already completed a TOTP authentication. To find out,
the script reads the authenticationTypes attribute from the user object:

var user = context.getUser();
var authenticationTypesAttribute = user.getAttribute ("authenticationTypes"):;

If the attribute exists, the script looks for the authentication policy ID of the built-in TOTP authentication policy.
It does two checks because OP attribute format changes based on multi-value attribute behavior:

// Check for TOTP when OP using single comma-separated attribute
if (authenticationTypes.get (0).contains ("urn:ibm:security:authentication:asf:totp")) {
totpDone = true;

}

// Check for TOTP when OP using multi-valued attributes
if (authenticationTypes.contains ("urn:ibm:security:authentication:asf:totp")) {
totpDone = true;

If TOTP already done, the access policy can return an Allow decision.

if (totpDone) {
IDMappingExtUtils.traceString ("TOTP Already done");
context.setDecision(Decision.allow());

If not, (or if authenticationTypes attribute didn't exist), the script returns a Challenge decision to trigger TOTP.
The challenge is a redirect to the AAC Authentication Service. Note the use of the @ACTION@ macro in the
target query-string to re-enter the OIDC flow after authentication is complete.

var handler = new RedirectChallengeDecisionHandler ();
IDMappingExtUtils.traceString ("CHALLENGE WITH TOTP");
handler.setRedirectUri ("/sps/authsvc?PolicyId=urn:ibm:security:authentication:asf:totp&Tar
get=https://www.op.ibm.com/mga@ACTIONR@") ;
context.setDecision (Decision.challenge (handler)) ;

If the ACR wasn'’t received (or if it doesn't include the TOTP request) the Access Policy simply returns the
Allow decision:

IDMappingExtUtils.traceString ("ACR doesn't request TOTP");
context.setDecision (Decision.allow()) ;
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8.2.2 Import Access Policy

Return to the Access Manager LMI.

IBM Security Access Manager

PR, Home W‘\, Monitor & 2 Secure _ Secure ~&) Secure
Y Appliance Dashboard “ Analysis and Diagnostics '\Eﬂa‘a‘fg Settings /1 Access Contro t('-i Federation
Global Settings Global Keys
Advanced Configuration LTPA Keys
Security Token Service User Registry
Aftribute Source Runtime Parameters

4 OpenlD Connect and AP| Protection 5 Template Files
Mapping Rules
Distributed Session Cache
Server Connections
Pariner Templates
Point of Contact

Navigate to Secure Federation>Global Settings: Access Policies in the mega-menu.

Access Policies

v
Fi .l f There are cumently 2 undeployed changes. Click here to review the changes or apply them to the system.

E{" Add @ Irrﬁ]urt | Edit Delete @ Export @ Replace

Click Import.

Import Access Policy

Name: | ACR-0IDC-OP-AccessFoiicy |

Type: | JawvaScript rl

Category: olnc -
ACR-OIDC-OP-AccessPolicy.js Browse

QK Cancel

-

Enter ACR-OIDC-OP-AccessPolicy as the Name and JavaScript as the Type.
Provide a Category (you have to type it). OIDC seems sensible.
Click Browse and select file /home/demouser/studentfiles/oidc/ACR-OIDC-OP-AccessPolicy.js.

Click OK.

8.2.3 Update OIDC Provider Definition

An Access Policy can be specified on an OIDC/OAuth 2.0 Provider definition. The Policy will be invoked
whenever the /authorize endpoint is accessed. We will now add the policy we just imported to our OP
definition.
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IBM Security Access Manager

Home 7| Monitor ¢ 2 Secure 2 Secure ;C\ Secure !
Appliance Dashboard Analysis and Diagnostics @1‘;‘;‘50 Seitings -./1 Access Contro @ Federation

Global Settings Global Keys
Advanced Configuration LTPA Keys
Security Token Service User Registry
Attribute Source Runtime Parameters

¢ | DgenlDCﬂnnectandIlﬂlPl Protection | Template Files

Mapping Rules

Navigate to Secure Federation=>Manage: OpenlD Connect and API Protection in the mega-menu.
QOpenlD Connect and APl Protection Definitions Resources Clients Mapping Rules
A :
! There are cumently 3 undeployed changes. Click here to review the changes or apply them to the system.

® (] @

AP Definition

QIDCOP

Select the OIDCOP definition and click the Edit icon.
OpenlD Connect and AP| Protection Definitions Resources Clients Mapping Rules

A
/.l EThere are currently 3 undeployed changes. Click here to review the changes or apply them to the system.

Save B Cancel

MName: OIDCoP

Description:

Grant types: Authorization code, Implicit

Provider 1D: hitps /flecalhostisps/cauth/oauth20/1

Access Policy: | ACR-0I1DC-0P-AccessPolicy |o

Select the ACR-OIDC-OP-AccessPolicy from the Access Policy drop-down list.

Click Save.

8.3 Deploy Changes and Test

Deploy changes using the link in the yellow warning message.

8.3.1 Extra steps for Docker environment

In a Docker environment we need to publish the configuration and wait for the Runtime container to detect the
new configuration and reload to activate it.

Click Container Management in the title bar and select Publish Configuration from the pop-up menu.

Click Submit to confirm the publish.
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A new configuration snapshot is created. The runtime container will detect this new snapshot and
automatically reload to pick up the changes. You may need to wait a minute for the reload to complete.

restart the runtime container:

If you're using your own environment without the auto-reload feature enabled, issue this command to
docker exec -ti -- iamlab_isamruntime 1 isamcli -c reload runtime

8.3.2 Register TOTP client at OP

In order to allow our test user, Emily, to complete a TOTP challenge, she must register a TOTP client against
her Access Manager account at the OP.

are using another OS, you can also use the Google Authenticator app (or any other app that supports the

You will need a TOTP client. If you have the IBM Verify app on iOS or Android, this can be used. If you
TOTP standard.

In the Firefox Browser on the Centos VM, navigate the OTP registration URL at the OP:
https://www.op.ibm.com/mga/sps/mga/user/mgmt/html/otp/otp.html

If necessary, login with emily and PasswOrd. You will see the registration screen:

IBM Security Access Manager

HMAC OTP Shared Key

TOTP Secret Key

MGUUOYVOFVMYSQ4Q

Reset OTP

Tell your TOTP application that you want to add an account and then use the device camera to scan the
TOTP Secret Key QRCode. If you can't use the camera, you can register with the code instead.

8.3.3 Manually Trigger OIDC with request for TOTP

We will now manually trigger an OIDC flow at the RP. We will include the level=2 query-string in the trigger
URL which will tell the RP to include "urn:demo:totp" in the acr_values sent to the OP.

In the browser, navigate to: https://www.iamlab.ibm.com/app/mobile-demo/diag
You are presented with the RP login page.

We will trace the flow. Press Ctrl-Shift-K in the Firefox browser to open the network trace.
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Login via Facebook
Login via Google

Spen Link in New Tab

Open Link in New Window

litor (2 Performan.. 4k M Open Link in New Private Window

Flash WS  Other Bookmark This Link —
Domain Save Link As.. insi
@ wwwiamlabibm.cc  Save Link to Pocket 25

| Copy Link Location |

Search Google for “Login via ISAMO.."

Inspect Element (Q)

Right-Click on the Login via ISAMOP link and click Copy Link Location.

Paste this copied URL to the location bar and then edit to add ?level=2 to the end. The full URL should be as
follows: https://www.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/kickoff/ISAMOP?level=2

You are redirected to the OP. If you are using a clean browser session you will be on a login page. If so,
login with Emily and PasswOrd. You should now be at a TOTP challenge page.

Before continuing, let's look at the OIDC request that the RP sent:

Status Method File Domain Type Headers Cookies Response Timings Security

302 GET ISAMOP?level=2 & www.iamlab.ibm.com  html Filter request parameters :
authorize?nonce=ytiNXw7eaR&redir.. @& www.op.ibm.com Query string
GET auth & www.op.ibm.com heml acr_values: urn:demototp
302 POST pkrslogin form & www.opibm.com el claims: {"id_token"{"authenticationTypes"{"essential"false}}}
To2 ST m a b heml client_id: oidcrp
| au www.op.ibm.com m nonce: ytiNKwTeaR
Bl A i o »

0 Bl LT A S R | () T il redirect_uri: https:/www.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/redirect
GET styles.css & www.op.ibm.com cs5 AISAMOP
GET ibm-loga.png & www.op.ibm.com png response_mode: form_post

response_type: id_token
scope: openid
state: B7cplvVdsj

In the network trace, select the request to authorize?nonce=.... and then select Params tab.
You can see the claims and acr_values parameters are being sent to the OP.

Later in the trace, you'll see a request to auth which redirects to authsvc. This is where the Access Policy ran
and triggered the redirect to the authentication service to perform TOTP authentication.

TOTP One-Time Password Login

Enter the one-time password (OTP).
Login

One-Time Password:

| Ver'__l |
Use your registered TOTP client to get the current TOTP code. Enter it and click Verify.
At this point, the OIDC flow completes and you are taken to the diagnostics page at the RP.

If you want to see the ID Token sent by the OP, you can extract it from the Implicit response and decode it.
Let's do that now.
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302 GET auth & www.op.ibm.com html Filter request parameters

200 GET authsvc?Policyld=urn:ibm:security:a.. @& www.op.ibm.com html Form data

200 GET styles.css & www.op.ibm.com css id_token: eyJraWQiOJIRIRGbG gwZnA2bmpl1ZkljaGlBaxXhldkR 1VEpsaXlt OD
200 GET ibm-loge.png & www.op.ibm.com png state: B7cplwVds) Un

302 POST authsvc?Stateld=9e1a4896-8d6c-.. @& www.op.ibm.com html cut

200 GET auth & www.op.ibm.com html

302 POST ISAMOP & www.iamlabibm.com  html Paste

302 GET diag & www.iamlab.ibm.com  html Delete

Select the POST to ISAMOP in the network trace.

Click on the id_token parameter. The screen changes to a single line view of the form data.
Right-click the id_token data and select Select All from the pop-up menu.
Right-click the id_token data again and select Copy from the pop-up menu.

Open a new browser tab and navigate to: https://jwt.io. This site has a good JSON Web Token decoder
which we can use.

‘:\ J lj'U T Debugger (4

Encoded Decoded

HEADER:

eyJraWQi0iJ1R1RGbGgwZnA2bmp1Zk1jaGlB
aXhIdkR1VEpsaX1tODh5aG8T1bmJrdWswIiwi {‘Md_

YWxnIj inlMyNTYé% eyJub25jZSI6Inlea *FTF 1nBp6njuf Lehi AixHvDUTJL1ym8ByhoSnbkuk”
usyd U3NzAsI ‘alg": "RS256"

mlzc 1ibS5jb 4

20iL Paste JWT Here L6MTUZM PAYLOAD:

Tk 50T SUeXBlc
yI6I VBaGVud {
G1jYXRpb246YXNmOnRvdHAiLCJhdWQiOiJva nonce”: "yeiln7eaR’,
WRjcnAifQ.efsvBukdcrBpTg3eYnPg1Q2P5g '
38J-
TwrfLbdq7dPDfTuGtd81wuvrOVVHZaQoFBTK
RGrmhYau9po0SbH_12wXoHrBjiaWAWXexuL1

Vab0RUTG 116V 343k NusEaHGaUUO00Awr

w.op.ibm.com",

'exp”: 1531999378
‘authenticationTypes":

ArA_RA R _AARLIIALAL AL LIAF _Me - VA

Select Debugger from the title bar and then paste the copied ID Token into the left-hand panel.
The decoded token is shown on the right. You can see the authenticationTypes attribute coming from the OP.

The first part of the scenario is complete; we can successfully trigger TOTP at the OP and get back the
authenticationTypes in the id_token. We now need to configure the RP to map it into the local user credential.

In SAM 9.0.4.0 the authenticationTypes attribute will not be seen in the response. Returning customized
id_tokens must be enabled by editing the preTokenMappingRule and setting:
var customize_id_token =true;

8.4 RP Mapping Rule to receive authenticationTypes from OP

We will now configure the RP so that it will populate the authenticationTypes attribute returned by the OP into
the credential of the local user. This will allow RP policies have visibility of the authentication performed at the
OP.

Mapping attributes from the received identity token into the local credential (and setting the local user name)
is performed in the RP mapping rule. A new rule is provided which is based on the out-of-the-box OIDCRP
rule. Only a few small changes are required. One so that it will process the authenticationTypes attribute and
one to change the format of the local username.
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8.4.1 Examine Updated Mapping Rule

Enter the following command in a terminal window:

[demouser@centos ~]$ gedit studentfiles/oidc/ACR-OIDC-RP-MappingRule.js &

The file is opened in a new text editor window.

The mapping rule reads standard iss (issuer) and sub (subject) attributes from the incoming token:

var 1iss
var sub

stsuu.getAttributeContainer () .getAttributevValueByName ("iss") ;
stsuu.getAttributeContainer () .getAttributeValueByName ("sub") ;

It then builds the local user name (principalName) using just the sub attribute (the out-of-the-box rule uses
both the iss and sub). The username will have the format OIDC/<OP User>

stsuu.setPrincipalName ("OIDC/" + sub);

The rest of the mapping rule effectively filters the attributes in the incoming token so that only a specified set
are written into the local user credential. This list is specified in the attrNames array which has been modified
to include the authenticationTypes attribute:

var attrNames = [
// authenticationTypes added to the received attribute to be added to credential
"given name",
"family name",
"name",
"email",
"access token",
"authenticationTypes"

1

The code reads specified attributes from the incoming stsuu (STS Universal User) object and stores them in a
temporary array called finalAttrs:

var finalAttrs =

[1;

for (var i = 0; 1 < attrNames.length; i++) {
var attr = stsuu.getAttributeContainer () .getAttributeByName (attrNames[i])
if (attr != null) {

finalAttrs.push (attr);

It then clears out the attributes from the stsuu:

stsuu.clearAttributelList () ;

and then re-populates it from finalAttrs.

for (var i = 0; i < finalAttrs.length; i++) {
stsuu.addAttribute (finalAttrs([i]) ;

}

8.4.2 Import Update Mapping Rule

Return to the Access Manager LMI.
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IBM Security Access Manager
-5 Secure &, _ Conn
"“'@ Federation c,,.IBL’ C

Home

[i| Monitor § 2 Secure . Secure
Appliance Dashboard “ Analysis and Diagnostics '\@l"e‘.'en Settings -l'.jl Access Contro

Manage Global Settings Global Keys
[ Advanced Configuration LTPA Keys
ecurity Token Service User Registry
Attribute Source Runtime Parameters

OpenlD Connect and AP| Protection 5 Template Fies
Mapping Pules
Distnbuted—=ession Cache

Navigate to Secure Federations>Global Settings: Mapping Rules in the mega-menu.

Click Import.

Import Mapping Rule

Name: | ACR-DIDC-RP-MappingRule |
Category: | o]l rl
ACR-OIDC-RP-MappingRule.js | Browse

Enter ACR-OIDC-RP-MappingRule as the Name and OIDC as the Category.
Click Browse and select file /home/demouser/studentfiles/oidc/ACR-OIDC-RP-MappingRule.js.
Click OK.

8.5 Update Relying Party Configuration

We will now update the existing Relying Party configuration. We will make the changes in the partner
definition for the Access Manger OP so that it doesn't affect the other configured connections.

IBM Security Access Manager

Home 7| Monitor 2 Secure _ Secure L Secure q
|l =)

Appliance Dashboard Analysis and Diagnostics '\‘E‘.\;I"."J'ED Settings -51 Access Contro

C
Global Settings Global Keys
Advanced Configuration LTPA Keys
ityraken Senvice User Registry

Navigate to Secure Federation>Manage: Federations in the mega-menu.

Federation Management

FAN
/ ! : There is cumently one undeployed change. Click here to review the changes or apply them to the system.

Federations

Chadd  [#Edt  [$Delete [3] Export %, Refresh

Federation Name - Federation Protocol

olDc | OpenlD Connect Relying Party
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Select the OIDC federation and click Partners.

Partners

[ Add [# Delete (@ Disable % Refresh

Partner Name - Partner Role Status
Facebook Relying Party Enabled
Googile Relying Party Enabled
l ISAMOP : Relying Party Enabled

Select the ISAMOP partner and click Edit. The configuration wizard is opened.

Update Pariner

General Information

Client Credentials Identity Mapping Rule
Metadata Endpoint

JWT Signature Verification Specify the JavaScript file that contains the identity mapping rule.

JWT Decryption

Scope + o i g

P =+ No filter applied

Identity Mapping Rule Hame - Category
Advanced Contiguraton
Summary | ACR-0IDC-RP-AdvConfig olDc

| ACR-01DC-RP-MappingRule oIDC |

[SS—— Lran e

Click on the Identity Mapping Rule link and then select ACR-OIDC-RP-MappingRule from the list.

Advanced Confiquration | T o

Advanced Configuration Mapping Rule Enabled: True
Connection template: OIDC10
Client 1D: oiderp
Client Secret: secret123

Previous Next Cancel

Click the Summary link and then click OK to save the updated partner configuration.

Click Close to close the Partners overlay.

8.6 Configure multi-value attribute handling at RP

By default, when an Access Manager Reverse Proxy receives multi-valued attributes using the Local User or
External User Point-of-Contact profiles, it populates these into a single comma-separated attribute value in the
credential. This isn't easy to work with when writing AAC Advanced Authorization policies, because the
contains function doesn't support this.

We will now change the configuration of the RP Reverse Proxy so it will populate comma-separated attribute
values as multi-valued attributes in the user credential.
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IBM Security Access Manager

Maonitor 2 Secure

Appliance Dashboand “[ Analysis and Diagnostics \'E"—!')".-‘a'ea Settings

Manage Global Settings Global Keys
& Hiintime Companent URL Mapping 550 Keys
Junction Mapping LTPA Keys

Nistrited Sassinn Cachs Chent Cerificate Manninn

Navigate to Secure Web Settings>Manage: Reverse Proxy in the mega-menu.

Reverse Proxy

FAY
I | \ There are cumently 2 undeployed changes. Click here to review the changes or apply them to the system.

g New | ® Edt | 3 Delete | o Retresh || Manage ~ |

- - ¥ - - - -
Instance Name Configuration IIEdn Configuration File o I
AAC and Federation Configuration * | Edit Tracing Configuralion‘File
3= ... | Nofiter applied .
Management Root ‘Web Content Protection
opl Junction Management Impart Configuration
4| ml Renew Management Cerificate Export Configuration
1-2of 2 items 10 | 25 | 50 | 100 | A

Select the check-box for the rp1 instance. Click Manage and then select Configuration>Edit
Configuration File from the pop-up menus.

Press Ctrl-f to open the browser search bar. Enter create-multi in the search to locate the configuration
entry that needs to be changed.

Update the configuration as follows:

# The following configuration entry is used to determine whether multiple

# extended attribute headers of the same name are added to the credential as
# a multi-valued attribute, or a single comma-delimited attribute.
eal-create-multi-valued-attributes = yes

Click Save to save the updated configuration.

8.7 Deploy Changes and Test

Deploy changes using the link in the yellow warning message.

8.7.1 Extra steps for Docker environment

In a Docker environment we need to publish the configuration and wait for the Runtime and Reverse Proxy
containers to detect the new configuration and reload to activate it.

Click Container Management in the title bar and select Publish Configuration from the pop-up menu.
Click Submit to confirm the publish.

A new configuration snapshot is created. The runtime and reverse proxy containers will detect this new
shapshot and automatically reload to pick up the changes. You may need to wait a minute for the reload to
complete.

If you're using your own environment without the auto-reload feature enabled, issue these commands to
restart the necessary runtime and reverse proxy containers:

docker exec -ti -- iamlab isamruntime 1 isamcli -c reload runtime

docker exec -ti -- iamlab isamwrprpl 1 isamcli -c reload all
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8.7.2 Manually Trigger OIDC with request for TOTP

We will now manually trigger an OIDC flow at the RP. We will include the level=2 query-string in the trigger
URL which will tell the RP to include "urn:demo:totp" in the acr_values sent to the OP.

In the browser, navigate to: https://www.iamlab.ibm.com/app/mobile-demo/diag
You are presented with the RP login page.

We will trace the flow. Press Ctrl-Shift-K in the Firefox browser to open the network trace.
Right-Click on the Login via ISAMOP link and click Copy Link Location.

Paste this copied URL to the location bar and then edit to add ?level=2 to the end. The full URL should be as
follows: https://www.iamlab.ibm.com/mga/sps/oidc/rp/OIDC/kickoff/ISAMOP?level=2

You are redirected to the OP. If you are using a clean browser session you will be on a login page. If so,
login with Emily and PasswOrd. You should now be at a TOTP challenge page.

TOTP One-Time Password Login

Enter the one-time password (OTP).
Login

One-Time Password:

| Ver'__ |
Use your registered TOTP client to get the current TOTP code. Enter it and click Verify.
At this point, the OIDC flow completes and you are taken to the diagnostics page at the RP.

Scroll down the page until you find the Access Manager credential information:

Access Manager Credential:
User: QIDC/emily

AZN_CRED_NETWORK_ADDRESS_STRI0] 192.168.42.138
AZN_CRED_MECH_ID{0] IV_LDAP_V3.0

| authenticationTypes[0] urn:ibm:security :authentication:asf:tofp |
AZN_CUSTOM_ATTRIBUTES[O] authenticationTypes

You can see that User is populated as OIDC/emily. This was set by the updated RP mapping rule. You can
also see that the authenticationTypes attribute has been set based on the attribute sent by the OP.

8.8 Set up an Authorization Policy to Trigger TOTP at OP

At this point, our Relying Party has the ability to request TOTP from the OIDC Provider, and has visibility of
the authentication methods performed at the OP. We will now create an Advanced Authorization Policy at the
Relying Party to tie everything together.

8.8.1 Define an Obligation

In order for an AAC Authorization Policy to trigger an authentication process, we need to define an Obligation.
This can then be used in Policies to indicate the need to perform TOTP at the OP.

Open the Access Manager LMI.
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IBM Security Access Manager

BA, Home 7| Monitor § 2 Secure = Secure -7
Appliance Dashboard E Analysis and Diagnostics r\ #I'l.l"'E'h Settings Bl Access Control ’EE

Policy Manage Global Settings

Re it Devices Advanced Configuration
Authentication Database Maintenance User Registry

'-1 Risk Profiles SCIM Configuration Runtime Paramaters
Attributes Push Motification Providers 5 Template Files

= MWMFA Configuration Mapping Rules
COpermd Connect and AP Protection 5 Attribute Source Distributed Session Cache

Navigate to Secure Access Control=>Policy: Obligations in the mega-menu.

Obligations Policies Resources Attributes Obligations

E

Enforcemant Point
IIZIII::nli:gl.'itiuz:n-nh—j

Click the Add button and select Enforcement Point from the drop-down menu.

New Obligation

General
Mame: | Trigger TOTP at SAM OP |
Identifier: | urn:deme:cide totp |

Descriplion: | Trigger TOTP authentication at the OIDC Provider.

Save b.l Cancel

Enter Trigger TOTP at SAM OP as the Name. This name will appear in the policy editor.
Enter urn:demo:oidc:totp as the Identifier. We will need to define this in the RP Reverse Proxy.

Click Save.

8.9 Define Obligation redirect in Reverse Proxy

We will now add the obligation to the Reverse Proxy configuration. This tells the Reverse Proxy where to
redirect to when the obligation ID is received in an authorization decision.
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IBM Security Access Manager

Maonitor ~ 2 Secure

Appliance Dashboand “[\' Analysis and Diagnostics l@"e‘a'en Settings

Manage Global Settings Global Keys
& Hiintime Companent URL Mapping 550 Keys
Junction Mapping LTPA Keys

Nistrited Sassinn Cachs Chent Cerificate Manninn

Navigate to Secure Web Settings>Manage: Reverse Proxy in the mega-menu.

Reverse Proxy

Ay
I ! E There is cumently one undeployed change. Click here to review the changes or apply them to the system.

o New | ‘@ Edit | 3 Delete | o Refresh |

- - » - - - -
Instance Name | Configuration ||E|:Irt Configuration File |
AAC and Federation Configuration * | Edit Tracing I:anﬁguratick Filz
3= ... | Mo fitter applied .
Management Root ‘Web Content Protection
opl Junction Management Import Configuration
Renew Management Certificate Export Configuration
1-20f2 items 10 | 25 | 50 | 100 | A

Select the check-box for the rpl instance. Click Manage and then select Configuration>Edit
Configuration File from the pop-up menus.

Press Ctrl-f to open the browser search bar. Enter obligationl in the search to locate the configuration entry
that needs to be changed.

Add an obligation URL mapping as shown. This will trigger the OIDC flow:

[obligations-urls-mapping]

urn:ibm:security:authentication:asf:email = /mga/sps/authsvc
# obligationl = https://example.com/FIM/sps/xauth?AuthenticationlLevel=1
urn:demo:oidc:totp = /mga/sps/oidc/rp/0IDC/kickoff/ISAMOP?level=2

Click Save to save the updated configuration.

Deploy changes using the link in the yellow warning message. We need to do this in order to have the
obligation registered in the configuration container so we can use it in Policies. No need to publish or reload
at this point.

8.9.1 Create an Authorization Policy

We will now create our Authorization Policy. This will be a simple policy that checks if the user has performed
TOTP and, if not, returns an obligation to trigger TOTP at the OP.

IBM Security Access Manager

%, Home | Menitor i Zx Secure _ Secure -2 Secur
Y Appliance Dashboard !.-‘-‘-"ua'f: 5 and Diagnostics 'EE';'"?J'?D Seftings -!;l Access Contro t@ Feder:

Poli Manage Global Settings
| Devices Advanced Configuration
AuthentiEation Database Maintenance User Reqistry

Navigate to Secure Access Control>Policy: Access Control in the mega-menu.
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Access Control Policies Resources Attributes Obligations
H
i Eﬂ’ Add To B -
D All Policies
(= Policy Sets All Policies

Click Create button to add a new Policy.

Access Control Policies Resources Attributes Obligations

Save Cancel

Mame: QIDC - Reguire TOTP authentication

Description:

Set the Name to OIDC - Require TOTP authentication.

- Rules (0.2 Pra:ajerx:e ?) Attributes: Optional +

[ Add Rule : | v

Set the Precedence to First. This means the first rule that returns a decision will be used.

Click Add Rule to add the first rule.

1. If | a0 | = | aretrue |

authenticationTypes - ” has member | = | | ;ecur'rty:authenticitiun:asf:tum I Ef - lﬂ Lm lﬂ

) Then | Permit |~

QK I; | Cancel

Select authenticationTypes from the first drop-down list.

( urn:ibm:security:authentication:asf:totp )

Select has member as the comparison operator in the second drop-down list.

Enter urn:ibm:security:authentication:asf:totp in the text box. Click OK to save the rule.

[ Add Rule | -

Conditicnal rule

Unconditional rule

Select the expand icon on the Add Rule button and select Unconditional rule from the drop-down menu.
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2 Permit with Obligation | = Trigger TOTP at SAMOP | =

QK | | Cancel

Select Permit with Obligation from the decision drop-down list.

Select Trigger TOTP at SAM OP as the obligation. Then click OK to save the rule.

Access Control Policies Resources Attributes Obligations
Save | Cancel
Mame: 0IDC - Reguire TOTP authentication
- Rules (2.7 Precedence: First + ?) Attributes: Optional +
1. If authenticationTypes has member "urn:ibm:security:authentication:asf:totp"
Then () Permit
2. () Permit with Obligatien Trigger TOTP at SAM OP

Check the rule is correct and then click Save at the top of the page.

8.9.2 Attach Policy to Resource
We will now attach the new policy to a resource. There is a resource in the demo application which is usually
used for testing Risk Based Access but we can use it to trigger this policy instead.

Access Control Policies| Resources W|ttributes Obligations
=] attach (5] Pusish =] Publish Al [E3] Change
Resources

Select the Resources tab and then click the Add button.

The first time a resource is added, you must provide access to the SAM Policy Server (so it can retrieve
available secure objects):
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Policy Server Login

Administrater Username: | sec_master |

Password: TTITITT
PasswOrd

Secure Domain:

Cancel

Enter sec_master as the Administrator Username and PasswOrd as the Password. Then click Save.

Click Add button again.

Add Resource

Type: Reverse Proxy -
Proxy Instance: | isamconfig-rp1 -
Protected Path: | fapp'mobile-demodrba Browse

Set the cache timeout period for any authorization decisions of any policy attached to this resource

[:::] Dizable decision cache

(@) Cache decision for the life of the session;

[::] Cache decision for a specified time

Select isamconfig-rpl as the Proxy instance.

Enter /app/mobile-demo/rba as the Protected Path. This is the URL we will protect with our TOTP Policy.
For a simple policy which, once satisfied, doesn't need to be checked again, we can get a significant
performance improvement by caching the decision result in the Reverse Proxy. This means that the AAC
Authorization engine doesn't have to be invoked for every request after access has been granted.

Select radio-button for Cache decision for the life of the session.

Click Save to save the resource definition.

8.9.3 Attach Policy to Resource
We will now attach the OIDC TOTP policy to the RBA resource.
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Access Control Policies Resources Attributes Obligations
& F & @Aﬂgnl [l pusish (5] Pupiish a1 [
Resources

-1 B isamconfig-rp

‘E /app'mobile-demodrba

Select the /app/mobile-demo/rba resource and click the Attach button.

Attach Policies

Web Container: isamcenfig-rp1

() Policy Sets
(71 APl Protection
Fitter s+

Policies -

OIDC - Require TOTP authentication

—

Check the check-box for the OIDC - Require TOTP authentication policy and click OK.

Access Control Policies Resources Atiributes Obligations

(=) Publish | 5] Publish Al | [E] Change Domain
:

Resources Status

5

-IB isamconfig-rp1

-|%@ ‘app/mobile-demoirtba /T Publish required

E oIDC - Require TOTP authentication

You can see that the new policy needs to be published. Click the Publish All button.

! Are you sure you want to publish the policies attached to 1 resource(s)?

Publish : | Cancel

Click Publish to confirm the publish operation.
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Note that in a Docker environment, this Publish operation is only publishing the policy within the
configuration container. A Container Management->Publish is still required to get the policy to the
Runtime container.

8.10 Extra steps for Docker environment

In a Docker environment we need to publish the configuration and wait for the Runtime and Reverse Proxy
containers to detect the new configuration and reload to activate it.

Click Container Management in the title bar and select Publish Configuration from the pop-up menu.
Click Submit to confirm the publish.
A new configuration snapshot is created. The runtime and reverse proxy containers will detect this new
shapshot and automatically reload to pick up the changes. You may need to wait a minute for the reload to
complete.

If you're using your own environment without the auto-reload feature enabled, issue these commands to

restart the necessary runtime and reverse proxy containers:
docker exec -ti -- iamlab isamruntime 1 isamcli -c reload runtime

docker exec -ti -- iamlab isamwrprpl 1 isamcli -c reload all

8.11 Test ACR Use-Case

8.11.1 Request RP Demo App homepage

Open a new browser window and navigate to the following URL:
https://www.iamlab.ibm.com/app/mobile-demo/

This is a protected resource and so the login page is displayed:

Login via Facebook
Login via Google

Login via ISAMOP

Click the Login via ISAMORP to trigger login at the SAM OIDC Provider. This is a standard OIDC request - no
TOTP needed at this point. You are redirected to the OP to authenticate.

IBM Security Access
Manager

Username:

R

Password:

Login at the OP using emily and PasswOrd. You are redirected back to the Relying Party and logged in. The
demo app homepage is displayed:
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IBM Security Access Manager

Home Profile Diagnostics Settings Maobile Application

Demonstration Scenarios
For IBM Security Access Manager (ISAM)

Risk-based Access Scenario Trusteer Secure Mobile Browser
This scenario will illustration the use of a This scenario requires a Trusteer Secure
risk score and device fingerprint. When the Mobile Browser to be installed on the
resource is accessed the aﬂect!J policy will device. The policy enforces that no devices
enforce that the user use a second-factor that are jail broken or infected with known
authentication mechanism if the device is malware can access the resource. If any
unknown. requirements are not met the appropriate
will be returned to the user.

4

You are logged in to the RP site as OIDC/emily.

8.11.2 Access RP resource which requires TOTP

Now we will trigger our authorization policy. Click the Risk-based Access Scenario tile.
This makes a request for /app/mobile-demo/rba which is where the TOTP policy is attached.

The Policy is executed and returns the OIDC TOTP obligation to the Reverse Proxy. It triggers OIDC with the
level=2 query-string which means that TOTP is requested at the OP. The OP Access Policy triggers TOTP
authentication which presents the TOTP challenge page:

TOTP One-Time Password Login

Enter the one-time password (OTP).
Login

One-Time Password:

| Ver'__. |
Use your registered TOTP client to get the current TOTP code for Emily. Enter it and click Verify.
At this point, the OIDC flow completes and you are returned to the RP. The Authorization Policy at the RP
executes again but this time TOTP authentication is found in the authenticationTypes attribute and so it

returns a Permit to the Reverse Proxy (which is cached).

The Reverse Proxy permits the request and the RBA page is returned to the user:

IBM Security Access Manager

Home Profile Diagnostics Settings Mobile Application

Risk-based access protected resource

If you're seeing this page then either you have a match for the device fingerprint or you've successfully
authenticated at a high-level (e.g., one-time passwaord).

Nice work! You have successfully completed the exercise and this lab guide.
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