Get started for administrators with the Web User Interface

(WebUI) in IBM Integration Bus v10
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In IBM Integration Bus, the Web User Interface, also known as WebU]I, is a browser-based interface where you can manage your integration
solutions. It provides an alternative method to using the command interface. In the WebUI, you can also monitor resources used by your
integration solutions. You can use this information to analyze and tune the performance of your solutions.

These are some of the tasks that you can do in the WebUI:
Manage the run time environment.

Deploy integration solutions.

Manage integration solution resources that are deployed to a run time environment.
Manage configurable services.

Manage operational policies.

Analyze and tune the performance of your integration solutions.

Analyze and tune the performance of the resources used by your integration solutions.

For more information, see IBM Integration Bus web user interface.

Start the WebUI

In the IBM Integration Toolkit, you start the WebUI as follows:

Right-click the integration node and then select Start Web User Interface from the menu.
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You can also start the WebUI directly from a browser. For more information, see Accessing the web user interface

Show more information

By default, when you start IBM Integration Toolkit, an integration node is created.
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When the default integration node is created, the web user interface is enabled automatically and assigned to port 4414.
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Administration tasks

Check the status of the WebUI

To check the status of the web user interface associated with an integration node, you run the mgsireportproperties command in a
command line.
mgsireportproperties integrationNodeName -b webadmin -o server -a
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For example, in Windows, you run the command in the IBM Integration Console:

!‘:D IBM Integration Console 10.0.0.0 | = (=] ‘i?-

C:\Program Files\IBM\IIB\10.0.08.0>mgsireportproperties TESTNODE_MachineA -b weba
dmin -o server -a

server=""
uuid="server’
enabled="true’
ehableSsSL:=""

BIP8OTII: Successful command completion.

1 |1

C:\Program Files\IBM\IIB\10.0.0.0>_

Enable the WebUI

To enable the web user interface for an integration node, you run the following command
mgsichangeproperties integrationNodeName -b webadmin -o server -n enabled -v true

ﬁ;;;) IBM Integration Console 10.0.0.0 { = | (5] ‘i&‘

C:\Program Files\IBM\IIB\10.0.0.0>mgsichangeproperties TESTNODE_MachineA -b weba
dmin -o server -n enabled -v true
BIP8OTII: Successful command completion.

C:\Program Files\IBM\IIB\10.0.0.0>

IMPORTANT: To ensure that the changes applied by running the mgsichangeproperties command take effect, you must restart the
integration node.

Disable the WebUI

To disable the the web user interface for an integration node, you run the following command:
mgsichangeproperties integrationNodeName -b webadmin -o server -n enabled -v false

(=) IBM Integration Console 10.0.0.0 | —w|(E] ‘%

C:\Program Files\IBM\IIB\10.0.0.0>mgsichangeproperties TESTHODE_MachineA -b weba
dmin -o server -n enabled -u false

BIP8OTII: Successful command completion.

C:\Program Files\IBM\IIB\10.0.0.0>

IMPORTANT: To ensure that the changes applied by running the mgsichangeproperties command take effect, you must restart the
integration node.

Change the port used by an integration node
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IMPORTANT: Make sure that your integration node is running.

To change the port that an integration node uses, you must run the following command in the system where the integration node is
available:

mgsichangeproperties integrationNodeName -b webadmin -o HTTPConnector -n port -v portValue

(&) IBM Integration Console 10.0.0.0 | =T ‘éf_

C:\Program Files\IBM\IIB\10.0.08.0>mgsichangeproperties TESTNODE_MachineA -b weba
dmin -o HTTPConnector -n port -v 4418
BIP8OT1I: Successful command completion.

C:\Program Files\IBM\IIB\10.0.0.0>_

IMPORTANT: To ensure that the changes applied by running the mgsichangeproperties command take effect, you must restart the
integration node.

When you change the port of the integration node, the WebUI associated to that integration node uses that same port number.

Control access to data and resources in a local integration node by using file-based
authorization

You can control access to data and integration node resources by assigning permissions to users. You can manage users individually or
groups of them by managing roles.

To control access to data and resources in the WebUI, complete the following steps:

IMPORTANT: Ensure that the system user ID that you use to run the commands is a member of the mqgbrkrs group. Read, write, and
execute permissions are granted automatically on the integration node to all user IDs that belong to this group.

Step 1: Enable administration security

1.1 Start the IBM Integration Console

To start the IBM Integration Console in Windows, use the Windows menu option Start IBM Integration Console 10.0.0.0
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{&) IBM Integration Console 10.0.0.0 | =Hey |ﬁl

ni | »

Welcome to:

Enter an Integration Bus command e.qg.
IIB toolkit, IIB help

C:\Program Files\IBM\IIB\10.0.08.0>_

1.2 Stop the integration node

To stop the integration node, you can run the following command in the IBM Integration Console:
mgsistop TESTNODE_MachineA

r t;«-) IBM Integration Console 10.0.0.0 l = ‘ (5] |&J |

Welcome to:

Enter an Integration Bus command e.g.
IIB toolkit, IIB help

C:\Program Files\IBM\IIB\10.0.08.0>mqsistop TESTNODE_MachineA
BIP8OT1I: Successful command completion.

C:\Program Files\IBM\IIB\10.0.08.0>

1.3. Run the mgsichangeauthmode command to enable
administration security

You can configure the integration node to use file-based authorization or to use queue-based authorization (mg mode).
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To configure the file-based authorization mode for a local integration node, you run the mgsichangeauthmode command.

To enable administration security with the file-based authorization mode for the TESTNODE_MachineA integration node, enter the
following command:

mgsichangeauthmode TESTNODE_MachineA -s active -m file

where -s active enables administration security for the integration node, and -m file specifies the file-based authorization mode.

-

t:) IEM Integration Console 10.0.0.0 l — | (5] |&I [

C:\Program Files\IBM\IIB\10.0.8.0>mqsichangeauthmode TESTNODE_MachineA -s actiue
-m file

BIP8OT1I: Successful command completion.

C:\Program Files\IBM\IIB\10.0.08.0>_

h

For more information, see mgsichangeauthmode command.

Use the mgsireportauthmode command to view the mode of administration security currently in effect for granting and revoking
administration authority.

(&) IBM Integration Console 10.0.0.0 e | (T

C:\Program Files\IBM\IIB\10.0.8.0>mqsireportauthmode TESTNODE_MachineA
BIP8930I: Integration node name ‘TESTHODE_MachineR'

Administration security = ‘active’

Authorization mode = ‘'file’

BIP8OT1I: Successful command completion.

4 |11

C:\Program Files\IBM\IIB\10.0.0.0>

A ¥

For more information, see mqsireportauthmode command.

1.4. Start the integration node

To start the integration node, you can run the following command in the IBM Integration Console:
mgsistart TESTNODE_MachineA

[Optional] Step 2: Define the roles and their associated permissions
When the integration node is configured to use file-based authorization (file mode), you define the roles and associated permissions on
the integration node, by using the mqgsichangefileauth command.

Show more information

IBM Integration Bus supports three levels of authorization: read, write, and execute.
For a list of available tasks and the administration permissions required, see Tasks and authorizations for administration security.

You can assign permissions to a role by specifying the type of permission followed by a plus (+) to grant permissions, or a minus (-)
to revoke permissions. For example: read+
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You specify the permissions as a comma-separated list of values. For example: read+,execute-
These permissions can be applied to each role for the following types of objects:

Integration node resources

Integration server resources

Data capture objects (record-replay)

If you grant permissions to a role at the integration node level, that permission is not applied to the node’s integration servers. You
must set permissions explicitly for individual integration servers.

If you grant permissions associated with integration server resources or data capture objects to users that use the web user

interface, you must also grant the users read access to the integration node.

2.1 Define a role and its associated permissions

To define a group, named iibObserver, with permissions to see resources, you can use the following command to define this observers
role:

mgsichangefileauth TESTNODE_MachineA -r iibObserver -p read+

-

(&) IBM Integration Console 10.0.0.0 | =Dl |&I

C:\Program Files\IBM\IIB\10.0.0.0>mgsichangefileauth TESTNODE_MachineA -r iibObsfg

erver -p read+
BIP8OT1I: Successful command completion.

C:\Program Files\IBM\IIB\10.0.8.0> _

To define a group, named iibAdmins, with permissions to manage resources, you can use the following command to define this admins
role:

mgsichangefileauth TESTNODE_MachineA -r iibAdmins -p all+

e

(&) IBM Integration Console 10.0.0.0 l = | El |&I |

C:\Program Files\IBM\IIB\10.0.8.0> mgsichangefileauth TESTNODE_MachineA -r iibAd
mins -p all+
BIP8OT1I: Successful command completion.

C:\Program Files\IBM\IIB\10.0.08.0>

A

For more information, see mqsichangefileauth command.

2.2 Check the file-based administration security permissions for an
integration node

To check the file-based administration security permissions for an integration node, you can use the mqsireportfileauth command. For
example:
mgsireportfileauth TESTNODE_MachineA -1

where lindicates that you want the complete list of groups and permissions defined on an integration node.
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t,;,) IBM Integration Consele 10.0.0.0 l — | (=] |&I

C:\Program Files\IBM\IIB\10.0.8.0>mqsireportfileauth TESTNODE_MachineA -1

BIP8931I: Role = 'iibAdmins’, Resource = ', Permissions = ‘readt,writet,execute
.

BIP8931I: Role = 'iibObserver’', Resource = '', Permissions = 'read+,write-,execuls
te-’

BIP8OT1I: Successful command completion.

C:\Program Files\IBM\IIB\10.0.08.0>

A

For more information, see mgsireportfileauth command.

Related task: Delete a role and its associated permissions

To delete a group, you run the following command:
mgsichangefileauth TESTNODE_MachineA -r iibAdmins -p all-

where -r indicates the group that you want to delete and -p all- is required to remove all permissions to that group and to delete the

group.

Step 3: Create the web users

Use the mgsiwebuseradmin command to create your web user accounts and optionally assign them to the appropriate roles.

3.1 Create a WebUI user account

When you create a WebUI account, you can only associate the account with a single role.

You can have multiple WebUI user accounts assigned to the same role.

To create an account, you must run the following command:

mgsiwebuseradmin TESTNODE_MachineA -c -u jk -p password -r iibAdmins

where -c indicates that you want to create the user, -p indicates the password, -r indicates the role to which you want to add the user.

’ (&) IBM Integration Console 10.0.0.0 l = ‘ (5] |&I |

C:\Program Files\IBM\IIB\10.0.8.0>mqsiwebuseradmin TESTNODE_MachineA -c¢ -u jk -a
passwordl -r iibAdmins
BIP8OT1I: Successful command completion.

C:\Program Files\IBM\IIB\10.0.0.0>_

NOTE: You can also create users without specifying a role. Assigning a user to a group is optional.

Related task: Delete a WebUI user account

To delete a WebUI user account, you must run the following command:
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mgsiwebuseradmin TESTNODE_MachineA -d -u jk -p password -r iibAdmins

where -d indicates that you want to delete the user, -p indicates the password, -r indicates the role from which you want to remove the

user.

{&) IBM Integration Console 10.0.0.0 l = | (5] |ﬁl

C:\Program Files\IBM\IIB\10.0.8.0>mqsiwebuseradmin TESTNODE_MachineA -d -u jk -a
passwordl -r iibAdmins

BIP2871I: The request made by user 'PKBMTWY\Marisa' to 'delete’ the resource °jk
of type 'WebUser’ on parent ‘WebAdmin® of type 'lWebAdmin’ has the status of 'C

OMPLETE " .

BIP80T1I: Successful command completion.

C:\Program Files\IBM\IIB\10.0.08.0>_

Related task: As an administrator, change the password of a WebUI
user account by using the mgsiwebuseradmin command

You can change the password by using the mgsiwebuseradmin command.
You can run the following command:

mgsiwebuseradmin TESTNODE_MachineA -m -u jk -p passwordl -r iibAdmins

where -m indicates that you want to modify the user, -p indicates the new password, -r indicates the role of the user.

Related task: As a user, change the password of your userid to access
the WebUI

As a user, you can change your password once you log in into the WebUI.
To change your password, you can complete the following steps:

Select Edit profile.
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In the Password section, click Change.
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Enter your new password and click Save.
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10 comments on"Get started for administrators with the Web User Interface (WebUI) in IBM
Integration Bus v10"

saikiran Mallam July 21, 2017

Hi,

I am unable to view the HTTP Connector option in startwebuser interface for IIB 10.0.0.3 and IIB 10.0.0.6 . I am trying to set HTTP connector port
number through mgsi commands, the command is getting executed successfully but couldn’t see the changes. Tried restarting the broker and toolkit
but nothing is working. Now how to know whether the changes got applied or not? how to get details on webGUI?

Reply (Edit)

Gomezcri78 September 27, 2016

I have setup the ldap WebUi following this steps:

1.- Setup id and password to validate with ldap:
mgsisetdbparms MYBROKER -n ldap::ldap.myldap.net -u “CN=ServiceIlD,0U=Services,0U=Public,DC=MyCompany,DC=net” -p password

2.- Setup ldap bind with Broker
mgsichangeproperties MYBROKER -b webadmin -o server -n ldapAuthenticationUri -v “\”ldaps://ldap.myldap.net:3862/\"?Services?sub”

3.- Create webid
mgsiwebuseradmin MYBROKER -c -u myldapid -p password -r mgm

4.- Display webadmin settings
-bash-4.1$ mgsireportproperties MYBROKER -b webadmin -o server -a

server="

uuid="server’

enabled="true’
ldapAuthenticationUri=""ldaps://ldap.myldap.net:3862/”?Services?sub’
enableSSL="true’

BIP8071I: Successful command completion.
Everything seems to be ok but I still can not access WebUi with my ldapid.
Can you help me to see What am I missing here?

thx

Reply (Edit)

Kumar December 14, 2016

Hi,

After enabled the webuserAdmin on Linux server, trying to connect from local IIB-toolkit by selecting the option “Connect to Remote
Integration Node”, getting the below error.

Please help me what I missed or need to follow.

Error: The following Java exception occurs:
Connection refused: connect

Thanks..

Reply (Edit)

Ian_Larner January 05, 2017

Hi,

Its hard to be sure. If you have checked that the web UI is enabled properly for the integration node, there is likely a general
connection issue.

Perhaps try a direct connection (to try to eliminate possible proxy issues), as described in the solution for “You cannot connect to a
remote integration node”

in https://www.ibm.com/support/knowledgecenter/en/SSMKHH_10.0.0/com.ibm.etools.mft.doc/au16601_.htm.

If you haven’t found an answer, you should get a better response in the IBM Integration forum on dWAnswers, which is monitored
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by IBM Support and other experienced IIB users and developers.

Regards,
Ian

Reply (Edit)
rvs432 February 22,2017
did you figure out the solution ? Even i am having exact same issue.
Reply (Edit)
Cristian Gomez Lezcano August 17, 2016
Great article, I "m having problems to setup webadmin through LDAP I"d like to see an article for that in the future.
Reply (Edit)
Ian_Larner August 17, 2016
Hi Cristian
The article needs an update. LDAP authentication for the web user interface came in IIB 10.0.0.4, as mentioned in the What’s new with fix
packs page. That refers for more details to the page Enabling an integration node to use LDAP for authentication.

Have you tried those pages of the IIB v10.0 product documentation? (If you have any comments on those pages, you can use the Feedback
link to let us know or pass comments through this community.)
(We’ve noted your suggestion for a future article.)

Regards,
Ian

Reply (Edit)

Nanda March 10, 2016

Great article.
Can you also please share some knowledge on deployment methods and the roles required for the user to do the deployments through Web-UI.

Reply (Edit)
shwetabh August 03, 2015
Nice Article.

I am trying to view tatistics in WEB UI on my local system .However it is reflecting message “The statistics monitoring capability is not available
through your current web browser”.I am using Internet Explorer V9.0.Is there any constraint for the version of web browser we need to use.

Reply (Edit)
Thanga July 22,2015
Great article and thanks for sharing. Minor corerction in the mgsiwebuseradmin command password must be specified by using -a instead of -p

Reply (Edit)
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