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COVID-19 has changed 
the security landscape 14,000%

increase in COVID-19 related 
spam and phishing

84%
increase in remote working tools since 
the start of February
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COVID-19

Office workforce Remote workforce

Corporate owned and managed Devices Home / BYOD / Corporate

Secured by network 
and device controls 

Access to corporate applications
Not at all / Not secured / 
Remote Desktop / VPN 

Zero, but trust is in the 
other security controls 

Risk visibility in the 
digital identity

Zero
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New digital channel risks emerge when 
managing a remote workforce

With less control over who is 
accessing systems and from 

which device, password-based 
authentication and traditional 

MFA methods are even less 
secure than normal

Traditional assumptions of 
access from within the 

corporate network and using a 
known and trusted device are 

no longer valid

Business continuity requires 
immediate support for BYOD 

without the ability to fully 
manage a device, determine its 

health, control what is 
installed, or who is using it

27%
of breaches occur

due to compromised
credentials1

10 billion
stolen credentials
on the dark web1

1 in 13
web requests 

lead to malware 
infection2

1 Forrester
2 Symantec



Phishing for financial credentials
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• Abuse of the compensation 
citizens should receive due to the 
COVID-19 outbreak

• Imitation of Government related 
institutions and financial 
organizations to steal the victim’s 
information
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Workforce phishing



Increase in SMiShing & Vishing attacks
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Malware infections

A sharp rise in March and April detections
IBM Security / © 2020 IBM 

Corporation



Fake “Coronavirus Finder” App
Ginp Mobile Malware
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Started as an SMS stealer

Initially targeted Spain banking apps

Reused Anubis code after it leaked

Added advanced capabilities such as overlay 

screens and call forwarding

New version - expanding from Spain to additional 

countries and from banking to more industries
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Help protect and enable 
your remote workforce

02
Help detect and respond 
to accelerating threats

03
Virtually extend your security team 
and quickly add expertise

In these uncertain times, every 
organization needs to...
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Remote Workforce: Risk Increase
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Malicious access using account take over : 
valid credentials that may have been phished, 
acquired (e.g. via social engineering scam) or 
otherwise stolen

Compromised Devices

Remote access using an unmanaged
personal device, at times non-compliant,  
may be infected with malware, at times 
spoofed, or has other high-risk indicators

Compromised Credentials
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Device Intelligence
Use of a new device, unmanaged infected or spoofed device attributes, 
virtual machine, or simply owned by malicious user that is attempting to 
access apps

Trusteer transparently validates multiple context 
domains to secure the user login 

Account Information
Multiple users or devices are accessing the same account;   
or the same device is attempting access using different 
user credentials 

User Behavioral Analysis
Detecting abnormal behavior for the user, access 
resources at an unusual time or from a new location or 
with suspicious or new browser configuration

Geographic Location 
The user attempted to login from different geographic locations 
during too short of a period of time

User History
Access from new device after the previous 
access was done from an infected device

Known-bad consortium 
Access using known-bad characteristics: 
IP address, service provider (ISP), confirmed 
malicious device or device attributes
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Hundreds of attributes are collected during login or single sign-on 
flow and fed to Trusteer for real-time risk analysis 
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A
lerts to

 

SO
C

Highly accurate risk assessment
leverages combination of 

human and artificial intelligence

Device

Behavioral 
Analytics

Fraud 
network

Environment User Activity

User agent

Client timezone

Agent key/Machine

OS

ActiveX

Mimes

Fonts

Navigator props

Browser + Version

Cookie

Screen touch

Accept languages

Client languages

Device insights

Is new device

Is new device conf level

Global device ID

Is new device in global network

device_velocity

first_seen

last_seen

Device emulator

Device rooted

IP

Country

City

Org

ISP

Region

Longitude/Latitude

X forwarded for

IP class

IP timezone

Identity Risk indicators

Known fraudster

Risky IP

Suspicions ISP

Malware detection

Spoofed evidence

Device insights
Connection info
OS Info
Threat data

Action

Risk score

Risk Reasoning



SOC

Organization 

Authentication

web page

Remote User Known bad network

Alerts

Management Portal

IBM Security Trusteer

Trusteer

Snippet

(agentless)

Integrate into existing SOC workflow:

(QRadar Integration)

Malicious access

How does it work?

IBM Security / © 2020 IBM Corporation / IBM Confidential 17



Easily integrate alerts into existing Threat Management workflow
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Credential compromise risk, potential unauthorized access using a device 
running a Virtual Machine, usually to mask malicious activity
Contact employee to verify activity

1. Integrate. Alerts can be sent directly to 
SIEM, such as IBM QRadar.

2. Orchestrate. Automate remediating 
actions to protect critical resources using 
security platform, such as IBM Cloud Pak 
for Security.

3. Respond. Confirm malicious access in 
Trusteer dashboard to make the 
detection smarter.

Proof Point:  European client was able to 
block more than 1500 cases of confirmed 
fraudulent access while alerting on only 
0.04% of all transactions



Get up and running in a matter of weeks, not months
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1 2 3

PREPARE

• Personalize 
tenant

• Get 
required 
SSL certs

DEVELOP

• Consult with 
deployment 
manager

• Instrument 
login page

INTEGRATE

• Send alerts 
to SOC

• Build 
response 
strategy

START RUN



✓ Nothing to install on the device: Agentless 
solution means no need to install anything on the 
device and it is fully transparent to end users

✓ Nothing to install in data center: Remote, 
digital deployment through SaaS solution

✓ Quick time to value: Integrates into the existing 
organization’s login page to protect hundreds of 
apps with no changes to backend identity system

✓ Detect threats in near real-time: Immediate 
visibility to all risky accesses from your remote 
workforce from either a managed or unmanaged 
device

✓ Tie into existing SOC workflow: SIEM 
integration allows for automated response to 
highly accurate alerts

Transparently identify risk on workforce remote access
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Demo



Demo
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Protect the remote workforce with actionable risk insights
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Protecting more than 142 
Million users worldwide 

with 58 billion data events 
processed every month

Full SaaS service, with 
unique combination of 
machine learning and 

human intelligence

Full digital context, with 
holistic view on the digital 

identity and the device 
remotely accessing your 

enterprise



8,000 Members Strong and Growing Every Day!
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IBM Security Community

Sign up: https://community.ibm.com/security

User Group Day discussion: https://ibm.biz/trusteer2-usergroupday (share 
feedback, ask questions and continue the conversation after this session!)

Learn: The indispensable site where users come together to 
discover the latest product resources and insights — straight 
from the IBM experts.

Network: Connecting new IBM clients, veteran product users 
and the broader security audience through engagement and 
education.

Share: Giving YOU a platform to discuss shared challenges and 
solve business problems together. 

https://community.ibm.com/security
https://ibm.biz/trusteer1-usergroupday
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection 
and response to improper access from within and outside your enterprise. Improper access can result in information being altered, 
destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. 
No IT system or product should be considered completely secure and no single product, service or security measure can be 
completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful, 
comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, 
products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will 
make your enterprise immune from, the malicious or illegal conduct of any party.

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity

https://www.ibm.com/security
https://securityintelligence.com/
https://www.ibm.com/security/community
https://exchange.xforce.ibmcloud.com/
https://twitter.com/IBMSecurity?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.youtube.com/ibmsecurity



