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§ Rapid introduction of IBM Data Privacy Passports

§ IBM Data Privacy Passports in action
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IBM Z Security
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z14

z15

Cross Enterprise / Hybrid Cloud

Protection Privacy Proof+ +
IBM Z

Protection
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Data Security Vs. Data Privacy
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Data Security
Keeping data safe

“Need-to-Access”

Data Privacy
Appropriate use of data

“Need-to-Know”, “Need-to-Share”
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Data Centric Audit and Protection (DCAP)

Siloed (Point to Point) E2E (End-to-End)

§ Data is protected via encrypted network 
sessions.

§ Encryption & Decryption occurs at each point as 
data traverses the network. 

§ Any data stored at endpoints and intermediate 
points must be explicitly encrypted.

§ Data itself is encrypted at the starting point and 
remains encrypted until it reaches the end 
point. 

§ Data stored at endpoints and intermediate 
points is implicitly encrypted and managed 
through centralized policy.

Smart, Secure Data Movement
Application transparent protection for data 

leaving IBM Z

E.g. TLS, AT-TLS, IPSec, 
MQ AMS, Connect: Direct Secure Plus,

Encryption Facility, SFTP, etc…
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IBM Data Privacy Passports enforces and protects data
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Data Protection -- Reversible --
§ Data elements are encrypted into Trust 

Data Objects before leaving the platform.

§ Transformations based on a target group’s 
“need to share” rules defined in the policy.

§ Data can be shown in different views based 
on the user’s need-to-know.

Data Enforcement – Irreversible* --
§ Data elements are transformed (Masked, 

Encrypted, Hash, Omitted, Absorbed, 
Truncated…) at the time of consumption

§ Transformations based on a user’s “need to 
know” defined in the policy.

§ Can be performed “on the fly” or to generate 
a ”persistent” enforced table.

Mike Jordan XXXXXXXXXXXXMASK Mike Jordan Encrypted 
value as a TDO

Encrypt

Decrypt

*: Most of the time.
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IBM Data Privacy Passports enforces and protects data
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Pervasive Encryption Encryption

z/OS Db2

VSAM or 
Sequential

IBM DVM

Policy

Data 
Enforcement

Data 
Protection

JDBC able DBMS

Data 
Administrator

Data 
Owner

Data 
Consumer

Any distributed DBMS (x86, s390X, Power…)

IBM Z DBMS

Data Consumer 
Target DBMS

JDBC

JDBC

JDBC, SFTP

API

Enforce data at the point 
of consumption

Protect data at the point 
of exfiltration

IBM Data 
Privacy 

passports
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IBM Data Privacy Passports enforces data
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Data Source

Create a single 
protected table 
from a policy on Z 
that allows multiple 
views of data from a 
single data source

Data Administrator

ALL fields are masked 
and displayed

Data Owner

ALL fields are unencrypted 
and displayed

Data Consumer

Several fields are 
masked, some are in the 
clear and displayed
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IBM Data Privacy Passports protects data, and copies…
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§ Utilize the basic principle of data centric protection
§ Protect critical information as it leaves IBM Z / LinuxONE by policy
§ All copies retain protection
§ Opening the data requires a return trip to the Passport Controller or to use API

Source Table Protected Copy

Copies of Protected Copy

Exfiltration
IBM Data 
Privacy 
Passports
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Agenda
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§ Rapid introduction of IBM Data Privacy Passports

§ IBM Data Privacy Passports in action
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It is time for a Demo !
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Demo Agenda
§ Overview
§ Personas and Privacy
§ Data Enforcement
§ Data Protection
§ Policy content, elements
§ …
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Pervasive Encryption Encryption

z/OS Db2

VSAM or 
Sequential

IBM DVM

Protect Data In the Enterprise (1/2)
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PolicyKeys

Logics

Passports Controller

Administrative 
Commands (APIs)

Administrators

External Identity Management
§ RACF LDAP
§ OpenLDAP

x86, Power, s390, ARM

To keep in mind
§ Passport Controller deployed in an 

SSC LPAR. So, the Policy resides in 
the safer IBM Z / LinuxONE
environment.

§ Data is protected at the point of 
extraction and is enforced at the 
point of consumption.

§ Move data from/to as Trusted Data 
Objects requires JDBC connections 
or .csv SFTP transfer.

§ JDBC is required to connect DBMS 
and to SQL Query IBM Data Privacy 
Passports.

§ Create a single protected table to 
provide multiple views of data

D
ata

Protection

JDBCJDBC

IBM Z DBMS

Any distributed DBMS

JDBC able DBMS PostgreSQL

Db2 LUW

JDBC-able DBMS

SFTP
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Pervasive Encryption Encryption

z/OS Db2

VSAM or 
Sequential

IBM DVM

Protect Data In the Enterprise (2/2)
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PolicyKeys

Logics

Passports Controller

External Identity Management
§ RACF LDAP
§ OpenLDAP

x86, Power, s390, ARM

To keep in mind
§ Enforce data on distributed 

platform using Passport Controller 
on IBM Z / LinuxONEat the time of 
consumption

§ Identity can be managed on IBM Z 
and LinuxONE via RACF LDAP or 
OpenLDAP.

§ Policy for enforcement can be 
changed dynamically to revoke to 
entitle users to data

§ APIs to enforce data, and to protect 
data on the flight.

§ Connection to Passport Controller 
through industry standard 
Apache Hive drivers.

JDBCJDBC

IBM Z DBMS

Any distributed DBMS

JDBC able DBMS PostgreSQL

Db2 LUW

JDBC-able DBMS

Data 
Administrator

Data 
Owner

Data 
Consumer

JDBC: SQL Query

SQL Query

API

Data Enforcement
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Hardware/Software pre-requisites 

14

Hardware:

§ z15 or LinuxONE III

§ FC104

§ Networking

§ Dedicated IFLs

§ Dedicated Memory

Software:

§ Hyper Protect Virtual Server PID (This is the secure host of IBM 
Data Privacy Passports).

Other: 

§ Linux Machine (x86 or s390x) for HPVS and IBM Data Privacy 
Passport deployment purpose. It requires support of Python 
3.8.
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Thank you
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