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CEM — Netcool/Impact requirements I8
-

For trial subscription to CEM: https://www.ibm.com/cloud/event-management

1. Omnibus 8.1

2. Gateway for Cloud Event Management (nco-g-cem)

Down Ioad detal IS: https .//WWW' I b m - Comlsu pport/paqu/nOde/56348 1 O Netcool/OMNIbus 8 Plus Gateway for Cloud Event Management (nco-g-cem 3_0) Multi-Platform English (CC4PJEN ) - View details
Part number: CC4PJEN Size 1248

Date posted 13 Dec 2019

3. Netcool/Impact 7.1 — recommended at least Fix Pack 18

How would you like to connect this new gateway?

4. IBM Secure Gateway 1BM & &

IBM Installer Docker IBM DataPower
——

I n C E M -> go to Ad m i n iSt ratio n -> R u n b oo ks -> (T) Click the download link below (Z) Locate the documentation for (;) Install the downloaded client

for your operating system the installation in the IBM Cloud
docs or the README.md file

Connections -> Event Trigger (Omnibus/Impact):

Gateway 1D Security Token
ysLS8uVO9XE_prod_ng B eyJhbGciOiJIUzIM1NilsInR5cCI61kpXVCJ9.eyJib25m B

T . . . . . . Software Installers
1. If this is your first connection being setup, download and install a gateway clienf. Download gateway client

28 Windows B & 1s27MB
& MacOSx B & oswms

8 RHEL B & 2225w
A Ubuntu Z-Linux B & 1395MB
A Ubuntu PPC B & 1381MB
A Ubuntu B & 14as53MB
D Aix B & 2561MB
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https://www.ibm.com/cloud/event-management
https://www.ibm.com/support/pages/node/563481

CEM — OMNIbus - Netcool/Impact HEE

3 |BM Cloud Event Management

On Premise
WebGUI

Data Source

Tool to run runbooks

Incidents (
L

CEM OMNIbus Gateway } [ Netcool/OMNIbus }

a

\ 4

Trigger Connection

( CEM Secure Gateway W ( Netcool/Impact 1
L ) i

Trigger service — mapping runbooks
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CEM — Install CEM gateway IBM
-

The repository location that needs to be added within IBMIM to proceed with the installation:

/<extracted path to gate>/repository.config

=====> IBM Installation Manager> Preferences> Repositories

Repositories:
1. [X] /tmpcemgate/repository.config

Either by installing in GUI or console mode, select the Netcool/Omnibus Gateway nco-g-cem to be installed and
follow the wizard details to proceed with the installation:

Netcool/OMNIbus Gateway nco-g-cem

Options:
1. Choose version for installation.
2. Show all available versions of the package.
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CEM - Create omnibus integration definition IEM

Step 1: In CEM access the “Administration” section

Step 2: Click New integration.
and click on the “Work with Integrations” option:

Getting started Incidents Dashboard

Create new integrations so that Cloud Event Management is connected to your
environment and you'll start receiving incidents. Alternatively you can generate some
sample events.

Work with
ﬂ, integrations ﬂ, Generate sample events Newintegration @
Runbooks Users and
Configure groups
{ Configured {
Policies API keys
Configured c

Configure

Step 3: Go to the Netcool/OMNIbus tile and click Configure

Netcool/OMNIbus
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CEM — Create omnibus integration definition HEE
-

Step 4: Enter a name for the integration and click Copy to add the generated webhook URL to clipboard.

Step 5: Ensure that you save the generated webhook to make it available later in the configuration process. This is required
for the gateway configuration.

Step 6: Click Save. Create the incoming integration with Netcool/OMNIbus

Configure this event source to integrate with existing on- 1. N the integrati
premise installations of Netcool/OMNIbus. Events are > N2ImnE & lEErEnnomn

received through a gateway that you need to install and

configure.
| Omm’busl |

Before you begin, you must install IBM Tivoli
Netcool/OMINbus Gateway for Cloud Event Management

oo 2. Configure a webhook channel in Netcool/OMNIbus

https://normalizer.us-south.cloudeventmanagement.cloud.ibm.com/webhook/noi/505154582/60b35985-53cf-4fcc-bd09-4fbed8c3d30 CD

Add the webhook URL to Gate.CEM.WebhookURL field in G_CEM.props file. More information

3. Enahle event management from this source

@ -

Cancel Save
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CEM — Configure Omnibus for the integration
S

* Insert the required columns for CEM into the ObjectServer alerts.status table.
Run the following SQL command:

SOMNIHOME/bin/nco_sql -server <server_name> -user <user_name> -password <password> <
$OMNIHOME/gates/cem/cem.sql

[root@prawned] tmpcengate]# cd /opt/IBM/tivoli/netcool/omnibus/gates/cen/
[root@prawned] cem]# 1s

cem.map cem, rdrwtr. thlrep, def cem, rdrwtr.tblrep.tivoli eif.def cem.sql G CEM.props
cem.notification.js cem.rdrwtr.tblrep.mttrapd.def cem rollback.sql default nco_g cem.env

fopt/IBM/tivoli/netcool/omnibus/bin/nco_sql -server CEM -user root < /opt/IBM/tivoli/netcool/omnibus/gates/cem/cem.sql

[root@prawnedl cem]# /opt/IBM/tivoli/netcool/omnibus/bin/nco sql -server CEM -user root < /opt/IBM/tivoli/netcool/omnibus/gates/cem/cem.sql
Password:
(0 rows affected

(0 rows affected
(0 rows affected
(0 rows affected
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CEM - Configure CEM gateway S
-

= Configuration properties file: SOMNIHOME/gates/cem/G_CEM.props can be obtained from:
cp /opt/IBM/tivoli/netcool/omnibus/gates/cem/G_CEM.props
= Edit CEM gateway props file (G_CEM.props):
1) Enable the gateway to read alerts from your ObjectServer by updating the Gate.RdrWtr.Server property.
Gate.RdrWitr.Server :'CEM’

2) Assign the webhook URL that you generated in CEM to the Gate. CEM.WebhookURL property:

Gate.CEM.WebhookURL - 'https://normalizer.us-south.cloudeventmanagement.cloud.ibm.com/webhook/noi/505154582/60b35985-53cf-4fcc-
bd09-4fbed8c3d308/QRVSWhbeGoBb6hLU3FPDQsPo-GknmIOIAMmMIfSmGqW4w’

3) Make sure Gate.CEM.KeyStoreFile points to correct path.

Gate.CEM.KeyStoreFile : '${NCHOME}/platform/linux2x86/jre64 1.7.0/jre/lib/security/cacerts’

= Start the CEM gateway

$OMNIHOME/bin/nco_g_cem
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CEM — Check incidents in CEM dashboard IBM
e

To check the incoming alerts received from omnibus in CEM, just access the “Incidents” menu.

2y IBM Cloud Event Management —

Getting startad Incidents Dashboard Administration

47 InC|d ents My incidents Group incidents All

#0001-5900 INCIDENT: prawnedl.fyre.ibm.com: O sites affected - siteless alarms present H

Unassigned

Top resources affected [ ] Event types 1

Priority @ Open for 2h 51m Last changed May 24, 2020 | 01:20:16 PM GMT+3

#0001-5301 prawnedl.fyre.ibm.com - NO SITE: CAUSE AND IMPACT: UNKNOWN (4 active alarms)

Unassigned

Top resources affected [ ] Event types 5

Priority @) Open for 2h 51m Last chanded May 24, 2020 | 01:20:11 PM GMT+3

#0001-4301 INCIDENT: drovesl.fyre.ibm.com: 0 sites affected - siteless alarms present

see

Unassigned

Top resources affected i ] Event types 1
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CEM — Configure Impact to run the trigger service EEES
-

Import the database schema and Runbook Automation project

= Run the following command under the same user account that you used to install Netcool/Impact:

$SIMPACT_HOME/install/cfg_addons/rba/install_rba.sh <derby password>

[root@rawnedl tmpimpactfix]# cd /opt/IBM/tivoli/impact/install/cfg_addons/rba/

[root@rawnedl rbal# 1ls -altr

total 36
-r-- 1 root root 26606 Jun 12 2019 _install_rba.xml

-- 1 root root 4050 Jun 12 2019 install rba.sh

r
r
"--r-- 1 root root 2882 Jun 12 2019 import _cert.sh
r-- 3 root root 17 Apr 1@ 01:12
r-- 2 root root 73 Apr 10 02:25

For derby connection, the default username is impact and the default password is derbypass.

Jinstall_rba.sh derbypass
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CEM — Configure Impact to run the trigger service E=EH
_______________________________________________________

Update the ObjectServer

= IBM Runbook Automation requires additional fields in the alerts.status events table.

Copy the following file from the Impact server to the ObjectServer machine if they are installed separately:
SIMPACT_HOME/add-ons/rba/db/rba_objectserver_fields_update.sql

= Then run the following command:

$OMNIHOME/bin/nco_sgl -username <username> -password <password> < rba_objectserver_fields update.sql
Example:

lopt/IBM/tivoli/netcool/omnibus/bin/nco_sql -server CEM -user root < /opt/IBM/tivoli/impact/add-
ons/rba/db/rba_objectserver_fields update.sql
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CEM — Configure Impact to run the trigger service ZE5
-

Configure and test RBA_ObjectServer data source connection

Step 1: Log in to Netcool/Impact and switch to the RunbookAutomation project from the drop-down menu in the top
right corner.

NCI:NCICLUSTER (8.30.140.53:30000:NCI) ~ Global - NCI:NCICLUSTER (9.30.140.53:30000:NCI) ~ RunbookAutomation ~ Options ~

Select Project: Manage Projects:
[] | Default :, Create Project

| EventlsolationAndCorrelation ‘| Edit Current Project

) Global K Delete Current Project .

) m % Refresh Steg 2: Click the Data Model tab

1 ITHM +# Clear my locks

L MWM

[ OpviewAuth Welcome Policies Services Operator )
A | Reports oni
JI‘I [ RunbookAutomation pna > . )

(' SNMP I - 5 | : |

[ Socket EI RBA_Derby

- WBE Lg RBA_MySQL

) WebTop RBA_ObjectServer

I XML
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CEM - Configure Impact to run the trigger service 5
-

Configure and test RBA_ObjectServer data source connection

Step 3: Right-click RBA_ObjectServer datasource [ RBA Of—1———
and click Edit. I Edit I

Mew Data Type
Test Connection
Unlock

Delete

Step 4: Enter the access information for your OMNIbus
ObjectServer.

ﬂ Provide general information which describes the data source. An * indicates required fields.

Test the connection and save the changes =

Database Failure Policy:

[l Select what action to take if Impact cannot connect to the database.

Primary Source:

ﬂ Provide information on the primary database. * marks a required field.

* Host Mame: | prawned1 fyre ibm.com|

= Port: | 4100

"] SSL Made
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CEM — Configure Impact to run the trigger service E=EH
_______________________________________________________

Configure and test RBA_ObjectServer data source connection

Step 5: Expand the RBA_ObjectServer data source in - ‘
the tree view. Then right-click RBA_Status data type and O-@ @ &l
click Edit. [] RBA_Derby

[l RBA_MySQL
& RBA_ObjectServer
& RBA_Status

RBA_Status

Step 6: In the Table Description area, click Refresh Fields for
the alerts.status base table.

SQL Data Type Config Page

Table Description Dynamic Links Cache Settings

Provide general information which describes the data type. An * indicates required fields

Data Source Name RBA_ObjectServer
Refresh Tables

v Enabled

Access the data t
“ Refreshing

Table Description:

Configure the database table and fields. An * indicatg Close

Base Table: | alerts status

Refresh Fields

Show New / Deleted Fields
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CEM - Configure Impact to run the trigger service 5
-

Configure and test RBA_ObjectServer data source connection

Ensure that the table row for the Serial item has a value of Yes in

the Key Field column. If the value displayed is No, double-click =L
this table entry to enter edit mode, and select the check box that = N
appears in ecit mode. ——
Ensure that Identifier is selected in the drop-down box for the Display

Name Fleld Display Name Field: Identifier -

[ | Automatically Remove Deleted Fields

Save the changes and close the editor.

IBM Cloud / © 2020 IBM Corporation



CEM — Configure Impact to run the trigger service ZE5
-

Configure and test RBA_ObjectServer data source connection

r [y RBA_ObjectServer

Step 7: Right-click RBA_Status data type and click View  Roa s

Data ltems.

Edit

View Data ltems

View Performance Report
Unlock

Delete

Data Type Name: RBA_Status Number of Objects: 78

Filter Retrieved Data ltems |:|

Step 8: Verify that some events from Netcool/OMNIbus R

Links Edit Identifier Serial Node
are I Isted ~ M ':‘:' _f SiteNameParent.prawned1 fyre.ibm.com:pra 174 prawned 1 fyre.ibm.com - NO SITE
" wned1 fyre.ibm.com - NO SITE:Fri Apr 10 0
2:10:51 2020
| _f SiteNameParent:linké:link6 - NO SITE:Fri Ap 223 linké - NO SITE
- r 10 02:47:59 2020
Close the Data Items: RBA_Status view. 5 e —— o oo
] _f SiteNameParent:Beijing:Beijing - NO SITE:T 60 Beijing - NO SITE
hu Apr 09 22:50:08 2020
] _f OMNIbus ObjectServer: Trigger Status forC 5 prawned1.fyre.ibm.com
EM:
| _f NClImpact: @prawned1 fyre.ibm.comconne 230 prawned1 fyre.ibm.com
ctedFri Apr 10 03:05:56 2020
w
Delete
£ >

First = Previous - 2 3 4 Next Last
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CEM — Configure Impact to run the trigger service —

Configure and test RBA_Derby data source connection

= Click the Data Model tab and right-click RBA Derby datasource and click Edit.

Welcome Data Model Policies Services Operator Vi

Test the connection to ensure you can communicate successfully with your
- @ 5 | @ - | X Derby database.

[ RBA MysQL
New Data Type

- [ RoA Ovectsent D2 TR If you cannot communicate with the Derby database, ensure that the
o FAS2 ] oo username, password, host, and port are correctly setup in the datasource.

Delete

Database Failure Policy:

E. Select what action to take if Impact cannot connect to the database.

() Fail over Primary Source
() Fail back
(@ Disable Backup

Provide information on the primary database. * mark:

Testing
Host Name: | prawned1 fyre.ibm
Primary Source:

Port 1527
E. Provide information on the primary database. * marks a required field.

l ‘I Connection OK
Database ImpactDB

[ |
* Host Mame: I prawned1 fyre.ibm.com| I Test Connectio B
* Port 1527 - I T ——

* Database: ImpactDB

Test Connection
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CEM — Configure Impact to run the trigger service
-

Import Runbook certificate into the Impact Server

= On Linux systems, enter the following command to receive the correct certificate:

echo -n | openssl s_client -servername <RBA_ ACCESS HOST> -connect <RBA_ACCESS HOST>:<RBA_ACCESS PORT> | sed -ne '/-
BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > file.cert

For CEM trial subscription run:

echo -n | openssl s_client -servername console.us-south.cloudeventmanagement.cloud.ibm.com -connect console.us-
south.cloudeventmanagement.cloud.ibm.com:443 | sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > file.cert

rt]# echo -n | openssl s _client -servername console.us-south.cloudeventmanagement.cloud.ibm.com -connect console.us-south.cloudeventmanagement.cloud. ibm.cam
-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > f t
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CEM — Configure Impact to run the trigger service
-

Import Runbook certificate into the Impact Server

= Use the following command to import the certificate:

SIMPACT_HOME/install/cfg_addons/rba/import_cert.sh <KEY_STORE_PASSWORD> <CERTIFICATE_FILE_FULL_PATH>
where <KEY_STORE_PASSWORD?> is your Netcool/Impact admin password.

Example:

lopt/IBM/tivoli/impact/install/cfg_addons/rba/import_cert.sh netcool /rbacert/file.cert

[root@prawnedl rbacert]ld /fopt/IBM/tivoli/impact/install/cfg_addons/rba/import_cert.sh netcool /rbacert/file.cert
Buildfil Jopt/IBM/tivelifimpactliinctalllafg demetekbafine ol cho el

name=NCT
ver name=ImpactUI

rimary host=prawnedl.fyre.ibm.com
Yy port=1527
c

check-certificate:
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CEM — Configure Impact to run the trigger service EEES
-

Configure user access rights to RBA for impact user

= For existing user such as impactadmin:
cd SIMPACT_HOME/install/security

/mapRoles.sh -add -user <username> -roles impactRBAUSser

[root@rawnedl rbacert]# /@pt/IBH/tivéli/impact!install!security/hapRoles.sh -list -all

imp
imp
imp
imp
imp
imn

imp
imp
imp
imp
impactWeb

Example:

/opt/IBM/tivoli/impact/install/security/mapRoles.sh -add -user impactadmin -roles impactRBAUser

IBM Cloud / © 2020 IBM Corporation



CEM - Configure Impact to run the trigger service 5
-

Update the Netcool/Impact configuration within derby database

= Edit the default values of the Netcool/Impact derby database to configure launch-in-context support and integration with
IBM Runbook Automation.

= Netcool/Impact configuration for fully automated runbooks is stored in the Netcool/Impact derby database in the
rbaconfig.defaults table with the exception of the RBAAPIKeyPassword.

Values that need to be updated:

RBAHost="

RBAManualExecHost="

RBAAPIKeyName="

RBAAPIKeyPassword=" — this will be done at the end, within a separate file not in the derby db.
RBASubscription="

MaxNumTrialsToUpdateRBAStatus='600’
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CEM — Configure Impact to run the trigger service =~ ==

Update the Netcool/Impact configuration within derby database

For the RBAAPIKeyName and RBAAPIKeyPassword properties you need to generate from CEM an APl key as follows:

Connect to CEM -> Administration -> APl keys -> Click on create new API key -> Enter a description and click Generate:

New API key (+)

IBM Cloud / © 2020 IBM Corporation

Create API key

API key description:

ImpactKey

API API APIL

Events Incidents Users

Groups Runbooks
API API

Create API key

API key name:

505154582 /syrpoksojqyd

API key password:

Display password:

................................ () Hide
Please make a note of the password above AND the permissions

selected in the previous screen. For security reasons you will not be
able to retrieve it in the future




CEM — Configure Impact to run the trigger service EEES
-

Update the Netcool/Impact configuration within derby database

Copy over the key name and password as you’ll be using them to update impact derby db. The RBAAPIKeyName property will be the API

key that is generated:
Create API key
RBAAPIKeyName="505154582/syrpoksojqyd’ —
The API key password needs first to be encrypted. e C)Hd |
Please make a note of the password above AND the permissions
Example of CEM API key password: dgljVgp9yLrA71G1Q1ma7R9ILpnJkac9 i o vetiave i o o ressene you il nothe

Run nci_crypt in Impact against the generated password and use it for RBAAPIKeyPassword:

lopt/IBM/tivoli/impact/bin/nci_crypt dgljVgp9yLrA71G1Q1ma7R9lLpnJkac9
{aes}AE48A0E29AAC2CC764EA4B3FSEOF2412B8A30A5AC0D166488C91495DA540A4CAAB71B733777E53C520819D0FE22CB460

[root@prawnedl rbacert]# /opt/IBM/tivoli/impact/bin/nci_crypt dgIjVgpOylLrA716101ma7ROILpnIkacd

{aes JAE48AOE29AAC2CC764EA4B3FBEOF2412BBA3DASACOD166488C91495DA540A4CAAB71B733777E53C520819DOFE22CB460
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CEM — Configure Impact to run the trigger service EEES
-

Update the Netcool/Impact configuration within derby database

= Connect to Impact Derby database by running:

/opt/IBM/tivoli/impact/bin/nci_db connect
1j> connect 'jdbc:derby://prawnedl.fyre.ibm.com:1527/ImpactDB;user=impact;password=derbypass;';

= Run each of the update command from above with the correct values:
update rbaconfig.defaults set FieldValue ='505154582/syrpoksojqyd' WHERE FieldName='RBAAPIKeyName';
update rbaconfig.defaults set FieldValue = 'console.us-south.cloudeventmanagement.cloud.ibm.com' WHERE FieldName="RBAHost';

update rbaconfig.defaults set FieldValue = 'console.us-south.cloudeventmanagement.cloud.ibm.com' WHERE
FieldName='RBAManualExecHost';

update rbaconfig.defaults set FieldValue = '600' WHERE FieldName="MaxNumTrialsToUpdateRBAStatus';

update rbaconfig.defaults set FieldValue = '505154582' WHERE FieldName="RBASubscription’;
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CEM — Configure Impact to run the trigger service EEE S

Update the Netcool/Impact configuration within derby database

= Create the following file:

$IMPACT_HOME/etc/RBAAPIKeyPassword.txt

and copy the encrypted value for the APl Key password generated and encrypted into this file.

l.txt

ACOD166488C91495DA540A4CAAB71B733777E53C520819DOFE2

Connect to Impact console again and run the RBA _ResetConnectionParameters policy

RBA_ResetConnectionParameters

Running policy

= - | Q% O~ @ @bt DB @ A| e
Log ("Resetting RBA Connection Parameters after ante.. ")
Load ("RBA Utils"); Run
resetRBADefaultValues () ;
setAndGetRBAConnectionParameters () ;

ﬂ Successfully triggered policy "RBA_ResetConnectionParameters”. Refer to the policy log for the output
results.

Close
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CEM — IBM Secure Gateway client IS
-

Download and Install IBM Secure Gateway

= In CEM -> go to Administration -> Runbooks -> Connections -> Event Trigger (Omnibus/Impact):

Administration

Runbooks

Library Execution Automations Triggers

Connections

O

Ansible Tower BigFix Script Event Trigger
(OMNIbus/Impact)

Configure Configure Configure Configure

Secure Gateway Dashboard &

3 Inbound

e Outbound

= At the bottom of the page you have the link to download the gateway: 0.00. = 0.00.. &

1. If this is your first connection being setup, download and install a gateway clienl. Download gateway client I

= Click on the RBA Gateway.
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CEM — IBM Secure Gateway client IS
-

Download and Install IBM Secure Gateway

e @ Switch to the Clients tab and click Connect Client.
0.00. =, 0.00.

Q Destinations (0) = Clients (0)

9 Destinations (0) =1 Clients (0) @

Connect Client

How would you like to connect this new gateway?

& @ Download the gateway for the OS you’ve used to setup

docker

IBM Installer Dacker |IBM DataPower 0 m n i b u S/i m paCt :

@ Clicx the downloac link below. @ Locate the documentation for @ nstall the downloaded client
for your operating system the Installation n the IBM Gloud
docs or the README.md file
provided

Gateway ID Security Token

ysLSBUVOOXE_prod_ng ® yJhbGaiOWIUZH NilsInRECCIBIkpXVCJS eylipzsm (&)

Software Installers

o 7 A

o £ RHEL El & 2225MB
& ac0OSX B & |

A RHEL B & 2o

& Ubuntu z-Linux B & 13g5m8

A Ubuntu PG B & wseaiwvs

A Upuntu B &

& mx B &
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CEM — IBM Secure Gateway client IEH
-

Download and Install IBM Secure Gateway

= Copy over the Gateway ID details and security token details:

Gateway ID Security Token

e

ysLS8uVO9XE prod ng B eyJhbGciOiJlUzI1NilsInR5cCl6lkpXVCJ9.eyJjb25n

= Toinstall it run the following command on RHEL, for other OS check:
https://cloud.ibm.com/docs/services/SecureGateway?topic=securegateway-client-install#installing-the-client

rpm -ivhf ibm-securegateway-client-1.8.5fpl+client_x86_64.rpm

= You will be prompted to provide the gateway id and security token.

regateway is in filesystem
eway

ring this ir
ces: ysLS8uVE9IXE_prod ngl]

IBM Cloud / © 2020 IBM Corporation



CEM — IBM Secure Gateway client SR
-

Open the whitelist of the secure gateway client and add the Netcool/Impact URL

= To start the gateway secure client run the following command:

cd /opt/ibm/securegateway/client
node lib/secgwclient.js <gateway ID> -t <security token>

Example:

node lib/secgwclient.js ysLS8uVO9XE_prod_ng -t
eyJhbGciOiJIUzI1NiISINR5cCI61kpXVCJI9.eyJib25mawdlcmF0aW9uX2lkljoieXNMUzh1VjASWEVfcHIVZF9uZylsInJIZ2Ivbil6InVzLXNvd
XRoliwiaWFOIjoxNTg2NTEwOTc3LCJleHAIOJELIOTQYODY5Nzd9.  3gZL7hc80LvG2cCDPZAKUHHozPfRfL_QCOffxzkw

» Run the following command to allow Impact connections: PN EETERIET
ysLSBuVO9XE 4NG=

aC| a”0W [<hOStname>]:[<p0rt>] -- Secure Gateway Client Access Control List --
Connections to unlisted rules are currently: denied
Example: hos tname : path value

Allow

prawnedl. fyre.ibm.con

acl allow prawned 1.fyre_ibm.com ‘16311 drovesl.fyre.ibm.com:16311
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CEM — Configure a connection to Impact server EER
-

= In CEM -> go to Administration -> Runbooks -> Connections -> Event Trigger (Omnibus/Impact):

= For the IBM Netcool/Impact REST service URL, enter the host name and port, or the IP address and port, of your local
Netcool/Impact GUI server installation, followed by ibm/custom/RBARestUIServlet.

Example: https://prawnedl.fyre.ibm.com:16311/ibm/custom/RBARestUIServiet

For the user and password, add the username to whom you’ve granted RBA role and its password.

Edit connection Runbook
Lzl L s e T g Library Execution Automations Triggers Connections
2. Configure IBM Netcool/OMNIbus to launch a runbook from an event. Instructions are provided in the IBM Runbook Automation Knowledge Center.
3. Enter IBM Neteool/Impact access information. CO n neCt'Io ns
hit rawned?.fyre.ibm.com:16311/ibm/custom/RBARestUISenvlet
2 W
impactadmin
O
Event Trigger Ansible Tower BigFix Script
(OMNIbus/Impact)
lk y client
Gonnecied Configure Configure Configure
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CEM — Map runbooks to Impact events kS
-

= CEM -> Administration -> Runbook -> Triggers tab -> Click on “new trigger”:

Administration
Runbooks

Execution Automations riggers Connections

1 Trigger

Name Enabled Automatic Execution

@ Enabled

= Provide a name and click on “Add Filter”: | "=
New trigger

Mame:

TestDemo2020

Description:

TestDemo2020

Based on which event(s) would you like this trigger to run on? Add filter  +

Which runbeck do you want to match to the event? ¢
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CEM — Map runbooks to Impact events 5
-

= Check for some values for one of your field of your events from omnibus.

Example:
“Node” field with “DEMO test 2020 as description:

Data Type Name: RBA_Status Number of Objects: 77
Filter Retrieved Data Items: [DEMO test 2020 Showing 3 of 25 items
View
Select | jinpe Edit Identifier Serial Node NodeAlias
Ef' DemoTest1 2646 DEMO test 2020
E’ DemoTest2 2649 DEMO test 2020
B DemoTest3 2650 DEMO test 2020
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CEM — Map runbooks to Impact events 5
-

= Add your selection as a condition to your filter for creating the CEM trigger:

Based on which event(s) would you like this trigger to run on? Add filter

Event Summary Event Filter Attribute Filter

I want to do a comparison on an attribute.

Description:  TgstDemo

Attribute: MNode v
Operator: equals M

Value: DEMQ test 2024

Example: Node equals diskspace error on system Add filter .

Which runbook do you want to match to the event? ¢
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CEM — Map runbooks to Impact events
S

.G/j Based on which event(s) would you like this trigger to run on? Add filter +

TestDemo |

How do you want to match filter criterias to events?

Match all (AND) v

View sample events

This trigger runs based on the following event:

Summary Severity Details
DemoTestl 2020 1 '
DemoTest2 2020 2 LY
DemoTest3 2020 3 w
INCIDENT: DEMO test 2020: 0 sites affected - sitel... 3 o
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CEM — Map runbooks to Impact events kS
-

= Select a runbook that you want to run when the event matches the condition:

Pt :
() Based on which eveni(s) would you like this trigger to run on? Add filter

Which runbook do you want to match to the event? °

Runbook type:

Manual v Q  Search

Name Success Rate
@ Example: Connectivity check for a server

O Example: Restart Linux process

Your current selection is: Example: Connectivity check for a server Cancel Save
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CEM — Map runbooks to Impact events IEM

= Configure the parameters for the runbook.

Make sure you have the trigger enabled and save it.

() which runbock do you want to match to the event?

1 Select runbook

Selected runbook: Example: Connectivity check for a server

Parameter Source

HOSTNAME

From event ~ Node

Enable this trigger to run l

3 Triggers

Name

Enabled Automatic Execution

test (® Disabled No
test

TestImpactTrigger (@ Enabled No
TestImpactTrigger Diskspace alert

TestDemo2020 @ Enabled No
TestDemo2020
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CEM — Map runbooks to Impact events kS
-

= The events were properly updated in Impact and they now have runbook details associated as seen under
Impact -> RBA_Status data type list of events:

Data Type Name: RBA_Status Mumber of Objects: 77

Filter Retrieved Data Items: [HOSTNAME=DEMO test|

Showing 2 of 25 itemns

WID RunbookParameters RunbookURL Runbook Status RunbookParametersB64
5f-5394adcchdab HOSTNAME=DEMO test 2020& COMNTE hitps:/iconsole.us-south.cloudeventmanag  Runbook set for manual execution RBABGA=SESTVESBTUUSREVNTYBOZXN
XT__=TestDemo2020 ement.cloud.ibm.com:443/apifvi/roairunbo QIDwMjAMX190DTOSURVhLUX1 589GV ZdE
oks/53e580fc-4402-4a57-af6f-5394adccsd RIBWEYMDIw
ag
5f-5394adcchdab HOSTNAME=DEMO test 20208 COMNTE hitps:/iconsole. us-south cloudeventmanag  Runbook set for manual execution RBABGA=SESTVESBTUUSREVNTYBOZXN
XT__=TestDemo2020 ement.cloud.ibm.com:443/apifvi/roairunbo QIDwMjAMX190DTOSURVhLUX1 589GV ZdE
oks/83e590fc-4402-4a57-af6f-5394adcc5d RIBWBYMDIw
ag
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CEM - Enable the launch-in-context menu in WebGUI ==
e

= Log on to Netcool/OMNIbus Web GUI as an administrator. Select Administration > Event Management Tools > Tool
Configuration.

=  Click the Create Tool icon to create a new tool.

Tool Configuration Event Vi

Tool Configuration

FJ B

= Set the Name field to LaunchRunbook and from the Type drop-down field, select Script.

“ Name: |LaunchRunb00k Type:
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CEM - Enable the launch-in-context menu in WebGUI

= Replace the following script with the CEM_HOST_NAME and subscription id:

var runbookld = '{$selected_rows.RunbookID}’;
var runbookParams ='{$selected rows.RunbookParametersB64}’
runbookParams = encodeURIComponent(runbookParams);

alert("This event is not linked to a runbook™);}else {
var url =

okParams+'&ISC.NEWINSTANCE=false";
var wnd = window.open(url,' blank’);}

b

iIf (runbookld ==" || runbookld ==""|| runbookld =="" || runbookld =="'0" || runbookld == 0) {

‘https://[CEM_HOST_NAME/runbooks/library/execute/'+runbookld+'?subscriptionld=<YOUR_SUBSCRIPTION_ID>&bulk_params="+runbo

Script

Script Commands:

var runbookld = '{$selected_rows.RunbookID}';

var runbookParams = {$selected_rows RunbookParametersB64}';

runbookParams = encodeURIComponent(runbookParams):;

if (runbookld ==" || runbookld =="" || runbookld == "' || runbookld =="0"|| runbookld == 0} {
alert("This event is not linked to a runbook™);

else |

var url = 'https://console us-south.cloudeventmanagement.cloud.ibm.com/runbooks/library/exec
subscriptionld=505154582&bulk_params="+runbookParams+&ISC NEWINSTANCE=false’,
var wnd = window.open{url, '_blank'};

Name:
alerts

Available items

Label: Mnemonic:
|Alert5 <none> ~

tool

=<new tool=
acknowledge
deacknowledge
delete
groupassign
LaunchRunbook
LaunchRunbookPD
LocalPing
LocalTelnet
prioritise:
PromptedPing
PromptedTelnet
RemotePing
SuppressEscalate

takeownership
test

Save | Cancel

Current items
imBNE

. LaunchRunbook
testRealDynamicPrompt
test
Deacknowledge
<separator=
Prioritize
Suppress/Escalate
Take Ownership
User Assign

Group Assign
Delete
<separator=

Ping

Telnet

Tracepath
acknowledge

THENE A
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CEM —Test the integration WebGUI-Impact-CEM

»  From DASH/WebGUI go to Event Viewer and right click on one alarm that matches the specified condition and
select the tool created earlier.

Event Viewer +
= =y =% -
g Il T © | "l LaunchRunbook I - | :l Default - | 0 0 ! 7 4\ 7 29 @ a 0
testRealDynamicPrompt ¥
S ., - p-
test s ‘ Enter search term i Q.
De-acknowledge Ctrl+D
Sev Ack Node Brioritize N Summary First Occurrence Last Occurrence Count Type ExpireTime
-;' No Beijing Suppress/Escalate 4 Diskspace alert 10/04/2020, 05:52 10/04/2020,11:22 559 Type Not Set Not Set
Take ownership
 J Mo Beijing INCIDENT: Beijing: 0 sites affected - siteless alarms present 10/04/2020, 05:50 10/04/2020,11:22 1 Type Not Set Not Set
User Assign 4
) No Beijing Group Assign » Diskspace alert 10/04/2020, 05:50 10/04/2020, 11:22 1,763 Type Not Set Not Set
Delete
v No Beijing - NO SITE Beijing - NO SITE: CAUSE AND IMPACT: UNKNOWN (2 active alarms) 10/04/2020, 05:50 10/04/2020,11:22 1 Type Not Set Not Set
Ping 4
D No Berlin Telnet » Port failure : port reset 10/04/2020, 05:49 10/04/2020,11:22 636 Type Not Set Not Set
Tracepath from this host . . . y '
D No Berlin INCIDENT: Berlin: O sites affected - siteless alarms present 10/04/2020, 05:49 10/04/2020,11:22 1 Type Not Set Not Set
Acknowledge
B No Berlin - NO SITE Information. Shift+] Berlin - NO SITE: CAUSE AND IMPACT: UNKNOWN (1 active alarm) 10/04/2020, 05:49 10/04/2020,11:22 1 Type Not Set Not Set
+
| No Journal... Shift+d - oTest3 2020 01/01/1970, 00:00 24/05/2020, 12:06 1 Typs Not Set Not Set
Copy Ctrl+C
) No DEMO test 2020 Quick Filter » INCIDENT: DEMO test 2020: O sites affected - siteless alarms present 24/05/2020,12:06 24/05/2020, 12:06 1 Type Not Set Not Set
ﬂ No DEMO test 2020 DemoTest2 2020 01/01/1970, 00:00 24/05/2020,12:06 1 Type Not Set Not Set
=3 No DEMO test 2020 DemoTest] 2020 01/01/1970, 00:00 24/05/2020,12:06 1 Type Not Set Not Set
[ No DEMO test 2020 - NO SITE | SiteNameParent DEMO test 2020 - NO SITE: CAUSE AND IMPACT: UNKNOWN (3 active alarms) 24/05/2020,12:06 24/05/2020,12:06 1 Type Not Set Not Set
B No drovesl.fyre.ibm.com WebGUI Status Web GUI CEM2 data source is available 15/05/2020, 10:39 24/05/2020, 14:24 2,638 Information 330
B No drovesl.fyre.ibm.com WebGUI Status Web GUI CEM data source is available 19/05/2020, 05:24 24/05/2020,14:24 1,549 Information 330
B No drovesl.fyre.ibm.com ScopeIDParent INCIDENT: drovesl.fyre.ibm.com: O sites affected - siteless alarms present 15/05/2020,10:39 24/05/2020,14:24 1 Type Not Set Not Set
= in TS R S PR — [ Y T TAIATAERT: Arrinnd fwn ihen mnees O mitnn affnrtad  aitalans alnemes neansnt A0IAC AN AN AAIAC MAAAA A A 2 Tirmn Mlmk Gt Mlrs Cns
13
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CEM —Test the integration WebGUI-Impact-CEM
S

Execute runbook

€ Runbooks

= Example: Connectivity check for a server

Procedure: (4 steps, approximate time: a few seconds)
1 parameter -~
HOSTNAME
(® sTEP1
Open a terminal window. Go to your Windows start menu, and enter
Read more

cmd.exe

Apply and Run inte the search field - it should lock like this:

4 See more results

2 commands 7 cmd.exe 3¢ | | Shut down | » |
—
2 gotos ~
0 automations ™
® STEP2
Details ~

Copy the following command into the terminal window:

ning HOSTNAME
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Q&A =t

Thank You!

Oy )



CEM — References TEM
e

For trial subscription to CEM: https://www.ibm.com/cloud/event-management

CEM Gateway: https://www.ibm.com/support/pages/node/563481

CEM Documentation: https://www.ibm.com/support/knowledgecenter/SSURRN/com.ibm.cem.doc/em overview.html

Runbook Automation: https://www.ibm.com/support/knowledgecenter/SSZODR/com.ibm.rba.doc/CT installTrigger.html

Secure gateway: https://cloud.ibm.com/docs/services/SecureGateway?topic=securegateway-acl

CEM — Email integration: https://www.ibm.com/support/pages/ibm-cloud-event-management-email-integration-step-step-example

CEM — Omnibus/Impact integration: https://www.ibm.com/support/pages/node/6205890
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