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Panelists

* Gianluca Gargaro — L2 Support Engineer
 Jonathan Morrow — L2 Support Engineer
 Darren Pond — L2 Support Engineer

» Hans Vandeweghe — L2 Support Engineer
* Antti Merihaara — L2 Support Engineer

Reminder: You must dial-in to the phone conference to listen
to the panelists. The web cast does not include audio.

* USA Toll-Free: 866-803-2145

* USA Toll: 1-210-795-1099

* Participant passcode: 3353561

« Slides and additional dial in numbers: https://iom.biz/BdHs9G

NOTICE: By participating in this call, you give your irrevocable consent to IBM
to record any statements that you may make during the call, as well as to
IBM's use of such recording in any and all media, including for video postings
on YouTube. If you object, please do not connect to this call.
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Agenda

Kerberos Protocol Transition and Constrained delegation concepts
 ISAM 8 Native Kerberos Junction

* |ITFIM enabled Kerberos Junction

« Delegation in Multiple Active Directory Domains

* Integration with Microsoft SharePoint

 Questions
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Kerberos Protocol Transition and Constrained delegation
concepts

The problem

* The KDC is not exposed to internet

* Service records in internal DNS

G IBM Security © 2015 IBM Corporation 4



Kerberos Protocol Transition and Constrained delegation
concepts

The solution

+ Kerberos protocol extension

Services For User to Self (S4U2S)

Services for User To Proxy (S4UTP)

Non-Kerberos
Authentication

!

1]

S4U-Self S4U-Proxy

—2. Attempt Authentication-

e

1. Non-Kerberos -G. Support Kerberos Auth—
Authentication ¢ -
——5. Auth using Kerberos—gm '

%
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ISAM 8 Native Kerberos Junction

« Architecture

« Creating identities for WebSEAL and Target Service in an Active Directory domain
- Configure the Kerberos client in the appliance

« Configure WebSEAL instance

- Configure target server for Kerberos authentication

« Test functionality

G IBM Security © 2015 IBM Corporation




ISAM 8 Native Kerberos Junction

Architecture

i)

Reverse Proxy

isam-uk.uk.europe.sup
p —>

Client
brighton.uk.europe.sup ISAM Appliance ISAM Runtime

4

)

0

Active Directory
Domain Controller

| IIS WebServer

londondc.uk.europe.sup iis-uk.uk.europe.sup

uk.europe.sup
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ISAM 8 Native Kerberos Junction

Architecture
. . ~ G europe
« Machines must have full network connectivity » S finland
b difrance

« Firewall open for KDC, DNS, HTTP
« Correct DNS, Forward and Reverse look-up.

b dpitaly
vB’BUk

G brightan
Gpisam-uk
G londondc
(i europedc
B 2] asia.sup | (same as parent folder) Start of Authority (SOA) [23], w2k8-gtw-126-11., hostmaster.
I=d _"TSdCS a (same as parent folder) Name Server (NS) w2k8-gtw-126-11.
_sites i,_ 10.0.5.10 Pointer (PTR) europedc.europe.sup.
—tp i£/10.0.5.20 Pointer (PTR) asiadc.asia.sup.
_udp 4 r 10.0.5.21 Pointer (PTR) newdelhidc.india.asia.sup.
il DomainDnsZone: i~ 10.0.5.22 Pointer (PTR) webseal8013-pune.india.asia.sup.
ForestDnsZones —
india {] 10.0.5.23 Pointer (PTR) bangalore.india.asia.sup.
e e:rope s ; 10.0.5.30 Pointer (PTR) americadc.america.sup.
= _m;dcs i; 10.0.5.31 Pointer (PTR) northdc.north.america.sup. B
sites = 10.0.5.32 Pointer (PTR) washingtondc.usa.north.america.sup. p
9 _top i10.0.5.33 Pointer (PTR) ottawadc.canada.north.america.sup. ﬂ (same as parent fold... Host (A) 10.0.5.40
< _udp i; 10.0.5.40 Pointer (PTR) londondc. uk.europe.sup. i_] brighton Host (A) 10.0.5.42
| i ¢ i5]10.0.5.41 Pointer webseal-uk.uk.europe.sup. —
3 If:i)r‘:lr::: e ;ﬂ 10.0.5.42 Pointer gﬁ; brighton.uk.europe [:JD : i_] isam-uk Host (A) 10.0.441
_| ForestDnsZones 1;] 10.0.5.43 Pointer (PTR) iis-uk.uk.europe.sup i_] londondc Host (A) 10.0.5.40
_ france %.. 10.0.5.50 Pointer (PTR) hels?nlﬁdc.europe.sup. !‘_l webseal-uk Host (A) 10.0.5.41
al italy i=10.0.5.50 Pointer (PTR) helsinkidc. finland.europe. sup. il
) luk £]10.0.5.51 Pointer (PTR) tampere. finland.europe.sup. i_l iis-uk Host (A) 10.0.5.43
] Reverse Lookup Zones £]10.0.5.52 Pointer (PTR) webseal-finland. finland. europe.sup.
= 4.0.10.in-addr.arpa
- 5.0.10.in-addr.arpa
2/ 6.0.10.in-addr.arpa
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ISAM 8 Native Kerberos Junction

Creating Target Service identity in AD

- Create a user that represents the Target Service with a

password that does not need to be changed and that e _
never expires. A s mermeegie
First name: s ucuse] | it | |
Last name ‘ |
- Create a Service Principal Name for this user using R |
setspn. e Yecaimas ]

User logon name {pre-Windows 2000):
‘UK‘-. | |||s-uk-user |

sUserssAdministrator?setspn —8§8 HITP/iis—uk.uk.euwrope.sup iis—uk-user
hecking domain DC=uk, DC=europe . DC=sup
Registering ServicePrincipalMames for CH=iis—uk-user.CN=Users.DC=uk.DC=europe.DC=sup
TPriis—uk.uk.europe.sup
pdated object

svUserssAdministrator?

s IBM Security © 2015 IBM Corporation 10



ISAM 8 Native Kerberos Junction

Creating WebSEAL user identity in AD

- Create a user that represents WebSEAL with a New Object - User [x]
password that does not need to be changed and that
never eXpIreS. ;} Create in:  uk europe sup/Users

« Set the Service Principal Name (SPN) for this user on e | |

the KDC and create a keytab

Full name: |wehseal-uk-user |

User logon name:

|webseal-uk-user| | | @uk europe sup v |

User logon name {pre-Windows 2000):

| UK | |websea|—uk-user |

< Back Ment > | | Cancel |

X Administrator: Command Prompt

sUserssAdministrator*ktpass —out c:skeytabswebseal-uk.keytab —princ HTTP-wehseal-uk.uk.europe.supBUKEN
.EUROPE.SUF —-maplUser webseal-uk—user —-maplp set -pass MHade 1clEB —crypto all —pType KRBS_NT PHINCIPHL

s IBM Security © 2015 IBM Corporation



ISAM 8 Native Kerberos Junction

Creating WebSEAL user identity in AD

‘webseal-uk-user Prope
Organization l Member Of l Dial4n l Environment I Sessions
« Set the WebSEAL user to be trusted for Remote cortrol | __ Remote Desktop Services Profile COMs
delegation to the target service user. | | Geneol | Addess | Account [ Profle | Telephones | Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this user for delegation

(O Trust this user for delegation to any service (Kerberos only)

i (®) Trust this user for delegation to specified services only

i (O Use Kerberos only

E (®) Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N
HTTP iis-uk.uk europe sup
<[ w [ >
[ Expanded Add I I Remove
oK || cancel || ooy | Help

€ BV secunty
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ISAM 8 Native Kerberos Junction

Configure the Kerberos client

Create New Realm

« Use Secure Web Settings > Global Settings >
Kerberos Configuration and open the Realms Tab Realm *

[UK.EUROPESUA |
and then select New > Realm DrEtmoeeste
| Save | | Cancel
Defaults Realms Domains CA Paths Keyfiles
« Select the new realm name and use New >
Property to select kdc and add the Active Directory New v | © edit | X Delete | @® Test | & Refresh
KDC address - (= UK.EUROPE.SUP
kdc = londondc.uk.europe.sup
+ On the Defaults tab change the default_realm to New Property Value
be the new realm created o o

G IBM Security © 2015 IBM Corporation



ISAM 8 Native Kerberos Junction

Configure the Kerberos client

« On the Keyfiles tab import the key table file
generated for the WebSEAL user.

 Test the keytab content for the WebSEAL
principal name

€ BV secunty

Import | ¥ Delete

Name

Keyfiles

Combine @” Test * Refresh

Import keytab file

Selected File *

webseal-uk.keytab

Browse

et [
Test keytab authentication X
Principal Name *
HTTP/webseal-uk.uk.urope.s

} Test | | Cancel |

4n

© 2015 IBM Corporation




ISAM 8 Native Kerberos Junction

Configuring WebSEAL to enable Kerberos single sign-on for a junction

+ Locate the [junction] stanza.
« Update the configuration items accordingly. For example:

kerberos-sso-enable = true

kerberos-keytab-file = webseal-uk.keytab

kerberos-principal-name = HTTP/webseal-uk.uk.europe.sup@UK.EUROPE.SUP
kerberos-service-name = HTTP/iis-uk.uk.europe.sup@UK.EUROPE.SUP

G IBM Security © 2015 IBM Corporation



ISAM 8 Native Kerberos Junction

; . . 5 LONDONDC (UK\Administrat] | ™" RS A, ]
Configure Target Server for Kerberos Authentication " @ Application Pools ASP.NET
& Sites L
6 =N &
Ave Default Web Site "E N~ 404
3 .| aspnet_client NET NET .NET Error
. Enable Windows Authentication b - authpage Authorizat.. Compilation ~ Pages €
‘-? = .|
. . . . = b “al
- Disable all other authentication mechanisms R (& ab|
.NET Users  Application Connection I
. . . . . Setti Stri
+ Verify that Negotiate is the first provider. g g
SMTP E-mail
IS
. '
2 25 "él
. Qﬁ Start Page = due to your current i : ol I 3
465 LONDONDC (UK\Administrat Stoupby:) NoGrouping: -~ ‘ authentication settings. ASP Authenticati ; Fompression
-2} Application Pools Name * Status Response Type |___more information, click on
5 ‘: Sites Anonymous Authentication Disabled | A\ Click here to learn how
;0 Default Web Site ASP.NET Impersonation Disabled ‘ ccm’ig\{re Extended
» -] aspet_client Basic Authentication Disabled HTTP 401 Challenge l-_Hrofection:
p -] authpage Forms Authentication Disabled HTTP 302 Login/Redirect

Windows Authentication Enabled HTTP 401 Challenge -]
Disable

Advanced Settings...

Providers...
Providers [ ] = |

@ Help
Online Help
Enabled Providers:
Negotiate e
NTLM

Select a provider from the list of available providers and click Add
to add it to the enabled providers.

G IBM Security © 2015 IBM Corporation




ISAM 8 Native Kerberos Junction

Configure Target Server for Kerberos Authentication

P UYL IS FUM Yy UM U UGS L S W ULV YIS U S S Y TR S Ul

! 83 LEHDOND K\Administrat | 5ccociated with worker processes, contain one or more applications, and provide isolation among different
-} Application Pools applications.
48] Sites
A e Default Web Site Filter: - Go ~ E] Show All | Group by: No Grouping ¥
b | aspnet_client ‘Neme =~ Status  .NET Fram... Managed Pik)el... Id‘entify Applicétions
. . . . . b -] authpage (2} NET+2.0 Started  v2.0 Integrated ApplicationPoolld... 0
L] - - -
SEt s Uk user for the DefaUIt Appllcatlon POOI Identlt) Q.NET v2.0 Classic  Started  v2.0 Classic ApplicationPoolld... 0
;?NFI' v4.5 Started  v4.0 Integrated ApplicationPoolld... 0
Q.NET v4.5 Classic  Started  v4.0 Classic ApplicationPoolld... 0
E:?CIassic .NET Ap... Started v2.0 Classic ApplicationPoolld... 0
DefaultAppPool Started va.0 Integrated 1
« Test Kerberos SSO d|rect|y to |lIS Processor Affinity Mask (64-bit ¢ 4294967295
4 Process Model
b tL
UK\iis-uk-user|
Idle Time-nit (minntec) n
- 3
'\\53) (\‘?f//)l 9 http://iis-uk.uk.europe.sup/authpage/ I L~-C ” & iis-uk.uk.europe.sup T

WHO Page

[ISENSENSENSENSENSENSENSENSENSE

[Authentication [Negotiate ‘ : " "
%_Method (KERBEROS) ‘Request.ServerVanabIes( AUTH_TYPE")

l . Request.ServerVariables("AUTH_USER") or

iIdentlty UK\sean System.Threading.Thread.CurrentPrincipal.Identity
Windows UK\iis-uk- | e . p

lidentity e [System.Secunty.Prlnupal.WmdowsIdentuty.Getcurrent

G IBM Security © 2015 IBM Corporation




ISAM 8 Native Kerberos Junction

Create and Test Junction

New - Edit L Delets

Edit a Standard Junction

Junction Servers || Basic Authentication It

- Create a junction /iis pointing to
server iis-uk.uk.europe.sup

Target Backend Servers. At least one server

o New ‘ ¥ Edit | X Delete
o Hostname

f " 1 No fitter applied

iis-uk.uk.europe.sup

+ Authenticate to WebSEAL with the
preferred authentication mechanism.

- - - -
(. & webseal-uk.ukeuropesup c Q & webseal-uk.uk.europe.sup/iis/authpage c C
. . Access Manager for Web Login | | S | | S I I S | | S | l S
« Go to the junctioned IIS server.
Authentication |Negotiate
Method (KERBEROS) [Reauest.Serv
* Username gean Request.Serv
Identity UK\sean :

System.Three

® Password

Windows UK\iis-

identity uk-user System.Secur

Login |

© 2015 IBM Corporation
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ITFIM enabled Kerberos Junction

« Architecture Overview

- SSO flow

«  WebSeal Configuration Steps
«  Windows Configuration Steps
- TFIM Configuration Steps

G IBM Security © 2015 IBM Corporation 20



ITFIM enabled Kerberos Junction

Architecture overview

Reverse Proxy

isam8-webseal-florence.italy.europe.sup
—>
p

ISAM Runtime

!

IIS WebServer
lis-it.italy.europe.sup

v

WebSphere Application
Server / TFIM
itfim-pisa.italy.europe.sup
A

\ 4

F

italy.europe.sup

Active Directory
Domain Controller

reomedc.italy.europe.sup

© 2015 IBM Corporation



ITFIM enabled Kerberos Junction

SSO Communication Flow

—
Client Reverse Proxy KDC and
Active Directory
1. Request IIS Resouirce
" 2. Request forwarded to IIS
3. 401iresponse sent by IS Server

10. IS Resource retur

P
<

4. Request Security T

pken (RST)

»

7. Security Token Re

y N

&

[

5. Request Kerberos Ticket

6. Response with K

<
<

sponse

. Request sent to IS (wit

erberos Ticket

h Authentication Header)

9. Response with

requested IIS resource

v

<«

ned to client

<

€ BV secunty

IIS Webserver
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ITFIM enabled Kerberos Junction

WebSeal configuration steps

. Edit Reverse Proxy Configuration File
Create [tfimsso:/kerberossso] - Kerberos Junction configuration entry

[tfimsso:/kerberossso]

token-type = kerberos

applies-to = http://isam8-webseal-florence.itlay.europe.sup
service-name = HTTP/iis-it.italy.europe.sup
renewal-window = 15

one-time-token = true

preserve-xml-token = false
token-collection-size = 10
token-transmit-type = header
token-transmit-name = Authorization
always-send-tokens = true
tfim-cluster-name = tfim-pisa

Create [tfim-cluster:tfim-pisa] - TFIM connection configuration entry

server = 9,http://itfim-pisa.italy.europe.sup:9080/TrustServerWST13/services/RequestSecurityToken

G IBM Security © 2015 IBM Corporation
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ITFIM enabled Kerberos Junction

WebSeal configuration steps

Junction Sarvers Basic Authentication Idantity S80 and LTF
« Ensure junction point name matches :
[tﬁmSSO:/kerberOSSSO] Creation of a junction foran initial server
Junction Point Name * Junction Ty
/kerberossso
o TCP
Create Transparent Path Junction
5 SSL
Stateful Junction
. . Junction Sarvers Basic Authentication Idkantity S
* Ensure the Target Backend Server is configured for
your IIS server )
Target Backend Servers. At least one server is required to create

ok New | @ Edt | ¥ Dekte
=I5
e L
2= ... | Nofilter applied

Hostname

lis-it.italy.europe.sup

€ BV secunty
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ITFIM enabled Kerberos Junction

WebSeal configuration steps

« Ensure on Identity Tab TFIM SSO is selected

€ BV secunty

Sarvers Basic Authentication

tity information in HTTP headers

Authentication Header
rce or Group

:r ldentity Information

Idantity S50 and LTPA General

Ensure unique cookie names

Preserve junction name for non-domain cookies
Include session cookie

Include junction name in cookies

Insert client IP address

. Enable TFIM SSO

© 2015 IBM Corporation



ITFIM enabled Kerberos Junction

Windows configuration steps

Create a tfim user in AD

Set delegation

Run setspn against this user

tfim-user Properties lL-

Organization I Member Of ] Dialin ] Environment | Sessions
Remote control | Remote Desktop Services Profle | COM=
General | Addess | Account [ Profie | Telephones | Delegation
User logon name:
Him-user] l l@ytaly.europe.sup V!
User logon name {pre-Windows 2000):
|ITALY\ ‘ ‘tflm-user [
' Logon Hours... ‘ [ LogOn To... |
[] Unlock account
Account options:
[] User must change password at next logon ol

[[] User cannot change password
[#] Password never expires

tfim-user Properties Lf-

O I Member Of I Dialin I En | Sessions

Remote control [ Remote Desktop Services Profile I COM+

General | Address | Account | Profie | Telephones | Delegation

»
hecking domain DG=italy.DC=europe.DC=sup

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this user for delegation
O Trust this user for delegation to any service (Kerberos only)
(® Trust this user for delegation to specified services only

O Use Kerberos only

(® Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N;
HTTP iis-taly italy.europe sup

slUserssAdministrator .ROMEDG»setspn -8 TFIM/itfim—pisa.italy.europe.sup tfim—us

egistering ServicePrincipalNames for CH=tfim—user. CH=Usersz. DC=italy.DC=europe.D

=sup
TFIN/itfim—pisa.italy.europe.sup
pdated object

© 2015 IBM Corporation 26



F itfim-pisa - VMware Remote Console

ITFIM enabled Kerberos Junction

Windows configuration steps (cont ) L

E File Acton View Help
I I IEE G
& Computer Management (Local) | Neme 21x|
E 7} SystemTools & Adminisrators
® % Task Scheduler ¥ Backup Operator:
. . Event Viewer i
* Add the user to the local Administrators group 3 wraes oo
X Lm&use’s andGrows | & pistributed COM1
= sers
1 Groups g: z"e";mg Reade A Beecmion: | [Adrinistrtors have compiels and rvosticied acosss
@ () performance s to the computer/domain
=) Device Manager s uses
B £ Storage $INetwork Configur | Members:
2 Disk Management 3 Loo | & Administrator
@ s Services and Applications & Performance Mor| ||| g (71 Y\Domain Admins
. jg‘:::;:::;’s & ITALY\tfim-user fim-user@taly.europe.sup)
« Grant the Act as part of the operating system e

privilege on the local machine
wee - [ I - & H

. Local Security Policy

File Acton View Help

T Security Settings Poicy + [ security setting [ -
i@ Account Poldes it Access Credential Manager as a trusted caller

Local Policies

% Audit Policy

User Rights Assignment

Security Options

Windows Firenal with Advanced Security
[ Network List Manager Polices

(cess ths computer from the netuork Everyone, Admiristyators, .

LOCAL SERVICE,NETWCR. ..
Administrators,Users,Back. .

. Grant the Log on as a Service priv”ege on the

. wee - | jl > &
local machine. e

Fle Acton View Hep
32 EIXD=HE
T, Security Settings
A Account Policies
£l (4 Local Polices
& [ Audit Policy
7 User Rights Assignment
A Security Options
Windows Firewall with Advanced Security

- Security Sel

8|8

Denylog on as a service

eny log on locally

eny log on through Remote Desktop Servi...
| Enable computer and user accounts to be t...

J! froma
.- gj:"“’c ﬁt';:"j:::ge' Pelies Generate security audts LOCAL SERVICE, NETWORK SERVICE
P s .| Impersonate a dient after authentication  LOCAL SERVICE,NETWORK SERVICE, Administrators, ..
B re ko ot veaces  Increase a process working set Users
15 Secunty Polieson Locl Computer | L2 n'ease scheduing oy Adninistrators
Load &

-1 Advanced Audit Policy Configuratior
%] Lock pages in memory

[%/Log on as a batch job Backup Operators, Perf gU...
%]Log on a5 & service: NT SERVICE\ALL SERVICES[[TALY \thm-user
Manane auditing and searit loa Administrators
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ITFIM enabled Kerberos Junction

Windows configuration steps (cont )

3 Active Directory Users and Computers

o

. ﬁgd the rllj_ser Windows Authorization Access Groups object on the e oy e e e
machine e A[E & O] XE Q) [gorea] Merber [Menberof [ Manmged by

] Active Directory Users and Com|| Na|

X % Members:
b (| Saved Queries e = 5
4§ italy.europe.su Name Active Directory Domain Services Folder
et A &7 ENTERPRIS... NT AUTHORITY
| Builtin R 5
. &, tfim-user italy europe sup/Users
p | Computers
p = Domain Controllers

* If not yet done enable the WebSphere process to run as a Windows
service by executing the wasservice command
‘General Log On | Recovery | Dependendies |
Log on as:
i ) ¢ Local System account
+ Change WAS service to start as tfim user I Allow servics o interact with deskiop

(% This account: Itfimuser@i‘!al)ceuropesup Browse... A

Password: Ioo.oatoo

Confirm password: |"""“
Help me confiqure user account log on options.

© 2015 IBM Corporation
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ITFIM enabled Kerberos Junction

ITFIM configuration steps

Gating Staad O | comtivoii.am fim.trustserver.sts. modules.JAASSTSModule
(@ Configure Federated Single Sign-on (e com.tivoli.am.fim.trustserver.sts. modules. KESSSTSModule
(=) Configure Trust Service g tivoli.am.fim. dules. HonSTSModule
:::j:t ™ [e) com.tvoli.am.fim trustserver.sts.modules. KerberosSTSModule
Trust 5; Q com.tivoli.am.fim.trustserver.sts.modules.Liberty12SAML TokenSTSModule
. . . [ Configure Key Service C fivoli.am.f dules. LibertySAMLTokenSTSModule
« Create an instance in Kerberos delegation module
Chain Mapping Lookup
«  Create a tfim trust chain Request Type
Request Type . Request Type URI
lssue Oasis URI ¥ | |http:/idocs.ossis-open.orgiws-sxiws-trusti200512/Issue
Lookup Type

® |Jse Traditional WS-Trust Elements (AppliesTo, Issuer, and TokenType)
Use XPath to Define Custom Lookup Rule

AppliesTo

Address
| http:/iisam8-websealflorence.italy.europe.sup |

Sermvice Name

Port Type

Issuer

Address
|amwebrte—5t5—client |

Semvice Name

Port Type

Token Type

TokenType Token Type URI
| Kerberos GSS WS ¥ http://docs. oasis-open.org/wss/oasis-wss-kerberos-token-profile-1. 1#G5S5_Kerberosv_AP_REQ

G IBM Security © 2015 IBM Corporation



ITFIM enabled Kerberos Junction

ITFIM configuration steps (cont )

*  Minimal Chain composed by 2
modules

«  Optional map modules :
. Default map module

. Directory Integrator map module
. Custom map module

IVCred module
(validate)
Mapping module
(map)

Kerberos delegation
maodule
(validate)

=f{» Chain Assembly

Chain Assembly

Construct a chain by selecting an instance and a mode and click Add to add the instance to the chain table. Continu
until the chain table contains all required instances and then click Next.

Module Instance

Module Instance Settings

Summary

«p Configure Module Chain

Item 2

Summary

| serberos delegation module =l
Mods
[issue =l

[ Add selected medule instance to chain

Trust Service Chain Modules

[ Reosder |
Select | Order | Module Instance Name [ Module Instance T Mode
o | Token VCred predefinito | com.tivoli am fim trustserversts modules STSTokenlVCred validate
€ ]2 terberos delegation module | com.tivoll am.fim trustserversts.modules. KerberosDelegationSTSModule | issue

Total: 2 Selected: O

Kerberos Delegation Module Configuration

Enter the required values ffconfigure the Kerberos Delegation Module

Partner properties

Default target Service Principal Name

#Options for adding a suffix to the TAM username for Kerberos Authentication
€ Do not add s suffix to the username
@ Add the machine DNS domain as a suffix to the username

€ add the configured suffix to the username

The suffix to add if using a configured suffix

[@mygomain.com

© 2015 IBM Corporation
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Delegation in Multiple Active Directory Domains

«  Multi-Domain Kerberos SSO support

« Architecture Domains and Trusts

« Leveraging Federated Directories and Basic User Support
- Kerberos User Identity Rule

« Shortcut Trusts

G IBM Security © 2015 IBM Corporation 32



Delegation in Multiple Active Directory Domains

Multi-Domain Kerberos SSO support

 Functionality available starting in ISAM 8.0.1.0

« All domains must be configured in the kerberos Realm tab, and must have a kdc specified

- Atransitive trust is required between the domains

+ WebSEAL service account has to reside in the same domain as the back-end service account
+ Users can reside in a domain that is different from the WebSEAL service account domain

« User identity needs to be customized to effectively achieve the constrained delegation from a user
domain different from the WeBSEAL sevice account domain

+ Achieved via kerberos-user-identity parameter in the Web Reverse Proxy (WebSEAL) configuration
file

© 2015 IBM Corporation



Delegation in Multiple Active Directory Domains

Architecture Domains and Trusts

Forest Transitive Trust

Europe forest Asia forest
e | S5
europedc.europe.sup DC aziadc.asia.sup DC
eurgpe.sup aSiEI.SLIp
Farent-Child Parent-Child

Trust

Ehort-cut trust

I5AM WebSEAL

E

P/ webssal 301 3-pune india_asiz sup@I MDA ASIA SUP

-
-

parisdec.france.europe.sup OC newdelhi.india.asia.sup DC

france.europe.sup india.asia.sup

¢ 0

julien@france.europe.sup tushar@india.asia.sup
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Delegation in Multiple Active Directory Domains

Leveraging Federated Directories and Basic User Support

Federated Directories

MName Suffoc Hostname Port Bind DN

cn=administrator,cn=us

*/ NewDelhiDC 1 newdelhidc.india.azia.zup 329 ers de=india,de=asia,d
cn=administrator, cn=us

+! parisDC 1 parisdc. france.europe.sup 389 ers de=france de=euro
pe dc=sup

Advanced Configuration File Editor - Idap.conf

# Basic user support enablement. Basic user support allows the use of LDAP
# users without the need to import them into IBM Security Access Manager.
basic-user-support = yes

# If Basic user support is enabled, this option specifies the attribute that
# the server uses to identify Basic users in the registry. This option is used

# in combination with user-search-fi
basic-user-principal-attribute userprincipalname
julien Properties
Remote Desktop Services Profile I COM= I Attribute Editor

Attributes:

Attribute Vi A
userPrincipalName julien@france europe sup
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Delegation in Multiple Active Directory Domains
Kerberos User ldentity Rule

€& & webseal2013-pune.india.asia.sup/iis

Access Manager for Web Login

e [sernam P
Us k julien@france.europ:

® Password

« Replacing the UPN with information from the credential

Advanced Configuration File Editor - krbsso1

#
# FILENAME
# webseald.conf

# This stanza entry is required when Kerberos 550 authentication for junctions

# is enabled.
kerberos-principal-name = HITPE/webseal8l03-pune.india.asia.sup@INDIA.ASIA.SUP

[junction:/fiis]
kerberoz-uszer-identity = attrfAZN CEED PRINCIPAL NZAME
kerberos-service-name = HITP/newdeIRhide.Inals.asia.sup@INDIA.ASIA,.SUP

alway=s-send-kerberos-tokens = false
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Delegation in Multiple Active Directory Domains

Kerberos User Identity Rule
Possible formats

+ kerberos-user-identity = julien@FRANCE.EUROPE.SUP
+ kerberos-user-identity = julien

+ kerberos-user-identity = tushar

+ kerberos-user-identity = @FRANCE.EUROPE.SUP

« kerberos-user-identity = attr:username@attr:dom
 kerberos-user-identity = attr:username

« kerberos-user-identity = @attr:.dom

+ kerberos-user-identity = attr:upn

« kerberos-user-identity = attr:username@I|BM.COM
« kerberos-user-identity = bob@attr:dom

« kerberos-user-identity = @attr:dn
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Delegation in Multiple Active Directory Domains

Shortcut Trusts

No shortcut trust in place

+ WebSEAL will be instructed a path to follow to the point
where it reaches the correct KDC

« From india.asia.sup DC to asia.sup root DC to europe.sup

root DC to france.europe.sup DC india.asia.sup Properties E |
Domain Name Trust Type  Transitive Propertties...
- With shortcut trust in place : Single hop to france.europe.sup asia.sup Parent Yes
L emove
d omain europe.sup Exdemal No
france .europe sup Extemal No
italy europe sup Extemal No
Pl i | b s == EE B Sl 2 gl Filter: | (kerberos) || (http.request.method == "GET") E Expression... Clear Apply
Mo. Source Destination Port Protocol  Info o
72 10.0.5.22 80 HTTP GET /iis HTTP/1.1 Mo. Source Destination Port Protocol  Info -
77 10.0.5.23 B0 HTTP GET /favicon.ico HTTP/1 74 10.0.5.23 10.0.5.22 B0 HTTP GET /iis HTTP/1.1
216 10.0.5.23 80 HTTP GET /iis HTTP/1.1 7910.0.5.23 10.0.5.22 BO HTTP GET /favicon.ico HTTR/1.1
221 10.0.5.23 .5, BO HTTP  GET /iis/ HTTP/1.1 320 10.0.5.23 10.0.5.22 80 HTTP GET /fiis HTTP/1.1
o002 o0 sonrre ig_éEg“Pf’l-l 325 10.0.5.23 10.0.5.22 80 HTTP  GET /iis/ HTTP/1.1
248 10.0.5.21 10.0.5. 32 50104 KRES — 330 10.0.5.22 10.0.5.24 80 HTTP GET / HTTP/1.1
273 10.0.5.22 10.0.5.20 BE KRES TGS-REQ 343 10.0.5.22 10.0.5.21 BB KRBS TGS-REQ :
277 10.0.5.20 10.0.5.22 51012 KRB5  TGS-REP 347 10.0.5.21 10.0.5.22 60027 KRBS TG5-REP
202 10.0.5.22 10.0.5.10 88 KRES TGS-REQ 364 10.0.5.22 10.0.5.12 BB KRBS TGS5-REQ >
296 10.0.5.10 10.0.5.22 46720 KRB TGS-REP 368 10.0.5.12 10.0.5.22 55034 KRES TG5-REP
313 10.0.5.22 10.0.5.12 88 KRES  TGS-REQ : =
317 10.0.5.12 10.0.5.22 55113 KRBS TGS-REP ggg ig' g'g ig ig'g ;;g 55022 iig; IE:_EE(;
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Integration with Microsoft SharePoint

« Physical architecture view

- Logical architecture view

« Create the service account for the SharePoint

« Create the WebSEAL impersonation account

- Configure the SharePoint Web Application

«  Verify SharePoint Kerberos Authentication

« Configure WebSEAL and junction on the ISAM appliance
« Access SharePoint through the WebSEAL junction
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Integration with Microsoft SharePoint

Physical architecture view

finland.europe.sup

N

ISAM 8 Appliance
Reverse Proxy / Runtime

AD / SharePoint 2013

© 2015 IBM Corporation 41



Integration with Microsoft SharePoint

Logical architecture view

=
!_.;J Reverse Proxy
webseal-finland.finland.europe.sup
[ | o N
p <
Client .
tampere.finiand.europe.sup | |SAM Appliance ISAM Runtime
J
ﬁl E ";w y
L =
Active Directory z_»J . )
‘ Domain Controller | SharePoint SharePoint

finlanddc.finland.europe.sup sharepoint.finland.europe.sup sharepoint-second.finland.europe.sup

finland.europe.sup

© 2015 IBM Corporation 42



Integration with Microsoft SharePoint

Create the service account for the SharePoint

sp2_web_pool Properties |L-
iﬂ AdrganiAza;!ibn [ MemberOf I biéliﬁ ] Aéh;;i;onmen{ l “S-éssilpns \
} Rﬂoﬁe control l* Remote Desktop Services Profile \ COM+ \
[ [
| 1

¥Qf°f'§@],:l, ,Aﬁ‘i;fsﬁj Account 1 Profile ] Telephones | Delegation
» Create an user account for the SharePoint Web Pool L ogoa nane:
lm | |@finland.eur0pe,sup V]
User logon name (pre-Windows 2000):
’FINLAND\ ] |sp2_web__pool ’
I Logon Hours... ‘ I LogOn To... I
» Set SPN that match the FQDN of the SharePoint Web Site itk s
Account options:
[] User must change password at next logon &
[] User cannot change password
Password never expires

:\Users\Administrator>setspn —s HITP/sharepoint—-second.finland.europe.sup sp2_u
eb_pool
hecking domain DC=finland.DC=europe.DC=sup

egistering ServicePrincipalNames for CN=sp2_web_pool.CN=Users,.DC=finland.DC=eur
ope . DC=sup

HTITP/sharepoint—second.finland.europe.sup
pdated object
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Integration with Microsoft SharePoint

Create the WebSEAL impersonation account

« Create an user account for the WebSEAL on the Active Directory

« Generate the keytab file

Example:
ktpass -out c:\\tmp\webseal.keytab -princ HTTP/webseal-finland@FINLAND.EUROPE.SUP -mapuser
webseal-finland -mapOp set -pass <passwd> -pType KRB5_ NT_PRINCIPAL webseal-finland Properties |2 I

Organization [ Member Of | Dialin | Environment | Sessions |

* Modify the user account to delegate to the SharePoint service i s BN e o s AT

General I Address l Account | Profile I Telephones ‘ Delegation

Delegation is a security-sensitive operation, which allows services to act on
New Object ~ User - b-ehalf of another user.

(U Do not trust this user for delegation

O Trust this user for delegation to any service (Kerberos only)

a Createin: finland.europe sup/Users (® Trust this user for delegation to specified services only

@ O Use Kerberos only

(®) Use any authentication protocol

When you click Finish, the following object will be created: Services to which this account can present delegated credentials:

S Service Type  User or Computer Port
Full name: webseal{inland

- 2 HTTP sharepoint finland europe sup
User logon name: websealfinland @finland .europe sup HTTP sharepoint-second finland .europe sup

The password never expires.

< m >
S
| < Back || Finish || Cancel I ok | [ s | [ %v | e
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Integration with Microsoft SharePoint
Configure the SharePoint Web Application

* From the SharePoint Central Administration page start a new Web Site

6 l @ http://helsinkidc:12536/_admin/WebApplicationList.

SharePoint

BROWSE WEB APPLICATIONS

— Manage Features
L'& Managed Paths
New |Extend Delete General Authent
Settings Service Connections Provit
Contribute Manage
Central Administration Name
Application SharePoint Central Admin

Management SharePoint - 80
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Integration with Microsoft SharePoint
Configure the SharePoint Web Application

+ For the Integrated Windows authentication select Negotiate ( Kerberos )

Create New Web Application ®
create U e, tnen

update it g the standard IS A
tools.

Security Configuration

Allow Anonymous
OvYes
®nNo

Use Secure Sockets Layer (SSL)

Oves

site, ®@nNo

[ Enable Windows Authentication

Mlintegrated Windows authentication
INegotiate (Kerberos) N

want to use

for this

Negoti. ) is the

[[JBasic authentication (credentials are sent in clear text)

[_JEnable Forms Based Authentication (FBA)
ASP.NET Membership provider name

ASP.NET Role manager name

€ BV secunty

© 2015 IBM Corporation 46



Integration with Microsoft SharePoint
Configure the SharePoint Web Application

* The host name in the URL setting must match the SPN defined with the
"setspn -S <SPN> <accountname>" command

Create New Web Application

VVIRED LiginDs Daseu ~ <
Authentication types are ) Custom Sign In Page A
enabled, a URL for redirecting

the user to the Sign In page is

required.

Learn about Sign In page
redirection URL.

Public URL

URL
The public URL is the domain

name for all sites that users will http://sharepoint-second.finland.europe.sup:82
access in this SharePoint Web )
application. This URL domain Zone :
will be used in all links shown Default M
on pages within the web
application. By default, it is set
to the current servername and
port.
http://go.microsoft.com/fwlink/?
Linkld=114854

Application Pool

Choose the application pool to (U Use existing application pool

use for the new web application. NETVv2.0( [V
This defines the account and

credentials that will be used by @® Create new application pool

this service. Application pool name

You can choose an existing | SharePoint - 8279

application pool or create a new

Select a security account for this application pool
one,

Predefined v
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Integration with Microsoft SharePoint

Configure the SharePoint Web Application

* Register the account created earlier as SharePoint

service account

+ By clicking the "Register New Managed Account” a

pop-up will show up

Register Managed Account

Warning: this page is not encrypted for secure communication. User names, passwords, and any other information will be
sent in clear text. For more information, contact your administrator.

Account Registration

Service accounts are used
by various farm
components to operate.
The account password can
be set to automatically
change on a schedule and
before any scheduled
Active Directory enforced
password change event.

Enter the service account
credentials.

Automatic Password
Change

Automatic password
change enables
SharePoint to
automatically generate
new strong passwords on
a schedule you set. Select
the Enable automatic
password change
checkbox to allow
SharePoint to manage the
password for the selected
account.

If an account policy based
expiry date is detected for
the account, and the

Service account credentials
User name

FINLAND\sp2_web_pool

Password

[] Enable automatic password change
If password expiry policy is detected, change password
days before expiry policy is enforced

Start notifying by e-mail
days before password change
Weekly
® Monthly




Integration with Microsoft SharePoint

Configure the SharePoint Web Application

* Finalize the creation of the New Web Application

Create New Web Application

APPILAUON POUT O LIELE d 1IEW
one.

Database Name and
Authentication
Use of the default database

Select a security account for this application pool

Predefined

Network Servic il

Register new managed account

Database Server
| helsinkidc

SharePoint

@ B http://helsinkide:125

BROWSE WEB APPLICATIONS

New Extend Delete

Genera
Settings

36/_admin/WebApplicationListaspx 0O ~ & || B> Web Applications Manage...

Manage Features
Managed Paths

Authentication Seff-Service Site
Service Connections Providers reation

Newsfeed OneDrive Sites System Account v & 2

Blocked File Types

User Permissions
User Anonymous Permission
Web Part Security Policy Policy Policy

) sHaRe 1O,

Sarver snd databace Rame & Contribute Manage Security Policy
recommended for most cases. Database Name
Refer to the administrator's | WSS Content e76ced40cechbadb659b37f2c48ce] Central Administration Name URL Portt
guide for a‘_j"?“ced scenarios i 2% s Application SharePoint Central Administration v4 http://helsinkidc:12536/ 12536
where specifying database Database authentication o . .
5 T : lanagement SharePoint - 80 http://sharepoint.finland.europe.sup/ 80
information is required,

@® windows authentication (recommended) System Settings [ SharePoint - Second 8279 http://sharepoint-second.finland.europe.sup:8279/ 8279 |
Qse of Windows authentication OsqL authentication
is strongly recommended. To A ccouridt
use SQL authentication, specify
the credentials which will be
used to connect to the

Password

database.

Failover Server

You can choose to associate a
database with a specific failover
server that is used in conjuction
with SQL Server database
mirroring.

€ BV secunty

Failover Database Server

2015 IBM Corporation

49



Integration with Microsoft SharePoint

Configure the SharePoint Web Application

) N Name Status Kesponse Iype
. . . . -2} Application Pools —

« Sharepoint wizard configure 1IS automatically 4@ Sites Anonymous Authentication Enabled
b @ Default Web Site ASP.NET Impersonation Enabled
b »@; SharePoint - 80 Basic Authentication Disabled HTTP 401 Challenge
b &9 SharePoint - Second 8279 Digest Authentication Disabled HTTP 401 Challenge
b @ SharePoint Central Administration v4 Forms Authentication Enabled HTTP 302 Login/Redi
b &0 SharePoint Web Services Windows Authentication Enabled HTTP 401 Challenge

Enabled Providers:

Negotiate
NTLM
« Dedicated Web Site with specific authentication
mechansim enabled ( do not modify )
e SharePoint - Second 8279 Authorizat... Compilation Pages Globalization Levels
e SharePoint Central Administration v4 ) = = , { e |
&) SharePoint Web Services ab ;!{ E’_Eﬂ Q\?) & I"Oj
Connection MachineKey Pagesand  Providers Session State SMTP E-mail
Site Bindings
Type  Host Name Port IP Address Binding Informa...
http sharepoint-seco... 8279 10.0.5.56
L= SharePoint - 80 Started  v4.0 Integrated FINLAND\sp_web_pool 1
. . i . . i -7 SharePoint - Second 8279 Started  v4.0 Integrated FINLAND\sp2 web_pool 1
* Dedicated Appllcatlon Pool using user service -2 SharePoint Central Administra... Started  v4.0 Integrated FINLAND\Administrator 1
account Created @ SharePoint Web Services Root  Stopped v4.0 Integrated LocalService 1
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Integration with Microsoft SharePoint

Verify SharePoint Kerberos Authentication

' tampere - ViMware Remote Console

WRE v | Il v @ O

+ Verify Kerberos authentication

Antti Merihaara
FINLAND\antti

* Login with domain accout on workstation

Password

7F tampere - VMware Remote Console

=[S

VMRC | - & OO * 1 H

-8

« Connect to the Sharepoint web site with a D) C el v o cconiimniauspesupsensiesemesi 2} + G | B evEA L2 suppar-tome % U] A

kerberos enabled browser SharePoint Newsfeed _OneDve _Sies s 2

BROWSE PAGE

O sHare Yy rouow Cdame # er IO

EMEA L2 Support # EDITLINKS Search this site L
EMEA L2 Support

Home Get started with your site  revove THis
Documents

Site Contents

P=i=
# EDITLINKS | V |

Waorking on a
Share your site. deadline?

Add lists, libraries, and
other apps. What's your style? Your site. Your brand

€ BV secunty
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Integration with Microsoft SharePoint

Configure WebSeal and the junction on the Appliance

€ ) B hitps://isam8-oulu finland.europe.sup/wga/ reverseproxy® C || Q Search
. . .
Edit webseal conf file T ———
PN laa e =] e
. . [ Advanced Configuration File Editor - sharepoint
°
Enable kerberos junction sso e e YT 28 TS
#kerberos-service-name = <principal-name>
Reve
° Deflne keytab N kerberos-service-name = HITP/sharepoint-second.finland.europe.sup@FINLAND.EUROPE.SUP
+ Define kerberos service name

» Define kerberos service principal

+ Create a junction /sharep-second to
SharePoint IIS web site

Junction Servers | Basic Authentication Identity S50 and LTRA General

Target Backend Servers. At least one server is required to create a junction

o New | “E Edit | K Delete
Hostname Server Stat
S
[3= ] Mo fiter applied

sharepeoint-secoend. finland.europe.sup running

€ BV secunty
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Integration with Microsoft SharePoint

Access SharePoint through the WebSeal Junction

+ Verify Kerberos junction

* Login on WebSeal using the configured auth
mechanism

VMR.Cv|IIv£|j:E

e@‘ B-vl http://webseal-finland finland.europe.sup/sharep-second/sites/em I,D ) ” @ Access Manag

Access Manager for Web Login

» Username antt x

+ Password

SharePoint

7P tampere - VMware Remote Console ;IQI_X
wee v | I v B = LA =
e

a 2 )|e hitp://webseal-finland finland.europe.sup/sharep-second/sites/em O ~ @ || ow EMEA L2 Support - Home ‘ | i i‘:? {§}
Mewsfeed OneDrive Sites 5 2

« Connect to the Sharepoint web site through
the WebSeal junction

BROWSE PAGE

~ g 5 o
) siere Yy rouow Ldswne # om0

E> EMEA L2 Support # EDIT LINKS Search this site el
EMEA L2 Support

Home Get started with your site  revove His »

Documents

Site Contents

# EDIT LINKS

Share your site,

Add lists, libraries, and
ather apps.

Working on a
deadline?

What's your style?

€ BV secunty
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Questions for the panel?

Now is your opportunity to ask questions of our panelists.

To ask a question now:

Press *1 to ask a question over the phone

or

Type your question into the SmartCloud Meetings chat

To ask a question after this presentation:

You are encouraged to participate in our Forum topics <link to IBM Security topic A
in product X’s Forum>.
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Kerberos pass through Famespren e, Hot @) 10054
] brighton Host (A) 10.0.5.42
& isam-uk Host (4)  10.0.4.41
. . “Jlondondc Host (&)  10.0.5.40
Enable Desktop SSO ( see first open mic ) & webserb ik Host(d) 100541
= iis-uk Host (A)  10.0.5.43
Reverse Proxy Basic Configuration - default
Filter: Ihtt]:l or kerberos j Expression... Clear Zpply  Save
— - ‘ITII‘I‘IE |§ource |Desﬁnaﬁcr‘| |Prohocc| |Ir1fc
SorueE Ssb Junction | Authentication | Session | Re 408 86.225537 10.0.5.42 10.0.5.41 HTTP GET /iis/authpage/ HTTP/1.1
Keytab File 411 86.226690 10.0.5.41 10.0.5.42 HTTP HTTP/1.1 401 unauthorized (tex
webseal-uickeyidb 415 86,228722 10.0.5.42 10.0.5.41 HTTP GET /iis/authpage/ HTTP/1.1
Use Domain Qualified Name 438 B6.232822 10.0.5.41 10.0.5.43 HTTP GET /authpage,/ HTTP/1.1
"""""""""""" 441 86.233598 10.0.5.43 10.0.5.41 HTTP HTTP/1.1 401 unauthorized (tex
Kerberos Service Names 450 86.235219 10.0.5.41 10.0.5.40 KRB TGS-REQ
@ | X peiete | & Defau 454 86.237322 10.0.5.40 10.0.5.41 KRES TG5-REF
s el Bk 471 86.239380 10.0.5.41  10.0.5.40 KRES  TGS-REQ
Value 475 86.240738 10.0.5.40 10.0.5.41 KRES TGS-REP
488 86.242302 10.0.5.41  10.0.5.432 HTTR GET /fauthpage/ HTTP/1.1
HTTP@w ebseal-uk.uk europe.sup 514 86.247937 10.0.5.43 10.0.5.41 HTTR HTTP/1.1 200 ok (text/html)
I525 86.249263 10.0.5.41 10.0.5.42 HTTP HTTP/1.1 200 oK (text/html)
4
: — s
~ & Frame 415: 1234 bytes on wire (9872 bits), 1234 bytes captured (9872 bits)
T e c d Linux cooked capture
& webseal-uk.uk.europesup/iis/authpage/ Internet Protocol Version 4, src: 10.0.5.42 (10.0.5.42), Dst: 10.0.5.41 (10.0.5
Transmission Control Protocol, Src Port: 49400 (49400), Dst Port: http (80), Se
[2 rReassembled TCP Segments (2638 bytes): #414(1460), #415(1178)]
= Hypertext Transfer Protocol
GET /iis/authpage/ HTTP/1.1\r\n
; H accept: image/jpeg, application/x-ms-application, image/gif, application/xaml4
Authentication |Negotiate Request.Serv ACCEpT.Language: en_usirin
MethOd (KERBEROS) User-agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.3; wowe4; Trident
- ding: gzi deflate'.r'n
. Request.Serv Accept-Encoding: gzip.
Identit UK\sean 2 Host: webseal-uk.uk.europe.sup\rin
Y \ System.Thresg DNT: 1hr\n
. =__ connection: Keep-alive\r\n
W'ndPWS UK\"S System.Secur Cookie: PD-H-SESSION-ID=1_4_0_MHfG2KyT+h8IKxALhCO4j72X52GLVFJVDFGUTaHWEP16Xqcl
|dent|ty uk-user = [truncated] Authorization: Negotiate YIIGSQYGKWYBBQUCOIIGPTCCBjmgMDAuBgkghkicy
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Troubleshooting

Principal in credential cache does not match desired name

B C\Uce s |Adminictrator\AppDATa \Local \Temp\1 \msg__webseald dele-kerb-6.1og - Notepad + + [Administrator] 181
e £ Sewch vew Encodrg

o IHEB Sc mtal s |3 £ [ Ll

s (3] W snizsPFoc ran oo (3] Mo mefoderaton_ofice 355 s 3] IIPDAGmnDeno jave C | I v 1 1] I wetissaticnt coed C
T en_maint.crp 5543 0x7£385£70720 — HPDGOOZ0SH  getzlimis(l: RLIMIT AS (rlim cur: -1 ; rlim ma
wm 5820 o o -

5050 0%7£3842545700 —- DPWADIZISE AR Srror ocourred wnen cresting the KSIperss token: Matcming
5050 ox7£3E48457 DPFWADIZ13E  An erzor ccourzed when creating che Kegphegea coken: Masching
5050 DXTEINAE007700 - DFWADIZISE AN SXTOF OCCUIS] WDAD CISATANG Th BAKDAIQE TOKER: MATching
1738 0x7£382befnT00 —— DEWIVAOSIE  Gould now write to socket (406)

DEWBAD30ZI  The runtime secuzity services sxternal authorizstion service (EAS) is being SEMSASWA.
Ton Coputacion 15e 200, Aii Regmes neserves

gz wndow 7

raor Parner e

20| B

Giperes-1oe"

ibercy-tn, nontasal,ce

alyze Stavencs Tekphony oos [memah e

codmd B s TFTL([OE QAN EDMK| B

1 ) 3. 60 3. fon 4, client
20.000745 Viware be:8a:ea  vmware be:06:cb  ARP 4210.0.3.60 § 56:be:Bazea
30.000801 10.0.3.38 10.0.3.60 WP 90 NTF vers er
419.529858 Vmware be:8aiea  Vmware bd:19:fc  ARP 4210.0.3.60 15 AT 00:50:56:be:Bazea
519.530093 10.0.100. 5 10.0.3.60 Ter 66 4286280 [SYN) 5€q-0 Win=§182 Len=0 MS5-1384 WS-256 SACK PERM=1
N 619.533821 10.0.100.5 10.0.3.60 Ter 50 4286-80 [ACK] S6q-1 ACK-1 Win-16384 Len-0
. 7 19.534196 10.0.100.5 10.0.3.60 HTTE 430 GET uthpage/ WTTR/1.1
E B19.538910 10.0.100.5 10.0.3.60 Ter 50 4286-80 [ATK) 364-277 ACKo1583 Win-16384 Len-0
il ]
s TFrane 1t 90 byces on wire (/20 Blce). 90 byces Captured (720 B1ce) S possz.con
re_be:ipa: jBaiea). psT: veware bei06ice (00:30:56ibe:06:ce)
5 i Trtcerer Eresrn] ueeeien s e: i6.6 3 Ah (ln 0.3 6M_ ner: 10,0 354 (10,03 5@ =l
. G500 B0 50 38 be 08 <8 00 50 5 be £a ea OF O ares.iogt
010 00 4c 00 00 40 00 40 11 1f 6b 0a 39 03 3¢ Oa 0D
49 0020 03 3b 00 7b 00 7b 00 38 1a €0 23 Ob 06

8 00 00

0 00 00 O d7 BF 07

Se bb d8 c& Se c& c2 01 O ic d8 c& Se c& BF
= Ba 6b c2 ab

iberty-tu, aeniatal. ot

2
2
3
al
o

@

at.geR 5820 720 -

&n error sccurred when creating the Kerheros token:
An exsor cocurred when creating the KehsEns token:

cipal in credential ca:
cipal in credential cach

o 3073 e 1161 i cars saone o Treweson e

o B & B @25 e srwo G

TCP-IP trace confirm that there is even no attempt to get a ticket, the problem could be the usage of a
wrong kerberos-principal-name for that junction
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Troubleshooting

KDC policy rejects request

History  Bookmarks  ScrapSock Tooks  Help

E\E Edit View Go Captwre Analyze Statistics Telephony Tooks Internals Help
co4sms|lBbaxg acswreaElaaa

Fiters [herberos

sp2sondc detwaka

TR

Y — titfaga

Expression.. Clear ‘oply  Save

&) Most visited (2 vSphere Web Cient ' ncg25003.romelabiit.i.. | | IAMS

the adjusted configuration item to a [Junction:{jct_id}] st
'{jot-id}' refers to the junction point for a standard junc
leading '/'), or the virtual host label for a virtual host

@ kdc-options: 40830000 (forwardable, renewable, request-anonymous, canonicalize)
realm: SEC8R2.COM
B sname
name-type: KRBS-NT-PRINCIPAL (1)
© name-string: 2 items

No. [Time. [Source [pestination [Protocol liength _info
IBM Security Access Manager 3412 1568. 8207910.0. 3. 55 10.0.3.60 KRES. 198 TGS-REP
3423 1568. 8218010.0. 3. 60 10.0.3.55 HTTR 1015 GET /authpage/imgé. gif HTTP/1.1
A L 3518 1594, 2695110.0. 3. 60 10.0.3.55 KRES. 405 TGS-REQ
) 3522 1594.2912810.0.3.55 10.0.3.60 KRES. 199 TGS-REP
3531 1594.2942110.0. 3. 60 10.0.3.52 KRES. 383 TG5-REQ
Advanced Configuration File Editor - dele—kerb 3535 1594.2954510.0. 3. 52 10.0.3.60 KRES. 155 TGS-REP
3544 1594, 2965810.0. 3. 60 10.0.3.53 KRES. 786 TGS-REQ
| % If no user name is defined, the clisntcredential name is us. 3048 1594.2990710.0.3.53 10.0.3.60 KRBS 468 TGS-REP
N |# If no domain is defined, the WebSEAL service account domain| 3280 1614.3196210.0.3.60 10.0.3. 52 KRBS 678 TGS-REQ
# Defining a domain without a user name must be prepended wic] 3054 1614.3487910.0.3.52 10.0.3.60 KRBS5. 254 TGS-REP
% is case sensitive and must be upper case. The domain must b 3393 1614.3500610.0.3.60 10.0.3.55 KRES 710 Tos-REQ
0 R, 3597 1614, 3516810.0.3.55 10.0.3.60 KRES. 167 TGS-REP
M 3606 1614. 3546010. 0. 3. 60 10.0.3.52 KRBS. 1086 TG5-REQ
$Format is: 3608 1614. 3551810.0. 3. 52 10.0.3.60 KRES. 193 KRB Error: KRBSKDC_ERR_POLICY NT Status: Unknown error code
W ey = enmEEmrs Qe 3617 1614.2573410.0.3.60 10.0.3.52 KRES 1086 TGS-REQ
T el e ey 3619 1614, 3578010.0.3.52 10.0.3.60 KRES. 193 KRB Error: KRESKDC_ERR_POLICY NT Status: Unknown error code
% kezberos-user-identity =@<realm> cil|
: D=y = Smre padata_value: a08204ee308204eaallc301aa0040202Ff76a11204108al5. . .
. o s . = req-body
: Tnis configuration item may be customized for a particular Padding: ©
*
:

[junction:/iis]

kerberos-service-name = HTTP/sp2sondc.sonsr2.secSr2.com@sONSR
kerberos-user-identity = BMIX38.COM
always—send-kerberos-tokens = true

Kerberosstring: HTTP
Kerberosstring: spldc.secgr2.com
©i11: 2015-04-03 11:01:55 (UTC)
nonce: 1428023003
etype: 2 items

ENCTYPE: eTYPE-ARCFOUR-HMAC-MD5 (23}

ENCTYPE: eTYPE-AES256-CTS-HMAC-SHAL-96 (18)
ey r— B additional-tickets: 1 item
: = Ticket
tkt-vno:
realm: SONSR2.SECSR2.COM
E shame

kerberos-service-name = HITP/spldc.sec8r2.com@SECER2.COM
kerberos-user-identity = @SEC12.COM
always-send-kerberos-tokens = true

name-type: kRBS-NT-PRINCIPAL (1)
© name-string: 2 items
Kerberosstrin

ery-contents
(g I enc-part

# QUERY CONTENTS

54
1d
Frame (1086 bytes) Reassembled TCP (3916 bytes) |
O [#/ [KerberosString (kerberos.KerberosString), 25 by... | Packets: 3725 - Displayed: 371 (10.0%) - Load time: 0:00.080 [ Profile: Defadlt

Ear - TEEA

IBM Security
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Troubleshooting

KDC policy rejects request (cont) HEEEEE .

=[8] x|
(2 sp2sondc @ dewaa (%) chiwar2 %) win1d 2 deawzki2 em 1BM Security .. Server Error ten IBM Tivol Acc...  Webseal Junction i 4 I +
B @ https://9. 168,118, 19:9443/vsphere e 5 " 554 92-4FF9-94AB-3CA | [[E] - enable kerberos logging domain controlier Al A B 3 e =
2] Most visited () vSphere Web Client = nc117040: Hardware ... {_} nc926003.romelab.t.i 1AM Sandbox ) LatestHeadines | Lab {

| SP federations Page ' IBM Tivoli Directory S.  IDP Federations Page |} CAlogin [l IBM Security Web Gat... [Tl IBM Security Access

Send Ctrl-Alt-Delete M Full Screen
Hint: Press Ctrl-Alt to release the cursof from the guest.
etting method

m8@1 .child8:

al.keytah:

[shroowebseal-user Properties 21x|
+2.ix38 . comBSE COM ptype 1 CKRBS_NT
9 C> keylength § (Bxced4fe8510F b5, s
hi 1852158 . conBSECSR2 COM pupe 1 RS NT MemberOf | Ditin | Ewionment | Sessons | Remote conil |
MD5> keylength 8 4f 85108F 4h5c. Remote Desktop Services Profile |  Personal Vitual Desktop | COM+ |
ys BE1B 1o anBBL childBes nixB. uomﬂorcz«m con ptype 1 Citnns_NT Delegation
> Teas e @x17 (RCA-HHAC) keylength 16 General | Address | Account | Profie | Telephones  Delegation | Organization |
ayeiss 93 HIT n861 .c 2 eSECSR2 COM peype 1 CKRDS
pe ﬂxl“ <AES256-SHA1) kr:ulungrh 32 (Bxab?e88: STULLCRFY  Delegationis a securtysenstive operation, which allows services to act on
92‘.Blﬂfcafﬁfﬂdbﬂ76rddcf‘?5 df Bb1 8: behaf of another user.
27 -child8r2.mix38.con@SECSR2.COM ptype 1 CKRES NT S
Botnas Et)pe Lo ChEsiSa shaL s ylength 16 (Bx5442cc3?hfhiSach266ch] Do not trust this user for delegation
2 € Trust this user for delegation o any sevice (Kerberos orly)
£ Trust this user for delegation to specified services only.
 Use Kerberos only
oplderacces & Use any authentication protocol
n801.sec8x2.con to shrpouebseal-u: Services to which this account can present delegated credentials:
SeMc: Type | UserorComputer | Pott
TP spldc.sectiZ.con

[ Senvce N

ated.
Outpus kegtab to c: al.keytab:
Keytah n

o 5 5
Neveite C1oNTTE xangot . goctr2.conESECOR2. COM ptype 1 (KRES_NT_PRINCIP
ctupeOxt CDES “cnes CRO> i S§ia732c5216b9cd ;

1

M ptype
rngfh 5 Coneniazazocine

hIc:
ptype 1 en
9547¢

<812 conl M 5
e Ox17 anca Mnm,) Lulg..gu. 16, \Bx267»7b7ﬂv.ds e Eaa3006 1 A7e
85

M geype 1 CHRBS NI_PRINCIP
0d72673484b12F:

-2 . conBSEC8R2 ptype 1 CKRBS_NI_PRINCIPi
CRES1 38 ShAL Keylength 16 CBaonaReRBS 5o Ao ABaRO5aE I NTE A

-ator.WIN-0D502RQHI 1U>mnc
tor.WIN-OD502RQHITU>GPUPDATE /FORCE

\Us 2
Updating Policy...

» Policy update has conpleted successfully
r.mp.u.-. Policy update has complete ully.

C:\Users\Adninistrator.WIN-ODSO2RQHIIU>

AP e ™

/2015
] errorikerberos-sso-junction.docx - Word

e % oa Be SRS AT

The KDC that webseal uses is unable to find the SPN specified by webseal ( in the tcp-ip trace
isam801.son8r2.sec8r2.com ) , this is a mismatch between what in webseal keytab ( SPN of webSeal
HTTP/Isam801.sec8r2.com ) and what defined in the kerberos-service-name for the jucntion ( this
case in webseal conf file for /shrpo there is HTTP/isam801.son8r2.sec8r2.com )
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£ pcap-9 [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] =13 x|

Fle Edt View Go Copture Analyze Stafistcs Telephony Tools Internals Help

Client not found in Kerberos database ©°** = #& .-:e7:(85 aqan@un. o

Fiters [t gort cass '~ Eeressin... Gear opls Save
Ne. [Time Jsource IDestination [Protocol ltength_linfo -]
4411 3479.4792610.0.3.52 10.0.3. 60 KRBS 155 TGS-REP
4412 3479.4792610.0.3. 60 10.0.3.52 Tcp 66 50406-88 [ACK] Seq-1766 Ack=1528 Win-17536 Len—0 Tsval-07077728 TSecr—3085405
4413 3479.4793210.0.3.60 10.0.3.52 TcP 66 5949688 [FIN, ACK] Seq=1766 Ack=1538 win=17536 Len=0 Tsval=97077729 Tsecr=3085405
4414 3479.4793710.0.3.52 10.0. 3. 60 TcP 66 88-50406 [ACK] Seq=1538 Ack=1767 Win=66560 Len=0 TSval-3085405 Tsecr=97077729
.0.3. 60 85-59496 T
4798410.0.3. 74 4739788 [5VN] Seq=0 Win-14600 Len=0 M55-1460 SACK_PERM=1 T5val=07077729 Tsecr=0 WS=128
4417 3479.4800410.0.3. 51 Tcp 74 8847397 [SYN, ACK] Seq=0 Ack=1 win=g§102 Len=0 MSS=1460 WS=256 SACK_PERM=1 TSval=705615 Tsecr=07077729
4418 3479.4800610.0.3. 60 TP 66 4739788 [ACK] Seq=1 Ack=1 Win=14720 Len=0 TSval=97077729 TSecr=795615
4419 3479.4801010.0.3. 60 Tcp 1514 [TCP segment of a reassembled PDU]
4420 3479.4801210.0.3.60 KRBS 786 TGS-REQ
4421 3479.4801710.0.3.51 Tcp 66 88-47307 [ACK] Seq-1 Ack=2160 Win=66560 Len-0 TSval=795615 Tsecr=07077729
4422 3479.5141010.0.3. 51 KRBS 174 KRB Error: KRBSKDC_ERR_C_PRINCIPAL_UNKNOWN
4423 3479.5141210.0.3. 60 TCP 66 4739788 [ACK] 5eq=2169 Ack=109 Win=14720 Len-0 T5val=07077763 Tsecr=795618
4424 3479.5142010.0.3. 60 Tcp 66 47230788 [FIN, ACK] Seq=2169 Ack= Nn=14720 Len=0 Tsval=07077763 TSecr=795618
4425 3479.5142810.0.3. 51 TCP 66 88-47397 [ACK] Seq- 6560 Len=0 TSval-795618 TSecr=97077763
79.5143110.0. 3. 60 8847397 [RST, ACK] S

Frame 4420: 786 bytes on wire (6288 bits), 786 bytes captured (6288 bi
thernet II, Src: vmware be:8a:ea (00:50:56:be:8azea), Dst: vmware be:63:64 (00:50:56:be:63:64)
nternet protocol version 4, src: 10.0.3.60 (10.0.3.60), pst: 10.0.3.51 (10.0.3.51)

ransmission control Protocol, Src Port: 47307 (47397), DSt Port: 88 (88), seq: 1449, Ack: 1, Len: 720
[2 Reassembled TCP Segments (2168 bytes): #4419(1448), #4420(720)]

= Kerberos

Record Mark: 2164 bytes

pe: krb-tgs-req (12)
2 padata: 4 items
PA-DATA PA-TGS-REQ
PA-DATA Unknown:
E PA-DATA PA-FOR-USER
E padata-type: kRB5-PADATA-SAU2SELF (129)
 padata-value: 304ba01230102003020101210930071b0563663636Fa10b.
& name _
name-type: KRES-NT-PRINCIPAL (1)
= name-string: 1 item
Kerberosstring: cocco
realm: MIX38.Com
cksum
auth: Kerberos
PA-DATA Unknown:130

{_1T1| |

Frame (735 bytes) | Reassembled TC (2168 bytes) |
O 7 | Frame (frame), 786 bytes [P... [Profile: Default

e %o )R @28 Js|4 T :

PEG s

The user that need to be impersonified ( cocco ) by WebSEAL is not found on the KDC this is a
consequence of a wrong combination of logged-in user, the service to access ( on the junction /iis ) and
rule used in kerberos-user-identity .
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside

your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks
on others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access.
IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other

systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE
IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

THANK YOU B

www.ilbm.com/security

IBM Security

Intelligence. Integration. Expertise.

© Copyright IBM Corporation 2015. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any
kind, express or implied. 1BM shall not be responsible for any damages arising out of the use of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor
shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use
of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and / or
capabilities referenced in these materials may change at any time at IBM'’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future product
or feature availability in any way. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United States, other countries
or both. Other company, product, or service names may be trademarks or service marks of others.


http://www.ibm.com/security
http://www.ibm.com/security

